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VAD32E Y RRIPV6 L7 v 7 ADRICHMDIAFNTWET, =& 21X, IPve 7L

T4 T AN T LT 47 ZADBFA, IPVAT RL AL, 7 RLADOKEKD32E Y MIE
MENET, =& 20E, 201b::0/96 (2 192.168.1.0/24 2~ v ¥ 74 54, 192.168.1.4 1%

201b::0.192.168.1.4 IZv v B 7 SN ET (BRAXKFLTER) . 64728, Lo/ a7

T4 T ADEE. IPVAT RLANRNT LT 4 w7 ZADHBITEMEN., 7 4 v 7 AD 0s H
IPv4 7 KL ADZIZIBEME L E T,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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Ry RT—2 7 RLRZH (NAT) |
B o xxsvarugToranizmT s NATHR— k

* NAT64 (IPv6-to-IPv4) : IPv6 7 R L ZADEUIK IS TE B +45703D IPvd 7 R L A3 7203
ANHY ET, KED IPVA AT 27-DICF AT I v 7 PAT 77— V&2 EHT 52 &
BHELE L F 9,

AVARS S 3ow&E 7O ajLizxtd B NAT HHR— k

A X VSR T S) A—varvBra haro—EF, F3oy MCIPT KL A %4
OIANTET TV r—vav@ra halo—it, WO —ERAEZRMT LD, AT g
URFETEINET,

CEUR—IVDIER : —ERDT Y r— a7 a bant, E#ER— hERIrIvo—
SNTeAR—=FTEIHY TCP £721X UDP #ife A X £ 9, A VA7 a U TliX, Th
SbDEHLHAY R—FDOEVFR—ANEHL 2D, 2—FIIENOZHTLT7 78R
fa—n — NV EET A EILH Y A,

*NAT DEXH#Z . 7o balo—EE LTy b T—FZRNOYH &) H#H O FTP
WHIAAMIP T FLABLIOR— el v han, = RRA L FOWTINIEET
HNAT BN B LA, A VAT gy 2o, BOAENRZT RLAB I OHR—
N O NAT B % RS 5 K22y b T —22EEXMx F5, Bh XU EERILNAT O
EEXHRZ NN EIELE A,

s u NI LOWE  —EH DA AT g TR, A VAR g rktBE T e haichb
FRJE D RFC ~D AL gl X v E 7,

WDOFRIZ, NAT OEZHZ & NAT OFIRFEEAZHEHT 54 VAT v a URR 7 e faLzrR
LET, ZnH07 8\ halidEGieNATL— LOERIHEL, 2D ORIRFHEICEEL TS
VW, ZZIZEHENTOWARWNWA VA Vg it e Fa LI NAT OEXHZ 2 L
ho TIUDHDA AT 2 g 21, GTP, HTTP, IMAP. POP, SMTP. SSH. B L U'SSL 235
EFNET,

)

GE NATOEXHZIE, VR PINTNEE— FTORPR— PSR ET, HEER— TR
SO7m hanaM AT 5561, H T NAT 21 L2 T 7Zan,

R2: NATOYR—bRET T r—av A VAR ay

AVARY S 3 KR
FIUr— 3y O k3. R—+ | NATICBAS B4IREIE EREHDE 2 R—IL
DCERPC TCP/135 NAT64 732 L, ©
DNS over UDP UDP/53 NAT H7R— b i%, WINS ®&H O4 Fifigie g | X
fERTEEH A,
ESMTP TCP/25 NAT64 72 L., x

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
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oy hT—9 7 FLRZEH (NAT)

1o2xyvavgIoranizedaNaToHE—+ [l

AVARY L 3 URE

7I)r—3y JOkajL, R— b+ | NATIZEEY 2 H#IEEE ERFADE Vik—)IL
FTP TCP/21 HIR7 L o
H.323 H.225 (=2—, | TCP/1720 NAT64 72 L, °
YD) UDP/1718
H.323 RAS For RAS.

UDP/1718-1719
ICMP ICMP HIFR7 L, x
ICMP — 5 — (THRAR A B —

7 A AIEFEEND

ICMP N7 4 w27 ®D

A VANRT g VTR

ITENEHA, )
IPATav RSVP NAT64 72 L, X
NetBIOS Name Server | UDP/137, 138 (%1Z | NAT64 72 L. %
over IP TAR—F)
RSH TCP/514 PAT 72 L, o

NAT64 72 L,
RTSP TCP/554 NAT64 72 L, o
(HTTP 7 u—% 7

I L EEA) o
SIP TCP/5060 PE0E PAT 72 L, o

UDP/5060 NAT64 %7713 NAT46 1372 L.
Skinny (SCCP) TCP/2000 NAT64, NAT46, F721% NAT66 172 L, °
SQL*Net TCP/1521 NAT64 72 L, o

(NR—T a1, 2)
Sun RPC UDP/111 NAT64 72 L, o
TFTP UDP/69 NAT64 72 L, o
RAB—FRIP7 RLAFEHBINEE A,

XDMCP UDP/177 NAT64 72 L, o

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B nvrozotori( 51>

NAT D ZDMDHA 54>

TNV TN—T DA N=Z o TCNDA L H—T 2 A AT, A=A H—T =
A ZDNAT V—IVEERR LET, 7V v R A 2 —T7 A4 2 (BVD) H{ED NAT /L—
IVERERRT S Z LixTE £ AL

* (HEINAT OH) BEDAT V=7 MK LTI DONAT V— AT EERTCEET, 4
TV MR L THEED NAT V— L 2R ET D561, FIUIP T RLRAEIEET 5872
DATIDEE DA TV =7 NEERTALENDY £,

CAUHE—T A ATVPNRERINTWDEE, A2 —7 A A LEDOEFESP AT 7 1>
JIENAT V— VD852 1 8 A, FENL S IV VPN R FUIZOWTOHRESP T 7 o« v
I RFFRI S AL, BEFO h R VCBEEMS T BTV W R T T s v Z T Rey IR ET,
Z DOHIFRIL ESP B L O UDP AR— k@ 500 35 L V4500 (2@ S hvE T,

(FEINATDOR) EFETLIP T FLABRYT Xy hOBZANE, FIP 723t &7 #Ekis
FHT AT Y r— g TR Lside AR — NEARETHZ LT TEx A, FIPF—
B F v XIVOMESLITR S L E X A

NAT2 > 7 4 Falb—r g U aERLEEEIC, BFEOEBRNY A LT U 835 F TS
WHTLWNAT 2 7 s X2 b—a UBMEH SIS L9123 5121, 77354 AD CLI Cclear
Xlater~ > R&EMH L CEBMT —T NV EHETEET, 2L, BlT—T NV EHEETDH L,
Bz L T A BEOERN T XYM s EJ,

A

(GE) X AF I v NAT £721XPAT — L ZHIBR L, WRICHIBR L= Vv—ZE £
L7 RVALEMBTIH BT T RLAEZELH LUVIL— V&8T5 &
FLVL— i, HIBRES N — VICBEAHT SN 72T X CTOBER S & A A
T T 5, clearxlatea~ 2 REFEHLTZ UV 7 SN2 ETHEASNLEY
Mo ZOTHFEORNT T, ALT RUABREEOFRA MIEY ¥ ToH
MNESICTEET,

1 ODOF TVl N ZI—I121Pvd L IPV6 D FDOT RLAZ ANDLZ LIXITEERA,
FT 2T N TA—TFIZE, 1 DDEATDOT FLAFTFREENTHOALERH Y F7,

(FE)NATOAH) FIE7LT KL AL LTany & NAT V— /L CHHAT 254, lTany) +7
74 vV DEFH (IPv4 &L IPv6) [T/—/WZ XK > T2 Y £9°, Firepower Threat Defense 7 /3
A AWy BT LT NAT 2 E(TT 51, 237 v B3 IPv6-to-IPv6 F 7213 IPv4-to-1Pv4
THOHLERDHY £T, ZOFiHESM:TIiX, Firepower Threat Defense 7 /3 A (X, NAT /L—
D any DIEZRETEET, =& 2, Tany) 225 [Pv6 h—"~D/L— L EZFHEL TEH
D, ZOH—=N"BIPvd T RLANHY vy BV SN TWAEE, any 1 [{EEO IPve -7
T4v 7] HEMLULET, Tlany)] 76 lany] ~ONL—LVEZFELTEBY, HELEA ¥ —
TxARXIPVET RLRARZ v BT 5058, vy e 732 —T7 =4 AT R
AL Lo THHD IPVE THDLZ LWREINDT2D, any 1 {EEDOIPVvA N7 7 47| %
HRLET,

R~y BT F TV NI NVN—TEEEO NAT L— L TR CTE £,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
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| #*vybro—% 7ELRZEHE (NAT)
nroze W

BT IPT RFLA =L, ROT RLRAZEHRZ LN TEXERA,

YT A B =T 2 A ADIPT R A, L—Z TAny] A B —7 = A Z%&f
ETHE, TRTCDODA L H =T 24 ADIPT RLANERENET, A1 F—T A
APAT V=7 v RE—RDOHR) OFHIF, A F—T =24 AT FLZAORDVIZA
VHE—T oA A ERELET,

o T x— LA — N [ H—T =2 ADIP T KL &,
° (XA F v 7 NAT) VPN BA X—TNLDPEIL AXZ XL L HF—T 2 A ADIP
T RL A,

CABT U IBIOREAFT IV INATRY O —TIEEET FLAZFEH LT EE N,
72X, BEET NLAZGHTH L, PPTP Ot o X VEEENZ A F I v 7 xlate T
SAZT 4 w72t v b LISE. PPTP B DML I RIS D Al REMERN & 0 £ 9,

SNV THEA VF—T 2 A AERETDHE, V=T 4 T T =TI TIL— FBBREREND
DOTIERL, FOA L EZ—T A ANHEIA Vv Z—T oA 2 L TERENET, 72720,
TAT T 4T 4 NAT OEAIF. ROV ICAL— N Ly 27w PR FERT AL 3 03 Hh
D E,

NAT D% FE

Xy NT—27 T RURAEHIL, DRV EMECR 256080 £9, BRAESHEE: N7 71
Va—T 4 TR ERRET A2, L EREERNE Y TR S I L EBEIO LET,
NAT % FEEETHANCEEICHET S Z EAEFICEE T, KOFIEIL, EANLT 7o —F%
RLTWET,

FIE

ATvF1  [RVU— (Policies) ]>[NAT] Z IR L £,

AT9 T2 MERAL—LVOREEAERTELET,
HAFI v NAT, XA FI v PAT, AXT 47 NATBIOT AT T 47 4 NAT D/L—
NEVERRTX £4, EICOWTIEL, NAT 4 7, 3 —) 2L T &,

ATy T3  FEINAT EITHEINAT & LTEETAIL—LEZRELET,
THBD2ODFEEF T g UOHERIZHOWTIE, HEINATE FEINAT, (@ <—) 2R
LTL7Z&EW,

ATy 74 VB THITD2FIECHE ST, b= ZERLET,
* X4 3 v NAT, (16 3—Y)
* XA F w7 PAT, (22 3—Y)
* AHXT 4 w7 NAT, (28 2—3)

*TAT T 4T 4 NAT, (39 2—)

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager



B s rzvsNAT

ATy TH

vy kD=4 7 KLURE#H (NAD) |

NAT R > —BLRL— L EEH L E T,
RY =L =V EEHT 5 201%, ROFIEEZFEITLET,

S L ERET AT, VL DRET A2y (&) BZ Y v s LET,
"= EHIBRT HICE. A=A DEIGRT A2y (d) 220 v LET,

A4+ 3y NAT

DLTFOE FE Y 7 Tlid, A4 7307 NAT L ZFOREFIEICOOTHBHLET,

A4+ 2y NAT[ZDLVT

ZAF I w7 NAT L, 5isety hU—27 ECA—T 4 U Alfel~y B 7 7 RLAD T —)L
W2, ET RLAOTN—T %M T HRETT, v~ v B 7 P —diddms, EEO 7 —7 K
DLRNEOT RLARGEDLNET, BRLEI ETDHHRRAMNEEFRY NU—Z 1T 7 A
FTHE, NATIZ~ v B2 F—=AHNOIP T RLAZZDORA MIEIY Y TET, ZOEHIT,

EEEOR A S 3B 2 BT 2RO AT E T, ZOHENKE T T 5 E TORRIZIRY |
EET RURIIATHY | BT N ZAOAREHAFEE LIcZiL, =2 —FEFE—0IPT ML
ABMEFFT D L3V EHA, LTEEDBH- T, Ry NIV—F EOa—WiE, ¥4Iy 7

NAT T 5R A h~OLE LT #Ei ARG T 52 N TEEHA, ZHUEL, ERLT 7 X
N— > THFAINTHDHETHREETT,

G¥)

BROANERINTHIUL, 727 EA L—MIC Lo THFATINTWAEES, VE—F FA R
ITEWESNTZAR A b ~DOBG A B TEET, 7 RLARTHITE RN D, RA b ~D#
I LI KRV ET, LrL, ZOHEATH, 778 AL—1LO®F=U T 4I3EET
xFET,

WO, A4 F v 7 NATO—fREG> TV A2 RmLFET, EBEOFRA MOLBRNATE Y > 3
VEERTTE, IE N T T 4 v JIIEERICRED I EEHF R EANET,

B3:414F+3v9 NAT

Security
Appliance /
10.1.1.1 20591652011
Z >
10.1.1.2 ; 209165 201.2
Z >
e 3
Inside # Qutside a

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
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oy hT—9 7 FLRZEH (NAT)

g4+3voNAT |}

ROMIE, ~v B 77 FLRH L TERZBLE L2V E— b RAMERLET, Z
DT R L RFBRF R CTEIRT — T IAHE LR WTed, 7y MIEES W ET,

M4: X VvELT 7 RLAANDEGRBREZEHAA#D Y E—F KR+

Web Server
www. example.com

I

:.,__. |

[

e
1

L _"\-\_\_\
{Ciu _ts I_cf_e.f;l

209.185.201 .2
20916320110

——

13217

BALFIVvINATORREFI A
XA F I w7 NATIZiE, LFTORERH D F7°,

YT T ANOT RUADENERED I N—T LV DIRWNGEIE. T T 4 v 7 BR
Tz RS LT FUARRET DA EMNNH D £,

T OB NHEBICRAT DAL, PAT £721L PAT 7 +—A "y 7 TR A LES, PAT
PERTAE, B—T7 RLADOKR— & LT 64,000 LA OB A2 EITTEE9,

=T 4 VT HRERT FL AR~y B =)V TREIMEHTALERH Y £I2°8, K&
DIV—T 4 VT AHET RLAZBHATERVEERH Y £,
A F v 7 NAT OFHIE. PAT 2 TE2Wn—#D 7 a0 b 3 )L b RS ARETHDHZ & T
T, PAT X, AT ORWTITEMEL T A,
cF—nN—m— N R— BRI e b3l (GREAXA—V g 0728) TOMfH

*F—H AR —LEHIENAERLDR— N TEZET D, HFA—T L RF U HF—FD—
HOSNVNF AT 4T 7V r—2 9 TOMM
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B 5(rsvsoNAT

473y

&M
ATv T2

ATvT3

ATvT4

v hT—% 7 RLRZH (NAD |

2 B &) NAT DEETE

HAF I v 7 HEINAT L— VT, 5%y NU—27 ECA—F ¢ V7 alReER. BIOIP 7 LA
W7 R R AT HHEEE T,

IZC®H5HIIC

(A7 =7 (Objects) &N L, V—/VIZKBERF Y NV —2 ATV =7 FEEIZTNV—T
APERRLET, E72iE NAT V=L ZERTHLEICAT V=27 M FT02 86 TEET,
F7V=7 ME. UTFOBEZRIZ L TWLRBENRH D £3,

*[EDT KL A (OriginalAddress) |: %y NI —27 A7 V=7 NCTHALERHY £9, (7
N—TIEARA) . BANELBFY TRy hEEHOLZ LR TEET,

*[EHE T KA (Translated Address) 1: %y NU—27 A7 V=7 NERIFIV—T, W
Txy FEEGODH I LT TEEHA, IPvdT RLAL IPV6 7 KL AD{E & 7 /L—T71Z A
NHZZLITITEEREA, 1 DDA ATETINEENTOELERHY £,

FIE

[ U > — (Policies) ]>[NAT] Z#R L £,
RONTNNEFATLET,
V= VEFHUWERR T 212X, [HIRF &2 Y v LET,
CBEAF DNV ERET HITIE. SOL—LORET A 2y @) B2V v LET

(REIZR o T V—= V2 HIBRT DI, ZOV— VD IHRFTA 2 a7 ) 7))
BRI — N F T a v ERELET,
*[#A bL (Title) 1: V—LDAETZATILET,
* [ERE T D /v — LD %4 (Create Rule For) ]: [F @) NAT (Auto NAT) ] Z3#R L £,
*[#A7 (Type) ]1:[#A4F v (Dynamic) ] ZiEIRL £,

LIRDRTy NEWE T v a v aRELET,

*[EF LA v ¥ —7 = A A (Source Interface) ], [FE5A % —7 =4 A (Destination
Interface) |: (7 Vv Y TN—TDALN— A H—T x4 AZLE) ZONAT V—/L%&
WHT A8 —T AR, FBETIEX. FFT7 4 v I BRT AL RZEBTDAR LD, 5
BEDA B —T 2 A ATT, SiEIEL. TNA AZ@EBLIZ N 7 oy 7 00 ERD, v
BT A H =T 2 A ATT, T 74/ BFTIE, = UETRTOA U F—T = A AT
ENFETHN (TT (Any) 1) « TV oV ITN—TDRA LN~ f L H—T = A AIHIST
R

*[EDT KL A (Original Address) ]: Z#GGDT RUAZRFFTL2HXy NIV —7 ATV
ZE

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
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| #*vybro—% 7ELRZEHE (NAT)
g4+3voNAT |}

* [BHLE AT KL A (Translated Address) |: v 27 7 RVAERFET DXy hU—27 F
AE /A - 3 el = & e

ATvT5 (A7 ay) [FEMA7 > 3> (Advanced Options) 1V > 7 %27 U wr L, MERAFT T a %
HIRLET,

*[ZDN—) & —FT % DNS JH& &2 i (Translate DNS replies that match this rule) ] : DNS i
BNDIPTY RUVAZEWT ANE I, v v BT ENTEA v Z—T oA ANLEBEDA
B —T = A Z~0D DNS JEEDHA . Address ' =2— F (IPv4 Tl A L — R, IPv6 Tl
AAAAL 22— R) X, v v BV ENTENLEBEOEICEEBE: bET, e, EE
DA VE =T 2 A ANSY vy BT ENTZA v E—T = A A~D DNS JWEDOBRE, DL
a— NIERBEOENO Yy BV ENTEICEESB A ONET, ZOF 7T a JTREDR
WCHEALET, £/, NAT64/46 BHIZ LY, EXHZIZEI->TALa—FE AAAA L
O— RENKBENDIGHEICHOMEL 2D ERHD £9, FEMICOWTIE, NATIZ LD
DNS 7 mUBIWEEDOU 74 F, B6—) #25HLTIZE0,

‘(M H—=T = A APAT ~D T 4+ — )V A)b— (3iiA % —7 A A) (Fallthroughto Interface

PAT (Destination Interface)) ] : #HFED~ v B0 7 7 KL ZRTTIZEN D Y THLDOLEE, Ny
IT v TELT, A E—T=2A ADIPT FLAZHERATINE I (A F—T = A
APAT 74— 7)) , ZOFTavid, 7V vy F—T0Rx =TI\ 585
A B =T 2 A ZAERIRT HGE5OHIMMBHTEET,

ATv7T6 [OK|ZZ U vZ LET,

A+ 2w FE NAT DERE
HE NAT Cl3BEM 2072 WEaIt. FA T I v 7 2FBNAT V— V2 EHLET, 7282
X, SEEICI U TR DZEREITNTZNE S RGAETT, ¥4I v 7 NATIX, %6Exy hU—
7 ET—F 4 U ZARERR . BIDIP T RL AT RL A H e T4,

[F L& BRI

(7Y =7 & (Objects) 1ZEIRL, W— I EIR Ry NT—7 FT7 V=7 NERIFIN—T
ZVERALET, IPVAT RL AL IPV6 7 RLADMW &2 7 L—TIC AL Z LIETEEHA, 1O
DEATTETNEENLTODHENHY 7, F720E, NAT L— L2 ERTIHEIIAT VY
NefER T2 b TEET, A7 V=7 ME, UTOEHLTEZL TWAMLENRNHY £77,

* [DEDE(EILT KA (Original Source Address) ]: Rry NU—27 A7 V=7 NERIFITL—
7o T, RANERITIY T XY FEEZDLENTEET, TOKRELINT 747
AT _NTEBT HI2E, ZOFIEEEK L, V—MZ [TT (Any) [2fEELET,

C [EHFEEIEITLT R LA (Translated Source Address) ]: F v U —27 A7V =7 hE-iE
IN—"T, YTy NEBDLI LIXTEERA,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager



vy kD=4 7 KLURE#H (NAD) |
B s rsvonar

ST RUADALT (v 7 o5k L— VN TRIET H5A1E, [LD%ET FL A (Original
Destination Address) 13 X O [£HaA 25657 F L A (Translated Destination Address) ] D% > b
V=0 7327 NeAEkT 52 b TEET,

XA T2 v 7 NAT D6, #ti TR— MEMAETT 252 L6 TEEJ, Object Manager T,
[JED%ESEA— & (Original Destination Port) | & [ #iE A %58557R — b (Translated Destination Port) ]
DZENEIHEHAFRE R R — N AT V=27 "R3HDHZ L aMRLET, BETLFR—MEEELE
Be. BHINET,

FIE

ATy FT1  [RVU— (Policies) ]>[NAT] Z&EIR L £,

ATvFT2  RoOWTRNEFEITLET,
L=V EFHWERT S IE, [HIRZ %227 Y v 7 LET,
TBREON—VERRET DIIE, SOV VORET A3y (&) E7Y v LET

(REN T2 T =V 2 HIBRT 1213, ZONV—NVDIHFHTA 2 w27 Vv 7) |
RTvT3  HEARWRL—NL AT g ERELET,

*[ZA v (Title) 1: V—VDAHTIZATTLET,

*ERT o v — L DiE x5 (Create Rule For) ] : [FEINAT (Manual NAT) ] &@LU £,

* V=L DOELE (Rule Placement) ] : /L—/LZiBINT D00, L— i3l T TV NICHATS
b (BEYNAT V— Vv ORTE7213%) | BIR LI A=V ORTEITRITIHEAT L Z L b
TEET,

[ZA 7 (Type) ]:[# AT w7 (Dynamic) |Z&EIRLET, ZTOFKEIX, HEFIILT FLX
DR SINET, 5887 FLRAICERMAERT DHE1L. BROZA FITHICAZT 4
7 &R0 ET,

ATV T4 LUFOAE—T oA AFT T a 2B ELET,

*[EEA v ¥ —7 = A A (Source Interface) ], [FEEA > % —7 =4 A (Destination
Interface) [: (F Vv TN—T DAL N~ L H—T oA AZHIE) Z0ONAT L—/L%
WHT A2 =T AR, BETIX. FNTF 74 v I BT AL RTEBTDA0ERD, 5
BEDA B —T A ATT, SiEIEL, TNAM AZBEHE LN 7 v 70H0ERD, v
BT A —=T oA ATT, T 74N FTE, = MIT_XTOA o Z—7 = A AT
SNETN (TCT (Any) 1)« TV T TN—T DAL N— A H—T = A AIHT
75

ATYFTS LDy BT RLA (IPv4 £72131Pv6) 2Bl L £, i, to 7y MIFERERTH
7=y b7 RLATT,
TLDONT > N EBBE TN NOBFNZHONTIE, IROKESB LT IF &V,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
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oy hT—9 7 FLRZEH (NAT)

ATvT6

ATy 717

s4+zvonar

Source Destination
[ R - B
Real: 10.1.2.2 NAT Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1
10.1.2.2 —=10.1.1.1 > 92.168.2.2 -—-= 192.168.1.1
Criginal Packet Translated Packet

*[JEDI{ETLT KL A (Original Source Address) | : B RDOT KL ABREFTH Ry hU—
I ATy NERIXT T,

*[EP%ESET KL A (Original Destination Address) |: (47> a3 y) %807 RLA&&ET
Xy NU— A7V b, BHOEFEIZT DL, 5k PbLT, EELT FLADE
BB ENET, 56%ET RLAZEET 2581, 207 RVRAILRAZT 4 v 7 BEk
ET DM, HICTAT 747 4 NAT i L E7
[f % —7 x4 A (Interface) |[EIETCA > F—7 =A AIP (Source Interface IP) ] % &R J
L&, DR EFETA =T = A A ([TXT (Any)] LIS ICESWTIRETE ET,
ZOF TV a U EBRR UG EIL, BEHEREA 7Y =7 FOERT OIMLENRSH Y F
To RET A w7 A F—T x4 ANAT, BLOGELET R A~DR— NEH A FEET D
X, oA T v a UEBIRL, 55K — MO AR — N AT V27 FERIRLET,

BHFEH/NVry BT RLUA (IPv4a £72131Pve) AL E£d, 2k, sk A v Z—T7 A AD
Py NI =T TCEREND/N Ty b 7T RLATY, HEIZSUT, IPv4 & IPve D TE#H T
ESc

* [EHEAEIEITLT KA (Translated Source Address) | : v v B 7 7 RUABREFT DR v
ND—20 727 NERITITNV—T,

* [ FH5E95T R LA (Translated Destination Address) |: (7Y a3 v) BHFH/ N v b
WA SND5ET RUAZRFETA Ry NU—7 TV 7 VEREFIA—T, [JTD%E
47 R LA (Original Destination Address) JICA 7 ¥ =7 R &EIRL CWDEAIE, RILAT
Vxl NEEBIRLTTAT T 47 4 NAT (EH#ile L) % ETEET,

(F7vay) = ABHBOBHRY— A R— b Z2# LET (oosEdeds— b (Original
Destination Port) ], [Z#a# 4565078 — b (Translated Destination Port) ]) .

A F X v 7 NAT Tl — MY R — SR ER A, LER>T, [EORFETEHR— b (Original
Source Port) 133 KON [y #2515 7568 — & (Translated Source Port) 17 4 —/L RIFZEHD E FIZ
LTBEXET, UL, SESBITHICAZT 4 v 7 Th o, safedi— Mokt L TR— 1
BEEITTEET,

NAT TiX, TCP £721X UDP OAR Y KR — hINFETH— FEEH|T L8556, EEO—E R F
TVl hOTur hartewy Y — A ATV O halomFERCIZLET
(M) &% TCP £7213M /7 & & UDP) , 745> F 47 4 NAT Tli, EBEOR—FrL~vv bt
T IR— OB FIZFEI LY —E A 4T b TEET,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |
B srzvoear

ATvT8 (A7 ay) [FEA 7> 2 (Advanced Options) (V> 27 %27 Vv r L, MBERA T ar%k
BIRL T,

*[ZDN— b —F T % DNS L& A2 (Translate DNS replies that match this rule) ] : DNS Jit
BENDOIPT RLAZEWRT H0E D, v v BTSN U F—T oA ANBEEDA
H—T x A A~D DNS JGEDHA. Address L 2— K (IPv4 TlX A L =2— K, IPv6 TlE

AAAAL 22— R) X, vy BV ENTENLEBEOEICEES B bET, Kxho, EE
DA H—=T 2 ANy BT ENTA L H—T 24 A~DDNS IVEDHA., ZDL
a— NEZEBOENS Y v B VSN EICEESBZ ONET, 2047 T a VITFREEDOR
DLCHERALET, F£72. NAT64/46 EHlZ LV, HEXHZICE->TALa—FE AAAA L
O— RENKREINDIGHRICOMELRDZENH D 7, HEMIZOWTIE, NATIZ LD
DNS 7 UBIWEEDY 74 K, B6—) L TIEIN,

[ H—T A APAT ~D 7 F—/VA— (GBS A % —7 A A) (Fallthroughto Interface
PAT (Destination Interface)) |: fH DO~ v B2 77 RUART TIZE D Y THEADLE, Ny
7T v T ELT, ShA L H—T A ADIPT RVAZEEHRTLENE I (S v —T A
APAT 7+ —NRy 7)) , ZOXFTasid, 7V vy Z—T DAL N—T{ER\\5E%
AUE =T oA AEBRIRT D56 OHRMMEHTEET,

ATFvF9 [OK]|ZZ7 VU vZ LET,

A4+ 3w PAT

IFD& ME Yy 7 TiE, #A4F 7 PATIZOWTHHALET,

B4+ 2y PATIZDNT

HAFI v T PATIE, ET FLALEFETR—F L E, v~ v 7 T RLABLO—EOKR—
WET A2 2T, BROET FLAZ 15D~y U7 IPT RLRIIERT AT, #H
AHETH D LA, EBOREFEILA— NOF SN~y B 7 RA—MIbEHIRET, =770,
EEOR—FPNMEATERWGAIE, 740V 8T, v v BV R — MIEBOR— +NEZ LR
UAR— MPH (0 ~ 511, 512 ~ 1023, BL 1024 ~ 65535) MOIBIRENET, Lo T,

1024 L F O AR — ML, #HATREZ: PAT 77— AN T/ EL Y £97,

FEITEAR— MIEER Z E IR 72D 720, lx ORRIERI 0L v a Ry EE 72D 77,
72L& z1E. 10.1.1.1:1025 121% 10.1.1.1:1026 & 13572 AR KBTI,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

s4+zvopraT I}

WO, #AF w7 PATO 72y F U 4257 LET, EBEOKRA FOBLNRNATE v 3
VEERRTE, WE N T 7 4 v VI ERICRERD BT ENE T, BHOFE, F Lo
VT RULAMEA SN ETRN, AN— MIFENICEID Y THENE T,

K5: 54+ 3v%9 PAT

Security
Appliance /
10.1.1.1:1025 B 209.165.201 12020 >
10.1.1.1:102%6 § 209165201 12021 »
10.1.1.2:1025 Z 209.165.201.1: 2022 >
5 2
Inside / Outside 8

EHOAFMANTHENIT, 77 EBZA L= ML > THASNTWEERE., sEeEry hUV—7 |
DUE—FARAMIEBRINTZFA F~OBEfZRGETEET, F—F7 RLX (EBEOT L
ABIOw v BT T RUVR) BPRITERNED, RA PA~OBEFIIR LI <720 £,
LhL, ZOHETH, 77 AL—1LOEX=2 )T 4 1HEWHTXET,

B S A IIREILIC e D & AN— PEBBHIRGIN L 220 97,

A4y PATORAEF R

HAFI v PATRMEHTAL, D~ oLV 7T RLAEZEHTXA7-0, L—F 4 7 H
72T KL AZHIKTE £, Firepower Threat Defense 7 /XA ADA L H—T7 = A AP T KL A
ZPAT7 RLAE LTHRTA2Z2EbC&EES, 2L, A F—T A AT, IPv67 KL X
WA H—T A APAT 2T 252 LITTEEHA,

FLZV oY TN—FICEENDIA L F—T oA AW TEBRT D5, IPv6 DX AT I v 7 PAT
(NAT66) 1T CEx A, ZOHKIZ, 7V vV I N—T A R=LBRED)N—TF T
A B =T 2 A ZAOBIZITEH SNET A,

HAF w7 PAT 1L, KNSR LIZR DT —H AN ) — L5 O>—EO~NVTF AT 4T 7T
Var—a CIEESNCAR 0 £, FEICOWTIE, A VAT Vg VR T e ka3 ikt b
NAT AR —F, (12X—) ZZRLTIEIN,

HAFI v T PATICE Y, REOEFENPHE—DIP 7 FULANLLEEINTWAELIICRZSL
EMBY, Y—"NZDMT T 47 HDSSHEBLEBRLTCLEILEAENHY F7,

T4+ 2y BE PAT DERTE

ATy 7 BB PAT L— UL, 7 RLAZBEED P 7 RLADRITEMRT 5O TiERL, —
BEOIPT FLAB LR — FOMAEDTICERT ZHAICEALET, 7T RLRE, B—07
RLRA FElEA v H—T 2 ADT RVA, F2ERIOT KL R) I[CEBTEET,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager

"



B srrzvspaT

ATvT1
ATy T2

ATvT3

ATvT4

vy kD=4 7 KLURE#H (NAD) |

[T L& BHIIC

(A7 =2 I (Objects) &ML, V—/VIIKBERFX Y NI —2 ATV =l NEEZTNV—T
AELET, FE NAT L= E2ERTLHEIIAT V=27 FEERTHZ L b TEET,
F7V=7 M. UTFOBZRTZ L TWORBENRDH Y £3,

*[FEP7 KL A (OriginalAddress) 1: *> NU—27 377 b THABRLERHY 9, (7
N—T1IARA) o RAMERIFIY TRy b2EDDEZENTEET,

s [EHLE AT KL A (Translated Address) ]: LATFTOA T > a v 2 LTPAT 7 L A %45
ETExET,

°[58%A % —7 = A A (Destination Interface) ]: %6561 % —7 = A AD IPv4 7 KL
AEBAT BT, Xy NV —2 AT V=7 MIFRETT, IPV6ICA v H—T = A
Z PAT Zflifl3 25 Z LIXCEEHA,

°[H—®DPAT 7 FL-Z (Single PAT address) ] : Hi—RA NERFFT DKy bV —27 47
:\)Iy ]\%{/'EE‘Z Lij_o

FIE

[ U 2 — (Policies) ]>[NAT] Z iR L 7,
WKONWTNDEFEITLET,

=V EFHRERT DX, [HRX 27U v o LET,
CEEFEON— LV ERET DT, TOL—NLORET A2y @) BV v LET

(RENZ 725 o=V EHIBRT DI, ZONV—NVDZHFETAar w7V v7)
BRI — N FT v a v ERELET,
*[#A b (Title) ]: L—LDL4RTZADLE T,
* [ERK T B/ — LD x5 (Create Rule For) ]: [H &) NAT (Auto NAT) ] &R L £,
*[#A7 (Type) ]1:[#A4F I >7 (Dynamic) | ZEIRL 7,

UTORTy NERAT v a v aBELET,

*[E(EocA X —7 = A A (Source Interface) ]. [3EIcA v ¥ —7 = A A (Destination
Interface) J: (FU v T ITN—T DA N— {2 Z—T A RIHHE) ZONAT L—/V%
WHT A2 =74 R, FERXIE. T 74 v I BRT AL R @EBTHAANE D, 5
BEDOA v B —T A ATT, 58%F. TARAZBEB LN 7 v 7oi0ERb, v
BT A H =T 2 ATY, T 74/ FTIE, A= UTTRCOA U H—T = A AT
ENETH (T (Any) 1)« TV oY TI—=T DA N— f U H—T = A AT
7

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device

Manager )



oy hT—9 7 FLRZEH (NAT)

s4+zvopraT I}

*[JEDT R LA (Original Address) |: BHXIROT FLAZRFEFT LRy NU—2 A7V x
7 K,

* [ HT R LA (Translated Address) | : LFOWT NN EHRELET,

o (f v H—TxA APAT) 58/ X —T A ADIPv4 T KL AZERT 51T, [
v H—7 x4 A (Interface) [Z IR L F9, £/o. FFEDIIEA V¥ —T = A ZA%ER
TOHMERDLY ET, ZHITE, TV v TN—TDA N~ A H—T = A AIfl
FHACT&EHA, IPV6ICA U H—T A APAT 2T 52 LITTEEHA,

CHSEA VS =T 2 A ALUSDOH—T RV AZHEMTHITE, OB TIER LIZAA b
Xy NT—=7 FT7 V= Fa@RLET,

(A7 ay) [fEA 7> 2 (Advanced Options) (V> 27 %227 Vw7 L, MBERA T a %
IR L ET,

‘(M H—T A APAT ~D T —/VA— (36451 % —7 A A) (Fallthroughto Interface

PAT (Destination Interface)) |: fHFEDO~ v B2 77 RUARTTIZE D Y THEADLE, Ny
IT T LT, AV E—T 2 A ADIPT RLAEHHATENEI D (v FZ—T A
APAT 74— V) o ZOFA T a i, 7V oY TA—T0ORX L N—TiERW55k
AV HE—T oA ZAERIRTDGEORMEHTEET, T7TICA ¥ —7 = APAT 2 £ Hft
HTEHT FLAELTRELTCWAEAICIE, o4 Ty a I TEEHA, £, IPv6
Xy NI =7 CZDATvaral+TsZ LixTcaEdi,

[OK]% 27 U v 7 LET,

T4+ 2y FEPAT DERTE

HEh PAT CIZEH 2722 WA IE. XA T I v 7 RTFEHPAT VAV EEHLET, &1
X, SEEICIE U TR DEBR TN WL D RGATT, ¥4I v 27 PAT TiE, 7 FL A%
BOWP T RUVADRIZEBRT 5D TIERL, —EDIP 7 RLABLOAR— FOEAGDOEICE
BaLET, 7TRLVRF, B—OT7 FL R GikA v Z—7 =4 ADT RLVA, FLEFHIOT R
A) IZEMTEET,

[T L& BHIIC

[47 =27k (Objects) 1&BIRL, L—MIBERRY NT—2 A7V =7 FEREFIA—T
ZERLET, IPvA 7T KL AL IPV6 7 RLADW A2 7 N—TIC AND Z LIZTEEFA, 1D
DEATETNEENTVEIRERSHY £7, £/2iF, NAT V= VE2ERTDH LT V=7
MNefER T2 b TEET, A7V MI, LTFTOEHLIEZLTWAIMLENRHY £9,

* [JEDE(ETLT KA (Original Source Address) ]: R~ NU—7 A7 V=7 NEIFTL—
7o ZZWE, RARNERFY TRy NEEGOLZENTEET, KOEEL N T T 407
YT RCEMHT 5103, ZOFIEEZE L, V— 2 [TT (Any) 12fEELET,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |
B srzvoear

* [EHEAEIEILT R LA (Translated Source Address) ] : LA F DA 7L a & L T PAT
T RUVAZRETEET,

°[584EA ¥ —7 = A A (Destination Interface) |: %8551 > ¥ —7 = A ADIPv4 T KL
AEEHT 58, *y NI—27 A7V x27 MIARETT, IPV6 A X —T A
A PAT Zfli 1% Z LIXTE £HA,

°[H—®DPAT 7 FL-Z (Single PAT address) ] : Hi—RA NERFFT DKy bV —27 47
:\)Iy ]\%{/'EEE Lij_o

ST FVADAET v 7 B NV— VN TEET HHEIL. [JED5EHET KL A (Original
Destination Address) [3 KON [BH#LE 5657 R LA (Translated Destination Address) ] D% > b
T—0 A7) NefElT 22 b TEET,

A F w7 PAT D56, Hfese ThR— MNEWA FATT 5 2 & b T&E £ 9, Object Manager T,
[JLD%ESEAR— K (Original Destination Port) & [Z#i3 4565577 — b (Translated Destination Port) ]
DENEIHERARERAR— N ATVl MNR3HDL I EMRLET, FHELR—FEEELE
ﬁm ﬂ*ﬁéﬂij«

FIE

ATy7F1  [KVU— (Policies) |>[NAT] IR L £7,
ATvT2  ROWTNPEFATLET,
SV EFRER T D23, (RS 27 ) v 7 LET,
"HEEOL— L ERET DR, COL—LORET A3y (&) B2V v LET

(REIZ o T2 V=V BHIRT DI, ZOL—VDZHET A 2w ) 7)),
ATV T3 EARMRAL—NL AT ERELET,
*[ZA kL (Title) 1: V—DL&ETIZASLET,
*ERT o v — L DiE xS (Create Rule For) ] : [FEINAT (Manual NAT) ] & @R L £,

*b— L ORELE (Rule Placement) | : /L—/ L& iBT AA0E, A— 37 TV RNICHAT D
2l (HE)NAT V— L ORTEZITHE) |\ BIRLIEA— LV ORTEITRICHATLIZ L
TEET,

[#A7 (Type) 1:[#A4F v (Dynamic) |ZBIRLET, ZOFEIL, £EILT RLA
DRIHHSNET, 5657 FLRIZEREERT HHE1L. BROX A TIXHEICAZT 4
7 &R0 ET,

ATV T4 LUFTODA L E—T oA AT a 2B ELET,

*[EFIEA v ¥ —7 = A A (Source Interface) ], [FE5A % —7 =4 A (Destination
Interface) J: (FU v ZTN—T DA N— (L —T oA RIHHE) ZONAT L—/V%
BT 42— =4 A, FETLIE, FT 74 v 7 BT AL AT@ERTDHAA LD, %

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

ATy TH

ATvT6

54+ 3 v% PAT

DA v Z—T A ATY, 38501F. T XA REZ@BBLIZFN T 70y 7DHERAERD, <
oIS, E =T 2 A ATT, T T AN T, = UE T _RTOA o F—T oA AT
ENETH (TT Any) 1)« TV oY TN —TF DA NR— A 2 —T = A ZIHIHT

B

Oy BT RV A (IPvA £T2IEIPvE) Zadll LE3, Zhid, to Ty MRS Tn

ey BT RLATY,
TEDINT sy N EBERFE IS ROFNZOWTIE, ROKEZRL T ZEWN,

Source Destination

F{eal. 192.168.1.1
Mapped: 10.1.1.1

Real: 10.1.2.2
Mapped: 192.168.2.2

10122 —=10.1.11 2 = 192.168.1.1

4l

Original Packet Translated Packet

*[JEDF(E7LT KL A (Original Source Address) | : BHXIRDOT RLAZRFFT 51y U —

7 F TVl NERIIIN—T,

*[JED%ESET K LA (Original Destination Address) |: (7' ay) %07 FLA%E&ETe
Xy NI—=0 F 7T/ b, ZBAOEFIZTHE, 5BEICHPDLT, EELT RLADE
BAEHSNET, 50T FLAZIET 25813, 207 FLVRILAZT 4 v 7 EHERR

ET D0, BICTAT T 47 4 NAT AL E9,

[ > %—7 A A (Interface) J[ZEfFILA % —7 = A A TP (Source Interface IP) | Z 3R 9
DL, DS ERETA L F—T =4 X ([TT (Any)| LSRN IZHESWTIRETE £T,

ZOFAT v a rBBER UG EIE, BRFSEREA 7V =7 P OERTLOLERDH Y

Ty AXT 4T A H—T A ANAT, BILOSHLT FLA~DR— NEHREFHET D

WZiX, ZoFT v a raRIRL, 58N — FOMURR—h 7= FE@RLE T,

BRI/ r > T R A (IPv4 £72131Pv6) ZikBILET, Ziud, sifiA v X —T = A AD
Py NI =T TERREND NPy b 7T RVATY, LEIZLE T, IPv4 & IPv6 DI CTEHE TX

iﬁqo
* [BHE»E(EICT R LA (Translated Source Address) ]: A FOWTFNNEZHRELET,
° (A B —TxAAPAT) 58A v X —T7x=A ADIPv4 T KL AZMERT 51

e

VA —7 x4 A (Interface) [ZEIRL 9, Fio, FFEDIIEA ¥ —T = A AR
THUENDHY FT, L, TV T TN—T DA N~ H—T = A AT

HATEEHA, IPVOICA LV H—T =2 A APAT 2R+ 2 Z LIZTE A,

CHEEA VA —T 2 AUSNDOE—T R R EEHT A%, ZOHBTIER LZFA R B

Xy NI—=0 FT7T =0 FEERLET,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager

"



ABT4v% NAT

ATy T17

ATvT8

ATvT9

vy kD=4 7 KLURE#H (NAD) |

* [BHLE SESET R LA (Translated Destination Address) ]: (47 'Y a3 v) BHEH T v b
RSN D5%T RVAZREFT DXy N —2 A7V =7 NERIFITNA—T, [JLDsd
%¢ (Original Destination) 1247 ¥ =2 FZEBIRL TWAEAIL, LA 7Y =7 M &R
LCTAT T 47 4 NAT (EHi/el) #RETEET,

(A7vay) = ABHBOBHRY—E A R—FE2#LET (eosEdeAR— b (Original
Destination Port) ], [Z#iA565: A — b (Translated Destination Port) ])
XA F w7 NAT TlIAR— NEHUTI R — b ShEH A, LIen>T, DLOEEILA— b (Original
Source Port) 13 X OV [ 5157848 — b (Translated Source Port) 17 4 —/V RIZZZAD E i
LThBEET, Lol kB HRITFICAEZT 4 v 7 ThHhDHI-O, 5EkeAR— Mot L THR— MNE
PaAaFATTCEET,

NAT TlE, TCP £721X UDP OAHNH KR — FZNFETHR— LRI L5468, EEO—E X
TV v u hartey BV — XA T O e ha ol ERICIZLET
(ML H TCP £721EMi 5 & UDP) . 74T 2T 47 4 NAT Tlk, EBEOR—FE~v b
T IR—FOMFIZF U —E R 727 bR TE £,

(A7 ay) [FElA 7> 2 (Advanced Options) (V> 27 &7V w7 L, Bt T ask
BINLET,

‘(M H =T A APAT ~D T +—/VA)b— (3icA % —7 A A) (Fallthroughto Interface

PAT (Destination Interface)) ]: #HFED~ v B2 7 7 KL ZRTTIZEN D Y THLDOEE, Ny
IT v TE LT, A A =T 2 ADIPT RLAZMERTHNEI N (Ao F—T = A
APAT 74—\ 7)) o ZOFTa i, 7V vy Th—T DA =TI
AV H =T =2 AEBRT DGEORMEHTEET, T7CTICA »F—7 = A APAT 2 A Hi
FHT RL AL LTHEHELTWAEAICIE., 204 Fya it £dA, £72. IPV6
Xy NT—J TCZOATvarvazHER+T5Z L3 TEEEA,

[OK]ZZ V> 7 LET,

A2 T4 <v% NAT

ZZ T, AXT 4 v NAT £ ZDFETFIRICONTHHALET,

AT 499 NAT[ZDULVT

AZT 4w 7 NATIE, EFEOT RL A2~y B 7 7 FURICEEMICEB LES, A¥T 1>
7 NAT Z T 5548, O o Thb~y v 7 7T RLARE LU THLHI-0H, A i
T, FREARA DO OM G MERZ G CEET (INEHFATDH57 78R NV—ABHEET D
BE) o —J. AA4F I v 7 NAT BLOPAT OBEIE, BHOHEE, RAA MIERLT FL X
FTIFAR— NI 2720, WHREGREORGITY R — NS EEA,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device

Manager )



oy hT—9 7 FLRZEH (NAT)

z471svoNAT

ROBL, ZAZT 4 v 7 NATO— A7 T U A am LES, BHRIIHEICT 77 4 77, %
BEOARA L UEe— b BAFOWFRGERZGTE £,

K6: RE2T 4% NAT

Security

Appliance
10111 f 209.165201 1
< >

10.1.12 ; 209.165.201.2
«< Z >

Inside / Outside

130035

R—FERBEREL-RZT 1499 NAT

A

N MM EBGE LI A T 4 v 7 NAT Tl EEROT B FaLBXUOR—-he vy B 7 En
-7 halBLOR— FEEETE LT,

ABZT 47 NAT ZFHL CHR— FERETLIHE. A—FERFIP 7 RLAEFRUEICY Y
VU750, BOEICY vy B ST ENEERIRTE 97,

WOBINZ, AN— FEBPRESNTZ—RRAZT v 7 NAT DY F Y A% R LET, HHIC
<~ o BT LIER—rE, BIOfEIZ BT LR — O T ER L TWET, WThor—
2ThH, IP7 RLAITROEIC v B 7 ENTHWET, ZOEHIIEICT 7T 4 7T THDHTD,
EHINTZHRARNEYE— R AR NOW TG EZBG T ET,

7: R— b EBERELIRET 499 NATO—MR8IGSF A

Security
Appliance /
10.111:23 ? 209 165.201.1:23
< >
10.112:8080 ; 209165201 2:80
< Z '

13004

Inigide # Qutside

G¥)

T HE) FRNDT TV r— g A AT g URERT Y r—2 3 (FTP,
VoIP 72 &) ZHHT 35681, NAT XA HEMIZCE L XY R— b2 L ET,

WIT, R— " EMEFRELTZAZT 4 v 7 NAT OFOMOE GO —H %25~ L E T,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B x%7<vsNAT

FATOTATA4 R—FEBRERELIZRZ T4 Y9 NAT

WY Y —A~DINTT 7 B A% MF L TEET, e xiX, B8 — T —E X%
B9 2 3 ODEBI DY —,% (FTP., HTTP, SMTP7 &) WHHEEIF. TN HDOP—E AT
TIRATLHIEOOHE—DIPT R AZIF2—FICRECEES, 2%, 714707«
T4 R—= MNEMERE LTZAZT 4 v I NAT R EL, 77E®ALL Y ELTWAHBHR—F
WIZEASNWT, B—DHWEIP T FLAZE S —RODELWIPT FLRAII w7352k
NTEET, V= NTHEHEDOFR— b (ZNnEh 21, 80, BLU25) ZHEHLTNDD,
A= E2AEBTHXLETIHY FHA,

BELUNDKR— bDKR— FEBRERELIZRAE T4 Y9 NAT

R— NEWEFRE LTZAZT 4 v I NATHEHT 5 & THRIFEAR— M DEEHELSL DR —
FADEHRS, EOWOERE FETTEET, 7oL I, HHE Web H— 303K — K 8080 %
T 256, A— R0 ICHHET 5 Z & &A= —FIZFFAI L, £D%, B#E LOR—
h8OSOIZERT Z EMNTEET, FERIC, EX =2V T 4 2 ELICEDDHITIL, Web 22— |Z

EHELIAN DR — k6785 128t T D L O ITHiR L, £ D%k, A#iER— F80IZKT Z &3 T

xFET,

— FEBERELIEZREITA Y A3 —T 24 X NAT

ART 47 NAT 1%, EBEOT RL2AZA L H—T 2 A AT RLALR—FDOMAEDE
W~y B TTHEIICHETEET, e 2R, T ADHNHA o HZ—T = A A~D
Telnet 7 7 B A Z WA A MZU XA V7 M 554, WEHAANDIP 7 KL A/KR— k23
ENEA A =T 2 A AT RLAR—=F 23 I~y B 7 TExd,

1AZDRA2T4v% NAT

WH, AT A NATIZ1IH 1O~y BT TRELET, LOLEAICL T 1 D0%E
BEOT RV AZBE O~y BT T RLVRICEETDHZERHVET U X%) . 1 5ZDA%F
T4 v I NATERET DHG. EBEOFRA NN NI 7 40 v 7 Bl T5 L, HIZRYO~ v Y
T 7 RUVABMERAEINET, LL, ZANMIAT TRt N T 7 4 v 7 OGE, TED
VOB T T RUVASND ST T 4 w7 E#RBTE, 1 DOFEEOT RLRAIZIIEBRINET A,

WO, — e 1S DAZT v 7 NAT o F U F %R LET, EBEOKRZ NRBET
L RICEAD~ vy BT T RUVANMERASIND 2D, EREOFRA N IP/ERIIO~ Y EL T IP O
ZEHUE, BRI IIBT BB D A3 T E T,

H8: 1MEDRAET 1Y NAT

Security
Appliance /
7 %
{10.1.‘2.2? 209165 201.3 »
101227 Z 209165 201.4
<
{10.1.'2.2? 1, 209.165201.5 E
Z :

Inside -’,Outside

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

z471svoNAT

72 2iE, 101227020 — R RXRIFUHRFHETDHELET, BERIND URLIZSUT, b
T4 7 HEELWWeb b— N2V XA L7 FLET,

9. 1XAZEDRET 4 v NAT DI

<Clut5id;p ndo Translation
—_ 2091652015 == 101227

Lndo Trans|ation
209.165201 3 = 101227

Lndo Translation
2091652014 101227

-\_\_'-F\"-\-..__ J

a

3
1]

-\
5/

-

Balancer
227

‘e
l[_g%%

{“ﬁ
T

o/

(/3

=

”‘l_'\ﬁ

§
o

I

et B= ]

Web Servers

DTy ELT L1 UF (GEHE)

NAT (ZiE, 1xF 1. 1 RZ20TliER, D%, 24, 21 R EEROFEBEDAZT 4 v 7
VBT VT UAEMEHATEL LW ZMERNH Y T, 1 k1w B T ERIT ISy
TR EEATAIEEBEIO LET, IO~y BT AT aiE, THLARN
FERDFEET DR H D 57,

BERERIICIZ, DT, 1 LR T, LaL, a7 4 Xab—ia o BNMEME LT, £
B~ v B ZM—H TIEH LN TRWEERDH 5720, MELETHEBEOET FLAIZH LT
1D ar7 4 Xalb—vara2ERTH52 2B LET, e 2E DRIZEOT T AT
X, DEOEBEOT RLARSE DO~y 7 7 RVAIZIERICY vy B 7Ea3nET (AT,
BiE2, CiE3) . T XRTOEEOT RLAR BTSN hH, Ry B 7 ENDLT R
2E, BAIOEBREDOT RLAILY vy B 73, TRXTOYyEr 7 T RLARTy BV TSR
LHETHRITSNET (AX4, BILS5, ClE6) . ZOFERE, EBEOKT RLRizx L TEED~ »
U T RUABNFEET AZLIZRDET, 1% ary 7 X2l —arDkXiHic, BP0
vy B TIETNRNARTHY, IO~y B 7Tl EEOKRA NA~D N7 7 4 v 7 ZFbh
TEETN, BEORAINLDTXTO NI 7 4 v 7%, FELORIDO~Y Yy EL T T RLA
P EEHTEET,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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B x%7<vsNAT

vy kD=4 7 KLURE#H (NAD) |

WO, — B2 D A X T v 7 NAT v F U %R L ET

10: PREDIZT 499 NAT

Security
Appliance
{10.122? 209165201.3
101228 209 165 201.4
<
‘*10.1 227 7 209165 201.5
{10.1 228 ,_17 209165 201.6 g
{10.1 227 ‘{? 209165 201.7 ﬁ
Inside / Outside

SRV ELIISZF 1 a7 4 X2l —va TR, vy BT T RLALID B L DEBOT R
VANHFELE T, EBEOT RLABRRRETDL LD LA, v~ v 7 7 RLARRELET,
MG OB EHRTEXL01E, I FMNMOEEOIP T RL ALy B SN T —/LDRET
v BT B ToT EE T TT, BODOEOEEOT FLAIZI NI 74 v 7 B CTEET
B, INH~D T T 47 BB TEEFA, B0V ¥ —> FT7 7 4 v 7%, BEROBEAEOD
5O0EH (FEIILIP, FESEIP, EEILAR— b, siEAR— b, 7o hal) ([TX o Tl L
DT RLRIZHERESNE T,

G¥)

L5t E 12132 % 1 O NAT 1L PAT TlId W 8 A, 2 DDOEEDR A FHRFE CEETR—F
FeF 2 L CIR UAME Y — 3B LR U TCP 56568 — MI T 7 B 24T 58815, MAFDOKR
ARRFECIPT RURICEBREND & T RVADFERH D (5ODZ T NR—FETRR)
72, WMEFOBENY Y ERET,

WO, — RISt DD AR T 47 NAT >V 4%~ LET,

11: ZXVDRET 4949 NAT

Security
Appliance
101227 209165201.3
«<
101228 209165 201.4
>
101229 ? 2r2.165.201.3 »
1012 30 7 3?9.165.201.4}
=]
101231 Z 2A19.165.201.3 » E
- 3
Inside / Outside

CDEICAET 47 =V EFEHTEOTIERL, WHFBOREENELTLE N T T 47
W1k 1 DOA—VEERL, BODT RLAZEATI v I V= NVEERTDHIZEZ2BEOLE
7,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device

Manager )



oy hT—9 7 FLRZEH (NAT)

z471svoNAT

AB T4 v BE NAT DEE
T RULRZ5SER Yy NT—27 ETC—T 4 7 A[RER B BIPT R L RICEHTAITiE. A4
T4y ZHBNAT V=V EFHALET, /o, A¥T 4 v 7 NAT b— /L& L THR— NEH
BETTAHLELTEET,
[T L& BHIIC

[F7 =27 b (Objects) |&ZFRIRNL T, W—IVTRERRY NT—F T V=7 NERIFTV—
TEREKRLET, ROVIZ, NATV—VEERTDH—HFT, 707 bafEliT5Z b TE
FT, ATV MIROBEHEZFTZTHLENDH Y F9,

* DT RL A (Original Address) : *v b —2 A7 V=7 b (FN—T7TlEI72<) ZHEE
THMERHY FF, RANEREIY TRy hEBECTEET,

* BHAFEFHT K1 A (Translated Address) : BHLEF AT RV AZIBET D ODROA T =
VB ET,

°suieA X —7 = A A (Destination Interface) : 4651 v F—T = A AD IPvd 7 KL A
PHEATH-OIC, Xy NI —27 4TV 27 MILESHY A, ZIUIAR— FEHT
DABT 47 A B —=Tx2AANAT ZRELET, BELT LR ER— MIA
B =T xAADT FLABLOFE UAR— NEFIZERINET, IPV6e DA, A ¥ —
7 A APAT IIfEHCTE EH A,

°7 KL A (Address) : RAMELBFV 7Ry MEEFLXy NUV—2 A7 V=27 NET
W N—T 5B L E T, IPvAT RL AL IPv6 7 RLADWE % 7 V—TIC AN D Z
LIETEERA, 1ODXATEIREENTVEIXLERNLY 3, #F. 1510~y
VTR, EREOT RLAERILEO~y B 7T RVAZERELET, LrL, 7
RLZADOEN B LAEWEELHY £,

FIE

ATy FT1  [RVU— (Policies) ]>[NAT] Z&EIR L £,
ATvT2  ROWTRNEFETLET,

CHTLWIL— VBB B, [HRZ &7 Y v LET,

TBEAFON— NV EIRET BT, V- AVORET A2 (@) 27Uy LET,

(RENZ 72 o o b=V EHIBRT DI, V= VDB T A 2% 7 )y 7 LET, )
ATFYT3 HEAL—NLF T g ARELET,

* ZA kv (Title) : /L—DA4RETAZANSTLET,

* L— /L DVERKKRIS: (Create Rule For) : [HE) NAT (Auto NAT) | Zi&R L £,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B x%7<vsNAT

X AT (Type) :[AH¥T 4> 7 (Static) | Z#BRL £7,

AT T8 ROy WEBRF T a v ERELET,

*¥EA ¥ —7 A A (SourceInterface) . %645 > ¥ —7 = A A (Destination Interface)
(FV oD TN—=TF DA N— [ H—T = A A ZEE) D NAT V— L ZEHT 51
A —T AR, BETIE. T 74 v I BRT AL RZHEBTHAOERD, EEOAL X —
T2 A ATY, FEIE. TXAAEZBBLIE NI 7oy 70O LRd, v BT AV
H—=T 2 A ATT, T 74N FTIE, V—ETRXRTOAS F—T = A AZHEHSINETN
[TT (Any) 1) « TV o TIN—=T DAL N— f B —T = A A[IHIH T,

* DT KL A (Original Address) : BT 257 NLAZBLFXy NT—0 A7V =7 |,
* A AT R LA (Translated Address) : IROWT NN EFRELE T,

CT RVADEREIN—THMEHT DL, ~ v ET T RLAEZGL Ry NU—7 &
TV NEIIN—TEEIRLET, @, 151 Oy 7T, EEOT R
VALRICED~ B 7T RUAZFELET, LL, 7 RLAOER—E L7220
LBEbdo ET,

o (R— "B TDAEZT 47 L2 —T A ANAT) %A Z—T A ADT K
VAT 5ITIE, [ % —7 A A (Interface) [Z&EIRLE3, 7z, 7V v
TN—T A N—= A B =T 2 AT HTENTERVEFEDSI AV F—T = A
A BINT HMERNH D £F, IPV6OEEITA ¥ —T7 = APATHEHTEX EHA,
ZiE, R—=FERTDOAXT 47 AV HZ—T 2 ANAT ZRELE T, BETT
RLALER—=MIA LV EZ—T 2 A ADT FLABLUOFRIUAR— bEEICEBINE T,

* (A7 ar) oA — K (Original Port) | Z#iis /7" — N (Translated Port) : TCP & 721%
UDP R— N & ZEHT 50N H D 5H 13, JTOR— F EEHFEHAR— M2 ERT DHHR— b
FTV 2l NERIRLET, 777 MIRIUT 8\ b a/UZHE LTS MERH D F
To ATV RPFELRWEEIX, [ 7Y =7 FOFHINER (Create New Object) ]V o
V&7V v LET, 72& 2E, SEITE LT TCP/B0 Z TCP/8080 (Z AT X £,

ATvTH (A7 ay) [FEMiA 7> 2> (Advanced Options) (V> 27 %27 U w7 L, HOA T v a v %
BIRL £,

* ZDON— I —ET D DNS A #2135 (Translate DNS replies that match this rule) : DNS

JCENDIPT RV AZEBT DME I D, vy BTSN v F—T A4 ANLFEEOA
VB —T A A~ DNS JGEDYE . Address L2 — K (IPv4 TiX A L a— K, IPv6 TiX
AAAAL Z—R) X, v v BV ENTENDEBROEICESB: ORET, K, EE
DA VE—T oA AN BT ENTZA L H—T 2 A A~DDNS IWEOBHE., ZoOL
a— NEIEBEOENS Y v BV SNTEICEESBZ ONET, 2047 T g SIFFEDOR
DLCHERALET, 72, NAT64/46 BHZ LD, EXMZIZE->TALa—FE AAAA L
A= RERZWMEINDIGEEICOMELERDZERHY 9, MO NTIE, NATIZLD
DNSZ = UBIWLEDY T4 b, 863—) 2B TN, RN— NEHE FEITT
LG, TOF T a IMERTE ER AL

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



Yy h7—% 7 ELRZEH (NAT)
z471svoNAT

CHEA U H—T 2 A AT B F T ARP £ FE{T L7214 (Do not proxy ARP on Destination
Interface) : v v ELTIPT RLASNDEE /N7y hOT X ARPET =7 ML E
T, BT A E—T A RALFRILRY NU—7 LOT RVRAEEH LIESGE, VAT
LI7 XV ARPEZHEHL Ty B 7 7 RLADTRTO ARP ERIZIGETH Z LI
FoT, vy BT T RVAZGEETD N T 7 4 v 7 2 RUTZELET, ZOFHIETIE,
TNAAREDMD Ry NT—7 D — DU = A ThHDOLHULENRRNZD, —T 1 > 7 HfH
ibsnEd, BREISUT, 7BXFVARPET 4 B—7 /M TE £, TOHAIE. T v
TARNY =LA N—F DY — "B D I EEWRTOIMLERSY ET, TAT T+«
7 4 NAT O%E, W@FIE7 12X ARP NARE T, HEICE > TIERMEICET 2 MEE 5]
SRITAREENRDH Y T,

ATvT6 [OK]ZZ7 VU7 LET,

AB T 49 FH NAT DEE
HE) NAT Cld=— AN SN WAL, AZT 4 v 7 FHNAT VL — L 2R LET, 72&
ZIE, FERICHEASWTRRDIEWREFITTHHERETT, A¥T v 7 NATIL, 7 RLA%%
BeRy NI —27 ETC—TF VT ARER R BIPT RV AICE# L £9, £72. AXT 4 v 7 NAT
N—NVEHH L CR— NEWHEEITTHZ b TEET,

[T L& BHIIC

[F7 =27 b (Objects) |ZFRIRL T, W—VTRERRY NT—F AT V=7 NERIFITLV—
TEVERLET, IPvdT KL AL IPV6 7 RLADE F%E2 I N—FIZ AND - LT TExFHA, |
ODEA T DIHEZFDDHVLENRHY 7, DV IZ, NAT V— L2 EHET L ST, A7 V=7
FEERRTDZ L TEET, 7 V27 MIROBEHLE-THLENLHY 97,

* JLDOEFILT KL A (Original Source Address) : *y NV —2 A7V MERLIEFINV—T

ERECTEET, FAMELEFV TRy MEEOLZENTEET, TRTORDOEREIT b
T7 4w EERTLGAIE. ZOTFIAEAX T LT, A=A T[TT (Any) |Z4EE
TEET,

s BRI HE{ETLT K LA (Translated Source Address) : BHFEAT RLAZIEET L1200
WDF T arind E4,

e yide A B —7 = A A (Destination Interface) : 5ieA v F—7 = A ADIPv4d 7 KL X
PHEATAH-OIL, Xy NI—7 ATV 27 MILEHY A, ZIUIAR— NEHT
DABT 47 A B =T 2 A ANAT ZRELET, BEILT LR ER— MIA
F—=Tx A ADT FLABLORE LA — MEFICAHBS R E T, PveDHE, 14—
7 A APAT IIMEHTEEHA,

°7 KL A (Address) : KRR NFEZIEIV TRy b2ELXxy NUV—0 7V bET-
X7 N—T 5B LEd, IPvda T RL AL IPV6 7 RLADWE F %2 7N —FICAND 2
LITTEFERA, 1D0F A TEFREENTVABLERHD £, @EH. IF1DO~y

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B x%7<vsNAT

VL TlE, EROT RLALRILEO~ B 7T RLAEZRELET, L, 7
R ADEN—H L72WGEELH Y 7,

JL—)L T [JED%E5ET K LA (Original Destination Address) [35 X O [ﬁﬁiﬁﬁgﬁﬁ'ﬁ7 KL=
(Translated Destination Address) | DA X T 4 vV EHEHRE L TWBEHEARIT. TNH07 KX
DRy NI —=0 ATV MefFlkT 52 b TEET, A— %ﬁ@%ﬁﬁbtﬁ%@15?4/
I A B =T 2 A ANAT DHZERET DA, 5O~y 7 T RLVACHT 247V =
7 hNOEBMEAFXFY T LT, W=V TA U H—Tx2AA AEBETETET,

EEIE, FEEFEIEIM T OR— NEREFITTEET, A7 V27 b wX—TV ¥ T, TOFR— b
EEBBEHBR— NMFEHTEDLR— AT V=27 MRHDZ LR LET,

FIE

ATv 71 [KY— (Policies) ]>[NAT] ZiERL £

ATvT2  ROWTNPEFITLET,
CHT LV VR DI, (RS R ) v 7 LET,
"BEEONL— NV ERET IR, VA ORET A2y (@) 22U v s LET,

(RENZ 72 o o V=V EHIBRT DI, V= VDB T A 2% 7 )y 7 LET, )
ATY T3 HEAL—L FTFarERELET,

* %A kv (Title) : /L—DA4RETAZ AT LET,

* L— /L DVERKKRIS: (Create Rule For) : [F#) NAT (Manual NAT) ] Z#8&R L £7,

* JL—/LOFLE (RulePlacement) : /L—/ /L& BINT A0, /N—/WIdhT T NIZEAT S Z
Eh (HEYNAT V— L ORTEZIFHE) . BIR LIV —AORTELIZRICEATHIZ LT
xF7,

* B AT (Type) :[AFZT 4 w7 (Static) |Z#NLET, ZOREIL EETT FLAICD
A SIET, 5UET FUADEMEERT 25G1T. BHRITEICAZT 1 v 7 TT,

ATFvT4 KOAE—T A AT a 2B ELET,

*EETLA v H—7 = A A (Sourcelnterface) . %851 > % —7 = A A (Destination Interface)
(TV T TN—=T DA IN— A B =T = ATLE) ZONAT V—VZEHT 5 A
H—TxA A, FETIE. T T4 v I BT AL RTEBTHAOE 2D, EBEOA X —
Tz AT, FSoIE. TAAAZERLE NG 7 v 70O ERD, ~ v BT A
H—T 2 AATT, T 74/ ETIE, V=TT RTOA U F—T = A AZHH I E TN
[FTR_T Any) )« TV oD IN—TF DAL N— [ o H—T = A A FFITT,

ATYTE oy BT RLURA (IPv4 £72131Pv6) il LEd, Zhik, T 37y MIFERER T
7=y b 7T RLATTY,
DIy N EBWFE LN FOFNZONTIE, ROKEZSRL T E,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

z471svoNAT

Source Desfination

Loy — i)

e——” ™
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1
10.1.22 —=10.1.11 > 92.168.2.2 -—-= 192.168.1.1
Criginal Packet Translated Packet

*[JEDI{ETLT KL A (Original Source Address) | : B RDOT KL ABREFTH Ry hU—
I ATy NERIXT T,

*[EP%ESET KL A (Original Destination Address) |: (47> a3 y) %807 RLA&&ET
Xy NT—=7 A7Vl b, ZADOEEICT DL, SUERICPPDLT, FELT RLADE
BN ENET, 5T RUAZBET2HE8IE. 207 RLVRIZAZT 4 v 7 B AR
ET D0, BICTAT T 47 4 NAT 2 LET,

[f % —7 x4 A (Interface) |[EIETCA > F—7 =A AIP (Source Interface IP) ] % &R J
LHE. OREERETA L F—T A A ([TXT (Any)| LIS IZESWTHRETE £,
ZOFT Y a rEBRLUCEEE. BREHEREA 7 V=7 POERTOILERH Y

To AXT 4T A B —T 2 A ANAT, BLOSEHLET KL A~OKR— N A FIES D
ZiX, ZOF T v a v ERIRL, s — FoibRR—h 477 MEBIRLET,

ATYT6  LTHFEDB AN BT RUAR, IPvd 721X IPv6 ODWTNTH D0, D%V, sikry hU—72
A B =Tz AFICHNT- X207y VT RLAREELET, HEIDS U T, IPv4 & IPV6
DO CEMTEET,

s BHAE A E(ETLT KL A (Translated Source Address) : IROWTNEZIEE L £9,

°T RVADEREIN—TZHMEHTHIZIE, ~ v BT T RLRAEZGELRYy NU—27 F
TV NERIZITN—T 2R LET, BF. 11Oy B 7Tk, EEOT R
LVALFRI O~y B 77T RLAZRELET, LL, 7 RLADENR—FK LW
BEbdoET,

o (R—FEWTDARET 4 v 4 HF—T xAANAT) 5ideA v Z—7 = A AD IPv4

7 RUVAEMERT DI, [ X —7 =A% (nterface) [ZFIRLET, /2. 7V v

CIN—=T AN A B =T 2 A AT HI N TERVEFEDII A F—T =

A AEBINTHZVERHY £9, ZHUIR—FEMTORIT 4 v I A F—T =2 R

NAT Zi%ELET, BETLT RLALR—NIA v F—T =24 ADT KL ABLUH

UR— FEFICERENET, IPVoDSHE, A ¥ —7 = A APATIIEH T £ A,
* BRI 5G9 T R LA (Translated Destination Address) @ ((FiE) ZBHGF L 47 ST
ENBFELET RLAZEGLFy NT—20 F 7 V=7 NERIZZAV—FTF, [E05a% (Original
Destination) (DA 7 P =7 FEBRLIZGEIF, ACAT V27 bE@RIRTHZETTAT
Y747 4 NAT (OFVD, B L) ZRETETET,

ATvT1 (A7 ay) = RAEHOERETYT —EAR— b FERIISEEYS —EAR— M2 L E9,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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B x%7<vsNAT

ATvT8

ATy

vy kD=4 7 KLURE#H (NAD) |

R— NEMTDAZT 4 v 7 NAT ZET 2% E 13, FEI, SiLEITmMT OR— 2L T
X FE¥, 72& ZiE. TCP/80 & TCP/8080 D] TAE#A T £3,
NAT Ti&, TCP £72iZ UDP DHR YR — F SN ETHR— FaZEWMT 256, EREOF— X F
TVl DT bhartvy SR ATV o halomi AR CICLET
(W5 & TCP £7-1Xli 55 & & UDP) ., 7A T 7 47 4 NAT Tld, EEOR—KrE~v b
7 R— N OBFIZFE LT —ER FT V= y MR ET,

* SLOEFEILA— N (Original Source Port) | Z#ay #5{5 56 AR — b (Translated Source Port)
FEEILT L ADOR— MEHREER L E T,

* JTLDO%ESFEAR— b (Original Destination Port) , Z#35 7568557 — K (Translated Destination
Port) : %657 KL ADR— MNEMZER L ET,

(A7 ay) [FEMA 7> 2> (Advanced Options) (V> 27 %27 U w7 L, HOA T > a %
WINLFET,

* 2DV —ET % DNS & &2 2419 % (Translate DNS replies that match this rule) : DNS

JIRENDIP T RUAZEMT HME I D, vy B TSN, v F—T = A A FEREDOA
VA —T 2 A A~D DNS L DHE . Address L2 — K (IPv4 TIX A L=2— K, IPv6 TiX
AAAAL 22— R) X, vy BV ENTENLEREOEICEES B bvET, Kxho, EEE
DA VE—T A ANy BT ENTEA L H—T 2 A A~DDNS IWEOBHE., ZOL
a— NIEBEOENS Yy BV INTEICEEZBZ ONET, 2047 T g SIFFEDOR
DCHERLET, £72. NAT64/46 BHZ LD, EXHMZIZE->TALa—FE AAAA L
I— REDRKEBINDGEICOMEERDZENH D 3, FEHICOVTIE, NATIZX D
DNSZ = UBIWEEDY T4 b, 863—) 2L TS, RN— MNEHEFETT
LG, ZOF T a IMERTE ER AL

A B —T 2 A AT rF T ARP #EIT L 72 (Do not proxy ARP on Destination
Interface) : ¥ BT IPT RLANDERF Ny hOTaX T ARPET 4 E—T7 ML E
T, v T A =T A RLFRUARY NT—7 EOT RVRAEFEH LSS, VAT
A7 aX TV ARPZEHL Ty B 7 7 RLADTRTO ARP ERIZIGETH Z LI
FoT, vy BV T RVAZRGEEETDE N T 7 4 v 7 2 RITZELET, ZOHIETIE,
FRAANZEDMD X Y FT =7 D= T 2 A THDHULENRNZD, L—T 4 T W
ibSnEd, BBEILU T, 7EXFVARPET 4 B—7 M TE T, TOHEIT, Ty
TARNY) =LA NAN—F DY N— "R D I EEWRTOILERSYET, TAT T4
7 4 NAT O%E, WBFIE7 12X ARP NARET, ALK > TIBEMEICET 2 MEE 5]
SR ITAREERDH Y T,

[OK]Z7 U v 7 LET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device

Manager )



| ®vyr7—% 7ELRZH (NAT)
71477474 NAT |

7AT>T 47T+ NAT

IP7 RLAZZNEAKRICERTHAVENDH D NAT BREDTFETAEERHY 1., =& 213,
NAT 29 _RTOFRy T — 7T B IE#HA LV — NV EERT DB, 1 DOFRy N T —27 % NAT
MOERANT DG EIE. 7 UV AZZNERICERTEAZT v I NATV— LV EERTE T,

wOKIL, W2 T AF 5 45 4 NAT D F U FE2 R LTWET,

K12: 74T T14T« NAT

Security

Appliance §
209.165201 1 209.165 2011
< >

209.165.201.2 ; 209.165.2012
< Z »>

130030

Inside f',Outside

PBD N> 7 Tld, TAT T 47 4 NAT OB EFHEEZHHHALET,

TATT 4T+ BE NAT DFRE

ABT 4 I RTAT T 4T 4 HEINATL—/L1E, 7 RLRAZ BRI WA I AL
£, OFV., T RLVAZHSHFHICEHBLET,

[T L& BHIIC

(7Y x=2 & (Objects) JZEIRL, V—/MIMERRy NU—F ATV NEIZITNV—T
AERLET, F3 NAT V=L E2ERTLHEEIAT V=7 FEERTHZ L b TEET,
F7V =l ME LFOEGZHZ L T L BERH Y £,

*[GE»7 KL A (OriginalAddress) 1: *y NU—27 37 V=7 b THAILERHY F9, (7
N—TIIRT) o RAMEEEFI TRy FEEDLIZ LN TEET,

* {(BHEAHT KL A (Translated Address) |: TTDORETLAT V=7 bEF o< RILHNED
Xy NI—7 ATVl NERIFIN—T, RILAT V=7 FEHTEET,

FIE

ATv 1 [KRVU— (Policies) ]>[NAT] ZER L £,
ATv7T2  ROWTRIEEITLET,
=V EFHIERT DI, [HRZ &2 27V v 7 LET,

CHEFEON— LV ERET DT, TOL—NAORET A2y @) 27V v s LET

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager



FATT 4T« NAT

ATvT3

ATy T4

ATy TH

vy kD=4 7 KLURE#H (NAD) |

(RENZ 72 s T V— A EEIRT A2, ZOM—NDTHET A a2 w7 ) v 7)
AR — I T a v RRELET,

*[ZA kL (Title) ]: V—LDA4ETZATTLET,
* [fERL T 2 /v — LD x5 (Create Rule For) ]: [HE) NAT (Auto NAT) ] #3ER L £,
*[#AT (Type) 1: [AZT 1 v 7 (Static) | IR LET,

ARy NEMAA T a v ERELET,

*[EFIEA v ¥ —7 = A A (Source Interface) ], [FES5A > % —7 =4 A (Destination
Interface) J: (FU v ZTN—T DA N— (2 —T oA RIHHE) T O NAT L—/V%
BT 24 8= =4 A, FETLIE, FT 74 v 7 BT A AT@ERTDHAA LD, %
BROA 2 Z—T 2 ZATY, ST TS AZ@B LN T T4y 7 OHALRD, v
BT A B =T 2 ATT, T 74N NTHE, = /METRTOA U F—7 = A AT
ENFETH (T (Any) 1) « TV oY ITN—=T DAL R— U H—T = A ZIHIT
R

*[Ed»7T KL A (Original Address) ]: Z#KIGOT RUVAZRFT L3y N —7 TV
7 N

* [EHE T R LA (Translated Address) |: TOREILER AT V=7 b, A7 ar L
T, o< B LARZFD, HlOLFT7 V=7 FEBRINTEXET,

TAT T 4T 4 NATIZ [JEDAR— I (Original Port) 136 K OV [Z#i% 7R — b (Translated Port) ]
ATV a VEBRE LR TS RS,

(A7 ay) [fEA 7> 2 (Advanced Options) (V> 27 %227 Vw7 L, MERA T a %
HIRLET,

*[ZDN—) b —FT % DNS A &2 (Translate DNS replies that match this rule) ]: 7 A 7
YT AT 4 NAT I, 2OFT v a U EFRELRNTLIZEN,

‘B A v H—T A ATARPZ 7 X T L72\ (Donotproxy ARP on Destination Interface) ] :
vy BT IPT RLASNDERENAYy hOTax ARPET =7 M LET, v F
VIAVE =T 2 A AR Ry hT—7 EOT RLRAZEA LIRS, VAT AT 70X
VARPEHEHL Ty B 7 7 RLADTRTOARP ERITIGETHZ LICL T, v v
BT T RVRESEETDH N T 7 4 v 7 BRITRIELE T, ZOFHETIEH, 73 ABRE
DDy NI =7 D — R T2 A THDLHULERRND, —T 1 > 7V REEE S E

T, BEISULT, PaFVARPET A B —T7 M TEET, TOEARIX. Ty FARY —
A —Z DI — "B D L EERT ANENRD Y FT, 747/7474NMW)
Ba. W7 2 F U ARPARE T, HAIC K » T tIc B 2RI A 5] &k = Al ik

PER B D F97,

‘A v E—T A ADN— K )by 7T v T DFEAT (Perform Route Lookup for Destination
Interface) ]: JLDEFITLT RV A | BHZOKEILT RLALIZRILA T V=7 MR
LHEN, FETA =T 2 A ABIOSEA v —T A REBRT D L& ZOFT
Va v EERT D L NAT b= /UWCERE S5 A v 2 — 7 = A AT 20 TiEZR

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
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oy hT—9 7 FLRZEH (NAT)

71477474 NAT |

o N—F 4T T =T NS v B —T oA AMT AT AL > THRESNE
TO

ATv7T6 [OKZZUvZ LET,

TATUT4T4FFHNAT DHRTE

HE) NAT CI3EM 2R WG/, A2 T 4 v I RT AT T 4T 4 F#) NAT L— /L& fif
HALET, 72& 23, IS CTRRLIEWREITVNWL D RGETT, A¥T 4w 7T A
TUT AT ANATV— VL, 7 RV AZERI TS BRWGAIERLES, 2F0, 7R X
FHSHFICLERLET,

[T L& BHIIC

[#7 =7 & (Objects) [ZHIRL, W— /I BE IRy NT—7 FT7 V=l NERIFITN—T
PERLET, IPvAT7 RL AL IPV6 T RLADW A2 T N—FICAND Z LI TEERFA, 1O
DEATIETFNEENTODILERHD T, F2E, NAT V-V E2ERTH XA TV
REERT D52 b CEET, A7 V=7 ME, UFOBEFLHZL TV ARERH Y 7,

* [DTDX(ETLT KL A (Original Source Address) ]: F > NI —27 A7 V=7 MEZiFI L —
7o T AR MELERY TRy FEEGOLIENTEET, OFEL T T4 v
I STEHBT 212E, ZOFIEEZERK L, L—MIZ [T3T (Any) [Z2HEELET,

* [AHLE A EIETET R LA (Translated Source Address) |: JEDEFEILERUAT V=7 b, A
Frark LT, FoRBAULNELFD, OF TV =7 NERIRTEET,

ST FVADAFT v 7 B E NV— VN TEET HHEIL. [JED5EHET KL A (Original
Destination Address) ]38 X ON[ZE A 56567 K LA (Translated Destination Address) D% > kU —
I ATVl FEERT AL TEET, N— NEBOLREMHTDZAXT ¢ v 7 7esiieA v
B —T 2 A AERETIHHEIL, 51kt~ B 7 LET RLARIZHTHA TV =7 FoBENE
AL T, V= VNTA VH—T oA AEBETEET,

EETEIFEd. 2 Om IR L THR— A EITTX 9, Object Manager T, It
DAR— N EEHFEHR— FOENEZIIHHATRRR AR — N A7V =7 MR D I &R L E
. AT T AT A NAT A, [A—F T V=7 h 2 ERTE £

FE
ATv 1 [KY— (Policies) ] >[NAT] ZE4R L £,
RTvT2  KOWNTRNEETLET,
L VEFHUWERT DL, (N ARX AR v LET,

CBEF O — LV ERET HICIE, SO LORET A2y @) B2V v LET

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B 77 7«74NAT

(REIZ o Te V=V EHIBRT HICIE, ZON—IVDZHH[T A2 w7V v7)
ATV T3 HARMRL—L AT ERELET,
‘[ZA b (Title) ]: A—AD4HTEAT LET,
*ERT v — L DiE x5 (Create Rule For) | : [FEINAT (Manual NAT) | Z&R L £,

*L— L OfdE (Rule Placement) | : /L—/ /L& iBINT B0, A—ix 7 TV RNIHAT D
ZEh (HEINAT L— L ORTEIEE) @R L A— LV ORTELITRICHEAT LI LG
TEET,

[ZAT (Type) |:[A¥T 47 (Static) |ZBIRLET, ZOREIL, FEILT RLAD
T SIVET, 50T L RAIZEBME ERT D563, BEROZ A TITXEICAZT 4>
7 L7 ET,

ATFVvTE LUTFOA v H—Tx A A ATV a v ZRELET,

*[EF LA v H—T = A A (Source Interface) ], [FEJcA % —7 =4 A (Destination
Interface) ]: (T U v TN—T DAL N— (2 —T A ATHE) ZONAT L—/L %
WHT DA H—T A A, EETLIE. N T 74 v I BT A REBTHANE RS, 5
BROA L H—T 2 A ZATT, 5ikeld, TXAREBELIE N T 7oy 70OHA LD, v
Vo T A B =T oA ATT, 774/ FTHE, =TT RTOA U F—T = A AZHHH
ENETH (T3CT (Any) 1)« TV oY TIA—TF DAL N— A U H—T = A AFFIHT
R

AT TE Oy BT KRR (IPvA£72131IPve) B LET, ik, T 37y MIFRER T
72Xy B 7 RLATT,
DT b EBEE Ty ROFNZHONTIE, ROMEZRLTLEE N, 22 TiE, N
RAMIUIT AT T 4T 4 NAT ZFATLE TR, AEIHAR A MIE# L F7,

Source Destination

W Pk
§c @ o .

10.1.2.2 Real: 192.168.1.1
Identity Mapped: 10.1.1.1

10.1.2.2 —= 10.1.1.1 >
Original Packet

*[EDH(EILT K LA (Original Source Address) | : BHXIHRDT RV AZRFFT L1y hU—
I AT NEIFIN—T,

* [JtD%E5e 7 KL A (Original Destination Address) ]: (A7t a ) 8D T7 KL A &EET

Xy NT=I ATV= b, ZZADEEIZT DL, 5LEICHIPDOLT, FEILT FLADE
BREASNET, 5UET FLAZBET 25813, ZO7 FLVRIZAZT 4 v 7 Bk
ET D0, HIZTAT T 47 4 NAT 2l L £7,

101,22 = 182.168.11

Translated Packet

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

ATvT6

ATy T17

ATvT8

71477474 NAT |

[ &—7xAA (Interface) & EIRT 5 &, JTLOERITLEEETLA LV F—T =4 X ([T
RT (Any)] DS IZESWTRETEET, ZO4 T v a UERIRLIEEEIE, BHEH~
WA 727 BN TAMLERDLDET, AT 4T A ¥ —T7 A ANAT, ¥
FOSEHT RLA~DOR— NEHEFET DT, o4 Ty a v a@ER L, seR— o
WHIRR— M ATV NEEIRLET,

BHFE Ry BT KL A (IPv4 £72131Pv6) ZiBI L E9, Zhud, sikA v X —T7 =14 AD
Fy NI =7 TRREIND NNy N T RVRATT, BHEG U T, IPv4 & IPv6 DR CE#H T
i—a_o

* [BHLE R EETET R LA (Translated Source Address) | : JEDEFILERUAT V=7 b, A
Frarb LT, FolRAUNELFD, OF TV =7 NERINTE£T,

* [BHLE HSESET R LA (Translated Destination Address) ]: (A7 'Y a ) BHEH T v b
WHEH SN D587 RVAZREFT Xy NI —2 A7V =7 NERIFIA—T, [JLDsd
467 KL A (Original Destination Address) [I24 7 Y= 7 M &EBRIRL TCWALEE, RLAT
Yl MEBIRLTTAT 7T 47 4 NAT (E#alel) ZRETEET,

(AT ay) = ALBWMOEE T — A R— b E7I3580 ) — A R— b &#pI L £,
R— NEWETTH AZT 4 v 7 NAT ZRET AT, BETELIIEE. £23E0OWGO
R— hEEHTEET, =& x1E. TCP/RO & TCP/8080 [ TA#H T £,

NAT Ti&, TCP £72iZ UDP OHRYR— F SN ETHR— FEZWMT 256, EREOF— X F
TV hpTabharbtey S AF TV bOTa ha Lo ERCICLET
(MiJ7& & TCP £721dMi )7 & 6 UDP) o 7 AT 7 47 4 NAT Tlit, EEOR—Fhevoy bt
7 R—=FOmFIZFE LI —E R AT V=2 FaefEATEET,

* DEOEEILA— K (Original Source Port) | [Z8#ti% 74 2%4{5 58— b (Translated Source Port) ] :
FEEILT L ADOR— MEHREER L E T,

* D% — b (Original Destination Port) ], [Z#ay 75055788 — I (Translated Destination
Port) ]:%8%7 RLADR— NEMAZFER LT,

(A7 ay) [RElA 7> 2 (Advanced Options) (V> 27 %27 Vv o L, Bt T ark
BIRLET,

[ZDN—v & —ET % DNS & %2 (Translate DNS replies that match this rule) ]: 74 7
YT 4T 4 NATIZIE, ZOF T a v aRELRNTIIZEN,

C[BEfA v H—T A ATARP Z 7 2¥% L72\ (Donotproxy ARP on Destination Interface) ] :
o BEVTIPT RLVANDER Yy hOTaXxT ARPET 4 Z—T7 /MW LET, v v E
VIAE—T A AL UKy NI —7 FOT RLARERA LSS, VAT AT e
VARPEZMHHAL T~y B T RLADTRTOARP ERIZIGETHZ LIk T, = v
VT T RV RESEETDH N T 7 4 v 7 BRITRELET, ZOFHIETIEH, T30 ABE
DDy T =T D — T A THIUENRNTZO, V—T 4 7T HREE LS E

T, BEISLT, 7aF T ARPET A B —T7 M TEET, TOHAIE. Ty T AR —
LV—HZ DI N— "B oD T L HERTOILENRDHY ET, 74T 27T 47 4 NAT D

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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v hT—% 7 RLRZH (NAD |
B Firepower Threat Defense O NAT JL— )LD T A/XT o

W, BHEIL7 B X ARPAARET, SEIC & o TR M@ % 5 & 23 rrkE
PERH Y £,

*BEAEA L H—T = ADN— K b 7T v T DFEIT (Perform Route Lookup for Destination

Interface) ]: TTDOEETLT LA, BB OREETLT LA LIZRI LA 7 V=7 b &ERT
LB, KETA =T A ABIOEA =T oA A BRTH L&, 20X
/a/%@%?é&\Mww_wpﬁﬁéhtm%4/& Tz A AT 20 TIEAR
S N—=T 4T T—=TMIESLGA v X =T 2 A ANV AT AL > TIRESNE
R

ATFvF9 [OK]EZ Vw7 LET,

Firepower Threat Defense 0) NAT JL—)L D) T /T «

Xy NU—27 7 RURAZEH (NAT) OL—LZEHA LT, IPT7 RUAZRIOIP 7 L AZZEH]
Li# HWHEIX, NATV— &R LT, 774 X—=K T RLRAENTY v 7 |(ZV—TF 4 7 H
MR RLARIZEBLET, BHIZ 1 DOT7 RLANLHOT RLVARIZITH ZENTE, A—F
7vaﬁﬁ(mw)%ﬁﬁbf fﬁ®7FVX%lO®7PVXK%@Télk%T%iTO
EEILT LA CTEBIT 72013 AR— hEEEHHLET,

NAT L—/ViE, ROFERT T 4o BNEENET, B TREN TV AEEERE . HE) NAT
JL— L & F#) NAT L—/L D7 a 35 ¢ 1 3[F LT,

[&HE8 (Title) |
=V DRI AT LET, LRNCAN—ZR 2G5 LI TEEHEA,

[JL—ILDIEFE XIS (Create Rule For) |

ZEfa L — V3 [H ) NAT (Auto NAT) 72>, [F#) NAT (Manual NAT) [ ThH D0 ZHEE L F
9, HEINAT [T FE NAT L0 o7V TTn, FBE)NAT T, 58567 RLRIZHESNT
EEILT RUARIC R DB AEAERT D 2 LN TEET,

[AT—H A (Status) ]

N—NET T 47T o0 BT ERELET,

[EE& (Placement) | (F&) NAT DH)

=V BB HALE, V= UIA T TV AT S Z &Y (HEINAT V— L DR E T
1) . BIRL7V— LORTERIZBICHAT LI Z b TEET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



| #vyro—% 7RLRE® (NAT)
Firepower Threat Defense @ NAT JL—/L O T R/8F « .

[# 47 (Type) |
EHN— VN (XA F X v 7 (Dynamic) 12>, [RAH¥ T 4> 7 (Static) | THLINZHEELE
T, FAFTI v I EBTIE, TRLRADT—Anb~wy 7 7T RLA, £7237 FL &
EAR— DALY (PAT ZEEL TWDH5HE) NHBMICERSNET, vy
T RUVAER= M2 EMIZERLIZWGRIX, 22T 4 v 7 EBREZEHLE T,

WD ME > 7 T, NAT L=V DD O a7 4 12OV TR L £9,

HEINAT D/ FEBRTO/NRT 4
EETLT FLALERSNZ~y BT T RV AEZERTDHITIE, 237 v FEH (Packet
Translation) 147> a VA LET, kOT v T 213, BEINAT IZOHET S LET,

[EETA 2 —T 4 X (Sourcelnterface) |. [8FA 32— =4 X (Destination Interface) |

(VP ITN—TFDRAIN— [ B —T = A Z|THEE) ZONATV—LVEZEHT A1
H—T A A, IFETIZ. FT 74 v I BT AL R EBRTAAD LD, FEEOA 24—
T2 ATY, BEE, TAXAAZBERLIEZN T 74 v 70O LERD, ~v LT A
H—T A ATT, T 74/ NTlH, V—MITRTDOAS X —T oA AZHEHSNETHN
([TT (Any) ) « ZV oY TN—=T DAL= f X —T = A ZAIHIHTT,

[Tt 7 KL R (Original Address) | (FIZ447E)

THL TWAEELT FLAZEhXy NIV —27 A7V x7 b, ZhL (IA—F Tl
) Xy U= FT7 V27 FTHOHIVENDHY, AAMERFIY TRy bEIEETE %
j—o

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B Firepower Threat Defense O NAT JL— )LD T A/XT o

[ZE#FEHT KL R (Translated Address) | GE®EIT%HE)

ETeD~y e 7 7T RVA, ZITRIRTAOPFIL, EELTWDLEHL—LDOX AT
IZE - TERY 9,

*[#A4F 227 NAT (DynamicNAT) ]: ~v L7 7T RLAZGHery NT—2 47
Vxl NERIIIN—T, Xy NT—F ATV NEREFI N7 REECEET
B, 732y heEOLZ LIXTEEREA, IPVAT RLALIPV6 7 KL AD[E % 7
=TI NDZEIFTEERA, 1ODFATTETNREENTWDILERH Y £,

*[#AF v 2 PAT (Dynamic PAT) |: ROWTHnaEITLET,

* (S H—TxAAPAT) , %A HZ—T A ADIPv4T KL AZEMHATHIC
X, [ —7 =A A (Interface) [ZIBIRLET, FFEDLHA L F—T A A
HBIRTHIVER DD ET, TV oD TNN—TF A RN— (o Z—T = f AR
WTExEHA, £ FZ—7 A APATILIPV6 [ZITHH TE 8 A,

G A VA —T 2 A RSO —T R AT HICIE,. ZOHBRTERLE
RAN XY NU—07 T x27 PR LET,

*[AHXT 4 w7 NAT (Static NAT) ]: IROWTNNEFITLET,

C DT RLAD I N—TE2MHT 512, v 7 7T RLAZEL %Y b
T—0 372y NERIZITN—T%2ERNLET, A7 V=7 bERITINA—T
Wi, RARRY T Xy hEEHLHZENTEET, B, 11O~y BT
Tk, EBEOT RLALRILED~ v B 7 7T RLAZRELET, L, 7
RLADEN—HLWEELH Y 9,

* (F—MNEMAERELIZAZT 47 A2 —T A ANAT) , 5656A % —
T2 A ADT RV RAEMHATHIZIE, [/ F—7 =1 A (Interface) % &R L £
To FFEDSIA VX —T 2 A ALRIRTLHZMLERHVET, 7V v I —
AUN—f B —T 2 f ATBINCTEFHA, ZTNT, A— FEHEFRE LA
BT 49T A B =Tz A ANATPRESNET, BETLT RURER— M,
A B =T 2 ADT RLABINE UAR— hFFICEBINET, (X —T =
A A PAT (X IPv6 [ZIEH T&E FH A,

*[7AT T 47 4 NAT (Identity NAT) ]: TOEEILER LA T V=2 b, 73
ELT, EFoleKRALRNEZFFD, BIOF TV FE2BINTE LT,

[FTtD7R— b (Original Port) |, [ZE#iEHHR— & (Translated Port) | (X2 T 4 w4 NAT D#H)

TCP £721Z UDP R— M 2B T HMERH BHAIE. TOR— b EBBFERR— N E2EH
TAHR—=FN A7V F2ERLET, 7727 MIBL7a ha OO ThHHMLE
NHOET, =& 2, LEIZS U T, TCP/80 % TCP/8080 (A #CE £77,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

Firepower Threat Defense @ NAT JL—/L O T R/8F « .

FEINAT D/ FEBRTONRT 4
EETLT FLAL BRI~y BT T RV AZERTDHITIE, 237 v FEHE (Packet
Translation) 147> a Vv &EMHLET, ROTa "7 113, FEINATICOA@EHA S NET, FHE
SNTWVLEAEZRE, T XTEREERTT,

[EETTA V2 —T 4 X (SourcelInterface) |, [5E5%k A 32— 4 X (Destination Interface) |

(TN ITN—=T DA NRN— A H—T 2 ATNEE) ZONATV—VZEHAT DA
H—TxA A, FETLIE. bT T4 v I MNT AL ATEBTHAD LD, EEEOA 2 —
T2 A ATY, B, TAXAAZERBLIZN T 74w 7 OHOLERD, ~v BT A
B =T 2 A ATT, T 74V FTlE, V—UETRCOA U H—T = ATHEH I ETH
[T (Any) 1) « TV oY TNA—=T DAL~ [ H—T = A ZIHIHNTT,

[FTEDEIETT F LR (Original Source Address) | (FIZwhZE)

BHLTWAT RLAEZEL Ry NT—7 T2 NERIXITN—T, ZhiE, *v b
U—0 3727 NERIZITN—THEBETE, SANELZYTT7RXy bEEHLEN
TEET, TOFEEIL N T 74 v 7 BT XTERT L581F. V—ALT[TT (Any) 1%
BETEET,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B Firepower Threat Defense O NAT JL— )LD T A/XT o

[ZEHFHIEIETT F LR (Translated Source Address) | GEE(XHE)

ETeD~y e 7 7T RVA, ZITRIRTAOPFIL, EELTWDLEHL—LDOX AT
WL THRRY £97,

*[#A4F 227 NAT (DynamicNAT) ]: ~v L7 7T RLAZGHery NT—2 47
Vxl NERIIIN—T, Xy NT—F ATV NEREFI N7 REECEET
B, 732y heEOLZ LIXTEEREA, IPVAT RLALIPV6 7 KL AD[E % 7
=TI NDZEIFTEERA, 1ODFATTETNREENTWDILERH Y £,

*[#AF v 2 PAT (Dynamic PAT) |: ROWTHnaEITLET,

* (A B —T=xAAPAT) , 5 A v F—T = ADT KL AZEHT HI21T.
[ > %—7 AR (Interface) [ZBEINRL F 9, FFEDZHA LV F—7 = AHE
RTHZMERHDET, T oD TN—T AN~ f U F—T = A TEIRT
TEHA, AV H—T A A PAT IZIPV6 (I TE A,

G A VA —T 2 A RSO —T R AT HICIE,. ZOHBRTERLE
RAN XY NU—07 T x27 PR LET,

*[AHXT 4 w7 NAT (Static NAT) ]: IROWTNNEFITLET,

e DT NLADITNV—T2MERTHI21L, vy BT 7T RLAE2ELxy b
J—0 A7Vl NERRFIN—TEZERLET, BF., X1 Oy 7T
X, EBEOT RLALRIUEO~Yy B 77 RLAZRELET, LirL, 7K
VADEN—H L2 WEELH D £,

o (R—FNEMEHRTELIZATT 4 v A H—T A ANAT) , B0 A ¥ —
T2 A ADT RUVAEMHTHITIE, [ % —7 A A (Interface) |ZiERN L F
T FFEDGIA VX —T 2 A ALRIRTLHZMLERHVET, 7V v I —
AUN— A U H—T o AXNBIRTEEHA, TNT, R— MNEHEHRELT-A
BT 4T A F =Tz A ANAT R ESNET, FEILT FL A ER— NI,
A B—=T 2 A ADT FLABLOR UAR— FEFICERINET, (¥ —T =
A A PAT I3 IPv6 IZIHEH T& 8 A,

*[7AT T 47« NAT (Identity NAT) ]: JEDEFE L EFMUEATV=r b, A7V 3
LT, FolKBALARLZFD, HOA7Y s NE@RTEET,

[JEDFESET K1 A (Original Destination Address) ]

SEAEDT RL ARG Ry NI —27 A7 V=7 b, ZZBAOEFICTDH L, 58EITHIDL
T.FEILT RVAOERPEH INET, 567 FLAZIEET 2581L. 207 RLA
\CAZT 4 VBB RET D), BICTAT T 47 4 NAT 2L £,

[f 5% —7 =4 Z (Interface) |ZRINT 5 &, wOHERIELEELA L F—T =42 ([T
T (Any) PSR ICESWTIRETE £, ZOA Ty a U E2BIRLSLE1E, B8y
BEEGTA TV 27 POBRIRT AR ERSHV ET, A¥T 4 v T ¥ —7 A ANAT,
BLOGET RUANOR— MNEMAZFAET DITIE, ZOA T a VERIRL, sieAR—
OWFY AR — s 7V =27 FEBIRLE T,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

Firepower Threat Defense @ NAT JL—/L O T R/8F « .

[k %6567 R LA (Translated Destination Address) ]

TGI8y BT ESND5HET RLAZER Ry NU—7 A7V =7 £ —
7, [JtD%e4G (Original Destination) |OA 7 V=7 MR LIZGE, RILA 7 V=27 b &
BIRLTTAT T 474 NAT Z2RETEET (DF Y, BRI AETT) |

[TTDEETLR— b (Original Source Port) |, [E#FAE(ETL/R— b (Translated Source Port) |,
[FTtD3EFAR— k (Original Destination Port) |, [E#iEHAIELR— b (Translated Destination
Port) |

FTORT N EBEWE LNy NORETLEBEDOT — A ERTDIHR—F AT V=7
Foe R— b EEHTHIN, FRFREICAT 27 FE2BIRL T, A— F2EHEETI2L—L
BV —ERKGFIEDLZENTEET, P—EREZRETDH LI, ROMITHERLTL
7230,

* (X4 F 3 v NAT £721L PAT) . [JcD%ETTA— b (Original Source Port) & [Z5
Hagg A iE{E LA — b (Translated Source Port) [ CEMAZFITT HZ LILTEEHA, 58
HEAR— N COREHREFTATTEET,

*NAT TlE, TCP £721X UDP OH NV R — b SN FETHR— M2 LHT 2546, EEO
=R ATV bOTR halEvw SR AT Vs bOTa haj
O FEFECICLET (HHFEHTCPE-IEE T E HUDP) . 74T T 47 4 NAT
T, EBEOR— b e~v 7 R—=sDOWFIZREI LA T V=2 FefEHTEET,

SEAZNATODO JO/87 4
NAT ZRET DB, [FEM (Advanced) 1A 7> a v 2T 5L, Bk —E 22 EHT %
a7 4 R ETEET, INHDOTaNRT 4 IZT_XRTAET v a rTHY, 4 —e AR
VBB A TETICRE L £,

[ZDN—Z—8F % DNS i A4 Z e (Translate DNS replies that match this rule) ]

DNS JGENDIP 7 RV AZEHT HMNE I D, ~ v BT ENIA A —T oA ANDHE
BRDA B —T 2 A ASDDNSIHE DA, Address L2 — R (IPv4 CTiXA L 22— K, IPv6
TIZAAAA L —R) (I, vy B 7 SNl O EREOEICEZRZ SN ET, KT,
KEEDA X —T oA ANDY v BT ENTaA v H—T = A A~D DNS ISEDOEE, =
DL a— RNEEEOHENO~ y B VSN EICEZR ONET, 2047 a SIFE
O TR LET, £/, NAT64/46EHIC LY . EXHZICE->TALI— RKE AAAA
La— RENKBENDIGHICHEMELRD 2 ERH0 9, FEMIC OV TIE, NAT (2 X
HDNS 7= BIWREDY T4 F, (86X—) ZBHBLTLLIEEN, RAEZT v
NAT L — /L TR — NEHZT > TV A HEICIE, 2047 v a VidEHTEEEA,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager

"



Y rT—9 7 FLAZH (NAT)
B rexyro—s0%H

[ & —TxAAPAT ~D7 4 —/VA)b— (58%cA % —7 = A R) (Fallthrough to Interface
PAT (Destination Interface)) | (4 3 X w45 NAT D& )

HEO~y B 7T RUARTTIZEID Y THEAOSGE, Ny 7T v 7L LT, s8%A v
&—7142@m7Pv1%ﬁ%¢5ﬁ&9ﬂ(4/& Tz A APAT 7 H—N3w 7)),
IOFTaE, TV oY TN—T DR R—=TIIRSEHEA S H—T = AEEIRT
HZBEDOHMEATEET, TTICA v Z—T = A APAT ZBHELT RL AL LTHRE
LTWAEAIZE, 2o 7 va I EEA, 2047V a i, IPvery U —
J CIMERTEEEA,

ideA v 2 —7 = A ATARP Z 7 2% L72\" (Donotproxy ARP on Destination Interface) ] (A
ZT 4 v 7 NAT D)

VY EVTIPT RUANDEE 7y hOTaX T ARPET 4 —7 M LET, v
VI AHE =T 2 A ALRILRY NU—7 EOT RUVRAEZERA LGS, VAT AZ7m
FUARPEZMHH LTy LY 7 RLADTRTO ARP ERICISETHZ L2k » T,

VYT T RVARSHEET DN T 7 4 v 7 B ATRELET, ZOHIETIE, T34
AVBEDOMD R NI =T D — b U = A THDHUERRN =D, V—T 1 7 DIl &
NEJ, LEIJSLT, 7BXFVARPEZT At —T7 M TE T, ZTOHAEF. Ty 7 A
Y — A/1/—5'0)5@@]&/1/~M?‘&Jézk%ﬁﬁfﬁ“éz\gﬁ&;@iﬁ“ TATUT AT 4
NAT O35, BEIT7 17X ARP AARE T, HEIC K o TIEEmtEIC BT 28 A 5 & i
P RREMERH Y £,

BHEAVA—TIARIZH L, W—FILY I TYTEEFTLET RETAVIBTATUOTA
T4 NAT D&, L—TFT Y K E—FDH) ,

TEDEETLT RL A, BRBEDOEETLT RLALIZRUA T V7 FERINT 8410, %
FA v H—T7 A AB LU A > & — 7:4%%@%?5&%\_@ﬁ7/a/%@ﬁ
T 5 & NAT )V —/VIZERE ST A v F—7 = A AT 520 TIER, v—7 4
VT T =T WCESL A =T 2 A ARV AT AL o TRESINET,

IPv6 2y kT —Y DZE L

IPv6 DFH, BIOIPVA DHDFy NT—JRBITIT 7 4 v 7 2T BN D D85, NAT 2
HALTT RVA XA THEBRTIVLERHDET, 225D IPv6 *v hU—7 ThHh-TH, JM6
Fy FT— I B NET RLAZEBLEWEASLHY 9,

IPv6 % b U —27 TIIROEW S A T AT E T,

* NAT64, NAT46 : IPv6 /X7 v b % IPv4 /3y NZ (7232 0WI0) B LET, 250K
Vo—%EHRETIHIMLENLY 3, 1 DL IPv6 205 IPvd ~DOZEHH, 95 1 DIL IPvd 1D
IPv6 ~DZEHLH TJ, DNS — 0300 k> hU—2 EIZH Y | DNS ILELHEZMZ D0
ENH LA, 1O0 FEINAT L— /L TRILZ E 2 EHTEET, sik2iBEELTWDHE
A FE)NAT /L—/L CIEDNS OEZHZ Z G TE WD, 2 D0 HE) NAT L—/L %
TER T 52 & 2 HER L £9,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



| #*vybro—% 7ELRZEHE (NAT)

NAT64/46 : IPv6 7 KL 225 Pl ~0ZH I}

A

GE) NAT46 1 ZAX T 4 v <~ B T DOHEYR—FLET,

* NAT66 : IPv6 /37 R &BID IPv6 7 KL AIZEM L 9, AX T 1 v 7 NAT Offi f % HiLE
LFET, 14727 NAT 721X PAT 2R TE E325, IPv6 7 RLAZKEIZH DT
O, ¥4I v 7 NAT 2HFEHTIVLERHD FHA,

A

GE)

NAT64 33 L ONNAT 46 1%, MR L —T v R A v X —T =2 ATOHMEATE ET, NAT66
. =T v RA VB =T a2 A ATV D TN—T A= F—T = ZADW T T
HTEx £,

NAT64/46 : IPv6 7 KL A/ 5 IPvd ~DZ A

NZ 74y 7HIPv6 Xy FT—27 035 IPVA Ry N =2 IZBET 25354, IPv6 7 KL 2%
IPv4 7 RLAIZEB LT, IPVANDIPVOIZ N T 7 4 v 7 B RTHERHY 9, 25007 RLA
7= (IPv4 X hU—2IZIPv6 7 KLV A%ENRAL  RTHIPvA 7T KL A F—)L k| IPv6 % v b
T—JIZIPv4d 7 RV A%ENSNAL U RTHIPV6 T RL A F—)b) ZERTIHLERDY £,

* NAT64 L—/L D IPv4 7 R LA 7 — T — RN/ E <, @8, IPV6 7 AT N 7 L X
1R Ty BT TR 00 0T FLARGENTWERAL, 14T v 7 PAT
I, XA T I v I ERITAZT 47 NAT LT 5 &, BESNDIKREDIPV6 7 TA T
M7 RV AZLDEHEICHZTZ N TEET,

*NAT46 L— LD IPv6 7 KL A F—)LT., v v 7T A5IPvd T RLADOLL EDOHY A Xz
TEFET, TDOD, £IPvdT L RAEZRRBHIPv6 T LRI~ v B 7 TXx£9, NAT46

IAET 47 v L TOHYR—FLTWAED, XA FI v 7 PATIIMEHATE
Po

2O00KRY — (1 DILEETLIPv6 £y hU—Z7 ., © 9 1213 IPvd x> NU—7 ) 2 &
BTHVLERHY F9, DNSH =341y hT—27 EicH D, DNSIREZEXH 2 D MLEEN
HDHHEE. 1 OD FEINAT L—/VCTRILZ E2FERTEET, 562 ELTWAEE, FH

NAT /b—/LCIE DNS DEX#Z Z2HNTE RN, 2 DOBFF NAT LV— L 2Elk§2 2 &
FHELEL F9,

NAT64/46 D15 : NEBIPVE 1~y kT —0 L4 ERIPVA A B —y b

PLFIC, IPv6 EHOWNE Ry T —2 Z L TWAICHE 030 5 TN — I 0N E 1 o 7 —
F v b EOWL 2D IPv4 BV —E R 2 NI L 45— pl AR L E T,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager

"



v hT—4 7 RLREH (NAT) |
B nNATE4/46 : IPVE 7 KL RAVD P AD TR

=
Web server
209.165.200.225/27
EJ 1
: Y =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201.1/27
@ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
33811228201&}22_5’ iugalﬂﬁlsft?;tLAE'CBH gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

ZOBEITIE, FATFTI v A2 —T 2 A APAT EMERA LV X —T 2 A ADIP T R L AZ{H
LT, WEBIPV6 X U — 2 & IPv4 IZZE e L3, SN IPvd b7 7 ¢ > 715 2001: db8 /96 % v
NT—2 EOT7 RVRIZAZT 4 v ZIZEB S, WERy U —27 TCOEEDAREIC/R Y £,
L DNS — 305 DIEE % A (IPV4) La— Rvh AAAA (IPv6) L a— RIZE#L, 7 FL
A % IPv4 75 IPV6 [CEHATE 5 K 912, NAT46 /L—/L TDNS U 74 hEFNIZLET,

PLFIZ, WEBIPV6 v R U —2 1 2001:DB8::100 D2 7 A 7 > kA www.example.com % i Z 9
LT Web ERO— R —47 o AR LET,
1 7547 OarEa—~Z2, 2001:DB8::DIA5:CA81 ® DNS #— N2 DNS Bk A X5 L £
T NAT /L—/LIZ L Y| DNS ZEROERF L EFEITH L TROEBPFEITEINE T,
*2001:DB8::100 7% 209.165.201.1 FO—EF DR —~ (NAT64 A > % —7 = A A PAT /L —
V)

*2001:DB8::D1A5:CA81 7> 209.165.202.129 (NAT46 /L —/L, DIA5:CA81 1% 209.165.202.129
D 1Pv6 DFHY )

2 DNS % — 3%, www.example.com 73 209.165.200.225 ([2H 5 Z L Z /R T A L a— R CIRE L F
7, NAT46 /L — L%, DNS U T A RREHT/> TWHEE, A La— K% IPve D4 D
AAAA L o — RITEH L, AAAA L 22— KT 209.165.200.225 % 2001:db8:D1AS:C8E1 (24342 L
F9, £72. DNSIEEDOEEILT RLALSEET RLRAFIEBRILEYA,

*209.165.202.129 7> % 2001:DB8::D1A5:CAS81
*209.165.201.1 7% 2001:db8::100

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

A

NAT64/46 : IPv6 7 KL 225 Pl ~0ZH I}

3 ZOWRT, IPV6 7 747 MMIWeb P —"DIP T RLAZRGLTEY .,
2001:db8:D1AS5:C8E1 @ www.example.com (& HTTP ER A 2415 L £ 3 (D1AS:C8E1 I
209.165.200.225 O IPv6 DOFEYSY) . HTTP BRDK(ETT &5 e NEH SN E T,

*2001:DBS8::100 7> 209.156.101.54 LDO—FE DR — b (NAT64 A % —7 = A A PAT L—
JL)

*2001:db8:D1AS5:C8EL 75 209.165.200.225 (NAT46 /L—/L)

WROFIETIE, OBl ET 2 HECOWTHHLET,

GE)

ATy I

N, NEA v B —T 2 A ANT I v TA—F L HZ—T A X (BV]) Ti3<i®
WNL—Ty RA A =T 2 A A THDHZ LZAMHEE LTWET, WEA ¥ —7 =1 XD BVI
DEFEIL. A=A H—T o2 A RAN— VBT AVERH Y £97,

FIE

WEBIPV6 > NU—27 LA IPVA F v MU —J R EFRT DXy NI —0 A7V =7 MEERKL
£
a) [A7 Y =27 b (Objects) | ZiIRNL E7,
b) =T F=TAnb [fy hU—7 (Network) | #&RL, [+ 227 Vv LET,
¢) W IPv6 * v MUY —2 HEFHKLET,
Fy NT—7 7V x7 MZARTEATT (inside v6 72 &) | [* v hU—27 (Network) | &
RLT, Xy hU—2 7 KL AL LT2001:db8::/96 % A1 L ET,

Add Network Object

MName

inside_v6

Description

Type
@ Network { - Host

Metwork

2001:DB8::/96

d [OK] %27 Vv LET,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager

"



v hT—4 7 RLREH (NAT) |
B nNATE4/46 : IPVE 7 KL RAVD P AD TR

e [H&xZ7 Vv s L, SMBIPVA x v U —27 ZERLET,
X NI =7 37y MZAHTEST (outside v4 any 72 &) | [ v T —72 (Network) ]
EERLT, Fv hU—27 7T RLALLT00.0.00%AHLET,

Add Network Object

Name

outside_v4_any

Description

Type
@ Network ) Host

Network

0.0.0.0/0

ATvT2  WEIPV6 £ U —2 D NAT64 & A F X v/ PAT L— LV EFRELET,

a) [V 2 — (Policies) ]>[NAT] Z#IRL £

b) [+IRZEIV v LET,

) WDTaNT 4 HRELET,
*[#4 bV (Title) ]=PAT64Rule (F7ZIHEEDBIOLHD
* L—AERC B ) (Create Rule For) ]= Auto NAT,
*[# A4 (Type) ]=Dynamic,
*[E(EiLA X —7 =4 A (Source Interface) ]= inside,
*[48cA »#Z—7 =4 A (Destination Interface) ] = outside,
*[JtdT KL A (Original Address) J=inside v6 %~ N T —27 FT7 =7 b,

C[E#HEZN7=T KL A (Translated Address) ]=Interface, Z DA 7> = 4%, sideA v ¥ —
T2 A ADIPvAT RLURAZPAT 7 RL AL LTHEAL £,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



| ®vyr7—% 7ELRZH (NAT)

ATvT3

NAT64/46 : IPv6 7 KL 225 Pl ~0ZH I}

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT e ‘)

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
natically placed in Auto NAT rules Dynamic ~
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside e outside
Criginal Address Original Port Translated Address Translated Port
inside_v6 b Any hd Interface » Any

d [OK]Z7 Vv LET,
ZON—ZE D NEA 2 —T = A A D 2001:db8::/96 V7 % v RINBANERA 4 —T =
ARZARIFTRTCDRT T 4 703, IA o Z =T = A ADIPvA T R AEEM LT
NAT64 PAT % B L %9,
ANEIPvA Ry NU—T DAXT 7 NAT46 V— LR ELE T,
Q) [HARZ %22 ) v LET,
b) WOTa T 4t ERELET,
*[#A b/L (Title) 1=NAT46Rule (F7-ITEEDOBDOLHD
* b=/ AERLHEY (Create Rule For) ]= Auto NAT,
*[#A 7 (Type) ]= Static,
*[E{EiA ¥ —7 = A A (Source Interface) ]= outside,
*[5BdcA % —7 = A A (Destination Interface) ]= inside,
*[Jtd7T KL A (Original Address) ]=outside v4 any x> T —27 A7 =7 |,
(A ST KL A (Translated Address) ]=inside v6 x> T —2 A7 V= K,

*[BfA 7L 5 > (Advanced Options) | % 7 T, [ZD/L—/L & —FT % DNS & & 25
9% (Translate DNS replies that match this rule) ] A 12 L E 7,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |

B NATGG : 1P 7 KL RERID IPVG 7 KL RIZEHR

Add NAT Rule

Title Create Rule for Status

NAT46Rule Auto NAT ~ e

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
aced in Auto NAT rul Static b4
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside W, inside
Original Address Original Port Translated Address Translated Port
outside_vd_any A Any b inside_vb b

©) [OK]Z7 Vw7 LET,
ZON—IZED . WA v Z—T oA ZZAP ISRy NT—2 EOFTXTODIPvA 7 R
VA, MAIAI TPvA T R LA KA LT 2001:db8::/96 % b T —27 EDOT KL A |ZE
PaXLET, F7-. DNSIGEMNA (IPv4) L a— Kb AAAA (IPv6) L a— RICEH I,
7 R L AN IPvA 75 IPv6 ICEBA S U E T,

NAT66 : IPv6 7 KL X ZRI®D IPv6 7 K L X [ZZ#h

HDHIPV6 1 BT =T NBBIDIPV6 % v b U — 7 28T 2854, SMB+% v b U —27 ORID IPv6
T RUVRIZT RVAZEWTEET, ZOGHAE. A¥ T 4 v 7 NATOHHZHRELET, ¥4 F
2 w7 NAT £721L PAT 2 CE £9728, IPv6 7 L AIIKREICH D=0, XA T v 7 NAT
EEATLIMNERDH D A,

BB T RLA XA THTEHRL TWHD DT TIEARWT=D, NAT66 ZE#aH O — 0 L — L3 L8
T, ZNHOL—iE, BE)NAT ZfH L CiEICET Y v/ C&ET, 2L, VF—r
7T 4y 7 BRI LR WEEAIE. FEINAT OL A LT, A¥ 7T 4 v 7 NAT b— /L& HJ5
T A2 ENTEET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




oy hT—9 7 FLRZEH (NAT)

NATE6 : IPv6 7 KL X ZRID IPv6 7 K L R [ZZ .

NAT66 D : ry FD—ORBDREZ T4 v O E#:
HEINAT ZFEH L TIPv6 7 RL A F—LBDAZT 4 v 7 IR EHAERETEXET, ROBIT,
2001:db8:122:2091::/96 %~ KT —Z7 ONIELT KL A% 2001:db8:122:2999::/96 % kT — 27 OH

T RV RZEBS DB OWTHRHALET,

IPvE web server

oﬁtside
IPvG 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:2999::1

inside
IPv6 2001-db8:122-2091-11/96

Inside client
y y 2001:db8:122:2091::121
——

GE) ZOHIE, NEA v X —T A ANT YV o ITN—TF 4 X2 —T A A (BVI) Tid7p< &
WNL—T v AL H—T oA ATHDHZ ExFHEE LTWVET, WEA v ¥ —7 =14 ANBVI
DBEINE, BEAN— A L H—T 2 A=V EERTHZVLERH D £,

FIE

ATvT1 NEIPV6 * v T —27 LAESIPVONAT % v N —7 2 EHFT DRy NI —7 A7V 27 Nk
%L ET,
a) [A7Y =27 b (Objects) | %=L £,
b) a7y F—TNnE [y hTU—27 (Network) | Z@&IRL, [+] 227V v 27 LET,
C)W%mwi/hv JEEFRLET,
v NU—27 A7V =7 MZ4RIZMT (inside v6 72 E) | [ b T —72 (Network) ] %%
WLT\X/FU 7 7 KL AL LT 2001:db8:122:2091::/96 & A1 L £4,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |

B NATGG : 1P 7 KL RERID IPVG 7 KL RIZEHR

Add Network Object

Name

inside_v6

Description

Type
@ Network (_;" Host

Network

2001:db8:122:2091::/96

d) BN (Add) JOK]Z7Z7 Vw7 LET,

e) [+]Z27 Vw2 L, AEBIPVONAT %2 v U —27 ZEFR L ET,
Fy NU—27 TV =7 MZA4ARTZELT (outside nat v6 72 &) | [r> b7 —2 (Network) ]
ZEIRL T, Xy hU—2 7 KL & & LT 2001:db8:122:2999::/96 % AJJ L £,

Add Network Object

Name

outside_nat_vb

Description

Type
@ Network I:j Host

Network

2001:db8:122:2999::/96

ATFY T2 HNEBIPV6 R NU—F DAXT 47 NAT b— V2% E LET,
a) [ARY v — (Policies) ]>[NAT] Z&R L £,
b) [HARZ %27 Y w7 LET,
C) DT aT 4 EHELET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




| ®vyr7—% 7ELRZH (NAT)

NAT66 : IPv6 7 LR Z D IPv6 7 L R ZFEH: .

*[#A b/ (Title) 1=NAT66Rule (F7ITEZEDOHIDLRED

* [V—AERK B (Create Rule For) ]= Auto NAT,

*[#A 7 (Type) ]= Static,

* [EfEA v ¥ —7 =1 A (Source Interface) ] = inside,

*[5BYA > % —7 = A A (Destination Interface) ]= outside,

*[JEDT KL A (Original Address) ]=inside v6 *v hU—27 7V =7 |,

*[EBHLE N7 KL A (Translated Address) ]=outside nat v6 x> NTU—27 A7 =7 |,

Add NAT Rule

Title Create Rule for Status

NAT66Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside wo outside

Original Address Original Port Translated Address Translated Port
inside_v6 W v outside_nat_vb v

d [0K1Z27 Vw7 LET,
ZDON—=UZ LD, WEA v H—T = A A ED2001:db8:122:2091::/96 ¥ 7 % kD> BANERA v
H—T 2 A RN TXTORT 7 v 753, 2001:db8:122:2999::/96 % v v T —2 EDOT R
LVASNDART 4 v 7 NAT66 Az Bifg L £,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |
NATG6 : IPv6 7 KL X £3I0D IPv6 7 K L R IZ %

NAT66 D5l : E5EL7Z IPv6 1 > 42— 7 = 4 X PAT
NAT66 % FIET D - O DM T 7 u—F%, A v F—T = A AIPv6 T KL ADRI 2K —
MIWNEST RLAZXAF I v 71280 YTHZ L TT,
7272 L. Firepower Device Manager (&0 A > 7 —T7 = A ADIPv6 7 RV AZHEHLTA & —
TxA APAT ZRETHZLITTEERA, RDOVIZ, 4TIV 7 PAT 7—NERILCFRY b
U—7 D1 oDEET FLAZFERALET,

IPvE web senver

=

outside
IPve 2001:db8:122:201b::1/36

2001:db3:122:2091::121 — 2001:db3:122:201b::2

HH\ )
%
"
1B

inside
1PV 2001:db8:122:2091::11/98

Inside client
2001:db8:122:2091::121

GE) ZoWHNE, NEA v Z—T 2 A ANT Y v T—TF f v Z—T = A X (BVI) Tidrp< &
WNL—T v RALVH—T oA ATHDHZ ExAHEE LTWET, WEA v ¥ —7 =1 ANBVI
DT, BAVNSN— A B —T 2 R N— NV EERT HUERH Y F7,

FIE

ATy F1  WESIPV6 * v RU—2Z L IPV6PAT * v N =V 2 EFKTHFX Y NI —7 AT V=7 FEERRL
3
a) [ 7Y =7 b (Objects) | Z#HIRNLET,
by a7y F—TNnE [y hTU—27 (Network) | Z@&IRL, [+] 227V v 27 LET,
©) WEBIPVE * v NU—27 ZEZRLET,
Fy NI =7 ATV MZA&HIZFHT (nside v6 72 &) | [* v hU—2 (Network) ] % &
WLT, Xy FU—27 7 RL A& LT 2001:db8:122:2091::/96 # A1 L £,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



| ®vyr7—% 7ELRZH (NAT)

NAT66 : IPv6 7 LR Z D IPv6 7 L R ZFEH: .

Add Network Object

Name

inside_v6

Description

Type
@ Network (_; Host

Network

2001:db8:122:2091::/96

d [OK] %227 U v7 LET,

e [+H&#27 Vv s L, SMBIPV6PAT 7 KL A EZER L ET,
Fy NT—0 A7Vl MZAETET (pve pat 72 L) | [ARA N (Host) [ ZIRL T, &
A KT RLAELT2001:db8:122:201b::2 Z A JJ L E 97,

Add Network Object

Mame

ipv6_pat

Description

Type
:__) Network @ Host

Host

20017:db8:122:201b::2

ATy T2 HNESIPV6 * v NU—T DX AF v 7 PAT V— L ERELET,
a) [ARY v — (Policies) ]>[NAT] Z &R L £,
b) [FARE v EI Y v LET,
) W7 aNT 4R ELET,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |

B NATGG : 1P 7 KL RERID IPVG 7 KL RIZEHR

*[#A kv (Title) ]=PAT66Rule (F7ZIFEZDOBIDOLHE])

* V= 1ERE B Y (Create Rule For) ]= Auto NAT,

*[#A 7 (Type) ]=Dynamic,

*[EELA ¥ —7 = A A (Source Interface) ]= inside,

*[5i%cA ¥ —7 = A A (Destination Interface) ]= outside,

*[FEDT KL A (Original Address) ]=inside v6 % v hU—2 7= K,
*[EBHiEN7/=T KL A (Translated Address) ]=ipv6 pat *v hU—27 A7 =7 |,

Add NAT Rule :

Title Create Rule for Status

PATE6Rule Auto NAT v D

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Dynamic ~

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside v outside

Original Address Original Port Translated Address Translated Port
inside_v6 v Any A ipv6_pat ik Any

d [OK]Z7 Vw7 LET,
ZON—T R, N A v F—T = A A 0D 2001:db8:122:2091::/96 Y7 % v RN BANERA
B —T 2 A RN TXTORT 7 4 w773, 2001:db8:122:201b::2 EDKR— b ~D XA F
< v 7 PAT66 2 BfG LE T,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




| ®vyr7—% 7ELRZH (NAT)
narox=4u>5

NATDE=H21) Y
NAT 8t 2 € =X L TCh T 7N a— b D00E, T4 ADCLIICR A LTRODa~ R

ZHEALES,

*shownat : NAT L— /L L L— LT LtDb v b By "RFEREINET, NAT DZF DD T
AR PN ERARTHEODBEMF—T—FBHY £7,

*show xlate : JRIET 7 7 4 71272 > TV D EERD NAT BN T RINFE T,

sclearxlate : 77 7 4 772 NAT Z#2HIBRCEx £9, BEOHEGE CIXTOHEGENIE T T5F

ThHWEH iz "MERENA720, NATV—ILVE2EESTIHE T7T 47 R2BHOHIR
DB D ZEnb 0 ET, BMEZHIRTAZ LT, VAT AFH LWIL— LI EEDE
WIZT TAT > FOBEGRNRITIND EXIZZDT TAT > MTxT D8 LWERE{ER T
xFET,

NAT D51

AR D4 B> 7 Tk, Threat Defense 5 /34 A TP NAT DR TEFI 2N LET,

REF Web H—/I\~DT7 U ADRME (R2T 1 v BEjNAT)

OB TIE, NEE Web — NI L TAXT 4 v 7 NAT #FITLET, BEOCT KLRIITZ
A_R—h Xy hT—7 FIZHBT20, NT Vw7 T RUVARNKETY, AXT (v 7 NAT IE.
EET FLARIZHD Web T —_"A~D T 7 4 v 7 BRARNPMBTE LT H-OITHET
j—o

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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AR Web H—/N\~ADT7 I ZADRHE (R4 T 1 v BE) NAT)

A

Y rT—9 7 FLAZH (NAT)

GEx) ZOBNE. NEA v Z—T A ANT VD T —TF o H—T A A (BVI) TiEip< &
WNL—TFT v AU E—T=2A ATHDHI LEFHREE L TWVWET, NEA ¥ —7 =A ANBVI
DOEEIL. Web V=3B IN TV ABED TV v T N—T A NN—= A A —T =2 A

(insidel 372 &) Z@IRNL £9,

13: RE Web H—/\DRX 2T 1% NAT

-
! 208.1652.201.12

—

1

(Do)
e Ltz if

o

208.165.201 1

Indo Translation

el Security
10,1227 —» 209.165.201.10 RS A ppliance

101.21

e
Inzde

"'I.H_ ‘J’

— e

FIE

ATFYT1 P —ROTFTFTAR—F KA T RLRERTY 7 RANT RLVRAZEHRT LY NU—2 F

TV MAERRLET,
a) [ 7 Y=7 I (Objects) ] ZEINLET,

b) a7y F—TNnE [y hT—2 (Network) | Z@#IRL, [+] 227V v 27 LET,

¢) Web h— D7 T A _X—hK 7 FLAZTEFZLET,

Fy NU—7 TV =7 MIARTZLTT (WebServerPrivate 72 &) | [ A & (Host) ] & 83&4R
LT, EBBEOKRARNIPT RLALLTI101.227 AN LET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device

Manager )



| ®vyr7—% 7ELRZH (NAT)

&R Web H—/A~DF 7 £ ZADEH (R8T 1 v 4 EE NAT) B

New Network Object

MNarme

WebServerPrivate

Description

Type

() Nework @ Host

Host

10.1.2.27

d) ;B (Add) JOK] %7 Vw27 LET,

) [HEZ7 Vv s L, "TUv7 T RLAZERLET,
Fy NI—27 7V =7 MZARTZESIT (WebServerPublic 72 &) | [ A B (Host) | Z8&4R
LT, AA R 7 FLZELT209.165.201.10 # A L £,

New Network Object

Name

WebServerPublic

Description

Type

() Network (@) Host

Host

209.165.201.10

D B (Add) JJOK] %227V v 27 LET,

ATFTYT2 FTVxV FDAXT 4 v 7 NAT R ELET,
a) [ARU 2 — (Policies) ]>[NAT] Z&EIR L £,
b) [HARE L E 7V v LET,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |

B S5Web 5 —S~DTF L RDERE (RET 4 v 5 EENAD

) WOTa"T 4 &R ELET,
*[#A kL (Title) ]1=WebServer (FE7-IHEZEDRIDLHT) .
* V=L AERK B (Create Rule For) ]= Auto NAT,
*[# A7 (Type) ]= Static,
*[E(EoLA ¥ —7 = A A (Source Interface) ]= inside,
*[585cA % —7 = A A (Destination Interface) ]= outside,
*[JED7T R LA (Original Address) ]= WebServerPrivate x> NV —2 A7 =7 K,
*[EHLE 72T KL A (Translated Address) ]= WebServerPublic x> NV —27 7=/

}\ o
Add NAT Rule
Title Create Rule for
WebServer Auto NAT 4 ()

Auto NAT rules wanslate a specified hast or network address regardless of its appearance as the source or destination address ol
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Oniginal Packet Translated Packet
Source Interface Destination Interface
inside o outside
Onginal Address Original Port Translated Address Translated Port
WebServerPrivat ~ Any g WebServerPublic v Any

d [oK]Z27 Vv 7 LET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




| #vyro—% 7RLRE® (NAT)
FTIP. HTTP, 8L USMIP D& —7 KL R (R— FEMRERTE LR 271 v B8 NAT) B

FTP. HTTP. XU SMTPDE—7 FL R ((R—FEHRZEHRTFELEX
2T 4 v BEINAT)

WDR— NEHERELIZAZT 4 v 7 NAT OFITIE, VE—h 22— IH—-DT7 FL AT
FTP, HTTP, BLXO'SMTPIZT 7 BEATELH L) £9, 6D — NFEERITIE, £
FNRBRDTNRA AL LTEBOR Y U —27 FICHFELETHS, R— MNEWARTE LA
TAYINATV—=IVERETHE, FHTLH Y7 IPT RLRIEIRIC T, ENENRIDR—

MBI LI ENTEET,

A

GE) ZOFITIE, WA v Z—T = A ZTAAL v FITERHR SN TV DIEED L —TFT v R A o Z—
TxAATHY, —NEFEDAAL v FIZHFR SN TWDERELE T, WA &2 —T = A
ANTY oV TN—F L —=TxA A BVI) THY, EV—DBBIEHOTY v FN—
T RAUNR—= [ B =T 2 A ARSI N TV DHEAT, VA "BER STV D FRED A
UN— A B =T oA ABERLTHIETIAN—NERELET, 7-&2E, —L Tk
FrA v ¥ —7 A AL LCinside Ti&72< insidel 2. insidel 3, X Winsidel 4 Z5%E L

i‘a—o

14 R— FEBRERELE=RE2T 499 NAT

Haost
]
—
/fi_uﬂ
i -
Undeo Translation 'ﬁumld?
209165201 3:21 — 10.1.2.27 o i

LIndo Translation
209 165.201 3:25 —= 10.1.2.29

Inda Translation EER .

202165201 .3:80 —» 10.1.2.28
f'J-_
(|m;3
H—\__H-_’-.’
|

B &
FTF server SMTP server
il
01227 -J 10.1.2.29
HTTP server
10.1.2.28

13003

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥aL—> 3> A F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B FIP. HTTP. B USMIPDE—7 FLR (K— FERERELERS T4 v B8 NAD)

FIE

RTYT1 FIPHV—R_DOFXy NU—7 7V M EERLET,
a) [A7 Y =7k (Objects) |ZHRINLET,
b) 2T Y OT—TNnE [y hU—2 (Network) JZ&RL, [+] 227V v 7 LET,
) X b= A7 V=7 bDOA4HT (72L& 21X FTPserver) # AJ1L. [ A b (Holst) 1% %R
L. FTP B —OEEOIP 7 LA (10.1.227) # AL ET,

New Network Object

Name

FTPServer

Description

Host

10.1.2.27

d) B (Add) 1. [OK] DIEIZZ Y v 7 LET,

ATFwFT2 HITPYV—Oxy NI—7 77 FEERLET,
a) [HEZY v 7 LET,
b) Xy NU—2 FT7 V=2 FOLHT (72 & ZIEHTTPserver) # A/ L, [ARA & (Holst) %33R
L. RAFDT FLA (10.1.228) # AN LET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



| ®vyr7—% 7ELRZH (NAT)

FIP. HTTP. 5L USMIP DB —7 KL R (RK— hEMERTE LR 4T 1 v 4 B 5 NAT) B

New Network Object

Name

HTTPServer

Description

Type

P T TR
() Network @ Host

Host

10.1.2.28

©) [EM (Add) ]. [OK]DIEIZZ Vv 27 LET,

ATFY T3 SMIPH—RDOxy hT—2 7= FEERLET,
a) [HEZV v 7 LET,
b) Xy "NU—2 ATV =V FO&4RT (72 & 21X SMTPserver) # AJJL., [AAA L (Holst) ]%i%
WL, "APDOT KLA (101229 ZAHLET,

New Network Object

Mame

SMTPServer

Description

Type

() Network @ Host

Hast

10.1.2.29

©) [BAN (Add) ]. [OK]DIEIZZ YV v 27 LET,

ATy T4 30— NMEHTEZRTV I IPT RLADOX Y NI —27 A7V 27 FaAERLET,
a) [+]27 VY v7 LET,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |
B FIP. HTTP. BLUSMIPOBE—7 FLR (K— FEBREBELFXE T« v BE NAT)

b) Xy hU—27 3T V=7 bO4HT (72 & 21X ServerPublicIlP) # AF L, [AA b (Holst) 1%
BEIRL, RARDOT FLA (209.165.201.3) Z# AN LET,

New Network Object

Name

ServerPubliclP

Description

Type

) Network @ Host

Host

209.165.201.3

©) [BAN (Add) ]. [OK]DIEIZZ YV v 27 LET,
ATYT5  FIPY— "HIIHR— NEWERELIZAXT 4 v 7 NAT #3%E L, FIPAR— b2 AHIZv Y7L
S
a) [V 2 — (Policies) ]>[NAT] Z#R L £,
b) [HARZ %27V 7 LET,
¢ DT ENT 4 HHELET,
*[#A kv (Title) ]: FTPServer (FE72IZBIRNL7ZRIO4HD
*[ERT B — /L D%t (Create Rule For) ] : Auto NAT,
*[# 47 (Type) ] : Static,
*[E(ELA ¥ —7 = A A (Source Interface) ] : inside,
*[sidcA v #—7 = A A : (Destination Interface) ] : outside,
*[JEDT KL A (Original Address) ]: FTPserver * v U —27 47V =7 |,
*[EHLSNT=7 FLU A (Translated Address) ] : ServerPublicIP X v bV —2 A7 =27 |,
* e — K (Original Port) ]: FTP R— K =72 =7 K,
*[EHi S /=R — b (Translated Port) ]: FTP AR— ks A7V =7 |k,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )
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| ®vyr7—% 7ELRZH (NAT)

FIP. HTTP. 5L USMIP DB —7 KL R (RK— hEMERTE LR 4T 1 v 4 B 5 NAT) B

Add NAT Rule

Title Create Rule for

FTPServer Auto NAT v c

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type

Automatically placed in Auto NAT rules Static W

ation Advanced Options

Original Packet Translated Packet

Source Interface Destination Interface
inside e outside

Ongmnal Address Ongmnal Port Translated Address Translated Port
FTPServer ¥ FTP > ServerPubliclP v~ F1P

d [OK]Z7 Vw7 LET,
ATY 76  HITP H— SHICHR— NEHERE LT AXT 4 v 7 NAT Z%E L, HTTP A— h 2 B HIZ~V v
TLET,
Q) [HRF %27V v LET,
b) kDT e T 4 wFHELET,
*[#A kv (Title) ]: HTTPServer (& 721Z&R L7=BIO4HD)
*[ERLT BV — /L D%}5: (Create Rule For) ] : Auto NAT,
*[# A7 (Type) ]: Static,
*[EfEIeA o # —7 = A A (Source Interface) ] : inside,
*[sE%eA ¥ —7 A A : (Destination Interface) ] : outside,
*[JEDT KL A (Original Address) ]: HTTPserver %~ NV —27 A7 =7 K,
* [AHLEINT2T KL A (Translated Address) ] : ServerPublicIP *r > U —27 A7 =7 b,
*[DedAR— K (Original Port) ]: HTTP AR— h 7= 7 |k,
[ ESNT-AR— b (Translated Port) ]: HTTP R— ks 72 =7 b,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |

B FIP. HTTP. B USMIPDE—7 FLR (K— FERERELERS T4 v B8 NAD)

Add NAT Rule :

Title Create Rule for

HTTPServer Auto NAT w Q

Auto MAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside v outside
Original Address Original Port Translated Address Translated Port
HTTPServer e HTTP . ServerPubliclP v HTTP

©) [OK]Z7 Vv 27 LET,
AT7TvTFTT  SMTP $— PICAR— MEWMERE LA T ¢ v 7 NAT Z&E L, SMIP A— F & HEIZ~V v
TLET,
a) [HJhHZ &7V vy 7 LET,
b) WDT T 4 EBRELET,
*[#A kv (Title) ]: SMTPServer (F 7T L7=RIDL4HD
* [ERKT B /L — L D%f5: (Create Rule For) ] : Auto NAT,
*[#A 7 (Type) ]: Static,
*[iE{5cA ¥ —7 = A A (Source Interface) ] : inside,
*[505EA v # —7 = A A : (Destination Interface) ] : outside,
*[JEDT KL A (Original Address) ]: SMTPServer % NV —2 A7V =7 |,
C[EHI7=T R A (Translated Address) ] : ServerPubliclP % v kU —27 47V =7 k,
*[coAR— K (Original Port) ]: SMTP AR— h 7= 7 |k,
*[E#rS /A — b (Translated Port) ]: SMTP R—F A7 =7 |,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )

|




| ®vyr7—% 7ELRZH (NAT)

5Bk L TREBEWR (453 v FHPAT) B

Add NAT Rule

Title Create Rule for

SMTPServer Auto NAT v Q

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside v outside
Onginal Address Onginal Port Translated Address Translated Port
SMTPServer ~ SMTP ~ ServerPubliclP  ~ SMTP

¢ [OK]ZZ V> 2 LET,

SEERICH CCTELGDIEE (B4 2y I FEPAD

WO, 2BDORRDHYS =T 7B ALTNA10.12024 %y hU—27 DHRA MERLET,
ARARRY—,3209.165201.11 (27 7B ATHE, EBEOT KL A1 209.165.202.129: 78— MMIZE
axiET, WA RNP—,3209.165200225127 7 AT H L EEEOT KL A(£209.165.202.130:
R— MIE#ENET,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B EEcEUCELSER (A14F 3 v FEPAD

A

(6=3) ZOBITIE, WA > F—T = A ADBAA TR S, =B AL v FICER STV
HDIEEN—T o R A E =T 2 A A THLERELET, WA X —T A ANRT Y v ¥
TN—T A2 =Tz A (BVI) THO, —DBRIOTY v TN—T AN — A
B —T oA R SN TV DEE . T B — LTk L TH— "R E STV A REED
AVNN— (B =T oA ZAEFRLET, =& 2E r—mid, WA v ¥ —7 =4 ATiX
72, EFETLA U H—T = A AD insidel 2 B L Winsidel 3 ZFRiOGENH D £,

15: 24 535%ET7 FLRAEHERT 5F8) NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

— E—

209.165.201.0/27 | — 209.165.200.224/27

Translation i Translation
10.1227—» 209165202 129 o 10.1227=209165.202 130

Dest. Address:
S 209 165 200225

Dest. Address:
209 165201 11

130039

FIE

ATYT1 WHRy b= DXy NT—7 T V=7 MNERLET,
a) [A7 Y= b (Objects) |&HEINLET,
b) BN [y hU—2 (Network) |ZER L., [+ &7 Vv 7 LET,
©) Xy MU= A7 V=7 MZLHTZMT (mylnsideNetwork 72 &) | [~ hYU—7 (Network) ]
AEIRL T, EEORy hU—2 7 FL210.1.2.024 # ASJ L ET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



| ®vyr7—% 7ELRZH (NAT)

5Bk L TREBEWR (453 v FHPAT) B

New Network Object

Mame

mylnsideMNetwork

Description

Type

@ Metwork r:, Host

MNetwork

10.1.2.0/24

d) B (Add) JOK]ZZ7 VU w7 LET,

ATYTF2 DMZAy RNU—2 1DFXy NI—0 A7 V=7 FafERLET,
a) (&7 Vv LET,
b) Xv NU—7 ATV =7 NMZARIEST (DMZnetworkl 72 &) | [F v b U —2 (Network) ]

BERL, Xy bT—27 7 KL Z209.165.201.027 # AJ7 LE 9 (255.255.255.224 OY T %
k~=x7),

New Network Object

Name

DMZnetwork1

Description

Type

@ MNetwork .::';. Host

Metwork

209.165.201.0/27

¢) [EM (Add) JOK] %72 U w7 LET,

ATFY T3 DMZFv hI—Z 1DOPATT RLADFRy hT—27 7 V=7 FEERLET,
a) [HEZ7V v 7 LET,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |
B EEcEUCELSER (A14F 3 v FEPAD

b) Xy NU—2 &7V MIARTEATT (PATaddressl 72 &) . [A A b (Host) A& L T,
RA R T RLA209.165.202.129 # A LET,

New Network Object

Name

PATaddress1

Descrption

Type

() Network (®) Host

Host

209.165.202.129

©) [Bh (Add) J[OK] %7V vZ7 L1,

ATvF4 DMZARy FU—7 20Xy b= A7V =2 FaEERLET,
a) [H&E7 Vv LET,
b) Xy NU—2 ATV =7 MCARTERT (DMZnetwork2 72 &) | [f v hU—72 (Network) ]

FEINL, 2y FU—2 7 RL2209.165.200.224/27 %2 A1 LET (255.255.255.224 DY 7 %
k~=zx2) .

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )
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| ®vyr7—% 7ELRZH (NAT)

5Bk L TREBEWR (453 v FHPAT) B

New Network Object

MName

DMZnetwork?2

Description

Type
@ Network O Host

MNetwork

209.165.200.224/27

©) BN (Add) JJOK] %727V w7 LE9,

ATFY TS5 DMZFXv hI—Z2OPAT T RLADRy NT—27 7 V=7 NaERR LT,
a) [HEZV v 7 LET,

b) Xy U= ATV =y MIAHTEATT (PATaddress2 72 &) . [A5 A b (Host) ]&#ER L T,
ARA R 7 KL A209.165.202.130 Z A/ L £,

New Network Object

Name

PATaddress2

Description

Type

l:/l MNetwork @ Host

Host

209.165.202.130

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager




v hT—% 7 RLRZH (NAD |
B EEcEUCELSER (A14F 3 v FEPAD

©) [iBM (Add) JOK] %2 U v 27 LET,
ATYT6 DMZ*y bT—2 1 DXAF Iy 7 FHPAT ZRELET,

a) [7R U > — (Policies) ]>[NAT] Z IR L 7,

b) (AR E v EI ) v LET,

) WDOTaNT 4 HRELET,
* # A kv (Title) = DMZNetworkl (F72IXTEEORI D4R
* L—/LOYERKSE (Create Rule For) = Manual NAT,
* % A7 (Type) =Dynamic,
*EEA X —7 = A A (Source Interface) = inside,
*45ideA % —7 = A A (Destination Interface) = dmz,

* JLDOH(EILT KL A (Original Source Address) =mylnsideNetwork D> U —27 F 7 =
7

* U DIIETCT R LA (Translated Source Address) = PATaddressl x> U —27 F
AR/ AN

* JLDO%EYET K LA (Original Destination Address) =DMZnetworkl D% > NV —27 F 7T =
7 b,

s BHGE I DFEYET K LA (Translated Destination Address) = DMZnetworkl D% > kU — 2
FTToxT b,

GE) FESET R U RITEH LR o) JuDseT R A LB I NI 56%T R LA
WHEILT RLAZETAHILICE AT, 74T T 4T A NATRRET D4
ERHYET, [F—bF (Port) ] 74—V RIFTXTEADOETFIZLET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )
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| ®vyr7—% 7ELRZH (NAT)

5Bk L TREBEWR (453 v FHPAT) B

Add NAT Rule

Title Create Rule for

DMZNetwork1 Manual NAT v ‘D

Manual NAT rules allow the wanslation of the source as well as the destination address of a network packet. Destination and porn
translation are cptional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Imerface Destination Interface
inside i dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any hd PATaddress1 b Any
Destination Address Destination Port Destination Address Destination Pornt
DMZnetwork1 v Any v DMZnetworkl v Any

d [oK]Z7 Vv 7 LET,
ATYyT1 DMZ*y bT—22DXAF Iy 7 FHPAT ZRELET,

a) [+HJh¥ &7V vy 7 LET,

b) WDTr T 4 ERELET,
* %4 kv (Title) =DMZNetwork2 (FE7ZIHTEEORIOLRD)
* L—/LDAERLSE (Create Rule For) = Manual NAT,
* %A 7 (Type) =Dynamic,
* ¥EA X —7 = A A (Source Interface) = inside,
*sideA % —7 =4 A (Destination Interface) = dmz,

* JLDOFIEILT R LA (Original Source Address) =mylnsideNetwork D%~ h U —72 47V =
7 b

* BHAFE A DIEECT KL A (Translated Source Address) = PATaddress2 D% b7 —27 F
T K,

* JLDO%ESET R LA (Original Destination Address) =DMZnetwork2 D% b U —27 473 =
7k,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |

B 57 FLRBEUR—NIBLTRAE DTSR (£4F3 v FEPAD

* BHAGE B D565 T K LA (Translated Destination Address) = DMZnetwork2 D%~ b7 — 72
A/ N

Add NAT Rule '

Title Create Rule for

DMZNetwork2 Manual NAT v D

Manual NAT rules allow the translation of the source as well as the destination address of a network packer. Destination and port
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lod

Placement Type
Before Auto NAT Rules w Dynamic ~
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside e dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any ~ PATaddress2 B Any
Destination Address Destination Port Destinaton Address Desunation Port
DMZnetwork?2 » Any AL DMZnetwork?2 b Any

¢ [OK]ZZ V> 2 LET,

SEET FLABEIUR—KMINLTEGDIER (B4 TV IFH
PAT)

WO, EEFILA— FBLOSER— FOFERAFIZRLET, 10.1.2.024 *> hT—7 DEKRRA
ME Web —E R & Telnet r—EADMW HF AT 51 DOKRA M7 7 ®8ALET, RA MR
Telnet 4 — B R EZRDTH— T 78R T 5 &, FEFEOT KL AL 209.165.202.129: 48— MM
BENET, FAIRWeb P —E2ZROTRE LY — T 78 ATDHE, EEOT FLRIE
209.165.202.130: 78— MMIEH I E T,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




oy hT—9 7 FLRZEH (NAT)

A

5BRT FLABEUR— MIBELTRLEBEHR (453 v FHPAT) B

G¥)

ATvT1

ZOFEITIE, WEA V F—T oA ADBAA v FITERE S AL, = "B AA v FITHEERE S LT
HDIEEN—T o R A H =T 2 A A THLERELET, WEHA v 2 —T =2 A ZANRT Y v ¥
TN—F A2 =Tz A (BVI) THO, =BTV v TN—T AN — {5 —
T A ATER SN TWDGEE, V=D SN TWDOREDRA L N— A F—T = A A
FBEIRLET, L 2E, v—id, WEA v H —T7 =2 A A TIERL ., HIETTA v —T =4
A D insidel 2 ZFFOGENRH Y £,

16: 72 3%55%R— ~EERT 5FE) NAT

Web and Telnet server:
209.185.201.11

Translation
10.1.2.27:80—» 209.165.202.129

Translation

10.1.2.27:23 —» 209.165.202.120

e
Inside
T
10.1.2.0/24
Web Packet
Dest. Address: :!

209.165.201.11:80

FIE

Telnet Packet
Dest. Address:
209.165.201.11:23

130040

WAy NT—27 DRy NU—2 777 MR LET,

a) (A7 V=7 bk (Objects) &R LT,

b) BRI D [y hU—2 (Network) &R L, [+]Z227 Vv LET,
) Xy hNU—27 A7V xr MLHITZMT (mylnsideNetwork 72 &) | [~ kU —72 (Network) ]
AEINL T, EEOXRy FU—2 7 FL210.1.2.024 A LET,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥aL—> 3> A F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B 57 FLRBEUR—NIBLTRAE DTSR (£4F3 v FEPAD

New Network Object

Mame

mylnsideMNetwork

Description

Type

@ Metwork r:, Host

MNetwork

10.1.2.0/24

d) BN (Add) JOK] %2727V w7 LET,

ATw T2  Telnet/Web b — "Dy NU—27 707 FEERLET,
a) [HEZV v 7 LET,

b) X U= FT V=7 MIARTZMT (TelnetWebServer 72 &) | [ A & (Host) ]&3&R L
T, AA KT FLA209.165201.11 Z A/ LET,

New Network Object

Name

TelnetWebServer

Description

Type

i
() Network @ Host

Host

209.165.201.11

©) [Bh (Add) J[OK] %7V vZ7 L7,

ATY T3 Telnet 425 L XL, PATT RLADXR Y U —27 7V =7 FEERRL £,
a) [HEZY v 7 LET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




oy hT—9 7 FLRZEH (NAT)

ATy T4

5BRT FLABEUR— MIBELTRLEBEHR (453 v FHPAT) B

b) Xy hT—27 F 7=/ MCARTEFT (PATaddressl 72 &) | [ A~ (Host) 438 L C,
RA R T RLA209.165.202.129 # A S L ET,

New Network Object

Name

PATaddress1

Description

Type

{:;l Netwoark @ Host

Host

209.165.202.129

©) [Bh (Add) J[OK] %727V v 7 L1,

HTTP T2 L X3, PAT 7T RLADXy NU—27 7V =7 NEERLET,
a) [HEZY v 7 LET,

b) X NU—2 FT7 V=7 MZARTZAHT (PATaddress2 72 &) | [ A b (Host) & #IR L C.
ARA R T R 209.165.202.130 Z A ST L £,

New Network Object

Name

PATaddress2

Description

Type

.i: ) Network @ Host

Host

209.165.202.130

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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v hT—% 7 RLRZH (NAD |
B 57 FLRBEUR—NIBLTRAE DTSR (£4F3 v FEPAD

©) [iBM (Add) JOK] %2 U v 27 LET,
ATYT5  Telnet 77 EADK A F I v 7 FE)PAT 2R E L £,

a) [7R U > — (Policies) ]>[NAT] Z IR L 7,

b) (AR E v EI ) v LET,

) WDOTaNT 4 HRELET,
* %A hL (Title) = TelnetServer (F7=IHEEDRIDOL D)
* L—/LOYERKSE (Create Rule For) = Manual NAT,
* % A7 (Type) =Dynamic,
*EEA X —7 = A A (Source Interface) = inside,
*45ideA % —7 = A A (Destination Interface) = dmz,

* JLDOH(EILT KL A (Original Source Address) =mylnsideNetwork D> U —27 F 7 =
7

* U DIIETCT R LA (Translated Source Address) = PATaddressl x> U —27 F
AR/ AN

JED%EYET K LA (Original Destination Address) = TelnetWebServer O % v kU —2 %7
vl b,

A T DFEYET K LA (Translated Destination Address) = TelnetWebServer D% > kU —
7 F T R,

* JTOFESEAR— b (Original Destination Port) = TELNET "— h &7V =7 K,
s BHLE A DFEHEAR— b (Translated Destination Port) = TELNET ih— b 47V =7 |k,

G 5T FUAEIR— b2 ZRLARWIZD, JEOT FLA L ZERE A O
T RVRICRALT FVAZARE L, TTOR— ~ EZRFHOR— MIFE CAR—
NERETHZLICEST, TAT YT 47 4 NAT R ETHLERH Y F
j—O

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

ATvT6

AT FLABLUR— IS LTELDIEE (A4 F 2 v FHPAT)

Add NAT Rule :

Title

TelnetServer

Create Rule for

Manual NAT

- @

Manual NAT rules allow the translation of the source as well as the destination address of a network packer. Destination and port
wanslation are optional. You can place manual NAT rules either before or after Auto NAT rules and insem the rules at a specific loc

Placement

Before Auto NAT Rules

Translation Advanced Options

Packet

Original Packet

Source Interface

inside
Source Address Source Part
mylinsideNetwork v Any

Destination Pont

TELNET

Destination Address

TelnetWebServe v

d [oK]Z7 Vv 7 LET,
Web 7 7B AD XA F I v 7 FHE)PAT %

a) [+HJh¥ &7V vy 7 LET,
b) W7 a T 4 R ELET,

Type

v Dynamic

Translated Packet

Destination Interface

o dmz

Source Address

o PATaddress1

Destination Address

v TelnetWebServe

RELET,

* %A kL (Title) =WebServer (F 721X EEDORIDOLED .

* L— )L DOVERSE (Create Rule For) = Manual NAT,

* %A 7 (Type) =Dynamic,

EELA v Z—7 = A A (Source Interface) = inside,

-
5adeA 2 —7 = A A (Destination Interface) = dmz,

b
Source Port
bt Any
Destination Pont
s TELNET

* JLDOFIEILT R LA (Original Source Address) =mylnsideNetwork D%~ h U —72 47V =

7 b,

* BHAFE A DIEECT KL A (Translated Source Address) = PATaddress2 D% b7 —27 F

A/

* JLDO%ESET R LA (Original Destination Address) = TelnetWebServer D% > NV —27 %7

Tl bk,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B NATICE2DNS /T UBLUBEDNYSA +

s BHAE A DFEYET KL A (Translated Destination Address) = TelnetWebServer D% > kU —
I XTI,

* JTDSEYEAR— b~ (Original Destination Port) = HTTP "— ks 7= 7 b,

* BHAHE A DFEYAR — b (Translated Destination Port) =HTTP iR— F 7Y = 7 |,

Add NAT Rule

Title Create Rule for

WebServer Manual NAT v ‘)

Manual NAT rules allow the ranslation of the socurce as well as the destination address of a network packet. Destination and porn
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lot

Placement Type

Before Auto NAT Rules w Dynamic W

et Translation Advanced Options

Original Packet Translated Packet

Source Interface Destination Interface
inside 7 dmz

Source Address Source Port Source Address Source Port
mylnsideNetwork ~ Any W PATaddress2 v Any

Destination Addrass Destination Port Destination Address Destination Port
TelnetWebServe v HTTP e TelnetWebServe v HTTP

¢ [OK]Z7 Vv 27 LET,

NATIZCEKAHDNS VT EELVIEEDN) T4 k

DNSJEEZEIEL T, JIWENDOT KL A%, NATREICHATHT RLAICERTE S X512,
Firepower Threat Defense 7 /3 A% 3% E L7 T iU 620 GE03H Y £9°, DNSEIEX, 4 K
FUAL—Y gy = LR ERFICHRETEET,

Zhu., NAT L—/LiZ *ﬁﬁ‘éDNS?i)i}in\mﬁW@Tl\VX%’:) 74 T BHEETT (2
L 2L, IPvd OGAIL A La— R, IPve O5A 1L AAAA, #5]& DNS 7 = U 0541 PTR L
a—FR) , ST A UE =T oA AMDMMDA K — 7:n/rz_1%@m“éDNsm/§fi\A
La— RE~y 7 SNTENPOEBEOME~Y 74 hINET, Wi, [FEDOA L F—T = A A)

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




oy hT—9 7 FLRZEH (NAT)

NATI=£3DNS 7Ty s&UmEDYSA + I}

bey b7 A F—T A AZKBEIT D DNS WA TiX, A La— RIZEREOENS~ v 7 &
NTE~Y T4 FENnET,

NAT V—VZX L TDNS U 74 FaERELRITER B2 R2501F, RO X D 7200 T,

* JL—/L7S NAT64 £ 721X NAT46 TH Y . DNS »— 0391w~ b U —27 EiZdH 46, DNS
Al a—FR (IPvd ) & AAAA L =— R (IPv6) & 2 ZEHT57-%. DNS U T A K348
2720 F9,

* DNSH— IS, 7T AT v MIWEIZH Y, 774 T > "IMERAT 2722E8 KA A
VRD—IIN, MOWNEE A b E L THBRENDIBEE,

*DNS —NFNEIZH Y, TTAX—=KIPT FLAZFEHLTUEELTHWDLDIZHL, 7
TAT Y RBINRIZHY, ZNHD7 T4 T b, NEITHRA IR THDH— %7
TEREH R A A L BICT 7B AT D556,

DNS ') 54 FDFIREIE
DNS U Z 4 MZid, RO LI WL ODORIREFENH D £97,

*DNS U Z 4 MIPATIZITEASNETA, Hx DAL a— REITAAAA L a— R2ITE
D PAT L — LN HAFRETH Y . EOPAT L—ABFHENADITHNVENTHLT-D
T,

*FE)NATL— VAR EL, ST RURALRIEILT NUADM G ZEET 55515, DNS
BEZRETDHIEIETEERA, ZOXIR—LTHE, AICEETIHA. BICEET
HBEEET, BH—T FLABRRRAT FLAIZEBINAFRENH Y £3, ZOHEE.
Firepower Threat Defense 7 /34 2 TlE, DNS ILENOD IP 7 R L R %@ )72 Twice NAT /L—
VICIEREICHEA S8 D Z ENTE £ A, DNSISEICIE, DNS ERAZ{Ed /37 v FHIC,
ED X REETL/ILET FLUADMAEOENEGEN TV E RTIERITE ENFEA,

*DNS U T4 MIEBIZIE, NAT b— A Tlid< xlate = b Y CTEITENFET, Lizho
T, AT v 7 —nilxlate BFELBEWEAIE. V74 MIELS ETENFEFEA,
ART 4 v 7 NAT DAL, ZOMERETLHZLITH EHA,

*DNS U 74 hTiX, DNSEIHEH A v — 13U T4 & E®A (opcode 5) .

PIFD& ME Y7 Tid, NAT L—VIZBIFHDNS U 74 v FEFIERFE2RLET,

DNS 64 /& ZE{E1E

WD, SO IPvd % v T —2 @D FTP H— 3% DNS —_"Z R/ LET, VAT A2,
I — SHDOAZ T 4 VEBRH Y £F, ZOLAEIZ, WNE IPve = — 7 fip.cisco.com D 7
K1 2% DNS Y — NZER$ 2 &, DNS — NFn& & LTEREDOT KL X 209.165.200.225 %
wLFET,

ftp.cisco.com D~ > 7 7 KL & (2001:DB8::D1A5:C8El, Z Z TDIA5:C8EI % 209.165.200.225
DIPV6 DFIYEY)) BN 2 —PFIC Lo THEHAEIND L HICT DT, AF¥T 4 v 7 B3 LT
DNS JSBMEIEZHET DMENH Y £, ZOHNZIL, DNS H—"DRZ T ¢ v 7 NAT ZHk,
BIONEIPV6 A D PAT L—L b & FENTHET,

Cisco Firepower ThreatDefense /\—2 3 26237 4 ¥a L—2 3> #4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B NATICE2DNS /T UBLUBEDNYSA +

i ESG G
200,155,200, 275
EMI:‘::g m Siatic Transision on side o
s t . il I -l CHET
Sfatic Trenslalkon on Inside (o B D-Eﬁl e v

2001 :DEGD1 AR CIOF

Diest Acddr. Transiafion
2001 :0E8::01AS:CHE T3 209, 165.200.225

(3)

—/J‘ @ fllll

NS Reply Modiicalion

209.165.200.225-> 2001:DB8:D1AB:COE1| F: - P Foquesi
A Pt Ned I;, 2001:088::01 AS:COET

FAT Trenslalbon on Cedsds o
200165200230

GE) ZOBITIE, NEA v Z—T oA ZART ) v TN —TF A4 B —T A % (BVD) TiIi<,
RN —T v KA H—T oA ATHDLERELET, WEA v X —T = A AW BVI TH D
BA KAV N— o H—T 2 ZADN— NV EEHETAVENH Y T3,

FIE

ATv 71 FIPH¥—/X, DNSH— WXy hU—27, BIXOPAT /= 1LDFRy hU—7 7V =7 b
EERL L E 7,
a) [A7 Y =7 k (Objects) |ZHRINLE7,
b) BkMS [y FU—2 (Network) 2R L., [+ %227 Vv 7 LET,
C) EEEDOFTPH— 7 RLAZEFRLET,
Fy NT—0 7=l NMIARHTEFT (fip_server 72 L) | [ARA K~ (Host) &N LT, 5
BROARA RDIP 7 KL A 209.165.200.225 # A S L £,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




| ®vyr7—% 7ELRZH (NAT)

NATI=£3DNS 7Ty s&UmEDYSA + I}

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host
Host

209.165.200.225

d) LEM (Add) JJOK]Z7Z7 U v LET,

e) [+]Z7 VY v 27 LTDNS Y —_OEEOT KL AEZEHLET,
Fv NT—0 ATV =7 MZLETZAHT (dns_server 72 F) | [ A b (Host) JZEIRL T,
BRA R T KL A209.165201.15 Z A ) LT,

Add Network Object

MName

dns_server

Description

Type
L:; Network @ Host

Host

209.165.201.15

f) pEMm (Add) JOK] %2727 VU v LET,

g [+]127 Vv 7 LTHENIPV6 * v U —27 ZEF LET,
Py NT—7 FT7 0 x7 MZ&HIZMT (nside v6 72 &) | [y hU—72 (Network) %%
RWLT, *xv FU—2 7 FL % 2001:DB8::/96 # A J] L £,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B NATICE2DNS /T UBLUBEDNYSA +

Add Network Object

Name

inside_v6

Description

Type
® Network () Host

MNetwork

2001:DB8::/96

h) B (Add) JOK] %7 VY v 27 LET,
) [HEZ7YV 7 LTHNESIPV6 2y U —27 D IPVAPAT 7 L A EFLET,

Xy NI =27 F7 V27 MZAETEMNT (pvd pat 72 E) | [ARA b (Host) J&2BIRL T, 7K
2~ 7 R L% 209.165.200.230 # A L ET,

Add Network Object

Name

ipvd_pat

Description

Type

'::' Network @ Host

Host

209.165.200.230

) B (Add) J[OK] %27V v 7 LET,
AT T2 FIPH—D7=bD, DNSIEEEZRELIZAXT 4 v 7 NAT Lb— VAR ELET,
a) [7R U > — (Policies) ]>[NAT] Z RN L 7,
b) [HARE v EI ) v LET,
) MDOT T 4 HHELET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




| ®vyr7—% 7ELRZH (NAT)

ATvT3

NATI=£3DNS 7Ty s&UmEDYSA + I}

* Z 4 )L (Title) =FTPServer (E7-IXMEEDORIDOLTT

* L— )L DOYERYSE (Create Rule For) = Auto NAT,

* %47 (Type) = Static,

*EXETLA X —T7 = A A (Source Interface) = outside,

*sp5eA v H—7 = A A (Destination Interface) = inside,

*JLDT KL A (Original Address) = ftp server DRy N —27 A7V K,

* BHE DT KL A (Translated Address) =inside v6 D%~ NV —27 + 7=/ , IPv4
7 KL A% IPV6 7 R L AICEHT H5E . IPvA LA ALT RLUAGFRMMERH ST\ b
728, 209.165.200.225 | IPv6 TxIitnd 5 DIAS:C8EL ICAH S, *v hU—27 7L
T4 ANBIMENTEERT FL A 2001:DB8::D1A5:C8El & 7210 £9°,

* [FEMEA 7> =2 > (Advanced Options) % 7 C, [ZD/N—/WZ—EF % DNS & 2 254
% (Translate DNS replies that match this rule) ] Z &R L £7,

Add NAT Rule :

Title

FTPServer

Create Rule for

Auto NAT W

Status

@

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement

Packet Translation Advanced Options

ORIGINAL PACKET
Source Interface

outside A

Original Address Original Port

ftp_server b Any Lo

d [OK]ZZ V> 27 LET,

DNS V= XD DA Z T 4 > 7 NAT L—)L %

a) [/R U 2 — (Policies) ]>[NAT] Z&ER L £,
b) (HARZ L E 7V v LET,
) WDTaRT 4 ERELET,

Type

Static v

TRANSLATED PACKET
Destination Interface

inside

Translated Address Translated Port

inside_ve e Any

RELETS,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B NATICE2DNS /T UBLUBEDNYSA +

* %A h~L (Title) =DNSServer (FE72IMEEDRIDOLAED

* L— )L DAERYE (Create Rule For) = Auto NAT,

* %A (Type) = Static,

*EEILA v Z —7 = A A (Source Interface) = outside,

* 5854 ¥ —7 = A A (Destination Interface) = inside,

* DT KL A (Original Address) =dns server D%y U —27 7V =7 |,

* BHE DT KL A (Translated Address) =inside v6 D%~ NV —27 + 7=/ , IPv4
7 KLU A% IPV6 7 R L AICEHT H5E . IPva LA ALT RLU AT MBMERH ST\ b
728, 209.165.201.15 1L IPv6 TxIJnd 5 DIAS:COOF ICE# S, Ry NU—27 LT ¢y
I ADPBINENT5ER72T KL A 2001:DB8::D1A5:CO0F & 72V £,

Add NAT Rule

Title Create Rule for Status

DNSServer Auto NAT ) O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static W

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside o inside

Original Address Original Port Translated Address Translated Port
dns_server v Any v inside_v6 v Any

d) [OK]ZZ7 VU vZ7 LET,
ATy T4 WEIPV6 Ry NU—2 DX AF I v 7 PAT V=L ZRELET,
a) [RU 2 — (Policies) ]>[NAT] Z&EIR L £,
b) [HARZ %27 Y w7 LET,
) DT aNRT 4 R ELET,

* %4 )L (Title) =PAT64Rule (E7-I1TEEDRIDLHT)

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )




oy hT—9 7 FLRZEH (NAT)

NATI=£3DNS 7Ty s&UmEDYSA + I}

* L— )L DAERYE (Create Rule For) = Auto NAT,

* %4 (Type) =Dynamic,

*EEILA v F —7 = A A (Source Interface) = inside,

* 851 % —7 = A A (Destination Interface) = outside,

*JLDT KL A (Original Address) =inside v6 D%y T —27 7V =7 |,

* BHFE DT KL A (Translated Address) =ipv4 pat DR NTU—27 A7V =7 K,

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT - ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Dynamic v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside b outside

Original Address Original Port Translated Address Translated Port
inside_v6 b Any A ipvd_pat b Any

d) [0OK]ZZ7V vZ7 LET,

DNS /& Z{E1E : Outside £ DNS H—/\

WO, A v H—T = A ANST 7 & ARHEZR DNS H— 3% R L %9, ftp.cisco.com &\
I —RBNEA vV H—T = A A LIZHY £97, fip.cisco.com DFEFEDOT KL (10.1.3.14) %
PRy N —2 ETHHO~ Y B 7 7 R A (209.165.201.10) I[ZA X T ¢ v 7 IZE#T S L
912, NAT i E L E9,

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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v hT—4 7 RLREH (NAT) |
B NATICE2DNS VTUBLUREDY T4 +

ZOWE, TOARAZT 47 L—)LCDNSIEBEEEZANNITHMLERHY £5, ZHIZED,
EBEOT R LA ZEH LT fip.ciscocom(ZT 7 B AT HZ L EHFA SN THWENE2—FIE, <>
Vo7 7 RUVATIERLS EBEDT KL A% DNS V— b2 ETEHX5107%0 £,

WHEBAR A R 23 fip.cisco.com DT K L A %K 2% DNS BRZ 45T 5D &, DNS Y —N[HLEE T~ v
B 7 R A (209.165.201.10) 2R LET, VAT AE WEY—DAXT 1 v 7 L—)b
ZBI L, DNSIGENDT KL A% 10.1.3.14 (2Z5H LT, DNSIEEBIEZ AT LARVEA,

WFRAR 2 M fip.cisco.com ([Z[EHET 7 B A9 500012, 209.165.201.101C N T 7 1 v 7 k5T
LT aRBET,

Security
Appliance

DME Reply Medification
209.165201.10 == 10.1.3.14

ftp.cisco.com
01314
Static Translation
an Qutside to:
209165 201.10

User

1aca21

A
GE) ZOBITE, WEA v H—T 2 A ART ) vV I N—T A4 F—T A A (BVD) Tix7e<,
PEHENL—T > KA E—T 2 ATHHERELET, WA X —T7 A AN BVITHD
BA. BAVN— A F—T 24 ADN— LEEBTAVIRNH ) F3,

FIE

ATV Tl FIPYV—ROFxy NT—7 7 V27 bEEHRLET,

Il Cisco Firepower Threat Defense /X\—2 32623274 ¥aL—> 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

NATI=£3DNS 7Ty s&UmEDYSA + I}

a) [A7 Y=k (Objects) &R L F7,
b) BHkMS [y hU—2 (Network) |22 L, [+ 227 Vv 7 LET,
C) EEEDFIP I — T RLRAEZEHELET,

TPy NT—7 ATV MZARTEFHT (fip server72 &) . [ A b (Host) JZER LT, &
BEORAFDIP T KA 101314 A LET,

Add Network Object

Name

ftp_server

Description

Type

l:__:' Network @ Haost

Host

10.1.3.14

d) Bh (Add) J[OK]ZZ7 VU v 7 LET,

e) [+ 2 Vw7 LTFTP = "OEH|EALT NLAZERZRLET,
Fy NT—27 FT7Vxr MZLHIZESHT (ftp_server outside 72 &) | [ A & (Host) ]%& 3R
LT, AA KT FLA209.165201.10 # AT LET,

Add Network Object

MName

ftp_server_outside

Description

Type
C:l Network @ Host

Host

209.165.201.10

Cisco Firepower ThreatDefense /A\—2 3262027 4 X2 L—> 3> # 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B NATICE2DNS /T UBLUBEDNYSA +

ATYT2 FIPH—"Dbd, DNSIEELRELIZAXT v 7 NAT L— L& ELET,
a) [7R U > — (Policies) ]>[NAT] Z®IN L 7,
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) WDTa"T 4 ERELET,
* %4 kv (Title) =FTPServer (E72IHEEDRIOAHD) .
* L— L DAERYE (Create Rule For) = Auto NAT,
* %4 (Type) = Static,
* EIETLA ¥ —7 = A A (Source Interface) = inside,
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* [FEMEA 7> =2 > (AdvancedOptions) % 7 C, [Z DN —/WIZ—EF % DNS & 2 2584
% (Translate DNS replies that match this rule) ] Z %R L £7,

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static ~

Packet Translation Advanced Options

DORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside s outside

Original Address Original Port Translated Address Translated Port
ftp_server bt Any b ftp_server_outside v Any
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Add Network Object

MName

ftp_server

Description

Type
l::l Network @ Host

Host

209.165.201.10

d) LEM (Add) JJOK]ZZ7 VU > 27 LET,
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Add Network Object

Name

ftp_server_translated

Description

Type
'f:) Network @ Host

Host
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* BHLFE DT KL A (Translated Address) = ftp_server translated D> h U —27 F 7=
O

* [FEMEA 7> = > (Advanced Options) % 7 C, [Z DN —/WZ—EF % DNS & 2 2884
% (Translate DNS replies that match this rule) ] %R L £7,

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside o inside

Original Address Original Port Translated Address Translated Port
ftp_server hd Any b ftp_server_transla v Any
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