ASA FirePOWER £V 2 — LIl Lo THREINEZ N T 74 v ZizonTax 7 L U7 vH
AL ANY NERRTEET,

EVa—ANAEVICE Y v aT B EED 100 HOA X NOKRTT,

FEIZOVWTIX ROHEEZ S L T E &0,

¢ ASAFirePOWER U 7 V% A4 L A XY h~DT 7 A(37-1 X—)
+ ASA FirePOWER A X2 |k Z A 7D\ T (372 X—)

« ASA FirePOWER A X b DA X2 |k 7 4 —/L K (37-3 ~—)

o BANL—ILDLGFEBT-13 =)

ASA FirePOWER UV 7 )V Z A L A XY hADT 7 A

FIE 1

FIE 2

WL OMDEFZEFA X b B 22— T ASA FirePOWER £ 2 —/LIZ L » THRHE &A1 X
2R R TCEXET . FHRFI IAZL AR Ea—Z2/ERK LT BIR LAV 74—V R
FPERRTEET,

EVa—ANAEVICHE Y v aT B EED 100 HOA X NOKRTT,

ASA FirePOWER A X b &R RTBIZIX ROFPIEEZEITLET,

[E =% U > 7 (Monitoring) ] > [ASA FirePOWER & =4 U 7 (ASA FirePOWER Monitoring) | >
[VT &AL A~ b (Real-time Eventing) ] DNEIZIRIN L F 9,

WD 2 HODOBERENH Y £97,

o FBIRTDHDARV N XA TOBEGFEOE T 5T ) v 7 LET, ZOHXA TN BEREA < b,
X2V T4 AT IV AAXRVY N RBAAXRVY N T 740 A X M ERIZ<L
T T AR EIRBHY FET,

o NAZULANRU PN Ba—ZERL . Ea—IlEGH5 (X F 74—/ REERT DT,
[+ 7A2r%70 7 LET,

S DUV T, ASA FirePOWER A Xk # A 712D T (37-2 ~X—) B L OV ASA FirePOWER

AR IDAR N T 4=V RQBT3RX=D) BB LT EEN,
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W ASA FirePOWER A X b & A FIZONWT

ASA FirePOWER A X2k Z A 72O T

ASA FirePOWER £ ¥ 2 —/VIZIE. 5 DDA X b A T (#HgA X b X2 0T 40 40T
VU AARVNBAARVRE T 7A NV ARV N BV T 2T A X R)DA RV B
T4 =NV REERTDE VTAAAL L AR Ea—RHY 3,

223 T RNV

e N P EMHEN A B n I E ey v a T AT ARG ER TV E
I &2 DA X F TAFARERE RTINS OO BRI U TR Y 928, —fRAICIE
KDOEDONRH Y F4,

o HALARF T EETEFBEDOIP T RLA AR Y — 2 HEHRELB L2731 X 8
FEARW 72 B R

o TV —gr EREND URL, E2 3 ERICEHEM T ON TS —F R Y T RT
BN K o TR F 7213 HER S 2 B N $Efe 5 1k

o FPORIVY—DEDTI/BA arybua— =)L (EITMORERT) N ST 7 4 v 7 AP
Lo BB TFr £ 7 0 v 7 SNTWANR Y o ZJIciag I =8l 2 BT
DHART —H

TIERA Ay =V CIEIERBRELIT) 2 & T oa /IR T 2B OME Bid o 7

ICREERT A B LT — 2 2R GET 25 E oMK cEEd, 778X 2 br—

VAT —NIEFIALE TX A28z IR T ET o X 71X ROKRNTER

WZTHZ ENRTEET,

e FEHENLE T —2ar RXR—Z2ADEFa2 VT4 AT VP2 AL TT T2
A RNBE(T v 7)) ERITET =X SN EE

e AT/ A arbu—L L= VERET IR a e — DT I3 T I
Nk o T INT-HE

RETHEX L TIIMAT BRI EINTET AN AT 2T FRIIEADRLE S AT LN
M LZGEICIZ 0T EA EOEREBEIIC e 2k L ET,

X2 VT4 ATV R ARV

X2V T4 ATV V2 ARX T ERNCTHE. 7Ty 7 VA MD—HKIZL-TE

Faz )7y TV X N AB IO A N NREBIICERESNE T, X2 Y
T4 ATV A ARy MNIKRR 2 A T OPGA X T HMTERL IO TEE
ToEX 2V T4 AT VP2 AT Ty 7 )R NEBRORE G Bt n ¥ 2 7 OB EDFH
MZONWTIE Ay hT—2 b T 7 4 v 7 OO X 7 (36-1 X—)ZZMR LTI EE0,

Bvbh RRICE Y AW RY B XY MIET A REHRL . EXF 2V T ATV V2 A AR
VBB LET . EX 2T AT U 2 RO ONWTIE EX 2 U T 4 AT
VUV ADIPT RV A Va7 —va A LET 77 U A MEEG-1 =) 28R L
TLTEENY,

BAALRV B

VAT AI ARy NI ZERT 5Ny FEREBEL. AR NEZOT —F ORI A,
BIOBEMEICEEL G2 DAEERNSDIEEDOHDLT VT A ET A IZOWVTHRET, VA
T AT BADOARMYEEZFGET D ER/AS N PEEKRLET, 2L 27 X7 a4 b HA,
BEA A AT BLOKBELEZFDX—Fy NMIET DI TXF A MEBRORLHKTT,
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ASA FirePOWER A _V hA_v p 74— F B

TZ7AN ARV B

Tr AN AN PMIE AT ENE Y NT—T T T4 VNTHRHELE(BIOAE T g~
TTay s L) 7 ANERELET,

VAT AT BEEAESNTWAE T 7 AL RY 2 —D ) — > TR T S, AR R

rD— 7F774/&W®774W%@mi%i7m/&btk% ERENTET AN A
N naﬁbij—

<N 2T AR B

N T AN PMNEI VAT IR NI —T NI T4 N THRELEZ(BLOA TV
YT my I L) 2T Ty ANV ERLET,

NI =T TA L AEERNT S L ASA FirePOWER &2 2 — /LI RERRe 7 7 2 2 |

O—/VRED—HE LT Ay NI—7 b7 74 v JHOA T =T 2 RHTEET, 7741
RY S —OWEE & B (35-5 =) 2B LTLE &N,

UTDOTFIFTIR AT =T A X2 MPRERSNDATRERH Y 5,

o BHXRT NA AN —HOEEED 7 7 AN XA TONT NN EKRET S L ASA
FirePOWER E¥ 2 — VI~V =7 77U K Vw77 v 72ETLET, ZHICLD .
T 7 A NMMEE E LT Malware, Clean, F 721 Unknown 2% ASA FirePOWER £ 2 —/LIZiK X
WET,

-,mAﬁmmmmR%yn—wﬁﬁiﬁP&@%ﬁ%%ﬁf%ﬁw%éﬁt%mmmﬁmf&
F RRfEHTE fcfl/\j%/ﬁ\\ 77 4’/1/‘@%*@ Unavailable \[Z72 VW £9°, 2D Iﬁ 5 FioA X
VI Z TN THLAREEND Y £, 2T ENEEBETT,

o JU—V URARNMIEENTWB T 7 A NVEEENRT A ZANRKH L7Z5E,ASA
FitePOWER £V 2 — /L3 7 7 A WHE E LT clean ZZF D7 7 A JLIZ JDéTiT

ASA FirePOWER £V 22— /L. 7 7 A LV OKBH EMHEDO L a— K2 oa L TF A N T—X
Lipliwn 2T AR MELTRELET,

Iy hU—7 "T 7 4 v THHEIIN,ASAFirePOWER £ 2 — /LIl L > T~vLr =T L LT
SN T 7 ANMI T 7 AN AR NN T 2T AR O HFEARLET, 2T,
VAT AN T 7 ANVNOY LT =T T 5720 FTEFO7 7 A VEKERET 245
NH DB TT,

ASA FirePOWER A XY hDA X b T 4 —)V K

7 7 > a v (Action)

BEiA R N EFRIZEXR 2T AT IV A AR NOBRE EiraX UL
TR aryra— L = LEFIEITF TN N T g ICEEMNT AN T 7 a v,

— [FFAl (Allow) | 1Z BIREICFFAI ST =P RS NRRFH A XTI T 4 TITT
Ry 7 SNHERERLET,

MEHE (Trust) | 1X G CTX 282X LET . RO/ N7 v RIMEHENL— VI L > THR
Hi S 47z TCP #Efe D F BERERE T A4 X b %éﬁbi#‘/XTAizﬁ&®ﬁ//a/
Ny b1 REERBICA N M EAERKRLET,

— [FuevyZ Block)] & [VEY hLTT v (Block withreset)] 1%, 7 & v 7 =8k
ERLFEFT IDICVATAE [Py Block) | 727 varvaE . X2 T4 AT
VxR EoTT Ty 7 ) A MIERHEINTEHE G BFAR) P —llLoTx=s X
oA N ENTEER. 7 AN R =L o T T AR T r w7 Shi-Bk L
BEEAT T £ 9,
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B ASA FirePOWER f <> hDA XYk 7 4—A K

- A 2T 77 47 7 vy (Interactive Block) | £ [V Yy NLTA LV E T T 4T 7
7+ 7 (Interactive Block with reset) [ IX. S AT AMNA U E T 7T 47 Ta vl b—)L%&
AL THRIC2—FOHTTP B RE2 7 n v/ Lt &icn X0 7 T D HGA
R be~v—0 LET, VAT ANERTHEER-UTa—FRI Y v 7 BEET D
LLEDEBY VI ANIOWNWT X T T HEDOMOEGA X MEI.T 7 v a oh [FFA
(Allow) 112729 £,

- [T 74N T2 v ay (Default Action) ] 1.7 7 4V & 77 v a A Lo TR AL
HxnhnzZ tazRrLET,

- X2V T4 ATV V2 AL TE = ENTWBEROEE. ZDT 7 v 3
R ERICE T NI =S &MDO(E=ZLUND) T 78X a3 hr—)L b—
NDT T arTHAINERIEIT 74V 77y ar T A E=% L—LiZ
—ET DT T4 v T IXWICEBRDON—NVETXT 74V N TV v a ko T
SNAETED FT=F L=l Lo TaX o IS ENT-Ee L BEfIToNnN=7 27> a v
M [EF=% (Monitor) | 12725 Z L 13H 0 ¥ A,

TyAN AR NERF~YNAT 2T ARV NOGE . 77 ANVN = LT L—/LD)L—)L

T a BTN TN AE T AN A— L T ard BETSE T A — L

TIaryoArTal,

Rl 7= 8556¢ (Allowed Connection)
VAT EAMANRYNDNT T 4y Ta—FFFR LT E DD,

Application
B CHRHShET 7 r—va v,

TFV A —Ta DO YRR EOREM (Application Business Relevance)
?ﬁ?ﬁ%f*ﬁﬂjéhf:TfU ’7“—‘\/ ay b 77 A4 7 L:Bg@j—é ty;f‘z %@‘I‘ii\kry High,
High,Medium,Low, ¥ 7213 very Low, B CMRINEINT=T Y r—ra o472 L2 B
WX AMEENDH D £, 207 4 — L RTIE . ZN 502 BE LKW O (BN
BHIERV) NERSNET,

77V r—3 3 v BT 3V (Application Categories)
7TV = a o OWERREBIRET D DRSNS T = a COREE R T AT Y,

77V r—3a DY A7 (Application Risk)
B chEEnNe=7 7V r—vay VI T 4w 7 IZBET DY XY ivery High.High,
Medium, Low, ¥ 72 1% Very Lowo Rt CHHISNE=T UV r— a4 728 BET S
VAIZRBVET . ZOT7 4=V RTIEL.ENED I LR LEWVLONERINET,

7 7Y fr— 3 4 7 (Application Tag)
7TV = a o ORREIIRT D DI D TN r—a Y ORE R T X 7,

7ua v ZA 7 (Block Type)
ARVIED T T4y Ju—bt—HKTE577A arba— L L= THREINT
Qv DEAT Tay I ERZALETIT AT Tuy s,
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ASA FirePOWER A _V hA_v p 74— F B

27 547> b (Client)
B RSN 94T N T TV r—a v,
BRI SN TWAREED I TAT v ha Vv AT ARBETCE RN THB/E. DT 4 —
UV RIZILAR R4 LT 7 U r— gy 7a halbo%il client 2000 L T rre
client 72 EF L ERRLFET,

TIFGAT v bDOETRR L DEEM (Client Business Relevance)

Tﬁffﬁf*ﬁﬁéhf:? FAT N NTT 407 i:%@j—é I:‘//T\X %@‘I‘ii\kry High,High,
Medium, Low, ¥ 72 1% Very Low, IR CHRHENTZ 7 AT U bDOEXA T T LI EORALED
B S BEEAH T STV ET, 207 =L RiZ ik bRV S o (B i HIRV) 2%
ALET,

2747 > b &7 =Y (Client Categories)
2 TAT v OWREEZHIRET 2DITHRND N T T 4y 7 TRIHENTEZ T4 7 b OFRE
ARt ATy,

7547 b U RZ (Client Risk)

%%ﬁf*ﬁméhfi? FAT N NTT 407 i:%@ﬁ—é I 74 .Very High,High,Medium,
Low, £ 7213 very Low, M TSN/ FA T hDZ AT T LI U 27 BEE T S
NTVWET, 207 44—V NI ERbEVWDLDEERRLET,

247 ¥ b %7 (Client Tag)
74T FOWRREIIRET D DIENDS FT T 4y TRIBENTZZ T4 7 b OFE
RS T,

75 AT vk 23— a v (Client Version)
TR SN T4 T hDONR—=T g 0,

Connection

NEBENZ AR SN T 7 4 v 7 7e—OREA ID,

Beo vy 7 #A S A T4 —# (Connection Blocktype Indicator)

ARVED T T4y Ta—L—HTEHT7 IR aryhg— L —LTREINTEZT
Oy I DEA TS Tay I ERFIA BT IT 4T Tay s,

##t /31 b (Connection Bytes)
RO EFANA MK

1E#5e 8] (Connection Time)
Bfot D BRARIREZ,

Bigi & 1 LA % 7 (Connection Timestamp)
Pl 2 B S T2 RRAL,

aVTFHRRAR

N7 4y RBEB LX) T 4 T XA NERNTDAIT =X VAT AN
DT 4= RIZT—=ZERETDHDII. ~NVFALTHFAR T—FRD T/A A2 TT,
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B ASA FirePOWER f <> hDA XYk 7 4—A K

L SN 7= #%: (Denied Connection)
VATLENAR D NT T 4y Ta—FELRLENE DD,

3E5C D E F 7213 K2 (Destination Country and Continent)
ZAGHR A M OEFB LUK,

%85 TP (Destination IP)
ZAERARNPEMNT 2P T FLA,

FEHER— b SEER— b =— R 5E5ER— FICMP 22— K (Destination Port, Destination Port Icode,
Destination Port/ICMP Code)

tyvary VARV BPEHT A5 AR — FEITICMP 22— K,

J718] (Direction)
7 7 A VDS I,

i8] (Disposition)
UTD7 7 A MWEEOWTNTT,

“A =7 (Malware): 7 TV RTCEDT7 7 ANNNT 2T ELTHEINTNDLI LA
~LET,

sy —r(Clean): 7 T TV RTEDT 7 ANNBI J—2 L LTHEINTVDD M, 2—F R
T ANE ) —r VARMIBMLIEZZ L ERLET,
B (Unknown) : 7 7 U RIEE ZEID Y CHRNZ~ VDY =T 770 K )V 7T v 7 HT
Nt EBZRLET, 77 A WVITHEINTOERA,

S A Z LK (Custom Detection): L —WNHAX LAY A M7 7 A V2B LZZ &
R LET,

AT (Unavailable) : ASA FirePOWER £ 2 — VN~V 2T J 530 RNV I T v/
EIETCTE Rt amLET, ZOMEERFSA X MIZT<bTNHTH D AR
MERHY 4, T T SR Z8ETY,

N/a:[7 7 A LR (Detect Files) ] £721%[7 7 A4/ 7 &2 v 7 (Block Files) | L —/LI3 7 7
A )VEHIR L ASA FirePOWER £ 2 — LR/ =T 75U KLy 77 v T &7
ol Z L ERLET,

HF1A v % —7 = A A (Egress Interface)
B B T SN A v B — T oA R BBBREICIERI O —T 1 v SRENE E
NTWLEBIX AN EHNIDA =T 2 A ZABRFR LA 2 =T =4 A &y MNIBETD
GaNHHZ EICERLTIEI N,

WX =2 U5 4 2 — 2 (Egress Security Zone)
PR DT X2 DT 4 V=,

S~k
LR hDEA T,

ARy b(~A4 27 af) (Event Microseconds)
ARy NBBRH SR (< A 7 e B ELAL)

Il Cisco ASA with FirePOWER Services 2 — U /VEBEBREN A F



| 8378 AV IFOERT

ASA FirePOWER A _V hA_v p 74— F B

A4 X k() (Event Seconds)
AR SRR SN EEA (R EALD)

A Xk #A4 7 (Event Type)
AR NDEAT,

77 A BT Y (File Category)

T AN KA T O 7T TV (0ffice R¥a Ry M T—hA T ~AFRAF 47 E4TATE
77 ANMPDF 77 AN T A—F Ty AN T TT 4T VATEA Tr AN IR E),

Tr7AN ARV b XA L RHF 2T (File Event Timestamp)
Ty ANERIZYNT =T T 7 AMER S T B,

7 7 A V4 (File Name)
T ANETEI~N T =T 7 7 A VDL,

7 7 A /L SHA256 (File SHA256)
7 7 A )LD SHA-256 /~ v > 2 fH,

7 7 A )V YA X (File size)
TrANFERIF~NT 2T Ty ANDOY A X (KB HANL),

7 7 A )V % A 7 (File Type)
T ANFENEI~YNT 2T T7ANDT 7 A XA 7 (atuL <2 Msexe 72 &),

Z 7 AN Y =T KR Y T —(File/Malware Policy)
AR POERICEEMTONTND 7 7 AL WY 2—,

TyAnvaes FTay A7 AV —4# (Filelog Blocktype Indicator)

ARVED N T T 47 Ta—L—HTET7 7V V= LVTHEEINZTay 7 OX A
T T T FERIRAETIT AT Taw T,

TZ7 AT UA—NRKRY — —SI 7 3V (Firewall Policy Rules/SI Category)

B TT7 7 v 7 VA NMIGEREINTZIPT RLAZRT L LIFENEEL. 7T v 2
2 NMIERBEEINTEAT V27 FOLRTL. X2V T 4 AT I 20TV T Ry
ND—0 TV NERFIN—TF T o=V TT53y I VAN BTAEZ L B2
TAAYTIV2 ADVANERIT 74— R FEREFA T IV AT 40— KOAT
TYDWTNNDOLARNCT 5T ENTEFEJ, [PEH (Reason)] 23 [IP 7' &1 v 7 (IP Block) ] £
7213 [IP <& = % (IP Monitor) ] DEEIZDIH 2D T 4 —/L FIZEB AT SND Z EIZIEREL
TLEEWN X2V T 4 ATV V2 A AR PO E2—TX. = PV IZHTEAEAN
FRINET,

757 AT U % —b L—,L(Firewall Rule)

B a B L7-T7 78X ary ha— L —LFE3TF 74V 8 T aré FOEEIC
—H LR KRK8ODE=H L—/L,

D34 > b (First Packet)
Ty a rORMONNT y MR SV B R,
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B ASA FirePOWER f <> hDA XYk 7 4—A K

HTTP U 7 7 Z (HTTP Referrer)

B TR SN HTTP V97 4 v 7 OERURL DY 77 5 %774 HTTP U 7 7 F (fhd
URL~D VY 7 Z#fL U= Web A b MO URL B Y 7 %A iR — kL7 Web ¥ A b
™).

IDS D 43¥E (IDS Classification)

AR NEEBRLELV—ADETA5HEN—NVDOSHEL EHZEDY A MNMZOWTIE L —
NDOGEORESZR L TLIEEN,

% (Impact)
DT 4=V ROEEL VI REAT —F Xy N =T — & Masa ki & o B%
R LET,

7 7 7 (Impact Flag)
522 (Impact) | Z# S L T 72 &0,

AFA v H#—7 = A A (Ingress Interface)

Bt ICBEA T DN ATIA v 8 — T = A A BBBRSEICIERMONL—T 4 v TRENE £
NTCWEEEIEI AN IO v 2 —T 2 A ARFR A X —T 24 A &y NMZET D
BENH L EITHERLTLLEIN,

AFAEFX =2V F ¢ Y — (Ingress Security Zone)
BB DN A T E X2 VT o V=,

A = —5& A ;¥ (Initiator Bytes)
tyvary A== PREE LIRS ML

A = —¥ OEF 7213 K (Initiator Country and Continent)
V=T 4 VT REEERIP RSN HBAD By v a VEBM LA A NPT KL AICH
HATT bz EI LUK,

A =3 —4# IP (Initiator IP)

ol ary VARVAZBBLERARNIPT FLZ(BLODNS fSERRENMELEN TS
BAITARA M),

A == —#% X/ | (Initiator Packets)
tyvar A =vE—2RNEELEEH ATy ML

A T A Ut (Inline Result)
IKDONT D TT,

- BOTFRAINV—AZ NI =L LT LTy b2V AT AR Ry S L2 &
ZRLET

— JREBD FREN:[A T4 FZ Ka v 7 (Drop when Inline) | R AR Y o — 47 a v
(A T4 VBB Z A LA ETE VAT AR T L—=0 7 LTV
[Fe v 7 LTA Ry h&EAERKT B (Drop and Generate) | /b—/V 3 A X2 &R LT25
HEUPS BTy hae Ry Lo Z &R LET
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- T MU =L L THERHENZA—LRN[Re T LTA XY N &4 T % (Drop
and Generate Events) | IZEE SN TV RN &R LET

- BARI O —DON—VOREEIFA T4 Ray TEEC»PDLT AT A1
A VB =T 2 ANL v T F—RIZRo>TODLHEEED Ny U7 EBHERE CIEY A
TAENRTFYy FE Ry LN LIZERE LTS ZEN,

IPS 7v v 7 Z A7 A ¥/ —4% (IPS Blocktype Indicator)
ARVIEDENTT 4y Ta—L =BT LRANL—ALDT 7 a L,

& D37 v b (Last Packet)
vy varoREONSy MBS B,

MPLS ;L (MPLS Label)

ZDOBRAARFE NI T—LEAry FEBEEMTON TS~ LT r har T~
AA v F T T

N T TayyEZAS AV —~F (Malware Blocktype Indicator)

ARVED NI T 47 Ta—L—HTE T 7NV AV LTHEEINZTay 7D % A
T Ty I ERFA KT I T 4T Tay s,

A v — (Message)
AN MEBAT ST F AR,
=V R—=ZDRFAA X NDBFEH AR N A=V — oG ENET. T
A=A R=2ABLIOTY Tty PR=ZADA X FOBARIT ARV b A vBv—I0F
N—Ka—F 4y r7snTnET,
YNNI 2T AR NOGHEIT TN T 2T AN MIBEE T STV DB g, % v b
J—=I R=2ADINT =T A XV DOBE DT 4 — )V RIZT =R ANLILD DT M
BEREREI N7 7 A VIET T,

£ =# ;L'—/)L (Monitor Rules)
TR T—HTH8ODETHE=H L—/Lb,

Netbios F X A > (Netbios Domain)
v g U THH & NetBIOS KA A 2y

JED T T A4 T v b DE & KFE(Original Client Country and Continent)
DI TAT L DIPT RLANETHE, ZOMERST L7201 VAT LITD 7 T
A7 > hIP 7 KL A% X-Forwarded-For (XFF) , True-Client-1P, £ /213 7 X % LA EF D HTTP
~y =B L E B EE T — & ~<X— A (GeoDB) Z i [l L THEIZ~ > 7L
T, DT 4=V RIZANTAINE. D7 TAT v MIESHWTT Xy v T7 407
BT LT 7R ary ba— L b—LEEHIITLHLERHD £,

7547 h®AY PF /v IP (Original Client IP)
X-Forwarded-For (XFF) . True-Client-IP, £ 721347 A ¥ A EFHRD HTTP ~v X —n5H D TD Y
FAT U RNIPT RVA,ZDT 4 — )V RIZANTAHIZIZ TD T T4 T 2> M-SR
XY NI T4 T BT DET IR o ha— L b= VEFNNIT HLERH Y £7,
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RKY v—
ANV ROERICEEA TSN TVWDT 722 avy br—L KU v— RBAKRY — Fiz
IRy hU—27 58" ) > — (NAP) (b HH5E),

R Y — U Y a v (Policy Revision)

A Xy NOERICEEAT O TWAT 77X 3 be— L R — T7 AL RY
V= RBARY = FRiEZRxy NI G0HERY —NAP) (BAHBAE) DY BT a L,

[7F 4 AV T 4 (Priority) ]
2 A3 VRT THRE SN A X2~ OB,

7r ban
Bt e Eni7a b=,

H A (Reason)
WOGEWCERBIT X 7S 1 DEITEEDOFRKA,

[ —H /XA s32 (User Bypass) | IZ, ¥ AT AT —H O HTTP ER%E 71 v 7
LD 22— PREEX—D T ) v 7 HEEZ L CURINCER L T e th A h~ifEde
DOEHENLIZZ 2R LET, [Z—H /XA XX (User Bypass) ] DJREII ST [FFAT
(Allow) ] D7 7 v a v exte L THARDbENE T,

[IP 7227 (IPBlock) ] IZ. VAT 20X T 4 AT VP2 AT —HIZHEISN
T AVARIZ g R LU TR AES L2 Z " LETL[IP 7 2 v 7 (IP Block) ] ®
FRIZLT [ ey 27 Block) | D7 7 avbste LTHAEDENET,

[IP <€ =% (IP Monitor) | IZ. VAT AR X2 VT 4 A T VP2 A T—H|ZHEIN
THRAIERT 21X T CLED, 2—FRERE2ESE T E=4 T L0 ICHELLLC

EERLET,

[7 7 A /v & = # (File Monitor) ] I%. > AT ANRERFIZB W TEED 7 7 A NV OFEIE % 1
HLzZ 2R LET,

[Z77 A4 78ay 7 (FileBlock) 1 1Z. 7 7 A NVERIZ~V 0 =T 77 A NVDBEFICEEN
TBY VAT INEDOEEEZHNEZ 2R LET[7 74/ 7 1 v 7 (File Block) |
OHBIILT [7Tay 7 (Block) | D7 7 aveste LTHAEDENET,

[7 7 AV AHZ LR H (File Custom Detection) ] 1. 0 A X AfH Y A MZHD 7 7 AL
PDEFICEENTEBY VAT LARZEOEEEWEZ LB RLET,

[7 7 A V8735 7] (File Resume Allow) [ 1X. 7 7 A AV EERNIZ LD [Z 7 AV T oy
7 (Block Files)] £72iZ [w/V 7 =7 7 v v 7 (Block Malware)] 7 7 A /L JL—/LiZ X »
T7ay 73Nl tE2RLET . 77 ANVETFATLHH LT 7R a2 ba—)b
RV —NEHENZH HITP £y v a O HBIMICHBE LE Lz, ZOBRRKIL A >~
TA VRO TERIND Z EICTHERLTIEIN,

[7 7 A4 NViEIRZ v » 27 (File Resume Block) ] 1%, 7 7 A VIEE I U DI [7 7 A4 L H
(Detect Files)] £721X [v /vy =7 777 R )b > 7 7 » 7 (Malware Cloud Lookup)] 7 7
ANV N—Z LS THFRAIENTZZEERLET , 77 AV ET 0y 730 LT 7k
A aybhr— R =0 INZ% HTTP £y v a U HBIRICE R LE L,
COREZI A TA VHERKORTERINDZ LICEELTLIEIN,

27 v v 7 (Intrusion Block) ] IZ. 8 TRl Shiz=/ A7 v FIRARY v —i&
)V AT AN Tay 7 L. 7ay 7353372t ar LTz IRAT
7+ 7 (Intrusion Block) ] ®JRAIZ. 7 v 7 Sf-m 7 A7 NOGAIF [T e v/
(Block) . 7' 12 v 7 ENDITTEoTom 7 270 A s OFEIL [FFA] (Allow) ] DT 7
varvixtl LTHAGDINET,
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ASA FirePOWER A _V hA_v p 74— F B

— [ A =4%4 (Intrusion Monitor) ] I, #fe TR I NT-=F A7 a4 b AT LB KH
LEboD . 7ay s LigholzZ 2R LET, 2L, N —EN=EZFAL—LD
PREED [ X2 F &4k T 5 (Generate Events) | IR E SN TWABAIZRKEL 9,

— [>T IR (Content Restriction) | 1%, & — 7 %—F % 72 1% YouTube EDU HEED W
NCEE Lo v T U VHIBZEf T 572D VAT LNy NEeER L2 &
R LET,

22 (Receive Times)
FEAEAR A R ELIXV AR E RN A R BTGB L),

Z B R b (Referenced Host)

Bege o 7 1 b =L DNS. HTTP. £ 721X HTTPS O¥E. 2D 7 4 — /L RiIZiZEhFho 7
o haAMERAL CWERA MR RRENET,

VARV H XA %k (Responder Bytes)
Ty iary VARCVENERELEZERANA ML

VAR Z DEFE 721X K (Responder Country and Continent)
N—F 4 VT EER IP B ENTEED By ary LARVEDHRA NPT RLXIZ
BHIEAT T BTz [E B L OVKEE,

VARV F /)% > b (Responder Packets)
tyvalr VARVENRE LG AT Y M

L 27 & IP (Responder IP)
tyvarAA =y =GB LIZEA NPT LA (B ILODNS f»n gk ST
HIGEIIE A N44),

X2 VT4 FA—TF ¥ FD4LHi(Security Group Tag Name)

P CBR T2 Xy OB X 2 YT 4 Fv—T X 7 (SGT) JE@ME, SGT 1L (ZHEH % » bV —
JNTD T 74y 7 OFETLOMREZIEELET . EX2V T4 IA—T T kR
(Cisco TrustSec & Cisco ISE O HFIZHBEOEAE) 1T &7 v FBA Xy RT—ZIZAB L X|Z
EMEEEH L ET,

v 7" X F % (Signature)
ANSIEDET T4y BT HRANL—LDY T FTF v 1D,

Y — ADEE 7213 K (Source Country and Continent)
EETTHA A NOEB LUK,

V) —Z IP
BAARY NTEELRARA NRNEHTAIP T RLU A,

%515 5 £ 721350 5% (Source or Destination)
ARy NOEREFEIL/BEIEETDHEAR,

BETLAR— P MMETLAR— b ¥ A 7 EFETLAR— FICMP Z A 7 (Source Port, Source Port Type, Source
Port/ICMP Type)

tyrvarA=vz—¥BMMEHTAHEETAR— FELITICMP ¥ 1 7,
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B ASA FirePOWER f <> hDA XYk 7 4—A K

TCP 7 7 7 (TCP Flags)
Bt TRt & iz TCP 7 Z 7,

URL
Ty ag PR ZREDOR A MLk o TER I URL,

URL %7 =Y (URL Category)

o a I E=ARBORA MIEL o CERIN/Z URL ICEEM TN TWE DT I
U (EHTREZR A,

URL L ¥ =7 — 3 > (URL Reputation)

Yo a Pl E= AR BORA ML -2 TEREN URL ICBEM TR TWVWA L E
T—rary(EHTRERES).

URL Lt 25— =3 227 (URL Reputation Score)

o a I E=ARRORA ML > TEREI L URL ICEEM TN TWVWAS L E 2
T—yay AaT7 (FEHATEREGE),

= —H (User)
AR IWEELERA N (ZEIP) D2—

a—¥ =—Y = b (User Agent)
R TR SN HTTP 7 7 4 v 7 oG LIca—Y === b 77U r—va v
DIE R,

VLAN
AR B N H—L7 2y MCBEEMS T S5 TV 2 & AHE VLAN ID,

Web 77V r— 3 VO E TR EDEEM (Web App Business Relevance)
High,High,Medium, Low, F7-IX Very Low, B TR I Web 7 7V r—a DA
TLIC BV AL OREENREEMS T LN TWET, DT 4 —b NI R BIERW S D (B
AR LRV EFERLET,

Web 7 7Y r—a D7 =Y (Web App Categories)
Web 77U r—3a U OREZ BRT D DRSO b T 7 4 v 7 THiH Sz Web 77
Vor—varoftzrynrsal,

Web 77V 7r—3 g DY X7 (Web App Risk)

ﬁffﬁf*ﬁméhfl Web 7709 /7‘_“‘/3 e }\ ;7/{ /7(:%(5]@‘j—5 U R Very High,High,
Medium, Low, ¥ 72 1% Very Low, B CREEINTEWeb 7 U r—2a ORI U A
I RBEEMTONTVNET, ZO7 4=V R RbEWBDERRLET,

Web 77U r— 3 > D& 7 (Web App Tag)

Web 77V r—3 3 VOMREEZ BT D DRSS, T 7 4 v 7 THRHENTZ Web 7 7
Vior—Ta O ERT 2T,

Web 77V /r—3 3 »(Web Application)
N7 74y TRHEENZ Web 77U r—a v,
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{2 AN— L D5EE

RAN =T BEOSZENGENTOET RORIS. ENENDOSEDLAAT L F 2R L

Bar—roynE i

£75

2 37-1 A= DL

HFE

(Numbe

r) pag: € B

1 not-suspicious RETIIRNRT 7 4 7

2 unknown TR T 74w

3 bad-unknown HERTEEODHD VT 7 4 v Y

4 attempted-recon THHRIF LV RIT S N T

5 successful-recon-limited [EEHRIE 2 VSRR

6 successful-recon-largescale KR F R 2 W

7 attempted-dos Y —r AENRITIN

8 successful-dos P — 2 45%E (DoS)

9 attempted-user a—WEMEDOES N RITI N

10 unsuccessful-user T— P REME DR N R L T

11 successful-user o— W HEEME D REE T T

12 attempted-admin B EEOESNRITINT-

13 successful-admin PR R ME D FEIS T TS

18 rpc-portmap-decode RPC /7Y D5 a—K

15 shellcode-detect FEITAfEa— RS & -

16 string-detect e LW R S T

17 suspicious-filename-detect FhbLW 7 7 A LD &S

18 suspicious-login SbLWa—FE2EH Lou 74 CEITARE S
iz

19 system-call-detect VAT A a— RSN

20 tcp-connection TCP & 3 it S 47z

21 trojan-activity Fy FU—7 baAfOKRERHBE SN

22 unusual-client-port-connection |j@% S (ZBRDR— 27 T4 T FBNMERAL T
Wiz

23 network-scan Xy R —7 ZAx% ¥ U OH

24 denial-of-service P— B A EREO MR

25 non-standard-protocol FHEHE T o ha)LFEFITA R N O

26 protocol-command-decode — k7 ha)y avw o R Fa— R

27 web-application-activity Mas5 72 FIBEEDH D Web 77V r—a v ~D7T 7
A

36 web-application-attack Web 77U r—3 g e
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B =i 1osHE

 37-1 =L D (BEE)

5

(Numbe

r) pag: € B

29 misc-activity FOMOT 7T 4 ET 4

30 misc-attack Z DOt DK

31 icmp-event — %72 ICMP A = k

32 inappropriate-content K@U NERBRE I e

33 policy-violation WETT AN —(FEOTFREM

34 default-login-attempt VAV WIANOETS W ANV SR N O R = 5 V4
AT

35 sdf BT —

36 malware-cnc BRI~y =7 a<wy REGE ST 7 4 v

37 client-side-exploit BEmoD 7 747 » Ml 7 27 v A kAT

38 file-format BEHOOEEZEDODH LT 7 ANEITT 7 AL XR—2D

S/ S = G

Il Cisco ASA with FirePOWER Services 2 — U /VEBEBREN A F



	イベントの表示
	ASA FirePOWER リアルタイム イベントへのアクセス
	ASA FirePOWER イベント タイプについて
	ASA FirePOWER イベントのイベント フィールド
	侵入ルールの分類


