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INHA—TF Y —AD SMB FEETT, 72, %> NV —7 LD Windows IIS Web H—/3Tix
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SMBtva yOHBRHRY o —
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LTV 5 Windows F 721% Samba D /X— g & B2 B4 \%OD‘E va IR &
NIeN—=2a URREN—Va e F—"—=F 4 RLET MOV TIX. ¥ —57 > b
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KB —47 >y h_X—Z R 2 —TIL. TCP.UDP.SMB. 5 L ) RPC over HTTP F 7 > AR — F D H
H1OU EEAAECTEEST, hT U AR— FEADTTD5E1T.1 DL LD sHA— F
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WHHEBELTLKEEW, PV AR— NI EICHIBRER— N 2B EZITEBHCTHEED
HELESRIH|Z DWW UL DCE/RPC & — 47w b _R—2 R o — F 7L a OEIR(22-9 2—D) &5
LTS EEN,

Windows DX —% > h_X—ZA R =TI . Ry FIT—T DT 74 v 71— THEIHIZ
1O EDEED TV AR— T OR— M 2EEOMAEDLETHEETCEET, L, L\Samba
DH =2 h_R—=ZA RY T —TILSMB N7V AR—FDR— N EEETEET,

Y B 1 OO T U AR— ERAENT/ > TS DCE/RPC #—7 h_"—ZA R v—%
BNMLEBEERE T 74NV D Z =7y hR_X—=ZA R —Tl3db Rt b 10@ DCE/RPC
NV AR—= P AT IHENDY £9,72 & 21E,.TXT?D DCE/RPC FEIEITH L TAH A
M TEL REEDHANMIEFT 74NV DX~y bXR—ZXAKRY v—%@H L=< 70
ENHYVET . FOLIRBEIFX. T 7ANVIIDX—F > F_XR—=ZA KR —D TV AKR— %
B LWLl LET,

IOV ROEHESR L T &0,

e ORI Tag L ABBINaxs g VEIDCE/RPC KT 7 4 v 712200 T (22-6 X—3)
+ RPCover HTTP F T 2 AR — TN T (22-8 X—3)

ax7ary LV ABBIRaRxs v a VB DCEIRPC N5 7 4 v Z122OWT

Z A & > A :Protection
DCE/RPC #A v & —1%.2 fii¥H® DCE/RPC Protocol Data Unit(PDU) @ 1 -DIZHEHL L F 4,
« =% 73 g M DCE/RPCPDU 711 b =)L

DCE/RPC 7V 7 u ¥ v ¥, TCP.SMB. ¥ & O RPC over HTTP T » AR — K Ta %7
2 3 A DCE/RPC & LET,

« X a3 L AR DCE/RPCPDU 71 =)L

DCE/RPC 7 VU 7Yut v ¥ (X UDP h T v AR— ~Tax7 >z L A% DCE/RPC ##H
LET,
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Z® 250 DCE/RPCPDU 7' f 2 //VIZIX, ZNENEED Ny X —L T —XEEERH D 7,
7l ZX, a7 a VB DCE/RPC O~y X —OR ITHEFEIX 24 314 N TT R, axray
L A DCE/RPC D~y X —DE XX 80 1 MAE) T . £l 777 A Mbaxrsva v
VA DCE/RPC D7 T 7 A FOIELWERIT. 2 %7 v a L RAA KT X R — kT
TERWED bV, 3 x 27 v g LA DCE/RPC ~ v # —ODfEIZ L - THERF T 2 LEN
HYET, ZNEITHRIC. a7 g VBIDCE/RPC DIELWTZ F 7 A MERFIZ R T A
A—=hF 7 bariZ Lo CTHERFENEI.DCE/RPC 7)) 7k v i, 2 b7 ko
JVIEAR ORHEZFEH LT BESCEOMOBRMEREEFICOWTH O e harzes=4 L,
N7 47T a—FRBLORE(LLTOLLAL—L DU ELET,
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BltET 2R A v bR LET,
Connection-oriented DCE/RPC

TCP Port 135

I[P | TCP | Connection-oriented DCE/RPC

SMB Port 139 or 445

IP | TCP |MNelBIOS ]| SME | Conneclion-oriented DCE/RPC

Connectionless DCE/RPC
uoe Port 135

IP | UDP | Connectionless DCERPC

371939

= DCE/RPC preprocessor slarls decoding

ZORDORDFIERE L T IZEW,

« U=V /) 7Y TCP 7213 UDP A — b 135 (I, TCP 5 L ' UDP k7 > A7 — h ® DCE/RPC
N7 4y ERELET,

« ZOIIZIL RPC over HTTP IXFH £ TV ER A,

RPC over HTTP O#34 . 2% 7 3 5 5 DCE/RPC 1% . 2 R4 X 9 IZ HTTP 24 L7- 41
Yy NT v = ADH TCP R H CEHBHRIE I L E T, 55 DUV TIL.RPC over
HTTP F T v AR — MIDOWNT(22-8 X—=) 2L TLZEW,

« DCE/RPC 7'V 7 ut v i@ NetBIOS Ev g v H—ERXHAO T =/ /) 7 TCP R—
k139 2 ARl FEESN/- Y =)L) 7 Windows "— |k 445 TSMB ~5 7 1 v 7 2 5%15
LET,

SMB (Z1% DCE/RPC G UM L ZEDEN H H7-0. 7 ) 7t vHiE SMB k7
7 4 v W DCERPC NI 7 4 v 7 HEELTWANE I DA ETHRELET EXELTWH
WA ITEZEE L BIE L TWAEAITA 25T L E T,
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T 77A7 U F—/VEHEBIELZ LN TEET.DCE/RPC 7'V 7' 1t v HIE Microsoft RPC
over HTTP X—2 g v 1 Z#RHH L E 4,

Fort: 80
Blacked part: &
P :gq Fort: 593
TCRIP connection
< - TCRAR connectian
s < -
pcEmpe|  RPCoverHTTR  |Firewall RPC DCEIRPC
Client | client connection p| Prosey RPC over HTTP Catyet
Senier i
- serer connection -
OCCOd o s O o Y
=il — -
OCERPC over TSP DCERPC over TCR
ASA FirePOWYER Module ASA FirePOVYER Module
5
Example 1: RPC over HTTF proy Example 2 RPC ower HTTF senier ﬁ

Microsoft IIS 7’1 %3 #— 3L DCE/RPC — L W UAR A FEIT L2 DA A MTA A

F— L TEFET  WTHORETH O TaXxs 7o g b —R_"F T arnNb

T ZDOROEDEIZHEE L TLEE,

« DCE/RPC ¥— N|ZR—F 593 TDCE/RPC 7 AT b "I 7 4 v 0 %F=F LETH,
T AT O+ —UIZDOR—FS593 %72y 7 LET,

W T AT U= AL TIEIT 74V N TR—F53 BN oy 7 ENET,

e RPCover HTTPIZ. 7 7 A T U 4 —MZ X > T SN D AREMENE WY =)L/ 7 HTTP
AN—F 80 M L C.HTTP #H T DCE/RPC #{z L £,

o Hil1 DX H5IZ.DCE/RPC 7 7 A 7 > k & Microsoft IIS RPC 7' &2 % 3 % — DD
74w HE=FT HAEIL[RPC over HTTP 7' 1 % & (RPC over HTTP proxy) | A 7'+ a >
IR E7,

o B2 » X 512 Microsoft IIS RPC 7' % 3 #—,N L DCE/RPC V— \NE2 5K A F EIZHh
DT NRAAN2 DO =MD NT 7 4 v 7 &2FE=4LTW5YA1E [RPC over HTTP
H#— N (RPC over HTTP server) | 47 > a v ZEIR L F 7,

« RPCover HTTPIZ L Y DCE/RPC 7 S A T v h & —RTOTaFs £y N7 v N5
TLE®B. N T 74 v 7T TCP kA Lizax7 3 B DCE/RPC 721 TR SN E 9,
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DCE/RPC # —4 v hR_R—ZA R Y L — F 7 3 OFER
Z A £ A :Protection

KX =y FR—=AR) =TI R TIESE R ATV a v EEECEET(RELE
A X & (Memory Cap Reached) ] B X WVN[SMB & v v a @ HEifEH A U > — (Auto-Detect
Policy on SMB Session) ] 47> a VLA DA T v a v EEFET D E AT p—< AL TR
BEREICER R Z RIFT AR SV £, 7Y Tek v i o E-7 ) 7k vy LA
IZ&E N TV % DCE/RPC /b—/b & OO EAEFIZOWTHFICERE L T ARWEAIE. 2hb
DAT>arEBZEELRNTLIEE N,

DUTOHHATTY) Z7at v L—LRNEEINTWRWESE AT a i r ) Fak vyt
=L REEMT O TOVERT A,

% v b7 —7% (Networks)
DCE/RPC # =7 v b= =N K T —Z@MHT 582 FDOIPT FL A,

HB—OIPT RVAFZET RLVA T7ay 7 H50WEZnb0o0nThunE-idmsz b
~ TRV A FEBETEET . T 740 R —%25G0D B CTHRA25 @O 1
T 7 ANEEETEXF4,ASA FirePOWER £ 2 — /L TO IPv4d BL O IPv6 7 RL 2 7
Ty 7 OFREICOWTIEIP 7 FLZADOHAN(1-4 =) 2SR L TLEEN,

T 7 FIN K RY =D default EE CTIEBIDOHX —47 » hA_R—=RA KT T —ThHX—ENT
WRNWE=HHRBR Y N7 BT A FOTRTOIPT RLVARNRESND Z LICHER
LTLEEW, LERST. T 74NV RV —DOIPT RLAEZIZCIDR Va7 /7L
T4y AR ECET ELBETAILELL FHAELBORY v —TZDORE

ZEHIC L2V cany KT T FL AR (0.0.0.000 £721% 2/0) L0+ s LiTTx
E .U

F =T hR—=ADRI) =TT 7 4 v 7 BT IHE BFETHEY NT—7F
I F =T hR—=ZADKRY V—DREMNR LDy NT =T GHARY —I k- T
HEINA2XYy hU—IBIRXY =0Ty hTHLIN. ERITFNHIC—HTHNE
NHY FT, MOV TII. Ay NT—T RV =X DR DO AR~ A4 X
(20-3 X—=V) B LT,

AR Y >— (Policy)

FoHAKBAR Y NT—T BT A "D =4y bR A NHMEHAT S Windows F 72 1% Samba
DCE/RPC OFEIE b DR Y 2 —DFEMIZ O T ¥ —4 ~ FX— & DCE/RPC #—
AU —IZDNT(224 R=D) 2B LT Z I,

[SMB & v a O HEIREAR Y > — (Auto-Detect Policy on SMB Session)] 7 &2 —/3)b 47
TarEANTTSHE SMB S DCERPC T v AR— FDBHIT. ZDOF S a DR E
Aty vary ZEICHBMICA—NN—F 4 FTEXET . SMB Y v a v OHBEIRHAY
= (224 R=V) ML TIEEN,

SMB D#5h 234 (SMB Invalid Shares)

1 DL ED SMB #£:H U YV — A Z#BT 5 KT /N CF % KB L2037 7 % 2 b 3¢
FHTETARE LTI/ V=2~ NRITEND L. TV Ty B RNREDZ L 2K
HLET EBHOEFEZ D~ TRY-> THRETEET, MBS I 25 A% T
P Z &b TEXET, 2L UFIDOY 7 b =7 N—U 3 U CRINSATLEN BEERS
HATIEH Y FHA KICHZRLET,

"Cc$", D$, "admin", private

SMBAR—hK&SMB N7 7 4 v 7 Ol GFOBRHBEDNCRESNTWDELE. 7 ety
HFI1XSMB T 7 4 v 7 TEG AR L ET,
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W DCERPC F57 4 v 7 DEEL

1ZEAEDEA Windows ICE DV ARINEE SN RIA T2 tF L LTHRET DI
X ZDORITA T RAVRBEEZMMTAELENSD Z LICEELTLEENn 22X KT
A7 CIEC$ F/21E"Cs$" L LTHRELET,

TOF T ardDANRy NEART BT V—V 133:26 ZENMT L E T, M ONWT
I L= WRBE DR E (27-22 X—D) 2B L T &V,

SMB &Kk AndX F = — 2 (SMB Maximum AndX Chain)
HfE SN 72 SMB AndX =2~ > ROFKRE (0 725 255) T, 8% S OER AndX a2~
RIZEE R8EEZE L BAICE > TIERRITZ R L CW D AREERH Y £ 8o~
VREAHFALAWESIT L AEEL Et o~y FOKXOME 2 ES T 510030 2457E
L/\ijqo
T ey iR ICER v Rokes v b L EET S SMB 7Y Fatk v
N—=NAMEHTHY g~ FOENRBFEINTWABEEE LW EFRL EOEAIZIX
ARV NEAERTHZLICEREL T &N, ZD% AME HITSNET,

N
(E) SMB 7o haLiZELW—YETRNOF T a DT 74V REEEETD
Lol LTLEEN,

IOF T a D4Ry AR T BT L—IL 133:20 ZHENIC L ETEEMIC oW T
X L= VRBED R E (27-22 X—I) ZHER LTI E W,

RPC 7Fu ¥y +F 7 1 v 7 @& (RPC proxy traffic only)

[RPC over HTTP 7' 12 % ¥ /K— bk (RPC over HTTP Proxy Ports) | X% CTH D56 i S
5277472 MUlO RPCover HTTP N7 7 4 w77 axy NI 7 4 w7 DR THDHH,
FIIMD Web — N NT T 4 v 7 EELNTOWDAREENRSHDEZNE I AR LET, 2L
ZIXA—180IET XY N T T 47 EETDMD Web V—3 NT T 4w Ol )T E2fR%E
THAREMENH D T,

ZOFT v a U RERPI o TV DHERIT. T rXY b T T 4 v T EEDOMD Web H—
N7 4w Ol EREEINE T ZEXIEV—"DNEHT ey = RTHIGER
. 20T a vz LET AT HE .7V Tty I NT T 0 v 7 G0
TDCE/RPC ZiE L CWANEIDEHFBIL BELTWRWESIZZFO NI 7 4 v I %
MHLABEL TCWDIEAIRIREEGITLET, 2O4F T v a U EANCT 5 2 & THREN
BN LD DX [RPC over HTTP 7' 12 % 3 7" — b (RPC over HTTP Proxy Ports)] = » 7
Ry 7 ZABADNCENTHEIHEREITTHHZ LICER LT,

RPC over HTTP 7w % #"— b (RPC over HTTP Proxy Ports)
F 34 AH DCE/RPC 7 7 A 7 > ~ & Microsoft IIS RPC 1z 3> — OB SN T
WABAIC IBEDKR— FTRPCover HTTP I XL VW ho kU v 27 &% DCERPC 5
74w 7 OB EERENZLET,RPCover HTTP kT 2 AR — RMZHOWT(22-8 X—) %
HBLTLSEEW,

BT DH%5E . DCERPC N7 7 4 v 7 PRERSNDAR— N EBINTE 95, Web $—3
IZ—f%ICDCE/RPC bT7 7 4 w7 EXDMD ST 7 4 v 7 O FIZT 7 4V b R— b &1
HT 272D, ZOBENRVBEICRDZL3HFVHY FHAFEHTH 55 E . [RPC over
HTTP 7' & % > H#fk H7—  (RPC over HTTP Proxy Auto-Detect Ports) ] IZHAZNIC L EHA
N HEENDZ T4 T MU RPCover HTTP T 7 4 w7370 x%s 57 4 v 7D
HTHY . ZOMD Web —R NTF 7T 4 v 7 EBEALTHRWESIE[RPC VXY T

7 4 v 7 D& (RPC Proxy Traffic Only) ] ZH &z L £,
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RPC over HTTP #—/% i8— k (RPC over HTTP Server Ports)
Microsoft IIS RPC 7’ 11 % ¥ #—/X L DCE/RPC — "N EQRBEA M EICREINTEY,
TNAANZD 20DV —NEDONTF 74 v 7 H2F=H L TWVBEE BEDER— T
RPCover HTTP IZ LV Fo U 7 &% DCE/RPC T 7 4 v 7 DA AT L £,
RPC over HTTP k7 > AR — MOV T(22-8 X—I) 2B L TLE&E W,
R DO T a v EANITHEZIE Ry N =7 EOT B XY Web — TR
DR WEATEH 1025 ~ 65535 DR — hMiPH T [RPC over HTTP ¥-— /N H Bk AR — b
(RPC over HTTP Server Auto-Detect Ports) ] BN T HMERH Y £ 5512 L - T
RPC over HTTP — N R— hE2HHRETH I LBH Y ZOBRICITHERE L — R F—
NeZDA 7 arOFR—h VARNMIEBNTAILERSDZ LICEELTLIEIN,

TCP &— b (TCP Ports)
FEEDEKR— K TOTCP ® DCE/RPC T 7 4 v 7 O EZEC LT,
EY7DCERPC b T 7 4w bty A7 A MI.SEIFERKR—N2ERT 5 REMEN
HVFET AR—=F1024 LD KREVWEFEEDOR— "N KT BE.ZOF 7 a v E2HR
T BA13.1025 ~ 65535 O AR — P T [TCP B &k H 4~ — b (TCP Auto-Detect Ports) |
HHMITLHIVLERH Y 7,

UDP #— h
FBEDER—KTO UDP ® DCE/RPC N T 7 (v 7 OMHEEZA T LE T,
IEY722DCERPC b T 7 4 v 7 bt A7 aA M, SEIFERKR—FE2HEMRT L AREMN
HVFET A —1F1024 TV REVWBEOR— BN R TT @H. 0L 7T a vV 2H
2T B EA1E.1025 ~ 65535 DR — M T [UDP H & AR — k (UDP Auto-Detect Ports) |
LAEDNZTHVERD Y £,

SMB :R— k (SMB Ports)
FBEDKR— FTDHSMB ® DCE/RPC F T 7 v 7 O EEMTLET,

TNV NOBRER— b EEALZSMB N7 7 4 v I RRAETLZIENHY T D
AR—=RMIFELALEHY FHABHEILIT 74V MREZHFHL T EEN,

RPC over HTTP 7 % & H#)# HR— b (RPC over HTTP Proxy Auto-Detect Ports)

F 34 2N DCE/RPC 7 7 A 7 b & Microsoft IIS RPC 7' 11 & 3 H— S DEICHEE ST
WABEIZ FEEDR— F TRPCover HTTP IZ LY Fo % U v 27 &% DCE/RPC + 5
74 v OBERHEEAC L ET.RPC over HTTP k7 v AR — MZDWT(22-8 X—2)
EHRLTLIEEN,

BN THDHEAIL, —HR— MK Z IR —F 5720 — IR — MM & LT 1025 7
5 65535 ZHEE L E 7,

RPC over HTTP $— NH & H AR — + (RPC over HTTP Server Auto-Detect Ports)

Microsoft IIS RPC 7' 11 %3 $— B L' DCE/RPC — "R E L AZKR A M BIZEE SN T
BOTHRAANRZDO200%—REONT 7 4 v 7 2E=2 LTWLEA EBEDOHR— b
TRPCover HTTP (2L VW b % U 7 &N % DCE/RPC b7 7 4 v 7 @ HEWHZHIC
L F9,RPCover HTTP k7 2 AR — MIDOWNT(22-8 X—) ZHH L T2 &,

TCP HEMRH AR — bk (TCP Auto-Detect Ports)
fEEDAR— KN TTCP ® DCE/RPC N7 7 ¢ v 7 OHBMRHEZHACLET,

UDP A B AR — b (UDP Auto-Detect Ports)
BE D4R — K TUDP ® DCE/RPC +7 7 4 v 7 OHBMHEEANLET,
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DCE/RPC v 57 4 v 7 DEE(L

SMB H B iR — b (SMB Auto-Detect Ports)
SMB @ DCE/RPC ~7 7 ¢ v 7 OREHEZHEIZLET,

SMB 7 7 A}V A A% 33 > (SMB File Inspection)
T ANMEHEDTZDD SMB 8T 7 4 v 7 DA VAR Va rEAYICLE T, IROER L
N ET,
- T7ANA AR T a rEBEHCT HITIE A7 (Off) ] IR L £ 7,
- SMB C7 7 ANV T —XERETDHMN.DCERPC 77 4 v Z7IIBRELRWEEIX[ 7 7

ANDI(Only)] ZBIRLET, ZDOF T a &S HE, 771/ DCE/RPC k7
T4y OMBFERETAHELV O AT 4 —~< 2 ANAETAHEENRH D F7,

- SMB C77A4/L& DCERPC N7 7 4 v 7 OWiFEBRETAIC [zl—/(On)] IR L
FT,. 20T arEBRRTLE AN T p—v A ’E’éﬂ“éT EMENDH D £,

SMB FT7 7 4 v 7 TOWRD T 7 ANMIODONTDAL L ART g I R— &R TV E

B A,

— SMB2x BLUNSMB 3.x CTHEIXESNTZ 7 7 A /L

- ZOF T arEEDNILTCRY v—% AT DEINCHESL S 4172 TCP £ 721X SMB & v
Va TSN AL

— 1 OO TCP £7-1ZSMB v v a v CRIICEXISN-7 74V

- BHEDOTCP £/-1LSMB vy a3 ilbl-oTiEINT-7 714V

- AybB—VBLORIT T — MR L FEE ﬁ'«fm%“~5f PRERH L CEIEINZ7 7 AV

- [Fl—F7%y NIRRT —ZNGEENTEBY T =B A4 —1_"—F v 7 LT\ HEEE
77 AN

- VBRI TAT VMR T7AN T —NIRIFL.FDT T4 T N THREHIZE N
nic7ryrAIn

SMB 7 7 A )L A AR ¥ 3 > DR S (SMB File Inspection Depth)
[SMB 7 7 A Jb A > A~XJ =5 > (SMB File Inspection) ] 23 [ 7 7 A /LD (Only) | £ 7213 [4
YO ]IZERESNTWDHAICSMB 77 4 v 7 T 7 AP ENERICRE SN
HT —H DA f\iﬁ(“(fo/ﬁ(@b‘fﬂi))%?ﬁﬁibiﬁ‘o
— 15 2147483647 (F9 2GB) E TOHPHN OFEEKL
- 7 T ANBRERET D55
- 1T TFANA AR V3 EENCT D GA
DT 4=V RIZIF.T7EA 2y ba—L R —TEZINTWVAHEEE LV TR
KT PNEWEEZAN LET (T 7 ANEA T HREIT DRNIIRETT 534 N EHIFR
(Limit the number of bytes inspected when doing file type detection) ] TEFH I TWHIE LY
BREVMEZZ DA T v a VICRETHE T 78R avrba— L R U—OREN HH
RERAMEE L THEASRET GEHIIZ O VT 7 7 A VBIOY AT 2T OA VAN
ary NI U ABLPA R —VOFE(11-19 X—V) R LT EE,
[SMB 7 7 A )V A > A7 3/ 2 > (SMB File Inspection) ] 28 [4 7 (Off) | IZFXE STV 55
BIDT 4= RITENIT 2 £,
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DCE/RPC 7V Fut v % DHRE

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

5 A & X :Protection
DCE/RPC 7Y Fut v YD ra— )L 7L g 129U EOE—4y P _R—Z $— R
V—EBRETEET,
P Fx L —X ID(GID)133 D/ — LA HHI L TWARWEES . 7 Fat vdidala Xy h AR
LERHARFEDOKRHE AT Y a ANIBEEM T LN THNB L —LZHOWNTIE, 7 e— 3L
DCE/RPC 47> a v D#ER (22-3 2—3) DCE/RPC ¥ —4 v h_"—RZA KRY o —F T a0
B (22-9 RX—) B I UONL— /WIRBEEDFRE (27-22 XR—V) S L T 72 &0,

X512 0FE A EDDCERPC 7Y Fut v L—/LTlE.SMB., = %7 3 3 > DCE/RPC. ¥
7232 x 7 v a v VARIDCE/RPC @ hT 7 ¢ w7 CHRESCHRMEBIEHIERREIND & A X
VEWERENET, VT T 4 v A THNCENCTE BNV EROFRIRLET,

ZF# 22-1 rZZ 1 > 22 BT S DCEIRPC /L—/b

NFT 4w T 7Y 7utk ¥ L—jv GID:SID
SMB 133:2 ~ 133:26,133:48 ~ 133:57
o3 7 3 g % DCE/RPC 133:27 ~ 133:39
a3 2 g L A% DCE/RPC 133:40 ~ 133:43

DCE/RPC 7’V 7k v ¥ ZRET D I7ikE:

[F% 7€ (Configuration) ] > [ASA FirePOWER 7% & (ASA FirePOWER Configuration) ] > [7R U 3 —
(Policies) ] > [T 7 A 2> ha—/ L 7K U 32— (Access Control Policy) ] DNAIZIRIN L £ 7,

[77&®A = ha—/L KU 2 —(Access Control Policy) ] X— U NHERINET,
WMET LT 7R a b= R —DRICHLIMET A2 (o )27 ) v 7 LET,
TR arvbar— LR v— 2T 4 ERFRINET,

[FEAIER F (Advanced)] # 7 28R L £7°,

TR arybur— R —OFMEES—UNEREINET,

(R U —27 5581 12 AR Y 2 — (Network Analysis and Intrusion Policies) ] DR{IZ & B fEE T A
(g &E7 Yy LET,

[y T —27 5587 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7" o ¢
YRUBRRINET,

[Fry hU—27 5588 Y >— U & k (Network Analysis Policy List)] 227 U v 7 L$£79,

[%y RU—7 53R Y >»— U A b (Network Analysis Policy List) | A8 > 77 v 7 o7 ¢ Ry RE
RENET,

ETORY O —DRICHORET A 2 () E7 ) vy 7 LET,

BIORY = RREFEOEER D DG AICEE LWL BEEHITT DL 0K 227 U v 7
LETHORY 2 —TORRGEOEEDRG HIEZOWNTIE A OMR LR o —EH O
TE(18-16 X—) ZHRMML T Z 30,

[ U > —1## (Policy Information) ] _X— Y NERINF T,
EROFEF —2 g /NR LT [%E (Settings) ] 27V v 7 LET,
[F%E (Settings) ] X— TV VRRRINET,
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FES [7FVr—a @7V 7 at i (Application Layer Preprocessors)] @ @ [DCE/RPC & iE
(DCE/RPC Configuration)] Z& NI L TWE0E I NG L T2 DORIRENH Y £,

o WENANRGA . WMEEL)]Z7 Y v 7 LET,
o RENENTHHHE [F%)(Enabled) ] %27V v 7 L. [fWE(Edit)] 227V v LET,
[DCE/RPC # & (DCE/RPC Configuration) ] X— U NERENET, =V FHDO A v —VIC
B REEZELX Yy P75 ARY V=B RENE T 35OV T, *y bU— 27 54
AU —FHITBEART O—TOLA YO (19-1 X—P) B L TLIE &N,
FIE9 ' r— )LDCERPC A7 a v OEFEIR0Q22-3 =) TilllAT 247 v a v 28R TEET,
FIE 10 KD 2 ODXIENDH Y £3,

o HLWH—F o FR=ZADKRY v —ZBILET, 2=V DEMT [P — 3 (Servers) ] DR
WCHDBEMT A2 (@) &E7Y v 7 LET (X —7 v FOBEM(Add Target) | R > 77 v 7
T4V RURERRENET I DUEDIP T KL 2% [H—3 7 KL A (Server Address) |
T 4=V RIZEBEL.OK] 27V v 7 LET,

BH—OIPT7T RVAEZIEIT RLVA Tay s bW EInbondTnEzidmbsz b v
< CRY) o721 R MFIETE £9,ASA FirePOWER £ =2 — /L T? IPv4d B LN IPv6 7
RLx 7ayZOFERIZONTIZIP 7 RLAOHA(1-4 X—) BB LT E I,

FIFIVE R =GO KK25HORY) o —2RETEET,

H—2F ) hR—=ZADKRY) =TT 7 4 v I BT LIEABEETDI Ry NU—T 13, ¥ —
Ty hR=ZADRY V—DRERNRERD Ry NT—T R Y —lZ k> TUE IS
Iy NI B =DV T2y hTHLID . FERIEENLIC—EHTHILERHD 7,
FEHNCOWTIE R Y P =7 AR = L ARMLEELD D A X~ A R (20-3 X—) &
HRLTL7ZEN,

R=TOEMOY—N U X MIHLWEHEPE RSN ERENTWD I EERT DI
AR R S E T, [ E (Configuration) ] 7 v a U EH S BMLET w7 4 —LD
BATHREN KM I N ET,

o BEOH—Fy PR—ZADRY V—DOREEEE L ET, =T EMO [H—,3(Servers) |
DFTEMLIERY O—DOREFST RLAE IV v 7350 2L [T 74/ |k
(default) ] %227 V v 7 LEJ,

IR L7z b U 2SRFRHFE S S 40, [f% & (Configuration)] &7 v a N EH SU TR L
TR —DBIEDORENR TR INET BEFORY o —ZHIBRT HIIX HIBRT 2R Y
DRI HABIBRT A 2 (H) &2 27 ) v 7 LET,

FIE 11 AECTEBHF—F v bR—AFR)—FF v aIkoLBY TT,

e DCE/RPC DH —4 2 h_R—Z2 =N KU —%2@EHT 51 DL EOFRA NZHEETHIC
.y FU—2 (Networks) ] 7 4 —/V RIZ 1 DODIPT RLAEZIEIT RLAT7ay 7 &
AT OWT I ELIEImM G E S~ TR -7 U A NE AT LET,

TI7HNV N RV =GO G THRRK25 O 7 7 A VERETCEET. T 74/ b
AUV —TlE [y T —72 (Networks) | DR EEZ AL TX RN EICHER LTSN, T
AN R =X BORY —THRESINTWRNR Yy N =7 NOT X TOHF—N
I NET,

s Xy NIT—=2 7 AL MOIRERA MIEHTHRY) v —DF A FEHFRET DI AV
v —(Policy)] R vy 7 Z 72 UARNL WT IO Windows F 7213 Samba R Y o— ¥ A
TER@EIRL £ T,

[SMB & v a O HEIRE A Y > — (Auto-Detect Policy on SMB Session)] 7 &2 —/3)b 47
TarEANTTSHE SMB S DCERPC T v AR— KDBHIT. ZDOF S 9 DORIE
Aty a sy ZEICHBMICA—NN—F 4 FTEXET . SMB Yy v a v OHBEIRHAY
= (224 R=V)EEHLTITEEN,
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FBEDILA SMB V) Y —A~DERHNRITINTZHB/ICFOZ L 2RET ALY 7
Yo ERET DL [SMB D)7 4k ﬁ(SMB Invahd Shares)] 7 4 —/V Rz &LF Y v —
A% TR 1 oif:aif@%ﬁﬂ E L E T, TN O KRICF L/ SCFIE KB & T
DIXFINIH v~ TR > THRELET . A7 > a v T OXFHZBI G THTrZ &
L TEXFET, CNT UMDY 7 R 27 N—T 5 U TCIRNAT LR BEIINATIED
D EH A,

7o & 21X, C$. DS, admin, 5 L W private & WO ARTOIHAY V—2ZMmHT 51T, KD K
INZATTLET,

"Cs", D$, "admin", private

SMB O 2 70 364 2 e 4 2 121 [SMB 7R— bk (SMB Ports) | £ 721% [SMB H @i HiA— k
(SMB Auto-Detect Ports)] & HzhiC JISMB < 7 v 7 (SMB Traffics)] 7 & —/3)L %
T a v EANITHLERD Y i‘h

ZE A EDYE Windows IZ KD ARINEE SN T4 T Z2 ORI A L LTHRET ST
X ZDORITA T RAVREEZNMTILERS D Z EICHEEL T ZE N, e xE K
TAT CERETHITIH cs FlolT vesr EADLET,

SMB ® DCE/RPC 7 7 (v 7 TR ENTZ7 7 A V%A L . DCERPC N7 7 1 v 7 D
INTIE L2 WA X [SMB 7 7 A )L A > A~ 3 3 (SMB File Inspection)] K& v 7 & 7
Y AR [77ANDH(0Only)] #IR L ET,SMB ® DCE/RPC ~7 7 4 v 7 THiH
éz%f:774’/v<k DCE/RPC N7 7 4 v 7 ZRET HITIT[SMB 7 7 A )b A VAT ¥ g

> (SMB File Inspection)] RKu v X7 YR MWE [77 A /LDH(0n)] IR L ET,
[SMB 7 7 A )b A > AT 3 g O S (SMB File Inspection Depth)] 7 ¢ —/L FIZ MH &S
N7 7 ANVNORERNE AL N EADLET BRESNTZT7 7 A VEEKERET S
Foox AN LET,

LG S 4172 SMB AndX =1 v RO KFFA B Z 4R E T 21213 [SMB AndX D KF = —
(SMB Max1mum AndX Chains) ] D7 4 —/L RIZ0~255 # AT LFET #fESNza~v R
EHRALWSES T 1 2BELET, ZOBBEENZT 212,00 AT D0 EF700152
DATFvarwZZADEEICLET,

A

() SMB 71 k2 )LZ3E LI —H 71T 728 [SMB AndX D& KF = — > (SMB Maximum
AndX Chains) | 7> a v DF 7 4V FREZEETH L HIICLTLIEE N,

Windows /K J &— K Z o AR — k ® DCE/RPC %?74 v 7 BARET D I EAVHBA L TV
HAR—KT.DCERPC 77 4 v 7 BB CTE 5 X 92T 5L i b7 v AR— kDR
DF =l Ry AeA  Fl3A 7 LET . A7V a T ABEHOR— &8N
FFHIBRTEET,

Windows R U — HIZ, [RPC over HTTP 7’12 % 3 /K — | (RPC over HTTP Proxy Ports) ], [RPC
over HTTP ¥—/3 7R — bk (RPC over HTTP Server Ports) ].[TCP /x— k (TCP Ports) ]. B L
[UDP 7"— b (UDP Ports) ] DWW 0> 1 DFEZITEBEDOMAEHE &8I L £, [RPC over
HTTP 7 2 % 2 (RPC over HTTP proxy) | A2 TH Y S d 27 747 > Milod RPC
over HTTP 7 7 4w /37Xy N7 7 4 v 7 DHTHDLHGE(DFE D Mo Web —
N7 4 I MEENTWVWARWER)IZ[RPC 7 uXY T 7 4 v 7 D& (RPC Proxy
Traffic Only)] Z &R L E£7°,

Samba AR U T —HIZ [SMB " — k (SMB Ports) | Z %R L £,

FEAEDLEEITT 74V MREEMHEH L E 3, 552>V TIZ.DCE/RPC k7 > AR — b
[Z2WT(22-6 ~2—) .RPC over HTTP k7 > AR — MMZHOWT (22-8 X—) BI W
DCE/RPC # —/4 v hR_R—ZA RY o — F 72 3 VOBEIR(22-9 R—) BB L T &N,

1 ODOR=FEANT 200 % v a(-) TR - TR — FESH#PH, £7213AR— M L
Pzl o~TRY 72 A 2 AN TEET,
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BE THIS—varBFY Iuky oA |

DNS F—& F—ROIEERADTI 27 a4 FOHRH

FEIE 12

e WBMEENTA—FNBDCERPC T 7 4 v 7 BRIETENE I DERARCT EBETIHEI
&&iﬂé%ﬁﬁﬁ“é i HEIBHE F T v AR— OO TF =7 Ry 7 A A =134 7
CLET, EBIC MBS TCAREHOR— M2 BMEITEIBRL £,

Windows 7~V ‘/—ﬁﬁ Z.[RPC over HTTP #— N H & A — k (RPC over HTTP Server
Auto-Detect Ports) ].[TCP H & A~ — bk (TCP Auto-Detect Ports) . [UDP H @ik H A — b
(UDP Auto-Detect Ports)] DWW T I E 7 IXMEEDOMAGDOEEZ TR L E7,

7272 L.[RPC over HTTP 7' & &% > H #if2 i -8 — b (RPC over HTTP Proxy Auto-Detect Ports) ]
721X [SMB B @i 7" — b (SMB Auto-Detect Ports) | #38#IRT 5 Z LI1ZIFLAEH D FH A,
WE T 7 = ATV R— MESEKRE D N—TF 572D BT 2 BB HA— Moxk L
T 1025 ~ 65535 R — M ZIETE L £ 9, s/ DWW TIL.DCE/RPC k7 » AR — hZ
DT (22-6 ~4—3) . RPC over HTTP k7 > AR — IO T(22-8 X—) B LW
DCE/RPC #Z —/ > hR_R—ZA RY o — F 72 3 VOEIR (22-9 R—) BB L T &N,
AN DOWTIL.DCE/RPC Z—# » hR_XR—Z R v— 472 3 VORIR(22-9 X—) 25
LTL7E&EN,
RV =R GETHMELFITT D EEEMWET DL EARARY —DF 7 4V FEREICRET .
BREREVAT LA FY v a2l L TR TTH. 00T EITOVET M OWTIR BAD
R R L —EHOMEE (18-16 X— ) 2B L TL IF &V,

DNS X— & —RDIBENDO 7 XA 7aA{ Ok

7 A & X :Protection

DNS 7V 7 ut& v %L DNS F—L& T —RNEEERE L RIRTHEDOZZ 270 A N3 H
HNE I M EHERLET,

+ RData 7X A K 7 4 —/)L NIZKtT A —"—T7 1 —D31T
e HHWDNS U Y—RZ La—RK &A(4F
o ARBRMRDNS U Y—R La—R ZA7
FEAIZOWTIX KRDOFEHAZRL T Z3 W,
« DNS U7ty Hhnl Y—A La— ROBRBEIZONT(22-16 =2—3)
+ RData 77X A N 7 4 — /L RTCOA— =71 —DOFfTOMH (22-18 X—)
e« HWDNS U Y—R La—FK ¥A 7O (22-18 X—)
o FEBRERDNS UV —R La— R XA 7O/ (22-19 <—)
« DNS 7'V 7ty HhomiE(22-19 X—)

DNS U 7ut&vyH¥dDly V—R La— ROKBREIZOWT
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Z A & > A :Protection

b —f&A7R 2 A 7D DNS F—Ih P— NREIZIX RSB ERDTZ7 2V ND R A A 4185
TH1OUEDIPT RLADBRENTWET , EOMDZ A T DY — NIREIZIE T2 & 23X E
FA=I Ay E—=UD5ER LD Y OKREOY — BTG TE RV EREZEIETE
DA — LY — RONERENRTRENTNET,




| 28 77Vr—var@7Y FatyFoi

DNS X —A& F—ROEERDT 7 27uAf romkt B

DNS JE&IE A v —Y ~y F— 1 DU EOEREZET [ (Question)] &7 v 3 v BLW
[E M (Question)] 7 v a VOERIZHIET D 3 2Dt 7 vz v ([ (Answer) ], [HER
(Authority) ], 3 & O [BI1E ¥R (Additional Information)]) TR SN ET, 2 D3I 3D
JEENIE, R — b =R ERTWD VY —X L =z— FRR) DFERDB RSV E T, KD
KT.INHDO3HDOEZ v a Al o0 T LET,

222 DNS -F—.4 #— YRR /&&

w7 vav NE i

B J VIR T HEFEDORIEZEEZRMT | FAAL VAT HIPT R
A1 EDY Y —2 La— R [V
Fa )

FE R HE R — I P —_"Zf LT 1 DL INE O — L T — /D4R
oV y—xVva—-KFTay)

Z DAt 1 52 (Answer) ] B2 ¥ 3 VICEET |7 = U R OBIOH— 30 1P
HEIE SR AT S 1 DU EDY T RLA
V—A La— R (& T a )

SESERIATOY Y —=ZA La—RFRbY ETR, INHIEFETAT—EB L TROMEEZ R

TWET,
Mame
Type | Class
TTL
RData Length | p
RData z
[}

B BT RTOIATDY YR La— Kk, R b e SIEE A = U0 [
(Answer) ], [#£& (Authority) ], F 72 1% [EN0I1E # (Additional Information)] &7 > 2 > CHEMH T
XF9,DNS VU Fuky i RHEEINT-=7 A7 0, MZOWT 3 20KIEER T v a v
DOFT_RCHOY VY —2 La— RepELET,

[# A4 7 (Type)] BL U [RData] Y VY —A L aa— K 7 ¢ —/L F{Z.DNS 7' U 7 vt v TIIFFic
EETT[ZA 7 (Type)] 74—/ RiZ. VY —R La— DX A F%&x L %7, [RData] (U
VAT =) T 4= RITISEDONEZ R LET[RData] 7 4 —/L ROV A XERNEIX, Y
V=R La—RKDXATITL->THERY 5,

DNS * v & —3ilE UDP b7V AKR— bk v ha vzl L ET28 EEE0H HEME %
MELTHERA =T XA T THHHEERL A v E— %A X3 UDP CHEA[RE/R YA X &
ZTCWAHEAIT.TCP #H LE4.DNS 7V FYut v HiL UDP B LN TCP Dili 5D k5
747 CDNS H—RNREEHmELET,

DNS U ety HiZ,. Iy RAMNI =L THHINZTCP Yy varamEdd, Fey
EN=ATy PBRFERTE Yy a v ORERKDND LA VAT v a BT LET,

DNS 7 U Zut v HICRET 5 kiR —MI. V=V /) 7 AR"— k53 T4, ZiL.DNS
F—2h =N UDP BLUTCP Oii 5 TDNS X v —JIfEHT 28R — FTH,
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BE THIS—varBFY Iuky oA |

W DNS X—& F—ROBERNDTI 27 A OB

RData 7% A b 74—V RTCTOF—"—T7 2 —DRITORH

5 A &> X :Protection

VY —Z2 La— R ¥ TN TXT(TFA RN DA RData 7 4 — /L RIZAIZEE O ASCIL 7 F A
M7 4= Rz E5,

DNS 7V Zra¥v¥#d [RData 7F A~ 7 4 — /L NIZRTEHA— =70 —DORITOKH
(Detect Overflow attempts on RData Text fields)] 47" a > &38R L 72854 13X . MITRE @ Current
Vulnerabilities and Exposures 7 — % ~— A ® CVE-2006-3441 => b J THREIN TV HRFED
MeggtE o3 v E 9, Z #LiE. Microsoft Windows 2000 Service Pack 4. Windows XP Service Pack
1 £ L U Service Pack 2. Windows Server 2003 Service Pack 1 DEEEI D Magy i T4, WEBEEH 1L Z O
FMEA B LU C [RData] THF AN 74—V ROESOBEELZFERHIL FERELTAAY T 7
F—NR—=Ta—%RKAEIELLIEELZ L TELONTEX—L = NIEEE R A MIEET S
NZEESEHZ LT ARANEEAICHFTX 4,

Ty T T —RIZE > TZOMFHEDEES N TWRNARNL—T 4 7 VAT ARBEEH LT
WARA IR Ry NT—ZRNIZEENTWAAREMERH 25513, Z O AT 548
NHY EF,

ZOF T arDA Ry MEAERTDITIE AL 1313 ZEC L ET IOV T L —
JWIRBEDRRE (27-22 X—V) SR L T E &0,

HWDNS U Y—R La— K %A 7FOBRH

7 A & X :Protection

RFC 1035 TIE&FXF RV VY —R La— R XA TR ENWZA L LTHRESRTWET . ZH
SITE WL a— R AT THHIED , OV AT IO L a— K Z A4 I LTE
LT AT A NOMBLERAZLEBRHVET , ZDOLI R La— R XA TE2EDDHLHIC
Fy N =7 2BRMICEEL TCWAIHRAZRE BEODNS IBETIDL YL a— K ¥4
TIRBHEINAZ EIIREINEE A,

BEROENY V=R La— RN A TefHTLLIICV AT LAERETETETIROKIT, Z
ool a—RK A7 ZOHMERLET,

ZF 22-3 ZVDNS VY —X La— P &L

RR#%A |a—F

7 (Code) |FiBH

3 MD A — L DR

4 MF A—LDT +
T —X

TOF T a DAY MEARTHICIE V=V 1311 AN LU E T, EEMIC OV T,
L= VIRBE DR IE (27-22 X—) BHZR L T &,
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| B2 F7Vr—va @7 7oty Fom

DNS X —A& F—ROEERDT 7 27uAf romkt B

EERRI/2DNS Y V—X La— K ¥ A4 F7OBH

5 A &> X :Protection

RFC 1035 TIE 3 FIFRV VY —R La— R XA TRRBMRE A 7L L THRESNTHVET,
INBIEFRBR 2L a— RN 24 THDIOH, OV ATAIINGD L a— R XA 7 Txf
L TELT 27270, hOMRLERDZERHVET , ZOLI> R L a— R XA TE2ED
HE90CFy T —I ZENKICHEEL TV AGAERE EHODNS IGETIDLH L
a— R XA PBEINAZ EIBESNEYA,

BEMORBRY /2L a— K ¥4 7E2RETHLIICV AT AEZRECEET ROEIZ.ZNHD
La— R A7 ELZ08AEZRLET,

& 22-4 BRI DNS VY — X La— N &1

RR%A |=—FK
7 (Code) |#%B9
7 MB A—IVKRYy T ADRKAAL
N2
MG A—)L T)—TF XX —
9 MR A= JR—A RAL L4
10 NUL ZZEDY V—RX La— R

IOFT v a DA N N EERT BITE L 1312 2 LETL RIS OV TR L —
JVIRREDFRE (27-22 X—I) 2R L T E X0,

DNS 7U 7t v DOHRE

FIE 1

FIE 2

FIE 3

FIIE 4

7 A & X :Protection

DNS 7V 7 ut v B aHET DX ROTFIACHNET, 20—V DA T v 9 U OREDFE
FMZHOWTIE RData 7% A b 7 4 — /L KTOA— =7 0 —DRITORKH (22-18 ~—) i

WDNS U Y —R La—F ZA 7O 022-18 =) BLOFERKZDNS J V—RX L a—
K 24 7Ok (22-19 X—=) 2B L T &N,

DNS 7V ZFu¥ v YR ET AT . ROFIEEZEITLET,

[7% i€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration)] > [ VU */—
(Policies) ] > [T 7 A 2> ha—/ L 7K U — (Access Control Policy) ] DJIEIZIRIN L 7,

[77&®AX 2 ha—/L KR Y 2 —(Access Control Policy) | ~— Y NERRINET,

WEST 27782 arybu—n R V—ORICHLWET A2 (o) &2 v 7 LET,
TIERaryia—)L R — T 4 XRFREINET,

[FEHIER T (Advanced)] % 7 &38R L £ 77,

TR aryhr—)L R —OFFMEESN—UNRRINET,

Ry U —27 5581 E12 AR Y 2 — (Network Analysis and Intrusion Policies) ] DREIZ & B fREE T A
ay(g &7V vy 7 LET,

[*> U —27 558 2 AR Y 2 — (Network Analysis and Intrusion Policies)] A8 v 77 v 7 o7 ¢
Y RUNRFERENET,
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BE THIS—varBFY Iuky oA |

W FPBLIUTelnet 574 v 7 DEEAL

FIE 5

FIE 6

FIE 7

FIIE 8

FIE 9

[y hU—27 038R Y — U A | (Network Analysis Policy List)] 227 U v 7 LE7,

[% Y FT—27 38R Y >— U A b (Network Analysis Policy List) | /R v 77 v 7 7 ¢ » R 3#E
IRESNET,

WETDRY O —DORICHLMET A2 (o V&7 ) v 7 LET,

BIORY O —ICRBETFOEEND DGAICER L B E2BITTAI2IL. 0Kl 227 V) v 7
LETHORY ¥ —TORERFEDEEDRF TFIEZOW T A O LR o —EHOM
T(18-16 XR—) BB L T 7ZE W,

[ U > —1## (Policy Information) ] _X— Y RNERINFE T,
EROFEr— g R T [%E (Settings) | 7 U v 7 LET,
[F% € (Settings) ] X— VU NHRRINET,

[7 7V —a g7 ) 7 et v ¥ (Application Layer Preprocessors)] @ T @ [DNS 7% & (DNS
Configuration) ] ZHHZ L TWENE I DT L T2 DOBRERH D £7,

s WEVNFD YA WE(EdD] 227 Y v 7 LET,
o BENENTHDHLEA AR (Enabled)] 227 U v 7 L [k (Bdi] 227V v 7 LET,
[DNS #% & (DNS Configuration)] X— Y NEREINE T R—V FEHDO A v — VI BREEH
Xy T =7 0HARY) U= @R RENETFHMIONTIE. *y NV = HHrAR ) v —F T
IFRARY —TO LA TOMEM(19-1 =) R LTI E XN,
(fEE) [BXE (Settings) | FILDIR DI E 2 AH TE £ 7,
o [A—F (Ports)] 7 4 —/L FIZ.DNS 7' U 7t v+ R DNS h—NEEE2E=4F5 1 DL
FORETR— N EBELET BHOR— N EHBETLIHRAIT. A~ TREY £3,

« RData7FA K 74— /L RTONRy 77 F—_"—T7n—R{TOMHZAHITT DI,
[RData 7% A b 7 4 — /L R TOA—"—7 1 —ifT O H (Detect Overflow Attempts on
RData Text fields) ] = v 7 Ry 7 A& A4 A2 LET,

s WU Y—R La—R AT ERHTED L IITTDHITIE[HVDNSRR # 1 7O
(Detect Obsolete DNS RR Types)] = v 7 Ry 7 A4 LET,

« BRI Y Y =R La— N AT EZBRIHTE L XTI BRI RR Z A 7O
t (Detect Experimental DNS RR Types) ] = v 7 Ry 7 A& AN LET,

FIE 10 RNV =2 RFT D MELCHTT D ELLWET 2 EARY O —DFT 7 40 PREICKET

BHEEVAT A XYy allE L TR TT2. 00T EITVET GBI O W T BEAED
R R —EHOMEE (18-16 R— ) 2B L TL P&V,

FTPE X W Telnet 85 7 4 v 7 DEEAL

7 A & X :Protection

FTP/Telnet 7 2 — XX FTP B L U Telnet 7— % A F Y —LZ S5 LT A—L 2P0tk b
WL ORTIZ FTP B8 L O Telnet =2~ > K& EHF{L L £,

U= % L—4 ID(GID) 125 3 L 18 126 0 FTP 35 X U8 Telnet 7 U 7 1 w4 L— L % fii ] LT A
NU PR WA SO — L E AT BUERD ) T BIC OV T L —
JVRRED R E (27-22 X—I) 2R L T E X0,
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| B2 F7Vr—va @7 7oty Fom

FIPBX U Telnet F5 7 4 v 7 e M

FEMIX RO Ry 7 2SR L T IEE 0,

o 1 — 3L FTP BIL W Telnet 772 3 2OV T (22-21 X—7)
o 7 —/ )L FTP/Telnet 77" a » DR E (22-22 X—7)

o Telnet 7 g 2DV T(22-23 X—7)

o Telnet &7 g » DORE (22-24 ~—)

o Y= RNL YLD FTP A7 3 3 2D T(22-25 X—)

o Y=L YLD FTP 47 Y 3 OF%E (22-29 X—7)

o JTAT Y RLYULD FTP A7 Y 3 2D T (22-32 X—)
o UTAT L MLULD FTP A7 a » Of%E (22-33 <—)

Ja— N )LFTP BN Telnet 7> a3 22\ T

5 A & > A :Protection
FTP/Telnet 7 2 — X N7y "DAT— "IV L VAR g VEFRIFAT— LA A AR
JvarvEFEITTENE N T a—F RS L FTP £7/20t Telnet Ty v a 2B+ 50
IMBILRT a—FREESLT — X ORHKBRICT —% AN —2OREEZFITTH0E > M»
EWRETAHIa— L AT g o ERETEET,
PIFo@BATCT ) 7oty —ANSEINTWARWGEA AT va idd” ) ak v
=V RNBREMF T STV ERA,

RAF—NT N A AR 37 v (Stateful Inspection)

BRI N TWBYA FTP/Telnet 7 2 — X DIREEZRF L &y Mok yvary arys
R NEREL RISty g T ERE LETOEBIREN TR WES By
vary aryrxXANRLTHEAONN Yy NESHTLET,

FTP F— Z ik A AT AICIT. 207 a VABIRTALERH Y £4,

5t b T 7 1 v 7 DR (Detect Encrypted Traffic)
B L Tenet BEXOFTP By v a U EMmELET,

TDOF T ardDANRy NEART HITIZ V—L 1257 BLON126:2 ZENI L ET, 3554
WIZOWTIZ I —VREEORE (2722 =) 2 BB LT F &0,

R BT — & DRRZE % #:1T (Continue to Inspect Encrypted Data)

7)7mﬁ/ﬁ’ﬂkm? H AR —LDORELBELT —% A b —ADOBRE AT
BT a— RN — 2 2MBRTH5 L0 RLET,
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W FPBLIUTelnet 574 v 7 DEEAL

Ja— )L FTP/Telnet 7> a3 V DRTE

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIE 8

5 A &> X :Protection

AT —hVARAEFRIFIAT— "INV AV ARI L g v EBEITTEINE I BEIL N T 7 4 v )
ERETONE I D BLOK S LENTWD EHESNTZT —H AN — LD FbT —%
DREZT 23— BATT D0 E 9 D EHET 572 DI FTP/Telnet 7 23— X O 7 v —/3)L F
T arvERETALENDY T, Va0 — LB EDOEMIIONTIE. Z 2 — UL FTP B L O
Telnet 47" 3 N2 DWW T (2221 R—=V) 2L T E I,

Ta—r\)V AT g ERETBHIIROFIEEZETLET,

[§% 7€ (Configuration) ] > [ASA FirePOWER 3% i€ (ASA FirePOWER Configuration) ] > [R U o —
(Policies) ] > [7 7 A @2 b —/ L 7K Y 2 — (Access Control Policy)] DJIEIZEIR L £ 7,

[7 27 A 2> ba—/ R Y —(Access Control Policy) ] X— Y NERENET,
WETHT 7R arba— LRI v—DORICHHMET A2 (@) &7V v 7 LET,
T/EA I R— L R V= 2T IRERENET,

[FEMIER E (Advanced)] % 7 &38R L £ 97,

Tr7EA arbr—L R = OFMREN— YRR RINET,

Ry bU—27 558 12 AR Y 2 — (Network Analysis and Intrusion Policies) ] DREIZ & D iRET A
a (g )7y 7 LET,

(R U —27 058 12 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7 o ¢
Y RUBERRINET,
[y hU—27 038R Y — U & I (Network Analysis Policy List)] 227 U v 7 LE7,

[*y RU—Z7 53R Y >— U A K (Network Analysis Policy List) | N> 77 v 7 0 ¢ Ry BNE
IRESNET,

WET DRY U —DMICHLRMET A2 (&7 ) v LET,

MORY L —IZRRAGFOEL DR & DA ([ CEE ML BEZHIT T 22T (0K 227 Y v
LEJHDORY 2 —TORKRGFEDEE DLRAFTIEZOWTIBE ORI LR Y o —EH O
i (18-16 XN—V) ZZML T ZS W,

[ U > —1&% (Policy Information) | X— Y NERINE T,
EOFEr—a v /SR T [EE (Settings) ] 27 U v 7 LET,
[FX7E (Settings) ] X— VU MMEF/RINET,

[FEMIEX E (Advanced Settings) ] X— Y NERINET,

(7 7V r—a @7 r7atk v (Application Layer Preprocessors) ] @ T @ [FTP & Telnet ™
# 5% (FTP and Telnet Configuration) ] Z G NI L TWA N E I L U T2 DOBNENH 1
£7,

o REDANRGE (FEEHdD]IZ7 Y v 7 LET,
o RENENTH L8556 A% (Enabled)] %7 U v 7 L [#WE (BdiD] %27V v 7 LET,
[FTP & Telnet ®#EY (FTP and Telnet Configuration) ] X — VN R R I NE T,

NR=U TFTEHDOA v —VII BRTEEGL Ry NI =T 5K ) U —BRRINE T, Mo
WTIE Ry NT—27 %) WTJ/—iti&ATJ/—f@v4%®ﬁmU9wvaA%%%
LTL &N,

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F



| B2 F7Vr—va @7 7oty Fom

FIPBX U Telnet F5 7 4 v 7 e M

ek ZOXR=VDEDOMAT T a OFRTEDFEMII OV TIL, Telnet 472 3 » OFRITE (22-24 X —
) V=RV ~ULD FTP A7 3 Y ORIE (22-29 X—D) BLI Y A4 7 > b L~LD FTP
F T a VORE(22-33 =)L TLEEN,

FIE 9  (EE)[F v — L% E (Global Settings)] ~X— VHEIKO K DIEHE 2 AT TX 7,

« FTP "7 v NEBLEMEMRINIZ TCP A M —AZRETHITIE[AT— 7L A AR
2 = (Stateful Inspection) | Z IR L £, LI LT RW ATy FETZBRET S
WX [AT— h 7V A 2 AT 3 9 o (Stateful Inspection)] #727 U7 LE7,

s WL NI T 4y 7 BT DI Sk N7 7 v 7 OFi (Detect Encrypted Traffic) |
ZIBRLET SN T 7 0 v 7 ZBET LI ST 7 1 v 7 OFiH (Detect
Encrypted Traffic)] #7 U7 L %7,

e MEISUT AN —ANHEESSHAEAREICARDIEAIUEZ T %D 2
V— AOMREZHAITT D56 1%, [H1T (Continue) ] Z IR L 7,

FIE 10 KNV —%2RGET L MELFEITT L ERELWIET L HEARARY —DF 7 4/ bR EICET,
BHEEVATA XY v allEBEL TR TTS. 0OV TNNEITOET MOV BAED
iR L R L —EHOMEE (18-16 X—) BB L TL P&V,

Telnet 7> 3 122V

S A & & :Protection
FTP/Telnet & 2 —Z 2 K 5 Telnet 2~ ROEFULEZBADE/ITEDC L BFEORE r— A %
BHNE T ITENC L IFATHEZ Are You There (AYT) I D L ZVWMEAHRETE £,
DUTOMBETTY Z7at vy L—LRERINTWRWEE A7 a i 7 ) Fak vyt
JL— L NEEATT BTV ER A,

A~— b (Ports)

Telnet 87 7 4 v 7 % EHALT AR = 2R LET A X —T =2 AT HEOFR— %
v TR > THELET,

E#HAE (Normalize)
FHEDKR—F~D Telnet N7 7 4 v 27 ZIEHLLET,
FLE K0 (Detect Anomalies)

$ET D SE(H 7RI m— g U T) 082 Telnet SB (V7' r T m—3 g U BHLE) DR
HEHHLET,

Telnet YR — b 2597 2T —2 3 F SB(H T RITv— 3 VBAR) TR L,
SE(3 7RIy —2 a3 U T)THRTLTWARITIZRY 8 A, LU, O Telnet

P RFEECIL ST D SE D72 SB NI X E 3, UL, [EREEEHIIC SN D B E
NOHLEEZREETT,FTP I b e — /LT Telnet 7' 12 h 2L 2T 5720,
FTP & Z OEIED B AL Z 1T £,

ZOEEN Telnet b7 7 4 v 7 THRHEINDGEAITA X M E2AERT DHITIEL—0 1263
EHIZLUFTP a~< > K F¥y 2L TRE SN GAEIZA X2 VEERT DI —
125:9 Z AN TE 4, EEMZ OV TIX LV — LRBEBOFRE (2722 X—) #5B L TL
v,
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Are You There & ™ L % VMl (Are You There Attack Threshold Number)

BT 5 AYT 2~ ROBBIREDO LEWVMEZBZZGAICETOZ 2R LET, VA
I AYT LEVMHEIZ20 L FOMEEZRET DI LA HERL 9,

ZOF T g DA Ry NEAEKTDHICIE L=V 126:1 AL ET, EMICOWTIL,
JL— VIRBEDFRE (27-22 X—) 2B L TL7Z &y,

Telnet 7> a3 VORTE
Z A 2> A :Protection

EHALEBDE T EN L FFEDORE r — A 2B FE XN L R HEZ: Are You
There (AYT) 23D L 2 VMEZFIE T2 Z & N TE £9, Telnet =73 3 » OFEMITDOWNTIL.
Telnet 47> 3 IZ2DWNWT(22-23 X—) AL TL &V,

Telnet 7Y a VERETHICIX ROFIEZETLET,

FIE 1 [ E (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [ U ' —
(Policies) ] > [7 7 A =2 b —/ L 7K Y 2 — (Access Control Policy)] DJIEIZEIR L £ 7,

[77&®A 2 ha—/L KR Y 2 —(Access Control Policy) ] ~— Y NERRINET,

FiE 2 WETHIT7 78R ar o= RIS —DRICHIMET A2 (V&7 ) w7 LET,
TR aryirag—)L R — 2 F g ANERINET,

FIE 3 [FEAMFRE (Advanced)] ¥ 7 &I L £9°,
TR ary k=)L R - OFEMEESN—UNRRINET,

FIE 4 [Fv NT—708 LR AR Y 2 — (Network Analysis and Intrusion Policies) ] D2 & D RET A
a (g )7y LET,

[*r> U —27 558 2 AR Y 2 — (Network Analysis and Intrusion Policies)] A8 v 77 v 7 o7 ¢
Y RUNRFRENET,

FES5 [y hU—2745HARY — U A K (Network Analysis Policy List) ] #2 U v 7 L7,

[% Y FT—27 38R Y >— U A b (Network Analysis Policy List) | /R >~ 77 v 7 7 ¢ » R
IRESNET,

FIE6 WETLIR) L —DRICHIRET A2 (o) &7V v r LET,

BIORY) O —ICRIRGTFOEFENS DA E R 2 MEE L BIEEZHITT 2L [0K 227 U v 7
LETDORY & —TORBIFEDOEEDRLFITETOWD TR S DR L R Y & — KO
E(18-16 =) B LT X0,

[ U > —1F# (Policy Information) ] _X— Y NERI N F T,
FIE 7 EROFET— a3 SRV T [EIE (Settings) | 227V v 7 LET,
[F% € (Settings) ] X— VU NRRINET,

FEs [TV —TarEar rk Y (Application Layer Preprocessors)] @ K@ [FTP & Telnet @
# 5% (FTP and Telnet Configuration) ] Z G NI LTV E I L U T2 DOBRNENH 0
£7,

o REDEDRGE WEEdY] 227 Y v 7 LET,
s WENENTH D5 A% (Enabled)] 22 U » 7 L [#WEEdD] 227 Vv 7 LET,
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[FTP & Telnet ®#§EY (FTP and Telnet Configuration) ] X — VN R R I N E T,

R=UTFTEHDOA v =T BETEEGL Ry NI =I5 R ) U —BRRINE T, Mo
WTIE Ry NT—72 %) WTJ/—i%i&ATJ/—f@v4%®ﬁmU9wvad%%%
LTL &N,

|V

FIE 9

>

*@m%y®%®m¢7/a/® REDTEMIZHOWTIZ, 7 12— 3L FTP/Telnet 73 3 > @
REQ2-22 =) B —NRNL~YULDFTP A S a v Di%E (2229 2—2) BIRZ FA4 7k
v&me?ﬁ7/a/@§Eezwﬁw~)%%%L1<kéwo

({1 [Telnet 3% & (Telnet Settings) ] ~<X— VHEIK DR DIAH # A H TX F7,

o [AR— bk (Ports)] 7 4 —/L RiZ . Telnet N7 7 4 v 7 %7 a— 451D EOR—NEHE
L EJ, % Telnet | TCP A" — b 23 (IZ#ht LE T EHEOFR— FEEETH2HE8 . o~
TREIY £,

L

BEL N T 7 4 v 27 (SSL)IZTF a— RTEX RO T, ARA— | 22(SSH) 38T % & T DO
BREUBAREERH Y 77,

o Telnet EFALEZ BRI E 213N T 2121 Telnet 7' 12 k=)L A7 3 »® [IEHAK
(Normalize) | F=v 7 Ry 7 A&t £-134A 712 LE T,

o WERRHAEZANELITENCT HICE . Telnet 7’12 /b 723 @ [ B HE (Detect
Anomalies) | F=v 7 Ry J A4 3471 LET,

o TFAT DR AYT =~ RD# % [Are You There ZE ™ L X \ Vil (Are You There Attack
Threshold Number) ] IZ$87E L £ 77,

=

VAL AYT LEVEL LTT 74V MEUL FOMEERET DI L 2 HEE L £,

FIE 10 KV —2RET D WECHITT D ELLWEST D EARY > —DF 7 40 FRE E“@‘

EREEVAT A XYy Va2llE L TR T T2, 00T EITWOET IOV T BED
R L RY L —EHORMET (18-16 X—) 2B L T FEW,

P — XL YLD FTP F 7 g 2D T

5 A &> X :Protection

HEDOFIP Yy —N"TTa— RN+ 7T a2l ECEET AERTIE—NT 77 A 1Z
I b T 74w I =T — RO —RIPT RLALR— bR EENE T, BRIET D FTP
av L RE BEO—ANTERTAHFIP a2~y REHEEL. 2~y ROEKRNFA—XE4#H
ECEXET  EL.Ta—FBR/HEO I~ RTHRIET DRFED A~ REEHRE L UK
Kawry R RIA—FREERETHILELTEET,

DUToO#HHATTY) Z7at P L—LRNEEINTWRWESE AT a i r ) Fak vyt
= IV ISEA AT STV ER A,
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Fy hU—2
FTP — "D 1 DL EDIP T RVAEZEBET AL 2047 a v 2R LET,

1 2ODIPT7T RLAERIET FLA Tay 7 #BET 50, COWTINETZIEEFH B KR
HH TR STV A NERECTEET HETE HRERCTFHIL 1024 XFTT .7
THN N TR Ty AN EFORK2S5 WO T 0T 7 AV EERETE T, ASA FirePOWER
EFV2a— L TOIPVEBEIRIPV6 7 FL A 7oy 7 OEFIZOWNWTILIP 7 R L Z0OHIH]
(1-4 X=U) 2SR LT3N,

T 73 RY =D default RE TILBIDOX —4 > hR_R—RZA KR o —ThH X=X T
WRWE=ZXMNGRGR Yy NT—7 BT A FOTRTOIPT RUARREIND Z LICHEE
LT EEW, LTERST T 7A4NL N RV —DIPT RLAEZITIT RLA 7o v 7 X
BECET FLEETHILELLY EFHA FLBORY O —CZOREELZEHIZ L
V.any R T 7 FL AEF(0.0.0.0/0 £/ 20 2EHA L0+ 52 LT £ A,
FL =T NR—ADKRI) =TT 74 v 7 20T A RETHEXY NT—7F
A=y FR=ZADFRY —DOREMNRERDF Y NT =T AR —IiZ k> Tl
HINL53Xy b= BIOY =00V 78y hTHLIN. FRIEENHIC—FTH0E
DHYETGEMIZONTIE Ry NT—7 AR O — I L DRTLED I A X~ A X
(20-3 X—=V) BB L T EEWN,

A— b
FRAZAN T T 4 v I HF=ZT5HFTP V—_"DOR— F2HEET LTI, 04TV
VEEHLET AT oA AT HEOFR— e~ TR > THRELET,

File Get == > K (File Get Commands)
Y—NN T TAT L M T 7 ANERRET HOIFEHT L FTP 2~ FEEETDHIC
. Z0F T a v BERLET. R— FDDDOERBRWVEY 2D DEAZZEE L
TLIZEWY,

File Put =< > K (File Put Commands)
TITAT VML= N7 7 A NVEHRET HDIMEHT S FTP 2~ REERT HI
. Z0F 7T a v EERLET, VAR —F2DOETRAZRWRY b DfEEZET L
TLTEEW,

BN FTP === K (Additional FTP Commands)

Ta—ZRRET5a<vr REBMTHEET I, Z0fT72ALEd EHoa~
ZIBMTAEEIT. o~ REANX—XA TR - T &V,

T 7 &)V MR KRR T A — & F (Default Max Parameter Length)
RIBIE ARG A—FENRBEIN TN Y ROERKNAT A—XES KRBT 5HI21T. 2
DA aryEERLET,
DX T arDANRY FEART DI V=V 1253 A LT EEAIC oW T,
L= RIEDFRIE (27-22 XR—) #HR L TLE &0,

REEFER KT A — % £ (Alternate Max Parameter Length)
BIRDANT A= REBET2a~v 2 FEEEL. ENLD A~y RORKRNT A—4
RBERETHICF. oA Ty a v A LET EMAAD ] 227 Y v 7 LTITEBIL,
FEDa~y FTHRIMT2ERRDIERNTA—FREZR/ELET,
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T F—~< v P XEFIHREDOKE 2~ > K (Check Commands for String Format Attacks)

BEINT-a~<vy RT74—~y NUFHHBEEBRET AT 204X T a 2L
F9,

DT T a DA Ry NEART HITIZ V—L 1255 AN UE T EEMIC oW T,
JL—IVIRBED R E (27-22 XR—) BB L TL7E X0,

oy ROZYM (Command Validity)
BEDa<wy ROENREREANTAICIX. 20X 7 g &2 A LET.FTP @{ED—
HELTZIELERTA—ZOELERAET D FTP 2~ K XT A —HRIEARAT— h AV
rDVERIZ DWW TIX FTP 2~ K NT A —ZRRIEAT — b A > FDER (22-28 X—) &
SZLTLESWEBMAAD 227V v 7 LT . a~vy FRIETZ2BML£7,

ZOF T arDARy AR T AT =L 1252 B L1254 AT UET M
ICOWTIL = WREEDFH T (27-22 X—) 2L TL &0,

FTP ik % Z&4 (Ignore FTP Transfers)

F—BERET ¥ RV TIRIEA AR g VP DT R TDOA AT g v Z I
TFTP 7T —HHREDNRT =<V AEWET DX O T v a v EEHLET,

FTP 2= RT® Telnet = A —7 22— FO#H (Detect Telnet Escape Codes within FTP Commands)

FTP i~ > K F ¥ /LT Telnet 2~ > RBMFEH ENT-HAICEFDOZ L 2T 51C
DATvarEFEHALET,

TDF T ardDA Ry NEART HITIZ V—L 125:1 AN UE T EEMIC oW T,
L= VIRBEDFR T (27-22 X—) SR L TL IE &V,

EFbRRIZEE <> R & 848 (Ignore Erase Commands during Normalization)

[FTP =1~ > K C®D Telnet = A 7 — 7 22— RO (Detect Telnet Escape Codes within FTP
Commands) | 73§E§Tﬂéhfb\éia/\& FTP t 7 7 ¢ v 7 ®IEHALIFIZ Telnet O LT LY
TOWEa~y FEEETAIIE. 20Ty a 2R LET, Z0OFREIL.FTP —C
ié%mmﬁ%:vyF@ﬂﬂﬁ%&*ﬁ?é%%ﬁ%@i? — %2 B LW FTP $— 3
X Telnet HEa~ > FEERLET N AT E A EOHE WY — 3T Telnet HE a2~ N2 AL
THRICER LT EE,

NFZTNY a—T 4 VI FTP a~ v ROKREERE D v 7 % ok (Troubleshooting Options: Log FTP
Command Validation Configuration)
NTZ TN a—T 4 TIZHONTHR— F'EJD\/\Ebﬁf_V‘ =AY A R En T
HFTP a~w RZE Jﬁﬁfﬁﬁ%tﬁﬁﬁ‘é N /XTA%EQE?"@ e =R W)
Banbn £,

>

DRI TN a—T 4T 21‘7/5/0) RTEEEERTHENRT F—~ AT B L EZ DD
T HR—=FIDO A F L RAEZ T EERICOAER LT TEEN,
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FTP 2= R RT A —ZKRFEA T — b A > h DAERR

Z A &> A :Protection

FTP 2~ RIZRTDMAEAT — h AV R ERET D & 2R BEONRBE AT A —2 % R
N—ZA TR > THRETETET 2200/ T A—FMIZ/NA4F U OR R &EVERKT 121X ML
AT —=RALVRNTID2ODNIRT A= 5L TLF(|) TR THRELET RNTA X%
KA a(n) THirE  INEDNRNTRA—ENF T a L THHAZEERLET NI A—L %
Hhya((P)THLRE . ZNDLDNRTA—ENUETHDHZ LR LET,

FTP G0 & L TAE LTI/ T A—Z DL ERGET 5 FTP 22~ > K /NT A — ZfRGEA
FT—FA LV MEERTEETEMICOWVWTIR =L ~LD FTP A7 3 DWW T
(22-25 XR—=V) SR LT EE W,

FTP 22~ R NT A= FZRREAT — b AV MM TE 537 A—=F ZRDOEITTRLET,

# 22-5 FTP w2 FNFX =4

R+ T

A—H EIT I DRAE

int IREINDNTA—EPNELRTCHLIMERD Y £7,

number IRENDI/INT A—H 1 ~ 255 OFHNOEHR THLIVLERNH Y £,
char _chars IRENDBINT A—HFNE—LFThY D _chars 315U E LT X F

D1 OTHHILERHY T,

7o & 2 X MRFES K char SBC %l L C mobE D 2~ & NIRGEZ EFHT D
L MoDE AV RD/NT A —H 78 F s(Stream E— R & /R9) X F B
(Block & — RZ&Z7~7d) £ 7213 3XF c(Compressed E— K& /R"7) &3 AT
WDHMNE D DIBREES L E T,

date _datefmt | datefmt|Z # NEENTWVWDLE REINDH /3T A =X IEETH D
b0 £7,

_datefmt Z c PEENTWVDHLE RSN D/INT A= |ILTFTTHDH
ERHY ET,

_datefmt |2V T I NVLFHINEENTODHAE TRIND/NT A —Z X
VT INLFIN—FH L TWBEMLERDY £7,

string IRENDIINTA—=FNLFHNTHLILENDH Y £7°,

host_port RS D /XT A — X E RFC 959 (Network Working Group (Z & % File
Transfer Protocol fL4£) TERXIN TWEIHENBRHEA N R— MEETTH
6%‘gﬁ§&) @ iﬁ—o

FROROELEZ LIS L THARDODEDL Z LKV N T 7 4 v 7 ZRGET D 0E R H D
% FIP 2~ FEELSMGET 237 A —ZRGAEAT — F A PR TE £,

TYPE <> RIZBHEREZ S DA LS T . XA AR—ZATHA T I W, $7- . ANOEK A<
VREAR—ZXTCHATLEE W, 72& Zid char a|B TlE/< char a | BEATLET,
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P — XL YLD FTP A a VDOHRE

FE 11

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

5 A & X :Protection
PN L RN TEEIERAF TV a v ERECEET BMTDFIPH— T LI E=F R
DR— b BFEH GO A~ R a~vr ROT 74V Mg kR T A4 R FEOa~ RORK
BNRGA—HE BILOREDa~ Ly FORIEE X EIEE CEET, £ FTP F v %/ T
T =~y FXFINHERL Telnet 2~ REFARDINE I D BLOEa~r RORERFHRZ
HAOTAMEIMERIRTXET . H—NL LD FTP 47> 3 v OIEMIZHOWTIE — 1
~JLD FTP A7 3 DT (22-25 R—) L TLZ &0,
PF—NRL RO FTP AT a3 LV OREFLE:
WRET IR —DORIZHDIRMET A2 () &7V 7 LET,

RAF L TR WETE R B 55418, [3X & (Configuration) ] > [ASA FirePOWER &% & (ASA
FirePOWER Configuration) ] > [ U 3 — (Policies) ] > [T 7 A 22> ha—/L /KU I — (Access
Control Policy) ] DJEIZER L E 5,

[7 272 2> hr— R U ¥ —(Access Control Policy) ] ~— Y NERINET,

WMET LT 7R I b= R —DRICHLIMET A2 (o )27 ) v 7 LET,
TI/RA IRV R V— T IRERENET,

[FEAEX & (Advanced)] # 7 IR L £ 97,

T7EAaryba—L R —OFMRES—VRERINET,

(R U —27 5581 E12 AR Y 2 — (Network Analysis and Intrusion Policies) ] DR{IZ & B e T A
ayv (g ) &7y LET,

[Xy b T —27 5587 L2 AR Y > — (Network Analysis and Intrusion Policies)] " v 77 v 7" o ¢
YRUBRRINET,

[Fry hU—27 588 Y >— U & k (Network Analysis Policy List)] &2 U v 7 L$£79,

[%y RU—7 53R Y >»— U A b (Network Analysis Policy List) | A8 > 77 v 7 7 ¢ Ry RE
RENET,

BIORY = CRREFEOEER S DG AICEE LWL BEEHITT DL 0K 227 U v 7
LETHORY 2 —TORRGEDOEEDLRG HIEZOWNTIE A O LR o —EH O
TE(18-16 X—) ZHRMML T ZEW,

[ U > —1## (Policy Information) ] _X— Y NERINF T,
ERlOF e —ay NELT [REE (Settings) ] #27 VU v 7 LET,
[F% 7 (Settings) ] X— U NEREINET,

[7 7V —va @7 a7 at v (Application Layer Preprocessors)] @ T @ [FTP & Telnet @
# 5% (FTP and Telnet Configuration) ] Z B NI L TWA N E I DL U T2 2ORNERH Y
EJr AN

s WENAD LA WEEL) ] 227 U v 7 LET,
o RENENTH L5 A2 (Enabled)] 27 U v 7 L [#fRE (EBdi] %227V v 7 LET,
[FTP & Telnet O4#/K (FTP and Telnet Configuration) ] ~X— U RNF /RSN E T,

NR=TTEHDOA v =T BT EEZL Ry NT—TO5R Y v—BRRINE T, M
WTCTIE Ry NUY—=Z R ) —F 3B ARY o —TO LA YDOEH (19-1 X—) 25
LTL7IZ&EN,
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VN ZONR—=VDFEDOMA T T a v OERTEDFEMIZHOWNTIX, 7 2 — 3L FTP/Telnet 7' a > ®
FRIE (22-22 =) Telnet 7> a VDK E (2224 =) BIO 7T 47 kLU dD FTP
F 7 a DR T(Q22-33 =) BB LT EE N,

FiE 8 RO 2ODXIENHY £,

o HLWH—RTuTr A NEBMLET,X—OLEMT [FTP % — /3 (FTP Server) ] DFEIC
HHEMT A2 (@) &7V vy 7 LET (X7 v hOiBI(Add Target) | R 77 v 7
AV RIBRERENET I I9AT L RO 1D EDIPT RLAZ [—"T FL X%
(Server Address)] 7 « —/V RIZHRE L. [OK] 27 U v 7 LET,

HB—OIPT RVAFZET VA T7ay 7 H50VNEIZnb00nThnEidmszs b
Y TCRY -7V A RNERECEET IRETE DRANLTHIT 1024 LFTT T 744 b
RV —%EORK25ORY o — % ETE E£7,ASA FirePOWER £ ¥ = —/L TP
IPvda BLOVIPV6 7 RL X 7 v 7 OFAICONWTILIP 7 FLZAOHHAI(1-4 R—) &%
LTS EEN,

H—ly FR=AORY =TT 7 4 v 7 BT DHE BET 25y FT— 212 5 —
Ty hR=ZADRY U —DRERNRERD Ry NT—T R Y —lZ k> TUEEIND
Fy NI B =0Ty NTHLID FZEEFNLIC—EHTHLERHY £7°,
FHEMCOWTII R Y NI BRSO —IZ L DTN A X~ A 2 (20-3 X—) &2 H
L TLZEN,

N—DFEMO FTP — "D U 2 M LWEADR R RINGBIRENTWS Z L a2 RT
7= IC R R S E T, [ (Configuration) | £ 7 a U SEH S BN LZ 7 1
T4 —NVOBUTHREN K I NET,

o BEOY—NTFu T A NLNDORELLEELFET, X— LMD [FTP #— N (FTP Server) | D
TTEBMLETe 7 7 A NVOREFELRT SLAE T ) v 7350, £1E[F 7 4/4 bk
(default) ] %227 VU v 7 LET,

HER L 72 TH H 23R AR R S0, [3%E (Configuration) ] £ 7 v a VN EH S BIR L7 0
T ANVDBITHRENEREINT T HEOT 27 7 A VEHIBRT I HIBRT 57 0
Ty ANDORICHDEIET A 2 (H)E7 ) v 7 LET,

FIE 9 (EE)[#E (Configuration) ] X — JHHBOKDIEB Z#AH TE £7,

o [y FU—2Z (Networks)] 7 4 —/V RIZU A FEINTWNDLT RLVAZEEL R—T O

MEAE 7 ) v LET,

R=U DT HBPHAFRINTWETY FLARTEFHINFET,

STk a7 AT [Fy U —2 (Network) | DR EEZ LB TERWI L ICHEE
LCLKEZEW, T 74NV s Ta7r7A 03 o7 a7 7 A LVTRESNLTHRODER Y b
U—2 EOTXTOYF—NIZHEH I ET,

e« FTP N7 7 4 v 7 2 E=F3HR— e lBELET . A—F21EXFTP N7 74 v 27 HOD
T x)V ) 7Y IR— FTT,

« [File Get =< > K (File Get Commands)] 7 4 —/V R C. ="M 5347 MZ7 7 AV
BERET DO SND FTP a~ > REFEH L £ 7,

« [File Put =~ > K (File Put Commands)] 7 4 —/V R C. 72 A 7 > bbb =27 7 AL
HHRET D7D S D FTP a2~ REEH L ET,

@) VAR—FELEOFETNRWRY [File Get =~ > K (File Get Commands)] 7 f —/LV K &
[File Put = < > K (File Put Commands)] 7 o4 —/V ROMEIZAE LWV TL 7230,
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e FTP/Telnet 7V 7t v 2L VT 74/ N THREINS FTP 22~ > LIS B FTP
o<y REBRET 212 B FTP =2+ K (Additional FTP Commands)] 7 4 —/V KiZ, =
< REAR—ATXE > TANLET,

B FTP =< NI LEREILTENTEET,

) BIMTE%a~r FIZIL.XpwD,XCWD, XCUP XMKD . XRMD 3V £ . TN b D~ ROFf
ABLZ DU TIX L RFC 775 (Network Working Group (2 XL 57 « L2 hVIZHS< FTP =2+
Y RO 2SR T EE0,

o [T 74V Mg R/XT A —# & (Default Max Parameter Length)] 7 1 —/L RiZ, 22 v o K /X5
A—=Z DI REEASA METHEELET,

s BEDOa~Y FTRRDLERNAT A= RZHBHT DT MR RANT A -2 K
(Alternate Max Parameter Length) ] DR EM(AAD) ] 27 U v 7 LET BRI NDITORK
%)]@TﬁFX F ARy 7 AR RANTA—FREZBELET2EROTFRA L Ry 7 AT,
ZORBIRRNT A =2 REZENT L3~ Fe A=A T > THRELXT,

R RANT A =2 RIT MERBIZTEMTE ET,

s BEDOaATY RTT7 4=~y MUTHIEBEZRET DI [T 4 —~ v PXTFINEEDWK
7 =< > K (Check Commands for String Format Attacks)] 7% A b Ry 7 AlZa~<wy R&E A
R—=ATKEY) > THELET,

o Ay ROFNRIERZRET ST (2~ M);e%r (Command Validity) ] D5 BN
(AdD) 127V v 7 LET IS0 a~v Ly FEEBEL TS, a~vr R 28T A —X DG
AT —=hA FEANLET RIEAT — b A2 hOEXOFEMCHOW T, — L~
D FTP 472 9 DN T(22-25 XR—=V) LTS,

o FT—HERETF ¥ R TIREEA VART L g VUANDTRTDOA AT g U ERERIC
T.FTP 7 — X MRk D /T —~ U A% ET 5121, [FTP 516 % #4H (Ignore FTP
Transfers)] ZH M LE T,

() T—HEmEZBRETHICIE. V2 — L FTP/Telnet 7> a v [AT— K7L A AR
7 > = (Stateful Inspection) ] Z BN T HUERNH Y 3, 70— L 72 a VORE
DFEAMZ OV TIE, 7 17— L FTP B X W Telnet 472 2 2O\ T (22-21 _X—V) &
ZHLTLEEN,

« Telnet 2~ KN FTP 2~ K F¥ XL THEHAEINTZHAICEOZ L2 RHT HIC
[FTP =1~ K CD Telnet =R 7 —7" 22— RO H (Detect Telnet Escape Codes w1th1n FTP
Commands) ] ZiEN L E T,

. FTP F 77 4 > 7 OEHLFFIZ Telnet DXLFHE T~ FRBLOTIHE 2~ RE2BER T
T EHAERECIE £ 2~ > K &2 247 (Ignore Erase Commands during Normalization) | % 4

@J’LiT
FIE 10 VAR— b oERINESGA ﬂ DB AT a T HETD NI TN a—T 47 TS
VEEELET,EORDIZIF [N T TN a—TF 7 A7 a > (Troubleshooting Options) |

OHICHD [+ mE 7 Vv 7 LET,

FIE 11 ANV —%2RET L MELHFITT D EHREWET L HEARY o —DF 7 4V bR EICKET,
EREEVAT A Xy v Va2llBZ L TR T T2, 00T EITWET IOV T BED
R L RY L —EHEORMETE (18-16 X—) 2B L T IFEW,
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W FPBLIUTelnet 574 v 7 DEEAL

TJIFAT7 L ULD FTP A7 g 2D\

5 A &> X :Protection

FTP 7 A7 b7 a7 7 A NVEERTEET . £ 077 A NVNT . 274 T ENHOD
FTP )G DR KIGERZHRECEE I F. Ta—EBEEDT FA T MO FTP 2~ K
F ¥ R TONRY L ALEL telnet 2~ FOMERAEZBRETA2NE I NERETCEET,

PIFo@BATCT ) 7oty L—ANEEINTWARWGEA A7 va idd” ) 7ak v
=V RBREF T STV ERA,

Xy hU—7
FIP 7 9A 7 FD 1 DL EDIPT RLAZIBRETHITIL.ZOF T a 2R LET,

1 OOIPT7T RVAERLIZXT RL R T ay 7 ZBET D500, ZOWTInE 1L 506 Rk
L TR -7V A NEBETCEETIEE TE DRASCFEIL 1024 XFTT 7
T a7 AN EEORRK2STEO T a7 7 ANV ERE TE F9, ASA FirePOWER
FVa— L TDIPVE BEOIPV6 7 KL A 7y 7 OFEFIZHOWTIZIP 7 R L 20 HH
(1-4 XR=D) BB L TLLIEZEWN,

T 7 FIN K RY =D default T CTIEBIDOH —47 » hA_R—=RAKRIJ T —ThHX—ENT
WRWEZAXRER Y NT—7 BT A OTRXTOIPT RUABEEIND Z LITHER
LTLKEEW LERST T 74NV N RV—OIPT RLAEZIIT RLA 7o v 7 X
BECET EHHEETILELHY FHAFLHORY) —TZOREELZEAIZLE
V.any R T 7 FL AFF(0.0.0.0/0 £/ 2/0) A L0452 LT A,
=Ty NR—=ZADKRY =TT 74 v BT LG5 FETDHFRY NT—7
W F =Ty hR—=ZADRY V—DORERNREDF Y NT =T GHAR Y —IT X - T
HENA2Xy hU—I B =Y Ty hTHAN. ERITFNHIC—FHTAHNE
BHYETL MOV TIH Ry NI =70 AR Y O — I L BRILE DI A X~ A X
(20-3 X—=V) B LT,

BARER (Max Response Length)
FTP 7 747 v Finb DIGELFHNORKEEZEET DX 20X T a v 2 LET,

DX T arDA Ry NEEKRT B2 V— 125:6 ffﬁfﬁ [P =3 I L A =
JL— LIRBE DR E (27-22 X—) 2SR L TL IE &V,

FTP /Xt Z3AT D # H (Detect FTP Bounce Attempts)
FTP N UV AR EZ R T DX, 04T v a v EHLET,

DX T a DA Ry b EAEKTDICIE V=V 125:8 ZHEENC L E T, EFEMICOW T,
L= VIREED R T (27-22 X—V) S B L T IZ &V,

FTP 7 2 MEFT] (Allow FTP Bounce to)

FTPPORT 2~ K% FTP N7 L A& L L CHbLRWEMNDOEA M EFNEDEA B
DOR—=PDI A NERET DI ZOF T arZEHLET,

FTP 2= R T® Telnet =R r—7 22— RO H (Detect Telnet Escape Codes within FTP Commands)
FTP 2~ R F ¥ R/LC Telnet 2~ > RWEHESNIZGAICEDOZ LT 5HIC
DF T arElHLET,

TOF T ardDA Ny FEART BT V— 125:1 AN UE T B3I oW T,
L= VIREED R T (27-22 X—V) S L T Z &V,

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F
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FIPBX U Telnet F5 7 4 v 7 e M

ER{LRRIZEE o~ > K% %48 (Ignore Erase Commands during Normalization)

[FTP =2~ > K CT® Telnet = A —7 22— KD (Detect Telnet Escape Codes within FTP
Commands) ] MBI I TWBIFEIZ.FTP b7 7 1 v 7 O EBLEFIZ Telnet O L FH L O
ITOWEa~ Y FEBEHTHIZ. 20F T a v E2HHLET, ZOREIX.FIP 72 547
Y MZED Telnet L~y ROMLEFIEIZH L TWILERHD T3, &I H LWV
FTP 7 747 v M Telnet {§E a2~ REWME L ET N ITEAEDOH NI T4 7 0 M
Telnet HE =~ REZLHT 5 RICERL T E I,

I5AT YV RLADFTP AL a3 LV DOHRE

FIE 1

FIE 2

FIE 3

FIIE 4

FIE 5

FIE 6

FIE 7

5 A &> X :Protection

IJFGAT Y NMWOEDFTIP N7 7 4 v 7 BF=HTHEICFIP I I9AT L DI FA4T 2k
T Ty ANERECEET IV IAT VUV NeEo X THEDICRETEDLA T a v DOFEM
IZOWTIE. 7 TATV FL-ULD FTP A 72 g DWW T (2232 X—=) 25 L T E &
W, Telnet A7 3  OFFAIZ DWW TiE Telnet 77 2 3 2DV T(22-23 X—) &L TL
723V FOMD FTP A7 a VOFEMZOWTIZ =L ULD FTP 47> 3 »IZDOW\WT
(2225 RXR—)B L7 a— )L FTP B LV Telnet 7 > 3 L2 DN T (2221 R—=I) 2L
TLEEW,

ISAT Y RNUR_NADFTP ATV a VOREFHIE:

[§% 7€ (Configuration) ] > [ASA FirePOWER 3% i€ (ASA FirePOWER Configuration) ] > [R U 2 —
(Policies) ] > [7 7 A =2 b u—/ L 7K Y 2 — (Access Control Policy)] DJIEIZEIR L F£ 7,

[77&®A 2 ha—/L K Y T —(Access Control Policy) ] ~— Y NERRINET,

WEST 27 78R a2y bu—n R V—ORICHLWET A2 () &2 ) v 7 LET,
TIRAartu— R = 2T 4 ERERINET,

[FEMIER E (Advanced)] % 7 &@LU £ 97,

TR ary k=)L R —DFFEMEESN—UNRRINET,

Ry U —27 5581 E12 AR Y 2 — (Network Analysis and Intrusion Policies) ]| DREIZ & B fwEE T A
ay(g &7V vy 7 LET,

Ry U —27 058 12 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7 o ¢
Y RUNRFRENET,

[y hU—27 038R Y »— U & | (Network Analysis Policy List)] 227 V v 7 LE7,

[%y FT—27 38R Y >— U A b (Network Analysis Policy List) | /R v 77 v 7 o7 ¢ > R0
IRESNET,

T 2R —DMITHLWMET A 2 (o &r7 ) v LET,

BORY O — I RBEFEOEEN D DEAICET LI L BEXZHITT DL 0K 227 U v 7
LETDORY o —TORBIFEDOEEDRLFITETOWD TR S DI L R Y o —E O
E(18-16 =) B LT X0,

[ U > —1## (Policy Information) ] X— Y RNERINFE T,
FEROFEF—2 g v N3V T [RE (Settings) ] 227 U v 7 LET,
[F% € (Settings) ] X— VU NRRINET,
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W FPBLIUTelnet 574 v 7 DEEAL

FES [V —a @7 a s rt Y (Application Layer Preprocessors)] @ @ [FTP & Telnet ®
5% (FTP and Telnet Configuration) ] Z AN L TWAMNE I MG U T2 DOEIREENH Y
iﬁ‘o

« REDPADRGE WE (B 227 ) v 7 LET,
o BRENEXNTHLY5E A2 (Enabled)| %27 Y v 7 L [fk(Edi] 22 J v 7 LET,
[FTP & Telnet D&% (FTP and Telnet Configuration) ]| X— U NFRR I FE T,

FIE 9 KRO2ODOXIERH Y £,

e HLWIIAT N TuTdrANEBEMLET, X—OKEMT [FTP 7 4 7~ b (FTP
Client) ] DFEICH HB8MT A 2 (@) 227 ) v 27 LET, [ —4 > bDiBI(Add Target) ]
Ry T T T4 RURKREINET V2 ITAT L NDO1IDLUEDIPT RVA%E (7 T4
72 7 FL A (Client Address)] 7 4 —/V RIZHREL.[OK] 227V v 7 LET,

H—OIPT RVAFZET VA 7ay 7 H50WEZhb0o0nThunEidmsz b
~ TRY-7ZV A RNERECEET IR/ETE DRANLTHIT 1024 LFTT . T 744 b
RV =GR RK 255 ORI v —%i%E TE %9 ,ASA FirePOWER £ ¥ = — /L CD
IPvd BEOIPV6 7 KL A 7 v 7 OFEFIZHOWTIEIP 7 KL ADOHHAI(1-4 X—V) 25
LT &,

A=l hR—ZADKRY) O —ThrT 7 4 v 7 BT AEE BFETDHIRy NT—7F F—
Ty hR—=ADRY V—DORERB LDy NT—TG5HARY —IZ X > TUE I D

Iy U= BLIOY = D8 T2y FTHLIN . FHRITENHIC BT I2LERH Y £,
N OWTIZ Ry NT— IR Y O —IZ LAFTELD 1 A X~ A X (20-3 X—) % H
LT 7Z&N,

NR=UDEMDFTP 7 7A T POV RAMIFLOVEENEREIN BIRENLTWBEZ L

TR T OB F R SN E T, [ E (Configuration) | 27 S a U ANEH SN BN LEZT
07— VOBYTREN KBS E T,

« BEEOIIA TN T T s ANDOREEELERE LET RX—VEMO [FTP 7 747 > b
(FTPClient) | ® FCEBM L7270 7 7 A VOFREFHT RLVAET ) v 7T 50 F20E [T
74V h(defaul) ] 27 U v 7 LET,

HER L 72 TH H 23R AR R S0, [3%E (Configuration) ] £ 7 v a VN EH S EBIR L= 7 0
T ANDBITRENETRINET EEFEOT 0 7 7 A VEHIBRT AT HIBRT 271
Ty ANDORBICHHEIET A 2 (H)E227 ) v 7 LET,

FIE 10 (EE) [ E (Configuration) ] X — PHHBOKDIEB Z# A H TE £7,

« ATvarT kY FU—27 (Networks)] 7 4 — /L RIZU A R SNTNSHT FLAZAR
L=V ofofEkz 27 U v 7 LET,

N=VDEMT RHARRINTNDT FUAREH SN ET,

TN a7 ANTEH[Fy bU—7 (Network) | DR EEZ AL TERWI LIZHEE
LCLKEEW, T 74V s Ta7r7A4 03 oo 77 A LTRESNTHWRNDER Y b
U—7 LT RTCOIITAT v hRAMIEHENET,

o [ K& (Max Response Length) ] 7 4 —/V RIZ . FTP 7 74 7 b L DISE DR KE %
NA NEALTHELET,

o FTP N7V AW AT 521X, [FTP] Zi&IR L £,

FTP/Telnet 7 2 — XX FTPPORT 22~ RN FITINTZ L& FEEDKRA SN IZ T4 T b
DIFEDKA L —HLARWERICZEDOZ L E2BH LTI,
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HTTP F5 74 vz oEr A

FTPPORT =i~ > R%& FIP N UV 2L L L THbARWBEINDARA RER—FDY A &
FRIET BITILL[FTP N7 o 2D F ] (Allow FTP Bounce to)] 7 o —/b FIZ & A A b (F721%
CIDRERXDOFRy hU—27) av ) BLOFR—FEZEFR— M Z ZOIEFCTHRE L
FTHRAMOKR— MEFAZ AT DI FFHOBMER — b EHAORK R — &4 >
Va () TORTTCRLET EBEORA NEANTAICIE.AANEHE D < TRY - T
AN LET,

72L& ZIE AR A B 192.168.1.1 IZ%4 25 FTPPORT =~ K& AR — b 21 THA[ L. AR b
192.168.12 12642 a~ > R&EAR— b 22~ 1024 OWFNNTEHFATDITIE KD L HITA
HLET,

192.168.1.1:21, 192.168.1.2:22-1024

ASA FirePOWER £ =2 —/V CCIDR R B L O TV 7 4 7 AR T 5 HFiEOFEMIC S
WTIZIP 7 RLZDHAI(1-4 XR—) 2R LT EFE W,

S

() 1ODFABFDOELXDEBOR—FEHEETDAINE.R—FEREILICKRAFDIPT F

VAT HERHY £4,72 8 213.192.168.1.1 ODFR— bk 22 & 25 ZF{ET HIZ
|%.192.168.1.1:22, 192.168.1.1:25 & ASJLE T,

Telnet 2~ RN FTP 2~ K Fy XV CHEASNTEHBEICEOZ L 2T 51
[FTP =1~ > K CD Telnet =R 7 —7" 22— R DR H (Detect Telnet Escape Codes w1th1n FTP
Commands) ] ZiEN L E T,

FTP F 77 4 > 7 OEKLFFIZ Telnet DXLFHE T~ RBLOTIHE 2~ RE2BERE
T [EHR LERIZE % =< > R % 4R (Ignore Erase Commands During Normalization) | % 3%
?R LiTo

FIE 11 ANV —%2RET L WMELFEITT O AR ELWIET L EARY v —DF 7 4/ FREIZET,
BHEEVATA XY v allEBEL TR TTE. 0OV TNNEITOET MOV BAED
iR L R o —EHOMEE (18-16 X—) BB L TL P&V,

HTTP 7

7 4 v 7 DEF

5 A &> X :Protection

HTTP Inspect 7'V 7' m & v X ROLEZITVET,

Fv U —27 E® Web — N ZEE &N D HTITP B3R & Web — 335 5%{59 5 HTTP )i
Brsa— R RBLOERET 5,

HTTP B DF AL — LD T 3 —~ 2 A6 EDT-HIZ Web F— RNIZEEENT-A v E—
% URI. FE cookie ~v Z— cookie ~v X — AV vy R AvE— ART 4 DFaR—F
v MZaT B,

HTTP B DR AN — N D/NT —< 2 AA] EDTZDIT Web F—"NEZEF LA vE—
CHEAT—H A a— R AT —X A A vE— J set-cookie ~~ v F — cookie ~v HX— B
FOIEERT 4 DFa L R—F% 2 MTHT 5D,

URI = a— RXBOR[EELEEHET 5,

EHfET =2 2BV —NVABIZERTE 5 L9127 5,

HTTP 5 7 4 v 7 138 F S EFR AT o a— RFENTWAHEREERHD . 2O &N JL—
JVZ K %3 B) 7o i AL 0 S A R #ELIZ LTV E 3, HTTP Inspect (X 14 i O = a2 — K& T a2 —
RUHTTP b5 7 4 v VBB DA VAR a v EZFonb L5 LET,
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HTTP N7 7 4 v 7 DEFAL

HTTP Inspect DA 72 a NI 7 v —VUIZRET 2001 DOH—STRET L0, £loidh—
NUZMIHLTRET DI ENTEET,

HTTP Inspect 7'V 7't v 21325 L ST ROF[ITEE L TS0,

o U Tty =P UITHTTP OERLE X7 — F L XZFEITLET . DED Xy b
HALZCHTTP XF4 2 EHAL L. TCP A U — A 7Y 7t v $I2 k0 Bk <72 HTTP
FHND I VBT E F T,

e UxFL—XID(GID)119 ® HTTP 7V Fut v ¥ A — L EHA L TA Ry FEAEKRT 5
LI, N6 — LV EENTHLEND Y FJ, 35/ OV TE L— W REED R E
(2722 X—=V) S LT TE &N,

ROV T ROFHEZ SR L T &0,

o 7 m— 3L HTTP EHULA 72 a > DR (22-36 ~—)

o ' u— N)LHTTP REA T a v DORIE (22-37 =—)

o H— N LUV HTTP EHUEA 7Y a3 o DR (22-38 <X—)

o H— N L~YLHTTP EHb = o — R 72 3 Ok (22-47 ~—2)
o HTTP ¥ — " 47 3 VO IE (22-50 ~<—)

« JBAN® HTTP Inspect 7° U 7'm& v ¥ L— L DOF K (22-52 ~—)

Ja— )V HTTP IEH b A7 T 3 > DR

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F

7 A & X :Protection

HHMmmm7)7mﬂ/#®7m~AwHﬂPﬁ7/a/i7)7mﬁ/%®% %ﬁ@b
FT Web br— RN K—hr & LTHREINTWRWKR—FNHITP F 7 7 4 v 7 2% 5T 5%
@O HITP ER b E B E TN T A, 2047 v a 2R LET,

WD RITEE LT IEE N,

o [MEEHIFR o [ A f# 5% (Unlimited Decompression) ] Z# 0T 2 & AR O 2 I v MEFIZ [JEHME
T — & O KIS (Maximum Compressed Data Depth) ] 35 X O [Eﬁ‘fﬁﬁﬁ#f‘%?‘ 2 D RIR S
(Maximum Decompressed Data Depth) ] 47" = > 23 HEBIHIZ 65535 ITR%E S AV E T, 7EAH
aow(i%ﬁﬁ\v«wHﬂPEﬁMﬁ7/a/@ﬁmuzwwwwdéﬁﬁbf<t
I,

e TR A=V RY—DFT T H) N T I v a VIZHEEMSTHENATHDRARY
b TR ayhr— — VI O TWARARY O — T [JEMET —#
D g K% S (Maximum Compressed Data Depth) | & [JEMEfEERT — % O K% S (Maximum
Decompressed Data Depth) | 47> 3 V OEN R 25513 kb Rl S hvET,

DUTO#HHATTY) Z7at v L—RNEEINTWRWESE AT a i r ) Fak vyt
=V REEMT O TWVERT A,
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HTTP F5 74 vz oEr A

BE HTTP — D H (Detect Anomalous HTTP Servers)

Web b — R R—F & LTHEISNTWARWER— MIEEFEEN/ZHTIP b7 7 4 v 7 £721%
ZOR—FTZELEZHITP NI 7 4 v 7 R LET,

~

() ZoOF T arad il T 5561 [HTTP &% & (HTTP Configuration) ] ~~— 3 T,
HITP b7 7 4 v 7 2 ZETHTRTCOR— IR —R T 77 ) A MER
TWDHZ R L LIV RETICoDATvar bBHETL Y 7
Ty =L EEHCTEE T —REDOBOBBEDNT 7 4 v 7L oTA Ry
MRAERENET . T 74NV O =R T a7 7 A VI HTTP N T 7 4 v 71—
BRIEHESND TR TOR— I REENTVWETHN.ZOT a7 7 A LVEEF L
AT AR FOEREZE ST OTa 7 7 A VICENDLDOR— kZBINT
DMERHY ET,

O Ta DA Ry b EAEKT DITIE V=L 120:1 ZEENC L ET, EFEMIC OV T,
L= VIREED R T (27-22 X—V) S B L T IZ &V,

HTTP 7 u ¥ $— D% (Detect HTTP Proxy Servers)

[HTTP 7' v & v Offi [ 2 7 7] (Allow HTTP Proxy Use) | 47 > a ' TEZEIN T\ 1
X P —NREMHHTHHITP F 7 7 4 v 7 2R LET,

TOF T a4y NEARTAICIE V= 119:17 AN UE T, ZEC oW T
1T = VIREED R T (27-22 XR—) 2B LT &0,

EAET — & O KRB S (Maximum Compressed Data Depth)

UG T — 4 O i (Inspect Compressed Data) | (3 & OMEE T, [SWF 7 7 A /L O JEAE R
(LZMA) (Decompress SWF File (LZMA) ) 1.[SWF 7 7 A /L D [EHifi# b (Deflate) (Decompress
SWE File (Deflate) ) |, % 721% [PDF 7 7 A /L D £ fi# b (Deflate) (Decompress PDF File
(Deflate) ) 1) 3 A 72 G5 &\ JEMERRER T 2 JEMET — F DIRRY A AR ELETFHETE
D31 FIE 1 ~ 65535 T,

JERBIRER T — ¥ DB KR S (Maximum Decompressed Data Depth)

UEHKET — & O A (Inspect Compressed Data) ] (3 X OMEE T [SWF 7 7 A )LD [EAGEfRER
(LZMA) (Decompress SWF File (LZMA) )], [SWF 7 7 A /L O+ f# b (Deflate) (Decompress
SWEF File (Deflate) ) |, & 7= 1% [PDF 7 7 A /L O JEAEfi#ER (Deflate) (Decompress PDF File
(Deflate) ) ) WA R GENT IEBUE SN LM T —Z OIRRY A AR ELET FHETE
534 MUE 1~ 65535 T,

7 u—/VHTTP BREA TV 3 » OFRE

FIE 1

7 A & X :Protection

JFEERER— F~DOHTTP T 7 4 v &t 7uxy b—NEHHTDHHITP b7 7 4 v 7 OBH
EBRETXET . Va—)LHTTP BEL 7> a3 VOEEMIZOWTIL, 7 a2 — 3L HTTP EHA b
F 7 a O (22-36 =) E BB L TLEE N,

Ta—sV HTTP REA v a VERET AKX ROFIEZETLET,

[F% i€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration)] > [ VU 3/ —
(Policies) ] > [T 7 A 2> ha—/ b 7K U 32— (Access Control Policy) ] DJIEIZIRIN L 7,

[7 27X 3 br—/b KU T —(Access Control Policy) | ~N— UV NERRINET,
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W HTTP F5 74 v 2 0EELL

FIE 2

FIE 3

FIIE 4

FIE 5

FIE 6

FE 7

FIE 8

FIE 9

FIE 10

WET L7 78X arhm—L R —DRICHLIMET A2 (o )E7 )y 7 LET,
TIEAaryia—)L KR — T 4 ENFRINET,

[FEMIER E (Advanced)] % 7 &38R L £,

TIEA arvbr—L R U—DOFMBRES—UBRERINET,

Ry bU—27 558 E12 AR Y 2 — (Network Analysis and Intrusion Policies) ]| DREIZ & B fREE T A
a (g &7 Vv 7 LET,

(R U —27 558 2 AR Y 2 — (Network Analysis and Intrusion Policies)] A8 v 77 v 7 o7 ¢
Y RUNRFRENET,

[* Y BT —27 38R Y >— U & I (Network Analysis Policy List) ] 227 U v 7 L £,

[%y BT —27 38R Y >— U & b (Network Analysis Policy List) | /R > 77 v 7 o7 ¢ » R 3
IRSNET,

T 2R P —DMICTHLWMET A 2 (&7 )y LET,

BIORY) O —ICRIRTFOEFENS DA E R 2MIEE L BIEEZHITT 2L [0K 227 U v 7
LETORY O —TORBIFEDOEEDREFITET OV TR A DML R o —EHOHE
TE(18-16 =) B LT X0,

[ U ¥ —1&# (Policy Information) | _X— VN E/R SN ET,
ERlOF e —ay NELT [RKE (Settings) ] #27 Vv 7 LET,
[F% € (Settings) ] X— VU NRRINET,

(7 7V r—3 a3 @7V 7at& v ¥ (Application Layer Preprocessors)] @ T @ [HTTP % 7&
(HTTP Configuration) ] Z G I L TWAHENE I MG L T2 DORRERH Y £,

« WEVPFN YA WE(Edi)]) 227 U v 7 LET,
o RENENTH LA A% (Enabled)] %7 U v 7 L [#WE (BdiD] %27V v 7 LET,
[HTTP 5% & (HTTP Configuration)] X— Y NF /R I E T,

7 a— )L HTTP [E#{bA 7> 3 O (22-36 X—) THBAT 2 7 u— )L 72 g o %
EETEET,

RV =% RGET D RELFITT D EAEEMIET D ERRY —DF 7 4V FREITRET .
EHEVAT A Xy vy Va2l L TRTT5. 00T EITOET IOV T BRSO
i L AR S —EHOFEE (18-16 2—) 2B L T &V,

PN LYV HTTP B LA 7V a3 v DER

7 A & X :Protection

=R DF T g NI T H MG — T LICRET D TR TOY— N LTH
0= R ET D EE Y — N U R MK L CRET S 2 N TE ET, 72 FiES
DY =N Ta 77 ANVEFHLTINGDA T v a b ERET LN, EXTHEHORED
== RIZADLETHEINIRET DI ENTEET ., I No0F T vary Frnixnoot”
AVERETAT AN N T T ANDIOEFEH LT, VT 7 4 v 7 ZES{LT % HTTP
=R K= M IEFT L2 —RNEEM e —FOBR. BLOEHLTI = a—RRoX A 7%
BELET,

UTOHHTT) 7aty ¥ b=V BRERENTHWRWGEG A7 varicz7 ) 7ety b
=V RBEAT STV ER A,
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HTTP F5 74 vz oEr A

Xy bT—7
12O EOY— "D IP T FLAERIEETAICIF. Z20F T a v A LET. L 2OIP T
RLAFEFIEIT RLARA Tay 7 B BETHIN FOWNWTNNERII® N6k b v ~T
K- A hERETEET,

FI7FINVE TR T A NEEGEDTT T 7 A VOEHBITIRK 255 TT MR, & 52 HTTP
PN U R MIHREKA96 LTF-(FI260 = R ZEDLTENTE T RXTO—"Tr 7y
AWK L THE256 D7 R A = Y ZHE T& £7, ASAFirePOWER £ = — /L' CD
IPv4 CIDR £Fl & IPv6 'L 7 ¢ 7 AR DOHEREICOWTIZIP 7 R ADOKIAI (14 ~X—) &
ZMLTL7Z &V,

FT7 4k RY =D gefault FE T BOZX—7 > h_"R—=ZA K o —TH R A—ZhT
WRWE=AXMNGRGR Yy NT—7 BT A FOTRTOIPT RUARREIND Z LICHEE
LT EZEV, LN ST T 74V R —DIPT RLAEZILCIDR 7y 7 /7L
T4 I ARIIBECET . ELEETOMLELOH Y EHA EL FORY T —TZOHRE
78I LY any 2R TT FL AR (0.0.0.000 £/ /00 A L0452 3T
FH A,

F =T PR—ADR) =TT 7 4 v 7 0BT IBE BFETHEY NTU—7
=7y FR—ZADFRY v —OREMNRERDF Y NT—T AR Y —IZ k- Tl
HEINA2Xy hU— B —rDOY Ty hTHAN. THITFNHIC—FTAHNE
DHY ETGEMIZONTIE Ry NT—7 AR O — I L DALED I A X~ A X
(20-3 X—=V)EZRLTLLEE,

A— b
TV Taky 2PN HTTP V7 7 4 v 7 #IERLT AR — b, A — NEEREED
AT I~ TR £3,

YA ZBiBDT 4 V7 V& (Oversize Dir Length)
RESNEMEEVSLEWVWURLT 4 L7 FU ZRHLET,

IOF T arDARy AR T BHIZIE =L 119:15 ZEENC L ET, BN T
X L= VRBED R E (27-22 X—I) ZHER LTI &,

74T b 7u—nDEX(Client Flow Depth)

[AR— b (Ports)] TEXINTWNWDT T AT MUHTTP b7 7 4w Z1ZOWT, JL—/LTH
XD raw HTTP X7 hOASA NI~y X —b XM — K F—225) 2 FELE
T —/LNO HTTP 2T Y Jb—)L 72 a3 Nl Lo THER A v v — DR EDESY
PREINDGHEIT[Z T4 T b 7a—0OEE (Client Flow Depth) | I35 H S v E A, 5f
FMZDOWTIZ HTTP 2T Y 73 3 2 (30-25 =) BB L TL &0,

1~ 1460 DIEEEETEX ET,VAX[Z TA4 T > F 72 —0DP%E (Client Flow Depth) |
EXEORKEICRET DI LML TOWET ROVWTINEEELET,

— 1~ 1460 ZI5ETDH L D/ v B THREDAAL MEABRE SN E T, &IOS
T NONRA NEPRED AL MLV DR 0WEGEEIT. N7y PEEPIBRE I E
T HEINTMTI. BT A MeENT= 7 b EEBR ST > kOl 5125
HAEna2Z EICTEELTLLEIN,

F7- 300 ZFEETHE BFEIXELS DI TAT U FERNY X —DKRDOVIZH LK
% 72 HTTP Cookie DA A7 2 a UBNHEBREND Z LI EE L TLEE W,

- 0ZBETDHETRTODIIAT U MIN T 74 v 7 PBRESINE T, ZNICiETE Y
va YNOBEDO Ry MINEENBERIGEIZIE 1460 N1 NOHIREEBZDHZ &b
HYET, ZOMIT RT3 —~v U RCEETHARENS D Z LITER L TLE SN,

- Al EEETDHEITAT U MIOTRTCO T 7 4 v I DNEHINET,
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HTTP N7 7 4 v 7 DEFAL

P—N 7 u—DIEE (Server Flow Depth)

[ — b (Ports) ] THRE I N=Y— MU HTTP b7 7 4 v Z7IZONWT — L THREIND
raw HTTP /X7 > O3 A " ERE L £ 7, [HTTP J&& O A& (Inspect HTTP Responses) |
DI TH DG EIE raw ~ v X — &~ v — RPRAE I, [HTTP it & O 4 (Inspect
HTTP Response) | AN TH D55 1L raw IWERT 4 DA PRESIVET,

[— N 71— D X (Server Flow Depth) ] Tl [ — F (Ports) ] TEFE I LTV 5 H— 3
HITP b T 7 4 v ZIZOWVWTC =V THREIND By v a VHOD raw P —NRET— X D
N MEERELET, 2047 v a U EMEH LT HTTP 4 — NIRET —F DA AR
arYDLAYLENRT =V ADNT VA ERETCEET L LNOHTTP 2> 7 Y
F7 v a Ko THERA v =V DREDH G 3RAE S 115 %6 13, Server Flow Depth 13
WH SN EREAFEMICOWTLHTTP 27 Y 47 3 2 (30-25 X—V) 25 L TL
72X,

7747~ 7r—0O%S (Client Flow Depth) & [ZH#72 0 (H— N 71— O S (Server
Flow Depth) Tl VL — /A3 RS 554 M a HTTP 2Rk > b ZT°& Tk < (HTTP it
BZLONRA MEELTHELET,

-1 ~ 65535 DIEAFRETE E£7, v AL [—/N 72— D X (Server Flow Depth) | % %
DOERKMEICRET DI EEHEREL TOET ROVTNOOEERETE 7,

- 1~ 65535 OHHOfE:

[HTTP )&% O 24 (Inspect HTTP Responses) | 23F 2N Tdh 554 . raw HTTP IGE R T 4 O
B S AL raw HTTP ~ v X — (I E SN EF A £ [JEMET — % DR A (Inspect
Compressed Data) | A% CToh 256 1L EMMERT — 2 bE S E T,

[HTTP )i O # (Inspect HTTP Responses) | &2 TH D55 H . raw /X7 v b~ 4 —
XM e— FPRESINET,

Ty ra VDINENAA NENRECHE LY b WEAIX.EDE Yy a T L— L
W20 (MBS UCTEES Y v MZbT o> O T RTOISE N o N RERICHAE S
NET . By arOREAAL MIBEHEEDELIY B ZWGEE. 20ty a T b—
MR Y (WIS U TEH Ay Mcbhbl> QEREO AL NEETRBESNET,
71— DR E (Flow Depth) D /NS W & ([AR— |k (Ports) ] TEZE S LT W5 — Ml
N7 747 BMRETHL— LT RHBNWAEETDRREERH D ET. 206D
=L DIE & A EITZHTTP ~v X — %7k a 7oy QB Ny 4 — F— % DY
DFI 100 /A RLUN) xR & LE T, 85 1T~y ¥ —0O K X1 300 /31 h AR TI A%,
Ny B— YA RIRRDZENHY £,

fEShEIT B 7 Ay My b EFMRR SNy O FIZHEN &
NDHZEIZHEREL TSN,

- 02 ETHE[AR—FPort) ] CEEINTWETXTOHTIP Y —MU N T 7 4 v 7
Ty MRERRBEINET, 2hICiZE Yy > a > TD 65535 514 LY b K&
BET—2bEENET,

O ART = U RTEETLAREERH D Z LITEE LTSN,

- -1
[HTTP i DA (Inspect HTTP Responses) | 238 #7235 .raw HTTP ~ > X — 7215 3 k&
# EFv.raw HTTP IGE R T 2 IIBE I N EH A,

[HTTP )i~ O 2 4 (Inspect HTTP Responses) | N2 TH 554 [F— b (Ports) ] TEFE
SNTVLTRTOYF— M N T 7 1y 7 IFERSET,
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HTTP F5 74 vz oEr A

R~ v Z—&K (Maximum Header Length)

[HTTP iz %5 O A 4% (Inspect HTTP Responses) | 236 %) T 5 %55 13 HTTP E3k 35 X OV HTTP it
BT HEESNTWARRAA, FELIVLEVWA~y X — 7 40—V RZBRHLET.E0 24T
TRHE.ZDOFT T a URENIRD ETACT DHITIE 1 ~ 65535 DIEEZFRE L £,

TOF T arDANRY NEARTHITIZIV— 119:19 ZHEINC LE T, BRI HOWT
1T L= VIRBEED R T (27-22 XR—D) 2B LT &0,

R~ v Z—# (Maximum Number of Headers)
HTTP ER T~y ¥ =N ORELBEZ TCWAERICEFDOZ 2R LET AT 5
12131 ~ 1024 OfEiZEfEE L £ 3,
ZOF T arDARy AR T BT L—IL 119:20 ZHENC L ET, EEMICHONT
X L= VRBED R E (27-22 X—I) ZHR LTI &,

BRK A ~— 2% (Maximum Number of Spaces)
WO HATDOAR—=ZDON HITP BR DO ZOFRELE LN B TWHERITED
CEEBMHLET MMOEZIEET AL, 2OF T a UBNEICRY . AT BHITIE.
1 ~ 65535 DEEEELET,
ZOF T arDA Ry bERAKTHITIZ AL 119:26 AN L E T, ZEMICHONT
W L= VIREE DR E (2722 XR—D) 2B L TLE &,

HTTP 7 54 7Y b AT 1 OO E (HTTP Client Body Extraction Depth)

HTTP 7 7 A 7 > FERDA vt —Y RT 4 0O T 551 AR ELETARAL—
v fd L/VCTEEII:H?”‘& %*ﬁﬁjﬂé 1213, content 721X protected content F—U— %
[HTTP 7 4 7 > k "7 4 (HTTP Client Body) ] 47 > = > & TN L 97, Iz W
TIXHTTP 27 Y 72 (3025 =) 2S5 L T IE2E 0,

-1 ~ 65495 DIEAERRELET .7 74T M RT 4 #WEAT DI -1 2ELET. 7T
AT v b ART 4 REEMET HI21X.0 Z46E L ET MRG0 MEEEET L LY
AT HNT =< ANRN ETHZERNHLRICERELTLIEI N, 2 BFAL—LT
[HTTP 7 7 A 7> k ART 4 (HTTP Client Body) | 47" > =  MERET 5 72 91213, 0 ~ 65495
DEERET H2LERH Y £7,

INEWF ¥ 7 P4 R (Small Chunk Size)
FX I DINENE BB INDT A ADIRKRANA MRERELE T, 1 ~ 255 DEEZFEEL E
TAMHOZETT D E BER/NE72® 7 A OEGROKHNEZ 720 F3, 3>\ T
WX ERET 5/ EWF ¥ 7 (Consecutive Small Chunks) ] 47> 3 VS L T 7Z &V,

BT B /N X F % > (Consecutive Small Chunks)
Fy Uk a— REFEHATEH2 947 o274 0 FREFY NN NTT 40T
TEREICRKRETHDEAREIND HEHETHNERT v 7O ERELET . VNSV T ¥
v 7 %A X(Small Chunk Size) | 7 a NI INERTF v o VOB A X 2B ELET,

T2 2T 103, NUTOF v 708528 LTWDZ EExMmHT Iz VhanTF v
7 A X (Small Chunk Size)] {Z 10 Z3%E L. [E#H T H/N SV F % > 7 (Consecutive Small
Chunks) ] 12 5 Z&E L 7,

KEO/NERF v v I PBRHEENDHEICA R b2 NI H—F B2 7947 b
FT7 4w OEHRILTY Fay L— L 11927 ZHNZ L H—R FF T 4 v 7 DS
IF—L 1207 ZENC L E T /NS WF v 27 A X (Small Chunk Size) | REZNTH Y |
ZOFTarNOELFIICERESN TOWAEAICINEDOL—LEEMCTE L F/E
SNV A XUTOTRTOF v 7 TARX IR NI T—L L THEHAINVET, FEMIZD
W L= LIRBEDFRE (27-22 X—) 2B L TLE &0,
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HTTP X Y » K (HTTP Methods)
VATANNT T 4w 7 THRET D LTINS . GET XUV POST LIS HTTP HEsk 2
Vo RERELET EEOMITY o~ TRV £,

BANL—=LTIT HTTP AV v RO a T Y IR T B 72012, content £ 7211

protected content F—TU — R23 HTTP Method B4t & iR SN EIT HTTP =27 Y
F 793025 =) BB LT EW,GET.POST. B LR ZDA T gV THRES
NTWBEAY Y RUANDA Y RKIRNT T 4 v 7 THREINDEEIZA RV EEKT D
Wi = 119:31 2B L9,

75— 72 L (No Alerts)
BT 252 7) Yoty L—ABNENTHLIGAEITEAL XY NEEHTLET,
A Y

B oF7>arTIE HITPEHET XA N L—LeEFF TVl FO— LT
N0 /A,

HTTP ~» & —DEHA (Normalize HTTP Headers)
[HTTP Jin % O 4 (Inspect HTTP Responses) | WA 2N 72 & 13 Bk~ ' — L IEE A~ v X —
DIE cookie 7 —F DIEFULA AN 72 0 F 97, [HTTP It DO i 4 (Inspect HTTP Responses) |
AN TIERWG AL ERAS » Z— L RE~ > ¥ — T cookie & & e HTTP ~ > ¥ — 2K
EHAERE T2 £7,

HTTP Cookie ®#% (Inspect HTTP Cookies)
HTTP 2K~ v #— 725 D cookie DAl 2 AN L E 7, £ 72 [HTTP Jin % DA (Inspect
HTTP Responses) | 3 N2 5 G 1EIGE~ > X — 7D D set-cookie 7 — & O AN 72
D F 9, cookie DIMHNARE LG EIL. ZOF T v a U EBHIZT D L8374 —< 2 AW
ELET,
Cookie: B X W set-cookie: D~y H—4 A~y X —ITOWRIFAD ZA—Z BNy X —1T
DERED crur (£, cookie D TILRL Ny X —D—H L L THREINET,

HTTP ~y #—® Cookie MIE#Hk (Normalize Cookies in HTTP headers)

HTTP %R~ v Z—® cookie DIEHALZ A NIZ L £, [HTTP JE2 O HiAs (Inspect HTTP
Responses) | WA 2L A X SE A~ X — O set-cookie 77— % O EHAL L H N0 £,
DX T a v EEIRT DI, [HTTP Cookie D% %L (Inspect HTTP Cookies) | % 372 &
BB £,

HTTP 7' v % v DOfE 277 (Allow HTTP Proxy Use)

FE=HNE Web b — "% HTTP e X ¢ L THATE 2 L2 CLET. 247 a v
I HTTP RO A v AT gV TCORFERAEINET,

URI OB DR (Inspect URI Only)
E#UE S 7z HTTP Bk » b URL G DA Z i LE T,
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HTTP J&& DIRZE (Inspect HTTP Responses)

HTTP IS DILIRA VAT v a UInFEZ7e0 (7 ) 7 et v I HTTP R A v&—
DF a— R EEFIOMIC =N 2o DN LB AT 2 a v DEDINET 4 —
VREHHLET, 2047y a v BN D EISE~N X — RT 4 AT —H A a—
R BN AT ALY i S v E 9, 72 [HTTP Cookie @ F 4 (Inspect HTTP Cookies) ]
NAEN 2 HE 1L, set-cookie T—# b S F T, FMICHOW UL HITP =27 Y 47
a2 (30-25 X—) HITP = 22— RO X A 7 LB L DA X2 DA (30-102 ~<—
D) BILOFFEDSA B — R XA 7B LRT(30-105 =) 2L T30,

TOF T arDARY FEAERT AT A 1202 BXUN120:3 AT UE 3, 264
WZOWTIE L= WIREEDFRE (27-22 XR—D) 2L TLE &,

UTF = 22— F%& UTF-8 {ZIE# kL (Normalize UTF Encodings to UTF-8)

[HTTP i~ O #2% (Inspect HTTP Responses) | 23 #h 72555 \HTTP J&Z& N D UTF-16LE,
UTF-16BE.UTF-32LE. 8 X O UTF32-BE — > 22— R H &4 UTE-8 IC EH b & E 4,

IOF T arDARy FRARKT BT V=L 120:4 EHEINC LET EEICOWTIT.
JL— VIRRE DR E (27-22 X—) 2SR L TL IE &V,

EHET — & O (Inspect Compressed Data)
[HTTP &= O 2L (Inspect HTTP Responses) | N A %7285 51X  HTTP IGE R T 4 WD gzip B
L O deflate BHRJEMET — % OJEMEMEER & EHL SN EMERRT — 2 DA AT g
YRHEINCIR D ET VAT MI T v 7 HTTP AT — X LT ¥ 7 HTTP LA T —
BERELET, VAT DI MG U THEEDO Ay MZb T O [EMERRT — % &8
v MR THRELET . DEV VAT LABRRR Ly FOEMERT — 2 %A o AN
Ty arDEDICHEAESELZ LT FEAJEMT — ¥ O KE S (Maximum
Compressed Data Depth) |, £ f#FR 7 — % D g K & (Maximum Decompressed Data Depth) ],
FLIXEMT —F OOV IZEET D L \Eﬁ‘\ﬁﬁﬁ@%ﬁﬁ‘é‘T U & 9 [HEH] R oD AR B
(Unlimited Decompression) ] Z 3R L TV R WA [—/Y 78— D X (Server Flow
Depth) | IZEIE#T 5 & | EMEfEERT — % DA /2/\7 Ta YT LET, EMEERT — 2 &
*ﬁﬁﬁ—é [ . file _data /bL—)b X —U— ]\%‘—fﬁiﬁﬁf%iﬁ—o FERIZ OV i\?ﬂ"ﬂi@’\/])
n— K %A 7 LRET (30-105 ~— ) 2B LT E S0,

415 BB oD JFEREARRR (Unlimited Decompression)
U+HE 7T — & O A (Inspect Compressed Data) ] (38 L OMEE T, [SWF 7 7 A /LD [ AE iR
(LZMA) (Decompress SWF File (LZMA))].[SWF 7 7 A /V@V%ﬁﬁ#{— (Deflate) (Decompress
SWEF File (Deflate) ) ], £ 7= 1% [PDF 7 7 A /L O L5 f# % (Deflate) (Decompress PDF File
(Deflate) ) ) XA &Y 22 56 BB DN v BT Te» T [JEMfEERT — 2 DR KIS
(Maximum Decompressed Data Depth) | 34—/ X—F 4 RENFET , DED . ZOF T3
R0 BEED ATy MO D ERIROEMERRP AN 20 £, ZOF T a v z2hf
L TH 7y FNNTO [JEMET — & O FHKIE S (Maximum Compressed Data
Depth) ] & 7213 [JEMEMEFRT — % O KiE & (Maximum Decompressed Data Depth) | (2 1352 %
LBRWZ EICEBE LT ESW £, 20X T a v 2 AICTH L EHOa I v M
WL ERMET — # O e KR & (Maximum Compressed Data Depth) | & [JERMEARERR T — & O e KR
& (Maximum Decompressed Data Depth) ] 7% 65535 IZRXE S D Z EICHFERE L TLE S0,
70—V HTTP IEBYEA 7' 2 v DR (22-36 ~—) 2B L TS 72 &0,
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Javascript M IEF{E (Normalize Javascript)
[HTTP )i~ O &4 (Inspect HTTP Responses) | 3 2072356 \HTTP &R T 4 N TOH
Javascript O & EHLEZ G LT, 7Y 7 mt v ¥ X unescape BI%ELS° decodeURI B
44, String.fromCharCode A ¥ v R72 & O#EFi b Javascript 7 — % # EHL L £3, 70 7'
+t v %1%, unescape. decodeURI, 3 X T decodeURIComponent BN DR DT> 22— R & 1E
HAbLE T,

- %XX

- %uXXXX
- 0xXX

- \xXX

- \uXXXX

7Y Faty P T D A=A E MR L1 DOAXR—AIZERLEST, 204
TarPANTHLGE RET 4 —/v R TIE, #atk Javascript 7 — & THFFA T 2 i A
N=ADHFERBERRETEET ANTE DMEIZ ~ 65535 TT MO EZFHBETL L. 2D
74—V RIZEET TS 7Y T aty ¥ b— 1 (120:10) A2 E 5 MR
S ARy NOERNIENZ/RY £,

7Y 7k v YL Javascript O IERF 5 (+) HE T IESME L, ZOFEE -2 H L T35
PHEAELET,

file data ¥ — VU — RZMHEH L T RA/L—IZx LIESYE S L7z Javascript 77— % # 48 LR
FTIENTEETFEMICOVWTIEFFED NS v — R XA T HF LT (30-105 X—) &
ZH LT IEE,

ZOFTarOA4 Ry MEEART DIZIFEIKIRT X DI 0—/0 120:9,120:10, 8 L O
120:11 Z/5& L ET,

2 22-6 [Javascript 2 IE##/E Normalize Javascript)] 772 7 > D/—

JL— ARV IR R H—E LTHEA SN D448

120:9 Y Fuat vy NOEGLL AR 2 U ETHD,

120:10 Javascript #iFit. 7 — & THFET 2 AN — 2 DM FFE S D A
NR—2DHFKRFE L THRESNFEU ETH D,

120:11 TR —TENTET A EIn a— RENETF— R B
O— R ZATNEENTWD,

FEZ O W TR L= WIRBED R E (27-22 XR—) B L TL &y,

SWF 7 7 A VD [EHE#EER (LZMA) (Decompress SWF File (LZMA)) 38 X T SWF 7 7 A L D JEHGFRER
(Deflate) (Decompress SWF File (Deflate) )

[HTTP Inspect D 545 (HTTP Inspect Responses) | 3B X726, 2N b D47 2 3 X HTTP
ZRO HTTP ISE R T 4 NI D 7 7 A VO 5y & FERMEfiRER L £ 37

N
() HTTP GET B CTHROM -T2 7 7 A4 NVOJEREER /3 D &% JEKEMER T & £97,

— [SWF 7 7 A )V D EAEMEER (LZMA) (Decompress SWF File (LZMA) )] 1%, Adobe
ShockWave Flash (.swf) 7 7 A /L0 LZMA FHa D JERGHES 5y & TEREMRERR L £ 9,

— [SWF 7 7 A /L O LAEf#ER (Deflate) (Decompress SWF File (Deflate) ) ] i, Adobe
ShockWave Flash (. swf) 7 7 1 /LD deflate A 20D EMETER 4y & FERMAARERR L £ 97,
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T T — & O KiE & (Maximum Compressed Data Depth) |, [[EfEfEFRT — & D KiE S
(Maximum Decompressed Data Depth) |, £ 72 (X EHiE T — Z D& D IZELET 5 & F%ﬁﬁﬂﬁ%#
T U E T, [MEHIFR O L AEf##BR (Unlimited Decompression) ] % &R L TW R WA [ —
N 7 m— O E (Server Flow Depth) | IR T 5 & | JEMERRT —# DA /Xf\ﬁ va R
T L EI EMEMRERT — & ZRAET 5121, file data /L —/L F— U—REfiTEE9,
IOV TV ED A B— K 24 7 %45 LRT (30-105 <— ) 2B LT &,

IOF T arDANRY MEAERT DT RIRT L 9I1I2 b—/1120:12 B LTV 120:13 %

B LET,
£ 22-7 [SWF =7 77 /LD IE#EAEER (Decompress SWF File)] 7723 > D/i—t
ARVEIERPIH—ELLTHERAS
JL—L o5&t
120:12 deflate 7 7 A /L D JEHERRIRIZ JeB
120:13 LZMA 7 7 A )V D JERERRERIZ B

PDF 7 7 A VO )JEHEf# R (Deflate) (Decompress PDF File (Deflate) )

[HTTP Inspect D)2 (HTTP Inspect Responses) | 28 %172354 . [PDF 7 7 A L O LA fif b
(Deflate) (Decompress PDF File (Deflate) ] £, HTTP %k HTTP ISERT 4 NICH D
Portable Document Format (.pas) 7 7 A /L deflate A EHEER4y Z MR L £ 4, 2 X
7 AL, /FlateDpecode A kU — A 7 4 )L X U= PDFE 7 7 A V77 ﬂ‘%}j??fﬁﬁ@[‘,%f% ESC
>~ ¢ )V A (/FlateDecode /FlateDecode 72 E) IV AR — KL TWEHA,

N
(#) HTTPGET InE TR O -7 7 A VDGR3 DI % LR T X £97,

TG T — & O KiE S (Maximum Compressed Data Depth) |, [[EfEfEFRT — & O KiE S
(Maximum Decompressed Data Depth) |, & 72 13 EMET — ¥ O 0 IZBIZET 5 & JEMEMERD
f&T U FE 9, [HEF R O [ #Ef# 5% (Unlimited Decompression) ] 2 1& R L TV 72 WIGA 1T [ —
N 71— DR E (Server Flow Depth) | ICBET 2 & JEMEMRT — 2 DA LV AT 9 VB
T LEI EMERERT — & ZRAET 5121, file data /L —/L F— U—REfiTEET,
PEMIC OV T ED A B — F 74 7545 LRT (30-105 <= ) 2 BBL T &N,

IOF T arDARy MEARTHITIERIZRT X 912 V—/b 120:14,120:15,120:16,
BILO120:17 2B LE T,

2 22-8 [PDF 7 71 22 DIEHEAEER (Deflate) (Decompress PDF File (Deflate))] 77> 7 > di—v

J—)b ARV IR P AH—L LTHEAESNSEMH

120:14 7 7 A VO IERMGERERRIZRIL

120:15 E@Ei% TRV R— MRARIND S A T T DT, 7 7 A NVDIEFEIRER
S

120:16 PDF A U —L 7 4 VAP R— "NRARID T 4 V2 THDHT-D. 77
A IV D JEAE IR BRI R

120:17 7 7 A VORI KK
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FTDT FTAT Yk IPT FL2DOHhH (Extract Original Client IP Address)
BAETDO T ITA T FIPT FLADMEELANCLET, VAT AIITD Y T4
7Y NP 7 Kb A% X-Forwarded-For (XFF) , True-Client-IP, ¥ 7= {3 XFF Header Priority 4
T a Y TCEEZLIEAAZ L HTTP ~y X = b LE T RAAL NV N 7 —7 LT 4l
MEINmxD s 747 MIPT RLAZRRTEET,

TOF T arDEAALNRY FEART AT L 119:23.119:29 3 L0 119:30 2 H
N TEE,

XFF ~ v Z'—DEEIENL (XFF Header Priority)

L7 AT > hIP 7 KL ADHHH (Extract Original Client IP Address) ] 23 H 0272 > T
%6 HTTP ZRICEB DO~ v X —PNFEET DG EIE VAT LRG0T 747 2 b 1P
Ny =BT BIEFERE L E T, T 7 4/ b TiE, v A7 L% FE T X-Forwarded-For
(XFF) ™~ % —% IZ True-Client-IP ~» ¥ — &2 FPEL ET K~y X — XA TORICH D
ETFREIT A 3280 L CUERIENZFHEL £,

ZOF T arThH FhH L MO 72 912 XFF £ 721% True-Client-IP LIS D T D 7 5 A4 T v
MNP~y X —ZfEETCEET EMAAD] 27V v LT ARE L~y X5 T T4
VT 4 VA MTBMLET, VAT A% XFF % 7213 True-Client-IP ~ v % — & [7] U 3L

EMHTDDAL LN~y X —DIEhR—FLET,

IOF T arvERETOIHAET IKRORICEELTIEIN,

- TR arbe— L ERAREOH T T VAT AITDI T4 T MIPT KL A
Ny X =Rl 5 & &S, Z OEEIEM A L T,

- TDITAT Y MNP~y Z—BEEHLGE6. VAT MIELIEM B KD B~y F—
DR B L F9,

— XFE~v A —|ZF EBERNEENDZToxy —R"E2RTIPT FLADY X ARG E
NTWEFT AT —T 4 v T EBFIETAEDIC VAT AT A NOREDIP T R
Z(OF 0 BHEHENAZ 7o FVICIVEBMENTEZT RLRA)E2 TD I AT FIPT
KL AELTHERLET,

URI ® = 7' (Log URI)

raw URI XMFEET DA HTTP Bk %7 Fvb raw URI i CE A2 L HiIcL. 2o
ol a r TERENDTRTORAAL R MZZ O URI ZBEHEMS T E9,

TOF T ar BN THLIEE BAALR N F—T )L Ea—o® [HTTP URI] #1iZ fliH
X7= URI OAEHE 50 XFA4 ERTEXF T, 287 v b B2 —TlL.URI 2k (K 2048 /31
MAEFRRTEXFT . HMIONWTIZ AR FOFRFRBT-1 R=) BB LT E N,

AR "D v 7 (Log Hostname)

AR NBEET AEAIT HTTP RO Host ~v X —M bR A M EHETX3 L5512
L.2DEyaryTERSNDTRTORAL R MIZOKRA M ZBEA T £, 8
D Host ~v X —0RHAHBEAIT N FZFHDO Ny X —0HHRA MG EHLET,

ZOFTa rPENTHLSEE BAANR N T —T )L B 2— [HTTP 7~ A2 4 (HTTP
Hostname) ] FNZ FiH 372 A R DA SO LFA2F R TEET Ny b Ea—TiH &R
A MO (K 256 N4 8) 2R TEET L3I OWTIEL A XY FOFRR(37-1 X—)
R T &N,
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HTTP F5 74 vz oEr A

TOF T ardDANRY NEAERKRTHITITIV—L 119:25 ZHEINC LE T, 2L oW T
1T V= WRBEDFRIE (27-22 X—) S L TL &V,

TV T at vyt E— L 11924 DA TH D56 1L HTTP ER THELD Host ~ v X —MN
BHENIHBATH. XY Faty I Z0F 7Y a L OREICERERLS BAALR M
AT 52 LICEE LT EE WV GO TIE BN HTTP Inspect 7V 7'k w3
=L DBFNME(22-52 X—=D) EBR L TLEEN,

7u 7 7 A )V (Profile)

HTTP F5 7 4 v 7 ANFICEERbENT-=r a— RO & A FE2IELET, VAT LIZIE.
FEALEDOY—NTHEHTEST 74V 707 7 A )L Apache H— 3 & 1IS H— N HD
TN T 77 ANV BIOE=FMRENT T4 v 7 O=— X IHEDETRHETE S
HARBDT 7 IV FERENH Y 9, 35OV, H—3 L~UL HTTP [EHb =
a— K 472 a VOB (22-47 X—=D) ESR LTI &V,

P =3 LYV HTTP ERYLT Y 33— R 4 7Y 5 v DR

5 A & X :Protection
P— R LD HTTP IEH LA 7 v a V&8 IRT D Z &L T HTTP b7 7 4 v Z AT ICERILT
ALy a— R AATEEEL . ZOXA 7Oy a— REEH T 7 4 v 712k LTA X2 b
FAERESELZENTEET,
PIFoMBATCT Y 7at oy L—ANSEINTWARWEA A7 a idid” ) ek v
= L REEEA T BTV ERA,

ASCIl = a—F 40
Ty a— NI/ ASCH XFEFa— KL Jb—/L =Y ASCII = > =2 — R URI TA
Ry NEERTHINE I DERIRELET,
IDOF T arDARy AR T BT L=V 119:11 AN LET EEICOWTIT.
JL—VIRRE DR E (27-22 X—) 2SR L TL IE &V,

UTF8 =y a—F 4
URI O#E#E UTF-8 Unicode > — 4 > A% F a— R L £,

TOF T g DA Ny MEAEKTDITIE L=V 119:6 ZHEENC LT, EFEMICOW T,
L= VIREEDFR T (27-22 X—V) S B L T IZ &V,

Microsoft %oU => a—5F 4 v 2
%u & FDBICEL 4 XPEFEHTAINS u = a— R AX—L%2Fa—RFLET, 2D
4 CF1E IS Unicode =1 — RN A > MZBEEHET 5 16 #E# D= 22— RETT,

[

EHROZIAT U IR uxzra— REEHT 22 LIXITEAERWED A aiE %u =
I—RNIZEoTmra—FRENTWAHITP N7 74 v 7 &5 a—RT5Z L aH#EL 4,

ZOFT v a DA Ry P ERERT BICIE L 119:3 2 LE T, R oW TiE b —
IVIRBE DR E (27-22 X=V) 2L TS,
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HTTP N7 7 4 v 7 DEFAL

R7 NA PUTF8 = a—F 47
R NS b A= EFIa—RFLET, AT A b = a— R CIE UTE-8 [EDF 22—
RIRFIZIE ASCIL SCERERREE L TREH S ET,

[

X7 N b zra—RZiky) 2a—PF IS —"&2x3I 21— hL FHEHET L a— RFEZFEL
SHRIRTDZENTEET EHOIIA T MIZDOFETUTF-S #= a— LW,
VAATIX,. ZDOF T arEAENIT I EEHER L CLWET,

TDOF T ardDA RNy NEART HITIZ V= 119:4 AN UE T EEMIC oW T,
JL—IVIRBED R E (27-22 XR—) BB L TL7E X0,

Microsoft IS = a—F ¢ 7
Unicode Z— KRS > M v B 7 Z2HEHALTCTa— RRLET,

|V

CHITTFICH B L FEORITTRAONDI D VAP0 T a v AN T D2 L 2 H
WLET,

TOFTa DAy MEAERKTDHITIZ V=V 119:7 N L ET EFEMIC W T L —
JVIRFEDFR E (27-22 R—) BB L TL7Z &0,

“EHxva-—7a4v7
FRURIZ2EGEB L. FNENTT a— RE2ETTHLOICTHIETIS —HEoa—
KNI T7 4y 7 %T7a—RLET, INTEFEIRE STV A TORBEEINETZD, A
AFZOF T arEAEMNTDHIEERHRELET,
TOF T g DA Ny MEAEKTDHITIE V=V 1192 ZFEhC LT, EFEMIC OV T,
L= RIEDFRIE (27-22 XR—) #HR L TLE &0,

2 NTFRT v a T b
1 DOITHNDOEBDAT v a2z 1 DDAT v 2 I EHEL 9,

TDOF T a DA RNy NEART HITIZ V—L 119:8 AN UE T FEMIC oW T,
JL—IVIRBED R E (27-22 XR—) BB L TL7E X0,

NS Ny 7 RT v a2 BEFl
N T ATy 2B AT 2| ’E%ﬁ{bbiﬁ—
DX T a DA Ry b EAEKTDHITIE V=V 1199 ZFENC LT, ZFEMMC OV T,
L= VIREED R T (27-22 X—V) S B L T IZ &V,

FTA4VI RY FTN—FL
TALZ N RIAR—=HALBLOBRCERAT 4 V7 MU ZEH(LLET, —ED Web 3
A MIT ALV I RY FIR=VLEHFEHLTCT 7 ANESRITEEZD . ZOXATD LT
74’ I L TANRY MEERT BDIC BHBETETY ety b— L E2HHT
R AR AET L AREENRH Y T,

_@17/5/@4«/k%¢m¢5 I L—L 119:10 BLON119:11 ZHEhC LET, 5
HNZ DWW T L — RO R E 2722 XR—) 2B L TLEE W,
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HTTP F5 74 vz oEr A

5 7EEFAL

ANR—=ARXY Y s E LTH 7 &M T 5 IE RFC %A EHAL L £ 97, Apache °F Dt
FE1IS Web ¥— X URL XY 7L LTH 735 (0x09) 2 H L 7,

~

() ZoFT7 T aroOREICERR< . EAT(0x20) 8% 7 ORI H 58%E . HTTP
Inspect 7'V 7Fat v HIEDH T H2 A=A L LTHRNET,

TOF T arDA Ny NEART AT V— 119:12 ZHEINZ LE T, Mo T
1T L= VIREED R E (27-22 X—) 2B L T FE,

e RFCF Y I &
URI 5 —# OUfT (\n) Z EHIL L E7,

TOFT T arDANRY NEARTHITIZ V— 119:13 ZHEINC LE T, BRI HOWT
T L= VIREED R T (27-22 XR—) 2B LT &0,

webroot5 4 L7 bY FF3—P)L
URL O#IHIT o L7 M) 282 THKIT5T 027 ) I R—F i LET,
O T a DA Ry MEAERTDHITIE =L 119:18 ZANC L F 9, FEMICOWT
WL = VIRBE DR E (2722 XR—D) 2B L TLE &,

A7 URITY I #

URI OXG)Y L7 L TH 7305 (0x09) & A0 L E 7, Apache BT LW —2 5 D 1IS,
BLORZEDOMDO—ED Web — T . URL ORI XL LTE 7 XFAEFEHALET,

S

B ZOF7TarOREICEBRRZEAXTT0x20) 1% 7 ORINZH D556 HTTP
Inspect 7'V 7 at v HEIEDH T H A= L LTHRNET,

JE RFC XX
ST D7 4= RIZBMEN72JE RFC XF U A M EEF7IERE URL T — X NIZE
FNTVWIEAICENRERELET, 207 40—V FEEETIHEAIT A, N XTFE2ET
6 ERFTLEAFHLET, ZOF v a v EaXETHHAIXMEEERICREL TLEIN,
IR L F AT D & A _ PR KREBICRAT D AREM N H Y £,
IOF T arDARy MR AKT BIZIT V=L 119:14 ZEENIC L ET, BN T
X L= VRBED R E (27-22 X—I) ZHR LT &,

BRFyv 7 zva—F 4 7 4 X
URI 7—4 TREICKERF v 7 A X LET,

TOF T ardDANRY NEARTAHITIZ L= 119:16 BLTN119:22 ZF4hC LET, 5
FNZ DWW TIZ V= NARIED R T (27-22 X—=V) 2B L T ZE W,

NRATTA DT a— R2EMZT B
INAT T4 VB EINTZERO HTTP 72— RE2 BB LET, 2047 a VRN EYTH
DA AT T A TR S HTTP BRIZIE. T 2 — FEB L OO b3 LA
H—r = F U T EFEH LTEREOLRDITOND 2O /N7 —< AN EELET,
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W HTTP F5 74 v 2 0EELL

Non-Strict URI fi&#T
Non-Strict URI fi##r 2 G202 L3, Z D47+ = > %, [GET /index.html abc xo qr\n| & V9
FEROIEFEAE URI 2% F AN —R_RTOLEHLET, ZOF T a v aEflTHE. T
I—FFURIND 1T EFEHDANR—RL2FBHDOAR—ATHEN TSI LD EMELET, 2
T2 B/ H D AR—ADHIZHN 2 HTTP #2172 WA TH R TY,
WEASCH =y a—F 47

HTTP %K URI OIEIRE ASCH XF O 2B NI LET, ZOF T a Uix DAY LN —
NTaT7 7 ANVTORMEMFRETH Y | Apache IS, £721LT X TOH— miFicift s
DT 7N TR T s ANTIEIHEATE RN LIZEE LT EE N,

HTTP %— X F 7 a VOBRE
Z A & X :Protection

HTTP ¥ — R 47 a U ERET DT RO FINAICHENE T HTTP — X 47 a3 o OFEM
ICONWTIE, P —2% LUV HTTP IEHEF 7> 3 o OFEIR (22-38 X—I) B L O — L~
HTTP EH{b= > a— R A7 a VOi&EIR(22-47 X—=V) SR LT &0,

P— L~ ULD HTTP BREA 7V 3 V OREFIE:

FJE 1 [ (Configuration) ] > [ASA FirePOWER &% /& (ASA FirePOWER Configuration)] > [R U 3/ —
(Policies) ] > [T 7 A 2> ha—/ L 7K U 32— (Access Control Policy) ] DNAIZIRIN L £ 7,

[77&8A = ha—/L KU 2 —(Access Control Policy) ] X— U NHERINET,

FIE 2 WETLDT7 78R arbu— LRI —DRICHLBWMET A2 (o )&2r Uy 7 LET,
TR arvba—L R v— 2T 4 ERFRINET,

FIE 3 [FFEAERE (Advanced)] ¥ 7 A EIR L F9,
TR arybur— R —OFMEES—UREREINET,

FE 4 [y NT—27 08 LR AR Y 2 — (Network Analysis and Intrusion Policies) ] DHEIZ & D RET A
a (g &7V v LET,

[y T —27 5587 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] " v 77 v 7" o ¢
YRUBRRINET,

FIES5 [Fv hT—75HAKRY >— U A b (Network Analysis Policy List)] Z# 27 U v 7 L £,

[ b T —27 558K Y 2— U & b (Network Analysis Policy List) | R v 77 v 7 7 ¢ KUk
RENET,

FIE6 METIRV I —DORIIHIRET A2 (g )E7 )7 LET,

BIORY = CRREFEOEER S DG AICEE LWL BEEHITT AL 0K 227 U v 7
LETHORY 2 —TORRGEDOEEDLRG HIEZOWNTIE A OMR LR o —EH O
TE(18-16 X—) ZHRMML T ZE W,

[ U > —1## (Policy Information) ] _X— Y NE RSN F T,
FIF 7 LERMOFESF— 9 SNSRI T[RE (Settings) | 227V v 7 LET,
[F%E (Settings) ] X— UV NFERINET,
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FIE 8

FIE 9

FIE 10

FE 11

FIE 12

HTTP F5 74 vz oEr A

[7 7V r—a @7 Y 7 at v ¥ (Application Layer Preprocessors)] @ F @ [HTTP & E
(HTTP Configuration)] ZH NI L TWAMNE I NS L T2 DOBBIRE R H Y £,

o WRENANREGA . WMEEL)]Z7 Y v 7 LET,

o RENENTHHEHE [F%)(Enabled)] %227V v 7 L. [fWE(Edi)] 227V v 27 LET,
[HTTP 7% & (HTTP Configuration) ] X— U NRRINE T N—T FTHD A v E—VITIX HEE
BLAYy NT—I AR —Br R ENET MO ONTIR Ry NY—2 R v—F
TITERARY —TOLAYOMHA(19-1 X—=) 2SR L TLEE0,

WD 2 ODOFUIERH Y 77,

o LW —ANT T A NEBMLET, X—=TDEMT [P —,3(Servers) ] DRI H 5B
mrAay(@xa27 )y 7 LET(Z—5 v hOBM(Add Target) | Ry 77 v 7 07 4 v R
TINERENET I TIAT LMD 1D EDIP T KL A% [—/3 7 KL A (Server
Address)] 7 4 —/V RIZFEE L. [OK] 227 U v 7 LET,

H—DIP7T RLAEZEFIT FLA Try 7 HDH5NNEINLOWTIUnEZIXm %2 0 v
~V TCTRY -7V A RERECTEET, VA MIANTE D UFEITRKAK 496 L7, 7XCTD
P—R T 77 A )VTRETEDLT FLAEHOKREIT 256 fERRTE D707 7 410D
BIIT 74/ b 707 7 AV EEDHT 255 T, ASA FirePOWER £ ¥ = —/L T? IPv4 B &
WIPV6 7 RL A 7 a v 7 OFEHIZOWTIZIP 7 RUADOBAI(1-4 X—) 2B LT
7230,

H =2 NR—=ZADKRY) =TT 7 4 v 7 BTG BETIH Ry NU—T 13, ¥ —
Ty PR=ZADRY —DFERMNR LR DRy NT—T AR Y o—l ko TREIND
Iy M= BIRY =0 DY Ty hTHIN, FRITENHIC—BTIHILERNLD £7,
ZEHNZOWTIZ Ry NT— IR Y O —IZ L AFTELD ) A X~ A X (20-3 X—) % H
LTS EEN,

R=YDEMMOY—3 A MIFLWVHEPER RSN BRI TWNWDZ EEZRTTEOHIC
RAAE R SN E T, [(XE (Configuration) | 7 v a UREH SN BMLEZT2 7 4 —LD
BUTREN KM S ET,

s BFHFEOT T s ANVDOREEET LE T, RX—VLEMAO [H—,3(Servers)] ® FTEM L=
TR T rANDREFHT NV AZZ Y v 7T E2E [T 740 F(defaul) | 227 Y >
y L/i‘j‘o

HER L 72 TH H 23R AR R S0, [3%E (Configuration) ] £ 7 v a VN EH S BIR L= 7 0
T ANDBATRENRRINET BFEOT 07 7 A LV EHIRT DT HIBRT 272
Ty ANVDORRIZHDHIRT A 2 (E) &2 7Y v 7 LET,
G 7 ar T [Fy U —72 (Networks)] 7 4 —/V RIZU A RENTWDT RLAZZET L,
N—=UOMOEKE 7 Y v 7 LET,
N=VOEJT EHAERENTNDET RLARERTSLET,
TN TR T 7 ANVTIE [Fy FT—7 (Network) ] DR TEEZEE CTERWVWI LIZERELT
KEEWT 7N a7 7 A E BOTn7 7 A VTHRESRLTWARVWR Y FU—2 EO
FTRTCOY—NZHEH S ET,
[/R— b (Ports)] 7 4 —/L KIZ . HTTP Inspect ThT7 7 4 v 7 Z#RETHHR— M2 HELET . H
BOR— NEfRET25H1E. 1~ TREY £7°,

PN LUV HTTP EEEA 7 2 3 o DEIR (22-38 X—) THlBAT 2 Z o4 7> a v &
EETEET,
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FIE 13

FIE 14
FIE 15

FIE 16

HTTP N7 7 4 v 7 DEFAL

ROFMNAE > TH =N T e 77 A VERIRLET,

o WMBEODOYV—RT T 7 A NVENERT DITIE [ AF A (Custom) ] ZEIR L F9 GEIZ oW
T =3 LUV HTTP IEHfb = o — R 472 9 VORI (22-47 2—) 25 W),

o TRTOV—NIZH L THUREEDOT 74V~ 707 7 A VEMHEHT DL [TT
(AlD)] Z3®IR L FE 7,

e TT7ANIDOIUS 707 7 A NEMHATHITIEIS] 23R L E5,

o T 7/ KD Apache 71 7 7 A V&M T B IZ1%. [Apache] BTN L E T,
[ A% L (Custom)] ZBIRT DL HAX L ATV a v REREINET,
77y ANVTHEHTHHITP T 2— K A7 v a v EFELET,

ER A RER TER LA 7 > g v OO W TIEH—2% LUL HTTP IEEA 7 3 v 0#IR
(22-38 =) BH LT Z &,

RV =% RET D RMELFITT D EAEEMIET D ERRY —DF 7 4V FREITRET .
BEEVAT A FY vy a2 llE LT TTD2. 00T NN EITOWET MoV BED
i L AR S —EHOFMEE (18-16 2—) 2B L T &,

BN HTTP Inspect 7V 7u & v¥ L— 1 DOERL

7 A & X :Protection

BB DORREA TV a VCBHEAHT 5TV 7R W HTTP Inspect 7'V 7Bt w —L DA X2 b
PHERTHIZIZIKOEDO Y Fut vt L—)L GID:SID | B DV — )L 2 H N T X £, 264
WZOWTIE L= /WIREEDFRE (27-22 XR—D) 2SR L TLE &0,

229 BWDHTTP Inspect 7Y 72t ¥ —ib

VA NA=E AN

JL—)L GID:SID |35

120:5 HTTP &% b5 7 4 v 7 TUTE-7 = a— R SN 8BE8I1C A~ b
NARZIVETLUTF-71E.SMTP N7 7 4 w277 TTEy b XU T 48
W IRGAIZDOREH L T 72 &0,

119:21 HTTP TR~ X — 2D content-length 7 4 —/L RRHLHEEITA4 X
v EBRAEREINET,

119:24 HTTP ZRIZHEEL D Host ~ v ¥ —Ndb D51 A X bV ERR S E T,

119:28 INHDON—NVEHENTDHEE A MIERINET A,

120:8

119:32 o7 47 THTTP X—Y 3 09 R END & A X bR ERKREN
FT.TCP AN —LDORELADNCTILERHD Z LICEELTLLE
SUW,TCP A MU — ADFHLEEDMH (24-23 X—V) ML T X0,

119:33 TA—FENTVARNAR—ZN HTTP URLICE EFNTWAEEIT A
Ry NPNERENET,

119:34 TCP #4512 24 L L DA FF 4 VIR E N7 HTTP RN EEH TV 5
AT ANy M ERENET,
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SunRPC 7U 7at v Fofm M

SunRPC 7’V Fut& v DfEH

7 A & X :Protection

RPC (Remote Procedure Call) IEH L TIZ. 77 7 A MEEN/ZRPC La— KB 12Dl a— K
WEHILEN DD T A —L Zo P REDL a— RERERECEXET . 7 & 21T WBEN
RPC admind NFETEINTNDHHR— FOBRHZRITT 5 & LE T, —#@ UNIX /R A hiE,.RPC
agning ZHH LT £ MM AT I 5 A EFATLE T KA R BIORILETT 55
S EBEOLHI—FR)ET— NEHROa L e — LA EETEX3203HY £, SnortID
(SID) 73 575 DIEYET F A b L— L (P =R L —H ID: 1) X, 2 OBEEZBRHT D7D FFED
nr—aryCary Y ERE L AREY) R portmap GETPORT BR A HFE L £77,

A—Fk
NFT7 4w B ERETER— b R LET AV HF—T =2 AT HEEDOR— 2o~
TEE> THRELET, A7 RPC R — ME 111 BL 32771 TR v T —27 ™ML
AR—FMIRPC NI 7 4 v 7 2EETIHHERIT. FNOOR—FOBEMEKRTTL T FEEN,

RPC 75 7' A v MEV 22— RD#H (Detect fragmented RPC records)
RPC 77 7 A v ML a— Razmiti L £,

O T a DA Ry MEAERTDHITIE =L 106:1 BELON106:5 ZENC L FE T, ZEM
IZDOWTIL L —WREEO R E (27-22 X—D) 2B LT &V,

137 v b OEE L 22— FORH (Detect multiple records in one packet)
Ny MEITHBR IS N Ty ) T LI D RPC ZRZ R LET,

TOF T g DA Ry MEAEKTDHITIE L=V 1062 ZHEENC LT, FEMICOW T,
L= REEDFHRIE (27-22 XR—=) #HR L TLE &0,

L7 TAVNEBZD 7T 7 AV My a— FEEORH (Detect fragmented record sums which
exceed one fragment)

BUIEDA Ty PREBADHER SN 777 A Muva— FREZBHLET,

DT T ardDA Ny NEART HITIZ V—L 1063 AN UE T EEMIC oW T,
JL—IVIRBED R E (27-22 XR—) BB L TL7E X0,

127y bV A B2 BE—~T7F5 7 A b La— RO (Detect single fragment records which
exceed the size of one packet)

Wo7e L a— FERILET,

DX T arDARy NEERT HIZIE L—L 106:4 AN L E T EERICOW T,
JL— LIRBE DR E (27-22 X—) 2SR L TLIE &V,
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W sunRPC 7Y FrtyHDiER

SUnRPC 7’V 7uat vV DORTE

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIIE 8

FIE 9

FIE 10

5 A &> X :Protection

SunRPC 7'V 7t v H R ETHICIFE KROFIEEFEHTEXET,SunRPC 7'V Futz vk
EA T a rOEEMIZOWTIE.Sun RPC 7Y Y ut v o (22-53 =) BB LT
U,

SUnRPC 7)) Fut vy 4 R ET DITIT KROFIRZETLET,

[5% 7€ (Configuration) ] > [ASA FirePOWER % 7E (ASA FirePOWER Configuration)] > [R U ¥ —
(Policies) ] > [7 7 A =2 b r—/ L 7K Y 2 — (Access Control Policy)] DJIEIZEIR L £ 7,

[727EA 2> ba—/ R Y —(Access Control Policy) ] X— Y NEREINET,
WET DT 7R arybe—L R —DRIZHLIMET A 2 ()27 ) v 7 LET,
T/RA T Rr— L R V= =T IRERENET,

[FEMIER E (Advanced)] % 7 &@LU £ 97,

TIEA Ay hu—L RY —DOFEMREN—VRRRINET,

[y bU—27 558 L2 AR U 2 — (Network Analysis and Intrusion Policies) ] D#EIZ & D FRET A
ay (g ) Er7 Vv 7 LET,

(R U —27 558 12 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7 o ¢
Y RUBERRINET,

[y hU—27 038R Y — U & I (Network Analysis Policy List)] 227 U v 7 LE7,

[y RU—7 53R Y >— U A k (Network Analysis Policy List) ] 8 > 77 v 7 0 ¢ R RE
IRESNET,

WET DRI U —DRUCH DIRET A 2 ()27 U v 7 LET,

BIORY O —ICRBETFOEEND DGAICER L B E2 BT T 512X 0Kl 227 V) v 7
LETBORY ¥ —TORERFDEEDRF TFIEZOW T FEA O LR o —EHOM
T(18-16 XR—) B L TL7ZE W,

[ U > —1&% (Policy Information) | X— Y NERINE T,

EOFEr—a v /SR T [RE (Settings) ] 27 U v 7 LET,

[F% 7€ (Settings) ] X— VU BHRRINET,

[7 7V r—ar@> ) 7t (Application Layer Preprocessors)] @ @ [Sun RPC §% &
(Sun RPC Configuration) ] Z# NI L THDH N E I IS L T2 DOBRELH 0 £,

o RENADREGE . WE(EdD] 227 Y v 7 LET,

o RENENTHLE A4 (Enabled) 1 %27 Y v 7 L [k (EdiD] 22 ) v 7 LET,
[Sun RPC 7% % (Sun RPC Configuration) | X— Y NERINE T, =T FHED A v &—TITI,
REEZGLRY NI =T G0HAR ) —EBRRINET M ONTIE Ry NT—7 AR Y
V—EERBARY —=TO LA YO (19-1 =) 2B L T ZEW,

[A— K (Ports)] 7 4 —/V RIZ.RPC b T 7 4 v 7 %T a—RTHR—bOFESZEANLET . E
BOR—FEHRETLIHE8E. 0~ TR £,
[Sun RPC #% %€ (Sun RPC Configuration) ] — Y ODROMEA T a v A BIRELIT 7 VT T
£7,

« RPC 757 Av Ml a— KD (Detect fragmented RPC records)

o 127y OB L a— FoOKH (Detect multiple records in one packet)
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Session Initiation Protocol D& M

o AIRFy  EBXDT T T AV MEL a— REE OB (Detect fragmented record sums which exceed
one packet)
o 1Ty bV A REBIDHE—T T T AL b La— FOKM (Detect single fragment records which
exceed the size of one packet)
FIE 11 KRV =% RGFT D MELHITT D EREZWET D ERRY > —DF 7 4V FEEIZET .
EREREVAT A XXy allELTETT2.00TUNEITOVET FEIZ OV T BED
figik & AR Y —EFOME (18-16 X—) ZZHWL T EE N,

Session Initiation Protocol ™48 &1L,

7 A & & :Protection

Session Initiation Protocol (SIP) i, f ' X —F v b T L7 g =— LN F AT 4 TRHE. AV AHX
VA=V T A TA TN T ANEEIR DI TAT N TS = a v
D1 AN EDOZ—PITH L, IOJQLJ:@‘YZ//E! VOa—NLEBEE LR BLIORT AT XU R
it U E 9, % SIP 3R D method 7 4 —/V RIZERO B AR L, 2R URLIC LV EROEFE
DHRESNET A SIPIEEDAT—H A a— NI BEREINET77va vy OofRkz2RLET,

SIPZHLTa—Alnty F7 v 7SN H EROFFLBLIOET AL 28E
Real-time Transport Protocol (RTP)IZ K W LB SN E T By ra O ZOESIE, 2 —/V Fr 3
T = Frx XV ETFEFRIETE T —% Fr XV EMFEIND 2 ERH Y £ ,RTP I
FeBF Y RN NFGA—F xdz— gy Bydar@Ha BNy g ~OBED
72 DI SIP A v &— ART ¢ N T Session Description Protocol (SDP) # /i L &£,

SIP 7'V 7'ut v IR OMLE 2 EAT L £,

« SIP20 FT7 74 v 7 DF a—RBIUSHT

e SDP T— A4 BNEFEHLETIEARII DT —FEEGTe SIP ~v X —¢ XA vt — RT 4 &hiH
L LET 2525 BDOA L ART S 3 DD —IV =Y NI T ET

o SME(SIP N7y MBI AR E - I3BMoOlasmtt JEFENRELL RV a—L —Fr R
FFES e a— L = AR EN K ET Y ek L—ARETH D
BEICA N NEAERT D

o I—JN F ¥ RXNEBPTLH (AT ay)

TV 7y SIP A vE—Y RT L ICHAIAEILTWVWD SDP XA v —VITmRENTWVND
— FMZHESWTRIP F ¥ 2 AEHMLUETHARIP 7’2 haL A 27 a v 2FTLE
A,

SIP V7 at oY alHTDHEIIF KROSICHERE LTI IEEN,

o UDPILiliE .SIP CYR—FENDIAT 4T ByiarazEklLEd,UDP A kY —LAOHT
MBI D SIP 7Y Fat v ckt LSIPEYy > ay FI v o itint 4,

e« SIP/L—/)L X —U—RICEY SIP X7y h N~ X —F 3 A= AT 23U L.
SR EZREDSIP A Y v RELIZAT —F R a— RO 7y MIRETE £9, 35/
DVWTILSIP F— U — K (30-67 X—V) 2L T EEN,

o AZTHILGAE BET L — (Y=L —% ID(GID) 140) H AZNZ LTV & Hl
LieT—F%EN— )L TV NIEETHIET. TV ey HidA Xy AR LERA,
FERIC OV TR LV WIREEDRR E (27-22 X—V) 2SR L T Z &0,
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R OW T ROFEHEZ SR L T EE 0,

e SIPV VU Zut oW F7 T a DR (22-56 X—)

« SIP 7V 7 ut vt oOEiE(22-58 X—)

« B SIP 7Y Fut W — LD (22-59 X—)

SIP 7Y Zuky¥h FT7T 3 ORR
Z A & > A :Protection
BEETELHSIP ) Fut v 72 g O TU R T LET,

[Z>K URI @i KE (Maximum Request URI Length) ], [ = —/V ID @ K (Maximum Call ID
Length) |, [E k4 @ i K E (Maximum Request Name Length) |, [2515 7€ ® £z K& (Maximum From
Length) ], 3518 /& O f K& (Maximum To Length) |, [ H D #x K (Maximum Via Length) |, [
5 D e K (Maximum Contact Length) ], 3 L O[22 > 7 Y D e K (Maximum Content Length) |
F7 a3 TIE ~ 65535 84 M EIT 0NN MERETEET 0 ET S & BT 5
= IVIRENTH LN E I MR R 20X T a DA Xy MARNBENZR Y £,

UTO#HATTY) Z7at W L—LRNEEINTWRWESE AT a7y Fat vyt
=V REEMT O TVERT A,

N— b

SIP NF 74 v 7 2RBETAR—FNEEELET.0 ~ 65535 D EIEETXET, A— |
BB NEE S L5510~ TREY £97,

BET 5 A Y v F(Methods to Check)

METBSIPAY Y FEBELET RIORTHEERZRIN TS SIP A Y v REEETE
\ij_o

ack, benotify, bye, cancel, do, info, invite, join, message,
notify, options, prack, publish, quath, refer, register,
service, sprack, subscribe, unsubscribe, update

AV RTCIIRLFEENLENRBENEE A, A Y v RAITITET E, B2 A
TEFET . FOMOEHELFIIMMHTEETAMBORA Y v NiZH o ~TRIIY £,
HLWSIP A Yy RSB TERINDAEMELH 2720 REICIT  BEERZI LTV RN
WELFINEEDDLENTEET VAT LATIEHRERRZBEOAY v REIAEEZSIALTY
LZ2UfHDOAY » REBMO ITEDRAY v R)BIR—FSNET, VAT AF REIND
REFZDAY v FETXCTEMELFT,

BEREDORA Yy FlICIZ.ZOF 7> a3 VITHEETAH A Y v ROz ZFANL—LT
sip_method X¥—U—RZfHLTHEETLSAY Y F‘%é\iﬂiﬁo%ﬁ;ﬁﬁﬂz’)b\fﬁix
sip_method (30-68 X— ) S L T 7E S0,

Ty arNOFXA T v 7R (Maximum Dialogs within a Session)
AR =L By a VNTHRINDIIAT 0 T OERBAERELET, 20K LY %<
DEAT R TPMERSIND L FAT a7 OB FEESNTNDERELLTNICRDE T K
LA A T el pLIECHIBR SN E T, £ =L 14027 BAETH BT H A X
FB MU =L LTHEHEINET,

1 ~ 4194303 DEKAIFETXET,
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ER URI O KE (Maximum Request URI Length)

[%3K URI(Request-URID)] ~v ¥ — 7 4 —)L KORKHFFAA MERELE T, —L
1403 AN THASEE URINZNLED bREVWEA RV IR Y —E LTSN ET,
[Z:R URI(Request-URD)] 7 «# — /b RIX BER DS D /N A E NI N—TVE2RLET,

22— ID D KE (Maximum Call ID Length)
FRETIISED [2—/V ID(Call-ID) ] ~» X — 7 4 — )V RO RITENA MEAETRE L
FT = 1405 BDENTHLES . 2— L IDRINLIVEEVWEALA RV IR NY H—L
LCHRAENE T, [Z2—/ID(Call-ID)] 7 4 —/L RIZ X » T BRLILEND SIP v ¥ =
UR—REIZHE SN ET,

R4 OB K E (Maximum Request Name Length)
R CTHAEINDRRAA MIERRELE T ERk41X.CSeq N7 7 23 IDIZHR
ESNDAY Y FOARITTT =/ 14007 AN THLHE ERAD NIV BRNE
ARVENR NI = L THEHEINET,

EE T DI AE (Maximum From Length)
PR E 72 IHNE O 1558 From) |~y X — 7 4 — )V RTHR SN DK, MNEREL
FT =V 1409 DA TH 256 [EE L (From) | A2 LD b RWEA R B FY
H—E LTHEHENET, [EE L (From)] 7 4 —/L R, A v E—Y OREM AR L £ 7,

ERE DB ARE (Maximum To Length)
FORETIIISED [EEHX(To)] ~vF— 74—V RTHRISN DR MIAEEELE
T = 140:11 AN THLHE [EEE (T BRINEIV bRWE AN IR Y T —
ELTHERENET [EEL(To)] 74—V FiZ A v =0 EREZHAL £,

R B DB AE (Maximum Via Length)
BURETIISED [#H (Via)] ~v X — 7 4 — /L RTHESNORARNA MIAEELE
T =L 140: 13 BNE TH LA R (Vi) ) A 2D b EVWE AR R MY H—¢
LT SVET [#BEH (Via)] 7 4 — /b RIZIRER DT ED N ADRRENIEDG AT
FBEREBRIRENET,

RS DE KK (Maximum Contact Length)
FRE 2 IFGE O EKES (Contact) | ~v X — 7 4 — /L RTHRINDIHKNAA "N EHE
LET, V= 140:15 DENTH D56 [EKS (Contac) ] BN L W HEWE AU RRS
FUA—E LT SUE T, ERESE (Contact) ] 7 4 — /b RIZIX D A v E—2o0
TOBEKIEERTET D URL B S NET,

a7 Y O KE (Maximum Content Length)
FRELIFIEEDA =V RT 4D T VY THEINDIRHANAA M ERELE
T =L 140:16 NAEDTHIHA . AT YNNIV BEVWEALS RV IR RY -
LTHEHINET,

BEFEIET A 7 —4% F ¥ 3% EHL (Ignore Audio/Video Data Channel)
F—=B FXRN FT T4 I DA AT a RN ERITESCLET, Z0F S
varvEBRNITBHE T ey HXFOMDIET —H F RXAVSIP N T T 4 v T DA
VAR v arEFATTADO TERE LT EIN,
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SIP 7Y v vV DHRE

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIIE 8

FIE 9
FIE 10

S A &~ & :Protection
SIP 7'V 7t vy ERET DT KO FIAICENE T,

SIPZY Futy Y 2RETDITIFKROFIREZETLET,

[5% 7€ (Configuration) ] > [ASA FirePOWER % 7E (ASA FirePOWER Configuration)] > [R U 3 —
(Policies) ] > [T 7 A = ha—/ L K U ¥ — (Access Control Policy) ] DNAIZIEIN L F 7,

[727EA 2> ba—/ R Y —(Access Control Policy) ] X— Y NEREINET,
WET D7 78R arbe— LR —ORICHLRET A2 (o )& 7Y v 7 LET,
TI7EAaryie—)L KR — T 4 XNRFRENET,

[FEMIER E (Advanced) ] # 7 &8I L £ 77,

TIEA Ay hu—L R —DOFEMREN—VRRRINET,

[ %> b U—27 558 L2 AR U 2 — (Network Analysis and Intrusion Policies) ] D2 & D FRET A
ay (g E7 Vv 7 LET,

(R U —27 558 12 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7 & ¢
Y RUBERRINET,

[y hU—27 038R Y — U & I (Network Analysis Policy List)] 227 U v 7 LE7,

[*y RU—7 53R Y >— U A k (Network Analysis Policy List) ] 8> 77 v 7 0 ¢ o R RE
RENET,

WET DRI —DRUCH DIRET A 2 ()27 U v 7 LET,

BIORY O —ICRBETFOEEND DGAICEF L B EE2 BT T AL 0Kl 227 V) v 7
LETBORY ¥ —TORERFEDEEDRF HFIEZOW T A O LR o —EHOM
T(18-16 XR—) B L TL7ZE W,

[ U > —1&% (Policy Information) | X— Y NERINE T,
EOFEr—a v /SR T [RE (Settings) ] 27 U v 7 LET,
[F% € (Settings) ] X— U BHRRINET,

[7 7V r—a g7 ) 7 at v ¥ (Application Layer Preprocessors)] @ T @ [SIP 7% & (SIP
Configuration) ] Z HZNZ L T DO N E I NS L T2 DORPFUENR H Y £,

o RENAN LA WEELd)] 227 Y v 7 LET,

o RENEDTHLEA [FX (Enabled)] 227V v/ L [faE (BN 227V v 27 LET,
[SIP % & (SIP Configuration) ] N— UV NERINE T, RX—V PO A v —VITIL HEEZ G
2y NU— GRS EARINETGEMICONWTIE Ry Y= AR ) —F %
BARY O —TOLAYOMHEH(19-1 X—V)ZBHR LTI ZIW,

SIP 7' 7ty A7 a L O#IR(22-56 X— ) THHT 247 v a Va2 EAHETEET,

RV =R GETHMELHITT D ELLEMWIET DL EARARY O—DFT 7 4V FEREIZRT .
BHEEVAT A XYy allE L TR TT2.00TNDEITVET GBI O W T BEAED
R R L —EHOMEE (18-16 R— ) 2B L TL &V,
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BIMO SIP 77V Ytk ¥ —LOFL

5 A &> X :Protection

WORIZRT SIP 7Y Tt v¥ L—UE FFEDOKEA TV a VCBEEMNT 5T ER A,
FOMo SIP 7Y Fuat oY L— L LRI, NG DL— I L > TA Ry M Adkd 585
BlIE.INEDONV—NVEHMNZTIEILEND D FT,L—LOFMLIZOWNTIE L—WIREED
BRIE Q722 X—) LT EEN,

F# 22-10 BWDSIP 7Y 7ty /i—

A NA=E A
Jb—J)L GID:SID

Gk

140:1

TN Fa vy NE=X L TWDSIPEy Y a VOB, VAT ATHER
SINDIBEKRETHDIGEIC AR EPRERESNET,

140:2

SIP %>Rk ¢ [#:R URI(Request URID)] 287 1 — /L RNZETH HLGAIT A
N RBERIIVET,

140:4

SIP TR F /21T E D [2—/L ID(CallID) ] ~v X — 7 4 —)L RINZETH
BB A X RNERRENET,

140:6

SIP ZR £ 72138 D CSeq 7 4 —/v KDL —7r o A/ BAEA, 231 ATl D
2By MEERLUERTIIRWEGIT AN PR ERSNET,

140:8

SIP TR F 723G T EE T (From) | ~v X — 7 4 — /L KNZETH 56
W AR BEREINET,

140:10

SIP R F /213 E T [EMEHR(To) ] ~v X — 7 4 =)V RINETHDHHEE
WAy RRARESIVET,

140:12

SIP SR F 72130 T [BRHE (Via)] ~v ¥ — 74—V KRZETH BHLEAEIC,
AR M ERRENET,

140:14

SIP B3R £ 72 130 T HEASSE (Contact) | B~ & — 7 4 — /L RN28Th
HIPEIT AR MBNERRENET,

140:17

UDP R 77 4 v ZND 1 D0 SIP R ETZIIIEE N7 v MTEED A ¥
T —UNEENTWEHEEIC AR PR ERENET,SIP DIAAN—V 3
VTIEHBEEA U N R = ENTWETN.SIP2.0 Ty vy +H
201 A=V HRYR—FEINTWEZ EIZEELTLEE N,

140:18

UDP bT 7 4 v 7D SIP R FZITIGED A v —2 RT 4 DEFED
£ SM.SIP R F /2 13EE D [2 27 Y & (Content-Length) ] ~ v &' —
T 4=V ROBEEMEE —HL2WGEEI A PBRERSINET,

140:19

T Tat YR SIPIRED [CSeq] 7 4 —/V KD A Y v RA4EFH#H L2 W
BEI AN MR ERSNET,

140:20

SIP H— /378 FRAEE A AFFA v — VI L CTF ¥ Lo V& E[E L
BT AR FER SN E T, 21T InviteReplay 75 R D LA IR AE
THZELIZEELTIEEN,

140:21

a—)Lky N7y FORNCE y Y a UIERNEEIND & A X bvE
B} S AVE T, AU FakeBusy i RKBOGAIZHAET 52 LITERE L TL
72 EW,

140:22

JEAT —H A 2— RN 3 KO TIXR WG AT A X2 bR ERR S
£,
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B GTPa~r F FrXNORE

F22-10  BYDSIP Y Frty —iA(FEE)

A NA AN

JL—/V GID:SID |FiBA

140:23 [z T7 Y ¥ A 7 (Content-Type) | ~v X — 7 4 —/L RiZarsroy XA
TR ESNTELT A vE—Y AT AT —EZRNEENTVDEEA
oA X MREREINET,

140:24 SIP X—=V g AN 1L LI E721E 20 DTN THRWEAIC, A X MRAE
S ALET,

140:25 SIP ZER T, [CSeq] ~v X —THREINTAY vy REAY Yy R 74 —)L R
D= LW GAI AN MPREREINET,

140:26 TV Taty P NRSIPEROAY v B 74—V FIZIRESNTAY v R
wun&bféﬂ/\fﬂ/\c /T)/\/ ]\Z))éﬁkéhi—g«

GTP <> K F¥ R/IVOHRE

Z A &> A :Protection

General Packet Radio Service (GPRS) Tunneling Protocol (GTP) (2L ¥V .GTP =27 % v kU —7 &4
L7-BENERLES.GTP 7Y 7ak v X . GTP b T 7 4 v 7 OBREEHRHL, a2~ K
FX XN T FV T Ao —ThA VAR a DD — TV TERE LT,
GTP a~> R Fx ) v I 74 v 7 Ty A7, "BHLINE I DERET HITIE
gtp_version.,gtp_ type. BLOY gtp_info /L—/Jb F—U—FK 7&"{%)}@ L¥F ‘é—o

1 SO AT a T ) 7Pty YN GTP 2~y R Fyr Rl A vbE—UFRET 45K —
FOTF 73V REEEBCTEET,

AR P EERTHICIFKRORIRTGTIP 7Y 7k v L— L EaHHNITHLENH Y F
T =L DO IZ DN TIT L — RBED R IE (27-22 X—D) ZBR L T F &0,

Z 22-11 GTP 7V 7t » # —j

VA NA=N DA

JL—/L GID:SID |#4BH

143:1 T Taw v REH A -V ORI ERMTDHE AN FBERK
INnET,

143:2 T Tat v P REGREREZOEIZHRET 2 L4 X0 MBRAERS
nEJ,

143:3 TV Ta v BRRoIEFOERERELRETH LA X FBRARS
ﬂ\i—é—o

GTP 7V 7ut vy ¥ NGIP 2w R A vt —V52F=FTE5R— 2B HT 521X ROFIE
PREALET,
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FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIE 8

FIE 9

FIE 10

GTP a=r F Fxikroe M

GTP a~vV R F X RNERETDICIIROFIEEZETLET,

[F% 7€ (Configuration) ] > [ASA FirePOWER 7% & (ASA FirePOWER Configuration) ] > [7R U 3 —
(Policies) ] > [T 7 A = ha—/ L K U 32— (Access Control Policy) ] DNAIZIRIN L £ 7,

[7 272 2> hr—/ R U ¥ —(Access Control Policy) ] — Y NFRINET,
WET L7 7R aryha— L R —ORIZHLmMET A2 (&7 vy 7 LET,
T7EA A a— LK) V— T g ERERINET,

[FEAEX & (Advanced) ] # 7 IR L £ 97,

T7EAaryba—LRY —OFMBRESX—VRERINET,

[ b T —7 5387 E12 AR Y > — (Network Analysis and Intrusion Policies) ] DREIZ & 5 fwEE T A
a (g &7V v 7 LET,

[y bU—27 58 12 AR U 2 — (Network Analysis and Intrusion Policies)] 78 v 77 v 7" 7 ¢
Y RUBRERRINET,

[%y RU—2Z7 53R Y >»— U & | (Network Analysis Policy List) ] %7 U v 7 L £,

[%y RU—Z754rAR Y >»— U A K (Network Analysis Policy List) | AR > 77 v 7 7 ¢ Ry RE
REINET,

WET DRI U —DRICH ORET A 2 (o) &7V v 7 LET,

BIDORY o —ICRIEAFDOET NS DB ET 2 EE L 3 E2 5T 5I21L 0K 227 U v 7
LETORY o —TORBIFOEEDREFITIEZ OV TUL A ORI LR o —EHOHE
iE(18-16 X—V) B LT Z IV,

[ U ¥ —1&# (Policy Information) | X— UV NFE /RSN FE T,
ERlOF s —ay NRUT [REE (Settings) ] #27 UV v 7 LET,
[F% € (Settings) ] X— TV VRRRINET,

[7 7V —ar@> V) 7t (Application Layer Preprocessors)] @ @ [GTP =2+ > R
F ¥ R /ViZ € (GTP Command Channel Configuration) ] Z B L TWAH N E S IS L T2 D
DOFPERH Y £,

s WENAD LA WEEL) ] 227 U v 7 LET,
o RENENTHLL5E . [A%)(Enabled) | %7 V v 7 L. [fWE(Bdi)] 22V v 7 LET,
[GTP =2~ K F ¥ /L% € (GTP Command Channel Configuration) ] ~X— YR FERENF T,

FFarTc . 7TV 7atyYdNGIP a~v L R A v —V 2B T A5R—M2EFELET,
0~ 65535 DEHEZIRETCEET . BHOR— N2 ETLIHAITI L~ TR 1,

R =R GET D MELFITT D EEEMWET D EARARY —DF 7 4V FEREICRET .
BEEVAT A XYy v 2l lELTETTA2. 00T E2T0ET 3OV T A D
R L RY L —EHORMETE (18-16 X—) 2B L TP EV,
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W IMAP FS5 74 v 7 DBEE(L

IMAP ~T 7 ¢ v 7 OEEAl
S5 A & R :Protection

Internet Message Application Protocol IMAP) iZ, U &£ — F IMAP Y+ — 1\ E A — /L2 RSGT
el @%éﬂi?MMPfjfmt/#i%~NM§47/FmMM%774/7%@
HEL.BEETLTY Tat o V= A BENRGEX BRERNT T4 v I RHDLEARV N
AR LET, 7V ko iz s o947 b/*f~/\IMAP4 T T 4w 7 DEA A — VTS
Ty ANEMBLTCT a—RLIBN 774NV T—FENL—)L T VR ETHIEHTE
FT W77 A0 T =X 2R URTIITRAL—LT file data ¥ — U — NEfEHLET,
M OWTIZFFED XA v— K XA 724 LRT(30-105 X—) L T &0,

i &7 a— RTIHERORMN 7 7 AV (FET5E) 0By MCETN DRI 72U
ft7 7 AN LI ET,

IMAP 7’ 7t v % L— Ll kD AR MEERTHITIE.ZNE DN —VEHHNIT H 0
BBV FET . IMAP 7Y Fut v ¥ L— DY %L —& ID(GID) |E 141 TF, I DOWT
X L= VRBED R E (27-22 X—I) ZHR LTI &,

ROV T RDOFHEZ SR L T &0,

« IMAP 7'V 7t vt A7 v a DR (22-62 X—)

« IMAP 7'U 7 ut v ¥ OiRE (22-64 <—)

. B IMAP 7 Fut v ¥ L— L DA (22-65 ~<—)

IMAP 7Y Puatvy¥ 7T 3 v DFER

Z A & > A :Protection
EERTELHIMAP VY Yty A7 a v Z L F T LE T,

MIME &+ A — VIR 7 7 A VDT a2 — RPARBERIGEOT 22— RE 3 T3 EEOR
77 ANTFETDIHR)BLIOER A7y MZELERDRE RN 7 7 A VRIS 2
EIZHEELTLIEEN,

[Base64 T a—F 4 7 O E (Base64 Decoding Depth) 1.[7 B> h8 By ML F VDT 32—
T 4 7 O E (7-Bit/8-Bit/Binary Decoding Depth) ], [Quoted-Printable (QP) DT 22— 1 > 7 D
% & (Quoted-Printable Decoding Depth) |, & 72 1% [Unix-to-Unix (UU) D7 2 —F 4 > 7 OB S
(Umx to-Unix Decoding Depth) ] 47> a V OENLLFORY o — TR GEIX Kb RKEW
ERER I NET,

o TITFINEIDRY NT—THHARY v—

e MLT7Z7ERarbe—KRIT—0DFy NT—T7 3P —MZ Lo TR S5 i
DHAZL Ry BT =T 5 R o—

A OWTIR T 78R o v =V DT 73V s Ry BT =T 5G5HR Y — DT (20-4 ~2—
N 1ETXy MU= 55—V a R L CRILERT S N T 7 4 v 7 OFRTE (20-52—) |22 L
TLIEEN,

PIFo@BATCT ) 7oty —ANSEINTWARWGEA AT va idii” ) 7ak v
=V RNBREMF T STV ERA,
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IMAP +57 4 v 7 ofEEr W

N— b

IMAP T 7 4 v 7 BT HR— 2T LET,0~ 65535 DEKAZIFEETCEE T, R"—
FNEERERDDHEEIZ. D~ TRU Y £97,

Base64 7 2 —F 1 7 DIEE (Base64 Decoding Depth)

% Base64 = 2 — RMIME &1 A — VI 7 7 A A BRI L CF 2 — R TE 5K/ A
MEERELE T, 1 ~65535 31 "EFRETHIM.E1X.TXTD Basebd T — X 25 32—
R4 588120 Z35E L4, Base6d 7 — % # I 5 121%.-1 ZFELET,

4 TEYONARVIEOEIZ KIZKE W 4 OFHICEIY EIF 65 2 LICHEREL TS
W 7272 L 65533,65534, 36 K TN 65535 13 65532 ICHI Y FiIF HivET,

Base6d 72— RNENTHIEES A —/ 141:4 ZEHEDC LT F a2 — RORMEICA X
MR T A2 N TCEET , Ta—RNZ. m o a— KRR TWVAEET — 2 E L
TWAEGER EITRMT AR H Y £,

TEY M8 ¥y MARAF Y OF a—F ¢ > 7 DX (7-Bit/8-Bit/Binary Decoding Depth)
Fa— R&ENEL LRWE MIME B A —VIRG 7 7 A A BT 55 — % O RS A
MAERELET . ZNODRMG 7 7 ANV 24 72X Ty 8 EY M AL F Y BIW
SFEIERATFN=F arT oY ZA T (T —rTF A b jpeg £ A—Y mp3 7 7 A
NIRE) IR E£F,1 ~ 65535 31 MEIRET 20 EE Ty hOTRTOTF—4 %
HHT258IZ02BELET T a— R T — X2 BEAT L1211 ZHEELET,

Quoted-Printable (QP) ®F =2 —F ¢ ¥ 7 M & (Quoted-Printable Decoding Depth)

4% quoted-printable (QP) = =1 — K MIME &1 A —/VIRkft 7 7 A A b L TF =2 — KT
TR, N ERTELET,1 ~ 65535 34 FERET D00, 720337 v hOFTRT
DQP=ra— K F—F%27a—RFTH58F0%BELET. QP a— R F—X &M
W DIE.-1 2EELET,

quoted-printable 7 = — RGN REGEIT L —/V 141:6 ZHNZ L T 7 32— RORMIFIZ
AR INEERT LI ENTEET . T a— MR T 20T, = a—FRRoTW5HE
BT A BHI L TV HEERETT,

Unix-to-Unix (UU) D5 a2 —5 4 o 7 OB E (Unix-to-Unix Decoding Depth)
% Unix-to-Unix = a— RNUU = a—R)EBEFA—NVIRM 7 7 A A BHMELTT a2 —
RTEDERRAA MEERELET,1 ~ 65535 34 FEFRET DI ERT. 7y Food
RTCOUU Y a— R TF—F%7a—RT55530%2HFELET . UUa—RKF—%
PEMATHI2IE.-1 EEEELET,
Unix-to-Unix 7 22— RONE RN R E 1L —L 1417 A LT 7 a2 — RO A X
VREAERTDHIZIENTEET, T I RNRRKTIOEF. = a— RRRS> TVBEHAER
F— A NHHE L TWAEA R ETT,
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BE THIS—varBFY Iuky oA |

W IMAP FS5 74 v 7 DBEE(L

IMAP 7)) 7r & v ¥ DBRIE

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIIE 8

FIE 9

5 A &> X :Protection

IMAP 7’V 7'at v % ERET DI RO FIEICHENE T IMAP 7'V ok v E4~
T a VOFERIZOWTIZIMAP VU uat vt ATy g COEIR(22-62 XR—D) 5L TL
72X,

IMAP 7V ¥ v H 2R ET AT KROFIELZETLET,

[5% 7€ (Configuration) ] > [ASA FirePOWER % 7E (ASA FirePOWER Configuration)] > [R U ¥ —
(Policies) ] > [T 7B A 2> hu—/L /R U — (Access Control Policy)] DJEIZEIN L F 7,

[727EA 2> ba—/ R Y —(Access Control Policy) ] X— Y NEREINET,
WET DT 7R arybe—L R —DRIZHLIMET A 2 ()27 ) v 7 LET,
T/RA T Rr— L R V= =T IRERENET,

[FEMIER E (Advanced)] % 7 &@LU £ 97,

TIEA Ay hu—L RY —DOFEMREN—VRRRINET,

[y bU—27 558 L2 AR U 2 — (Network Analysis and Intrusion Policies) ] D#EIZ & D FRET A
ay (g ) Er7 Vv 7 LET,

(R U —27 558 12 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7 o ¢
Y RUBERRINET,

[y hU—27 038R Y — U & I (Network Analysis Policy List)] 227 U v 7 LE7,

[y RU—7 53R Y >— U A k (Network Analysis Policy List) ] 8 > 77 v 7 0 ¢ R RE
IRESNET,

WET DRI U —DRUCH DIRET A 2 ()27 U v 7 LET,

BIORY O —ICRBETFOEEND DGAICER L B E2 BT T 512X 0Kl 227 V) v 7
LETBORY ¥ —TORERFDEEDRF TFIEZOW T FEA O LR o —EHOM
T(18-16 XR—) B L TL7ZE W,

[ U > —1&% (Policy Information) | X— Y NERINE T,
EOFEr—a v /SR T [RE (Settings) ] 27 U v 7 LET,
[F% 7€ (Settings) ] X— VU BHRRINET,

[7 7V r—arvf@> ) 7 rut v ¥ (Application Layer Preprocessors)] @ @ [IMAP #% &
(IMAP Configuration) ] Z N L TWEMNE I NS U T2 2OBIRENRH Y 5,

o WEDNANRGE WMEEI)]Z27 Y v 7 LET,
o BRENETHIGEE (A% (Enabled)| %27V v 7 L [#REEd)]| 227V v 7 LET,

[IMAP % & (IMAP Configuration) ] XN— Y NRREINET A=Y FHOA v E—VIZIX REE
BLRry NT—I AR U—BIARINET GEMICOWTIE Ry NU—7 AR v—F
TIRARY —TOLA YO (19-1 =) 2SR LT &,

IMAP N7 7 4 v 7 %7 a— RTLHULENHLIR— FEHRELET, AN— NESPEEH 556
T~ TXEID £,
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FIE 10

FIE 11

IMAP +57 4 v 7 ofEEr W

WICRTESF ANV T 7 AN ZATOEEOMABEDENOHIB LT a— R 257—%
DERNANA MIERELET,

+ Base6d T —F 4 v 7 DI & (Baseb4 Decoding Depth)

e TE¥Y MYy MAALTFYDFa—F ¢ v/ DS (7-Bit/8-Bit/Binary Decoding Depth) (7' L —> 7

FRA b jpeg £ A=V mp3 77 A NI EDKFE~NTF N~k arT oy XA T EEL)

« Quoted-Printable (QP) »F 22— ¢ o 7' D & (Quoted-Printable Decoding Depth)

+  Unix-to-Unix (UU) OF 2—F ¢ > 7 D E (Unix-to-Unix Decoding Depth)

AT LI ~65535 3 P EARET L KT ATy FOFTXTOT =2 it L &4

BN LU CTa—RT 25813052 BELET RN 77 AN XA TOT — 2 2 BET HI120E,
1 EHEELET,

W77 AN FT—=2E2BETHITITARANL—/L T file data F¥— VU — RZ M T& £, 3£
WZOWTITHFED XA o — R XA 7 &2 LT (30-105 X—V) BB LTI,

R =% RGFT D RELHRITT D EHEWIEST L AR —DFT 7 5 /0 FREIZET.
EHEVAT A Xy vy vallE L TRTT5. 00T EITOET GEHIC OV T BRSO
iR L AR O —EHORMEE (18-16 X—) 2B L T &V,

BND IMAP 7°Y) Fat v L— L OERME

7 A & X :Protection
WORIZRT IMAP 7 7t vt b— WE FEOHRTA T v a VIZEEMITF O TWER
Ao TDOMD IMAP 7)) 7t vH L— L ERERIZ.ZNE DL — I L > TA R M EAEKRT
AEEITI. I NEDNL—VEAENITEHEND Y £, —LOFEIMEIZONTIL L—R
EOHRE (27-22 =) 2R LT E &,

& 22-12 BWDIWMAP 7Y 712t > 3 /b—L

VA NA=N DA

JL—/L GID:SID |#4BH

141:1 7Y 7t ¥ A RFC3501 IZERZINTW 2 WI I, T h avwr Rx
M4+ & A4 MERSNET,

141:2 7Y 7t v N RFC 3501 ICEZIN TV RN —NIREEZMET 5 &,
AR IRERENET,

141:3 TV Ta v IMEH LTI AEYDORN, VAT A TORRKTRERID
ELTWAEARIC AR FRERESET, ZOST. 7Y Ytk vt
WEATURMERAREIC/R S ETCTFa— R&aEIELET,
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BE THIS—varBFY Iuky oA |

POP +Z 7 4 v 7 DIEEAL

POP +7 7 4 v 7 ODEFAL

7 A & X :Protection

Post Office Protocol (POP) |, U E— F POP A —)L — XM EEFRXA— )L 2SI 5 L xI12EH
ENFET.POP 7Y 7ty iFdYh—N/ 7 TFTA T NPOP3 b7 7 4 v 7 AL TS
Va2 L= DBERTHLIGAIEBRERIN T T4 v I MWD EAR MEAEKRLET,
TV Tavy I 7 IA T MYB—3POP3 N T 7 4 w7 TEFA—IVIRMT 7 AV ERIH
LCTa—RLIRMN 774NV T—FE— TP CEFETHIELTEET IR T 7

AN F—H &2 URTICIEBAL—/LT file data ¥— U — F&MH L £, ZFMicoWT

T RHEDNA vr— K XA 72 LART (30-105 X—I) 2R LTI,

it & 7 a— F TR BERORMN 7 7 A V(FIET 256) X0 BEA T v MTEERLRE 2R
77 ANBELRUEIIET,

POP 7 U 7 ut vt L— Ll LD ARV MEERTHITIE. FNOLDONL— L EFHNIT HHMLE
NHYVEFT.POP 7Y Yty L— DY xR —F ID(GID) 1% 142 T3, ZERIZ OV TIE,
JL— LIRBE DR E (27-22 X—) 2SR L TL IZ &V,

ROV T ROFHEZ SR L T EE 0,

« POP U 7oty W F7 L g DiEIR(Q22-66 <—)

« POP 7'V 7k v ¥ OFFiE (22-68 <—)

« JBID POP 7'V 7t v L—LDF L (22-69 ~—)

POP 7Y Fut ot 7T 3 VDR

Z A &> A :Protection

EETELHPOP 7Y Tty A7 a2l F T LET,
MIME & A =V 7 7 A VDT 33— PR GG 0O7 2 — FEi3E T EEoR
77 ANTFETHIHR)BIOERE ATy MZELERDRE RN 7 7 A VBRI 2
LIZEBE LTSN,
[Base64 T a—7 4 7 DEE (Base64 Decoding Depth) ], [7 B~ F8 By AL F VDT a2 —

T 4 7 O E (7-Bit/8-Bit/Binary Decoding Depth) ], [Quoted-Printable (QP) DT 22— 1 > 7 D
% & (Quoted-Printable Decoding Depth) ], & 72 1% [Unix-to-Unix (UU) ®F 2 —F 1 ' 7 DIES
(Unix-to-Unix Decoding Depth) ]| &4 a VOEN. 77 A 3> ha—/)L KU — |
FFOENTOBRARY =& T7ER ay ha— b— L ZBEEFT DR TWARARY
VDM TERLIGEIT RO RERMEHEHNIND Z LICERELTIEE N,

UTO#HHATTY) Z7at W L—LRNEEINTWRWESE AT a i r ) Fat vyt
=V ISB AT STV ER A,

A=
POP "I 7 4 v VBT HR—FEEELET,0 ~ 65535 DM EAIEETEET+, R—
FNEENERDHIHEEIT I~ TRED 9,
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POP F5 74 v ntEEl M

Base64 T a2 —F 1 ¥ 7 DI X (Base64 Decoding Depth)

% Base64 = a2 — KMIME &1 A — VI 7 7 A A BHE L CTTF 2 — R T& Z KN A
MEERTELET. 1 ~65535 34 "EHRETHI0.EIH.TXTD Basebd T— X &5 22—
R4+ 5548150 2 E L 9, Basebd 7 —Z ZEHT 512X -1 ZIEEL £7,

4 TEID N2 WEOEIZ IRICKE W 4 OFEHKICEY EFons 2 LICEELTLLES
VW, 7277 L 65533.65534. 3 L1 65535 1% 65532 110 FifF o Ed,

Base64 7 21— RNEZ TH HHEE L —/L 1424 AN LT 7 a2 — FORIFIZ A~ B
AR TAHAZENTEET . Ta— NI, o a— FRBo TWVAESLT —#2MFHE L T
DA TR SICKRECT D AREMEDN B 0 £ 97, FEAIC O W T, b— /WIRBE DR E (27-22 ~X—2)
LT &,

Ty M8 Yy MAALFT Y DT a—F 4 7 DB (7-Bit/8-Bit/Binary Decoding Depth)
T a— RENLFE L L7V MIME &1 A — VIR 7 7 A A BT 57 — 2 DR RS A
MEERELET, ZNODIRM 7 7 AV XA FI2IFXTEY b8 EY b XA F U BIW
SEISERIATFN=F arT oY ZALA (T =T F AN jpeg A A—Y mp3 77 A
NI E)VRH Y ET,1~ 65535 A NEFEET D0 X Ty hOTRTOT—4%
T 525G X028 ELET T a— N 7T —2 2 EET 51T -1 ZHRELET,

Quoted-Printable (QP) »F = —F ¢ > 7 M & (Quoted-Printable Decoding Depth)

4 quoted-printable (QP) = = — K MIME &1 A —/VIRkft 7 7 A A b L TF =2— KT
TDlRANAAS MEERELET .1 ~ 65535 31 FEFRET L0, £33 v hOTT
DODQPra—RF—F%aT7a—RRTH55F052BELET.Qpra— K F—4 5
W1 2HEELET,

quoted-printable 7 = — RHF 72 A 1L L —/b 142:6 ZH ML T, 7 2 — FORBFEIZ

AR PEERTHZENTEET, T a— R T20F. = a—FRE- TV

BT — A PHEHE L TWAEE 7 ST iz O W T LV — WIRIED R E (27-22 X—)
EERLTLLTEEN,

Unix-to-Unix (UU) D F 22— 4 > 7 O & (Unix-to-Unix Decoding Depth)

£ Unix-to-Unix => 2 — R(UU = a— R)E LA —NVRMAT7 7 A0 bHHLTT 22—
RTEDLHRAA MEEFRRELET.1 ~ 65535 31 FafRET S50 £33y o
RCOUU = a— R TF—F%7a—RFRTo5530%2FELET . UU=ya— R F—%
AT DT -1 ZHRELET,

Unix-to-Unix 7 2 — RBERRE ST NV —V 1427 Z BT LT 7 a— RO KR A X
VREAKRTLIENTEET, T2 FBRRKTL0IX. = a— RRES TV DHHAR
FT=ABWHEL TWAHEAR ETT MOV T L — IRIEDOR T (27-22 X—) &
LT &,
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BE THIS—varBFY Iuky oA |

W POP L5774 v 2 0EEL

POP 7V Fut¥ v DOHE

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIIE 8

FIE 9

FIE 10

5 A & X :Protection
POP 7'V 7t v aRETDITNI.KOFIEIHENET . POP 7V Tt v hREL T a v
DFEFZDOWTIZPOP 7Y Fut v 7 3 VORIR (22-66 2X—) BB LT E W,

POP 7 U 7k vy ¥ &2RET DT ROFIELZEITLET,

[5% 7€ (Configuration) ] > [ASA FirePOWER % 7E (ASA FirePOWER Configuration)] > [R U ¥ —
(Policies) ] > [T 7 A = ha—/ L K U ¥ — (Access Control Policy) ] DNAIZIEIN L F 7,

[727EA 2> ba—/ R Y —(Access Control Policy) ] X— Y NEREINET,

WET DT 7R arybe—L R —DRIZHLIMET A 2 ()27 ) v 7 LET,
TrEA A =L R — 2T g ERERINET,

[FEMIERE (Advanced) ] # 7 &8I L £ 77,

TIEA Ay hu—L R —DOFEMREN—VPRERRINET,

[y bU—27 558 12 AR U 2 — (Network Analysis and Intrusion Policies) ] D52 & 2 FRET A
ay (g E7 Vv 7 LET,

(R U —27 058 12 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7 o ¢
Y RUBERRINET,

[y hU—27 038R Y — U & I (Network Analysis Policy List)] 227 U v 7 LE7,

[*y RU—7 53R Y >— U A k (Network Analysis Policy List) ] 8> 77 v 7 0 ¢ o R RE
RENET,

WET DRI U —DRUCH DIRET A 2 ()27 U v 7 LET,

BIORY O —ICRBETFOEEND DGAICEF L B EE2 BT T AL 0Kl 227 V) v 7
LET BORY 2 —TORERFDEEDRF HFIEZOW T A O LR o —EHOM
T(18-16 XR—) B L TL7ZE W,

[ U > —1&% (Policy Information) | X— Y NERINE T,
EOFEr—a v /SR T [RE (Settings) ] 27 U v 7 LET,

[F% 7€ (Settings) ] X— VU BHRRINET,

[7 7V —a g7 ) 7 et v ¥ (Application Layer Preprocessors)] @ T @ [POP &% & (POP
Configuration) ] Z HZNZ L T DO N E I NS L T2 DDA H Y £,

o REDADRGE WEEY] 227 Y v 7 LET,

o RENENTH LG A4 (Enabled)1 %27 U v 7 L [fitk (Edi)] 227V » 7 LET,
[POP % & (POP Configuration) ] X— Y NERINE T, N—Y FEDO A v —VICIF REEE
LRy FU—=I R v —EBIRSNET MOV TIT Ry FY—=7 AR v—%7
FRARY o—=TO LA FTOHEH19-1 X=)EZHR LTI EE0,
IMAP N7 7 4 v 7 %7 a— RTHMERHLF— MEHRELET . A— FNEEREEH HE
X~ TREID 9,

WICRTEA A=AV T 7 AN ZATOEBEOMBEDLENLHB L TT a— 357 —%
DIRAA M EFRELET,
+ Base64 7 2—F 4 7 DI & (Base64 Decoding Depth)

o TEY M8 EY MALF VDT a—F 1> 7 OBREE (7-Bit/8-Bit/Binary Decoding Depth) ('L — > 7
XA bjpeg A A= mp3 77 AN EDFFE~NTFN— K arT oY XA T EED)
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| B2 F7Vr—va @7 7oty Fom

SMTP r5 74 v s ntEs B

* Quoted-Printable (QP) »F 22— 1 7' D & (Quoted-Printable Decoding Depth)
+  Unix-to-Unix (UU) ®F 2—F ¢ ¥ 7 D E (Unix-to-Unix Decoding Depth)
AT LT ~65535 " FEFRET 20 EE ATy FOTRTOTF =2 2 L &4

RIS CTCTa— Ry 258302 ELET .G T 7 AV XA T OT7 =2 AT 51213,
-1 ZEELET,

B 77 AN F—2 % RBET DI BEANL—/LT file data ¥— U — FA&MHCTE £4, 26/
WZOWTITHFED XA o — R XA 7 &2 LT (30-105 X—) BB LTI,

FIE 1 RNV —2RETHRELHIT T EEEWIET L AR —DF 7 4V bR EILRET,
EHEVAT A Xy vy vallE L TRTT5. 00T EITOET IOV T BRSO
i L AR L —EHEOFEE (18-16 2—) 2B L T &,

BIND POP 7Y Fut ¥ L—1L ORI
Z A & v X :Protection

WDFEIZIRT POP 7V 7ot vt — /I BEDHREA TV a VICHEMT LN THER

Ao EDMD POP 7' 7t vt L— L EREERIZ, ZNE DAL — I Lo TA Ry M EEKT
DA NSO —NEHENITHELERNL D T, 10— L DOHFPLIZHOWNTIE A — R
REORE (2722 X—=) B L T &N,

£ 22-13 BUWDPOP 7Y 72t /L—Ib

VA NA=E AN

JL—)L GID:SID |35

142:1 7V 7ut N RFCI939 IZERZRINTW 2 WI I, T h avwr Rx
M2 & A4 MERSNET,

142:2 7V 7ty REC 1939 [IZEZRSIN TV WS — NIEE 2 RT3 &
AR IRERENET,

142:3 TV Ty IMEH LTI AEYDEN,. VAT A TORRKIRERID
ELTWAEARIC AR FRERESET, ZOST. 7Y Ytk vt
EATURMERAAREIC/R D ETCTFa— R&aEIELET,

SMTP FZ 7 4 v 7 OEFAL
S5 A & R :Protection

SMTP 7' 7ut v ¥ — =Pk L.SMTP 2~ REIEFILT 2 L IR L E

T, 207N Faty X I TA T MP—N NTFTT 497 TEFA—NRMNT 74 V%

HLTCTa—RLET . E/-V 7 b2 T7OR—=2g3 02 oTHESMTP o7 7 4 w2712k 0

M) T —=ENTZBAAL R FOERFFIZa LV TX A MERBET D EFA—NV T 7 A NV4,
T RVABIONy X — TFT—=F 5B LET,

SMTP 7'V 7at v W &2 AT LT ROSIZERE LT ZEN,

« VxR L —XID(GID)124 ® SMTP 7Y 7 r& w3 L— V&ML TA S M EART 5
BRI INODOL— NV EENT HLENRH Y E3 MOV TI L — KRB DR E
(27-22 ~=V) 2SR L TSV,
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BE THIS—varBFY Iuky oA |

W sMTP FS5 74 v 7 DHESAL

FEHCOWTIE R DIEEZ SR L T E &0,

¢ SMTP 7 =1— RI{ZDW T (22-70 =—3)

« SMTP 7 22— RO IE (22-74 =—)

+ SMTP i KL AEY 77— bOH L (22-77 X—)

SMTP 5 22— R{Z2W\\C

Z A & > A :Protection

ERb 2B EITEDC L . SMTP T a2 — ¥ BRI 28E b T 74 v 7 DX A T E2FHEHT D
F v a v ERETCETET,

MIME &1 A =WV 7 7 A VDT a— RRREREGEOT 2 — FELITHE T EEOR
77 ANVAFETHHE)BLIOER Ty MZELERDIRERIBMN 7 7 A VBB IND Z
LlTEE LT EEN,

[Base64 7 2 —T ¢ > 7 O S (Base64 Decoding Depth) 1. [7 B> M8 By ML F U DT a—
T 4 7 O E (7-Bit/8-Bit/Binary Decoding Depth) ], [Quoted-Printable (QP) DT 22— 4 > 7 D
% X (Quoted-Printable Decoding Depth) ], F 72 1% [Unix-to-Unix (UU) DT 2 —F 1 ' J OIEX
(Unix-to-Unix Decoding Depth)] & A7 > a V OENR. 7T 78X 2> har—/L R I —|ZBHHEH
FIFOENTOVBRARY —L T 7R ar ba—)b Lb—VIZBEMFT SN THSRARY
—DETRR LG RO RERMEIFEHEIND Z LIZEE LT EEN,
UTOHMATTY ZFuatyh L—ARERINTOWRWNGE AT v a A7) ety
N RBEM T B TWER A,

A— b

SMTP b7 7 4 v 7 Z1EHULT DR — b2 ELET.0~65535 DEBAERE T,
BOR— b ERETHIHAIT. I~ TRED £9°,

RAF—NT N A AR 37 v (Stateful Inspection)

BIRINTWBEAE.SMTP 7 a— X [IREZREL. &y bty vary ary 7%
Mt L RSty v a VETERELE T BIRESNL TR WEAE By a v
ATFXFANRLTEA DNy NESHTLET,

TEHAE (Normalize)
[TRTA]ICHET D E T RCOa~vy RAESEENRET, a~r FORITHEED 2
/\*‘ch%ng?)%)i))g: 9 M %Eﬁmu Li—g«o
[72 L (None) | ICRETH & .o~ FIXEEFIbENEEA,

[Cmds] ICERET D & [H AKX L 3= F(Custom Commands) | AhEInTWDHavy
R2AIESE S E T,

H A& I a2 K (Custom Commands)
[E#HAE (Normalize)] 73 [Cmds] IR TSN TWAEHIC. VA SR TWb o~ RAIER
fbEanE4,

FEHILTAVERH DI~ RETF AN Ry 7 AHBELET, 2~ ROKICERD
X/\**th%ihb‘béb)k 9 ﬁ)%%nm LjﬁTo

2~ L— Z 5 (ASCII 0x20) & % 7 07 (ASCIL 0x09) 1. IEH LD 7= dIlc A_— 2L LT
o hERET,
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SMTP r5 74 v s ntEs B

T — & % &4 (Ignore Data)
A=) F—Z Z P MIME A —/L ~y ¥ — F— 2P T2 0E L £,

TLS 7 —% % 4 (Ignore TLS Data)
Transport Layer Security 7’2 ks 2 /L TR EfL S N7 — & ZALF L EH A,

7 Z— k72 L (No Alerts)
i 57 ) Fat vy =L RNETHIHEITBAAL R NEEHICLET,

R == FO#H (Detect Unknown Commands)
SMTP N2 7 4 v 7 TARAZa~v s FeH LET,

COF T ardDA Ny FEARTHITIT V—L 1245 BLXON124:6 ZHEIT L ET, 2540
IZOWTIZ I —WREEO R E 2722 X—D) 2B LT &V,

a<w v R4 v DOFxKE (Max Command Line Len)
SMTP =2~ KT A VR @fﬁi@%b\ IEDOZEEBRHLET, 2w I VDR
SEMRHL2WGEEIT o 2B ELET,
RFC 2821 (Network Working Group {Z & % Simple Mail Transfer Protocol {1:£k) TiEX, 2~ K
TAVDORREE LTS BRI THET,

TOF T g DA Ny MEAEKTDITIE V=L 124:1 BEENC L ET, EFEMICOW T,
L= RIEDFRE (27-22 XR—=) #HR L TLE &0,

~v F—{TFDOEKE (Max Header Line Len)
SMTP & — &A/&aﬁm DELVEVNEAICEDOZ L ERHBLET . T—F ~v & —
TOESEZBRHLAWEAIT o ZIEELET,

DT T ardDA Ny NEART HITIT V=L 1242 BLXON 1247 ZHNZ U ET, 35554
WZOWNWTIL L= /WIREEDFRE (27-22 R—) 2SR L TL &,

INEAT DK E (Max Response Line Len)
SMTP JEEATNZ DL D EWGEAICZOZ L2 RH L E T 0BTOE S 2B Ln
AlX.o ZFELET,
RFC 2821 T JSBAITORKEE LTS BRI TWET,

IOF T arDARy FNRARKT BT V=L 124:3 EHEINIC LET L EEICOWTIT.
JL— LIRBE DR E (27-22 X—) 2SR L TL IZ &V,

REODa< FIA4 v DERKE (Alt Max Command Line Len)
BEDa~w L FOSMTIP 2~ RIA4 R @ﬁiDEwFA IZEOZ EERMLET IR
ELlzavryFoavry R4 EE2BRELAVWEA T o 2EELET . 2HDa~< R
’ﬂbféiéiﬁ77¢»b74/ﬁﬁﬁﬁéﬂfwi¢o

DOERTEIL.HBEEINTca~v RO [a~r FTA4 O KE (Max Command Line Len) | @
E%ﬁ~ﬂ~74FLi¢

ZOF T arDARy FERARKT BT V=L 124:3 EHEINC LET L EEMICOWTIT.
JL— LIRBE DR E (27-22 X—) 2SR L TL IE &V,
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SMTP FF 7« v 7 DIEFAL

)72 =< > K (Invalid Commands)
INHDaAT U KNI T4 T MINWSBEREINTEHEICFOZ L2 BRE LET,

TOF T ardA Ry NEAKRTBIC iﬁ»wAMSk;UqM6%ﬁ% LE9, 5t
IZOWTIZ I —VREEORIE (2722 =) 2 BB LT EE 0,

EEhipa~< > F(Valid Commands)
TOYARARDaVY REHFALET,
ZDOVAMREOLAETH. 7Y Taky ik FATENLA6%07: 2~ KIiX,ATRN
AUTH BDAT DATA DEBUG EHLO EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO

HELP IDENT MAIL NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SIZE SOML
STARTTLS TICK TIME TURN TURNME VERB VRFY XADR XAUTH XCIR XEXCHS50

X-EXPS XGEN XLICENSE X-LINK2STATE XQUE XSTA XTRN XUSR T,

N

(#) RCPTTO B LIUMAILFROM |ZSMTP == > KT, 7V FYuk v RETIL. o<
v K4 RCPT & MAIL XZENZFfEHEINET, 7Y Fut v ¥z — KN TRCPT
BIOMAILZFL\Wa~vwy RL4IZ<wy B 7 LET,

ZOF T g DA Ny NEEKT DI V=V 124:4 ZHENC L ET, FEMICOWTIL,
L= RIEDFRIE (27-22 XR—) #HR L TLE &0,

F—% a3 F(Data Commands)

RFC 5321 12335 < SMTPDATA a2~ RIZ L AT — X DEE LR CHIETT — X EE42EH
T bavry REBELET EHOa~vy RIZAX—XATXEY £7,

A F Y F—& a< F(Binary Data Commands)
RFC 3030 (2353 < BDAT 22~ RIZ L BT — X DOEE EHEUDOFETT — 2 EE &2 Bthd
Lawy RERELET EEOa~y RIZAR—ZATRYIY £7,

FEE =2~ > K (Authentication Commands)

7 74T PBEIOY = M THEERBR AT o a3~ REREL £ o=~ R
[TAR—=ZTREIY £,

xlink2state D& H (Detect xlink2state)
X-Link2State Microsoft Exchange /N> 7 7 T —# 4 —N"—7 0 —WBDO - TH B /7 v
FEBHELET A I VBETII VAT AZINOD Ny hE2 Ruy 74528
TEET,

TOF T g DA Ny NEAEKTDITIE V=L 124:8 ZHEENC L ET, EFEMICHOW T,
L= VIRBEDFR T (27-22 X—V) BB L T IZ &,

Base64 T a2 —T 4 ¥ 7 DIE X (Base64 Decoding Depth)
[7— % % 45 (Ignore Data) | 23 %) CTdh 5554 . % Base64 =2 21— K MIME &1 A — /LR
77 ANVPOHH LT a— RT25KRRNA MERELET 1 ~ 65535 31 FEHEE
THMNEZIX.TXTO Basebd 7 — X %7 22— KT 555130 ZHEE L £ 9 ,Base6d 7 —
2T 5. -1 ZFELET, [T — X % B4 (Ignore Data) ]| WIS TV DHEGAE T
V7avyHixsr—4F%&7ra—RKLEHA,

4 TEIDEIN/2WIEDHIZ RICKE W 4 OFEHKICEIY EFon2 2 LICEELTLLES
W, 7277 L 65533.65534, 3 K 1065535 1% 65532 12810 FiF b k4,




| B2 F7Vr—va @7 7oty Fom

7€

SMTP r5 74 v s ntEs B

Base64 T 22— RRERNTH LA IV—IL 124:10 Z B LT o7 a2 — ROLBERIZ A X k-
EAERTAZENTEET, T a—RKiZ. 2 a— KRR TV AEERT —# Ml L T
DA EWCRT D AHEEN S D 9, 5 I OV TR L — W IREED R E (27-22 X—2)
EZBMLTLZEN,

COF T a T EIEENTA T Y g [MIME T 2 —F ¢ > 7 DA% (Enable MIME
Decoding) ] 8 L N [MIME 7 22— 4 > 7 O KD S (Maximum MIME Decoding Depth) |
OROVIHEHAENE T RBIEESNTZZNED0F Ty a NI BEFEORARY v —Tikk
HHMEE MRS 5 B Col & e AR — S TWET,

v M8 By MAAF Y DT a—F 1 > J DX (7-Bit/8-Bit/Binary Decoding Depth)

[7— % Z M4 (Ignore Data) | WIEZN THLHHEG .7 2 — FEZLEL L72WSA MIME &1 A —
NI 7 7 ANV T /KA, MEERELET . ZNOOMMN 7 7 AV Z A4 I
.7y F8EY M AL TV BIXOSEISERVALTFNN—F a7y 47 (FL—
YT XA jpeg A A= mp3 T ANRE)NH Y 1~ 65535 31 b ERFEET D
FLF ATy FOTRTCOT— 22T 55813028 ELET  HTa—FT7F—4%
MERT21205.-1 BT LET [T — ¥ & % (Ignore Data) ]| WRININTWBEE. 7V T
nty T —F 2 LEE A,

Quoted-Printable (QP) ®F =2 —F ¢ ¥ 7 M & (Quoted-Printable Decoding Depth)

[7— % % 4 (Ignore Data) | 23 5) 72355 4 quoted-printable (QP) = > = — K MIME &
A= NN T7 7 AN L TT 2 — RT 5K NEERELET,

1 ~65535 XA FEFEET LI EHEFE Ay hOTRTOQP = a— R TF—X %7
a—RTBEEEIZ02BELET . QP a— K F—¥ 2 MWET 5 (21d.-1 #fELET,
[7— & % #1487 (Ignore Data) ]| @R INTWBIHE. 7Y ey hidsy—4% 257 a— KL
FH A,

quoted-printable 7 = — RGN REGE 1TV —/V 124:11 ZH L T 7 22— RORWIFIZ
AR INEERT LI ENTEET . 7 a—FRRET 20T, = a—FRRoTW5HE
BRT = PHHL TV LIHAE R E T IS OV TR L=/ WRIEO R E (27-22 ~—2)
HZRLTIIZEN,

Unix-to-Unix (UU) D5 a2 —5 4 o 7 OB E (Unix-to-Unix Decoding Depth)

[7— % % &4 (Ignore Data) | 23 %0 72354 45 Unix-to-Unix (UU = > 22— R) &1 A — /VIRAF
Ty ANLNDLHMHLTT 2— RT3 oK1 MIERELET, 1 ~ 65535 31 hEHRET
HZMFEEF ATy POTRTOUU L a— R FT—44%257a— RT3 58130%EEL
FT . U0 a— R F—FE2BET5I20F.-1 ZHELET [T — % % 4 (Ignore Data)

NBIREINTWBEEES. 7Y ety iy —4%25Ta—RFLEF A,

Unix-to-Unix & 2 — RAF LA 1E V—L 124:13 6 LT 72— RO A
Ry hEAERTHIZENTEET, T a— AR T DL, = a— RRE-> TV EIEE
RTF—HNWHE L TWEEAEAR ETT 3O W T L — WRBED R E (27-22 2—) &
S LT ZE0,

MIME &6t 7 7 A4 V4 @ v 77 (Log MIME Attachment Names)

MIME Content-Disposition ~~ > # —7>5 0 MIME ¥y 7 7 4 V4 O 2Bz LT ' v
Ta v ThERENDGTRNTORALRY MZZDT7 7 A VML 2T £, 8% 7 710
LM AR—hINTHET,

COFTarBAENTHEIGEBAALNR NOT—T )V B a—0 [EA A —IVIRE
(Email Attachment) ] 5112, A X MIBHEMA T 5N TWND 7 7 A VA DRFR I E T, FEM
WICOWTIE AR FDFERBT-1 X=) B TLIEE N,
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W sMTP FS5 74 v 7 DHESAL

ZfE2H T KL 2Dwu 7 (Log To Addresses)
SMTPRCPTTO =2~ R L DZEEDEFA—/L T RL A ERIZL. By v a
VTCHEMRENDTRTORAA RS MZZOZEET FLUACBEEMT T, 8 0%EE
DY R—hInEd,
ZOF T a v BENTHIHEBAAR DT =T B a—0 [BTA—ILZEH
(Email Recipient) ] F1Z, A <X MIBIE T 5N TV D ZEHENERR I NE T, FEMIZON
T AR FOFERQBT-1R=V) BB L TIIZEN,

RBEET FL 2D Z (Log From Addresses)
SMTP MAIL FROM 2= > R LDEFEHEDE A —/L 7T RUAOHMMHEBAIC L, &
Ay TAEBRENETRTOBRBAALRY MIZOXREEZT FL A X BEEAM T+, B85 0%
BET7 RLARNYR—bENET,
TOF T arPENTHLIEE BAAR DT —T ) Ea—0D [BEFA—LVEESL
(Email Sender) ] #1112, A > MIBHEAT T LN TV DR EENERINE T, iBMIZONT
X AR FDOERRBT-1IRX=)FFHR L TLLEE N,

~v Z—0u 7 (Log Headers)
BT A=~y =0 ZzAENLET MDA MU [~y F—Dr 7 DIRS
(Header Log Depth) | IZHEE SN TWAHEIC L > THRED £,
% —7U — K content F721E protected_content A H LT EBFA—I~y B T K e X
Z—rE LTEMT 2BAN—=VEERTEET RAASN N N7y b Ba—IZ it S
NIEBEF A=V Ny F=RERENET MOV TIE AN hOFRRBT-1 =) &
ZHLTLZEN,

~y F—nu 7 DB (Header Log Depth)
[~y ¥ —0®nr 7 (Log Headers) | AN TH L5 E N T H2E 1A — v~y X —D3A MK
EHELET.0~20480 N1 NEIBETEETMOLIRET DL [~y ¥ —Dr 7 (Log
Headers) ] 2N 0272 0 £97,

SMTP 7 = — FDFRE

FIE 1

FIE 2

FIE 3

5 A &> X :Protection

RARY 2 —d [SMTP D& & (SMTP Configuration) | ~2— & fl L C.SMTP [EMfL % & & T
ETET.SMTP 7Y 7t vy PREA T T a VOFEMIZ DOV TIZ SMTP 7 =2 — RIZOW\ T
(22-70 R—=) S LT TZ S0,

SMTP Fa—F A7 a VOREFE:

[§% 7€ (Configuration) ] > [ASA FirePOWER 3% & (ASA FirePOWER Configuration) ] > [R U v —
(Policies) ] > [7 7 A =2 b u—/L 7K Y 2 — (Access Control Policy)] DJIEIZEIR L £ 7,

[77&®A 2 ha—/L KR Y I —(Access Control Policy) ] ~— Y NERRINET,

WMET LT 7 A ar b= R —ORICHLImMET A2 ()22 ) v 7 LET,
T/RA I R— L R V= 2T IRERENET,

[FEMIER T (Advanced)] % 7 &38R L £ 97,

TR ary k=)L R = OFMEESN—UNRRINET,

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F
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FIE 4

FIE 5

FIE 6

FIE 7

FIE 8

FIE 9
FIJE 10

FE 11

FIE 12

FIE 13

SMTP r5 74 v s ntEs B

[*y U —27 5581 12 AR Y 2 — (Network Analysis and Intrusion Policies) ] DR{IZ & B fREE T A
a (g ) &7y LET,

[y b T —27 5587 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] " v 77 v 7" o ¢
YRUBRRINET,

(%Y BT =275 AR Y >— U A I (Network Analysis Policy List) ] 22 U v 7 L £,

[Fry hU—27 558 Y — U A b (Network Analysis Policy List) | iR >~ 77 » 7 v ¢ v RURE
NENET,

WETDEIRY O —DORIZHDIRET A2 () &7V vy 7 LET,

BIORY I RREFEOEER S DA EE LMWL BEEHITT AL 0K 227 U v 7
LETHORY 2 —TORRGEDOEEDRG HIEZOWTIE A OMR LR o —EH O
TE(18-16 X—) ZHRMML T ZE W,

[ U > —1## (Policy Information) ] _X— Y NE RSN F T,
EROFEF— g /NR LT [T (Settings) ] 27 U v 7 LET,
[F% & (Settings) ] X— U NEREINET,

(7Y r—a @7 7 et 4 (Application Layer Preprocessors) ] @ F @ [SMTP #& &
(SMTP Configuration) ] Z AN L TCWAEMNE I NS L T2 DOBIRBENH Y £,

o WENANREGA WMEEdD)]EZ 7Y v 7 LET,

o RENELTHILGE . [H2) (Enabled) 127V v 7 L REEID] 227 Vv 7 LET,
[SMTP % & (SMTP Configuration) | X— UV NERENE T, A=V FHOA v —VIZIE REE
Gy NI GHARY V—BIREINET IOV Ry N AR Y v —F
TITRARY —TOLAYOMA(19-1 X—=) SR L TLEE0,

SMTP T 7 4 w7 T a— KT AHBUNERHER— e Do~ TRE->THRELET,

SMTP /"7 v &G MR S 72 TCP A Y — A& HRDITIE [ AT —h T A 2 ARY
= (Stateful Inspection) ] Z N L F 3, BRI TRV SMTP X7 v 2T ZHRAET S
WX [ AT — h 7 A 2 AT 23 > (Stateful Inspection) ] 27 U 7 LE T,

ERfeA Ty arwBZELET,
o TRTOa~vy REEHLT AT [TTAID] 2N LET,

o [HAHZ L 3= K(Custom Commands) [ IZFREINTWD a~r RET 2 EHILT 510X,
[Cmds] Z3ER L T EHMLT 2 a~r FEEELET . ERDOa~ Ly FIZAN—ATXYY
e

o Ay REEFLARWEGAIZ 72 L (None)] IR L £,

o MIME A—)V ~y X — F—ZPHND A=)V T —X &WET 51203, [7— ¥ % 4 (Ignore
Data)] #4 IZ L£7,

+ Transport Security Layer 7' 1 h /L CHBAL ST T — & & MG T 5121 [TLS 7 — & % 1
i (Ignore TLS Data)] # 4 12 L £ 7,

e BEFT LT Ty L= ABEHTHLGEITA N MEKREENIIT DI [T
Z— M7 L (No Alerts)] 4 I LET,

« SMTP 7 —# TAM R a~r Rt T 21213 [P 7 2~ > RO H (Detect Unknown
Commands) | Z 2R L F 7,

[z~ FT A4 D KE (Max Command Line Len)] 7 4 — /L RiZ, a2~ RIA4 VO KER

fBELET,

[~y #—1T D KFE (Max Header Line Len)] 7 4 —/V RIZ. T — % ~v X —{TOHRKELZEE

Lij‘o
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W sMTP FS5 74 v 7 DHESAL

FlE 14

FIE 15

FIE 16

FIF 17

FIE 18

FIE 19

FIE 20

FEIE 21

FIE 22

UESBAT O K& (Max Response Line Len)] 7 4 —/V RIZ GBI TORKEEZEBE L ET,

N
() RCPTTOioJ:U\MAILFROMViSMTP g R CT,. UV ey HETIT.av

K4 RCPT & MAIL BRENEFNHHEINET, 7V 7uat v Hida— KA TRCPT B &
OMAIL Z ELWa<w» R~y B 7 LET,

VIS U T D o~ FT 4 O KE (Alt Max Command Line Len) ] DARIZ3H 5 [EN
(AdD)1 %27 Vv 7 LT RERKa~vy RIS VEEBET L 2a~vr REEBMLET VN TT
A VEEREL.ZOTA VERZEAT 2a~vy REAX—ZATRY > CHRELET,

[#7%h 72 =~ > K (Invalid Commands)] 7 4 —/L FIZ G L LTI BRI SGRa~ 2 RE2EE
FT. B O a~ 2 FIZAR—ATKYY £7,

[ #h72 2~ > R (Valid Commands)] 7 4 —/L RIZ . F2hE LT D a~r RERELE T, E85%
Da<wy RIANR—ZATREY £4,

~

() [A#72=2< 2 F(Valid Commands)] U A RRZEDEAETH. 7Y Fut v Pk H%)
o<y RELTHRI&N D 2~ FiZ,ATRN,AUTH, BDAT. DATA . DEBUG. EHLO,
EMAL,ESAM,ESND,ESOM,ETRN,EVFY,EXPN,HELO,HELP,IDENT,MAIL,NOOP,
QUIT.RCPT.RSET.SAML,SOML, SEND,ONEX., QUEU, STARTTLS. TICK, TIME,
TURN, TURNME, VERB, VRFY, X-EXPS . X-LINK2STATE, XADR ., XAUTH, XCIR,
XEXCH50, XGEN, XLICENSE, XQUE,XSTA . XTRN,XUSR T,

[7—# 2~ K(Data Commands)] 7 4 —/L FIZ . RFC 5321 (243 < SMTP DATA =~ RIZ
K57 —42OFELRLFETT—FEELEHBTa~vr REfRELET o a~v K
Gi}(f\o*‘}( TIZ@J D jz—;«o

[/NA F VU F—% 2= K (Binary Data Commands)] 7 -+ —/L K{Z,RFC 3030 (233 < BDAT =
VU RICE DT —HORELHEUOFETT — 2 EEERGT s a~ > RERBEL 385
DA<y RZAR—ZATRYY £4,

[ZRFF =< > K (Authentication Commands)] 7 4 —/V FIZ. 7 A4 7 > k & — "D TRRGEAZ#
G T a2~ RERELET O a~ 2y RIZAR—XA TRV £7,
X-Link2State Microsoft Exchange /N> 7 7 7 — X A —"—7 0 —LBDO—H{THDH 7> N
T 5 121X, [xlink2state D F# H (Detect xlink2state) | % 3R L F 7,

BB A—NVIRMT 7 7 ANV THIRB I OT 2= R T57 =X DKL MREIBET 5121%
WIRTIAS 7 7 A0 A TOEEZFEELET,

+ Base64 7 2—F 4 7 DI & (Base64 Decoding Depth)

o TEY M8 EY MALF VDT a—F 1> 7 OBEE (7-Bit/8-Bit/Binary Decoding Depth) ('L —> 7

XA bjpeg A A= mp3 77 A NI EDFFE~NTFN— K arT oY XA T EED)

* Quoted-Printable (QP) »F = —F 1 > 7" D & (Quoted-Printable Decoding Depth)

+  Unix-to-Unix (UU) DF a2 —5 4 > 7 O X (Unix-to-Unix Decoding Depth)

1 ~ 65535 "1 NEFRET DN EIFX YUHEF A TONRT y hOTRTOT—F 2l L. &%
G TCT a— RTA25AIF02BELETIR/RG 7 7 ANV XA T OFT — 2 28T HI121%
-l ZFRELET,
WM LT — 2 2HRET DT FEANL—/LT file data ¥ — VU — R&EH T 3,38/
WTHEEDRA 0 — F Z A T5E LAET (30-105 R— ) 2B LT &0,

Tl 7Ry N T AREE DO TCP ¥ /Ay Nblbs T —X# 2L TTFa— 45
IZIZ.SMTP @ [RA T — F 7 )b A > A7 3 3 > (Stateful Inspection) | 47" a v HiRIN$T 5 M5
NHY FF,
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SMTP r5 74 v s ntEs B

FIFE 23 SMTP b7 7 4w 72L& NI A—EL LTHRAENZEALN MEar T2 MR E2EE
B F T a2/ ELET,
o [RAA XY MZBEAHT D MIME If6F 7 7 A V4 2 T& % X 9127 5 121E, [MIME i
7 7 A4 4 Dnr 7 (Log MIME Attachment Names) ] 28R L £ 97,

s ZEHEOBLA—NT RLAZMETED L HICT DI [ZEET FLADE 7 (Log To
Addresses) | # iR L £ 7,

o RAANRY MIBEMIT OEREHEOE S A—/N T FLALZMEHTE 5 X 51T 21203 [
f5#F 7 KL A® 1 7 (Log From Addresses) ] Z 3R L £7°,
o RAANRY MCBHEMNITLEFA—N ~y X =% L BT A=~y X —ZRET D
N—IVEAERTE D L HIZTBHITE [~y X —Dnr 7 (Log Headers) ] 23R L F 7,
ANy A —IHFRITBAAR N Xy b Ba— IR RINDZ EICHERLTIEZEIN, E70,
% —U — K content £721% protected_content EHATE A= N~y X — TR N —
ELTHEHTORANL—AZERTHZ S TEETFEMIONTIH A XY FOFRR
(37-1 R=) 2B L TS ZEW,
FT v a T~y X —0n 7O S (Header Log Depth) [ IZ fliHT 2 A —/L ~v X —
DA L0 ~ 20480 ZHEETEETAMH O ZIEET D & [~y X —Dnr 7 (Log Headers) ]
N0 £97,
FIE 24 KRV —%RGFT D MELHITT D EREZWET D ERRY O —DF 7 4V FEEIZET .
EREREVAT A XXy allELTETT2.00TIUNEITWET FEIIZ OV T BED
ik & AR Y > —EHEOREE (18-16 X— V) B L T &,

= /, = — L
SMTP Ex KE={LAEY 77— bDAFEL
7 A & X :Protection
BNl oTWAF ) Fat vy BNRkOLZA TOTy a— R F—FOFa— RIEHALTNS
AEVDOREN VAT LADRKHFRAT) BITELZEAICA NV MEAKRT HI2IL,.SMTP 7
U7ty L—L124:9 ZHEHZLET,
« Base64
e 7TEY NS E Y NXXAFY
¢ Quoted-printable
e Unix-to-Unix
BRKTa— R AEVEBLATHAE ATIIREAATRICRZETC. ) ey Hiionsn
A 7D a— R FT—=2DTFTa—REEIELET, 207 ) Tak vt b—id. 1 DORED
RELA T g AACBHEMIT O TWERAINL—LOEMEIZDONTIE LV — VIRFED R E
(27-22 X—=V) BB LTI,
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W SsHAY FuvvHick sz 2A7aA FOKRH

SSH 7V YukyPic kb7 A7 hOKH

7 A & X :Protection

SSH ) 7ut vy Wi Fr Lo LARVA Ny Ty F—N_R—TJa— 7 A7 a4 b,
CRC-32 =7 A7t A k. SecureCRTSSH 7 A7 b Ny T 7 F—n_"—TJp— 27 A7aA
M7 ha R —F RERSSH A vt —Y 2B LET. 207 Yoty Hid N—
a1l FERT2 TIEAWA—T g VUSSR LET,

FXY LYV LARVA Ny Ty A—R_—Tn—KEL CRC32HEITIWNTNHF—ZHDOKIZ
BETLHOTHELINTHVET  WTNOKETH . 20KB ##x5H@LD b KX 7231
02— RPFRET v L VEZICH — TR S ET,CRC-32 WEED G & 72 5 DL SSH /N —
Va1 DHETHY FY LUV P LARVANRy Ty A—nN"—Tnan—x 7 A7aA hOXRL
RABDILZSSH A=V a v 2 DR TET A=V a U XFHIE By v a VOBBHICEAR OGN E
T N—T a3 VIV OENERE | Z O OBBILFERRICRDIVE T,

SecureCRT SSH =7 A7 A & 7m0 b a /b AR —E B X Rz tx=2 )7 4 T
R#ELLELY LTHL X2 ELET,SecureCRT =27 27 a4 FTIL IEFICEWS 2 =L 1D
LFHNNT TAT Y MZEEEN,. INBFRK TNy 77 —R_"—=Tua—0BAELET, 71 b
ANVAR X IESSHZ FAT o b T 7V r—2arPNedxa7 SSHY— NS/ LEY L L
T2 E FETI V=R I TAT U FONR—=T g VB SR LW EICRAE L ET,

BEOR—FELIXT—HEOR—RFNTCRTF 74 v 7 ZRET A EZIELSSH N T7 7 4 v 7 %H
RPN T2 L2517V ey b 2R ECEET HENS MUZET 5 TITHEEK
DAL Ty RBEINTZ0 FEENT v MRIZIET 5 F TIEAA MIBEERK AL M
EHMADETSSH N7 7 4 v 7 ORENFATSNE T RN NEEBZTEAE.
CRC32(SSH A=V a v NFHRITFX¥ LUV VAR ANy 77 F——7 1 —(SSH /N—
Tary RWENEAE LA EINFET, F/-.SecureCRT =7 A7’ A ~, 712 kb a/LR—
BMBLORERA vy =V HMERHETEET. 7Y 7oy FIIEELTWVRVWGEATYH
N=U a1 X2 UHNDON— g U CFHNERET 52 EICER LT EEN,

SSHZ7 U 7ty ¥ aMd5ESIT RORMITERLTIZEN,

. YxFL—4ID(GID)128 O SSH 7 U F it w4 L— L&A L TA Ry k& AERT 55
AL INEDNL— NV EGNTDHUENS D 3, MO T L —RIEDR T
(2722 R=)ZZHL T ZE 0,

e« SSHFU Xty HiZ . 7 —F 74— AKEIZIILLETA, TA—F 73— RAKED
FATIZOW T, BIAY L — /WREED BN (27-33 X—V) SR L T &0,

FEANZOWTIZ RO EZTHEZB L T ZE W,
e SSHY U 7utvv¥ 473 DOFER(22-79 <—)
« SSH VU 7ty hoRiE(22-81 ~—)
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SSH 7Y FatyHicksxs 27uf rokt B

SSH 7’ 7at ¥ 7L a DOFER
Z A £ A :Protection

ZO®7varyTIESSH YU ety R ETHEEIEHTEDLA v a 20l

BALET,

KDONT IR ETHE TV Tay iy a DT 707 OBEEELLET,

o ZOEDOBEFA ATy BT =L T T4 T v METTERI RPN TON T SE . kT
wATLET,

o BMEXNROK STy NOBITET DA [P —REDRRNE FRE SN A MK
(Number of Bytes Sent Without Server Response) | IZiE L7286, ZOHE KERH -T2 H D
LRESNET,

A9 2 W5 54k 37~ b D% (Number of Encrypted Packets to Inspect) ] (Z2E3 5 £ TOA RN a4
P—=NISEIC LY ([P —NREDR RN E FEE S 723 2 (Number of Bytes Sent Without
Server Response) | 23 &> hE Ty b BT FAKITLET,

WIZRT SSHO Y 7t v O EM CHH L £,
o [¥— N3 — k (Server Ports)]:22
o [BEMRH A — F (Autodetect Ports) ]: off

e [Frbhan N—=Ta s ALY U7 DiKE (Maximum Length of Protocol Version String) ]:
80

o [MAET DK E(L/ N~ kO % (Number of Encrypted Packets to Inspect) ]:25

o [P NIREBIRNE EE(E SN2 A 3 (Number of Bytes Sent Without Server Response) ] :
19,600

o AT g T RTHER T,

ZOFITIE. T Ty IIAR—= 2D T T 4 v 7T EBRELET.OF 0 HER R
HWNTHH-D BEINTER—NTOLBEESL LET,

FE RKONTNLRREAETEZE ZOFOT) Ty I T T4 v OBREEELLET,
o UITAT U IR EOREEAL N FEBE LN . TRTONNTr Y bOT— X EFHN
19,600 XA R R CThHo T KB IZ o EBESNET,

o U TIAT VR 25O BNy T 19,600 XA FEBZDT—HEEELE, 208
B0y a U IESSHARA—Va v 2®y g ThHhAED Y ey Lo
WEBENTF Y LV LVARVA RNy 77 F—RN—Ta—WB,THDH LR LET,

ZOFEOTY FatyHiE. T T 4 v 7 OB T OB IEE L TNAENE I b
HLET,

e 0N FPEVEWR=T g o XFHNCLY P T—L L THERHENEZ = F—nR—7
7 — (Z 4% SecureCRT =7 ZA 7o A ha R LET)

« TubhalorK
o ol FmEICHENNAE Ny B

BfRIC, 7Y T a y I A=Y a1 E R 2 U OTRTON—Y 3 TSI & HBIIC
BHLET,

UFOHBATTY 7ok v L—ARSRINTORVES AT s icid7 ) T ak v
L= LSBT BTV ER AL
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W SsHAY FuvvHick sz 2A7aA FOKRH

P—X R — k (Server Ports)
SSH7V 7uty YN T 7 4 v 7 2RmETLNLENDLR— MEfRELE T,
1 OOR— M EFLFEBOR— b2 H o~ TRY-ZY A MEHFRETEET,

H B AR — b (Autodetect Ports)
SSH N7 7 4 v 7 2 BEINICHRHT AL 57 ) ey 2RELET,
ZOF T arNEREINTHWEIEE. 7V ey iET_XTHONT 7 4 v TSSH
NP a v EFEBBZERELET. 72 74TV A7y MCbH = Ry MZb A=V a v
BENEENLTOARWEGEAIT AEMEIELET B THLIGAE. 7 ) Tty i [V—
/N 7R— K (Server Ports) | 7' a V THRESNTWD NI 70 v 7 T EBRELET,

BRET BB » b OB KRE (Number of Encrypted Packets to Inspect)
Yy varHe ) ORESEON STy NORERELET,
IOF T arEERIIRETLE . TXTONTI 74 v 7 OBBPTFAIINET,
AR RO 5t/ Ty POKEHO T & —HOKBPBHIN R 22203 HY %

T ARER R OME 567y FOBERRT & N7 —~ o R A RE T ATREME DS
HYET,

P NRERRNEFEREE SN2 FE (Number of Bytes Sent Without Server Response)
SSHZ A7 v bR IREEHRDLZ & T —NICEETELHRRAA, MRERELET,
ZORKNAA MEREBADE FY VUV VARSA Ny Ty F—=N"—Ta—BEIX
CRC-2KBEThH D L HRENET,
TV Ty YRFY LUV VAR ANy Ty A== m—F72Z CRC32 =7 A7
A P EBRBRETO25REIE.Z0F T a VOEEFP LTI EE N,

e banr =Ygy R M) T DHRKRE (Maximum Length of Protocol Version String)

Y= RNDONR—= g VFINORKRKFRNAA "V EERELET, ZOMEEBZD L.
SecureCRT =7 A 7' A KL HhpEINET,

Fx LU P VARV AR Ny T 7 —_"—7 a2 —KBO#H (Detect Challenge-Response Buffer
Overflow Attack)

FXY LU L ARV A Ny Ty F—N—Tna— T/ 270 A NOKRHEALhE - 1T ES
I LE9,

TOF T a DA Ry b EAERT DT V=V 128:1 AN L ET, EFEMIC OV T,
L= VIRHED R T (27-22 X—V) S B L T IZ &V,

SSH1 CRC-32 B D # H| (Detect SSH1 CRC-32 Attack)
CRC-R2 =7 A7 A "OmRBEEDEZIFEMNZLET,

TDOF T ardDA Ny FEART HITIT V— 1282 AN UE T M oW T,
L= RIEDFRE (27-22 XR—=) #HR L TLE &0,

P — F—_—7 a—DfH (Detect Server Overflow)
SecureCRTSSHZ A4 7 v b Ry T 7 F—NR—Ton—x 7274 "OBRHBEAESE7-1%
HEZHIC L E T,
ZOF T g DA Ry NEEKTDHICIEILV—IL 1283 ZAEEhIC L ET, FEMIC OV T,
JL— VIRBEDFRE (27-22 X—) 2B L TLZ &y,
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SSH 7Y FatyHicksxs 27uf rokt B

71 k a i FR—E D H (Detect Protocol Mismatch)
7a haV AR —HEoRHEEDE T ITESICLET,
TDFATardARy FEART AT VIV 128:4 BANIC LE T, SISOV T,
= WRFEDFHRE (27-22 R—=) R L TLZ &0,

ELL WA vE—T RO (Detect Bad Message Direction)

o747 07a—HFHRELL ZWEE(OED HEESNDIT—BRT T4 T K
G740 R LD I TFAT U IR Y= R NFT7 4w AR LD LEESGE) DR
H 2 H8h % 72 13RI Lk,

ZDF T arDA Ry N EART AL L=V 128:5 AN L E T, EEMIC OV T,
L= KRB DFHRE (27-22 XR—) BB LT &0,

BEDRA v — FIZIELL 22\ Af B— F %A XD H (Detect Payload Size Incorrect for the Given

Payload)
SSH X7 v MIFRESNTZEIDIP A~y X —ICHESINTWARHELEFIET 256
A= EBTONLIHGA. . DEVELRSSH ~y ¥ —% R TE 5 +h7eT —4
NRWGERED BoTo M v — R A XD 7y hOBHERRE -3 L £,
DX T arDANRy FEARKRT DI V=V 128:6 AN LT, AN OV T,
= RIEDFRE (27-22 =) R LT E &0,

ELL WA=V gy R M) v 7 DOH (Detect Bad Version String)
ECTHrHEAE. TV 7uty L RELTWRWEAETHEAA—=Va v 1 £ 2 US40
W=D g VTN RN T 5 Z EICERLTLIES W,

TDOF T ardDA Ny FEART HITIT V—L 1287 AN UE T B oW T,
L= RIEDFRIE (27-22 XR—=) #HR L TLE &0,

SSH U Fut v Y DRiE
7 A & X :Protection
ZDk®7varyTIHSSH ) Zut vy EHRET D HECOWTHALET,

SSHZU FYuty HERET AR ROFIEEZETLET,

FJE 1 [ (Configuration) ] > [ASA FirePOWER # /& (ASA FirePOWER Configuration)] > [N U 3/ —
(Policies) ] > [T 7 A 2> ha—/ L 7K U — (Access Control Policy) ] DJIEIZIRIN L 7,

[77&®A = ha—/L KU —(Access Control Policy) ] X— VU NHERINET,

FIE 2 WETHTI7EAarba—L R —DORICHIMET A2 ()7 v 7 LET,
TR arvbr—L R — =T 4 ZRFRINET,

FIE 3 [FEMFE (Advanced) ] ¥ 7 & EIN L £,
T7EAarybha—LRY —OFFMRESI-VYREREINET,

FIE 4 [Fv NT—708 LR AR Y 2 — (Network Analysis and Intrusion Policies) ] DHEIZ & D RET A
a (g )7y LET,

(R U —27 558 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7 o7 ¢
Y RUNRFERENET,
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SSL 7Y kv YR
FES5 [y hU—2745HARY — U A K (Network Analysis Policy List) ] #2 U v 7 L7,

FIE 6

FIE 7

FIIE 8

FIE 9

FIE 10

[% Y FT—27 38R Y >— U A b (Network Analysis Policy List) | /R v 77 v 7 7 ¢ » R 3#E
IRESNET,
WETDRY O —DORICHLMET A2 (o V&7 ) v 7 LET,

BIORY O —ICRBETFOEEND DGAICER L B E2BITTAI2IL. 0Kl 227 V) v 7
LETHORY ¥ —TORERFEDEEDRF TFIEZOW T A O LR o —EHOM
T(18-16 XR—) BB L T 7ZE W,

[ U > —1&F% (Policy Information) | X— Y NEREINE T,
EOFEr—a v /SR T [EE (Settings) ] 27 U v 7 LET,

[F% € (Settings) ] X— VU NHRRINET,

[7 7V r—arv@> ) 7tk (Application Layer Preprocessors)] @ [ [SSH &% & (SSH
Configuration) ] ZHHZ L TWENE I DT L T2 DOBRERH V £7,

o RENHIDRBE REEL)Z2ZY v 7 LET,

o RENENTHLEHE A% (Enabled)] Z27 VU > 7 L. [ EID]Z27 Vv o7 LET,
[SSH % & (SSH Configuration)] X— Y NERREINE T R—V FEHDO A v —VITIX BREEH
Xy T =7 0HARY) U= @R RENETFHMIONTIE. *y NV = HHrAR ) v —F T
IFRARY —TO LA TOMEM(19-1 =) R LTI E XN,

[SSH @& iE (SSH Configuration) ] 7'U 7 ut v X—=V DT _XTOF S a v 2ERTEE
TR OWTIX.SSH 7Y 7Yt v A7 9 VIR (22-79 X—D) 2B L T E &V,
NV —%RET D MEELHATT D ERELWET D EARARY V=0T 7 4/ FREIZRET,
EREVAT A Fx vy vallE L TERTT 5. 00WThnEZTWET GFEMIC OV T HEED
i &R Y L —EHOREE (18-16 X—) ZBM L T Z &0,

SSL 7Y Fua¥ v ofEH

7 A & X :Protection

L22LSSL 7Y Fut oy aMHTH5I & T.UATAESSL Yy v a ORI I
BN Ry AT ERTHRA =T ONEEZ T L.y v a3 UKL S35 RER 2 A5
TEETSSLATLEEN T 77 4 TG a W alb SN b E by AT AIC Yy v a v
AVARY v a vk —FHEIET X912 TEET,TCP A MU — ADOFLE SSL 7'V 71

Ty EFEHTEAL IR TNAZ L 2RI HILERD Y £9,

FHARIZOW TR RO EZ S L T EE W,

« SSL ORETALERIZ ST (22-83 ~X—2)

« SSL 7V 7t v —LOENL(22-83 =—)
o SSL 7'V 7ut vt OikiE (22-84 X—)
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sSL 7Y FatyHofs M

SSL DORILERIZDUNT

5 A &> X :Protection

SSL 7V Fut v ik — 2 DA v 27 g g LET, 2 L BRI A2 HE

BRCc&Ed,.SSL 7Y 7ty HiL . SSL Y Ry oA 7 2 BET 5 & IR RA R L.

ZDEyarOREE SSLAA—Va Ol FEBILET, By v a VoREREELIR
TWAZ a7 )Ty PZBRHET2LE. 202y arDO T 7 4 v 73R LI TY

LDHDELTUVATAIEIY =7 SNE T SALOHLRFIZ Sty a  THFRTO
N7y OB EAZ LT DX ICVAT AERETEET,

WRiroy hZEICIP ANy X —TCP ~v X — BLOTCP XA a— KR T 7 4 v 7IZEGENT
BO.ZONF 7 4 v 73 SSLELEAICHEESNTWAR— NTRAETDHZENSSL 77
Oty HIC L VR ENET RICTTRATIE IR T 7 4 v 71OV T T 7 4 v 7N

B LS TWENE I vl &9,

o VATAWEYTarOTRTONT y NEERL [—MUOT — X Z{EHHT 5 (Server
side data is trusted) | DANI SN TEL T H—RE T T4 T FOWTIFNLDFET A v
t— B L Application L = — RA{EET 203 Alert L 2 — RBZ2WAMHD 1 2L F
DRy ER By aAlEgEFnTnd,

o VATANNT T 4 vl O—EEBREET [V —MUIDOT — X 2587 5 (Server side data
is trusted) ] AN I N TE ST Alert L 22— RIZ X BIG& 23720 Application L =2— K728
FESTL2HEUNED 1 SULEDO ATy R By v avil@Eh TV,

o VATANREyTarOTRTONRTy hEBEHRL [V—MIOT—% Z{547 5 (Server
side data is trusted) | AN THV . 7 T4 T B O%ET A v&— 3 L O Application
La— RWN(EET D0 Alert L 1 — RWRWT A4 T2 b D 1 DL ED 7 o 23,
TyvaiZEENTWD,

o VATANNT 74 vl O—EERNET [—MUOT — X Z{E8T 5 (Server side data
is trusted) ] AR TH D (Alert L 71— NIZ K DIEE D72\ Application L 21— RAXEIET 5
IIAT MDD 1D LDy bRy a B EATVD,

WStk N7 7 4> 7 ODWEEZEILT L2 E2BRT LG5 By a UAEELInTns b

DELTY—TEINDEFDEY T arDFEOKRONNTy MIBRINNET,

(1) J—/VINTT SSLARFEE 7213 —V 3 UFHREZEHT 51X . F— T —F ssl state JBL
ssl_version & /L—/UIZBII L £ 3, FEIC W TIX B v v a B D SSLIER O (30-59 ~—
D) ESBL TSN,

SSL 7V Fat ot L—1LOBFEFL

5 A & & :Protection
BN THHEE.SSL 7Y Fut v HiL . SSL By g VBRI INA AN R o T b
BEAZHARA v — P ONE LA LET,
VxR L —HID(GID)137 ® SSL 7Y Yoty Y —EBHEHLTA X N4 T 556
. INEDNL— N EGNCTHIMNERGLZ LICEE LT EEW EFEMz YN TiX L—u
REOFRE 2722 R—=) 2R L TLEE N,
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W ssL7YFutyHoiER

WORIZANMITESLSSL 7Y Ty b—LEZRLET,

F 22-14 SSL 7Y Fat P —ib

VANA=S AN

JL—/L GID:SID |3

137:1 server hello ™% @ client hello (Z #VIT ML) T BF 2EEL e & D) &
MHLET,

137:2 [Y— MADF — & & 12589 % (Server side data is trusted) ] 2N EZN 228512,
client hello ™72\ > server hello ZfiH U E 9, ZIUTENTH Y g pdE L
L CAREINETREMCOWTIX.SSL 7Y 7 ut v 4Ok (22-84 ~S—
NSRRI TLLIEEN,

SSL 7Y FuatvYDRE

5 A &> X :Protection

TN TR BT ENT 7 0 7 OBRENRITSNET.SSL 7Y Tk y b2 GhT D
Lty varBEE I LT ICEDO I L EBRELET.SSL 7Y Fuk y B RFMICE R
HEN—N VNI OT Y Tty AU L SSL OHRER LU — g R &
HBTELEICRVET HRAFRY U —TF—U— R ssl_state B L W ssl_version ZFEH L T
V= VEANCT DA ZORY —CTSSL 7 7ty b HICT 2 HERH Y 7,
Flo Bty v a itk DA VAT Vg VLR E BT DI S T T
7 DA AT =3 &5 IR (Stop inspecting encrypted traffic) | A7 > = > 2 H I L E 3, SSL
TV Ty Ity va VORERPHERSNDITED By a DT RTO T 7 4
I DALANRY v a BB TEET VAT AR S bty a DT T4 v T DA
AR a2 DO SSLETLEA AL THY D [l b b T 7 4 v 7 DA AN
7 3 a v %12 Ik (Stop inspecting encrypted traffic) ] A7 > a U NN I N TV BIHEEIT TT,

P—=RN N T T4 T DRIIESHNTHEBIL N T 7 4 v 7 23T 213 [V—MIlOT — X &
{E#E% % (Server side data is trusted) | 7> a2 V2 HENCTEXET.DFEYN T 7 4 v 7 BIEE
ftEn TN L a2RmTH— MIOT = PEMINET,SSL 7Y Fut v IT@E. 7 74
TUyh NI T4 78 ZDONTT 4y 7K 2= "OIREOW ST g~y g U
FlEENTWENEIEHRILET L.ty v a vomfilZRE X 2nEaicid, v
AT AHEI RN T o H I v a v ERFEFEENTWVWE DL L TYy—27 LARWNW=) By v a Uk
FEEINTNWDZ EERT SSL Y —REFHETEET, [V—MlOTFT —% Z{54H7T % (Server
side datais trusted) | 47> a Y EBHENZT DL EIRX B HFIL N T 74 v 7 DA AR v a vk
{21k (Stop inspecting encrypted traffic) ] 47" 2 Vb A L TV AT AWK Bkt vy a v o
N7 4y DBEZHITLRVWEIICTOIUENDHD Z LITEEL TSN,

TV Ty YR T T4 v THEGbE Yy a v EE=ATOR-FEIEETEET,

SSL 7’V 7t v i . SSLE=H D& & L THRESNTZR—=RFTSSLEUSND NT T 4 v P
ERETHEFONTI T 4w 7% SSL v T T 4w LTCTa—RT5H5ZEERATE A
LTWALEDELTw—2 LET,
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FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIE 8

FIE 9

FIE 10

FIE 11

FIE 12

sSL 7Y FatyHofs M

SSL 7Y 7utk vy ERET AT KOFEEZETLET,

[F% 7€ (Configuration) ] > [ASA FirePOWER 7% & (ASA FirePOWER Configuration) ] > [7R U 3 —
(Policies) ] > [T 7 A = ha—/ L K U 32— (Access Control Policy) ] DNAIZIRIN L £ 7,

[7 272 2> hr—/ R U ¥ —(Access Control Policy) ] — Y NFRINET,

WET L7 7R aryha— L R —ORIZHLmMET A2 (&7 vy 7 LET,
T7EA A a— LK) V— T g ERERINET,

[FEAEX & (Advanced) ] # 7 IR L £ 97,

T7EAaryba—LRY —OFMBRESX—VRERINET,

[ b T —7 5387 E12 AR Y > — (Network Analysis and Intrusion Policies) ] DREIZ & 5 fwEE T A
a (g &7V v 7 LET,

[y bU—27 58 12 AR U 2 — (Network Analysis and Intrusion Policies)] 78 v 77 v 7" 7 ¢
Y RUBRERRINET,

[%y RU—2Z7 53R Y >»— U & | (Network Analysis Policy List) ] %7 U v 7 L £,

[%y RU—Z754rAR Y >»— U A K (Network Analysis Policy List) | AR > 77 v 7 7 ¢ Ry RE
REINET,

WET D2RY O —DHICHLRET A 2 (&7 ) v LET,

BORY o — IR IRIFOEENHHGEIX[0K] Z 7 Y v 7 LTENOLDOEEAMEHE L L%
FATLETHORY O —TORRIFOEFEDRFFIEZ OV T FHE ORI L RY > —EH
DFETE (18-16 X—) B L T ZE W,

[ U ¥ —1&# (Policy Information) ] X— YV NFE /RSN FE T,

ERlOF s —ay NRUT [REE (Settings) ] #27 UV v 7 LET,

[F%E (Settings) | X— VU MMEFRINET,

(7 7V r—a @7 7 at v 4% (Application Layer Preprocessors) ] @ F @ [SSL #% & (SSL
Configuration) ] Z HZZ L TWENE I DT U T2 DOBIRERH O £7,
 RENAREE WE(Edi)] 227 U v 7 LET,

s WENENTHLE5E [F2)(Enabled) ] 227V v 7 L [fWE(Bdi)] %7 Vv 7 LET,
[SSL &% & (SSL Configuration) ] N — VU MMBRINE T, N—V FEHDO A v E—VIZIX FKELE
Xy NT—=I B3R Y O—BRARINET M ONWTIE . *y hT—T i ARY v —F 7
FRARY —=TO LA YOHEMH(19-1 =) 2R LTI ZS 0,

SSL 7V 7 uatyUdn ieibENniztyra DI 74 v 7 5T =T HNERH DHR—
e 1< TRE > TANLET,[AR— K (Ports)] 7 4 —/L FIZHEINDHAR— F TOH K
TN T T 4 v I PREINET,

Mt N T 7 4 v 7 DA AT 23 %12 Ik (Stop inspecting encrypted traffic) ] F— v 7 78 >
I A7) w7 LT By va yBESEENTHLIbDE LTY—7 ShikoZzot Y
AV TORNTI T4y I DA VAN v a vy ERNEIIESICLET,

[V — MUl DT — & Z{Z8T 5 (Serverside dataistrusted) | F = v 7 Ry 7 A&7 Vw7 LT 7T
AT MUNT 7 49 7 ODBRIZHESSESICNT 7 4 v 7 OB Z G E I TEHIZ L ET,
RY =% RFET D MEEHATT D ERELWEST D EARY O —DF 7 4V FREIZRET,
EREREVAT A XXy allELTET T2, 00 TN EITVET FEIIZ OV T BED
ik & AR Y > —EHEOMEE (18-16 X— V) B L T &,
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