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TRLVALETRLAR Tyl ORENERINET,

BENTFTHI LD TRWERAIZ. 77 ANVOERBRELHS HRITLTLIEE N,

[ASA FirePOWER D% % D {477 (Store ASA FirePOWER Changes)] %7 Y v 7 L £,

X2 VT4 ATV V2R YR NOER

FIE 1
FIE 2
FIE 3

FIE 4

FIE 5
FIE 6

5 A &> X :Protection

X2V T4 AT IV V2 A VR NERETDITIE. Y —A T 7 ANVEER LT H LN
E—%7 v a— RTA0ERHDET ASDM AHEH LT 7 7 A VORNEEXLERTT L2 LT
TEFRHA YA T7ANDT T8 AMENZWDGAIFASDM A VX —T7 = A A%FEHA LT
abv—%HFyru— RTEET,

X2V T4 AT IV R VR NEERT 55

FTV I bR =D X2 VT 4 ATV T A (Security Intelligence) ] ~X— T,
BHTLH2VANDOBRICHLMET A2 ()& Y v 7 LET,

WET DIV A MO ab—nNNERIGE [F Vv — F(Download)] %7 Vv 7 LT, 7r 7 b
WS> TYVARAMETHAN 7740 E LTHRIFELET,

VI TY A MEERLET,

[Ex=VUT7 1 427 VU= A(Security Intelligence) | Ry 77 v 7 7 4 KT [BR
(Browse) |7 Vv 7 LT ERINLYV A MNERBL [T v 72— RUpload)] %27 Vv 7 L
iﬁ‘o

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes)] % 27 V v 7 L £ 7,

TIOT 4 TRRY =N AT V=7 beBRT L2583 REOELE LR LET HRELLD
JEBA (4-14 ~—) 25 H),

R—bFT7T7 FOEAE

A& ALE (Any)
R—=h F TV NI BRL T harzZhFnb LR S HFETELET,

e TCPBIXOUDP DFE . A—FF TV MI Iy alicFa haLEsni#ansz
rNSvzaR—rN@7ra hare 7 a rOER— NEFIEIR— M EZELET, 6

TCP(6) /22,

o ICMP B XV ICMPV6(IPv6 ICMP) D& R— s 47V =7 MIA v Z—% v FEZ7 1 b
ant A7 aroFATEBIRa—RERLET M 1omp (1) :3:3,

e R—=FAT7V=7 PEIAR—FEHEHLARWOT e harzRydT Ly TEET,
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FIE 1

FIE 2
FIE 3
FIE 4

FIE 5

FIE 6

FIE 7

FIE 8

FIE 9

F—rF7o=s roE N

VAT LANBEHOR— NHICT 74NV EDOR— N ATV bEREMET LI EICERLTLLE
SN, IN6DAT V2l MIEFELITHIBETEETN v AIRDOVITHTAX L F— b
FT7V el NEEKRTEZ EEHEREL T,

R=F AT V27 P BLOIN—T(FT V27 bOTN—T Q2 =) 2R IX. 77 &
A ayvba—L R =8I0 R— N X ASA FirePOWER € ¥ = — /LD S X E 24
FreiHcE £,

FERAFOR—F 727 MIHIBRTEEEA, IBIZ R — M A7 V=7 b EREEITH
BRL7BRIC T 7T 47 RV =047 V=20 eI 55 EELHENNTDITIEREL
HEBTAIVENDHY T . RELEDREN (4-14 =) 2B L TLEEN,

TIRA ay ha— b= LOEE TR — FDOFEMITIE TCP/UDP LSt 7 o s a L& BINT
RN IZ LICHERELTLKEEWN, ELIZGEE A — b ESEER— bW FDOR— FH%2 1 —
NTHRETDHHE. N TV AR—F 70 baVERESELZZLIITEEEA,
EETR—FOLUETHHENDIR—F 727 h Z—T I R— b4 7o ko
NEBIN LT GE GOV — VAR —RBEICITEH S EH A, S HIZ. TCP & UDP
DOEFTFOR—FeEFLAR—N ATV NEERL THhH A —VDOEFEILAR— FOFEMEL L
TZEDOR—F ATVl bEBMULEGA R — FEBMT25Z LI TEEHA ZTOHL
FZFERTT,

R— b+ F7V=7 FEAERT 57

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
EH (Object Management) ] DIEIZEIN L F 5,

A— 1k (Port)] T[4 DA77 =7 I (Individual Objects)] Z R L £ 7,
A—RrDEMAddPort) ] 227 Vv 27 LET,

(4 (Name) | IZR—h A7 V=7 FOLA4RIZANDI LET A v a3 ((}) < CFIFRER{E
B OB ASCII XF2HEHTE £9,

[7' v bk 22/L (Protocol) | &R L £,

[TCP].[UDP]. [IP].[ICMP]. % 721% [IPV6-ICMP] 7> 58K 3 2 5> [Z Dfth (Other)] Fu v F &7
VURAREEHL O ha b ERE TR TAND] e 3B ERTE £,

A7 a T R— bk Port)] F2iEA— FMEFEAFH L TCTCP £/ UDPAR—F A7 V=7
MERHIRL £9,

1 ~65535 ECOMEEDOR— NEHBET DI TRXTOR— M —HTHLI I any ZFHETE
F4 . K= bOFHEIRET DI NA 7o 2L ET,

FTva T ZA T (Type) | BL O LS T 254 13BHET 5 [=2— K (Code)] M L T,
ICMP £ 721X IPV6-ICMP &R— ~ 7= 7 F&HIR L £,

ICMP £72(L IPV6-ICMP 47 ¥ = 7 b Z{ER T 256 . 44 7 B LUOEET 55612 — %
FETEETICMP O X A 7 & 22— FOFEMIZ OV T,
http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml [#55] 35 L O
http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml [J535] ZZ& M L T 72
EVWAEBEDHAA T L BT HEINCEA S any ZRETHNIEELTZLA TOEED 2 —
Re—ETHEoICa—RNiZany ZRETEET,

F7va T [ZOM(Other) ) ZIR L, Py XD JARMDLT 0 baz@R LEd, [T
~T(A] 7'\ b2 2 BR L2813 R — b (Port)] 7  — /v FIZAR— F&SE2 AN LET,

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes)] % 27 V v 7 L £ 7,

—_  —
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HoE WEEAFNEATIV=I FOER |

WM URLATV=7 FOBE

URL 7= N DOHEME

FIE 1

FIE 2
FIE 3
FE 4

FIE 5
FIE 6

A A ALE (Any)

HELIZAURLA 7Y 27 MI O URL £72ZIP T FLRAEZERLET . 778X a0 b
g2—/L RY L —TIZ URLF T V=V N TN —FE2EHTEXET(F T V=7 DT A—TF
Q2= L 2IEBEDURLAEZ T 0y /357782 aryba—)L )L—)L%
fERd 22 b TEET,

HTTPS 7 7 4 v 27 %7 vy 273 25I21%, 7 7 1 > 2 ® Secure Sockets Layer (SSL) 7iE B £ )

5URL ZANTE L Z LICER LTS IESWVGEREND URL Z AT 5581E RAA U4
%f]\jj L\“*j'7 ]\)l /]) ‘/'%?E(%?%‘HI% Lij—o (7LC & }%_fi\www.example.com @'fjﬁb @ LC example.com
EANLETIFEHED URLICESWT E I 7 4 v 7270y 7 T 556,00 Web A~~~
OHTTP hZ7 7 427 L HTTPS 7 7 4 v 7 OliFmN7 a7 IEd,

ERAFOURL A7 V=7 MIHIRTEETASBHIZWURL A7 V=7 MEmEEZITHIERL
FRICTI7T 47 RV —NAT V=27 NI 558 . EF 2T DITITHRT - HE
BT A2XLERDHY T RELFORERN4-14 X—) 2S8R L L&,

URL A7V =7 NEERT 25k

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 h
& # (Object Management) ] DJIEIZE4R L £ 97,

[URL] T.[ffl x ®4 7 ¥ = 7 b (Individual Objects)] Z &R L £ 7,
[URL @B/ (AddURL)] %2 VU v 7 LET,

(47 (Name) | ICURL A7 ¥ =7 FOAFTIZEAD LET, v a3 ({)) 2R EIFAREREER
DIEUE ASCII XF# A TE 9,

URL A7 V=27 h® [URL] 721X IP 7 KL A& AL ET,
[ASA FirePOWER D2 5 D £:1F (Store ASA FirePOWER Changes)| %27 V v 7 L %7,

77V —vay 7 4 )VEOBE

4 v A ALE (Any)

ASA FirePOWER Y 22— /UL IP N7 7 4 v 7 i+ 5 L& 2y hU—27 LTI
SNTVLT TV =Y a v ERELL I L LIS T 7Y =3 a VR T 7 ) =23
YR=ADT I HA Ay b= BT ) EDICARARTT, Y AT LIZL DT 7Y r— =
VNEHINT AT AT 7 X EEBIIEHAINTEY U ATHEBEICEGHF2REL AT 2B &
OMega T — 2 X—A(VDB) DEFHZ WU TT 4 7 7 X & S HITBMLET,

TV =gy TANEIZ. TV r—a0D) A7 EVRRA O 2 AT T
T BIOF JIZEEM T O TR STT TV r—varvwz 7 v—7{LET,
TV r—vary TANEEFEATDE TV r—a CEREBINCHRREB L OEMNT 5 8
DR WED T r7vAarybha—)L b—LHOT 7YV r— g  FE2ERERRTEET,
FHEHIZOWTIE. N T T4 w2 T U =gy T AN EDO—F(8-3 =) 2B L TL
72 &0,
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TFUr—vay 7oz okie B

TV r—vay TANZEHEHATLRIOMSE T LWT 7Y r—ya v B AR E BN
DB T ANEEHHATDET 7R ar ba—L b— L ERHFTHLENRN ETT, -
LZIETRTOY =%V Xy NI—F o 7 TV r—ara7uyr45X9C7 7k
A aybha— R =R EL VDB OFFHICH LWWY — )b Xy NU—F 7 7Y
r—=a T AT IEANEENDHARY VU —IX VDB OFHEFICHEH SN ET, AT AN
LW F U r—varkramy 7T ARl AR SNERELFEMTOILERSY T8, 7
PNV —arvETay T AT IR aryhae—)L b—)LEREHTALEITIH Y ¥ A
VAT ARHEOT I =gy DA NI R =T D= R U CT IV =g xS
=T LR WS MED 7 AV EZEERTHZENTEET , 22— ERT 4 VX TIE, v
AT O T 4 N B TN =T L TRATEET R E XX IEFICY A7 REL  BEVR
ABEMEDMENT SV = a v BT R CT v VT 57 A NV A EERT DN TEET,
a7 7)) r—arz2FEBTRETDIIEICESTHLT7 AV FEERTEETN. N
DT ANZFT EY 22—V V7 b =7 E£IEVDBEZEHFLTHHBMICETESNRWN L&
HZTBNTLEE N,

VAT AR T SV r—vay T B EER T EREOT S = ay T E b
TR aryira— L— L THEHATEXET,

TV —=vary T4 NVEEERBLOERT LG8 AT V27 b v 32—V x ([RE
(Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4~ ¥ = 7 FNEFEL
(Object Management) ) ZfEH LET, 77V r—2a v OfME2T7T 78X 2 ba—L L—/L
CBILARRS 77V r—vay Z4 0 Z 23 ITERTE D Z LICERELTIES N,

[7 7V r— a7 4% (Application Filters) | U A MTIZ B D7 4 VW FZ ZERRT 27201
BIRTEX DV AT OO T 7V r—vay ZA4NENEGEENTOWET  EREND T 4 VA
MBI TFINEEHT A2 LI Lo TR CEET, ZHIX AT TV & X7 OEITFRIC&T
HEJ,

[t FTRE 72 7 7"V /7 —3 = (Available Applications)] U A MZIEE IR L7277 ¢ /L& NOE
DT TV =2 arNEaERNET ELMBA N VT2l LT RRENDT 7Y F—
VarEmiT oI b TEET,

VAT AT OREREEZMBHLTCRIC 7 ANV XA TOBEBEOT7 4 NEE) 7 LET,HU R
I T A4NHFITI00 DT TV r—2arNEENTEY EU AT T4V FITS50DT 7Y r—
arNEENTNLY T FICONTEZTATLESWN,MFDT 4 VZERIRT D L
AT DIFERRER 150 DT ) r—varawRRrLET,

VAT AT AND EEAEH L TCRRIZZATOT 4N EE ) 7 LET 22T h Y 22
BIORBEIVAZDOT7 4 NEZLEHLNALBLIREL_LOE D 2 AEEMED T 4 VX ZRF LT
A VAT AFE R R EEEY A7 T O LB LIOE L-ULO B Y R A B
NHDHT T r—varra2RpsLET,

=

S 27 7V r— 3 OV TOFMIERERT A 2 (@) 227 ) v 7 LET ff e &
A DIINERE 7T o TIZH 0TI OA =y MRV 7 %227V v 7 LET,

TANFIENT AT ) = a VERE LS ENUD ZEBNNEMT 207 7V F—
vay T4 NEEBRBRLEGEI ([T ANAIC BT HTXTOT7 7Y r— 3 (Al apps
matching the filter) ] ZBMNT 52 ENTEET BINFAOT TV r—ar b7 0%
(Selected Applications and Filters)] U A MZdH D7 A 7 LDOEFHN 50 282 72 W IRY D
TUNEBLOEROT 7)) r—3 a U EAEEOMAEDETBINTE £7,

TV r—vay TANEEERTDLE ATV b~FX—VxD [T TV r—vary 7y
/v % (Application Filters) | X— 2 U A P SN FET, TON—VITII BT 4V F AT D&M
DEFEPFERINET,
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W 77y —>ar 7 AF0OEE

FIE 1

FIE 2
FIE 3
FIE 4
FIE 5

FIE 6

FRENDT TV r—ay T4NEDI— T 4V EDOFEMIHONTIE ATV b~
=Yy DOFEHQ2N=) BB L K EE&WMEHFTOT 7Y r—ra s 74 VX FHIRT
ERNVIEICEEL T ESN, I TV r—yvary 74VE A7 V=7 NefmEE
WEHIBR L7tk 72T 47 R /—75%‘7 VxSRI LGE AR EZGNTT HITIEER
EEHEMTLILENDD FT . XELTOREM4-14 X—=) 22 LT EE0,

TV r—=vay T4 VER2ERT 5Tk

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 h
EH (Object Management) ] DIEIZEIN L F 57,

[7 7V — a2 7 4 /L% (Application Filters) ] # 7 U v 7 L £ 7,
[7 7V r—3ay 7 4 L% DB (Add Application Filter) | 227 U v 7 L £,
HRIEANNILET H Ay 3 () ZBR< FIFRIRE AL E OFEHE ASCH XFZEH & £,

FFarc T r—a / 7 1 )% (Application Filters)] U A MNMZ&H D T AT Agfko
TANZEEN LT 74 AZIBNT 57 7V r—2a DU A MEKRYIABLET,

o UADMERERMEBIUNNTDIZIZE TN ZATORICHLRMZ 7Y v 7 LET,

o TUNE ZATHET Y v L [TNTER(Check All) | F 7213 [T TEFAZER (Uncheck
A7 Vw7 LET, ZOYANMNIXEXA T TERIRLET A NVEBPRINDZ LI
EELTEIN,

o FRIREIND T 4 NH BV IATITIE, [4 BT T (Search by name) ] 7 1 — /L RIZH#E LT
e AT LET, I AT I EXTOGEIHICAENTT MEE 7 V751207
V7 7A4a(x)xr7 )y 7 LET,

o TANEDYARAMEEHFLIBIRLIZ 74NV EZ 52T _RCI7UTT212F.Ve—RKT7Aay
(&)&227 Y vr LET,

o TRTODITANHFERRKT 4=V REZ VT TN [TRTOT 4 V¥ %27 U 7T (Clear
All Filters) 1 %27 UV » 7 LE 7,

BN T AN ZI—EHT BT T r—ya DN EHFRERT 7Y r—3 2 v (Available
Applications)] U A MIERRINET, U A MIUL—FEIZ 100 DT 7V r— 3 VBRERRINET,

[ AIGEZ2 7 7" U 7 — 3 = > (Available Applications)] U A R 6 7 4 VX |ZIBIIT 57 7V

F—arEERLET,

o HIOFIETHE LK ZHIZT T XTOT 7Y r—ra Y EBINT 22 [ 7 4 L Z I
—HFT 5T _XTOT 7Y r— 3 (Al apps matchmg the filter) ] Z %N L £,

. i'%ﬂ“éﬂéﬁl%'@?’?)b‘“—:/a VAL IATITIL, [ AT ER (Search by name) ] 7 1 —
BTN AN LETS *ﬁ—ﬁ’%ﬁ)?"?‘é X727 742 (®)z7 0y 7L
iﬁ_

o [HATRERE DT TV r— 3DV A RNESRTHINE. VA NDFEIZH D=
T TAaryEHEHALET,
o BHOMEMOT TV r—a BN T 5. Shift F—F X Cul F—E2FHLET.H

f?@ﬂ“éﬂfb‘éﬂﬁ]%@77 Vor—va 8R4I 67V v 7 LT [T_TER
(Select All)] &N L E 5,

o« TN = a DY ARARNEEFLEBRLET SV r—va a2 _XCTr7 UTT5IC
)m~b74:/%6%ﬁ)/&bi¢

BRlOT 7V r—rar b [ZAVFI—HT BT XTOT 7Y &7 —2 3 2 (All apps matching
the filter) | IZ[RIFRFICERIRTE T A,
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FIE 7

FIE 8

Tty roe B

BIR LT AV r—a v a7 4 AZICBNMLET. 27 LT RT v 7T 50 [Jb—/LITE
M(AddtoRule)] %27 U v o7 TEET,

FERITKDO S O THERINTWET,

o BIRLET TV r—vay 744

o BIRUMEBOEHAAIRERT 7V r—va v FRF [T ANZIC—ETDTRTCOT Y
4r— /= > (All apps matching the filter) ]

TANZINIRKR SO DT TV r—va v BRI AV E HZBNTEET BIRLT 7Y r—
armbT I = a VERII T ANV EERIRT DX AT DHIRT A 2 (E) R
Vo LET AU EDT UV r—va v BIXORT7 AN ZE2ERT DI E23EH7Y 7 L
T[T TER (Select AID ] ZIRINLTHH A7 UV v 7 LT RIS % HIER (Delete Selected) |
EBBNT AL L TEET,

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes) | #27 U v 7 L £ 7,

HE v b DBE

7 A & X :Protection
ERIZARAN— L TR SN2 E L B FE T IO EDIP 7 KL AL X OHR—
MEBI LETARARY —IZhHBEHEMHERA L T — 3l M@ 7 e 7 7 A v BELO
L —VIREBIZH D IP T FLRAZR T L TEET,

[

TV Taty V=T BANLV—LVTHEHEND Ry NI =T BB TERINTZE A MIHN
Lo AR NE NI H—TEET,

Ty NEEA LT AREZEH W AX A X BT V—7(L L £7 ., ASA FirePOWER
EFEV 2=V REOT T4V NOEK ey VAT AN IMBONT ALY Ay FEEKRT D Z
ENTEET, X0y FCTH ERERADT 74NV FOEKEER L, 2—FEROLEHKE B
MBXOEEST LN TEET,

FEALED EAT V27 FOL—/L 8L O ASA FirePOWER € ¥ = — /L3 efie 3~ 2 fE%ES
FARNN— VT ERBEHDOT 74N MEREFEHLT Ay NV =7 BLOFR— FNESEE
HLET 22N NOREITRESNTZF Y NI = ZIRET D12 OICEH sHoME_NET
EEAHL T HREI N T RW(DEVINED) Ry MU —2 ZHRET D7 DICEH
SEXTERNAL NET ZfFH L £ 9, S LIS BN — L TII MO TEHRFHADOLEEND UIX LIZHH &
NET72EZIE Web =Nk FT 227 A7 A FERHT H/V—/L1T, sarTe_serveErs A 4K
B LW surTe_ports B EFEH L 5,

=N KN DT ERER 22— Oy bU— 7 BRE A LD EMICKBT 5355 TT,

DI EB HERIER SN T 7 4V NERO &L (2-16 X—2) THHA I TWD L2127
TAN DY MZHDT 74N NOEREEET H0ENH Y £5, snome_nET 78 E DL
Fy T =7 %ELLEF L, sarre_sERVERS IZ Ry N T —2 EOFTXTD Web +— 13 F £
TR BT REE SN ED LT 7T 4 ET 4 BN E I N T _RTORE Y AT A0

T INET,

EEEERT AT Bty ha2T 72 arya— L —LFE T/ RAay fha—L
RV —DF 7NV TI7va  iZBHEMTFONTWAERARY =2 7 LET, T 7 4
NETIE T 74V OB Yy MI.T 78X v bao— L R =X THEHEND T
RTOBARY —I2) 7 SR TWET,

Cisco ASA with FirePOWER Services B — W VEBRBRENA F 1



HoE WEEAFNEATIV=I FOER |

LT S NGY

R OW T ROFEHEZ SR L T EE 0,

o FHITEHRINTT 7 4V FEHEDF#EAL (2-16 X—)

o« THE Y MOV T(2-18 2—2)

o Bty hOBEF(2-20 L—)

o EHOEB(Q2-21 X—)

o EROEM L MR (2-23 =)

o BTy (230 —)

o By hERARY =Y 7 SHDH(2-30 X—)
o PEIEZHEIZ VT (2-31 X—2)

FHIERINIT 7 4V M EB D HEAL

Z A & > A :Protection

ASA FirePOWER &2 =2 — /W37 7 40 N CUERFEHOT 7 4 )V FEBTHK SN H DT
7 4 hOEKE v b a Rt L E 9 Messthii A T — A (VRT) BV — A OB 2 LT 7
TAN MNERE G FRBLIOEHRSNIZRBAL— L BIOMORARY o —BR 2R L
FT MOV TUI N — A EHRB IR =L V=L 77 A VDA R— | (46-10 <X—2)
EZHLTIES 0,

ASA FirePOWER “E ¥ = —/L TSN DL < DR ANV—IVITERE S DT 7 4+ /v NEE &
AT 2720, 20 60EHICK L CHEYIRMEZRETALERNDHY £, 2%ty P2 LT
S NI—=0 LD NT T 4 v BRET D HIECE > UL AEBEERITTRTOE T Y I
HDHINOLDT 74 NEBOMEEEEST L ENTEET M OWN TR A5 0BEI L R
HEQ223 =)L T EEN,

A

HE 777 Rarbho—nLFEREIRARI) S —EZA R TBHE TN NOEEYE Y MIH
HDEEFEDT 7 )V N EEN A VR —FENEZT 74V MEHTAH—NR—TF 4 RENFET,BETF
DF T HIVINEHYE Y M A VAR —FENTETAZLEH Yy MTEELR WD A Z LB
DEENDIHE. BN REBEPRFEESNE T MO VWTE BREDA AR — K (B-3 X—)
B L T &N,
LU FDF X, ASA FirePOWER £ ¥ = —/L TR SN A EHIZOWTHA L, 22— RN@E LT
TOHOEEERLET A2 ZHEHAOR Yy NU—7ICAbYCHHET D FERZRET LR T
g7 zviaFi—ERERIIHRE— M F'EJb\/\zbtkT@Léu\

22 ASA FirePower £ 2= — 4l ko TEMES A S ES

ik

B! EELEIH

$AIM_ SERVERS

BEF1 D AOL Instant Messenger (AIM) — A2 EFR L . T v v b | RE,
R=Z2DNL—VBLONAIM =7 270 A & RET DHL—L
THHINET,

$DNS_SERVERS

RAA v =L H—E A (DNS) h— % EFHK L £79,DNS BEDONL—)V &y b TEAE
Y= NIRRT D — V2B 556 | sons_servERs | T,
TR A ELITEETIP 7T FLAE LTHEHTEET,
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Z# 2-2

ASA FirePower E =z —/Z f o TSI A S EH (FFZ)

Tt v rokr W

V%

B!

ERELETH

SEXTERNAL NET

R#EINTWRWEy U —2 & LT ASA FirePOWER &
Pa— A NETRTHRY NI =T BEHZL XY P U —
T HEEFHTDHIOICEL DL—LTHERENE T,

1L\, sHOME NET % WY E
L TH 5 | $EXTERNAL NET DfHE
& LT suomE NET ZBRAMNT D
VERH Y E7,

$FILE DATA PORTS

Xy NT—2 AN —ATT77ANEBRBTAHEANL—LT
EHENA BELESNTWARNWR— N2 ERLET,

RE,

SFTP_PORTS Fy hU—2 E® FTP —_"OKR— %2 EFHL . FTP — " [FTP " — AR F 7 4 /)L k R—
Dz AT A h Lb— )V ENET, NS DR — F 2T 55
AFEELFT(EV 22—V
AV H—=Tx2 A ATT 7 %)V
b AR— &R TEET),
$SGTP_PORTS XAy k7 a2 — & D GTP (General Packet Radio Service (GPRS) | R~EL,
roxV s Fa ka)PDU NEFTRA v — RETET 5
T—H Fx xR — b eTERLET,
SHOME_NET BELZRAR) O —RNE=XTEH513y NIV BTEHEL, NEfRry hU—27 D IP 7 K

WHiR Yy N =27 ZERT H1DICEL < OL— LTS
£7

VAZIRET 2B EITER L
£7

SHTTP_PORTS

Fy b =2 E®O Web — DR — k&K L, Web H—3
DTy ATaA b = VHEHSET,

Web T — 3035 7 3 /L b FR—
NS DR — N EEHT 58
BIERELET (£ 2—b
AV B =T A ATT T 4V
b A= EMHRTEET),

SHTTP_SERVERS

Fw hT—27 ED Web h— &2 TFFRLET, Web F— DT
JATaA k=)L TS ET,

HTTP Y — % EITT 554
AT LE,

SORACLE_PORTS

F v hU—72 ETOracle 7—% X— A& $— DR — B EE
L.Oracle 7 — ¥ RX—ATOREL ZAX v T H/L— /)L CHEH
ShET,

Oracle " — % FEITT D54
TEFELET,

$SHELLCODE_PORTS |/ ZF A2V z)b a— RO/ A FuAf NeAF v S¥5 | RE,
R—h#E#L V=N a—REEAT LI 2704 L %
BT 2 L— L CHHSET,

$SIP_PORTS Xy hT—27 ED SIPH—"DOFR— 52 EFL.SIP DT A | R,

FrA b — U S ET,

$SIP_SERVERS

v FU—27 ETSIPY—R_"E2EHZLSIPEXY—7 v e
Tcx s A7aA NERRTHLV—VTHERINET,

[TV, SIP B — & F4T LT
% 858 1%. sHOME_NET % JE BT
EFe LT 5, $SIP_SERVERS
Dfi & LT $HOME NET % &
LHUMENDHY ET,

$SMTP_SERVERS

F v hU—2 ETSMTP —"%ZEHRL A —I/L =%
H—lFy NeT s AT oA NEMRTDHAL—LTHAS
nEk4,

SMTP % — % FEITT D55
IIZEH L £,

$SNMP_SERVERS

F v hU—2 ETSNMP % —/ 3% EF L .SNMP % —/3TD
WA 22Xy T 5L — )L THASHET,

SNMP H— % FEITT HGE
WIZEHE L £,

Cisco ASA with FirePOWER Services B — W VEBRBRENA F 1



HoE WEEAFNEATIV=I FOER |

LT S NGY

# 22 ASA FirePower £z —/Z Lo TEHEES A SEH (F5)
EEA LA EELETH
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Ca— VT 2T V) —RIIFEEL . EDOHB A= g
5300 BT v 77 L — RENTELEIZOARFRREND LA
YRR B A R U E T RER A S DT (2-31 X—)
EERLTLIEI N,

EELFEREA, ZOEHITE
RETALHIBRD 23 A HET
T HIBRTZ I A £ 7 13E
TAHZELEFTEERA,

$SQL_SERVERS

Xy NU—7 L TTF—H_R—=R2A P —REEHLKL T —FX—
AEBR =y hE Lo A7 aA sEER$ 50— LT
HAEnEd,

SQL Y — % EIT T 5B AT
EWLET,

$SSH_PORTS

* v FU—2 F® SSH H— DR — R & EF L. SSH #—
DTy ATa Ak A—IHEINET,

SSH Y— 335 7 )L b R—
NS DR — BT 55
BRIEELET (£ 2—V
A H =T 2 A ATT 7 4V
b AR— M E2MERTEET),

$SSH_SERVERS

* v U —27 ETCSSH Y —"%&2E#HKL.SSHEZX—7 > k&
L7 A7 oA e+ i L —LTHEAISNET,

[TV, SSH $— " ZETL T
W5 5AE . sHOME NET % 3 Y
IZEFE L TH D, $SSH_SERVERS
DL LT $HOME NET % 55 &
LHLERBHY T,

STELNET SERVERS

T b U—27 ETEEEN® Telnet —/ 3% 3% L, Telnet - — X
A=y b Lz A7 oA b EHERTDHL—LTHERH
SNET,

Telnet — %2 LT T 556
IEFELET,

$USER_CONF

KFIZTE 2a— NV A B —T A 2N LTHEHTE 20
1 DU EOBEEZRETE DY — VAR L ET, JEE
BIZHONWT(2-31 =) BB LT EEN,

A

BHE  susEr conF ODREVNHA T LITEHEL TWVDHE VA
T AIELE U E T IRREEIC OV T (2-31 X—) &

ZRLTLIZEN,

HWREDFBA T RSN TWV 5D
BAE P R— ML DR
NhHoTGAEERE EFL
FH A,

BT > Mo T

5 A &> X :Protection

BEREAEEOY Yy MIBNT2 E . FRETRTory MaBaEnFEzT, oF 0 LK~
MILVATATHAERESN TVNDITRXRTOEEDOa LT v a il 3, EOEKE > b
TH, 22— EROELEZENL TBEOEHMDEE I AZ~ A AT HIENTEET,

ASA FirePOWER ¥ = — I DI ERFEHDT 7 4/ METHERINAE —~OF 741 b
OEHty bRt LET, 7 7 4L bR E T EEBIIRVNTITZE DT 7 4 /b MEIZEEE S
NTWET,ERBFADEBDOLE. Z DT 7 /v MEIXZ VRT IZE > TREI N N—I/LEHT

s 5ETY,

ERBELDOT 74V FEBIZI. T 74V MEOEFEICT L2 b TEXETH AT TFNER

ST 7 )V NEB O (2-16 X—2) THAINTWA L5z,

Ty FELETLILEHELET,
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TRCOEY NOBED 7740 MENRFED Z EIEBE LT EEN,

Bl: T 74NV b Y MZa2—FEREREZEMT S
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reset &
i
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C192168.1.024)

recet
Y
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Carnd

Custom Set 2
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(182 168.1.0024

T a s TAAEEDOEY PO varit [EE N AT~ A A TEET varl WHARAZ <A AEINTW
724N Custom Set 2 T, Z OffEIE 192.168.1.0/24 T9,Custom Set | TiL.vart DI AX <A X
f 192.168.2.0/24 IT 7 4NV MEZA—N"—F A4 RLET, T 74V FRETIH, 22—V ERE
$E VY bTHE . T TOEY bOT 74V MER any IV By hENET,

Z OB Tl Custom Set2 Tvarl BT LR E. T 74V By b Tvarl W AX~
A XEIFV Y N9 5 & Custom Set 2 DIAEDT 7 /b Ml vart DEF I N EH v M
Vo7 ENTWVWAETRTOBARY O —ICHBLEZ L2 LITHEE LTSN,

ZOFTIIRENTWERAR . By "EDOA v EZ T 7 a L. T 74V D8y hOF 7 +
WNEHE) Y b B EHEOL—IVOEHRFR TV AT AL > THREENZEIZY By M &
NAHZELLUAMT. 22— P ERLEBLIOT 74V FEKTHRILTHLZ EICHERELTLEE N,

Bl: g R E LTy Ma—FEREHEBINT 3

WD 2ODFNE I AX Ly Ma—HVEREREZEM L IZHEOEKYEYy hOA 2T
A OV TORLTWET HILWEREZRGFET 5 & REMEMOE Y hOT 7 4/ Ma L
LCHERT AN E I nEaRbs 7y 7 FRAHENET . ROFTIE HEMEERTSZ L0 )
BN EINTHET,

Custom Set 1 (origin Diefault Set Custom Set 2

YWarl customized valie

Warl custamized valle copied
i (92 1681.0024)
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"

reset reset

current ciefault set vaille cief gLt valle current ciefaut set vaile
(192 168.1.0024) (any) (182 168.1.0024
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Custom Set 1 705 D var1 ODREETEZRE . ZOFE var1 7 7 4V b By MZBM L Edo
BIERILTHDZ LITHEELTL7EE W vart DI A X <A AfHl 192.168.1.0/24 % Custom Set
LISEMT 2 & EHIZT 74V Ml any ZFFODAZ~A XfEE LTCT 740~ &y Moae—
ENFET . ZOH var1 DEEA VX T 7 v aidvar1 7 74/ b By MZBMLEEA L
U720 EFT AR OB L. T 740 b By N Tvart W AZ~vA XAEE )y M

% & Custom Set 2 DBAEDT 7 4V ME vart PEFEN. By M) v 783N Tnb 4
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varl DR EMEMDOYE Y FOT 75/ MEE L THEHALRWI L2538 IRL 7,

Custom Set 1 (origin Diefault Set Custom Set 2
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current ciefault set vaille Warl defalilt valle current ciefaut set vaile
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Iy gl

o7 7Ta—F TlEvarl T 7 4L MHE any ZFFOT_XTOY v MZEMLF 9, var1 =l
LB fEBEDOEY hCEOREENAS A A TEET, Z2OT7 e —FOREIE. T 74/ b

Ty b Cvarl ZHANCHAZ A R LBNWZ LIZE 2T T 74V By hOfEEZ D RAZ~A
AL varl B H AZ <A AL TRV Custom Set 2 72 K D& v FINOHIEDE % B XTI
FLTLEY VA BB INET,

By FOEH
Z A 2> A :Protection

(47 Y= b ~%— % (Object Manager) ] ~<— ¥ ([i% i€ (Configuration) ] > [ASA FirePOWER
X & (ASA FirePOWER Conflguratlon) 1> 47 ¥ =2 Mg B (Object Management) 1) T [ %t »
I (Variable Sets) ] Z IR L7256 A7 V22 b X=X L. T 74V OEH Y hEa—
ﬁ@@&btﬁ25A?/F%)XFbif

LA VA M —LENTEZVATATIE. T 74/ NOEHYE Yy NI T 74V DY AT LR
S 2 CHER S IV E T,
KBy MI VAT LT 730 MEKE EEOEHKE Y P BBEMLIZTXTO

HAAL LDEENGENET T 74V PRETWMETEETN. T 740 b By bOARTEZ AR
L2 BIBR L7252 L3 TERVWI LITHERLTIESN,

WORIZEHEY NEEHTH-DICFETTELT7 7 ary 28 0LET,
# 2-3 EHty NOEET 225>
HEY BiE
Bty bEERRTD [#% & (Configuration) ] > [ASA FirePOWER # /& (ASA FirePOWER Conﬁguratlon) 1>[A47
¥ =7 M (Object Management) | DJEIZEEIN L [E%tE ~ b (Variable Set)] %% L
£7.
By NELARITT 4 (ARIDOANZHBLET AT HIZONT A=V REHIN, T HARMPERS
VI e A NET,
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Tt v rokr W

Bty FOBFET > (fE)

HE)

BtE

BETIDOTANEY T H | T4NE T4 — VRO VT TA2L (%)% 7Yy 7 LET,

70795

HALLERYE Yy FEIB |[EHtE > FDiBI(Add Variable Set) ] 227 U v 7 L £,

mn4 25

FEEZXDIZO FHLNVERE Y MT BEERZ SN TNDLITXTOT 7 4L NEHK
EH AR~ A ZAEBNEGEENET,

By FERET S WET DR Y POBUCHORET a2 (o) &7 U v 7 LET,

v b ¥y hOITNTEHEZ U v 7 L [#k (Bdi0) ] Z®IRTHZ b TEXET,

AR LBy bR Bty FORBICHLIHIERT A2 (H) 27V vy LThB [IEWYes)] 227 U v

Brd9 %

LET. 7740 bOEEE Yy MIHIRTE EHAHIRT 248t v hTER S Lz
ERIZ AMOE v FTHIFRSNTZ Y O FIETEEEZZITZD L2 LIZIERL TS
TZEVN,

EY b By FOITHRTEHEZ U v 27 L [HIER (Delete) ] 23R L T 6 [1FW

Yes)1 227 Vw7352 TEET HEHEDOE Y FEBINT HI121E,Cul
& — L Shift ¥—ZEH L £,

TR DS

FIE 1

FIE 2
FE 3

FIE 4

EREy FaRELLR. ZNDLERARY =2V 7 TEET,

Bty b EmEEIIER T 5 HE:

[7% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 h
EH (Object Management) | DJIEIZEIN L F 57,

[Z%t »~ bk (Variable Set)] Z3&#R U £ 4,

Bty hEER LY BEFOEy NERELZY 7512, L FOFRIRIZHEVET,

o Bty FEERT AT LS E v FOBII(Add Variable Set) ] 227 UV v 7 LET,

o Bty NEAERTHITIXEEEY NORIZHImMET A 2 (&7 Vv 7 LET,
Tty NNOEHZ BB L ORET D HEOFEMIZOWTIZ 0B & Rk (2-23 ~—
DNVEBRLTLTEE N,

TITATRER) Y —NAT V=27 BRI L5/ REDERLZEMLET (RELED
R (4-14 R—) BB R)

5 A &> X :Protection
By NNOFROEK Y v b R—=V F13E Y FORES—VTEKEEHRLET,
TRTCOEE Y v FOBER—T T EBIL [ AR~ A XEI N7 % (Customized Variables) |
NR— V& [T 7 4V b OE%L (Default Variables) | ~X— UHEIKIZ 3L TV E T,

7 g N DEET  ASA FirePOWER £ o — L I Lo TR I N ALK T . T 7 4+ ME
BOWEENDAZ~ A RT B ENTEET, T 74V VEBOAFTIET - ITHIBRIITE EH
Ao T T 74N MEEERTHI L HTEERA,
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RS~ I AEEFL IRDNT AN 1,
o HNAHTAREINTZT 7 AV NEE

T T A NEBDOEEREST DL VAT DITOEKE [T 7 4V s DEEL (Default
Variables) ] fEIEi 7> & [H A X~ A X & 17224 (Customized Variables) ] SEIICEBE L £, 7
TANVE Yy NOEBBEIZCESTHAZ L By NOEBEOT 74V MERNREDL DT
TANVE Y NDOT T 4NV NEREN AL A RXTDHE MOTRTOE Y NOEKEOT
T AN MENEHSNET,

o I —WIEREH
MEOERZEMBIOHIRLEY B8ty NANOEEZ I AZ~A XL B A
B A REINTZEREZOT 74V MEIZ)V By NLTEY TE T, 22— EREHE Y
ty T E ZNIL [ AF A XS T2 H (Customized Variables) | fEIkIZF% VD £ 97,

WOFN B AVEREIIRET A DICETTEL T /v a U 2EHLET,
£ 2-4 BEDEET 2 a9

E:y] B’k

B DONR— T hFTorkT 5 Bty b =T LTy FDIBEN(Add Variable Set) | 227 U v 7 L TH LWE
Bty FEERT DN RETIE Yy hORBRICHIMET A2 (o ) &7 v
7 LET,

¥t v MCARTZ AT A |44 81 (Name) | 38 X O [#EB (Description) ] 7 o — /b RIZ | AN— ZAOKFR LT 5 5 0,
7Tra CHEINZ S BT TN E AT LET,

B ABINT 5 LEM(Add) 227 Y v 7 LET,
FHAZ OV TR AR DB L fRE (2-23 XR—=D) 2ZRL TS,
Tz mET 5 T DERMOMIZ D LMET A 2 (o) &2V vy 7 LET,

SRR O W T A OB EMRE (2-23 X—=U) 2L T IZ &0,
EEINEEBEZT 740 | BEREENLEEROBICIH2 VY b T A (D)2 70y 7 LET . MMM4E Uy

MEZY Y M5 N T7A A NE BIEOHENRT TIZT 74V METHLZ L AR LET,

A—HPERON AL~ A X By FOBICHLIHERT A2 (E) &2 v 7 LET, EROBEMNEIZEK

SN EHIRT D Yy FERFELEGEIZ 1TV Nes) 1 227 Y v 7 LTEBZHIRT 52 & 2t L
£

T 7 AN NEBITHIBR CEX EHA ELBANL— L FE MM OERIZ X - THEHA X
NTND 2 —PFERELHITIHIRTE EH A,

THY v b~DEFEREF BBy bR T 2782 arbo—L R =TSN THEEAIT [ASA

75 FirePOWER D 7Z8 § DO {# 17 (Store ASA FirePOWER Changes)] %7 U v 7 LT b [IX
W (Yes) 127 U w7 LTERZRGFTHZ L 2R LET,

T7FxN0 by FOBRIEDHEIZE > THDOT R TOE Yy FOFT 75V MEDRKRE D
O T 7NNy NOEBEAEEEIZV Y FTBE F 740 MER T A
VA RXENTWRWMLOE Yy NOBECENRET INET,

ity FOEBRERINT D

FJ§ 1 [ (Configuration) ] > [ASA FirePOWER % i (ASA FirePOWER Configuration) ] >[4~ ¥ = 7 k
& B (Object Management) ] DJIEIZEER L £,

FIE 2 [Z%E > b (Variable Set)] Z IR L7,

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F



| 28 FEATESI V=2 FoBH

Tt v rokr W

FIE 3 ZEHty NEERLIEY BEFOEy ERE LY T 22X L FOFIRICHENET,

o By bEAERT DI B v OB (Add Variable Set) ] %27 U v 7 LET,

o BHEy FEERT DT EHEY FOMICHLIRET A2 (&7 Y v 7 LET,
FIE 4 EEEFRLEY BFEOEEZRELZY T 2L UL TFOFIEICHENET,

o BREERT DI EMAAD ] EZ 7Y v 7 LET,

o ERERET DX EROBICHDWMET A 2 (o) &7V v I LET,

Bty "NOEEEZ BN X OWREST 5 FEOFEMZOW T B OB & HE (2-23 ~L—
NEBRL TSN,

EE DB & SR
5 A &> X :Protection
EBEONAZ Ly NCEEEERTEET,

AL DERET XA R = VB ERT 258138 LI MB O -V EREKEER L T, T
T4 7LD ERICKMmLEZY va—bhy bELTL—ERK T Bk 2 EZBEMLLZD
TEE4 L ZE TEEHE ) (D% Y DMZ) TOBR T 7 4 v 7 i+ 50—V EERT
LB AHESNTHNDE— O IP T RLUABEIZY A FINDHEH somz ZERRTE E3, 2
5 LT, 2 OMHE CER SNIAEE DL —/VTC spomz B E X F9,

Ty MIEREZBINT AL MMOTRTOEY MTHFOEENEMESIET, UL TFICHA
ENTWD 1 OOFIAERE EBHIET 7+ MEE LTy MTENESN, ZD%2—
XFENE I AF~A R TEET,

HAL LTy NINLEREZBNTDE REMWET 74V N By hOBAX~ A XfEL LTE

HT o0 EIMERETDHILERNDY £,

o WEME (7 & 213.192.168.0.0/16) ZERT 56 AL 7T 7 4V Ml any 2RO W A X~
A REE L CREMEFERATSE2T 740 vy MCBMENET, T 740 8 By FOH
HEOEICE Tty "OF 75V MERNREDTZD MMOTAX L By NOPHOT
7 v MEITEREHE (Z OB TiE 192.168.0.0/16) 1272 W £ 97,

o REMEZMEALRLWEAS . ZEIIT 74V M any OHEZHEHLTT 744 b v MIEMN
SN ZHOLTCMDOI AT Ly NOYIOT 7 4V MEIX any 12720 £,
FEMCOWVWTIE LRy FITHOWVWT(2-18 =) BB LT Z &V,

BEE v INOZEROBEINT FTHZ % (New Variable) | ~<— ¥ TITW BEFEO BB OREIL £
oL (Edit Variable) ] X— Y TITWET, 205 2 oDOX_X—IE MEOEL ERET 256
W B ETIE M AA T EERTERNZ ELSMI R L SR L £,

B_X—IFEICRD 3 OD T 4 Ry THERENET,

s BEFOX Yy NU—Z IR — NER ATV =27 P BEIORY NTV—2 AT V=T k7
N—T et A ATRE 7R TH H

- BREHRICAET DRy bT—7 @A — b
o RBERNOLBAT 2Ry FU =7 E£12EA— b
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WD 2 EHEOERZNERET-ITMETEET,

o Ry PU—ZERIE R NT—F KT T4y I DRARDIPT RLAERRELET, % v
U — 7 BHOIEE 22T X—V) 2B LTI,

o AN—FEEIITI AV MNI—T FTFT T 4 v 7D TCP £721XUDP R — FEHEETEIHDOT. WD
PTNNDEA T HEERT DM any ZFETH & b TEET,R— FEHOENE(2-28 ~—
DN ESBRLTLIEIN,

Ry MU= BEIA T HBINT D0 R— NERS A T2 BNT 20N EHET DL ~—
UREF S A AREREAN Y A PSNET VA MO EICH MR T 4 — N REMAL
TYRPZHFTEES, ZHUT ADT IO TERSNET,

HHOU A SMOMHAMREREHZBIRL CR T v 7/ L A& E BT nTcE £,
F7- HE ZBIL . [EE (nclude) | 7213 [BrA (Bxclude) | R ¥ &7 ) v 7 T5H5Z b TEE
T AR OEH 28R4 51213, Ctrl F— & Shift F—A2EH L ET. A& E-I1IBSn-EE
DIVANDFIZHDIERET A —NFEHEHL T Xy NI—2EBIZVTINVIPT RLAB X
RT R R Tay 7 BIOR—MERIIAR—FBLIOR— M AEE T £,

X MU= BHOEA BEETIIRATLEA DU A ME U T TV LFISCEF DL, A
T2 P BXORXYy VU= ATV N TN —TDEBEDOHMAEDETHERTE 7,

RDFN B AN ETNIRE T D2 DIFATTE L7 7 v a v 2 BRILET,

# 2-5 B OFGET 2 >3 >

HE

BfE

BERDON—T R FRT 5 ¥ty hOR=I T DEM(AAD) 227 Y v 7 LTH LWEKZBINT 50,

BFEOEBOMICHLWET A 2 (o) &2 U vy 7 LET,

BRI 2T 5

(4 BT (Name)] 7 4 —/b FIZ, FERXT Q) UA DR SCT R E £/ Kr
LINFERXREN D —BOEEF XTI E AN LFET,
ERAIIRLFE/NLFEEXT D EICEBRLTLEE N, 2 20 var &
Var 6i%%’b%%’b*ﬁé‘f?‘o

T NI =7 BHETIFAR—NE [[¥A4 7 (Type)] Ka w7 H oA RN [y hT—7 (Network) ] F 7213 [HR—

BEfET D

I (Port) ] Z R L £ 97,

Ry P = ERBIOR— MEBZHEH L TRET 2 FEDOFHEMICHONT
Ry P =7 BEOERE(2-27 ~— D) BRLOR— MK OEAE(2-28 ~—
D)L TIESN,

FHARER Ry NI =27 DY AR |[[#A4 7 (Type)] Ry 77X 72U A KNG [y MU —727 (Network) | % 18R
MBI TE 5 L5 I E#BID LBI7 A2 (@ a7V vy 7 LET A7 V27 b ~3x—YyaliHLT
Py NI F TVl bEIB (X NT—F ATV MEBNTDHEOFEMIZOWVWTIE Ry N —7 &

42

TV FOEEQR4RXR=D) 2R L TLIEIN,

FIHFAFRE/RR AR — DU A FvB# |[[X A 7 (Type)] Ra vy 7 XU A Rinvg [R— b (Port)] ZER L GEMT A
RTEXHEITMEBOR—F & (2 (@)E27Y v 7 LET,

7Y=7 PEBINTS EEOH— b 4 TEEMTEETR TR Z A 7 % EHT B any %

E . TCP B L WNUDP AR — NI WA RERMETH Y MEHATRERA— D
VANMIFEINODOEX A T2 AT IEROBNEREINET AT o=
F~%—=Y¥%%HHALTHAR—F ATV 7 FE2IBINT 5 HEOFEMIONT
TR —=F A7V FOBEEQR-10 =) 2L T,

fEHAIREZRR— FHEHB /13y (FHTREREEOY X MO FICH BB T 4 —/L FTLARIZ AN L TnE =F
N —JIHBEZARICMETD T AT DI TR—=UDBEFH I, BT IHDLHRFERINET,
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Z# 25

Tt v rokr W

BEOET 7> 9 (FX)

HE)

Btk

LHIOBFEEZ7 VT T 5

BEZ7 44—V RO LDV — R T A2 () FR3HBE7 1+ —L FROZ Y
TTAa(w)E 7Y v LET,

I FTRE R H 2 XBI9 5

ERTA 2 (S) Fy hI—27 A7 V=7 b T7A4ar(g) K-k T7Aayr
() BLOFT V2l b IA—T TAar(B)OMIcHIHEEZRELET,
R— b IN—F TR Fy U —7 ZA—TFFFMEMTRETHH Z L1
HEELTLEIN,

ERERITEZD D (TR
D)VAT V= NEBERT S

ARy NTU—=J FHIEAR— MDY A NIHDEA TV 27 2T )y
JLET EBEDOAT V=7 b EBINT DI Ctrl F— & Shift F—ZFH L
9,

GEND(FRIIAAEND) XY
NY—2 F771TZAR—FDU R b
WZVERIR LB 28075

BRLZHEEZ R 77 7oK Fry 7 LET,H500E[AE (Include) ] £
7203 [BR4F (Bxclude) 1 &2 U » 7 LE9,

FEHTREZREAEDO ) A MMWE Ry N =R = DEKEAT V=0 b &
EBNcTxET , - Ry NTV—I AT N TNV —T%EBMNMTH5Z2LET
%\i—g—o

UVFr I %y hU—7 721X
R— 2505 (TN TH)
- Fy hU—7 -3 R—
FDU A MGEMMT S

U7 LTUT TN [y bTU—7 (Network) ] £721% [FR— k (Port)] 7 o« —
NS Ty MEHIBRL Ry NI =7 EROBAEIZV T I VIPT KL A
FRETRLATr Y R— NEBEOLGAIZTY 7 IV R— N EZITR— M
ezt AH LT . BEMAdD)]I %227V v 7 LET,

RAL ARV A MEATTERVWZ LICER L TLESW EHOHEHE %8
Mg iiE. 222 EaNcBn L £,

fE23 any OZEHAZIBINT S

BN AR 2T B Y A T2 R T o EEREETIC [ASA
FirePOWER D7 ¥ O£ 17 (Store ASA FirePOWER Changes)| %7 V v 7 L %7,

BB A P ERETIT
F7V = FEAIRT S

BEORZHDHIBRT A 2 (@) &7V vy 7 LET,

B ETZIEE SN IEEB 2 RAF
T3

[ASA FirePOWER D2 5 D {17 (Store ASA FirePOWER Changes) ] %7 U v 7 L
FT AL L By bDOLEEEZEMLTCHDEAIX TNV (Yes)] 227 U v 7

THEREMB/MOE Y hOT 740 MiEE L THEA SN[V Z(No)] &7

U734 2ET 740 MA any BMEH SHVET,

ERERME LRI T 7T 47 R —RNAT7 V27 NaeBRTIGH EREZAHTTHIC
IR HERTOILENRD Y T RELEDORERN (4-14 X—V) 2Z ML T ZEW,
FHMIZOWTI ROFHEZZRL TS IZE,

o Fv hU—

7 BH DR (2-27 ~—2)

o F— NEFOEEQR-28 X—)

EREEREIIRET Dk

FIE 1

[7% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k

EH (Object Management) | DJIEIZEIN L F 57,

FIE 2

[Z%t »~ bk (Variable Set)] Z3&R L4,
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LT S NGY

FIE 3

FIE 4

FIE 5

FIE 6

By NEER LY BEFEO® Yy PERE LY T5ITL. L FOFRIBICHEWNE T,
o Bty EAERT HICIE (L v BN (Add Variable Set)] 227 V v 7 LE1,

« BFEOZEE Y v PERET DT Ly POMICHLWMET M2 (o) &7 Vv L
£7,

BLUNWEBEER LY BFOEREZRE LD T 21X L TOFIRICENET,

o HLWEEAEERT 2T EMAM ] Z27 Y v 27 LET,

o BEFOERERET DL EBOBIZHLMET A 2 (o) &7 Vv 7 LET,

HLUWEAEER T DI L FOFRIRICHEVE T,

o [4AT(Name) | IZ—EDOEHALE AT LET,
FEHTRBLIOT A —2aT7 () XFEHHTEET,

e Ry XU YRRNNL EHO[ZA 7 (Type)] £ LT [y MU —7 (Network) | & 721
[AR— bk (Port)] Z@N L £,

F 7 ary TAHEHARER Ry N =7 73R — bV A MO AEGEIIRNAEB Y X b

WCHAZBE L ET,

12U FEOHEBAEBEBINL OO, NIy 7 R Fay 79250 8% (Include) | F 7215 [BRob
(Exclude) 1 27 V v 7 TXE 3, BHOEAE &N T 521, Cul ﬂe }: Shift F—%fFH L F 7,

|V

FE 7

FIE 8

FIE 9

FIE 10

Xy hU— 7”?&17’_ IR— FEHDOEZY A EBRINY A MTHDT RLARR— FAEEL
TWAELE RIS TNWDET RV AE IR — BEESET,

F7TvarTc AoV TIMEEANN L EMAA)]EZ27 Y v 7 LET,

Fv NI =0 BHOGE H—DIPT RLAETET RVA 7y 72 ANTEET, A—Fh

EROGE H—R— hEIER— MEFHZ BN TE 9, A — ML EIRE & FTIRMEZ A

7 () TRYIY 9,

HEDOV T INEEANTAGEIT LB L TIOFRIEEZEVEL E T,

[ASA FirePOWER D28 8 D17 (Store ASA FirePOWER Changes)] 27 V v 7 L CEKEH#F L

FT HAAZL Y bOOH LWEREZBINT 2565 KROFTvarnb £4,

o TV (Yes)1 27V v 7358 REMBEEHTLIERNT 74NV Yy NODTAZ~A X
BELTEMSNBEREL O AT Ly FOT 740 MELE L TGEMERET,

e WX N ZZ Vw7 T5HEBHIZIFT 74V By FOF 74/ MA any & LTEN
SN FERL LD AZ L By bOT 740 MEE L TEBIMENET,

BEHEKZT O Bty N ERET 572912 [ASA FirePOWER D25 B O {517 (Store ASA
FirePOWER Changes)] %7 U v 7 LC. [1Z3W\(Yes)] Z27 U v 7 L &7,

TITATRRY =N AE TV =27 BRI DERIL REODERZEMRLE T (EZEELEED
BB (4-14 X—) 2B W),
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Tty roe B

Ry MU — I EHDOIEE
Z A &> A :Protection

Iy MU= BB TEINDIPT RLAZ RBARY U —THDI /RS T2RBANL—IL RAKRY
= = VL B L — LVRBEE B L O T e T s A VTR A N TEET R Y
N — B EXy NY—0 ATV PBEIORYy NI —T ATV b T A—TF L DM
ERELT Ry NV EHIRARY) O—BLORAL—VIZEFEO LD TT, —H. %>
NOD—0 FT7V2 NI N—T2FEHTAHE.T77A arba— R — Fv b
U — B ARANL =L LIR— 72 & ASA FirelPOWER £V 2 — /LD X EXERBEHTIP 7
RLRZRTZENTEETHFMIIONWTII XY NT—F TV FOEAE(Q2-4 X—2)
EHERLTLLEEN,

WOBRETHRy NI EEEHFRALC. Ry NT—J EOBRARDIPT RLAZIEETEET,
o RANL—/L

RAL—/L D [ 7T IP (Source IPs) | 35 K O [46.5E IP (Destination IPs) ] /LI L 7 ¢ — /L N %
HEHT2E ANy b A VAR Vv a vk FFEOERFILEITZLIP T R LA Z RO
Ty MCHIBT 2N TEET ZEAL—LTDOIP T FLZ2DOFEE(30-6 2—) &M
LTL7E&EW,

< Al

E(E I E 21T DR AN —VINHE O [ > b T — 72 (Network) ] 7 ¢ —/V R&EEHT 25 &
ED1DODIPT RLAELIXIP 7 FLUAFHEANBRANL—ALLTY) oty ha N -1
BB DRAA R MEMEIH CXETARARY — T L OMHIOKE (27-30 2—V) &
HRLTL7EEn,

o BRYL—/LIREE

EETLE IO —IREED [~ b U —27 (Network)] 7 4+ —/V REHHT2 &
EERMMNICRELTZBAL—ALRT Y Tat v L—1LDO—HENSETELE/IC.Z
NERETE ET, L — WIREDBM(27-33 =) 22 LTI E S0,

o ISR ST T AL

W7 a7 7 A LD [y hU—72 (Networks)] 7 4 —/V RNy T RETOD N7 v |
TGRS RETCP A MY —LADOFER) T TV 2R ESEAILERHL LY N T —
THNDORANEHELET, Ny 7 BEICBIT RO (25-1 X—V) 25 L <
72E 0,

Dt alrTRENDT 4 — )V FTEREZFEMNT 256 BARY —ZV 7 ShicgE

By MNIBARI) V—%lT57 782 arra— L KU o—CUAFINA Ry hU—

7 N7 T4y TOEBEERELET,

WDFy b U — 7 BE LRI AE DT CTEHICEMTE E7,

o TRy FU—27 UARNLBRBIR LRy NU—I B Xy NT—0 FT V=)
MBLORY NU—7 ATV b 7V —TDEEOMAEG DY
FTV=l b=V X EMEMLTEMOR Y N =7 ATV R T A—T Ry b
U—=0 F 7=V FEAFRT D HEZONWTUI XYy V=2 A7V =7 FOEEQ2-4 ~—
D) EZRLTLIIEEN,

o« [HTBLZH (New Variable) ] % 7213 [ H D%k (Edit Variable) ] ~— 7 B L 72 f# % &
Xy NT—7 A7V xr hOMEOEERS MOBFOER LIS BOERIC D%
BTEEY)
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LT S NGY

e« UTTINLVOE—IPT RVAERLIFT RLVRXA Tavy 7

TNENEEMNTEMT2ZLICE0 BEDOIVTINVIPT RLVAET RLVA Tay /%
UAPTEFETIPVABLORIPV6 T RLAET RL X 7y s ZHEMT EI3EEICHE

HAEDETY ARNTEETIPV6 7 RLAZET D & XITIL.RFC 4291 TEHRSINTALE
OT7 RUAEEHAZFEH X £7,

BEINTAEHTOREFRY NI —27 DOF 7 4/ MBI any T, ZHIIEE D IPv4d 7213 IPv6 7
RL2ZRLET By NU—2Z DF 7 4L MiElZnone T, 24Uy hU—2 L%
RLET . FRL VT IMMEORTT RLR .. ZFRETIHE . BEFy hU—27 VA NTEED
IPv6 7 FLRAZETE BRIV XA FTIXIPV6 7 RL AR LA ETE T,

BRALY A MRy MU= ZBINMTHE BESNTZT FLABIOT RLR 7 a vy 7 B3RS+

SNET.OFV BASNTEZIPT RLARLT RLA Ty 7 2BE fFEDOIPT FLAIC—K

SHLHIENTEET,

e ZIE VT IN0 T KRR 192.168.1.1 2T 5 L 192.168.1.1 ADIEED IP 7 KL AR
T & .2001:dbs:caze: : fasc RN T 5 & 2001:db8:cale::fadc LIANDAEE D IP 7 KL AR
EINFET,

VT I Xy N—7 IR ARER Xy FU— 7 BEBEICEAE Y T AT T

T2 20X VT Tl 192.168.1.1 BL W 192.168.1.5 BRI 5 &£ .192.168.1.1 &

19216815 UADIEEDIP T RLANEZEFAE T, DEN VAT AT ZORKIL%T1192.168.1.1

TR UMY 192.168.1.5 TRWI LR L. KH v aNIHNEINTZ LD ERSTXTOIP T

FLrRiz—FHs¥E7,

Fy MU= B BIMELIIRET 2 L EICH ROAICEE LT EEN,

o WMEMICE o C Ml any ZERANT D Z L IXTE EH Aany ZRANT D ETT RL AR LI EE
T 22 LI 0ET 2T 8%y FU—2 U R MT Al any 2 FOLHK A BINT 5
ZElFTEERA,

o Ry NIT—I BT BEINT-BANL—NLEBLIOMRARY O —HiEICETL NT 7 0 v 7
AL EST. 7Y ey L—E BAL—LTHEDLDRL TSRy NU— 7 B TE
BINTEFRA R EITEERIC ARV 2 NI —TERZ LICEBELTLLEZN,

o BRAANSHAEIZ.BAEEINAMEOY Ty MRS DIVLERHY 9.2 21X 7 FL
A Ty 7 192.168.5.0124 85 L. 192.168.6.024 AT A5 Z LI TEERH A T —
AvE—UNERINMEE RS> TWDLERNPIIRSNE T AE SN DMEOFFHEIN & 72
HEEBRIN LTSS IR ERE Yy N2 RAFTEERA,

Fy U — 7 EEOBINE L OWREDFEMIZ OV T B OB &R (2-23 X—2) 25
LTL7Z&Ew,

N— P B DB

5 A &> X :Protection

A= P EHIX BARY > —THN R o 722 AL —/L D [E1E 5 — b (Source Port) ] 38 X TN 36
SeR— b (Destination Port) ] R L7 4 —/V RCHiIFICE 5 TCPAR—h & UDP AR— b &2E L E
T AR—=FEHER— I FT V=27 FBEIOR—FF T V=27 b I —7 L OMESIT . A—
BERIMEANL—VEFADOHEDTHDHZ & T, TCPBLRUDP LSO T 1 ka L (IR —k 4
T2l FEER LT R—NEKET /A aryfe— LRI —TCR—NF7TV=27 %
FRHTEXET ZEHIICOVWTIZ. A= RN A7V 227 FOBEQ10 =) 2SR LTLFEEN,
12 A= @D [E(E LA — b (Source Port) ] 3 X O [56. 52 AR — |k (Destination Port)] RRH L 7 4 —
NVRTHR—= NEREERT DL Ny b A VAT v a v d BEOEE T E 1355
TCP/UDP R— M & £o 0 v MTHIRTHZ N TEET,
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Tt v rokr W

_ME0)74’~/1/I\(‘7T§&%@EJ5H LA 778 A aryhre—L b—LETRY > —I2B
HiTONBRBARY — )/7%%6”7@‘5(?/1\1 VATAZEDVT VB A 3 v ba—
JLARY —NHEH éhé*“/ NO—2 "I T7 497 TOINLDOEROEEETELET,
ROR— MRELEEITHAGOE TERITENTE £,

o FEAFREZRAR— N URIMOBIRLEA— MEBEBIOFR—F A7V x7 FOEEOMA
bt
BHFERERR—F VA MIFE R—bF A7 V=27 b FA—TRERENT. LER-TC
NOEEBICEBMTERNWI EICEBEL L EEN A7 V=27 b vF—V ¥y &AL T

— N AT = NEERT D HEIZOWTIE A= AT V=7 FOEREQR-10 X—)
EZHRL TSN,

o« [HTHZ % (New Variable) | & 721d [Z K Dtk (Edit Variable) ] ~— 77> GBI L 72 il % O
A= A7 V=7 b(MEOELESL MOBEFEOEE, S HICAHOERIZZNG ZBINT
xFET)

BN EFAEILTCP BE R UDP R— DA TT(ELLDHX A 7 THiH any &) 8T L
WEHDOR—TF T if%w)fﬁ%f\—“/‘%ﬁﬁﬁ L CEN R EHBE TR WA R 2 AR — b
FTV 2 FEBMLULEGAE ATVl MIVAT ATEMSNET B EARER AT
vxZ hUARNCZ i%%ré?{biﬁ/v FT7V 2 v x =TV EMEH LT AR TS
N A7V VERETHHE AN REREICORMMELET TEET,

o H—0DUTF I/ R— ML KR— M
A= MFIZY v 2 ) afio TR DLEND Y £3, FALAHIEDZHIZ, 21 T
ESNDHR— MEH LV R — IR TOETBNAERT DR — FEHTIEar 2T
FHA,

DY T F 0 R— FOERB XOHEIHZ Y A M 212X, 222 @alcEhn L e
WA DED Z LN TEET,

W= MERABMETITRET 2 L 2T RO RITERE L T ZE 0,

o BINTALETOAER—FDFT 7 4/ MHEIZ any T, ZAUIEBDOR— M FE7ITR— M
PR LUET, BRI AR — rDOF 7 41 MEIX none T, ZAUXITAR—FRLIZ TR LET,

Je

by b fHany ZFFOEEEAERT DT RE DM Z B TIC A AT A2 T TIRAF L £ 95

o WMEMICE o C Ml any ZFRAMT D 2 L IXTE EHAany AT D LA — 72 LJ’%JI'H%
THZ LR ET e 2T M any ZFRFOEAERIF—F U X MIEBMLEZGE ER
Ty FERGFTHIEEITEEEA,

o BRANU A MIAR—FEBINT 5 & FBESNIAR— FBIOR— MBS S E T, D F
D BRAASHIZAR— P ERLEAR - M ZRE EEOR— MRS EDLZENTEET,

o BRI NAMHEIX \Laéz‘béﬂﬁ@#7ﬂy]\ IR EN D VERN DY £9 .72 21X . A— b
FHH 1055028 E L. ARA—F 60 ZBAT25 2 LI TEEHA =T — A v —UNRNER
ézh fiIRE & tcofb\éﬁiﬁwﬂﬂrézhiﬁ“ BEINDEOFHFAIN & 72 BHEERRI LT

AT Ay FERETEEEA,

WN— FER DB X OWREDOFEMIC OV TIT AK OB &Rk (2-23 ~—P) 2SR L TL
TEEVN,
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LT S NGY

EEDOVEY b

5 A &> X :Protection

By POFHLNWEHAR—VERFEBORES—V T EKET 74/ MEIZYEY BT
TFET RKORIZ LAV By bTBEEORARFHIZE N L ET,

#2-6 ZoYV > ME

EFhREENDdEY b
Uy hTAEHEDXAT AT Uty FMEDE
F 7 F Lk F7 4k JL— LB
2 —FEE 7 7+ k (£53
F7x M ERIT—VIER T AR D BAEDT 7 4V F &y M (£
FIREFIT)H DD 5T

HAXL By FOEKE VY bTHE BT 74 By NNOFOEBOBLEMEIZY
vy bEhET,

W T 74NV By NOEBOEEZY Yy NETREFEETDHE TRTODAX L Y M
DEDEBDT 7 )V MERFEICEHFEINET VY b TA BT L—FRIN, TOEK
Uty hTCERVWIEEZRLTWAEAS . FOty FTIEEBRD I A X~ A ZMEPIELE LR
WILEERLET VAZ L Yy NNOERROELEZ T TICAHAZA A LIGEERE . T
THNV by NOEBREERTDHE E2EEY bRV 7 ENTRBRARY —TCEbil T3
EAEHFSNET,

FIFN By hNOEREZEFTH XTI FOEFICEID VI ENTEH AT L By
FOEEFEHTDERARY =N ED X D REEEZT 50T 2 O ¢ (R, b
AL Ty NNOEBKEZ I AZ <A XL TWRWES),

HAR<ARXEINTEE Yy MERRI L THIEEIT. KOWTNERLTWVET,
o HNAXAL Ty’ ERIZT 74V By FOPTAE any ZFFOEHEZEMLTZ

o WAZ LTy FOT T HRHRMEER OB ZBML RELMELZT 741 ME& LT
R LaBmRLT

EREy FERBARI —IZ) 7 385

S A &> & :Control

7 7 # /v b iE.ASA FirePOWER £ =2 — /UL, 77k A a ba—L KR o—THEHINLT
RTOBRBARI V—IZT 74NV NEKEy b2V 7 LET RBARY) O —%EHT27 7
A arvba—NR)—%ERTLE ZORARY —NTHMNI RS TR ANL—VIE Y

VI ENTEERE Yy hOBEEAEHERALET,

TrEA Ay b= LK) —HNORARY O —TEbh oI A ¥ 2 EKE Yy NEeEET D
EVATLAD [T A 3 hur—/L(Access Control) | X—V T . ZDRY V—DAT—H A
DR ERENFET By hOEFERET DI REZEBBETAILERDY £7.7
TNy VEEFETDHE RBAR) O —2EHATITXTOT 78R ar ba—L R

V—DAT—Z AWK ERSN AT T HIIIREEFRERTOILERD Y £7°,
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vood—nF7v=zs roER B

BRIZOWVWTIZ ROEFHEEZB L T LI,

o FIFNLKNEY NUANOEHEY FET VA ay ha—L b— 2 7 BB,
BAI#EEFITTHT 7R ay ha— L Lb— LOFRE (115 X—)DOFIEEZBHR L TL
AN

o« TIFNLN Y NUNOEH Y N ET X ary e — L R —DF TV~ T
a7 SEBIE Ay NT—T T T 4w kT ET 7 4V NOAERE A
AR a VDORE L5 R=D) S L T XN,

o Bty FERARI)—IZV I IELZRIV—EGLT /A aryha—LiRY —
ZEETHICII KR ELE DR (4-14 X—) 2R LT EE 0,

PLIREEIZ DN T
Z A 2> A :Protection

WIEEH A HHTA2E MOFETIETETE a2a— N A X —T 24 ATRTETERUVIEEEL T
T A5 LN TXFEF,HIE.ASA FirePOWER E ¥ = —/UIZI1E 2 D DOIEEEKR T T M- T
D.%® 5% USER_CONF LEEH O A& RETE £,

USER_CONF

USER CONF I . EFVa2— L A LB —T 2 A ATHFEHRETX W1 DL LOMESEET
LT —TF,

>

FEEEDFLH £ 7213V A — MY ORI S 56 2R &  JEEZL % USER_CONF % H L C/&
AR —HEERELBRVWTLES VW BMAERITEET IREDNGFLET D L VAT ANE
LET,

USER_CONF % #fE7T 2 & X 1 1TICAFF 4096 X7 F CTANITE I /TIE B BT
DKL FET,BHOKKE 8192 LF 72137 4 A7 A=A EFOWHAIRICET S F
TAEEOBOAEN R R ERIIITEEZED LN TEET , a~v~ LV R T4 LT 47T
IXVERRBIHDBIC ANy 7 AT vy 2 (VST 24 H L £,

USER_CONF # Ut vy b4 5 & = E7,

U RN FTV e FOfER

7 A & & :Protection

SRV F T2 PR VTR NDTRTD RAAL L DIV—TF 4 T RAT
RU AN FTRIFZ Y — NI SN WIP T RLADOWT N A5 7% DNS — "&£ L F
FT.DNSRY > — L—LNDY L I R—N F 77 heBB LT, BTE5 774 v %
VTRV E A VT NT BRI ENRTEET AT V=7 MIEXIPvA T KL A & IPv6 7
RLUADW S ZE 0B THMLERDH Y £7,

RO 7 R—N T =7 MEHIRTE ER A, SHIZDNS AU —TshDd v
IRV AT V2l MR LRI ERE AN T DI REETHRMTOLEND Y
FT RELELDRER (4-14 X—V) 2L T EE0,
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W o1 1 YR o#E

VIRV ATV MEAERT B HE:

FJE 1 [#%7E (Configuration) ] > [ASA FirePOWER #% i (ASA FirePOWER Configuration) ] >[4 7 Y = 7 k
EH (Object Management) ] DIEIZEIN L F 5,

FE2 ATVl bEATDOUARDNDL [V A—/ L (Sinkhole)] ZE#R L E7,

FIE 3 [V 7 A=/ DiBEN(Add Sinkhole) ] 227 U v 7 LE T,

FiE 4 LAEIEASLET,

FIES5 7 H—D[IPvd T KL A (Pv4 Address)] & [IPv6 7 K L A (IPv6 Address)] # A1 L E 7,
FIE 6 WOBBRENHD 7,

© VIR Y=RNANDNTT 4 v 7B FA VT T DGEEIE [T 7 R~ D
® v 7' (Log Connections to Sinkhole) ] % 3% L £ 7,

o HFRIPT RLRIZE T 74 v 7B VXA VY M HGEIE [V 7 R— N ~DfiE T
7 7 L CTwr 2 (Block and Log Connections to Sinkhole) ] Z 3R L £ 79,

FIE 7 BEBADEB(I0C) DF A T a7 A= IZEID B THITIE[ZA 7 (Type)] Ky 7T XD h
LWTINDF A T HBRIRLET,

FIE 8 [ASA FirePOWER DZE ¥ D {#:4F (Store ASA FirePOWER Changes)] Z 7 U v 27 L £,

TZ7 A U R KNOEE

S A v A :Malware

Hy N =7 XR=2ADEER~ /7 =7 B (AMP) 2 H L T\ 5545 | Collective Security
Intelligence 7 7 7 K IZ X > T7 7 A VOMHENGE - TR S iz & I, SHA-256 /> ¥ = fE
EHESTEDT7 7 A NE 7740 JX MBENTHE Z0%, 77 A 0B L0 EIICHE S
HEINCHRVET . 774NV VA MOXA TS L T IROEBEEZEITTEET,

o VI URBIZ U= OMEEE VY TG ELERIUAFIETT 7ANVERL DT 2V —2
JXMZT7ANEEBMLET,

o JIURNRYNT T OMWEEED Y TG AERIULFETT 7 ANERDITIE, OX XA
Y2 N7 7 A NVEBIMLET,

INHOT77ANDTa X TEEXTFEICTHRESNDI D . TOT7 7 A NVNBT T RIZ
Lo TN =T LB END LI BRBAETHL VAT AFYAN =T 779 RNV I T v
EFITLERA. 7 7 A 0VD SHA B FHHT DX [~V Y =T VIV R VoI T v
(Malware Cloud Lookup)] 7 7 ¥ a > & [w/v 7 =7 7 a7 (Block Malware) ] 77 > a @ &
Lo BLOHTE7 7 ANV EXATEHEAL .77 AN KR —NOL—LERET D
MERHDZ EICHER L TL IV GEIZOW T, 7 7 A4 0 L — L O#EE(35-12 X—) &
ZH LT &N,

VATLEDY VY —2 UARNEDAZLRHY ARNMIT 74NV ETTRTOT 7 AV R v—
WEFEFNTVET AV =T LI TN ELIEIHEFOU X FEHERA LN &2 RIRTE
e

>

BE BRIV T2T THLET7ANEZZDY A MIEORVWTLLIEEW 7T RREDT 74
VD<) 2T OB EEY Y CIEE. FTRE 7 7 ANEDAZLBE Y 2 MIEMLZS
ATHL VAT AFETNE2 T vy 7 LERA,
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774 VA rodkE B

7740 AN, —ED SHA-256 [EZ KK 10000 [HE TEHEDDH I ENTEET , 774
N T 7 AN YA RNMIBNTAIC KROBIEEZFEITTE 7,

« T ANET v T —RTEHINICLY AT AIFDOT 7 4L SHA-256 fEAEZE L
TENEEBMNMLET,

o 77 A)LD SHA-256 [EA EH#EANT 5,

o D SHA-256 fEAE &2 ~RXKYVE(CSV) Y —A 77 A NV EERLTT v 7 r— R
5, BB LRWTNTO SHA2S6 HN D7 7 A0 U A MBS ET,

T7ANIVANMITZ7ANEBMLIZY . 77 A0 U A RMND SHA256 fiEmELTZY .7 7
A UA NS SHA-256 A HIRLIZY LSS ZEA2AENCT LI . RELHERT S
VERHD FI RELEDRERM (4-14 X—) 25:7%5@ LTL7ZEW,

T AN VA NOBHOFEMIZOWTIEZ KD FE Y 7 2B LT &0,
o 77 AN URMIBEHD SHA-256 %7 v 7 u— K (2-33 ~—)

e HHIDT FANET 7 AN U RARIT v Fa— RK(2-34 X—2)

o 77 A U A NI SHA-256 fii %8001 (2-35 ~=2—3)

o T3 AN VANEDT 7 AILDET(2-35 =)

o T7ANIVAINLY =R Ty A NEXTE— F(2-36 X—)

T7 A YR MIBEED SHA-256 HZT v 7ua— K

F A & X :Malware

SHA-256 fED U A h LEIAZ Gea L XY VE(CSV) Y —RA 77 A VT v 7ua—RFT52
LIC Lo T RO SHA256 iz 77 AL U A MBIMTXE4, VAT LIFONE % REE
L. E%h7e SHA-256 % 7 7 AL U A M ARET,

V=R T ANFE. T 7 ANGIEES csv DHEMRTIADN 77 A NVTHLILENHY 7,

RHELEFRY FiEEs @) THEIXLERLYVET . ZEF A P E LTS T vy a—

FEnFEEAL LT FUIZIZ 1 DD SHA-256 fHEDIZ (Fx K 256 B O F LT F 7= 1355k T

MERB)RHEANEENAILERH Y 1Fr £ cretr T XL FE TR DO AVLERH Y £, A

TAITZ NYNO ZNUANADERE T TEE L ET,

WDFIZEBRE L TL &N,

o T7ANYRAIMNEY =R Ty ANEHIRT D L FNCEBEMNIT O THWDT T
SHA-256 "> a2 77 A4V UARNDLOHIBRENET,

o V=R T ANDT v Fr— RITREE L7255 R 10000 1@ %48 2 5 5] SHA-256 fE 2
T7ANV VA RNIEENDIGERXBEEO 77 ANET 7 ANV VA NIT v7r—FKT5
ZLiETEEEA,

o VAT AT, 7/7u~l~ﬁéf 256 XTFTHBZDLDMAERLD 256 LTF-THIDFHETET, i
a2~ 25005813 A5 —7XF\)2HEHTLILERH D T, ARG ENT
WRWEGEAE bV IC / 2 T ANEBPERHSNET,

e TTIZT7AN U ANMIFEET S SHA26 i Gt —A 77 AN ET v u— KL=
BE LT vy7e— RENLEIZL > THEGFEDO SHA2S6 HERERINDZ Liddb D F
A, SHA-256 EICBAE T 2% ¥ 7 F XY BEHL T 7 AN T 7 AN AN M ERITVLT o
T AR NEFRTRT D E X filx D SHA-256 B BB E-13mARE LN E T,

o VAT ATV —A T A NVHNOER): SHA-256 fHE T v r— FLERA,

. T /7 n— REN-EEDO Y —2 77 4 VNIZFE L SHA256 fEICET 5= N REEh
DGE VAT AIRLH LVEEERA L ET,
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W o1 1 YR o#E

FIE 1

FIE 2
FIE 3

FIE 4
FIE 5

FIE 6

FIE 7
FIE 8

e 12DV —RA 77 A NNIZHE L SHA256 f[HEO = b NG ENDIHE. VAT Al
HBOLOEMHEHLET,

C ATV RV YNTY =R T A AR EERET S T LT E AL LT AT
NN BANCY — A T 7 AN EHEER L VAT L EOa =2 IR Lk ZEFS
V=R T ANET v 7 a— RTH0NENDY ET, MOV TIE. 77 AL U R DD
VA Ty A NEL T ra— K236 =) BB LTI,

=R T7ANEBET 74V Y RNIT v7u— T35k

[F% i€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration) | >[4 7~ = 7 h
& B (Object Management) ] DJIEIZEER L £,

[Z77A4/ U AMFileList)] 227V v 27 LET,

V=R T ANPEDOEOBMEE 2D T 7 A URANOREICHIMET A 2 (o) %7
V7 LET,

LEAN A (Add by)] 7 4 —/v Rv 5 [SHA @ U A |k (List of SHAs) | Z34R L £9°,
Z 7 a ¢ [ (Description)] 7 4 —/V RIZ Y — A 77 A )VOFHHE AT LET,
MEAD LR WGAE VAT I T s AN EERLET,

[ (Browse) | 227 U v 7 LTY—R2 77 ANLEBRLTHL (VAR FDOT v 77— K EBH
(Upload and Add List)] #27 U » 27 LCTU A h&EBMLET,

V=R T7ANNT 7 A JARNMIBMENET.SHA-256 1T AL, 7 7 A MVIZEEND
SHA-256 DN Y A F & E 7,

[ASA FirePOWER D75 8 D% 17 (Store ASA FirePOWER Changes) ] %227 U v 7 L £,
TI2TATRARI)—BET V27 NeRBT 2553 REODEFLZREMLETEELTED
JEBH (4-14 =) 25 M),

REDRBRBIIZ. VAT LEIZ7ANV VA NNO T 7 ANIIKH L TN T =T 77T K by
IT T EFET LR 2 £,

BRDOT 7 ANET AN VRNIT v Fa—FK

FIE 1

FIE 2
FIE 3

7 A & X :Malware

T AN Y ANMIBINTEZ7ANLDa—Nb58E8 ORI T 7 ANVES AT AT v
Fa— R TCXFET VAT LI T 7ANLD SHA256 [HEHBE L. 77 A V% U X MIBMLE
T ,SHA-256 Z#H AT 5L & VAT LI T 7 A4 A ZHHIBRLER A,

L RF AT SHA-256 EA HEBE SV A Z LICLE 2T 7 ANVEEINTAICIZ ROFIEEETLES,

FTx2 T b=y D77 AN YA K (FileList)] X— T 7 7 A VOBEMEFT &2 5
IV —2 JANERFIIAZ LBHY A NOORET A2 (o) &7V vy 7 LET,

ENJ7 (Add by)] 7 « —/L K5 [SHA D &FHL (Calculate SHA) | 234K L %97,
F 7 a T M (Description)] 7 4 — /L RIZ7 7 A VO A AT LE T,
MHE AN LRWSGEA. Ty e — N7 7 AR E LCTERASLET,

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F
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FIE 4

FIE 5
FIE 6

774 VA rodkE B

[ZM (Browse) | 7 Vv 7 LTY—RA 77 A VESHRLTHH [SHA ZEHE L TEN
(Calculate and Add SHA)] 227 Vw27 LCU A h&ZBIMLET,

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes)] % 2 U v 7 L £ 7,
TOTATRARV—NA TV NaeBRT L5683 REOEELREALET (RELED
JERE (4-14 _—) BB H),

REOEBBRBIZIZ VAT AT 7ANV VA RNNOTZ 7 ANVIRH LAY =T 750 KLy
77/7%£ﬁbﬁ<ﬁwi#

77 AL U A NI SHA-256 fH Z B0

FIE 1

FIE 2
FIE 3
FIE 4

FIE 5
FIE 6
FE 7

F A & X :Malware

77 ANV®D SHA-256 fE%Z EFE LT FNE 7 7 A /v U A MIBINTE £, HEHET 5 SHA-256
EITBENTE 8 A,

T 7 AND SHA-256 fEZFE TANTEIZ LIZX o TT7 7 A VEBINT 3 HEE:

F T2 R =D [7 AN U R N(FileList)] X— T 7 7 A NDBINGFFT & 2 5
V= VDAMEREFIAZLBHEI A NOMORET A2 (o) &2 ) v 7 LET,

BN (Add by)] 7 4 —/L K226 [SHA D A 7] (Enter SHA Value) ] Z8R L £ 97,
a}ﬁﬁﬁ (Description)] 7 4 —/V KIZY —RA 77 A VO#FAEZAT LET,

7 7 A LD SHA-256 &K% A1 T D00 B0 FHT £ 3, v AT A TIHEOE S H 72 —E T

A ] leH“é I.EEMAdD 1 Z2 7 U v 7 LET,
[ASA FirePOWER @ﬁﬁ@{%f (Store ASA FirePOWER Changes)] #27 U v 7 L£7,

TITATIRARI)—BE TVl eI 2883 REDEFLZREBALETERELFED
JEEE (4-14 _R—) 2B W) .

REDOERBICIE. VAT AE T 7ANV IV AN TZ 7 A NVIIKH LTV T =T 75T R by
&7/7%£ﬁbﬁ<ﬁ@i¢

1]

TZ7A VI ANEDODT7 7 A VOERE

FIE 1

FIE 2

Z A4 & & :Malware

T7 AN VA NOE A D SHA256 B fREE - IFHIRTH N TEET A7V =7 b
F—=TXYNTY A T 7 ANVEEERETE RV EICEEL LK EEW BT EIT 5121, %
N — A T 7 A NEEBELERL AT A EOa b —%2HIR L% EREFLY —R 774 )L
7 o7 a—RTE30NENRHY FT 55OV TIE. 77 ANV VA INRBEY =R T7 A )VEHX
voa— K236 =) ESRLTTEIN, 774V VA NEDT 7 A NVERET D HE:

ATl b wF =T D[ 77 AN UARFileLis)] XR—Y T EET LT 7 ALHBRAST
WL 27 V=2 YA REFI I AZ LY A FOBORET A 2 (o) &e2 ) v 7 LET,

ET D SHA-256 [EORICH ARET A 2 (o V&7 ) v 7 LET,
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HoE WEEAFNEATIV=I FOER |

W o1 1 YR o#E

Je

=

FIE 3
FIE 4
FIE 5
FIE 6

UAMDPLTZ 7ANERHIRT S22 b TEETHIRT D7 7 A VOBUZH HHIBRT A =2 ([3)
7y 7 LTSN,

[SHA-256] fifl & 7= 1% [#H] (Description) ] & H 1 L £,

[fR7F(Save) | &2 UV w7 LET,

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes)] % 27 U v 7 L £ 7,
TOTATRARV—NA TV NaeBRT LG8 REOEELREALET (REELELD
JEBH (4-14 _X—) 2 BH),

REDRERBZBIIZ. AT LEITZ7 AN VA RNNOTZ 7 ANV LTIAT =T 770 Kby
IT v T ERET LIRS0 ET,

TZ7ANVIVAINDLY—RA T7ANVEX Y a—FR

FIE 1

FIE 2
FIE 3

FIE 4

S A &2 A :Malware

Tr7ANV IV ANEDHED Y —R 77 AV 2 M) EFER AU ro— R FEEHIBRTEE
T WVWoEAT v T a—RENFEY—RA T7 ANV ERET LI EITTEERAFEFT 77141
VAN Y =R 77 ANVEHIRL EHFEDO 7 7 ANET v 70— RTH0LERH F7,
V=R Ty ANET v 7 —RTBEHEIZONTL. 77 A4/ U A MIHEED SHA-256 %
Ty r—R233_X=) SR LTI,

VA 77 A VIZBEEMT b= b U S i @R SHA-256 fEOE T, 77 AL U A
R Y= 77 ANNEHIBRTZE . 7740 U R MIEENS SHA-256 = F U O&F#
XY —A T 7 ANVHNOFE e N VTR LET,

V=R T A NVEFTa— T Bk

F T2 =T xD[7 7 AN U AL FileList) ] X—Y TV —AT 7 A NVDHF T
n— Rxt&eb 70—y VAMERIIHAZ LB A NOBORET A 2 (7)) %27
V7 LET,

Xoroua—RTEY—R T 7ANVDORIZHDIERT A2 (W) &7y 7 LET,

[SHA U A DX 71— K(Download SHAList) ] 227 Vw7 L. 7a 7 MIfE->TY —A
T ANERFELET,

[BAC% (Close)| &7 Vv 7 LET,

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F
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txa2U54 v—roiE M

X274 V—2OEE

FIE 1

FIE 2
FIE 3
FIE 4

FIE 5

FIE 6

FIE 7
FIE 8

FIE 9

A A ALE (Any)
PR—FENBETF A R AL E (Any)

tFz YTy AT N DUEDASAA VX —T 2 A AMBIRD TN =TT, ZnExFEHAT
HLE SFEIERRYVV—LBRETI I 74 v 7 7Ju—42FRBIO0NETEET H-DF N
AALRICEEDY - ARECTEET, ZNICEY Xy NI—T 28T A2 MIoEIT

EVATAICE D S FEFSERRY) = EHATEEI9CRVET, b T 74 v EEFaY
T4 = ERETRICIE AR 1O E—T 2 A AEFDEF2 YT 4 =T

B Y TAEMERHY FA L EZ—T A AT 1 OO =L ORIBTHIENTEET,

X2V T4 V= EFEHLTA VI =T =2 AT NV—T T D Loz, ) — 1377
tAarbr— L R —TCHATEET, e R FEDRE LTI — 720
ICHEHENAT 78R ary ha—)L b— LEERTAZ L TXFE,

FT7V 2l bR =¥ D [EFX =T 4 V— 1 (Security Zones) | ~2— T 1L, ASA FirePOWER
EFEVa— LV TRESINZY = N A NEINET,

FHAFOEX 2T 4 V=T HIBRTEERA, = TOA V2 —T = A ADBME 7= I13HI
BB T 7T 47 RV =D FT7 V27 NI AL EREANIT H2DICHE
FREATALEND D T, R ELEDORER (4-14 =) 2R LT EEW,

X2 VT4 V—URIERTIFIE:

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
EH (Object Management) ] DJIEIZEIN L F 5,

[EX= U7 ¢ V' — 2 (Security Zones)] Z ER L £,
[E¥= U7 ¢ V' — DB (Add Security Zone) ] 227 U v 7 LE T,

(4 8i (Name) | 12—V D&FIZEAN LET vy a({)) &Ry RiEs @ 2R HIFREER
£ B DOERE ASCII X FEEHTEF9,

[# A1 7 (Type) ] TV —v DA B —T =4 ADXA THFRLET,
X2 VT 4 V= DOERRBRIC AT EERTTHZ LT TEERA,
1O EDA v H—T = f 25 F7,

WHOF T2l NIRRT AT .Crl F—& Shift ¥—2FHLET A v X —T oA A% F
FRELTOWRWEARIZ.ZEDOY -V 2ERKL B TEIICAF—T o AZBINTEXET,
FNE 9 IR FE T,

GEMM(AdD)1Z=27 Y v 7 LET,

MDOFNRA ZDA B —T 2 A% =BT AHICIF ATy 76005 8 £ TEHHVIKL
7,

[ASA FirePOWER D% 5 DR 1T (Store ASA FirePOWER Changes) ] #27 U v 7 L£7,

Cisco ASA with FirePOWER Services B — W VEBRBRENA F 1



HoE WEEAFNEATIV=I FOER |

M gEx —F U Fo#E

g AA— bk URNDEE

FIE 1

FIE 2
FIE 3
FE 4

FIE 5

FIE 6

A A ALE (Any)

BAAL =K VA NMIEEOEAL — oD AT V2l b TT  BHERE AT AL —
]\@ﬁi SSL ¥ 71X TLS K EfbEv v aroxIio—a LN AKERAL — N5 3
wait%%X4~hﬁiw%%X4—%UXb%wLw—wf@%ﬁé&&§47yb
&=\ X%~F%@OT%Lt//a/%Zj/i~bLt#&Oﬁ;%GPTH
I 74y 7 ZHITCE £, SSLAL— LIRS AL — K VA RZEBNTS L, JXFW®m
TS X/l’“—l\’CZ\:l/i—]\éhﬁSSL‘t//a UL — U= LT,

ASDM A v H—T =2 AT EAAL—F VA MR UEFTCREEAS— M2 TE £
B EFAL— MBI EF HIBRTL2Z LT TEERA,

T O ZA A — K~ VA MIHBRTEEE A, é DIZ T AAL— R U R NERELEZIC
TIT 4T R —=NAT Vs NEBRTLGE ’%{E%ﬁfﬁ T HIIERELHRERMAT S
REND ) 9 RELLORER (4-14 ~—2 )%5‘?% LTLZEN,

ERAAL—F URNEERT ZHE:

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
& # (Object Management) ] DJIEIZER L £ 97,

[Bf 5 A A — bk U A I (Cipher Suite List)] Z 3 L £7°,

[M5 75 A A — b @3B (Add Cipher Suites) ] %27 U v 7 L £,

(4 Al (Name) ] (ZHE 5 A A — ~ U X b OARTEZ AT LESMER() &0y = (()) ZbRE HIT
AR E ORFEYE ASCIL L FEEHTE £,

1 DU EDOREFAA— 2@ LT LEM(AAD 227V v 27 LET,

o BEOWEAA — NIRRT AI2IL.Crl F—F721% Shift F—Z2 T 5. 270 v 27 L
T [T TEN (Select All)] 2R L £ 97,

o URADMIEDLBFEOREAAL — MERBET DT 74 vE 70—V N4 EBEHTEE
T ANDL TN ET 4=V RREFHEIN, —HTH2HEARERINET HMEAN) T %
JUVT T DI MAZT 4=V RO EIZHLIBe—R T A2 ()27 ) v 7T 5 %
T4V RRDOIZ VT TAa(%)&7 )y 7 LET,

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes) ] %27 U v 7 L£7,

AT NOERME

A A ALK (Any)

FNENOHINAL ATV =7 MIARRGEAEO Y 72 =7 M EIIFEITIOICY A FEnT
WA ERLET SSLA—ATHINALA TV =7 b e IN—F(FT V=27 DI V=T
Q2 X=V) SR EHATHE VT Vs bERITHITILE L THBI4 Z S LoV — NGEH
EEF ST IAT U Y —R"NSSLE vy araxadro—hLEENnE ) NCESE I
FLNT T 4y 7 EBHIETE LT,

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F
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AL+ 7O=s rokE A

WA ATV 27 M EEABIE(CN) 2 E0 5 2N TE £7, Ton=] 722 L THl4h 21BN
FTHE VAT AFIAT V=7 FERET AN en=] 2B L £,

SO RORIRTIEIEZ S LM 2B 5 2L b TEET, BTN~ TR - T

ALET,

727 L DB

B

(Attribute)  |FiEA i AT RE 72 {E

C = — K (Country Code) |2 DDHEF

CN Common Name BK 64 XFDOEEF NI AT 2 () A7
(0] Organization YEGBITHRC) T ALY AT (%) (AN ATF
ou iR

TANRKI—RELTIDULEDTAZ VR (M) 2REICERTXET LEABEETIE R
AL VBTN OUEDT AR A B EHRTEET . IALNLE I—RIIFDTL
NTOARBEISNET B VA NVRE I—REZHEHALTEEDO T XNV EERTEET,HICONT
T UTORESH L TIIEEN,

#2-8 HFEBIEDT IV BT — FDd]

JBME (Attribute) —% —F L

CN="*ample.com”

example.com mail.example.com
example.text.com

ampleexam.com

CN="exam*.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="*xamp*.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="*.example.com” mail.example.com example.com
example.text.com

ampleexam.com

CN="*.com”

example.com

ampleexam.com

mail.example.com

example.text.com

CN="** com”

mail.example.com

example.text.com

example.com

ampleexam.com

R OB AL ATV =7 MIAIBRTEEE A, S HICFIAL AT V=7 b afmiE LT2&IC,
TIOT 4T R —=BFA TV =l N aBRT LY

EHEEEDCT AR EEREMT AL

BRHY ET RELEDORER (4-14 ~—V) 2R LTI E &,
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W Pk 37Uz FORRME

FIE 1

FIE 2
FIE 3
FIE 4

FIE 5

FIE 6

BRRA TV = NEAERT D!

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
EH (Object Management) ] DIEIZEIN L F 5,

[#%5114 (Distinguished Name)] @ F C.[ffl # ® 47 ¥ = 7 k (Individual Objects) ] 23R L £ 7,
(#5114 BN (Add Distinguished Name) | 227 U v 7 L £,

[4 A (Name) | (ZF&BI4 A7 Y =7 bO&ARTZ A UETHMER() &l = () ZBRE (BT
FIREZLAE R DR YE ASCI SCF A C& £,

[DN] 7 4 —)L RIZ i#4 £ 73 36@m4 OEE A LE T ROBRENH Y 97,

o HRBIA BT AHAIX.E 2-7(2-39 X—=D)ITRENTWDEMEE D o~ TRU > TED
HIENTEET,

o HEAZBENTAGEFEEOTSXVETA NV R —REZDLZLENTEET,

[ASA FirePOWER D% % O {17 (Store ASA FirePOWER Changes)| %7 UV v 7 L£ 7,

PKI F7 =7 FOERE

A A ALE (Any)

PKI 47 Y =27 ME.SSL A v AT v a VERZ YV R— b 572000 ERAREERE. B
JORTN o - EBEHAZR LET N CALT T V27 FBIOEETEA2CAL TV =7 b
I3 FREER (CA)FEIE TR SN ET £ 2 N CA 7 V=7 ML GEE L _TI22 o7
WERLEFNFT HNEEAES 7 27 PBLOAEGEAEZEAS 7 V=7 NI, — \FEHE
TR ESNET . F NEFEAEZEAS 7 27 MR GEAEZE L XTI o= EELEENE
T.SSL DIL— L TINSDF T V=2 NefENT5E ROLDEE S TEET,

s BERNT T4y N CAAT V=) Mo TH—GEHEEZHELT L LICL-T
" LEd
s XEFTZ T4y NEGEREAT V2 MChDMMOMEREMEN L TES LET
E BT SSL A=A EER L TORD b DO &> THSLINT N T 7 4 v 7 ZRET 52 &N
TEET,
o SMBREEAT V=7 FNORERF
c BHEHTEL2CAAT V=2 PO CAIZE > TEASNIZIENE 2 3EMTE S CA
F == NTEH SN E
AEAE L X —OHREFHTAN L ZOHREZTL T 7 A VET v 7 u— FLET HAIC
Lo TULH LV CAGERECHE X — &2 EMT D5 2 LN TET T,
ATVl b X=X TPKIAT V27 FOYRANERRTDHE VAT MIGEHEOY 7
Ve bl EAT Y27 MEE LTRRLETGENEORRRY 7Y =7 MlRBIAL 2K
R DD EIZRA 2 2 B8 L TS IZEWGERFICHET 2o £rd 51213,
PKIA7 V=7 bafmBELET,

ASA FirePOWER £ =2 — /LI NN CA 47 V=7 F ENEBGEAELS 7V 27 MCIREESND
TRCOMBEHE REANCT VX DERSNTZE#EE-> TS LET, RAT— FE# S
NTVWEIMEX—%2T v 70— KT5L . T7I7A47 AFa—FRED AT — R E# 5T
MEX—Z2HE L. 7V DERSNEF—2 o TENEHES{LL ThLRELET,

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F



| 28 FEATESI V=2 FoBH

RErOEYAY (A

I OW T ROEEZZR L T E &0,

o WERGERA 7Y =7 b O#EQ-41 X—)

o BHTEXZFIRAT V=7 FOHAEQ2-45 R—)
o HNHFEEAST V27 b OEME(Q2-47 RX—)

o WHGEAEA 7Y =7 b O#EE(2-48 X—)

Pk]ﬁlgmuniE)%Z]‘7 ‘\‘Iﬁ ]\O)&ﬁz

A A ALK (Any)

REINTEZFNENOWNEEIER (CA) ATV =7 MIHETHIE S D CA O CA ABR#EEEHRA
EBERLFEFT.ZOF TV NI AT V=7 M CAGEHE BIXORTII /2> T2 EHENS
720 FET,SSLAL—VTHECA AT V=2 NI N—T(F T V=7 bOTN—T{(2-2 2—
D EBR)EEATHE N CAICL > TH— NiEHEICHBEAT S Z EICLD RBIETDHH;
BT 74 v EESTEET,

1’277 HEA (Decrypt Resign) ] SSL /L— /L TN CA A7 V=7 N 22T 5545 L—LNn
ettty vaia—&+25ELE . SSLAVY Ry 70Ty — MPTGEHELREE TE R
WEWHEER - DT T UFICERINDIZENDHY T, 2NZEBET HICIT EETE
H— REHED 7 T4 T FEFIIRAAL L VA MINE CA ATV =7 FEHELEBEMNL

£7

WD HETHNE CA ATV =7 NEERRTE £9,
o RSA X—RXF XM —XDOBFED CAFERAELMEX—%2 4/ R — 1795
o HLWRSAX—RDECE4 CAEAELMES—ZAERT D

© RSA R—ZDREFEH D CAGEHE L MEXF—2ERT D N CAA T V=2 F2MENTD
NS RERE IS B4 2 T2 OISR B 44 2R (CSR) Z2 3l O CA ISR 2 BB H Y £,

%%Hé?éﬁﬁﬂi%aﬁﬂﬁjﬁ CAAT V=l FEER L% CT.CAFFAZ L MEEEL2 X 70—
F‘T%éot 9 IRV FET VAT AT AV — FENTGEAEEME T — 2 2 —FRfdto R
AT — ek LEI,

VXTAT“EEBZEWPW:%E.T“?B\:L—ﬂiéiioff’ﬁﬁiéﬂf:%é\f“%\ﬂ\?%ﬁ CAF7V =7 +D
LRI EETCEET VN MOFT V=7 b T [ IERTEEE A,

HEHFROWNEH CA A7 V=7 MIHIRTEEEA EHLIC N CAAT V=7 MafRE LT
T I7T7 47 RV =B AT7 V=7 baZRT 556 EE2AMCT DHIIERELRMT S
VENH Y ET RELLDORERN(4-14 X—=) 2R L TIEE W,

FERIC OV TR ROEHAZ SR L T E &0,

o CAGEFAELERED A R — |k (2-42 =)

o FTLU CAGEFIE & RS DR (2-43 _X—)

o FLWBAMZIEHEORBGLS IO v 7 — K (243 X—)
o CAGEIFELMEHROF T m— N (2-44 X—2)
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HoE WEEAFNEATIV=I FOER |

W Pk 37Uz FORRME

CA FEBTHE & gD A > A— |

FIE 1

FIE 2
FIE 3
FIIE 4

FIE 5

FIE 6

FE 7

FIE 8

4 v A ALE (Any)
X509 Vv3CAGEHELMEX—% A VAR —FTDHZLICL- T NHCAL T V=7 FEFRET
EET VI R—FENHZEXRDONVTNNDOERN T a— RENET7 7 A NVET v 7 a— KT
F9,
o BIFF A L] (DER)
o TTANRY—i8LET A — /L (PEM)
WMEX— 77 ANNARRT — FMEESN TWAERIT ES /AT — REEEETE £, i
ELXF—NPEM AT a—RFEINTWIHEAR Rz — LTI T
%ij—o
WH R EFE I —DEREEATOVD MAICXTIWC RS> TWDE T 7 ANDHIRET v
O— RCEFET VAT AEIAT V27 "ERETAHENIT i L £,

J—VIZ (185 - 554 (Decrypt - Resign) | 727 ¥ a VA ET H & E D/ — /L TIEGRE I
TWD L= VEFITINA T SRS D5NE CAFENEDOR ST LT Y X LD Z A FITHAS0
ThrI7 740 v 7 PRESNET 2L T MHMHBHBEX—2DT LT Y XA TH LI NTZFRE
N7 7 4wl BEET LI RN —AD CAFEAELY v 7o — N T H0ERH Y F
T A OW T [E S (Decrypt) | 77 v a v S LICHRET 72D N T 7 4 v 7 25
(16-11 ~—=)ZZWL T EE W,

NS CAGERA & L R Z AV R— b 55k

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
EH (Object Management) ] DIEIZEIN L F 57,

PKI] T.[N# CA (Internal CAs) ] Z &R L £,
CADAYA— FImport CA)] %7 Vw7 LET,

(481 (Name) | ICHNEE CA A7 V=7 FOLRIE AT LET MR EFA v a((y) ks
FRRERTEE OFEUE ASCII XF A2 AT £9,

[FEAA & T — # (Certificate Data)] 7 4 —/L KD L& 5 [BH (Browse) ] 227 V v 7 L C.DER
F7/2IEPEM Ty a— K& X509 v3 CAGEFREZ 7y A V&7 v 7 r—RFLET,

[F—(Key)] 7 4 —/V KO EEIZH 5 [/ (Browse)] #27 V » 2 L C,DER 72X PEM T=T
a— RENTERTOMEBEX— 77 AV ET v Fu— RRLET,

Ty7a—R 77 ANBNRAT — RSN T D5E IR [ A AT — R
(Encrypted, and the password is:)] F = > 7 RNy 7 A% F AL T /XA —REANLET,

[ASA FirePOWER D% % O {17 (Store ASA FirePOWER Changes)| %7 UV v 7 L£ 7,
W CA A7 V=7 FAREMENET,

[
[
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| 28 FEATESI V=2 FoBH

RErOEYAY (A

L\ CAGEBAE L RS D AR

FIE 1

FIE 2
FE 3
FIE 4

FIE 5
FIE 6

4 v A ALE (Any)

TR R AR T A 2 LIk D RSAR—ROH OB CAIFHELWE S —Z4AKT5 LD
KNS CA AT V27 FEaRETEET RORICGEHELZ AR T 272 ORI 258 PIFE®
IZOWTEBHLET,

29 LRI BEECA DEHE

WE
T4 —NE fE AW R 2R E (Required)
[E14 (Country Name) (2 L7 |2 DDHT: Yes

o )
38 JFF I (State or Province) K64 XFDOIKFT Ny 7 ATy a(l), 7y |No
ﬁaﬁﬁgmmwmcw) ?ZKQQTTQ;LTX&nywLEUj
Organization

ALk

Common Name

RS D CA GEBIEO A ZIRIL 10 4 TJ, (A 2h#I [ o B 44 (Valid From) ] @ H 1%, £k D
45@&5%??0

HEZ4 CAGERAZEDAERFE:

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
EH (Object Management) ] DIEIZEIN L F 5,

[PKI] T.[N# CA (Internal CAs)] Z 38K L £,
[CA D4k (Generate CA) | 227 V v 7 LE 9,

(4l (Name) | ICINE CA A7V =7 bOL4RTE AT LET M) Ebh v a(()) s H
ERREEE OFEYE ASCI X F a2 Tx £7,

£ 2-9(2-43 X—2) OFINHE - T RRMBEZ AT LET,
[B 284 CA DA (Generate self-signed CA)] %7 U v 7 LET,

FLWEBLMNETEAZEORBSR LT vy Fu— K

A4 v R ALE (Any)
B EIEAELZ CANOERBTAZLILL TN CALZ T V=V FERETEET, I
WL RD 2 BN £,

e WHCAAT V=7 NERETHTOOMMEREZIFELE T, ZNITLD RKRES DFEY]
EBILOXT T o To RSN B S U FRE L7 CA T3 2 REBEE 4 ok (CSR) 23ME
BENET,

o CAILL YV BAMEIEHERBITENLL . ZFNENHCAA T V=7 NMIT v 7Fr—FL
T RBADIEAELEESHBZ ET,

BN EIEHENEEN TV AERICDOIA SSLLV—LVTHNEICAL TV =7 haBRTE 7,
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W Pk 37Uz FORRME

FIE 1

FIE 2
FIE 3
FIE 4

FIE 5
FIE 6
FE 7
FIE 8

FIE 1

FIE 2
FIE 3

FIE 4
FIE 5

FIE 6

FIE 7

REBL D CAFEHEL CSR #1ERT B FHE:

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
EH (Object Management) ] DIEIZEIN L F 5,

[PKI] T.[N#B CA (Internal CAs)] ZEIR L £9°,
[CA DA% (Generate CA) 1 &7 U v 7 LET,

(47 (Name) | ICNES CA A7 Y =7 bOLRTZ AT UE T MR () Ethh v 2 () s H
FRRERTEE OFEUE ASCII XFA2fH T £9,

#2-9(2-43 =) OFBNE - T BB EEZ AT LET,

[CSR D{ERK (Generate CSR)1 %27 U v 7 LE£7,

CAIZEFETHTEOICCSR Za—LET,

[ASA FirePOWER D% % D {77 (Store ASA FirePOWER Changes)] %7 Y v 7 L £,

CA AT AN EFT CAILL s TRITESNT-BAMNEIERELT v 70— RTHMLERH
HZEIWEBELTLTEEN,

CSR ~DIFE L L TRITENIBAMN SFHERAEET v v — N 55!

[F% i€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration) | >[4 7 ¥ = 7 h
& B (Object Management) ] DJIEIZEER L £,

[PKI] C.[PN#%B CA (Internal CAs)] &R L £,

CSR ZFE L TWARBADIFAELZ G CAT 7TV =/ NOMORET A 2 ()27 >
7 Lij_o

[FEBE D A > & »—/L (Install Certificate) | %27 U v 7 L £,

[FEBH#5 — # (Certificate Data)] 7 4 —/V KD _LEIZH 5 [Z R (Browse) | %27 U v 7 L C.DER
F7IEPEM T a— RFENTZ X509 v3 CAFFHEZE 7 v A v &7 v 7 rn—RFLE,

Ty —R 7y A NNBNRAT — FMREINTODLGEIL B FEAR AT — R
(Encrypted, and the passwordis:)] F = > 7 RNy 7 A& F LT /XA —REANLET,

[ASA FirePOWER D% % O {17 (Store ASA FirePOWER Changes)| %7 UV v 7 LE 7,
CAFA7 V=l MIBEAMEFHENEEN.SSLL—LTINESZRTEET,

CAFEHE L MERDOF UV u— K

A

A A ALK (Any)

EHEBLOHOEREZ G 7T 7 ANVERNTCAFT T V=V M F T a— R+ 52 LIC K
D .CAFEAEB L ORTIZ o oS8R E Ny 7 7 v TERITIBETE ET,

EE

Zurn— FENEERIZLTRERIGITREFEL TIEE 0,
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RErOEYAY (A

VAT AMINECA ATV 2/ MIREESN TWAIRERET ¢ A7 IRFET LN T v &
DR SN Z > TR SL LE T EB L UOMERZNT CAA T V=27 R b XY
va—RT5L VAT AIETIHEREES L L GEFHAEB LUORMEROERE G 7 7 A
NEERLET . Z0®R . X yra—RK 77 A VERKEGLT 57D AT ATlEbILD /SR
U— RERMETIMLERH Y 77,

FIE 1

FIE 2
FIE 3

FE 4
FE 5

FIE 6

VAT AN IT T O—HELTE T n— RENLIMERIT ES SN THD FERFS Ry
IT T T AMURFENFE T T ONWTII NNy 7 T v 7 7 7 A IVOVER (48-2 ~2—)
LTI EN,

WNES CAREHE L MERE XV n— NI 55

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
& # (Object Management) ] DJIEIZE4R L £ 97,

[PKI] T.[N#B CA (Internal CAs)] Z IR L £9°,

FEAERB L OME#EEZ X0 — RT3 RERDINHCALT T V=7 NOMORET A 2
(e &EZ7 Vw7 LET,

[# 7 a— K(Download)] %7V v 7 L£7,

[N A T — K (Password) ] 3 L OV [/YA U — RO HER (Confirm Password) ] 7 4 — /L RiZ 554k /X
AT —REANLET,

[ASA FirePOWER D% % D17 (Store ASA FirePOWER Changes)] %27 U v 7 L %7,
T ANERGET DRI RTOA v E—URRRFINET,

1_‘@-(% ZDmunE)%Z]_7 ‘\‘I 7 ]\ @ﬁ%ﬁz

4 v A ALE (Any)

REFHLD BHEHTE DR (CA) ATV =7 MITHEFN MHBADOEETE S5 CAILET D
CAAMEZIFAEZ LR LET . 2OF TV MI AT V2 M4 E CARABRBIEHENS 2
DEFT.SSLARV—THECAAT V=T VeI N—T(FT V=27 FDOTNA—T{(2-2 _—
NEBR)ZHHTHE EHETELSCAELITINTIAN F=2—CNOEED CAILL» TEL
SNTZAEAEE - TS b SN b T 7 4 v 7 2 TE 97,

EHETEDCAL TVl FEERLT-E T . ZOL4RIEZEF L2V GEBAERL Y X » (CRL)
ZBMLZVTAZ I TEEIRNMOAT o= N 7T aXT 42 BFTLHZ LI TEEY
Ao 7Ty MTBIMTE 2 CRL OFITITHIRRZH Y A AT V=7 MZT v 7 r—F
HHDCRLAZEFETHIII AT V=7 P o= AR L TEERT Z2LENH Y £9°,

ERAFPOEETEACALT T V27 FEHIRT A LI TEERASHICEHETES CA A
T VERE LRI T 7T 47 RIS =BT =7 F2BRT 585 BEE2HEI
THICITHTEEREBEATOILERD Y TT,HTCELEDORER (4-14 =) 2R LTI E S0,

FEIC OV TIE ROIEEZ B L T E &0,
o MLEEHAT V27 N OBRIEQ-49 =)
« FETEL CAAT V=7 MIGEHFERD D A FZBINT 5 (2-46 ~—)
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W Pk 37Uz FORRME

BHETEXBCALT T =y MBI

FIE 1

FIE 2
FE 3
FIE 4

FIE 5

FIE 6

FIE 7

54k A AEE (Any)

XS509V3CAGFHELZT v 7 u— R+ A3 LICL o T A CAF TV =7 FERETETET. R
DY R—FENTVWAEROWTNNTCZ Ly a—RLET7 7 ANV ET v 7T a— RTEET,

WAL HLEI (DER)
o TTANT—LEF A — /L (PEM)

Ty ANPINAT — REESN TV AEARIL EE AT — NERHETILERSH D 3, 5EH
ENPEM EX Ty a—RENTWAHEAF HHRza—L T2 &b TEET,

77 AN G EE WA E FN AL AICOR CAGEHELZT v o — R T& 4,V R

TAIA T2 NEREGETONCGERAEEMIEL 7,

B TE %5 CAGEHEZ A v N— b 55!

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
EH (Object Management) ] DIEIZEIN L F 5,

[PKI] CT.[E#ETZ %5 CA(Trusted CAs)] ZiEIR L £ 9,
[EHTX % CA DB (Add Trusted CAs) 1 227 U v 7 LET,

[4fil (Name) | IZEHCE 2 CAA T V=7 FOAHIZEAD LET MR LDy 2 () 25
& T RE 7B OENE ASCIT W TF A C& £,

[FEAA & T — # (Certificate Data)] 7 4 —/L KD L& 5 [ (Browse) ] 227 V v 27 L C.DER
F7/2IEPEM Ty a— K&/ X509 v3 CAGEFREZ 7y A V&7 v 7 r—RFLET,

T 7 AP AT — REE SN TO D 5A1L, [ 5% . 2N A U — R (Encrypted, and the
passwordis:) ] F= v 7 Ry 7 A& AT LT NAT—REANLET,

[ASA FirePOWER D% 5 DR 1T (Store ASA FirePOWER Changes) | %#27 U v 7 L £ 7,

BHETED CAZT T V=7 MIGERAELRSY X M &2BINT 5

A A ALE (Any)

B TEACAF T2/ MZCCRLEZT v 7/u— R CEX 4 . BHTELCAA T V=7 b &

SSLARY v —DHTHBTLHE vy a O ELIEAELZRIT LT CABNZT D% CTiEHES
OB LN EIDICESNT B EINZ N T 7 o v 7 2l CEE T, R — I NDHK
DODNWTNNDOEA T a— FENEZT7ANVET v a— RKTEET,

o FBIFF A L] (DER)
o I A NRy—i{bEF A —/L (PEM)

CRL Z B L7 KRB LICGEHED Y X hE2RRTHIENTEET A7 V=7 MC
7u— REHDO CRLEEE T HITIT ATV =7 FEn o7z A %‘LTET’EEX?%M%@&)U
£7,

ﬁﬁtﬂm CRLEGEATWDA I 7 ANDHET v 7Fa— R TEET (EETELCAA TV b
IZIBINTE 5 CRL OBUTITHIBENH Y T A 7Z7ZL.CRLEZT v a— K L7548 CRL
PENTAHRNIC. ATV 2V NE2ZOHERETLILERNH Y 17,
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FIE 1

FIE 2
FIE 3
FIE 4

FIE 5

RErOEYAY (A

CRL 27 v Fu— K+ AF:

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 ¥ = 7 k
EH (Object Management) ] DIEIZEIN L F 57,

[PKI] CT.[{E#E Tx % CA (Trusted CAs)] Z 38R L £,
BHETEXDCAAT V=) VORRICHDIRET A2 ()27 ) v 7 LET,

[CRL ®;EM(AddCRL)] %7 U » 27 L C.DER £72/Z PEM T > 22— RZ}7Z CRL 7 7 A /L
7 v 7ua—RKLET,
[ASA FirePOWER D% 5 O£ 17 (Store ASA FirePOWER Changes) ] %2 U v 7 L£7,

HEFERREA 7 V=7 N OBME

FIE 1

FIE 2
FIE 3
FIE 4

FIE 5

FIE 6

4 v A ALE (Any)

WREBELDZENENONTERAEAS T V=7 MIEBRICE S W — S ABIEEEHE L R L
T, DA TV MI ATV s " EFFAENS AR Y £9,SSL /L — L THEGERAE A
T2y NI N—T (FT V=) R DTN =T (22 X—= D) & BI) BT B &Y — NG
HECTKHLEINZ N7 7o v 7 2fillcE 4,2 22X BE T 2HCEL T — GEAE
T v 7 —RTEETHN EFEHTEDL CAFFHEZF - THIFT A Z EIXTEEHA,

X509 v3 U — FEHEEZ T v a0 — KT B2 LI Lo CAHAMGEHES 7 V=7 FERETE
FT P AR—PFENTOERONVTNDLDOIERO 7 7 A V52T v 7T r— RT&EET,

o kRIS L] (DER)
o I A NR—i{LET A — /L (PEM)

WY 72— NFEHEEREGATWA T 7 AN T ET v 7’ e— R TEET, VAT ATAT
Vxl NeRAFETARNS T 7 AV ERRGEL £ 3, 3EED PEM BT a— FanTnWb
Bl ERAEar— LTl b TEET,

ANEFERAES 7 V7 PEER L% EOL4RIEEETHZ LI CEETN MO T o=
N TaRT 5 EETLHILETEEYA,

AP OSREAEA 7 V=7 MIHIRTE EEA, SHICAREHELS 7 V=7 M aimE L
TR TI7T 47 R =B AT7 V=7 b aZRTL5E LE AN DITITRE L EHA
TOLERD Y T RELEDREL (4-14 =) 2ZRL T TZE 0,

NEFEAEA T V= 7 N EERT 2 5!

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 ¥ = 7 k
& # (Object Management) ] DJIEIZER L £ 97,

[PKI] . [/ ElFEAE (External Certs)] Z34R L £ 9,
[FAESEEBHE OB AN (Add External Cert)] 227 U v 7 L9,

(47l (Name) | IZAMTFEAEA 7 V=7 FOARTIZATLET MR &by 2 () 2R,
EIF Al RE 7B DOFEYE ASCII XF & H T& £,

[REAH &7 — & (Certificate Data) ] 7 « —/L K@D L2 % [BHE (Browse)] #7 U v~ L C.DER
F72IXPEM T a— REL7e X509 v3 —RGEHEZ7 7 A v &2 T v 77— RLET,

[ASA FirePOWER D% % O {17 (Store ASA FirePOWER Changes)| %7 UV v 7 LE 7,

Cisco ASA with FirePOWER Services B — W VEBRBRENA F 1



HoE WEEAFNEATIV=I FOER |

W Pk 37Uz FORRME

NEFEAEAS 7 =7 FOEME

FIE 1

FIE 2
FE 3
FIE 4

FIE 5

FIE 6

FIE 7

FIIE 8

A A ALK (Any)
REFHLDOFNEFNONEGERAES 7V =7 MIGHBRICET 2 — ARG ELELE
T ZOFT V=7 MI AT V= M ABRBEERAE. BLOXTIZR > 2 MERN SR F
4. SSL /L — /L CHNEEFEAELS 7 =27 N I N—F(F TV =7 hO T —T [ (2-2 <—3)
PBW) AT S & BEMoOMBRELZER L CHBEOWT LY —NIZEETA N T T 4
THEESTAHAILENTEET,

X.509 v3 RSA N— A E I3 MR — 2D — FEHEBR L ORT OME X —%27 v o —
REDZEICLY NEHFERES T V27 FERETEET AR —FEINTWVBERDNT D
DR DT7 7 ANET v T a— RRT&xE1T,

o kRIS L] (DER)

o TTA N —ig{LE S A —/L (PEM)

T 7 ANVBNRAY — FREIN TV ARG EIXEE/NAY — RE2RET I MLE RS Y 9,55
EHEXF—PNPEMERX T a— RENTWELIEEITHHREae—LCMOffIFb 2 T
F9,

WO REEE LI —OEREEZATOVD MEILRTIZ/R>TWDE T 7 ANDIRET v
0D— RCXET, VAT AIA TV 27 FZRIFTHEICRT 2 L £,

WESREBHEA 7V =7 P EERR LTtk . T DA4RIEERTH 2 L TEEI N Mot 7T
N eRTF 4 BEBERETHIEITTEERA,

AT ORNEEEAES TV =7 MIBIBRTEEE A, S DI NEPIFHES 7V =7 FE2REL
TR T 2T 47 RV —NAT V=27 FaeBRTLG5E AR 2G0T DI E % B
TAVENDY T HTETDORER (4-14 X—=) 2R L T EEW,

WERRERAEA 7Y = 7 M EERT 2 Hk:

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
EH (Object Management) ] DIEIZEIN L F 57,

[PKI] T.[NEEEAE (Internal Certs) ] & 7%= L £,
[NEBFERAE B (Add Internal Cert) ] 227 V v 7 L1,

(4471 (Name) | (ICNEBREIEA 7 2 = 7 FOARTEZ AN LETMEFR () &l v = (() ZFRE,
FI5 Al B 70T OFEUE ASCIL XF AT 7,

[FEAA & T — # (Certificate Data)] 7 4 —/L KD L& 5 [ (Browse) ] 227 V v 27 L C.DER
F/IEPEM Ty a— RS2 X509 v3 = NGEE 7 7 A v &7 v 7 — RLET,
[F—(Key)] 7 4 —/V KO EEIZH 5 [ (Browse)] #27 Y » 2 L C,DER 72X PEM T=T
= RNENERXTOMEX— 77 A Ve T v 77— RFLET,

Ty 7a— RTA5MEX— 77 A NVBNAT — RMREEIN TV BIGE I BB b A, /XA

7 — R: (Encrypted, and the password is:)] = v 7 Ry 7 A& AN LT NAT—RE AL
Ee A

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes)] % 27 U v 7 L £ 7,
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MEERA T V=7 rokE B

NEBREHRA TV 7 N OEME

FIE 1

FIE 2
FIE 3
FE 4

FIE 5

FIE 6

A A ALE (Any)

REBFBHADOMER/FR (A0 r—raNA 7V MILE=AWRE Yy NI —7 ED T
T4 DERETLELITHLE LTURATATHMB SN 1 DU EOEEZIIKEEZELE
T, 778X a3 bha— RY—F7I1TSSLARY > —TIXINMBIHRA T =7 FE2EHT
EFET LRI BFEOENERE LM THDL N T 74w 7T a7 357 78R a b
0—/L =V EERCTEFT B RIEICED NI 70w 7D T7 42 ) o TIZHONTIL,
Fy MU —7 I THBENEIC LD N T 7 4 v 7 Ol (7-3 X—V) 2SR LT Z &0,

WICRFTOEREFEH L TRy NUV—2 NI T 4w BT A NVFUBETEL LI, A2 T
I NLEFRT — X ~X— A (GeoDB) = TN FEH 5 2 L 2 < BEID LET,GeoDB D FE
FEXT B — RFBLOAS VA M—LT B HECOWTIE N BIERT — % X— 2 DOFH
(46-22 ~—) 2B L T TZE W,

AT OMNBEERA 77 MIFIBRTEERA SHIC.T7ERA ary e —L RY—F
71X SSLARY o —TCHEHESNAINBEIERA TPV NemE LB EELZHINTT HITITR
Vo—%2HEATLINERHY £97,

PEFERA 7V s NEERT 55k

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 h
& # (Object Management) ] DJIEIZE4R L £ 9,

{7 & 15 (Geolocation) | 38R L £ 97,
B DB (Add Geolocation)] Z#27 V v 7 LE£9,

£ i (Name) | I ETERA 7 V=7 bOL4RTIEZE AT LET, Fh v a((y) Zr< AT AIRE/2 T
BOERE ASCII XFEMHTxE£7,

MEFHRA TV 27 MCEDIERBLIOKECTF = v Ry 7 AZEIRLF T,

KEZBIRTSHE FORENOTXTOE, B L GeoDB FHIZ L > TEDKREERIZSHIEM
ENATRTOENBIRINE T, KEDO FTCWTNOEZBIRMERT B & F O KN RIR
RSN F T B E KREAZEEICHASDE CGRIRTE 97,

[ASA FirePOWER D7 8 D% 17 (Store ASA FirePOWER Changes) ] %227 U v 7 L £,

X2 VT4 IN—T ZT FT7T =7 FOBE

A A ALK (Any)

X2V T4 IN—F ZT(SCT) A7V =/ MIH—OSCTHEAZEELET, ZOEITT 7
tAar b= =V THAZ LSGT M E L THATEET,SGTA T V=7 bE T L —
FITHZ LI TEER A,

ISE2T7 AT T AT 4 V—AELTRHRETDE VAT AEFAT V=27 b ==V XD [tk
X= VT 4 Z)v—"7 & 7 (Security Group Tag) | 47> 3 > % HENEIZ BN IZ L £ 37, ISE B &
BN LRWVIRY HLWSGT A7 V=7 FaBILEZY BEFDSGT A7V =7 FafwmE L
7D SGT A7V = Nah—NGFEE L THHLEY T2 LIXTEEE A, I AZ L SGT
& ISE SGT D& WO FEHIIZ DUV TIZISE SGT /L — /L4 & 71 A Z A SGT /L — L 4:{t: & O Hrig
(10-1 X=)ZZHR L TLIEE W,
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W vx.V54 PN—FFT 37 V=7 FOBE

FIE 1

FIE 2
FIE 3
FIE 4
FIE 5
FIE 6
FIE 7

SGT A7 V=V FatREEITHIBR LRI T I T 47 RV v—NAT V7 FEBHRT S
BE ERERNCT DR ErHEMTIVLERND D FT.RTCELTEDERM (4-14 X—) %
ZHLTLEEN,

SGTA 7 V=7 FEIERT B FHEE:

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y= 7 k
EH (Object Management) ] DIEIZEIN L F 57,

[E¥= U7 ¢ 7 )Vv—7 %2 (Security Group Tag) ] Zi&EIN L £ 7,

[(EX =2V T 4 Z—7 %7 DB (Add Security Group Tag) | =27 Y v 7 L £ 7,
HRIEATLET,

MBI U CL [#H (Description) ] 2 A L £ 97,

[# 7 (Tag)] 7 4 —/V RIZH—®D SGT Z A1 LET,

[ASA FirePOWER D% 5 O£ 1T (Store ASA FirePOWER Changes) ] % 27 U v 7 L £ 7,

Il Cisco ASA with FirePOWER Services 2 — U VEBBREN A F
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