RFE DB RO

Xy NT—=I B AR)—TCE&FE8ERT) oy Y2 FHLC . F=4E8 12y NU—
~DOFRFEDOBEE 7o & 21X Back Orifice W HBDOR— M AX vy 47 @R NT 7 1 v
JIZko TRy hY—7 ZBAMKEBICHROELY ETH L — F R—2KBR VAR TEE
T L BAL—LVEIFIL— VOB BN T ) Tat v OBtz nE LT 58546 % v
NO—I 0GR v—Da—WP A L =T 2 ATEFT) Ta vy bRESLINT-FE Tk
DETH. VAT MIHBICHAORE T ) Yy b2 M LET, M VT b
AL L RY =BT AHIFIFEH(18-13 X—I) AL T &,

RARY v —=TRETHE VT 47 T—HBHEEAL T ey T o 7R 8ET — 5 Ok
MR LR EERT A b TEET,

BEOBBOMHOFHEAMIOWTIZ IROEEZSBRL T &N,
o Back Orifice D& (28-1 ~*X— ) T, Back Orifice HE DK HIZ DWW T L TWEJ7,

o F—FAX ¥ O (283 X—) T KFEOR— M AF ¥ 2O THFH L. A — KX
Xy UM AL CORBRICEBTAHNCR Yy N Y — 2 kT 2B 203 5 kA
BALTWET,

o L— FR—ZAWEDFSIE(28-10 X—) TiE, P —EXHE (DoS) B LN SYN 7 7 v NIRE
ZHFIT D BRI L 0 ET,

e BUIVT 4T T—HBH0Q82 =) TIEASCUTHFA DB YT 4T FT—H (I L
Ty b A= REGOHSREE SR E) A RH L TANY MEAERT D HEEZHH L T
ESc

Back Orifice Dfg H

Z A & > & :Protection

ASA FirePOWER & ¥ = —/L (X, Back Orifice 711 7' 7 ADFEZ BT 27 ) T ot v ¥ 424
HE LTV F 9, Back Orifice 77 77 A2 X Y Windows &5 A MMIXTAEHET 7 & A2 TS
SINDAEEMEDH VW F 9, Back Orifice 7V 7 ut v HIZ . UDP b7 7 4 v 7 58T L. /%7 v b
DOEMYID 8 734 MIZH W XOR TH5{k 41T 5 Back Orifice magic Cookie [*1*qury? | %
3

Back Orifice 7'V 7’0 ¥ v TR ESX—V R H Y TTR . B/EAF TV 3 idxdhH v £ A,Back
Orifice 7'V 7 a2 v U REMMZ2> TN TH U FORIZYV AT L7 ety Lb—n%
A L w924 X2 MIER S EEA,
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WE  BHEOBREOBRH |

B Buack Orifice DRH

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIg 7

FIE 8

& 28-1 Back Orifice GID:SID

TV Fukwyy

Jb—)v GID:SID 3B

105:1 Back Orifice b7 7 ¢ v 7 fth

105:2 Back Orifice 7 7 A4 7> b b7 7 4 v 7 ki
105:3 Back Orifice *—/3 N7 7 1 » 7 fith
105:4 Back Orifice Snort /3 7 7 BB R H

[Back Orifice #%0 (Back Orifice Detection) | ~_X— Y %2 #/R9 5 Hik:

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] > [7R U 3 —
(Policies) ] > [7 7 A = ha—/L 7K U — (Access Control Policy) ] DNAIZIRIN L £ 7,

[7 272 2> hr— R U ¥ —(Access Control Policy) ] ~— Y NERINET,

WET D7 7R aryha— L R —ORIZHLmET A2 () &7V vy 7 LET,
TR arvba—L R v— T 4 ERFRINET,

[FEAEX & (Advanced) ] # 7 IR L £ 97,

TIRA aryre—)L KR —OFMEESN—VNERINET,

[ b T —7 538 E12 AR Y > — (Network Analysis and Intrusion Policies) ] DREIZ & D fwEE T A
(g &7V v LET,

[y FU—27 58 12 AR U 2 — (Network Analysis and Intrusion Policies)] 78 v 77 v 7" 7 ¢
Y RUBRERINET,

[Fry hU—27 558" Y >— U & k (Network Analysis Policy List)] &2 U v 7 L$£79,

[%y RU—7 53R Y >»— U A b (Network Analysis Policy List) | A8 > 77 v 7 7 ¢ Ry RE
RENET,

WETORY O —DRICHORET A 2 (o) &7 Vv 7 LET,

BIORY) O —ICRBEFOEEND HGAIFX0KIZ 7V v 7 LTENLDOEF 2L A%
FATLETBIDORY O —TORRFEDOEREDRGFEFIEZOWNTUL A DOMR EARY o —2F
DOFEE (18-16 X—) S L T2 &,

[ U ¥ —1F# (Policy Information) | X— YV NFE /RSN FE T,
EROFEF—2 g /NR LT [T (Settings) ] 27 U v 7 LET,
[%E (Settings) ] X— Y VRRRINET,

(45 € D& i F 50 (Specific Threat Detection) ] @ F @ [Back Orifice f# %1 (Back Orifice Detection) ] 3

BN TWHDENE I ML -T2 2OERELZH Y 97,

o TV Ty Y BENTRS TV DHEEIT RE R Z 27V v LET,

o TV TakyYRNENIZ S TODLEEIE [F%) (Enabled)] 27 U v 7 LTHh 5| [fWE
(Bdi)] 227 Vv 27 LET,

[Back Orifice 1% (Back Orifice Detection)] X— Y NERINE T, X—T FTEHID A v —T0E,
REEGURARY V—WEz2 R LET 83OV TI Fy NI =7 AR Y —F 72132
ART —TOLAYOHEM(19-1 =) ML T EEW,
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RK—rzxxvropty B

FIE 9 ARY T —DORAFREOMGE B E OB, E/12IT T AT A Fry v V2 ZEHEZRLIZE DK
TEETLETFEMICOWTIT B DMK &R Y o —EHOME (18-16 ~—) 2B L T
<TZEW,

— hRAF ¥ O

7 A & X :Protection

A= P AF X U LT HBEPKBOUEFREBE L LTI ERATE 2y NV—7HEBEOELXT
TR — M AF Y U CIL B BEENFINCIM T L=y b2 X —7F v b AR MZEELET,
WEFIZZLDOBE FANBIGET BNy hERRDZETHRANTEDFR— MR
TWVWAENZE LTI TWAR—=FTEDT Y r—ay 7a ha bRETINTWHDHE)N
T BEBED DWW ITHERIC Lo THIWTTE £,

A= R ARy VHHERBHDZ2>THTH fRARY —0D [JL—/L(Rules)] XR—T TV =%

L—% ID(GID) 2 122 IR E S NN — NV EBEDNCLRTNE . A= MAX Yy T 4T 7 XD
B> TWDR—=FAXy A THRKR—=FAF ¥ AR bE2ER LN LICTEE
LT IEEWEEMIZOWTIE b —uRiBO R E (27-22 _X—) | L [ 28-5(28-8 X—) | &
ZHLTLEE,

A= FAF ¥ VX ENHAKRTIEEKBEOFELIC /Y A, EZE HBEDEHT LR — A
Xy VREORIE, EY R —F R Rxy N THERATAAREELRH 0L H D 77,
Cisco DIR—"AX Y T AT VXX TIT 4T 4 ONRE—Emd 5 eV FIETHE
BEOHDOLR—FAXy VORREMERH L LOZHBITE D L HICHRFEINTWET,

WBENR Y NT— T BT HDICERO FEEERATLZ L3 LL<HY 4,85, KE
FRR LB O T e barEZFEHLC XY=y b RAMNL I EFIERIGE LG EHLE
T EZORMT. 7T a7 SN EXATO7Ta halZzZEic TR0 H D 7 0
FavEKDIAALTN ZETT UTORIC A NAXY Y T4 T IV XTT I T4 7I2TX
A7a haLEEE L ET,

2 28-2 Zr han 47

“a b
=% A
TCP TCP 7Vu—T7%MmHELET 72L& ZIX.SYN ¥+ > ACK A% ¥ ., TCP connect()

AF% ¥ v B X Xmas tree, FINNULL & Wo=8BE72T7 T JElAhadbE- A%y
ViR ETY,

UDP UDP 7u—7Z2BH L ET. 7L 2. Ba XA hD UDP 7 v b & TF,
ICMP  |ICMP — =1 — %K (ping) Z i H L £,

IP IP70a ba) Ay U ERIBLET, CNOD AR v U KEENHN TN DR —
FEROTEIELTWVWBEDOTEHRLL 7Y N KA RNTHR—=FSNTWVSIP
78 FaLERERLIIETAHEEDOAXT YL THLHT-H TCP AFX v B LW
UDP A% v &38R Ap0 9,
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FE  HEDBEOBRH

B R rxxxooBH

() AN IBBE— NRAF Y VERT T2 XL o TERSNEE . 70 ka2 LV E B3 255 107
ESNET T 74N ETIE A AXF Y ZREO Y a ha)v i iFonEgdi, Lz
7% - T, Internet Assigned Numbers Authority (IANA) (2137 0 h 2 LVEEBRE D B THNERA,
IANA TIE 255 % THIBF S E LTHRELTWD D A= AFX ¥ A X M T EDA XY
MIBEM T DN TN D E SNV L 2R TEDIZ, ZOBFMERAESNET,

I =T D RA O AR VIR R PO . BLIRAF v RO R— N OIS
CC. R AXFY T4 0DFA TN TOENET UFORICHBHTEER—FRAF ¥
TITA4ET 4 DEATETHLET,

Z# 28-3 PN— PPy DS 1T

Z A 7 (Type)

B

A—FRAF¥ ¥
i

151 DR—F2AF v L  WBENR L OFELITDEDOKRA FEMHH LT H
—D4 =%y b KA EOEBOFR— L& AF ¥ T DA TT,

11D R —FAF ¥ IR D L D RFF R H Y 7,

o MWEDORANEFEHLTAFy

s H—OKRAMEAF ¥

o ZEOKR—FEAX Y

DA TV a TIETCP,UDP. B LN IP A— b AF v UM S ivE 7,

Al N

1 ZDOR—F A —F KEEN 1 SOF- TP ORA F2HH LT,
DX =7 N A NEOBR—ODFR— N2 XXy T 555 TT,

A= NAA =T IIIRD L D R FFEB H Y £7,
o DEORANZMHENLTAF ¥

o ZEDKRANEAX ¥

o VHOEEFEDHR—FEAXY

ZOF ST a TIE . TCP.UDP. ICMP. B X NIP R— ks A A — 7
XNFET,

T aA R— KA
¥y

151 DOR—= b AXy  HBEBENRAT T 4 T LIz —AIPT R X
FEBOAXY U IPT FLATRESEIHETT,

TaAf R—FAF ¥ VIR D L D R H Y 7,
o ZHEOFRARNEHEHLTAF v

o DEDOR— b e —ETITF AT Y

o HM—(FLEFAPH)DORA M2 AT ¥

Taf R—FAx ¥ A7 a2 TIETCP,UDP. B LV IP 7' | /b
R— b 2F v opmbsnEd,
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RK—rzxxvropty B

# 28-3 = F RF DI T (FEE)

2 A 7 (Type) A
SHOAR— kA %1 OR—FAX % L HEORANRE—ORA 27 LTEW
Xy TWAHR— N EFRDLEETT,

DA — N AR ¥ IR O L) BREFFEDRH D £,
o ZHDOKRANEMHHLTAT Y

« ZROF— e ERETAFy

o H—(F3VE)DEANEAX Y

SRR — N 2AFx vy A7 3 TIX. TCP.UDP. B L OIP 712 | =)L
S—hRAF Y U ERE T,

~

R—hAX Y T4 T 7 XX FEIZTa—THGHEA DL OREIREIZIESNT, T r—T7|C
B2 EMRERGSLET . 2L 21T Web 7 T A4 7 2 b2 Web —NICBERIT D & &I0. 7T A
TV MEY— DR — |k 80/tcp BNV TWAHZ LAV IC. ZDOR—FEEHLET, 72720,
WEEE N — R T 5 & & HBEEITIE Web V—E ARSI N T DN E ) FERNTY
MY ERHAAR—FAF Y T4 T 7 ZIIHEIE (DF D ICMP B#ARHEE 721 TCP RST X
Ty M EROTDE FZDOIGEEBENR— P AFy o & LTRELET. BEINEE 7 4L
BV TFTBETNAA(T 7 AT U — NN —H72E)YDORZHFNZH—7 v b mRA SRS D
BAE.ZOTav AT ESICRBICRY £, ZOBRE R—FAFY L T4 T 7 XTI GBREN
TR L RN RSN Ty n 2 Y IR — N AFxy o AR MEARTHZ ENT
xFET,

LIF ORI GBIRAREZ: 3 DOME L~ V& it# L ET,
Z 28-4 BE L~

KHESR LA

1K (Low) B =2y N BRA DL OTESELTPBHEINET EREEIMZ 57010
. ZOBE LV EBERLET, L EDZ A FOR— b 2% 5 o (K
ENTTEAXY L T ANE Y T INTZAT Yy V) PNRRINDAREERD D
T EICEELTLSEE N,

OV EMAT S L R — b AT v R OFTERFR A RIS £,

1 (Medium) | A F ~OEEGHRICHKE SV TR— M AF vy o & Ed, Lz »> T 7 4
NE) T ENTER— MAXy U ERECEET L. XYy NU—F T KL
AEW|T O T T ARLT XTI E RANBEFICT 7T 4 TR AR
MIETHFREERH D 7,

[ A3 v > #H OB (Ignore Scanned)] 7 4 —/V RIS 7 7 T 4 772 A kD IP
T RLAZBINTHE . ZDOX ) RBHMHZERETE £7,

OV~ EFT D E R—h A%y CRREOFTERRARE S 2D £,

/& (High) HMICESWTAHR— P AF v BRI SNE T, L7ed o TR —2 DR —
FAF Y ERHTEET. L. 20X 7y a 2T AR [ AF Y

B DA (Ignore Scanned) ] 38 X Y [ A & v F O AR (Ignore Scanner)] 7 4 —
JVRIZIP 7 RVAEZRRET S LW FIET REHZNTCTEEICT 77 4 %

L TL7Z &,

ZOLL TS & R— A% v R OBTER RIS R < 22 D £,
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WE  BHEOBREOBRH |

B R rxxxooBH

IOV T ROEHESI L T &0,
o F—FAXx URHOKIE (28-6 X—)
e« R—FAFF L A2 FIZTHONT(28-8 2—)

R— M AF Y U BHORTE

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

Z A & > A :Protection

A= "2 VHBHOREFT T a v ZHEHL T AR—FAXY L TAT 7RI DAX
TITAET 4 DLR— FFEEZBHBETE T,

R—= " 2AX Y VDA > TWTE, [/L—/L(Rules)] X— TV =% L —% ID(GID) %
I22 IR E SN — L EGINI LTI AR — b AR T4 T 7 XDOHEHI > TS
R—=FAX Y U XA TNRHR—= A AR FEER LRI EICER LT EEW, FEM
WZOWTE V= VIRBEDFRE (27-22 X—) & R— b A% ¥ Ui SID(GID:122) D3 % &K
LTL7E&EN,

R—bhRFx URHZRET 5 HE:

Admin/Intrusion Admin

[7% i€ (Configuration) ] > [ASA FirePOWER #% i& (ASA FirePOWER Configuration)] > [ VU */—
(Policies) ] > [T 7 & A 2> ha—/ b 7K U 32— (Access Control Policy) ] DJIEIZIRIN L 7,

[77&®A = ha—/L KU 2 —(Access Control Policy) ] X— U NHERINET,

WET D7 78R ary b=V R —OMICHDIWMET A2 (o )22 ) v 7 LET,
T7Aarybu— LK) — 5T 4 AREREINET,

[FEHIER T (Advanced)] % 7 &38R L £ 77,

TR aryhr—)L R —DFMEESN—VNRRINET,

[*y U —27 5581 E12 AR Y 2 — (Network Analysis and Intrusion Policies) ] DR{IZ & D fREE T A
a (g &7V v LET,

[y T —27 5587 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] R v 77 v 7" o ¢
YRUBRRINET,

[% >y BT =275 ARY >— U A I (Network Analysis Policy List) ] 227 U v 7 L7,

Ry hU—27 558 Y >— U A b (Network Analysis Policy List) | iR > 77 » 7 v ¢ RURE
NENET,

WETDERY —DORIZHDIRET A2 (o) &7V 7 LET,

BMORY P —ICRIRAFDOEENH DG AT (0K 227 Y v 7 LTENDDOEH ZMHE L A%
BATLETHIORY ¥ —TRIFENTWRWERNE ZRFT DFFANIC OV T, [was
Committing Intrusion Policy Changes; update xref] Z 2 L T< 72 &\,

[ U > —1## (Policy Information) ] _X— Y NERINF T,
EROFEF—2 g /NR LT [T (Settings) ] 27V v 7 LET,
[F%E (Settings) ] X— UV NFERINET,
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FIE 8

FIE 9

FEIE 10

FIE 11

FIE 12

FEIE 13

RK—rzxxvropty B

(45 € D& i F 40 (Specific Threat Detection) ] @ [AR— k A % ¥ > H} (Portscan Detection) ] 238 %)
W TNBMME I MG T T2 DO@IREENH Y £97,

o WENANREGA . MWMEEL)]Z7 Y v 7 LET,
o BRENEYTHIEE A% (Enabled) | %7V v 7 L. [fWEED] 227V v 7 LET,

[ — b A% ¥ i H (Portscan Detection) | N— U MMFRINE T, R—V FEHD A vE—
T EKEEZEORARY U—WEZ R LET IOV TIE. Ry N7 AR Y o—F
TAIRARY O —TO LA YOMHEH(19-1 ~—=) ZZRL T EI W,

[ 2 k=L (Protocol) ] 7 4 —/V RIZ UL FO 7 a haroihb et s 7 e haLzigEl
\iﬁ_o

« [TCP]
- UDP
« ICMP
« IP

Ctrl ¥ —F 2L Shift ¥ =2 LR b7 Vv 7 FT5Z Ik THEHED Y o ha L 2ERT 5
2;@ﬁ@7ﬂFﬂ”%7U7LiTﬁHW?ﬂVﬂi7Dsz$47®%%§%bf<ﬁ
TCP Z/r L CAFX ¥ U 2T HIIL TCP A KU — LUERRHT /72> T 5 Z & UDP %#47
LTAF ¥ 2T 5ICIZUDP A Y — DALERF N> TN D T ENMETT,
?;#V547@mﬂmw]7WﬂVMQuT®¢ﬁ%@mﬂ%®ﬁ—FX#?V%%EL
o R—RAF ¥ U

o R"—hAAL—T

o TaA R—hrAFxx

o EBAR— P AFy

BE DT a b 3L E @RI E T IRIERR T 5 121%, Crl F—F 7203 Shift F—Z L7235 7
Vo2 LETREMICOVWTIE A—FAF ¥y DX A TORESBLTIIZE W,

[ L~/ (Sensitivity Level) ] U A N T AT 2 LUV (K 1 E 7213 28R L £ 5,
ROV TR EE LV DORESRL T ES N,

7 a TP OBEMR (WatchIP)] 7 4 —/V RIZ R — b AX ¥ T 7T 4 €7 4 DIEEZE
WEHRANEEELET . TRXTOXY NI —2 "I T7 4w V7 FERTHEEIT. 207 1 —
NREZEAOEEIZLET,

B—DIPT7T RLAFELIEIT RLVA Tay 7 50T TnEIZm %2~ T
XYoo/ A REIETCEETIPVEBLIOIPV6 7 KL A 7o v 7 OEHIZOWNTIEIP 7 K
VADOKAN(1-4 =) 2R L T &0,

F 7 a T [ AF v O (Ignore Scanners) ] 7 4 — /L RIZ,AF v+ & L THMET KRR
MEHELET . Xy NI —2 ETRIZT 77 4 712725 TOWRWEA NERET DI, 20D
T4 — NV REFEHLET, Z2OFA N U R MIFEEZEEE EHICEL LTI o 20niEEe
BnHOFET,

HB—OIPT7T FLAEZEFT RLA Tay 7 HornidohnbsondnnEzidliia b ~7T
KXo~ A NERETEXETIPUMBLIONIPVG6 7 RLA 7y 7 OFEHIZOWNWTIZIP T R
VADOKANI(1-4 R=) 2SR LT EE W,
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M R rxXyo 0l

FIE 14

FIE 15

>
(i)

FIE 16

F7 = ‘/ﬁ[Xﬂwy?ﬁ&@ﬁ%ﬁ(lgnore Scanned)] 7 4 —/L FIC . AF ¥ v DX —4 v F &L
THEMATEI2HRANEREELET XY NT—2 ETRIZT 7T 4 7R TRV E R N &

ETDHINE.ZOT7 4 — NV REFHALET, 2OFRA N U A ML RFEREEE & HICET LT
NERBRWEAERH Y £7,

H—OIPT7 FLAEZITIT RLA Tav s bA20MIonbondTiunE-idm b 2 b ~7T
Ko7~ A MR ETXETIPUBLIONIPVG 7 RLA 7y 7 OFEHIZOWNWTIZIP T R
VXO)%%EIJ(I-AL R=)EZBRLTLEEN,

A 7varT 2y RARN)—ATHREGEENZEy v arox=%2Flr{+ 55813, [ACK A
:"r’v/@*ﬁﬁj(DetectAckScans)]?:/71‘/72%%‘7 LET,
Sy RAMI—A By a OBHIZACK A% v U OBICESLLET R BRI 74 v 7

TREDONNT Yy MR Fry 7E3NLHRy N =27 TR Tc A XU R ERINA BT,

KU o — DR, n‘ﬁ%mmh%%m&zﬁ FIAZVATA XY v allEBBEE LI EFOK
TEFEITLET I OWTIT. BA O LR ) =BT OfET (18-16 X—) SR L T

<TEEW,

N—hAF % A _X MZDONT

5 A &> X :Protection

R— P AFy VRN EZIC R > TV TH, Y=k L—# ID(GID) 122 & Snort® ID (SID) 1 ~ 27
ENTN—NVEADZLRTIE AN LTEER— MR XA T DA X
DNVESBHRLTLIEEN,

DENIDRE

v MIARENEE A IOV TIL LV — WREEO R E (2722 X—
ER—=FAFR Y XA TR L THEIITT DM

PIFoROIZ) Fat ¥ L—)L SIDJFIZ
ERBHBHTY Tat vy L—LDOSIDEY A FLET,

2 285 P— P X F ¥ M SID (GID:122)
R—FRXF¥r |[[Frban VA NA=R A ¥
A (Protocol)]: B L~ SID
R—hAFx > |[TCP] & (Low) 1
Fa hE7-i1dE 5
UDP 15 (Low) 17
hE 723 21
ICMP 1 (Low) ARV NEERLEE A,
FEZIEE AR MEERLERA,
P 1 (Low) 9
hE 723 13
R—hAA—7 |[TCP] 15 (Low) 3,27
HEIEE 7
UDP 1% (Low) 19
SE e 23
ICMP 15 (Low) 25
SR 26
P 1 (Low) 11
SR e 15
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R—FRE ¥ OBH

Z 28-5 H— pF X F ¥ HH SID (GID:122) (J2)
R—rRXF¥y |[[FBr Iz 7Y Futky¥ r—v
AT (Protocol)]: B L~ SID
FaA R— kA |[TCP] 1 (Low) 2
Xy mEiEE (6]
UDP & (Low) 18
FEiEE 22
ICMP 1 (Low) AR REERLETA,
FEiEE AR NEERLETA,
Ip & (Low) 10
mEiEE 18
SRR — k& |[TCP] & (Low) 4
¥y hE 7213 8
UbP & (Low) 20
hmE -3 24
ICMP & (Low) AR NEERLERTA,
FEEIEE AR NEERLERTA,
Ip & (Low) 12
FEEIEE 16

BT 27) Yotk b— L E2HBNTDHER—MAFY Y T 4T 7 XIZE o> TRAANR
VNBEREND LR ET EREINTEA R MIMOTRTORAAL R MERU K
INCRRTEET  ZEL A= FRAF Y ARV DOy b Ea—ZERENDHRITAM
DEATDIRAANRY FEFRRVEST 2T AR FAF Y A X bORT v B
Ea—lZRRENDT 4=V FE ZNHDOT7 4 — /L FOFEREFEHL TRy NU—2 TiTb
Nli=7a—708 A4 72 EET L HEERLET,

BAARF Ea—Z2ZHBRIC A= FAXFYy AXVEDORTYy h Ea—F TCRIAT T
LET,

HR—= M AF v A X MIEBEONT Y MZESLK D BH—DR— b 2AF ¥ Ny b &
Ao —RT5Z LI TEERAZE L A=Ay Xy b Ba—TC HHRRERT
RTONRT Y MEMEZHRTEET,

AR IR — N AR Y UERT 4 T2 ZIT Lo TERSWES, 71 b 2% 513 255 (0
EENET. T 74N TR AP AF Y HFEOT b2/ V3T b EEA, L
73 T, Internet Assigned Numbers Authority IANA) (21X 70 F 2LV FBSRE D B ToRERA,
IANA TiE 255 # TRIFE G L LTHREL TV DD A= FAF ¥ o AR P TR ZDOA R
MZBEMT BN TWVEESRRN L 2RI 72O, ZOFFPHEMINET,

UTORIC A= FAFY U AR FONT Y b Ea—ICRRINDIEREZLHMLET,

Z 28-6 F— P RF 2 Ny p Bz —

LE: A

Device AR MR LTZT N A,

iRF ) (Time) A X RIRFEAE LT REA

Av— TV Futy Lo TEMRSNTZA N F AykE—,
(Message)
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WE  BHEOBREOBRH |

L— hR—REEDR;IE

# 286 N— P RFF Ny f Bz — (L)

g B

v —Z [P A%y AR RDIP T FL A,

%1 5% IP AF ¥ U ENTERARDIPT RLUA,

(Destination IP)

TIAFTIVT 4 | AFX ¥ SR A NDDOGERE (TCP RSTICMP EZ#EREER E) D

717 > |k (Priority
Count)

B BEISEDOEN LT IEZNEE T4 F VT 4 h o FREL R
Dij‘o

ES TR RANETT 77 4 7 1a B, Z OMEILTCP X0 IP 72 £ DEEfii~— A D

(Connection AX ¥y LY IEMHETT,

Count)

IPH T AP | AFX ¥ UXROBA MIEERTLIP T RUARERE INZEE, 72 & 2

Count) X PP T RLUANR10.1.112EFEHDIP T KL AA10.1.1.2.3F&FH D
IP7 RLVAMN10.1.1.1 DFAIP I T MI3 &40 £9,
TaXTRLDNS U —NRREDT I T 47 KA BFTIE, ZOEEIZZE T
FEHETIIDY ¥ A,

AX X T/AX Y | AX Y URBEANELITAT Y VB A N (RAX v DX A TITHRATF)

VRBRIPEIFH | OIP T RLUADOHH, R— b AL —TORE ZDOT 4 — L RiIZiTAF ¥

(Scanner/Scanned |V XHAAMDIP 7 L ARPFANRENE T R— M A% ¥ VDOFEIL.

IP Range) AFx AR ARDOIP 7 R LRGP RS NVET,

A=K7 ha [TCPBILUOUDP R— FAX ¥ L OBEAIFZ AX ¥ o /HEDR— NPNEE

I Ry AV ENFEETT . e 2IE AF v SN BYIOR— RN 80.2FH D

(Port/Proto AR— b2 8080.3 FHDHR— FNHFNE DHFAE . A—F BT ME3 &7

Count) D E9,

IP70 b iR—hAF ¥V OBAIT AT Y URHREA R MOERT D72
DI ENFE7 0 ha LN EFE SRR TT,

N—h7a k=

TCP B LUUDP R — h A X ¥ L OEEIT AT v o SR — - O#iH

JL# B (Port/Proto | T,

Range) IP 71 b2l F— R A% ¢ U OBPEIE AT ¥ VR RAE A b ~OBEGERAT
THEHAESHEZIP 7 a ha/LESO&MH T,

BIWVWTWAR— | Ay A A R THANLETCP R—h, 2D 7 4 —)L Rl AR— k&

I (Open Ports)

F ¥ T1OUEORENNIZA— BRSNS EICOBRFITRENET,

L — MR—ALEEDOFSIE

5 A &> X :Protection

b— b RN AR LT RO T BRAAT O O ORERITICIKF T 2D Z L T
FTob— b XR=Z2DOMHEEZHEMNT 5 LT L— F XR=RLBENMTOA TS Z &2kt

UVHBENFEAET D D LIRS TEET F BN E 2 RIFEF OMHREICR S Z &
MTEET, L= F RXR=ADORHERET 2 HEOFHMCOVWTI UTO ey 7 22 LT

<TZEwy,

o L— Kk RXR—=2FEDEL 2D\ T(28-11 X—2)
o L—h R—=AKEHIEEZDMD T 4L H (28-14 _X—)
o L— b RN— ZWERH I DFLE (28-20 X—7)
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L— pr—zxgop: B

o B — LIRAEIZ DN T (27-33 X—)
o EIL— LIRBE DR E (27-34 X—73)

L — F R— RO IEIZHOVWT

7 A & X :Protection

L—F R—=R Ty N FEEDEXY NI 5RO —5RETH LT Xy hU—J F
DRANEXRE LIBWELRT 77487 4 ZRHTEET A T4 E— FTEMINT
WDTNAATZOMREEZHEHT 2 L BBEOHIMIZT L — PR—AKBET o v 7 L . ZDH%
AR INETEAR LTI T 74 v 7% Ry 7 LAEWIREIZEYET,

L— bk R=2 DRI RE IR ST 7 v 7 NE— 2@ L EROERICKT 52D
T T 4w DRBEERNRICHZ LD ELET, RIC, L— b R=RKERITRDOWT )
ORMERH Y £,

s fEED RN T7 4y 7 T Xy NU—2 EORA MR LTI ZRARTE THERNFEET D, 2
UL SYN 77 v FHBZEIRL £,

SYN WO 2R ET DITIL . SYN BZOM 1k (28-13 X—) 2B L T2 &,

c EBEDORNTF 74w 7T Xy NI —27 FORA ML CEEAESENRAET S, 2T
TCP/IP #5ft 7 7 v R A EWR L 7,

FRIRFEERL DR & 5% B3 A 1213, RIRFEER O il (28-13 X—) &R L T &0,

e 1 DU EDOEHEDNHEIP T RLA~ND NI 7 4 w7 F231 DU EOKEDEETIP T
RLAMWSD RNT T 4w 7 T IA—ILEDO—HIBRNCHRET S,
FEICE IS — A DB L — WIRTE 2 R E T A 11X B L — WVIRIE DR E (27-34 ~—
NEZBRLTLLIEEN,

« TRTOINTI 74 w7 T HEDNL—ILEDO—FNBRNCRKET S,
=)L R— 2 OEIFY L — VIREEEZ R T T DI BRIV — W REEDRE (27-34 X—) 25
L TLEEN,

Xy FT =2 5HARY =T AU > —2KIZx LT SYN 7 7 v R 721 TCP/IP #fi 7

Ty FOBREEHRETEET RARY O—TlH flHlx DRALV—LEZIETTY Tt vt L—
ML TL—hF RXR=RA T4 N EERETEET N —/A135:1 BEIY 1352 IZFEHTL— b
NR—=2 T4 VA ZBEMLTH ZRITH Y FHAGID:135 DIL—VTIE. 7 T4 T v b & %E
fﬁ@1ﬁ\‘ﬁ‘—/<%ﬁ5‘6@@k LCHEH Li‘é‘ﬁi{ﬁﬂﬂ:ou\fgi\ TSYN Z0H 00 s 11- (28-13 ~2— ) |

%\V—l\f\—z TANZIZIZ LTy R— Z\/F#ainiﬁ“

o RUYT—BERELITINV—I R—RADEFI/IBILEOREDLE . Y NTV—27 T RLAD
BE

o BEOWEBLUNDONL—L—FHDh T b LTHREZINDHNL—IL—FFR

e L— BB LEGAEICETTOH LT v a v

AU —BEIIH LTl —F R=2E2RETDHE VAT ATV — F X— AL L
TR TCANRNY MEERLET A TA VHEATIE ATYa LTI 74 /775: [N
T2 b TEET MHEMAOL— ML — b R=RA T I v a rERETDHHAIL AN
> b &4 % (Generate Events) . [ K2 > 7 L CA X s &[T % (Drop and Generate
Events) |. [EE4&HIZT % (Disable) ] D 3 2D 9 H v BIBIR TE £ 97,

e AALTTUMELLTRESNDT V7 ¥ a v Ok

Cisco ASA with FirePOWER Services 2 — W VEBRBRENA F 1



WE  BHEOBREOBRH |

L— hR—REEDR;IE

HLWT 7 va i Blihansd & L— b FoMBNICHRESINZL— 2 FE->TH ., #
ALT T NMIETDHIETHHEINDZ CICEBRLTLSEEW XA 27y MBI T L, L —
FALEVEL FE> TWAEE NL—ILDT 7 a A ANEFDNL— VIR E ST 7
VaVIERVET AR —BERICEH SN AR EDLE. T /v a ik N T T v 7 B
TLHEADONV—NDT 7 a @GV ET, BT L7 7 arBRdnud. 7 sy a sidER
EhEd,

AT VROV — N X—=Z2OKEPHENIT K EE R E 3K T ey 735 X9
ICRETEET, L— F XR=RDOFEMEHINTWRWIGEE V—D [ X FEAEKRT D
(Generate Events) | IR E SN TWIUEA XV PRERENETHN Ny bR Fay7XEns
ZEEBVETATELEEN T T4 7B Lb— h XR=ZDREERNHREI N L—L L —
BLELGER. ZOL I RN — RN [Ke vy 7 LTA X & ARKT % (Drop and
Generate Events) | IZERESN TR LTHO L— s T2 a7 77 4 7 HHIEIC
Nry bRy PRETEINET,

L— K R=2DT 7 ¥ a X B\ — L2/ L2 (B — v b —F L= b T
T4l EFRay L) TCEERAZEL AR — LUV TL—h "= T VX E&
ET D& FE LN OBEIZ24D SYN /N7~ N E 721X SYN/ACK A V2T 7 v a ks
Lh T 7407 LTANY FEART I AXRVIEERLTCN I 7472 Ky
THZLENTEET,

FICA— 5t L TEEDOL— K R=2DT7 4 VA2 HEHRTEXETARARY U—I2FEIN
T DT 4V Z IR BEWVELERED Y TOoNET 2200 —F X=X T 4 )LHX T

LAV BREAT ARSI RYDOL— N R—RX T4 NANEZDT I arRNEFINS D LICEE
LTLEEWV AR AR =Rk T DL —F "= 7 4 H Ll x DL—VIZFRE S
NEL— s RXR—=R T4 VEBRFEETIHEEIL. A V=D L — F R—2 7 ¢ )L F MBS X
nEI,

WORNE BBEENRANMZT Z7EALLYI ELTWAHIZRLTNWET NAT— REMRHL
ot rifT iR END L L— b NR—=RLBEHIENFRES NI L—LBN ) T—8h
F7J,L— F XR=ZXDOFEIL N —/L—FD 10 I 5 BIFAE LR T V—VEEL [ R

7y 7L TA Xy h&ARMT D (Drop and Generate Events) ] (A L &9, H LV Lb— Vg IX
15 BkicH A 77 b LET,

ZALT T Mg ZEDONNTy MIF%EDOL—h X=2DY 7Y o THIRIZFe y 7a3n5
CEICHEBL T ESW YT S L= MRBEEREEOY 7Y IO LE
B% LE > TWDGEAEIEH LT 7 v a Bk InET LT 7 a o4 X
NOERIT 7> a VICREND DX T U THMORETHRICY Ty v 7 L— a3 L
FVWEZ FE> TWBHADHTT,

Il Cisco ASA with FirePOWER Services 2 — U /VEBEBREN A F



| 288 HKEOBHBROMH

123455

Packat - '
Malches | IYYYYY
Rule? |: :

Drop? NhN NN

Alart? EWYYY

{  Ratebased
i samplifig period

L—r— %o M

7891011121314 1516 17181920 21 22 2324 25 26 27 28 293031 32 33 3435

¥ BYYYYr¥yYy ¥¥¥y YYEY YY i ¥y

it ‘l';‘r”l"‘r”r”l”l"‘l" YYYY YY) ¥Yi NN N

porsenkiinssrase
-
-

Y ‘r’i\""r’\"'"f"n""r"‘n" r¥¥Y Yy ¥y Y ¥YY ¥

Rale-basead
sampling period

Rate-based
sampling penod

v

Rate-based timeout

| VPP T——

ar2204

Rate-based: Count = 5, Seconds = 10, New Action = Alert and Drop, Timeout = 15

SYN K& DS 1k

FIRFBEE I

7 A & X :Protection

Fy T =T DHRAN%ESYN 77w RInOARET HITIL . SYN HEIEA T > a o Z2FH L
FI, —FEHMFICREDO Ny O E R HADRA NERITRY FT—7 21K
PRETLILENTEFT Ry THEADT AL ATIE ARV MEARTEET AT A
VEADTNAATHARERSYy e Ray 77528 TEET 4477 MO
W TR L — FERICZE LS Ro TV IR A XY FOERB IOy vy O Ra v 7'Mz
IELET,

TEZF N DDIPT RUANLD SYN /7y NORKFFEEZ 10 ICHE L, 2O L EWMEIC
ETHE ZDIPT RLANLDOLUREORRE 60 7oy 735X 9ICRETEET,

DX T arERNNCTEE N—NI135 T VT 4 TRV ET, ZDON— L EFEITT
JT 4 7L THIREH Y A N— WIRREIXHEIZ [#%) (Disabled)] & L TSN AT
SINDHZEEBVERTA ZOF SV a v BERIIT H & ERINTZ L — LR L72E
BT I—NC Lo TARY bV ERR SN ET,

7 A & X :Protection

X hT—27 EOKRANTO TCP/P #fi ki x KRS 5 Z & T, % — b A% (DoS) B, = —
FICL DR T 77T 4 €T 4 ZIETCEET VAT AN FEEDIPT RV AEIET RLA
HH CIEFITITON TV AR NRE SNTHFRICE LI E2RHT 5 & UBOERIC
L TAR MEAERLET XA 27 7 MIBBAH T T2 ETIE, L— FEREICELRLS 2o
Th b=k N=ZDA Xy MERBPFATENET A v T A VEATIE L— FREB S A L
TORNIRAZETRTy b Rry T2 ICRETEET,

T2 ZIE 1 DDIP T RUANDL ORIFFER ORRKTEEE 10 IZHEEL, 2O L EVMEIZET
HE.ZDOIPT RLANLDOLUBEORERZ 60 W7 e v 7T L) ICRETEET,
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W R RKBOBIE

DX T arEAENNTHEN—NIBS2ET I T 4 TR ET, ZON— )L FEITT
T 47 LTHEIRITIH 0 AL — WRBEILEIZ [#E%) (Disabled)] & L TERIN LT
SNHZ LTV ERA ZOF TV a v EAENMNITHE ERINT L — MERMEAEE LK
MRTII— T > TA Ry bERRSET,

L— K R—RKEFHIEE FDOMMD T 0V H

7 A & X :Protection

FNFT7 47 BEREIFZVAT APERT 24N FET7 42 ) 7T 5FBE LT
detection_ filter F—U— R LEVWEBLIOMHE#ELHEHTEET, L— b X—RKEL 1L
{jAﬁZET{i)ﬂT%) Z E %)\ L% 11‘1@1%5&\*[[]%”\ if’_li detection filter F—U— }\k{i%‘&zfﬁ
HEbETHENTLIZ b TEET,

FERZOWTIE LT ol 22 L T &0,

o L— b R_N—2LBPIEEHRET oY) T (28-14 X—2)

o HIHYL— LARAE & L & WM E 721Xl (28-15 ~—)

o RV T—RAERDOL—F XR—2EH & L X VMEREAR E 7213 (28-17 <X—)
o BEHEOTANEY T FHEICLD L — b RX— AR (28-18 X—)

L— N R_R—2RKERHIEE BB T 4 NVHZ Y T

7 A & X :Protection

detection filter F—U—RKEMHEHIT DL \?Efﬁﬂ@%qﬁfﬁqu§:/1/‘—ll/*ﬁ@ L& Iﬂ{ﬁc:%ﬁ‘é ES
T b—ViZ MY H— éﬂi“ﬁ_‘/\/ JL— Lz detection filter XF—U— ]\ﬁsa iﬂf‘/\éﬁl/\
VAT NIEEOHE N — DY — LT B EIE Sy FOBEBILET, VAT A
TZEDONL—=MZHONT FFEDKEEILIP 7 RLANDLOE v M EIIRFEDSEIP 7 R L
ANbDE Yy MiaI v FTEET, L— b= DL — el T 5 & T —/VIZH
T DA MBS IET,

UTICHEER TN T+ —A a7 A 2T 5042 RLET, /AT — RORBRHRITHA
7(f‘7’1n< NIREND & VI Ry AV N ] ;Ei‘ﬁiﬂéj’bﬁ_ detection filter F—U— K¢ Euij’/l/“—/l/ﬁ‘ U
7’7 SNET, ZOA—MTIE, L— b R— ABCER IR AR E STV ET, 10 BLNIZL— 1

I5EEy hTHEL— N RX—RADOREICELY S—VEMER 20 PH.[Rr vy LTA XY
]\ %% % (Drop and Generate Events) ] IZZEH SV E 7,

PUIRESNTND XIS D SHD/r y FBA— =B L ThH A X MIEK SN E
T A, ZiE, L— A detection filter F—U— RCTHREINL— FEBIRTHET L—
(=) ﬁ%éﬂfib‘f:&)'@‘?oﬂ/wﬂ/bi MU T—=ENbDE ANy MEAPRIBENET N .6
WZS5EORry EREIRTHETIE L— N XR—=2ADEHECL>TH LW L—LE LT[ Fr Yy
FLTA Ry hEAERT % (Drop and Generate Events) | 28 b U H— S5 Z LiddH D £H A,

L— bk R=ZADFKEE KT DE AN IRERSNT Ay y bR ey EnEd, 2
.= X—=Z2DX A LT MIBNET L. DL — PR LEVERMIZ/2AETHREE
T 20 R RBTHE L= R—=AT I arBDEA LT T MIBRVET XA LT U MR
L ZFONTy MIgEO L — s XR—=2ADH 7Y UM Fry &3NS 2 EICEELT
STPEWEALT T NRRELEBET AV Va3 L— MNIFTiOY 7Y o 7 #IR
DLEVMEL— FEHBIBLTWALED . L— N XR—2DT7 7L a AIBITSNnE T,
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L— tx—2%gopEr B

[Seconds|12345 678910111213 14 15 16 17 18 19 20 21 22 23 24 25 2627282030 3132 33 3435

Rule
Triggers

Packet : : : : :
Matches\NNNNNi H EREN:NEEN:ANE B FYYYyry ¥ ¥: ¥ ¥|¥
Rule? H : I : :

Dmﬂ| NNNNE N ONNNNIYYYYIYYYY  Yyyyyyyyiy vivy v|y

ABMIZIINNNNN |y yYYYIYYYYIYYY Y  YYYYYYYYY Y Y Y|v ;
Detact E : : : Detect |
filter ; : i : fiter |
sampling H : : i s.ampllng '
period E : : : period !
e f . f 5 K >
: Rate-baged : Rate-based i :  Rate-based :
: sampling pirlod : sampling period : : sampling period i
L - = = -
: Rate-based timeout :
= -
Detection_filter Keyword: Count = 5, Seconds = 30
=
Rate-based: Count = 5, Seconds = 10, New Action = Alert and Drop, Timeout = 15 ﬁ
(=)

ZOBNTIFIRENTHWERAN[Fe v 7 L TA X2 b4 T 5 (Drop and Generate Events) |
JL—)VIRRE% detection filter ¥ — U — RELHMAFOETHHTHZ LT L—LDE v MM
DIEDL—MNIETDHERNT T4 v 7D Ry TRHBENDL LT HIENTEL L
WHEBLTLKEIWV =L — b R=ZAOREEZEHTH0E 5 0ERET HEIX LV—
NE[Rr Y7L TAXy b &AFT 5 (Drop and Generate Events) | (2% E L 7= 5A OfE R &
detection_ filter ¥F—U— P%@@fi%é@%%?ﬁi‘ﬁ CThHHMNE 5 VAR H 5 U‘li{%]\/‘ﬁ )
U—TL—h XA LT MNOREEEHTOILELRDHHNE I DERF LT 230, 35/
WZOWTIE L= /VIREEDFR T (27-22 X—V) SR L TLIE &0,

B L —/LIRRE & U & WM 72 133
Z A & X :Protection

LEVMER X O 2 H L COV—VIZBT 54 X MBREIOEEFIRT 5, 720134 R
F@En a2 —Eld 5 Z Sk 0 GRS Ry RN ERESNARNE LT A ENTEET,
LEVMEE I CHERTRER A 7Y g VOFEMIZ OV T A X2 b LEVEORE (27-25 ~L—
D)BIOMRARY »— T L Ol O E (27-30 X—) A SH LT E I,

WM Z L — I CHEHAT D E VAT LI L— s R—2ADT 7 a U PNEREINFZELTH. F
D=V T A FMEHE L TE2TRXTOIPT FLAIZLTEIHILET, 7. L
TVMEE L— F X=X DEAEL OO AT I HITEMEICR Y £7,
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W R RKBOBIE

LRI HEBEERN TN — T+ —A vl A vt 2602 R LET RATV—=RERHL XD
LIBRITHAEBVIRENDE & L —F R—=AKBHIENRBRESINTZLV—VN R H— éi’biﬁ‘

10 WUNIZ L=z 5l y b T 58 L—F R=2DFTEIZL Y J—VEMED 15 B[

7wy 7 LCA X2 h&AERKT 5 (Drop and Generate Events) | ICAE S E T, S 512, ER Lé‘b\
EIZE Y V=V THERITREZR A X2 N O 23 BT 10 IZHIR S E T,

IR ENTWD X2 D 5Dy R —FTDHE —iFA X hEERLE
TSSOy P3N — =B L% . L— N XR—=2ADEERF LT 7 a L LT[R
1y 7 LTCA Xy h&AERT 5 (Drop and Generate Events)] 2 b U 71— L KD 5B D37 > b
DB — =B LTeRE R CTA R RBRER SN X7y hE2 Ry 7 LETA0BB O v B
PL— V=T H L ERLEXVWEICET A0, VAT AMIERY O v MTOWTEA X
VREARTLHZ R Fry P LET,

574 AT Rl FORry MIgEOL—F R—=20W 7Y o FHBC Fa v 7 ézné

ZEICEBELTLKEESW, T T b— FRBEE R ERIEIOYS Y v IR
MEI/~ NEBZEHBARIT T LT 7 a BTSN ET HLWT 7 v a URED [4«“
v &I S (Generate Events) ] 77 & 3 VIZRESNDDIL o7V v I HIRI OS5 T RIZY
YINY T L= ERLEVEE FHES> TWALEDOHRTT,

Seconds|1 234567891011 121314151617 181920 21222324 2526 27 28 29 3031 32333435

Packet
Malches
Rule?

Drop?

Alart?
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I :
!"r"'r”'r”'r“r’f Y Y YYYYYYYYYYYYYYYYY ’ YEY ¥Y Y
| : : : - .
i i ; i
| i : . '
iNNNNN: Y Y YrYrYyyYyyyYyYry¥yiryy ) ‘r’iN MM N
| H i . :
h’ i YFYYNNNNNNNNNNNN;NNN . Yi"l"‘l"f" i1}
| : i : ' :
! Rate—é:rased : Rate-based : Rate-based :
i sampling period sampling period i sampling period i
i : & - = >
Rate-based timeout :
o .
' Threshold period ' Threshold period ...
= = -

Rate-based: Count = 5, Seconds = 10, New Action = Alert and Drop, Timeout = 15

203

Thresholding: Limit = 10, Seconds = 23

COFNCIIRENRTOVERAN, LEVEICE LA L—F R—Z2DO BB L >THLWT
I ar NI —ENTEHE VAT ART 7y a UPNERESNZZ EERTH DA R
FNEARTHZEICHEELTL IV, LERST e 2T ERELEVWED 10 I2EL TV X
TEANARY NOEREELEL I4FBONRry NCTT 72 a B[4 Xy hEAEKT D
(Generate Events)] 725 [ Rt 7L TA N2 k&[T % (Drop and Generate Events) ] (22 # &
NBETVATAET 7 varNEREINTZZ EE2RT IIEFRBDOARY AR LET,
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L— tx—2%gopEr B

WY =D L — b R=RfRE & U E VWERERR X 72 13804l

Z A &> A :Protection

L& VMEFR L OMIH 26 LT E I 721356 81T 5 4 X Ml O ZHIRT 50, £
Pl = O AN i 31 et w1 11131 s P it LV BG5F P GENV N/AY2 S35 =W (WA L T ol B e s S
NTEXFET, LEVEEMGEI CHEMARERA TV a VOISOV TIE, 77— L LEVWHED
BRIE(29-3 =) ARV FLEVHEDOREE (2725 X—) BIOMBRAKRY > —Z & O o
REQTI0RX—I) S L TLEEN,

IH B — A I N TWBEEE R v —2KE IV VEFED L — b XR—=ZXADEEIZ
FoT b= FR=2DT7 7 v a v PNEEINTZELTH S THTXTOIPT R LA TxH
LCEDONL— VBT B A Xy MBEAIH SN ET, ~F  LEWEE L— h R—2D UL
OO EAEFIT S SITEHEIC Y 97,

UFIZ Ry FU—27 EORZ M LT KBS DY — & 2% (DoS) B 2 14T 2 #i] 2 7R
LET R UEFEILNDEZEDAR A MK L CRRHER D TS & AU > —2K o [[FRHE

e Dl (Control Simultaneous Connections) ] s/ EN b U H— SN F T, ZDOFREIX. 1 DDOEE

TEO DOEFREN 10 TS DIZETDHE ARV EERLTEEOLD N T 747 % R
2y 7 LET,E6IC. 7= UL ERLUEVEIZE Y b —/VE T35 E TAERMPTRER A N

s O 20 FRIT 10 FHIZHIBB SV E T,

CORIRENTWAE IV RY V—BEROREICLY T HHD 10 HDO 7 v M
FHLTARINEREN. VT 74 M Ry 7ENFETLI0EE O v R A— 12—
BT HE  FRBLXVMEICET SO VAT ATEY Oy MTOWTIEA Ry M2 AR
FICRFey 7 LET,

AALT U ML 2Oy MI#BEDOL— bk R=Z2ADH 7Y I Fey 7Eans
ZrICEE LS S EREL— R BIEE IR0 Y Y o IO L
XVWVMEL—FZ2BBELTWAEAS L—F RXR—2ADT7 7> a kB4R FoERE VT
T4 DRy RN EITENET . L—F RXR=A T a rnNEETLIOE T T
HMNET LERE T o) o T EnN-L— R LEVWEL — R &2 FEl> TWAES DL
‘/C\“j—o
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W R RKBOBIE

"I 234567891011121314 1516 17 1819 20 21 22 23 24 25 26 27 28 20 3031 32 33 34

| Packet
Matches

Rule?

Drop?

g

Alert?

Y¥yy Y YTYYYYYYYYYVYYYV“{YY Ti‘f‘ ¥YY ¥
i | i
EI‘.ITN.IMI‘.IN Y WAYYYYYYYYYYYYYY%YYY Yi"r‘ YN N
E ' : ]
INNNNN Y VY YYYYYYYNNNNNNNNNN yivyy v
1 i : 1 3
! : . {
: Rate-based Rate-based " Rate-based 3
E sampling period 1 sampling pann-d i sampling period i
" 2 : =
i Rate-based timeout Rate-based timeout :
o - - -
. Thrashold pariod . Thrashold period ...
= = -

Rate-based: Count =5, Seconds = 10, New Action = Alert and Drop, Timeout = 15

Thresholding: Limit = 10, Seconds = 20

arzzon

ZOBNTIIRENTHERAN, LEVEICE LA/ L—F R—=2ADHEMEIZ L > THLWT
V] /7b> )T —=ENTHA VAT AIT 7 a v DNEFRSNT-Z L 2RTH O Xy
FEAERTAHZLITHEE LT EEW, LR > T eI EBLEVVED 10 ITEL TR
TEANARY NOEREEIEL 4FBORSy FTT 7 a P [Fry X LTAXY MaAg
%9 % (Drop and Generate Events) | ICEL EN D & VAT AEIT 7 v a v NERISNZ &%
RTILFEAOA R FEARKLET,

BEDT7 4 NZ Y o THEIZE D L— b N—Z

Cisco ASA with FirePOWER Services 2 — U /VEBBREH A F
28-18

7 A4 & X :Protection

detection_filter F—T— K, L/g“/\{lﬁ*%ﬁki 72l B L — F X—2x DIEREDF ~TH
FCRT7 74w Z7ICEAEND EWVIRADRET LI EHH Y £ WHl 2 /L — Vi@
DL L= R=ADEFENRFEELTH FEEDIP T R LR 5 A~ b OAERITHH &
nE,

DT HEENR T V— T +—RA B 7 A& T 56T detection filter ¥ — T — K|
L= R=2DT7 4 V&) 7 BLOLEWVENHAERT2HGEHHALE T XA T—FR
OBREFRITHRERYIEIND E T IR SICERESNTZ detection filter ¥— VU — F it
1/~/1/7j> MU A—SNET, ZDN—IT ci L— b RSB ESHTNET, 20

RETIZ S BRI V— Db v MRS 5 IZET D & A— VRN 30 . [ Rr >y 7 LTA
/\“‘/ ~ %EE)‘Z?‘% (Drop and Generate Events) | ICEE INFE T, I HI1C, FRLEVWMEIZL Y
= K5 THEREIND A X2 ME 30 /T 10 HHizHIfR S E T,
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L—r— %o M

MIZRENTHD LI RO SOy RRL— Il —F L TH ., A > M@EIfThh
i“ﬁ‘}uo %ﬂﬂi\detection_filter F—U— ]\Tj:ﬁﬁéﬂfi L— ]\ %ﬂeﬁi@ﬁ—éiﬁ\/l/‘—ﬂ/{i ]\
U H=ENRNCD T = AR YT —ERDE AN MEMBRBENE T, S HIC
SOy FAEBTHETIE L—h XR=2DOHEHEIZL->THRLWVWIL—LE LT[ FrY T
LCA X h&ARKT % (Drop and Generate Events) ] 28 h U F—SN A Z &iEb D FHA, L—
b R=Z DRI INDE AT AN EELS ISEA O v MR LTA R b
EERL Ty b Ry P LETASEB Oy RBL—WZ—8T 25 &, BERL & VVE
WCET DO VAT AEIRY ONRT Y MZOWTIEFEA R b EAKETIC ey 7 LET,

L= b R=2ADZA LT 7 FREELTRIT.ZNIIH L=k X=2DH 7Y > 7 HiiH
PoNTy RGIERE PRy 7SN ZEICER LTSSV, 7Y 7 L— RO
Yo7V THBTICLEVEL — FEBRAELGAIE LW 2y a VBFIT S ET,

|Semnds|1 234567891011121314 151617181920 2122 2324 25 26 27 28 29 30313233 3435

Rule
Triggers
Packet ’ i :
Matches | NNNNMN ¥ YYYYyY¥ryryy:¥YyYyy r¥rYrrYryy¥vyy : : ¥I ¥ ¥YY |
Rula? ; : ; ! : !
Drop? | NNNNN § N NNNMYYYY{YYYY YYYYYYY | Y| ¥ oYY i
Alert? | NNNNN | Y YYYYIYYYY] YNNN NNNNNNN 0 F Yl vy vy
Detect : : i ' Detect
fiter a a s fer |
sampling | i i : sampling 1§
pariod : ' : : period !
" : : : : : " > |
i . Rate-based ; Rate-based ' : Rate-based :
i, sampling period ; sampling period : :sampling period ;
[ - - - : ]
H Rate-based timeout :
= |
. Threshold period Threshold period ...
[ LF .

Detection_filter Keyword: Count = 5, Seconds = 30

Rate-based: Count =5, Seconds = 10, New Action = Alert and Drop, Timeout = 15

Thresholding: Limit = 10, Seconds = 20

ar2an
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W R RKBOBIE

L— b N—RKEEP1E DR E

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIg 7

FIE 8

5 A &> X :Protection

AY— LTl — f R—2AKEL[ L E#HETHIET.SYN 7Ty RIBEEHIETE
T RFEDEE L D OB 2Bk, F 7T E D ~OmE e allk3+5 2 £ T
F9,

L— b R— R OBRE

Admin/Intrusion Admin

[7% i€ (Configuration) ] > [ASA FirePOWER #% i& (ASA FirePOWER Configuration)] > [ VU v/ —
(Policies)] > [7 7 A = ha—/L 7K U ¥— (Access Control Policy) ] DNAIZIRIN L £ 7,

[727&®A = ha—/L KU 2 —(Access Control Policy) ] X— U NHERINET,

WMET LT 7R ar b= R —DRICHLIMET A2 (o) &7 ) v 7 LET,
TR arvba— LR — T 4 ERFRINET,

[FEAIER F (Advanced)] # 7 28R L £7°,

TR arybur— R —OFMEES—UNEREINET,

[*y U —27 5581 12 AR Y 2 — (Network Analysis and Intrusion Policies) ] DR{IZ & D fREE T A
av (g &7V LET,

[y T —27 5587 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7" o ¢
YRUBRRINET,

(%Y BT =275 AR Y >— U A I (Network Analysis Policy List) ] 22 U v 7 L7,

[Fry hU =758 Y >— U A b (Network Analysis Policy List) | iR > 77 » 7 v ¢ v RURE
SENET,

WRETDEIRY —DORIZHDIRET A2 (o) &7V 7 LET,

BIORY O —ICRRFEOEERH HHEEIL[0K]I 27V v 7 LTENS DEFEZE L A%
FATLETHIORY O —TCORRFEOEREDRGEFIEZOWNTUL A DOMR EARY o —F
DOFEE (18-16 X—) S L T2 &0,

[ U > —1## (Policy Information) ] _X— Y NERINF T,
EROFEF —2 g /NR T [T (Settings) ] 27 U v 7 LET,
[F%E (Settings) | X— UV MNERINET,

[ E D& @i 50 (Specific Threat Detection)] D N2 5 [L— kb ~N—ZBB D) Il (Rate-Based
Attack Prevention) ] WHE NI > TWAENE I DL ST LLTFD 2 2OBIE R H 0V 77,

o WENANREGA WMEEd)]Z 7Y v 7 LET,
o RENELTHILLGE . [H2) (Enabled) 127V v 7 L REEAD] 227 Vv 7 LET,

[L— ; _X— 2B D[S I (Rate-Based Attack Prevention) ] X— Y NF R INFE T, X—T FED
Ay b=V REEZTEUORARY O —BEE R LET IOV TIE . Ay T —7 AR
U —FFBARY —TO LA VYO (19-1 *—=) 2L TS0,
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FIE 9

EIE 10

FIE 11

FIE 12

FEIE 13

A

L—r— %o M

KD 2 DDOFWENDH Y £,

o BRANDTZ T vT 4T hHHMNETHIRERER 2 IZIE [SYN XEBEOR;IE (SYN
Attack Prevention)] @ FIZH 25 [BM(AdD) 1227 VU v 7 LET,

[SYN BB D1k (SYN Attack Prevention) ] # 4 7 2 7R v 7 ANFREINET,

o R 2o O A Bh IV [[RIRFEE#E O il ) (Control Simultaneous Connections) ] D T & %
CEM(AdD) 227 Y v 7 LET,

[ [5] R B2#5¢ O il 15 (Control Simultaneous Connections)] # A 7 2 7R v 7 AMFRENF T,
NZT 47 BBHT D HEERNLET,
o BFEDEREFLERIIEGEILOFMENLDOTXTO NT 7 4 v 7 &BHT 51213 B x5
(Track By)] Ko v 7" # 5 U &2 h)vi [15(5 76 (Source) ] Z3&INL [ v b T —2 (Network) ]
T4V RICH—DIPT RLVAERIEIT RLA Try 72 A LET,

o BEEDSEFEIISEDEPHA~DTXTD T 7 4 v 7 ZBIT 51203, [BY %S (Track
By)] K v ¥ U &2 D [565G (Destination) ] 238K L . [ v U —7 (Network) ]
T 4=V RIZE—DIP T RVAEIET LA Ty 72 AN LET,

AT ALKy FT—2 (Network)] 7 4 —/V RICEENDLZIPT RLAD T 7 4 v 7 %1

BNZEHT D Z EICHEE LT EEWVW, HDHEDIP 7 RLANLORESNTZL— b & #EiE

TERNT T4 I RBDIGAEFDIPT RLARIZET LA XY METWNERSINDZ LITY

FT . HE LT Ry NU—ZRET10.1.0.0/16 DE{ETLCIDR 7 1 v 7 3R E L .10 {# O [

B NP SN TA R b EART A LIV AT AZFRETDHE LET,10.1.4.21 H»

5 8 DDERABLE XH.10.1.5.10 225 6 DO BB EN TV B HEE W TIORETHE

BENTWAEGSN N T —25| 28 ZTHIZR > TWRWED AT LidA X F&AER

LEHA, —5.10.1.421 225 11 EO RIS GE SN TWAEHEE. VAT A3 10.1.421 )25

DRI LTI ANy FEARKRLET,

CIDR ZBIOVT V7 4 7 AEEZHEHT 5 HFIECOWTLIP 7 FLAOHAI(1-4 =) %

ZRRLTLEE N,

L— MBS EX N HA—E LTHEHATAL— 2R ELET,

e SYNKEBIZxITHARTEDHEASIL. [V — F(Rate)] 7 4 —/V FIZ, —EDOHHEH -1 > SYN /3
Ty MNEERELET,

o [FIRFEEGICH T HREDLE AT [V h(Count)] 7 4 — /b NI K EREL £,

L— b R—=ALBS LR EIC T D37y b Fa vy 7 925120E. [ K v 7 (Drop) ] % &R

L/ijqo

[# A4 57 D b (Timeout)] 7 4 —/V FIZ A XV MERRDOZ A L7 0 MBI ZEELE T, Z O
M Z#BT 5 & SYN SRR D 7 — BT 2D b T 7 4 v 7 ST B4 N M A
ST AHAIE ey ) EEshET,

FIE 14

HA LT T MEIZIE 1~ 1,000,000 DEEEFBECEET LAV TAVEATIE,KEWD
HALT DU MEZRET D ERA MADOERNERIIT By 7 SNDOAREERH D 7,

RY > —DRAF FREDOMSE ELOWEIE, LT AT A Fr v V2 BT ERLIEEEOK
TEFETLET MOV TIIBA ORI ER Y o —ZEROMEE (18-16 ~—) B L T
<TEEV,

Cisco ASA with FirePOWER Services 2 — W VEBRBRENA F 1



WE  BHEOBREOBRH |

W o7 7 PSR

Yoo T 47 T—HH

7 A & X :Protection

HRRER .7 LYy b h— & EIRGTFEE SR EDE T 4 7 T—XI A v H—
F v MZERIZ, EFR > TR SN D AN H D £9, 0 A7 ATILASCIL 7 % X |
DBV T 4T THIZEHT AR NERI L AEKRTE DB T 47 T—% Tak oy
NHEESNTHWET, 207 ot vy I FFICE > TR ST — 2 OMHICESL b £97,

TOVAT NI B b E IR LI NTE T 4 T F =2 HAWIIERE ISR E
NEEXov T 47 T4 (=& 2. Base6d T a— RENTE LA —NVDOIRSAT7 7
AN E)DOBRHIIITWER AL T2 & 21 Y AT DXEFEE S (555)123-4567 R L £ 28,
(555 123-4567 DX HTAR—ATHEEGHLSINT= "=V 3 v HDHVIE
<b>(555)</b>-<i>123-4567</i> D £ 9 IZ HTML 21— KBNETEHZ A=V g UidlmE LES AL
72 L. <b>(555)-123-4567</b> O X 5|2 . HTML T *T%/7éﬂ#%ﬁ@ﬂ5 Y O@mFI
a— FRBR Ao TW T S E T,

[V

Yo vT 47 T4 7Y aty P TILFTP £/ HTTP 2 L C7 v 77— FB X OF
7o — RENAHEELEN TV Microsoft Word 7 7 A VDB > T 4 7 T — X ki
T%EETO_MDEI ECHLHAIL. Word 77 A NVMWASCIL T HFAME T —~ v FREa~
Y RESTTINAN=TIT HHRIENSTT,

VAT NI T T 4 v I LT OT =% A T ERETHZ LICE ST TCP Y g
Yl T4 T T AR LET RARY =D KT —HF XA T DT T 4V Rk
TEBINTRTCOT—X XA F#EAEINL 70— )L 7 arDF 7 40 MiRTIIER
TEXFEJ,Cisco IR FRER SN LS HEHENLET—X XA 7EABELTCOET, h A
LT =8 BT HAERT HZ L BARETT,

ﬁyv%47?~&®ﬁuﬁmﬂy#wewi%f~5547 M ONET KT —

B AATOR T 47 T—EBEEAN NEREEDNCTDICIE.EDOT—F XA 7ITH
ETéTUfnty#w~w%ﬁﬁmbitﬁﬁu~y®uV&%ﬁmﬁé&tyy%47
F—H =T 4 NE ) T ENTZE 2 — [Jb—/L (Rules) | X—VICERENET, 2D

Ea—T V=NV EANEITEDCLIZY ZOMDONL— VEMEEZRE LY TEET,
ERERARY —IRET DR ENDA TV a VIS ko T 7 =4 44 7Bl
BN N— A RENNIIR > TN TR VT 47 T =2 RPN EN > TV DAL BHE)
et T7 47 77— 7V ety 2GRN T L5 ENTEET,
FHAIZOWTIE OB EHAZRL T Z3 W,

o BUVT 4T FT—HBHDEA(28-23 X—)

s =TT 4T TR A T Y DR (28-23 X—)

o HBT —H Z AT FT T a DN (28-24 ~—)

o EFRMEHLT—H B ATOMA (2825 2—)

o BET — 2R ORRE (28-27 X—)

o EZAHWBOT SV — gy Fa haLmiEiR (28-29 X—)

o WG AFIP NI 7 4 v TORLYT 4T T —X O (28-30 L—)

o HAENT—H ZATOMH(28-31 X—)
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vrv747 7—4%m A

bV T 4T T A BREOEA

Z A ‘& A :Protection

BUVT 4T TR VAT LDONRT =< AR E B A 5 2 D AR

%728 Cisco TIELLFOTA FT A D T L2 MR L TV ET,

e« T 74 /L bk KU — NoRules Active & X— A (272 HRARY —& L GRINL £97, 36/
WZOWTE VAT A E o TRESNDEARY 2 —I2o0TU9-3 =) 2SR L T
7ZEW,

o WOBREVBKIET DRy NU—TGHARY O —THMNI > TNDHZ EZHERLET,
- [77 VS —va g7 7 ut v (Application Layer Preprocessors)] @ | @ [FTP &

Telnet D1 /% (FTP and Telnet Configuration) ]

— [TV AR—=bFEZIEFIRY FU—2 LA ¥ 7 mt ¥ (Transport/Network Layer
Preprocessors)] @ F ® [IP fi# k. (IP Defragmentation) ] 35 & OV [TCP A kU — A DAL
(TCP Stream Configuration) ]
o BT U T TFTHABREOHLBRABEMAY > —2ELT 78 A 3 ba—L iKY —
T e v T 4 7 T RIS PRIEROT S R U E T FEMIC OV T R E
EHEDRE (4-14 X—V) 2B L T Z 30,

Ja— )T 47 T—2REA 7Y a VOER
S A & & :Protection
ra—n"Nr T4 T T2 TV Tatyt A g x 7Y ey FOBELZ S L
FT UTOIEERETLZ I n— L F 7 g 0 BEBRTXET,
e UV TukoY N N—NERNIH—LTEEANry hT 2LV b h— RBESE IS
R B D AL 4 HTE RS TR CONTEZELRT D0 E H 0
o VUVTHAUT T—HEET=HTEH Iy VU= EOsEEA
o AXRVINOERBHELLE BH—Dky T arTORT—F %A TOLEFT IV 2%
Ta—nNL T AT TR F T g IR —ICEETHY T RTOTF—F XA ST
BWHENDZ LICEELTLLEE N,
WDTa—N)ige v T 47 T—A ATV a v ERETEET,

< 2 7 (Mask)
W= MY =Ly R T 7 LYy b h— REFE L OHEESREE SO FAL 4 #]
ERRSITRTCOMEIXJNICEBRLET , 22— S ¥ —T =2 ADERBAAL XU b Xy b
Pa—BIOX v ro—REnNzry hTE A7 SNEEFRERREINET,

Xy bT—7
BT 4T TR EE= AT H IO EOSERA NERELET H—DIP T RL X,
TRVA Ty 7 HE5NNEZONTNNELIIE O ~RKY Y Y A MERETEE
TEHDT 4 —/V Rid,any & LTRSS ET, 2T AEEDOHELEIP T KL AZEKRL
FTIPVE B L NIPv6 7 KL X 7y 7 OFERIZOWTIEIP 7 KLU ADOHHI(1-4 X—2)
EHERLTLLEEN,
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W o7 7 PSR

7' —,3)U L & V ME (Global Threshold)
Ju—r L LEWEA XY POEREREL 2D Bt v a v TORT =% 44 T OEGF
AV ABERELE T, T—F XA T7OMAEDEERDT . 7Y ok v HITRES
NEBOTF—% 24 TEBHTHE o — L LEVMEAS R NEAERKRLET. 1~ 65535
DIEZHEETCEET,
CiscoCIX. ZDA 7T a NI RV —THEDNCT 2lMx DT —% A4 FI2x5 5 LEVWE
DENLVHEREVEZFRTT DI EAHEL CWOET MOV ENT —% XA
FF T g DR824 R—)EBR L TL &,

77— LEVMEIZOWTHE L FORIZEZR LTI 2SS0,

- BEOT—H 2T by F AL AR BRI L TA R N RERT HIZIE. Y
ety —® 1391 EEDNZTHILERH Y FT EARY O —TIL—LEHL
T 5 HIEIZOWTI V= WIREEDRR T (27-22 X—V) 2B L T X0,

- TV Tavy I RNELRTEZ I a— L LEWVEARY NI By v a b0 RR
T,

- TE—= NV LEWEANRY M EERT =2 2 AT A X MEEWITHMNL L TWETS,
DFEY T —rVL LEWEISET D & E@T—F ZA T4 R P LEVWE
WCELTWENEINCELLT . 7Y ey IRA X FEAERLET, ZDHH
BTIEEYET,

[RIF—% &4 F 7 3 v DRR

5 A &> X :Protection

DT —42 2 A FIZXS>THELEWERXY NUV—2 T 7 4 v 7 TRIBLAXNY M a4

RCEDEL VT AT T—HERELET UTOZEEEET DT —X XA TS AT ard

FTI7ANVIIREELEE T ET,

o BHENTET—Z AT L THEH—DEy a4 Ry AR TAREREL TS
L&V E

o BT — K BATHE=HTHIEER—

o KT —H AT HE=HTHT TV r—vary Fa han

HKIKTHL. T —F XA T TLIZARX P LEWVMEZEE L. E=492507k<Ltb 1 2OKR—F
FPIET IV =gy T halERRETALERD Y £,

CiscoCHE L TWAKERBLT —F XA T TIX T 74V MEREEINRWRY T2/ &

ARBER sd_pattern F—U—KREMFEHLT. N7 7« /7‘(*@&’9’«5;@7%@7%7‘%57 INH —
BEHRLETEBFELT —HF XA TDY A FMTHONTIL, F 28-8(28-26 2—)ZHM L TL
PEWIAILT—H B A TEAER LT ZDT —HF XA T L B IERFRI 2 M L
THBEOT =X RXE—VERETHIELTEEI MO OWTEI DAY L T—H X4 T
DfEH (28-31 X—I) ZHH L T3,

T BATDLETENRF = NIV AT ABRIGHEA SN D Z EICHEBE LT EEWN, Z 0
TRTCOF—F BA T F 7 a IR ) —ICE@ETT,

RORIZRETE LT —F IAT AT avr2i#flLET,
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vrv747 7—4%m A

F 28-7 BRF—& &4 7 F 75

FFav B!

F—R AT FT—H BATDO—BDOXLRIEFERLET,

L&V E AR NERDOIEREL G5 FT—F AT DAL A ERELET,

(Threshold) HHN LT —% 24 I LT LEVWEEZRESETICRY o — 217
LEDETRE 2T — Aot —UNRERENTET, 1~ 255 DEEIFEET
xFET,
TV oy BNBHLET—# XA 7R LTAERMRT DA X2 MR,
ol a Il OTHIZ EICHEELTL SN, Za—sr L&
AR REFEMNT—% ZA T A X MI AWML LTS Z LT
HEELTLLEEW,2FY T—F XA T A MLEXVMHEIZET DL T
=L LEVVEIZEL T ANEINIIELLT . 7 Zak vy RnA
R MEERLET . FOHHE Y TIEY 9,

56 9e R — b F—H BT TR AT IHHEER—FERELE T H—OR—F E%

(Destination DOR— b2 ~TRY 7Y AN FRITEBEOWER— NE2EWERT S

Ports) any ZIEETEET . T—F ZA TONL—LVEFENNCLIEBE . FDOTF—X
AA TN LTARLSEL 1 OOR—="EZIFXT IV r— a3y 7 bha
NERETTICRI V—ZRELEIETDHE 2T — A v —UNRER
ShE,

TV r—va TR BATTE=HTIERRNEOOT TV r—vary 7a halERE

v Fu bhajin LET.T—HF XA TDON—NVEANILTEGE. DT —4 XA 71Tx L

(Application THREL 1 O2OR— ERET IV r—vay 7 halz#eEsd

Protocols) AR —2RELEYI TR . 2T — Ao b—URERENET,

ZOKRRICIE., [T AATOT TV r—vay Ta b a L ERIRT 5 HIEOFMICO

Control 714 &Y [WTIH . E=ZEDT S r— 3y 7u ha/Lo@ER((28-29 ~—)

ADNMILTT, EERLTLLEE0,

INB = HAL LT =2 XA TOEGE BRHET 237 — 2 %E L7 (Ciscotfit
DT —H BAT DT —% RE—=IHEANCER SN TWET) EMIZ>
WTIE I AF LT —H% XA T O 2831 =) 2B LT ZE,
=P A H =T 2 RXEREF AT —HF XA T OIIAI IS —
EREINEEA,
HAL T =4 RNE = LEFREHRT — 5 S = F VAT LAERICH
HENAZ LIZEBELTLIEI,

ERBEBEAHT —F A4 TDMEH
Z A & v X :Protection

ZTHENDORARY =1 IS HHENE T —F RA =V 2 HRETHDICERNICERE S
NET—2 XA TREENTVET , INOHDT —F R —=2F. 7 vy b h— F&E S &
FA=NLT LA KEOEGEE . BLOKEOHSRER SR ENDH D 3 (FEFITII A
TNFEDIRE =2 NATUREDONRNE = RNH 0 ) BEBELT —F A4 1L V=%
L—%Z ID(GID) N 138 ICERESNT-H—DYv oo TF 47 F—% 7 Fut v HICBEEM T D
NEFT RV —THERATIET —F XA 71 L BHB LA R MEREZFENNT S
EBARY —CEfT Oy T4 7 T2 =L EERNCTHIMENDH Y £,
BARY 2 —TI— L EGINIT D HFEICHOWDTL A — /VIREEDRE (27-22 X—V) S L
TLIEE W,
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W o7 7 PSR

TUVT AT T H NV ERENNCT DT RERN—VICEREIND ) 7 BRIHTTE £,
IOV VI EMEHTAL TRTOEREALEL VT AT T—F L= ABLOHTAZ L BT
TUT T—=H N—=NEERTDTANE) T ENTZE 22— Jb—/ L (Rules) ] X— VU NFRE
NET . F BT 4T T—=HN—=NDT 4 NVE BT T ZERL T . V—/ Rules) ] X—
WCERBHRE L VT 4T T—H N— AT EFRRTHIELTEET MOV TUIRANR
U —HNDONL—NDT 4 VE ) T (2711 R=P) 2 BR LT SV ERFELrE VT 47
T =% )L—)LiF, [JL—/v =F 4 % (Rule Editor) ] ~*— " ([/K U >»— (Policies) ] > [{2 A (Intrusion) ] >
Lv— =7 4 Z (RuleEBdito) DIZH VA FSNET, 2OXR—TU T BT 4T T—% L—
VAT IVIBTDERELE VT 4T T—H L= VR TEETN, INSDIL— V%R
ETHLIITEE A,

DIFORIC.T—H A TR L ET —HF XA TE2HREL ARV FE2ERTH720DI1CF
N LT b 2n e d 57 ) Yty d —Lrx2Y A MLET,

2 28-8 BT T T HA T
) Fuatyy L—
T—2 ZAT B JV GID:SID
7LV y kN 1— K% |Visa® MasterCard®, Discover®, 35 & " American Express® @ 15 i |138:2
FriF 1607 LYy b I— FEEF@EFEOXYIY XFE LT
HFHENAINANA T EITAR—ARNEGEETNI N — &N
RNRE =) LET, £/ Luhn T2 XA EFH LT
Ty b = REFORERTEZMERL ET,
WA= T RLA BAFA—IL T FLAC—FHLET, 138:5
KEOEEE S KIEDOEFEE S ((\a\{3\}) 2\a\{3\}-\a\{a\} D/3F — (THEHL) |138:6
Gigﬁbi'&o
KEOHSREEE (N KEO I HTOHSREE S (B 3ol 7EELEHHR 138:4
A7) LMD TN —TBENEGEEN N, T EFEHL T RNEE) I
KEOHDREEE (N [ KEO INTOLSREE S (B2 3o ) 7H S LEHH/ 138:3

A4 70H0) QHTD TN —TFENEGEN N, T EBERALEZS) I L
ij‘o
#1 A & I (Custom) BESNTZN T 7407 TC—FERDT —F R —(Z—% L |138:>999999

FTREMICONWTIX I AZ L T —5 XA T O (28-31 ~—
D) EZRLTLIIZEN,

DR LIS D 9 HT DF 50D D

AR AT 272012, 7 ) 7 at vy ¥ T Stk

[EE SO 4O ) TABEORICHD 3HOT) TE S L 2O NV—TEEERGET DT
NTY XREMMLET, 7Y 7 ut oy F1E 2009 4F 11 AR E TO-RXMRIES )V — T E5S & Bk
L/\gz—d’_‘o
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BT — 2 RO E
5 A &> X :Protection

TN DT — AR EBLOMENT —% YA TOREEEFTCEET HHET 24T —
X ERATOTY Fat o L— L EENITALELH Y FT,

RV —=ThRo T4 7 T4 7V Ty Lb—NEZHEHL T BT 407 T—2KH
EADCLTOWRTIIX EEZRY O— IR GFT 28I BT 4 7 T — 2Rz a0c7
XKD T T IRHEENET L EMIZOWTIX BAEOMILE R Y o —EEOME
(18-16 X—V) #ZH L T E &,

UIFORIZ [T 47 5 —% O (Sensitive Data Detection) | ~X— Y TEITTE 5 #{E%

FEHLET,
Z# 28-9 T T T —ZREDERIE
B BAIE

Ta— NIVREEER I—PREHETXBE 70— LB EIZOWNTIL. FE 28-6(28-9 X—I)EHBBLTL
15 S0,

TR BT F T3 [&%EyFGMgM]&%V%WTfﬂa7&4f®%%%79yﬁbi¢

CEERTD [ i (Configuration) | ~— VHUKAEH S 7 —F XA TOIHEOBRENF RS E
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ET DR O —DRIZHLIMET A2 (o ) &7 Vv 7 LET,
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Data Detection) ] AN/ > TWVWAENE I T L -T2 DOBIRFERH Y £97,

s WENAD LA WEELd) ] 227 U v 7 LET,
o BRENENTHLHE A2 (Enabled)] %27V > 7 L [#WEEID]Z27 Vv o7 LET,
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WD 2 ODOTRIERH Y £7,
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Vo7 LET .70y LTRI v I T5ZLICdo T ET 28HOT 7 ) r— =
Y 7ubhaERRT LI L TEET,

FTIP N7 7 4 v 7 OMET— 2 BT 51203 Fmp data 77V r—3 3> 7o b3 Lz i80
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HOTGNRE— 2 o ERGERETH7-00T % A4 TEERLEZV T EREZ
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T8 AT EEDT =2 A TS 2V — VBT DI [y T T T
D (Sensitive Data Detection) | EXEX— VA HT ALENHH Z LITHEE LT E &,
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(Policies) ] > [{& AR U +— (Intrusion Policy) ] ®NEIZEN L £ 7,
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U— 0GR —F713BARY —TO LA VYOMEH(19-1 =) 2SR L TL7ZE 0,
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5 € D & i 7 (Specific Threat Detection) ] D FiZH B [E T 4 7 7 — % O (Sensitive
Data Detection) ] RN/ TWENE I ML -2 T2 ODOBIRENRH Y £7,

o WENANREGA WMEEdD)]EZZ Y v 7 LET,
o RENELHTHILLGE . [H2) (Enabled) 127V v 7 L REEID] 227 Vv 7 LET,
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W v 7775

FIE 5

FIE 6

FIE 7

[Bo T ¢ 7 5 — & O/t (Sensitive Data Detection) ] “X— VN FRx SN ET,

R=Y TFHDOA v =V RELZELRARY U —FEEZRLET GEMICOVNTEH R b
U= AR ) o —F3RBARY) —TO LA YOMH19-1 =) EZH LT 7ZEW,
[#—7" > b (Targets) | X— PR C AT T DN AL LT —2 XA TOL4HE 7 Vv 7 LET,

R=URNEHFEINT. T —F A TOBIEORENE RSN E T, £, [X/E (Configuration) ]
NR—=VHEBEOH LRI [T —% A T OL4ETE L O — o Ok (Edit Data Type Name and
Pattern)] V v 7 ’FRRENE T,

[T — 4 Z A T OLEIE L O — 2 Offtk (Edit Data Type Name and Pattern) ] U > 27 & 27 U v
7 Lij_o
[7—4 4 A 7 Off%k (Edit Data Type) | Ry 77 v 7 7 4 v RUBERRENET,

T XA TDLHH Y= FTRFEORFEEELC(OK]I 27 Vv 7 LET IREZM
T LA [T (Cance) |27 Vv 7 LET T —X RNX—URFRTT D HIETHON
TR TARL T = BATDOT—F RXE—2DEF (2832 X—) 2L TLF &N,

[ vT 47 5—4 O (Sensitive Data Detection) ] X— Y NERENFET[OK] ZZ U v
THEN—VICEENKMSNET,
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