1l

AT LEH

ZITE, VAT AT IR ADEHRV AT LONYy 7T v TEBIMETLRED, VAT
LEHZ 27 DETHIECOWNTHILET,

C VTNV 2T TTT—RDA AR, 1 XY

C VAT EAONy I T T EMETE, 6 N—

VAT LAOFEE, 11 X—Y

C VAT LD NI TN a—T 4T, 12 =T

s —XKHYTRWERL XY X7, 20 ~—

O ™
VIO T T7vITT—FDA VR F—)L
VAT AT —ENR— AL VAT AT NI 2T ORF T ST LA A R—LTEET, 22
TIX, INHDOFEHFTO T T ADA A M=V FEZOWTHHALET,

DATLT—ER—XDEH

VAT MIBEEDOT AR AL CEERT—ERAERELTWET, AT, BXa
V7 RY =R AT ORBREEATEDL LI, ZNHDT—F_XR—ADFEH 1
7T LERMEL CWET,

VATLT—ARN—AEHOHE
Firepower Threat Defense £, IRDT —FZ X—ZXZfEH L T7 RNV AR $—E 2 &R L ET,
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VRTLT—AR—ZADEFH

BEAIL—IL

Hr LW EBEE S B35 & | Cisco Talos Security Intelligence and Research Group (Talos) 1.
2—PNA UAR—=FTELRAL—AVOEHHEZ YV —ALET, ZOEHFIL, RFRAL—/L,
TV Fuat vt r—L, BIOZFOL—LEZHEHTERY S —ITHEBLET,

RANL—VOEFITIE, FHBLOERINZRAL—LET) Tty b— Biff
DN—VDOEREIENTAT —H A BERINIZT 744 MEAKRY —DRRENE T
£, VA OEFHTIE, A—ADHIRSNIZY, BLWWL—L BT AU ET T H L RO
EEPREINTZY, T 74V FOEFENER SN T2 LHH T,

RANV—VDHEFNZ L > THTONIEE 2 AN T 213, REZHREMATOILENDH D £
R

RANV—LVDOEFIEN L RD TN LD, —NDA HR— MIRy T —27 Dff
MEDDIRN L ZTETLTIE S0,

GIEERT—% X—Z (GeoDB)

VA TDNEERT —HF _X—A (GeoDB) [, /b— FAREZR IP 7 R L A |ZBHE 4 AL E
Wr—% (HE, #f, HEEREOEER L) | BXOEREROT—4% ([ X —F v b
P—ER TS H— KA %, s A TRE) OF—XX—=ATT,

GeoDB D HHIZIE, WERARBAT-ouE i 2 A 772 &, M Sz — FAaffERIP 7 KL &
I AT AT A Z ENTELLDICHETAESIERN S ENTWET, MEER
F—=HL, TIr/EA arra—— e LTHERATEET,

GeoDB D FHI DD REIET 77 A T AL TRV F9, A R b—/UZITEE,
30 ~40%377 0 £9, GeoDB DH I K o THLD > AT AHERE  (HEFTTF O E 1 SRV EE 72
E) MBS Z IS0 FHAN, EHENETTLHETYATA Y Y —ANHE I
F9, EHAFETIHEAIE. ZOHICOVWTEBLTIEE N,

fEsstE T —4 X—2X (VDB)

YA ADWEFIMET —# X—A (VDB) (X, ARV =T 4 T VAT AL II7A4T M B
FOT TV r—varo7 4 =7V MEF TR, AR MBREEELZ T LN B
L EER DOMaFgE DT — & _X— A T9, Firepower ¥ AT MMI 7 4 A —7V > b & Mfagatt
BEAHT T, FFEDRA Ry N =7 DREDY X7 ZHRKIETNDNE D 0% flkr
T5D% YR — bk LET, Cisco Talos Security Intelligence and Research Group (Talos) 1%,
VDB (ZEMIR e B &2 R8T L £97,

MaggtE D~ v B 72 BHT D000 LKHIL, Ry hU—7 vy THRORA SOOI
FoTRRVET, VAT LADE U U HA LOEBEELRE/NIT HT-DIC, VAT LAOFHR
DPMEOWEERIFFICHH 2 A Va— VT 52 L 2BE LET, —RIIC, THOIATITHD
HBRBLEOERM (57) ZHErd 212X, *y NUV—7 EOKRA FOFZE 1000 THY £97,
VDBAHH L7-th, FHINTT TV r—yar TAT I X EFR—T 4 T VAT A
TU4H=T VN AT DI, REEZHEMTILENDH D 1,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device



VAT LER

227 L 57—a~—20EFH |}

DATLT—EAR—XDEH

VEIGEL T, FEITYVAT LT —IR—2AOFHERE L CEATLIZ LN TE£T, THIT
VAaYR—hk VA B EGENET, LEAST, VAT LAOEHT RLANLA Z—
Xy DN APFIET HDUERDH Y £7,
FT—ARX—2AORHERE L CHEHAT L9, EMINRAZ Va— L aRETHILHTX
FT, TNOLOFFHIIHA ADBRKREWGENH DD, Xy NT—27 T I T 4 BT 4 B0
M A 2 — L L TCL &,

GE)

ATvT1

ATvT2

ATvT3

T = N=ZEHENETHOLE, 2=V A X =T = ADT 7 v a U ~DIREREL T2
LHandY 7,

[T L& BHIIC

R OERICH L TBIENRERE 522 22T 5720, ZNLHDT —F_XN—2A % FHT
BT DRI, 73 ACREZRBALET,

FIE

[7 /3 A (Device) [ A=a2—DT A 2427 Y v 7 L, [E#HP¥~U (Updates summary) ] D [3%
FEDFR (View Configuration) 12727 U v 7 LET,
ZHUZE o T, [EH (Updates) | X—V D& ET, ZOX—=VOFERIZIT, &T —FX—2D
BIEON—Vay BLOKET —FX—AOEKEFHARRRRINET,
FEICTT — A RXR—AEFEHTHIE, TOT—F_X—2D1 73 TET<EH (Update
Now) 127U v 7 LET,
FHEAvrya—RLCHEA LR, BFcnEReFEHTEL2L9,. R =BT 31 X|Z
HENICHREBE S ET,
(ATvay) BHNGRT =X RXR—RAEHRAr ¥ 2 — )V ERET DI, RO FINEIZENET,
a) HHOT —HRXR—=AD1 7 v a»T[RE (Configure) (V27 %27V 7 LET, T TICAT
Va—VRFRESNTWAHEE, [fRE (Edit) 1227V v 27 LET,
F =B R—= AP AT Y 22— VI L TWET, A7V 2 — VIR ERTHILERDH Y
iﬁ‘o
b) FHBAMARAIZ R E LT,
CHTOME (HR, Bk, £E3HRK)
SR FETIIARDEE, BN LERMEH E 721X A,
s B A AT D RE,

©) 1% (Save) 127 VU v LET,
G¥) EIR A ¥ 2 — VEHIBRT 256, [(R%E (Edit) V2722 ) v 7 LTAT Y 2—
Vo7 ZA4T7urRy s Zx#E, [HIFR (Remove) | R¥ %27V v 7 LET,

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager
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B Firepower Threat Defense” 7 kD 7D7 v F5 L—F

Firepower Threat Defense 7 kD x 7D7 v 745 L—F

Firepower Threat Defense 7 N7 =7 7 v 7’7 L— KMERAIGEIC R D L&, A VA M=V T&XF
T, IOTFIAIL, AT AL TI TIT Firepower Threat Defense Y 7 W7 = 7 23 L T\ C, IE
WICEMEL CWA Z E&xaitee LTWET,

ZOFNETIE, T3 ADA A—TF{EKS ., ASA V7 b U =7 /5 Firepower Threat Defense
TR =T ~OBITHTEEEA,
[FZ L& BHIZ

T OEREZRAL, BEXAZETT2ETRHOET RTDITIE. 2 A7 VR FE2ZRLT
KTZEWY) , "REPTOEER DL L, Ty T 7 b— RT3 TEEEA,

IRIZ, Firepower Device Manager # 2 77 U N LET, Y7 MU =T DT v 77 L— R BED
EEIFTATDRNTLIZS N,

Ty T TL— R, FTRTOAXR_ M EEINRET,

FIE

ATl TP TL—RARA=VFEEL, A VA2 F—LO%HZ LET,
a) CiscocomicuZ AL, 77T L —R A A=A u—RLET,
T ANEATN shDWEIRT v 7TV —RK 774 NVERELET, VAT A V7 b
VT R —VFRE T N A A=V EFE T a— RLAWNWTL EEN,
T TV = RICHBERR—=ATA A A—=VEFETLTCND I EEMHRLET,
b) HHLIP 7 RLANSLT 7B ATED HTTP =R IA A=V aE X £ T,
F70X, TFTP £/21XSCPAFH L CTZ7 7 A2 X o m—R352 L8 TEET, 260D

AT a ONTNNEERIRTAGA, N7 s A ik harzyR— 50—
N7 7 ANV EBEXFET,

ATvFT2 SSHZ A 7> hEERAL, [FHHE (admin) [2—F T H T FERRAT— REHEH L CTEHEIP
7 RLrRiZa s A LET,
FlolE, Y VAR NIRRT AL TEET,

RAT9T3 X2 R—K ET—RIZT7EATHITIE, expert 2~ REANLET,

> expert
admin@firepower:~$

ATvT4 {E¥ET L7 bY (ed) % /var/sfrupdates/ [IZEH L E T,

admin@firepower:~$ ed /var/sf/updates/

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



ATy 75

ATvT6

ATy 71

ATvT8

Firepower Threat Defense”) 7 b 7z 7 D7 v F5 L— K [ |

admin@firepower:/var/sf/updatess

HTTP = "7 v 77 L— R 77 A va Xy rm—RLET,

sudo wgetur/

T2 ZIZWD a~ > Rk, 48280 Cisco FTD Upgrade-6.2.0-181.sh 7 v 7 7' L— K 7 7 A L %

files.example.com HTTP %—/3® ftd 7 4+ VX 64 7 a— R LET, sudo 2~ > RNd root = —

FOFTIET B2, A My 7EERKRRINET, Z0a~vr NEFETTIHEIT, [EHE
(admin) |/ NAT— RZHANTLULERHY ET, ¥ rm—KRETTHETHLET,

admin@firepower:/var/sf/updates$ sudo wget
http://files.example.com/ftd/Cisco_FTD_Upgrade-6.2.0-181.sh

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

Password: (enter admin password)

Connecting to files.example.com
|*************************************************

Rk Rk Ik b b b b kb b b b b b b b b b b b b b b b b b b b kb b b b b kb b b bk b b b 3
R R R R R R I I I I I b b h E I b h b E b E E I b b h dE b E h b b E b b b 3
RR R R Ik ke h b b b b kb b b b b b b b b b b b b b b b b b b b kb b b b b kb b b b b 3k e b b 3

KA KKK KA KA KA KA KRR KA KA KA AR AR KRR KRN KKK KK KK

. (remaining output omitted)

HTTP —NZHEH L TWRWEE, R DI thtp £7-ldsep 2~ REMFHALET,

Ty T TV —=R 77 A NEL A=V LET,
sudo install_update.pl/var/sf/updates/filename

Oy RIZT v T —RI7Z 7 A N~D TNV RAEESDANERHY T4, RIZHZRLET,

admin@firepower:/var/sf/updates$ sudo
install_update.pl /var/sf/updates/Cisco_FTD_ Upgrade-6.2.0-181.sh
(output omitted)

AVAN—NVNETTHETHELET, f VA M—ANET  LEOHEHINET,
A A= UZIE 30 UL EDIND Z BB £,

AVAP=ANET LIl L2t LET,

SSHZ 747 v haEHAL, FHE (admin) |2—HF T T N RXRT— REHH L CTEIIP
T RLvRCu A4 LET, AT —HRIZE, BILOEL RESNFIRINDHIT (BFHERRSN
%) MEENET, =& 2 XROH I, BIfEDFirepower Threat Defense /73— 2 > 7% 6.2.0-181
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vaFLEE |
B 1 xoB 4=t

ThY, PIOFEFR77A1LE KL TWNWDEZEEZ/RLTWET, showversion =~ K TH Y7
N7 =7 R—=Ta UERNRFRINET,

Password:
Last login: Fri May 6 14:42:18 2016 from 10.152.242.234

Copyright 2004-2016, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Fire Linux OS v6.1.0 (build 22)
Cisco ASA5512-X Threat Defense v6.2.0 (build 181)

>

TINAADBEA A—T4E

TNHRAAGETHAA—=VTDE, THAAAREBHEHESH, HILWY T M 2T L A—URA
ARN—=VENET, HAA—VOBENIL, THHAEROT 74V MRETZ U —2 A VA h—
NT BT ETY,

WOEBEINT, THRA AEFA A= LET,

* ASA Y 7 kU = 7 H B Firepower Threat Defense ¥ 7 N 7 = 7LV AT LA EEHT 554, ASA
A A =T & FELT LT DHT 7 A A% Firepower Threat Defensef A — % FEIT L TWHT /A
AT v T T —=RTHZ LI TEEEA,

* TS AW 610 LLETDA A—THFATLTNT, 6.1 BIEDA A—DIZT v 77 L— KL,
Firepower Device Manager Z ffi ] L T7 /31 A %3¢ E L7\ 545, Firepower Management Center
EHEALT, 61 LHIOTNSA AT v 77— RLThbr— A VEREZYVEZX 5 L
ITTEEEA,

* TN APRIELHEREE T, REDEIETT X TOMITRERK LIS A,

TR ADFFA A —=ALOFERZ DN TIE, THEHOT A 2 T /LD [Reimage the Cisco ASA
or Firepower Threat Defense Devicel] F7-1% Firepower Threat Defense D7 A v 7 A% — ~ JiA K&
ZRLTLLIESV, ZTNHDOHA Ri&, http://www.cisco.com/c/en/us/support/security/firepower-ngfw/
products-installation-guides-list html CAFTE £9°,

~ — o ° 2, _
DARATLDINY O Ty TEETT
BOBIE I A APE R FHA R CRES R DI AT A AEFETE D2,
VAT LREENY I T v T TEET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )
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270Ny 7y7 I}

REOT ARy I T v THEFILTEDLDOE, 26DT A ANFELETNVT, RLAA—T 3
VDI T R 2T EEITLTCWDAHATY, 77947 VA TCar7 4 Xal—varyaat—
THHMT, N7 v e@Bio7rae A2 EHLARNTIEEN, NI T v 7 774 IZ
X, ZOFETHET L ENTERNWEICT I IA4 T U A —BIRFET HIERBE TN E
7

GE)

Ny 7T o FIIEBIP 7 FLARTEITEENEEA, TOTD, X T o7 774 V%E
FIELCHERT FLAIARA Yy 7 T v 7 ab—nb@ElsnNEtAl, ZHCED, T RLXA
(AT T WD D EE LR SN, BIOFRy NU—27 27 AU N EOSESERT NAAD
REEEILT DI &L AERICR Y 9,

Ny 7y FITRELETNREEN, VATLA Y7 MY =TIIEENEEA, T/ A58
A A= T AVERG LS. VT NI 2T E2FA LA M= LTI I T v FET v
Tr—RLT, ZREXEETLILERHY £,

Ny T o THIFRET — 4 _X—ARnay 7 EINET, X7 7 v 7ORIIR) v—, Fvia
R RREEFRTEETN, FEELE T LI TEERA, HITETHO>TVWDLH., VAT
LTFERIHEHTEET A,

(RN 77 o 7T X=VDRIT, NI T v TFDOT7 7 AN%, ERAR, 7740 %A X
BEte, VAT ATHATEAMGFEOT R TONY I/ T v at—2RLET, NI T 7D
AT (F#), AP a—)b, FOEL) L. VAT AR LEANY 7 T v a b —0OER
BICESWTNET,

Ny 7T 97 ab—Zv AT LAKRIHERENET, T4 FAZ UBIANY D=DICB By
IT w7 at—EMETA7-0. Ny T v abv—ZFHTEF U a— L, “ERY—
NIRFETDRLERH Y 9,

WIZ, Ny 7Ty TOEHEETRIEICOWTHHA L £,

DARATLOERENY YT YT

ATy T

HETLHGRITNDOTHE N 7T v T 2RBTE £,

FIE

[T 734 A (Device) |[A=a—DT A A% 7 V27 LT, [Ny 77T v»7EiET (Backup and
Restore) | DR — T [REDF R (View Configuration) | %27 U v 27 LET,

[Ny 27 7 w7 &850 (Backup and Restore) | X— VN E 9, i, VA7 A THEHATRERT
RCOBFEDONR Y 7T v 7 at—R—EsnE1,
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ATy T2

ATvT3

ATvT4

AT A= LENERBETOLVRATLONYIT YT

[F#1Ny 77 » 7 (Manual Backup) 1>[45 7 <3y 27 v (BackUpNow) ] %7 U v 27 L¥E
ﬁ—o

Ny 7T vy TDAFTIEATT L, AEETHHZ AT LET,

AP TIERL, FEROB DN Ay 7T v T T DEE1E, RO VIC[A7 Y 2—/b (Schedule) ]
7V FTHIENTEET,

[4F <Ry 7T v (BackUpNow) 127V v 7 LET,

VAT BBy 7T T T ARG LET, Ny I T v TRETTLE, NI T v T Ty
ANBRIZFRENET, BBEIGLT, Ny 77y F abt—a A7 AIF Y n— LT,
MDGFTRIFT D5 Z LN TEET,

Ny 7Ty TSNS, [Ny 2T v 7 &85 (Backup and Restore) | ~—2 2P L TH
FWNEHF A

R O1—LENERETOURTLONY I T VT

VAT AEFEROFFED BRIy 7T v I T H1DIT, ATV a— v Ny T v ERETE
T, AT Va— N RNl T AL, NV EEFIEITENE T, EPICNY 7T v T EERT D
AN I T T A 2= N EERT DI, ATV 2Ny 7T o T TERL, B IK
LRI T T ERELET,

GE)

ATy I

ATy T2

ATvT3
ATv74
ATvT5

KON I T T DRV 2 — NV ZHIRT DI, A7y a—vE2REL T, [HIR
(Remove) &7 Vw27 LET,

FIE

[T 734 A (Device) |[A=a—DT A A%%E7 Vv 7 LT, [Nv7 7T v7 7T (Backup and
Restore) ] DEFER— T [REDFK 7~ (View Configuration) | %27 Y v 7 LET,

[ArYa—v Xy 7T w7 (Scheduled Backup) [>[/Nv 7 7 v 7% A4 ¥ = —/L (Schedule a
Backup) 1 %7 U > 27 L%,

TTIEAT 2=y 0T v TIRbDGHEIE, [ATYa— Ny 77 7 (Scheduled Backup) ]
> [t (Bdit) 1227V 27 LET,

Ny 2T v TOAFI AN L AR THHAZ AL LET,

Ny 77y TDORARFEZ AT LET,

[A%7 Y 22—/ (Schedule) %7V v 7 LET,
BIRLIHRRIZETDE, VAT AR I T v 7E3NET, BTTDHE, NI T v ar—
BRI T v T ORICESHET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
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| szx5nem

THML Ay o7y T 2rva—LnEE I}

FTHIMGNY I T T RO 12— ILOKRTE

Y

B 72Xy 7 T v THREL, VAT LAETEMOICN Yy 7T v 7T B TEET, ez
E. BESEHOERTIIANy 7T v Tt ALy TEET, EHRARY 7T v S A a—
M0, BICERFONRYy 7T v 7 By hEREETEET,

GE) EHIMRAZ Y2 — L EHIRT 28, A7V a—nZimREL, M (Delete) 1227V v
LET,
FE

AT9T1  [THAAA (Device) |[A=a—DT A AL 7 Vw7 L, Ny 2T v 7BILOMETLY~U (Backup
and Restore summary) | @ [ZE DK~ (View Configuration) %27 U v 7 LET,

ATvFT2  [EMNRY 27T 7 (Recurring Backup) 1> [3%7E (Configure) 1 %7 U v 27 LE9,
TTIZEHB RN 7T v TRREINTWDHEE, B/ N> 77 v~ (Recurring Backup) ]
> [tk (Bdit) 1227V v LET,

RT9T3  NulT7vTOL4RIEADL, EETHIAEZADLET,

ATv T4 [ (Frequency) |&BIHER 7 Vo — L ZRINL £,

‘[HX (Daily) ]: RERZBIRLET, Ny 77 v 7 3EH, A7 Y a2 —/L SRS
INET,

*[HE%K (Weekly) ]:WER EFRFZZEIRLET, N 77 v FATBIRLIZAMOR T ¥ a—)1
SNTERZNCESFSNET, 722X, MEARER, KIEH., ©RHO 23K (F% 1K)
R I T TR rVa—NT52 b TEET,

*[AH% (Monthly) ]: Aft &R ZRINRLET, Ny 77 v TR LA DORA T Y 2—)1
SNERANCESESNET, 72230 1H. 15 3, 28 HD 23 B (F# 11 EF) 2y
Ty T AT a— T HI L TEET,

ATvFT5  [fR7F (Save) 127V 7 LET,

BIRLTZAM ERANC 2D &, Ny 2Ty 7RG ENET, ETT5H&, Ny T v ar—
MR I T T T—=TMZI A ENET,
EWRIIR AT P a2 —VEEEETITHIRT 2 E T, Ny 27 v 72 BfG LT £,
- o Py ap—
NI Ty TDER

VBT U TNy 77 v TEERTEEY, Wt 5\ 7T v 7 3 E—RELET A RHFHE
L2WEE, BT ARNCET NI T v 7 %7 v 77— KT53058ENRH) £,
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[ | NPT TIT7AILDER

A

BT LTWARM., VAT AT fEHATXERA,

GE)

&M

ATy T2

ATvT3

ATvT4

Ny T v FIERIP 7 RLADOREILHFENEFA, LEBR-T, X7 v7 774
NEETLLTYH, BEHT FLARRy I T v abt—IClVEIBRIONDIZEEFHD 8
o ZHICEY, 7 RLVRIZKTAHAERIFTXCTREFSI., BRI RY NT—F BT X
VM EDORIOTANA RATREEZE LT HI L HTEET,

FIE

[T /34 A (Device) |A=a2—DT A AL V7 L, [Ny 77 v 7BIONMETLY~ Y (Backup

and Restore summary) | ® [ZEDFE R (View Configuration) %27 U v 7 LET,

TS ED, [Ny 7T v TR IO (Backup and Restore) ] -X— U 03BEE £9, HAREE/RT
NTOBFEDNR Y 7T v 7 ab—=REIC) A PENTHET,

BrRLEIETHN I T v T abt—n, EHAEERNNY 7T v 7T DU A RNMIRWGEE, [Ty
72— R (Upload) ]>[#% (Browse) |27 Uy 27 L, Ny /7y at—%7v7run—RLZE

7

T AND [HHEIE (restore) | T A2 (W) 27V v LET,

BT DN E I DOREBRPROLENET, T 74/ T, HRIINNy 7T v 7 a v —3HIkk
SNFETHR, INERFFTDII2E,. Bzt 50, [Hokic Ny 77 v 7 2HIBR L2
(Do not remove the backup after restoring) % 5&{R Liﬁ‘o

BEINTETTHE, VAT AIHER L £,
VAT ANEBLTE@ LS, [ (Deploy) |RZ %7V v 7 L, REZFEMLET,

NI TT IT7A4ILOEE

LN I T o TEERTDHE, NI T v T T7ANPBNy I T v T EE A= DICERE
NET, NI 7 o7 ab—IEHRICETNERA, TAA ADT 4 A7 FEIROFH RS RK
LEVMHEICET S E, FILWARy I 7 o7 ab—HOLEHaZE T 57D, Wy 77 v a
E—nHIBRSET, Lo T, BN 7 T v 7 77 A NVEEL, RO LTZWERE
EDNRy 7T v 7 abt—=RHIREN TN L 2R L TS0,

RNy 27 v 7 av—&&RT 51203, WOBELTTI LR TEET,

C T FANELEERA N L —VIIHA 0= R N I TS Ty ANET—T AT — 3
WZFxvrar—RT512F, 7y vra—RKrAay (&) 2720y 7 LET, 20
%, BRI T 7ANVAN L=V 7 A NEBETEET,
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Manager )



P T INY-TL N |

VAT AN I T T T ANET v 7 a—RT5  TRALAATHATE L Lol y
J7 v av—&EExT 5L, [Ty 7 r—F (Upload) ]>[7 7 A /L%&Z&M (Browse
File) |27 Vv 7 LCU—J AT —varnb7vy7/ua—RLET, TO#%, HircxE
TO

)

GE) Ty —REINET 7 AME, TTDT 7 ANGE BT D LD ITAFINE
FENDIEANHY £, /2. AT A0 EOR Yy 77 v 7 ab—n
TTIFETDHA. Ty 7Ta— RSN 7 7 A NVHOGF #2200 57912
BLEWLOIFHIBRESNET, WY 7 b =T N—=U g ko TERS
NE77ANVET vy 7 a— K752 83 TEXERA,

Ry I ToTHEETTD : Nl T v abt—%Exd 2005, Z77ANVDETLT A 2
(%) 22V v 7 LET, HILOBT AT MNIEHTE <D, Bl r+5L)7—
FLET, YATLDRBELTHT, BERICR > TOLRELRER L TI7Za0Y,
NI T T T ANERRTD  FEDONY 7T v TRUETHR ol b, 774 LD
BT A 2> (0) 220 97 LETS, HIBROBRSROONET, HIBRT2E, Nv s
Ty Ty ANERETLHZEITTEEEA,

AT LOBREE

ATy T

ATy T2

VAT ABPIERICEEL T & ST, OB FBE TR L2WEAIE. 7310 X%
BEETEET, 730 AL CLINHHEERT 20303 Y £7, Firepower Device Manager 7> H
IFEH T EHA,

FIE

SSHZ 947 FeHALTEIEIP 7 KL A~DOHK % £, Configuration CLI #£[E3 & 5 = —
PHTTNAADCLIIZR Z A » LET, 72& 2E, admin 2—HFH 2 LET,

reboot =~ RE AT LET,

51

> reboot
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DARATFLD NS TIL a—F4a 28

ZZTIE, W ODDIVAT ALV D NT TN a—T 4 T DR AT B I OMEREIZ W TR
BHLEYT, BEDOHERE (T78RAarba—n7iy) O T TN a2—T 0 T DFHMZHONT
I, FOWEICETA2EEZZB LTI I,

BRETARNTB=-6HDping 7 FLX

pinglX, FFEDT RLUABNMEHFEET, INET D0 E I D EaR T 27200 Mo~ K TT,
THUTEAREEGRPEE L CWAH I EAERLET, 2L, 7 ATIATINTNLHMDRY
LR EDEATDRNT T 4w ZIFIEFICT A AZ BB TERNERHY ET, 7
NAACLINCR A 452 L Tping A TE £,

A

(F) AT ACEFEEDOA A —T = A ARBH DT, T KL ADpinglEHESNDA v H—T =
A AEHICTEET, HEHRETANTAZENREETHHD, BEEICELWW vy REfEH
TOMERDY T, &2, VAT LHMURERA X —T oA A LT RT TA
TR Y= NIZEETZHLENH H7-8, ping system 2~ REEH L CTHfcE 7T A M3
LHRENGHY T, ping ZFEHTLE, T—F A X =T A AN LTT RLRIZEET
XOMEIMETAILTEY, FUHBRICRLRWATREERH Y 7,

WO ping 1L, ICMP N7y &L THEfAT A R LET, £y hU—27 TICMP 2% 1L &
NTHHEEIE, RDOVICTCPping ZEHTEET (FT—X A X —T7 x4 AD ping DH)

WIZ, xy NU—2 7 RV R % ping TH720ODERA T arwzrmLET,
REEBS U A—T A REN LT FL XD ping
ping system =~ > RZfEH L £,

ping system/ost

BRANMIIPT RUAELIIEEEM KA A 4 (FQDN)  (www.example.com 72 &) (29
HIENTEET, 7—H A F—T A A%Jr L7z ping LTV, AT L ping DT
74N M IIEH Y F8 A, pinglI Culte ZEH L TREIET 5 E TR b E T, RICHIZR
LET,

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms

>
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#eETA T 5-00ping7 FLX |}

W—T 42T T—TNEFERTEIT—R2A23—T A REN LT FL XD ping

ping 2~ REHEHLET, /X —T oA ZAEHFEETIC, VAT LR —KIIZA A b
NDON— RERBTEANEIDET A LET, VAT AIEFZOLIICZLTEFTI 7 4>
THEN—T 47T HRD, —BRUICETTOILERHDLDIXZDT A NTT,

pinghost

RARDIPT RLUAZFEELET, FQDN L2bo b 704 1%, nslookupfgdn-name =2~
YREMHLTIPTY FLAZFELET, RICHIZRLET,

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

GE) HALT T, UK LEE, 7y b AR EHIZEREETD
TR RE = ERETEET, EHARERA T v a v ERRT DI
X, CLIT~VT Ao —42o [2) #FEALET,

BEDT—FAVA—T A REN LT FL XD ping

WEOT =2 A ¥ —TxA X% L THRix 7T A b3 5I21%, pinginterfaceif name =2~
YREMEHLES, ZO0avr FEEHLTREA v —T A A2 ETHZ L HTEE
T3, AREBRA VX —T = ATRETEER A,

pinginterfaceif namehost

ARARDIPT RLUAZHEELE T, FQDN L2674 1%, nslookupfgdn-name =2~
YREEHLTIP T FLAZRFELET, RICHIZRLET,

> ping interface inside 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms
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TCP ping 2RI 5T —32 A 23— x4 RENLT=7 FLRAD ping

pingtep =~ > FZfEH L E£9, TCPping TlX, SYN/X7 v MEEF L, 565%6705 SYN-ACK
Ny RBIRESND EREE R LET,

ping tcp [interfaceif name] hostport

ARARETCP AR— FNEFRETHHENRSH Y £9°, FQDN L2vb bR 0NGEAIL,
nslookup/gdn-name 2~ > Rz LTIP 7 RLAZFRELET,

I a T, pingBEETHA X —T = A ATEFRL, pingDEFITLA VU H—T A A
ThHhHIA LV H—T oA ABRETEET, ZOXATDping TIL, LTN—T 47 T—
TNEMALET,

TCP ping Tl&, SYN X7 & EE L, 56856025 SYN-ACK X7 v bR I LD L) &
R LEd, wRicplzrmUES,

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Y

GE) ZALT T, IR LEE, 38LOTCPping DIXEILT RL A LG
ETEET, HHARERA TS 9 v 2F T 5121E. CLIT~LVT A
LU= 17 BEHLET,

RAFETDIL— FDIER

A

IP7 RLVASND NT 7 4 w7 OFETHENEAEL TWDHEE, AA METONL— N EBHT
HZ LTk oTRy FU—27 NN VINE D hEfERTEEd, FL—RL— T,

ek LT, RN — N TUDP/XT y h&X[E L2, ICMPv6 =2 — A X L7 LET,

SEYEE TOEFUTH D /L—F D35 ICMP Time Exceeded A v —U MK E ., hL—RJb— MNMIZE
DT —NHEINET, &/ —RNE3 208 v NEZET LD, AR EEEDLIHEEN
16D —RiZo&E3|bEd, TXAACLLICR A 952 LT, FL—ALb— F&fif

TEET,

G¥)

T—=H A E—=T oA A% LT — MBI T 5720~ R (traceroute) | F72I1H{K
HEHA =T oA ZA%N L OL— M EBYT 57280~ R (traceroute system) 73%
DES, WOlRa~vr FEHT LI LTSN,

ROFIZ, N7y MCE> THINZFERSN L AREEOH HFERERLET,
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HAhEE SR BA

* B2A LT FOBBAIC e —7 ~DINE 2 ZE LERHATLE,

nn msec K ) —RT, BELEEOTa—T 0T 7 KU v FI2h0 5
(RU®) |

IN. ICMP *v NU—Z|ZBZETE EH A,

'H ICMP R A MZEZETE EHA,

P ICMP 7' b 2 LIZEETE £/ A,

1A ICMP N EHZ I L > TS TWET,

?

JREARHD ICMP =F —203F A L F L7,

REEEAS 23— 24 RENLIz/L— DB
traceroute system =~ > K& L F7,

traceroute systemdestination

AA M,

IPv4/IPv6 7 R L A FE 7 1352 2MESH K A A >4 (FQDN)  (www.example.com 7

&) HTEET, RICHlZRLET,

> traceroute system www.example.com

traceroute to www.example.com (172.163.4.161),

30 hops max, 60 byte packets

1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms

2 10.88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms

3 lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms

4 04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms
5 wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms

6 wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187 ms
7 rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms

8 rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms

9 sbb-gwl.example.com (172.16.16.210) 7.390 ms 7.548 ms 7.653 ms

10 corp-gw2.example.com (172.16.16.58) 7.413 ms 7.310 ms 7.431 ms

11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms

12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559 ms
13 dczO5n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms
14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms
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T—R A=A RENLIzIL— FDEH
traceroute =~ > RZfEH L £7,

traceroutedestination

RARDIPT RLAZEELE T, FQDN L2206 72WEE1X, nslookupfgdn-name =~
YREMFHLTIP T FLAZRELES, KICHZRLET,

> traceroute 209.165.200.225
Tracing the route to 209.165.200.225
1 10.83.194.1 0 msec 10 msec 0 msec
2 10.83.193.65 0 msec 0 msec 0 msec
3 10.88.193.101 0 msec 10 msec 0 msec
4 10.88.193.97 0 msec 0 msec 10 msec
5 10.88.239.9 0 msec 10 msec 0 msec
6 10.88.238.65 10 msec 10 msec 0 msec
7 172.16.7.221 70 msec 70 msec 80 msec
8 209.165.200.225 70 msec 70 msec 70 msec

G¥) ZALT TN, Xy M, 1/ — Rb7-0 o7y ML B
JO ML= — b DEETLE L THERTEIP T L RAEIZA
A —T A AEWECTEET, HHARERS TV a v ERRTHIC
X, CLIT~VT A 0 r—50 2] ZFEHLET,

NTPDO rS TS a—Fa 05

VAT AL, FHET—EMHOH MK SWTELLSEEL, 4 Xy hRZFDOMOT —F KA
v NEIEMICELET, D &b 1o, BEEMIZIL 3 ©? Network Time Protocol (NTP) H—
INT, VAT ARFIEHETE HMEREBE T2 LT H20ERH Y 9,

FOS ZADPEFAMEEE (A v A=2—TC[F/31 2 (Device) 147 Y v 27) 12, NTP H—,3~
DEFRAT — X ADRINE T, AT —FAREAEZIIA VL PROSE, BE LT — 3~
OEFRCICHEN S 7, BEROMBENRE I (—RE B TIERW) A1, RO#E
EEZR L £,

"EFL [T A (Device) ]> [ AT ARGE (System Settings) ]>[NTP (NTP) T3 DLLE
ONTP H—A"DBRESN TS Z L 2R LET, TAUFEMICAR > TOEHAN, NTP
SR 3 DL b B L AREIMEAKIRICE B LT,

CEHA A —T A AIPT KL A ([T/3 A (Device) [>[V AT LIE (System Settings) ]
>[EEA ¥ —7 = A A (Management Interface) | TEFRIALD) & NTP — "DIZR v
FO—7 RARHDLZ L MR LET,

F XA ACLIICu 7' A > L, pingsystem 2~ REMHH LT, ENTP YV —"~DFR v h T —
T RANHLNEIMDT AR LET,

*TNRAACLIWZR AL, ROa<y R LTNTP b —"DAT —HF A% filER LE
T,
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crusrvrey@EREoNMT I

°showntp : 2D~ R, NTP —_OEREHREEZOHMEZRRLET, 277
L. Firepower Device Manager Dz A 7 — ¥ A TIXZEDMOEHREZFEH L TAT—F R
ZRT T, ZOaw s RPRTHNESLHER AT —F ARPRTHRNE L —BELR2nT &
NI ET,

system support ntp : Z® =2~ NIZiX, showntp DHi /1L NTP 7’12 f 2tk - T
Ko A2 MEESHDEEAED NTP 22~ > R atpq DH 1N E i E T, NTP [FH] % feid
TOMERDDLLAEIL, Z0a~vr REERLET,

[Results of ‘ntpq -pn)] DEFZEHEL £ T, 72L& 21X, WO X IITERESNET,

o

Results of 'ntpg -pn'

remote : +216.229.0.50
refid : 129.7.1.66

st HE

t T u

when : 704

poll : 1024

reach : 377

delay : 90.455

offset : 2.954

Jjitter 2 2.473

ZOHITIE, NTPH— 37 KL ADRINZH D +HIIBIER i ch b Z L 2R LET,
TAZY A * X, BIEORZIROET 2R LET,

NTPF—%> (NTPD) 1Z. HEET DY ODATAFT 4T 4 v Ry ¥ il
LTI I BRLET, D%, 72y 7 OBFICL>TIELWF ¥ A ~v—
ERERTF v D —D0NESNET, RIZ, NTPDR T 7> R Y v 728 E L ET
EfOA 78y N2 T RN v 7TBIEOLGLLEICT A2 LIETEERA) , 8
BEDBIE, /7y bR, £V — "ORERFEAE LTI OERIF TN TORMER
EESnD &, RMPICEVEENECET, £z, FABICHIEFITEWRRN D
9, 7uyv I HET VI ANCLST, /eyl A7y bBLRAY L —4 =
T —H R DHERNDH Y T, ZIUITEIER 0D ATEEME N H D F1,

)

GE)  refid 23 .LOCL. D& 1X, 7 NEHEOR—I LV 70y 7 THDHZ LARL
F9, 2FV, BEEEICZEOR—IV 7y 7 OREHERALET, BRL
727 5 LOCL. D34, Firepower Device Manager (3 NTP £t & & (285 ta (IF
M) [o~—2 LEd, @5 NTP 1L, LYV EUREHEZFHTE 5
A, LOCL. EffiZ iR L £ A, TDH, h—"% 3 DL LRET D4
N ET,

CPUB LU AT FERAEDSHT

CPUB LU AEY ODFHFIZET 2V AT A LVOFREFRRT HITE, [F=4 ) 7

(Monitoring) ]>[> A7 A (System) | Zi&R L, CPU &L AEV DRI T 7E2MELET, T
507 7 7%, show cpu system 35 X UF show memory system =~ > KZ{#H L T CLI »SHUVEE L
TlEmaEr~LET,
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=R/AOF &

Y

CLIIZrZ AT 5E, ZNbDa~vy ROBIMN—Y g 2 L CTloF#REZ L5 2 &8 T
EET, @F. OB E R D O ANMKIUI BT 2 kil e MED & 55550, Cisco
Technical Assistance Center (TAC) DH/RD3 B> AR HAVE T, FEMIEHR DL < ITHEHET,
TAC DfFERAMHEETT,

UTIZ, ARDZENTEDLNLODONORA L FERLET, ZNAHD A~ FIZOWTOFEM
fE#RIZ. hitp://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference

for Firepower Threat Defense.html® [Firepower Threat Defense D 2~ K U 7 7 L 2 A | [H5E]
ZZRELTEI N,

*show cpu |L, 7—4% 7L —r D CPUMHREFRLET,
* show cpu core |%, 7 CPU =27 OfEHFEEFBNZTR R L T,

* show cpu detailed |3, BIO=a7 L BLXOEEKNLT —% 71— CPU O fiRE %
~LET,

*show memory |, 7 —4% FL—rDAFTVHEHAREFRLET,

G¥)

F—U—F (bt Tneryy) ofiZiX, cpu £72iE memory =~ > RAfH L TR
177 A NVEDOMOREDORENLERGENRH Y 3., ZhbOREIE. TACOf RN H -
P OMER LET

VAT AFEIESERT 7 a VT AERE R ISR LET, VAT A v &R,
system support view-files =~ > NZ{fiff] L £7°, Cisco Technical Assistance Center (TAC) ~Df]
WEDERICZOa~vy FEEAT 5 &, HAOEMIRL T, @en 7 2R R TEHL912720
£

axy NE, nZ2BRTLODA =2 —2FRLET, VP — FIIBEIT 21213, ko=
~Y FEfEHLET,

*HTT 4L FUICERT LR, T4 b2 M OAHETEZ AT LT, Enter 2 L £,

CRTRT LT 7ANERIRT DL, 77 P Ts LA LES, OB, 77 A NVHADA
NIWROONET, TERBRAHZANT L2LE DY £, RXFL/NXFEIXFIEnE
T Z7AN YA MNIIn T OV A XAURENET, HFHIIRKE Ve 7 %25 < B3R
VERGEENRH Y £,

* [More-| BNERINT-D Space ¥—%H L Tr7 = N DKRON—VEFRRLET,
wkowu 7 o b DB ERRT DI Enter 2L ET, BV ORBICHEETDL L, ALV
A=a—IZRVET, [-More—-] OITIZIE, ROV A XERRLIZENRINET, O
TDITRTOR—DERTTILEN G, BT FFALT, a2 FERTTHICE. Cal+C
ERALET,

CA=a—FTOHENTI S EDOLULIZBEEIT I, bEATILET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device

Manager )


http://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

nsnoxx W

HLWA =V RBMSNLESITENDLEZMERTE DL 0IC, v 72V E FIZT 213,

system support view-files Ti%72 < tail-logs =~ > RZEH L £7,

WOHFNE, AT bh~Our T A 7% BT % cisco/auditlog 7 7 A VR ED L HIZERIND
PERLTONET, 7740 VA ML RKEMOT 4 L7 Y THED, ZO%K, BHEOT 1 L

7 FIADT7 7 AN U XM REET,

> system support view-files

Directory: /ngfw/var/log

—————————— sub-dirs----------

cisco

mojo

removed_ packages

setup

seshat

connector

sf

scripts

packages

removed scripts

httpd

——————————— files——==-————----

2016-10-14 18:12:04.514783 | 5371 | SMART STATUS sda.log
2016-10-14 18:12:04.524783 | 353 | SMART STATUS sdb.log
2016-10-11 21:32:23.848733 | 326517 | action_ queue.log
2016-10-06 16:00:56.620019 | 1018 | brl.down.log

<list abbreviated>

([b] to go back or [s] to select a file to view, [Ctrl+C]
Type a sub-dir name to list its contents: cisco

Directory: /ngfw/var/log/cisco

2017-02-13 22:44:42.394907 | 472 | audit.log

2017-02-13 23:40:30.858198 | 903615 | ev_stats.log.0
2017-02-09 18:14:26.870361 | O | ev_stats.log.0.lck
2017-02-13 05:24:00.682601 | 1024338 | ev _stats.log.l
2017-02-12 08:41:00.478103 | 1024338 | ev_stats.log.2
2017-02-11 11:58:00.260805 | 1024218 | ev_stats.log.3
2017-02-09 18:12:13.828607 | 95848 | firstboot.ngfw-onbox.log
2017-02-13 23:40:00.240359 | 6523160 | ngfw-onbox.log

([b] to go back or [s] to select a file to view, [Ctrl+C]
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C]

> audit.log

2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin, IP:10.24.42.205, Message:Login successful,

2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72,

Message:Login failed,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Unlocked account.,

<remaining log truncated>
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B rsorva—F405 7714006

SO a—T a2 274 ILDER

R L R— b 2 L72BRIC. Cisco Technical Assistance Center (TAC) DOFHYFE (| AT
L O ZHEROBHERDOSNDZENH Y 9, ZOFHIL. REOZK u&"i%i?‘o 2k
77 A NVOREIIEL, ROONTZHEE T ThENEREA,

WROFINETIE, 07 L Z2RE L TRBWY 7 A V2Bl 2 TEIC OV THRA L £,

FIE

ATY T [FTA A (Device) | A =a2—DT A A4,

ATy T2 [FTFT ¥ 2—F 47 (Troubleshooting) ] F T, [7 7 A VOVERKZ TR (Request File to be
Created) | E£721E[7 7 A LV OIERZFFE K (Re-Request File to be Created) ] (SFRIICIER L Tz
B8 #7V v LET,
VAT LBRBW T 7 ANVOERERGLE S, tORX—IICBEIL T, FTRo-TETAT—X
ALMERTHIENTEET, 77 ANVDOERNED L 77 ANVERBRER [¥ U r—F
(Download) ] AHR&Z > & EbizEKRINET,

ATvT3 T 7 ANVDOHERNIESTZH, [F 7 v— K (Download) ]|HR¥ %27 Vw7 LET,
TrAME, TIUTOEEOF Y n— RFREERA LTV -7 AT —v g ¥ vrn—FR
EhET,

— B THWEEA XY

ZITIE, BETIIHY FEAN, HBEIIEETLR2WT 7 Vg VIZHOWTERY EIFET, i
DT 7Y a NI _T, T AF ﬁ%ﬁfbiﬁo:m&wﬁﬁ%ﬁiﬁﬁx%ﬂ4xﬁﬁ
F, FB# Ry PU—Z ICEERY —EAZBE L TV AN L 2R L T EE,

O—AhIILEBELEUE—FEEDUIUEZ

FNA AZHEBER A R & TV 5 B — 1)L D Firepower Device Manager 2 f L, £721%U £— b
“CFirepower Management Center DI DT NA A v X —T ¥ ZFEH LT, 734 AZRELB LV
BHLCTX £, Firepower Device Manager THR—=F SN TWRWERBELZRET 256, L2
Firepower Management Center Cf f FIRE72EE /) & WS EEDS LRG58, VE— b v~ 3 —V v &
ERTE £,

NTZUART LY N 77 AT U —)bE— R TTNA A% EITT HEA . Firepower Management
Center bfE I 2 LN H D £,

VI RY T EFA VA R—ATHI LR, m— I VEBRL ) E— FOEREY Y HL D L
INTEET, UE— MEREND— I VEFICE) Y B 2 DRI, Firepower Device Manager 733
DR EEM AL TCNDZ L EHERLET,
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VAT LER

>

n—prg@eye—rgBEOOVEZ I}

&

ATvT2

ST

v —=UxEHYVEZD L. TN ARTEIIHIBREIN, TN MRECEY 9, 2770,
BHIPT FLAELFRA MNITREESNET,

F L& BRI

TN ABRGR LTS E . FROHBIET A B A2 A LI2EE. VT — MEFICE Y B 2 500
\Z. Firepower Device Manager 41 L C7 /3 2 A BEMEIRT 2 MEN B £, 731 R &8k
fifbrT &, BARATA BV AL T RTOWET A B U ABRBINET, 7351 A& B8 MR L
WA, ZILH D Z A &2 AL Cisco Smart Software Manager D7 /NA AZEI D ¥ ToHFF
2D ES, T ZAORFEMIRESRL T IEE N,

FIE

SSHZ A7 v haMHLTERIPT FLA~DO#ERGZE, RECLIT 7 ¥ A2 oa—¥4
TFEALACLIICn /A v LET, 72k 2E, [EF#E (admin) |2—F47R L,

0 — B VEED U E— MEEAG R Z H12E, ROTFIEIZENET,

a) BIER— N VEHE— NIRRTV AH I EaHRLET,

> show managers
Managed locally.

b) VE—h ~vFx—U v EHFELET,
configure manager add {/ostname | IPv4_address | IPv6_address | DONTRESOLVE} regkey [nat_id]
ZZ T,
* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} |, Z DT /A A& EHT 5
Firepower Management Center ¢ DNS AR 2 b 44, £721LIP 7 R LA (IPv4 £721XIPv6) %

7< L ¥, Firepower Management Center % [E 27 R L AfE TEX WAL,
DONTRESOLVE % {fl L £9°, DONTRESOLVE % {3 2354 1%. nat_id 3 %HE T

TO
* Regkey 137 /XA A % Firepower Management Center ~¥%§%9" % DI H e BT O—&
DEGERF—TY,

* nat_id 1%, Firepower Management Center & 7 /31 AW DOXgk 7 mw AFICHEH I D47
v a v OTEEFICFH)TY, hostname 73 DONTRESOLVE 278 E S LTV DA ICHLE T
R

72 & ZIE, 192.168.0.123 D~ X — ¥ Z X EkF — [MF (secret) | THAHTAHE. kDX D
WCAJILET,

> configure manager add 192.168.0.123 secret

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before switching to remote management.
Otherwise, those licenses remain assigned to the device in Cisco

Smart Software Manager.

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager
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Do you want to continue [yes/no] yes

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers

Host :192.168.0.123
Registration Key HE
Registration : pending

RPC Status :

G¥) BERMN ET2RE P OB, configure manager delete %1 L C8Ek & BV H L.
configure manager local ZffifH L T — I /VEBRICE T Z LN TEET,

) Firepower Management CenterlZ 2 77’1 > L, T /34 A& B L £,
FEAMIZ DUNTId, Firepower Management Centerd > 7 A o ~NWV 7 ZR L T E S0,

ATy 73 V- FEHPL O —DVEBAGYEZ 5120, ROFIEIZHENET,
a) HfEY E— MEHE—RIZRoTWVWDH Z L 2R LET,

> show managers

Host :192.168.0.123
Registration Key HE
Registration : pending

RPC Status

b) VE—F v X =Y r ZHIFRL, v 2 =YX 2 LOE—FIIRD ET,
UE— MEENOr— I VERICEEBIT T2 LI TEEEAL, v XK=V ¥ ZHIRT 51
I%. configure manager delete =~ > RZ{HfH L £,

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

Q) B—HN X =YX ERELET,
configure manager local

W &R L ET,

> configure manager local
Deleting task list

> show managers
Managed locally.

Web 77 U &Ml L C. https://management-IP-address D1 — 1)\ < F— ¥ ZFI< 2 &N
TEHE21C720 £,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



I7479r—LE—FozE ||

2747 94— E—RKDEHE

>

Firepower Threat Defense” 7 A 7V 4 — /UL, V—7 v RE—RELIFIF TV AXRT Lk T—
RCETTEET, =T Y RE—RDT7 7 AT V4 —/MINV—T v KRy TFTHH, 27 J—
VYT Ry FOWTNDNCEERT ARANDOT 74NV NS — oA L LTHREELET, — 5.
N ART L N 77 AT U4 =L, [BumpInTheWire] F721E (AT VA 77 A4 T 74—
V] DEDITHERRT DLAT2 77 AT U= ThHY, BINTZT A ZA~DN—F Ry
LLTIERE SN EE A,

= — 77 /L@ Firepower Device Manager |3V —7 v K E— ROHEHR—MLET, 727ZL, 7
VAT LY b | R CTSICETTDOLERDDEE, 77 AT U4 —/LE— RICERL,
Firepower Management Center Z ] L CT7 A ADEHEHIFTEE T, W2, hT VAT L
VEE=ROT AL REN—T v RE—RIERTHE, 2=V X =T x TEDT /NA A
HEXET H Z LN TE, Firepower Management Center 2 ffi ] L C/L—7 > K £— RDT /A A%
BHTHIEHTEET,

n—hNVEBRTHDI), VE—NEERTHINDICERRL, T—FE2ERET L7017 /34 &
D CLI ZFEHTHIVLENHY 7,

WOFIETIE, a— I~ =¥ E2FEHLTWAES., £Rlde— bl ~32—V v AT E
DLGEDET— NOEFEFIEIZOWTHALE T,

ATy I

ATvT2

T7ATUA—NET—REEETDH L, T ZAREFHIRS W, Y AT LIET 74V bR
IRV ET, 72720, FEIP Y RLALEFRA MIFRFFENET,

[F L& BRI

N7 AXRT L N E— NIZEBT H5H1F. 7747 Ur—/VE— REZET 5HEiIC Firepower
Management Centera A > A h—/L L £,

WTIDLDERE T A B ZAE AN LTV LGS, m— L v 2=V v ZHIBRLTY £— MEH
\ZH) Y B %2 HHEIZ, Firepower Device Manager TZILH DT A &2 AT H0ENH Y £
T, L2 nE, 6D T A &2 AL Cisco Smart Software Manager CT7 /34 AZEIY YT
ONTFEFICRVET, AT var T4 AOFMLEBNMEESRL T ZE0,

FIE

SSHZ FAT7 v "N LTERIPT FLA~NOEFRAHEX, 207 4FXa21—2 a3 CLIT Y
T AMERH D 2=V HZTT A ADCLIZe A LET, 72 2E, admin 2—FZEHEH L
£7,

EF—RFEL—T v KDL T UAXRT LY MIAEE LT, VE— MNMEEZFEHAT I, KOF
g% 51T L&,

a) m— A VERERHICL, S —~v3x—Vx E— RERBLET,

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager

"


fptd-fdm-config-guide-610_chapter_010.pdf#unique_18

B 779+—LE—FOZE

TIT 4 TR~ X=X DET DML, 77 AT U+ —/VE— NEEHETEEE A, configure
manager delete =~ > RZfEH LT, v~ 32— v ZHIBRLET,

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.

b) 77 AT VAN EF—RE T AT L MCERLET,
configure firewall transparent

51 -

> configure firewall transparent

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

) UE—h vX =V ERELET,
configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} regkey [nat_id)

»»«C\
— — N

* {hostname | IPv4_address | IPv6_address | DONTRESOLVE} TlX, ZOT A A &EHT 5
Firepower Management Center © DNS AR 2 F 4 £ 721X 1P 7 R L X (IPv4 £721X IPv6) % f5
7E L ¥7, Firepower Management Center% [H1%7 K L A4FE T 2 WAL,
DONTRESOLVE % f#i/fl L £9°, DONTRESOLVE % i JI4 28813, nat id 3BT
R

* regkey |37 /NA A % Firepower Management Center |28k 3% 72 OIZ M E /e — B O HE T O
Bk —T9,

* nat_id I%, Firepower Management Center & 7 /31 A DO ER 7 1 & AHIZHEH S AT E
DIHFILFHI T, hostname 73 DONTRESOLVE IZ3%E STV A AICMLETT,

72 & z21E. 192.168.0.123 THEERF—secret THHA VX —I ¥ 2T 2121E. RO L HITA
HLET,

> configure manager add 192.168.0.123 secret

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



VR L |

Host :192.168.0.123
Registration Key HE
Registration : pending

RPC Status :
d) Firepower Management CenterlZ 2 77’1 > L CT /NA A%BMLE T,
FEHIIZ DUV TIE, Firepower Management CenterdD 4> T A o ~LV 7 2B L TL 72 & 0,

AT9T3 EF—FREFTUVAXT LU MO —Ty RIZER LT, a—hVEHRICERT SI12E, ROTF
NEZ FAT L £,
a) Management Center?)> 57 /34 A % BEREER L £ 7,
b) Firepower Threat Defense7 /34 AD CLIZT 7 A LET, AHELRLIEar Y —LK—End
TIRALET,
THF, B REAEET D EREVHIFRS, BHIPT FLAZT 74V MIR>TLE D
72, B— REFTRIZEHIP 7 KL A~OD SSH 8 08 kbhb Z L3 H 57120 TT,

Q) 7y AT UA—IE—RENL—Ty FICERLET,
configure firewall routed

i
> configure firewall routed
This will destroy the current interface configurations,

are you sure that you want to proceed? [y/N] y
The firewall mode was changed successfully.

D v—H = BENILET,

configure manager local

I &R L ET,

> configure manager local
Deleting task list

> show managers
Managed locally.

ZIT, Web 77 U &M L. https://management-IP-address Cv1— 71 )V <3 — v % B <
ZEMTEET,

=1 o “

EHTED!) LY b
B0 E LA, VAT AREE THIEOREICY £y FTEET, BERE
Bty AT LI TEEHAN, v I— U r OUIRE ENEIAIT S ERERS U T ShE
3.

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager

| "



B =sxovtvt

REFHIBRL ANy 27 v 7EEE LT-WRAIE, BTt v/ 7 v 7 at—429 TlIF U
O— RFLTWAZEEHERLTLLEEIN, VAT AFZEILTAICIE, VATLADO Uy MEIC Y
I T o art—mT7 v u— RTH5LERHD ET,

[F L& BRI

WTNDDOERET A B ZAZHNI L TWDIGEE, v — <3 —2 v ZHIR$ 2 A1, Firepower
Device Manager TZILOD T A ¥ AL BT HMERH Y £¥, BRI LRNE, ZhHD
7 A & > A% Cisco Smart Software Manager T7 /NA AZHID B THNIZE IRV EF, 7=
Y IA B ADEIMLE EMEE SR L T IZ 30,

FIE

ATYF1 SSHZIA TV bEMEHALTEHIP 7 KL A~D#Hi 2B & . Configuration CLI HE[RA & % . —
PHTT A ZADCLIICR A LET, 72&xIE, admin 21— A AL £,

ATw 72  configure manager delete =~ > RZfHL T, ~%x—Y v &HIBRLET,

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.

ATYT3 m— IR —TrERELET,
configure manager local

I &R L ET,

> configure manager local
Deleting task list

> show managers
Managed locally.

ZIT, Web 7 7 UH &R LT, https://management-IP-address T —7H )b <X —V ¥ Z < 2
EMTEET, REZZVTTDLE, A A0y N T v 7 U4 P —FREZETTDHLIITKD
bhEd,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )
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