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Firepower Threat Defense

Firepower Threat Defense
Firepower Device Manager Firepower Management Center

Firepower Device Manager

1 Firepower Device Manager

Firepower Threat Defense

ASA 5506-X 5506H-X 5506W-X 5508-X 5516-X 6.1
ASA 5512-X  5515-X 5525-X 5545-X 5555-X 6.1
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Firepower Threat Defense 2

Firepower Device Manager Web

Firepower Device Manager Web

CLI

CLI Firepower Device Manager

Firepower Device Manager

Firepower Device Manager

CLI
Web
Firefox Chrome Safari Internet Explorer
Firepower Device Manager admin Firepower Device
Manager
1 https://ftd.example.com
IPv4 IPv6 DNS
2 admin [ Login ]
admin Admin123
20
[ Log
Out ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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CLI

CLI
CLI
CLI

* 9600 8

* SSH IP admin
Admin123 CLI

CLI help ?

http://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_
Reference_for_Firepower_Threat_Defense.html  Firepower Threat Defense

[ 1
S
configure user add CLI
CLI Firepower Device Manager
Web
Firepower Device Manager
A
CLI configure password
configure user password username CLI
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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1 [ Profile ]
W
2 [ Password ]
3
4
5 [ Change ]
1 [ Profile ]
W
2 [ Profile ] [ Save ]
°[ Time Zone for Scheduling Tasks ]
°[ Color Theme ]
3 0 Password ] [ Change ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



Firepower Threat Defense  CLI .

Firepower Threat Defense  CLI

Firepower Threat Defense CLI
CLI
CLlI
CLI
config CLI
config
SSH
FXOS CLI connect ftd
Firepower Threat Defense CLI

configure user addusername {basic | config}

* config

* basic

config joecool
> configure user add joecool config
Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user
Login UID  Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
jJoecool 1001 Local Config Enabled No Never N/A Dis No 5
configure password
« configure user aging username max_days warn_days
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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. Firepower Threat Defense  CLI

1~9999

« configure user forcereset username

« configure user maxfailedlogins username number

1~9999
configure user unlock
5

« configure user minpasswdlen username number
1~127

« configure user strengthcheck username {enable | disable}

configure user forcereset

« configure user access username {basic | config}

« configure user delete username

« configure user disable username

« configure user enable username

« configure user password username

configure password

« configure user unlock username

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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Management Gateway

Management Layer 2 Threat Defense
Computer ;
Switch e

inside
192.168.45.1

Management IP Address:

192.168 .45 .45
105
ASA 5506-X 5508-X 5516-X
GigabitEthemet 1/1 Management 11

outside 192,168 .45.45
|

/_-

f
GigabitEthernet 1/2 /Il'I
inside, 192.168.45.1
I (Gateway)

WAN Modem Layer 2 Switch
I-'f = Internet Management Computer
"\
* ISP/WAN GigabitEthernet 1/1
IP DHCP
* GigabitEthernet 1/2 2 IP 192.168.45.1
* Management 1/1 2 IP 192.168.45.45
° 2 DHCP
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




ASAB5512-X 5515-X 5525-X 5545-X  5555-X

Management Computer

GigabitEthernet 01

Management 0/0 inside, 192.168.45.1

192.168.45.45
@

GigabitEthernet 0/0
outside

WAN Modem

w2

* ISP/WAN GigabitEthernet 0/0

IP DHCP

* GigabitEthernet 0/1 2 IP 192.168.45.1

* Management 0/0 2 IP 192.168.45.45

. 2 DHCP

Firepower Device Manager
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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1
2
3
[
[
* [IPv4
* [IPv6
[
* [DNS

[l Cisco Firepower Threat Defense
Manager

CLI

[ Next ]

Next ]
outside_zone

Outside Interface ]

Configure IPv4 ] IPv4
IP
[ Off ] IPv4
DHCP
, 15
Configure IPv6 ] IPv6
IP
Off ] IPv6
DNS Servers ]
DNS OpenDNS
[OpenDNS Use OpenDNS ]
IP
Firewall Hostname ]
6.1 Firepower Device
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DNS

DHCP

DHCP

Next ]



ASA 5506W-X

[ Next ]
°[ Time Zone ]
* [NTP NTP Time Server ] NTP
NTP
90
Smart Software Manager SSM
[ 90 Start 90 day evaluation
period without registration ]
[ Device ] [ Smart Licenses ]
[ Finish ]
. URL
, 64
, 90 , 109
. Firepower Threat Defense ,
25
ASA 5506W-X Cisco Aironet 702i
SSID Web
GigabitEthernet 1/9
Wi-Fi GigabitEthernet 1/9
Wi-Fi

CiscoFirepower Threat Defense 6.1

Firepower Device Manager
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B ASA 5506W-X

* LAN Cisco Wireless LAN Controller

. Cisco
Aironet 700

Firepower Threat Defense

Firepower Threat DefenseCLI
SSH Firepower Threat DefenseCLI

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press "Ctrl+a then d* to detach.
Type help or "?° for a list of available commands.

firepower> enable

Password: <press enter, by default, the password is blank>
Ffirepower# hw-module module wlan recover configuration

session wlan console

CLlI
1 GigabitEthernet 1/9
a) [ Device ]
[ Interfaces ]
b) GigabitEthernet 1/9 [ edit ] 7]
c)
°[ Interface Name ] wifi
°[ Status ]
* [IPv4 IPv4 Address ] [ Static ]
192.168.10.1/24
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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ASA 5506W-X B

d) [ Save ]
Wi-Fi
[inside_zone] [ inside ]
Wi-Fi Web
a) [ Objects ] [ Security
Zones ]
b) [inside_zone] [ edit ] (/]
o) [ Interfaces ] [+] [wifi]
[inside_zone]
[inside_zone] [outside_zone]
[Wifi] [inside_zone] Wi-Fi
[inside_zone]

a) [ Policies ]
b) [ Access Control ] [+]
c)

°[ Title ] Inside_Inside

°[ Action ] Allow Trust

°[ / Source/Destination ]>[ Source Zones ] inside_zone

°[ / Source/Destination ]>[ Destination Zones ] inside_zone
d) [OK]

DHCP

DHCP IP
a [ Device ]
b) [ System Settings ] > [DHCP DHCP Server ]
) DHCP [+]
d) DHCP

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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ASA 5506W-X
* [DHCP Enable DHCP Server ] DHCP
°[ Interface ] [wifi]
°[ AddressPool ] DHCP
192.168.10.2-192.168.10.254 IP
e) [ Add ][OK]
[ Deploy ] [ Deploy Now ]
DHCP
192.168.10.2
) IP
http://192.168.10.2
Web
b) cisco Cisco
c) [ Easy Setup ]>[ Network Configuration ]
d) [ Radio Configuration ] [ 2.4GHz Radio 2.4GHz ] [ 5GHz
Radio 5GHz ]
[ Apply ]
* [SSID] Wi-Fi
°[ SSID Broadcast SSID in Beacon ]
°[ Universal Admin Mode ]
°[ Security ]
Web
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



a) [ Summary ]
Network Interfaces ] 2.4 GHz

b) [ Settings ]

¢) [Enable Radio] [Enable]

d) 5GHz

Firepower Device Manager

[Apply]

Firepower Threat Defense

DHCP 1P

Adminl23

1P 192.168.45.45

192.168.45.1

P |192.168.45.1

DHCP 192.168.45.46
192.168.45.254
DHCP
WINS
DNS IPv4
DHCP
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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ISP

DHCP

DHCP

Firepower Threat Defense

ASA 5506-X
ASA 5506H-X
ASA 5506W-X

GigabitEthernet 1/1

GigabitEthernet 1/2

ASA 5508-X
ASA 5516-X

GigabitEthernet 1/1

GigabitEthernet 1/2

ASA 5512-X
ASA 5515-X
ASA 5525-X
ASA 5545-X
ASA 5555-X

GigabitEthernet 0/0

GigabitEthernet 0/1

192.168.45.45

[l Cisco Firepower Threat Defense 6.1

Manager
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192.168.45.1
DNS
firepower
NTP
192.168.45.1
IP
192.168.45.46  192.168.45.254
DHCP
IPv4
DHCP DHCP DHCP
WINS
DNS
DHCP
P IP DHCP
IPv4  IPV6
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IPv4
IPv6
IPv4/1Pv6

DHCP
DHCP

IPv4 0.0.0.0/0 IPv6 (0]

inside_zone

outside_zone

inside_zone outside_zone

NAT PAT

IPvV6
IPv6
PAT
IPv4

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager



Firepower Device Manager

[ Profile ]
W
[ Device ] [ Device Dashboard ]
5516-x-1
5516-%-1
, 22
VDB
°[ Interface ] 2
, 103
°[ Routing ]
, 119
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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°[ Updates ]
, 281
°[ System Settings ]
, 271
°[ Smart License ]
, 59
°[ Backup and Restore ]
, 286
°[ Troubleshoot ] Cisco Technical Assistance Center
300
3 [ Deploy ]
, 20
[ Policies ]
[ Objects ]
2
1
2
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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A

Firepower Device Manager Firepower Threat Defense
, 21
1 Web [ Deploy Changes ]
[ Deployment Summary ]
2 [ Deploy Now ]
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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VDB
Snort
[ Device Dashboard ]
[ Device Dashboard ]
S
[
Interfaces ] [ Monitoring 1>[ System ]
IP
IP DHCP
° /
* “inside”
“inside”
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



. “outside”
DNS NTP
DNS
° [ System Settings ]>[ IP  Device
Management IP ]
* DNS [ System Settings ] > [DNS DNS Server ]
*NTP [ System Settings  ]>[NTP] NTP
, 296
. [ Smart License ] [
View Configuration ]
[ Task List ]
IP
Cisco Technical
Assistance Center TAC
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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. [ Success ] [
Failures ]

* [ delete ] O

. [ Remove

All Completed Tasks ]

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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Firepower Threat Defense

Firepower Device Manager Firepower Threat Defense

* , 33

* , 37

* URL , 41
* , 46

Firepower Device Manager
Firepower Device Manager
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Firepower Threat Defense

Firepower Threat Defense

Web
Web
URL
URL
URL
URL , 41
1
HTTP Web

Web

a) [ Policies ] [ Identity ]
P 1P
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



Firepower Threat Defense

Hmir
Cisco

iy o %

Monitoring Objects

@ Security Policies

@ Mdentity @ NAT @ Access Conirol

ESTABLISHING USER IDENTITY

You can use dentity policies to collect user

identity information from connections. You
can then view usage Dased on user identity
Im the dashboards, and configure access

Ci Dased On USer O User group E:.'
linking network behavior, raffic, and evenis

directly to individual users, the system can

Fredp you identify the & of palicy
breaches, altacks, or NEDWork
vulnerabilities.

Get Started |

°[ Name ]

°[ Type ]

l

Password ]

°[ DN BaseDN ]

dc=example,dc=com

DN , 129
* [AD

Active Directory
°[ /IP
IP
°[ Port ]

LDAPS

Cisco Firepower Threat Defense

USERS 1& * O

@@® @-

HOW IDENTITY POLICIES WORK

@ O- ‘:tsm;nou

A
AUTHENTICATE
w

SERVER

Active Directory

Directory Username ] [ Directory
admin@ad.example.com
DN
AD Primary Domain ]
example.com
Hostname/IP Address ]
IP
389
636
6.1 Firepower Device Manager
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Firepower Threat Defense

°[ Encryption ]
STARTTLS LDAPS
[ None ]
° STARTTLS
389

° LDAPS LDAP over SSL 636

* [SSL SSL Certificate ] CA
[ /IP Hostname/IP

Address ] IP 10.10.10.250

ad.example.com

ad.example.com
example.com
Administrator@ad.example.com DN
ou=user,dc=example,dc=com

Directory Server: Configuration

Name Type
AD
Directory Username Directory Passward

Administrator@ad. example.com

£.g. user@example.com

Base DN AD Primary Domain
ou=user,dc=example,dc=com example.com

e.g. ou=user, dc=example, dc=com e.g. example.com

Hostname / IP Address Port
ad.example.com 389

e.g. ad.exampile_ com

Encryption SSL Cenificate
NONE v Mo certificates uploaded yet
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager




| Firepower Threat Defense

H
d) [Next]
e)
[ Save ]
°[ Server Certificate ] CA
PEM DER X509
[ Upload Certificate ]
°[ Certificate Key ] [
Upload Key ]
°[ Port ] 885 TCP
1025 65535
f) [ Save ]
9 [ Create Identity Rule ] [+]
h)
°[ Name ] Require_Authentication
°[ UserAuthentication ] [ Active ]
°[ Type ] [HTTP HTTP Negotiate ]
NTLM HTTP
HTTPBasic HTTP NTLM
IP
HTTP DNS
firewall-hostname.AD-domain-name HTTP
IP DNS
DNS
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower Threat Defense

°[ / Source/Destinatio ] [ Any ]

HTTP HTTP

, 135

Add Identity Rule

Order Title User Authentication Type Fall Back as Guest

1 ~ Require_Authentication B Active ~ HTTP Negotiate ~ I:.

Source [ Destination

SOURCE DESTINATION
Zones 4+  MNetworks + Ports + Zones 4+ MNetworks + Ports/Protocols +
i) [OK OK ]
[ Deploy ]

€0 @-

2 Inside_Outside_Rule [ Allow ]
Inside_Outside_Rule

IP
a [ Policies ] [ Access Control ]
b) Inside_Outside_Rule [ Actions ]
o
ON| Action ] [ Allow ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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| Firepower Threat Defense

Order Title Action
1 v iInside_Ourside_Rule
d) [OK OK ]
3
Inside_Outside_Rule
Inside_Outside_Rule

a)

Default Actlon ACCESS CONTROL: (@) BLOCK | v
b) [ Select Log Action > At Beginning and

End of Connection ]
¢) [OK]

4 VDB
VDB
VDB
VDB
VDB

a [ Device ]
b) [ Updates ] [ View Configuration ]

Updates

View Configuration >
¢) [VDB VDB ] [ Configure ]

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower Threat Defense

e 265.0

Configure
Set recurring VDB updates

UPDATE NOW

d)

VDB 1 0:00 24

Set recurring VDB Update

Frequency

Weekly

Days of Week Time

(-07:00) America/Loa_Angelas

e) [ Save ]

a) Web [ Deploy Changes ]

b) [ Deploy Now ]

Deployed ]

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager




| Firepower Threat Defense

Deployment Summary
You have successfully deployed

Modifled Objects Inltlated Completed Status
» AccessPolicy 11 May 2016 11 May 2016 a Deployed
3  AccessRule 01:24:35 PM 01:27:06 PM
»  ActiveDirectoryRealm
2  IdentityPolicy
?  IdentityRule
1
Web URL
IPS
[ allow ]
[ trust ] block ]
[ allow ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower Threat Defense |

Firepower
Cisco Talos Security Intelligence
and Research Group

1 [ Threat ]

Cisco.com  Smart Software Manager

a [ Device ]
5516-x-1
E516-x-1
b) [ Smart License ] [ View Configuration ]
Smart License
View Conflguration >
o) [ Threat ] [ Enable ]
[ Disable ]
Threat DISABLE
2 1
Inside_Outside_Rule
a) [ Policies ]
[ Access Control ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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| Firepower Threat Defense

b) Inside_Outside_Rule [ Actions ]
c) [ Action 1 [ Allow ]
Order Title Action
1 v inside_Outside Rule
d) [ Intrusion Policy ]
e) [ Intrusion Policy ]
Balanced Security and Connectivity ]
[ Connectivity over Security ]
[ Security
over Connectivity ] [ Maximum Detection ]
Edit Access Rule
Order Title Action
1 v Inside_Outside_Rule Allow
Source/Destination Applications URLs Users Intrusion Policy F
INTRUSION POLICY
LEVEL OF INTRUSION POLICY
b o ; {
BALANCED SECURITY AND CONNECTIVITY
This policy is designed to balance overall network performance with network infrastructure
security. This policy is appropriate for most networks. Select this policy for most situations
where you want to apply intrusion prevention.
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower Threat Defense

f) [OK OK ]

a [ Device ]
b) [ Updates ] [ View Configuration ]

Updates

View Configuration >

ON| Rule ] [ Configure ]

Rule

Conflgure
Set recurring Rule updates

UPDATE NOW

d)

1 0:00 24

[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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Set recurring Rule Update

Frequency

Weekly

Days of Week Time

e) [ Save ]
4
a) Web [ Deploy Changes ]
@
r
b) [ Deploy Now ]
[
Deployed ]
Web
Web
Javascript Web
Firepower Firepower  AMP
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower AMP AMP
AMP

SHA-256

[ unknown ]
[ unknown ]

[ allow ]
[ trust ]

Manager

a [ Device ]

5516-x-1

b) [ Smart License ]

Smart License

View Conflguration ’

) [ Malware ] [

[l Cisco Firepower Threat Defense 6.1
Manager

[

Firepower Threat Defense

AMP
clean ] [ malware ]
AMP
block ]
Malware ]
Cisco.com  Smart Software
[ View Configuration ]
Enable ]
[ Disable ]

Firepower Device



Firepower Threat Defense

Malware

Inside_Outside_Rule

a) [ Policies ]
[ Access Control
b) Inside_Outside_Rule [
C) [
Order Title
1 v Inside_Outside_Rule

d [ File Policy ]
e)
Block Malware All ]
[
Lookup All ]
Microsoft Office
[
Cisco Firepower Threat Defense 6.1

DISABLE
]
Actions ]
o
Action ] [ Allow ]
Action

AMP
Cloud

Office PDF

Block Malware All ]

Firepower Device Manager
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Firepower Threat Defense

Edit Access Rule

Order Title Action
1 ~ Inside_Outside_Rule
Source/Destination Applications URLs Users Intrusion Paolicy File policy
SELECT THE FILE POLICY Gy CONTR(
Use file pol
Malware Pr
Block Malware All v policles o |
regardiess
Query the AMP cloud to determine if files traversing your network contain
malware, then block files that represent threats.
f) [ Logging ] [ File Events ]
[ Log Files ]
FILE EVENTS
Log Files
9) [OK OK ]
3
a) Web [ Deploy Changes ]
@
[ ]
b) [ Deploy Now ]
Deployed ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




| Firepower Threat Defense

URL [ |
Web
URL
Web
URL
Web
URL URL
URL
URL
badsite.example.com
1 [URL URL ]
Web
URL
Cisco.com  Smart Software Manager
a [ Device ]
5516-x-1
B516-x-1
b) [ Smart License ] [ View Configuration ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower Threat Defense

B URL

Smart License

View Conflguration >
¢) [URL URL License ] [ Enable ]
[ Disable ]
URL License S aar
2 URL
[ Allow ]
Web URL
Web
a) [ Policies ]
[ Access Control ]
b) [+]
c)
°[ Order ]
/
1
Inside_Outside_Rule /
[
°[ Title ] Block_Web_Sites
°[ Action ] [ Block ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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URL B
Order Title Action
1 v Block_Web_Sites @ Block
d [ / Source/Destination ] [ Source >[ Zones | [+]
[inside_zone inside_zone ] [OK
OK 1]
[+]
[OK OK ]
Source/Destination Applications URLs Usti
SOURCE
Zones +  Networks &
¥ Filter
‘
E outside_zone
Create New Secunty Zone CANCEL “

e) [ Destination ] > [Zones 1 [outside_zone outside_zone ]
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks +  Pors +  Zones +
B inside_zone . B outside_zone

f) [URL URLs ]

9) [ Categories ] [+]

[ Adultand Pornography 1 [ BotNets ]
[ Confirmed SPAM Sources ] [
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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B URL

Social Network ]

URLs Users Intrusion Policy File policy Logging
CATEGORIES +
B Adult and Pormnograp... Reputation: Risk Any w
Bot MNets Reputation: Risk Any w
Confirmed SPAM So... Reputation: Risk Any w
Social Network Reputation: Risk Any w
h) [ Social Network ]
[ Reputation:
Risk Any ] [ Any ] [

Benign sites with security risks ]

Social Network Reputation: Benign sites with sec__.
ANY o] |
We Benign sites Benign sites  Suspicious High
v with secunty sites risk
risks
[ Suspicious Sites ] [
HighRisk ]
i) [URL URLS ] [+]
) [ URL Create New URL ]
k) URL badsite.example.com [ Add ] [OK OK ]
URL
URL URL
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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URL B

New URL Object

Name

badsite example com

Description

URL

badsite example com

) [OK OK ]
Order Title Action
1 v Block_Web_Sites @ Block ~
Source/Destination Applications URLSs Users Intrusion Policy File policy Logging
URLS + CATEGORIES +
& badsite example com Adult and Pornograp... Reputation: Risk Any W
B Bot Nets Reputation: Risk Any w
B Confirmed SPAM So... Reputation: Risk Any w
B Social Network Reputation: Benign sites with sec... W
m) [ Logging ] [ Select Log Action ] >
[ At Beginning and End of Connection ]
Web
n) [OK OK ]
3 URL
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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URL Web

1 1 30

URL
a [ Device ]
b) [ System Settings ]>[ Traffic Settings ]>[
Cloud Preferences]
0 [ URL Cisco CSI Query Cisco CSI for Unknown URLs ]
d) [ Save ]
4
a) Web [ Deploy Changes ]
b) [ Deploy Now ]
Deployed ]
Web
URL
Web
Web
Web
Firepower Threat Defense
TCP/UDP
Web
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



| Firepower Threat Defense

1
VDB
[ / anonymizer/proxy ]
, 25
[ Applications ]
VDB
VDB
1
a) [ Policies ]
[ Access Control ]

b) [+]
c)

°[ Order ]

/
1
Inside_Outside_Rule /
[1

°[ Title ] Block_Anonymizers

°[ Action ] [ Block ]

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Order Title Action

il v Block_Anonymizers @ Block

d) [ / Source/Destination ] [ Source >[ Zones ] [+]
[inside_zone inside_zone ] [OK

OK ]
Source/Destination Applications URLs Ust
SOURCE
Zones + | Networks +

¥ Filter

=R

E outside_zone

-

Create New Security Zone CANCEL “

e) [ Destination ] > [Zones ] [outside_zone outside_zone ]
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks +  Pors +  Zones +
B inside_zone . B outside_zone

NI Applications ]

9) [ Applications ] [+]

[ Advanced Filter ]
[
Application Filters ]
[ AdvancedFilter ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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TFPT

Filter Applications

Risks
Any

Business Relevance

Categories ]

1 selected

Categories

T Search Categories
@ =nonymizer/proxy é
mabile application
ValP
web services provider

e &-COMMErcs

Applications ]

Facebook

VDB

€  RESET FILTER

Tags Any selected

T Search Tags

displays ads a
not work related

high bandwdth

file sharing/transfer

share media

Filter the list of applications 33 Applications

Application

& All applications that match the filters (33)

Description

n ASProoy ASProxy open-source web proxy
B Afier School Anonymous messaging app.
B 2vocen Registered with LANA on port 1078 tepfudp.
ﬂ Avaidr Web based proxy compatible with many popular social networking sites.
h) [ Advanced Filters ] [ Add ]
[ Applications ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager

| "



Firepower Threat Defense |

Source/Destination Applications URLs Users Intrusion Palicy

APPLICATIONS SAVEASFITER +

¥ Categories: anonymizer/proxy

D[ Logging ] [ Select Log Action ]>
At Beginning and End of Connection ]

J) JoK OK ]
2
a) Web [ Deploy Changes ]
b) [ Deploy Now ]
[
Deployed ]
3 0 Monitoring ]
[ Network Overview ]
[ All 1 Denied /[ Allowed ]
[ Applications ]
. 192.168.2.0/24
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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. DHCP

a [ Device ]

5516-x-1

b)

Interface

3 Enabled

c)

d)

°[ Name ]

Cisco Firepower Threat Defense

192.168.2.2

6.1

192.168.2.254

192.168.2.1

NAT

Interfaces ]

Actions ]

inside_2

Firepower Device Manager
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°[ Status ]

* [IPv4 IPv4 Address ] [ Type 1 [ Static ]
192.168.2.1/24

Edit Physical Interface

Interface Name Status
inside_2 O

Description

IPvd Address IPv6 Address Advanced Options

Type IP Address and Subnet Mask
Static v 192.168.2.1 f 24
e) [ Save |
IP
GigabitEthernet1/3 inside_2 D 192.168.2.1
2 DHCP
a [ Device ]
b) [ System Settings ] > [DHCP DHCP Server ]
¢) DHCP [+]
d)
* [DHCP Enable DHCP Server ]
°[ Interface ] DHCP
inside_2
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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°[ AddressPool ]
192.168.2.2 192.168.2.254 .0
1 .255

Add Server

Enabled DHCP Server o

Interface

inside_2

Address Pool

192.168.2.2-192.168.2.254

e) [ Add ]

it INTERFACE ENABLED DHCP SERVER

1 inside Enabled 192.168.1.5-192.168.1.254

2 inside_2 Enabled 192.168.2.2-192.168.2.254

3
a) [ Objects ]
b) [ Security Zones ]
¢) [inside_zone inside zone ] [ Actions ]
d [ Interfaces ] [+] inside_2
[OK OK ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Interfaces
-

inside

inside_2

e) [ Save ]

Security Zones

2 objects
# MAME INTERFACES
1 Inglde_zone inside, inside_2
2 outside_zone outside
4
a) [ Policies ]
[ Access Control ]
b) [+]
c)
°[ Order ]
/
1
/
°[ Title ] Allow_Inside_Inside
°[ Action ] [ Allow ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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Order Title Action
4 ~  Alow_inside_inside
d) [ / Source/Destination ] [ Source >[ Zones ] [+]
[inside_zone inside_zone ] [OK
OK ]
Source/Destination Applications URLs Use
SOURCE
Zones +  Newworks +*
¥ Filter
A
ﬂ outside_zone @
Create New Security Zone CANCEL “
€) [ Destination ] > [Zones 1 [inside_zone inside_zone ]
2
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks +  Pors +  Zones +
B inside_zone B inside_zone
f)
Wi-Fi
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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°[ Intrusion Policy ]
[ Balanced Security and Connectivity ]

°[ File Policy ] [
Block Malware All ]

9) [ Logging ] [ Select Log Action ] >
At Beginning and End of Connection ]

h) [OK OK ]
5
inside_zone inside_zone
°[ AccessControl ] Inside_Outside_Rule
*[NAT NAT ] InsideQOutsideNATrule
PAT
IP
IP
inside_zone
°[ Identity ]
6
a) Web [ Deploy Changes ]
b) [ Deploy Now ]
[
Deployed ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



| Firepower Threat Defense

DHCP IP
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* Firepower , 59

* , 62

Firepower

Cisco Smart Licensing
PAK

Cisco Smart
Software Manager
Cisco Smart Software Manager
Firepower Threat Defense 1 Cisco Smart Software
Manager https://software.cisco.com/#SmartLicensing-InventoryCisco Smart Software
Manager
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Cisco Smart Software Manager
Firepower Device Manager

Cisco Smart Software Manager

Firepower Threat Defense

1D 1 6
ID 9 1

Cisco Smart Software Manager

30
90
90

Firepower Threat Defense

Firepower Threat Defense

2
[
Allow export-controlled functionality
on the products registered with this token ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



Intrusion detection
andprevention
Filecontrol
Firepower
AMP
Cisco
Advanced Malware Protection AMP Firepower
AMP
AMP Threat Grid
URL URL
URL Filtering
URL URL
°[ Malware license ] AMP
AMP
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Unavailable
°[ Threat ]
* [URL URL Filtering ] URL
URL URL
URL
[ SmartLicense ]
90 Cisco Smart Software
Manager Cisco Smart Software Manager
. Authorized /
License Authority
In-Compliance
. Out-of-Compliance
In-Compliance
. Authorization Expired 90
Out-of-Compliance Authorized

[i]

Cisco Smart Software Manager

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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(O | Device ] [ Smart License ]
[ View Configuration ]

Cisco Smart Software Manager

, 63
3
, 64
4
* Cisco Smart Software Manager , 65
* , 65
Firepower Threat Defense
Cisco Smart Software Manager
90
1 [ Device ] [ Smart License ]
[ View Configuration ]
2 [ Request Register ]
a) Cisco Smart Software Manager
b)
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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30

[ Allow export-controlled functionality
on the products registered with this token ]

c) [ Smart License Registration ]

d) [ Request Register ]

Cisco Smart Software Manager

Cisco Smart Software Manager

1 [ Device ] [ Smart License ]
[ View Configuration ]
2 [ / Enable/Disable ]
°[ Enable ] CiscoSmart Software Manager
°[ Disable ] Cisco Smart Software Manager
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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Cisco Smart Software Manager .

Cisco Smart Software Manager

Cisco Smart Software Manager
30
90

Smart Software Manager

(O | Device ] [ Smart
License summary ] [ View Configuration ]

2 [ Resync Connection ]

Cisco Smart Software Manager

1 0 Device ] [ Smart
License summary ] | View Configuration ]
2 [ Unregister Device ]
3 [ Unregister ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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* , 11
* , 12
L]
L]
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* DoS TCP

DoS

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager



ID
Web
[ Monitoring ] [ Dashboards ]
. 5 [ Network Overview ]
[ Transactions ]
[ DataUsage ]
[ View More ]
. Web
raw [ Values 1 [
Percentages ] 10 100 1000
[ Dashboard ]
°[ Network Overview ]
URL  Web
°[ Users ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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°[ Applications ]
Facebook
* [Web Web Categories ]
Web
°[ Policies ]
°[ Ingress Zones |
°[ Egress Zones ]
°[ Destinations ]
°[ Attackers ]
°[ Targets ]
°[ Threats ]
°[ File Logs ]
°[ System ]
[l Cisco Firepower Threat Defense 6.1

Manager

CPU

Web

Web

Firepower Device
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[ System ]
CLlI
show cpu show memory
show cpu system show memory system
°[ Events ]
Firepower Device Manager
CLI
CLI , 3
CLI show
ping  traceroute CLI
show 0

clear

Command Reference for Firepower Threat Defense http://www.cisco.com/c/
en/us/td/docs/security/firepower/command_ref/b_Command_Reference for_Firepower_Threat Defense.html

* show nat NAT

* show xlate NAT

* show conn

* show dhcpd DHCP

* show interface

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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1 [ Monitoring ]
2 [ Events ]
, 13

3

[ Pause ]

[ Resume ]
* 5 10 20 60
[+] [ / Add/Remove Columns ]
, 14
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



* [
View Details ]
, 16
OR AND
, 15
[ Filter ]
[ Filter ] [ Reset Filters ]
[X] [ Filter ]
IP URL
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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[l Cisco Firepower Threat Defense

Manager

Monitoring

6.1

1>1

AMP for Firepower

Events ]

[+]

[X]

Firepower Device



[ / Add/Remove Columns ]
, 16
[OK]
[ Filter ]
Filter ]
equals (=)
greater than (>) less than (<)
Filter ]
Filter ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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>
IP
<
. OR
Initiator IP=10.100.10.10  Initiator IP=10.100.10.11
* AND Initiator IP=10.100.10.10
Destination Port/ICMP Type=80
10.100.10.10
* IPv4 IPv6 Destination
Port=50-80
[ Source ] IP
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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Trust
TCP
1
Block
[ Block ]
Default Action
Allowed Connection
Application
Application Business Relevance
Very High
High Medium Low Very Low
Application Categories Application Tag
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Application Risk
Very High  High

Medium Low Very Low
Block Type
Client Application Client Version
Client Business Relevance

Very High  High

Medium Low Very Low

Client Category Client Tag
Client Risk
VeryHigh High Medium
Low Very Low
Connection

1D

Connection Blocktype Indicator

Connection Bytes

Connection Time

Connection Timestamp

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager



Denied Connection

Destination Country and Continent

IP Destination IP
IP

/ICMP
Port Destination Icode

Direction

Disposition

Malware

AMP

Clean

AMP

Unknown

AMP
AMP

Unavailable

AMP

[ DetectFiles ] [
AMP

CiscoFirepower Threat Defense 6.1

Icode Destination Port/ICMP Code Destination

ICMP

Block Files ]

Firepower Device Manager
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Egress Interface Egress Security Zone

Event Event Type

Event Seconds Event Microseconds

File Category

Office
PDF

File Event Timestamp

File Name

File Rule Action

SHA256 File SHA256
SHA-256

File Size KB
KB

File Type
HTML  MSEXE

/ File/Malware Policy

Filelog Blocktype Indicator

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager



Firewall Policy Rule Firewall

Rule
First Packet
HTTP HTTP Referrer
HTTP URL HTTP
URL Web URL Web
HTTP HTTP Response
HTTP HTTP
IDS IDS Classification
Ingress Interface Ingress Security Zone
Initiator Bytes Initiator Packets
Initiator Country and Continent
IP
IP Initiator IP
IP DNS
Inline Result
[ Drop and Generate Events ]
Intrusion Policy
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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IPS IPS Blocktype Indicator

Last Packet

MPLS MPLS Label
Malware Blocktype Indicator
Message
NetBIOS NetBIOS Domain
NetBIOS
Original Client Country and Continent
IP
IP  Original Client IP
HTTP IP X-Forwarded-For
XFF True-Client-IP HTTP
Policy Policy Revision
Priority
Cisco Talos Security Intelligence and Research Group Talos
High Medium Low
Protocol
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



Reason
1
File Block [ FileBlock ]
[ Block ]
File
Monitor
[ Block Files ]
File Resume Allow [ Block Malware ]
HTTP
[ DetectFiles ]
File Resume [ Malware Cloud Lookup ]
Block
HTTP
Intrusion Block [
Intrusion Block ]
[ Block ]
[ Allow ]
Intrusion
Monitor
[ Generate Events ]
Receive Times
Referenced Host
DNS HTTP HTTPS
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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Responder Bytes Responder Packets

Responder Country and Continent

IP  Responder IP

Signature

IP DNS

Source Country and Continent

/[ICMP
Port Source Port Itype

TCP TCP Flags
TCP
URL URL URL

Category URL Reputation

SSL

SSL

User

[l Cisco Firepower Threat Defense 6.1

Manager

IP

Itype Source Port/ICMP Type Source

ICMP
URL URL URL
URL Reputation Score
URL
URL
SSL
URL

Firepower Device



VLAN
VLAN ID
Web Web App Business Relevance
Web Very
High High Medium Low Very Low Web
Web Web Web App Categories Web App
Tag
Web Web
Web Web App Risk
Web VeryHigh High
Medium Low Very Low Web

Web Web Application
HTTP URL Web
Web URL
Web
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Geol ocation

, 98
, 89
ICMP
, 91
, 92
Syslog syslog
syslog
syslog .99
URL Web URL IP
URL URL
URL , 96

[l Cisco Firepower Threat Defense
Manager

6.1
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[ Objects ]
[ Objects ]
)
[ Create
New Object ]
1 0 Objects ]
[ Objects ]
2
* [+]
* [ AddGroup ] ®
. o
. O
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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[ Objects ]
[
Create New Network ]
1 0 Objects ] [ Network ]
2
* [+]
* [ AddGroup ] =
: o
O
3
[ Type ] [ Network ] [ Host ]
* IPv4 10.100.10.10
. IPv4 10.100.10.0/24  10.100.10.0/255.255.255.0
* IPv6 2001:DB8::0DB8:800:200C:417A
2001:DB8:0:0:0DB8:800:200C:417A
. IPv6 2001:DB8:0:CD30::/60
[+]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



4 [ Add ] [
Save ]
ICMP
TCP
TCP/UDP ICMP
A
[ Create New Port ]
1 Objects ] [ Ports ]
2
* [+]
* [ AddGroup ] =
. o
O
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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3
[ Protocol ]
*TCP UDP 80 HTTP
1-65535
*ICMP IPV6ICMP ICMP [ Type ] [ Code ]
ICMP [ Any ]
o |ICMP—nhttp://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml
o |ICMPv6—http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml
°[ Other ]
[+]
4 [ Add ] [ Save ]
* inside_zone
* outside_zone
outside_zone
inside_zone
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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4
1 3 1 2
Web
[ Create New Security
Zone ]
[ Objects ] [ Security Zones ]
* [+]
. o
O
[ Interfaces ] [+]
[ Add ] [ Save ]
IP
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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1
)
VDB
[ Objects ]
[ Applications ]
[ Save As Filter ]
(O | Objects ] [ Application Filters ]
2
* [+]
. o
o
3
4 [ Applications ] [ + Add+ ]
[
[ 11
[ Add ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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1 OR
High OR Very High
AND High OR
Very High AND Low
OR Very Low
°[ Application Protocol ] HTTP  SSH
°[ Client Protocol ] Web
* [Web Web Application ] HTTP
URL MPEG Facebook Web
[SSL SSL Protocol ]
[ decrypted traffic ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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H w

5 1 Add ] [ Save ]
URL URL Web
URL IP
URL URL IP URL
URL
URL
. URL
URL
URL example.com www.example.com
ads.example.com badexample.com
*URL Web
HTTP  HTTPS
Web Web
HTTP  HTTPS URL
http://example.com/ example.com
. URL HTTPS
www.example.com example.com
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



URL [ |

URL
URL URL
ign.com
verisign.com ign
URL Create New URL ]
URL URL
(O | Objects ] [URL]
2
* [+]
* [ AddGroup ] )
. o
O
3
4
URL
URL IP [URL] URL
URL
[+] URL
5 Add ] [ Save |
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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IP
IP
)
GeoDB
[ Objects ]
Create New Geolocation ]
(O | Objects ] [ Geolocation ]
2
* [+]
’ o
3
4 [ Continents/Countries ] [+ Add+ ]
5 [ Add ]
Save |
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



syslog .

syslog

syslog syslog
syslog
. , 164
. , 272
[syslog Add Syslog Server ]
syslog syslog
(O | Objects ] [Syslog Syslog Server ]
2
* [+]
’ (/]
o
3 syslog
°[ Device Interface ] syslog
*[IP IP Address ] syslog IP
°[ Port ] syslog UDP
514
4 [ Add ] [ Save ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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. syslog

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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Firepower Threat Defense

* Firepower Threat Defense , 103
. , 109
. , 116

Firepower Threat Defense

Firepower Threat Defense /
Firepower Device Manager

Firepower Device Manager

Firepower Management Center

*IPS IPS
ERSPAN IPS
IPS
IP TCP
TCP
IPS
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower Threat Defense

. EtherChannel

*IPv4  PPPOE
ISP

* ASA5512-X 5515-X 5525-X  5545-X
EPM

/
Firepower Device Manager

[ Full ]
3
1 IPv6 IPv4
IPv6
2 IPv6
° IPv6
fd00:0000:0000:00ff-ffff: ffff. ffff: ffff)
° /128
° ::1/128
° f00::/8
° fe80::/10
[l Cisco Firepower Threat Defense 6.1
Manager

ISP PPPOE

DSL
IP

Firepower Management Center

5555-X

SFP

1000

IPv4

fd00::/56 (from=fd00:: to=

Firepower Device

SFP

IPv6



IPv6

CLI
[ System Settings >
configure network

syslog

Defense

CiscoFirepower Threat Defense 6.1

Firepower Threat Defense

CLI

Device Management IP ]

Firepower Threat

Firepower Device Manager
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Firepower Threat Defense

Management Gateway

Management Layer 2 Threat Defense ’
Computer . S
Switch e F -

inside Internet
192.168.45.1

Management IP Address:

192.168 .45 .45
ASA 5506-X ASA 5508-X ASA 5516-X
GigabitEthemet 11 Management 11

outside 192,168 .45.45
1

GigabitEthemet 1/2
inside, 192.168.45.1
(Gateway)

Layer 2 Switch

& .
I/ Internet j Management Computer
R

[l Cisco Firepower Threat Defense 6.1 Firepower Device




Firepower Threat Defense .

Management Gateway
Houter Threat Defense

Management S s
Computer inside

192.168.1.1

Internet

diagnostic
Diagnostic IP Address:
192.168.45.1

Management IP Address:
192.168 45 .45

[ Objects ]

Auto-MDI/MDIX
RJ-45 Auto-MDI/MDIX
Auto-MDI/MDIX

Auto-MDI/MDIX
Auto-MDI/MDIX

1000
Auto-MDI/MDIX

MTU
MTU Firepower Threat Defense
MTU VLAN
MTU 1500
1518 VLAN
1522 MTU
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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. Firepower Threat Defense

MTU
Firepower Threat Defense MTU RFC 1191
2 MTU
MTU
MTU
IPv4 IP MTU 2
IPv6
IP MTU
UDP ICMP MTU
S
Firepower Threat Defense MTU
MTU
MTU
. MTU Firepower Threat Defense
MTU
MTU
. 1522
2 VLAN 9216
9198 MTU
S
MTU
ASA
5500-X MTU 1500
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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VLAN ID

DHCP

[ Device ]

Cisco Firepower Threat Defense

VLAN

VLAN

6.1

Status 1>

VLAN

Interfaces ]

On ]

Firepower Device Manager
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[ Save ] VLAN 802.1Q
, 112
4
°[ Interface Name ] 48
inside outside
syslog DHCP
. [ Description ] 200 1
5 [IPv4 IPv4 Address ] IPv4
[ Type ]
°[ Dynamic ] DHCP DHCP
°[ Route Metric ] DHCP
1~255
1
°[ Obtain Default Route ] DHCP
°[ Static ]
IP 10.100.10.0/24
10.100.10.1/24
DHCP
IP
DHCP
DHCP DHCP , 274
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




[IPv6 IPv6 Address ] IPv6
°[ State ] IPv6
[ Enabled ]
MAC Modified EUI-64
IPv6 IPv6
IPv6
°[ Address Auto Configuration ]
IPv6
IPv6 IPv6
IPv6
IPv6 IPv6
Modified EUI-64 ID
RFC 4862
Firepower Threat Defense
RFC
[RA Suppress RA ]
°[ Static Address/Prefix ]
IPv6
2001:0DB8::BA98:0:3210/48 IPv6
IPv6 , 104
[ Link - Local ]
FE8 FE9 FEA FEB
fe80::20d:88ff:feee:6a82 Modified EUI-64
Modified EUI-64
*[RA SuppressRA ]

Firepower Threat Defense

ICMPV6 Type 134 IPV6

ICMPV6 Type 133

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower Threat Defense IPv6
7 , 115
8 Save ]
VLAN 802.1Q
VLAN 1 VLAN ID
VLAN 1
802.1Q VLAN
1 [ Device ] [ Interfaces ]
2
* [+]
. o
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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O
3 [ Status ]>] On ]
4
°[ Parent Interface ]
°[ Name ] 48
inside outside
syslog DHCP
. [ Description ] 200 1
5
* [VLANID] VLAN
ID 1 4094
°[ ID Subinterface ID ] ID 1 4294967295
ID
6 [IPv4 IPv4 Address ] IPv4
[ Type ]
°[ Dynamic ] DHCP DHCP
°[ Route Metric ] DHCP
1~255
1
°[ Obtain Default Route ] DHCP
°[ Static ]
IP 10.100.10.0/24
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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DHCP
7 [IPv6
°[ State ]
IPv6
[
IPv6
IPv6
RFC 4862
[

[l Cisco Firepower Threat Defense
Manager

10.100.10.1/24

DHCP
IP
DHCP DHCP , 274
IPv6 Address ] IPv6
IPv6
[ Enabled ]
MAC Modified EUI-64
IPv6
IPv6
Address Auto Configuration ]
IPv6
IPv6
IPv6
IPv6
Modified EUI-64 ID
Firepower Threat Defense
RFC
[RA Suppress RA ]
Static Address/Prefix ]
IPv6
2001:0DB8::BA98:0:3210/48 IPv6
IPv6 , 104
[ Link - Local ]
FE8 FE9 FEA FEB

fe80::20d:88ff:feee:6a82 Modified EUI-64

Modified EUI-64

6.1 Firepower Device



*[RA SuppressRA ]
Firepower Threat Defense

ICMPV6 Type 134 IPV6

ICMPV6 Type 133

Firepower Threat Defense IPv6
8 , 115
9 I Save ]
(O | Device ] [ Interfaces |
2 o
3 0 Advanced Options ]
4 [ ManagementOnly ]
/
5 [MTU]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower Threat Defense

IPv6

MTU 1500 64
Virtual 9000
ASA 5500-X MTU 1500
CLI reboot

6

°[ Duplex 1 [ Full Half ] [ Auto ]

[ Auto ]
°[ Speed ] [10] [100] [1000] [10000] Mbps [ Auto ]
[ Auto ]

7 [IPv6 IPv6 Configuration ]

* [IPv6 DHCP Enable DHCP for IPv6 address configuration ]

DHCPv6 IPv6
* [IPv6 DHCP Enable DHCP for IPv6 non-address
configuration ] IPv6
DNS
DHCPv6 DHCPv6 IPv6
* [DAD DAD Attempts ] DAD
0 600
DAD
IPv6
DAD 0

8 [OK]

[l Cisco Firepower Threat Defense
Manager

6.1
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°[ Monitoring ]>[
°[ Monitoring ]>]
Zones ]
°[ Device ]
CLI
CLI

* show interface

* show ipv6 interface

* show bridge-group
BVI

* show conn

* show traffic

* show ipv6 traffic

* show dhcpd
DHCP

CiscoFirepower Threat Defense 6.1

System ] [ Throughput ]
Ingress Zones ] [ Egress
IP
IPv6
IP
IPv6
DHCP

Firepower Device Manager

"



[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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NAT

* , 119
* , 121
* , 122

Firepower Threat Defense

1

Firepower Threat Defense

XLATE

1 IP XLATE

XLATE
2 IP XLATE
NAT
Cisco Firepower Threat Defense 6.1

Network Address Translations NAT
IP
XLATE

NAT
XLATE

Firepower Device Manager
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XLATE

syslog

NAT XLATE

[l Cisco Firepower Threat Defense
Manager

XLATE

NAT
XLATE

110001

6.1

NAT

1 254
0.0.0.0/0

Firepower Device

XLATE



192.168.32.1

* 192.168.32.0/24 gateway 10.1.1.2
*192.168.32.0/19 gateway 10.1.1.3

192.168.32.1  192.168.32.0/24 192.168.32.1
10.1.1.2
192.168.32.0/24
24 19
)
1 0.0.0.0/0
NAT xlates NAT
1 0 Device ] [ Routing ]
2 [ Select Routing ]
* [+1>1] Add Static Route ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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[IPv4]

1~254

* show route

[l Cisco Firepower Threat Defense
Manager

[

[IPV6

]

Add ]

6.1

[

any-ipv4 any-ipveéset
0.0.0.0/0 IPv4 /0 1IPV6

Save ]

CLI

Firepower Device



* show ipv6 route
IPv6

* show network

* show network-static-routes configure network static-routes

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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* , 131
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ID

Web
S
1
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HTTP ID
IP
IP
Firepower Device Manager 2000
2000
2000 2000
2000
2000 Firepower Device Manager Firepower Management Center
Firepower Management Center
Windows Server 2008 2012  Microsoft Active Directory
AD
Active Directory
LDAP user name samaccountname
first name givenname
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




Active Directory

last name sn

email address mail

userprincipalname mail

department department

distinguishedname  department

telephone number telephonenumber
DN
DN
Active Directory Active Directory
dsquery

dsquery user
John*
John

C:\Users\Administrator>dsquery user -name ‘“John*”
“CN=John Doe,CN=Users,DC=csc-lab,DC=example,DC=com”

DN DC=csc-lab,DC=example,DC=com

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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dsquery group
Employees

C:\>dsquery group -name “Employees”
“CN=Employees,CN=Users,DC=csc-lab,DC=example,DC=com”

DN DC=csc-lab,DC=example,DC=com

ADSI Edit Active Directory [
Start ]>] Run ]>[adsiedit.msc] ADSI Edit
ou [ Properties ]
DC
1 [ Test Connection ]
2
3 [ Users ]
24
ID
ID ID
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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[ Policies ]1>][ Identity ] [
Directory Server ] [ Save ]
S
[
Policies 1> Access Control ] [
AddRule(+) ] [ Users ]
1 0 Policies ]>] Identity ]
[ Get Started |
a) , 132
b) , 133
2
) [ Identity
Policy ]
. [ Directory Server ]
e
. [ Active
Authentication ] Ve
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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° o
° (8)
, 135
uTC
S
[ Directory Server ]
[ Directory Server ] [ Test ]
IP
1 I Policies ]1>] Identity ]
2
. [ Get
Started ]
N Directory Server ] s
3
°[ Name ]
°[ Type ] Active Directory
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager




°[ Directory Username ] [ Directory
Password ]
admin@ad.example.com

°[ DN Base DN ]
dc=example,dc=com
DN DN , 129

* [AD AD Primary Domain ]

Active Directory example.com
°[ /1P Hostname/IP Address ] IP

IP
°[ Port ] 389
LDAPS 636
°[ Encryption ]
STARTTLS LDAPS [
None ]
° STARTTLS
389

° LDAPS LDAP over SSL 636

* [SSL SSL Certificate ] CA
[ /IP Hostname/IP Address ]
IP 10.10.10.250
ad.example.com
[ Next ] [ Save ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Y

HTTP Basic HTTP NTLM
IP HTTP
DNS firewall-hosthame.AD-domain-name
HTTP
IP DNS
Firepower Threat Defense
10 AM
PST =1PMEST
(O | Policies 1> Identity ]
2
°[ Get Started ]
[ Next ]
.[ Active Authentication ] e
3
°[ Server Certificate ] CA
PEM DER X509
[ Upload Certificate ]
°[ Certificate Key ] [
Upload Key ]
°[ Port ] 885 TCP
1025 65535
4 [ Save ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



No
Authentication
HTTP
HTTP
HTTP
)
1 0 Policies ]>] Identity ]
2
* [+]
* [ edit ] (/]
[ delete ] O
3 0 Order ]
4 [ User Authentication ]
°[ Active ]
HTTP
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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°[ No Auth ]
[ No
Authentication Required ]
5 [ Type ]
*[HTTP HTTP Basic ] HTTP BA
*[NTLM] NTLAN NTLM
AD Windows
IE  Firefox
, 139
*[HTTP HTTP Negotiate ]
Active Directory
NTLM
*[HTTP HTTP Response Page ] Web
HTTP 1
HTTPBasic HTTP NTLM
IP
HTTP DNS firewall-hostname.AD-domain-name
HTTP
IP
DNS
6
[ Fall Backas Guest ]>[
/ On/Off ]
3
°[ Fall Back as Guest ]>[ On ] [
Guest ]
°[ Fall Back as Guest ]>[ Ooff ] [

Failed Authentication ]

[l Cisco Firepower Threat Defense 6.1

Manager
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[X]

/ Source/Destination ]
HTTP
HTTP
/
IP
[+]
1
[

Cisco Firepower Threat Defense

No Auth

[OK]

Destination Zones ]

Source Zones ]

6.1

HTTP

Create New Object ]

Source Zones ]

Firepower Device Manager
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‘1P [
Source Networks ]
*IP [
Destination Networks ]
. Source Destination
IP IP
°[ Network ] IP
°[ Geolocation ]
IP
GeoDB
/
TCP/UDP
. [ Source
Ports ] TCP/UDP
° [ /
Destination Ports/Protocols ]
y TCP/UDP TCP/UDP
TCP UDP
TCP/80 TCP/8080
8 [OK]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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HTTP Basic
HTTP
HTTP
HTTP
NTLM HTTP Active Directory
Windows
Windows
HTTP
HTTP
NTLM
NTLM
Windows
Windows
CiscoFirepower Threat Defense 6.1

Windows s

Firepower Threat Defense

Firepower Device Manager
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Chrome Safari Windows
. Firepower Threat Defense
Trusted Sites ] IP

inside.example.com

* example.com example.com

. Windows
Firepower Threat Defense
NTLM

Internet Explorer
NTLM Internet Explorer

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager




[ Tools 1> Internet Options ]
[ Security ] [ Local Intranet ]
a [ Sites ]
b) 1
°[ Automatically detect intranet network ]
°[ Include all sites that bypass the proxy ]
) [ Advanced ] [ Local Intranet Sites ]
URL [ Add Site ]
[ Add ]
URL
http://*.example.com URL *.example.com
[ Internet Options ]
d) [ Local Intranet ] [
Custom Level ] [ Security Settings ]
[ User Authentication 1> [ Logon ] [
Automatic logon only in Intranet zone ]
[OK]
[ Internet Options ] [ Connections ]
[LAN LAN Settings ]
[LAN Use a proxy server for your LAN ]

Firepower Threat Defense
°[ Bypass proxy server for local addresses ]

°[ Advanced ] [
Do not use proxy server for addresses beginning with ]
*.example.com

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firefox
NTLM Firefox
1 [about:config]
2  NTLM network.automatic
* [network.automatic-ntIm-auth.trusted-uris] URL [OK]

URL

http://host_example.com, http://hostname, myhost.example.com

URL Firefox

example.com

* [network.automatic-ntim-auth.allow-proxies] [true]
[false]
3 HTTP [ Tools 1> Options ]
[ Options ] [ Network ]
[ Connection ] [ Settings ]
°[ No Proxy ]
°[ Use System Proxy Settings ]
[about:config] [network.proxy.no_proxies_on]
[network.automatic-ntIm-auth.trusted-uris] URI
°[ Manual Proxy Configuration ]
URI [ No Proxy For ]
* 1
URI
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager

142




>

Users ]

[ Monitoring >

HTTP

Cisco Firepower Threat Defense

6.1

Events ]

Monitoring ]

Test ]

Firepower Device Manager
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* , 145

* , 151
. , 166
* , 167
. IP
Web
* URL Web URL
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IPS

Default Action ]

IPS
Web 1 Web
Facebook Facebook Games
, 157
, 168
HTTPS
* [SSL SSL Protocol ] SSL
°[ Decrypted Traffic ]
Firepower Device Manager
Dropbox
Dropbox Dropbox
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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URL
URL Web
URL
URL
. URL URL
URL
Web
. URL URL URL
Web
URL
URL
URL URL
Web
* URL ebay.com monster.com
1 URL
* URL
1
5
S
URL URL
1 Cisco Collective Security Intelligence
Csl
URL
URL URL
URL
Web
URL URL
URL
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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URL
URL
URL
example.com
« http://example.com/
« http://example.com/newexample
* http://www.example.com/
ign.com
ign.com
HTTPS
URL
[l Cisco Firepower Threat Defense 6.1
Manager

URL

URL URL
URL
URL
Web
Web
URL
URL
URL
verisign.com
SSL
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HTTP

example.com

URL

URL
« http://example.com/

« https://example.com/

HTTP HTTPS

Web

Action: Allow
Application: HTTPS
URL.: example.com

2 Web

Action: Block
Application; HTTP
URL: example.com

Web
URL

*HTTP

*HTTPS

Web

Cisco Firepower Threat Defense

Web
HTTPS
2
URL
HTTPS
HTTP
Web
URL
6.1

URL

HTTPS
HTTPSURL
www.example.com

HTTP HTTPS

HTTP

Firepower Device Manager
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Web

URL
HTTP
Web HTTP
* Web
* URL Web
. AMP for Firepower
[ allow ]
[ trust ] [ block ]
[ allow ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




NAT
NAT
IP 10.1.15 NAT
IP 209.165.201.5
209.165.201.5 10.1.15
[ Policies 1>
Access Control ]
i >
o 0o
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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1 0 Policies ]>] Access Control ]
2 [ Default Action ]
3

°[ Trust ]

°[ Allow ]

°[ Block ]
4 [ Allow ] [ Intrusion Policy ]

Enable Policy ]>] On ]

, 162
5
, 164

6 [OK]
1 0 Policies 1> Access Control ]
2

* [+]

[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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[
[
3 0 Order ]
4 [ Title ]
5
°[ Trust ]
°[ Allow ]
°[ Block ]
6
°[ / Source/Destination ]
IP IP
°[ Application ]
*[URL] Web URL URL
URL , 159
°[ Users ]
[+]
[OK]
[
CiscoFirepower Threat Defense 6.1

edit ]
delete ]
/
, 157

, 154

URL

, 160

Create New Object ]

Firepower Device Manager
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[x]
°1
URL
* 50
50
OR
AND

7 [ Allow ]

°[ IntrusionPolicy ] [ Intrusion Policy 1> On

IPS
, 162
°[ File Policy ]
, 162
8
, 164
9  [OK]
/
/
IP IP
[+]
[OK OK ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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[Create New Object ]
[x]
[ Destination Zones ]
[ Source Zones |
1 1
IPS
[ Destination Zones ]
IPS
[ Allow ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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°IP [
Source Networks ]
°IP [
Destination Networks ]
* Source Destination
1P IP
* Network IP
* Geolocation
IP

GeoDB

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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TCP/UDP
ICMP

* [ Source

Ports ] TCP/UDP
* [ ] Destination

Ports /[ ] Destination Protocols ]

ICMP TCP/UDP
* TCP/UDP TCP/UDP
TCP
UDP TCP/80
TCP/8080
IP
1
VDB
50
[+]
[OK]
Advanced Filte ]
[X] [ Save As Filter ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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[ Advanced Filter ]

1 OR High
OR Very High
AND High OR Very High
AND Low OR \Very
Low
°[ Application Protocol ] HTTP  SSH
°[ Client Protocol ] Web
* [Web Web Application ] HTTP
URL MPEG Facebook Web
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




URL
URL
URL
URL
URL
URL
[x]

Cisco Firepower Threat Defense

Web

[SSL SSL Protocol ]

decrypted traffic ]

Web

[+]

6.1

URL

URL URL
URL
URL
URL
URL

Firepower Device Manager
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[URL]

[+] URL [OK]
[URL CreateNewURL ]
)
URL
URL
URL
ign.com verisign.com  “ign.”
[ Categories ]
[+] [OK]
URL
[ Any ] [
Reputation ]
. Web
2
1
. Web
Benign sites 4 Well
known 5
IP
IP
IP
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




IP
50
[+]
[X]
°[ Users and Groups ]
S
Active Directory
Firepower Device Manager
2000 2000
°[ Special Entities ]
°[ Failed Authentication ]
/
°[ Guest ]
°[ No Authentication Required ]
°[ Unknown ] IP
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower System
Cisco Talos Security Intelligence
and Research Group

[ Intrusion Policy ]>[ Oon ]

°[ Connectivity over Security ]

Security over
Connectivity

°[ Balanced Security and Connectivity ]
°[ Security over Connectivity ]
°[ Maximum Detection ] Security

over Connectivity

Advanced Malware Protection for Firepower AMP for Firepower

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
162 |




AMP for Firepower

AMP
AMP
SHA-256 AMP
. Malware AMP
zip
. Clean AMP
. Unknown AMP
. Unavailable AMP
°[ None ]
URL
°[ Block Malware All ] AMP
°[ Cloud Lookup All ] AMP
°I PDF
Block Office Document and PDF Upload, Block Malware Others ]
Microsoft Office PDF AMP
°[ Block
Office Documents Upload, Block Malware Others ] Microsoft Office
AMP
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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DoS TCP

DoS

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager

164




°[ Log at Beginning and End of Connection ]
°[ Log at End of Connection ]
°[ No Logging at Connection ]

[ Block ] [ Intrusion Block ]

Cisco Firepower Threat Defense 6.1 Firepower Device Manager

"
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Log Files ]

syslog

Block ]
[
[
Block ] [ File Block ]
syslog syslog
Create New Syslog Server ]
[ Any ]
syslog
[ Monitoring ]
°[ Monitoring 1> Policies ]
°[ Network Overview ] [ Destinations ] [
Zones ] [ EgressZones ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager

]

Malware

68
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* [Web Web Categories ]
1

°[ Applications ]
°[ Users ]
°[ Attackers ] [
°[ FileLogs ]

1
°[ Monitoring 1>

CLI
CLI

* show access-control-config

* show access-list
ACL ACL

* show snort statistics

Snort
* show conn
* show traffic
* show ipv6 traffic
CiscoFirepower Threat Defense 6.1

[ Destinations ] URL
[Web Web Categories ]
URL
Targets ]
1
Events ]
Snort
URL
IPv6

Firepower Device Manager
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3 5 SSL
SSL
. SMTPS POPS FTPS TelnetS IMAPS StartTLS
TLS ClientHello
Server Name Indication
SSL Protocol
decrypted traffic
Web
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




Firepower Device Manager

2000

2000

URL

URL

2000

Skype
Skype
[
ApplicationFilters ] [Skype]
2000
2000
2000
Firepower Device Manager Firepower Management Center
Firepower Management Center
URL
HTTP HTTPS
URL ClientHello
SSL
SSL
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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URL
URL
URL
URL
URL
Web URL
Web URL
. URL
HTTPS HTTP
HTTPS
URL
URL URL
amazon.com
Web amazon.com
URL URL
URL
URL google.com
mail.google.com
ASA ASA5506-X ASA5506H-X ASA5L506W-X ASA5508-X
ASA5512-X  ASA5515-X  ASA5516-X ASA5525-X
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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NAT

NAT
* NAT , 171
* NAT , 172
* NAT , 180
* NAT , 184
* IPv6 , 219
* NAT , 232
* NAT , 232
IP
IPv4
RFC 1918
©10.0.0.0 10.255.255.255
©172.16.0.0 172.31.255.255
©192.168.0.0 192.168.255.255
NAT 1 IP
NAT IP
Cisco Firepower Threat Defense 6.1

NAT
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B w

NAT

*IP NAT IP

*IPv4 IPVv6 IPv4 IPv6
NAT 2

NAT NAT

NAT

NAT

NAT

NAT

NAT

NAT

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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NAT B

IP
* NAT
* NAT IP IP
NAT 1 /
NAT
NAT
NAT
* NAT IP
IP
NAT, 185
. PAT IP 1 IP
IP
PAT, 191
* NAT IP IP
NAT, 197
* NAT
NAT
NAT NAT,
208
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT
NAT
1 NAT
Web Server
WWW.Cisco.com
(=]
_J_- i
fr Ty
[\ QOutside  /
i,
209.165.201.2
Criginating : Responding
Packet Secgrlt!.r Packet
Translation Appliance Undo Translation
10.1.2.27 — 209165 201 10 209165 20110 —>10.12 27
a
B
1 10.1.2.27 Web
10.1.2.27 209.165.201.10
2 209.165.201.10 Firepower Threat
Defense Firepower Threat Defense
ARP
3 Firepower Threat Defense
209.165.201.10 10.1.2.27
/ NAT / NAT
/ NAT / NAT 2
/ NAT / NAT /
NAT \oice over IP VoIP
\VolP
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




/

NAT B

NAT
NAT /
NAT NAT
NAT
IP IP / NAT
sourceA/destinationA  sourceA/destinationB
/ NAT 1
NAT
/ NAT 1
sourceA/destinationA  sourceA/destinationB
)
NAT
NAT Telnet
Telnet 2323 23
23 2323 Telnet
NAT
NAT / NAT
2 NAT
° NAT NAT
IP
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT

NAT
I NAT

[l Cisco Firepower Threat Defense
Manager

NAT
NAT
NAT
NAT
IP
NAT 1
NAT NAT
NAT NAT
/
3
6.1

NAT
/ NAT
1 IP 1 2
2
1
1 / NAT
sourceA/destinationA sourceA/destinationB
/ NAT
NAT 3 1
2 3
1
Firepower Device



NAT B

3 NAT
1 |/ NAT
/ NAT
1
2 |/ NAT 1 2
1
2
1 IP
1 10
2 IP
10.1.1.0 11.1.1.0
3 IP
abracadabra  catwoman
3 |/ NAT 3
2 IP
*192.168.1.0/24
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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©192.168.1.0/24

*©10.1.1.0/24

*©192.168.1.1/32

©172.16.1.0/24 def
©172.16.1.0/24 abc

*©192.168.1.1/32

*©10.1.1.0/24

*©192.168.1.0/24

©172.16.1.0/24 abc
©172.16.1.0/24 def
©192.168.1.0/24

NAT
NAT
2
_|"' T "--\_
(‘\C.‘Juts.u::lni-:llr'I
/—'——-s S
1M0120—>» 2!19.155.201.1:xux|
e, S ECLITTEY
101.2.0 101.2.0 101.2.0
f‘"_'- '-\._\_L e, T '\-\._\_\-
— L Ea g Ml{tg} ¢ w5 B
o R SO B
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




NAT B

NAT

Firepower Threat Defense

NAT

Firepower
Threat Defense ARP ARP
Firepower Threat Defense

NAT NAT 1:1
PAT
PAT IP
Firepower Threat Defense
NAT
NAT ARP
NAT ARP
NAT ARP
NAT ARP
IP
NAT ARP
ARP
NAT
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Firepower Threat Defense Firepower Threat Defense
ARP / NAT
NAT
ARP ARP
Firepower Threat Defense ARP

Firepower Threat Defense

NAT
IPv6 NAT
NAT IPv6
* IPv4d  IPv6
* NAT /64 IPv6
*FTP  NAT46 IPv4 FTP IPv6 FTP
EPSV EPRT
PASV PORT IPv6
S
Inside_Outside_Rule IPv6
IPv6 PAT IPv4
IPv6 NAT
NAT IPv6 IPv4 IPv6
* NAT66 IPv6-to-IPv6 NAT
NAT PAT IPv6 NAT
NAT
/ NAT
* NAT46 IPv4-to-IPv6 NAT IPV6
IPv4
NAT
/ NAT IPv6 /96
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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NAT B

IPv4 IPv6 IPv4
32 IPv6 I1Pv6
/96 IPv4 32
201b::0/96 192.168.1.0/24 192.168.1.4
201b::0.192.168.1.4 164
IPv4 Os
IPv4
* NAT64 |IPv6-to-IPv4 IPv6 IPv4
IPv4 PAT
NAT
IP
TCP UDP
* NAT FTP
IP
NAT
NAT NAT
RFC
NAT NAT
NAT
NAT
GTP HTTP IMAP POP SMTP SSH SSL
Y
NAT
NAT

Cisco Firepower Threat Defense

6.1

Firepower Device Manager
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NAT

4 NAT
NAT

DCERPC TCP/135 NAT64
DNS over UDP UDP/53 NAT WINS
ESMTP TCP/25 NAT64
FTP TCP/21
H.323 H.225 TCP/1720 NAT64

UDP/1718
H.323 RAS RAS

UDP/1718 1719
ICMP ICMP
ICMP

ICMP
IP RSVP NAT64
NetBIOS Name Server | UDP/137 138 NAT64
over IP
RSH TCP/514 PAT

NAT64
RTSP TCP/554 NAT64
HTTP

SIP TCP/5060 PAT

UDP/5060 NAT64 NAT46
Skinny SCCP TCP/2000 NAT64 NAT46 NAT66
SQL*Net TCP/1521 NAT64

[l Cisco Firepower Threat Defense

Manager
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NAT B

NAT
Sun RPC UDP/111 NAT64
TFTP UDP/69 NAT64
IP
XDMCP UDP/177 NAT64
NAT
* NAT 1 NAT
NAT IP
e NAT IP FTP
FTP
* NAT NAT
CLI  clear xlate
)
NAT PAT
clear xlate
°1 IPv4  IPv6
1
c NAT NAT any "any"
IPv4  IPv6 Firepower Threat Defense
NAT IPv6-to-1Pv6 IPv4-to-1Pv4
Firepower Threat Defense NAT
any "any" IPv6
IPv4 any IPv6
"any" "any"
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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IPv4
IPv4 any IPv4
‘ NAT
* IP
° IP "any"
IP
PAT
° IP
‘ NAT
PPTP xlate
PPTP
NAT
NAT
1 0 Policies ] >[NAT]
2
NAT PAT NAT
NAT NAT , 173
3 NAT NAT
2 / NAT / NAT, 174
4
° NAT, 185
° PAT, 191
° NAT, 197
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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NAT B

d NAT, 208
NAT
* [ edit ] &
* [ delete ] &
NAT
NAT
NAT
NAT
NAT IP
IP
NAT
NAT NAT
3 NAT
Security
Appliance /
10111 209 1652011
; >
101.1.2 209165 201.2
Z >
e i
Inside ¢ Qutside &
CiscoFirepower Threat Defense 6.1 Firepower Device Manager
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NAT

4

Web Server
www. example.com

o

NAT

It
E— T

1

PAT

PAT
* GRE

209.185.201 .2

20916320110

——

0.1.241

L%
13217

NAT

1 64,000
PAT PAT

NAT PAT

[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




NAT B

NAT
NAT IP
Objects ]
NAT
°[ Original Address ]
°[ Translated Address ]
IPv4 IPv6
1
Policies ]>[NAT]
* [+]
°[ Title ]
°[ Create Rule For ] [ NAT Auto NAT ]
°[ Type ] [ Dynamic ]
°[ Source Interface ] [ Destination
Interface ] NAT [ Source ]
[ Destination ]
[ Any ]
°[ Original Address ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT

°[ Translated Address ]
5 [ Advanced Options ]
°[ DNS Translate DNS replies that match thisrule ] DNS
IP
DNS IPv4d A IPv6 AAAA
DNS
A AAAA NAT64/46
NAT DNS :
255
°[ PAT Fallthrough to Interface
PAT Destination Interface ]
IP
PAT
6 [OK]
NAT
NAT NAT
NAT
IP
[ Objects ]
IPv4 IPv6 1
NAT
°[ Original Source Address ]
[ Any ]
°[ Translated Source Address ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager



NAT B

[ Original Destination
Address ] [ Translated Destination Address ]
NAT
[ Original DestinationPort ] [ Translated Destination
Port ]
[ Policies ]>[NAT]
* [+]
°[ Title ]
°[ Create Rule For ] [ NAT Manual NAT ]
°[ Rule Placement ]
NAT
°[ Type 1 [ Dynamic ]
°[ Source Interface ] [ Destination
Interface ] NAT [ Source ]
[ Destination ]
[ Any ]
IPv4 IPv6
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Desfination

ey

Real: 10.1.2.2 NAT Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.22 —=10.1.11

Criginal Packet Translated Packet
°[ Original Source Address ]
°[ Original Destination Address ]
NAT
[ Interface ][ IP  Source Interface IP ]
[ Any ]
NAT
6 IPv4 IPv6
IPv4d  IPv6
°[ Translated Source Address ]
°[ Translated Destination Address ]
[
Original Destination Address ]
NAT
7 [ Original
Destination Port ] [ Translated Destination Port ]
NAT [ Original Source
Port ] [ Translated Source Port ]
NAT TCP UDP
TCP UDP NAT
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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NAT B

[ Advanced Options ]
°[ DNS Translate DNS replies that match thisrule ] DNS
IP
DNS IPv4d A IPv6 AAAA
DNS
A AAAA NAT64/46
NAT DNS ,
255
°[ PAT Fallthrough to Interface
PAT Destination Interface ]
IP
PAT

[OK]

PAT

PAT
PAT
PAT 1
1 IP
0 511 512 1023 1024 65535
1024 PAT
10.1.1.1:1025 10.1.1.1:1026
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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192

PAT

o

130034

Firepower Device

5 PAT
Security
Appliance /
10.1.1.1:1025 209.165.201 12020 >
10.1.1.1:102%6 § 209165201 .1:2021
10.1.1.2:1025 Z 209.165.201.1: 2022 >
Inside / Outside
PAT
PAT 1
Firepower Threat Defense
PAT
IPv6
PAT
NAT , 181
PAT IP
PAT
PAT
IP
[ Objects ]
NAT
[l Cisco Firepower Threat Defense 6.1

Manager

DoS

PAT

NAT



NAT B

°[ Original Address ]
°[ Translated Address ] PAT
°[ Destination Interface ] IPv4
PAT  IPv6
°[ PAT Single PAT address ]

Policies ]>[NAT]

* [+]
°[ Title ]
°[ Create Rule For ] [ NAT Auto NAT ]
°[ Type ] [ Dynamic ]
°[ Source Interface ] [ Destination
Interface ] NAT [ Source ]
[ Destination ]
[ Any ]
°[ Original Address ]
°[ Translated Address ]
o PAT IPv4
[ Interface |
PAT  IPv6
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT

5 [ Advanced Options ]
°[ PAT Fallthrough to Interface
PAT Destination Interface ]
IP
PAT
PAT
IPv6
6 [OK]
PAT
PAT PAT
PAT
IP IP
[ Objects ]
IPv4 IPv6 1
NAT
°[ Original Source Address ]
[ Any ]
°[ Translated Source Address PAT
°[ Destination Interface ] IPv4
PAT IPv6
°[ PAT Single PAT address ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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[ Original Destination
Address ] [ Translated Destination Address ]
PAT
[ Original DestinationPort ] [ Translated Destination
Port ]
[ Policies ]>[NAT]
* [+]
°[ Title ]
°[ Create Rule For ] [ NAT Manual NAT ]
°[ Rule Placement ]
NAT
°[ Type 1 [ Dynamic ]
°[ Source Interface ] [ Destination
Interface ] NAT [ Source ]
[ Destination ]
[ Any ]
IPv4 IPv6
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Desfination

ey

Real: 10.1.2.2 NAT Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.22 —=10.1.11

Criginal Packet Translated Packet
°[ Original Source Address ]
°[ Original Destination Address ]

NAT
[ Interface ][ IP  Source Interface IP ]
[ Any ]
NAT
6 IPv4 IPv6
IPv4d  IPv6

°[ Translated Source Address ]

° PAT IPv4

[ Interface ]
PAT  IPVv6
°[ Translated Destination Address ]
[
Original Destination ]
NAT
7 [ Original
Destination Port ] | Translated Destination Port ]
NAT [ Original Source
Port ] [ Translated Source Port ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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NAT TCP UDP

TCP

°[ PAT
PAT Destination Interface

[OK]

NAT
NAT

NAT
NAT

Cisco Firepower Threat Defense

NAT B

UDP NAT

Advanced Options ]

Fallthrough to Interface

]
IP
PAT
PAT
IPv6
NAT
NAT PAT
6.1 Firepower Device Manager
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NAT
NAT
6 NAT
Security
Appliance ;
w111 2091652011
« »
10112 ; 209 1652012
< Z
avess oo g
Inside £ Outside i
NAT
NAT
NAT IP
NAT
IP
7 NAT
Security
Appliance ¢
1M011.1:23 209 165.201.1:23
< Z >
10.112:8080 ; 209 165201280
« = »>
4 ;
Inside / Qutside E
S
FTP
\olP NAT
NAT
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager




NAT

NAT
3 FTP HTTP SMTP
IP
NAT
IP IP
21 80 25
NAT
NAT
Web 8080
80
8080 Web
6785 80
NAT
NAT
Telnet IP / 23
/ 23
NAT
NAT 1 1 1
1 1
NAT
1
NAT
IP/ IP
8 NAT
Security
Appliance /
101227 7 209 165 201.3
<« >
{10.1 227 Z 209 165201 4
*10.1.2.2?' ‘{, 209 165 201.5 E
4 g
Inside / Outside
CiscoFirepower Threat Defense 6.1

Firepower Device Manager

g
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10.1.2.27 URL
Web

9 NAT

ndo Translation
2091652015 == 101227

/

i Load Balancer
$ 101227

Lndo Trans|ation
209.165201 3 = 101227

Lndo Translation
209.165201 4 —>» 101 227

et B= ]

NAT 1 11 1

A 4 B 5 C

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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NAT

NAT
10 NAT
Security
Appliance
{10_122? 209 165.201.3
101228 209 165 201.4
- .
*19_1 227 7 209_165.201.5
*10_1 228 37 209165 201.6 z
*10_1 227 g? 2091652017 3
Inside / Outside
1
IP
IP
IP
S
1 NAT PAT
TCP
IP
NAT
11 NAT
Security
Appliance
101227 209 165201.3
< >
101228 209165 .201.4
: >
101229 ? 2r9.165.201.3 »
1012 .30 7 209.165.201.4 »
o
101231 ,.? 2\'.'.!‘9_1'\‘35..’2'11'.'1'.3hr E
- =1
Inside / Outside
1 1
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT
NAT
IP NAT
[ Objects ]
NAT
°[ Original Address ]
°[ Translated Address ]
°[ destination interface ] IPv4
NAT /
IPv6
PAT
°[ Address ]
IPv4 IPv6
1 1
1 I Policies ]>[NAT]
2
* [+]
' [ edit ] &
[ trash can ]
3
°[ Title ]
°[ Create Rule For ] [ NAT Auto NAT ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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°[ Type 1 [ Static ]
°[ Source Interface ] [ Destination
Interface ] NAT [ Source ]
[ Destination ]
[ Any ]
°[ Original Address ]
°[ Translated Address ]
1 1
° NAT
[ Interface |
IPv6 PAT
NAT
/
. [ Original Port ] [Translated Port ] TCP
UDP
[ Create New Object ]
TCP/80  TCP/8080
[ Advanced Options ]
°[ DNS Translate DNS replies that match thisrule ] DNS
IP
DNS IPv4 A IPv6 AAAA
DNS
A AAAA NAT64/46
NAT DNS )
255
Cisco Firepower Threat Defense 6.1 Firepower Device Manager

g
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NAT

°[ ARP Do not proxy ARP on Destination Interface ]
IP ARP
ARP
ARP
ARP
NAT ARP
6 [OK]
NAT
NAT NAT
NAT
IP NAT
[ Objects ]
IPv4 IPv6 1
NAT
°[ Original Address ]
[ Any ]
°[ Translated Source Address ]
°[ destination interface ] IPv4
NAT /
IPv6
PAT
°[ Address ]
IPv4 IPv6
1 1 1
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager




NAT B

[ Original Destination
Address ] [ Translated Destination Address ]
NAT
Object Manager
[ Policies ]>[NAT]
* [+]
' [ edit ] &
[ trashcan ]
°[ Title ]
°[ Create Rule For ] [ NAT Manual NAT ]
°[ Rule Placement ]
NAT
[ Type ] [ Static ]
°[ Source Interface ] [ Destination
Interface ] NAT [ Source ]
[ Destination ]
[ Any ]
IPv4 IPv6
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT
H\@u@fg]
Real: 192.168.1.1
1.1

Source
W inice )
— —— _ﬂ__f'r -

Real: 10.1.2.2
Mapped: 192.168.2.2 Mapped: 10.1.

10.1.2.2 —=10.1.11

Criginal Packet Translated Packet

°[ Original Source Address ]
°[ Original Destination Address ]
NAT
[ Interface ][ IP  Source Interface IP ]
[ Any ]
NAT
6 IPv4 IPv6
IPv4d  IPv6
°[ Translated Source Address ]
1 1
° NAT IPv4
Interface ]
NAT /
IPv6
PAT
°[ Translated Destination Address ]
6.1 Firepower Device

[l Cisco Firepower Threat Defense

Manager

206




NAT B

Original Destination ]

NAT
NAT
TCP/80  TCP/8080
NAT TCP UDP
TCP UDP NAT
°[ Original Source Port ] [ Translated Source
Port ]
°[ Original DestinationPort ] [ Translated Destination
Port ]
[ Advanced Options ]
°[ DNS Translate DNS replies that match thisrule ] DNS
IP
DNS IPv4 A IPv6 AAAA
DNS
A AAAA NAT64/46
NAT DNS ,
255
°[ ARP Do not proxy ARP on Destination Interface ]
IP ARP
ARP
ARP
ARP
NAT ARP
[OK]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT

IP NAT
NAT 1 NAT
NAT

NAT

12 NAT

Security

Appliance §
209.165201 1 209.165 2011
< >

209.165 201 2 5 209.165 201 2
< 7 -

130030

Inside Outside

NAT

NAT
NAT

[ Objects ]
NAT

°[ Original Address ]

[ Translated Address ]

1 I Policies ]>[NAT]

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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NAT B

°[ Title ]
°[ Create Rule For ] [ NAT Auto NAT ]
°[ Type 1 [ Static ]
°[ Source Interface ] [ Destination

Interface ] NAT [ Source ]

[ Destination ]
[ Any ]
°[ Original Address ]
°[ Translated Address ]
NAT [ Original Port ] [ Translated
Port ]
[ Advanced Options ]
°[ DNS Translate DNS replies that match this rule ]
NAT

°[ ARP Do not proxy ARP on Destination

Interface ] IP ARP

ARP ARP
ARP
NAT
ARP

°[ Perform Route Lookup for Destination

Interface |

NAT
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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6 [OK]
NAT
NAT NAT
NAT
[ Objects ]
IPv4 IPv6 1
NAT
°[ Original Source Address ]
[ Any ]
°[ Translated Source Address ]
[ Original Destination
Address ] [ Translated Destination Address ]
NAT
NAT
1 0 Policies ]>[NAT]
2
* [+]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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°[ Title ]
°[ Create Rule For ] [ NAT Manual NAT ]
°[ Rule Placement ]
NAT
°[ Type 1 [ Static ]
°[ Source Interface ] [ Destination
Interface ] NAT Source ]
[ Destination ]
[ Any ]
IPv4 IPv6
NAT
Source Destination

& oo o
B — o)

10.1.2.2 MNAT Real: 192.168.1.1
Identity Mapped: 10.1.1.1
10.1.2.2 —= 10.1.1.1 10.1.2.2 ---= 192.168.1.1

Original Packet Translated Packet

°[ Original Source Address ]
°[ Original Destination Address ]
NAT
[ Interface ]
Any ]
NAT
CiscoFirepower Threat Defense 6.1

Firepower Device Manager
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6 IPv4 IPv6
IPv4d  IPv6
°[ Translated Source Address ]
°[ Translated Destination Address ]
[
Original Destination Address ]
NAT
7
NAT
TCP/80  TCP/8080
NAT TCP UDP
TCP UDP NAT
°[ Original Source Port ] Translated Source Port ]
°[ Original Destination Port ] [ Translated Destination
Port ]
8 [ Advanced Options ]
°[ DNS Translate DNS replies that match this rule ]
NAT
°[ ARP Do not proxy ARP on Destination
Interface ] IP ARP
ARP ARP
ARP
NAT
ARP
°[ Perform Route Lookup for Destination
Interface ]
NAT
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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NAT B

9 [OK]

Firepower Threat Defense ~ NAT

NAT IP IP
NAT
1 PAT
1
NAT
NAT NAT
Title
[ NAT Auto NAT ] [ NAT Manual NAT ]
NAT NAT NAT
Status
Placement NAT
NAT
Type
[ Dynamic ] [ Static ]
PAT /
/
NAT
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT
[ Packet Translation ]
NAT
Sourcelnterface Destination Interface
NAT [ Source ]
[ Destination ]
[ Any ]
OriginalAddress
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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TranslatedAddress

* NAT Dynamic NAT
IPv4
1
* PAT Dynamic PAT
. PAT
[ Interface ]
IPv6
* NAT Static NAT
IP [
/
IPv6 PAT
* NAT Identity NAT
OriginalPort Translated Port
TCP UDP
TCP/80  TCP/8080
CiscoFirepower Threat Defense 6.1

NAT B

IPv6

1Pv4

PAT

NAT
Interface |

NAT

NAT

Firepower Device Manager
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NAT
[ Packet Translation ]
NAT
Sourcelnterface Destination Interface
NAT [ Source ]
[ Destination ]
[ Any ]
Original Source Address
[ Any ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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Translated Source Address

* NAT Dynamic NAT
IPv4 IPv6
1
* PAT Dynamic PAT
. PAT IP
[ Interface ]
IPv6 PAT
* NAT Static NAT
1 1
° NAT
IP [ Interface |
NAT
/
IPv6 PAT
* NAT Identity NAT
NAT
Interface |
[ Any ]
NAT
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT

[ Original Destination ]
NAT NAT
Original Source Port Translated Source Port
Original Destination Port Translated Destination Port
. NAT PAT [ Original Source Port ]
[ Translated Source Port ]
* NAT TCP UDP
TCP UDP
NAT
NAT
NAT [ Advanced ]
DNS
DNS IP
DNS IPv4 A IPv6
AAAA
DNS
A AAAA NAT64/46
NAT DNS
, 255 NAT
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager




IPv6

[ PAT

IPv6 [ |

Fallthrough to Interface

PAT (Destination Interface) ] NAT
IP
PAT
PAT
IPv6
ARP NAT
IP ARP
ARP
ARP
ARP
NAT ARP
ID NAT
NAT
IPv6 IPv4
NAT 2 IPv6
IPv6
* NAT64 NAT46 IPv6 IPv4 IPv6 IPv4
IPv4 IPv6 2 1
/ NAT DNS
DNS / NAT
DNS / NAT
)
NAT46

Cisco Firepower Threat Defense

6.1

Firepower Device Manager
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IPv6

* NAT66 IPv6 IPV6 NAT
NAT PAT IPV6
NAT
A
NAT64 NAT 46 NAT66
NAT64/46 IPv6 IPv4
IPv6 IPv4 IPv6
IPv4 IPV4 IPV6
IPv4 IPV6 IPv4 IPV6
IPv4 IPV6 2
* NAT64 IPv4 IPv6
1 1
PAT NAT NAT
IPV6
* NAT 46 IPV6 IPv4
IPv4 IPV6
NAT 46 PAT
IPv6 IPv4 2
1/ NAT DNS
DNS I NAT
DNS 2 | NAT
NAT64/46 IPv6 IPv4
IPV6 IPv4

[l Cisco Firepower Threat Defense
Manager

6.1

Firepower Device



IPv6 [ |

=
Web server
209.165.200.225/27
=
: oy = | DNS server
. 209165202 129/27
h outside z :
IPvd 209.165.201 1/27
f—
_' DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
33811228201&}22E iugal[]{ilsﬂzt?;&%'c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
S S . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

E Inside client
2001:db8::100

/ b
IP PAT
IPv6 IPv4 IPv4 2001:db8::/96
NAT46 DNS DNS A IPv4
AAAA IPV6 IPv4 IPv6
IPv6 2001:DB8::100 www.example.com
Web
1 2001:DB8::D1A5:CA81 DNS DNS
NAT DNS
©2001:DB8::100  209.165.201.1 NAT64 PAT
©2001:DB8::D1A5:CA81  209.165.202.129 NAT46 D1A5:CA81 IPv6
209.165.202.129
2 DNS www.example.com  209.165.200.225 A
DNS NAT46 A IPv6
AAAA AAAA 209.165.200.225 2001:db8:D1A5:C8E1

DNS
©209.165.202.129  2001:DB8::D1A5:CA81
*209.165.201.1  2001:db8::100

CiscoFirepower Threat Defense 6.1 Firepower Device Manager

g
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3 IPv6 Web IP www.example.com

2001:db8:D1A5:C8E1 HTTP D1A5:C8E1 IPv6 209.165.200.225
HTTP
*2001:DB8::100  209.156.101.54 NAT64 PAT
*2001:db8:D1A5:C8E1  209.165.200.225 NAT46
1 IPv6 IPv4

a [ Objects ]

b) [ Network ] [+]

c) IPV6

inside_v6 [ Network ]

2001:db8::/96

Add Network Object

MName

inside_vb

Description

Type
@ Network () Host

MNetwork

2001:DB8::/96

d) [ Add 1 [OK]
e) [+ IPv4
outside_v4_any [ Network ]
0.0.0.0/0
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
222 |




Add Network Object

Name

outside_v4_any

Description

Type
@ Network \: Hast

Create Rule For

PAT
1 I NAT
Dynamic ]

Source Interface ]

Destination Interface ]

Original Address ]

Network

0.0.0.0/0

IPv6 NAT64

Policies ]>[NAT]

+]

°[ Title ] PAT64Rule
°[

°[ Type ] [

°[

°[

°[

°[

Cisco Firepower Threat Defense

6.1

inside_v6

Translated Address ] [

IPv4

IPV6 [ |

Auto NAT ]

PAT

Interface ]

Firepower Device Manager

g
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Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT e o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

atically placed in Auto NAT rules Dynamic L]

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside 5 outside
Original Address Original Port Translated Address Translated Port
inside_v6 v Any v Interface v Any
d) [0K]
2001:db8::/96
IPv4
NAT64 PAT
3 IPv4 NAT46
a) [+]
b)
°[ Title ] NAT46Rule
°[ Create Rule For ] [ NAT Auto NAT ]
°[ Type 1 [ Static ]
°[ Source Interface ]
°[ Destination Interface |
°[ Original Address ] outside_v4_any
°[ Translated Address ] inside_v6
°[ Advanced Options ] [ DNS
Translate DNS replies that match this rule ]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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IPV6 [ |

Add NAT Rule

Title

NAT46Rule

Placement

Create Rule for Status

Auto NAT ~ o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Automatically placed in Auto NAT rules

Packet Translation

Advanced Options

ORIGINAL PACKET

Source Interface

outside v
Original Address Original Port
outside_v4_any Vv Any w
¢) [OK]
IPv4
DNS A IPv4
IPv4 IPv6
NAT66 IPVv6 IPv6
IPv6 IPv6
IPv6
PAT IPv6
NAT
/ NAT
Cisco Firepower Threat Defense 6.1

Type

Static w

TRANSLATED PACKET

Destination Interface

inside
Translated Address Translated Port
inside_vb b Any

IPv4
2001:db8::/96
AAAA IPv6
NAT NAT
NAT
NAT66 /
NAT

Firepower Device Manager
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NAT66
/ NAT IPv6
2001:db8:122:2091::/96 2001:db8:122:2999::/96
fT—
(=L
IPv6 web server
outside
IPvE 2001:db8:122:201b::1/96
[
[ 2001-db8-122:2091-121 — 2001-db3-122-2999--1
iside
IPv6 | 2001:db8:122:2091::11/36
Inside client
2001:db8:122:2091::121
1 IPv6 IPv6 NAT
a [ Objects ]
b) [ Network ] [+]
c) IPv6
inside_v6 [ Network ]
2001:db8:122:2091::/96
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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IPV6 [ |

Add Network Object

Name

inside_v6

Description

Type
@ Network () Host

Network

2001:db8:122:2091::/96

d [ Add ] [OK]
e) [+] IPv6 PAT
outside_nat_v6 [ Network ]
2001:db8:122:2999::/96
Add Network Object
Name

outside_nat_vb

Description

Type

@ Network O Host

Network

2001:db8:122:2999::/96

IPv6 NAT
a [ Policies 1> [NAT]
b) [+]
c)
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Title ] NAT66Rule
Create Rule For ] [ NAT Auto NAT ]
Type ] [ Static ]

Destination Interface ]

[
[
[

°[ Source Interface ]
[
[ Original Address ] inside_v6
[

Translated Address ] outside_nat v6

Add NAT Rule

Title Create Rule for Status

NAT66Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside v outside

Original Address Original Port Translated Address Translated Port
inside_v6 W Any v outside_nat_v6 v Any

d) [OK]

2001:db8:122:2091::/96
2001:db8:122:2999::/96
NATG66

NAT66 IPv6 PAT
NATG66 IPv6

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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Firepower Device Manager
PAT
PAT

A

outside

IPvE
2001:db8:122:2081::121 — 2001:db8:122:201b::2 .
IPvE

inzide

2001:db8:122:2091:11/96

Inside client
2001:db8:122:2091::121
J )

IPv6 IPv6 PAT
a [ Objects ]
b) [ Network ] [+]
c) IPV6
inside_v6
2001:db8:122:2091::/96
Cisco Firepower Threat Defense 6.1

IPvE web server

2001:db8:122:201b::1/96

IPV6 [ |

IPv6

Network ]

Firepower Device Manager
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IPv6
Add Network Object
Name
inside_v6
Description
Type
@ Network () Host
Network
2001:db8:122:2091::/96
d [ Add ] [OK]
e) [+] IPv6 PAT
inside_v6
2001:db8:122:201b::2
Add Network Object
Mame
ipv6_pat
Description
Type
:__) Network @ Host
Host
2001:db8:122:201b::2
2 IPv6 PAT
a [ Policies ] > [NAT]
b) [+]
c)
[l Cisco Firepower Threat Defense 6.1
Manager

Firepower Device

Host ]




IPv6

Title ] PAT66Rule
Create Rule For ] [ NAT Auto NAT ]
Type 1 [ Dynamic ]
Source Interface ]
Destination Interface ]
Original Address ] inside_v6
Translated Address ] ipv6_pat

Add NAT Rule

Title

PATE6Rule

Create Rule for Status

Auto NAT % ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules Dynamic w
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET

Source Interface

Destination Interface

inside e outside
Original Address Original Port Translated Address Translated Port
inside_v6 v Any hd ipv6_pat W Any
d) [OK]
2001:db8:122:2091::/96
2001:db8:122:201b::2
PAT66
Cisco Firepower Threat Defense 6.1 Firepower Device Manager

"



B w

NAT

NAT CLI
* show nat NAT NAT
* show xlate NAT
* clear xlate NAT
NAT
NAT
Web NAT
Web NAT
NAT
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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Web

13 Web

Lndo Tranzlation
101227 —» 209 18520110

! 20816520112

[
L

Security
Appliance

a [ Objects ]
b) [ Network ] [+]
€) Web
WebServerPrivate
IP 10.1.2.27
Cisco Firepower Threat Defense 6.1

NAT [ |

[ Host ]

Firepower Device Manager

"=
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New Network Object

MNarme

WebServerPrivate

Description

Type

() Nework @ Host

Host

10.1.2.27

d) [ Add ] [OK]
e) [+]
WebServerPublic [ Host ]
209.165.201.10

New Network Object

Name

WebServerPublic

Description

Type

() Network (@) Host

Host

209.165.201.10

f [ Add ] [OK]

2 NAT
a [ Policies ] > [NAT]
b) [+]
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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NAT [ |

c)
°[ Title ] WebServer
°[ Create Rule For NAT Auto NAT ]
*[ Type ] [ Static ]
°[ Source Interface ]
°[ Destination Interface ]
°[ Original Address ] WebServerPrivate
°[ Translated Address ] WebServerPublic

Add NAT Rule

Title

WebServer

Placement
Automatically placed in Auto NAT rules
Packet Translation Advanced Options

Original Packet

Source Interface

inside
Original Address Original Port
WebServerPrivat v Any
d) [oK]
FTP HTTP SMTP
NAT
SMTP

Cisco Firepower Threat Defense

Create Rule for

Auto NAT ~ ()

Auto NAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address ol
packet. These rules are automatically ordered and placed in the Auto NAT section.

NAT

6.1

Type

Static N

Translated Packet

Destination Interface

outside
Translated Addrass Translated Port
WebServerPublic v~ Any

FTP HTTP

Firepower Device Manager

g



NAT

NAT

14

Indo Translation
209165201 3:21 > 10.1.2.27

Lindo Translation
209165.201.3:80 —= 10.1.2.28

Indo Translation
209165.201.3:25 — 10.1.2.29

227
1 FTP
a [ Objects ]
b) [ Network ]
c)
FTP IP 10.1.2.27
[l Cisco Firepower Threat Defense 6.1

Manager

S—
SMTP server
10.1.2.29

£ I
—"
HTTF server

10.1.2.28

130031

[+]

FTPserver

[ Host ]

Firepower Device
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NAT [ |

New Network Object

Name

FTPServer

Description

Type

() Newwork (®) Host

Host

10.1.2.27

d) [ Add ][OK]
2 HTTP
a) [+]

b) HTTPserver [ Host ]
10.1.2.28

New Network Object

Name

HTTPServer

Description

Type

C- Network @ Host

Host

10.1.2.28|
ON| Add ][OK]

3 SMTP
a) [+]

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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b) SMTPserver [ Host ]
10.1.2.29

New Network Object

Name

SMTPServer

Descrption

Type

(O Nework (@) Host

Hast

10.1.2.29

ON| Add ][OK]
4 3 IP
a) [+]

b) ServerPubliclP [ Host ]
209.165.201.3

New Network Object

Name

ServerPubliclP

Description

Type

C ) Network @ Host

Host

209.165.201.3

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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NAT [ |

o[ Add ][OK]
FTP NAT FTP
a [ Policies ] > [NAT]
b) [+]
c)
°[ Title ]=[FTPServer]
°[ Create Rule For ]=] NAT Auto NAT ]
°[ Type 1=[ Static ]
°[ Source Interface ]=[ inside ]
°[ Destination Interface = outside ]
°[ Original Address = [FTPServer FTPserver
network object ]
°[ Translated Address ]= [ServerPubliclP
ServerPubliclP network object ]
°[ Original Port ]=[FTP FTP port object ]
°[ Translated Port ]=[FTP FTP port object ]
Title Create Rule for

FTPServer Auto NAT v Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static w
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destnaton Interface
inside » outside
Original Address Ongmnal Port Translated Address Translated Port
FTPServer e FTP e ServerPubliclP  ~ FTP
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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d) [OK]
6 HTTP NAT HTTP
a) [+]
b)
°[ Title ]=[HTTPServer]
°[ Create Rule For ]=] NAT Auto NAT ]
°[ Type 1=[ Static ]
°[ Source Interface ]=[ inside ]
°[ Destination Interface = outside ]
°[ Original Address  ]=[HTTPserver HTTPserver
network object ]
°[ Translated Address ]= [ServerPubliclP
ServerPubliclP network object ]
°[ Original Port ]=[HTTP FTP port object ]
°[ Translated Port ]=[HTTP HTTP port object ]
Title Create Rule for
HTTPServer Auto NAT v Q

Auto MAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options

Original Packet Translated Packet

Source Interface Destination Interface
inside - outside

Original Address Original Port Translated Address Translated Port
HTTPServer b HTTP o ServerPubliclP v HTTP

[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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¢) [OK]
SMTP NAT SMTP
a) [+]
b)
°[ Title ]=[SMTPServer]
°[ Create Rule For 1= NAT Auto NAT ]
°[ Type 1=1[ Static ]
°[ Source Interface ]=] inside ]
°[ Destination Interface ]=[ outside ]
°[ Original Address ]=[SMTPserver SMTPserver
network object ]
°[ Translated Address = [ServerPubliclP
ServerPubliclP network object ]
°[ Original Port ]=[SMTP SMTP port object ]
°[ Translated Port  ]= [SMTP SMTP port object ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Add NAT Rule

Title Create Rule for

SMTPServer Auto NAT v ()

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside b outside
Onginal Address Onginal Port Translated Address Translated Port
SMTPServer » SMTP » ServerPubliclP v SMTP
¢) [OK]
PAT
2 10.1.2.0/24
209.165.201.11 209.165.202.129:
[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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209.165.200.225 209.165.202.130:

15 NAT

Server 1 Server 2
208.165.201. 11 209165200225

5B B2

209.165.201 .0/27 | 209.165.200.224/27

—< DMZ
'*-__a—“l
Translation e Translation
10.1.2 27— 209165 202 129 101227 209165202 130

Dest. Address: Dest. Address:

209165.201 11 209165 200,225 E
a [ Objects ]
b) [ Network ] [+]
c) mylInsideNetwork [ Network ]
10.1.2.0/24
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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New Network Object

Mame

mylnsideNetwork

Description

Type

@ Metwork {J Host

MNetwork

10.1.2.0/24

d) [ Add ][OK]
2 DMZ 1
a) [+]

b) DMZnetwork1 [ Network ]
209.165.201.0/27 255.255.255.224

New Network Object

Mame

DMZnetwork1

Description

Type

@ Netwaork (O Host

Metwork

209.165.201.0/27

o [ Add ][OK]
3 DMZ 1 PAT
a) [+]

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
244 |




NAT [ |

b) PATaddress1 [ Host ]
209.165.202.129

New Network Object

Name

PATaddress1

Description

Type

() Network @ Host

Host

209.165.202.129

ON| Add ][OK]
DMZ 2
a) [+]
b) DMZnetwork2 [ Network ]
209.165.200.224/27 255.255.255.224
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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New Network Object

MName

DMZnetwork?2

Description

Type
@ Network O Host

MNetwork

209.165.200.224/27

o [ Add ][OK]
5 DMZ 2 PAT
a) [+]
b) PATaddress2 [ Host ]

209.165.202.130

New Network Object

Name

PATaddress2

Description

Type

O MNetwork @ Host

Host

209.165.202.130

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager
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c) [ Add ][OK]
DMZ 1 PAT
a [ Policies ] > [NAT]
b) [+]
c)
* Title = DMZNetworkl
* Create Rule For = Manual NAT
* Type = Dynamic
* Source Interface = inside
* Destination Interface =dmz
* Original Source Address = mylnsideNetwork
. Translated Source Address = PATaddress1
. Original Destination Address =DMZnetworkl
i Translated Destination Address = DMZnetwork1
NAT
[ Port ]
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Add NAT Rule

Title Create Rule for

DMZNetwork1 Manual NAT v ‘3

Manual NAT rules allow the wranslation of the source as well as the destination address of a newwork packet. Destination and pon
translation are cptional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Inmeface Destination Interface
inside e dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any hd PATaddress1 b Any
Destination Address Destination Port Destination Address Destination Pon
DMZnetwork1 v Any v DMZnetwork1 v Any
d) [OK]
7 DMZ 2 PAT
a) [+]
b)
* Title = DMZNetwork?2
* Create Rule For = Manual NAT
. Type = Dynamic
* Source Interface = inside
* Destination Interface =dmz
. Original Source Address =mylnsideNetwork
* Translated Source Address = PATaddress2
. Original Destination Address =DMZnetwork2
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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* Translated Destination Address = DMZnetwork?2
Add NAT Rule
Title Create Rule for
DMZNetwork2 Manual NAT - ()

Marual NAT rules allow the translation of the source as well as the destination address of a network packetr. Destination and port
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lot

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside > dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any - PATaddress2 v Any
Destination Address Destination Port Destination Address Destination Port
DMZnetwork2 v Any v DMZnetwork2 v Any
¢) [OK]
PAT
10.1.2.0/24
Web Telnet 1
Telnet 209.165.202.129:
Cisco Firepower Threat Defense 6.1 Firepower Device Manager

g



B w

Web
209.165.202.130:

16 NAT

Web and Telnet server:
209.185.201.11

Translation Translation
10.1.2.27:680~» 209.165.202.129 10.1.2.27:23 ~»209.165.202.130

Web Packet
Dest. Address:

Telnet Packet
Dest. Address:

209.165.201.11:80 209.165.201.11:23 E
1
a [ Objects ]
b) [ Network ] [+]
c) myInsideNetwork [ Network ]
10.1.2.0/24
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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New Network Object

Mame

mylnsideNetwork

Description

Type

@ Metwork C} Host

MNetwork

10.1.2.0/24

d) [ Add ][OK]
2 Telnet/Web
a) [+]

b) TelnetWebServer [ Host ]
209.165.201.11

New Network Object

Name

TelnetWebServer

Description

Type

O MNetwork @ Haost

Host

209.165.201.11
ON| Add ][OK]

3 Telnet PAT
a) [+]

Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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b) PATaddress1 [ Host ]
209.165.202.129

New Network Object

Mame

PATaddress1

Description

Type
(O Network @ Host

Host

209.165.202.129

ON| Add ][OK]
4  HTTP PAT
a) [+]

b) PATaddress2 [ Host ]
209.165.202.130

New Network Object

MName

PATaddress2

Description

Type

() Network @ Host

Host

209.165.202.130

[l Cisco Firepower Threat Defense 6.1 Firepower Device
Manager

252




NAT B

) [ Add ][OK]
Telnet PAT
a [ Policies ] > [NAT]
b) [+]
c)
* Title = TelnetServer
* Create Rule For = Manual NAT
* Type = Dynamic
* Source Interface = inside
* Destination Interface =dmz
* Original Source Address = mylnsideNetwork
. Translated Source Address = PATaddress1
. Original Destination Address = TelnetWebServer
i Translated Destination Address = TelnetWebServer
. Original Destination Port =TELNET
i Translated Destination Port = TELNET
NAT
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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Add NAT Rule

Title Create Rule for

TelnetServer Manual NAT v Q

Manual NAT rules allow the translation of the source as well as the destination address of a network packer. Destination and port
wranslation are optional. You can place manual NAT rules either before or after Auto NAT rules and inzert the rules at a specific loc

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Tranzlation Advanced Options
Original Packet Translated Packet
Source Interface Destination Imerface
inside i dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any o PATaddress1 e Any
Destination Address Destination Port Destination Address Destination Port
TelnetWebServe v TELNET v TelnetWebServe v TELNET
d) [OK]
6 Web PAT
a) [+]
b)
* Title =WebServer
* Create Rule For = Manual NAT
. Type = Dynamic
* Source Interface = inside
* Destination Interface =dmz
. Original Source Address =mylnsideNetwork
* Translated Source Address = PATaddress2
. Original Destination Address = TelnetWebServer
[l Cisco Firepower Threat Defense 6.1 Firepower Device

Manager
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. Translated Destination Address = TelnetWebServer
* Original Destination Port =HTTP
* Translated Destination Port =HTTP
Add NAT Rule
Title Create Rule for
WebServer Manual NAT v ()

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and pon
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lot

Placement Type
Before Auto NAT Rules w Dynamic W
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside 7 dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any b PATaddress2 b Any
Destination Address Destinauon Port Destination Address Destination Port
TelnetWebServe v HTTP e TelnetWebServe v HTTP
¢) [OK]
NAT DNS
NAT DNS
Firepower Threat Defense
DNS
NAT DNS
IPvd A IPv6  AAAA DNS PTR
DNS A
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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NAT

NAT DNS
. NAT64 NAT46
IPv4 AAAA
*DNS
*DNS
DNS
DNS
. A AAAA
DNS
*/ NAT
DNS IP
DNS DNS
. DNS NAT
xlate
NAT
*DNS DNS
5
NAT DNS
DNS 64
IPv4
DNS DNS

ftp.cisco.com
209.165.200.225
DNS

[l Cisco Firepower Threat Defense 6.1

Manager

DNS A
DNS DNS A
IPv6 DNS
IP
PAT PAT
PAT
DNS
A B 1
Firepower Threat Defense
Twice NAT
xlate
FTP DNS

IPv6 ftp.cisco.com
209.165.200.225

2001:DB8::D1A5:C8E1 D1A5:C8E1
DNS

IPv6

NAT IPv6 PAT

Firepower Device
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g GiSEE G
00, 165,000 235
:ml:-:gg m Stafic Transkstion on brside o
R 2001:DE8:D1ARCEET
Hatic Trenslalon on Inside lo;
2001 D660 AR CIOF
,f’!
@ /[
-_— Diesd fcldr. Transdadion
QNS Faply m«::um;:mn.s;mr—}zw.ms.:mzzs|
3 200.165.200.225
(3)
o L
[ Reply héodificalion
200,165,200, 22 5—=2001:DEA:DVASCEET
FAT Trasslalon on Cufmds to;
200165200 230
1 FTP DNS PAT
a [ Objects ]
b) [ Network ] [+]
0) FTP
ftp_server [ Host ]
IP 209.165.200.225
Cisco Firepower Threat Defense 6.1 Firepower Device Manager
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