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SV, INDA TVl MIEFRFEITHBRTEEITN VA IROVITH AL L F—F
FTV =27 NEAEKRT DI EEHERL £,
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FIE1

FIE 2
FIE3
FlIE 4

FIES

FIE6

FE7

FIE 8

FIE9

K—rxToz o e N

R—=hF T2 "V BLIOITN—T(F T2 bODITN—TQR2 A=) 2R I1X. 77 &
Zaryhbe—1LR)r—BIUOR—FE#H7%E ASA FirePOWER €Y 2 — /LD X X £
FrcfHcE £,

BERTOR—=F 727 FIHIBRTEERASHICR—F 7V 7 b 2REE-I1TH
LRI T 2T 47 RV —RNA T V=27 b 2BRTHEBE AT 2HNNIT HIITHRTE
HEMTALERH Y FT . R ELFDORERM 4-15 2—) 2S8R L T a0,

TR arbhua— — L DEETR— b OLEMAIZIE TCP/UDP LSO 7 v b 2 L& BIIT
ERNWZ EICHEBRLTLEEWV, E I GEETA— D LR —FO@HFOR— &2 —
IWTHRETDHHE. VT AR—F 70 b a VB RBESELZZ LI TEEH A,
EETR—FDOFEHTHEHEINAR—N T2 b TN —T 1R =GR D72 ko
VERBEIL Z38E MHBAOL— TR Y > —REEICITEE SN EEA, & 512, TCP & UDP
DEFTOR—RFEEGLR—F 727 FEEKRL TOH NV —VOERFILAR—FOFERMEE L
TEDR—F ATV 27 bEBMLIEE SEER—NE2EBNT5Z LIXTEERA ZTOWL
F-REEETT,

R—bFTOx I bEEET HHE:

[7% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) | >[4 7~ = 7 |k
EH (Object Management) ] DJIEIZERINL F9°,

AR—b (Port)] T.[fll # D47 = 7 |k (Individual Objects) ] Z N L F7°,
A—rDEMAIdPort)] %27V v 7 L E7,

(47 (Name) | (IZAR—F A7 V=7 bOL4RTEZEATIL ET .50 v 2 () ZBR< AT AIRERAT:
BOERE ASCII XFEMHATEET,

[ v b =1 (Protocol) | Z R L £9°,

[TCP].[UDP], [IP]. [ICMP], & 7= (X [IPv6-ICMP] 2> & IR~ 5 7> [ Ofth (Other) | K 2 v 7 & 7
VIUANEFEAL CHlOTa b a v ERIE[TRTAID] e b a b aRIRTE 9,

7 ar T AR — K (Port)] FLIFAR—MEFHEFEHL CTTCP £/2/Z UDP AR —h A7V =7
M EHIRL F7,

1 ~65535 FCOMEEDOR—FNEHETHN . TRXTOR—ME T LX) any ZFRETE
F4 . RN—FOFAZIEBEET DI NA T E2HAL £,

FTa T X A7 (Type) ] BEX NS T 556 13B# 35 [=2—F (Code) ] Z##H L T,
ICMP F£721X IPV6-ICMP iR— k 7V =7 M ZHIBL £9,,

ICMP L7213 IPV6-ICMP 47 ¥ = 7 M ZAE T 256 . A A 7 B LA T 258132 —F %
FETEETICMP DX A7 L a— R OFEMIZ OV TIE,
http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml [#55] 35 L OY
http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml [a5] 2L T 72
SEVWAEBEDODEATE —HTDEICH AT T any 2R ET DN FRELTEX A T OEED 2 —
FE—HEHFTHrEo1Ca—FiTany ZRETEFET,

F7va T [EDOM(Other) ] ZIRL Ky 7 Xy UX b7 a b aLaz@iRl %
T[T NTAD] 7 b 2 Z2RIRL AT A= (Port)] 7 4 — A RICHR— B oz AN
LET,

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes)] %7 U > 7 L &7,

[
[
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F2% RBEEAWEF IO /FOERE |

W WRLATSzHDERE

URL AT

FIE1

FIE 2
FIE3
FlIE 4

FIE 5
FIE 6

OO bDEE

5S4t A ALE (Any)

HRELEHURLA 7Y 27 ME DO URL /21X IP 7RV AZEHLET, 7 78R a2k
g—/L ARY—TIX URLA TV =7 h N —T2HEHATCEET A T2 FD T —T
(22 _X= )W) 2T HEODURLE T uy /357 78X arsra—L L—L %
fERd 52 b TEFET,

HTTPS N7 7 4 v 27 %7 0y 73 5I21&, b 77 4 > 7 ® Secure Sockets Layer (SSL) FiEF )

5URLZAATEL ZLIZERL TSLEEWGEAENDS URL Z AT 5581 RN A 14
%L’]\jjb\“*j'7 ]\ 7( /f‘/'fﬁi&%%\ﬂi%bi@‘o (7LC & }%Ji‘\www.example.com @Fﬁb D (: example.com
EABDLFET)IEHEDO URLIZESWT NI 74w 757 0y 7358620 Web %A b~
DOHTTP v 77 4w 7 L HTTPS 77 4 v 7Ol Fm7T vy 7 Ik,

FERAFDOURLA 7V =7 MIHIBETEERHASBIC.URL ATV =7 N &fmEFZITHIRL
PRI T VT 47T RV —NE TV 27 N aBBT 258 . EF 2T DITITHRT L HE
BT OMERS Y T RELEDRERM (4-15 X—V) 2L TS0,

URLAT Oz FEERT HF5%:

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 ¥ = 7 k
& ¥ (Object Management) ] DJEIZER L 97,

[URL] C.[{fl % ®A4 7 ¥ = 7 |k (Individual Objects) ] Z3#IR L F7,
[URL ®EM(AAdURL)1 227 Vv 27 L £9,

[/ (Name) ] |2 URL A7 ¥ = 7 b OA4HT2 AN L EF, 00y =3 () 25k < CFIF iR R
DOFEAE ASCI LT 2 TE £,

URLA 7Y =27 h®[URL] £721XIP 7KL 2% AHL £,
[ASA FirePOWER D% % D17 (Store ASA FirePOWER Changes)] 27 U v 7 L £,

FITVr—ay 74 IL3D%RE

SA4t2 R AT E (Any)

ASA FirePOWER Y 22— /WIZIP b7 7 4w 7 i T5 L 2. 2y bU—27 LTI
ENTVWET TV r—varvafRELE) ELET. 77V r—va Bz 770 r—v =
YN=ADT I A A F BV BT IEDIEARAR T VAT LZELOT T Y ==
VNI T DT 4T 7 XL EHITAINTEY VA THBICEF 2L VAT A8 &
OWega kT — 2 X—A(VDB) DEHH 2L CT 47 7 X & S HITBML £9°,

T =gy TANBII T TV r—a DV A7 EORA OB 24T T
TY BILXORFTICEHEMTONTOWDEERMEICESTT SV r—va a7 v—7b L £,
TITVr—vay ZJANEEHERT2E .77V r—2 a2 ENIICKBRRB L UOENT 5 ME
MWW= D T 7EAaryra—)L b—LHOT 7Y r— a0 2 ERERTE E7,
HEMIZOWTIE N T T 4w T TV — gy T AN ED—F (83 X—V)EHBMRL TL
7ZEW,
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FFur—vav 24ns0ir B

TV r—vary 74N EEHERTIRORRIT HLNT 7Y r—y g U EEREITEMNT
DERIT A NEEERTAHT 78X ar ba—b b—LEFEHFTHLENRN T, 7=
LRIF T RTCOY =y Xy N =X TV r—arva7ny 7355577k
Aaryha— R —FREL VDB OFEFHITH L WY —> )L Xy NT—F 7 T
=g T AT IEANGENDHEAE R Y L —IL VDB OFFHFICE T INET, v AT L0
LWV r—varar7ay 735l ERSNEHREEHERTALERLY ETH. 7T
TV r—rarvE7uay ldA37 A arsn— 1 b—LEREHTINETHY FHA,
VAT AEMOT N =gy T AN AN =T O ==X ST ) =g &2 T
N—=TH LR WEAERBED 7 4V HEERTHZENTEEST 22—V ERKT VXTI, v
AT IO T 4N B BTN —T L THRATEET XX IEFICY A I7RELI EVXR
ABREMEPMENT TV = a v BT RTCT vy V57 A NEEERTHZ ENTEET,
HexDOT7T 7Y r—ara2FHTHRETHIZILICE S THL 7 A VA EERTEETH. 2N
DT YNZF EY 22—V VYT T =7 £-IE VDB ZHEHL T HEIMICEGTShRWI L&
HZTBNTLIEE N,

VAT AREMOT SV b — gy T AR LR A EEDT I r— gy T4 A
TR aryhe—nL — L TEHATE 9,

TFV—=vary TANGEERBIOERTO2GEEI A7 V=7 F v 2=V v ([RE
(Configuration) ] > [ASA FirePOWER % 7€ (ASA FirePOWER Configuration) | >[4 7~ = 7 | & #
(Object Management) ) # AL £3, 77V r—v a oM s27 72X 2> bue—L b—)b
WEMLRRND 77 r—rvay 74085 FTIMERTE D Z LIZERL TE SN,

[7 7V r— 3y 7 4% (Application Filters) | U A MMZIZ B D7 4 VX ZAERRT B 72T
BIRCEDLVATLAREDT 7V r—vay T4V EREENTHWET  RREIND T AL 4
IRBLFHNEFEHT L LICE o TR TE ET, ZE A TT Y & ¥ 7 OEAITRICET
HET,

[ F T RE72 7 ) 47— = o (Available Applications)] U A b IZIX GRBIR L 727 4 /L & NOE ]
DT TV r—arPEENET ELREAN) T EFHL T RREINDLGT Y r—
varEMElTLZ L TEET,

VAT AT OREFEEZMHEAL CRIC 7 4 NVE ZATOEBDO 7 4 V2% )7L ET,HU A
T T 4NAIZI00DT TV r—varBNEENLTEBY &Y AT 740225007 7V r—
YarNEENTWLY TV FICONTEZ TCATLKESWN MTDT 4 VX E8RIRTDH E v
AT MIERARER 150 DT 7V r—y a vy B2HRnRLFT,

VAT NI AND EEEMHL CRRDXATOT 4V E2 52 7 LET 22X Y 27
BLOBYIAIZOTZ 4 NZEFLULBIOREL NLOE Y R ABEMEDO T ¢ L& &8I L 72
BE VAT X PRI R EFEY A7 T of L LB I RNE L VOB Y R A B
NHBET TV r—rarzEnrLl£7,

Evhk BETET7 U= g T OWTOFMIERT A2 (@) 227 ) v 7 LET iBMEme R
RTBIIIERRY 7T v FIChbr0 T —%y "RV 7527 v 7 L ET,

TANEIBINTHT T r—va rERELRES  END ZJBNGEMT 2.7 7V r—
vary TANEERBRLEGAIZ [T ANVZICETHTXITOT 7Y r— 2 (All apps
matching the filter) ] Z BT 52 LR TCEXFET [BIREALAOT TV r—var &7 4 0¥
(Selected Applications and Filters)] U 2 MZdH 57T A 7 LDOEFHIN 50 82 72 W R Y D
TUANBRBEIOCEEOT ) r—y g v 2EEOMABRDETEMNTE £,

TV r—vay TANEEERTLHE ATV N 2=V XD [TV r—vay 7y
Jv % (Application Filters) ] <— (12U A h SN FE T, ZOR—=VINI KT 4V F 2Rt 2 54
DEFHEBFRRENET,
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WM 7705—>3> 240508k

FIE1

FIE 2
FIE 3
FIE 4
FIg 5

FlE6

KRENDT TV r—ay Z4MEDY—hET 4 NEOFEMIONWTIE ATV =27 F =
F =¥ DFH Q22 X—=)EBRL TLKEEWMEHTOTF ) r— a3 7 4V ZTHIKRT
RN LICEBL K EEWN, S0 TT IV r—vay ZJ4NME 37V 27 N emEE
ITHIBRL - 7 72T 47 R —Nn 7r7 Vxl N EBRT LA AR EANT DT
E%ﬁ%ﬁﬁ?‘ézxgﬁ:&; DET RELZFEDORERN4-15 X—=) 2L T 7EE0,

TIVr—ar 743 EERT BAE:

[7% 7€ (Configuration) ] > [ASA FirePOWER 7% € (ASA FirePOWER Configuration) ] >[4 7~ = 7 |k
EH (Object Management) ] DJIEIZERINL F97,

[7 7V r—v a3 7 4% (Application Filters)] # 27 U v 7 L £7°,
(77U r— a3y 7 4V DiBN(Add Application Filter) ] & 27 UV v 7 L 7,
ARIAZAND L ET Py 3 () 25 < T RREREE OIEYE ASCIL X Fa il T& £7,

FFar T TV =3 / 7 ¢ /v % (Application Filters) ] 128 % v AT Ligfito
TANZEHEHL T 7 4V HIZ m¢é77)7~v3/®)z%%&bl$iﬁ

e UAFMZEMBIVHNT DI K7 4NVE ZATOMICHLRMZ Y v 7 LET,

o T 4NHE BZATEET Yy 7L [T TER (Check Al ] F 7213 [T TEPUIELR (Uncheck
AN Z7 V7 LET . 2OV ANIUX KX AT TERIRL T 4 VEFNRESND Z EIT
EELTLLEZ N,

o RIREINDT 4 NVHEKYIATITIZ. [4 T THRE (Search by name)] 7 « — /L R IZHE LT
Sl AN L ET, ZE DTN X T OGEIFHCENTT MEE 7V T3 53,7
V7 7A4ary ()7 Uy 7 LET,

o T AUNEZDYANEEHL BRLIEZTT AN EZE2TXTIZYTTAHI2E.Vue—K 7 4ay
()& 7Y vy L%ET,

o TRTDITANFERBT 4—NVFEIVTTHINE[TRXITDOT 4% %27 V7T (Clear
All Filters) 1 27 UV v 7 L $7,

BN T ANZIC—EHT BT r—2a DN EHARER T 7Y 7r—3 2 > (Available
Applications)] U A MZERRINET, U A MIULFEIZ100 DT 7V 75— a U RERRINET,

[t FRE72 7 "V /7 —3 = > (Available Applications)] U A R 57 4 VX IZIBINT 5T 7
—a UVERIRL £,

e BIOFIETHEELEHFZMHZTI_XToOT7 7Y r—2arZ2BMNT 5120307 4 /VHI
—HFT 5T XTOT S Y r—3 3> (All apps matchmg the filter) ] Z &R L £,

o RARINDMERNDOT 7Y r—3 a0 IiATeIZIE, [4 AT THi sk (Search by name) ] 7 1 —
VR SCFIN AR AL £7, *ﬁ—ﬁ%’i’?)?’ﬂ‘é T2V T TAar ()BT VT L
£7

o HHAFREARMEAOT TV r—arDVANEBZRTHITE. VAN FEICH D=2
T TAaryEERAL T,
o BHOMEMNDOT IV r— g wBENT 512 Shift F—F /- X Cul F—%2FHL 3.8

f%réﬂfwé@%@77)#—v;/%ﬁm¢é A7) v 7 LT T _RTEIR
(Select All)] Z IR L £,

o TS —varDIUANEEH L BRLET 7V r—va 2T _XT7UTT5HI
)D~%74:/um%7)/7bi?

BRlOT 7V r—var b [T ANVFII—HT BT XTOT 7Y 7 —1 a3 (All apps matching
the filter) | IX[AIRFISRINRTE FH A,
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FE 7

FIE 8

Tty rogE A

BINL 727 7V r—y a7 40 0ZICEBMLET .2 7 L TR Iy 7350 [Jb—/LiZi8
(AddtoRule)] 27 U v 7 TExE7,

FE RITIRD S D THER SN TWET,

o BRLIT SV —vary 7404

o BIRLMEBIOMEHFRERT 7V r—vay i [7ANVZ BT 2T ITOT 7Y
47— = 7 (All apps matching the filter) ]

TANBIERRKSODT TV r—va v BRI AV EEZBMTEET EBRLET 7Y 7r—
arvinb T Y= aryEET 4V FEHIBRT AT YT OHIBRT A2 (E) &7
Vo 7 LFETADUEDT IV r—a b BIOT7 4 VX ERIRT D). E23H27 Vv 7L
T[T TER (Select Al ] Z3BINL TOH A7 U v 7 LT BRI S % HIER (Delete Selected) |
PERTHZ L TEET,

[ASA FirePOWER D% 8 D17 (Store ASA FirePOWER Changes)] %7 U > 7 L £7,

Z8Hty b DIRE

S5 4t > X :Protection
BT ABAN—IL T RIIEH SN EZEL EETB IO EDIP T R L AB LR —
FEBMNL ETRBARY O —IZHAEHEHEHL T A— AW ST a7 7 AL BXO
L —LREBIZH DS IP TR L 22R T L TEET,

TV Taty Y LI BANLV—LTHEHEIND Ry N7 BB TERINTZHA M
PhbodT ARV NENIT—TEET,

E¥ry FEHEHL T EREZEH WA A X BLOY L—71b L £7, ASA FirePOWER
EV a— WO T 7 4V N OEB Y NEERTOINMAOD AZ N By N EERT S Z
EMTEET , EDOEY P TH ERBEADT 74NV NOEREERL 22—V EROEK % B
MBLOEESTLZ ENTE ET,

FEAED EAT V=7 FD—)b F LN ASA FirePOWER ¥ = — L3 i3~ 2 42 e
FANNV—= VX EREHLOT 7 ANV N EBEEHL T Ry PV =2 BLOR— M ESEE
FLET 22 EN—NORFITMBESNTZRY T =T BIEET D 2D I sHoME_NET
EHEAL T HRES TR (DEVHNHD) Ry VU — 2 ZHRET HTOICEEK
$EXTERNAL_NET ZfHH L £9, S B I B — LTI MO ERBFHAOEE N LI UIEEHRE
NET. 72 EZIE Web =I5 7 270 A kB4 50 —/VE, surTe_sErvERs A4
B L O surTe_porTs B AL £,

V=N EDRNRAZOIT ERNA—F Oy MY — 7 REAZ X0 IEMICKBRT 258 TT,

Dl EH FMIERINTET 7 40 BB OR#E (2-16 X—) TEHAI N TWD L2127
TANEDEY NMZHDHT 74N N OEREERT HMENH VD F7, snoue_ner 72 & OEEN
I h T —27%TFLEFL  $HTTP_SERVERS IZ R Y b T — 27 EDFT_XTD Web — NG Fh
TOIUE B RE L SN D L WT 7T A BT 4 DRV E I T _TOMES X7 AR

E=XINET,

B EFERT AT Bty e T 7R aria— L —LFRET /Ay ha—L
RV —DFT7H )NV T a  AlBEMTONTHBRARI =V 7 LET . T 7%
NETIHETIZ74NVFOEEYy NI T 72 arybta—nL R or—lrlo HEHEINLST
RTOBARY > —2) 78N TWET,
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N %ty ok

FEICOWTIZ ROFEHEZSZRL TSV,

o FHIERINLT 7 4V N EHOR#E(L(2-16 ~<—)

o Tty MIZHOWNT(2-18 =)

o Bty b OEH(2-20 4—)

o BHOEBL(2-21 N—)

o ZBHDIBMEFRE (2-23 X—)

o BHDUEy k(230 %—)

o By FNERAKRIV—IZU V7 IHH(2-30 X—)
o PEIEZHIZHOWNT(2-31 X—7)

FRERESIN=-T T4 FEROREL

5 4 > X :Protection

ASA FirePOWER €2 2 —/VIET 7 4V F TUERFEHDT 7 +/V M EHTHEEINDH—DT
T4 OBy b ERREL 9 MEEMREET — A (VRD IV — VO EFEZMIL T 7

T AN NEREGL BB LOERSNZRBAL =V BIOMORARY > —ER R L
FT M ONTIE AL EHBLOe =L b—L T 7 A LD A KR— b (46-10 X—)
LML TS0,

ASA FirePOWER £ 2 — /L TR EN DL S DBEBANL—IVITEBEHDT 7 4V b B &
AT 25720, 26 0ZHICx L CHEbI R EEARETOILENRS D T, £y NE2HEHL T
Iy NU—T EDONTT7 4w P ERETDHIECE > TR EREFZETTRTOEK Y MC

HHEINOLDT 7 )NV N EBOEEETTDHZ ENTE T, 3BT HON T AL OB &
HE(Q2-23 X=) BB T,

TR aryhao—LEEIIRAR) AR TBHL TN NDOEH Y MITH

DBGFEDOT 7 AN NEBEBD AR =N ENIZT 7 AV NERTE—N=F AP SPET BT
DFTHIVIEEEY MIT AV R—FENTEHAZ LTy MITIFELRWH A X LB

NEENDIHE, B REEPMER SN E T EMIC OV TUI RED A > AR — bk (B-3 *X—)
AL T 7EEN,

LLF >3 1% ASA FirePOWER £ o= — /L TS N AEHIZOWTHAL 2 —FRmEEE
THOEKERLET . A2 ETHHAOR Y hU =228 TR 5 HiEZ2ET 512, 7
07y vat - RAERTVFR—MIHWEbETIEE N,

F22 ASA FirePower £ 21 —/JLIZ & > TIHEH I BEH

g £

Bl EELETH,

SAIM_SERVERS

BEF1 AOL Instant Messenger (AIM) — " ZEFK L  F ¥ v b | RE,
R=2DN—VBIWAIM =7 A7 v A & RBET 51—
THEASNET,

$SDNS_SERVERS

KA A2 =25 P —E X (DNS) Y — % EFKL F9,DNS BEDO/NL— 2y N TIEARE
P — NIHFIC BT D5V — VB BT 5854 $DNS_SERVERS T,

B EIETNTEETIP T R AL LTI CE £,
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ASA FirePower £ 1 —/LIZt > TIEE I A BEH (M)

Tty rogE A

EHs

Bl

EELFEFIH

SEXTERNAL_NET

RN TRy kU —2 L LT ASA FirePOWER &
Va— NV BKRTHERY NI — I BEHZEL SRy BT —
IEEBRTAHEDICEL DL — L THEHINET,

1IN, sHOME_NET % 1 W) 12 E £
L Th>5 | $EXTERNAL_NET DfH
& L T suoME_NET & [RAT 5
PVERH D T,

SFILE_DATA_PORTS

Zy hT—27 ZARNY—ATT 7 AN EHRETHEAL—LT
RIS B bShTnanWR— s 2EHRL FT,

RE,

SFTP_PORTS

*v NI —27 E®FTP — DR — K ZEFH L FTP H—
DTy ATaA R L—IFEHINET,

FTP — BT 7 /L bk R—
NUSNDKR— BT D5
BEIEFELET (£ 2—b
A H =T 2 ARATT 7 4V
b A= EHERTEET),

$GTP_PORTS

X4y s F 3 —4& 7N GTP (General Packet Radio Service (GPRS)
V7 7uahan)PDUNE TS o —R 2515
F— A F R — N EEHELET,

RE,

SHOME_NET

B L7 IRARY S —NE=HFTEHRy N U— T HBERL,
NE Xy FT— 2 2 ERTHEDICEZ L DL—LTHEHASH
S

Nty U —2ZDO 1P 7R
VARRET DG AIIEE
L/\ijqo

SHTTP_PORTS

Fy hU—27 D Web — DR —~ ZEHEL . Web P —
DTy ATa Ak —fEINEST,

Web — SB35 7 3Lk iR—
FOUSADR— AT 55
BEIEFLET (Y 22—
A B =T 2 A ATT 7 )V
AR — N EERTXET),

SHTTP_SERVERS

Ty b U =7 0D Web ¥ — % iERKL £9, Web ¥ — DT
s AT =L THEHAENET,

HTTP V— % EITT D54
EFL £,

SORACLE_PORTS

Fv hU—27 ETOracle 7 — % X— R $— DR — ks ZEH
L .Oracle 7—# X— A TCOKEZ Ax ¥ F 5 /L— /LT H
SNET,

Oracle " — % FITT D54
IEFEL 9,

$SHELLCODE_ PORTS AT MY oL :[»——]\\0)3:717°E1/])]\%X'%\”\”:/éﬁ5 N
R—h&ERL. v =r a—RE@ITHTs 2701 %
MHTH V=V THEHINET,

$STP_PORTS Xy hT—27 EOSIPH—"OFR— K Z2EHL.SIPOT 7 A | KB,

Fa Ak L— I ENET,

$SIP_SERVERS

Fy h T —27 ETSIP Y —_"EE#ZLSIPEZX— v &L
oy A7 a A N EfRRTH V=L THEASNET,

XV SIP — "2 F(TL T
DA 1T sHovE_NET Z 0 E)IC
EF L TH D, $SIP_SERVERS
DL & L T $HOME_NET % & ¥
DVENHY 7,

$SMTP_SERVERS

Fv T —27 ETSMTP #—R_"%&EFHKL, A—/L — %
H—y NeTHZI AT a AN EHRTHL—LTHEHS
nEd,

SMTP % — %2 FITT 555
I L £,
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Fw b U —2 T SNMP % — 3% EFK L .SNMP % — TD
WA 2x v T 50— L THASHET,

SNMP H— % FEITT D545
AL £,
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530LEICT 7T L —R ENTEGEICOARTRREND LT
O IRIRE R AR U T IR AR OV T (2-31 X—)

EHRL TS0,

EELFHA, ZOEHITE
RETITHIBRO AN ATHET
T, HIBRTZ I fRAE £ 7138
THZELFETE A,

$SQL_SERVERS

Xy U= ETCT—HR—=A P —NEELL. T —HFX—
A B =y v Lo AT a A s BfRRT B /— /LT
HanEd,

SQL Y — % EIT T LB AT
EWL £7,

$SSH_PORTS

Fv FT—27 E®D SSH #— DR —F ZiEF L . SSH H—
Oy ATa Ak L—IfHEINET,

SSH % —/ 335 7 4 )Lk R —
FUSADR—+ 2 HHT 58
BIEFELEFT(EV 22—
A H =T 2 ARATT 7 4V
b A= EHERTEET),

$SSH_SERVERS

F*v hU—27 ECSSHH—"%2E#HKL.SSHEZX—47 v k&
L= A7 a A b &kT 20— THAINET,

[V, SSH H— "% 1T L C
WA 5A X, sHoME_NET % i)
\ZEF L TH D, $SSH_SERVERS
DO & L T $HOME_NET % & ¥
DYVENHY 7,

STELNET_SERVERS

T b U —27 ETEEEID Telnet ¥ — 3% €% L | Telnet Y —/3
EH—Fy N LI AT oA N ERRS D L—L T
SNET,

Telnet — % LT 555
IEFL 9,

SUSER_CONF

KRIZE  a— NV A B —T A 22N L THEHTE AN
1 DU EOBEEZRETE D -y — V2Rt L 3, JKEE
BTN T(2-31 =) BB L TLEE W,

A

ZEE  SusER_CconF DR EVNMAE F/ITEHEL TW1DH E TR
T AIFFIE L F9IEE IOV T(2-31 =) %

ZRLTIIZEN,

REDFB T RSN TV 5
BAE P R—MIC L HHER
NhoTGAERE EFL
FH A,

EHEY FIZTDOWNT

5 14> X :Protection

BREEEOE Y MIBENT S & FET_RToOEy MzBEMENET , 2F 0 EL8
MIVATATHAERZRESIN TWLTRTOEKOaL 7y a0l £, 8Ly b
TH 22—V EROEEEZBNL EBOEEDEE DAL ARXTDHIENTEET,

ASA FirePOWER £ =2 —//UIHIDIZ  EEREFHLDT 7 )V MA

THRINDE—OT 7 1/ b

DEFKEy P2 REL EF. 77 4V FRE T AERIRIZZEDT 7 /v MEIZHRES
NTWET ERFEHADOERDGE. Z DT 7 4/ MEIE VRT (2K > THRIE S L L—/VEFH T

s h 5 ETY,

ERBELDOT 74NV N EBI T 74NV MEOEFICTLHZEE TEETN, O A THFNER
ENT=T 7 v N EBOEEL (2-16 X—) THIASN TWA L) I ERFHLOEKDOY T

Y FEEHETLH EEHEL £3,
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EHTIT 7400 By P TORMEATEETN.ZLDOEE 1 DU LD T A F LFREZ BN
L. B2y N CTRRLZEROMEZREL GAICL > TUIHLWEKLAZ BTS2 Lick-
TURKRBICIEHCE £9,

BHEOvy N EFEHTAIERIE. T 740Dy MCHDHEEDED HFMEZ L > T o
FTRCOYY SOEED Z 740 FEPREDZ LIEEL TLIEEV,

Bl:TIILE £y FICA—YEREERZEMT S

WO B 192.168.1.0/24 DT 7 AV~ By M= ERDOE var1 ZBIL 72HED
Yty bhDALET I arERLTODET,

Custom Set 1

Warl customized vaile
(192 168.2.0024)

Default Set (arigin)

reset d
Y

Warl customized valle
C192.168.1.0024)

warl current ciefaul setvaile
C192168.1.024)

recet
Y

Warl defauit valle
Carnd

Custom Set 2

Warl current defaut sst vaile
(182 168.1.0024

F 7 ary T HEEDOEY FDOvari B2 D AZ < A X TEET varl WHAX <A X I NTW
72\ Custom Set 2 Tk, Z Ol 192.168.1.0/24 T9 ,Custom Set | TiL.vart DT A X< A X
il 192.168.2.0/24 1XT 7 ANV MlEEA—R—F AR L FET . T 74NV RETIH. 22— ERE
BEVEYy b THE ITRTCOEY FOT 7 A MER any IV Yy FENET,

Z OWITIX . Custom Set2 Tvarl # BFH LR BE. T 74V By h Tvarl W AH~<
ARXEZIZV Y b3 5 L Custom Set 2 DEIEDT 7 4V Ml vart WEFIN LBty MZ
Vo7 ENTHAETRTORBARY O —ICHBEEZ2 52 LITEEL TLLEE,

ZOFTIIRENTVWEREAR . By "D A L ZT7 73 a9 03T 74V DY NOF 7 +
NEEHE) Yy b THEBEOL—LVOFEF T AT AL THRESNAHEIZY By b &
NBHZ LU 22—V ERLHEB LT 74V EHTRIUTHD Z EICHEBELTLEE N,

Bl:hREL Y MZA—YEEETHEZEMT S

WD 2ODFNT AAZ L By MZa—VFEREREZEBMLEEEOEREY oA 2T
AL ONWTORLTOVET HILWAEREZRFT S & REMEOEYy hOT 7 4L ME L
LCHHTZNE I Es:RL7er 7 RSN ET RO T REBEEERTD V)
BN EINTVET,

Custom Set 1 (origin Diefault Set Custom Set 2

YWarl customized valie
(92 1681.0024)

Warl custamized valle 1 copied
(1921681 0024,

"

reset reset

current ciefault set vaille cief gLt valle current ciefaut set vaile
(192 168.1.0024) (any) (182 168.1.0024
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N %ty ok

Custom Set I 7°H D var1 ODRETEZRE . ZOFE vart 7 7 vV + By MZBML 7= Edo
BIERICTHDZ EICEREL TLE& W, var1 DB A X < A A{Hl 192.168.1.0/24 % Custom Set
LICENT 2 & fEEZT 74V M any 2RO AX A XfELELTT 740k By Mzay—
ENFET . TOH vart DIEE A XTI a it vart 7 74/ bk By MCBMLZEE L
IR0 $T, Al of EFE. T 740 By b Tvarl W AZX A RXERZT VY bT

% L Custom Set 2 DIAEDT 7 /b ME varl WEFEIN . By Mz 78R TnaE4
TORARV O —ICEBEHEZ A7 LICHEREL TSV,

WOH T BTROFNZEH 5 X 9 ITED 192.168.1.0/24 @ varl % Custom Set 1 (23BN L F428,
varl DR TEMBEMOE Y bOTFT 7+ MEE L TERLRWIZ & 23R £7°,

Custom Set 1 (origin Diefault Set Custom Set 2

Yarl customized vallle | not copied |
(1921681 0024, at creation |1

reset i

current ciefault set vaille Warl defalilt valle current ciefaut set vaile

{ary) {anyj {any)
) 1

:@77013’*‘%'6131\Var1 T # v f‘{ﬁ any é"f’#’)'@’«/\f@’t/ K ﬂ:ﬁﬁubi#oVarl %JEJJI]
L7b EEDOEY N TEDEENASARTEET, Z2OT7 70 —FOREIX. T 7 4V 1
Y N Cvarl ZRANCHAZ AR LBNWZ LIZE T . T 7408 By bOfEEIAX~ A
AL Varl ZH AH <A AL TRV Custom Set 2 72 & Dt~ b NOIUEDE %2 & XTI
FLTLEI Y RSN ET,

¥ty FOEE
5 4 > X :Protection

[4~7 Y =7 b ¥3— % (Object Manager) ] ~*— ¥ ([#% i€ (Configuration) ] > [ASA FirePOWER
7% 7E (ASA FirePOWER Configuration) ] > [4 7' ¥ = 7 I % ¥ (Object Management)]) C [£ %t »
I (Variable Sets)] Z3& IR L 72 5A A7V 27 b v~ =V XX T 74NV NOEH Yy b Lax—
POPVER LTI AZ L By FZ2 Y 2L 9,

FHLLAVARN— L ENTEVATFATIE T 74NV NOEREY NI T 74NV KDY AT L
AR CHERR S L E T,

KBy NI VAT LRBMOT 7V N ERE EEOEKEY RO HBMLTZTXTO
AR LEENEGENET T 7 ANV IEEITRECEETD. T 74N By NOARTEET
L7720 HIBRL7ZZD 352 LIETERNWI LIZHEEL TLEE N,

ROFN By FEEHTDDICFTTELT 7y a2 8L 7,
#2-3 EHty FOEEF 3>

B B
E¥ey NERRTDH [#% & (Configuration) ] > [ASA FirePOWER % /& (ASA FirePOWER Configuration)] > [4 7

¥ = 7 & H (Object Management) ] DJEIZEER L[5t ~ b (Variable Set)] Z B4R L
ESc N

Bty NELARITT 4 (BAHIDOANZRBL T AT HICONT RN=UREHFIN, EHTIHL4H0ERS
AT D nEJ,
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Tty rogE A

#*2-3 ERty FDEEF O3> (HE)

B 2
BEIDT ANEY T | T4NE T A4—IVRDOIZ VT TAa(®)er )y 7 LFET,
VAN

HAZLEH Yy N EIB |[EHEy b DB (AdD Variable Set)] #27 U v 7 L £9°,

RIIERE EEEED70 HLNERE Y MO BEEREINTWET_RTOF 7 + 1 b Bk
LA~ A RAEENEENET,

¥ty b E2RETS METOIEHEY NORIZCHIRET A2 (V&2 Vv 7 LET,
EvEk EHtry NOITRNTEHEZ Y v 7 L [ (Bdit)] Z8 RN+ L TxET,
HARLEREY B BBy SOICHLEIRT A2 ()220 vy 7L Thb 1TV (Yes) | 227 U v 7

BR4 % LET. 774 OEEE Yy MIHIBRTE FHAHIBRT 24 %t v b TIEk S
ERIZ AMOE Y b THIBRS N VIO TIETHREEZZIT 2D LN Z LIZEREL T
TZEWN,

Evk Bty bOITHNTHZ U v 7 L [HIBR (Delete)] Z =R L TH5H [T
Yes)1 27 Vw752 TEET EHEOEY M EBRIRT S 1213, Cul
F— & Shift ¥ —% AL 9,

EREy PEaRELTER. ENOEZRARNY =2V 7 TEET,
ERty FEREFEBMERT 5HE:

EFIE1 [ E (Configuration) ] > [ASA FirePOWER # /& (ASA FirePOWER Configuration) ] >[4 7 ¥ = 7 k
EH (Object Management) | DJIEIZERINL F9°,

Flg2 [£E% > b (Variable Set)] ZEIR L £9°,

FIE3 by bEERLEZY BEEOYY FERELZY T 2L L FOFIEICHENFT,
o Tty N EAERRT HITIT (LSt Y N DBI(Add Variable Set) ] 27 U v 7 L £,
o Bty NEAEKRTHITIXEEEY NORICHImMET 12> (o) &7V 7 LET,
Bty FNOEKZBINB X OWRET D HEOFEMICHOW T, A OB & fRE (2-23 2—
N EBRL T &N,

FIgs TI/TATRAI—PAT V=T N ESRBIDIERILREOERLZEML £+ (HELED
JEBR (4-15 =) 2B W),

EHOERE
5 4 > X :Protection
EHYy NNOFBHOER Y b R—=Y FHI3EH Y FORES—V TEKEZEHRL £7,
TRCOEHE Y b OBER— T BB [ I AKX~ A XX 724 (Customized Variables) |
N—UHEE S [T 7 4V b OZEH (Default Variables) | ~2— UHEIEIC LTV ET,
7 b DT ASA FirePOWER £ =2 — /L ([CX o> TS ALK T, T 7 4L N E

BOMEE A~ AXTLIENTEET T 74V M EROLFTIEE E7IFTHIBRIZITE £
hoo LT 7 ANV MEEEFE ST L TE EEA,
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R~ I AEEFL IRDONT AT £,
o NAHSARXRINTET 7 4V N EH

F T H NV N EROEERET D L VAT DMIFOERE (77 4V k D25 (Default
Variables) ] #8172 & [B A ¥ ~ A X X 7= 2% (Customized Variables) ] SEIICEE L £, 7
THNAbh By FOEBEICL S THREL By FOEREDOT 7 4V FMENRELT20D.F
THANVE By NOT 74NV NERENDATARXTEHEMOTXRTOEY NOEFHOT
T AN MEDEFEINET,

. S FEREK
WA OEREBINS L OB L) R DEHE Y NNOME D 2~ A XL A%

A REINTZEREZDOT 7V MEZ) By b LT TEET, 22—V EREHE Y
Yy 5L FNE [ A~ ARSI T2 ZE L (Customized Variables) ] FEIRIZR U 97,

RORN BB AL ETNTRE T DO FETTELT 7y a v 2EHL £7,
#* 24 EHDEEF >332

B B

BTHON—ChFERT D ¥ty b =TT £ty b DB (Add Variable Set) | 27 U w7 L TH L WA
By b EERT LIV RETLIEH Y NORICHIWET (a2 (o )27 ) v
7L ET,

EH -ty McLaizfid. 4 |[4a7 (Name) ] 3 £ O [FiBA (Description) ] 7 4 — /L K 12, AR— AR LT % B e,
7va TR ENZ S BT TN E AT L ET,

R A BN D LEM(AdD) ] 227V v 7 LET,
FHEANZ OV TR A DB &R (2-23 XR—=P) ZZRL TS,
I A T % T DEROMICH DMET (2 (o) &7V vy 7 LET,

SRR O W TIE A OB ERE (2-23 X—=V) 2L T E &V,
BEINEEBA2T 740 | BERESNEZEROBICH)V By 74 (D) a7 0y 7 LET HMHEU Y

MEIZU Y FT5 b T AT BIEOENTTIIT 74NV METHD Z 2R L 75,

A—YPEROH AL AX | By FOBICHLHEIRT A2 ()& 27 v 27 LET EBOBMZICER

SN EHIRT D Ty hERFELESGAIE TN (Yes) | 227 U v 7 L TEBZEHIBRT 5 Z L 2l L
£

T 7 AN N ERITHIBRTE ER A, FRANLV— LV ELIIMOERIC L > THEH X
TN 2 —PFERLHITIHIRTE A,

Rty N~OEBERREGF | EHEy "RT 78R arha—L R —CHEHAINTWVAEAIT [ASA

75 FirePOWER %8 ¥ O {17 (Store ASA FirePOWER Changes)] %7 U v 7 L T b [IE
W(Yes) 1227 Uy 7 L TERZRGFTHZ L 2fERL £7,

FT7FE By NOBREDOEICEL > THOTRTOEY hOF 7 /L MEDNIRES
2O T 7NV By FOEBEEEELIZIVEY N TRE TV NENS AHS
TARXINTW WOty N OBEOENET I ET,

¥ty FOERERTI HAE:

FIg1 [#%E (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 ¥ = 7 b
& B (Object Management) ] DJIEIZIERIR L £,

FIg2 [£%t> b (Variable Set)] 2R L 97,
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Tty rogE A

FIE3 by FEERLEZY BEFOEY ERELZD T L TFTOFIEICHEWNET,

o BHt v N EAERT DI (B > b DB (Add Variable Set)] # 27 U v 7 L £7,

o Rty FEFRT DT EHEY NOMIZHLIRET A2 (&7 Y vy 7L ET,
FIgE4 ZEEEFERLTEY BEFEOEBEZRELZY T 2L UL TFOFIRIZIENET,

o EREAERT DX BEM(AAD ] EZ 27V v 7 L ET,

o ERAEWMET DX EROBIZHDWMET A2 (o )E7 YV vy 7 LET,

Bt NINOESZ BB L OMRET 5 HIEOFEMIZ OOV T, A OBN & Rk (2-23 <—
NEBRL TSN,

ZHDEMERE

5 14 > X :Protection
EBEDOIAZ L &y N CEEEERTEET,

HARDEWET AR L= L EAERT DB AT E DI A — P EREHAERL T b T
T4y 7L DIEMICKMLZY a—bh by b ELTLV—AERT BB R EHM{LLTZY
TEE4 L 20E TEEE ) (O£ DMZ) TOBR LT 7 4 v 7 B+ 50— L EERT
DA AENTHEY—"OIP 7 R AMEIZY AN INDHEE spuz Z#ELCTEET, 2
IL T OB TIER I NT-EEDNL—/LT sovz B AT £,

By MCERZEMNMTLE MOTXToOEy MZHLFOEEPEMENE4, LLFICHHA
SNTWDE 1 o0 E2rE BEIIT 7V ML L Ty MizBIME N, F0%a2—9
XENE W AZ~ AR TEET,

HALEL By N EREBNTDE REMWET 74V By OB AF v A XfEE L TE

HT2MmEIDERETIHILERNL Y £,

o WIEME (7 & 213.192.168.0.0/16) ZERTA5H AL T 7 4V Ml any ZFFOH A Z <
ARXEE L CREMEMHEHAT LT 7400 By MTBMENET, T 740 By FOB
HEOEICE > Ty hOF 7V MMENREDLTZD MO AX L By OPHOT
7 b MEIEREM (Z OFTIE 192.168.0.0/16) 1272 D F97,

o REMEMALZ2WEGE . EEITT 74/ M any DA EZFEHAL TT 7 4V~ &y MTEM
SN 2oL T oI RAZ L 2y NOFOT 7 4V MEIX any 12720 £,
FHEAMZOWTIX Z Yy MOV TQ-18 =) EZMHL TLEEW,

Tty N NOEEOBINT FHHZ% (New Variable) | <~— TITW BEEOEHOREIT (£
O (Edit Variable) | X— Y TITWET, 25 2 2OX—V X BGFOEKEHET 255
W BB FT 3B AT HERTCERNZ ELAMNI R LA L £,

BR=IFFICEKD 3OO 4 R THERESNET,

o BEFOXRY MUY=V EIFIAR—MER ATV 2 MBIy NV =7 A7V =27 N T
N—T a Gt A ATREZR IH

o ERERIZUEGTHRy MU —27 FIIAR—h
o BRERMNOGRINT DRy NT—27 T A—h
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WD 2 IO LI ZANERL T ITMmETE £

o Ry fU—IEEII AV INTI—T VT T4 IDFEANDIPT RV AZEELET, XY
U — 7 EBOEEQ27T X—=D) 2B TLEE N,

o F—FEHIZI. XY NT—2 FTFT7 49 7DTCP £7-1ZUDP R — M ZIEETHH DT, W
TNPDHF AT HERT DMl any ZFRETHZ & TE LT, R — M LBEOERNE(2-28 ~<—
DN EZHRL TLEEN,

Ry T =T ERE AT HBINT 200 RN— NERS AT ZBINT 200 %ET D & ~—
CREH SN EAREREAN Y A SNET VA MO EBICH MR T 4 — R 2L
TURARMZERIFITEET, 2T ANTDICONTHEEINET,

HHOU A RDOMHAMREZREHZEBIRL TR 7y 7 L AEEREBAT s N TE £,
F7- HA ZB®IRL . [@% (Include) | 720X %%mmmm)fay%ﬁvy&ﬁé:k%@%
T EHOEB 2 ®INT 51201%.Crl F— & Shift F—Z2 AL £9, 05 £/ 13845 S ni-HE
HOURAND FICHIRET A—NVREFHL T Ry FU—2ZEHKICVTILIPTRL 2B
SO KRR Ty BIOR—-FEHIIR—-FBIOFR—-MHiAZEETE £,

Fy MU= EROLGE AE ETEIRNATHEA DO U A MX, U T I AT DL A
T2 N BELORY NI~ TV 2T N TA—TDEBEOMAEDETHERTE £,

RDFN R AN ETNIRE T D2 DICFEATTE L7 7 a2 8KL £,

F2-5 EEDEET O3>
B B
BEDOR— e FKoRwT 5 Tty hOR—=U T HEMAAD ] %227V v 7 L THLWEREBINT S5,

BFEOEBOMICH DWET A2 ()22 Uy 7 LET,

BRI Z TS 5

[44 il (Name) | 7 ¢ —/V R I, FHRSCF (O DISA DR BRSUF A E £ e v KT
EINLFDREBN SN D —BEOFRF LTI E AN L ET,

BRI RLF /N FEERT D EICEREL TLEE W, 2 & 2 if var &
Var 6:1%1%%2%*%‘“(?0

Sy N =B FITR—E |[[#A47 (Type)] Kuy 7 X U ARND [y b U—7 (Network) ] £7213 [R—

Qi (EE B

~ (Port) ] 8RR L £7°,

Iy N = BEHBIXOR— NEKEMEHL TRET D HIEOFEMIZONT
X Ry b U — I EBONEE (2-27 R—D) B X OR— M B OHEAE (2-28 ~=—
DB TLIEE W,

AR AR Ry b U —
MBFRTE DL LD

TDYAN |[#A7 (Type)] Ruy XX T UXNNE [y b7 —727 (Network) | % 31
L fEB D LBMT7 A2 (@) a27) vy 7 LET A7V v 3=V v 2L T

Py NU— F7 /:7 FaB Xy bU—7 ATV NEBNTDHEOFEMIOVWTIE . Rry Y —7 F

42

TV b OEEQ4R=V) BB TLIEE N,

FIRAAIEEZR2AR—F DU R BE® ([ A7 (Type)] Ky 7 X U ARG [AR—b (Port)] Z3&IRL GEBIMT A
WTExHLHICHIOR—F & |2 (@)E227Y vy 27 LET,

7V=7 hEEMTS EEDOH—F ¥ AT HBINTE TR NPRDD AT % BRI any &

H TCP B L NUDP AR — M T WA R EHETH O EHFTRERA— D
VAN INGDEXY AT 2MHATIERORNEREINET AT V=7
2= AL TR—K 727 N ZBNT 5 HEOFEMZONT
TR —=F A7 27 FOEEQR-10 =) 2R L T &V,

ERAIREZ2 R — FHEBA $72idxy |(HATRERLREREDO YV A MDD LIZHIMBT 4 —V K TAHIEATL TnEFE
N —JIHHZARBITHRET D T AT DI TR—=UBEFH I N, T IHILHRFERINET,
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& 2-5

Tty rogE A

EHDRET 0> 3> (FE)

=)

B

LHIOWKRE 7 VT35

BR7 44—V ROV —R 742 (¢) . FREIBRE7T 4 —LVRADI Y

TTITAa (%) By 7 LET,
5 Y FTRE 22 T H % B % BHT A3 (5) %y NT—0 7V =0 b FAav (). F—h 7 A2y

() BEOATV=I F TN—T T a2 (3 OBICHLHAZHRL £7°,

A=k ZN—FTERL Xy N —27 ZTI—FREMARGETHLZ LT
HEELTLLEE N,

ERERITEZD D (ET2 TR
D)F TV = N EERT D

FHARER Ry N =V FER— DY RANCHEIZA T2 v 20U
JLETBEOFT Y =7 b EERT DI Crl F— & Shift F—%FHL
9,

GEND(EITIBANEND) XY
N =7 F=EAR—FDY R b
IZVGERIRL 2B 2807 5

BIRL-HEEA2R 77 708 Ry 7L ET,H25 0L, [AE (Include) ] F
7203 [BRS+ (Exclude) | &2 U v 7 L £,

FEHTRELZERED ) A MNL Xy N T = RR— b DER AT =7 b &
EBNCTEFET, F- Xy NV —FT T2 N TNV —THEBNTHZLEH T
%jﬁ—g—o

VT I ) Xy hU—7 F121X
R—hr2EHL(ERIFIRINT D)
72D Ry NU— 7 Fl2idR—
Fo> VU A MZBNT S

7V 7L TUT I/ [y hU—72 (Network)] £721% [F— b (Port)] 7 4 —
NPT ar 7 FERIBRL. Ry NI — 2 BHOBAITXV T I VIP T R L A
FHEETR LA Ty 7 R—=FEHEOEEIX) T I/ R—F EZiTIR— M5
FHEzZNENASN LT EMAADIZ 27V vy 7 LET,

RAALHRY AR ZANTERWZ LITHEREL T ES W HEOEHA %8B
g 2ix.ghehnz @Bt £,

ED any OE A EMT 5

BRI T BB S AT 2RI T D B2 EETIC [ASA
FirePOWER D2 D {17 (Store ASA FirePOWER Changes)] %27 V v 7 L £7°,

BB A NI ERETIT
F7V =7 b EHIERTS

EEOREH DHIBRT A2 (@) &7 ) vy 27 LET,

B ETIEE SN EB 2 RAF
T2

[ASA FirePOWER D% 5 D {17 (Store ASA FirePOWER Changes)] % 7 U > 7 L
FT HAZL By bLERZBINL TWAGEEFT XV Yes) ] 227V v 7
THEHREENMMOEY hOT 74V MEL L THEHI LWV Z (No)] & 7
Vo 745EET 750 MEany NMERASINET,

ERERMELTERI. T 7T 47 RV —DNF 7027 N aBRTLGH5 ERE2ADTTHIC
IRTEZHERTOLEND Y £ RELEDORERN (4-15 =) 2Z ML TS,

FEANZOWTIE ROETHEZBL TLIZ &,

e *vhU—

7 BROIEH(2-27 ~—)

o F— MEHOEEQR-28 X—)

EREFREIRET 55!

FIE1

[7% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) | >[4 7 Y = 7 |k

EH (Object Management) | DJIEIZERINL F9°,

FIE 2

[Z% ~ | (Variable Set)] Z 32BN L 1,
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FIE3

FIE 4

FIE 5

FIE6

By NEERLEYD BEHFEO®y FERELZY T2 ITL. L FOFRIBICHENF T,
o Tty b BEMAT DI Ly DB (Add Variable Set)] Z27 V v 7 L £,

o MFOLEE Y M ERWETDITIT Ly FOMIZHLWMET (=2 (o) &7 Vv L
=7,

BLUWEBZERLTZY BFOEREREL 2D T 2IX L TOFIEICHENET,

o HLWEHAERT LI EMAAD] 227 ) vy 7 LET,

o BEFOLEHERET HIIL.EROBIZH OMET A2 (o) &7V vy 7 LET,

B LUWEREERT 5121 L FORIEICE N £,

o [4HI (Name) | IZ—BOELE AL £,
BHTBIOT X —R2aT7 ()X TFEHEATEET,

e KuyF XL URNNL EHD [# A7 (Type)] £ LT[y FU—7 (Network)] £7=
1L [A— K (Port)] Z &R L £,

A ary CAHEHAREEFAY NI =7 3R — DY A G BEFERERATEB Y Ak

WCHBEZBEL £7,

1 U EDHEEZERL T R T7v7 7oK Fay 7350 [8E (Include) | £7213 [BRA+
(Exclude) 1 27V v 7 CTX E£9 HEOHEHE &R 5121, Cul F— & Shift ¥ —%2FEHL 7,

FIE 8

FIE9

FIE 10

Fv hU— 7ﬁﬁitiT%bﬁﬁ@aﬁUX%kﬁﬂ)2b WZHAT KL ARR— N BNEE
LTWAEE BASNTWAT R AFEFIIR— NN EBREEINET,

F 7 aryC 1 Oo0Y T INMEEASL GEMAAD]I 227 Y vy 7 LET,

Iy NI EBEROGAE B ODIPTRLVAFEEFTRLVA Ty 72 AN TEET H—F

EROGE R — N 3R — MEHAZ BN T 9,8 — ~ &I EIRE & TR Z A

7‘/(“)“6'2‘4@:]'0 jz—jao

BEDOV T I NMMEE AN T L5 EIE LEILLC CZOFIRZ#REY L £7°,

[ASA FirePOWER D2 5 D17 (Store ASA FirePOWER Changes)] % 7 U v 7 L CTEZRFL

FT HAZL By DL HLWEREZBNT A58 ROL T arBd £,

e [TV (Yes)1 227V w5 E REMEMHTLIERNT 74V By hOIAF~ AR
BELTEMENFERLEL THOIAZ A By FOF 74V MEE L TEMENET,

e [VWWNEZ N EZZ Vw7 T25L BEIZIFT 7+ By NOF 7 4L ME any & L TEN
SN GEREL T AZ L vy FOT 74V MEE L TEINESET,

BEREEPKZT-6 By N ZRFET 57912 [ASA FirePOWER DZE B O£ 1F (Store ASA
FirePOWER Changes)] # 27 U v 7 L T [I3\ (Yes) 1 &2 27 U » 7 L £,
TI2T4TRARYV =N TV 2/ BRI I5RIT REODERLEHL ETGELHED
JBBH (4-15 X—) 2B W),
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LG aEDRAAXY Ml EZ M TE ETRZARY > —2 L OMF O E (27-31 ~<—
D) ESZHEL TN,

o HHYL—/LIRTE

EEITELIFBEOIIL—VIRED [Ry P U —27 (Network)] 7 4 —/V R &5 2 &
BEREINICRAELTZBANL—ART U T oy —NLDO—HENELTEH5581.%
NERHPTEET B —LIREOIENMN(27-34 X—V) 2L TLEE W,

o WIS ET 7 AL

W7 a7 7 A VD [Fy b U —72 (Networks)] 7 4 —/V RIZ. Xy TR TO/R 7 v b
TITRARETCP AN —LOEERE) TV T ) 2 RWEBSEILENLDI XY N T —
THNDKRA R EBEELET, Ny U7 REEICEB T 2T O (25-1 X—) ML TL
72 &,

DIV aVTREND T A — NV R TCEBEFEHTLIHEBARY —IZ) 7 ankE
My ME BARY Y —2FHTAT7 72 arho—L R o —TCUHEINDE Xy U —
7 NS T 4y I TCOEREEREL 1,

WDOF Y N T — I RELEBICHABE LY TEBITEMNTE £9,

o EMWRER Ry NU—Z7 URRMDOLBBRLIERXY NV =0 BB Xy NI =0 FT7 V=7
MBLORY NU—=2 ATV 27 N =T OEEDOMAE DY

FT I b wFx =Y EMFEHL TEHORY NI =0 T2 N ETN—T Xy b
U—0 7727 b EERTZ2HECOWTUI XYy N T =7 A7V =7 b OEEQ-4 _—
DN ESHL TLEE N,

o [HHZA% (New Variable) ] £ 7213 [EE O Hw4E (Edit Variable) ] ~<X— 6B L 728« &
Fy NU—7 FT7 V27 h(MAOEHS MOBGFOER, S LIZA%OERIZI NG %
BT £9)
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FNEFNEM@BINGEMTDHZEICEY HEDOYVTINVIPTRLVALTRLVA TRy 7%
VAR TEETIPVABLORIPV6 TRLAETRL X Ty 7 Z2HMT, E2I13EEICH
HEDETCYANTEET IPV6 T RV AZHEET S & XIZIT.RFC 4291 TERINTTE
OT7 KL AfEEHMEZFEHTX 7,

BINTA2EHTOEERY NI =27 DF 7 30 MBI any T, ZAUIEFE D IPv4 £7215 IPv6 7
KL AZRLET BEBARY NU—T DT 7 /L ML none T, ZHHI Yy hU—2721L 1%
RLET FRLVTINEOFTTRLVR . 2EETDHIEBERYNY—27 VR NTEED
IPv6 7 KL AZFRETE BRIV AN TIHIPv6 TR AR LERETE £,

PRV ANCRY hT—J BT 2E HBESNTETRLVABIORT R L X Ty 7 B3RS
ENFET.OFN BASHNEIPTRULARTRLA T uy 752BRE LEDOIPT R L AT —3
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192.168.1.5 UADHEEDIP T RV AN ZFAE T, DEN VAT AEZ ORELET192.168.1.1
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FLrRlZ—FHIEET,

Fy MU= EBEBMELIIRET D & SITF KROEICEEL TLEEN,

o MMHMICE - C Ml any ZBRANT D Z LIXTE ¥ Aany 24T D ETT RL AL 12 &
T 22 LIcR0ET 21T 8%y hU—27 U AR Al any ZFOLHK A BINT S
ZEFETEERA,

o Xy MNU—IUEKIBEINTEFEANL—NLBIMEARY V—HEICETIN T 7 v 7
PHAILET. UV ey L—LF BAL—AL TR TWA Xy NU— 2 EHTE
TEINTEARAD LITEERIC AN 2R —TE5ZLICEELTLIEE N,

o [RANSNDEIZ.AEINDIMEOY T2y MRS NIMNERHY 9,72 21X 7KL
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Ay E—URRREINEEER > TOWLERPHRINET . BE I NAMEOFPHSN & 72
HEEBRAN LG EIL ARy NE2RAFTEEREA,
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R— b ERDEE
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TLIEE W,
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Y FERGFTHILITTE EEA,
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7 7 4V NX,ASA FirePOWER £ =2 — /LI, 77X av ha— L R v —CHEHINDLT
RTOBARI Y —IZT 74NV EEHEY b2V 7 LET RARY O —2FEHTH57 7
Aaryhiue—VRY)—%EMRTLE EZORARY T —NTHNIR S TR ANL—VIE Y
VI INTEEH ey N OEBEEAEHL £,

TIEA I b= RY—HNORARY & —TEDLND I AX LEREy P2 EHET D
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USER_CONF
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HT2DOIPHY — I TF,
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L FET,
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DIRL £9, BHOBKE 8192 XF. /13T 4 A7 A= R OWHEFHIRICGET S £
TAEEDOBOE TR ERIITEE DL N TEET . a~ R S I5 47T
X BRSO RIINYy 7 AT v a2 (VITEE T 2L £7,
USER_CONF # U tv h 345 & =2 £7,

J9HR—ILATO U FDOFEH

5 4 > X :Protection

VIRV F T2 B EIR I HR—IVNDTRTOR AL ZDIN—T 4 TR T
FL A ERIT—NICBIRENAWIP T R L 20WTFNE2 (5425 DNS — &2 HKL F
T DNSAKRY T — V=L NDOT L I HR—=NV AT 27 NSRBI DNT 74 %
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R DY 7R— ATV =27 FEHIBRTE EEA, S BICDNS R Y =T ShD v
IRV AT =T N ERE LIRS AR AT DI RELHREMTOLENDH Y
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FIE1

FIE 2
FIE 3
¥ 4
FIg 5
FIE 6

FIg 7

FIE 8

VPR —NVATO U FEERT B HE:

[7% 7€ (Configuration) ] > [ASA FirePOWER % € (ASA FirePOWER Configuration) ] >[4 7~ = 7 |k
EH (Object Management) ] DJIEIZEINL F97,

FT 2 N BAT DY ARNNE [V 73—/ (Sinkhole)] Z R L 97,

[ 7 AR—/LDiEN(Add Sinkhole) ] 227 U v 7 L £,

A AL ET,

T R—)v®D [IPv4 7 R L A (IPv4 Address)] & [IPv6 7 K L A (IPv6 Address)] # A1 L £9°,
WO H Y £,

o VUIR—NY—NIZNT T 4y I EBEVEAL T NTHEAIR [V IR ~DOER D
11 7 (Log Connections to Sinkhole)] Z &R L £,

o HMRIPTRLAILR T T4y 72X AL T T DGET [V 7 R— N ~DEfia 7
v 7 L T2 (Block and Log Connections to Sinkhole) ] Z#4R L £,

RADIEY 10C) DX A T % v 7 AR—IZEID B THIZIT[F AT (Type)] Ka v 7 & 720
HWVWT DX AT HRIRL £7,

[ASA FirePOWER D25 5 D #:17 (Store ASA FirePOWER Changes)] #7 U v 7 L £,

274 1) R FDEE

S 14t X :Malware

Xy NI =7 R=2DEER~/LT =7 i (AMP) 2 H L T\ 5856 | Collective Security
Intelligence 7 77 R 2L > TT7 7 A VOMWENFE- TR I Lz & 21T, SHA-256 Ny ¥ =l
BSOS TEDT 7 ANE 774 JXPMGBINT D E ZDH%. 7 7 AVBNE 0 EEICHRE S
LRV ET . 77 AN VANDZA SIS TROBEEZFITTE ET,
e JIUNBIY—vOWEEZEV A TS LRALLGETT 7AVERI ITIF 7V —>
JXMZT 7 ANEBMLET,

o VI URNYNT 2T OWEEEV Y TIGAERICFETTZ 7 ANVET D IZIF, VXA
WHI X M7 7 AVEBIMLET,

INLOT7 7 ANDTay X TEMERTFEICTHEESND D . FOT7 7 ANVNT T T RIC
Lo TNy =T LBl END LI BRBAETHL VAT AN YT 77U RK vy 2T v
EFITLERA 7 7 AVD SHA A FHHET DI [~V =T V70K Vo I T o7
(Malware Cloud Lookup)] 7 7 ¥ a > & [T =7 7 1 7 (Block Malware) ] 7 7> 2 D&
LOMNBLIO—HTHETZ7 7 AN FATEZFEHAL .77 AN KR —NOL—LERETH
WENH D Z EICEBRL TLESWEEMIZOW T, 7 7 AL b— L O EIE(35-12 X—) &
ZHL TLIEEWN,

VAT LD Y= YAREDAZLRIHY A NI T T ANV N TTRTOT 7 AL HY v—
WEFENTWVET R =T L WT NP ELITHE SO AR EZERALRNWI & 2R TE
7,

ERZ~N T 2T THAIT 7 ANEIZDY AMIEDRNVTLEIW I TTURREDT 7 A4
NDO=NT 2T OWEEZEN Y CEEAE. FRE 7 7 ANVEDAZABEY A MTBINL 25
ATHL VAT AIZENE 70y 7 LERA,
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BT 7 AN YA ML, EO SHA-256 iz ik K 10000 £ TEHED L Z LN TEET. 7 7 A
Na 7 7 AN UAMIBIT2ITIE ROBIEZFEITTEET,

o Ty ANET v T —RTEH,INICEY AT LIIEDT 7 A /LD SHA-256 fEEZEHE L
TENEEML F7,

o 77 A)LD SHA-256 [Ex EHEANNT S,

o D SHA-256 [ExGira L ~XKUIVE(CSV) Y — A 77 A VEERL CT7 v 7 a—K$
B EMELRWNTRTO SHA256 BN ZD7 7 A4 U XA MZEBEMENFET,

Tr7 AN VARNIT 7 ANEBMLEZY 7740 U ANKND SHA256 fEEwmELTZV .7 7
AL U A RH D SHA-256 fHEZHIRL -0 LI2BAa ZEL2ANCT LI R EXHRERTS
MERD Y T, TELEORER (4-15 /\°~°/“)%?*<EBLT< 7220,

T ANV ANDEROEMONTIT RO M E vy 7 2B TS,
o Ty A URNIHEID SHA-256 flix T v 7 m— K (2-33 X—)

e RIOT 7 ANET 7 AN UANIT v 7 r—FK(2-34 =)

o 77 A/ U AT SHA-256 fii % B0 (2-35 ~=<—3)

o T AN IUANEDT 7 AIVDEF(2-35 X—)

o 7 AN IVANNLY =R Ty ANELT B —]F (2-36 X—)

2741 YR MIZEHD SHA-256 {EZ 7v 7 O—F

S 4t X :Malware

SHA-256 fED U A ks LEiAZ Etea L XY VE(CSV) Y —A 77 ANV T v 7 a—RK§52
LTk o T HEED SHA256 iz 7 7 A U A NCBINTEX$9, 3 AT AIFDONEEKEE
L. AG%h7 SHA-256 %7 7 AL U A M AN E T,

VA T 7 AN T 7 AINVAYEES csv DHMRT I AN 77 ANVTHILERH Y 7,

RHELUIIRS RS @) THEILENDY T, 21F A M ELTUEIN. Ty a—

FENFEFAL LT F UVITIE 1 DD SHA-256 HEDO# I (Fc K 256 8 O TE LT % 7= 1345k 07

MORD)HEANE ENDLENH Y vr £720% crerr WIT L FTROAIMLERH Y £4,2 R

T AT P VNO ZNUANDERE T THEEL £7,

WD FRIZEBEL TL7EEW,

o Ty AN IVAINEY =R T 7 ANEHIRT D L ZFIIZEEMAT LN TWATNTO
SHA-256 Ny a2t 77 A4 U AR BHIBRENET,

o V—R T ANDT v T a—RITREEL 725 R 10000 {# %8 2 5 5] O SHA-256 i
T7 AN VANIEENDIBEFIBEEOT7 7 ANET 7 AN VDANIT v 7 a—KT5
ZEFETEERA,

o AT AL, 7;7m~hﬁi‘f 256 XTFTHBZ DHMAEZ RO D 256 LTF-THIDHETET, i
BRICary~a2 G055/ oA —7 LT\ AT LI2LERND Y T . 0HNE ENT
W WA R DI / 2T ANEPERHENET,

o TTIZT 7 A UANIFIMETSD SHA26 Gt —A T 7 A NVET v 7 u—RKL7
BPAE LTy 77— EINEIZTEL > TEED SHA2S6 ERNEHEINLSZ LT F
A, SHA-256 EICBAET A2 X ¥ 7V F ¥ EHL T 7 AN T 7 AN A M FHiT<LT o
T AR N EERRTH EX fHx D SHA-256 )& E4 35BN E LN E T,

o VAT ATV —A T ANHNOER: SHA-256 52T v 7 a— KL EHA,

. 7/7D%hént@§@/ A 77 AIVHNIZFHE L SHA-256 fEIZEET 5= R U NG
DA VAT AIRLFLVVEEZERL £97,
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e 1 DODY—RA 77 ANLHNIZHEL SHA-256 fHO = N U NEHE TNDHE. VAT Lidk
BoOLOEERAL £,

o ATV N XV XNTY—RA 77 A)VEEERET DI LI TEEHA LEELLT
INNE RN — A T 7 ANVEBEHEEFEL VAT A LEOa e —2HIRL 2% BHEEA
V=R T 7 ANET v 7o —RTAHLERHY T, 5/ WTIE. 77 A0 URRND
V—RA T ANER T a—F (236 =) BBRL TS,

Y=RITFPANETIPAIYARMZ7YyTO—FKT3h%:

[F% i€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration) | >[4 7 ¥ = 7 k
& B (Object Management) ] DJIEIZIERIR L £,

[77 A/ UAK(FileList)] 227U v 27 LET,

VA T 7 ANNEDEDEBEMEL D7 740 VDANOKICHDIHET A2 ()20
Uy 7L ET,

LEAN A (Add by)] 7 4 —/V K225 [SHA @ U A |k (List of SHAs)] Z 3R L 97,
A7 a T [ (Description) ] 7 4 — /L RIZY — A 7 7 A )LVOHAE AL £7,
MEAD LR WGAE VAT LT s AN EERL £,

(B (Browse) | 7V v 7 L TCY—RA 77 ANEBRLTHL (VA FDOT vy 7 a—K LB
(Upload and Add List) ] 227 U » 7 L CU A M &iBIL £,

VA T 7 ANNT 7 A4 UAMIBMENET,.SHA-256 T LT 7 7 AVICEEND
SHA-256 DAY A b &£,

[ASA FirePOWER D28 D #:17 (Store ASA FirePOWER Changes)] #7 U v 7 L £,
TITATRARV—BET V=27 N aBRTOIGAXREDELEEZRERML FT GEELELED
JEBH (4-15 =) 25 MH),

REOERBIZIZI. VAT LT 774NV UANADTZ 7 ANV LTV =T 753K Ly
IT7 T EFETLRL R0 £,

BRDI7ANETF7AILYRMNZI7ZyTA—FK

FIE1

FIE 2
FIE3

S A4+t X:Malware

T AN YARNMIEBINTLE7 7 ALDat—RH 588 . 9N 7 ANVEL AT AT v
T —RTEXFET VAT AE T 7 ALD SHA 26 HEEEHEL . 77 A% U X MEML F
F.SHA-256 X3t T 5L & VAT AT 7 AL A XEHIBL A,

SRTLIZSHA-56 HEEHE S HAZ LIZE2TI 7ML EEMTBICIE. ROFIEEZETLET,

I T2 b 2= XD [7 7 AN UADN (FileList)] X—Y T, 7 7 A /VOBMEGFT & 725
V=2 UANERIFIAARZ LBEHY ANOMORET A2 (o) &7 )y 7 LET,

[ENJ7#% (Add by)] 7 4 —/L K 75 [SHA O 5 (Calculate SHA) ] Z34R L £,
A7 a T [ (Description)] 7 4 —/V R T 7 AV OFAEZ AL £9,
MHEAD LR WGEE . Ty 7 e =R 7 AVADRHALE L TEHSET,

Il Cisco ASA with FirePOWER Services O—h L EEBBRELH A F



| £28 JBHERATAEL TSI F0OEE

FE 4

FIE 5
FIE 6

IR0 N

[ZH (Browse) ] #27 U v 7 L TY—R 77 A VESHL ThH [SHA 235 L TEM
(Calculate and Add SHA) ] # 27 YV » 27 L CYU A~ &BIML £7,

[ASA FirePOWER D% 5 D AF (Store ASA FirePOWER Changes)] %7 U > 7 L £7°,
TIOTATRRY)—=NEAT V=27 FE2SRTIGEITREOELELZREAL £ EELLD
JEBH (4-15 _—) 2B H),

BREDERBIIZ VAT LI 7 7 ANV VDANNDOT 7 AN LTIV T 2T 757K Ly
77/7%£ﬁbﬁ<&0i¢

J74J)L 1) R IZ SHA-256 {iE % B0

FIE1

FIE 2
FIE 3
FIE 4

FIg5
FIE 6
FIF 7

54t X:Malware

7 7 AN®D SHA-256 fE% HEE L T F#Nn%E 7 7 A/ U A MIBINTE 9, HEET 5 SHA-256
EITBENTE A,

T77A4ILDSHA- 256 {EXZFHTAAT B EICE->TI 7ML EEBMT HHEE:

FTV 2 b X =V ¥D[77AN U AR (FileList)] X—=Y T. 7 7 ANVDOEIMBATE 725
JUY—2 VARNELIIIAZ LR AN OBORET A2 (o) &7y 7 LET,

BN (Add by)] 7 4 —/L R 225 [SHA {0 A 77 (Enter SHA Value)] #34R L £,
[#iBA (Description)] 7 4 — /L RiZY — A 7 7 A VDA EZ AL £7,

7 7 AL SHA-256 &K Z A1 T2 B0 A 3, 0 AT A TIHEOEH B 72— BT
A—hESNFEHA,

77 ANEBENT AL EMA) ] 227V vy 7 LET,
[MMmemmR@ﬁﬁ@%fmmmMMmemmRam®MJ%7Uyabi¢

TIT4TRARV =0TV 27 NI/ BRTCOLEFELEHL T GRELED
BB (4-15 _X—2) B M),

REOERBIZIZ. VAT LT 7 7 ANV VUANAD T 7 ANV LTV T =T 753K Ly
77/7%¥ﬁbﬁ<&@i¢

TJ27AILVIVARANED T 7AILDEE

S5 A4t X:Malware

T 7 AN UARNOfE A D SHA-256 ExMmE ETITHIBRT I Z ENTEET A7V =2 b
X=X HNTY =R T 7 ANEZEERETERNWI LICEEL TLEEWEFA21TH 1 i
BN — A 77 A NVEEEERL VAT A LEOa — %YL BR EFTELY —R 77
ANET v 7 a—RTELERH) ET, MO TIE. 77 ANV UARNDLY —RX 77 A
NEZ g rom—R (236 N—)EBRLTLEEV 774NV VAN EOT7 7 ANVERETS
ik
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F2% RBEEAWEF IO /FOERE |

B S L yRMOBE

FIE1

FIE 2

I T2 b ==V XD [Z7 AN U AB (FileList) ] X*—Y T EHTBHT7 7 AP A>T
WH 7V —2 JANFERIEIIAZLBHY A NOMORET A2 ()7 )y 7 LET,

e 5 SHA-256 [EORRIZH HMRET 12 (o )& 27V vy 7 L ET,

EVE

FIE 3
FIE 4
FIE 5
FIE 6

VDAMNSLTZ 7 ANEHIRTDHZ LG TEETHIRT D7 7 ANVDOREICHDHIRT A2
(F)Z 7V w7 L TLESN,

[SHA-256] fE % 7= 1% [#% 8] (Description) ] Z EH L 7,

[(R1F(Save) 1 227V v 7 L £7,

[ASA FirePOWER D% 5 D7 (Store ASA FirePOWER Changes)] %7 U > 7 L £7,
TITATRRY)—=NAT V=27 FE2SZRTIGEITREOELELZREAL £ EELLD
JERE (4-15 2—) 25 M),

REDRERBZBITITZ. VAT LETT 7 AV VANNOT 7 ANV L TIAT =T 757K Ly
Ty T EFTLIRLIRD ET,

TJ7AIL YR DY—RT7ALILES DY O—F

FIE1

FIE 2
FIE3

FE 4

S5 A > X:Malware

T AN VAN EOBFEOY —A 774V o M) BRI Ay rao—F E£3HIBRTE E
T WolZAT v T u—RENEZY—A T 7 ANERET D LITTEERHAET 7740

UARNLY —A 77 ANVEHIRL. EFEDO 7 7 ANV ET v 70— RTHLERHY £7,

V=R Ty ANET v 7 a—RKT5FEIZONTIE. 7 7 A/ U A BNIHEED SHA-256 i %
Tv7ur—K233X=U)EZHL TEE0N,

V=R T 7 ANVIZEEMT bR b U AR O SHA-256 fEOE T, 7 7 A U R
ENB Y =R 77 ANVEHIRTDE. 77 A0 ) AMIEEND SHA256 =2 F U DOEFK
XY —A 77 ANVHNOFE /= b VERZ TR L 7,

Y—=RIPANEFLIO—FTBA%:

FTV 2 b wFx =D [7 7 AN VAN (FileList)] X—Y T Y —AT7 7 A NVDHF T
O—RMRERD IV —2 VANEREFDIAX BB A NORBORET A2 (o) %7
Uy 7 LET,

Ao ra—RT5Y AT 7 ANDEICHLERT A2 (W) &7 )y 7 LET,

[SHA U A M DX > a—FK (Download SHAList) ] 227 Vv 27 L. 7 a7 Mo T/ —A
77 ANERFL £,

[FAC % (Close) | &7 U w7 LET,
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| £28 JBHERATAEL TSI F0OEE

%254 V-0 A

tXal)T a0 J—2DE

FIE1

FIE 2
FIE 3
FIE 4

FIg5

FIE6

FIIg 7
FIg 8

FIE9

SA4tY R :ALE (Any)
HR—bFEh3F/1X: {5 (Any)

tFz YT AT N DUEDASA AV X —T 2 A ANLIRD T N—T T, ZnEHHAT
HESEIFERRIVV—LRECI I 747 7n—%2FHBLONHETEEI BTN
AR LICEH DY — VR ETEET, ZNICED Xy N =7 2857 A MioyElT

EVATAZED EFESERRYV U —FWATED LRV ET N T T4 BT
TaA = ERETAHICER AL EL 1 ODA L FZ—T =2 AEZDEX2Y T 4 V—I0C
FOYBTHLERDHY KA EZ—T A AL OO = DRIZBTHZ ENTEET,

X2V T4 = EHERAL A =T 2 A AT N—TT B2 LMz Y —iET 7
A= R —THHEATEET 22X FEDORE I EIIme Yy — 72
WHAINAT Z7ERX2 aryrao—A L— LB ERTAI L TX T,

FTV 2 b wFx =T xD X2V T 4 Y — 1 (Security Zones) ] ~X— T 1%, ASA
FirePOWER £ 2 — /L CREI N —r DY A M ENET,

EHPOEX2) T 4 V= IFHIRTE LAY = TOA L Z—T = A ZADBINE 2 1TH]
BB T 7T 47 RV =04 T2/ N BB T 58I BRI THDIHE
FREATAOLEND D FT, R ELEEDOREB (4-15 =) 2B L TLEE W,

tFaUT 4 V-V EERTHFIR:

[7% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7~ = 7 |k
& ¥ (Object Management) ] DNRIZEEIR L 97,

[E = U7 4 ' — 1 (Security Zones)] Z &R L £,
[EX =V T ¢ vV —>2 DB (Add Security Zone) | # 7 V v 7 L £7°,

(40 (Name) ] 12 — v DAFTIZEATILFET  Fhya () ERV NS @) 2R < EIFERER
{FE DOERE ASCII L TFEHEHTE £,

[# A7 (Type)] T/ —v DALV HE—T =2 A ADH AT HRNL 7,
X2 VT 4 =V DIERBICIATEERTT L2 LT TEERA,
1oL DA Z—T 2 A AR £,

HEEOFT V=7 b &Y B 121E. Crl F— &%m% PERALET A ¥ —T A A% F
FREL TOWRWERIX 20—V 2 ERL B TEIICA U X —T oA A BMTE ET,
FIE 9 ITHEA £T,

GEMAAD1Z 27V v 7L ET,

MDOFRAZDA LB —T 2 A A% =BT IR ATy 7610 8§ FTEHYIRL
F9,

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes) ] % 27 U v 7 L £7,

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



F2% RBEEAWEF IO /FOERE |

B @EsSx(—F YRFOERE

gEAA—F UR~DRE

()

FIE1

FIE 2
FIE3
FlIE 4

FIE 5

FIE6

542 R ALE (Any)

FAAL—F VANMIEEOEAAL— N D7R2D4T7 V) F T FEREHAE T A A —
]\@ﬁi SSL F/IXTLS KAk y v aroxadyo—y g b AEAL— N 2F
Lfv\ifh,ﬂ%%X4’~w54:U‘H%%x4~b UX]\%SSL/V—JI/’C“@ﬂﬂ“ﬁ‘éE\ﬁ?%T‘/l\
Y — D E A A — b%@ofSSLt//a/%z:‘/i—%LU)):975 WZHSW T &
IbhI7 4y 7 &FIITE £3,SSLL—LIZHES A A —K UXARMZEBNTS & )xwﬂm\
THHDOK 5 AA— b Txra /I—]\éhtSSL‘t//a/#ﬂ/—ﬂ/ —ELET,

ASDM A v #—7 = A ATEMHAA—F VAL LRICHFHTHSAA— b 2fHTE £9
DAL= N ZBINERHIBRT S Z LI TEEEA,

FHATOREZAA—F JRAMIFHIKRTE EHA, é% e AA—F VDRAMEZRELZRIC
TITFA4T R =N T2V N BRI LGS ’%{E%ﬁfﬁ 2T BITITIRE 2 HERT S
VERH Y T X ELEHEDOR (4-15 X— )727“‘?%1/“(<7”’éb\

BSXA—F YR MEERT HFE:

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 ¥ = 7 k
& ¥ (Object Management) ] DJEIZER L 97,

[Bf 5 A A — bk U X b (Cipher Suite List)] Z R L 7,

[ 5 A A — k DB (Add Cipher Suites)] %27 U v 7 L £,

[4 Al (Name) | I B A A — K URNDOAFTEZATIL ETMFR() &Py 2 (o) Z2BRrE HF
AR B OFEUE ASCII LT A C& £,

1 DU EORF S AA—F&2&RL T EMAd) ] 227 Y v 27 LET,

o BHOWHAA— b ZIBINT HI21E.Crl F—F721% Shift F—Z2EHT 5. 627V v 7L
T [T TEN (Select All)] 23BN L £,

o UANIEDLBFEOREAA—NEMRBTHITIE T 4 NVE 74—V RN ( L) EEHTEE
T ANL TN ET —LR #E%ﬁén —HTHHEHENEREINET REBEANI 7 %
TIVTTDHINE MR T 4=V RO EIZHLITFe—RK T Aa (&) a7 ) v 73750 Mk
T 4=V RO YT T Aa( )%7)/71/??‘

[ASA FirePOWER D% 8 D17 (Store ASA FirePOWER Changes)] %7 U > 7 L &7,

Cisco ASA with FirePOWER Services 0—H JJLEBEBEH 1 K
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gagrIozoroir B

BMABA T~ DERIE

5S4t A ALE (Any)

ENENOBIMNAA 7Y =7 M ARBEEAEDOY 7V = 7 N 3BT A NS
AL EFRL £T.SSLA— L THMNLFT T2 F TN —T(F TV =7 F DT —T1k
Q2= EBR)EHHTHE VTV b FELITRITICE L CGRIA 2 & T — NGE
I ST IIAT U R EYF—N"NSSLEy L arZradyon—h L7nE Ik 1
FLr T 7 4w 7 EHIETE 9,

N A T Y 2 MR EARBECN) 2 FD 5 Z ENTEET, len=) 70 L THIEA 21BN
THEVATAIA TV =27 b B REFET LRI en=) ZBIIL £,

SO RORITRTEMEZ ZTHEMNNA ZBMNT 5 &b TE X4, BN~ TXY) - T
ML E7,

#*2-7 BENE D

=4x3 EiER ERATTRELME
C = — K (Country Code) |2 DD I
CN @4 (Common Name) | K 64 LFOWET Ny 7 2T vy a () NA7
0 #A#% (Organization) YEBIHG T AZY AT (*)  AR— AL
ou HELfEk BLAZ (Organizational

Unit)

TANR =R ELTIDOUEDTRX YR (M) ERBMEICERTE I L@BLBMETIZ R X
ATV T LTI DU EDT AZ Y R 2 EHTEET, TALE I—FIFZDT~LH
TORBEISNETN IANVE I—FEHHL TEEDO TSNV EEHRTEETHITONT
. UTOREZRL TLEEW,

#* 2-8 REBEEEDT 1K H—F DB

B — —HLGW

CN="*ample.com” example.com mail.example.com

example.text.com

ampleexam.com

CN="exam*.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="*xamp*.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="* example.com” mail.example.com example.com
example.text.com

ampleexam.com

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



F2% RBEEAWEF IO /FOERE |

W pATSHFOBE

& 2-8

REEFEDTLINFH—F DO (EE)

B

—&

—BL AL

CN="*.com”

example.com

ampleexam.com

mail.example.com

example.text.com

CN="#* com”

mail.example.com

example.text.com

example.com

ampleexam.com

AT O AT =7 MIHIBRTE EHA, & BT,
TIT 47 RV —NAT V27 MBI BG5BT
ERHY EFT HEELETEORERM (4-15 =

EEIES 7\]‘7‘ /“: 7 b zimiE LRI,

TITRRE & BB % 4

) B TLEE N,

PKI A0

FIE1

FIE 2
FIE 3
FIE 4

FIg5

FlE6

BABRA Tz ) N EERT DHE:

[7% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 ¥ = 7 |k
& ¥ (Object Management) ] DNRIZEEIR L 97,

[ 4 (Distinguished Name)] @ F C,[{fl % ®4 7Y = 7 b (Individual Objects)] Z ER L £7°,
[k 5144 @180 (Add Distinguished Name) ] & 7 U v 7 L 77,

[4 A1 (Name) | IZ@kBIAA 7Y = 7 b O&4RTEZ AT L £ 6E8 () &l v = (o) 2BrE B+
AIREZR AT E OIEYE ASCIT X?—%ﬁﬁﬁf“% £,

[DN] 7 « —/L NI 4 £ i3 b@ms oz AL £ 3. ROERENR H Y £,

. AT BB AL, %27(2 39 R FRIN TN BEE B~ TIKY > TED
B ENTEET,

o LBAZBEMT LG T EEOT SN ETANVIEI—REEDLHT ENTEET,
[ASA FirePOWER D% 5 D7 (Store ASA FirePOWER Changes)] %7 U > 7 L £7,

OO bDEE

542 R ALE (Any)

PKI A7 =7 NI SSL A AT g VEZVR— T 25720 0E ARSI E. B
FOT IR o - BEREAR L ET NTCAFT T 27 P BIWMEETEACAFT TV =7 b
1L RERER (CA) REBE TR SN E T, - N CA L7 V=7 MTT GERELE XTI -T2
&a%%aiﬂiiW%&%iﬁ7/17h£;@%%ﬁ%%ﬁ7717Hi%~ﬂﬁ%%
TR SNET, F NHREAES 7V =7 ML GEAE LT IZh o o ME#HS & EnE
T.SSLDONL—LTINLDAT V=7 MEEHTLE ROLDEESTTEET,

o BENI T4y 7 NHCAAT V2 b alio TH—FEHEZHELTDHILICE-T
mELET

o ZENTT 4w NEHIHEL 7V 27 MCH I OWMBREZHEHL TESL £3

Cisco ASA with FirePOWER Services 0—H JJLEBEBEH 1 K
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GE)

PKIATSz o rneE A

5. SSLA—NAEERL T IKOLDEFE S THEILIENTEN T 74 v 7 EBRAETAZ LR

T&EET,

o MEEEBAEF TV 27 NNOIHFBE

e EHETXACAAT V2V MDD CAIWCL»TEBLINT-EAE F-IXEHETXS CA
Fx—rNTEL SN-FEHE

FEAELXF—OFERETFH CAN L. ZOEREEL 7 7 ANVET v 7 e —R LET HEI

KXoTUXFH LW CAFEAESCHE X —2AERTDH ENRTEET,

FT 2 h v —V ¥ TCPKIA T2 hDY A NEFRTHE AT LILEHHEOY T

VxJ hi#NAEA TV 2 MEL L TERRLETGEHEDRERT TV 27 Milk4L R

RTHIIEED FICR A 22 BB TLEE W, ZFAEICET Ao ZERT 5T

PKIA 7V =7 M EREL £7,

ASA FirePOWER EY 22— /LIZ NS CA A7 P =7 N ENEEEHEA 7V = 7 MR EENS
TRCOMERE RTFRNIT U F DER SN EMHE-> TR E(LL T, /AT - {# X
NTWERBEXS—2T v a—R3T5L T 747V AT —THRMBEDORAT —R 2T
MEX—Z2HE L. 70X DERSNEF—%2 o TENEERES{LL TOLHETFEL £,

IOV TR ROEABIRL T &0,
WHERRIER A 7Y = 7~ O#E(2-41 X—)

B TEDWARA TV =7 F OFfE(Q2-45 =)
HERFEEA TV = 7 N OFRIE(2-47 RX—)
WESREIEA 72 = 7 b O#EAE(2-48 X—)

MR/ T U DK

GE)

SA4ty R :ALE (Any)
RESNT-ZFNFNONHEIR (CA) ATV =7 MI B THIE S D CA D CA 2ABHEEERA
EAERLET . ZOA TV MI ATV 27 b CAGEAE . BLORT LR o BN D
D FET,SSLIL—IVTHNECAFT T2 b eI N—T(FT V27 DT N—T((2-2 X—
N EsR)BHHTE N CAILK > TH— FEABICHEA T2 LIk 0 RET I
BT T4y I BEETE LT,

1’277 &4 (Decrypt - Resign) ] SSL /L— /L CHERCA A7 ¥ = 7 N 2RI 556 L —n

Flbty v a 8T HE SSLAV Ry oA 70T 2— b HPTEEHELZEH T2
I/\Q:I/\O EN—FOTZIFICRRENDZERHY T, I NEFEHBET HICIT EETE
Z)ll/“—f\ﬁﬂfﬁ)q%@754’7‘/f\ FIIFIR ALY VANMIAH CAA 7V =7 FREELZBINL
£,

WDOFETHNECAF TV =7 N EERRTE 7,
e RSA RX—RFIFEM AR —ADBEFD CAEHELMEX—%2 AR —F T2
o HLWRSAXR—RDOHCES CAGEAE WMEX—24ERKT D

o RSANR—ZADRBLD CAHFHELWMESX—Z24ART I HNHBCALT TV =27 N E2EHATS
BINZ GEBAZEICE 4 T D 7= OICFEHEE 4 FR (CSR) 8D CA ITEETHXLENRH Y £,

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



F2% RBEEAWEF IO /FOERE |

W pATSHFOBE

BAMNEFEAEEZ SN CAFT 7V =27 N EER L% C.CAGEAE L ME#REZ Y vV a—
FRTEBRLIICRVET VAT AT A Vo —RK INZGEHEE MBS — 22— 4to R
AU — R CHZEL £7,

AT ATARSNIEEATH. 2Tk THERSNEHAETH N CAFT V=2 ko
LFIEECEXETH MOF TV =7 h T T 4 ZEETE EHA,

FEHPONE CAA TV 27 MIBIBRTEETASHIC NI CAAT =7 M 2REL-#%
T2 T 47 RV —RET V=27 NSRBI 55 EHR AT HITIERELEMT D
VENH Y T R EEFDORR (4-15 2—) 2R TLEE W,

FEIZOW T ROHEZZ L TEE 0,

o CAGEMIELMEHD A AR — b (2-42 X—2)

o LU CAGEE L RAEEO AR (2-43 ~—2)

o HLWEAMEFEHEFEORGLIVOT v 7 r—F (2-44 X—)
o CAGEHIELREHOT 7 1 —R (245 X—)

CAREBAE L RFERD 1 v R—F

GE)

FIE1

FIE 2
FIE 3
FE 4

S4t2 R ATE (Any)
X509 V3 CAGEFAEZE LB F — 2 A LR = TH5ZLICEo T HNESCALT TV =2/ N ERTET
XFT P R—FENDAIRONTNUPOER T a— R ENTET7 7 ANV ET v —R TX
*7,
o kRIS L] (DER)
o T ARV —i{LET A —/L (PEM)
MEX— 7 7 ANNBRAT = RE#ESI N T DAL E S NAT — K 24T & 9, ik
HELEX N PEMEX Ty a—FEINTWAEAITIEREZa—L ClHOITA 28T
9,
WO R EEE TR —OEREZA TS AT IR o TNDE T 7 ANDIRET v
D—RTXET VAT AIA TV 27 N Z2RGFETHENCT 2L £,

=V [1B % - 554 (Decrypt - Resign) ] 77 > a U ARET D E . ZDONL— L TIE EES L
TWBIL—LEHIIMZ T BRENDINE CAGEHEDOR ST LI ) XA DX A T IZHESN
ThI7 74w 7 PBESNET 2 E T BHBHBE—2OT7 LT Y X ATH LI NG
NI T 4y 7 EREST AL BN — 2D CAFFHELZT7 v 7u— RT3 0ERH D £
TR O W TIX [E S (Decrypt) ] 77 2 a v EBLICMETHDICN T 7 4 v 7 2E S
(16-11 ~—) Z ML T E IV,

PIES CARERASE L RERE 1V R—F 9 34!

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7Y = 7 k
& ¥ (Object Management) | DJEIZER L 97,

[PKI] T.[N# CA (Internal CAs)] Z#R L £9°,
[CA DA AR—h (Import CA)] %227V w7 L%ET,

(470 (Name) | (ICNFS CA ATV =7 N OAHTIZ AN L ET MR () EFRh Y 2 () Z2FRE H)
FHREREEOERE ASCI L Ea i TE £,

Il Cisco ASA with FirePOWER Services O—h L EEBBRELH A F



| £28 JBHERATAEL TSI F0OEE

PKIATSz o rneE A

FIgS5 [FEAET — % (Certificate Data)] 7 4 —/V K @ L2 dH % [ZH (Browse) ] 2 7 U v 7 L C.DER
F/IXPEM T a— R SN X509 v3CAGEAE Y » A VT v 7 a—RKLET,

FIE6 [F— (Key)] 7 4 —/V KD EHIZH D [ZH (Browse)] %2 U » 7 L CT.DER £72/% PEM Tx
I—RENEXTOMEX— 77 ANVET v7a—KLET,

FIE?7 7Tv7u—K 77 AP AT =N RESDTOLEEIT L FAASAT R
(Encrypted, and the passwordis:) ]| &= v 7 Ry 7 A& F N L C/NATV—REZ AL ET,

FIE8 [ASA FirePOWER D% ¥ DO {17 (Store ASA FirePOWER Changes)] 27 U v 7 L 7,
N CAL T V=7 MBS ET,

#F LU CASIERE TR D ERK
SA4ty X :AEE (Any)

RS R AT A Z LIZL Y RSAR—2DHDEL CATEHELMBEX—2 44559
NS CA A7V =27 FERETEETRORIC GEAZEL LT 5 7D I8 5 35511 #H
WZOWTRIHIL £77
#2-9 LEEIHBEHE CA DFHE
Z4—ILF AR E WA
[E4 (Country Name) (2 XF 2 DDOHEF (=
a—R)
#RTE ) I (State or Province) R 64 LFOWET Ny 7 ATy (). /N WDz
T X HT#] (Locality or City) : (7)/;(@)\3[?;;) TAZY R (%) YA
#H##% (Organization)
HHf8k BLOT (Organizational Unit)
13844 (Common Name)
AR S LD CA GEMEDO A ZNHIMIE 10 4 T4, [A 2B O B 4G (Valid From) ] 0 A AHE AR D
—ERTTT,
BEC B4 CAIIRAB D& A E:

FIE1 [ E (Configuration)] > [ASA FirePOWER # /& (ASA FirePOWER Configuration)] >[4 7 ¥ = 7 k
& # (Object Management) ] DJEIZER L 97,

FIE2 [PKI] C.[N#5 CA (Internal CAs)] #3#RL 7,

FIE3 [CA DAES%(Generate CA)] %27 Vv 7 L E7,

FIE4 [401(Name) | TR CA A7 V=27 b OAFTEZ AL ETHMER () & oy = (0)&2kRE Bl
FABET LB OAEHE ASCIL X FEMHEHTE £9,

FIES K 2-9(2-43 <X—)OFBIIE - T BB MEEZ AL 7,

FIE6 [HCE4 CA DAL (Generate self-signed CA)1 227V v 7 L £7°,

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



F2% RBEEAWEF IO /FOERE |

W pATSHFOBE

HLOERHESMAAZEORB{EELVT7yTO—F

FIE1

FIE 2
FIE3
FlIE 4

FIE 5
FE 6
FIE7
FlE s

FIE1

FIE 2
FIE 3

FIE 4
FIES

FIE6

FE 7

SA4t2 R AT E (Any)

B X ES CADDLEETAZLICL ST A CAA T V2V NERETCXET. 2N
XKD 2 BB 720 F9,

o WESCAA TV =7 b aRET DO DOMAIEREIFEL £9, 2L Y REH DFEH
FEBLORT IR o e R N ERR S FRE L 72 CA IS % RE #34 Z5R (CSR) 23
RENET,

.« CAITKUBAMSINENRTSNED ZNENBCAAT V=2 M7 vy Fu—RL
T RBA O L RS2 ET,

BAMETEHEN G EN TV DGAICOA SSLILV— VTR CAA TV =/ 2R TEET,

KELODCAGEEAE & CSR Z1ERLT 5 A 5%:

[7% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) | >[4 7~ = 7 |k
EH (Object Management) | DJIEIZERINL F9°,

[PKI] T.[M# CA (Internal CAs) ] Z 1R L £,
[CA DAk (Generate CA)] =27 U v 7 L ¥,

(4 HI (Name) | ITNES CA A7 V=7 b DOARTE AT LT 508 () v a (o) & A
FAREREE OFEYE ASCII XFE2 AT £,

# 2-9(2-43 =) OFPIHE - TABBIEEZ AL £77,

[CSR D {Ef% (Generate CSR) 1 Z27 V v 7 L £9°,
CAIZK[FETHHICCSRZat—L £7,

[ASA FirePOWER D% 8 D17 (Store ASA FirePOWER Changes)] %7 U > 7 L &7,

CA ZMEATBHIIZ, EF CA I k> CRITS N BAMN SN BET v 7 08— F T3 LER D
52 LICEEL TS,

CSRADGEE L TRITESN-BRAHEHABEZT7 v IO —F T 5H&:

[7% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 Y = 7 |k
EH (Object Management) ] DJIEIZERINL F77,

[PKI] T.[# CA (Internal CAs) ] Z 1R L £,

CSR Z /5L TWARBADFFHELELCALT TV =7 N OMOWRET A a L () %27 v
7 LUET,

[FEBHED A A  —/L (Install Certificate)] 227 U v 7 L £,

[FEBET — # (Certificate Data)] 7 4 —/V K @ _EFICH 5 [ (Browse) | 227 U v 7 L T.DER
FIXPEM Ty a— R I X509 V3 CAGEAEY 7 A Va7 v 7 r—RLET,

TyZua—F 77 ANVPRAT =N RES N T DL HEIT [ EER AT —R:
(Encrypted, and the password is:)] &= > 7 Ry 7 A% 4 NI L T /XA —RE AL ET,

[ASA FirePOWER D% 8 D17 (Store ASA FirePOWER Changes)] %7 U > 7 L &7,
CAFAT V=7 MIBEAMEERAENRE EN.SSLL— L TINEBRTEET,

Il Cisco ASA with FirePOWER Services O—h L EEBBRELH A F



| £28 JBHERATAEL TSI F0OEE

PKIATSz o rneE A

CARIRAZ L WFEBOFHoO—F

5S4t R ALE (Any)

AEAEB L CROFEREZL T 7 ANVERNH CAFT T V=7 b F U n—F§5ZLICK
D .CAGEMEB L ONRTIZR s ez Ny 77 v 7 RITIRETE £,

FUra—R SPUIZRERIIGLTLERGINCRIFEL TIIZEN,

CATAI N CAF TV =7 MR GFEENTWARMEREAET 4 27 ITRGFET HREIC. T4

ARSI #E > TR B(E L 9 it ES L OME#REZNT CAL TV =7 b A Y
va—RTHE VAT AIETIHEREESL TOO GEHAEB L ORBROEREZ G 7 7 4
WEERLET, Z0% X oora—F 77 ANVERKSLT DI AT A TlbILD /8 A
U— R &gt 2 08l R H 0 9,

FIE1

FIE 2
FIE3

FIE 4
FIES5

FIE6

EEETE 2R

VATANRy IT T OHELTE T a— R SNAMBEII ES SN THD RSNy
DT T T AMIREGEEINE TR OWTII NNy 7T v 7 7 7 A VDVERK (48-2 _X—)
PHEML TLEE N,

NEBCASIAE L HEREF Vo D—F T 5Fk:

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) | >[4 7 ¥ = 7 k
& ¥ (Object Management) ] DJEIZER L 97,

[PKI] T.[N# CA (Internal CAs)] Z#R L £9°,

FEAERB L OMEREZ Y 0—R3TORRELRDINHCALT TV =7 b OBORET A2
(eN&E7 Vw7 LET,

[ a—FK (Download)] %7 V v 7 L £1,

[/NA T — R (Password) ] 38 L ' [/XA U — R O iR (Confirm Password) ] 7 « — /L R 2 HF 54k
ATU—R&EZ AL ET,

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes)] 2 7 U v 7 L £,
TrANERGET DL RTH Ay B—UBRERRINET,

BRAT o DRk

54t R ALE (Any)

REFHD B TE DM (CAFT TV =7 MITNEFN MBI DOEETE S CAICET S

CARNETFHEZ LR L EFT. 204 TV =27 MI ATV =7 b4 & CARARETFHENSRD

FISSLARV O —THEHCAAL T V=2 N EITN—TF (AT V=27 FDOT =T (2-2 =)

L) EHEHTAHE EHEHTEDLCAERIINTAN Fo—0NOEED CAIZL > TEL SN
TAEHEAH - TS LS T 7 4 v 7 2FIHTE £9°,

EHECEDCAAT V2l b EERLIEE T . ZOLRIZEF LY GEAERL Y A  (CRL)
ZEBEMULEZVTAZ LI TEEITN MOA T2 b TaXT 42 BESTAHZ LI TEEY
oA T x 7 MIZIBIMTE 2 CRL OFUTITHIBRRH W FHAL ATV =27 NZT v 7 u—FR
HHDCRLAZFETHIII ATV =27 FaWn o= BB L THEERT 2LENDH Y 77,

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



F2% RBEEAWEF IO /FOERE |

W pATSHFOBE

FEHFPDOEIEHTCED CAA T V=27 MEHIRTAZI LIITEERASIDLICEETES CA L
TV N ERELTERIC T 2T 47 RIS —NA TV 27 NEBRT 545 EHEEHEIC
THOIRCELERHTOILEND Y T RTCEFDER (4-15 X—=I) 2L TLEE,

FEMIZOWTIEI ROIEAE SR L TS,
o (MEBHMA TV =7 kO (Q2-49 ~—)
e FHHTXDCAAT Y/ MTIEHERZY AN ZBINT 5 (2-46 X—)

EFETESHCAFTTO Y LDEM

FIE1

FIE 2
FIE 3
FE 4

FIE 5

FIE6

FIg 7

SA4ty X :ALE (Any)

X.509v3CAGFIAELZ T v Y u—RT 52 LIk o T HHCAF TV =/ FERETEET K
DYV R—F SN TWBEBEROWWTIN Ty a— R LET7 7 AV ET v a—RTxE1,

o AT BAL R AT (DER)
o T ARy —ii{bEF A —/L (PEM)

T 7 ANBNRAY = RREHES N TV AL AT ETNAY — R 2T 240X H Y 3,5
ENPEM ERX T a—RFINTWA5RIR HFHREza—L VT2 &b TEET,
7 7 ANV i EBA E RS ENDEEICOA CAGEAERZ T v e —R T&E9, v &
TAFA TV =7 b ERETDENCEHEEZRIEL £7°,

EHETESCAAEE A VR— T 5H%:

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7Y = 7 k
& ¥ (Object Management) ] DJEIZER L 97,

[PKI] C.[fE# T X % CA (Trusted CAs) ] Z3BIRL 7,
(S T& % CA DB (Add Trusted CAs)] 22V v 7 L £,

(48 (Name) | ICEHHTED CAA TV =27 bDARTEANT L ETHER() P Hy = (0) 2B
& FIF A RE/ 8 DAEYRE ASCII XFEAfEHT& £,

[REAH &7 — & (Certificate Data) ] 7 4 —/LV K @ E#IZdH 5 [Z 08 (Browse) ] % 7 U v 7 L C.DER
F/IEPEM T a—R SN2 XS0 V3CAGEHEY v A Va7 v 7 e—KLET,

T 7 ANHBINAT — RSN TO D 5A 1T [ 5 bk &, /X AT — R : (Encrypted, and the
passwordis:) | F = 7 Ry Z A A NZL T NAY—RE AN L T,

[ASA FirePOWER D25 D17 (Store ASA FirePOWER Changes)] %7 U v 7 L £,

EETESHCAFT OV MCEEAEERM) X F BT S

5S4t R ALE (Any)

B TEDCAL T2/ MICCRLE T v 7 u— R TCEXET (EETELCAA TV =/ %
SSLRY Y —DHF T DL By g OESIEAELZREITLZ CANED% CIiEHEL
BOBELIENE I DCESW T BbENZ T 7 v 72 FITCE £, R —FENDHK
DOWVWTNILDOER T a—NENLT7 7 ANVET v — K TEET,

o kRIS L] (DER)

o T ARV —BELET A —/L (PEM)

Cisco ASA with FirePOWER Services 0—H JJLEBEBEH 1 K




| £28 JBHERATAEL TSI F0OEE

FIE1

FIE 2
FIE3
FE 4

FIE 5

PKIATSz o rneE A

CRL Z BN 7212 KA LIZGEAED YV A 2 RRTHENTEET ATV =27 MNTT v
H—REHD CRL 2L T DT ATV =7 a0 oL AHIBRL THIERT 28R H Y £7,

ﬁﬁjiﬁ CRLEZEGEATWE 7 7 ANDHET v 7 a— R TCEET EHTELCAFT TV =7k
Eﬁuf%z)CRL@%z WTHIRZH Y FHAZTEL.CRLEZT v 7 u—FK L7=54A. 8?0 CRL
75:3573[]“9”6 A ATV 27 NeZOHERGTFTILERD D £7,

CRLEZ7vyFIO—F 3 %AHE:

[F% i€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration) | >[4 7 ¥ = 7 |k
& B (Object Management) ] DJIEIZIERIR L £,

[PKI] T.[fE TZ % CA(Trusted CAs)] Z &R L £7°,
B CEDCALT T V2 FOMICHIRET A2 () &7V v 7L ET,

[CRL ®EM(AddCRL)] %27V~ 7 LC,DER £72Z PEM Cx=> 22— R &7z CRL 7 7 A /b
7 v 7ua—KLET,

[ASA FirePOWER D% 8 D17 (Store ASA FirePOWER Changes)] %7 U > 7 L &7,

NEREEBAEA T 2 x U DR

FIE1

FIE 2
FIE3

54t R ALE (Any)

BEFLDFNEFNDOINHIEAELS TV = 7 M HBRICE S W — ARSI ELZE L
FT . 20OA T2 MI AT 2T ML EFEAENS Y £, SSL L — L THEEA E A
T2 N ETN—F(F T2V DT N—TF(2-2 X—) 2B R) fE AT 5 & Y — 1 GE
BHECTHKRILEINTZ N T 74y 72l CEET . 22T EHETE 2 HEEA Y — NiEAE
7 w7 ua—R TEXETNEETEL CATEHEZMH > THRIET 2 Z LiIX T A,
X509 v3 Y —NEFAEEZ T v e — R T5 2 LI Lo CAHAGEAEA T 2 7 N ERETE
FT . VAR —FENTVBRONTNDPOERDODT7 7 A NVET v TR —RKTEET,

o FBAEF B A (DER)

o T ARV —i{LET A —/L (PEM)

WH 72— NGEHEFREEATHD I 7 ANE T 2T v 70— TCEET VAT ATAT
Cxl N ERETAHRNCT 7 ANVERIEL T GEHENR PEM X T a— R EhTWbE
ABlEEREa—L Tl iz b TEET,

NEFERAEAS 7V =7 M EER L2 FOL4RIEEETHZ LiIxcEEIn thotrr7o =7
N 7uaRT 4 BERETHLIEITEERA,

FEFATONHEEAES 7Y = 7 MIHIBRTE £ A, SIS AEBEHAES 7V = 7 b 2 REL
BRI T I7T 47 RV =084 T V=27 BB HEE EEEA0TTHICIEHRE L B
THMLERDY T, HTEELEORER (4-15 =) 2R L T IV,

SNEREEEAEA T 1 U F 2T 5!

[7% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7~ = 7 |k
EH (Object Management) | DJIEIZERINL F9°,

[PKI] T.[4 #HZERA & (External Certs)] Z3#R L £9,
[SMERFERA E DB (Add External Cert) ] 27 U v 7 L £9°,

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



F2% RBEEAWEF IO /FOERE |

W pATSHFOBE

FE 4

FIE 5

FIE 6

[4 71 (Name) | (ZAMBFEAEA 7 V= 7 b OL4RTEZ AT L T 068 () b v a2 (0) ZERE,
I REZ B OFEYE ASCIT X FHFEHTE £4,

[REAH &7 — & (Certificate Data) ] 7 4 —/LV K @ E#IZdH 5 [Z 8 (Browse) ] % 7 U v 7 L C.DER
F72ITPEM T2 a—R S7c X509 v3 H—"GEE T 7 A V&7 v 7 u—K L E7,

[ASA FirePOWER D% % O {17 (Store ASA FirePOWER Changes)] %7 U v 7 L £77,

NEEERAEA T U DK

FIE1

FIE 2
FIE3
FE 4

FIE 5

FlE6

SA4ty R :ALE (Any)

REFEFDZFNENONEGERES 7V =7 MIMHICE T2 — A AHEEAZELZEL F
T 2D0F T2 MI ATV =T M, /Aﬁ'ﬁﬁiuﬁﬁi BIORTIZ R = MEBEEN G £
F,SSLL— )L CHNEGFEAES 7o 2 F T N—T (AT V=7 b DT N—T((2-2 X—)
MR BT L L BEEOMEREZSEH L THEO W TN OS—NIZERETDINT 7 4>
JEESTAHZENTEET,

X.509 v3 RSA X— R F 7213 MR — 2D — FEHEB L ORTOMEX—% 7 v 70—
FTBHZEICh) WEGEAES 7 V27 P ERECEET IR —F INTWHDERDOWT I
DERDT7 7 A NET v 7 o—KT&xET,

o BT L BLHI (DER)
o T I AN —i{LEF A —/L(PEM)

T 7 ANPNRAT =N RSN TV LR ES AV —F 2R3 081 H Y £4 5N
FEXF—PNPEMEA T a—Fan T a5 fRea e —L TV fIT2 2L T
\iTO

WY R AFAEE X —DEREEATOVD MAILXTIZ R > TWD T 7 ANDIRET v
D—RTCEET VAT AIA TV =27 D ERETDHIHNCRT ZRHAEL £,

WHRERAEA 7 U= 7 FEER L TR FOL4ARIE AR THZ LIXTEET N ot 7o =7
b 7eRXTF 2 ERTTHILEEETEERA,

AP ORNEGEREA 7V =7 MIHIBRTE LA SO NEGREHES 7V = 7 F iRk L
RIS T 7T 4T R —=NET V=7 b %iﬁﬁﬁﬁ‘éﬁ/\ B 2 H T D ITITRRE & B
TOMEPRDY FF HELEDRER (4-15 =) ZZRL TS0,

NEEEAEA T =/ 2T 55!

[F% /€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration) | >[4 7 ¥ = 7 k
& B (Object Management) ] DJIEIZIERIL £ 5,

[PKI] C.[PNEFFERHE (Internal Certs) | Z 38R L £,
[INESFERA E 80 (Add Internal Cert) ] 227 U v 7 L £97,

[4 71 (Name) | \ICNFBRERAEA T V= 7 b OL4RTEZ AT L T 0688 () D v a2 (0) ZBRE,
I REZ B OFEYE ASCIT X FHFHEHTE £4,

[REBH & — % (Certificate Data)] 7 4 —/V K @ L2 d % [Z M (Browse)] %2 7 U v 7 L C.DER
F/IEPEM T a— R &z X509 v3 —RGEHE 7 7 A V27 v 7 —K L E£7,

[F— (Key)] 7 4 —/VF DO _LEIZH 5 [Z0 (Browse)] 227 Y » 7 L C.DER 721X PEM T=>
a—RENERXTOMEF— 77 ANVET v 7o —FLET,

Cisco ASA with FirePOWER Services 0—H JJLEBEBEH 1 K
| 2-48 | |



| £28 JBHERATAEL TSI F0OEE

FE 7

FiE 8

HEwRL ISz togr A

Ty T a—RTHMEX— 7 7 ANBRAT =R REI N T DA [ ELE A SR
7 — K : (Encrypted, and the password is:)] = > 7 Ry 7 A% F IZL T /XA —R&E AL
ij‘o

[ASA FirePOWER D% 5 D AF (Store ASA FirePOWER Changes)] %7 U > 7 L £7°,

HEEHA TV b DEE

FIE1

FIE 2
FIE3
FE 4

FIE 5

FIE6

SA4ty R :ALE (Any)

BEBFLOMBIHFR (A r—2 a ) A 727 MI F=EdE Xy NV —27 FD T
T4y IDOEETELITRE L TUATATHMNENTZ 1 DU EOEFEL T REEEL F
T, 77%A arto— L RY—F71LSSLARY o —TIX NEH RS T =7 AT
XFET LR BEOENEEL/BETHIN T 74y T ay 7357 78A ar b
2—L = VBN TCE ET BRI EDA NI 7 v 7 OT7 4 V2 Y L TIZHONTIE,
Fy T =7 ERRIFHEMEICLD N T 7 0y ZOREN(7-3 X—) BB L TIEE N,

WCRBTOEREFEH L TRy NI —7 NI T 4w 75T 4 VEMBTEH L O, v AT
IR NLEE T — # ~_— Z (GeoDB) Z EHIMICEFH+ 5 = L 23 < BEID L £9°,GeoDB D F
Faedourao—RBLOA U AR =T 5 HECZOWTRINEFHRT — X X—ADFH
(46-22 X—V) L T 7Z &,

EHROMEFRA TV =7 MFHIBRTE EEA IBIC. T 78R arybe—L R v—F
72X SSL AR Y & —THEHSNDNEFHRA 7V =7 FEmEL LB AR 2GR T HITE R
Vo —%ZmElT 208N H Y £7,

UEFERA TSV FEEMT HHE:

e

[ i€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4~ ¥ = 7
b

(Object Management) ] DNIEIZER L £,

i

B 1% (Geolocation) | Z &R L £,
EfE 8 0BI (Add Geolocation)] 227 V v 7 L £1°,

A7 (Name) | I EFHRA 7 V=7 FO&4FTZATILET, 00 v 2 ((3) 2B < JHITFE IR/ (T
DIZHRE ASCII XTFHfEHTE 9,

BEEHRA 7Y =7 NGO LEBIOREOTF =y 7 Ny 7 22 2IRL £7°,

RFEZEIRT D & ZDREND T~ TOE, I LT GeoDB HHTIZ L - TE D KREEIZAEZIEM
SNDTANTOEMNERRS N ET, KEDO T TWFNOEZEIVERRT D &, %@jt[?ai)) BEIN
fEER SN E T H L REZAERICHAGDE TEIRTE £7,

[ASA FirePOWER D% % O {17 (Store ASA FirePOWER Changes)]| %7 U v 7 L £7,

E\f

F

f

E

T\T fﬂl%ﬁar

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



F2% RBEEAWEF IO /FOERE |

W tX2yF4TN—T 25 1T FDigk

XU TATN—T 29 FTOxV DRk

FIE1

FE 2
FIE 3
FIE 4
FIE 5
FIE 6
FIE7

5S4t A ALE (Any)

X2 VT4 TN—T T (SCT) ATV =7 M BE D SGTEREEL £3, ZDfHIET 7
TR he— N =V THAZALSGTREE L THHATEET SGTA TV =V hE T L—
T B EIETEFEREA,

ISEZT7 AT 7T 474 V—ALLTRETDE VAT LAIAT V=2V b vF—VxD [k
X a2 UT 4 Z)v—7 X7 (Security Group Tag) | 4 7' a > & HEIIZHEZNIZ L £ 97, ISE Bt
ML RWIRY HLWSGT A7 V=7 h&EBMLEZY BEFED SGT A7 V=7 b afREL
O SGTH TV =7 b=V L TEMLEDV T2 ZLIETEEEA I AF L SGT
& ISE SGT DEWVDEEMIC- DUV TIZ L ISE SGT /L — V5 & 1 2 Z I SGT /L— /L 5k & D bl
(10-1 X=)ZHZHL TLEE W,

SGT A7V =7 MafmBEEITHIRLIZRIS. T 7747 RV =B84 TV =7 b2 RT5
LA EREAMIT DR ELHREHTOILEND Y T, RELEOREM4-15 ~—V) %
ZHLTLIZS W,

SGTAT T I FEHERT BHE:

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] >[4 7 ¥ = 7 k
& ¥ (Object Management) ] DJEIZER L 97,

[EX= VU7 4 7 Vv—7 &7 (Security Group Tag) ] Z &R L £,

[EX =2V T 4 7 —7 %27 DB (Add Security Group Tag) ] Z#27 VU » 7 L £7°,
AETEANIIL 7,

MBI U CL [#BA (Description) ] # A L £,

[# 7 (Tag)] 7 4 —/VFIZ BH—D SGT # A )L £7°,

[ASA FirePOWER 25 D #:1F (Store ASA FirePOWER Changes)] %7 U v 7 L £,

Il Cisco ASA with FirePOWER Services O—h L EEBBRELH A F



TINA ARTEDEE

[7 /N1 A% B (Device Management) ] “2— 3" TiX,ASA FirePOWERE Y = —/L DT /N A AL L
AH =T 2 A ADRELCEHLTHLINTEET,

T == )b A — "= DT T ASA Z % E L 72855 ASA FirePOWER O EIX B &Y T34
A FEDASA FirePOWER £ o2 — /L [CHEIICRM SN ERARELZLEET LN 7T A4
< U225 ASA FirePOWERDR EZ FE TV AR— L. TNE2 I Z UL U R—FT 5
VENRH Y 7,

FRIC OV TR ROEAE SR L TZ &,

o TNARHREDHE (3-1 X—)

e ASAFirePOWER €V 2 —/L AV X —7 = 4 ADE L (3-4 X—)
o TNHNAARE~ODEEDEM (3-5 ~—)

e VE—NEFHOEE(B-62—)

o Y — 3 [T eStreamer eStreamer 7% i€ (3-9 ~X—37)

TINA RERTEDHwEE

[7 /3 A 2% (Device Management) ] ~X—3 @D [T /3 A A (Device) ] ¥ 7121, 7 /34 AHASA
FirePOWER £ = —/VIZH# ] S L7z & EITFEMR T AN A ARE LB RBRRENET 51
ZHCED RRENDEY 2 —NMAREHREDERRE [ T/NA AREDWN L DD DERSIT
EEEMZ D ENTEET,

FEIZOVWTIX RO B EEZRL TLEE W,
o IR T N A AFRTE DR (3-2 =)
o TNRARA VAT AFEDER(3-2 =)
o BERTNAAREIZONT(3-3 =)

Cisco ASA with FirePOWER Services 0—A JLEBEFTHA K 1



FI3E THALARABENERE |

B S zxBr0oHm%

— RIS TN RERTEDTRE
54t R ALE (Any)

[T /34 % (Device) ] 7 D [—#%(General) | 7 2 a VIR RENDIEY 2 — VAT EHETX
FT, 22T T A ANNRT » b % ASA FirePOWER £ 2 — /LIZHZIE T E 5008 9 2R E
THIEHLTEET,

— G TNA AREERET SICZ. RDFIEEERTLETS .

FIg1 [#%E (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] > [7 /3 A A & B
(Device Management)] > [7 /N A A (Device) ] DNEIZEIN L F7°,

[T /34 A (Device) | X—Y NERINFET,
FIg2 [ M (Genera)l BZ v a L DRICHIMET a2 ()& 7))y LET,
[f#% (Genera) | Ry 77T v 7 4V RUNRKREINET,

FIE3 [Hai(Name)] 7 4 —/VRIZ B 2—VZE VY THHLWARITE AT L F3, 55807 & Rk
FEANTEET 2L 4O L H &N <> BI OXXFITES T,

FIga4a v b T—HEA2 P E T ASA FirePOWER £ =2 — VIIREFETE 2 X 5129351
WX 37 > b @ik (Transfer Packets) | 7= v 7 Ry 7 A& A4 I LT, 7“\/\‘4’7@)34’“\‘/
ME—HIZRTry N T H B2 EBETERVWEIICTHINI.ZDOF =y I Ry J A% F7IC
7.

FIgs5 [{RfESave)] 227V v 7L %1,

THIZED EENRINRFEEINET  TANAARTEEZMAT D2 ETIREENERNEDIRS
BRNWZEICHEBEL T EEVWEHLLETAA ARE~DEEDEH (3-5 =) 25 L <
7PN,

TINAR VAT LEBREDERT
54t R ALE (Any)

[7 /34 A (Device) ] #7 D [> AT L (System)] £7 ¥ 3 NI IKROFITRT LI VAT A
HWMOFAIY EHT—T ANERENET,

# 3-1 [ZRTA(System)] 25> 3> T—TINDI 7 —ILF
Z14—IJLE |EGEA

5L TINA ADET VL LT,

(Model)

U T FTNRAADY ¥ —2 DY) TILE S,

(Serial)

K% (Time) |7 /34 ADEBIED L 27 KA,

X—30 3> |ASA FitePOWER £ o2 — VIZHEA L A R — L ENTWBE Y 7 k
(Version) T T DONN— g,

R — ASA FirePOWER £ 2 — /VIZHAEHEH SN TWDL VAT A R
(Policy) =D Y T,

Cisco ASA with FirePOWER Services 0—H JJLEBEBEH 1 K
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FrszgEoms B

. - — N - —

BELTTINA RAEBTEIZDOINT
[T /34 A (Device)] # 7 @ [fEflE% E (Advanced)] Z 7 o a TIE R DOFITRT L 5 1 K
DFFHEENRRINET,

# 32 [F#MIZE (Advanced)] 0> 3> T—TINDT 1+ —ILF

J4—ILE Bl

TV r—=vary |[EVa—ATORABT U r—ay NANAD
INA IR WRHE,

(Application

Bypass)

NANRALEWVME (HET 7V r—2 a3y RANZOL EVWME(R V),
(Bypass Threshold)

FEORTIT. T RY [FEMERTE (Advanced)] B 7> a 2 H L THRETE F4.2E/MicH>W
TR KROFHEESRL TEE0,

o HEN T U — g NAIIRA(3-3 =)

o BRI T NA ARE DR (3-4 X—)

BEIZ7 TV 5—a> N4/ R

5S4t R ALE (Any)
BEH 77U r—3 3 NANZR(AAB)BEEEIL. A v ¥ — 7 = 4 A TO/7r o b LB IR
T ZORMEZBEBLZ5E. Ny MIBRHEO AR A N2 EZFRIL £9°, 2 OKRITTEED
EBETHEATEETN A IAVEBTIZE Y DT MERH Y £,
Ny ML OBIEIL, Ry NI = THERCTEDLR Yy N L AT UV ENRT U AT TH
L 9, Snort N TOREERLT NA ZADBSTHRENIRIKN TN T 7 v 7 O 23 5
EOLEWMEZBAZD EAABIZE D  FORERAEND 10 43 LANIC Snort NEER S, b T
TNy a—FT 4 F—EANERENET, ZOF—F 20252 & TR 72 R O R
NEHETE £,
COF T arNBIRENTOAESIZ AANRNRAL X WMELZEFETE T, 77 /L M REIX
3000 < U (ms) T, A& X 250 ms ~ 60,000 ms T,

~

GX) AABRT 7T 4 7{bEND DI HE— 37y MOBRIZZ BB 2303502 T B BRE DK T,
AABNT 7T 4 7B L VAT AT T_XTD Snort 72 A%F L £9°,

HEl 7T U r— gy RANRZEENCL TAANZAL ZVWVEERET D HEOFEMIZHONWT
WX GRE 72 T N A ARTEDIRIE (3-4 =) 2L T E a0,

Cisco ASA with FirePOWER Services O—A LR TEH 1 K
| ==




FI3E THALARABENERE |

W ASAFirePOWER ES1—IL /2 4—T A ADEE

T /N ARTEDRE

FIE1

FIF 2

FIE3

FlE 4

FIES

[T /3 A A (Devices)] # 7 @ [FFlz% T (Advanced) | ¥ 7> a V2 EHAL C.HE T U r— 9
URNANRAEERTCEET,

BT NARAREEZERT HICE UTETVET,

[F% i€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration) | > [7 /N A A 45 Bl
(Device Management) ] > [7 73 A A (Device) ] DNEIZEIN L £,

[7 /34 A (Device) | X— YV NRERENET,

[FEHIER T (Advanced) ] 27 v a v ORICH DIRET A2 (o )27 ) v 7 LFET,

[FEMIERE (Advanced) | Ry 7T v 7 U7 4 V R UBRKRINET,

Iy T =R ATy OEBEZTRT ORI BEIISC TR T 7Y r—yva v
73 A 73 Z (Automatic Application Bypass)] Z R L £9, HEV T 7V r—a 0 NARR T A

TAVRMTE Y DIRLSL ET MOV TIR ABT 7Y 7 — 3 NA/RR (33 R—
D) EBRL TLIZS N,

[HE T 7V r—3 3 > /343X (Automatic Application Bypass)] 47 3 a > # &N T2 & [
A XA L & WM (Bypass Threshold) | IC/XA XA L EWE(R U) ZANTED L9220 £,
77 A /b b BGEIE 3000 ms T AR HIPHIZ 250 ms ~ 60,000 ms T,

[fR7E(Save) | 227V v 7 L £9°,

BENMREINE T TAAAREZENT 2 ETITEEAENANTRER2N T LITEEL
TLKEEVEELKFITAA ARE~OEFEOEM (3-5 ~—V) 22 ML TSI W),

ASAFirePOWER EV 21— )L AV 3 —J 41 ADEE

FIE1

FIE 2

FE3

54+t > X :Control., {£i#

ASA FirePOWER A > ¥ —7 = A4 A & fmET 5 B2, ASA FirePOWER £V = — /L )DL EETE
HBOZ AV E—T 2 AAZADEX 2T 4 V=0 OB T HMIONWTIX B2 T ¢ V—
»DOEEQ-37 X—=U) BB L TL &N,

ASDM BLXOCLI Z AL TA v X —T =2 A AZHREL 77,

ASAFirePOWER /1 > 4 — 7 2 A RE®WET AICIX LTEHTVET,

[F% i€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration) | > [7 /N A A 45 Bl
(Device Management)] > [{ > % — 7 = A A (Interfaces) ] DNEIZEIN L £,

[ % —7 = A A (Interfaces) ] X—V NHRRINFET,
WRET DAL T —T 2 A ADRICHDIRET A2 (o) &7y 7 LET,
[f v H#—7 = A ADHHE (Edit Interface) | Ry 77 v 7 U 4 R UBRFEREINET,

[E% =V T ¢ vV —> (Security Zone) ] Ku vy 7 X UARNL MFEOEXF2 T 4 V—
IR D EIT B (New) ] Z3BIRL T LWEXR 2 U 5 0 VY —2 2B £7,
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FE 4

FRAz@E~0ZE0ER A

[ASA FirePOWER D% 5 D17 (Store ASA FirePOWER Changes)] %7 U > 7 L &7,

X2 VT4 VU BRESNET T AAAREXETT D ETIRERNERG IR B
W2 EIHEBELTLKEESVELEFITAAARE~ODERORH (3-5 =) 2L T
W),

TINA RERTENDEEB D #EFH

FIE1

FIE 2
FIE 3

SA4ty R :ALE (Any)

T3 A ADASA FirePOWER ZCIZE T EMZ T2 Y 2 — LV ERICE T 2 K4 51213, %
h%wﬁﬁ%@ﬁﬁféz\%ﬁ% N F, T A ZANEEEAFTOREE TR TR, ;@2L7 ]
NI T2 F T,

A B—T 2 A AEMELTCTAAA RV —2FHEHTHE WELILA L F—T =R A
VAR VAT TR TNAAALEDTRTDA L Z—T = A A A AKX AT Snort 7 FFELH)
THIEICHERLTLEIN,

ERETNARICHERAT BT UTETVET,

[7% i€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) | > [7 /3 A A r@@
(Device Management) | > [7 /N A A (Device) ] & 721% [#% i€ (Configuration) ] > [ASA FirePOWER &%
7E (ASA FirePOWER Configuration) ] > [7 /3 A A& L (Device Management) ] > [f > % —7 = A A
(Interfaces)] DNEIZEIR L £9°,

[7 73 A 2% BE (Device Management) ] X — Y NWR R I LET,

[ASA FirePOWER % ¥ o Jil (Apply ASA FirePOWER Changes)]| % 7 U v 7 L £,
a7 NP Ens EH (Apply) 1 227 Y v 7 L ET,
TRAADOERENHEHEI N ET,

EVE

FE 4

WBEZJR U T[T /N A AZEE O ] (Apply Device Changes)] % A 7 02 Ry 7 AT [EHDOR
/R (View Changes)] 227 U v 7 LET L WY 4 U F DI [TAAL ZAFRADOLE Y a kL
A — b (Device Management Revision Comparison Report) ] ~<— Y NER I L E T, FEMIZ OV T
T TR AEHO ) Y g VL R — O (3-6 X—V) AL T EEW,

[OK]Z 27 V> 27 L £7,
[7 73 A 2% BE (Device Management) ] “X— (2R Y 97,

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



FI3E THALARABENERE |

B = rEE08T

TNARABEOYED 3 VHRLKR—~DOFEA

FIE1

FIE 2

FE3

FIE 4

FIg5

54t R ALE (Any)
?/\42£fE@EE$XVT ML CEELZHBERL TN . T IA4 T ACHEATEE
T ZOLR—MNII BEDOT I I ATV ADORTEELE LEHEABOT I AT v ADHE &
@Fﬁwﬁibwﬁmfﬁréﬂiﬁ_m XD BREDEEN T — 2 RETHENTE
e

EFEEAMEBRARDT IS4 7 RELRT HICRH . UTETVET,

[#% & (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] > [T /N A A % B
(Device Management) ] > [7 /N A & (Device) ] F 7213 [#% i€ (Configuration) ] > [ASA FirePOWER 7%

7E (ASA FirePOWER Configuration) ] > [7 /3 A A% Bl (Device Management) | > [ > # —7 = A A
(Interfaces)] DNEIZEIR L £9°,

[7 /N A A B (Device Management) | “X— U BRI R I N E T,

[A % %1 (Apply Changes) ] #27 VU v 7 L 7,

[7 /34 AZHE O (Apply Device Changes) ] N> 77 7 U 4 VU RUBREKRENET, 777
AT AN HATORAE TR T X [Z2 5 % 3@ H (Apply Changes) ] 78 # X E D F £ (T
Y ET,

[ 8 D FoR (View Changes) | #27 U v 7 L £,

HLWT A R [T AEEOL E Y 3 kL R — b (Device Management Revision
Comparison Report) ] _X— Y NERRINFT,

[Aii~ (Previous)] & [IR~(Next) 127 Vv 7 L C.BEDT T T AT ADERTE L EF#EAEL D
TTTATVADE ﬁ&@ﬁ@#mf@%ﬁ%%mbiﬁ

MENZJE T T VAR — R~ @ PDF N —2 3 A AERCT 2121 [l L AR — | (Comparison Report) |
w7 Vw7 LET,

JE—FBEBEDERTE

GE)

54t R ALE (Any)

» HFirePOWER V' AT LT T T ATV ALEBIOT 77 AT AZFHAEICERTEDL L HI2T 5
WX EDRNZ2 DDT 77 A7 2 ADORICK G MO SSL Ko bldfgF v xvzty b7 v
THOVENHY T, Z20F v 2V EZHALC R ITDOT T T AT ANRREE AR MMEHRE
HELET AN TRATEV T4 ETH.2OF YRV EFEHLET, ZOF ¥ 31 VIE T

7 v kTR — b 8305/tcp (LB L £9,

BTERI RO T ST AT 2 A, > F D Firepower Management Center CEIT 27 /N4 X EiZix, U
E—MNEHERETOMLERNHY T, VE—NEHRERTE LR EHAT S 747 AD
Web A2 2 —7 = A 2L CTEHENRET 7747 A2 REAREICBMTE £7,

U &— b BB & MeSr L C . Firepower Management Center |Z Cisco ASA with FirePOWER Services %
ok L 721 . ASDM DX U |Z Firepower Management Center 7> 5 ASA FirePOWER £ = — /L
EERTOMLERD Y ET,

Cisco ASA with FirePOWER Services 0—H JJLEBEBEH 1 K
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FIE1

FIE 2

FIE3

JyeE—rEEoRE M

2O0ODT I AT v AMOBIEEZAREICTA-DICII . T T IA TV ADNENWER T HFEEY

AL 2T 0 £ A BIELZ AT 572D FirePOWER & 2 7 ATl 3 DO I HEA{# 1

Liba‘o

o HWEERMITANEBDT TIAT L ADKRANLEFIZIP TR L X
NAT BBEE CII N —T A VT REERT RV AN 5 — DT 7T AT A0 ELTYH,
VE— MEHARTECT O FRI3BHART 7T AT A2 BT HBICIE AN F
IZIP T R ZADOWT I ERETHAHERDH D 7,

o AT ATOICHOCARESND K 3T LFEORMBTFIT L D5 kF —

e FirePOWER ¥ A7 AN NAT IRIE CBIEZMN T H1-OICFIFATED A7 varo—FED
HHIZ K D NAT ID
NATID (X EEXMNRT ST AT v ABERTHT-DIFEH I N TWDTXTO NAT ID DfH
T—EBTRITNIRY A,

BHLRI ST /N A 2 % Firepower Management Center 28§k 5 & 2 —FRERL 27 7 &R 2
Y=V R =BT ATEENET L BRLET 78R a v br— R
U CHENSNOEREICUER T A ART NAZTHDNI 2> TORITHIX. 7T 78X =
Yha— RY —omHITRBL £7,

O—AIWTF7FSAT7UAD) E—FEBEZRETHICIK UTEITVETD,
74+t X:Admin

[7% & (Configuration) ] > [ASA FirePOWER % 7€ (ASA FirePOWER Configuration) ] > [ — % /L
(Local) ] > [#% 7€ (Configuration) ] > [ %k (Registration) ] DJEIZIRINL F 7,

[V &— b &P (Remote Management) | “X— U BNFR R I N FE T,
[~ — ¥ OB (Add Manager) ] 27 UV v 7 L £,
[V E— h&EHEHDEN (Add Remote Management) ] X — Y NF /RS E T,

[ B A b (Management Host) | I, Z DT 77 ATV AR EHT B-DIMERT 77747
VADIP T RV AFETRANLEASLL £7°,

RANLIT ZREMN AA L F-iZe— /L DNS THER IP 7 R L AR SN A4
‘(C\j—o

NAT BRI CIXEEHMRT T I ATV AZBMTHEICIP T RV AELIEARA NG ERET D
FEDHBAZZTIP TRV AERIIHRA N EZRETHALEIIL D FHA, ZDHA,
FirePOWER ¥ A7 A3t CTHRE I N5 NATID i L T & %% ASA FirePOWER £ = —
N A B =Tz A A LDY F—h v %=V ¥ 2L F9,

FE 4

FIE 5

FlE6

Iy hT—ZTIPT7TRLZ2DEIY S TIZDHCP ZfEHL TWABEAIZIP 7T R L 2 TiER <,
RANLEHERL 9,

[ k% — (Registration Key) ] 7 4« — VNI T 7T AT AMO@EEE2E Y T v 7 T80
T o BEF—2 AL £,

NAT B285: DA51% ., [[EH NAT ID (Unique NAT ID)] 7 4 —/V NI 77 7 A4 7 » AR OE(E %
Ty Ty T T HEDIENT D REFIC LD —BDONATID # AL 7,

[PrAF (Save) | 227 U v 7 L 7,

TTIAT UV APHAEICBETEL 2 L2+ o L AT — 2 A& LT B (Pending
Registration) | NFE /RSN ET,

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



FI3E THALARABENERE |

B = rEE08T

FIE7 BHEUTSIAT L ADWeb 2—HW AL F—T 2 A ZHHHALT.ZOT I IF3AT 2 A% R
BEIEML £,

S

(GE) NAT 2T -HONA TXAFZE VT 4 BETIZ. T A AD Y E— NEHREZ AR
2T BERIC, B & U Firepower Management Center %~ 31— ¥ & L CBML 221
RO 20WEELH D £ 58I OV TL PR — MZBRWAEbELIZE N,

) E—F BEHOEFEE
SA4ty X :AEE (Any)

BHU T T IAT U ADKRANGEIZIP T R L ARRET DT U FOFIEEZHEHAL £,
FREHNT T I7AT L ADRRLEERTDH I LY TE 9, FR-4 X, FirePOWER & A7
ADALTHEFANNTORMEAEINET RANEET T TAT L AOR L EL THERAT S
L TEEITNMORRLAEANL THRA N BTEEINEEA,

JUE—FEBEZHRETSICIE UTZITVET,
749t X:Admin

FIE1 [ (Configuration)] > [ASA FirePOWER 3% i€ (ASA FirePOWER Configuration)] > [=2— 71 /L
(Local) ] > [F% i€ (Configuration) ] > [%%#% (Registration) ] DNAIZIRIN L F -,

[V &— b & (Remote Management) ] “X— Y BNFRRI N FE T,
FIE2 VE—MNEHREZRET DIV YOBICHLIMET M2 (o )E27 Yy 7 LET,
[V & — h BELO L (Edit Remote Management) ] X — U B R RINFE T,
FIE3 [4Ai(Name)] 7 4 —/V R T EHUT 7 I ATV ADERRLEERL £,
FIE4 [FAFHost)] 74—V FTEHMT ST A7 ADIP T RV AETTIRA N GEETL £,

ARABNLIT ERBERMR A A4 F/iTa— /L DNS THEZR IP 7 R L ARk 5480
<9,

FIg5 [{RfFSave)] 227V v 7L £7,
EENMEFESHET,

Il Cisco ASA with FirePOWER Services O—h L EEBBRELH A F
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JyeE—rEEoRE M

H—/\_ T® eStreamer eStreamer % E

FIE1

FIE 2

FIE3

FIE 4

514t > X :FireSIGHT+ Protection

eStreamer — XL L TCHEMAT AT 7T AT AT eStreamer A X2 s DIE T T AT 2 b ~D
ANV —LEBGET DI ZORNS AR N2 747 2 MTEET S X 5 12 eStreamer
P—RNEREL. 7 T7AT 2 MNMIBETHEREFREL CLBEEZMEELT S & XITHEMAT 538582
VTR VEAERT DMERD Y £,

eStreamer 1 R b 24 TDEH/E
FRL7ZT T A7 MIZ eStreamer T — XN IEETELARNU N X AT HHIFITE £,

EHXI T /N A A F 721X Firepower Management Center DN U THEH A[REZ2 A X2 b X A4
X UTDOEED TT,

« BAA~NLE
« BASNU | Sy h Feg
o BAANY RBEIFE—4

eStreamer [CE D CEESNBZ ARV DAL TERET S5

[#% & (Configuration) ] > [ASA FirePOWER % 7€ (ASA FirePOWER Configuration) ] > [©2— 4 /L
(Local) ] > [#% 7€ (Configuration) ] > [ %k (Registration) ] DNEIZRINL F 7,

& &k (Registration) ] X— Y BRI NFET,
[eStreamer] ¥ 7 ZiZIR L F 9,
[eStreamer] X — Y BFERINET,
[eStreamer A X2 k£ ik (eStreamer Event Configuration) ] @ T T, eStreamer 7> 5 ERILD 7 7 A
Ty MIHEETDARX NDOIAT ORI O DT =y 7 Ry J A%A L £,
EHXI ST /N A A F 721X Firepower Management Center C, /K DW TN F 721X R TEEIRT
EE
o [fRAA 2| (IntrusionEvents) | AR A A X F ZEEL £7,
o [IRAANRL K /347w b 5 —# (Intrusion Event PacketData) ]: {2 A A X MMZBHEAT T H U
ey hEEEFELET,
o [RAAL NEIT —# (Intrusion Event ExtraData) |: HTTP 7 2 ¥ £/-Xu—K 7
THEH T Web h— S ZHHE L TWD 7 T AT FORETIPT KL AD LD REAA R
MZBHET T O BINT — 2 2= EL £7,

~

GE) T iuid.eStreamer b — \RIEFETEDLAXRV N EHIEITEZ LICTHEBRELTLIEE W, 7
7 A7 v M. eStreamer 1 — NIZEETHERA Y BE—VTRET LAV N X AT %
BARINCESRT 2 R H D 3, 55DV TUX [FirePOWER > X 7 A eStreamer
Integration Guide % 2L T2 &V,

[fRTE(Save)1 227 U v 7 L E9,
REDRTT SV RINL 72 A4 X b 3 BERIFIZ eStreamer 7 7 A 7 2 MRS N ET,

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



FI3E THALARABENERE |

B = rEE08T

FIE1

FIE 2

FE3

FIE 4

FIE 5

FlE6

FIg 7

FIE 8

eStreamer ¥ 54 7> k ORI D BN

eStreamer 73 7 7 A 7 3 M T eStreamer A X2 N & E(ET DI, F DREIT, eStreamer ~X— VN 5
eStreamer 4 —/XDOET T —H RXR—R T TAT U M EBML TEBMLERH D 3, F/=,
eStreamer — N K o TAER I NT-FIEGERER2 7 747 MIabv—32304ELH D £7,

eStreamer Y S A 7> hEBMT 35k

[5% /& (Configuration) ] > [ASA FirePOWER 3% & (ASA FirePOWER Configuration) ] > [2 — 77 /L
(Local) ] > [#% i€ (Configuration) ] > [ %k (Registration) ] DNEIZRINL F 77,

[& &k (Registration) ] X— Y BRI NFET,

[eStreamer] ¥ 7 # IR L £9°,

[eStreamer] X — Y RFERINET,

[7F A7 > bk DYERL (Create Client) ] %27 V v 7 L £7°,

[7 T AT > b DYERL (Create Client) | X— Y NFERENET,

[4 A k4 (Hostname)] 7 4 —/LV K T eStreamer 7 7 A 7 > B FEITL TWVWAHRARNDE AN
ik@m?va%AﬁLiTo

~

GE) AHRAMLZFEHATIEE eStreamer V— N IR A % IP 7 R L AR T 5 SLE N
%Uif[msm&%&ﬁbfm&w%éw%m_ﬁﬁﬁéﬁIPTPVX%@%#%M
BENRH Y F9,

FERAET > AN EREEALT D ITIE VXA Y —F (Password) ] 7 4 —/VRIZ/XAT—R & AL
Ee I

[PrRAF (Save) | 227 U v 7 L 7,

Z LT, eStreamer — N3, A A k2 eStreamer —/N EO R — b 8302 1T VB RTHI L A&
BRI 7 T AT > MY — "GRG AT 238G EiE A EEZER L 3.0 LW I 4T > b
M [ A b4 (Hostname) ] @ TIZFRIR S V2 IRBE T, [eStreamer] X— U RHFFR RINET,

TPITAT LV MDERANLDORICHAF Yy a—R T A4a ()27 )y 7L CGFHEZ 7 A4
NEZTra—KLET,

SSL BBFEDT=DIZ 7 T AT S AMERT 20757 41 27 v VIGGEHEY 7 A VERFEL £97,

INT. 7T AT bideStreamer ([ZHEHETE 5 L 91070 £ L 7=, eStreamer Y — 1t A % FH i &)
THLEEIH D A,

IITAT DT 7 AEROETIZIE BIRT 2R A NOBIZHLIH8IRT A2 (Q) %27
Vw7 LET . eStreamer VY —E R EZFEHNTAHAILBELTH TEA T 7 EBRIEEBICERVIES
hij‘o

Cisco ASA with FirePOWER Services 0—H JJLEBEBEH 1 K



7O RXRarvhkra—J)LRYS—DEE

FIOERX 2= KR VAT AN NI =T EDNT T 4w 7 BB S A
PEL £1,4 ASA FirePOWER £ =2 — VICRFICHEHEATEZ AR Y > —i13 1 7T T,

EOLHEMAT 7R aryban—= VRIS —1Z. TOF 730, T2 a2k ERL TTXTO
N7 49 7 EBNBLET , ZDT 74NV T2 a i T R_XTON T T4 7 BIBRDA
VAR arETLTIE Ty JEIIEET O LD ICEET M. H DV RBANR RN
o749 I HA L ART L arTHEICEETDHIENTEET,

Action: Trust Al Traffic
(noinspection)

| nzarming Access Control [ rtrusion ot
Packet [ ] Default Action [ | Inspection —dtrr?r:llgead—- Destination
Action: Elluclk All Traffic =
fno inspection) &
1 %

NI T4 D7 0=l BEEZ D ENTEDIDT. A TAVERENTZ ASA
FirePOWER £ = — /L2 F THHIZ LICHEBEL K E& W NI 7 4 v %7 0y 7 2138
FIAHLIICEREINET /R arra— L FBY L —% Ny TR INETNA R
WHT DL, PTHLAWRERIZRDZZENDH Y FT . HBAICL> UT Ny v 7 IR SN
ASA FirePOWER €Y 2 — /L ~DA LV T A VBREDOHEHN NV AT LMLV EGEINDIZ L H
D ET,

COBETIH EMAT /7R arro— 0 RN —FERL CEAT 2 HFECOVWTHAL £
TEL ZOBEII. T /A 3 b r— L R Y — OGBS A R 5. b
R bEEN TOVETEEMIZOVWTIX U TFEZERBL TL7ZE N,

s T/RAR AL IR—ADT AL ABIU R —VE (42 X))

o HAMZRT /A arbr—L KU —DOfER4-3 =)

o TR aribu—L AR —DFH“4-8 =)

© TIEAarER—L R 2Ok 49 <—)

o KELIEARY v —DEEIZONT(4-14 X—)

o REEEOREH (4-15 <—)

o TR arybu— LRI — L= LDKT TN 2—T 47 (4-16 X—)
o HEDT /A AL ha—ABEDLHR—F DER(4-20 2—)

© T/EA PR RY YO E-21 =)
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F4E 7RV EO-LKRYS—DERE |

W 75€xarr0-LOSAERELUO—LEH

TR T 7R aryrra—L R — X X2V T4 AT VP2 A TF—F|2H SN
ThIT 74w P57 T 7 VARNBREBRTALHILENTEET  EBWK. TV ERX I22p 72—
=L TC Ry N —2 v I T7 4 v 70uaX 7 BL OB AZMN < HIETSZ &N
TEFET . INODON—LTHEMTLHEETL N ETVETABERORLELHEHL TN T 7 1>
JEBAEBIOBRETCEET. TR arba— L R —OFHEMRES 7T a T E
BRI X7 =< A BIOFOMO — R TEEHETE 4,

R T 78X arbr—)b K U—Z2FERL %I EAORMREICEDY CHET 2

BN T ROFEZZI|L TIEE W,

o EX2UT 4 AT IV ADIPTRLA L 27— avaEHLETSY 27U X
R (5-1 R—D) TR EFOLE 27—V gy AT U P = RTHS W T & B E
T Ty 7Y ARNBE (T ey 7)T B HEICOWTHAL £97,

o Xy FT—IH/HRI—BIORARI —IZONT(18-1 =) TIL. T AT LDEA
BB L OB IO —H LT Ry P Y= BB L OMEARY & —0334r > | Z R
PRLUMEERT B HIEICOWTHAL £7°,

e TUEBARAaL I ua— )L L—VEHHELIEN T 7 4y 7 Ta—0#HEK(6-1 X—)TIE. T
IR arha—)b )b— L2 Lo THEED ASA FirePOWER £ = — VO xRy N T —7
NTT7 4w 7 EEXOMN AT D HFECOWTIHRHL TWOET,

e BARIVV—BILOTZ7 7 ANV FRY—2FEHLENT 7 0 Z7O®IEI(11-1 X—) T,
BBROE T A EZRAR) O —BL 0T 740 KU —0NRMT 2 FIEIC O TRAL
FT.ZOETANI N T 7 4 I BREOR BB ET LRI EBAEIEEINTET 7 A
N BV =2T752BHEL T ey 735 var)l Ll TEHRLET,

7oOXaAbO0—=ILOTA4 o RAELUVO—)LEH

TR arbha—)LRY 2 —IL, ASA FirePOWER £ 2 — /D ED T A A THIEMRT
XFETHN.ELOEETIE. RN —2HEHATHRNCHEE R T A B AZBMNITIHILERLY
iﬁ‘o

FEMIZOWTII. T 7R 2 b ma— DT A A (42 X—V) ESHL T X,

TR A FA—ILDOSA LY REH

Tr7EvA ar kr—n RY T —T. ASA FirePOWER £ 2 — /LD ED T Ao A THIEKT
XETN. T 7R 2 b a— O —HMOBEEZITOIZIZ. A U —%#@HT HE. 7 A
AT DR EOHKREEZ AT HLERDH Y £,

BERECYHR—F SN TWRWEEIZT. ZBET A a0 BLOHELX AT/ KAy 7 ATRE
NET T, 778X ar b= RKI == DN T TN a—T 47 (4-16 X—
D) EsRL TN,
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| B4E 7FHERaAV ORI —DHH

EXMET7 IR avbo—L Ry —0kExk B

WKORIZ. T 7R arr b= R NI —%2EHTIHZDDOT A2 ABELEZTHL 9,

F 41 FOEX I FO—ILD5 1t I EH

UTZEFTH7o9Xavbro0— LRI —%EATS
BE SR
V= Ky U= ERIFR—-MIESWTT 7B X 2 (& (Any)
ko — v EFETTD

Y5 )L URLBLOURLA 7Y =2 &ML TURL 7 «
NH YT FITT D

NETEHT — % BIEIC £ 21356 O E/IKE) IS T T 7 |[{£E (Any)
R aryhun—LEETTS
BABREB I OMRAB#E, 7 7 AV, F/2id&'F% =V 7« |Protection
ATV AT 4NE) T HFEITT5
EER~LT 2T E L TRy N =27 _R—2D~< /L7 = |Malware
TREBLION T oy JE2RETT D
a—YHIE EXT 7Y r— g Ul EFEITT S Control
BTV EaTr—vary T—FX%&MHL TURL 7 ¢/ |URL Filtering
BV T EFEITTD

EXMG7oEXarbrA—IL R —DER

542 R ALE (Any)

LW 78R aryba— L K —2FERT BT ZORY > —IZ—EDLARIZ 1T
T 774NV T2 avaRETIHILERGY T, 2ORFRT. T 7408 77 arick
Y .ASA FirePOWER £ =2 — /VE T X TCORESLENTWRWEN T 7 4 v 728D X 95 (2L
THOMPRESNET, T 7 47 7u—|lHEBTLIZOMOREF.ETEML £,
FLWARY —ZERT 2 & XX ROKNIRT LI EBLRDLDA AT a7 L TT
RTOMNT T4 7%Tay 7T50.H5WE, &]\75#@1/\7%]\774 v AL ANRT T g
VTAEICT I AN T IV arERECEET,

Action: Balanced not
— Intrusion = Security & —droppeds{ Destination
Prevention |Connectiity | by IPS

[ncarming | |Access Control
Packet Default Action

|
Action: Block All Traffic
(no inspection %

1 i

Evk WHTTr7EA b= VRV —%ERT258IE. N7 7 v 7 2GEHETDLIZEET
THNE T arb L TENTEERAT 74V TITRTONT T v 7 ZEHET D
BT ARV —FER LT BT 74V s 72 a B2 EBLET,

FHOT 722 2=V R v—%ER L0 BGEOT 72 arta— LK) v—%
FELIZD T2 [T 7R 2 b r—/L KU —(Access Control Policy) ] ~X— ([/R U
v — (Policies)] > [7 Z & A @2 b m— L (Access Control) ]) Zf#H H L £,

Cisco ASA with FirePOWER Services O—A LR TEH 1 K
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F4E 7RV EO-LKRYS—DERE |

B 2xpiEFoeRavbO—LEYS—OER

FIE1

MBEZIS U TSP S Y AT LIZATHE L T Default Trust All Traffic & V9 ZLRTOR Y o —
PHEALFOVEEL-Y TXET,

7YX arvra—)LRY S—DEREF:

[F% 7€ (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [R U 3 —
(Policies)] > [7 7 & A =¥ b v—/L 7K U — (Access Control Policy) ] DJAIZIERIN L F 7,

[7 7R 2k v—/L iKY —(Access Control Policy) ] X—Y BNERINET,

FIE 2

FIE3

FlE 4

FIE 5

Z @ ASA FirePOWER £ 2 — VG EEFEORY o —42 o' —4 20 £72 13D ASA
FirePOWER £ 2 — /bR v —%2 A VR —F T2 TEFET AV —2aE—15
i ae—=7A4ar(NE 7V 7 LET ARV —F AU R—F T DL RED A KR—
FBIRT 7 AR—F (B-1 X—=) B L TLLEE0,

[#H LR Y v —(New Policy) ] #7 U v 7 L £,

BILWT 722 2> ha—/L R Y —(New Access Control Policy) | Ry 77 v 7 v 4 Ky
MERIINET,

(481 (Name) ] IZ— B DRV o —£%%E AL A7 3 T [FiH (Description) ] IZAR U ¥ — D7
HEANLET,

FIRIATREZR T R TOXFEMEHATE FT, ZHUCE AN EBE LT L EENET BN B 5L
T EIanr () FREEy a ((DIERATE ERAALAMNCEI R LEL 1 DDAR—
ALSDLFREEN TN DLERD Y £7,

MW7+ NV T 7 arEEELET,

o [T RTCHOMNTT 4 v %7 vy 7 (Block All Traffic) ] Z3&IRTH L [T 78RR arbr—
VT RTOMT T 4w 7 %7 1w 7 (Access Control: Block All Traffic) ] %5 7 /v~ 77
artThHArRY —MMERENET,

o [{2 ABSH (Intrusion Prevention) ] 23R 325 & [[RAH: T 20BNt x=2) T ¢ &
##%¢ (Intrusion Prevention: Balanced Security and Connectivity) | 27 7 /v b 77 g v b3
HARU T —PERELET,

VAT 74 s T arEBERRTAFIRBIOBRTENEELELET S FIRIZONTIE, Ry b

T—20 NI 74w 71T DT 7+ NDWME L A AXRT 2 a VOFRE(4-5 =) 25

LTLZEW,

[ASA FirePOWER D% 8 D17 (Store ASA FirePOWER Changes)] %7 U > 7 L £7,

FIrEA Y PR Y 2T 4 FBRRENET H LR Y L OREFEICONT

F T 7R arbu— R r—OfRE@-9X—D)ESRL RSV R r—2 A

THITEA T OMLERDH D Z EICHERL TSIV RELEDRERE (4-15 =) 2SR L

TLEE,
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| B4E 7FHERaAV ORI —DHH

EXMET7 IR avbo—L Ry —0kExk B

— — — o
2YRT—=D bS5 T749 (1289 H5T7AINDUBEL AR
~ E [ —|
aVDETE

SA4t2 R AT E (Any)
TR arru— R —EERTIEEIE. T I AN TV arEERTAILERD
DNET . 77ZAarhua— LRI —DOF TN T 7 a 02k WRICEYLT HEE
SN T 74y 7 EREESLEINTW WS T 7 4y T h VAT MIIED K S ITALET
DN PRES N ET,
o TXaUT 4 AT IV AL TT T 7Y ARBEINTWRWNT T 4w 7
o RUT—HNOEDNL—NIZHL—HE LW T 7 4w I (bTT7 4w 7 OREL X TIIT
IM A EIIREIZIL 2 WVWE=Z L— L &2 R<L)
LER->T 7 78A 3y bu— b b=V E3tXa T4 AT VY= AORENE
NTELP HELENTZ N T 7 4y 7O SSLARY > —%2RHERWT 7R a2k
g—/L R —ZFEATAIES. T 74NN T 730280 2y N U—7 FEOFNRTOR
T4 IMEDLIITNEEIENDIDNRFED FT  I6RDHA AT a7 L TTRT
DI T 4w Tk T oyl ERIIMEETIN.HDVINIBANLZDNNT T 4w T hk A AN
JvarTHhlERTEET A7V arEaROKIIRL £T,

Action: Trust All Traffic
(ho inspection

Y

] Action: ) not
Ir;::gg:arlg ] A[:?gfzi?tig?igﬁl — I rtrSion —e| In;r;_:;a;nn Fdropped-s= Destination
Frevention ¥ by IPS
I
Action: Block All Traffic
ino inspection) =

2

WORIC.SFESERT 74NV TI73arNhT7 4 0BT HEEZRL &T 7 4V
N7 273 arTCUEBEINDNT T4y I TERITTCEDBAS L AR a v DE AT 2R LET,
T7HIVE T aryTUBEEND N7 7 4 v 7R LTI 7 7 ANRTN T =T DA A
Ry g BRI TERVOTEEL TLEEW FEMIZOWTIRBEARI Y —BLO7 7 A
NARY)—ZMHALZN T 7 0y ZOHIEI(11-1 =) 2B L T EEW,
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F4E 7RV EO-LKRYS—DERE |

B 2xpiEFoeRavbO—LEYS—OER

#4-2 FOVI I ,PO—I K S—DTI4I+ PO

FIAILETY AVARGY Y RATERY
ayv FS3740v 0120 L TITS R -

TR arvbao— |[FNUEOA L ART T g 134T |72 L

LT _RTCOT bticroay 745

T4 T T ay
TR arybue— [FEGEMOA L AT a7 |72

T _RTOR T L T f&sa S I3 Al)

7 4w I EIEE

EINL:l A—PFPRBELEEART O —IC [BAKELEZEBARY O —B X
BT HRY P15 OB #ET 28ty &2 FEH

(Protection 7 1 &2 AN E)

KOHNTI FTRTCDIN T T4 v 7270y BT RTCONTFT T4 v 7R EBT 74V 8 7
JvarEmRL TWET,

Acrcess Control: Access Control;

Block All Traffic Trust All Traffic
3 Traffic blocked o Traffic allowed o
¥ File Inspection ¥ File Inspection bar
¥ Irtrusion Inspection » Intrusion Inspection %

UToOMIZ BABEOT 7+ 77 arZRrl TWET,

Intrusion
Frevention
[ | |
passed by dropped by
intrusion policy intrusion policy
\ I
W Traffic allowed 3 Traffic blocked
¥ File Inspection ¥ File Inspection
& Intrusion Inspection & Intrusion Inspection %

MHTT 7 A aryba— ) KR —%ERT BT T 740N T2 arTREIND
Bioa X 71X 7T 7 4V N TR ETRAAN ATV a UV EEITTHT 740 B
TIvarEERTLE T T AN NORALEEEY P REIRLIZEARY > —IZ BEIICE
BT ONET RV —ZER LRI N6 T arolbE 50 . BT 7 41 b
TrvarvAKEEETEET,
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| B4E 7FHERaAV ORI —DHH

EXMET7 IR avbo—L Ry —0kExk B

FOERAL A= RYS—DTIANE THOaVEBEA T aVEEETTHICIE ROFIE
=RTLET,

FIg1 [#%E (Configuration) ] > [ASA FirePOWER #% & (ASA FirePOWER Configuration) ] > [R U 3 —
(Policies)] > [7 7 A =¥ h v —/L 7K U — (Access Control Policy) ] DNRIZIERIN L F 9,

[7 7 ®A 2> ha—/ R —(Access Control Policy) ] X—Y NERENFET,

FlE2 BETHT77®A I bu— VR V—ORICHIMET A2 (&7 Vv LET,
Tr7RAaryiua— L R)— T 4 XRERINET,

FIE3 [T 74k 727 3 (Default Action) ] Z IR L £7,

o TRTONTI 74w 7a7 0y T BRI (T 78R arba—:3_XTONTT 4 v
7 %7 1 7 (Access Control: Block All Traffic)] Z &R L £,

o TRTDIN I 7 4 v 7 2EHTIEAFI (T /A ary o= I _XCONT T 4w T %
{£#8 (Access Control: Trust All Traffic)] ZEIR L £,

e TRTDOKINTIT 4w I EBRBARIV—%MHHALTA LU AT v a T AL RARY
V—HBIRL T EARNT =X I Rb [1E AR (Intrusion Prevention)] & V9 T ~L
TIHFEVETRARI S —ICLoTRN I 74w IR T vy 7 SNDLAREENRS D Z LI2TE
BELTLEEN,

FE vAa @*ﬁ%%b’%?ﬁ%éﬂfi%é\%%%\Experimental Policy 1 A LR NWT < fiéb‘o D4
Za T BRBRAICZORY) =&AL £,

FIE4s BABHOT 74NV T 7o a BB RUEGEITERT A2 ()27 ) vy 7 L BIRL
BARY O —ICBEMfITF N TWAEREY NEEEL £,

FRENDIRY T T v T T4 R T HLWE, Y FE2BIRLTOKI 227V v 7 L %7,
WMET A (B 7V v 7L TRESNRTWVWAER Yy FE2HLWY v F o TRET 5
L TEETEREY FEZERLRWEE VAT AIT 7400y FEERHL £,
FEICOWTIE By F OEAEQ-15 =) EZSRL TLEE 0N,

FIES X7 TAa(LNEI7Vy I LT T4V Ty aillo TR ENDHERO X
VI AT arEEELET,
— BT LRI E OB LK TR VISR TE ET L L VAT AT Ry 7 3
2RI 7 4y 7O TRER 20X 7 T& EHALBEHD 1 7 (X, ASA FirePOWER £ = — /b
AR Ba—=T IO AT 2 v (syslog) . £721X SNMP k7 v 7 H— N |ZFLEk T & %
TR OVWTIE . T 7 ®8A 3 b a— DT 74V bk T 7Y a0l ko TIEE S 5 6
DOurF T (36-13 =)L T LI,
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F4E 7RV EO-LKRYS—DERE |

B 75&xavr0—LKRYS—DER

79X arvrao—IJ)LERYS—DEHE
54> R A5 (Any)

[7 7 EA 22> b a—/L R Y 2 —(Access Control Policy) ] ~X— < ([f% i€ (Configuration) ] > [ASA
FirePOWER 7% 7€ (ASA FirePOWER Configuration)] > [7K U — (Policies)] > [T 7 X =2 |

17— 1 (Access Control)]) TIX . BWAED I AL L T /A arybu— LR —% F£KRY v —
O ARDUCBET DR E b ITHER T £,

I—HER LTI AZ L RY S —ITINZ T 7 AZ L R Y S — Default Allow All Traffic 733
AT HE S TREESN. ZNEREL TEHTH LB TEET,

[7 7% A a2 s a—/ iKY —(Access Control Policy)] ~— LA 7 v g v &2MHL TOK
DERIZHDHT Vv arywEiTcEEd,

#4-3 FOEIX T3> FO—)L iKY S —DEBLEE
B B SHR%
HLWT 7R arybo—i  HLWARY KRBT 7R ary b e—L R RY —
RNY o —%EKRT 5 v — (New DAVERL (4-3 X—2)
Policy)] % 7
Vw7 LE1,
BFEoT7T /782 arybbu—v |RET A2 TR aryha—)LRY—DRE
R —%wmET D (eNZEZ7Vy (49 =)
7 L9,
TUEAaryha—)LRY WHT7T A2 |REEEDORERM4-15 =)
% EEAT 5 ()& 7 v
7]\/?#0
T/7EAarbr—LRY TIAR=F T REDOT I AR—] (B-1 =)
V=% AR—hLTHIO Az E7
ASA FirePOWER £ = —/2 |V v 27 L %1,
AR —FT 5
TrEAarha—1L R LR—F T A | BEOTIZERA a2 g —RHEDOL
T—DBUTOMRREEZ ) A |ar(1=)&2 2 |R—F 04k (420 2—)
4% PDF Z#F 7% Vo7 LET,
TIRA b a— R [(RUL—Dt |72 arbha—L R —o0Hik
v—EHT 5 % (Compare (4-21 <—¥)
Policies)] & 7
Uy 7 LET,
TooEA L hr—L R HIER 7 A2 ()& 27V vy 7L R —%HIR+TAZ &
U—%HIBRT D FHRLET . EHINET 7R 3 br—L RY T —
FRFREEHAL TWAT 72 ary ha—L RY —%
HIFECE £¥ A,
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| B4E 7FHERaAV ORI —DHH

ForeRavro—LRyo—nEse B

TR Ay bA—=)LERY—DEE
54> R A5 (Any)

LT 78X arba— R =410 HERT 25817 78R 2 br—L R
Ve T 4 AREREN b=V (Rules)] X T INT d—HASNET RO HT-ITHER S
NIERY =% R L TOETHLVARY & =23 — AR ZDMOBEN EEFIEL 220
DT 7FHNVE TI7adlloTINTOREEALINTHRNTXTOR T 7 (w7 DNLE
SNET ZOHE T 74NN T 73 L RS ISFF AT H AN, & AT AT Lo TR
SND [(NT U AORNT-EX = VT ¢ L #Efi (Balanced Security and Connectivity) ] 12 AR U
V—EFEALCrN T T 4y 7 EREL 1,

Simple Access Control Policy

inspects all traffic with a balanced intrusion policy

[ Rules I Security Intelligence I HTTP Responses I ﬂd.\ranced l

) Add Categary ) AddRule  Zearch Rules

So| Del So| De
# MName Zo| Zo| Me| Ne| Us| Ap|| Sre De| UR| Action K G2

o

Administrator Rules
This category is emoty
Standard Rules

This category s emoty
Root Rules

This category is empty

Default Action Intrusion Prevention: Balanced Security and Connectivity "

Mo data to display Page 1 of 1 [

ig4224

=V DB E Z4TH 12X 7 7 8A avybu—nL R v— 57 4 XEEHL £7,
DY AT AL ATRERR Y ¥ —REICHATDIEREFLEML TWHET,

£ i1 (Name) & B8 (Description)

RV —DLARIEMAEZETTAIIE ELETH7 40— VK27 Vv 7 L. BILWARTET
WA E AL 97,

XU F 4 42F YT 2 X (Security Intelligence)

X2 VT4 ATV V2 AL EBEBEOLDLA L F—Fy N 2T VICHKT D RO
5= A2 T4, ZOMREZHENT 2L KDL 2T —Yay AT )P AES
WO BRI ZRNEIC T Ty 7 VA RNBER(T ey 7)) THZENTEET HERY V— A~
DRI 72T 7 B AR T DD T T v 7 VANMIIAZ LRI ARN) ANTLEE
XTEXET, 2O T T4 7 TANEV LTI N—NART TN T IV aeadd)

THDOEDRY S — R—=ZD AL AT ay PN T 7 4w 7R Y 0 & HRIZITH
NEFT MOV BEFXF 2V T AT IV ADIP TRV A LE 27— gy
EEHALET 7y 7 U ARNRERG-1 =) 2R L TLEIN,

Cisco ASA with FirePOWER Services D— A L EHETEHIF 1



F4E 7RV EO-LKRYS—DERE |

B 75&xavr0-LKRYL—DEE

JL—JL (Rule)
=LA T Ry h T =0 T 7 490 72 ZOMLAUETLHILENTEET . TV
A ayvba—LR)—HNOEZENL— I I DB WBRELBZE SN EET, AT AT —
NESDFRIETENSIEIC. 7782 avysa—L ) b—LVE b T77 47 LRAELET,

WFEALE DA VAT A, TRTOV—NVDEENRN T T 4w 78T DA LD
TIRAayra— L L= TRy NI —F T 7 4 v 7 ERFLET. ZNHD
EHCFE X2 VT V= Ry U7 I MEANME R — 777)/7“—“/5
VVERENZ URL, 22—V RE TN 3, &0 Hiflicb ML RETE 7,
FHEOHEHIZIZ.ZOHEAEHEDT A B ANKETT,

L= E BN OB BB 7 o v Z D T EIRE T AT, [V —/L (Rules) ]
E7EHEHLET. MOV TIZ. T 7R aryha— L b— L EHHALIENT T v Y
T —0OFE(6-1 =) BB TLLEIN,

F I+ I+ 74 3> (Default Action)
FIHNE T I a i Exall T ATV A2k TT Ty 7 U A RBERS
NT NV ThoT7 78R a2 ha—)L b—)LZHL —FLRWNT 7 4 v 7 &S AT AL
BT AHEZRELET .S 7408 T2 ar 2lHT5E T _RTONTFT T 4y 758
BRBA VAN a LTy 7 £RIMEET I H5 WV BANRRO T
T AT A AR aryTAHIERTEET . T 74N T aildo OB
NoHEROuX UV ERENELITESICTE ET,
FHEHNCOWTIEI XY N T =Y T T7 4o VT DT 7V DR E (AT g
DRE@GSN=)BIOT 72 av b a— VORI ES S HEioa X 7 (36-11 _—
DN EBRLTLIEEN,

HTTP |i5% (HTTP Responses)

Z—HFD Web A FERN L AT AL TT ay 7 ENEEAICT TUPICERT D

LDEIRETCEET VAT AEDO— ﬁxﬁ’]&fﬁ/@/\%“/%i‘%ﬂ“‘?éﬁ\ﬁX?A HTML

EANT O ERECEET, 22— FICBETIR—VERRTDHILL TXETH T
TENR—VEEHL TRMACER L2V A M2 —RT5308 KX %270y 71T

BRI ED L TEETFEMIZOWVWTIZURL 7 82y ZJBED B A K L Web _X—T DF
R(8-17 X—=V) &L TLLEE W,

FHER Ay rO—ILOREA T3y
W T 7R aryhro— L RN UV—DFMREEERTTAILEIITEALE . HDHWVITE-
ﬁ<?§)@iﬁ‘/\/ T7 ANV EEEITNFEAEORBRREICEL TWET, L E TX Dt
IO DORH Y £,
r“;r("ﬁ?
Befgi A X2 N TERAFT D URL O K374 (Maximum URL characters to store in
connection events) : — (2 X - THER X172 URL ZHNZENIZ DOV T,ASA

FirePOWER £ = — /L 7 — Z X — X 2R AFT 5 CTFH #fi TRl S 472 URL O &=
X7 (36-15 X—D) EBRL TLIEE N,

Ty JENANRATHIODA BT T 47 Ty 7 &3 28 (7)) (Allow
an Interactive Block to bypass blocking for (seconds)) : — VBRI DT v v 7 & /N A /R
L7cBICWeb Y A b E2HT vy 735 ETORM, 72y 7 S/ Web A hD—
PTNRNANRZ L ALT T FOREB-16 X—V) ZBZHL TIEE W,
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| B4E 7FHERaAV ORI —DHH

ForeRavro—LRyo—nEse B

URL ¥ ¥ v =2 I Ay 77 v 7 OEHAIT (Retry URL cache miss lookup) : HEZh (b S 7
TWHE VAT AEI ITAIRX Yy 2SN T RWEAETHL NI 7 1y 7%
ZURN NV 7Ty TR U THEIZURLICES Z ENTEEST 7 I0R vy 7T v
ZERT D URL I MO TIVDITUR vy 7T v TRETTLHET VAT LIS
& o T [K£%%8 (Uncategorized)] & L THbOILET,

AU —#HIFIC N 77 4y 7 DA AT 3 3 > % FEiE (Inspect traffic during policy
apply) :BIMESNTWDLHE (T 7 4V F) FFEDKEIZL - T Snort 7' 17 & 2D Fj
FPRERSNTWRWIRY RELEDRERIFICN 77 4y DAL AT g &AT
WET HMESITVWAEES. VY —REED =D N DOMDRTy R A AR
YarRLTRuey X EN5Z 08B F£9,

TAFT T 4T 4/SSLRY S —DHRE

VTRV —(SSL.T AT T AT 4) BT 7R ar boa— /LIZBEMTBIZE R
DOFFMBREEHFEHL 7,

Ry RN =7 HRY = BARY ¥ —

Tr7RA =V R —DT 7N EDORARY — L BETIE ey N EE
HLET . INBIZ VAT LADNT T 4 ~y70>4"/7<f\°7“/a VHEEBETEDL LI
RAODBNC N T T A v ZICEH DA ATy a5 0IlEsnEd . £-. 77
Aarybha— LRI —DF 74NV EDRXy NT—7G5HARY) v —%EBL £9, 2t
BIALER DA 7> a 28 L £97,

TIEA =)L L= LRIRTE N DENEH SN HEF AR Y ¥ — (Intrusion
Policy used before Access Control rule is determined) : 7 7 22 2> s w—/L DT 7 /L
BARY —DOE (20-1 X—V) SR TLE I,

ZFARY > —0D%%+t ~ b (Intrusion Policy Variable Set) : %4t v b O#/E (2-15 ~X—
DN ESRL TS0,

T 74N DFRy b T — 738K Y 3 — (Default Network Analysis Policy) : 7 7 & A =
Vb= DTFT T g s Ry hT =TSR —DOFRE (20-4 X—V) S TL
7230,

B A7 g VA BEDEXR 2T 4 V—r Xy T —27 BIXORVLAN IZ&5bETH
A ART BN HAZ DRy T =I5 —LEBLORy hU— T 5 RY o —
PAEHL 1,

H A K I JL— LI Y 2 — (Custom Rules/Policies) : & N U — Z 554K U 2 —I12 K 5 #i
VR D ) AH ~ A R (20-3 X—V) B TLEE,

T ANBLIOAT =T ORE

T ANBIRIAT 2T DAL ART L a0 RT3 —< U ABLORA L —I DO
(11-20 ~X—3) TIZ.FirePOWER ® 7 7 A VHIHB LN AMP DR 7 3 —< L A F 7> g
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e N—N3:TuwIIEbN T T 4y EIFRBICGIHMILET, BT DT 7 4 v 7L
AVART gy R LT/ ay 7 83NFET,—HLARWEN T 7 v 71X, 5] & & K
=L ERESINET,

o IV 4 HEIIHEBEOL—ATT, ZOL—ALDEE —HLERNF 7 4w ZIXHFEINE
TR T T4 ITNOEILET 7 ANV VT =T BA T AT oA MIBHEINLTT
Oy 7 E8NET.EYOEESHTOARWVWESORWK T 7 4w 7135651000 H 2 L &3
AENET T 7AN AL ART L a DR EFETTH ERITRAALA L ART g DR
ZEITTDH. L LIEME ELFEIT LR VEBMOFFAIL— L EZE ) YBTHENTEH L
WCEBELTLEE N,

o FIFNKNT I a iz VWTROL—MIIZE—BLAREWTXTORNT T v 7 ZAFRL
FT . 20T IVFTIEITIANE TIZa I EBEEORNNT T 4y 7 OEBZHA
THRNAR A A2 EITL T 0ORE I BIOA L AT g3 0 L TTFRTO b
T4 I EEEERI T oy ITBT NN T aryEEONTCHI LB F
T (T 74NV E T arTUBEIND NI 7 4w VTR T 7 ANVEREFE~AT =T D
AR g BETTEERAL)

T A 2y ha—L — LDOFEMICOWTIZ. LA FE2BRL TLLEE N,

o TR AL huE—L — LOVERE X OEREE (6-3 2—)

o KU —NOTZ7HEAar ha—/L L—LOEH(6-12 =2—)

o T A arbua— )L RYT—LIL—ILDKNTT I a—TF (2T (4-16 X—)

JJ

Cisco ASA with FirePOWER Services 0—H JJLEBEBEH 1 K
[ 62 | |



| £6% 7FHERarvbrO—LIL—LEERALEFS 74y 70—DORE

FHER AV FO— L L—LOERBLUEE A

7O9€X a2 ,A—)LIIL—ILDERE LUVHESE

542 R ALE (Any)

TR a s ar— R —NTIEZ.77Aarhfe— L L—lilko TRy hTU—7
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Source Networks: 10.0.0.0/8, 192.168.0.0/16
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http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml [#35] Z 2 L T

<IN,
FuahalEBRELRWES . EIF 7 2 TTCP £7-212 UDP 2#§5E L =541,
R—bZ AL ET,0~ 65535 DfEEZFFS 1 DOFR— N EFETEET,
GEM(AAd) 1 &2 27 VU w7 L £9 ., ASA FirePOWER £ = — /L Cid B2 R — RT3 —1 5%
MBS ER A,
FIE6 N—NEREFTINWMELZFITET,

BEAERMIEL . T 7R arbo—L R )y —42EHTAILERS Y £, R ELH
DEH(4-15 X—) 2B T E I,
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LEaAT—a3 0 AR—XDIL—ILIZELDB F
57 49 DFHIH

TR h 2= KT —ND T LR T 2= = R N T — 7 T T 4
7 DX 7RO AITNET T /XA ary hr— L L= LD E 2T — g
VR—2ZADEMEHEAT AL T XY MY —T T T 4y 7 ESTRIC L » TR FTREIZ L L %
FIOGLTHIRT AZ T Ry MY =72 BB TEL N T 7 4w V7 EEHTEET , 77 EX
a2 hE— L L= F ROEZATDLE 2T — gy R—ZADHIHZEML 4,

o TV —varFEERATAI LT, TV g iR FEITTEET, 2RI
LoTH DT T r—2a P Th TV r—a b OERNREETH DL Z A
T VAT EVHXRAEOEEE DTV BLOF T IZE ST Y r—var T
74y BRI EVET,

o URLSGMHEMERATHZETURL 7 45 2% RITTCEET, ZNICL->T LD
Web VA 72T TR Web A FOUVATAIZL-oTCEIDYTHNIZATIVBLOL
EaT— g ST Web T 7 40w 7RISR ET,

LEaT7—vay X—AOFEMEENVICHAGDED MO X A4 T O EMAEGDE T T
JvAarba— N = LEERTDIZENTEET . INLOT 7®8A a2 be—L b—b
IS EITEHEICT A N TE BHOFHEZEAL TN 77 4 v 7 2BAEBLIORET
XFFT TR L= = LOFEHIIOWTIEX. T VA 3 hr—L — LA {H
LIchT77 4y 27 7Zu—0f#6-1 ~—2) &SR L TV,

X2 VT4 ATV V2 AR—ZADNT T 4T T4 NVE YT —HOEZFBIT
BIALRIZ Ry NT—2 RS T 4w IR 77 8Z2 3 ha—L b—l ko> TEHMHEE A RNIC
TONET, ETZSSL 72 XN g HREEREL LS NTZ NI 7 v 75T 78R
ay ha—) b= RNl AR ey 7 ERIIEST L LN TEET,

L 27 —yary RXR—=2ADT7 78R aryba— VT KOT A ANRNKETT,

# 8-1 LE2F7—232 XN—IXIDFOEI a>,Fad—I —ID5 12 I EH

URLZ s LR ULY URLZ 1 LB YT
EH FF7UVr—a EE  (cat&rep.) (F8h)
TFAEB A Control URL Filtering f£& (Any)
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TR E— L =L E a2 T — gy R—ADEMEE BT S HFIEICOWTIZ LL
TESHBL T,

o TFUb—ar NTT 4w 7 OFIEI8-2 2—)
e URLDO7 1y 7 (89 =)

ASA FirePOWER &2 a2 — /U F MO X A 7D E aT— gy XR—2A0OHIHEZFEIT X ET
N EFENLDRTIIE. T 7A aryvoa—L b= a2HEHAL A GEICOWTIZ. LT %
ZHL CTLIEZEW,

o EX2UT 4 A T IV ADIPTRLA L 27— avHLETSy 270 X
FBRGER(5-1 =) T E DT A L C O RE L EII5EDL B 2T —
a SN T T T 4y 7 EHIIRT 2 HFIEICOWTHEBAL £,

o BAMHI/INT y—<2 ADOFHE(11-TX—=V) T NV T 2T BIOW DO X A 7O X
727 7 ANVDOREEERE GBI AR O BT ny 7925 FEIZHOWTAL £,

T7IV)5r—3>2 5749904

MMmemmR%/;~wiIPh774/7%\ﬁﬁéﬁA Ry B U — 7 TR E A
SNTWET Y r—var2#ilBLONETLENTEET,

FF7V5—2aVE#IZDOLNT

TR aryiue—V =N OT TN = a R EERATLIZETC. O TV =g
R FEATT AN TEET N ODT VA ary b — L L—ANITIE NI T4 v T %k
W27 7V r—yar BRETDHERN OB £7,

o HAXANT TV r—2arRloEAxOT ) r— gy BRINCx$9,

o AT AL TCHRMEEND 7V b — g T ASBFATEET, ZOT 4V HIT,
TV r— g OERKELBERTHEIZ AT VAT EVRAEOENE 17T B
IO TSR ENT=T 7V r—> a 4RI &y b T,

o BIRLET TV r—var (WAL TV r—varzgie) e/ V—dDHhAHX L
TV r—vay 74NV ZEERL MHTEET,

TV r—yay JA4NVEEFEHATLHIZETC. T 78A I ba— b b—IZHH LT 7Y r—
va iR T IERTAZ ENTEET . 2O A NFIZE > TRY —DERK & & RN
ﬁﬁkéﬂ//x?AﬂW%F§74/7%%ﬁ@@ CHESEICHIBEI L 3.2 & 21X U A7 n

EL EVRAEOBEENMENT Y r— g v AT RTCERL T ey 745778 a
Vha— b =L EERTCEET , =R ENLDT T = a D 1 OEFEHAL LY &
THE By arNTay s ERET,

F VAIF VAT LB LOWETM T — &«%Xme@Eﬁ%Lbfﬁﬁcr477&%
FHLEBMLET, 7V r— a3 OIS SW =T gV E 2T 52 T VAT AT
BT ATV EBERL T SV r—ay WO T4y 0 EEFE=F L ET,
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()

FIVr—2av rS524v 0% B

FINr—2a v &HhnER

NIT A IWT T = a U FREEROT 78R ary b r— b=l —ET 512 b
T4 TN RIEADT T Ir—3 3 &7 4L H (Selected Applications and Filters)] U A
MIBMLET7 ANVEFEZEZT TV r—2 a1 DI —H L TWDHAYLENRHLD £7,

1 ODT TV r—3 g EECBWT R KS0 DER %2 [BIREHLOT F U r— a7 40
% (Selected Applications and Filters)] U A MMZEMTE EF LN EZENZEN T DOIHHE &L T
BT ESNET,

o EBIE/NIH AZ LA GDLED [T 7Y r— 3 7 4/ % (Application Filters)] U A
FED1OUEDT 4 Z, ZOEBIFFHEICE > T/ V—=T ST 7Y r— 3
YOty P EERLET,

o [EFAfE/AR T 7V 7/ —3 =3 > (Available Applications)] U A N TT7 7V r—v a v OBR#E%E
RETHZETIEREND 7 4 V2, ZOHEBIX B LFHO—FKIZL > T/ A—Tb&
NETFIVr—varoty hERLET,

o [fEMWEEZR T 7"V r—3 = > (Available Applications)] U A RIS Dl A DT 77V ir—
va Y,

TV a2V AU H—T 2 A ATE FFITEMENTZ7 0V ZF B Y 2 b S BRI

ENETTV r—variEgidsnEd,

TR arybue—L RV —2REBHTLHIE TV r—2a UEUEEROZNL— VKL,
BAEDTO BEDT TV r—2a DOV ANV AT AL > TERENDZ EITEEL T
KTEEWDEN BRI v DEMRT DO EE T 4 VB XOE X IZHEE S
T =g EEHTE £,

BEbESni b T 7 4 v 7 OHE. A7 AL [SSL 7 v b =L (SSL Protocol) | & # 7 £HiF &
77— a P EHFHLC NI 7 oy 7 EBIBI T ANV E ) T TEET, IO
BTWIRNT T r— g I B L EN TR WERIIE S SN T 7 4 v 7 TOHMK
HTxFd,

FEIZONW T RO EZZ L TEE 0,

o NI T 4w T TV = ay T 4NHD (83 =)

o HADT TV r—arnbDhT7 4y 7 DRA (84 2—)

o TR aryhua— )L b= ~DT TV r— g U FEOEBEMN(8-6 —)
o TV r— g UHEHORKIEEIE(8-7 X—)

FSO4v O ETTIUT—3 0 T4 3D—H

54t > X:Control

TorvA aryra—L L—ATT ) r—a SRt =X 7V A — g
7 4 V4 (Application Filters) ] Y A M Z#fEH L T iz ko To/ A —Tfbanic 77 4 v 7
EWRATAHET AU r—aroty FEFERL T,

TR Aarsba— Vb= ANTT N r—2 a7 AgNA ) TTEAN=ANI AT
Vb 3=V xEFEHL CHAHARER DAL L T TV r—vay 7 4 VA EERT D
AN=ZALERUEUTT, 77V r—vay 740 Z08EQ12 =)L TEEN F
AT ITATERLESED 7 g V2% T 78R 3y b a— b— LZHHROER A
ARER 7 4N H E L TR CEET 22— RER L7 AV ZIER AN THZENTERN
72O BOa—FRNER LT 4V EZEEte 7 4 VAR ETE EH A,
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T 4ILEDEAEDHEAIZONT

T VB HE T IS A G DR CRIRT 5 & ([(EHFEEZR 7 7Y 77— 3 > (Available
Applications)] U A M WEH SN Flb 27237 7V r—2a v OBRBRERINET, VAT A
WL TRESIND 7 AV FITHAEDE TERINTEET R IAFL T4 VXX TEERA,

VAT AT ORBEEEMBHL CRIL T ANY XA TOEBOT7 sV E2 )7 LET, 2L
X Risks (U 2 27) # A7 O F D Medium (H) 3 LN High(5) 7 4 v Z 238 IRT 5 & fESRE LT
WDX D7 4 N ZIT ) F9,

Risk: Medium OR High
Medium 7 4 VX2 110D T 7V /r—3 a2 High 7 4 VEZ I QEDT 7V r—3 a v RNE
ENDOHEAE VAT AIING INREOT TV r— a3 _XTE EHARERT S r—v 3
> (Available Applications)] U A MZHRRL £,

VAT AT AND HEAEHL TR X AT DT 4NV 252D 7 L ET, T2 21 Risks (VU
A7) # A7 T Medium (F1) 38 L OV High (7)) 7 ¢ /L # % %4 L , Business Relevance (Y % A &
D EHENE) # A 7T Medium (1) 38 X OV High (1) 7 4 V2 @I L 72856 R &L TRD LD
T 4NHITIR Y £,

Risk: Medium OR High

AND
Business Relevance: Medium OR High

ZOHAE VAT AT [H (Medium) ] F7203 [ (High) ] @ [V A7 (Risk)] ¥ A 7" & [H (Medium) |
F 7213 [& (High) ] @ [E 2 3 A & @ B:E M (Business Relevance) ] % A 7Ol FIZ& ENDHT 7Y
g—va s ERRLET,

T 1ILEADBES LUER

TANBERIRT DINE . T ANVE FATORIZHDLRAZ 7 )y 7 L CENERBAL. 7Y
r—2a U ERRIBERRICTHDET ANEOOT v 7 RNy 7 A2 @R ARPERL £, F
T VAT Ao TREEND 7 4 V2 Z A7 ([ X2 (Risks) [ [E ¥R A & OB
(Business Relevance) ][ ¥ - 7" (Types) ].[7 7 = V (Categories) |, 721X [Z 7 (Tags) D & H 27 U >
7 LT CEIR (Check AlD T FE 72 1% [T TEIRAEER (Uncheck Al ] 23R L £97,

T A VE T AL [ FTREZ: 7 4 /L Z (Available Filters) ] U 2 k@ EIZdH 5 [4 R TH
i (Search by name) | 72> 7' v &2 27 Vw7 L AHiIA AN LET ANTLHE U A MBEHS

NT—BTDH7 4 NVERFTREINET,

T4V E R U5 ([(EHAREZ2 7 U 47— 3 (Available Applications)] V A b 2 L T
EDT A NEENL—VGEINML flx DT 7V r—anbDRT77 4y 7 ORE (8-4 ~—

V) OFNEIZHENFE T,

BROF7ITVr—avhboDh3 749 00RE
4 > X:Control

TI7R®Aaryra—n b= TT 7V r— g a2 ERT 5 & XX EHRER T 7Y
/r—3/ = (Available Applications)] Y A MM L T N 77 4 v 7 ERET 5770 rr—
va v EERRL £7,

FFUr—2a>DYR DR

LM OIEREHID CTRRIET D E XX U A MNIHINENTELT VAT ARKRET T XTO

TV — g B —EIZ 100 AT oz R L ET,

o TV —2a v EHERLTWIE VANDOTFIZHBRMEZ ) v 7 LET,

o TV —2a rORFEICET AU —HFREBRTEEAS L H—Fy ORI 7
BRENTWEIRY T T v T U4V R UERRTBINE. TV r—2a v ORICH H1E
W7 A2 (@) %227y 7L ET,

Il Cisco ASA with FirePOWER Services O—h L EEBBRELH A F



| 8% LEaF—2av R—RDL—NIZ&B+5T74v 5041

GE)

FIVr—2av rS524v 0% B

RBETH7TVr—Yavnr%k

WMETHT TV r—yarvaBRodRed < +520IC fEHAEERT 7Y 77— 2 (Available
Applications)] U A ks ZRD X 5 IZHIKITE £77

o T Ur—varERET DIV AL EHICH D [4H1THEE (Search by name) ] 7' 12 >
ThEI7) I L AHTIEANLET ANTEE VANREHFEINT—HTEHTTY r—
varnErREIhEd,

o T uNHEHEHLTCT IV r—2a w213 77V r—vay 7 4 uH
(Application Filters) ] Y A M &ZHEH L EF (T 7 4w 7 T TV r—vay 7 402D
QB3 _X=)ESM) 7oV FEEMNT D L EHARE/R T 7 U - —3 3 > (Available
Applications)] U A N MEH S E T,

R END & [7ANZIZ—FKTDHTXTOT Y r—3 3 (All apps matching the filter) ] 4
Ta vy (EMEEEZR T Y /r— 3 3 > (Available Applications)] U A b @ EEIICER RS IV E
T ZOFTvar AL THKINTZY ANANOTRTOT Y r— a vk [BRIEH
DT 7V r—3 a3 &7 44 (Selected Applications and Filters)] U A b (23 = C— (2B

TEET,

[7 7V r— a3 7 4 V% (Application Filters)] U A h T1 2Ll LD~ 4/1/5 ZBIRL, LD
[ FIHEZ2 7 7"V /7 —3 = > (Available Applications)] UV A F % L 7256 BINNE L %
7 4B A% O (R FTREZR T 7Y r—3 = » (Available Applications)] Y X k2% AND [ %
o TRHAINETDED [T ANZIC—ET DT XTOT 7Y r— 3 (All apps matching
the filter) ] 121X, [ FH AT 'é?fﬁ77 U &r— = > (Available Applications)] U A MM ZHIFER /R S
NTWABEA DT X TOEM & EHFRE/Z2 T 7Y -7 — 2 (Available Applications)] U A &
D ETAN S IR L FHNNEG L ET,

ZFHATEATIE—T7TU5r—2a v &R

METHT IV r—aZ2REBELEL . ENE 7V v 7 L CEBRLET  EHOT 7Y r—
g VU EEIRT HI121E.Shift F—B L Ctrl F—Z T 50 EIFBAEFH S TWD
Ea—HNOTRTOT SV r—ara@&RT 210327V v 7 LT [T TEIR(Select All) ]
IR L F9,

B—7 7V r—ya  ZHETIE . ENG 2 NIRRT Z E TR KRS0DT U r— 3
VEBRAETEET S0EBZAT SV A —2 a v EEMT A EROT 7R 3y hu—
V= VEAER T AN ERIE T AN B ERALCT T ) = a B2 —bL £,

FHDTANBIT—BTEITRTOT7 TV 77— 3 VDER

[7 7V r— a2 7 4% (Application Filters) | U A b THR E721L7 4V Z 2 L THIK
INDE (T ANZIC—HTHTXTOT 7Y r—3 2 (All apps matching the filter) ] 4~
Va B MEMAREE/R T U - —3 3 > (Available Applications)] U A k@ EfficEKRrEI N ET,

ZOF T arEERL T HIR S EHRREZR T 77 /- —3 2 - (Available Applications) ]
UANNOT TV r—varoty &z [EBRELOT TV r—var b7 44
(Selected Applications and Filters)] V A MZREIRFIZIBMNTE £, 77V r— a U2 ERNITE
MF 20 L3RI, 2077V r—varoty NEBNT5E 208y NEBRT S
e DT 7Y r—=yaryOBIZHrbbLT K50 077U r—ya Al LTiiEZE 1 >0
ATLELTHD Y NEINET,
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ZOXINCT TV =y a Y RIEERT D L EIXBIREAOT T = a7 g
(Selected Applications and Filters)] VU A MZIBINT 257 4 VX DAHNL, 7 4 VL Z RS T
574w&&47+%&47@wk30@74»&@%%%@%%@t%@&@@iﬂﬁu
ZAT DT ANZIR3AEBEZ L5681, EORICERL T (L) NFRINET 2L 2 TR
7 4V Z 4020 Risks (U A7) 5/(7 D2 OD7 4 /L4 L Business Relevance (B2 1 A & D
B 2 AT D4 ODT 4N ENEENTWET,

Risks: Medium, High Business Relevance: Low, Medium, High,
[ AN FIZ—ETDHTXTOT 7Y r—3 3 (All apps matching the filter)] TIBEML 727 1 /b
ATEEINRNT g NVZ ZATIXGBNTDHT7 AV EOARNIE ENEFA ENLDT 7 A
v ZATIX any \_Eﬁ'ﬁiéhi@‘ DFEV . INLDT 4 NE BATIET 4 NV Z E=HRET AR
DIEZEHTEL &V H 2 & TT,

[7 ANV ZNZ—ET HTXTOT 7Y r—3 3 > (All apps matching the filter) ] D#EE D 1 2 A X
VAET TV =2 a VRIFICEBINTE FA AL AT (EREHOT TV r—vark
7 1 /L% (Selected Applications and Filters)] U A h TEBIOHBE L ThU o P ENET 2 &
ZF VA BENTXTOT TV = a2z 1 DOHA L L TEML GEBRANEZZ VT L
TH EVRRAEDOBHEEMENT X TOT7 7Y r—2a 2O &L TEMTE £,
ZOTTVr—=va ryFEHIVRAIBENT T r—va rEIE VR R & OREENK
WT Y =y a i —8%L E7,

T9E2/RXR AV FA—ILIL—IADT ) 5r— 3 U &BEDIEM

FIE1

FIE 2
FIE 3

54+t > X :Control

NTGT 4 INT TV = a fEERFOT VA avy b r— L =L —EKT DI
T4 VN EBRNEAOT Y r— 3 &7 4 V% (Selected Applications and Fllters)] ) X
RiZ Eﬂﬂbt74/l/5’i7‘_ IT7 V= a D1 DI —H L TWOLIMERDY 7,

1D LIZRR 50 DB ZBMTE KBNS T 4 V2 EEIZY 2 b S ERNIT
BNENE=T T r—vartidpdonEdT, 7Y r—va VR EERT DR EET A
I NFHEN R REEARLUET M. T /A 3 r— L RY—E— DT T
Va—T 4T (4-16 X—=V) EEML T I,

TIVr—23ar 574y 068THIZE. ROFIEERTLETS .

TV = a BN T T 4y P ERIEIT AT VB8R o ba— L R =T . HLWT Y
TR ar o= = VEMERTDE0, TR EEOL— LV EREL £7,

PR FIBIZ W TIE. T 78R v b a—/b b— LOVERE L OWRE (6-3 X—V) 2L
TLIEEWY,

=) =T 4 BT [T 7V — 3 (Applications) ] # 7% 7V v 7 L E£7,

MBS E— 7 % —F (8) £7-1F YouTube EDU (1) DIBETR LT A2 %7 U v 7 L B
DAT v arEBBIRL C.ar T VHIBEEZ AL £, BMDORTEEHFICO VT, T 7
R arha—L =L EBER L3 TV HIROFEM(13-2 2—) 2L TLEEW,

W TWVWDBE . ar T U IVHIREENCT B L. 20D [EBIRENZT TV r—v gt
7 4 /v % (Selected Applications and Filters)] U A MM 8 2lEN AT S E T, a7 Vil
@%ﬁm CT 2 EXC a2 T VHIBRICERT 27 7V r—va v EE 7 4V ERT TS
UARNITFEL TWDHEITIE VAT ACED VA M~ HBANT T EEA,

TV =2 arERYIANTERIRNEZ 7 4V E2T 5 FIRZRITT 50 013 AF v 7L
T — IV DRAFITHE A F T,
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FE 4

FIES

FIE6

FIVr—2av rS524v 0% B

FFa T T 4N EELEHL T MEHAREZR T 7Y - — 2 (Available Applications)] U A
MZRRENDT TV r—varD U ARNEHIFL ET,

[7 7V r—3 3 7 4V % (Application Filters) ] Y A h T 1 DL LD 7 4 Vv Z 28I L £,
I OWTIH N T T 4y 2 T TV = ay T4V EO—F(83 X—V)E 5L TL
7ZEW,

[ AT EZ2 7 7 U 47— 3 (Available Applications)] U A W HBMT 57 7V r—v g v %
RO TGERRL £7,

@a@77)& varvERRL GRERT 0, F203 Y A RDBHRSH T EEAIX 7 1V
=T BT _XTOT 7Y —1 = 2 (All apps matching the filter) | % 3 T & £, ZEMIZ o
uvﬂi@ﬁ®7f9&~yang@k?74y7®%é@4ﬂ%ﬁﬂ%§%bf<ﬁéwo
L=/ iZiBM(AddtoRule) 1 227 Vv 7 L CBIR LT 7 U r—y a0 % [BIREALOT 7Y
r—3 a7 ¢V (Selected Applications and Filters)] U 2 NMZEML 97,
BRLET SV =2 a7 4N A5 R Ty 7 TR ey 745268 TEET .7 41
2L [7 4% (Filters)] LW AL DO FICER RSN TSIV r—va i (77 )V r—var
(Applications)] &\ 9 BH L O FICER RSN ET,

FE7

FIE 8

ZOT TV Irr—ra RO T 4V H BIBINT DEIC[T_XTDT 4 v H % 27 U T (Clear
All Filters) | #27 UV v 7 L TBEFORINNEZ 27 VT L £,

MBNZIE U CURIRE RO T 7V &r—3 3 > &7 4 L4 (Selected Applications and Filters)] U A
FOERZHLBEBMT A2 ()2 7Yy 735E VANMIBAEEGEENTODEADTITO
TIVr—=2a b BILORT ANEDEIRDBIATLN T A NEERIFETEET,

ZOF YT T ATHERSINTZ T AN EERT DI AT V=27 b 2=V 2 AL E
T T TV r—ay T AN ZDOEEQ-12 =) 2SR L TS W Bo 2 —F 23 ER L 7=
TANBEEZLT7 A NVAIIRFETERNWI EICERL TLEEWV, 2—FRER L7 4 L ¥
TR AN TEERA,

w—w%%ﬁ¢6b>ﬁ%%ﬁfi¢

EEEZENCTAICIE. T 7R arybra— L R —5EETALERLY 3 BELH
®%%M4&**)%%%Lf<téw

TV r—a UHlHOFKHEER

S5 A > X :Control
TV = a Ul E FEITT AT RO SIZERL T &V,

77— a3 VB DEE

VAT AE UL FOEHEORNCT 7Y r— a Vil R EITT L LIETE EHA,
o EBoHXMBOEEHRN T T AT Y — RO THES. S 15 R

o VAT ANy arTT Y — g ET b
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ZOMANE 3 ~5 7y FUNT E7E T 7 4 v 7B 5L EN T B EAIL.SSL /N R
VAT DY — NFEHERBEORIITONILERNH D T, 2 NLD0KRIO/ X 7y hd 1D
NT TV r—varfbegeT 782 ary ha—L b—LNOMOT X TORMEIZ—FHT
DR ERAINET L TWARWERS . 7782 aryha—L RS — 337y FOEBEZHFR L
FI I OIEIC I VRS I N. T Y =2 a COBN R FT . HEEEXD
T B EZ T LN VEERT A2 (@) Tv—2s ENET,

R INERTY Yy MI T 28R a2y ha—nL R —DF 730, OBRBARY —(F7 7
b T2 aARARY —THIEIET BT DE2L—ADREARY O —THRWMIZEVHRES
NETHEMIONWTUI. T 7 EBAXA ar ba—DOF 7 4 /L MEARY > —0OiRiE (20-1 X—)
PHML TLIEE N,

AT NI EKZDE T /A 2 hua—L L—)L T a ryBIXOBEEMNT ST
HBIEAR)V—BI R T7 7 AN KIS —%ZDT7 7TV r—ya VI8 T 200y
vary NI T4 v 7L 9,

BEtEni+5714v I DNE

¥ AT A, SMTPS.POPS.FTPS, TelnetS 1 X TN IMAPS 72 & StartTLS # L T K5k h
DHIOT TV r—ay "I 740 75BN 74NV EZ) T TEET R TLS 7 94T
> kD hello A v E— O Server Name Indication, 721XV — GEBHEDOY 72 = 7 ikl 4
DI EES W T R EDR b ST 7V r—y a v &t £9,

N7 7Y r— 3 E [SSL 7 1 h =L (SSL Protocol) ] & ¥ 7 ffiIF &N TWET, ZDHF
TWEWT TV r—y g Vit e bSO ARnWERIZES SN N T 7 4 v 7 TOHBH
TEET,

RAO—FDHEWFZFTVH5—2ay 574099 137y FONTE
VAT AT T TV =g U SNSRI A v — KB WnWR gy ML TT
THN R —TrarEmEMALET,

BEEhDFS5T74vo00E
Web b — NZ Lo TEHREND T 740 7 (T2 2IETRAREAXRAN T T 4w 7)) BHL
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