HRARZLT—TIL

WD RNy 7T, AAZLT—TIOFERFECOWTEHRRAL T,

C NAXNT—TNVOME, 1 <=
C ERBEDBDHARINT—T ), 1 R_R—
A= YPERONDAL L T =T, 6 =

* WAR L T—T )LD, 10 X—

HRAEZL T—TILDBE

Firepower ¥ A7 AR Ry b T — 27 |ZBHT H1E#HZINLE L. Firepower Management Center 3 D1
WE—EHOT —FRX—=A T =T R FLET, fERE L TERSINDERERTT D7D
U—7 7 u—%&fEHAT 5545, Firepower Management Center |22 315 DT —7 /L OWT 005
TEEROHLET, &L [V MIESWexy hT—2 77 Y r—3 3 (Network
Applicationsby Count) |7 —2 7 0 —D&X—TDH T AMit, [7 7V —3 3 (Applications) ]
T=TNDT =)V RO RGN ET,

SESERT—TNDT 4 — NV REMETDHZEICED, Xy NI—T DT 7T 4 ©F 4 DI
NE BT D856, DAX L T—TNVEERTEET, mE 2L EFXELD [FA NEME (Host
Attributes) |7 —7 VDR A NERERFHR L ERFHO [Hfi7T —4  (Connection Data) ]7 —7
DT 4=V FEBELTHL, FILVALT XX N THERT — X 2 RIETE £,

EREHSDT —TIWVEINIIAZLET—TNALDEBLLIZONWTH, VAX LT —7 7a—%{ERk
TEFET,

EBEFHDHRAEZL T—TIL
HAL T =T WL, 20F X3 ODERFE AT —T VDT 4 —)V REGHET, Firepower

System (X, W DDV AT DEFEDH AKX LT —7 NI SNETH, FFED=—XIZ
WAETDIEROALEETIBIMDOA AL T —TVEERTEET,
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B Te&s7—Jronaabe

7o & 21X, Firepower System X, RAA X FERA N T —FZHET DLV AT LERDO I AL
LT =T NERIZEMEINET, TDD, 7 VT 4 ANV AT WMIEEE RITTA R0 b EK
RCTE, 1DODT—7 70—l ZDORB-EREFRTEET,

VAF KA VRBTI., ERFEADH AL LT —T M, Za—r UL RAL VB L, PR
A TERET D LITTE WA,

ROFTIE, AT LERITRMESINDI I AL LT =T MO THB LET,

R1: VATLEEWRALT—TN

TN BL)]

ARA N EP—3 (HostswithServers) | RA T —TNVEBIRIY—RT—T VD7 4 —)V KEEH, v NU—27 LT
FATENTWABHENTET 7V r—ya AT ARSI N LD T 7 fr—
va v EFEITTHRAMIBETIEARNRAR L —T 4 V7 VAT MMEHRE
L E9,

fRAA R b ESEEEEE (Intrusion | (RAA X2 b T—TIWERANT—TNDT 4 —L KEER, BAAL RV BT
Events with Destination Criticality) BT oM ESBAALNRY MIEENDFHEHA A FOKRA NEEE L L F
?—0

COT—=TNEMH LT, RAMHERBEEDOSWIERA MIEET HRAA X
Y hERETEET

BAA NN E B ECEEE BAANRNT—TNWERANT—=TNDT 4 —)V REER, RAAN N
(Intrusion Events with Source BT 2EMESBAANR MCEENDIEEITLHRA FOKRA NEEE AL
Criticality) ESC RN

COF TN LT, KA N EEEOEORETLAR T D EAAL
Ny MNERBTEET,

ARG T— T ILDAEHE

HAL DT —TNVEAERT DA, B#ET—2Ob D ERFEHLDT —TNDT 4 —) REMBE
PEZENTEET, WORTIE, FILWARAZ L T—T N EERT DDl aahEs 2 &
DTEDLEBREHDT —TNEIHFELET, 20U LDERELDON AL L T—T VDT 4 —)L
RELEDLEDL D AR L T—TIVEERTE T,
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R2: hRAALT—TILOHEAFEDYE

AIREHT— I ILOHEAEDE

HASDHERIBELGARZ L T—TIL

TJ4—ILFK

T =g

* FERgA X I (Correlation Events)

*fRAA X I (Intrusion Events)

* P~ U 7 —4 (Connection Summary Data)
* AR A M@t (Host Attributes)

T Y —a OFff (Application Details)
* frRHi A <> (Discovery Events)

* Bfic A X & (Connection Events)

* ARA K (Hosts)

o PF—

*ARTA K UAK A2 (White List Events)

FHBHA X b (Correlation Events)

TV r—g v
* "R MEM (Host Attributes)
* A A~ (Hosts)

EAA X+ (Intrusion Events)

TV r—ar

* AR MEME (Host Attributes)
* AR AL (Hosts)

© e

e~ U 7 —4 (Connection Summary
Data)

TV =g v

* R A M@ (Host Attributes)
* AR A b (Hosts)

o« P
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hARBLF—TIL

HABROERIBELGAR I L T—T L

TJ4—ILF

DIZFEDJKME (Host Indications of
Compromise)

TV r—var

T r—a O (Application Details)
*Xx 7Fx 77 A/ (Captured Files)

* $%5i( > I (Connection Events)

*$ifih~ VU 7 —4 (Connection Summary Data)
* MBS <> I (Correlation Events)

s B A~ b (Discovery Events)

* AR A NEM: (Host Attributes)

* AR A L (Hosts)

* {2 AA X2 I (Intrusion Events)

X2 VT4 ATV A AR (Security
Intelligence Events)

. —]j-%/{
*HRUA M URF A2k (White List Events)

AR A MEMt (Host Attributes)

CTTVr—=vay

* FHESA <> I (Correlation Events)

*fRAA X2 I (Intrusion Events)

*HEitr~ U 7 —% (Connection Summary Data)
* 77V r—a o DOFA (Application Details)
* fRiHA <> I (Discovery Events)

* i1 > I (Connection Events)

* AR AL (Hosts)

Ry

*ARTUA KN VUARN A2 (White List Events)

77V r—a Ol (Application
Details)

TV r—var
* R A MEME (Host Attributes)

* R A b (Hosts)
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AIREHT— I ILOHEAEDE

HABOERIBELGAR I L T—TL

TJ4—ILF

A <> bk (Discovery Events)

CTTVr—vay
* A A M@t (Host Attributes)
* Ak (Hosts)

BEGE A X b (Connection Events)

CTFVr—var

* A M@t (Host Attributes)
* A2 b (Hosts)

A

X2V T4 ATV V= A AR
I (Security Intelligence Events)

TV r—vav

* A MEPE (Host Attributes)
* AA b (Hosts)

o P

A A~ (Hosts)

TV r—var

* FHESA <> I (Correlation Events)

*fRAA X2 I (Intrusion Events)

* HEitr~ U 7 —4 (Connection Summary Data)
* R A MJEPE (Host Attributes)

* 77V r—a o DOFA (Application Details)

* fRHA <> I (Discovery Events)

* i1 <> I (Connection Events)

Ry

*ARUA KN VUAR A2 (White List Events)
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B —vEzonzxass—Ju

HAEDOERRREARELT—TIL TJ4—ILF

K CTTVr—vay

* {2 AA X2 I (Intrusion Events)

*$ifithr~ VU 7 —4 (Connection Summary Data)
* ARA NEM: (Host Attributes)

* $%5i( > I (Connection Events)

* " A~ (Hosts)

AT A M UABF A~k (White List
Events)

TV r—va v
* R A MEME (Host Attributes)
* 7R A ~ (Hosts)

1 ODF =T ADT 4 =L REHIDOTF =T LD 1 DU EDT =L RiZw vy BT T52 806
DNFET, & 2T, EREADBEIOEELEICL HEAA X (Intrusion Events with Destination
Criticality) |DHAX LT —TNVERAA R N T—TIWVERA N T—T VDT 4 —)L K EMH
AoEET, BALRU N T—=TNDOKA X NI, TOAXRY MIBHEMT ONTZ2501P T
RLA, BEITLIP T RLVARLGEHIP T FLARHD £9, LLEARN T—TAHND T4
FE, ZENEN T ODOHRARNIPT FLAZRLET (RA MUIEEOIP T KLARSH D Z
LLHVET) , TDOED, BAARNV N T—TINERA R T—TIESNTH AL L T—
TNEERT DL, BA R TF—TATERISNET —FERBAL NV b TF—TAORR FEIET
IP7 RVAEIIFEARELIP 7 FLAIZHEATE D02 RBINT 208 R’H D £,

FLWH AR LT —TNVEERTHE, T—TAAOTRTOINEERTEFT 7+ DT —2
Ta—RNHBIIER S NET, £, EREFADOT—TNAD LI, Xy NT—7 OHTICE
HF D7 —=ZIZONWTHRE LT =T VERFTEES, ERFEAOT =T VEHH L TAET
BHHEIT, DABZLT—TIHESNTLR— FE2ERTE FT,

A—YHYEEDHRAL T—T)L
Je

Evh  FHLWHRZ AT —TNEERT D02, BIO Firepower Management Center 7> & 7 A
LT —T V&L AR— bk L, Firepower Management Center (24 >R — h T 252 ENTEE

—qu

AR T —T IV EANERLT DIZIE, Firepower ¥ AT LA L TV D EDEREF AT — 7 MIT,
HAB T =T WAAIRIATe 7 4 — )V RINEGENTWDENEHWT LET, 0%k, At 7 1 —
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HRE L T—TILDER

JVREBBBINCEF T, 612, LEZSLT, BB 74—V KO T7 4=V R~ BV T E2RET
HrZlbTEET,

Evk

Je

[ A b (Hosts) | 7—7/NE&teTr —X TlX, 1OOIPT KLATIERL, 1DOOKRA DT
RTOIPT FLVAICE#E LI=T — X 2 £ R TEET,

il LT, [#HESA <> bk (Correlation Events) | 7 —7 /L& [ A ; (Hosts) | 7—T7 VDT 4—
W RERETDNAZ LT —TWMZONWTERELET, ZOBAZLT—TNVEMHLT, tHH
WY —OERICERT 2R A FOFEMIEREZRGTEET, EETNERE LT, A~V
I (Correlation Events) |7 — 7 /VDiEFEITLIP T RV A LLEHIP T RLADEL L L —ET 5 [
A K (Hosts) | 7—7 N T —Ha2RKRTHDERET HLERDH D 7,

TOHARNT—TNDARY NOTF—T N Ea—%hFRT R84, A MR 1{FIC1 O
TOFRRENET, WOBREGDLLIICHAZ L T—T IV ERETEET,

AN IDERR I BEE

CESNTEHBER Y — D4

CEXE MY H—E LTER LRI04 T

CAHBEA N2 MICBR T D RME T A A b (BARAR A B) IZBEEM T SR IP T R LR
* EEICA A H D NetBIOS 44

CEEILRAIREITLTNDARL =T 4 T VAT LBLUNN—V a3
*EETLAAR NOEKE

i

il

Bk

SRR AN ORERA L) ORI UHHFRERRT DEROD AZ DT =T VEERT 528 b
TEET,

hRAEZL T—TILDOIERL

ARX— ;54 Y | REDSAEUR | HR—bENBT | HR—bEShBF | 7HER
A N R AL (Access)
R (Any) fEE (Any) {EE (Any) £ (Any) Any/Admin
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ATy T
ATy T2
ATvT3

RTvT4

ATy Th

ATvT6

AFvT1
ATvT8

ATvT9

ATy 710

HRELF—TIL |

HREL T—TILDER

FIE

[72#7 (Analysis) 1>[#7 A% & (Custom) |>[# A% A7 —7 /L (CustomTables) % &R L E7°,
(B A% T —7 )VODOFERL (Create Custom Table) 1 %7 U > 27 LET,
(487 (Name) ] 74—V RIZ, BAZ L T—TNLOLETIEZASTLET,

151 :

=&z,

[7—7/V (Tables) | Ru vy 7 Z v UX Rt [FHBIA X2 | (Correlation Events) ] Z38R L

£

[7 4 —/V K (Fields) ] C[Fef] (Time) ] ZZR L, GEM (Add) %227 Vv 7 LT, fHEEA <V

MAERR SN AR Z B L £,

FES 280K L T, [AY— (Policy) [BIO[L—/ (Rule) 17 4—/V KEBMLET,

Evh  Ctl E2EShift M LRN627 Y v 7 $5Z LIk BHEOT7 4 — N FEEBRTE £
T, T, 27Uy LCRT v I T5H52 LT, BETHAEEOMEARIRTE £, 7272
L, 7—7NWCHE#E LA X hDT—T )L B a—T7 4 —/L RRFRENDIEFE
BETLHEIE. 74—V e —EIZ1>T2BMLET,

[7—7)V (Tables) | K w7 &7 U X M)nb [ARA L (Hosts) | 23R L £,

[IP7 KL A (IP Address) ]. [NetBIOS4: (NetBIOSName) ], [0S4 (OSName) ], [OS/3— =

> (OS Version) ], [/ A F®OEKE (Host Criticality) |7 4 —/V K& W AZ L T—7/LIZBML

£9

[#HB8A > b (Correlation Events) ] DBiZH % [3hiB~7 « —/L K (Common Fields) | C. [X{E7C

IP (Source IP) ] Z#EINL £,

FABEA X MCBRT DX E LA A N (BsEA A N) HIZTFIE 8 TR L72A R MERERRT

DX, BAZLNT—TIVRRESNET,

FHBEA 2 MZBIRT 25800 A b BB RA M) IZET 2587 R A MEREERT

DA N T—=TNEERT 256, ZOFIRICENE TN, [EEICIP (Source

IP) ] Cix72< . [R5 IP (Destination IP) ] 23R L £,

[*1F (Save) 127V v 7 LET,

Correlation Events with Host Information (Src 1P) & AJILFET,

ek

AR L T—TILDEE

AX—bFS14 Y | HEDSA VR | Y R—bENDET |V R—FEhB K| 79€R
z N R A (Access)
fE& (Any) & (Any) L& (Any) L& (Any) Any/Admin
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ATy T
ATy T2

ATvT3

RTvT4
ATvy7T5

HhRE L T—TILOHBIRK

TITF RAAL VBT, BIIEDO RAA VTHERR SN A AZ LT —TARERRINET, T
IIRETEET, BH AL U TEREINTZ D ARAZ LA T =T A ERINET, ZHITHRET
TFEHA, TMNORAL Y DAARL LT =T N ERFBLOHRET DT, TDO KAL)V
Bz ET,

FIE

[Z387 (Analysis) ]>[# A% & (Custom) ]>[F A% 2 7 —7 /L (CustomTables) &R L F7,

WS DT —TNDORUZH DWET A= (@) 227U v 7 LET,
ROVIZEKRT A 2> (5) BEFRSNLEE, REFEHAFALS IR LTEY, 3
TOMERD DY £ A,

BRANT D7 4 — IV RORIZHDHEIRT A2 (A) 27V v/ LT, 7—7 Vb7 4— )V R%&

BTzt bTEET,

GE) LiR— NCHEFATO 7 4=V FEHIRT D E, ZNHDO7 4 — /L FEFEHA LTS
v alEENGDOVR— IO ERAT E0MRT L7 a7 ERFERINET,

MEIZNC T, TOMOEFEZFITLET,

[fR7F (Save) |27 U w7 LET,

NARE L T—TIILOHEI

ATv 1
ATFvT2

AR—bZ4tY
A

XD R

HiR—brEhdT
IN R

HR—rShd
A A

TR
(Access)

& (Any)

& (Any)

& (Any)

& (Any)

Any/Admin

~NVF RAAL AT, BIED RAAL VTER SN AX L T—TNVNEREINET, Zh
IFHIBRCE E£4, B R ALV THERENTE I AZ LA T—T AT RENET., ZHIETHIRET
XFHA, PO RAALLDHAR LT —TAEHIERTHITIE., TORAL ATV EZFE T,

FIE

[57#7 (Analysis) ]>[# A% 2 (Custom) |>[# A¥ L7 —7 /L (CustomTables) 1% 3R L FE T,
HIBRT 2 AX N T—TNVOBRIZHLHIRT A2 (D) 22707 LET,
I hE—ARRARRINTWDLEE, HEIFTEHRAAL VIZBLTEY,
RS0 £H A,

RIEERLE S DM
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HRELF—TIVIZEDNET—H 70—DFKRTF

WAL T—TIVZE DW= —H J0—DRFR

hARBLF—TIL

AI— b S14 Y | RHEDSA VR | Y R—bENDET | HR—FrEhDBF | 7OER
z INT R Ay (Access)
& (Any) fEE (Any) & (Any) =& (Any) Any/Admin

HARDLT—TNNEVERTHE, TDT 74NV DU —7 70 —RNY AT A2 X > THEENCE
BENET, ZOT—7 7 —DRPORX—=IZE, A X NOT—T ) Ba—RNRRINE
To WABZLT—=TNMIRAA X bE2EOL5E, V=278 —02FBOX—=IF 7 v b
Ea—ZR0Ed, FRUSNDOHEES, V—2 70 —0D2FKADOR—IFIHRA R LX—=J2R0 £
To WDAX LT —TNWICHESNT, MADHAZ L T—7 7a—%ERT5 b TEET,

Bk

ATvT1
ATy T2

HAB DT —TNWNCHASNTH AT L T—7 7ua—5ERT A5G, FNEFDOT—T LD
FIFNIDOU—r T7u— b LTHEETXET,

BIUFREEEERA LT, ERBBELDOT—TNCHESWEAXR N a—|ZEHTAIAX LT —T
NTARY NEFRRTEET,

VNV F RAAL VRBAITIE, BED RAAL VTERSNIZDAZ L T—TNVNEREINET, Zh
IIRETEXET, L FRAAS VTERENTEIAZ L T —T A HFREINETA, ZHUTRET
XFHAh, TNNORAAL L DHARZL T —TIIVERRIBIOWETHIZIE. DO RAAL 02810
®zET,

FIE

[77#T (Analysis) 1>[# A% A (Custom) |>[# A% A7 —7 /L (CustomTables) % &R L E7°,

FRTHT—7 7 —CHETHIHAZ LT —TILDBEICHIERTAar (%) 270w 7L
‘ij‘o

HRAEAL T—TILDERE

AX— b4tV | HEDSA VR | R—bENET | HR—FENBK | 79X
A A R ALY (Access)
LR (Any) fEE (Any) f£E (Any) & (Any) Any/Admin
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ATy T
ATy T2

ATvT3

RTvT4

ATy 75

ATvT6

ATy 71

hzxanss—Iroz I

YITF RAAL VRTIE, BUED FAA TR SN A X L T =T ARFRSnET, Zh
ITRETEET, B RFAAL VTR SN AZ LT =T A RRINET N, ZHIEHRET
TEHA, DO RAL L DAAZ LT =T N EFRRBILORET DT £DO RAA 2EIY
BAET,

FIE

[Z387 (Analysis) ]>[# A% & (Custom) ]>[F A% 2 7 —7 /L (CustomTables) &R L F7,

MRBTDHAZ LT —=TNVDORIZHDLERT Ay () 270y 7 LET,

Evh R ELT—ITa—RE, BoU—r Ta—%ERT 5100, V— e —DX A
MNYOBED [ (TV—27 7a—D8I0 %) ((switch workflow)) %27 U v 7 LET,

[f#5% (Search) 127 Vv 27 LET,

Evk  BIOHEEHDOA R T —ZICONWTT = RXR—=A BT HHEEF. FToEEs T —
TN Ry T EZ ) A R BENLET,

HMUTDHT 4V RIZ, RRFEEADLET,

BE DT 4 — IV RIZEMEANN L TRET DL, TXTO7 4 — /L RIZH L TRESNT-HRESE

Hiz—+ 5L a— ROBEPESINET,

Evh  BRBRUELLTAH T V=7 VT IHAIEX. MBE7 4— VLV RORIZH DA T V=
kT Aay (Y) 22Uy LET,

MBS U T, MBERGAT LA, [TT7A4X—bF (Private) | F=v 7Ry 7 A4 ICL

T, TTAR— L L THEZHRGFETDIE, FORBIIARANDHBNT 7 BATEE L0 FE

T, RANDATIIRL TRTOZ—YE2RINBITHHHIE. ZOF v IRy 7 A4 T7DEE

WL THRBEREFLET,

Evhk IR LA a—NOT—HXOHIRE L TRBEEZEATIIHEX. T 774 X—
MaRELTRIFT2HERH D 7,

MENZIE LT, %R CHEMHTLIMBEHRAFTEET, ROBIRKERSH D 7,

*[fRTF (Save) 127V v 7 LT, MBSFMZREFELET, [FTA4— ] (Private) | T = v
IRy I Aed T HE, TORBIIAANDT I FTOHFRTEDH LR F
j‘@

CHTLWRRRZRAFET D70, DARTRAFE LToBR 22 U TER LR ICARTZEID M THIC
1T, [FTICRTE (Save AsNew) 227 U w7 LET, [FFA4X—F (Private) | F =7
Ry 7 Aed Nt b, TORBIIRANDT I B TOMEEBIOFRTE DL HIC
0 ET,

[ (Search) %27 Vv 7 LT, MELXBWHBLET,

MAE R, BEORMEIIC L > THIR SN TWD, WAXZ LT —T VDT T4V DT —7
To—IlFREINET YT IHEA)
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