F— kx4 VPN

WD FE w7 TiX, VPN EMEZEHET 5 HEICOWTEALET,

* F—hU=A VPNOHEAK, 1 ~~—
* VPN JEBH, 3 _—v

* VPN JEBDOER, 5 X—

* VPN EBBD AT —H X, 18 ~RX—

* VPN Ot L r 7, 19 ~—v

77—k x4 VPN DER

NWNe—F X LT FA_X—=K~Fy hT—2 (VPN) (. £ v H—F vy hfiOFx v hU—T DX
TV V=R Ll RARA VM TE X 2T R b RV EFHENLT D3y U — 7 85T
3, Firepower B HI 5T /31 ZDAL—Z I ¥ 27 VPN b > KL &2 HESE T % X 9 |2 Firepower
VAT LEHRETEET, VATAE, A X=Xy b Tr bhartXxa VT 4 (IPsec) 71 b
) A —FEHFEHLT R RV EHBELET,

VPN #fi3fsc s &, a—h = oA OFRICHDHHBA MIEF 2T 72 VPN h X
NERNLT, VE—FM = U DERIZHDEA MTEHRTHZ N TEEd, BT, 2
DD —=F T zADIPT RLRAELERA M, TOEHROY TRy b BLOHAEGEIEDT-HD 2
DD — NT = A OIFRE RS NET,

VPN = R7ARA > M&, Internet Key Exchange (IKE) O/N—T 3 v 1 £233—Y 3 200
Npo7m baL e U THAICEREL, PR L TeXa Ty 7Y v —va %
TERE L E9°, A7 Al IPsec Authentication Header (AH) 7'v& bk =2/ & 7213 IPsec Encapsulating
Security Payload (ESP) 7'm b a/LOWTFNNEZEH LT, PR AL T — X2 2 RFELET,
ESP 7't h=/Lid, AH L [F UHERE 2 2 (3 D thic 7 — 2 OB S L ATV E T,

BT 782 v bva—n R =0 FETLIHE, VAT LI, VPN KT 7 0w 7T
A3 r— L EBEBTDHETVPN F T 70 72X G LERA, EHIZ, VAT AE, b
VENVINE T L TWAERIE, PRV T T 4w T BT o I —AEE L EE A
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. IPsec
IPsec
IKE

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

B—rHzA VPN |

VPN % Firepower FHIZERE L CRIT 51213, EBREOFEHIRT SA ATVPN 714 B 2%
NI L TEBLSLERSH D F9°, F72. VPNEEREIT 7000 35 L TV8000 + U — R T /34 A TOIf
HAT&x£E9,

IPsec 7’12 f )V AA — ~E, VPN F U RUZEBWNTC, IP N7y PPN ESP 721X AH X =2 U
T4 TR FANTEDLIINAYy Vo, Kb, BLOD Tt End 0 EERLET,
Firepower ¥ A7 Ald/Nw ¥ 2 73 U X L 3E LU Security Association (SA) DO 5F —Z i H L
FIA, ZiE, Internet Key Exchange (IKE) 7’1 b a/Lil k> T2 2D 47— b = A [# CHENL
ERTVWETS,

X2 VT4 TV vE—ar (SA) 2007 NA AMTHAEDOEX 2V T ¢ BIEZME L,
VPN =2 RARA VbR EF a7 RBEEZVR—FTELLIICLET, SAIX, 220 VPN =
RARA > b3, VPN b RANRED L IICEF 2T ICENTNENERT/INT A —F ZALHT 5
EMTEET,

VAT X, IPsec GO X T — 3 U DI HIDEERE T Internet Security Association and Key

Management Protoco (ISAKMP) #fEH L. =2 RARA >k &FREEF —2ZHD [ C VPN Zfifgsr L
F9, IKE 72 k2/LX ISAKMP NIiZhH D £,

AHEX =2 U7 ¢ 7a baix, N7y MR LET—2 2R L T2, Kbzt EtA,
mpuﬂ&yb%%%mxiwﬁﬁbiﬁﬁ\%%%M@mﬁmb%ﬁ%17 A S TN o G
FtA, ZOHE, ZORETNERL, K0 VPN EBRIX, FS{LOMEEIZLY) AH X
D HLHEBICESP ZEH LEd, VPNIZ R RL B— ROLRTEET 5720, AT AZLA Y
3#%@N&y%é¢%ﬁ%%k;Omﬁb ESP 7 ha /v NWTHELET, ML E—NK
D ESP (X, %H DR BLHEETS 1T Tl T—4 &5t L £,

Firepower ¥ A7 AMIIKE 7’02 2/ ZEH LT, P RMIH L TSA 2RI m— M 51l
2, 2207 = F U= A ZHAICEIELE T, 7rERE, KO220D7 = — A THEINET,

IKE 7 = — A 1 TlX. Diffie-Hellman 3\‘*5&?@ WX TeXa TICREESNBET v 1V &L
L. ZO%?D IKE #FZ#H 5 b5 7-lcFmtax—24R L ET, ZoxrITvro—va il
X, WHHDISAKMP X274 7V vxm—2arynEUEd, 2—Wit, Faidtagr—%
FEFH L CREEZITHY 2N TEET, 72— X1 EIAA L E—RFRCHELET, ZO7=2—XT
I, R —2 a3 VOMICT AR TOT —FZRELEIHIE LETH, ET7OT7AT T 474
LERELET,

IKE7 =—X2Tl&, IKEET A, 7x—X 1 TSN/t F 2T RF v 2V ZH LT, IPsec
OROVIZEXF 2V Ty TYvZ—vaixdvyz— R LET, FIvm—Ta ik, &
K2 o0¥ Rt F 2T 4 7Y —3 gy (—HITEE, m7IE3E) BnETET,



| “#—r9z1veN

VPN EF

vwnEr

VPNEBIZ, VPNIZEEN TN DY FRA MBI OR Y V=7 Z4RE L, 2L
BIZEDOX IR L WA EIEE L 9, VPN ER% Firepower Management Center (Z 7% &7
L& WICEBRI ST N A F 72135 D Firepower Management Center |2 X > TEEL LTS
TNA AZZED VPN B EZHEATE ET,

VAT AT, RA VMY —RA b RS = BEUA Y2 L) 3ODH AT D VPN JEH
BHR—=FSHTHETS,

KA b Y—iR4A 2 D VPN EH

RA Y NV —FRA Y FO VPN JEETIZ, 200> RRA > MO HAEICEERELET, 25D
TURRA LU REET TNRALZELTHEL, WTFNDLDOT A, A TEX o 7R3 BhT 5
TN TEET, TOREDKTNA AL, VPNICOEHHSRT NSA A THDHZ EBMLET
T,

WKL, —fRHIRARA > RV —aR"A > D VPN BBRZR L CWET,

Managed
i Devicel

Virtual
Router

Managed
Device! |
Virtual

8 PN Tunnel VPN Tunnel &

]

=

m

et

W
—

[1+]

[

97 2266

A2 —VPN EA

AL —VPNEATIEL, FEROZ FFRA b (N7 2 —R) B, HHDOVE— K = RRA v
F (U=7 J—F) LtobvXaT7hEprM Lz, N7 J—FREfxDY)—7 7 — KD
TNENOERX, BID VPN F L TH, WINLOU —7 ) — ROERICH DA A ML,

NT )= FREMNLTHWIBRIETE £,

22 —HRIDREIT—RENT, A v Z—Fy hRMDOY— R R—F D%y hT—27 2N L TEFa
T IpER A LTV DR OAR)E & E AT S VPN & LET, A¥— VPNEAIX, T
NTOPEEBITH LT, Moy hU—I ~Dar ba— L E3NE=7 7A@ L F9,

—WRE) IR A X —RIOEATIX, NT = FiIAICEE LET, V—7 /— RiZZthichidE L E
T, FI T4y DRESIE. INSDY—T J— Kb BBENET, K/ — Fid. VPNIS
DEBRRT S, AT 2 Z L NBETT,

AL —IDE AT, IKENN—V a2 2 DHhEYR—FLET,
WORNE, —fR7RAZ— VPN EAZRLTWET,
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F—rzA VPN |

B v avenNER

Managed ¢
Deavice/
Virtual

% Managed
i Device/! {»ﬁ\
i Wirtual

Virtual
Router

Main Office

A w< 2 VPN EH

A w2 VPN EETIZ, 9 TOZ Y RARA 2 FAME X D VPN bR Lo T > R
AV PEBETEET, AviyaMBMOBRTIZI DO RRA V FTHEENEALTHEY O
T RRA Y PPHAEIZBETE L0, MEMEEZHATHET, ZOZ A 7ORERIT K
2, LT ENRLE SN/ 7 V—T 28T 5 VPN 2R L ET, ZORETRERMT S VPN
KGO EBFRT S A ZDEKIF, BERITLEEO LWL > TRV 4, £ RKRA 2k
X, VPN S DEBMNGT NA A THDH I EBNETT,

WDOKIE, — %72 A v 2 VPN BEZRLTWET,

Il Firepower Management Center /\—> 3 260327 1 FalL—varvHAK



| #—rHzsvpn

venEEosE ]

3 Managed Managed
il DE"":I’i'GE.I'. DE"-"iCE"l‘I
Virtual Virtual

Branch Office Branch Office

[AUUnl Mdh g
[BUUN ] Rel

[BuUn] MNdh,

[Buun] MNdh

Managed
2> Device/

Device/

Virtual Virtual 3
Router :
o o s ARdE
- Q
Branch Office Branch Office %

VPN ERIDEE

[VPN] ~—2 ([T /34 A (Devices) ]>[VPN]) T, BATOTTOH VPN EZ, ERICEEN
TWAARIBEIRT U RARA Y NIRRT HIENTEET, ZOX—VHNOA T v a %
AL T, VPNERBADAT =2 22 F£RT 5, FTLWERBZIERT D, EEHNRT A XA
T5, BAZEEETIFHIRT S, EW ot BEEX T T2 N TEET,

7 /3A A % Firepower Management Center |28k 35 & | BERHIZ, EBEEAD VPN 73 Firepower
Management Center & [F#lS 2 Z LITIEE L TS 7230,

BMELEYY
VPN EBIOEE, (13 ~X—7)

VPN BRAA T3>

B L\ VPN BREZERT 2561203, /RO L LT, —BEDOLARIE RO X A T2EE
L. FRHEAEX—ZBETHOLERHY T, RO3ODX A TOREREANLEIRT S LN TE,
FNZFNOREEICIZ VPN b XV NEFEINTWET,

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K [ ]



B—rHzA VPN |
B vnEmrIoay

CRA VRV —RA b (PTP) BOREIZ. 2 2O RARA > M T VPN k> RV E ST
Lij‘o

c AL —FIDEILZ VPN F o RNV D T N—T %L, N T = RRA v 2 ) —T7 = R
BAV O N—F 1T LT,

Ay vaBOREIX, =V RRA L Oy FWNTVPN RV DT II—T L L E T,
VPN BRI T RRA b E L THEHTE 5D1E. Cisco DEHNRT AL ADHTYT, $—F
R—F 48Oz FRA LV NIV R—FENEHA,

VPN #BFE skt L CHRTEA F— 2 EHT 2 LERH Y £3, BN TAR L7723 To VPN £
BCHEAT LT 74NV EOXF—%BETEET, "A VMY —FKA > MIOEKHTEX, £ K
WAL FOXRTICEFLEEF—2BECTEET,

~VNVT RAAL VBRTIE, RAA U CVPNERZER CEET, 2FV, BARDH AL ITE
THTNA AT RIRA LV FE2EID Y CTHZENTEET, ZokHRREAIR. BET L
RAAL VCHRHDERZR R TEETH, BETHILIITEEFA, RUIAX T LTRERBD
FMERTRTDHE, BUED RAAL VIR T BT A ADEFEROBABFREINET,

KAV EY—FRA 2 FVPNERAA T3>

RA Y RV —HRA 2 N VPNERERETLIHARIT. = RARA LV EXTOINV—T52EFRL,
BT D2oOD ) — KEIZ VPN Z21Ef L £97,

wIZ, BETHETESAA Y g VICOWTRLET,
[ZR1 (Name) |
BAO—EOAFIZRRELET,

24 7 (Type)
KAV N —RA v MUDORZHRET HI21X, [PTP1 27 U v 7 LET,
EATEHEF— (Pre-Shared Key)

AR HKT L C—BOFER AT —2THELET, £ RRA v b XTIk L CEHERHEA
F—ZHELZWEAIE. VAT ATEENOTRTO VPNIZH L TZOZF—0NMEHSH
S

Device

BEOT RARA L M LT, T 2 RE v I R0T A R Al T 72 & OF x4
T, AH R TE F9, L TV 5 Firepower Management Center CH& B X1 TN
A ADEBIGT A ADLEX, [ZOf (Other) ] Z#&IRL, =2 RAAL L bDOIP T R
VAZIRELET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 6 | |



Z— kx4 VPN

DDA |

[{R#8J)L—%A (Virtual Router) |

T RRA VN E L TEBRRT AN A BIRNT 5855803, BIR L7273 R CHAREA S
NTWAFIEL—FZRBINLET, HHOT FRA MR U EAL— & 28I+ 5 2 &
I TEEHA,

A4 23— x4 X (Interface)

T2 RARA v b E LTEEMRT N, AZBIN LT2GE1E., 88 LI E— 220 4T
LILTCWANL—T v R A X —T A AZHEKNLET,

[IP7 EL X (IP Address) |

* U RIRA LV bELTEINET A RAEZRINT AT, BEESNTLV—T v K A
VH—=T 2 AZEINYTENTWAIP T FLUAZERLET,

CBHRIR T SN AT AL ZE ST OE1E. SERPIPT KL ZD Y X RvbH D
AR TEFET,

* BER L 72 BT /N A A D Firepower Management Center C & H X AU T ULV LGS 1T,
T RARA U MIIPT RUAZBRELET,

[RESMNT=rY FT—2% (Protected Networks) |

R lbEINREETRYy N2 2BELET, £y P —ZZ L TCIDR7 2 v 7 T
Y72y hEASNLET, IKENRX—Va 1%, RESNTZHE—-OXRy U —7 OB R—
FLTWET,

VPN RARA Y MIEICIPT RLVAEZEFSZ LIXCTEEHA, £/, VPNV RRA >
h RT7ORES Ny NI =7 3EETHZ LFTERNI EICERLTLEE N, =
VRRA YV MZOWTHRESNTZFR Yy FT—7 DU A MZ 12l LD IPv4 721X IPv6 =
MUMEENTWDBEE, o= REA v MoR#EEINTZRy NU—71F, RICZ A
(IPv4 £72131Pv6) O h Y D7 EH 1 D> TWVWAZ ENRKETT, ZDLHA
TV M ERFS>TWReWEAE, o= RKRA 2V FOIPT RLARFRILZ A 7T THDHZ &
BIXOBR#EINT-Ry PU—ZHNTZ PUNREE LW EBMETT,  (IPv4 2oV
TIL/B32CIDRT FLRAZMEHA L, IPv6 IZOWTIL/128CIDR 7 RL A 7w 7 #fEH L
T) , INHEOWMFDOF =y ZIZRRTDHE, = RABRA 2 bOXTIIHKE L EHA,

[RER IP (Internal IP) |
T RRA I, Xy NT—F T RUVABEBREWATZ7 74 7 74— VOERITHEE S
NTWAELSIE., 2OF = 7Ry 7 RAEF I LET,

[/87Y) % IP (PublicIP) |

[NESIP (InternalIP) 1 F = v 7Ry 7 A& T LTEHBAIE. 7747 U4 =M LT
NRTZY 7 IPT RVAZBELET, =2 RRA v FBISEMOHEX, ZOEEZEET
HZMENRH Y FT,
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B—rHzA VPN |
B vnEmrIoay

[#8F1) % IKE 5R— b (Public IKE Port) |

[NESIP (InternallP) 15 = v 7R v 7 A% A Al Lizald, WO RiRA > MoFR—
MEXREINTWA T 7 AT U4+ —/L EOUDP 7R— MZxt LT, 1~ 65535 ODFEAEfEEL
9, =2 RFRA L FBEEAIT, BBEENTWDE 77 AT U4+ —/L EOR— FR500F7-
L4500 TlI72WGE. ZOMEERET HAHLERDH Y £7°,

[REX—%FHAT S (Use Deployment Key) |

BRI L TERIN TV A FRIEA T —2FEHT 2581, F=v IRy 7 2% 40T
4, 2O RARA L b XTI LT VPNEREEOFR A X —2BET 21001, F=v
TRy I AL 712 LFET,

EHIH#EF— (Pre-Shared Key)

[EHX—%HT 25 (Use DeploymentKey) | T = v 7Ry 7 A&F7IZLTEGEIE. 20
T4 RICHRE A —2fELET,

BErEY Y
RA Y MY —RA 2k VPN ERORE, (143—)

AA2—VPNDERA T3y

A A4 — VPN BZRETHIHEBITL. 1>ONNT J— RV KRS b, BEXQRV—7 J—F =
VERRA VDI N—TEEZRLET, BRREZERETHIZE, NT /=R RRA U bEL D
RSB 12DV —T7 J— RV RRA UV MEERTILERDHY £,

Wi, BRCIRECTE A4 7Y a oW TORLET,
[ZR] (Name) |
BEO—BOL4RIZREELET,
247 (Type)
AR —HIDREAZRTET DI, [A¥— (Star) 1227 V27 LET,
EATH£ A X — (Pre-Shared Key)
PRREICK L C—RBOFEREEXF—FEERELET,
Device

RO RRA L R LT, T3 A RE y IRT A AGEAAMEART 7o & OB XI5
TN, AR TE F 9, fEH L TV 5D Firepower Management Center CH& H XL TNy
A ADEBINGT A ADLEX, [TOf (Other) ] Z#EIRL, =2 RAAL L bDOIP T R
VAZIELET,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k



Z— kx4 VPN

DDA |

[{R#8J)L—%A (Virtual Router) |

T RRA VN E L TEBRRT AN A BIRNT 5855803, BIR L7273 R CHAREA S
NTWAFIEL—FZRBINLET, HHOT FRA MR U EAL— & 28I+ 5 2 &
I TEEHA,

A4 23— x4 X (Interface)

T2 RARA v b E LTEEMRT N, AZRINT 256803, 3R L7268 — 220 4T
LILTCWANL—T v R A X —T A AZHEKNLET,

[IP7 EL X (IP Address) |

* U RIRA LV bELTEINET A RAEZRINT AT, BEESNTLV—T v K A
VH—=T 2 AZEINYTENTWAIP T FLUAZERLET,

CBHRIR T SN AT AL ZE ST OE1E. SERPIPT KL ZD Y X RvbH D
AR TEFET,

* BER L 72 BT /N A A D Firepower Management Center C & H X AU T ULV LGS 1T,
T RARA U MIIPT RUAZBRELET,

[RESMNT=rY FT—2% (Protected Networks) |

R lbEINREETRYy N2 2BELET, £y P —ZZ L TCIDR7 2 v 7 T
YT Ry AN LET,

VPN RiRA 2 MIEICIPT RLAZEFSZ L3 CT& A, £72. VPNV KRR A v
h RTORESNT=Fy NI =7 3EETHZ LI TERNI EICERLTLEE N, =
VRRA YV MZOWTHRESNTZFR Yy FU—7 DU A MZ 12 LD IPv4 721X IPv6 =
MUMEENTWBEE, o= KRS v MoR#EEINZRy NU—71F, RCZ A
(IPv4 £72131Pv6) O h Y D7 EH 1 D> TWAZ ENNKETT, ZDLHA
T R BRSO TOWRWEA, MO RERA U FOIPT RVARFLH A T THDHI &,
BIOMREEINT-R Yy NI NTZ U NUREBE LW ENMLETT,  IPv4 2O
TIX/B2CIDR 7 RL A& L, IPv6 I DWW TIL/I28CIDR 7 KL A2 7w 7 21 L £
T) . INOOMEFOTF =y Z7IZRTHE, =2 RRA U FOXTIFHEEL /A,

[RER IP (Internal IP) |
TURKRA VIR, Xy NU—T T RVABEWWEHZ T2 7 747 U+ — /L OFHITHE S
NTWLEEIE, ZOF =y IRy 7 A F I LET,

[/871) v IP (PublicIP) ]

[NELIP (InternalIP) ] F = 7Ry 7 A4 N LIZGAIE. 774 T U4 —Zx LT
NRTZV 7 IPT RLVREBELET, = R A v EBRREMOHREIX. ZOERES
HVENRDHY FT,
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B—rHzA VPN |
B vnEmrIoay

[#8F1) % IKE 5R— b (Public IKE Port) |

[NESIP (InternallP) 15 = v 7R v 7 A% A Al Lizald, WO RiRA > MoFR—
MEESNTWAE T 7 A 74— D UDP AR— MM LT, 1~ 65535 DFfE & 6T L
T, T2 RRA L FRREAIT, IRESNTWDE T 7 A T 74—V EOR— FA3500 %72
1£4500 TIERWEGA., ZOEEZEET 2LERH Y £7,

EErEYY
A K — VPN JEROEE, (153—)

Ay a VPNERA T3y

A2 VPN BEARETALEEIE. VPNOZ L —T2EHR LT, BHEOZL RRA &y
MIEED 2 DORA N2 7 S¥ET,

wIT, BETHRETEL AT a VIOV TORLULET,
[&A] (Name) |
EHO—BO4RIZEELET,

247 (Type)
Ay v aMORHZHRET DL, [A vy 2 Mesh) 1227V v 7 LET,

ERTHAF— (Pre-Shared Key)
RAEICK L C—EOFMEAF—2ERLET,
Device

BREOT RRA L FE LT, T/ XA RZ v 70T N AE R AMERT 72 EOE XS
T, AR CTE 9, i L T\ 5 Firepower Management Center CH& B S 71T gL
A A DEBXGET NA ADEEIEL, [ZOM (Other) 1 Z#FIRL, = AL hDIPT R
VAZEELET,

[{R#8)L—%A (Virtual Router) |

TURKRA LV FE L TEENRT AN ZALBIRLEEEIT. BELET A RC@EAINT
WAHRIEL—Z ZRIN L4, EHoOT L FRA V MR UREL— 2 23R4T 5 2 L 1LT
XFEHA,

A4 23— x4 X (Interface)

T RRA M E L TEBRMRT ANA A BN LIZGA0E. FBE LA L— 2 (28D 4 C
ENTWAIL—TFT v R A F—T = A ABENLET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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77— k4 VPN

DDA |

[IP7 FL X (IP Address) |

"V REA b LTEBRET N AEBR LGAE, BRI =T v R A v
B—T A ZZEN Y TENTWVWAIPT RLAZEIRLF9,

WIS R T NA ANTNA ZAE A AT OE1EL, SFRPIPT KL AD U 2 B D
BRI TE FT,

IR L 72 HELR 5T /XA A8 Firepower Management Center C& H X 71 C ULV LG A X,
T RKRA U MIIP T FLRERELET,

[RESNI=Y FT—2% (Protected Networks) |

ek RBE TRy NhU—2Z2ELET, Xy b =271 L TCIDR7 1 v 7 T
YT Ry FEASLET, IKENXN—=Va ik, RESNEE—DORYy NU—7 DL R—
FLTWET,

VPN=Y FRA > MIFRICIPT RV AEFSOZ LITTEERA, Fo, VPN RRA
F RTOREESNTFR Y NI =7 3EETHZ LFTERNZ LIZERLTLES N, =
YRRA YV MTOWTHREINTZR Yy RU—7 DU A MZ 12l ED IPv4 F721F IPve =
MIMEENTWBEAE, o= RRA v hoff#EINZxry NU—21F, RCX AT
(IPv4 £7213X1Pv6) Oy F ) Z2D7pl tH 1 D> TVWAHZENMETT, ZDXkH7%
T MY EFSOTHRWEA, MO RRA U FOIPT RVARRLH A T THDHI &
BIOR#EEINT Ry NI—7HNT PUNREE LW EBMETT,  (IPv4 2O
TIL/B32CIDR T FLAZMEA L. IPv6 IZDOWTIL/128CIDR 7 RL 2 7y 7 AL E
T) . INBLOWMEOTF =y ZIZKRTDE, TV RFRA Y FOSTIIEEEL A,

[NER IP (Internal IP) |
T RKRA VIR, Xy NU—T T RVABEWEHZ 27 747 U A —/LOEHITHE
NTWBERIT, 2OF 2w IRy 7 A%t LET,

[#871) % IP (Public IP) |

[NESIP (InternalIP) 1 F = v 7 Ry 7 A2 AN LTEHGEE. 77 AT U4 —MZx LT
NRTY w7 IPT RLVAZBELET, =2 RRA Vv MBREMOLAIX, ZOlEfRES
HVENRHY ET,

[/8F1) 4 IKE R— k (Public IKE Port) ]

[NESIP (InternallP) 1T = > 7 Ry 7 A& F AT LIZGEIT, WOy RAFA » MR —
MEESNTWD T 7 A T 74— D UDP AR— MMZxf LT, 1~ 65535 DFfE%FaE L
F79, =V RRA L PBIRERIT, BEINTWAEAT7 7 A4 T U4 — /L EOR— F23500 F 7=
1% 4500 TIERWIGE, ZOEEZEET H2HEPH D 3,

BMELEYY
A3 a2 VPN BEHORE, (16 2—)
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H— kA VPN
B vnEmrIoay

VPN BRDEMEA T a v

VPN OERIZIE, BB VPN THATE 2@ REN N O0EENTWET, % VPN T,
FIFNNOBRELEAT A0, FHITFOF 7+ NOBREL FEXTAZ LN TEXET, @

WLORFIERERIZEE AL, HDOIVEESTLKEETLIBERD Y £ A, FFMREITEABRS Z

LIZE2 Y £,
WIZ, BEATHETE 28 MA T a OV TEA L ET,
A ShB 2o 7I/LT ) XL (Other Algorithm Allowed)

IDOF IRy I A A NlTHE, [TV Y XA (Algorithm) U A MIEEN TV
WA U E—F ETICE>TIREINDZT LAY ZALIZHOWNWT, HEIRIT = —2 a3 VNV
T 97,

7I)L31) XL (SNMP (v3) Auth. Alrorithm)

BT T 208X VT 4 #HRT LD, 72—X1ET7=2—X20T7 N3 Y XLADHE
REBELES, MAHO7 =—XZk LT, [ (Cipher) ]. [>» = (Hash) ]. BX
O [Diffie-Hellman (DH) |7 Vv —75RGEA v — V2 HIRN L E T,

IKE 54 744 . (IKE Life Time)

IKE SA DR % Ty —3 g VI OWT, BEZ2fE L, BEEM 288N L £, &
IN15 4. R 30 A AR ETE £,

IKE v2

VAT ATIKEN—V a2 & FHTIHAE. 2OF=v IRy 7 A4 LET,
ZON—=Ta Tk, A —HOREMEEEORER Yy = B R—hSvET,

54 7434 L (Life Time)

SA g RkFr I T—v a3 VHBIZHOWT, BiEZEE L, BN Z R L ET, &S
I K24 B AR ECTE £,

S4q 7 /87y M (Life Packets)

BHRNEANR E TIZ IPsec SA L CTIRIETE By MAEfRRELET, 0~
18446744073709551615 DEE A {FH AT £9°,

Z4 7 /31 b+ (Life Bytes)

BB E TIZ IPsec SA 2N L TRIETEDL NS MIAEFRTELET, 0~
18446744073709551615 DI A {F A TXx £,

AH

PRENBDOT —ZIZX LTI~y X — X2 T 4 a halzfd+s L ociEET
LZENE. TOF 2w IRy 7 A F AT LET, Bk —b A~ a—F (ESP) &
Fa Lz FERTAESE. 2OF v IRy I RAEFT7IZLET,
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Z— kx4 VPN

VPN EF O EHE

EENEY D
7 VPN BB AR ET 5 515, (16 X—)
VPN READEE
ARXR— b1t | HEDFAEVR | YR—bENET | HR—rSNB K| 7UEX
z INT R Ay (Access)
BAYIAP VPN 7000 & 8000 > =& (Any) Admin/Network
) —= Admin
A
B 7000 F77038000 2 — X F N4 2 ED VPN ZBINEITHIR LT, {EODLEELEMTS
L Snort Ve ANHEEIESN., RN T T4 v T DA AT g URTITENE T,
ZOHEHIC T T v 7B Ra vy ENDED, ENLUEA VAT v a UM T TICR T
XN, BEABRT AL ADETNAVEBLIONT 7 4 v 7 ORBITFEIE L TRRY £
T, FEAZOWTIE, Snort® OFEENZ LD T 7 4 v 7 OEHEESIR L T EW,
Fig
ATYF1  [F/31 A (Devices) ]>[VPN]ZEIR L £,
ATv T2 VPNOEBEZEELET,

BN #H LW VPN OB &2 1Bk 5 121X, [VPN OBA1 (Add VPN) ]> [Firepower 7 /XA A
(Firepower Device) | #7 U v 7 LC, BEZ A 7106 CTROFIEEZFATLET,

==

° A v a VPN EBEOKE, (16 ~—)

Ut

CARA L BV —ARA v b VPN EBRORE, (14 2—)

° 24— VPN EBOFZFE, (15—)

TR BEfFO VPN EBIORE A EE T HI01E, WET A 2> (@) 22V v s LET, VPN
BHOMRE, (173—2) 22RLTIEEN,

"HIE - VPN BB A BT 21, HIBRT A 2> (d) 220 92 LET,

*JEBH : [JEBH (Deploy) 127 VU w7 LET (REZLFEOEHAN 25M])

* VPN 25 —& 2D : BEFD VPN B D AT —Z 242 Fr-T5I101E, AT —HF AT A=
CuE7 Vw7 LET, VPN AT —X ADFR, (19—) 2L TL7EE0,
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VPN BRI D EHE

EENEY D

Snort® OFELEY T U A

KA bY—RA4 > VPN EFRDERTE

ATy I
ATy T2
ATvT3
ATvT4
ATv 75
ATvT6
ATv 71
ATvT8
ATvT9
ATv 710
ATy TN

AT 12

ATy 713

H— kx4 VPN

AX—bSA4EY | REDSAEVR | Y R—bENDT | HR—rShD K| 7HER
~ AR A (Access)
ez L VPN 7000 & 8000 > & (Any) Admin/Network
J—x Admin
FlE

[7 /34 A (Devices) ]>[VPN]ZEIR L E7,
[VPN ®3i8/1 (Add VPN) ]> [Firepower 7 /31 A (Firepower Device) 127 U v 7 LE7,
— B4 E AN LET,
[#A47 (Type) ] & LT [PTP] EIRINTWDLZ &4 LET,

—EBEOFFILE X —

2 AN LET,

[/ — R <7 (Node Pairs) ] DBsEm7T A = (&) %20 v s LET,

WA B —RA 2 F VPN EA 72 a v,

VEBRELET,

[/—FA (NodeA) |OFD [fR#ESNT=R >y T —2 (Protected Networks) | DFEIZH 5BINT

qay (@) 22997 LET,
SN Rry hU—ZDCIDR 7 v 7 Z AN LET,
[OK1 %227 U v o LET,
[/—FRB (NodeB) JIZKLTFIEE~ 10 VKL ET,

[fR1E (Save) 127 Vw7 LET,
T RFRA N RXTRERICENESET,

[fR7F (Save) | #27 U w7 LT, EBHOBREEZKTLET,

SONES

CREAE R L X,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K

RELFEDBAZZMLTIZE W,

(6 X—) TWBAINTWS VPN B4~ 3
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Z— kx4 VPN

A5 — VPN REIDEHRTE

ATvT1
ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATy 71

ATv7S8
AFvT9
ATv 710
ATvIN
ATvT12
ATy 713

ATV 714

ATv 715

VPN EF D EE

AR—hr 514ty HEDSA VR | HR—FSNBET | HR—FrENB K| 7HER
A INA R AL (Access)
B L VPN 7000 & 8000 > | fEE (Any) Admin/Network
J—=x Admin
FE

[7 /34 A (Devices) ]>[VPN]ZEIR L E7,
[VPN @381 (Add VPN) ]> [Firepower 7 /XA A (Firepower Device) 127 U v 7 LE7,
—BO&HTE A LET,
[A%— (Star) [#27 Vw7 LTHA T EEELET,

—EBEOFFILE X —

2 AN LET,

[/~7 /— R (HubNode) | DBEDMRET A 2 (&) 27 Vv 7 LET,

A H— VPN OEA T v a v,

‘j"o

(8 =) THEMBAINTWS VPN B4 a v 2R ELE

[Ri#SH7=% v h7—2 (Protected Networks) | DBEDEMT A 2> (&) %2V v LET,
RSNy NT—7DIPT RLAZ AN LET,
[OK] %27 U v 7 LET,
[PR1E (Save) 1227V v 27 LET, ~T /— FBRREBICBEMESNLET,

[U—7 /—F (LeafNodes) | DBEDEMT A 2> (&) 22V w7 LET,
V—7 J—F%Z5%TT5I20% FIET7~102#VIKLET, Znicky,

T arPREINET,
[fRTF (Save) |27 U w7 LET,
V—7 J— FnERIGEmMENE T,

[f~1E (Save) 127V v 7 LT, EBED

SONES

CREAE AR LE T,

REZK T LET,

REAFEDBAZZRMLTIZE W,

NT = RERUA
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VPN BRI D EHE

Avw< a2 VPN BRDETE

RATvT1
ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATvT1

ATvT8
ATvT9
ATv 710

ATvIN

ATvT12
ATv 713

77— bk x4 VPN

AR—hr 514ty HEDSA VR | HR—FSNBT | HR—FrENB K| 7HER

A INA R AL (Access)

B L VPN 7000 & 8000 > | fEE (Any) Admin/Network
J—=x Admin

FE

[7 /34 A (Devices) ]>[VPN]ZEIR L E7,
[VPN ®3i8/0 (Add VPN) ]> [Firepower 7 73A A (Firepower Device) 1 %7 U v 7 LE7,
—BO&HTE A LET,
[A>v> = (Mesh) %27 YU 27 LT[¥AT (Type) 1 &fELET,

—EOFFHLE X —

2 AN LET,

[/ —F (Nodes) ] OBEdEMT A2 (D) 22V v LET,

A v a VPN JEBRRA 7> a v,

‘j"o

[fi# < 7-% v h T —2 (Protected Networks) ] DREDEMT A 2> (&) 22U v 7 LET,

SN Rry hU—ZDCIDR 7u v 27 Z A LET,
[OK]ZZ27 Uy 27 LET,
RSNy U= RBIMENET,
[f~1F (Save) 1#7 VU v 7 LET,

JBBHIC= RARA » RANBINE NV ET,

T RRA LV MEEBIZEBMTAICE, ATy 76~11 Z#0DiKLET,
[fRTF (Save) 1227 U w7 LTEZETLET,

RDIEE

CREAE AR LE T,

=ET VPN BB ZRET 27

REERDEANZSZRL TIES0,

(10 *—2) T INTWS VPN B4 7Y a V2R ELE

Y —x

AI— b S4 Y | RHEDSA VR | HR—bENET | HR—FENBF | 7OER

e N R ALY (Access)

AP VPN 7000 & 8000 > | {EE (Any) Admin/Network
Admin
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Z— kx4 VPN

venEEosE ]

VT RAA VR TIE, BIED KA A TIERRS L VPN B ER RSN E T, ZHUIMRET
EFET, T, ZURFA U T AL ZAD I ONKRAAL VIZE L TOWAEAT, kAL T
ERR & 472 VPN BB b Frn S E 4, Jofll KA A CERR S 47z VPN JEBRIFRE TE 8 A,
TALOD RAA U THER S L7 VPN BB 2 R B LOWRET HI2IE, ZD KA A N8I B2 F
7

FgE
ATYTFT1  [FT314 A (Devices) ]>[VPN]ZER L £,
ATYT2 gmwray @) w00 v s LET,
ROVIZRRT A 2 (%) BDRRINDGE, RETTEA AL B LTEBY, REEXER
THMERBH D A,
ATw 73 [Advanced] ¥ 7E 7Y v LET,
ATvT4 VPN EHOFEMA T2y, (123—=) OB T, sFliEEITVET,
ATYTE (7A=Y R (Algorithms) | OBEOEMT A 2y (@) 22U v LEF,
ATV 76 W07 = —RZxt LT, [ (Cipher) ], [/>>v ¥ = (Hash) ], ¥ & U[Diffie-Hellman] ([DH])
TN—TIEDORA o=V L ET,
ATy 71 [OK] %227V w7 LET,
ATv T8  [R1F (Save) 1227V v 7 LT,
ROEE
CHEATEEEMALET, REAFOBEAZSRL T EIN,
VPN REDIRE
A
FE 2 N0 —¥RE BRI OWTHRFICHE L TIEWTFEREA, 72720, WebA v ¥ —T7 = A

A TIEFEFREZHIEL TWRNWZ LITEE LT &V,

TN TF RAAL VIEBTIE, BIED KA A CTERR SN2 VPN BN Z RSN E T, ZIUIRET
xFET, Flo, TURFA U TARALAD I OB RAAL VIZE L TWDEEF, B KA LT
ERR & 72 VPN BB b F &N E 4, Jefll KA A CER S4u7= VPN JEBIIRE T T8 A,
TALD RAA U THERR S L7 VPN BB 2 R B L OWRET HI2IE, ZD KA AL 8D B2 F
7
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H— kx4 VPN

VPN BREDRT—% R

ATy T
ATy T2

ATvT3

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

FIE

[T/34 A (Devices) ]>[VPN]ZER L £,
WET A2y ) 27 Vvy 7 LET,

ROVIZERRT A2 () BEFRENDLGE, REFEHFAAMNIBLTEY, REZKE
TOMERD B £H A,

VERBREE LR LET,

*[FEAIRE (Advanced) ] DRXE, mfE7e VPN BHHZRET 5 51E (16 =—) &ML
TLEEW,

A VA BDOFRE, A v = VPN EOFRE, (16—) 2L T EIN,

CHA VbV —F A v PRORBORE, FA 2 by —HA L b VPN BHORE, (14 <—
V) BBELT EE,

* A —TIDREDFKE, AH¥— VPN EBDOFRE, (U5—V) 2L T EI,

Evb EREZEVICHRFLIZZRT, BRADY A TEmET LI LT TEEYA, BROY AT
EEET DT, BAZHIBRL CORLH LWERAZERT 2 LERH Y 7,

RDIEFE

CREARZREALET, RELFOEAZZRL TIZEN,

e

VPN EFIDAT—2 R

VPN BEIZRE LB T, ®ELZ VPN b RIVDAT —H A2 FRTEET, VPN =T
X, & VPN EFIORZIZ, ZOREBORT—Z A T A arNERINET,

() Tt TRTO VPN RRA U FRBEI L TWA L 2R LET,

(W) 742303, T_XTO VPN FRA 2 MREIELTWS Z L 2R LET,

() A ai4d,. BAIL TCWAZ U RRA VUV FEEIELTWAZY RRA U MR HDHZ &
R LET,

AT—HATA w7 Yy 7 LT, BEOAT—X X, BIOERNODT Y RRA » MIET
HEARER (2 RARA Y MARIPT RVARE) 2RRTHIENTEET, VPNAT—HF A
. B, Fod (= RRA YV IMEIE LT, SR LR E) AT X AOEENET
AR ENET,
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| #—rozoveN

VPN X T—3 AD KRR

&
ATy T2
ATvT3

VPN R 7—% RDKRT

BEErEYY
VPN 27 —% ADFKxR, (19 _X—)
AX—hr 514ty REDFA VR | HR—LENET | HR—FrEhB K| 7R
z INT R Ay (Access)
ALY VPN 7000 & 8000 > & (Any) Admin/Network
) —= Admin

< F RAAL VBT, VAT AFBED R AL U TIERR S 7z VPN B2 £ R LET, £
77. TV RKRALFTARALZAD T OB RAAL B L TWAEAIL, Bl R AL U TER I

VPN BB b FEREINFET, FO RAA U TEMR I VPN B ZERTHI2E, O RAA
YR ET,

FIE

[7 /34 A (Devices) ]1>[VPN]Z R L E,

AT —H AT T HRBOBICIHL, VPNAT—EZZA T A arxr Vv s LET,
[OK] %7 Vw7 LET,

VPN OffistE o5

VPN BEAZHE L& T, BRE LT VPN b R Ei@iAT 57 — X Ofet 2 £R_RTHZENT
XFET, Fh, B RFRA L MIOWTEFOVPNU AT AL IKER V2 FHRT 5 LN T
ij‘o

VAT AL, ROBFHERP R RINE T,

I KR4 >+ (Endpoint)

VPNZV FARA VP ELTHEEENTEN—T vy RA LV F—T 2 ABIOIPT RLA~D
FONA A NA

AT—H R
VPN £kt DR E (BBEhE /- i3fELo EB 560
Joral

BELCHEHAINS e a2 (BESP £7-1% AH) .
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H—kH A VPN |
B vno#sstsLvos

21537y 3L (Packets received)
IPsecSA F T 2— 5 VHIZVPN b RADBZET D, A F =T = A 2DV ONTy
]\ﬁo
Rk /N4 +# (Packets Forwarded)
IPsecSAF T m—3 3 VIS VPN b FAURKET D, A F =T =2 A AT O/
4
Z{E/N1 F# (Bytes Received)
IPsec SA F I — 3 YHIZ VPN b RANZET D, A F =T =2 AHTZY DA
N
BriX/\1 3t (Bytes Forwarded)
IPsec SA X T =—3 3 VHIZ VPN R RAREETDH, A F—T A AHT20 DA
4

YEF %] (Time Created)
VPN e D VERE S AU7= H FF,
R {EAFZ] (Time Last Used)
Z— ) IT VPN #8552 BR G L 7= B,
NAT kS5 /85— )L (NAT Traversal)
IV (Yes) | BFERENTWDEHA, F*v hU—2 T RUVAEBREHZ =T /3 2D
W7 b 1 DO VPN = RRA > MBEEL £,
IKE JX#& (IKE State)

IKE SA OIREE (BEhe. ML, HIBR, F/o3BEE) |
IKE 4 X + (IKE Event)

IKE SA A~ b (FFR8RE, £723F—HAmR) .
IKE 4 X2 ~FfE] (IKE Event Time)

WDA X AT D (B)
IKE 7)L31) XL (IKE Algorithm)

VPN B CHEA SN TS IKE 7 /LT Y XA,

IPSec JKHE (IPSec State)

IPSec SA DIREE (A A F—JLH, A A F—JLFH, B, F—F4k. Bk, BX&
UBEFE)
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| #—rozoveN

VPN EHEHRB L O'n 7 oFR, (21 *—V)
=1 = N N - —
VPN 5T R B L VBT DR
ARXR— b4t | HEDFAEVR | Y R—bENET | U R—rSNB K| 7HEX
R N R ALY (Access)
P VPN 7000 & 8000 > 1% (Any) Admin/Network
J—= Admin

&
ATvT2
ATvT3
ATvT4
ATy Th

IPSec 1 X2 k (IPSec Event)
IPSec SA A XV "MK —ZFAERT DX A I > 7 D@,

IPSec 1 N> ~EFfE (IPSec Event Time)
WDA Ry NBRFATHETORE () .

IPSec 7JL31) XL (IPSec Algorithm)

VPN BRI T &L TV 5 IPSec 7L U X A,

EELEY D

VPN #fEEHERE LUV R T DRTR

<NV TF RAAL VBT, VAT AEFBED RAAL U TIER S VPN BRI Z £ R LET, £
72. TURKRA U TNRAZAD T OB RAL B L TWEEEIE, B KA AL U TER ST
VPN BB R REINET, DO KA A U TER S L VPN B ZFRT 5121, £DORAA

Y BRZET,

FIE

[7 /34 A (Devices) |>[VPN]ZEIRL £7,
MEHERAE T T HEBEDOBICHSD, VPNAT—Z A T A a7 )y LET,
MatEROERT A2 (B) 27V v 7 LET,
F 7 a T, [HH (Refresh) 127 U 27 LT, VPNOKIHEREZTHTHZ &b TEET,
F 7 a T, [KHou 7 OFER (ViewRecentLog) |27V v 7 LT, KT RRA 2 FDkk
HOT—4 a7 kFRTHIELTEET, N TXAFEUT 4 T D 7000 F 7213 8000 >
V=X TFNRAABIRRAZ v 7 TNRA 200 T 52RRZTDHINE, TI/T747/1774~<Y, £
IRy I T T T DONTNDDOT R, A~DY 7 %7 ) v 7 LET,
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F—kz4 VPN |
B NEHESsLUoS0ER

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k
|



	ゲートウェイ VPN
	ゲートウェイ VPN の基本
	IPsec
	IKE


	VPN 展開
	ポイントツーポイントの VPN 展開
	スター VPN 導入
	メッシュ VPN 展開

	VPN 展開の管理
	VPN 展開オプション
	ポイントツーポイント VPN 展開オプション
	スター VPN の展開オプション
	メッシュ VPN 展開オプション
	VPN 展開の詳細オプション

	VPN 展開の管理
	ポイントツーポイント VPN 展開の設定
	スター VPN 展開の設定
	メッシュ VPN 展開の設定
	高度な VPN 展開を設定する方法
	VPN 展開の編集


	VPN 展開のステータス
	VPN ステータスの表示

	VPN の統計およびログ
	VPN 統計情報およびログの表示



