DATEES42)T7 LR

IOV T 7L UATHE, DT NRAADaA~<w L RIL A H—T A A (CLD) 22\ Tt
LET,

* 7000 35 LTV 8000 U —X

+ ASA FirePOWER

* NGIPSv

Y

GE) Firepower Management Center T CLI Zfi 9% Z &1L T& £ A, Firepower Management Center
I%. Linux > =/L 7 27 & X% %7 — |k L, Cisco Technical Assistance Center (TAC) ODEE T T
DHYR—FSNET,

* CLLIZDWT, 1 ~_—¥

* KM CLL v R, 2 =

* show =2~ K, 6 X—

C a7 4Xal—raravrs R, 34 X—U

* system 2~ K, 53 ~N—¥

CLI DLV T

BERFT NA ZZCLL (A~ RIA Y A v H—T 2 A ZA~Ou s A v 2B ZHEHLTRY
A FHL, TOETHMTLa~r REMEHLT, 730 220K, &E, BLO T T
Va—=T 4T HIENRTEET,

Firepower Management Center /A—2 3 603> 74 ¥alL—> 3> HA K
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B cu=z—r

CLlI €—

A

DEESANE PO P AV S

G¥)

K

7000 72138000 > —X FN_A ZA&EY T —FL, TEAHEIFTELICLIICEZ A LThH,
WebA X —T oA APMEHTEDLHIZRDET, FITTHrT_NTCoa~vy RiEEEa 7
SN FEH A,

CLL a2~y RTIIRLFELE/INLEREIMENERTA, 2F L, 2—FLEMB T4 N ERE, T
XA RMNCLI 7 L—2 T —7 O—ETITRNARNT A—Z TIIRBENDDOTEELTLEEN,

CLI & — RIZIX show X° confiqure 72 ESEH V. ZNHDE— RITITE— RATHED —HEHD

YRR EERTHET, E—FR %%#LT\%®%~Ffﬁ%ﬁ27/b%ﬂﬁ¢é_kb
fjt_%@%*— RS 7N avwy ReEANTH5ZEHTEET, 728 21E, Analystl LWV H 22— 7
AUy NOWEREFERTDHITIE, CLLT a7 R TROLIICADLET,

show user Analystl
T TIZ show B— RZBAL TWDHEIE, CLI 7B 7 R TRO LS IZANLET,
user Analystl

CLL77t€X L)L

BE—RT, 2—FRFEATEHa~vr NI, 2—FOCLI T 7R TRRY 4, 22—
PTT T N T 525G FETROWTNNDCLIT 78 A LAYLZEID Y TH 2 L
TEET,

*[FEA (Basic) ]: 2—WIIi AWMV EHDOT 7w AMEEFFD, VAT A RT3 —~ L AILE
BrhEzba<vy ReEFITT5Z LIxTEEHA,

*[7E (Configuration) ] : —WiL, FAMY /EZIALT 7 EAMERHY, VAT LT 53—
YA E B R A FEFTTHIENRTEET,

*[7aL (None) ]: 2—HiZv=niiu s A4 TEEHA,
7000 35 L V8000 > U — K T34 ATIL, Web A V¥ —T = A AD [2—HEH (User

Management) | X—YTa~vy R 74 VOMHERZHEIV K THZ LR TEET, NGIPSv & ASA
FirePOWER TiZ, CLIZ i L Ta~>r K 74 L OEREZE Y Y4 TET,

EARMGCL o<k

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k
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configure password I}

configure password

exit

BATO2—TE, BEORAU—RELEHETLHZLATEET, a~v 2 FER{T7d 5L, CLLIX
BWED (FW) RRU—RFEZANTEHEL ) 2—WICERL, TOHTHLVLWIAT— K& 2 [FA
NTHEHIERLET,

72t X (Access)
FAR

X

configure password

il

> configure password
Enter current password:
Enter new password:
Confirm new password:

2—YETT7AN FOE—RIZELET, (Z—FEF, WTHULOTFLL~LdD CLI 227 F A
b ENOTF 740k F— F~BEILET) .

749t X (Access)
FHoR

X

end

1

configure network ipv4> end
>

CLIZ T XA M2, RICEWCLIZVTFARN LNAABEILEST, 7408 F— b2
Da<wy REFRITTAE, 2—HFFBITOCLIEy Y arynb5ue 7Y FLEST, Ziud. CLI
a2 RO logout &FITTHDEFR U T,

72t X (Access)
HA

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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B ~7

X

exit

il

configure network ipv4> exit
configure network>

AT
CLICOWEEZF R LET,

74t X (Access)
FHAR

(378

help

1

> help

history

Hifoktyvaroavwry R4 ORBEEFRRLET,

72t X (Access)
FHAR

(378

history limit

I Clmic EEY A NOYA RERELET, FA A2 WHIRCRET D105, 02 AN LE
¥,

il

history 25

aOg7wk

HITOCLIay Y —)L vyl armhbB{fToa—Y2a 770 FLET,

Firepower Management Center /N\—> 3> 603> 74 X¥al—> 3> M K
4 | |
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? (REREF)

7 (BRRIR) B

72t X (Access)
FHA

X

logout

il

> logout

CLIZi~ Y R & CLIZST A —F OWRIKIF~N T Z2FoRr LET, UTFTDOLIIZ@EME ) a~vv
RZ2EHLET,

CHAEDOCLIZVTHFA M TCHEATE2a~y ROV T R2FRTHICE, av R~
MZBERF (o) ZANLET,

CHEREDOFY ey N TCHEAMHARE g~y RO U R M & FLTA100%. BT () Ol
#BiENE o~ R AT LET,

s v ROIERBIE O~V T 2FRT B2, a~vr 7 a7 osEob ) /5
(2) ZAILET,

B () 13, 2y —iloa—nNy 735 2 LIFRVEICZEESZS VY,

72t X (Access)
FHA

X

?
abbreviated command °?
command [arguments] ?

1

> ?

7 (ZEDREMBF)

CLI 2=y REBXUOURT A —HX O RIRITF~N T R LET,

749t X (Access)
FHoR

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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[ | show a2 v > K

X

272
abbreviated command end??
command [arguments] 2?7

1

> configure manager add ?°?

showa<> K

show 2= RiX, T34 ZADORREIZET DB HREZBUE L E T, TN oDa~y RiET /A ADH)
EE—FEEFELERA, . 2NHDOa<wr REFTLTYH, VAT AOEWEICK T D%
WEE/NBIZZ2 0 F97, 1ZFEAED show 22 RIET_XTOD CLI 2 —YRF|HTEX E£T M, show
user AV REIFITTE D DL, Configuration CLI 7 7 & AMER & Ff > —HF D H T,

access-control-config
BEREB SN TV DRD L 5727 7 AKIERREE £R LET,
X2 VT ATV ADORE
*TrEAX ar b= R —THRHENDHHP LT TRY 2 —D4TH]
RALEEY N T—X
*RX T ORE
CARY = LV DT v A FILEEL, BRERTE R E DX OO FEMERE

Fio, EELEEER— DT —4% (ICMP= N DX A T L a—REEl) BLOET 7 &R
Ay hr— b =SB DR (B v M) 7 E D, KU —ICBET L EERH R b RN
L%,

72t X (Access)
FHoR

#X

show access-control-config

1

> show access-control-config

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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alarms

arp-tables

audit-log

alarms B

TNA ATHIET 77 47 (EEMEIL) KRB/ TWAIN—FR 2T D7 7—hxFKnrLE
T, 2D a< R NGIPSv 3 L O ASA FirelPOWER &34 A TIIMFEFATEX £ H A,

749t X (Access)
FHoR

X

show alarms

1

> show alarms

S hU— 72 T& % Address Resolution Protocol 7 — 7 V& F£Rx L £, ZDa~ Rk
NGIPSv 3 L " ASA FirePOWER TI3fifH T& £H A,

749t X (Access)
FHoR

(378

show arp-tables

1

> show arp-tables

Bfin 7 2 RRAOWNEICZ R LEY, ROFLVEERR T A~ FREIHICRY £,

72t X (Access)
HoR

B

show audit-log

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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B bwass

1

> show audit-log

bypass

7000 721X 8000 >V — X T4 AT, HHFDOAS T4 By be—EERL, TNHDOE Y
MZOWTIDOWT DDA RA FT— R AF—Z A5 F R LET,

*armed : A VX —T 2A A XRT W EERERHIN—FT =27 NANRRTR D L OITHES
NTWD ([XA /3R F— R : /3( /X (Bypass Mode: Bypass) 1) 7>, F£721%. configure
bypass close 2~ > RZIH L CREEIC T = — L7 n—XILE LT,

*engaged : A VA —T = A AT N, =T K LT=0, £7203. configure bypass open
gy REMBHL TR AN—RY =7 SAR22320 F Lz,

totf 1 A UB =T A ANT PN T 2= —RX ([N /"Z F— K : /3132 (Bypass
Mode: Non-Bypass) |) ICEREIILTED, A ¥ —T = A AT CTHEENEAE LILAITIE
Ry MR T ry 7 SET,

749t X (Access)
FHoR

X

show bypass

1

> show bypass
slpl & slp2: status 'armed'
slpl & slp2: status 'engaged'

High-availability 3 < > K

INATRAZEYT A DORE, AT —HA, AUNR—=FT XA RAENTAZ v T DIFEREFRLE
T, ZDa~< RiLNGIPSv B L Y ASA FirePOWER 73 2 CIHMEHA TE ¥ A,

72t X (Access)
FHA

config
TN, ADE AT AMEOREE KRR LET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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cu

X

show high-availability config

il

> show high-availability config

high-availability ha-statistics
@ AT PERT DTS ADREBILAHF 2R R L E T,

X

show high-availability ha-statistics

1

> show high-availability ha-statistics

cpu
TFNRAALEDOTRTOCPUDT T v b7 4 —AIZHET HHITO CPU Ot R OFFHIE R Z2 R
RLET, 7000 3B L8000 2 Y — R FAAA AT, ROBHRFRENET,
*CPU: 7t v HEd,
*r—F:0~100 DEIETEEIND CPUFEHZE, 0Fr— RENTWARUWIREET, 100 1358
ElZln—REInzZ 2R LET,
NGIPSv 3 L T} ASA FirePOWER TlZ., RROEAFRINE T,
*CPU: utv¥&EE,

*%user : L —H L~YL (77U r—3gr) TEITHICE U CPUERROEIS (X—k v
\5:‘%:‘/\‘) [e]

* %nice : EVMESEED 22—V L YL TEITHIE U CPUBHRDES (= T—) ,

*%sys 1 VAT A LoyL (— L) TIATHICA U CPUEHROEIG (R—k 77—
V) o ZAUTHE, =B ADOEID ALK softirgs THROET HREIXE FNFEH A, softing (V
7 N =T OFEIYIAR) 1X, BEO CPU TRIFFHIFATTE 2/ K 2 HOFIEI Y 7 |
7= TEIVIAZD 1 DT,

* Yoiowait : VAT MIRIIDF 4 A7 YO TR I >72 & 22, CPUAT A KAARIER > 7
BROHS (—trT—)

* %irq : |V IABREAT 5 7212 CPU BWESC LR OEIS (R—krT7—) |
* %soft : softirgs 21T 9 72T CPU N L RFH 0FIG (N—k o T7—) |

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K
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[ | Database a7 > K

* Ysteal 1 NA S— XA PRBIOAE T 0t v 2 EITLTWD & EIT, AR CPU AS5&HIAY 72
A CHES LM OEIS Ok T7—) |

* %guest : R Bt v P EFITTH7-DICCPUNER LR OFIS (RX—kr7—) |
*%idle : CPUNT A RARAET, VAT AITRIELDT 4 A7 VO BR800 - T REfE] OF &

(R—trF—2) .

749t X (Access)
FHAR

X

show cpu [procnum]

Z Z Cprocnun ld, FEHEROEREF RTE T oty VOHER LTI, ARMEITZONL, &
AT L EOEHT o DS 15\ E TOHPH T, procnum A3 7000 £ 7213 8000 3V —
ATNRAZATHEHEN TV AEAEEIEEINET, 2077y h 7+ —AIZ D0 TE, fEHED
BT T_RTCOT o v IOV TOLERINDT-H T,

1

> show cpu

Database O <7 > F

T =R _R—ADFR (show database) A~ Kif, T4 ADEHA L X —T x4 AZRELE
j—O

72t X (Access)
HAR
processes
g—é/jﬁqj@;}:‘\_§/\‘»—x 7i U D U A ]\ %i‘%ﬁ—“ Lij‘o

749t X (Access)
FHAR

X

show database processes

1

> show database processes

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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device-settings [

slow-query-log
5‘5—-&/\“—%@2‘3‘— 73:U E7\€fﬁﬂ?biﬁ—o

72t X (Access)
HA

BX

show database slow-query-log

1

> show database slow-query-log

device-settings
BATOT NS AREEDT 7V r—2a v OARA RAREICET 2 MER T LET,

72t X (Access)
FHA

X

show device-settings

il

> show device-settings
disk
BATOT 4 A7 OISR Z R R LET,

79t X (Access)
FHAR

X

show disk

il

> show disk

Firepower Management Center /A—>3 260374 Xal—3a >y HA4 K
|
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. disk-manager

disk-manager

YAF RO (A B EKLL, BN E) OF 1« A7 BIEORMMERE TR LET,

749t X (Access)
FHoR

(378

show disk-manager

1

> show disk-manager

dns

BUTO DNS = DT FLALRE AL V2 TR LET,

72t X (Access)
FA

BX

show dns

1

> show dns

expert
?\/I/I/%fj@@ Lij—o

72t X (Access)
FEAR

X

expert

Firepower Management Center /N\—> 3> 603> 7 4 ¥alL— 3> A4 K
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fan-status

fan-status B

1

> expert

IN=RO 2T 77 VDBEDAT—H AT R LET, ZDa~< 2 RiZNGIPSy 18 LUV ASA
FirePOWER 7 /34 A CiIMEHA T £ A,

729t X (Access)
FAR

X

show fan-status

1

> show fan-status

fastpath-rules

BIEERE STV 8000 & U — X O fastpath b—/L & Fm LET, =~ R 8000 U —
R TNAATIIEHATEEHA,

72t X (Access)
FHoR

(378

show fastpath-rules

1

> show fastpath-rules

Web A > —7 =4 ADBHEDREEZF R LET, ZD 3~ RKIENGIPSv I L TNASAFirePOWER
TIHEHTEEEA,

749t X (Access)
FHoR

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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hostname

hosts

DAV SAYTFLUR

X

show gui

il

> show gui

THNAADKRAMBIOT 7747 AUUID KR LET, CLLEZMHHALTT /S ZADF A
N EfmET 25A 1. BB 5 Firepower Management Center (ZZ8 B3R S5 Z & #HERE L
F9, BAICEoTE, TS AEHREL FH CTRET HLERH Y £7,

79t X (Access)
BN

X

show hostname

il

> show hostname

ASA FirePOWER £ ¥ = —/L® Jetc/hosts 7 7 A VONEEFrx LET,

749+t X (Access)
FA

(378

show hosts

1

> show hosts

hyperthreading

INAIR=AVL T 4 VT DA ES N EFRRLET, ZDa< 2 KL ASA FirePOWER Tif#
ATExEHA,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k
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inline-sets

interfaces

inline-sets .

72t X (Access)
HoR

X

show hyperthreading

il

> show hyperthreading

4, ZO=a< 2 KX ASA FirePOWER TIHEH TX ¥ A,

74t X (Access)
HoR

X

show inline-sets

il

> show inline-sets

NI RA=EPEESNTOVRWVWGEIE, RESNTVLTRTOAS I =T = ZADY A FHRE
RENET, AT A—ZPFESNTWDEEIL, FBESNIA »F—T = A ZOFEMIGE WA R
RENET,

749t X (Access)
FHAR

X

show interfaces interface

Z 2 Tinterface IIFFMEREZ R T T DR EDA o F—T = A AT,

il

> show interfaces

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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ifconfig

lcd

DEESANE PO P AV S

ASA FirePOWER & ¥ 2 — VI T B, VX —T =2 ADFREEFRLET,

749t X (Access)
FHoR

(378

show ifconfig

1

> show ifconfig

LCD D N— RO =7 T4 AT LA PNEINEN P EZFRRLET, Z0a~ 2 FIENGIPSv BL O
ASA FirePOWER TlIfE T £H A,

72t X (Access)
HoR

#X

show lcd

1

> show lcd

Link-aggregation 3 < > K

show link-aggregation 2< > RiX, U V7 HEH I N—T (LAG) OFRER L ORMEEREFRL
¥4, ZDa< N, NGIPSv 3 L TN ASA FirePOWER 734 ZA TIIfEHATX 8 A,

749t X (Access)
FAR

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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CIENREE

link-state

link-state .

LAGID, f v X —T =2 AZAD, /HEE— K, a— KRS 7F— R, LACPIE#H. WA
VHE—T 2 ADXA TR E, FREINTZH LAG DIEROFEME TR LET,

72t X (Access)
FAR

X

show link-aggregation configuration

1

> show link-aggregation configuration

AT —HA VoI ATF—hEeHE, a7 Fal—valrEv—R, EZEINEZTF Y FO
BT H, BIOEZEENTZ A MO 208, REENTZELAGOWHIGHRE A v X —
TxA AT LICERLET,

74t X (Access)
FHR

X

show link-aggregation statistics

1

> show link-aggregation statistics

FNRAADKR—FDEA T, Voo, A=K, BE, o271 v 7 ZAOREBILUIA 82
F—REERLET, 2Oz~ Kl ASA FirePOWER T34 A TIHMFEHATEX 5 A,

72t X (Access)
FAR

X

show link-state

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



[l log-ips-connection

AR EI42YTI7LUR |

1

> show link-state

log-ips-connection

managers

memory

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

RLik SIVIRAA N MZBEANT STV DA R b DO a2 TR ER NN N A RN L
ij‘o

72t X (Access)
FAR

X

show log-ips-connection

1

> show log-ips-connection

Firepower Management Center D% ER L PBED AT —X A KR L E T, B —8B L NAT
ID I%. BEBREFTOLEOHRRINET,

TNA AN, AZ 9 ITBREDEC N HY TARA AL LTHEINTWDLEHA, BEHLTWDE S
@ Management Center, 33 XN 74~V T34 RCHEHT HERNBFERSINET,

749t X (Access)
FAR

X

show managers

il

> show managers

TNAZADEFHAEY, ERAFOAEY | FEHAMRERAET)ZRRLET,
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model

mpls-depth

72t X (Access)
FHA

X

show memory

il

> show memory

model B

TNRA ZADETIEREFR R LET,

749t X (Access)
HoR

(38

show model

1

> show model

BEHA LA —T oA AR ESN TS MPLS LA Y% 0~6 TERLET, Z0a<wr Fik
NGIPSv 3 J U ASA FirePOWER Tidfi T 48 A,

749+t X (Access)
FHAR

(378

show mpls-depth

1

> show mpls-depth

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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NATa< > K

show nat I RiE, BHA L Z—T =2 ADNATTF —Z LR EFHEERLES, ZOa~v
RKiZ. NGIPSv 5 L O} ASA FirePOWER 534 Z TIIFEHATE £ ¥ A,

749t X (Access)
FA

active-dynamic

BAFI 0T =N TERENTWAHNAT 7n—42F R LET, 2nbox > b UL,
T === L TWDIEAIC, V=V E A LT T NMIRDETFRRINET, Lizdio
T, VA MIEETIERWZI R ET, AT 7 MI7a haVigRELE9, ICMPIES
. UDP 1% 120 ¥, TCP 1% 3600 ¥, o4 ~TH 71 k=/Lid 60 B TT,

BX

show nat active-dynamic

1

> show nat active-dynamic

active-static

allocators

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

ABT 47 =V TEBENTWVWANAT Ve —4E R LET, b0 b UL,
TNA ZNIN— BRSNS ETCICFERENET, VA MI, A¥T 4 v 7 72NAT/L—/1iZ
—H L TCWABT I T 47 70— R_RLTWADITTIEH D FEA,

X

show nat active-static

il

> show nat active-static

FTRTONAT 7T ar— 2 OER, ¥4 T I v 7 L— L THEHENTWALEREALT FLAD S —
NERRLET,

X

show nat allocators
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config

NATO< >k

1

> show nat allocators

BHA R —T 2 A ZADBIEDO NAT RV —DORELFRLET,

(378

show nat config

1

> show nat config

dynamic-rules

flows

static-rules

HBEENEZTar—42DaEALTCNWAEATI v IR NAT V=V E2FERLET,

X

show nat dynamic-rules allocator id

ZZT allocator id WXEN 2T e r—4% 1D FEFFTI,

il

> show nat dynamic-rules 9

BEShETaer—2 IDEEHALTHDHL—IonT7a—0FEF < LET,

(38

show nat flows allocator-id

Z 2 T allocator_id (350727 v /r— % ID &5 T,

il

> show nat flows 81

TRTCODAZT 47 NAT V—VEFRLET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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B netstat

X

show nat static-rules

il

> show nat static-rules

netstat

ASA FirePOWER £V a2 — VDT 7T 4 Tty NI—U ¥ a R LET,

749+t X (Access)
FA

(378

show netstat

1

> show netstat

network

BHA =T 2 A ZAD IPvA B LU IPV6 Oi%E, MAC 7 RL A, HTTP 7r ¥ 7 RL A
Kby 2—¥4 @ESHTOEHAE) 2RRLET,

74t X (Access)
FHAR

X

show network

1

> show network

network-modules

AL UVAR=NLENTNBETRTOEY 22—/, BIOEV 2—VDFER () TNLEERY) %
FrLFET, ZOa~ 2 FiENGIPSv 18 L O ASA FirePOWER TIHfiE i TE £+ A,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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72t X (Access)
HoR

X

show network-modules

il

> show network-modules

network-static-routes

ntp

AH=T 2 A A, $BHT LA, Xy NT—=I 3 A7 BT —hV oA 7 FLRRE,

network-static-routes

EFEHDTXTORy NI =7 ZAFZT 4 w7 b= EZDERBFTRENET,

72t X (Access)
FA

X

show network-static-routes

il

> show network-static-routes

NTP 2> 7 4 Xal—ar 2R LET,

749t X (Access)
FHAR

(378

show ntp

1

> show ntp

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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perfstats

portstats

DEESANE PO P AV S

FNA ADIRT —< 2 ADMEHERE TR L ET,

749t X (Access)
FHoR

(378

show perfstats

1

> show perfstats

TNRAADT R TOFAINTZAR— FOR— MRFFEFERLET, 2O~ FIXNGIPSY B X
" ASA FirePOWER TIHf#EHA X £ A,

72t X (Access)
FHoR

#X

show portstats [copper | fiber | internal | external | all]

FE, TR COMMA—FEZHELET, K77 AT TRTOKT 7 A XA EHEELE
o WERT TR TONIAR— M & LET, SMBITT N TOMNE GBS L0087 7 A %) A—F
ZLET, TNTUITRTOR—=F MBI O e L %7,

1

> show portstats fiber

power-supply-status

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

BIEDONN— R =7 OEJFRELZFR R LFET, 20O+ FiE NGIPSv 3 L T8 ASA FirePOWER
TIHMERATE £HA,

749t X (Access)
FHoR
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process-tree

processes

process-tree ]

X

show power-supply-status

il

> show power-supply-status

FNRAATETRO T o AZHONT, A 7LV ) —ERTY—FLTERLET,

749+t X (Access)
FA

(378

show process-tree

1

> show process-tree

FNRA A ETHEETHO 2t 2250 T, CPUMHAZROKRIATERLET,

749t X (Access)
FAR

(378

show processes sort-flag filter

22T, AEY (OREIE) TY— M 25AIE, sort-flag iz -n ZFREL, T rE R4 TiEe<
2=HPHTY = b OGEAE v ZBELET, £72, IV FOTAR—AB LU AZRRT
5%%@mew%%ﬁbiT%WWN§f%5@\37VP@@%%it@%%%74W5T
HIZOIHEMT 2=V HEfELET, A UTRRRENTEEEZTT,

1

> show processes -u userl

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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B .+

JL— bk
ASA FirePOWER &2 = — /VIZBT AV —7 4 U 7R EFR R LE T,

74t X (Access)
FHR

X

show route

1

> show route

routing-table
NI A—=EPIRESNTOARWESIE., TR TORBA—ZICEHTEL—TF ¢ v T EREFR L
F1, RXRTA—EPRBEENTWDIHEAE., BEONL—XIZEHT IV —T ¢ 7 HEHRe, 4T
HEEINE, FBEON—T 47 T bal X4 TEERLET, RNTA—F([TT X TEH T3
VTY, ZDawy KL NGIPSv 3 L OV ASA FirePOWER TidfEH T £/ A,

749+t X (Access)
FHR

(378

show routing-table name [ ospf | rip | static ]

name 1%, ‘f%%“é&%%%kﬁ“é%ﬁ@ﬂx—&%fﬂ‘o ospf. rip. staticld., /V—7 4 V7 Jua ha
IV EATEERELET,

il

> show routing-table Vrouterl static

serial-number

=DV TNEREEF R LET, Z0a<y RIZNGIPSYy CiXffCcxFHA,

749t X (Access)
FHA

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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ssl-policy-config B

X

show serial-number

il

> show serial-number

ssl-policy-config

stacking

BAEBAEINTWASSLEY v —0FRE (R —0FHH, T 714V bouaX o JHRE. AR
T RTOSSLA— /L EV—LDORERE) | [ TEX 5 CAGEAZE, BIXWES{LARAEER T
T4 IDT I aryRnRLET,

72t X (Access)
FHAR

X

show ssl-policy-config

il

> show ssl-policy-config

BHRBRT NAADAZ XV TOREERT v a v w#R R LET, 774~V ELTHEIN
TWNWDBTNA AT, TRXTOEIEY TALADT =2 bRINET, @ HEXT DX

Zy 7D, Zoavy RiE, AZ v 7 BEAHERT DA AR=THHILHLRLET, A
Sy X T ERANERITENCT S OCEOBEITENCT H) 12T, 22— T Web 1 > ¥ —

7 xA REEMT2RERHY T, AX v X TPHEMI/R> TORWEE, 2+ Fidstacking
not currently configured EWVWIHAyE—UEIKELET, ZDa~r FiX NGIPSv £ KT ASA

FirePOWER TiIfEH TE £H A,

72t X (Access)
FHoR

X

show stacking

1

> show stacking

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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B summay

summary

TAA XL TR KSR ShDIER (N—Ya ] 47, UUID2RE) O~ —%FK
IR L/jz—g—o ﬁr’fﬁﬂi/)’(@ show I~ ]‘%72%% LT 72XV Y, version, interfaces, device-settings.
iSJ:(ﬁ access-control-config,

749+t X (Access)
HoR

(38

show summary

1

> show summary

BAEDO B ERZZ, UTC BLIUOBITO2—FICRTESN TCWEa—h)L X A L V' — 2 TR
L/i‘j‘o

72t X (Access)
FHA

X

show time

il

> show time

traffic-statistics

NI A=EPIRESNTORWESIE, T XTOR— IO EE SN, BXOZE LA b
DB RAEFZRLET, R—FMEESNTWEAEARIT. FBESNTER— FDIFRO %2 FoR
L%9, ASAFirePOWER £ 22— /WK L TCHR— FEHRETHZ LI TEEHA, VAT AT
FeH L= B =T 2 ADLEF R LET,

72t X (Access)
FHA

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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user B

X

show traffic-statistics port

Z 2 Tport L, HRERRIETLWFFEDR— K TT,

il

> show traffic-statistics slpl

user

NGIPSVDOAZHEA CTE £9, fHESNZ2—PICEHTAIRTEOFEMBEREFT R LET, KROMEN
FTRINET,

*Login: =7 A >4

*UID : =—¥ ID ($4fi)

* Auth (vocal E£72Id Remote) : T—FNED X I IZHFES LTV S )
* Access (Basic £7-1% config) : —HVDMERL L

* Enabled (Enabled 721X pisabled) : Z—HFNT 77 4 70nE S

*Reset (ves £7/2ldno) RO T A VIFIZZ—YF NIRRT — RELETHNENDHDHNE D
o)

*Exp (Never E72IFEE) = — VDAY — REFNLEIIRDHETOHE

*Warn (v/a £720380E) AV = FOFHBIRPEINDANS, 2—F P/ SAY — FEHED
o R AV A WANEE S

*Str (ves £72ldno) : 2=V DORRAT— FPRETF = v 7 OEEL I T LENH L0 E D
yap)

*Lock (ves £72lEno) BT A VDORBMNET L5/, 2—VFDOTH U "Ry 7 &
NHME D)

*Max (nv/a F/EMHE)  =2—FDOT T MR n v 7 SNARNIKRET 20 7 A v DEK
[E1Ex

72X (Access)

&€ (Configuration)

X

show user username username username ...

Z Z Cusername T2 — YV OLFIZF LT, EE D username [T AX— X T » THEL T,

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K
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1

> show user jdoe

1—%
NGIPSv DAIZHHTEET, T XTOR—I/V 2—FOBREOFMERZF R LET, KOMHE
MFERINET,
*Login : 1 7' A 4
*UID : =—H 1D (¥f#)
*Auth (Local £72id remote) @ Z—YFNED I IITFRFES N TV D71
* Access (Basic £7-1% config) : —HVDOMERL L
*Enabled (Enabled £72(% pisabled) : Z—FNT 7T 4 TNnE I M

*Reset (ves £7/21dno) RO T A VIFIZZ—YNRRAY — RELZFTHNENDHDHNE D
o)

* Exp (Never F - I1XHME) =P ONRAT — REFEBRNLEIZRDETOHE

*Warn (v/a £I2I3HME) AU — ROFBHIRPEGIN SIS, =PRSS AT— REED
o NN AV A WANEE 8

*Str (ves £72idne) 1 2=V DONRRAT— FPRETF = v 7 OREELTHIZTLERH L0 E D

yap)

*Lock (ves £7/2lEno) BT A VDOKBMNET L5/, 2—VTDOTH U Ry 7 &
NHME D)

*Max (wv/a F7/2138HE)  =2—FDOT7h U v v 7 SNDFNTKRWT IO 7 4 DRk
[E1E

749t X (Access)

#%7E (Configuration)

X

show users

1

> show users

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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version .

version
WHON—a L EEN REFRLET, detail X7 A—FZREEINTWDELEIE, B0z
K= FDONR—=T g UnFRENET,
72X (Access)
FEAR
B
show version [detail]
i
> show version

virtual-routers
NI A=EPIEEINTORWESIE, BUERESNLTWLTRTORBAL—ZDY X b, BX
U'DHCP V L—, OSPF, B L U'RIP DIEFWMAERINET, AT A BFESN TN DLHE
X, HBESNI = ZIZBET AW, HESNEL— b XA T Lo THIRRES L TRRSNLE
T, NIA—=HITRTAH S 3T, D~ Fid NGIPSy 1 & U ASA FirePOWER Tl
EHTEEEA,
729X (Access)
BN
B
show virtual-routers [ dhcprelay | ospf | rip ] name
ZZ7T dhcprelay. ospf. j;SJ:U\ rip 1Tr— ]\ 5/( 70%4% L/i‘j—o name 6i\ 'r§$&%é‘%7ﬁ‘ﬁ45¢#ﬁ
DN—BDALHER LET, ospt ZIELTLAIX. V— b F A7 BLO (FFET 25613
JL— }\% GZ;(‘T LT neighbors, topology. ifl&i lsadb %?Eij«é Z ck ﬁ‘(f}_—f i‘?‘o
i
> show virtual-routers ospf VRouter2

virtual-switches

NI RA—INF/EINTWRWVEESIE, RESNTWDATRTOEMBEAL v F DY A FRERE
NFET, RITA—ZPREINTWDLEAIT. BESNT-AL v FICHETHHERIFTRINET,
Z D a~ RiXNGIPSv 8 L UV ASA FirePOWER Tl T £ A,

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K
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DEESANE PO P AV S

72t X (Access)
FHA

X

show virtual-switches name

il

> show virtual-switches Vswitchl

vmware-tools

VMware Tools 75, {RABTF SA 2 FCHAEANI /> TWANE I WA RLET, ZOavw R
I%. NGIPSv DA THEHTE £7,

VMware YV —/Lid, R~ v O T 3 —< 2 A& E EXE 27002 —F 4 VF 4 AL — T
T, ZnbDa—F7 4 VT 4 TS L. VMware B ORI 22T X TIEHATE £7,
TDOVATHI, TRTCORBT FIAT LV ATRODT T A 2R —FLET,

* guestInfo
* powerOps
* timeSync

» vmbackup

VMware V — /LB X OV R — K ENDT T 7 A OFEMIZ OV TIL, VMware ® Web 31 b (http:/
/www.vmware.com) ZZHL T 7ZE0,

72t X (Access)
FHA

X

show vmware-tools

il

> show vmware-tools

VPNa< >k

show VPN 2 < KiX, VPN 27 —H# A2 BI O VPN EHORTEFHREFTRLET, ZDav
RiZ. NGIPSv /34 A & ASA FirePOWER /34 A ClIfEHATX 8 A,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 32 | |


http://www.VMware.com
http://www.VMware.com

DARVESAYTF7LUR

config

72t X (Access)
FHA

T_RCTO VPN R OREXFERLET,

X

show vpn config

il

> show vpn config

config by virtual router

status

AL —ZZHONWT, TXTO VPN #EFRORELFH < LET,

X

show vpn config virtual router

1

> show vpn config VRouterl

VPN ##5t 4 R TCDO AT —H ZA K Rmx LET,

X

show vpn status

1

> show vpn status

status by virtual router

RABN— B IZDNT, T_TD VPN DO AT —Z AR F R LET,

X

show vpn status virtual router

VPNIv R

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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B -7 %aL—varva<ur

counters

1

> show vpn status VRouterl

TRTOVPNEGO I T o 2 aeFHRrLET,

(378

show vpn counters

1

> show vpn counters

counters by virtual router

RAB N —ZIZDONWT, TXTDO VPN#ERDO I T o Z R LET,

X

show vpn counters virtual router

il

> show vpn counters VRouterl

aAYvIq4¥xal—aryavwy R

bypass

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

AT 4 Falb—varyavr REFALT, VAT LAEZREBLOEHT LN TEET,
INbDa~y RV AT LOECEEZ G ET, TOH, EA (Baisc) LLD/IA
U — RE% T (configure password) I~y R&EFRE, ST CLI 77 ¥ AR ZFOZ—HF DAHN
b avy FeR{TTEET,

7000 £721£8000 > U —RAFTNA AT, A TA XT 2T x2— VA =T (KhN—Ru=7 A
NA) F—=RFELIFI 7Tz NI —XEF—RIZLET, 2O~ RNE,. A TF7A4 2y bD
[/3A /XA E— K (BypassMode) |47 a B[/ /%A (Bypass) JICEREINTWAEHEIZD
HEHATEET,
FNRA A EHEINTHEA L TA LBy FOT 2 — LA —F o F— RRREBREND L VNH Z LI
HEELTLEE,
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high-availability ]

72t X (Access)

%€ (Configuration)

X

configure bypass {open | close} {interface}

Z ZTC. interface lZA v 71~ ’\07@11\—5,2“75‘0)/\“ }"73:7 RN— f\@%ﬁﬁfjﬂo

1

> configure bypass open slpl

high-availability

FTNRA ZATEAAEDONA RABENZLZY, BELEZY LET, 2Dz~ KL, NGIPSv,
ASA FirePOWER, F7/2iZ® &Y RE v 7 AUNRELTHRESNTWET A A TIIERT
EH A,

72t X (Access)

#%7E (Configuration)

BX

configure high-availability {disable | bypass}

1

> configure high-availability disable

FTNRAAZADWeb A vV H—T A A (VAT LDAD ¥ =R BHRFICEREND., BRRT v 77
L—FRWebA v Z—TxARARE) ZHERELITERCLET, 2O a<2 FILNGIPSY B LW
ASA FirePOWER TIIffi i C& £H A,

72t X (Access)

#%7E (Configuration)

BX

configure gui [enable | disable]

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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led

DEESANE PO P AV S

1

> configure gui disable

TNAADIEHDLCD T 4 A VA ZHDEZITEDHCLET, 2D~ RIENGIPSv B L)
ASA FirePOWER Tl C& £ A,

72t X (Access)

#%7E (Configuration)

X

configure lcd {enable | disable}

1

> configure lcd disable

log-ips-connections

FLEk SILIRAA N2 MTBEAT S TO DA N b X o Ve AR E I3\ L E
R

7 7 A (Access)

% & (Configuration)

X

configure log-ips-connections {enable | disable}

il

> configure log-ips-connections disable

manager A< > K

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

configure manager 2% Rid, & HLILD Firepower Management Center ~D T /A A D & 7% iE

LE7,

72t X (Access)

U

X & (Configuration)
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HIBR

mpls-depth

mpis-depth [

H PRIL D Firepower Management Center 7> b Dt 2 KRBT D L O T A AZFHELET, 2D =
<Y R, TRAART 7T 4 TIEHIN TOWRWERIZOAERIEL T,

7 /34 A % Firepower Management Center |2 88k 3 21213, I —E OB T O BT —NMLET
T 1IFEALEDEAIT, BT — & IR A NEIXIP T RLRAZIBETHILERDHY £
9, 7272 L. 7 /34 A & Firepower Management Center 2% NAT 7 /34 A |2 X > TS T 55
AlE. BEkF—L I —EDONATID Z AL, RA ORIV T pontresove 2R E L &
R

configure manager add {hostname | IPv4 address | IPv6_address | DONTRESOLVE} regkey [nat id]

Z Z°C, {hostname | IPv4 address | IPv6 address | DoNTRESOLVE} [X, Z DT /NA AEEET 5
Firepower Management Center © DNS AR A b4, £/ 1P 7 KL A (IPv4 £72i3 IPv6) ZHRE L
%9, Firepower Management Center % B 7 K L ZI5E T& RV AIE. pontresonve 2 L %
7. pontrReEsoLve & 9 A4 (X nat_id AT T, regkey (X, 7 /31 A % Firepower Management
Center (2B Gk 5 72 OB — B DI F DB ERF—T7, nat_id (X, Firepower Management
Center & 7 /31 AR O ER T 1 2 THEMH S DEE DOFET DO CFHITT, hostname 73
DONTRESOLVE (ZEXE S AL T WD G A ITHE T,

15l

> configure manager add DONTRESOLVE abcl23 efg456

Firepower Management Center O$2#ilE A 7 /3 ANHHIBRLET, ZDa~r Kk, 784 &
MT 7T 4 TICERINTORWEEDOHEREL 7,

X

configure manager delete

il

> configure manager delete

BHA L H—T 2 A ATMPLS LA YOHEHELET, ZDa~r NI NGIPSv 1 L ASA
FirePOWER Tl HH C& ¥ A,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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DAV SAYTFLUR

72t X (Access)

%€ (Configuration)

X

configure mpls-depth depth
Z 2T depth IZ 0~6 OFUETT,

il

> configure mpls-depth 3

network 3 <> K

configure network I ¥ ]“@i\ 7‘/\4’7(@%f§/]) ‘/5‘—7:£/])X7apf§£fﬁﬂbi‘§—o

72t X (Access)

%7€ (Configuration)

dns searchdomains

dns servers

DNS ISR RAA L OBUTOY A &, a~vy RTHEEINZY A MIEEHZ E7,

X

configure network dns searchdomains {searchlist}

searchlist [T v TCRYILNTZ RAAL DY A RNTT,

1

> configure network dns searchdomains foo.bar.com,bar.com

DNS —DBUTDO U A ", avy RTHEESNTZY A MIEESHZ £7,

BX

configure nework dns servers {dnslist}

dnslist 1%, >~ CTXHEI 5472 DNS — "D U X K TI,

1

> configure network dns servers 10.123.1.10,10.124.1.10

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k
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hostname

http-proxy

network <> K [ |

FTNAADKA NG EHRELET,

BX

configure network hostname {name}

name 13H LVWVER A R4 T,

1

> configure network hostname sfrocks

7000 & 8000 ¥V — X B I ONNGIPSy 7 /34 AT, HTTP 7V u X v 2R ELET, 2~ RERIT
L72#% T, CLLIZ2—VIZK L CTHITP 70 X% D7 LA ER— T, 71 F T OFBIENMLE)
EoynEZNET, BNV ERGE I T e voa—W4, T oAU — K B0
02X D/NAT — ROMREANNTH LI ERINET,

NGIPSV FCZ o<y REMHEH LT, HTITP 72 X3 % —"E2RE L. AT /31 2 DSEAIRHT
DO T 7 ANV % AMP 7 70 R~NEETED L ICLFET,

(378

configure network http-proxy

1

> configure network http-proxy
Manual proxy configuration

Enter HTTP Proxy address:

Enter HTTP Proxy Port:

Use Proxy Authentication? (y/n) I[n]:
Enter Proxy Username:

Enter Proxy Password:

Confirm Proxy Password:

http-proxy-disable

7000 > U — X, 8000 > U —X, E£7/IENGIPSY T /34 AT, EEDOHTTP 7' 1 %2 O T & HIR
LE7,

X

configure network http-proxy-disable

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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ipvd delete

ipv4 dhep

ipv4 manual

DEESANE PO P AV S

1

> configure network http-proxy-disable
Are you sure that you wish to delete the current
http-proxy configuration? (y/n):

FRAADERA L Z—T =2 A ZAD IPv4 RELXEIZ L ET,

X

configure network ipv4 delete [management interface]

Z ZC. management interface (IEEA L H—T 2 A AID TT, A ¥ —T A AZHFEELZWV
e, ZOavwry RET 74V EOEBA VXA —T 2 A ZAERELET, TONRT A —HIE,
configure management-interface =~ > N& i > THEOEHA L ¥ —T7 = A ZEHGNT D56
\ZDHMETT, HEOERA 2 —7 = A AL, 8000 U —R T34 23 LTV ASA 5585-X with
FirePOWER h—EZA TCOHY R — KR INTWET, MO Ty N7+ —LTIEZIDONTA—F %
BELZRWTL SN, BHA VX —T 24 AIDIX, T 74V MNEHA VX —T = ATl
etho, =7 a3 DA N2 —T7 A ATl ethl TT,

1

> configure network ipv4 delete ethl

FNAADEHA L F—T =2 AD IPv4 R E% DHCP ITRE L ET, BHA L —T =1 A1
DHCP #— " L@fE LT, REFBEHREIEL 7,

B

configure network ipv4 dhcp [management interface]
Z ZC. management interface |JEEA X —7 = A A ID T9, DHCP (X7 7 #/V h OEH A
B =T 2 A ATOHRIR—=FEINTNDHTD, ZOBHEHEHTLILETH Y FHA,

1

> configure network ipvé4 dhcp

FRA ZADEPRA B —T oA AD IPVA R ELXFHTRELET,

X

configure network ipv4 manual ipaddr netmask [gw] [management interface]

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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ipv6 delete

ipv6 dhep

network <> K [ |

Z ZTipaddr i 1P 7 RV AT, netmask (37 %y <A77 gwlidT 74V N F—Fro=A D
IPv4 7 KL ATY, management interface |3'E¥EA L H—7 =2 A AID T, AV F—T = A%
FRELRWES, Z0a<vy NETF 74V hOFA V4 —T oA ZAEFRELET, Z0ORTF A—
%1%, configure management-interface =~ > R & ffi o THEDOEH A > ¥ —7 = A4 A& HHTT
DA DHMIETT, EEOEHA ¥ —7 = A Al1X, 8000 Y —X T34 25 L UASA
5585-X withFirePOWER +—E A COHYFR— N TWET, D7 T v R 7+ — A TIEZ DX
TA=ZEHELRNWTLES Y, BHA =T = XIDIE, 774V MEHA L H—T = A
A TlXeth0, 7> a DA X b A F—7 A ATlL ethl TT,

1

> configure network ipv4 manual 10.123.1.10 255.255.0.0 10.123.1.1

FNRAADERA L Z—T = A AD IPv6 RELZ BT LET,

X

configure network ipv6 delete [management interface]

Z ZC. management _interface |3EEA L H —T 2 A AID TT, f X —T = A AZHEE LWV
e, 2Oavry RET 74V NOEBA VA —T A ZAERELET, TONRT A —HIX,
configure management-interface =~ > N & o TEHBOEHEA L ¥ —T7 = A AEHNCT H5E
\ZDHNETT, BEOEHA ¥ —7 = A AE, 8000 U —R 731 I JLTUVASA 5585-X with
FirePOWER —E A TOHYR— SN TWET, DT Ty h 7+ —LTEIDONTA—=F %
RELRNTSZEWN, HEHA L F—T = ZIDIX. T 74/ MNEEA V=T =4 AT
eth), 7> a DA X M A ¥—T = A ATl ethl TT,

1

> configure network ipvé6 delete

FTRAZADEEA L Z—T =24 AD IPv6 % E% DHCP ICRELE T, BHEHA LV X —7 =1 A
DHCP H— " L@fE L C, REBHMErIEL £,

X

configure network ipvé dhcp [management interface]
Z Z C. management _interface |ZEEEA X —T7 = A A 1D TJ, DHCP (37 7 # /L h DEFHA
=Tz ATOHYR—FENTNDHD, ZOBIBEFEHTLILETHY A,

1

> configure network ipv6 dhcp

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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ipv6 manual
FORNA ADEHA L H—T =244 ADIPV6 REX FENTHRELET,

BX

configure network ipv6é manual ipéaddr/ipéprefix [ip6gw] [management interface]

Z Z T ipbaddrlipbprefix IXIP 7 RV AL T VLT 4w 7 AR ipbgw 3T 74V N F—F T =A D
IPv6 7 KL A %K LET, management interface [T EEA X —T =2 A AID TT, f X —T =
A ABEELRWES, Z0avr NEF 740V FOBFHEA VA —T 24 AR ELET, 20
/XT A —4 %, configure management-interface =~ > R &> CTHEDEIHA LV ¥ —T = A %
AT DHENCDOHRMETY, EROFHA 4 —7 =4 AL, 8000 U —XF /34 ZAB LW
ASA 5585-X with FirePOWER %+ —E XA TOHYHR— SN TWET, D7 Z7 > F 7+ — L TIE
ZONTA=FERELRNTLLIZE Y, FHA =T = A AIDIE, 77 4/V MEEA 7 —
7z A A TlLeth), 7> a DA X b ¥ —TxAZATlLethl TT,

1

> configure network ipv6é manual 2001:DB8:3ffe:1900:4545:3:200:f8ff:fe21:67cf 64

ipv6 router

TNRAADEHRA v H—T 2 ADIPV6 REEN—FIZRELET, HBHA X —T7 A AT
IPv6 L—% LiEfE LT, REBREIUG L ET,

(378

configure network ipv6 router [management interface]

Z 2 C. management interface |[ZEIA X —T 2 A ZAID TT, AV F—T7 = A AZHE LR
e, Z0Oa~vr RET 74V NOEEA U —T oA AR ELET, ZO/NT A=,
configure management-interface =~ > R Zffio THEHBOEHEA L ¥ —T7 = A AEHNT H5E
\CDHMETT, FHEOEHA ¥ —7 = A AE, 8000 ) —R 731 I L TUVASA 5585-X with
FirePOWER ' —E X TOHY R —F SN TWES, D7 Ty h 74— L TIEIDONRT A= %
RELRWTL SN, BHA VA —T A AIDIE, T 74V NEHA VX —T = A AT
eth), =7 a DA RN A2 ¥ —TxAZATlLethl TT,

1

> configure network ipvé6 router

management-interface disable

BEHA =T oA AW L ET, HEOEHEHA ¥ —T = A XX, 8000V — X T /N4 R
B LTV ASA 5585-X with FirePOWER #—E A CORHYR— F SN TWET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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DARVESAYTF7LUR

network <> K [ |

X

configure network management-interface disable ethn

nlf, RETLEHEA L X —T 2 A AT, eth07 7 4 /L MNEPA L X —7 =4 A TH, ethl
AT arDARU A H =T 2 A ATT, VA TEH, BFEF Y RLEARU N F ¥RV
DS EFITLT, eth0 7T 74 /V MEHA L —T = A AEZFHOEFICT D L EHLEL T
V¥ 7, Firepower Management Center 35 X OVE GG 7 /S A CEBOA X b A 0 F—T = A
A EfERT 2 TFIEOFEMZ OV T, A =T =4 A ZZRL TSN,

il

> configure network management-interface disable ethl

management-interface disable-event-channel

HBESNEEHRA LI —T oA ATARVY N NI 7497 Fr T E\HCLET, EEOEH
A B —T A AlE, 8000V — X F 34 23 L TNASA 5585-X with FirePOWER #— " 2 T 7
PR—FEINTWET,

(38

configure network management-interface disable-event-channel ethn

nlx, RETLEHA L H—T A ADHKTT, eth07T 7 4 /L NEHA X —T = AT, ethl
FATTarDARY A E =T 2 A ATE, YAaTE, BHF vy x4 X b F v
DT EAZNL T, eth0 7T 7 AN MNEBEA LU H—T 2 A AEZAHOEEICT DI L2 HLEL T
V¥ 7, Firepower Management Center 35 X OVE B G: 7 34 A TEBIOA X b A o F—T = A
AEMERT D HEOFHEMONTL, FHA ¥ —T A X EBHL TSN,

1

> configure network management-interface disable-event-channel ethl

management-interface disable-management-channel

BESNEHA LV H—T oA ATERIN I 7 4 v 7 T RNAEEHCLET, HEOEHEA
H2—T A A%, 8000 >V — X F /31 23 LN ASA 5585-X with FirePOWER H#— A2 T I
A—FENTWET,

X

configure network management-interface disable-management-channel ethn

nlt, RETLEHA L —T A ADETT, eth07 7 /b NEPA X —T7 = A AT, ethl
FATa DAV AU E =T A ATY, YAaTEH, HEF vy L LA XU M TF ¥RV
DT a2F LT, eth) 77 4/ NEFA U F—T oA A ADOEEITT DI L 2 #fE LT
V¥ 9, Firepower Management Center 35 X OVE B G 7 /34 A TEBIOA X b A o F—T = A
AR T 2 HEDOFEHIZOWTIE, HHA V=T oA 2 ZZRLTIIZS N,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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1

> configure network management-interface disable-management-channel ethl

management-interface enable

BELEEHA LA —T oA AN LET, BHROEHRA X —7 =1 A1F, 8000 > U —X
F XA ZF LY ASA 5585-X with FirePOWER —E 2 TO LY R— F ENTWET,

(378

configure network management-interface enable ethn

nlE. BT HEHEA L B2 —T 2 A ZADETT, eth0 77 +/L NEFHA L H—T = A ZATT,
ethl T4 7> aDARy N A H—T A ATT,

TNA A BB H5A . Firepower Management Center & B A > % — 7 = A A |T1L 2 DD RHED
FNTT74 07 FRNBHVET, BHRIN I T4 v 7 FYXNMITRXTONTNT 7 47 (T
NAADEBIZEGDOT SAAMNT 7 4 v 772 E) ZREL, AXVNRNTT 47 Fy L
LT _XTCARU N R T 7 4097 (WebA X2 e d) HRELET, LEIT U T, Management
Center TEBIDA N FEHA L F =T =2 AR EL, AN b bT T4 w7 ZABHA L L
t, C& £ (Firepower Management Center Web 1 % 7 = — AT, ZORENETINTNDZ
EEMRLTLSEZN) , ARXVINEHA V=T oA AT 1 DETHETCEET, A b b
F7 4y JIEKREOHBIEZENT D ARBERH DT, HEINF T4 v I hbAXU b bT

74 v 7 &5 D Z & T, Management Center D/ 7 4 —~< L A& EXELZ LN TEET,
TI7ANEDethOAf v F—T A AL, T 74NV NTEHEHEAXV N T ¥ U XVOMGREE
NTWET, REIISCT, ANV A VX =T 24 AL L TethO f V¥ —7 = A A%HH)
IZTEFET, AIRETHIUX, T3 A A X~ A X —7 = A XL Firepower Management Center
AR A T =T 2 ADMT, AXVF T 74y I PNEESNET, /X PRy FU—
TIMETFTHE AN VT T 4w TIHNVNOERAS o H—T A4 RZRY £T,
ARER G EIITAIME DA X b A U F =T oA APMEH I NE TN, BEA L F—T = A AN
(Ve A A S ) B3 B

BHA =T = A AFRPT DL, BELA NS N F ¥ U RVORSTRT 7 40 b THIIC
SNET, BEHF v XNV EAXR N F Y RNOWMGICT 74V NEA F—T = 22T
LoD LET, TO%, BEOA N FNHEHA X —T = A A [T LET, Firepower
Management Center X2 N A VX —T = A4 ATEEHF ¥ XNVDNT T 4 v 7 2T AND Z
ENTERNDT, TNRAAARY M U H—T = ATERTF ¥ 2V ERITEHIZL TS
AN

configure network {ipv4 | ipv6} manual =~ > R&Z/H LT, A X —T = ZADT L A%
HELET,

1

> configure network management-interface enable ethl
> configure network management-interface disable-management-channel ethl

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 4| |
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network <> K [ |

management-interface enable-event-channel

HBESHEEHA LA —T 2 A ATARV N NI T 407 Fr X/ LET, BoEH
A B —T A A, 8000 U — X F 34 ZF L TNASA 5585-X with FirePOWER H— B 2 TDH
PR—hrINTWET,

X

configure network management-interface enable-event-channel ethn

nid, BRETHEHA X —T = A0 TT, eth0T 7 4/ MNEBA X —T = A ATY, ethl
AT arDARY A BE—T oA ATT, YA TIE, BHF vy RLEAL X N F v L
DM FEHNL T, eth0 T 7 AN MNEHA U X —T 2 A AZHHOELICTHI L 2HLTLT
V&7, Firepower Management Center 35 J OVE BRI G 7 /34 A TEBIOA X b A 0 H—T = A
AT 2 FEOFHMIZONTL, BHA VX —T 24 XA SR LTEIN,

1

> configure network management-interface enable-event-channel ethl

management-interface enable-management-channel

BESNEEHA LA —T2AATER NI 7 4 v 7 T RNV EAMNILET, HEOEHE A
H—7 A AL, 8000 >V — X T34 2 J TN ASA 5585-X with FirePOWER ¥ — B2 TD A
A—=rEINTWET,

BX

configure network management-interface enable-management-channel ethn

nlx, RETLEHEA X —T A ZADTT, eth0T 7 4 /L NEBA  F—7 = 2 TT, ethl
347y arDARVINA UV H—T oA ATT, YAaTE, EHF v L EARV N F v L
DM EHNZL T, eth0 T 7 AN MNEPA U X —T 2 A AZHHOELICTHI L E2HLEL T
V&7, Firepower Management Center 35 X OVE BRI G 7 /34 A CEBIOA X b A o H—T = A
AZMERT 2 FEOFEMZONWTIE, BHEA VX —T oA XA 2SR TIEIN,

1

> configure network management-interface enable-management-channel ethl

management-interface tcpport

BEHAD TCP R— FOHEEZEE L £ 1,

X

configure network management-interface tcpport port

port 1 IFXET B EBAR— FDOE T,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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[ | network 3<% > K

1

> configure network management-interface tcpport 8500

management-port

(378

configure network management-port number

number IR ET HEBR— FOMEEELET,

1

> configure network management-port 8500

static-routes ipv4 add
FRELIZERA LV H—T oA ADIPVE AL T (v 7 b— FEBEMLET,

X

configure network static-routes ipvi4
add interface destination netmask gateway

interface |3 FA X —7 = A A, destination |56 IP 7 KL A, netmask IRy hU—27 =X
7 RV A, gateway (3BT 57— =A 7 FLATT,

1

> configure network static-routes ipvi4
add ethl 10.115.24.0 255.255.255.0 10.115.9.2

static-routes ipv4 delete
EELIEHA L —T 2 A ADIPVA AXT 4 v 7 — MEHIBRLET,

BX

configure network static-routes ipvi4
delete interface destination netmask gateway

interface [T A X —7 = A A, destination IZ565CIP 7 KL A, netmask ¢y U —7 =X 7
7 RV A, gateway IZHIRT 27— hoU =1 7 RLATT,

il

> configure network static-routes ipvi4
delete ethl 10.115.24.0 255.255.255.0 10.115.9.2

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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password ]

static-routes ipvé6 add

BELEEBRA L X —T A ADIPV6 AXT (v 7 L— FaBILET,

BX

configure network static-routes ipvé
add interface destination prefix gateway

interface (XEBLA > &% — 7 = A A destination (I%E5C IP 7 R L A, prefix |LIPv6 'L 7 4 v 7 A
. gateway [ZIBMNT 55— U =A 7 RLATT,

il

> configure network static-routes ipvé
add ethl 2001:DB8:3ffe:1900:4545:3:200: f8ff:fe2l:67cf 64

static-routes ipv6 delete

password

BELEEHA LA —T oA ADIPV6 AXT (v 7 b— FEHIBRLET,

(378

configure network static-routes ipv6
delete interface destination prefix gateway

interface [ZEHHLA > ¥ —7 = A A destination (F5E 5 IP 7 R L A prefix X IPv6 'L 7 4 v 7 A
. gateway [ZHIfRT 57— FhU=A 7 KL AT,

1

> configure network static-routes ipvé6
delete ethl 2001:DB8:3ffe:1900:4545:3:200:f8ff: fe2l:67cf 64

BFATO2—WZ, BHEORRU—REERTITHLILENTEET, a~r FER(TT5&. CLLIZ
BED (HW) RRTU—REZANTHE)2—PIZERL, TOETHLWWIRAT— & 2[EA
HTBHEoERLET,

749t X (Access)
FHAR

(38

configure password

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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REyF T DEDE

1

> configure password
Enter current password:
Enter new password:
Confirm new password:

AEYFTDEMIE

7000 F L TR8000 > U — X DF /A ZATIL, IRDT A ZNZFET DA Z v 7 RERRIT T~ THIER
IhET,

c FIAT VL LTHREENTWVAET AL AT, A v 7 I3 R2ICHIRENE T,
cEHFYELTREENTNDETNA AT, TDOFTNA RIAZ v I NBHIRENE
‘g‘o
ZDOa<y NiE, NGIPSy £7-1Z ASAFirePOWER £ o — /L CIIMFHATEEH A, £/, Zh %
R LTT AL ADOE AT 2R+ 2 2 Lz T A,

2By FTWEREO LT I AT AL OBEEZMHL TE WAL, Zoa~xr ReMAL
%7, Firepower Management Center % i#{5 TH T& 246 1%. 11>V IZ Firepower Management
Center O Web A v Z—T7 = A ZZMHTHEIMBA DA v =V NRREINET, FEEIZ, 77
A<V TNRAALEHTEAHEEIC, B XV ELTRESNTWNWAET AL A LT stacking
disable x AJJT D&, T7I7A4 <Y TAAL ARG A~ REANTLHEIBRDA vE—UNER
IRENET,

72t X (Access)

%€ (Configuration)

X

configure stacking disable

il

> configure stacking disable

user A< K

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

NGIPSV’C“O);}%%H%VG% ij—o configure user A ¥ NN ?/\47\0%1—%/1/3—%?—5“\—
AEEBRLET,

72t X (Access)

X7 (Configuration)
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TIOtA

aging

user AV KR [ |

BMELE2—VDOT 72 A L-ULEEHELEY, Z0a~vy R, HESN2—FRKkice 7
AT LEITHMTRY T,

X

configure user access username [basic | config]

username L, 77 B AEERT 52—V DOL4ATE2FK L ET, pasiclbasic 77 E A%, configld
configuration 7 7 £ A %R L £,

1

> configure user access jdoe basic

BESNTL4FIET7®8A LV EFEHLTH L= E2ERLET, oz~ FTHE,
=YD AT—REANTDHIHIEREINET,

X

configure user add username [basic | config]

Z :T‘\ username ﬂi%ﬁ Lb‘lﬁ“ﬂ‘@%ﬁﬁ%#ﬁﬁﬁiﬂbiﬁ—o basic 61%2'—(77‘122\ config fi%hﬁEﬂT
IR AERLET,

il

> configure user add jdoe basic
Enter new password for user jdoe:
Confirm new password for user jdoe:

A=Y ONAY — FICHMIIRZRE L £7,

X

configure user aging username max days warn_days
Z Z C. username fi:’«*‘qj‘@% ﬁﬁ\ max_ days [FNAT — Fﬁ’ﬁ;ﬁ]iﬁ%jﬁ Hﬁ\ warn_days fiﬁ;ﬁ]
BIRAEIN DRI 2 — YRS AT — R BH T 572Dk TW D Fz £ LET,

1

> configure user aging jdoe 100 3

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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HIBR

disable

enable

forcereset

a—Pra—Yor—LT 4L 7 M) EZHIBRLET,

(378

configure user delete username

username éii‘—'ﬁ-@% [FlRs L%,

1

> configure user delete jdoe

a—WEEHILET, B2 —PEIn s o TEERA,

(378

configure user disable username

username lil“—'ﬁ:@% [FlRs LET,

1

> configure user disable jdoe

a—FeHMILET,

(=378

configure user enable username

username (XL —VF DOLEIZfFEE L E T,

1

> configure user enable jdoe

A—YPRRIZE T A T HEEIL, NATV—ROEFRLZZERLES, 2—FRa s LTRA

UV—FaZHET5L, BEOT = v 7 BNHBIFIZAZNIZRYD £,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k
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user AV KR [ |

X

configure user forcereset username

username | I —VOLRTEE L £7,

il

> configure user forcereset jdoe

maxfailedlogins

password

ELa—YR, n /4 TRETE DRRERZEELET,

X

configure user maxfailedlogins username number

username VX —Y DLHI, number X, 0 7 A L CRINTE DR KREIHAFRLET,

1

> configure user maxfailedlogins jdoe 3

2—HPFDONRAT— REBRELET, 20avy RTE, 2—FDO 20— 2 AT 5 L 5Bk
SNFET,

X

configure user password username

username 1T —V DL4HTIZ#F L E1,

1

> configure user pasword jdoe
Enter new password for user jdoe:
Confirm new password for user jdoe:

strengthcheck

A—PFDO/NRAT — RZRT 2 MEO B EZGNE T LES, =—F X2 U— FOFRH
[R3GIa 7= 4854, F 7213 configure user forcereset 2~ > K& H L7=HA1L, =2—F R Kklce 74
VLTS OB BEANTANTR Y £,

X

configure user strengthcheck username {enable | disable}

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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unlock
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username (L L —V DR ZE L F T, enable ITFETINTZ2—FDO/NNAT — ROEHZFHRT L.
disable éi\ *‘Eiﬁ'_./féﬂfll‘—'ﬂ:@/{x U — Fﬁ)%{ﬁlﬁ’i’ﬁlﬂiﬁﬁ L/iﬁ—o

1

> configure user strengthcheck jdoe enable

0o R ORRE A B L e —Y 2wy ZRER L E T,

BX

configure user unlock username

username |1 —YVOLEIZEX L £,

1

> configure user unlock jdoe

vmware-tools

NGIPSv T® VMware Tools ODREREZ AN E I IXENZ L ET, 2D < Rk, NGIPSYy DA T
fEHCcTE £,

VMware ¥V —/UE, BB~ 0 ORI p—< 2 A% M &R0 2—FT 40 VT 4 AL — T
T, ThoDa—F 4 VT o 2RI 5L, VMware 5L OFR] e ffe 2T _TIHEHATE £4,
COVAT A, TRCOEET I IA T ATROT T 74 &Y HR—FLET,

* guestInfo
* powerOps
* timeSync
» vmbackup

VMware YV — /LB XV R— N ZND T T 7 A OFEMMIZONTIX, VMware D Web A & (http:/
/www.vmware.com) ZZM L T 7ZE0,

72t X (Access)
FHoR

(378

configure vmware-tools [enable | disable]

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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system I > K [ |

1

> configure vmware-tools enable

system I > K

system 2~ REZEH LT, AT AREKOT 7 ANBIORT 78R a2y br—/LORE L EH
9% Z LN TEEJ, Configuration CLI 77 ¥ AMEZE FFOL—HF DHIN, VAT A ET—RTa~
Y RERITTEET,

TOEAFEATY R

system access-control ¥ N, I—YRTFNRA A ETT 7B AHIHRELEHRCEAH LT
Li‘é—c

749t X (Access)

7% 7E (Configuration)

archive
ﬁ@%ﬁiﬂéﬂfb‘éffﬁ‘kx ay k=R —%2TXFAKT77A)E LT /var/common (Z1%
ﬁ]‘/iﬁ‘o
X

system access-control archive

il

> system access-control archive

clear-rule-counts
TR arrr——LObty FEEOIZYEY FLET,

X

system access-control clear-rule-counts

1

> system access-control clear-rule-counts

Firepower Management Center /A—>3 260374 Xal—3a >y HA4 K
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[l (disable-http-user-cert

rollback

INFETICHASNET 7 B AR EICS LT, Y AT LOEFEZITVWET, TOavxr Fx
ALy 7 ETATE A AENRT OF AL ZATHERT L2 LT TE EEA,

(378

system access-control rollback

1

> system access-control rollback

disable-http-user-cert

AT A FIZHEET DT _TO HTTP 2 —YEFHELZHIR L £,

72t X (Access)

% & (Configuration)

#X

system disable-http-user-cert

il

> system disable-http-user-cert

filea<> K

copy

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

system file 2~ R&EFEHAT L L. —HiE, TAA A LD commonT 4 L7 MIICHDHT 7 A
NEEBRTHENTEET,

749t X (Access)

%7€ (Configuration)

FTIPZEHA LT, el Ay a2—TLEZFHL TWAEHRA M EDVE—balr—yar~T77 AL
FEEELET, a—h)L 77 A iZcommonT 4 L7 FUICEHETAVLENHY 3,

X

system file copy hostname username path filenames filenames ...
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HIBR

list

leav>r [

hostname 6i5’“/7/ FoUE—FHRA }‘@%ﬁﬁiflfiIPT [N é’i% Lij—o username L VU E—
F BmA N EOZ—VDARI. path XV ET— F RA b EOSEE/RA | filenames ITHzET 51 —D
N T ANERLET, BEOT7 7 ANVHITAR—ATRY > THRELET,

1

> system file copy sfrocks jdoe /pub *

common7 A4 L7 NUMWL, fRELLE 7 7 A NVEHIBRLET,

X

system file delete filenames filenames ...

filenames 6iﬁ”%j‘577/})/v%*gﬁé L/i'jAo %’E%ﬁ@774ﬂ/$ [ZAN—=ZXTXYE - /C:.I:[Eﬁl“ﬁé L&
e

1

> system file delete *

T ANEABIREENTWARWESIL, commonT 4 L7 U RNDOTRTDT 7 A LIZDNTE
BEORL, Y4 X, BEOT 7 A NVEANERENET, 77 A NVENREBEINTWDEAIL., 5
ESNTT 7 ANGE B LT 7 AV T, BEORL, 414X, BLRT 7 A VWA BFRIH
F7,

(378

system file list filenames

filenames |3RFT DT 7 ANERLET, BEDOT 7 A NVAHIFAR—ZA TR > THREL £T,

1

> system file list

secure-copy

SCPEMFEHLT, v/ A4y a2a—FLTHRAINDYE—Iar—a il 7 7 A NVEIRELET,
a—W/V 77 AL, /var/common T A L7 K WCEEETALENDH Y £7,

X

system file secure-copy hostname username path filenames filenames ...

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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[l generate-troubleshoot

hostname TlX, 4DV E—h FANOARTEXip 7 FLUAZIEE LET, username TIX,
VE— b KRR NDO—FLEELET, path TiE, VE— AR FNOFEHRARERELET,
filenames TlE, ¥Rk T 20—V 77 A NVERELE T, 77 A NVAITARR—ATREY £,

1

> system file secure-copy 10.123.31.1 jdoe /tmp *

generate-troubleshoot

Idapsearch

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

VAANFIAEN T D N T TIN Y a—T 4 T TR EER L ET,

72t X (Access)

X7 (Configuration)

B

system generate-troubleshoot
ZOWIE, EDIN T TNV a—T 40T T—HERRTOINEIRET DD, A7 arD
WNTA=BHDIY A NeRRLET,

1

> system generate-troubleshoot

=N, FBEINZLDAP 4— "D/ Y ZFITTEDLLIICLET, T XTHRTA—FN
WATHAZ LICEELTLFEEN,

72t X (Access)

%7€ (Configuration)

X

system ldapsearch host port baseDN userDN basefilter

host [Z LDAP $—/3D K X A | port |T LDAP #— 3D 7R — k., baseDN [Zi5 95 DN (G5!
4) . usetDN [ZLDAP 7« L' 7 ks U~/ R4 22— D DN, basefilter |FIEKT DL 73— N4
KLET,

1

> system ldapsearch ldap.example.com 389 cn=users,

dc=example,dc=com cn=userl,cn=users,dc=example,dc=com, cn=user2
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lockdown-sensor B

lockdown-sensor

expert A< ]\%ﬁlﬂiﬁ%b\ F XA A LD bash ¥ = )L ~T 7 & A Li‘é“o

ZE O Zoa~vrFE, PR LDOERY N7 4 v 7 ABRRWESITRYIET S IXTEE R A,
R IREE N SLETT,

72t X (Access)

% (Configuration)

(378

system lockdown-sensor

il

> system lockdown-sensor

nat rollback

DRz A L T2 NAT OFREIC. VAT LAEZRELET, Z0a< 2 KiZ NGIPSy £721% ASA
FirePOWER CIifE T ¥ A, ZDa~r RERAX v 7 3 EATHMEST OF 34 2 TR
TAHZ LI TEETA,

72t X (Access)

%€ (Configuration)

X

system nat rollback

il

> system nat rollback

reboot
FNA AHEY T — P LET

749t X (Access)

#%7E (Configuration)

Firepower Management Center /A—>3 260374 Xal—3a >y HA4 K
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B restart

restart

shutdown

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

X

system reboot

il

> system reboot

TFNRAZADT TV r—varemiEghLEd,

749t X (Access)

7% & (Configuration)

(378

system restart

1

> system restart

TNRA Ay N XTI LET, ZOa~y KX ASA FirePOWER €V = — /L ClIffi T &£

NERVLVS

74t X (Access)

7% (Configuration)

X

system shutdown

1

> system shutdown

DAV SAYTFLUR
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