hSUAR—MNEBL Ry hT—2BOD
BIALEE DR TE

Py NT—=I SR —HNOFRy hU—7 BT 7uty Y TIEEAED N T UV AFR— %
RELET, ZNICEY BARY O —THDII R > TV D IL—LE o= BEICmIT TR
T4 I MNEMENFE TV TI Ry Y= AR =B L MREARY —|Zo
WT(15-1 X=) 2B L TLEE0,

N AR—FMEBIOX Yy hT—7BO) FTutyPIZ IP 7T 7 AT — a3 Foy
7 W AREE.TCP BLXOVUDP & v ¥ a VORI ZEHAT 2% B 2B LET, N7y b7
V7ot IEEINDRNC ANy N Ta—XiF R ry h ~oF =X fa—F &2 .7V
oty b BIOMBEAL—L UV TCHBIERACEDL 7 —~ v MIEH L. X7 v b
AN A —NTIEIFEREBAMIEEHREBLET . ATV EHRET Y 7oty xRy
FaeTFa—RLiEB Mo7) Fat v ry EEET RN A T4 VTR %2 55
WChT7 7 4 v BERIELET,

2y NT—I /AR —THELE N TV AR— BBy NU—2EBOFY Futky
VREIL. Y =V FHEX Y PV —J I Lo THRETEET, DO T U AR—FERBLWY
Py NIT—=IEBOREIZITRTCO NI 74 v 77 a—rVI#EAEN. T 78X a2 ba—
AR —TINHERELET,

o KT URAR—IFy MU —27 OFMHREDRER (21-1 =—)

o T v 7 H ADRGE(RL-5 X—)

o fUTAY NTT 4 v DEHIEQRLI-6 =)

o IP N7 v b DAL (21-12 RX—)

o Ny FDOF a— RIZHOWNT(21-17 =—)

e TCP A U —ALDFIALELOMEH (21-21 _—)

e UDP A h U —2ADRFILEOMEH (21-33 =*—)

FTUAR— MRy U —7 OFMERE DRERK
Z A ‘& A :Protection

FS U AR—FBLEORY NT—27OF ) Pt o FOFEMBRTEIZ. 778X 2y ta—L K
—HWHAT AT RTORX Y NT—BIRNY — i a— VLA S E T, 205 O
EIX Ry NT—I SRV —TIIR 778 A ary ha—L R —TRELET,

WOIHTIE, ZNHDOFEIC OV THBHLET,
o BAREHNL—NLTDT VT 4 T IEDORIEQ21-2 =)
o NI TNYVa—TFT 4T ity arKTAyE—0OaX T (214 X—)

Cisco ASA with FirePOWER Services 2 — W VEHEBRENA F 1



FNE FFSUAR—PFERECXRy FV—J BORIAEORE |

B (50 28— MEy FT—7 ORMBEORR

BRARENL—ILVTOT I T 4 TInZEORLE

5 A &> X :Protection

BEFENL — T V= VIREED [ K e » 7 L CA X2 k&K T 5 (Drop and Generate Events) ] {Z3%
ESINTZBALV—AVEZEIT) Tawyh L= T, A T4 VEBETIX, AT AL TCP
F7ZIX UDP FEENL — ML ET D120, NI H— LTy e Ry L . EDO/RT Y b
BRIty a a7 mny s LET ANy UTRAOGG VAT ARy Mae Ry
TTAHZEETEERA ST By v a v a2 Tuy s T80 ERABTIT 4T
BrRFEHTHIEHAITZORY TEHY THA,

[V

UDP 7 —% AR —AF—RKIZE> g WVWIIBETRBEINRWEZD AN —A 7Y
Ty B T ENMEIP T—% T T A Ny X —DEETBIOWEIP T FL A 7 0 —/L K
LUDP A~y XA —DR—F 74—V FEERLTC7ae—0FRaz¥E L . UDP & v g &ikil
T 5 FHEIZDOWTIZUDP 2 b Y — A OFTHLE O (21-33 X—) THLLSHBAL T E T,

KT 77 4 7% (Maximum Active Responses) | 47> a VAR ET H Z & T REDOH 53X
7w MZ X > TTCP £7213X UDP BEHE/L— L b U W — SN Tl DU ED 72 7 T A
ML CL LD B ORI TCP B £ /21X UDP vy v a VLD Z LR CTEET,

AV ITAVEBBTT 7T 4 TIENRENZENTWDAEAS .V AT LIE TCP BE/L— /L ~DJF
BELTC NI =Ly b2 kay X L 2I7AT L MeY—R_OWEFEDONT 7 42 71C
TCP VU EyY FRST)X7y "EFEALET VAT LIV TRERBETAY Yy 2 Revy 7T
XERAT I T A TINEN Ry VTR THEDZR > TWDLEGAE VAT NI TCP ki 7 7
AT MUIESF— O HIZTCP Uty FEXEET DI LIZXK - T TCP EENL—VIIILE
LET AV ITIAVERELIIRNy S TREBTT 7T 4 ZTIREREDHICENTND & VAT L
Tty g OMmGIZ ICMP 2 ARGENRT v b2 X ETHZLICEL>TUDP Yy v a V&AL
FI. Uy MIEHRSCE Yy g VICEEEEZ DOICHICE D £ TIZBET B algErEn Eun
DT 7T 4T INEEIA L TA VR TR O REAREL 3,

(KT 7 7 4 7 &% (Maximum Active Responses)] 47 3 a > O E HFIEIC L » Tk B £
Zidk oy a oWV TFRPORN L EBIC N T 7 4 v I RBEELTHWBE L) THNIE. VAT
LINBINDOT 7T 4 TIEZGTHZ b TEET, VAT AL BTSN RE B <.
FBESNE-RREEE TBEBINOT 77 4 T &2 L £,

TIT 4 T IREORRBEERETDHEICONTIETCP 7/ o — )L 7Y g o O@ER
(2122 X—=V) L T TE &,

(KT 77 4 7B % (Maximum Active Responses) | D% E & 13BI6% 72 < .resp F 721 react /1 — /L
DRI T =SNG ECH . T T 4 TIEDRRIGSND Z L ICERE LTSN, LE L RK
77T 4 7B E (Maximum Active Responses) ] 1, BEFE/L— /VAZK T 57 7 T 4 TINEDRK
Bz HiE4 20 &6 CJ7EToresp B X W react /L — W2 xE L CBINOT 77 ¢ TIEEE AT
ANBEET DM E I D ERIEIL T, 55IC OV =V =T —REFEH LT 7T 47
B DB (27-87 X—U) B L T &0,

config response A~V REZMHA L CHEHATAET 7T 4 TInEA L X —T =24 A BIOXy v
TRATHRITT 2 TCP Uty FOEEZHRET LI &b TEETFFMIONTIE. T 7747
WEDYy RITEA v Z—T 24 ZDFREQ7-90 X—) AR LT FFE 0V,

TV Faky =T IROA T g SEHEMST BTV ER A

BKT 7T 4 7% % (Maximum Active Responses)
TCP ¥fi o 7=V DT 77 4 TINEDRKRE % 1 ~ 25 OFETIEELET. 77 7 4 TIHE
WM SNTHERTIDIZ NI 74 v VBB AELRIOT 77 4 ZINEZEE LTS [k
/NS FP ¥ (Minimum Response Seconds) | #8256 N7 7 4 v I BWRAELIZHE VAT A
IR E SN IR KEUCET HETHOT 77 4 TINEEEBFELET.0ZHET D & FEHE
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| BanE

PV AR—PERBECR Yy NV — 7 BORTLHEH O

ATy

AT S 2

A7 o7 3

AT 4

A7 9T 5

AF o7 6

ATF 1

277 8

AT 9

277 10

RSy RBE— iy hT—2 oMoy M

N—IWIZE>T RNV T—=ENDT I T 4 TIENENZ/2 D resp £ 7213 react /L— /LT
Ko TV H—=ENDBMOT 7T 4 TIE SN0 £ 55MICON T AR AFEIRE
V=V TDT 7T 4 TIEDOBIR (212 XR—)BX UV — b ¥ —U— R&EEH LT 7
T A TINE DO (27-87 X—U) BB L T E &,

B/ N #5%% (Minimum Response Seconds)
[/ M Z D% (Maximum Active Responses) | [IZEET D E TV AT AMNT 77 4 TIHE %
W LT CRAE L EBIND NS 7 4 v 7125t L CIROT 7 F 4 TInE 5 E(ET D F R
W 2 %2 1 ~ 300 PO®PHTHEELET,

BENL—INTDT I T 4 7T BEDOBHMEITIE:

[5% 7€ (Configuration) ] > [ASA FirePOWER % 7& (ASA FirePOWER Configuration) ] > [ Y > —
(Policies) ] > [T 7 A = ha—/ L 7K U ¥ — (Access Control Policy) ] DNRIZIEIN L F 7,

[7 272 2> hr— R U ¥ —(Access Control Policy) ] ~— Y NERINET,
WET L7 78R ar b=V R —DORICHLRET A2 (o) &2 v 7 LET,
TrEA A a— LK) V— T g ERERINET,

[FEMIER E (Advanced) ] # 7 Z 1@ L £ 7,

T7EAaryba—RY —OFMRESX—VNRERINET,

[ b T —7 5381 E12 AR Y > — (Network Analysis and Intrusion Policies) ] DREIZ & 5 fwEE T A
a (g BV v LET,

[y FU—27 558 12 AR U 2 — (Network Analysis and Intrusion Policies)] 78 v 77 v 7" 7 ¢
Y RUBRERRINET,

[*y RU—2Z7 53R Y >»— U A I (Network Analysis Policy List) ] #27 U v 7 L £ 7,

[*y RU—Z7 53R Y >— U A K (Network Analysis Policy List) ] 78 > 77 v 7 0 ¢ o RURE
IRENET,

WEST 27 78R arybu—n R V—ORICHLWET A2 (o) a2 ) v 7 LET,

T/EAaybr— L R V= 2T ERERENET,

[FEHIER E (Advanced)] % 7 &38R L £97,

ToUEA Ay hr—/L RY —DFFMBREN—VRRRINET,

[BXEZiERry hU—7 LA ¥v—7"Y 7 vt v Y3 E (Transport/Network Layer Preprocessor

Settings) ] DEEIZH DMRET A 2 ()27 Vv 7 LET,

Rk E 72X ry N —2 LA ¥ —7V 7t v ¥ iiE (Transport/Network Layer Preprocessor

Settings) | K>y 77 v 7 U4 RURKRRINET,

ROEPRER DY £,

o TCPHEE 1 oHT=V D [l KT 7 7 4 7 hnE % (Maximum Active Responses)] 2 1 ~ 25 OfET
BELET0ZRTETDHEBEEL—NMILST NI T —ENDT 7T 4 TIEDEN 72
D . resp £/ 1L react L —LIZE ST RU T —SNDBMOT 7T 4 TINELBEN/2 0D 9,

o [RKT 7T 4 7IEEH (Maximum Active Responses) | WHAET B0, FFZ v AT AN T 7
TATIEERB LR CTBIND N7 7 4 v IV BNIROT 77 4 TINE 2 b2 b$ £ T
W9 5 [F/NEE % (Maximum Active Responses)] & 1 ~ 300 DfETHE L 7,

[OK] 27V > 27 LT,

EEEKMIFACF. 77X arhe— L R —5EATALERHY T+, RELE
DEM (4-12 X=V) SR LT &,
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FNE FFSUAR—PFERECXRy FV—J BORIAEORE |

B (50 28— MEy FT—7 ORMBEORR

NS TITNYa—T 4T Byl ar&TAyvE—VDOrX S

ATF A1

AT 2

AT w7 3

AT v7 4

AFvT 5

AT 7 6

2771

A7 o7 8

A7/ 9
277 10

277 1

5 A &> X :Protection

NI TN a—T 4 T OB OGN E L LEWEEZ BTG A v —
VEREKT DL IICVATLAERETDH E’%“j‘j‘%Fﬁ>%ﬁkiﬁéﬂé%A7§>%UiTo_@
G a VDOREEETETDHENRT A=V RACEETLIOT LT R—-bDOTA XA
P THEITLTLIEE Y,

Ty al BT RAyR—UDRESE:

[5% & (Configuration) ] > [ASA FirePOWER 3% & (ASA FirePOWER Configuration) ] > [7R U 3/ —
(Policies) ] > [T 7 &BA 2> hu—/L /R U I— (Access Control Policy)] DJEIZEIN L F 7,

[7 27 A 2> ba—/ R Y —(Access Control Policy) ] X— Y NERENET,
WET DT 7R arybe—L R —DRIZHLIMET A 2 ()27 ) v 7 LET,
T/RA T Rr— L R V= =T IRERENET,

[FEHIER E (Advanced)] % 7 &38R L £ 97,

Tr7EA ar b= R = OFMREN— VYRR RINET,

Ry bU—27 558 12 AR Y 2 — (Network Analysis and Intrusion Policies) ] DREIZ & D iRET A
ay (g &7V >y 7 LET,

(R U —27 0538 12 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7 o ¢
Y RUBERRINET,
[*ry hY—27 558 Y >— U & | (Network Analysis Policy List) ] %227 U v 7 LE 7,

[*y RU—Z7 53R Y >— U A K (Network Analysis Policy List) | N> 77 v 7 0 ¢ Ry BNE
IRESNET,

WET DT 72 ar hua—L R o—DRICHLRET A 22 () &2V v 7 LET,
TR aryka—)L R — TF 4 ENRFERINET,

[FHHIER € (Advanced)] ¥ 7 &8I L £ 9,

TI7EA arybr—L R U—DHFHMRES-VBRRINET,

Rk E7ixry N =2 LA Y —7V 7t v ¥iiE (Transport/Network Layer Preprocessor
Settings) ] DHEIZH DMRET A 2 ()27 Vv 7 LET,

[(fEkEoldxy U —27 LA ¥ —7 U 7t v ¥ i%E (Transport/Network Layer Preprocessor
Settings) | Ry I 7T v U 4V RUNRERINET,

[NTF TNy a—T 47 47 a > (Troubleshooting Options)] % BB L £ 77,

[(Eva ‘/%@Tlﬂﬂ?\‘/ﬁ\b%b‘ﬁ‘(Session Termination Logging Threshold) ] 12 X v & — ¥ DRtk
ERWGT 2 MIEABELET . By v a BT L. ZONS MIEBZ TOWLIHEAITA v
YRS NE T,

FRRIZ1GB TTN . TNAA A ETA RN — 2O DICHVIRONH AT DREICE-TH
HlR S E T

[OK] 27V > 27 LT,

BEENMEIFZIIE. TR a2y ra—A K)o —53EHATALERHY T . RELE
DEM (4-12 X=V) SR LT &,
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| BE1E rSUAR—IBBEUCRY FUV— 7 EORTLEDR

Fryr¥rotkiz N

F = v 7V ADRREE

2771

AT S 2

A7 o7 3

AT 4

27 w75

AT/ 6

2771

AT 8

7 A & X :Protection

VAT AT HHBE e hal LT =y 7 AEMKRIET S Z & T IP,TCP,UDP, 5 X
WICMP IZ L AR ET — AN HRICZEEN TV Z L AR TE 4, SHICEAN R LR
WNT 2y BREREPIZHISAESNTZY R TEEEINTZY LTWAWT S bR TEE

T F 2y 7V AFITAIAY XLEZHEHLC Ny hToOTa haloBEEMEZHEEL £7,
VAT APRFEUEDR A R TR Ty MCEERAENZEEHE L. F0UR T =y 7V LA ERILET
HE.ZDONRry MIEESR T RWE RS ET,

F v IV LORIEEZIENTEHE XY NI NBAKBIZILINDGHERIHD FI, v
AT NI F 2y 7 IRIAEA R FEAERBR LN L ICEEL LK EFEENW. A T4 VEHT
N7y NOF 2y 7Y LANIELL RWGEE ZONTy N Ry 7T 5KV AT L%
JETEET,

Fx v 7Y DRIEDRE ST #4:

[F% i€ (Configuration) ] > [ASA FirePOWER % i& (ASA FirePOWER Configuration) ] > [ U & —
(Policies) ] > [T 7 A 2> ha—/L 7K U — (Access Control Policy) ] DNAIZIRIN L £ 7,

[7 272 2> hr— R Y ¥ —(Access Control Policy) ] ~— Y NERINET,

WET DT 7 A arybe—L R —DRICHLIMET A 2 (o) &2 ) v 7 LET,
TR aryiro—L R — x5 4 ENRFRENET,

[FEMIER E (Advanced) ] # 7 Z 3@ L £ 7,

TI7RvA ar b= RY —OFFMREN—YRETIINET,

[y bU—27 558 12 AR U 2 — (Network Analysis and Intrusion Policies) ] D2 & D FRET A
a (g &7 Vv 7 LET,

(R U —27 558 2 AR Y 2 — (Network Analysis and Intrusion Policies)] A8 v 77 v 7 o7 ¢
Y RUuBnERINET,

[*y RU—2Z7 53R Y >»— U A | (Network Analysis Policy List) ] #27 U v 7 L £ 7,

[*y RU—7 53R Y >— U A K (Network Analysis Policy List) ] 78 > 77 v 7 0 ¢ RURE
IRESNET,

T 2R O —DMITHLWMET A 2 (o &7 ) v LET,

BIDORY & —ICRIEFEOEFERN D H5HEAIT (0K 227V v 7 LTENL DOEE 23 L ALH %
FATLE T BIORY O —TORRGFEOEFDORFHFIEZ OV I HE DR LAY o —EH
DFETE (15-15 X—) B L T &EW,

[R VU > — D (Edit Policy) ] X—YRERINET,

RO s —ay NRVT [EEE (Settings) | #7 U v 7 LET,

[F% € (Settings) ] X— VU BHRRINET,

[N AR—=NERIERYy U —2 LA ¥ — 7 vt Y (Transport/Network Layer
Preprocessors)] C [T = v 7 % AMRFE (Checksum Verification) ] W HE NI SN TWB 0 E H IZ

SOoTUTDO2o0BBIERH Y £77,

o RENANRGE WE (Y] 227 ) v 7 LET,

o RENEENTHLYE A4 (Enabled) %27 Y v 7 L [#WEEdiD]Z27 Vv 7 LET,
[F = v 7 ¥ AFRFE (Checksum Verification) ] X— U NFERINE T, RX—T FTEHD A vE—T0F,
BREEGLR) V—BEBEZ R LET, MWL R*y N7 5 AR ) o —F 71332 AR
Jor—TOLAFTOMH(16-1 R—=I) S L T EEW,
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FNE FFSUAR—PFERECXRy FV—J BORIAEORE |

W (510 5749 70FERK

25797 9 [F = v 7% ARGE(Checksum Verification)] 27 v a VOLULTFOA T v a idWnTnd. Ny v
TEEA T A BB T [A%) (Enabled) | £ 721% [#%) (Disabled) | IR ETE £, 4> 7
A VEBTIEH IRy 7 Drop | ICERETHIEHTEET,

e ICMP ¥ = » 7 ¥ A (ICMP Checksums)
e IPF= v ¥ 2L (P Checksums)

e TCP ¥ = v 7 ¥ A (TCP Checksums)

e UDP ¥ = v 7 ¥ A (UDP Checksums)

E Ny e Rey 751 ATy arE [Kay 7 (Drop) | ICERET D Z &£, BEE
I TWERy NT—T AR Y v—D [A > T4 > E— R (Inline Mode) ] b HZHZT 5
ERHDHZEICEBRLTLSEIWVGFEMIZOWTIR A T4 VEBTTY Pakey RN T

T U T2 52 TR T 5 (18-6 =) EBRLTLEE& W, £ Ny V7N
T. N4 T v arwm [Ka vy 7 (Drop) | IZRET D & A7 a % %) (Enabled) ] IZ5%
ELEGAEERIUIRNH D Z LITEELTLTEEN,

2797 10 R —%2RGETHRELHRITT D2 EHEWEST L HEARRY —0F 7 5 /0 FREIZET.
EHEVAT A Xy vy vallEL TR TT5. 00T EITOET IOV T BED
R L R Y —EHEORMEE (15-15 X—) BB LT FEW,

AT NTT7 4 v 7 DOIEFHLE
Z A & ¥ A :Protection

A TAVIEBUET ) Tat v id A v T A VR THEREE DB 2R D Al REM & f /N
T B7DI N T 74 v 72 ERILLET . Xy NT—TZ ARV v —TA v T4 IESLT
Va2 HENCTHE VAT LIRD 2 OORELZT AN LT . 2—FRA T A VR
BZHEH L TWADZ & 2R LET,

o [>T A F— K(Inline Mode) | 3RV > —THNI /o> TWbD AT A VERTTY 7
BTN N T T 4 v 7 ICEEBEE G XD L2 T5H(18-6 X—U) R LTI,

o AVITAVERIRED T 7ER arbe—L RY—RA L TA L TREBINTHS
TRA AZHEHEN TS

FROMG DT B LTGE0H . T ) Tty HIRESNTZ N T 7 1 v 7 HEBILLE T,

IPv4,.1Pv6,ICMPv4 . ICMPv6. TCP 7 7 4 v 7 ZEEIZHMAAEDOE CERLEZRRE TE £7,
EFEAEDERLIX. Ty NEALTITOIL A VT A VIEFET ) Fat v i k- T X
NFEFT,ZELTCP AN —A 7Y 7t vy iX . TCP A 2 — FOEHRLEEGT IFEALLED
REERH A v FEBLOR Y —ADEF{LELE L F7,

A T4 VIERUKIZ Ty B T a— Il i 57 a— ROERIATbhVET, £DO%R T HO7T Y 7
1Yy I KDL TON E T IEBULIE 7 > MEDOPHD BN~ DT7 18 TIT I E T,

A TAVIERIET Y Tat v A XU hEERLETA A TA VIERIET Y Tat v
PV OBEENI A T4 VEROMNOT) 7oty b BLUPL— L 2 VU THEHTES L9
Ny Nt HZ & T, 2 VAT AN THry "3 32y hU—27 FEDFRA ]\
TZELERATY Yy FERIULTHL IO THHELHD £,

evhr AUTAUVBBROEE VAT A TA4 ERLETY ety B OFKET [TCP XA 12—
K D IEHAL (Normalize TCP Payload) | 4 7' Y a V& H T 5 Z L 2 HEL CVWET /Sy v T
JEBH DS A yx:rf XVEIS R T 0 7 7 A NVERET D EEHERL TOET EEMIC oW T
8y T BB D RTLEE OFHEE (22-1 X—V) AL T 2 &0,
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PV AR—PERBECR Yy NV — 7 BORTLHEH O

454y v 74y 70ER(E A

/1> TTL (Minimum TTL)

[TTL ® Ut bk (Reset TTL) | N2 DA T a TR ET HH 1 ~ 255 L EOEICERE S
TWABES. 20X a U FEEELET,

[IPv4 O 1EHAK (Normalize IPv4) ] BB ZHZ E LTV DAL, [IPv4 TF#%¢ n] REFF[E (TTL)
(IPv4 Time to Live (TTL))] 7 « —/V RO &H/NFRME, TTL O3 v MER Z OfE% TR 55
ALUTTL @ U & > b (Reset TTL) | (7% € S N7 fEIC EA LS L E T,

[IPv6 @ IEM{l (Normalize IPv6) ] AN S TWAEH AL [IPv6 x> 7 U 2 v b (IPv6
Hop Limit)] 7 « —/V ROF/NFHFEME. A > 7 U Iy SOER Z 0% FlE 5546 [TTL O
Ut b (Reset TTL) [ IZERE SN EICIERIL S E T,

DT 4=V RN EADOBEE VAT AIEN 1 ThLEBRELET,

Ta—=Z = AT Y TUTFTOL—=VEHNNT DL ZOFT T a /T oA~
FEARTE £7,

HBEOR/MEZ TED TTL R E SN IPvde 7 v F B SN HEITA X &R
T AT L —IL 116:428 ZHENC L E T,

BEOKR/MiE%Z FRIDE Y7 VI v RRREINTZIPV6 N7 v B SN=5E810A4 X
VR EAERT HICIE L= 116:270 ZERNC L ET,

FECONWTIH AT Y bDOT a— RFORE QL2 X—=)D/ry b FTa—Fo [7a b
)b~ X —0 B O (Detect Protocol Header Anomalies) | 47> a v &L TL 72
él/\o

TTILD Y &> b (Reset TTL)

ZOF T a NIERE LTME 1 ~ 255 73 [H/) TTL (Minimum TTL) 1 fE %2 LA 2546 LA FO
74— RBRERILE L ET,

[IPv4 @ IEH{l (Normalize IPv4) ] A STV D

[IPv6 D IEHI{Y (Normalize IPv6) ] XANZ STV 5
Hop Limit)] 7 4 —/V K

2y MED B/ TTL Minimum TTL) ] % FRIS 56, AT AiF 37 v b TTL £721%
Ay VI bOEEZZOA TV a AR L THRESNEICEFE LT 2Ny hEIER
fbLET, 207 v a U %&E 0 £721% &/ TTL (Minimum TTL) ] % FEI S fEIZFHET D
L AT g TECRVET. DT 4 — L R EEHDOES VAT AIHEN 0 TH DL L
HELET,

¥ ¥

AL [IPv4 TTL] 7 4 —/L R
AL [IPv6 x> 7 U 2w b (IPv6

IPv4 @ IE# V. (Normalize IPv4)

IPvd + 77 4 v 7 DIEHFULERNCLET, ZOF T v a VRIS TWT[TTL DY
v b (Reset TTL) | IZRXE S 7228 TTL EEBULZ AN L TV D56 ¥ AT ATMEIC
JGUTTIL 74—V RO EBICLET. ZOF T v a v AT BB (7T AL b
kv > b O EMH{L (Normalize Don't Fragment Bits) | 8 X OV [V —7 F € v O E#L
(Normalize Reserved Bits) | A7 > a Vb AT HZ LN TEET,

IDFTarEAENITLE VAT AMILLTFOREARD IPv4 ER L EZFEITLET,

WA 0= FEFfOTry b2 P~y X —ITRESNLET =277 ARETUD
TET,

[ZERE Y — B A (DS) (Differentiated Services (DS))] 7 « —/V R(IBF: [¥ A 7 47 $—E R
(TOS) (Type of Service (TOS))] 7 4 —/V )& 27 V7 LET,

TRTOF TV ary 77 v M L([#EEZ L (No Operation) ) IZERE L £79,
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757 A FEIEE v b DER(L (Normalize Don't Fragment Bit)
[IPv4 7 F 7 (IPv4 Flags)] ~v % — 7 4 —/L ROHE —~E v hD [7F 7 A FEIE (Don't
Fragment) | %7 7 4 — A F& 2 VT LET, ZOF T a V2T HE X T AR
V=D —2R3 "y bae Ry 7T 5ROVICHLEBIZSEC TNy 275 7“% / k
b CEET ERL.ZOF T a v ERAMNCTLHZET. FryTEND/Ty B %IE WZ1E
L TCRY =%l 52l b TEET, 20T a VERIRT DI
[IPv4 @O EH{t (Normalize IPv4) | Z G T 24BN H Y £,

VY —7 F £y hDIEHL (Normalize Reserved Bit)

[IPv4 7 7 7' (IPv4 Flags)] ~v % — 7 4 — )L RKOH —E v b D [THIFE A (Reserved) ] V7
T 4=V R RE VT LET HHEIZ. O T a v Z2HMCLET, Z2OF T a v 2 EIR
T 5 I1Z1% . [IPv4 O IEHAL (Normalize IPv4) | Z BN T HME RN H Y £,

TOS & > b DIEH AL (Normalize TOS Bit)

1 A b D[Rk — B A (Differentiated Services) | (IHF [# A 7 47— E A (Type of
Service) ) 74—V REZ V7 LET, ZOF T a o &EINT B3, [IPv4 DIEHAL
(Normalize IPv4) | Z A N2 T 2L ENRH Y £7,

KRE|A o— FDIEH{L (Normalize Excess Payload)
RIS B— RERON Ty e P~y X —IBESNTT — 4 77 LRIV P20k
A=Yy NNy X —2E5 LERIICETUVHETET, 7171‘1/ BN T7 L—LE
J:U/J\é<@J@?’\’Cé ERXLERA, ZOF TV a U EBEIRT HITIE. [IPv4 DIEHL
(Normalize IPv4) ] Z G NZT HMERH Y £,

IPv6 @ IE# . (Normalize IPv6)
[ > 7NA w7 A7 a > (Hop-by-Hop Options) | 3 X 8 [58554 7" 2 a » (Destination
Options) | JEIE~ Y X —IZEENDH TR TCOA T v a v XA 7T 74— KE00(AX v 7L
TR & HEAT) L—uxﬁbij—o ZOFT v a UPAEMIIERTVT, [TTL DYty b (Reset
TTL) | IZRRE SRR >y 7 Y 2y NEBYEZ AN L TWDHEHEE VAT MILEITIE
CCAhRyZ7 UIy b 70—V FHEHMLET,

ICMPv4 ®IE# /Y (Normalize ICMPv4)
ICMPv4 h 77 4 v/ Oxa—(BER)BIOZa—G&E A vyE—VT8EYy hoa—F
T4 =NV REZ VT LET,

ICMPv6 ®IE#{t. (Normalize ICMPv6)
ICMPv6 77 4 v/ Dxa—(ER)BLIOPZa—t&EAytE—UT8EYy hoa—FR
T 4= REIZ VT LET,

FREHE Y POEHFILE1X 2 U 7 (Normalize/Clear Reserved Bits)
TCP ~v ¥ —D Ty N&Z7 VT LET,

FFvav T 4 T A FOERLERIZZ U 7 (Normalize/Clear Option Padding Bytes)
TCP AT > a v DT 4T N ha s VT LET,

URG=0 DA ERA L Z % 7 U 7 (Clear Urgent Pointer if URG=0)

BE(URGHIFE Y FRRESNTNRNWEA 16 By FD TCP ~v & — [BERA X
(Urgent Pointer)] 7 « —/V K& 7 U7 LE T,

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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PV AR—PERBECR Yy NV — 7 BORTLHEH O

454y v 74y 70ER(E A

2PN A B— RIZREESNTBERA L Z£721Z URG %~ U 7 (Clear Urgent Pointer/lURG on Empty Payload)

A B — RR72WIGE TCP ~ v X — [BR27R A > # (Urgent Pointer)] 7 4 —/LV KB L O
URG il &7 U T LET,

BARA U ERRESNTWARWIES URG % 7 U 7 (Clear URG if Urgent Pointer is Not Set)
BARA VEDRESNTWVARWEAS TCP ~v X —URGHI#EIE Y N2 27 VT LET,

BAXRA &% OIE#H L (Normalize Urgent Pointer)

KA EP_f v— FEE ERZ8E6.2 34 O TCP ~v X — [BRER A > ¥ (Urgent
Pointer)] 7 4 —/LV K& ~_XAf o — FRIZHELET,

TCP ~A v — RDOIEH /L (Normalize TCP Payload)

HEEINGT =20 HMENRHEREIND X 52 [TCP 5 —# (TCP Data)] 7 4 —/V KDIE
HILZADNI LET . ELLS R TERAVWE AL MITXRTRey & ET,

SYN (24 %5 — # % HiE (Remove Data on SYN)

TCP ARV —F 4 27 L AF A RY S —H Mac OS BISADIEE R (SYN) %4 v hD
F—2 EHIRLET,

TDOF T a Al Lo T Ib—IL 1292 DA X MMERR L ERNZ Y £,

RST (2R3 % 5 — # % Hl K (Remove Data on RST)
TCP U+ v F(RST) X7 bbb T — X ZHIBREL £7,

F—H &7 42 FUIZ MY X7 (Trim Data to Window)
[TCP 5 —# (TCPData)] 7 4 —/V K& [V 4 > R (Window)] 7 4 —/V RIZHEINi=H A
RIZETHETET,

F—% % MSS (Z bV 2 > 2 (Trim Data to MSS)

A 12— FBRMSS LD EWEA[TCP 7 —% (TCPData)] 7 4 —/V R RKEZ A b H
A X(MSS)IZETYI Y FETET,

E#EREEZ TCP ~v ¥ — DR % 7 v > 7 (Block Unrecoverable TCP Header Anomalies)
DX T arEAMNITDHE VAT MIERRVZEFRA ML TTr Yy S5
AREME DB WEE 72 TCP X7 v M(EHLEN TWAE ) 27 ny 7 LET & 2 iE v
AT NI SNy v a VORICERE SN SYN XNy hEaT vy 7 LET,

EL VAT LF = ABERIENTO D0 E 5 0IZBERZR < BUFIZRT TCP A b
U—b 7Y Tty =N TFanic—8+25 7y bbb Fry 7 LET,

- 129:1

- 129:3

- 1294

- 129:6

- 129:8

- 129:11

- 129:14 ~ 129:19

(7 vy 7 &3 v DA (Total Blocked Packets) | X7 4 —~ 2 A F T 73 A4
VIEBRTT oy 7 SN Ty NIEBFL Ny VT RBETIE A TA VBT R Y
JINTTHAIBEBEHLET,
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W (510 5749 70FERK

BA REY 722 {468 %0 (ECN) (Explicit Congestion Notification)
I RBERESE A (ECN) 7 7 7 DNy N ETZIFA MY — 2B O EFEZLLTDO X 5
WCHEZIZLET,

o [y b (Packet)] iR B L T —v g VIR Ny NELTECN 77
TN VT INET,

e [A LY —A(Stream)] Z1BIRT2H L ECN DN R T = — hENTWRWEES. A b
V—LHNTECN 777037 )7 SnET,
[A U —2A(Stream) ] 38R L7256 ZOEBUEREITIND KO IZT HITIT.TCP A MU —4
7 FatyPd[TCP3 V= A /N K = A 7 WZH (Require TCP 3-Way Handshake) | 47" 2 >
HLAMMIENTVDEIMENRD Y FI 55OV TII.TCP R Y ¥ —DA 7 9 DOER
(2124 X=)EZZB LTI,

IR BDTCP F 7 a v %7 W (Allow These TCP Options)
NT7 7 4w THATLHED TCP A7 v a »OIEHULEZ BN LET,

B RIICEF AT ST A 7o a A ESYb S E Y A, A7 2 3 % [#4F72 L (No Operation) |
(TCP A7 v ay DITHREL THRIIZHFR L TW WA 7 v g R B b S vE T,

BRET AN FAAMSS) VA R A= BIORIALAX T TCP DA T >3
X TCP N7 o —~ A& (b T 57 DI SN A T2D AT ML, Zib DA
Ta v EFHICGEFTLET, VAT NI (IS O TCP 47 3 v %77 A] (Allow These TCP
Options) | D% ENZBMRR S . TN HO—MICEH SN A7 v a v 2 IEFLLLET oz
MIEE R SN NE T2 3 oW TR VAT AMTHEIICHE T LER A,
BEDF T a I ATHI AT ary F— I — R A a B R3O0
FOHr<EKYY YA MERELET LAFIC, —Bl2RLET,

sack, echo, 19
FFary F—U—REHRETDHEVD Z LF.FOF—U— R EEEMT Bz 1 DLLED
TCP A7 a v DFFEH/ETHI L ERUTT, 72t XX sack ZFRET D Z EIX.TCP A4~
3 3  4(Selective Acknowledgment Permitted) 35 & OV TCP 472 = & 5 (Selective Acknowledgment) %
BETHZLLERUTT. A7V ay F—U— FTEHRFE/NCERNXB SN ER A,
Frany FHRETHE TRTOTCP A7 a U RNHFA ENLH -0 EHANZT < TD TCP
AT a rOEREREICENE T,
WORIZFFAITHTCP A7 v a v HBET D HEZENLET, 74—V REEDEEIC
THETVATAIEIMSS. U4V R AT — )L BIRFALAF T DL TV aDh%

R LET,

BETLHINE FREndArvav

sack TCP 47" a > 4(Selective Acknowledgment Permitted) 35 . U8 5
(Selective Acknowledgment)

To— TCP #4733 > 6(Echo Request) 33 J. (" 7 (Echo Reply)

partial_order TCP % 7 ¥ = > 9(Partial Order Connection Permitted) 33 X O 10
(Partial Order Service Profile)

conn_count TCP #5472 2 > 11(CC) .12 (CC.New) . 3 X " 13(CC.Echo)

alt_checksum TCP 47 a > 14 (Alternate Checksum Request) 35 &8 15
(Alternate Checksum)

md5 TCP 472 = > 19(MDS5 Signature)

F T a v FEE2~255 |F—U—RKDWA T a v EED BFEDA T v a v

=y TRTOTCP A7 a L (ZOREIT.EEWIZTCP A7+ a v
OIERLEEHIZ L ET)

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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| E218E FSURAR—PEBIUXRy NT—7 BORIMLBEDOR

ATF A1

ATFvT 2

277 3

AT v 4

AT/ 5

277 6

2771

ATF v/ 8

2779

454y v 74y 70ER(E A

TOF TV a N any BFRE LW A . EBULIZIIROLOREGEENET,

e MSS.V A Y RY RT—)L ZALAL T BLOZOMOPIRIIZTFA] SNIcA 7Y a 2R
X T RTOA T > 3 DA b [#4E7e L (No Operation) | (TCP 47 > 2 > DIZFEE L E T,

o FALARZTITFEL TV THEGDRGES . HOWVITAIThoThrav=— Sk
WS XA LAZ T 7T v b & [#E7 L (No Operation) ] IR E L £,

o IALARZUTPAAL T EINDbDOD AFHELRWEE ANy baTny 7 LET,

o FERICE (ACK)HIEI E Y b ARE SN TORVEE [F A 5 A 2T T a— 5% (TSecr)
(Time Stamp Echo Reply (TSecr)) ] 47> a > 74—/ K&E 27 U7 LET,

o SYNHIHE Yy FRRE SN TWRWEE [MSS]BLO [V 4~ K7 A7 —/L (Window
Scale)] A 7'v = » % [#1E72 L (No Operation) | (TCP 47> =2 > DIZEELET,

AU I VIEFRET) Fuk oy SORETIE:

[F% 7€ (Configuration) ] > [ASA FirePOWER 3% & (ASA FirePOWER Configuration) ] > [7R U 3/ —
(Policies) ] > [T 7 A 2> ha—/ L K U ¥ — (Access Control Policy) ] DNAIZIRIN L £ 7,

[77&8A 2 ha—/L KR Y —(Access Control Policy) ] X— U NERINET,

WMET DT 78R 3y ba— L RY —DORIZHLMET A2 (o) &e2 ) v 7 LET,
T7EA A a— LK) V— T g ERERINET,

[FEAHEX E (Advanced) ] # 7 R L £ 97,

TrEA Y bu— R U= OFMRER—URRREINET,

[ b T —7 5381 E12 AR Y > — (Network Analysis and Intrusion Policies) ] DREIZ & 5 fwEE T A
av (g ) &7 v LET,

(R U —27 558 12 AR Y 2 — (Network Analysis and Intrusion Policies)] A8 v 77 v 7 o7 ¢
Y RUuBnERINET,

[Fry hU =758 Y >— U & k (Network Analysis Policy List)] % 27 U v 7 L £,

[% Y FT—2 38R Y >— U A b (Network Analysis Policy List) | /R >~ 77 v 7 o7 ¢ » R 3E
REINET,

WET DRI —DRICH ORET A 2 ()22 Y v 7 LET,

BIDORY & —ICRIEFEOEFERN D HHEAIL (0K 227V v 7 LTENL DOEE 2 H L ALH %
BATLETBIORY O —CTORRGFEOETDORGFHFIEZOW X HE DR ERY o —EH
DT (15-15 X—=V) 2B L T EEW,

[R VU > — D%k (Edit Policy) ] X— Y NERENET,

FEROF BT — gy NV T [ERGE (Settings) | 227 U v 7 LET,

[F% & (Settings) ] X— U NEXRINET,

[NV AR—=FEIEFR Yy FT—2 LA ¥— 7 vt v (Transport/Network Layer
Preprocessors)] T [ > 7 A > IESL (Inline Normalization) ] R EZNZ SN TWHNE S k-
T LUTFD 2 >O@BRELRH VY 97,

o WENANRGE MK (EAD])EZ 7Y v 7 LET,

o RENEHNTHDLA [F%) (Enabled)] 27V v L. [MWEEDD)Z27 ) v 27 LET,

[f > 7 A v IEHAE (Inline Normalization) ] X— Y RFRENE T, L= FHD A v — DI,
REZGLR) —EEEZRLETEMCOVWTIE. Ry NT—Z 5 R Y o—F 2133 AR
Vo—TOLAYOMHA6-1 =) R LT EEW,

A TA 8T 747 DESEQR1-6 X—V) THHINTWAEEDOS v a U ERETE
ij_o

Cisco ASA with FirePOWER Services 7 — W /VEHZRESTA F 1
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W pry roEElL

2710 RN =% RGETH MELRHITT D EREWEIET L EARARY —0F 7 4L FERE| E*@“
BHEEVATA XY v allEBEL TR TTS. 0OV TNNEITOET MOV T BAaD
i & R Y S — B EOREE (15-15 =) 2B L T E &0,

IP~7 > b Db
Z A & > A :Protection

KRG ELZ=Y F(MTU) LD KEWEDIZIP T—X 7T AR EBEO/NSWIP T —% 7T AT
DBEENDEFDIPT—F T TNI T F7 X MEENTZZ LR ET  H—DIP T —X
T TTT A ML RN E L30T 5 DI Jr/\foarﬁ%&b)ainm\%/\z%@iﬁ“o
FDEH KEBEIT= 7 AT, NOMRHERNDTZDIC. 7T 7 A Meashvbd 23y N Tl
By %%Eﬁ“éﬁﬁ%ﬁﬂ% 0 EJLIP sk~ Y 7"sz o IF =L NP T —
B 7T BIx LTV — NV EFEITT DRI, N7 v MEAEN R EEZ LV — L Cilkal L3 <
THEDIC. T TIT A MEENTZIPT — 4 77 LR LET, 777 A Meani=5—
27T KR TERWEAE ENLDT —X 75Ai:iﬂ‘L“Cc‘i\/lx—/wﬁﬁéﬁéﬂiﬁ/uo

IP LT ) 7oty b OL— A Xy b EARIERITE. IO — (VR b —F
ID(GID) 728 123 D)—/L) T HHERH Y 97, éi%ﬂil ZOWNTIE L — LIREED R E
(2421 =) LT TE &,

FHAIZOWTIE RO BFEHAZRL T Z3 W,

e IP7TTALTF—arDTy AT aA MIONWT(21-12 X—)
o Z—0y MR—=2AD&HIARY —(21-13 X—)

o i AT g DB (21-14 —)

o IP i b DX E (21-15 X—2)

PSS ALVT— gy A7FaAf MZHOWT

Z A & > A :Protection

IP b2 /T HE Xy NU—27 FORZ MIHTHEE(T 7 Ry FHER D)0,
VAT LABARICHT DY ) — ATEE B (Jolt2 W U) AT A DI B £,
TAT Ray THEI JFEOANL—T 4 VT VAT AONTHEN LT 204 —T ¢
VI VAT ARE—N—=F T LR T TR NEFERLLE TR Ty aT D
BT ET P FEL T 7oy b2 HMNI LT A—NRN—=T v T LI T7 T T A N
FRANT A LR ET I YT A2 777 A ME#BITEETIPRENTY Tk v
X T AT Ry THBREDF—NR—F 9T 7537 A NEBET KOy M EBET S
TR CKETO®HBEDO /Ny MIRHLEEA,

Jolt2 T TIX  IP Sl LA RE A Bl S8 25 LW ) HIETH — B R EREAHIT 572012

T A MEESRTERIUIP X7y hOab—%2 KEICEE LETIPRELTY 7ok v 9T
T AEVMEHED ERIZE>T. 2O XD B EZHIE L, GOEREICB W T AT A% H
CEAENREEIZ L E T, VAT MMIKBIZ L » TRARIZ R b3 GEMARRERIRE L MR L, R v
NO—2 NT T 4 OMEERITLET,

TIT A MEENT Ny EERERT D HEE AR =T T VAT Ak TR
DEFT HFANREDFRL—F 4 7 VATFATETINTVADNEREENEETXN
X EOHBEFIH —7 > b RA NP EDHIETHERT DX IICARER Ny N2 7T 7
AV METABZELABETT, E=XHROFRy U —7 ETHRAMEFETLTNEA L —
TAT VAT AI VAT AIARAHATT, LR > T 7Y Fak vy iy y hEiio T

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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PV AR—PERBECR Yy NV — 7 BORTLHEH O

P 5y okl B

FHETHBR L TREL. FRICL > T2 A7 e, b ABEEINZNWEFRNA 2 v—F 57
BNV T, 208 ) WA T 572D Ry NU—27 FOKRZ D EICHEER ik
Ty ekt T2 X ) b7 7ty 2R ETELHL 12> TVETREMIC
ONWTNE X —F v FR—ADKR#ELRY —21-13 X—=V) R LTI EE 0,
WEHRTn 7 7 ANVEEMT LT ATy bOY =5y P RAMDEA S AXL—F 1
7 AT AMEBRISE U T AP RELT Y ey HCEHT X —47 v FR—2DRY —N
BICRIREND LT HZ ENTEET MO VTR Ny TR 2 RTLEE D
P (22-1 R—=V) BB LTI EE0,

5—5y bR R OBELARY v —

7 A & X :Protection

RARNDARV—T 4 T VAT LI NNT Y NPT ABRICEBET 2Ny N 7T T A
NI 5720 3 OOFREHEEZFH L ET . 2T AR —T 4 VT VAT LANT T T A
MNeZELIZBF. 777 A bOF 782y NNy NOEENLD T T 7 A N OFERE(SA
NENL)) A —N—=F T 7T T A N & OFXBIANLE L O TALE T, 2 b OFERETT
RCDARVL =T 4 T VAT ATHEHINTWALDOD 7T 7 A MuEhiz"ry h&H
T AL XITBETA T IV A L ME AR —TFT 4 v VAT AL > TREYVEST, L
NoT Ky NT—2 ETRRAFRL—F 47 VAT LE2ENT5260KRA M3 R U A4—
N—=TF T TITTRA et olel Bl FETHERTIHAELEZLNET,
WTNDDEA NDARVL—T 4 7 VAT BB L TCWDBEEE N A — =T v T L7X
o N 7T TA MIRERa T UV ERIFETCEETHIZ LIk -T2/ 270 A bW
RN EORA NEEHATHRMEEMERH Y 9, 203 v MBMO R A N CTHEAER SV THRE S
NTH Ty MZEZIRZWEIICAZETHR . Z—7 v b AR N THER S NDGEICIFIARERT
JATBA MREFENTOWET, L L F=FKG DRy NT—7 BT A NCEB@T 541 —
TAT VAT A ERETHEICIPREET Y Tt v ERETIUI. o) Fak o
2=y NIRANERIUFETTZ Z 7 A Nl T 5 2 LIk o T KB EZHRBITE 7,
H—4 s N RARNDFRL—F 4 7 VAT RIE LTI OOKEEREY v —0 5 Hong
NrEFEHATHILHICIPKELLTV 7ty 2R ETCEET U TFTORIZTDOFRY v —

L FENEFNORY —%HHT A —FT T VAT AEFHE L E T, First & Last & W\
IRY —ZIT. ZNHDRY =N DA —_"—F T Ny NEEIIREDO A — =T
TRy NOELLEBET N EKML TWET,

# 21-1 B =Ly pPR—=IDBRBERY >—
RrY — FRVv—F 4 T VAT A
BSD AIX
FreeBSD
IRIX
VAX/VMS
BSD-right HP JetDirect
7 7 —A kK Mac OS
HP-UX
Linux Linux
OpenBSD
Last Cisco IOS
Solaris SunOS
Windows Windows
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W pry roEElL

EHfbA 7Y a v OBEIR

>

5 A & X :Protection
IP b EBNERITENCT DR T EERTLHIIELTEETN VAT ENLD S
WL~V T AT D IP b7V 7ot vV OEELIEET 5 Z LA HEL TV Ed,
UTFOBBETT) 7oty L—ARNEEINTWARWES A7 a i 7) ak v
=V RBREF T STV ERA,

[FATCEID YT o7 7 27 A b (Preallocated Fragments) ] 7 2 —/ 3L A7 3 VA% E T
T EJ,

HRNZEI Y Y ToHh7=7 F 7 2 | (Preallocated Fragments)

T Tt v R —EICLETEXAHLD T T AL NORKRE, BBV Y TTH T
AN )= FOBERETDE AT VR L THRECRY £,

(S A SNV ] if@1550/\4’ roAEYNERINET, 7V Py YT
ﬂﬁlﬁ@777%/b%%ﬂﬁ“ét IR AE YN F AL RCEFTERE S THe 7
AE Y ROHKIBE ERISEARIT. T A ZADAE Y HIRNMERE SN E T,

IP &5 bR ) =TI U FDOF Ty a Vv ERETEET,

Ry FT—2
(bR Y > —%HMATARA RO IP 7T RL A,

H—@OIPT7T RVAELIZIT RVA Tay 7 b5 EInbonTnpnEidmbsz b v
Y TCRY STV A RNERECEET. T 74 R V=250 A THRRK 25O 7 0
77 ANEIRETE ET,ASA FirePOWER £ 2 — /L TO IPvd B LN IPv6 7 KL 2 7
2y 7 OFERIZOWTIEIP 7 RLADORGLHAI(1-4 X—=I) 2L T EE W,

FTT7 )R —D default RE TIL DO E —47 > hAR_R—=ZARY o —ThHRX=ENTW
HRNWEZHMBRYy NT—T BT A FOTRXTOIPT RUABREBEIND Z EIZHERL
TLEEWLERST T 7HNLFRY—DIPT7 RLAEIZCIDR T u vy 7 /7L
T4 ARIIBECET . ELEETOMLELL Y EHA EL FORY O —TZOHRE
78I LY any R T T RLAEF(0.0.0.000 £7201% /0 A L0523 TE
A,
F =T MR—ZA R =N T T 4 7 BT D L HIZT DI GBI D%
NI —OWRE—5y hAR—=A R V—%RET DXy NT—T AR —IT k> T
éhé%/ F—7 BEOY = —ETHINERIET T Ty Mo TWAHMERD D
ZEICHBEELTLSEIVEEMIZOWTIE . Ry M= AR Y o —IZ X D RiELD
xé?—v4;<“(17-3 R=) BB LT EE0,

RY o—
T AMBER Y NI —7 BT A b EOKRA M—RITEHT 2 HREEAY > —7 2ORY
— (BSD,BSD-Right, First, Linux, Last, Solaris, Windows) D F N LB TEX FF, 25D
RY —=OFCONTIL Z =57y FR=ADKIEEAR Y & —Q21-13 X—=) 2B L T
STEE,

# A A7 v b (Timeout)
TV a2V NT T T A MeEnEA Ty FEBEBRTABICHEHATE 5%
KIFME () 2R E L ET.88TE SNy v 2B CTE2WEA. 7 7 n
o U UE Ry POBBRRITEZEIEL ZELZT7 I 7 A FMEREL ST,
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IP B LD

AT T

AT S 2

A7 o7 3

P 5y okl B

/1> TTL (Minimum TTL)
Ny MHEREINDB/NTILEZEE LET, 2047 > a3 VIE TTL N— XA O AR E
B LET,

TDOF T ardDA Ry NEART HITIZ V—L 123:1 AN UE T EEMIC oW T,
JL—IVIRBED R E (24-21 XR—) BB L TLE X0,

FEH B4 (Detect Anomalies)
F=R_R—=TF T TIT TR NDEIRTT T AT —a UREEZERAIL F4,
UFTDONL—NVEHINITHILET 2O T a ikt H4 0 haAERTE£7,
e 123:1 ~ 1234
e 123:5(BSD ARV v—)
e 123:6 ~ 123:8

F——F v 7EiH (Overlap Limit)
tyva TR EEIETOREET D By v a s TOF—NRN—FT T BT AL D
B EE O(EHIR) ~ 255 OFFHTHRELE T, 2047 v a U ERET I [REHa
(Detect Anomalies)] Z HNZTANERNH Y £ fENZEADOEE. 2 OF T a ITES
(A=

TOF T arDARy NEAERT AT A 123:12 BEDC UE T, B oW T,
JL—IVIRBED R E (24-21 XR—) BB L TL7E X0,

/N7 5 7 A b 4 X (Minimum Fragment Size)
Ry NEREERDRTEBETHI BEENEZT T T A M EEDT T T A M EERL)
@Hi/J *)‘/1’74%3 O(HEHIFR) ~ 255 XA PO THRELET, 2O 7T a VEHRET HIT
[BL# %0 (Detect Anomalies) | # BT HUEN DY T MENZEHOHE. Z D4
yayiﬁ@’ﬁwiﬁ
ZOF TV ar DA Ry N EAKRT AT V=L 123:13 2N LE T, FEIC OV TE,
JL—VIRBEDFRTE (24-21 XR—) SR L T 72 &0,

g

X

S A & & :Protection
IP (k7Y 7oty P EFRET DX KOFINEEZFZITLETIPRENLT Y Ttk v ok
EF T a rOFEMCONWTT REEA 7Y g OBEIN(21-14 X—D) BB LT F &0,

IP SE L DRRE T ¥ :

[5% 7€ (Configuration) ] > [ASA FirePOWER % 7& (ASA FirePOWER Configuration) ] > [ Y > —
(Policies) ] > [T 7 A = ha—/ L 7K U ¥— (Access Control Policy) ] DNRIZIEIN L £ 7,

[7 7% A 2 hua—/L iKY ¥ —(Access Control Policy) ] ~<— Y NFE/RINFET,

WET 27 78X ar b= R —DOMITHLIWMET A2 (o277 LET,
TR arir—)L R — T 4 ENRFREINET,

[FEMIER € (Advanced) ] ¥ 7 IR L £9°,

TR aryiba—RY —DFMEREN—URERINET,
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IP35y b ORHEL

AT v/ 4

AT/ 5

277 6

AT, 1

277 8

A7/ 9

277 10

[Ry U —27 5581 12 AR Y 2 — (Network Analysis and Intrusion Policies) ] DR{IZ & B fREE T A
av (g ) &7y LET,

[y b T —27 5587 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7" o ¢
YRUBRRINET,
[Fry hU—27 558 Y >— U X k (Network Analysis Policy List)] % 27 U v 7 L £,

[Fry hU—27 558 Y >— U A b (Network Analysis Policy List) | iR >~ 77 » 7 v ¢ v RURE
RENET,

WET DRI —DRUCH OWET A 2 () &2 Y v 7 LET,

BIORY = RIRFEOEEND 55 E51X. 0K 227V v 7 LT%%L%(D?TE%%E&%L JLER &
BATLETHIORY O —TCORRFEOEREDRGEFIEZ O TUL A DOMR EARY o —F
DOFEE (15-15 X—) S L T2 &0,

[R VU > — D4 (Edit Policy) ] _— VN ERINE T,
EROF S — g /R [%E (Settings) ] 27 U v 7 LET,
A% IE (Settings) | N— U REREINFET,

[

[N AR—FERIIRY NI —7 LA ¥— 712 v (Transport/Network Layer Preprocessors) |
T [IP fxiifL (IP Defragmentation) ] 23 A ZNC S TWBENE I T I > TLELF D 2 DO A3
HYET,

o RENERLEE REE)EZ 27U v 7 LET,
o RENELTHLELGE. [H2)(Enabled) 127V v 7 L.WWEEIN]IZ7 Y v 7 LET,

[IP #xii{t (IP Defragmentation) ] N— Y NERENFE T, ANX—V FHDOA v =V RELE T
AU L — BB R L E T, SISV T Ry b D — 7 HK Y & — E 7 EAK Y S— T
LAYOHEH(16-1 R—) 2SR LTI,

MBI U T, [7D**/*/I/E§\Lﬁiﬂ(Global Settings) | X— VHEIKIZH D [FENIZEH VLY TCoNEZT T
7" A > I (Preallocated Fragments) ]| D% E & A H TX 7,

WD 2 ODOFAIERH Y 77,

o HLWH—F v hAR—ZDKRY —%BMLET, =DM T [H—,3(Servers) | DF
ZhHBEMT A2 (@) &7V vy 7 LET (X —5 > FOBN(Add Targe) | K> 77 > 7
T4 RUNERINET[HA M T KL A (Host Address)] 7 « —/V RiZ 1 D F 721385
DIPT RULRAZIEEL[OK] 27 Uy 7 LET,

H—OIP7 FLAEREIT RLATay 7 H50NNEIN60WnTunEidmbizn s~
TRU -7V A PEZIRECEET, T 74/ F R —2E0D At TRR 25D L —7
FR—=Z2DORY 3 — %R T& £9,ASAFirePOWER £ = —/L CIP T RL A 7o v 7 Zffi
m#aﬁ%momeJPTsz®%%ﬁ%u4ﬁ&ﬁﬂéﬁ%bf<ﬁéwo

=0y bR=ARY) =N T T 47 0BT DX T 23T 5%y b
T—=I NG =0y hR=A R —%2RETDLFY FT— ﬁ‘*ﬁ‘\]‘)/% Lo TP
NoHxy bU—7, kJ:U\/ VN ET O ERITT TRy MRS TWAHRERH D Z
CICHEB LT ESWVGEIZOWTIET Ry P Y =27 A Y 2 —I2 XD ATLELD ) 2 #
'?4’?@(17—3“"%“/“)?\_’72‘%L“C<fiéb‘o

R—=TDOEMCHDIZ =7y "V ARMZH LW MY BRRRENET . 2O MY
IRV ER RIS L > CGRIRESNIZIREETH D Z LR &N E 7, %72 [%E (Configuration) |
T a RN EHREIN T EBMLERY —OBEORER S K S E T,

. %f@& Ty PR—=ZDKRY —DREEZEFLET, =T DEMD [H X+ (Hosts) ]
WCBMENTWERY V—DOFREFRT RV RA& T Vv 7T 50 [7 744k (default) ] &
707 LET,
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PV AR—PERBECR Yy NV — 7 BORTLHEH O

Ry roFa—freont B

BN L7z b Y BNIRFAE R S, [ (Configuration) ] 7 2 a U HEH I TR L
TR —DBEORENERSINET FEOY =7 v FR—ZADKRY —%HIBRT 5 I1Z
WX VHIBRT 2R o —DICHDHEIBRT A2 (H) &7 )y 7 LET,

27y N A7 3 T [RE (Configuration) | X—VHEIKICH D47V a v OWVWT N E LR TEET,
AT o712 RN =% REFET D MELHITT O ERLWEET D BRI —DF 7 4/ FREIZRT,

EHEVAT A Xy vy vallE L TRTTH5. 00T EITOET IOV T BRSO
g L R =B HEOFEE (15-15 2—) 2B L TLF &,

Ny RDOT a— RiZoWnT

7 A & X :Protection
X T TFx LTy b7 ) 7Fat vy HIEET AR VAT LI RTy NeXTy N T
O—HICEELET Ny N T o= T Tuky bR —L U UNEGIHEAT
R Ny b Ay A =B Ao—FE2E#BRLET  T—X VI EMLEBL T,
Fy NT—JE N T AR— N~ KA Z y TEBIAICT 2— RENET,
EEITRXELLT Y Y R Fa—FON— ARy EERSELIZIZ. 2N DL —)L
(V=X L —% ID(GID) 28 116 D/L—)L) ZEF N T HLERNH Y £, dEMic > TiE r—v
REEOHRTE (24-21 =D)L T,

UTFOHBBETT) 7oty L—AREEINTWARWES A7 a i 7) ak v
JL— L BAEA T G TTWER A,

GTP ¥ —# F % /DT =2— K (Decode GTP Data Channel)

51 7' A E 7= GTP(General Packet Radio Service(GPRS) > VU v/ 7 ua haj) 5 —
A F ¥t NaeTa—RLET, T 74/ FTIE.T a—F TR — k3386 TIEAX—=Ta00
F—AEFa— L A= L2152 TEA—Var 1 OF—F%F a— K LET,6rp_PORTS
TV NEBEFER L C T BMMEENTZ GTP b T 7 4 v 7 Zikbl+ 5 R — 2 AT
TEFETL M OWTIEL,EREHADT 7 4V N OEBO i (2-16 X—V) 5L T
<IEEW,

TOF T a DA Ry M EAEKTDHITIE L=V 116:297 BLON116:298 ZANT L E 4,

FEREHER — K TD Teredo D ¥ H (Detect Teredo on Non-Standard Ports)
N— b 3544 LIS @ UDP AR— F Tl &N 25 IPv6 b7 7 4 v 7 D Teredo b 3 U v 7 &
Ebij—c
IPV6 T 7 4 v 7 DFET D% B VAT MIHWIZZO T 7 4 v 7 ZRELET T 7+
JU R TIZIPVE A AT 3 g 21 4in6., 6ind. 6tod . B LN 6in6 3 U V7 AN E £
NET,E/ZUDP ~v X —NAR— b 3544 ZIEE L TV AHEE X Teredo bV v 785
FNET,

IPv4 %> U —2 TiL. IPv4 R A b 2% Teredo 7’2 b2 L&A L CIPvA *y NU—2F T
RUALEE(NAT) 7 NA A% LTIPV6 N7 7 4 v 7 % b U 7 C&E9, Teredo 14,
IPv6 /X% > N % IPvAUDP 5 — % 77 A2 7 VAL L T IPv4NAT 5 /314 A D751 TIPv6
Bt A FA LE 4, v AT AIL@E  UDP AR — b 3544 il L C Teredo b T 7 1 v 7 &3k
BILET, 27 L KB E DB A NS - OICERELIS O R — s 2T 5 TREME S & %

LIE T, [FEERER — F T Teredo D (Detect Teredo on Non-Standard Ports) | % A %12
THZET VAT LI Teredo XV DT XTHOUDP XA 02— FEBREBESELZ L
MNTEET,
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B <y y roFa—FiconT

Teredo D7 22— RIZ AMUD R v b U — 7 BT IPvA BMEH SN TV HBEEITRY KD
UDP ~y Z — 2 L TCORITHONET,UDP T —Z N IPv6 T — X TR ILENDT-
¥, Teredo IPv6 B D12 2 -2 H @ UDP BN FEHET 556 V—/ =Y 13 UDP @ AL —
LA L CONE L UMMl @ 7 o> UDP J8 2454 L £ 37,

policy-other /L — /L 77 = U DR A/L—/ L 12065, 12066, 12067, 35 & O* 12068 (3 Teredo k7
T4 EBREBLETN. T a— NdTb2VWOTEELTLZEN, ER) ZNLH DL —
NEFERALTCA T, VB CTTeredo N7 7 4 v 7% Ry 7 4$52 nTEET, 270
L. [FEREHER — h TD Teredo D#iH (Detect Teredo on Non-Standard Ports) ] A 023 55
AE IOV =N EWbT 20 T T 4 v & Ry FEFICA X MEERT D
EIVCRETDIHLERND Y T3 MOV TIE BARY —NOAL— DT 4 L H Y
7(24-10 =) | L T — WRBEDFRE (24-21 X—V) JZ B L T E I,

EFE 72 £ X DfEDO K H (Detect Excessive Length Value)
N7y b Ny X —INEEONRTy NEEBADZ N7y FEEZREL TWANE S M ERKRH
LET,

TDOXF T a DA RNy FNEAEKRTAIZIZ L—116:6.116:47.116:97. 5 LN 116:275 %
Bz LE1,

TSN IP A7 a DR (Detect Invalid IP Options)

WHRIP AT a v LI A7 0 A FE#HIT DI EHRIP ~y X — 47
TarEBHELET. AT T AT I — T 5 — txzzﬁilﬁzi’“i VAT LE
TV —RS®LRENCRDET T 7 AT U A —NADEHI A LAZ L TBIOIP &
X2 T4 S varERIILES E LT BeREoF = v 7 ICRIKT % & BIEARAREZ:
RN —TMBELET N— N =P EFEeEOr a2l 77 AT T —
NTORELZBRT H7-DIEH T HEREREMI L E9,

IDF T arDARY FEAERT A A=A 116:4 BX 1165 AN UE 3, 2640
IZOWTIZ I —VREEORE (2421 X—D) 2 HBR L TLEE 0,

HBAE 72 TCP 47 = > D% H (Detect Experimental TCP Options)

HBRMRTCP A7 a UINRESNIZTCP ~y X —%2HH LET U TORIIT. ZNHDOA
g rvERLTWET,

TCP A7 ay HH

9 a8 - B2 7 7T (Partial Order Connection Permitted)
10 PJEFFH— B R 71 7 7 A L (Partial Order Service Profile)
18 Alternate Checksum Request

15 Alternate Checksum Data

18 Trailer Checksum

20 Space Communications Protocol Standards (SCPS)

21 Selective Negative Acknowledgements (SCPS)

22 Record Boundaries (SCPS)

23 Corruption (SPCS)

24 SNAP

26 TCP J#:#f§ 7 « /L% (TCP Compression Filter)

Cisco ASA with FirePOWER Services 7 — b )VEBBRENT A F
[ 21-18 | |



| BanE

FZVAR—FERBECR Yy NV — 7 BORTLHEHOBRE

Ry roFa—freont B

INHDOF T a v FRBR LD THALATD., OV AT ATIIEEBEINT . EHIN
LR H Y FT,
N

(FE) FERORICEHINTWARBAA TS 3 AIMAxT26 LYV REWFTF Vg oK%
FOTCP A7y a i B4 7y a v L RSN ET,

DX T a DAy N ERAERTHITIZ L=V 116:58 AN L E T, FEMIC OV T
JL— VIRBEDFRTE (24-21 XR—) SR L T 72 &0,

BE1E X7z TCP Z < a > D #k i (Detect Obsolete TCP Options)

BEILSNT-TCP 7 a v NBRESNT-TCP ~v X —%2 B LET. 2NbDF S g v
TEIEENTZHDTHLIED, — O AT ATEEBEINT . EHEILIENEH Y £4,
UFoRZTI. FNOEOF TV g v ZRmLTWET,

TCP A7 a v #HH

6 = 22— (Echo)

7 T 22— %% (Echo Reply)
16 Skeeter

17 Bubba

19 MDS5 Signature (MD5 F83iE)
25 Unassigned (A& %)

TOF T arDA Ry NEAERT AT A= 116:57 EEDC UE T, ZEICOVWTE,
L= RIEDOFHRIE (24-21 R—) BB L TLE &V,

T/TCP MM (Detect T/TCP)
CC.ECHO A7 v a U BERTE I N TCP ~v ¥ —% Kt L$9,CC.ECHO A7 a »ix,
TCP for Transactions (T/TCP) MEHA N TWAZ L 2R L £ 4, T/TCP ~v X — F 7 g v
WTEEL A SN TN ED, OV AT ATRZEINT ERHINA2ENAH D 5,
TDOF T arDARy MEERKRT AT VL 116:56 AN LE T EEIC oW TR,
JL—IVIRBED R E (24-21 XR—) BB L TL7E X0,

Z DA TCP A7 a > DRk (Detect Other TCP Options)
Mo TCP T a— R A X b &7 g U ClIBE ENR WL TCP 47> 3 UINRIE S
NTFETCP A~y X —% W LET . 2213 20F o a i BOLES F-34 7 a v
T —=HNTCP ~y X —IZNESRWVWEIOTCP A7 v a a2l LET,
TOX T arDARY NEARTAICIE A 116:54,.116:55. 38 LN 116:59 2 H 2T
LETL M OWTI N —IREEDRRE (24-21 X—V) BB LTI Z 30,

7u bhajp ~y X —BE DK H (Detect Protocol Header Anomalies)
FVEKHRIPBIOTCP T a—4 A7 v a il shinwhorya— R o5 —%
BMHLET, 22X, 207 a—X I . RERBOT =XV 7 Fa bhal ~yX—%
MHT 2560850 £7,
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B <y y roFa—FiconT

DX T a TR THANR FEAERT AT MOy N T o= F T a VI
SRIGIZEERHT SN TWRVWry b FTa—F O — L EANI LU, 8Mmc>0TE,
L= REEDFRE (24-21 R—) BB L TLE &V,

B2 IPv6 T 7 4 v 7o TChIH—SNdAXy MeAERT 2L —107,
116:270 ~ 116:274.116:275 ~ 116:283.116:291,116:292.116:295.116:296. 116:406.
116:458.116:460,116:461 T,

A TAIERIET Y 7at v Yo H/D TTL Minimum TTL) | A7 Y a ZBG#ET 5 LT
D=V DONTHEELTIIEIN,

o FBEDE/IMEZ TEATTL BHE SN IPVE N RBBREENT-H8HEIT A X &2 ARk
T AT L —IL 116:428 ZHENC L E T,

o HEDE/MNMEEZ TRIZARYy T Uy RAREINIZIPVE X7 v BB SN2 HmEI12 AN
VN ERARRT HITIZ L—L 116:270 ZEENIC L ET,

FHEAMZOWTII A TA Y P T T 4 v DIEHAL(21-6 =) DA T A4 VIEHULD I
/N TTL Minimum TTL) | A7 > a3 V25 L T 72 &0,

° . — IS DL
Ny DT a— ROFKTE
7 A & X :Protection

Ny hOTFT a— KX X7y b 7 a—F 4 7 (Packet Decoding) | ¥ EN— Y TRETE £
Ty hOTF a— RRELT T a VOFEMZOWNWTIE Ay FOF a— RizHonT
(21-17 "=V)ZZRL T ZS 0,

Ry hOT a— ROFREFTE:

27 v 7 1 [%E (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)]> [/R U > —
(Policies) ] > [T 7 A 2> ha—/ L 7K U — (Access Control Policy) ] DJNEIZIRIN L E 7,

[77&®A = ha—/L KU 2 —(Access Control Policy) ] X— U NHRRINET,
ATv7 2 WETDZT 78X arbua— L R —DORCHLMET A2 (o) &7V v 7 LET,
TR arta— LR V— T 4 EPERINET,
25 v/ 3 [FFHIERE (Advanced)] ¥ 7 #8IR L £ 9,
TR aryhr—)L RY —DFMEESN—VNRRINET,

A7y 7 4 [Ry NU—7 58 1R AR Y 2 — (Network Analysis and Intrusion Policies) ] DR{IZ & D HREET A
av (g &7V vy 7 LET,

[y b T—27 5587 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7" o ¢
YRUBRRINET,

27975 [y BT —27 584 Y 2— U A K (Network Analysis Policy List) ] #27 U v 7 L ¥ 7,

[ b T —27 558K Y 2— U & b (Network Analysis Policy List) | R v 77 v 7 7 ¢ » KU RE
RENFET,

2797 6 WMETOIRI O —DICHImET A2 ()27 )y LET,

BIORY O —ICRRFEOEERH HHEEIL 0K 27V v 7 LTENSLDOEFEZE L A%
BATLETBIORY O —TCORRFEOEREDRGEFIEZ DN TUL A DOMR EARY O —F
DFEE (15-15 X—) S L T2 &0,

[R VU > — D4 (Edit Policy) ] _X— VY NEREINE T,
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| E218E FSURAR—PEBIUXRy NT—7 BORIMLBEDOR

TCP % U —sogiaEomkrn B

2F 97 1 MO eSS =3 NFLT [RE (Settings) ] 27 U v 7 LET,
[F% € (Settings) ] X— VU NHRRINET,

2797 8 [FT U AR—=FEIIIRYy NU—2 LA ¥ — 7 ut v (Transport/Network Layer
Preprocessors)] T [/347 v b 7 22— 1 7 (Packet Decoding) | WHE NI I N TWBNE H T
KXoTUTD2 oO@BRNERH Y 77,

o RENHMLLGA ME (B 227U v 7 LET,
o RENETH LA A% (Enabled) | 227V v 7 L [#WEEAD1Z 27V v 7 LET,

[/ v b 7 32—F 4 7 (Packet Decoding) | — Y NEREINE T AN—Y FHDOA v E—V
T REEZEGETLARY —EE2 R L ET 3OV T A DO LR O —E T OMETE
15-15 X=) 2SR L T &0,

AFvF 9 [NF v kT a—7F 47 (Packet Decoding) ] X— YV DIEEORMHA T v a v B EIX
A TEET MOV TIE ATy hOT 22— RIZHOWTQ1-17 X—) 2SR L T2
W,

2797 10 R V—%2RGETHRELHRITT D2 EHEEWIEST L HEARRY —0F 7 4 /0 FREIZET.
EHEVAT A Xy vy vallE L TRTTH. 00T EITOET GEHIC OV T BRSO
i L RY =B HOFEE (15-15 2X—) 2B L TLF &N,

TCP X U — A DEALEDfFE A

7 A & X :Protection

TCP 7’1 h )V #fi CE UL ST I ERRELER L E T, TCP ki 1x. #1578 & 5%
DIPT RFLA BILOEETLLWEDOR— ML THEMENET,TCP Tl Bhi/NT A —X
EMRE UL, — I 1 D UVFEETX /A,

TCP A MV —A 7V ey O — A Xy FEERIEDIZIE.ZENEDONL— L (T =X
L —# ID(GID) 2% 129 D)L —)V) Z /T HMLE N D D 9, Z3E/Mc >\ TE L —WREED
BRI (2421 XR—=V) B L T E &,

FEAICOWTIX KDOFEHEA SR L T Z3 W,

o JJRRERSHEH D TCP =7 A7 1A KMIDOWT(21-22 X—)

o RABEFNL—NLTOT 7T 4 7TIEEDOMHIA Q12 <—)

o TCP 7/ o— )b F7 v g DR (21-22 N—)

o ¥—%y h_X—=2ZD TCP KU > —IZ2T(21-23 X—)
e TCPRY L —DF T a3 DER(21-24 X—)

e TCP Z kU —ADFHERK (21-28 ~—)

e TCP A LU —ADFPILOFRE (21-30 ~—)
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W TeP % U —20RILEDOER

IREEHED TCP =7 A7 v A MIZDOWT

5 A &> X :Protection

R AL —)LIZ established BlE L fLAE DT flow ¥ —V— RZEBMT2 & FAL—L =
VUFAT = TINVE—=RTA— AT =T 4 LI T 4TI ET Ny hERELE
T AT—F NV ET—RTIH I ITA T bV — OB TIEYER3 VoA NV Rz A 7T
KoTHEILENTETCP Yy a v DO—HTHH NT 7 4 v 7 I2FRFHM SN E T LLFOKICZ,
30 A NV RY=2A 7 EBRLET,

Host 1 Host 2
Metwork Messages

Send S¥YN

Receive 5YN
Send SYM + ACK

Receive SYN + ACK
Send ACK

AV,

Recelve ACK

F7ia58

WL SNTZTCPE Yy v aO—#E L TGHRIITERWTCP b T 7 4 w7 %27 ) kv 3 mHd
ABEICVATAERETHZEITTRETT, L L. 2D LI RA_y MI VAT A2 T ITRA
fRRBEIZ I D, LB ERDH 57— X iRt LigW = @ O E IR I EH A,

Stick X° Snot 72 EOHETIT VAT LOBHICKT HIRF RNV — Yy heNTy b AR
R7varyEBEHLET, 260 —/LiX, Snort X—ADEANL—)LDI/INZ — 2SN T
Ny FEERL Ry hT—ZIZEELET AT I 7NV A VAR Vg VX L THET
D=V flow £T203 flowbits F— VU — RZEOR TN X7y hoZnENR/L—L% b
UVH—F 57D VAT LAPBEAMKEICR D ET AT — TNV A AT v a BT 5
ZETHNLSNTZTCP By v a VIZEENT BENROL A ERERIE L2V NED T v |k
FEETEET AT IV AL AT a b EETTHE A—IL = DU 3L ST
TCP vy v a N lEENDIREBEOAEZHRET D720, 7 F U X M stick X° snot 12K - TKEIZ
ERENDA NS MIEZROND Z N0 7,

TCP /' — )L 7 3 OFEIR

7 A & X :Protection
TCP ARV —A 7Y 7oty P|ZIL.TCP A U —4 7Y ot v VOIELHIET S 70—
NI FTFarNnlobET,
PV Fak vy L— LI, ZOF T g ATEEMTIT AN TOVER A

2y b ZA T RT g —< 2 ADA L (Packet Type Performance Boost)
ﬂé{éﬁﬂ_ﬁ— ]\io‘cl:()\ﬁﬁﬁ’ﬁﬂ‘f*— k @ﬁjﬁ%ﬁ any LCE,%HE L 7= TCP JL—)VC, flow F 721X flowbits 7
varBEHESN TOLIHEEERE AMESNTBANL—VIHEE SN TOH VAR — R LD
TV r—vary 7a halOFRTUTOWCTCP 77 ¢ v 7 2T 5 L) ICHREL E
T ZDF T g NIRRT A E LS E TN BB A BT ATREE N H Y T,
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PV AR—PERBECR Yy NV — 7 BORTLHEH O

TeP 2 Y —sofiEoEs M

Z—7y P_N—ZADTCP R Y > —{ZDO\T

5 A &> X :Protection

F_XV—F 4 T VAT KX 5 T TCP OEE T EIIR 2 F4, - 2 vy va vzl
Yy T A0 Windows RZF DO AR L —F 4 7 VAT AO—ETIITCP Uy k&S
A2 MIZIEWE?R TCP v — 7 V AR HHEI N B TAMLENH D DIZx L, Linux <O 4L —7F ¢
VT VAT ATIEY = VAR BORBEEHCEET, ZOBOBA AN =LA T Tty
PIE =T AFFIZEDE AR A NN Yy MIED X D ITET 20 % EMECHEE L7
THIER D FRAA RN —A FY oWty g OB ZEILTSDIX 58 HR A MR
VtEy "RENTHDERR LIEGEOARTT, Lo T, . 7V ety B A ) —A0KRE
PEIELEBIZ ANy FERET A LIk o THER B ZGAND Z L IFTXEHALTCP O
BAEFEOBMNII AR —FT 4 v VAT LATTCP XA LAZ LT F 7y g UEFEAL T
DMEIMEBEA L TWAGEARITIEED LKA DAX T BT D Z LT —T ¢
VT VAT IANTSYN ATy hDOF—Z B ALV EBRHTENE I b EaEnE T,

FI A —NRN=F T TCP BT A bEHHERT D HEL AR —T 4 7 VAT AITE S
TRV ET A —"—=F v 7 TCP B/ A MITERIGERATCP b7 7 4 v 7 OB DOH
EEERMTLIEADHVET . HHVE AR NOFRL—FT 4 7 VAT LAERHELTND
WEEN = AT, SOBREERND DI —NN—F v BT A MIARERa VTV
VEBFETEE L. ZOFRAMEEHALLDELTWAGEALH D ET L. =R
DFy NI —7 BT A ECB#IT 242 —FT 47 VAT L52RHTHEIITA T
V—2b 7V atydaRETHE.E07) Yakwy R’ —4y h RAMERRUFTETE
TAL N R TH LIk T HBAHBY TX 1,

F=ERBEDFR Y NI~ BT AL N EDODIESE ARV —T 4 T VAT AIZEDET
TCP ARV —AL ALV AXT 2 a rBLOBEHBRERET DI, 1 2LLEO TCP RV > —%
T A2 N TEXFET R =L 1B3DFRL—FT 4 VT VAT AR —D 5 HD
1 DR ELET BRI A_NL—T 4 V7 VAT AEEHATLZHRA OWT . 50T
RTCHEBAT DT DI BERIIZ T TCP AR Y > —Z2 AL &£ TCPRY o —%2 B EDIP T FL
AFEFIWET RLVA Tuy 72X L V RLET, T 745D TCP RV —x o> TCP &~ U
V—THREIN TWARAWNWE=FMEB Ry N —7 EOTRTOKRA M#EHESNET, Lz
MoT T 7ANLKRDTCPHEY v —IZIP7 RLACIDR 7 v FHE 7 V74 v 7 A E%
BETHA2LETIHY FHA,

WIS T a7 7 A NVEMERT 22T ATy bOZ =7y B BRAMDKRA S FXV—F 1~
7 VAT AMMERIG T TCP A U —A F U vy AT 24 =7y h_"—2DHKR Y
VNEIICBRIREN D X O T A ENTEET MO W TIR Ny T EBRICET DR
WLEROFRHE (22-1 X—U) AL TL 7 &0,

UTORZ AN =T 4 VT VAT LR = ZNEHEHTHEEA NI —FT 0 T v
AT hHEVABMLET,

# 212 TCP AN —F > P ATFA NY >—
Ny v— FARV—=FT AT VAT A
7r—Ab 7z OS
Last Cisco IOS
BSD AIX

FreeBSD

OpenBSD
Linux Linux 2.4 71— % /L

Linux 2.6 7 —>x/L
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F 212 TCP N1 —F ¢ >0 X TFA KY >—(§E&)
NY o— FRV—=FT 4T VAT A
Old Linux Linux 2.2 LART O B —2% )L
Windows Windows 98
Windows NT
Windows 2000
Windows XP

Windows 2003

Windows 2003

Windows Vista

Windows Vista

Solaris Solaris OS

SunOS
IRIX SGI Irix
HPUX HP-UX 11.0 LAR&
HPUX 10 HP-UX 10.2 LLR(
Mac OS Mac OS 10 (Mac OS X)

bvh  Fist ARXL—7 4 7 VAT LRI I RANDARV =T 4 T AT AN RGE
WD LDBREORESRIZRD £F .27 L HBEE AT REELH Y £ 4L —TF 1~
T VAT AR THIUL R V=2 REL T ZOELWARL—T 4 VT VAT LhEfR
ELTLEEN,

TCP R Y v —DA T a » DER
Z A 2> A :Protection

PUTIZ AN =LA 7V Ty bORENRET S TCP b7 7 4 v 7 23 L CHlid 57
DIIHRECEXAL T a2 VA MNLSHLET,

UTFOHBETT) 7oty L—ARNEEINTWRWES A7 a i 7) ak v
JL— L BEREM T O N TWHWERT A,

* v + 7 —2 (Network)
TCP A MU —LFMEAY =2 @I 2HRAFOIPT FLAZIEELET,

B—OIPT RVAFZET RLVA 7y 7 2ETCEET . T 740 R U—25D,
B TR K255 HOT e 7 7 A LV EFRE TE £9,ASA FirePOWER ¥ = — /L CTD IPv4 1
JOIPV6 7 RL A 7y 7 OHICHOWTILIP 7 F L ADOETHAI(1-4 =) 2B H
LTLEEEN,

T 74 F IR =D gefault RETIX DO X —47F v hR_R—=A R > —TH X=X T
BRWE=Z Gty N —7 BT AL FOTRTOIPT FLARRESNDSZ LIZHEEL
TLKEEWLERST T4V RV —DOIPT RLAEZIICIDR 7 a vy 7 /7 L
T4 I ARIIBECET ELBEETOMLELDH YV EFHA EL FORY O —TZOHRE
ZZEEWC LY Jany R T T KL AKFEE(0.0.0.000 E720F /0) A L0 TH5Z LixTE
A,

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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FZVAR—FERBECR Yy NV — 7 BORTLHEHOBRE

TCP % U —sogiaEomkrn B

FI A =T hR=A R =N T T 7 Z0ET 5 X T 5T @B T 5%y
NI RE—y hR—A RV —%RETHHXAY NTU—T 5 $ﬁﬂ‘)/— X o T
éﬂé%/ NT—7 %ctU/ N TAENFEEEFT Ty MR TWARLERD D
CHEE LTSSV GEEMIC YW TIE Ry NT—Z TR U & —IZ X B RTELD D
x&v4fu%%$ﬁﬂéﬁ%bf<ﬁéwo

AR Y 2— (Policy)
TCP RV L —%#HATAX—F v F A NEEE)DOFXL—F 4 7 VAT ANEHRE L

F9,[Mac OS] LA DR Y o —%BIRT B L VAT AIEISYN) XN ry b5 —2 %
MHLA»wdwz’T¢é4A/%®$ﬁ%ﬁm LET,

FEHIZOWTIE A —F Y hR_R—ZD TCP AR Y > —Z oWV T (2123 X—) 2R L TL 2
él/\o

2 A4 L7 D bk (Timeout)
BANV—I 2D UMNIET I T 4 TR A MY — L ZRET — T VTR 2% 0 ~
86400 ) 58 E S N=HIINIZA MU —ANERER SN2 WA BAL—L = D3 %
DA RN —AEBWRET—TANLHIBRLET,

N

B XY RNI—2 NTT7 407 BT A AOFIEIERIRICEE LT VWi A MTT A
A ANEH SN TV DL E T AEDO A — =~y FEZHIET 272012, Z0EEZ K&
WME (72 & Z1E.600 B) ICRET 5 Z L 2Rt T 20 E R H Y £7,

H A TCP 7 ¢ > K7 (Maximum TCP Window)

ZEAIFRA N THRESN TS TCP ¥ 4 > RUDRKHFRT A X% 1 ~ 1073725440 /34 F D
FATHELET MEE 0ICRETDETCP YV 4 > U A ADF = v 7 N2 £,

TR

EBRIZ RFC THAIENDHARY 4 KU A XTH, TR HBEENBREZERE TR0
INZTHZEEZHMELTOWETIT N . HEVICHLRERERYV 4V R P A RXEHRETDHE Y
AT LAEB Y — A FEEZB S AIREENRH Y 77,

TOF T g DA Ry MEAERKTDITIE L=V 129:6 ZHEENC LT, EFEMICOW T,
L= REEDFHRE (24-21 XR—) #HR L TLE &0,

F—"—F v 7EiH (Overlap Limit)
Ty aryTHRT DA —A"=T v 7 BT A FOEKE 0(HERIR) ~ 255 ORI THIE L
FT.Ey v a T IORESNIEICEST DL B AL FOBFERIFILE L E T [
5“~ k70 A AT g OB (Stateful Inspection Anomalies) ] 23 STV T %
AVHBEST 27 ) 7oty L—ABENCINTWDLEE . AN My AERISNET,

TOF T g DA Ny NEAEKTDITIE V=V 129:7 ZHEENC LT, FEMICOW T,
L= RIEDOFHRIE (24-21 XR—) BB L TLE &0,

75 v =2 777 % (Flush Factor)

AVTA VBT ZZTHRET DA X7 Lot s A2 o (1 ~ 2048) DiZIZH
ARXNWD Lz 7 A bR ERD & VAT AT HICERE S-S A %
TR %77y valLETNEE OICHKET DL BERELIIISEDOK DY 2R3 Al HEHED
HDHZDET AN NRNE = OREBENZ/0ET, ZOFT v a VEANICT DI
AT A VIEB{ED [TCP A 1 — K ®EMHAL (Normalize TCP Payload)] 4 7' 2 > & H %)
WCTHMERDDZ LIZERE LTI EIWV G WTIE A T4y VT 7 427 DIE
HAb (21-6 X—) 2SR L T EE 0,
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AT — N7V LV ART ¥ a > DR E (Stateful Inspection Anomalies)

TCP A ¥ v 7 OREREMELMRHB LET MHET 27V Tty b— RN EMIINT
WAHEA TCP/IP A% v 7 DARERIHERENTND & BEHDA X AR S D e
MRH Y £,

UFONL—NVEHINITHILET . ZOF Ty a kT H4 0 hE2AERTEET,
- 129:1 ~ 129:5

- 129:6(Mac OS D7)

- 129:8 ~ 129:11

- 129:13 ~ 129:19

FEAIZ O W TR L WREE DR E (24-21 X—D) 2L T E &V,

TCP & v a DA T % w7 (TCP Session Hijacking)
37 xA NV RV oA 7 FIZTCPEHO@EmMNOLHME SN/ N—FK7 =27 (MAC) T KL A
DEIEZ By v a UTRE LTEERONT Yy MCBA L THRET S Z LI2X Y TCP
tyvar ATy 7 ERHBLET (AT — N7 A AT g O RE (Stateful
Inspection Anomalies) | NHANZENTWT 220G T 57U 7k v b—LronTh
DPREICENTVDLHE RO EBLLNDOMD MACT RLAR—FKLARNE AT
LN A R FEEKRLET,

IDOF T arDANRy NEARTAIZIZ L=V 1299 B LN 129:10 NI L ET,
AN OWTIE V= /VIRBE DR E (24-21 X—) BB L T2 &0,

e+ B/ & 7227 A 2 T (Consecutive Small Segments)

[AT— T A2 AT 3 @ RE (Stateful Inspection Anomalies) ] 238 2 STV 5
Gt T /NS TCP® 7 A v b OFFRE A 1~ 2048 OHEPHTHEE L £ 9. MH% 0125
TET DL EHETAZNESRET AL OF =y 7 BNEBTRY 4,

ZOF T aNx UNE e A b YA X (Small Segment Size) ] A7 Y 3 v & RIRFIZEE
ELHFESENZT D M EabAOEERETHILERHY T B IX.EN
ENDOETAUNOESN 1IN, N ThHoT2E LTHACK BZNET S Z & 72< 2000 f#
DHEHTHET AL NeZETDHI LIERVOTERL T EE N,

ZOF T a D4Ry AR T BHIZIZ L=V 129:12 ZHENC L E T, BN T
X L — VIRBED R (2421 X—D) B BB LT &,

INE e T A2 b YA X (Small Segment Size)

[AT— KT A2 AT 3 @ RE (Stateful Inspection Anomalies) ] 238 2 STV 5
BAENENWERRENDTCP B AL hOY A XA 1~ 2048 A + O#iH THHE L £
TAEZ O ICHETDHE NENE T AL OV A XDIEENEN R0 9,

DX T a F T B/ X7k 7 A 2 b (Consecutive Small Segments)] A7 2 = > &
FIRFICERE L T & B ECT 20\ e AN DOEEFET DHERDH Y £3,2048
NA RO TCPEZ A MIAERERZ 1500 34 hOA —H Ry F 7L —AXYhRENZ &
ICHEE L TL &N,

INS TR T AV N B EMLT B A — | (Ports Ignoring Small Segments)

[AT— KT A AT 2 a @ FE (Stateful Inspection Anomalies) |, [E#Hi 3 5 /NS 7e&
7" A I (Consecutive Small Segments) ], 3 X O [/h& 72 7 A > b # 4 X (Small Segment
Size) | AN ENTVAEA MBS LT /IAEWTCP 7 A Otz BE+ 5
1 OULEDR—=bDOA~KYY VA ERELEST, ZOFT v a v EZEADEEICTD
ER— MITRTEHI N WIS ITRRESET,
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TCP % U —sogiaEomkrn B

VA2 M EEDOR—= 2 BMTEEIA . 2OV A INPNEAEINDDIZ.TCPRY v —0
[A b VU — AT % 5517 (Perform Stream Reassembly on)] " — b U X MZHEEEIN TV S
— FDOHRTT,

TCP3 U = A NV F¥ = A 7 VZH (Require TCP 3-Way Handshake)

TCP AV —U=xA N Ry oA 7 DRETHRIICHYL. SN2y a VIR EMETHZ L%
HRELET N7+ — v/x%miéﬁSYN7?/bw ED D IRE L H B9 FERIH
fmfi“(@@fﬁ’%T T A0, 2047 a U EEGICLET L SNz TCP“TZ//E!

TIEEENTORWERAZEGE L TRREABEIE L) LT X BEEZRRET 51T
0)%‘7 varEAIMILET,

TOF T a ARy NEARKRTHITIE VIV 12920 AN UE T EERIC OV T,
JL— WRBEDFRE (2421 X—D) Z ML TL 72 &0,

3V NV R AT #A4 LT Y b (3-Way Handshake Timeout)

TCP3 7= A N2 K= A 7 % (Require TCP 3-Way Handshake) | 23 ZhZ T\ 5

N Ry = A 7 ESET T 5 E TORMGHIRZ 0 (HEH|R) ~ 86400 ) (24 KffH) O #iPH T
ﬁELi“q“o COF T arOEEERETHITIE[TCP3 V= A N2 K= A 7 7 (Require
TCP 3-Way Handshake) ] Z BT HLERH Y £7°,

Ny b YA X7 F—< 2 ZD[E L (Packet Size Performance Boost)
R ANy 77 TREWT y FEFa—I ANBRWE 7Y ey b2 ELET,
IOF T aGF R T v AR ESEE TN KR A ALk T AT EE ﬁ#%@iTo
1 ~20 A O/ y FEFAEH LBRHEEREOFITHOIRETHIZE. 2047
varEEHMILET,TTO ]\?74 v I WIEFNZRE X7 ]\75)%7267‘:&’)\%0)
EORBBITR SRV EHEETEIGAF. 20T varaHILET,

L 7 v —FEHEEX (Legacy Reassembly)

/\?/%%ﬁ%}ﬂﬂ“éﬁ"r JEIEENTEA M) =247 Faky eI alb— b5 X

AN =LA 7Tty eRELET, ZNICEY AN —A ) Tty TH

T%Eké;}’bf_/l’/\/ a2 AN =L 47 Tty THERESNZRLT—4% A MY —
WCEDS AR P TEET,

JERHIF » b U —2 (Asynchronous Network)
FT=AMGEF Y P —I NIERBIFR Y NI (VAT LN T T 4 w7 OERTET R Z
53y NU—=7)CHLMEINERELET, ZOF T a v EHMNCT D E VAT AT
TCP A F U — A EFHER LW N7 p—~ 20 mELET,

74TV FR—=b =K — b FHE— L TOX Y —LF#EKDEST (Perform Stream Reassembly
on Client Ports, Server Ports, Both Ports)

AR =LA TV Tay P OFHRARET DN T 74 v 7 2T HITA4T 2 b R—
MY =K== N FLFEOWMEFOHI L ~XGY VR NERELET, A N — LB
DT 9 DEIN (2128 X—) 2SR LTI EN,

IF3AT b P—ER P =N P —ER HH—ERTDR Y —ALFERDZEST (Perform Stream
Reassembly on Client Services, Server Services, Both Services

AR =K TV oty b OFBRANRETDNT 74 v 7 THNT D294 T F %—
ERA B —RNR Y=t R FEEFOHTOV—ERAEZHEELET, A M) —L2FHHEROLTT
g U OEIRN (2128 R—=V) EBRL T EE W,
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NFTNY a—TFT 4T F T av  BREFa—A 7 /31 b (Troubleshooting Options: Maximum
Queued Bytes)
bﬁfwy;—%4/ﬁ®@ﬁ$ TCP DM TH 2 —A V7 TE LT — X DEEIRE
THEICHR— DK ESNDGENH D 3 H 01X EHIRO A MEAFREL £,

A\
BE ZOMITINva—T 40T AT aORELEELETDENT 3=~ RTEETHDT,
W TA L AN THFEITLTLIEE W,
NGTNYa—TF 4 v T T ar  ER¥a—A 7 &7 A b (Troubleshooting Options : Maximum
Queued Segments)
NTZTNY a—T 4 T OEFERIC TCPT%%’UT@H‘{E'J“C#:U—% VITEDLT—F BT A
Y RDOERAA MERETHLIICH AR - D OIEKEEINALENH Y 350 1%, 8
fROT—% 7 A s S MEAEBELET,
A\
BE ZOMITNva—T 40T AT aORELEELETDLENT 3=~ RTEETHDT,

W TA L AN THFEITLTLTE I,

TCP X N U — A DFEIERL

S A & & :Protection
AZR)—A XY FatyPHIETCP YL a v TOYF—R"E 7 54T h~DFEEA R —
AT TAT Y IO Y—=RADBEA N — A EIZFEOWMEFOBEEA N —AZEEND
FTRTONRry FEWNE L THBR LET, 2L L= = PR BEDA Y —A
WCEENDMEL DRy NETERET 2O TITRS A M) — A EHEERINZH -0
T4T 4L TRETEET,
FEAIZOWTIX ROEFHAEZB L T X0,
o ARNU—AR—ZDTEIZONT(21-28 X—7)
o A MNU—LFHEROA T a DEFEIR(21-28 X—)

A2 R Y —AR—ZDLE|ZHONT

Z A & > A :Protection

AN —AHHERICEY = VATl DRy NERET HDHEAICITmETE 2N
AHEMEDH DA N Y —AR—ADOHBEHH TEET —L 2 P OFERSRE T Dl
BEAM)—LE. X2y P DO=—R L L THRETEE T, 2 21X Web b — " ED F T
A e &ﬁ%%mﬂﬁa@ww%~ﬂﬁgrmﬁb?74/7%§F¢67Eﬁﬁﬁ
EANERNTED I TAT N NI T4 IR ERETDEVIGEELHD 7,

2N —LAFEHROFT T g v OFER

7 A & X :Protection

HETCPARY —IZ AN —A TV Ty BEERTLINT 70 v 7 28T 25K —FD
Hr<EKYYVDOY A FERETEET, MG T 7 7 A LBEAEDNTENTWBIEE AT
HRNFG T4y 0 EHBINT A —E 2% R—FrDRbY LT . HEIWVIER— K EMHAEDLET
JARTHZELTEET WS T 7 7 A NV EEN L THERT L HIECHON T Ay v
TRBICB T ARILEOFIE (22-1 R—V) ESR L TL X,
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FZVAR—FERBECR Yy NV — 7 BORTLHEHOBRE

TCP % U —sogiaEomkrn B

AR—=FM VP —BERA FHFFOHMEFERETCEET, VIFIA T b B =P = K= F2T
ZOmAFEEEICHARDRE N OR—F VA NERETEET 7747~ —
EA =R =R FREZOMFEERICHAGDEZENOY—E 2 U R NERET
HIELTEET XX UTZ2HERTILNERLDELET,

o VIAT U NIPHLD SMTP(R—K25) "7 7 4> 7
e FTP H— V& (AR— k 21)

o MJ5AID Telnet(ZR— h 23) b7 7 4 v 7
ZOLGAEUTOLIICHRETEET,

o VAT R AR—=FELT 23, 25 BT

o Y— NF—KLLT.21, 23 2FFF
HOHWVTUTOEIITHETLHZ b TEET,

o VAT N AR—hKELT 25 ZRE

o P—NRF—hrE LT 21 28T

. ﬁﬁ@“f*l\kbf 23 HHEE

SHICAR—= Y= RAZMAEDETU FTOREFIIESE T 7 7 7 A LRFN ST
b‘é%é\ﬁxﬁ Y ET,

o JIAT VR AR—FELT 23 2T

o UIAT VNP —ERAL LT emtp BIRE
o F—NRF—hrELT21 28T

e F— NP —bE XL LT, telnet T

all 5 E L THEL T . I TOR— MR L THEBRAERET D I L TEETH VA
ITIEAR— P2 all KRELRWVWIEOWRL TCWET, ZORETIZ. 207 Y Fatw v Th
BETDHZRN T 747 OEDPEZ AMBEIINNT 3 —<  ANKFT5H5720TT,

TCP BHARIZIX, BB 2 DB RAICZ Do 7 ) F et v i _‘Ebuﬁ“éf’—miaimm\
F9. oL o7 Fex /@L@;}%fﬁ ZIEM L 72 TCP FERRL Y A MR — b ZB/RIzEN
THHEAIL. NS DOBEIM LR — MI@FOE SN ES, 2. {k0>7 UyZutyho
A=K VA MREENTWVET,

e FTP/Telnet (¥ —~3 L~/ FTP)
e DCE/RPC
e HTTP Inspect
e SMTP
e Session Initiation Protocol
e POP
e IMAP
e SSL
— M T L (T 2T ETCP AR —A TV Ty PREOR—FD T
T4 BB LR RLD TR T+ —~ 0 Akn L TEET,

BIMDO ST T 4w ZAT (T TAT L M —NEF)EEHBRTDLE Y Y —ADOFTEENE
KITDHZLICEELTLIEE N,

UTO#HBATT Y 7oy V—ANRNELINTWREWEE A7 ailixz 7)) Faetkwy ¥
J— IV 3BHEAF T STV ER A,
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7F ATk F—FTOR MY —ALFHERDEST (Perform Stream Reassembly on Client Ports)

i D 7 7 AT 2 MUAIOKR— NS AN — 2 OF#EREADCLET, DF D Web
P X A=) P — R F T HRIZ SHOME_NET CHREEINZIP 7 FL AL » CEFH
SNTZFOMDIP T RV AZGEHET DA RN —APRFHBREINET  AERNT 74>
TMNTTAT v b bRAETARREENS DHEAIZ.ZOF T a v 2R LET,

IF3A T b P—ERTDOR Y —AFKEMHDEST (Perform Stream Reassembly on Client Services)
Betgi D7 A7 v MDY —E RS A M) — AR E G LET AER T
TA TN TAT N BRETLARRERDHLGEIZ. 04T v a v EHHLET,
Z OFEEEIZ 1, Protection 35 K OY Control 7 A & AN MNETT,

P —N PR — F TDR b Y — LFHERDEST (Perform Stream Reassembly on Server Ports)

B OV — MIOR— MIESS A M) —AF#EROLEFT NI LET, DED Web ¥ —
SN A= =X F 2 #%IC SEXTERNAL_NET THEESNTZIP 7 FL A2 L » CTESE
ENZFOMDIP T FLANLRESNIZA N —LAREHER SN ET, b — MoK
BT AOVLEND ISR ZOF T g v EEHALET ., R—FE2HEE LRV &IT
foT . 2oF Ty a v 2ENTEET,

PN P —E X TDR kY —LFEERDHEST (Perform Stream Reassembly on Server Services)

oV — MOV —E RIS A MY —AF#EROLEFGILET, P — MO KB
FEEETANENSABEAII. ZOF T a v BHERALET . - EREFEE LN LI
LoTC.ZOF T a v EEHPIZTEET,

Z OREFEIZ 1L, Protection 38 X Y Control 7 A & & AN IE T,

BHDHR— b TOR Y —LFERDEST (Perform Stream Reassembly on Both Ports)
WD 7 Z 47 Ml — MUDH HF DR — MIHESS A M) —AFMREEINCLE
TR EAR— T AERNT T4 I BT TA T e —"HOWNT IO R THBE)
TOHRRMERDLLGET. O T a v EERLET . A—FERELRNI LIZE ST,
ZOF T a eI TEET,

BMHEDY—ERTDAR kY — AFEIHERDEST (Perform Stream Reassembly on Both Services)
WD 7 747 2 MllE S — MO DOV — B RZHESS A MY — AFEHERE AL
FIT . MUYV —ERTCARER NI T 490D T T7AT 2 bESF—REONTHDOHETSH
BEIT ARRENG AR 20T v a B LET  —ERZHBE LRV &I
roT.Z2oFFvarr2EHiccx £,

Z OFEBEIZ X, Protection 3 X OY Control 7 A & v AN NI T,

TCP X F U — ADFULERDRE

7 A & X :Protection

TCP AR > —%2EH . TCP A b —LDRIHEEZBRETCEET , TCP AN —A 7Y Tty
Y OREF TS g VOEMIONTILZTCP R Y > —DF 7> g o DOEIR (21-24 2—) 5
LTLEEW,

TPy a v 2B HRA ) —b 7Y Fuky b 2RET D HE:

27 w7 1 [3%E (Configuration) ] > [ASA FirePOWER 3% & (ASA FirePOWER Configuration) ] > [7R U 3/ —
(Policies) ] > [T 7 A = ha—/ L 7K U ¥ — (Access Control Policy) ] DNRIZIEIN L F 7,

[77&®A = ha—/L KU 2 —(Access Control Policy) ] X— VU NHERINET,

Il Cisco ASA with FirePOWER Services @ — W VEBRBEN A F |




| E218E FSURAR—PEBIUXRy NT—7 BORIMLBEDOR
TCP % LY —somiaEnkEs M

279 S 2 WETLHT 782 arba— L R v—DRICHIMET A2 (o) E7 ) vy 7 LET,
TR aryro—L R — x5 4 ZNRFRENET,

2F w7 3 [FEMRE (Advanced)] ¥ 7 218N L £77,

TR aryba— R —OFMBREN—VDRRRINET,

27y S & [Fv NU—7 50 12 AR U ¥ — (Network Analysis and Intrusion Policies) ] DEIZ & D FRET A
a (g )7y 7 LET,

(R U —27 558 12 AR Y 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7 o ¢
VY RUNRERENET,

A7y 75 [Fv hT—27 58 U — U Ak (Network Analysis Policy List) ] #27 U v 7 L £,

[% Y BT —27 38R Y >— U A b (Network Analysis Policy List) | /R >~ 77 v 7 o7 ¢ > Rk
RINET,

277 6 WMETHIRI —ORICHIWMET A2 (o) E7 ) v LET,
BORY =R IRFOEER S HLEIX (0K 227 Y v 7 LTENDL OETZEFHE L L%
FATLETHORY O —TORRGFOEFEDORFFIEZOW T HE DMK L ARY > —EH
DREE (15-15 X—=) EZH L T Z 30,
[R VU > — D (Edit Policy) ] X—YRNERINET,

257 v/ 1 EfOFTEsr— g XRVT [RE (Settings) | 27 U v 7 LET,
[F% 7 (Settings) ] X— U NERINET,

AFv 78 [FNTF UV AR—NERIEIXY NU—7 LA ¥ — 71t ¥ (Transport/Network Layer
Preprocessors)] C [TCP A |~ U — A DK (TCP Stream Configuration) ] 238 I STV A0 E
IMIZE ST UTD2 >O@ERERH Y 97,
o WENAN LA WEEA)]Z27 U v 7 LET,
o WENMEHNTHDHLE A% (Enabled)] %27 U v 7 L MWL (EdiD] 227 Vv 7 LET,
[TCP A kU — A DK (TCP Stream Configuration) ] “X— Y BT R INFE T, =T FHD A v~
VI REERORY V—EE R LET M OWTIE Ry N AR Y v —F
TIRARY —=TO LA FOMM(16-1 ~—P) 2SR LTI SN,

ATy 7 9 MG LT [Z 72— L E (Global Settings) ] D FIiZdh D [Ny N XA T T p—< R

@ 1n) | (Packet Type Performance Boost) ] Z#Z H L £ 97, sEMIIZ DWW TIX. TCP 7 = — 3L A7
Ta VOBR(21-22 N—V) 2SR LT ES0,

A7 97 10 RO 2 ODRENRH Y £77,

o HLWH—F v FR=ZADKRY U —ZBIMLET, 2=V DEMO [ A b (Hosts) | DAEIC
HDLEMT A2 (@EZ7Y 7 LET(F—47 > bOBEN(Ad Target) | K> 77 v 7
U4y RYRERENET[HRA R T FL Z(Host Address)] 7 4 —/L RIZ 1 DE =138
DIPT RUAZIEELOK] 27 Uy 7 LET,

H—DIPT7 FLALEIET RLA 7Ty 7 2BETEEd . T 740 R —%2E0D,
AR TR R 255 DX —4 y b _R—=Z2DKRY 2 —ZER T& £9, ASA FirePOWER &
Va— )L TIPT RV A T ay 7 T2 HEICONTILIP 7 KL ADRLHH]

(1-4 X=)ZZHR LT ZE,

H—=2Fy hR—=ZA RV =N T 7 4w 7 BUETH LTI 38NT D5y b
D= NWE—7y hR—=ZXA KRV V—%2RETHERY NT—Z7 AR v —Il L > TREL
NHEZXY hI—7 BLOYY = i—HTHI0EREFT T2y Mo TWAULERLD Z
CICHEB LT EIWV G WTIE Ry NI =27 AR Y > —IC X DETLEED 1 A ¥
VA X173 N=D) BB LTI,

R=VOEMIH DX —7y hOU A MIFHF LW NI BRERREINET, 2O MY
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EHEI B iXT/712:@ﬁiﬂ%if@w%ém;rr/7w THEHRFE T,

FEAMZDOWTIZ.TCP R o —DA T2 3 VOBIR (2124 R—) B LA B Y — A FER O A
Tya rDOBER (2128 =) EBRLTLEE N,
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Perform Stream Reassembly on Both Services 2

Available Enabled

100Bao
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o Y —EREHIRT HITIX AWM (%) (Enabled)] V A F THIBRT 29— 2238 L TH
O UERH(QRE 2270 v 7 LET,
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27v7 14 [OK] 227V v 7 LCOERLZHA 2B L £7,
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T REMIC OV TILTCP WY ¥ — DA T+ 3 Y OBIR (2124 R—V) 2B LT ZE W,
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TT—H B T AN ERTT2FEIEMLELTOVETAUDP 77— A M) — AL
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