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D=V BT TEHEDIIN—DOY Ty NEFERTDIFECODTHRHLET,

L—IVEEEIZ DUV T
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I7varvBREENTVET =L~y S —ONFITRO LED TT,
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o RNy DEDESEL—N T TRET S NDEE
WOKNZ NV— VO ERZ R LET,

Rule Header

( alert tcp SEXTERNAL_NET any -> $SHTTP_SERVERS §HTTP_PORTS )

Rule Keywords and Arguments

(msg:"WEB-IIS newdsn.exe access”;

flow: to_server,established; uricontent:”/scripts/
tools/newdsn.exe"; nocase; metadata:service http;
reference:bugtraq,1818; reference:cve,1999-0191;
reference:nessus,10360; classtype:web-application-
activity; sid:1024; rev:10; )
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ERTZ7 4% i
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TRTOHR— b BEANZ SN TIE L R — N OEIE (229 R— D) A BB LTI,

e MERCIERSND
He &R T AT
H— b

$ THRE D RLFOLELL

I SHTTP_PORTS
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WM L ToF—U—FLE[EKIcONT

TR DHEE

5 A &> X :Protection

N— KD GRE IR D bR & HaE L—b ~y X —NTHRETEET, 0
TORIZ.FNOSOF > a v R LTWET,

# 27-4 Jo—Jb Ny B —D I 7

ERT %
TANVE | T A MR

fRAME  FEESNIZMEILIP T L ANGIRE SIS IP T RLRIZWAND b T T 4 v 7 DI

BT FRESNIZHEILIP T RUALSSEIP T FLADMEBEI T 5T XTDONT T 4 v

W=V =T 4 ZEMHLTLV—b ~y X —% BT 2 FINHAOFEMIC OV TUX L — L DS
(27-105 X—) BB L T &,

JL—)LTCOF—TU— R LB|EIZDONT

7 A & X :Protection

N— LV EETIE. . F—V— Rl bEs 2 LIt TOL—LOBELIEETE 7T, F—
U— REZICBEET Dl (F/ £ PFEN D) T v— N o Pl o THRE ISV v b
BLOAry NEBEZ AT AN ED L S IZFHMIT 5 & E L £7, ASA FirePOWER £
Va— )V TIRBE. arT Y vy F o7 T a halEBEONRY = <y F 7 RREEA O
VT TIREDA VAR v a VR E T T AT OF— T — KRR AR—- SR TWE
T X —U—FH=VHRKI10EO5 %2 ER L. AR/EOLLIEEOEDOF—TU — R lAE
DY TIHEFITEEA RN — NV EERTE 9, 2T LV BRSO R a0 "l REME 23 Rl
L Z B TR ATEHRAICE TR e Z E N TE £,

Flo T Ty A NVEMEHT DL = AFT =5 LR MERIZESWTRED Y
Ty NCRT T 7T 4 7 = VLB A BRICIRRE T F 9 EEIC oW TR Ny T EEIC
BT DR O (22-1 =) 2B L T E &0,

FEAC OV T ROFHEZZR L TS ZE 0,

o BAARUFFHOERQT-12X=)TIE ARV DA vE—V T IF7A4F VT 4 1EH,
BIO—nLTHRHENTEZ 7 270 A MZET A20MBE RO EERT H-HD
F—U— FOWLEHEHEIZOWTHAL £,

o LT Y HDOKE (27-15 X—) TlL,content F721% protected_content F—T — K
EEALT A7y b <~ u— NONEEZRES 2 I7EICO VTR LT,

o T Y —HDOHIKI(27-18 X—) Tl&.content F7-iX protected_content ¥ — U — K%
EHSHFX—TU— RO HEIZOW TR LET,

o AUTAVEHTOa T Y OE# (2731 X—)TiE A T4 VBT replace ¥—
D REM LT, S 0% LRSI 2070 Y R RS SRV L 2T,

e Byte_Jump & Byte_Test Dffi f (27-33 ~X—7) Tid.byte_jump ¥ — 7 — R & byte_test ¥ —
J—RZHFEHALT 7y BRNOEDNETL—IL = Prnarsry < v F o Jis
ZRMAT REN EDONAL FEFMTRENTOWTHET 2 HEEHIALET,

e PCRE ZfiMl L7z 7 vV O (27-38 ~<—2) Tldpere ¥ — U — F&fH L T r—b
AT Perl FLHAD EMZ B & M5 HIEIC OO THI LET,
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N—ATOF—U—FLaEKicont M

o JL—JLIZAZT —H ZBINT 5 (27-45 2—) Tl metadata F— T — F&EHH L T L—
SR ZBINT B HIEIZOWTHA L ET,

o [P~y X —fEDOMHRE (2748 X—)TiE X7y hOIP~y X —HNOEEBRET HXF—T—
R ORESC & fEEICHOW T L E T,

e ICMP ~ v Z—{EDOfH%A (27-50 X—) Tl X7 v bD ICMP ~v ¥ —HNDOEZBET 2
X —U— RO L EERBICHOWTHRBALET,

e TCP ~vZ—flilt A Y —A P A XD (27-52 =) TH X7 v RO TCP ~v & —
NWOEEZRET D% —U— RO MBI OV T L ET,

e TCP A U —LEREOFE & ERL (27-56 2—) TIX BEHETOMEN SR N 7 1 v
TWN—NDFEMEE = LTEGEIC B8O A N — AFEE A AN IEHT 5 5k
IZOWTEBHLE T,

e Byl g b SSLIFEROHII (27-57 X—) TIX GBI ENTZ T T 4 v I b RA—
Va R EREFREHET 2 — U — RO AELECICHOWTHBA L £,

o Ny kT EX—U— N HDOPITHAIAT (27-85 ~— ) TIE. T > ML EHD
P Z AR HETENEZRCAV—ANTHRAT A Z LI LD ZOEEZRFEDOMD
X —U—RO5IEE LTHRET D HIEEZHHALET,

o TV r—TarETa haEORE (2759 =) i TSV —va @ a bo
v FaRT 4 EBET AU — FOMHEEHETICOW T L,

o Ry NEFEDORRAE (27-82 ~X—) Tl . dsize, sameIP. isdataat. fragoffset 3 L cvs
F—U— FOMHEE IO OWTH LET,

o N— N X —U—REMHLET 77T 4 7ILEDRL(27-87 X—) Tld.resp ¥— TV — N%
LT TCPHfi £ 721X UDP v a v &7 77 4 7IZHIL 5 filk react ¥— U — K%
il L CHTML _— Y %345 L7 T TCP #f5i 2 7 7 7 4 712 L 5 5. B LV contig
response A% FREMERALTCT 2T 4 TIBEA A —T A RAENRY TR TO TCP V
Ty FRITEEREZfRET 2 HIEIC O W TR LT,

o AXRUIDT 4NEY T (2791 N—) T AEE SN RERINICHEE SN 7 v MK
DIV— VORI IEREE G 72 SRR Y L= TARU MR MY H—E LTSRN X
INZT D HEEFALET,

o WEBILNT T 4 v DOFM(27-92 X—) I AR MERITE Y Y 3 VBT EMO k
T4 CERET D HIEICOWTHALET,

o HED Ny NMIRSKEOHR (27-93 X—) Tl H—t v a v NOBEE 7> T
K SHEN SN MIRIEZ 2D Y Ttk FOREIZIG LT/ M &R L O
EF B HFEICHOWTHB LET,

e HITP = a— RDZ A FENBEIZL DA R FOAER(27-98 ~— ) Tk, EHILDRETIZ.
HTTP R £ 7213028 URL, -~ v # —  F 7213 (set-cookies & & dp)cookie ND T a— RN X
A TIWCFEDNTA R M EART D HIEICOWTHBALET,

o T AN LKA T ENR=T g OKH (27-100 X—) Tl file type ¥ —U — FRE 71X
file_group ¥ — YV — RZMHH L T HED T 7 AN ZA T EIFZT 7 ANV "=V a V&R
LaRT HEICOWTEBLET,

o BEDODNRAu— R XA FEIELRT(27-102 2—) T HTTP 8= T 4T 4 KK,
SMTP XA B — K . E£d= a— FENEEFA—NVIRT 7 7 A VOLEERE LT ik
WIZOWTEA L E T,

o RNy kA u— FOEEEZIELRT27-103 X—) T 7y b XM a— RO iEY
B LURTHIEICOWTHALET,

e Base6d T —H DT 2 — K R (27-104 X —) Tl .base64_decode ¥F— VU — K&
base64_data ¥ — U — R&AfEH LT B HTTP RN D Base6d 7 — & &7 o— K L THiE
T B HFHEIZHOWTHIALET,
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WM L ToF—U—FLE[EKIcONT

RAA X FEE O ES
Z A £ A :Protection

AT 2 N —)L BAERRT B L X TIX N — L TCWERITERE T A5E L 72 A 95t >
WTCHOaTHFAMEREZDDL I ENTEET, E MIHET —F X—A~DI TSRS
O FAFEANTA RN MIRET AT IA TV T 4 2ER LV TH L TEET, 75
ARNNBAR NEB#TDHEZTDTTIAF VT 4 . 27 AT, M BILOBEHOXEIZON
ToOFEHRE T ITATFTEET,

ARy MEHEOF—U — NIZET23MIE L FOEASRL T ZE 0,
AR A=V DERQT-12 2—)

ARV N TITAFVT 4 DEFK(27-12 X—2)

RAA XN MO ER (27-13 X—)

AR FBROFERE (27-15 ~—)

ARV M AyE—VDER
5 A &> X :Protection
=D R)H—HFHZA =T L L TEREIND . BEROHILITFANEETECTEET Ay
Uk N LV THREFITERIET IR L 2o I OREE T CICEfE T E

Ty = () ZBR < CHIFATRE MR OFERE ASCI X2 TE 4, VAT LT A v
=V EEZHA TSI 2R BRE £,

Evh b A=V ORERIMETT, EEALTOHR N DU LEOSIHEOHR 1 DL EDT
RA BT 4 DI HANNIEAXT/BIRAGI T RA N 7 4 IPITOMBEDETA Yy E—U%
Wbz LixaTEERTA,

W=V TT 4 BTARS S Ay —=V%FERT DHITIE [ A vE—T (Message) | 7 o« —/L FIZA
RN A=V EANLET A= T 0 X E2HH L CA—VEERT D HFIEIZOW T,
=)L DOREEE (27-105 =) BB L T &E W,

AR N TITALFVT 4 DEH
7 A & & :Protection

FITF IR TIZIN—IADARY NSENONL—LDTITAF )T A BIRELET. 277 L,
priority ¥ —U— RZ L — LIZEBMTAE NLVN—NDOBETFTAF VT 452 F—1_"—F 4 KT
xFJ,

=)V T 4 BEfoTT T4 4V T 4 ZHRET DI A7 2 a3 » (Detection Options) |
U A K225 [priority] Z3®&IR LT, Fr v 7% 7 U A N5 [high], [medium], F 721X [low] % i3
WLEFT LRI Web 77V r—v g VB ZBEET 20—V high 77 A4 VT 4 28|10
WMTCT AT priority F—U — FaEAL—/BMLT. 7944V T 4L LT [high] EEIRLFET,
= TF ¢ X EGH L CA— A EERT D HEICONTIE L — /L OFES (27-105 2— ) %
S LT ZE0,
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BAA N NGEDER

Z A &> A :Protection

W=V Z eI AR DONT Y FERIRICEOLRBSHEARE TS E T RORI. ZNEH
DDA EFFERLET,

N—ATOF—U—FLaEKicont M

£ 275 = L 2E

E5 5VBA B

1 not-suspicious REFETEHRLNWINT T 4 w7

2 unknown TR NT 74w 0

3 bad-unknown BERAIBMEOHDL VT T 4 v

4 attempted-recon TEHIF 2 VDRI TSN

5 successful-recon-limited [EEIR 2 VSR AE

6 successful-recon-largescale KEFLARIF W 2\

7 attempted-dos Y—vr 2 ENRITEIN

8 successful-dos P — 2 45%E (DoS)

9 attempted-user 2 —WEHE D ESENRIT SN

10 unsuccessful-user — Y HEHE D RES N LT

11 successful-user o — W HEEME D FEL T AR DY

12 attempted-admin BEH R OBENRITEI N

13 successful-admin TR e DEE R ED

18 rpc-portmap-decode RPC 7= DFa—FR

15 shellcode-detect FITA[fEa — Rt S h -

16 string-detect B LW S 47z

17 suspicious-filename-detect BbObLW I 7 A NVADRBHE I~

18 suspicious-login St LW —FL4 &R Lza 71 AT S
19 system-call-detect VAT A o= SNz

20 tcp-connection TCP #fe st S iz

21 trojan-activity Iy U= buAfOKRERBH SN
22 unusual-client-port-connection |5 & (X H/R AR — 27 T4 T FOMER L TNz
23 network-scan Xy hT—27 A% v O

24 denial-of-service H— BRI ERE O M

25 non-standard-protocol FEEHE T o h L FE R EA N FOKH
26 protocol-command-decode —fxy e ha) a<w L R 5Fa— R
27 web-application-activity Weg5 72 rIREMED & D Web 77V r— g U ~DT 7 & A
36 web-application-attack Web 770 r—3 g VHE

29 misc-activity FOMDOT VT 4 BT 4

30 misc-attack Z D th D K=

31 icmp-event — B 72 ICMP A X |
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=N TOF—T— FLBHKizo>1T

ATF A1

AT 2

AT 3

A7 v/ 4

AFvT 5

AT/ 6

2771

AT 8

# 275 =B FEE)

5 5784 B

32 inappropriate-content ARG e N DR S 47

33 policy-violation BT T A N —REDOFREM

34 default-login-attempt FIFNLRNDZ—FLH L RXRAT— Rk Bual( RT

35 sdf T — 4

36 malware-cnc R~ =7 a~x U REREI NT 7 4 v

37 client-side-exploit D7 747 Ml 7 27 oA hiddT

38 file-format BRMOBEEDHDLT7 7 A VELIET 7 AV RX—AD=T
J A7 aA k

=V =5 ¢ X CHEEERTET 51203, [4% (Classification) ] U A b2 B43¥EE 1 DRI L £,
—Ib TF ¢ X OO T B LA — L DOERK (27-106 ~2— D) BB L TL F &0,

A A Z LG EEDIEB

5 A &> X :Protection
EFRLIEN— NI Lo TAERINDA R FONNTr y FRIRBEORNEFE b E D AE~ A X
THMENGD LGEIIE D A X L FEEER L £,

[43%E (Classification)] U 2 NI ZEMT BICIF KROBIEZETLET,

[#X %2 (Configuration)] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [ U 2 — (Policies)] > [R AR
U < — (Intrusion Policy)] > [/ —/v =5 ¢ # (Rule Editor)] DIEIZ IR L £,

[ —/b =7 1 % (Rule Editor) ] X— U NHRRSINET,
[/L—/LDAERL (Create Rule) | 227 U v 7 L£9,
[/L—L DYERK (Create Rule) ] X— Y N FERENE T,

[43% (Classification)] v v 7 & v U X kT[4 3HOfRE (Edit Classifications)] 227 U v 7 L
7.

Ny TT T U4 RURKRINET,
[43 %844 (Classification Name) ] 7 4 —/V RIZHFHDOL I Z AT L E T,

R T 255 XFOEBFAFHTEXETN 40 LFEBZDEX—IURNHERIIL LR £4,
<>O\Va'ss; XFBILOZEALTFIIVR— I THERA,

(43 ¥ D7 (Classification Description) ] 7 « —/V RIZ 0O EZ AT L E T,

K 255 LFOFH TR I NAN—AEZHEHATEE T, <> 0\\\q"ss; LFEHFE—FSRTOEEA,
[T A A YT 4 (Priority) ] U A SIS T T4 A4V T 4 2BIRL F9,

[high]. [medium], & 7= 1% [low] &R T F 7,

EM(AdAD) 127V v 7 LET,

FLWAENY 2 MBS L—L =F o X AT A L9120 3,

5T (Done) 1 %27 Vw27 LET,
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N—ATOF—U—FLaEKicont M

AR "BROESR

Z A &> A :Protection

reference ¥ — VU — R&MEHT B & A X2 MBI D5 Web 4 N RCEBIER~DOSMREIE
MTEFET SHREZEMTLHE . 7TV X NMIZREREZ T ITFIHTE LD 37y BR
V= b T—E LT LIEB B2/ ET 2 DICRLH £ RORIC MO 271
A FPREBIZONWTOT —Z T DM AT 220 ORLET,

# 27-6 BB BT > X 7 A

AT AID

(System ID) |#%FEH ID D]

bugtrag [Bugtraq] /\D\——f/ 8550

cve [Common Vulnerabilities and |CAN-2003-0702
Exposure] ~X—3

mcafee [McAfee] R 98574

URL Web VA4 K&HR www . example.com?exploit=14

msb Microsoft ¥ = U 7 ¢ {ff# |MS11-082

nessus [NCSSUS] /\"»—-“/ 10039

secure-url |- X = 7 Web wﬁ—,]’ k ;;SHE intranet/exploits/exploit=14
(httpS://...) 'TEAJE%@'IZ ¥ =27 Web VA b T secure-url ZfEH T

THZLIZEELTLIIES N,

N—)L T 4 XML TERERET DI 4~ > 3 > (Detection Options)] U A k7>
5 [Z M (reference) | Z IR L KT 257 4 — /L RIZIRO XS IZEEZ AT LET,

id_system, id
ZZ TC.iidsystem IV 7 4 7 A& LTSNS T AT A id 1 Bugtraq ID,CVE & 5,
Arachnids ID. £ 721% URL (http:// 72 L) T9,

7= & % 1X . Bugtraq ID 17134 [ZF#{ S 41TV % Microsoft Commerce Server 2002 - — /3 EDFEFE/S
A R MEFIME R E T HITIE [ BB (reference) | 7 4 —/V FIZIRD L H I AT LET,

bugtraqg, 17134
SR E N — VBT 5 & T RO RITER LT EI N,

o HUSDBAIZAR=AZEZATILABENTL X,
o VAT AIDIZKXFEMHALARNTLIEEW,

=)V =T 4 Z L C— IV BAERT D HIEIC DWW T L — L OREEE (27-105 X—V) %
ZHLTLEEN,

AT Y B DR
Z A &> & :Protection

content ﬂF_]j_ ]\i fC fi protected_content ’\"?“—'7“_‘ ]\%—fﬁiﬁﬁ‘j‘é & \/\0/7 P4 ]\ V‘inﬁuﬂﬁ‘“\
ERNR (2T EBBETCEE T HMICOVTILROEBEHEASRL T ZE0,

e content ¥ — U — RDfEH (27-16 X—7)

e protected_content ¥ — 7 — RDOfEH (27-16 ~~—)

==

o TIUT UV =y F U T OFE Q717 X—)
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WM L ToF—U—FLE[EKIcONT

content x— 7 — RDfEH

content ¥F—U— R&ZHTHE L—N =3y b X/ a—RFEEFIA RN —LD
*T%@i?ﬁj%*ﬁ?f? Ljﬁjﬂo =& fo\b\—gﬂﬂﬁ)@ content F— U — ]\@ﬂﬁk L T /bin/sh L
AN LTS E V= =P dN Ty b XA v — RN TIFEH] /bin/sh ZRRE L E T,

ASCI LFF 16 2T L (A4 F U XAk a— ) E7013ZF DO O A 2
LCarvs v YaERETEET . F—U— NP Tl6 T Y %234 7305 (1) TH A £
7, 7o & % 1X. |90cs cOFF FFFF|/bin/sh DL DI 16 =TTV & ASCII 22> 7 Y HIRTE S
DL ENTEET,

1 OO —IVNTEBOa LTy v~ F UV ERETEET, 2NETT 5 1T1E. content F—
J—ROBEMOA L AZ A LEST a7y v v F o7l i v—NE N T—L
LTHEASER TNy h XM a—REZFA RN =L Tars oY —BRRonsRiTh
XN L ERETEET,

protected_content X — 7 — FOfEH

protected_content :iE»—U»— b%{%%?é k \/V_lvélijﬁ%%\“fﬁﬂﬁ‘éﬁmi\*ﬁ?ﬁ?:’ \/5: ‘/“/j{?
Faerya— T2 ERTEET, F—T— FERET DA V—AERE RN v & = B
(SHA-512,SHA-256, £ 7213 MD5) Zffifl L TXXF 22— FLET,

content ¥ —U— RO v Iz protected_content F%— U — FEERLESEETH L—L =
DUBANry B XM= RELIFA N —AOHFTXFINERRT D HIEIEWN TR 1EE
AEDHF—T—R A7 a N HEERBYICHREL =17, WD FIL . protected_content F—
U— R A7 a3 & content F—U— K 472 g OROBIIRFESZTZERH L TWVET,

Z 27-7 protected_content 7-7°> z > DHIS

FFav 2HEA

N2 Z A 7 (Hash Type) protected content /L—/L F—T — RoFH L WA T 3 v 2
[Z DUV TIE, Hash Type (27-19 X— ) B L T 72 &0,
[RXCF/INCFOXBZ2 L (Case | RYA— K

Insensitive) |

WO HEFHN (Within) FHHR—k
47 % (Depth) FePAR— K
RS (Length) protected content /L—/L F—T — FoBE LA T 3 o, 354

IZOWTIE F & (Length) (27-22 =) 2B L T &V,
NS — vy FRRREEME | RYAR— K

(Use Fast Pattern Matcher)
NS = vy FREED S | KPR — B
(Fast Pattern Matcher Only)
BN — 2 vy FHREEL T (R AR— b
£ v b L E X (Fast Pattern
Matcher Offset and Length)

A3 Tld.protected_content ¥ — U — F%fé\@/l/—/l/ﬂ: 1 2Ll E® content F—T — ]\%é\&)
HZEERHRLTOWET. 29T HL —L TP UREICEHNY — v FHEBE A T

BHZETHEEEN EXNY N7 3 —< A0 ELFET,L—/LIND protected_content F—

U — KOHIZ content F—7— RZFEE L E 3, /—012 1 DLL ED content F— T — ]\ﬁké\ihf
WA AT, content 5 — 7 — R Use Fast Pattern Matcher 53N H N2> TWH 0 E H iz

Rl = UV UNEEAT = vy FHEBBA AT L 2 LICEREL T EI N,
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N—ATOF—U—FLaEKicont M

AT Y 2 F U T DORE

AT 71

>

B3 k /\/ E@j};‘?/ﬁ\\content if:&i protected_content 3’\"—]7‘— I\@?ﬁ:%éiﬂ%ﬁfﬁ% 75?1#07 5 Z k W_
Ko T arTF YRR T RENE R TCRIF/NLTF 2 XT 208 5 Z 0o+~
N ‘/%‘:%Eﬁ‘é%%ﬁ)% D i#o content j;SJ:U\ protected_content 3’\"—]7‘— ]\@ﬂ%ﬁfﬁ%@§£
MZOWTIE, a7 Y —HORIKEZSRLTIEI N,

W=V TAXR IR R H—E LTHEHEIND DT . TRTOar Ty vy F U7 RE
TRIFNERLRVWI EICERL T EEWN, 2F ) Far 7Y vy F U 73 AL AND
BIfRICH D £,
FlAVTAVRBATRATERA T Y ERELEETENZFRALRSOMADT X
LFINCEEWZ DN —NE2ty N T v 7 TEDHZEICHIERE LTI EI WV FEMIZ OV TR,
ATAVREATOa T Y OEH Q2731 X—=) 2R LTI ZE0,

BETHa LT UYEANTAIEI ROFIEEEITLET,

[>T Y (content)] 7 4 — /L FIT BT HLRNEEZ AN LET (72 & 21 |90cs corr
FFFF|/bin/sh),

HELIZaryT oYU Da T oY ERBET HICE B LR No) | T =y 7 Ry 7 A%
T LET,

AT S 2

A7 o7 3

2771

AT T 2

[*ﬁbféﬂ/‘(NOt)] T a UBRBIRENT 1 OO content F—U — K72 2 &L — L EERL
LB E BARY O —ORRNR 72 72 B AR H D F 97, 3 DUV Tk, 7 (27-20 X—)
EZHRLTLEEN,

2]—70‘:/5 \/’(“\content ¥F—U— }‘%%E L/7LC D \3'\"*‘]7*‘ %@ﬁi”%%ﬁj}ﬂbfi D *T%) ¥F—U—
RzEBMmLET,

DX —U— ROFEMI OV UL =L TOF—T — K LEFEIZONT(Q27-10 2—) S L
TLZE VW content F— U — ROFFIDOFEMIZOWTIX. a7 Y —FOHIF (27-18 _X—)
EHZHL TSN,

N— )V DVERK F 7o 3R 2 il £ 97,

FERZOW T HT LWL — L DOERL (27-106 ~<— ) F7213BEFED L — )L DZET (27-108 ~—3)
EEML T &N,

RETHIRESNILa LTI EZANT DX KROFIEEZETLET,

SHA-512.SHA-256. F£721Z MD5S "y ¥ 2 V2R L —H ZHH L T MRT a7 Ve
a— RLET(72& 2IXSHASSI2 vy v a VxR b—H Zffi o TUFF) samplel 1okt LCEITLE
+)s

VxR —ENLFIONy a2 EH A LET,

[protected_content] 7 4 —/V RIZ AT v 7 1 THEK LIy 22 AN LET (L 2F
B20AABAF59605118593404BD42FE69BD8D6506EE7F1A71CE6BB470B1DF848C814BC5DBEC2081999F15691A7
lFAECASFBA4A3F8B8AB56B7FO4585DA6D73ESDD15)O

BELZarT7 o YPNDa T oY ERETHICE [ LW No) | F=v 7 Ry T A%
F Az LET,
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WM L ToF—U—FLE[EKIcONT

%>

[—EH L2V (Not) | A7 a U BEINI 472 1 DD protected_content ¥ — U — K721 & & Te
W= VEAERR LT GE BARY O — O RNB R RDARENRH Y £33V T,
{E(Q27-20 ~=) 2B ML TS,

2797 3 [HashType] Ko vy 7 X URARnb AT v 7 1 THEH LNy ¥ =2 B5(6 213 SHA-512) %
BINLET B AT 72 TCANEINTZNAYYa2aNOE Yy MR Ny Vo XA T &8T5
MERDY T, B LR2VWEA VAT LIV — L ERF L EH A, 552DV Tid, Hash Type
(27-19 XR=) LT EE VY,

b b URIAFED Default Z BN L72HE AT Ad oy o B LT SHASS12 Z#8E L7,

27y 4 MEAD [F S (Length)] 7 4 —/L RITEEZ AT LET, ZOMIE, 2D Oy 2 SHIUTVRN) B
FHNORSIHIGTAMERSH D T (72L& 20X AT v 7 2 OUFH| samplel DFE XL 7 TY),

FEHIZ DWW TTIEL E & (Length) (27-22 X—V) 2B L T &0,

277 5 [A7%E >y F(Offset)] 7 4 —/b N E 721X [HHf (Distance)] 7 4 —/L FIZMEEZ AT LET 1 DD
F—U— RBRENIC [ 7> k(Offset) | 7 = v & [Falf (Distance) | 47> 3 v ZIRIES &
HZEFETEERA,

FEAMIZ DU T, protected_content ¥ — U — R COMBALEA T T a > O (2723 X—2) %
ZHLTLEEN,

2597 6 A7 =3 T.protected_content ¥ — VU — NELEHITHHAT v a v ZEMLET,
PRI OWTIL, 2T Y —HDOHIK (27-18 X—V) B L T EE W,

25 w7 1 A7 3 T.protected_content ¥— VU — REEBTHEMOF—TU— RREHEELET,
FEAIZOWVWTII L= A TOF—U— R EGEUITONTQ27-10 R—=P) 2B L T ZE W,

277 8 — /VOVERRE T2 ITMmE Z Rl 37,

FEANZOW TR T LWL — L D ERL (27-106 _X— ) 213 BEF DL — L D ZE T (27-108 ~=X—3)
EHRLTLLEEN,

o T —BOHIK)

Z A = A :Protection

content ¥ 7213 protected_content ¥ —V — FE&LHFT LT A—F il T 5L . a7V
TR 58 DALE K ST/ NSO X Bl & Hl#) T & £ 9, content F721F protected_content F— T —
REEHTHAT v a v e EL T MERNRLERD AT Y EIRELET,
FEABIC OV TR ROHEZ S L TS EE 0,

o [RICF/PILFDRERI7 L (Case Insensitive) ] (27-19 ~2—0)

e Hash Type (27-19 ~X—)

o 7 —% (Raw Data) (27-20 ~—)

o 1E(27-20 *X—Y)

o MBLEA T 3 (2721 =)

e HTTP =T Y A7 v a (2724 X—Y)

o FE/NHZ— < v FHERE A H (Use Fast Pattern Matcher) (27-28 ~<— )

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
[ 27-18 | |
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N—ATOF—U—FLaEKicont M

[RCF/INFDXF| 72 L (Case Insensitive) ]

~
()

ATy
AT S 2

Hash Type

2771

Z A &> A :Protection

Z DA T a X protected_content ¥ — U — RORE TIIT R — FEINFEREA,FEMIZHONT
Id. protected_content ¥ — 7 — FDOHEH (27-16 X—) 2B L T &,

ASCIH LFEHTar T oy —H e+ L& a:jtjci/ddcﬁw) Xhl & HE3 5 Ko r—n =
VUVIHEARTEE T RB CRLFI/ILTFEZRXR LN K 22T HIZiT, a7 YV RBEOHE
TEC [ RICF/NLF DX 72 L (Case Insensitive) ] #4212 LET,

a LT BRI [ KR/ STFO KR 7: L (Case Insensitive) | ZHE S 51212 ROFIEEZEZITLET,
BT % content F—T — RIZBI L T [RKILFV/INLFOXF7Z2 L (Case Insensitive) ] Z 341 L £ 97,

=V OVERRE T I 3REZ Fe T £,

I OWNWTIZ. T Y —BOHIK . 3T Y B O (27-15 X—) B LW L— LD
YERK (27-106 ~2— ) (FE 71T BEFE DL — L O E (27-108 R— ) F BB L T &,

5 A &> X :Protection

DA T g 1 protected_content F— 7 — R TOHLKE T 4, FEMIzHONTIE,
protected_content ¥ — 7 — RDOFEH (27-16 X—I) 2B L T Z X0,

[Hash Type] K2 > 7 X0 2 L T MBE XTI O a— Niflibiio Ny & = B & R
TLET, AT AT, protected_content *ﬁ,—ﬁj{%ﬁ”@/\ v 53 E LT SHA-512,
SHA-256. 5 L OMD5 #H R—FLTWET BN LAy va ¥ T ey adSnfcar
TUYVDOREIN-ELBWGEAE VAT ATV L ERFELER A,

VAT AIBEMIC VA IREDT 7 4 MEEZEIR L E T[T 7 40 b (Default) ] 288R &
Na54E  V—1iz iE{ZISE’JfOC/\ v aBEREENT VAT AEI Ay VB E LT
SHA-512 ##BE L E 7,

BREINTZAVT UV YRBOEITRIIN Yy L 2 BB ET AL KROFIELETLET,

[Hash Type] Ku > 7' Z7 U A2 Rvb GBIIT 5 protected content ¥ — 7 — KD /Ny = b L
T [F 7 4/ b (Default) ]. [SHA-512].[SHA-256]. £ 7= 1% [MD5] Z %R L £,

A

A7 T 2

VA AHED Default ZBIR LIZHFE VAT Iy 2B E L TSHASSI2 #48E LEJ 5%
%Hﬂ:/)l/\“( I%.Hash Type (27-19 X— ) ZZ L T 230,

=)V OVER £ T2 IIRE AR T £ 9. O W TiT. a v T oY —HofK. a7 oY —E
DR (27-15 =) H LUWIL— L OAERL (27-106 X— ) \ £ 721X BEfFO /L — LV DT
(27-108 X—V) =M L T X0,

Cisco ASA with FirePOWER Services 7 — W /VEHZRESTA F 1
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=N TOF—T— FLBHKizo>1T

A5 — % (Raw Data)

A Y
=+

Z A &> A :Protection

[E5—# (RawData) | 47> a V2T A& v— o PV EfbENf o—F
TS (Fy NI =TGR =l L»TCTa—RENET —X) 20T D024 PF
D7y b v— K& LT, 51566 H é:hiﬁ%u ERIEORIZ, <A v— RFAND
Telnet F A>T — g9 A7V a VEBRET L0 Telnet b7 7 4 v 7 5T 28BE1C
ZOF—U—REFHTEET,

[[ U content F 7213 protected_content ¥— U — RKOHP T [4£F —% (RawData) | 47> 3 %
HTTP 2> 7 Y A7 v a v b —IclHT5Z i Tx £ A GEMIZ OV TIX HTTP =2 &~
T AT a (2724 R=D) BB LT EE N,

[V

AT T

AT T 2

>

HTTP 77 4 v 7N Traw 7 —Z ZMRET 20 E 20 BLUOMEIND raw 7 — X D& EZ R

ET H72DIZ HTTP Inspect 7'V 7at v ¥ D [7 T4 7 h 7 v —0O% S (Client Flow Depth) |

F7arve =7 r—0OF%S (Server Flow Depth) | 473 3 VA% E T £ 9, 3EMIZ OV
X =L~V HTTP EEBUEA 7Y 3 v DRI (19-37 XR—) 2B L T &0,

raw 7 — % Z 3T IZIX ROFIREEITLE T,

Jﬁbﬂﬁ—é content i 7% protected_content XF—U— KD [ﬁiﬁ:_& (Raw Data)] F = b4 4 Zk b4
7 ABERLET,

=V OVER £ T IR E e T £ M W TT. a v T oY —HoHK. a7 oY 3
DIRFR (27-15 =) H LWIL— L DFERL (27-106 X—) 7213 BEFE DL — L DT
(27-108 X—V) H=HH L T &V,

Z A & > & :Protection

fRELLary7ryb—HLanarr Y eRET 213 &LV No) | A7 v a v
IR L F 97, [*ﬁ L7 2w (Not)] T a UNEIR E T2 content £ 721X protected_content ¥ —
T — REEGLNA—NVEERT DHAITIT ZOL— AN [~H LRV Not) | A7 = ik
WENTW2WEID content F721% protected_content ﬂ? U— K% 1 Ouié‘bé%\%ﬁﬁp
nET,

content if: IZ protected_content ¥F—U— }\@ [#ﬁ( L/fcﬁl/\ (NOt)] j—70‘:/ =l V%@*ﬁ—g«é%/ﬁ\
T ZD1ODF—U—=FEFEFLL— NV EZERLBEVTSESWVRARY =D R0 72 <
2L AREMED B D E T,

7= & ZIE.SMTP /L—/L 1:2541: 912 3 DD content ¥— U — KREENTEBY . FDH5H1DOT
—H L2V Not) | A7 v a UNBBRSNTWDELET [—FH LRV Not) ] A7 a o 23EiR
Nt F—U— REIAA DT XTOD content F—V — ]\%{}j&:ﬁlﬂsﬁﬁ—é Ll D=V EESL A
A=V NENNZRDFET, ZDOLIRA—AEEBEARY O —IZBINTHE FORY —
DNRER 2L I B A REMERH V 5,

Il Cisco ASA with FirePOWER Services 7 — 4 LV EBEBREN A F |
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A7 o7 A1

N—ATOF—U—FLaEKicont M

BELEa LT YI—B LNy T U ERETAICII ROFIEEEZT LET,

BT D content 721X protected_content ¥ — Y — KD [4ﬁ L7 (NOt)] Frvl Ry A
PEIRLET,

|V

AT T 2

AT v/ 3

[d U content ¥ — U — F‘T\[gﬁbfﬁb\(NOt)] Fxv I Ry AL [F%JE/\O?%“/ ~ v FHERE
%1% F (Use Fast Pattern Matcher)] &= v 7 R v 7 AZRRFIGEIRT 5 Z L3 T A,

[—E LW (Not) ] A7 > 3 UBIRS L TWRUWMELD 1 DL ED content F 7213
protected_content ¥ — 7V — K& /L —/L{Z&HET,

=V OVERS FE - 3R E ST 3, 2 I VWi 2 v T Y —Hofl. a7y —i
DIRFER (27-15 =) H LWIL— L DVERL (27-106 X—) 7213 BEFEDO L — L DT
(27-108 X—V) =L T &0,

BRENBL S a v

Z A & > A :Protection

BN EL Y a v b EATRE BB LT oY OREE E NG T AN EZFET
BRBETOVERETCEET EA T a v OFFMIZONTIZI U TFEZRL T &N,

o HfTX (Depth) (27-21 ~X—7)

o [fhfE (Distance) (27-22 ~—37)

o & & (Length) (27-22 =*—7)

o A7t b (Offset) (27-22 _X—7)
o ROFPHN (Within) (27-22 ~_—73)

content F 7213 protected_content ¥ — VU — RN THRBNEAL T ¥ a VEHEHT D HFiEIZHOWT
T UTEZZBLTLEE N,

e content ¥— U — KR TOMBMEA T > a »DFEH(27-23 =)
e protected_content ¥ — 7 — R TOMBAEA T a > O (27-23 X—2)

BT & (Depth)

ZOF TV a vid content F—VU— FERETIHEAIWCDHRY R —FINFET,FMIZHONT
IX.content ¥ — 7T — RDOfEH (27-16 X—) 2L T2 &V,

F 7%y MEDOEENL D (7213 A7y FBRE ST WA y kb~
0— REENLD) 2T Y MRBORRKROESEZ A N THRELET,

72EZIE =D T YV EN cgi-bin/phf.offset fEDS 3.depth fH 22 THDHHEA .
=)L Ny B —TREINTZNNT A—HF ZWil=9 /37 v NN T.cgi-bin/pht LFH| & D—
BOMBNNA MMIE 3 NOIEED 22 34 MU L7 (O34 |k 25) =1 LET,
FBELLEaryT o YOESUED B&K 65535 31 bETOMERTTA2LERHY £,
fl 0 IXFEECTE £ A,

TNV OBy FOKREFE THREITT,
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Il Cisco ASA with FirePOWER Services @ — W VEBRBEN A F

=N TOF—T— FLBHKizo>1T

EEBE (Distance)
PENZ RS olcar T oY —HE P OB X T HRESINTZAL M IORIZHEE T 5 %D 2
YT —BEROTFLE O 2 THRRLE T,

Distance (JRfE) h o7 > #1314 R OB EDL 2O HKBIZAROD oo T 0y —Enb
NEHF BB T _RENSAL MEREID L 1D RV EEEZEEL TS ESWNW. 2 2T 4 216E
L72GAB S5 ZEBBDOAAL OOHREBENEEDY £77,

-65535 ~ 65535 34 hEfEL L CTIHRETE £9,AD pistance [HEIEE LB AIX R &
BHEET D34 MLEN X7 v NOSEEEN LA D ATREEN B D 7, EEEIZIZ N b
TN IO BBBBINE TR HETIEI ANy FOMUAD AL FHEEINET,
722X N7y FNOBIEDAENE S N, T ROaA T v—)V 7 a9 T
Distance 1@ -10 j;SJ:U\ Within 1@ 20 ﬁ)#ﬁﬁéh?:%ﬁﬁﬁ?@!i/\"% = F@f‘ﬁﬁﬁjﬁﬂa F;ﬁﬁi%é
AU [Within] 7> a2 U 15 ICHBEIET,

T 74N FOHEET 0 T, ZhiERED 2T Y OOy FNOBEME LV D
BIRTT,

£ & (Length)

:@ﬂ_7°:/5 V&i\protected_content ﬂF_]j_ h%%iﬁ—é%/ﬁ\b\:@%‘ﬁ'ﬁ‘— ]\ éj’bij—o gf‘
FIZ DU T, protected_content F— U — RO (27-16 X— V) S L T Z &0,

Length protected_content ¥ — VYV — FATva iy 2 E3NTWVWARWVWBRE LT ORE
S&ENA NHEALTRLET,

72 2IE. 3T Y samplel Zflio T F =T Ny a4 L7ZEE1013. Length {5 &
LC7&2HLET, ZOT7 40— NIZEEZ AT HZ EIFMHEATT,

7% v b (Offset)
N7y b XA — RORFEEIEMEL T L a T Y ORBERET 237 v b ~Xf m—
RNONLE Z XA FBEA THE L E7,-65535 ~ 65535 "4 F&2fEis LTHRETE 7,
A7y N BT EIINA NOMDBIEEDRZD Ny b X a— ROSEEENBIIET I
BT REASL MLV 1 DD RVWEREEBEEL TSV 22X T2 BELESEE
I8 FBHDANA BB EY £,

FIFNINDOFTEY MIOT. 2T Sy y NOSLEEEAEWRLE T,

W OEFAP (Within)

TDOF TV a Ui content F—TU— REHRETHHEAICOHRYFR—FEINFET5EMIZONT
IZ.content F—"T — RDOMH (27-16 X—) S L TL 72 X0,

[ROHPHAN (Within) ] 47> a w21+ 5E L—L%& bU T—& L THEMSE I,
WBRICAOhoTear 7Ty —HOKRRBUKE FEED A MEURNIZRO 27 7 —Fn
FAETAUENHLZ LR TCEET .- 2T Within fEE LT e ZFEELT-HA RO
QAT —ERR Ty b XM = ROWRD 8§ XA U RAETHHLENH Y 9,38
EL2WEARIZ N—NE N T—EL L THEHATIREERNE -ZINEEA,

BELEZary 7 YOEIUED KK 65535 34 hETOEERECTCEET,

[K O#BHN (Within) ] ©F 7 v NI hOKREBE THRE I T,
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N—ATOF—U—FLaEKicont M

content X — U — N CORBAEA ST a »OFEH

2771

AT 2

WD X HIT.2 DD content (MERT OWTNNEHEATLEIBELZary T Y ORKEE L

I T A2 EZETHRETHONEIRETEET,

o Ny b RS u— FOEEEZ LT L THRRT 2581347 v F(Offset)] & [T
(Depth) ] & —F&IZHEH L £ 97,

o BUEDRRRNLE Z FYEIZ L TR 5 56 1%, [ (Distance) | & [ OFEPHN (Within) | %
—HEICHEH L £,

NRTEENDIFT T arDELLEN 1 DFETERELESRRIZ.ZOXTOE 9 1 DDA
TarDF T4 NN BEISNET,

(47> b (Offset) ] B L O [HL1T & (Depth)] A7 3 > & | [ (Distance) ] 38 X O R O #iFH N
(Within) | A7 v a VEIRAETDHZ EIXTEERAZE XTI (A7 > b (Offset) ] & [IRDHFH
N (Within) ] 2 X712 5 2 I3 TEFRH AL DOL— LN TIEEDORDOMEL > a v &F
AcxET,

PEEE SN2 WIEEIL. 471 > b (Offset)] & [BAT X (Depth)] DT 7 4 /L B HE S 1L
FT,0F0 . AT UVRRBIEFI ATy b XS v — ROEHNLIME > TXT v hOKEFE The
TET,

F 72 BEFD pyte_extract BEAMM L THEA T > a VOMEEIRET 52 &b TE £, 3#MIC
ONWTE AT v b T —=H X —TU— 5D PITFARIAL (27-85 X—P) 2B LTI &Y,

Web A > % —7 = A A%fEH LT contentkeywordi& I 3~ 5 content ¥—V— KD 7 4 —/L FIZfE%
AN LET ROBIRENH D £3,

e F 7t v | (Offset)

e 4T X (Depth)

o 5P (Distance)

o KROEHEP (Within)

1 DON— LN THEEOBEONEA T > a v a2l TEET,

N—VOEREFIIREEZETET MO VTIZ. T oY —HOHIK (27-18 =*—3) |
T Y —HOREE (27-15 ~S—) B LWL — L DOERL (27-106 ~~— ) F 7= 1T BEfE D
JL— L DZEFE (27-108 R—) BB L T &E W,

protected_content X — 7 — N CORBALEA 7T 3 »OFEHR

KO IHIT MHAED [FES (Length)] protected_content L&A 7 T a & [ 7 & v b (Offset) ]
F 7213 [BEBE (Distance) | {ZiEA 7Y a » EAGDETEMN T2 & faESNIZa T Y DOk
ReEeELINOHBT N EZETHRETINERETEET,

o Ny b AA m— RO ZE A LT R SN2 UFH 2 BT 51213 [K S (Length) |
& [ 7t > b (Offset) ] & —F&IZHH L £,

o HIIEDOMBNIEZIEHEIZ L CIRE I NI XTI ZMRZET DI K S (Length) ] & [FEEH
(Distance) ] & —#&IZfEHA L £ 7,

|V

1 ODF—U— RRTENT[A7& v F(Offset) ] 47> a v & [ (Distance) ] 47> 3 v %R
BTHZEETEFEAN L OONL—LHNTIHMEEORDONEAS S a vy EFEHTEET,
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WM L ToF—U—FLE[EKIcONT

MENMEGESNRWEEIE. T 74V EBRESNET . DLV 2T YRR AT v b
A0 — FOEENBIRE> Ty FORBETHE £7,

F 72 BEFED byte_extract B EFEH L TEA 7> a v OEEZHEET D2 & TEET AEMIC
DONWTIE Xy b T—F & F—U— R EDOFITimAIATe (27-85 X— V) ZHM L TL7E &,

protected_content ¥ — U — FOH CREMEDEEZBET HITIZKOFIEEETLET,

27 w7 1 BT % protected content ¥ —T — RD 7 4 —/L NIZMEEZ AT LET ROBPIE R H Y £,
e R & (Length) (W 7H)
e F 7t v T (Offset)
o [EHE (Distance)

1 DD protected_content ¥ —U — RKNT[A 7+ v b (Offset) | 47" 3 o & [FEEfE (Distance) 1 473 =
VERATDHIEIITEEEAN N DON—VNTIHEBROERDONEAS T Y a v TEET,

2T oS 2 = NVOERELITHEEEZFE T E T MoV TiE. 27 Y —EDOHIKI (27-18 —) |
AT B OMEE (27-15 ~2—) H LWL — LV OERL (27-106 ~=2—) L F 72 1T BEfFED
JL— )LD (27-108 X— ) B L T &0,

HTTP = 5o 7 a v
Z A & > A :Protection

HTTP content F 721X protected_content F¥— 7 — K F g oEFEAT S E HTTP Inspect A
V7t Il oTTa— RENEZHTTP A vt —VNTary T Y B2 RRTIHMEE
BETEET,

WD 2ODF T a L HTITP JWEND AT —H A 7 4 —)L RERELET,

e HTTP A5 — & & =1— R (HTTP Status Code)

e HTTP X5 —# R A v — (HTTP Status Message)

= D UERRIMTOEREEN TR NWAT—F X 74— )L RERBLETH. 22T
1% A raw HTTP 7 4 — /L P&Eﬁfhéht HTTP 7 4 —/V FZOFH T 2BRICE BT~ E R

WZOWTOBRAZ KT D720, 26D F T g URBIHEIZFIE S TWD 2 EITTER
LTL7EE,

WD 5 ODF T a2 AT MBS U T HTTP ER JSE . £213Z2 0 G o TESE” 4 —/V K%
BB LETGEMCOWTXHTTP 27 Y 72 9 (2724 X—V) BB L TL &),
e HTTP URI

e HTTP % Y v R (HTTP Method)

e HTTP ~ > Z— (HTTP Header)

e HTTP Cookie

e HTTP 7 54 7 b &5 4 (HTTP Client Body)

WD 3 ODA TV a AL B UTHTTP BR NE. FIEE 0@ FOHR CTHRIMIO (IEH
LS TRV IERAT —F X T 40—V RERBLET GERIIZOWTIXZ HTTP =27 Y 4
Ta (2724 R—=V) EEHR LTI,

e HTTP Raw URI

e HTTP raw ~~ > & — (HTTP Raw Header)

e HTTP Raw Cookie

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
[ 27-24 | |



| 218 FALV—VOBRELER

N—ATOF—U—FLaEKicont M

HTTP content 47 a VEZRINTIGEIFXIKROTA KT A4 - TLTEEW,

e HTTP content 27> g VX TCP b7 7 4 v 7l BHEAINET,

o NI F—< UV A~NDEEBLB T LD HBELZa T Y BNHEAT L REEDOH D
A o= R LT EEN,
Tl zT.vave 7 I—F AvE—VOHAEOLIITKER cookie N NT T 4 v I
GENTV D AREMEN & 555613 . HTTP cookie TlZ72 < HTTP ~v X — DI TIED 2
TUVERBTDHIENTEET,

e HTTPInspect 7'V 7' mt v SO IEBMLMREATEH L. N7 4+ —~ v A& EEW 512X AERT
%4 ~_T o HTTP B /L—/ L §1Z  [HTTP URI]. [HTTP # ¥ v K (HTTP Method) ]. [HTTP ~~ v
4 — (HTTP Header) |, £ 721X [HTTP 7 7 A 7 > b "7 4 (HTTP Client Body) ] 47"+ = > A3 &R
NP7 EH 1 DD content £ 721% protected_content F— 7 — RZEWHTLEEN,

e HTTP content if:&i protected_content F—U— ]\ 2]_707 =V k?'f‘ﬂ%‘éi\b’ﬂ'f replace
F—U—REfTo2 LT TEEEA,

H—OFEHILENT-HITP A 7> a VERIFIAT—F A 74—V REEETEET. 272138
BOIERICHTTP 7Y a v E AT —H A 7 4 =)V REERBICHAG DY T a7 Y fEig
ey F U IRBICTHIELTEES AELHITP 7 4 — /L R A7 v a v EEHT 54
WIFROHIREEICER L TLEE 0,

e [d] U content F£721% protected_content F—U— F@E{ﬂf\[é?‘wﬁ (Raw Data)] A7 3
Y& HTTP A7y a v &=l T 2 Z LidTE i,

e raw HTTP 7 ¢+ —/V N 473 2 > ([HTTP Raw URI], [HTTP raw -~ »» % — (HTTP Raw Header) ],
F 721 [HTTP Raw Cookie]) &\ ZN LIS 2 EHML 7472 = & ([HTTP URI],
[HTTP -~ % — (HTTP Header) ]. % 72 1% [HTTP Cookie]) # [f] U content F72iE
protected_content ¥ — 7 — RN T—ITHEHIT L X TEEHA,

o [EH/ % — < v FEERE & JT] (Use Fast Pattern Matcher) | & . ¥k @ 1 5Ll _E® HTTP 7 4 —
N AT ar blAGDLETCTERIRTAZ LITTEERA,

[HTTP Raw URI], [HTTP raw -~ »» % — (HTTP Raw Header) ].[HTTP Raw Cookie].[HTTP Cookie].
[HTTP A » K (HTTP Method) ].[ HTTP A7 — & & X » & — (HTTP Status Message) ], &
721X [ HTTP 25— 4% & =2— K (HTTP Status Code)]

212 L ROWTUNDIEFIL T 4 —V RERBET DO @mERY — v <~ v FHRE 2
95 content £721% protected_content ¥ — 1 — FTIX. kit 3 ‘/%é\&)é Zr
MNTEET,

[HTTP URI]. [HTTP ~ »» % — (HTTP Header) ]. £ 721% [HTTP 2 5 A4 7> k &5 1 (HTTP Client Body)]

72 & 21X [HTTP Cookie]. [HTTP ~~ v # — (HTTP Header) . B L O [F# /¥ — > < v F
HE % fifl FH (Use Fast Pattern Matcher) ] Z32%4R L7234 ./ —/L = ¥ % HTTP cookie &
HITP ~v X — DM FTa T oY ERZR LETH, Gl ¥ — 2 < v FTHEEIL HTTP
cookie TIE72 < \HTTP ~v ¥ —IZDO L S E T,

o HIRfT& ATy ar bR LAY a v EMH LGS Y —2 ~ v FHEREIL IR
ESNTZHRBR LT 4=V ROBRERFKTDHZET V=V =T 4 ZIZ)V—/L & LT ()
[RET&E 7 4 — b RO &2 &) 52 R72R I 21T 5 RENE I D ERAEL 7. 55O
TUE.EHEANZ — 2 ~ v FHERE 24 (Use Fast Pattern Matcher) (27-28 “X—) &M L T<L
72E 0,

HTTP content j;SJ:U\ protected_content ﬂF_]j_ ]\ 21‘70‘\/ El ‘/LCBQ?“Z)L){T@ U A }\ T&i\ﬁﬁ
W UZZHIRFHENE AT a OB KM ENTHET,

Cisco ASA with FirePOWER Services @ — W /VEBBRENT A K
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=N TOF—T— FLBHKizo>1T

HTTP URI

TFHILENZERURI 7 — LV FRATary T oY —BE2BRTAHAII.ZOF S a vk
IR L FET,

TDOFFaré pere ¥—U— RO HTTPURI(U) A7 > a v a—fIEH LT WL
FUVEBRBTERNZ LICHEE L TLEE W, ZE5IC OV TIL, Snort [EA DIEHFBR% D
EffiFDREBB LTI IZEN,

INA TFT A LS T HTTP B3k 84 » MTIZER O URL 3 & £ CTWE S, [HTTP URI] 23
BIRENTWAES AT T4 VBRI HTTP ER X v 2L —L =P U R
HEFDONRTF Yy RNOTRXTOURI Tar T oY —HRBmEBEINET,

HTTP Raw URI

ERLEN/ZERURI 7 A —V FNTary T oY —HERZTDHIE. o4y a %
IR L E9,

ZDOF T gl pere ¥F—TU— RO HTTPURI(U) A 7Y a v 2 —#ICERN LT ALC= v
TUVEBRBTERNI LIZHEE L TL ZE W M2V TIL, Snort [EA OIEMFHEZ O
Ei+DOEEZSRL T IZE N,

RA T T A MBS U2 HTTP Bk 37 v M35 URL 28 £ TV E 37, [HTTP URI] A3
BIRENTWBEE A 7T A LB EUZ HTTP Bk X7 v b & )L—)L = D U3 i1
HEFDONRry FNOTXTOHOURI Tars oy —EHPmRENET,

HTTP X > » ¥ (HTTP Method)

(URI THEBIEND YU V=2 LTITH GETRPOST R EDT 7 g U FrET %) Bk
AV R 74—V FNOarT Y —HEmBETHNI. 20T v a r#&RLET,

HTTP ~ > #— (HTTP Header)
HTTP ZRWN D (cookie R <) EA LS NTc~y X — 74— L R Tar7 oY —HERE
THIE. ZDA T v a U EBRIRLES, £72 . HTTP Inspect 7'V 7' 1t v % ® [HTTP JH&
DI (Inspect HTTP Responses) | 47 3 a U BEDI /> TV AGEHEITISENTHHRES
nij‘o

CDOF T arépere ¥F—U—RKOHTTP~v ¥ —H) AT arz—IERHLTREL
AT UV ERBETERN LIZEE L TL T E W EEMIZ DV TIX, Snort [EA O TFEHIEE
HBOEMTORESML T IZE,

HTTP raw -~ > #— (HTTP Raw Header)

HTTP RN D (cookie Z < )raw ~v X — 74—V R Ta 7Y —BEBRET HIZ
.24 T v a v E®EIRL£9, £72 HTTP Inspect 7V 7 2t v %@ [HTTP & DK
# (Inspect HTTP Responses) | A 7> a U BREMIR > TV HHEHRITISENTHRBE S
e I

ZOF T gl pere ¥F—U— RO HTTPraw ~v X — (D) A7 g &I L T,
FMLarsr oY alRTERNWI EICEE L TL I W, IOV CiE., Snort [EA O IE#
FHBZOEMTOREZBL T ZEW,
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HTTP Cookie

EHEESNIZ HTTP 7 74 7 FER~ v X —NTHGI S 415 cookie Ta 7 Y —H%
BRBET DX, ZOF T >3 U ERINLUET, £72 HTTP Inspect 7' U 7’1 & v %@ [HTTP
J& & OB (Inspect HTTP Responses) | 472 2 W I3 ENIC /e » TV DB IIIEE set-cookie
T — 5’7‘?“(%@ (ENFET VAT AE A Yy E=VARIITEEND cookie ZALDHNE &
LTHO ZEICERLTEIN,

cookie 721 C— & KT HIZIL HTTP Inspect 7' U 7' 1z v 4 @ [HTTP Cookie DR
(Inspect HTTP Cookies) | A7 a3 VAN T H2HLE R £, TNE G LRWES,
Jb—)b =V T cookie EETes y X =B AR L E T A ON T - b
HTTP LA 72 3 o OEIR(19-37 ~—) 2 Z R L T 7Z &0,

WD RITEE L TLIEE N,

- ZOF T a vt pere ¥—U— KD HTTP cookie (C) 47+ a v & —#IZHEH L T, [A
Carvr o YERETHIEITTEERE A GOV TIL, Snort [EA O IERRBLE D
Effi+DORESHL TIIZE0,

— Cookie: A/&*‘% L set-Cookie: /\/5*‘%\/\/&*‘??@%??2’\owxxjgcto’\/
H—1TO Y %77 F crer (X cookie D—FE L TTIE RS A~y X —D—L LTH
BHIhET,

HTTP Raw Cookie
raw HTTP 27 7 A 7 > R~ v X —WN Tl S 415 cookie T LT Y —HAE MK T 21T
X ZOF T v a rEERIRLE9, £72 HTTP Inspect 7'V 7'k » %@ [HTTP & DR A
(Inspect HTTP Responses) | A7 ¥ a U BE NI 78> TV B IGEITIE set-cookie 7 —Z N T
LMBEINET VAT AE A vE—VRLIZHEEND cookie ZARALDONEE LTHD Z
EIZHEELTLEZEN,

cookie W72 C—E & M%7 221X HTTP Inspect 7'V 7' 12 4 @ [HTTP Cookie DR AL
(Inspect HTTP Cookies) | 47" v a » ZHRNCT HLERH Y £F, ZThHa T LR
H V=L =2V X cookie HEH TNy X —2 K ERR L ET MOV T — 1
~YL HTTP EHUbA T > 3 v DEIR(19-37 X—I) F SR LTI E S0,
ROFITHEFE LT EE W,

- ZOF TS g b pere F—U— KD HTTP raw cookie (K) 47> 3 v & — I L T
FLarTr oY amRd b2 EIXTEERAFEMIZ OV TIX, Snort [EA O IFER Z B
DEi - DFREZR LTI,

— Cookie: Ny X —H L set-cookie: NV H —H Ny X —FTOHITAN—RA BLO~
H—ITD#& Y ZRT crur I cookie D—FE L TTIERLS A~y X —D—FE LTH
TEINET,

HTTP 7 54 7~ b RF « (HTTP Client Body)

HTTP 7 7 A7 & FERND A v —VRLTar 7oy —HERETLHIIE. 2057
Ta raBERLE T,

ZDF T a rBERET B 72 OIZIX HTTP Inspect 7'V 7't v %@ [HTTP 7 7 A 7> |k
AT 4 (HTTP Client Body) Extractlon Depth] 47> 2 > C 0 ~ 65535 DIEZIRET 2L BN H 5
ZEIHERLTLEZES VR DWW T, = S L~V HTTP EER LA 72 g5 o D3R
(19-37 "—=V) ZZMRL T ZS 0,

HTTP X5 —& 2 =2— K (HTTP Status Code)
HTITP I END 3D AT —H A a— RTars oY —HEBRRETHNI. 204 T a v
PR L FE T,
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AT S 2

DX T a r THEPREND L HIZT HIZIE HTTP Inspect 7 U 7 1 > 4@ [HTTP
& DR A (Inspect HTTP Responses) | 47 > a Y EBHNZ T HMLERH D 9, 58/ ON
T, — 3L ~UL HTTP IEHUEA 7S 2 O8N (19-37 X—D) ZBB L T E &0,

HTTP 25— & A A & — (HTTP Status Message)
HTTP JGED AT —H A a— RIZMHMEND T XA hEilkoFhcar 7oy —HERET
HINE. 2 DA T v a rEBBIRLET,
IOF T aryTHEPEIND L IIZTBITIE HTTP Inspect 7'V vk v %@ [HTTP
i D FE AL (Inspect HTTP Responses) | 473 a U ZANZTHHLE N H Y 3 552 D0
T Y=L ~UL HTTP IER LA 73 a » DOFER(19-37 =) 2B L TL &N,

TCP VT 7 47 DayT U IBRREETTHHEICHTTP content 73 a U ERET BITIL.ROTF
E% =T LET,

+ 7 a T HTTP Inspect 7'V Zat v W OIEFRILZIEHA L T AT 4 —~< 2 A &R LEEIES
I U TO LS ITERLET,

° JﬁbﬂﬁAé content £ 72 1% protected_content F—U— ]\0) [HTTP URI]\ [HTTP Raw URI]\
[HTTP £ > » R (HTTP Method) |, [HTTP -~ v % — (HTTP Header) ].[HTTP raw -~ % —
(HTTP Raw Header) ], £721% [HTTP 7 7 A 7> "7 4 (HTTP Client Body)] 473 3 v/
bl 1o

e [HTTP Cookie] % 7=i% [HTTP Raw Cookie] &7+ 3

= VOV E T I3 RE LB T £ 55MIc oW TIT. 2T Y —HDOHIK (27-18 <—) .
LT UV —BOKRER(27-15 2—) H LW IL— L OVER (27-106 =X—)  E 7= 1% BEFE DL —
JVDETE (27-108 X—V) S L T &V,

BN F — v = v FRERE & {4 F (Use Fast Pattern Matcher)

Z A & > & :Protection

INODOF T g T protected_content F— VUV — FORTE TV HR— b XN FERAGEMIC
DUNT X, protected_content ¥ — U — RO H (27-16 X—V) ZZHR L TS0,

EENE — ~  FHEREIL Ny R EL—L D U TETRNC T A — L AR
SWELET, ZOPHREIZLY o M CHEH S 45— VD KIS D 726 /3
Tr—v AN ELET,
FIZFN R T EEHANE— <y FHERII N — LV THRESNEREDI LT Y 2y BT
BB LET, UL ARERNL— VGl Z TE LWL T 72O TT ROFIO X 5 I —u
TI3TAMRHBELET,

alert tcp any any -> any 80 (msg:"Exploit"; content:"GET";

http_method; nocase; content:"/exploit.cgi"; http_uri;

nocase; )
WFEALETRTOHTTPZ A4 7> hERIZIFa YT oY eer NEENTVWET N a v T Y
/exploit.cgi %é\@g;}QLiﬁ(ﬁfﬁo GET %%ﬁ/\og‘—\/ avFT Uk Lf{iﬂq Lf:i}%/a\\/l/*—/l/
TV NTIEEAED AT IO =V AL, —BTIF L A SRS T L O, L
L. /exploit.cgi ZHHTDHELEIFEAED T T4 T 2 M@ ger BRITFHM S L2 izdH R
T =< AN ELET,
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fBESNTcar T Y REmENE—r vy FRETHRHSNTZGAIZOHR N— = P UT
Ny ML=V LTRHE L £ ¥ .72 & 2T —LND 1 DD content F—T— KT
VT Y short ZFHRE L BIOF—T— KT longer. & HIZ 3 FEHDHF—TU — KT longest ]
fﬁﬂbfl%/ﬁ\\%ﬁ/g&‘—y ~ /?*%%ﬁ‘é&i:‘ V7 Y longest 7%@)%% L. L— TIPS
o — KNT longest %R H LB V— IV S L E T,
KVEWRB AR — @l — vy FERETHENT 2 L OBET I [ Z —
~ v FHERE % i ] (Use Fast Pattern Matcher) | 473 a V2 C& £4, BIEHICIZ B E L7
INE =2 DFPIRENRZ =KD 37y FNTRODDREMENEWZD ., LD ERK-> T
NGOy AT a A NE#BITEET,

[EH % — o < FHEEE %1 [l (Use Fast Pattern Matcher) ] SO 472 5 %A U content
F—U— FATERTLIGEIF.ROFIRFHRIZEREL T EI,

= T eI L BIZZGT [N — 2~ v FiEE % H (Use Fast Pattern Matcher) | % $57&
T&EET,

[EH N Z — o = < FHERE 21 JH (Use Fast Pattern Matcher) ] & [~ L 72V (Not) | Z A5
O CEIR L7254 1, (B8 (Distance) |, [k O #PHN (Within) ], [4 7 & » b (Offset) ], £ 7=
X [H1T & (Depth) ] Z#fEH TX £ H A,

(BN % — o < FHEEE 21 [l (Use Fast Pattern Matcher) ] % . JK DWW 030 HTTP
T 4=V R F T a bt lAEbETERIRT A EITTEEEA,

[HTTP Raw URI], [HTTP raw -~ »» % — (HTTP Raw Header) ].[HTTP Raw Cookie].[HTTP Cookie].
[HTTP # Y » K (HTTP Method) ].[ HTTP A7 — & A A » & — (HTTP Status Message) |, &
721X [ HTTP 25 —& 2 22— F (HTTP Status Code) ]

L IROWTIUNDIERET 4 — /v RERRT 2720l mE Y — 2 <y FTHREL
)EFJTé content 5\"*“7*‘ ]\T&iJ:%EO)ZL?"‘/a ‘/%é\y)é Z ki)‘f‘% i—gﬂo

[HTTP URI], [HTTP ~~ % — (HTTP Header) ], £721% [HTTP 7 54 7> k R 4 (HTTP Client Body)]

7= & %2 1Z. [HTTP Cookie].[HTTP ~ v &% — (HTTP Header) |. B L O [E#NZ — 2 <~ v FH
BE % {# i (Use Fast Pattern Matcher) | #3&R L7254 . /L —/L = ¥ 1% HTTP cookie &
HITP ~v X — Dl Ta T oY E R LETH, miE/ Y — v < v FHEREIL HTTP
cookie TIE72< \HITP ~v X —|ZOH WA I NFET,

raw HTTP 7 4 —/L K 473 3 > ([HTTP Raw URI], [HTTP raw -~ % — (HTTP Raw Header) ].
F 7213 [HTTP Raw Cookie]) & . ENE KIS T D IEHL S =47 2 > ([HTTP URI],
[HTTP ~ v % — (HTTP Header) ]. & 7= 1% [HTTP Cookie]) Z 7 U content ¥ —17U — RN T —§#
WEHT I EEETERNI EICHEE L T ESWVGEIZOWTIZ HTTP 27 Y 4
Tva (2124 X—V)EZB LT E I,

MRt &E A7 a v EHlRR LA T v a v E2FALEZEE SE Y — < v THEEEIL IS
EINFEHIBRR L7 4=V FOBREBRRTDHIE T NA—NL Py FEELT
(HBIRRfT & 7 4 — L FOF I 2 & Te) B2 M 21T 5O RENE I DEBREL £7,

A7 a T N Y — 2 < THEEE % i (Use Fast Pattern Matcher) ] 18R L 724855
WL [BE R ¥ — > = THEEE D 2 (Fast Pattern Matcher Only) | &£ 7213 [GiH /N — > <= v F
HREA 7 & v B L 'R & (Fast Pattern Matcher Offset and Length) | Z#i®R3 5 Z L § TE &
TR, ZOMAFILERIRTEEH A,

Base64 T — % ORERHZIIEHE ALY — > < v FHEREEZHH TS T8 A GEIZ W T,
Base6d & —Z DF o — R L& (27-104 X—) BB L T &),
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=N TOF—T— FLBHKizo>1T

[E# & — 2 < v FHERE D # (Fast Pattern Matcher Only) ] )45

(B /XA — 2~ FHEHE D 7 (Fast Pattern Matcher Only) ] 47 > a > 29 % & | content
XF—U—REL— VAT ar b LTTEHR  GBEAY - vy TFHEES S ar LT
A CEFET HBEL-a LT oY EL—L T DU TIliT ALERR NS 04T
varEoTy Y—AEHEKNTEET 2L E . M e— FNOWT LD T v
Y 12345 WFETDAZ ERTEMNELTAIL—ARNHDEE LET . EEARNL—0 < FHEET
WRE = PNHRHENTZERIC V= LNOBMNMOX—U—RIZBL LTy y M2 CE %
T RE = 1234 DEFENTWDINE I DB TLH7-DIC NV— DU B Ny N e F
Pl A MLEILH D FH A,

BEINTEa T UV ICBEET AMOEEN AL — IS ENTWARESIX. Z0F S a vk
EH L7anT a0, 72 21X BN — VG T abed 28 1234 OFNZHBELT 2008 5 % f
Wrd 288ICiZ. 204 FvarvzflioTar Ty 1234 ZRBLARNVTL EE W, [EES
& — < v FHEEE D 7 (Fast Pattern Matcher Only) | Z {5 €T 5 & fEESN T2 T Y R —
NNV R o THRBENRWT D, 2D — A TII—)b = 2 2 3Kt ) e (& % ) e
TEEH A,

IOFTvarvEFEHTL LI ROFMBICER LTI EE N,

e WMEINZIUT U YVIIMIBIETFELRNDFEY XA/ a— KO LEZIZTHHEBLT % AHE
PYERH DT NEA T Y a > ([ (Distance) 1. [YR O &N (Within) 1. [ 7 & v b
(Offset) ], [BL1T & (Depth) |, [Fi /& — > < v THEEA 7 & v b I O'F X (Fast Pattern
Matcher Offset and Length) ]) Z# i35 Z LI TE £ A,

o ZOFATTarEk[—EHLELVNo)] LMAEDETHEMTL I LI TEEEA,

o ZOFTvarE [EENY—Y vy THEEAS 7 v b XU X (Fast Pattern Matcher
Offset and Length) ] LA G OHCTHEATH Z LT TEEHA,

o KRUTFINLFHEHULRWHIETT R TONRY = RNEHEAT — <y TREEICHEAIN
LI FBELIca T T RICFUNCFORBIZR L) & L TRbvE T, ZiuLA &
WICAVBL SN AT, 2 DA T T a v OFBIRIFIZ [ KT/ F O XA L (Case Insensitive) ]
BIBRINT HMLEITIH Y A,

o [EENZ— < v FTHERED 7 (Fast Pattern Matcher Only) ] 47 > 3 27 5 content
X —U— ROEZIZ.BHEDOKRRIE % FKEIIL THRRMEBEBLZRET DHROF—T — K&fi
RIS L T &N,

® isdataat

® pcre

e content ([FEHf (Distance) | £ 721% [R OFIFHA (Within) ] 2SB IR E N TV DS
e content ((HTTP URI] 2V EIR I N TV BEEHEA)

® asnl

® Dbyte_jump

® Dbyte_test

® Dbyte_extract

® basebd_decode

[BE#E T — v < v FHREA 7 & v b E X O & (Fast Pattern Matcher Offset and Length)] D5 %€

[FE /X H — 2 < FHEREA 7 & v F I L MR & (Fast Pattern Matcher Offset and Length) ] 4~
arEMiT oL MBI LAY T YOS ERETE ET IS D T =k
FIZES =V DO—EDFREMEZ W T 2 DI RZ = O—H a7 THaRRGAEIC AT
HEEZMA D ZENTEET Ml ARY = vy FHERBICL > TOL—ARRIRENT2 L ZiT N
F = BEP— IR S LT S E T
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ATFvT 2

AT w7 3

AT o7 4

N—ATOF—U—FLaEKicont M

WORESNZHEN RBE BT AMNE (T 72y MNEBLRa 7 oY NE ENIEERBET D0
(BEX)Z AL NEMNTHRETDHIZLICEY mEAY— vy FEETHEHT2H o2 REL
i‘j‘o

offset, length
FLZIE RO T VIR LT

1234567
KOEH>cA 78y hEREOAAL NI ERELESGA.

1,5
EHANE— TR T Y 23456 DHEHRBLET,
IDOXF T a vk [EmEAY— < THEEE D A (Fast Pattern Matcher Only) ] & —#& 12 T &
RN EICERE LTSN,

BENF— vy FRETREIND 2T VY ZRET DI ROFIREFITLET,

B2 content F—V— FIZEHL T [EE/ ¥ — <~ v FHEAE % H (Use Fast Pattern
Matcher)] Z %R L 7,

G T a T HRE LI ARE =BTy NNICHEET DN E I hE—b = U U RHiiZ L
THIWr 2121F [FEE N Y — 2 < THEEE D A (Fast Pattern Matcher Only) ] 38 L £ 77,
BESNTZa T Y PREHEAY — <y FHEETHRH SN GEICO R GHEA B S
EJu N

T a T ROESNHEN, AT Y DIRRIGAT & 72 D 38— Oy % R4 —
~ v FHREA 7 ¥ v b E X UK & (Fast Pattern Matcher Offset and Length)] TIHEE L £ 77,

offset, length
Z :VC\ offset 51*%?20)%1%%@?& f£é = \/5“ V“/%EE?J‘E)@/\/]) ]\@%?Eﬁi L\length h}:*ﬁ?ﬁ?
Rl oA MR ERELET,
N— IV OVERR E TR E ST £ 9, IO W T 2 v T 2 Y — DO HIF (27-18 ~=—) |
PCRE Z i L7z 2> 7 Y OB (27-38 =) B LWVL— L DOAERK (27-106 ~<—) £ 7=
WIEEfFE DL — L DZETE (27-108 X—) 22 L TL 72 &0,

AVITAVEBBATOa T VY DEHR

5 A &> X :Protection

AT A4 BT replace ¥— U — FEFEHT S k\?gﬁiﬂbflj‘/?y“/%[ﬁ%*ﬁié: EMNT
TET,

replace 5?‘“—]7“‘ F\%{iﬂqﬁé@lGi\content 3?‘*“7*‘ }\%{i’) Tﬁﬁ@j{$§u%*ﬁ§éj—5ﬁ7\
AL FEARET XA b L—)b ZAERR L FE T, EDH . replace ¥—V—FK&fEHL .oV %
BERZ DL UFINERELET BRGS0 T O VHEIIR LR S THALERD Y £,

protected_content ¥ — U — NS R-Y 1 = ‘/?“/“/%E‘%?ﬁié 72Dz replace X —
U— R&EMHT 252 L3 TEER A, FFMIZ OV TIE, protected_content & — 7 — KO ff
(27-16 =) ZZHL T TZ S0,
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F 7 a T LETD ASA FirePOWER £V 2 —/L V7 b7 =7 NR— g 0 & O FL H %
MEFF T 2720 BB FH A G CHO Z E N TEET B HGZEDRVWEAIZ. TG
MNHBIBIC LV — BN SN D 720 SCOIZIE LD Lb— il ) £9 BH]RT XA ho—# L
L CHRATHIMMF £ 721385 | 2 GO D IIZ ROBNRT LI ANy 7 AT vy azflio
TRy =TT H0ENHY £,

"replacement text plus \\"quotation\\" marks""
1 2D/ — LNIZEH D replace ¥ — U — f‘i&é\&)é ZEMNTEET N content F—TJ— T
LIZLIOTOLNEDDLZENTEER AN ML s TRIEENTa T Y OREAIOA
VAR AT NESBAONET,

Yjﬁ(al\replace F—U— KOFEAFIZRLET,

o TR UuA MEEATWDLEE Ny NV AT AR LEGA A ER T 5 HE
RUFHNCEEWZ DL ENTEET . 2OT 7=y 7T AER Ay FE2BICHET S
VLB THIEAN DD FT MESNTZ ANy M ZRRENEICHEE L.
NTCRy NT—JBEEBVET D Ry NI 2L SEDLE NI HE T VAR H
DNET Ny MEFEETHIRDOVICHOXFINCEEHLZ D 2 & T BTN S —
Ty MR L THENFETIN ERBEFICEVIAFELENTEET,

o (72L& 21X Web H—R"D)Mgd972/N— a BB L TWAENE D DETRRDEELEN R
BENDHEEITRENT Yy FERBL T AT —2MBEOT XA MIEEHZHZ ENT
=FE9,

) EBRAL—AEEHTLA T A ARARY =N T—VIREED [ XY N EEKT 5
(Generate Events) | ICRRE SN TWAH Z L 2R LT & W — L& [Fa vy 7 LTA 2 b
% a3 % (Drop and Generate Events) ] IZ5XE L7258 13/37 » EBKEI L, 207 Y ANE
THZ ONER A

SCFHNEHR T o A TR SEER A PR T =R LTy FEZETEL LI 7y b
Frov IV ARV AT AL > THBMIZETGTSNE T,

replace ¥ —U — % HTTP R A vt — content F— TV — N 47> g v LHAEDLETHE
HATXR W LICEE L TLLEIV, ZEEMIc W TR a7y —HohmEiE (27-15 2—) |
LTHTTP v T v 73 3 (2724 R—=D) J#BRLTLEE W,

AVIAVERATR VT Y EZBEBA DT ROFIREZETLET,

A7 w7 1 [b—/LDAERK (Create Rule) | X— T, Fry XU X Evb [32 27 2 (content) | % 8211
L C.[AFY¥ a3 v %&EM(Add Option)] 27 U v 7 LET,

content ﬂF_]j_ ]\75)2‘:?% éﬂiﬁ‘o

A7y 2 [ArT Y (content)] 7 4 — /L RTINS 23T VY EIRELE T AT v a T EET
D518 &R LET HTTP R A v&— content F—TU— K F 7 9 % replace ¥ — U —
RE—EIHEATE 2N EITERLTIEEND,

257y 73 Fuvy 7 H 72U R KT replace] 3R L T [ 3 %8N (Add Option)1 27 V v 7 LET,
replace ¥ — U — KM content ¥ —U — KD FIZERINET,
A7 v/ 4 [replace:] 7 4 —/V RCHE LIy 7T oV ICxT BB LTI EZEE L ET,
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Byte_Jump & Byte_Test (D fiEH

byte_jump

5 A &> X :Protection

byte_ jump & byte_ test EHTHE Xy FNO EDOALE T/L—L TUDUNT—H < F
VBB RS T REN, EONS FEFMT RENEHE TE £7,

F 72 . byte_jump 35 & N byte_test DCE/RPC 515X % 3% & .DCE/RPC 7'V 7" u & v THLEL X
NadL77 40y 7 HIZWTALPOF—U— REHIETEE9,DCERPC 5| A2 AT 5 & &

1T MO E D DCE/RPC F— U — K LA HE T byte_jump & byte_test ZHEHATHZ LD
TEE 4,35V TIZ.[DCE/RPC 5 7 4 v 7 ®F a1— R (19-2 ~2—2) | &£ [DCE/RPC
F—TU— K (Q27-62 X—V) 2R LT 7ZE0,

FEAZOWTIZ ROEZHEZB L T ZE 0,

e byte_jump(27-33 ~—72)

e byte_test(27-36 ~X— )

5 A &> X :Protection
byte_jump ¥ — VU — NI FBEINTZNA b BT AL N TERINDI A MEEHELEBELE
F 7 a R LT HRESI NN, DT A FORENBIEFAIZ, £72133 7 v b o
0 — ROMEENS 7y PR TEDARA, MEFETAXF Yy P LET Ty hOEDASA &S
AN Ny MNORIET —XIZEFEND A MERTHAIE. 2k b Ez 7,
RDOF Tl pbyte_jump F¥—V — R TCHELRS|IHEHHAL F 9,

# 27-8 byte_jump DLEHDZ/#

5%k BB

Bytes Ny R BEHET DN MR,

Offset RAa— RNTUEEZBIET 534 b offset BT U H T4 002D

WMEDLTD Ty b XM v— ROER, FERgICA STz T
VY —EMSIETENC Y v T EEDNRA, NS 1 B#ELFNT
offset 1@%%‘[‘%LVC<7J‘C§U\O

3571‘1\%;[,?@ byte_extract %iﬁé’fﬁﬁﬁ LT :@@Iiﬁ(@fﬁ%?ﬁﬁffé NP o)
TEXET MOV TIE NNy § T —F %X —U— RSO HPITH A
AT (27-85 N—V) BB L T30,

RORTHAT AT v a 2T 5L BADGIRITIESNTIAEZ VAT AR ED LD
IR 22 ERTE LT,

F 279 byte_jump DEWDA T2 5 > 51#

5%k BB

Relative KBRS oTma T o —H TR SN RGO Y — & Y
LAY FEFTRELET,

Align THINT- A A2 RO 32 By NEFRICEIY EiFE4,
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7 27-9 byte jump DEWDA 7> 3 518 (Fe&)
Gl LA
Multiplier Jo—)b =V TR byte_jump HEEEHT 72012, 37 v b b

BT byte jump EICHNT DEZ /R L ET,

DED N— N VNI FEEINTEAAAL N BT A P TERSI DN
A4 M A% 75000 0 I Multiplier 515 TR E S 5 B4 5§
=R AV RN &l 2= R Uh= <

Post Jump Offset {1 pyte jump B Z W H L2 NEH B E 2130 FEICAS Y 745
I3 N4 (-63535 ~ 63535) , IEDEIEINETT AIZ A S 77 L A DI 7 A
WCAFX Yy 7T LET WP T DT 74—V REZEADE FITT DD,
0o AN LET,

DCE/RPC 5% % 38R L 72 & 1A 3720 byte_jump F1EIZ SV T,
TUF 4T R AR HDFED DCERPC B ABE L T &N,

From Beginning A% T T EHENRAL NEETT A N BT A FORENLS TR X
7Ty b XM= RROEENOGEZ T IHBEINT AL MEETFXAr—F
NEAX Y TFTAERILIN— DN RLET,

DCE/RPC. Endian. & 72| NumberType ® 5 5 1| D7 IF #EE TX £,

byte_jump ¥ —U = RTEDL SIS M EZHFETL202EELT DT RORITFT
FIENEBIRTEET (LD BB ESNRWERIT. Ay PY—7 S MEBER S

ﬂ\ij—)o

ZF 27-10 Ty TR RS

5% LA

Big Endian TI7HNVEDRYy NU—27 NA METHAIE YT =T 47> A ME
TTF— Xm0 L E7,

Little Endian UM 2o TF 4T XA MECTT—X %20 LET,

DCE/RPC DCE/RPC 7'V Zut v TUBIND FT 7 4 v 7 HIZ byte_jump F—

U— REHELET,EMIOWTIE.DCERPC 7 7 4 v 7 DT a— K
(192 XR—=V) BZHRL T EE W,

DCE/RPC 7'V Fut v ¥ N v/ = F 4o 7130 v 2547
v A MIEZPE L E 7, Number Type. Endian. 35 2. OF From Beginning 5|13
WH I FEE A,

Z D5 EEN LIEGEIX M OKED DCE/RPC ¥ —VU — K LA E

T pyte_jump ZH AT H 2 & b TEE9, 3OV TIL.DCE/RPC
F—U—RQ27-62 =) 2B L TLIEE,
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RORITRT VTN O®%|§5K%’i’@ﬂﬂ LT ATy MNORN) T F=B %V AT LR E
DEICEKTT D EERLET,

Z 27-11 Number Type 5/#

5% B

Hexadecimal String |E#a DA N v F T —H % 16 A TRAL 7,
Decimal String PHHEDOA RN 7 F—42%2 10 EENCTEH L ET,
Octal String BEHEDOA N 7 FT—2 % SR TEELET,

VR A/ AP WA - byte_jump ICRE LT%E.
e Bytes=4
e Offset=12
e Relative enabled
e Align enabled
N—)b D NI BRBICAR Ol a T Y =S 13 3, MEICHET B 4 DDAk
TRIBRSNDEMEZFHE L T 2O, NI T Ny FNZRIEFIRICAS Yy 7 LET, 728 2
‘i HOHRED /Ny NN TR END 4 DD34 F23 00 00 00 1F THAES N—IL =P
VIEINEILICAB L ET jalign BIRESN TS KD 32 By MERETBETHL O =
VIUVTHRRT D) D = 2 IRy FNE 23S MEFETAF TS LET,
HAHNTI RO L S Il %x byte_jump IR E LT285A .
e Bytes=4
e Offset=12
¢ From Beginning enabled
e Multiplier = 2

=)L =L Ny ROSEEEND 13 34 MRICHBLT 5 4 DDA kTR S 45 #fil

EHELET. FO%. FORBEIC2 2B T TRAX Y P50, NEEAFELET. -8 213,
HLBED/Nry FNTHEEIND 45D34 FA 00 00 00 1F THIHEA L—/L =P 0%
ZiVE 3LIZEH L I 2 28T T 62 12 L E 7, [From Beginning] 23 A NZ78 > TV 5728,
N =Ty FNDRHID 63 3 hEAF T LET,

byte_jump Z A3 B ICIX KDFIEEZFZITLET,

AFv 71 Ky 7Z 77U AT [byte_jump] Z&EIRL T[4 7T a %iBI1(Add Option) ] 227 U v 7
Liﬁ‘o
[byte_jump] B 3 VB BIRENTHKEDF—TV — FO FICERINET,
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byte_test

Z A &> A :Protection

byte_test F— U — FNIX FBEINZAAA N BT A MHNOASA MEEAHAEL BT L EEA T
LEIZESWTENL BB L E T,

WDFIZ . byte_test F— T — RCTHBERB 4 A2 L £9,

# 27-12 byte_test DL DEI#
Gl B
Bytes PRIy RIS ERETHA ML~ 10 31 FERRETEX T,

Operator and Value |f5/E SN72fEE <. > =1 & AV I> < 1=01& 700310 THEL £7,

72& 2iE 111024 EFHRE LA byte_test IMEE SN E 4 L
TN 1024 EE L RITIEA R PRERENET (HOFTRTO
F—T— R RXRFTRXA—=ZRN KT HLEE),

P EI= 1 ERETHAZ LITHEBLTLEIN,

3571‘1\%;[,?@ byte_extract %iﬁé’fﬁﬁﬁ LT :@@Iiﬁ(@fﬁ%?ﬁﬁffé NP 2
TEETHMIOVWTII ATy b T —=F 2 X —U— F5HOPITH
AT (27-85 N—V) BB L T IZ3 0,

Offset NA m— NN TR Z AT 231 FMloottset T ZIFTANA 0D
WMEDLZO NTy b XA e— FOEH ET3REZEICAODhosTcarsT
VY HNBIEF NI T T D8 RIS 1 22 LGV T offset
fEEFHELTIEEN,

if:\%ﬁ@ byte_extract %ﬁ%’{ﬁﬂﬂ L/T :@%‘Iéﬁm'ﬂﬁ%‘f?giﬁ—é Z & 16
TEETFEMICOVWTIEZ ATy b T—2 % F— U — RO FITHH~
AT (27-85 ~—V) 2B L T LS,

WDORIRTBEEFENTHE AT A Toyte_test BB ED L IIFEHENINE S HIC
E#RTEET,

## 27-13 byte_test DBEWDF 7 5 2 F1#

Gk B

Relative WBICAOMN TR F — v —FEEREIIL T 7y FEHELET,
Align THENT= A " &E RO 32 By MERICH Y B £,

DCE/RPC. Endian. & 7= (X NumberType ® 5 H 1 D7-F #EE T& £,

MR L2534 M & byte_test F—U— R TEDIIHIICHATIEINERET DT KROE
OFNSBEAERIRLET, POFBBIEELLRWESIZ. Xy hU—27 A MNENMEHA SN
ij‘o
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#F 27-14 byte_test D5y 7K EF#

5% Bk

Big Endian TI7HNVEDRYy NU—27 NA METHAIE YT =T 472> SA ME
TT— X EEL 7,

Little Endian UMV 2T 4T A METTF—Z 208 L £,

DCE/RPC DCE/RPC 7'V 7t v Y TR IND N7 7 4 v 27 HIZ byte_test F—

U— REHELETEEMIOWTIE.DCERPC N7 7 4 v 7 DOF a— K
(192 XR—=V) EZHL T &,

DCE/RPC 7V Zut v ¥Rt v/ =547 £7212) br =
T 4T v N4 MEZRE L E 9, Number Type 545 & Endian 5| %2138 H
INFEHA,

Z D5 EEN LIEGEIX M OKED DCE/RPC ¥ —U — K LA E
PE T pyte_test ZHHTDZ & & TE E 9, 3>V TiE. DCE/RPC
F—U—RKQ7-62 =) B L T &N,

WDOFRITRT VTN DOBIEHEH LT N7y BNOA M) VT F—=E 52 AT ANE
DEHICERRTIENEERCTEET,

Z 27-15 Number Type byte-test F/#

5% LA

Hexadecimal String | #1%6D A N v 7 F— & % 16 EERTEH L E1,
Decimal String BHHDOA ) 7 F—2 % 10 RN THRBLET,
Octal String TG DA ) o7 F—2 % SR TEHLET,

oL ZIFERD X D 72l % byte_test ITHRE LT A .
e Bytes=4
e Operator and Value > 128
e Offset=38

e Relative enabled

W=V T NI IRBIZA O ol a T Y —Hh S (FNE I L T)9 N MMEICH
Bld 254501 FTRRIBSNDEMEZFHE L. ZOFHHEMED 128 N1 M EB2EAIC LV —

NS R IT—E LT SN ET,

byte_test Z{# 3 D IZIZ ROFIEZETLET,

[V— /v DAERK (Create Rule)] X— Y T, Ra v 7’X 7 U X )5 [byte_test] &=L T,
(47> 3 %&BM(Add Option)] %27 U v 7 L7,

[byte_test] 7 > a UN BRI NTHKEDOF—TV — RO FITERRINET,
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PCRE ZfEH L7227 Y OREK

5 A &> X :Protection

pcre ¥ — U — FefEHT R EFBESINT-a T YEa "y h Xfa— NKNTHET L2
17 Perl EH#ATFEHFEL (PCRE) il TX £+ . PCREZ T2 L R UHAEDDLT NN =—
vallENETN BT HERON— NV EEKRT D FENE T ET,

FHEHIZ SFESERFETERINDIZ OB a T oY 2 RRTHESICESTIBET,
N7y bORA B — RNTar T Y ERRTHEXILX. 20T oY NS EFIEREMNELFF
OHAREMENH D EEBETREGARHY 7,

BAN— LTINS ERERE IR EHRRTIA 77 V0V T2y N THY BN TA
TIZIVHNOa~y RTHAINAE L L TN OPDOETRRDL Z LITEEL TSN, L—b
TT 4 ZEMH L Tpere ¥— 7V — RZEMNT S & L RO TREERMEEATLET,

! /pcre/ ismxAEGRBUIPHDMCKSY

515 DT A
o NIATVarORETT (EMRRIC B LRWAT -V Z2RETIEEICIZ/HAL
£7),

o /pcre/ 1% Perl EHLTEHIFI T4,
®  ismxAEGRBUIPHDMCKSY |MMEMiF 47 > a V DEEDOMAALE T,

FEROBICART LT 2T A —TTH50NERNSLZ EICEEL TSN, Zhicky R
Ty b B— KRN TRHEDA LT VY EKRBET H2DIZPCRE TINOLDXFEMHEH L%
B INL—NL DU RENEELLMRT S L 51Ch0 £9,

# 27-16 L X4 —7"95 PCRE X'F

TR —TFEh Ry AFva 16a—FeHH
EDHDHXF PHERH LSS L=8B4&

#(F o N—pE) \# \\x23
(EXamy) \\ \\x3B

| (i) \\ \\x7C

(mmy) \\: \\X3A

[V 7= > T, Perl E@Eﬁ?ﬁ%fﬁ%élfﬁf’?f@: EMRTE i‘% =& ibi‘\pcreiexpression &
"pcre_expression" &0 T, 5| AMNEE TIERSMBETH T2 IHAA—=U g SERLTWV AR
BEER YOOI BIAFEERT I AT v a vttt n TnWET  REZOL— L&

N—)v T 4 X TERIRT DL BIAFRFRRINEE A,

ifl\m?regex? %@ETHEJ‘@—ZD Z & %)VC% iﬁ‘o Z \:VC“\? 1%/ L)WWDIX@J ) X?T‘j_o IE%E?%EEWVC
ATy ab—HIEAIVERHY RNy I ATy vakffoTENETAr—T7 L 720

LA, I eEATcE 4,72 & 21 n2regex? ismxAEGRBUIPHDMCKSY Z{HH C& 4,22

T regex I% Perl A ¥ IEHI K, i smxarerBUTPHDMCKSY [TERMF A4 7 > 9 v DEBEDOHLE YT
T, IEBIRBLOE ST OFEMIZ OV TiX Perl AMLERFRBLOILA (27-39 X—D) 2SR LT

AN

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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LIFDETIX A2 pere =T — FOEZAERT 2 HIECHOWTHLIHHAL ET,

e Perl HMAIEHFI O EAR (27-39 ~X—) TIL, Perl ALHIESI R T D —RE R HESCIC
SWTEHIA L ET,

e PCRE Effi+DA 7 a1 (27-40 X—) Tl EMHEHALE T 50l TCEx 547
Ta iz oOnWTEBLET,

e PCRE F—U— REDH](27-43 _X—7) TIZ N —NMIZEBIT B pecre F— T — KOG %2 7R
LET,

Perl A #AIEHRELDHEAK

# 27-17

7 A & X :Protection

pcre ¥ — U — RN TIX FEAED Perl A EH KB (PCRE) XX ZHHTCEET U TFOHTIE,. 2D
WS OW TR L ET,

[

Z Z CIZ PCRE T Al REZR FEAREG 2048 LI DWW CEA L £ 9728 Perl 8 X O"PCRE & D A4
SAL VT L ART v 7 C ELICELWVEREZSRTAZ L L TXET,

A HEF
Z A & > A :Protection

AL SCFIFERRBN TR ZREREZRF S U 7 I NV LF T, A X LF 2 IERRBIN TN
HEEITNTEDORNIN Y I AT vy a2 TR =795 | MERHY £,

R DFIZ PCRE THEJIAEE/R A X LFIZOW T L. ZNZEn D623 LE T,

PCRE »* 5 X%

A ZLF

B Bl

WATUSNDEEDO LT & —F L E 3 &/ |abc. IE.abcd.abclabct 72 E & —F L £,
Tvarb LTs BMEHINTWDEAIL.

BITXFbEENET,
* &)éi?i fifiﬂm 0 Eui@mfﬁ& *ﬁ abc* ﬂi\abc\abcc\abccc\abccccc /—ci & & *ﬁb
= ESE 2

HAXFERITIXKOOBIEZIZ 1 EHOHB  |ape? X abe & —F L F9,
L—FHLET,

&)53(?& f:(iﬂ@ 1 Euﬁ@ﬂjfﬁd&*ﬁ abc+ ﬁi\abc‘abcc\abccc\abccccc 7L£ k&*ﬁb

LET, 7,
0 :T:té) 7‘11/*‘70’1[2 L/jf'aﬂo (abc) + Gi\abc\abcabc\abcabcabc fi k 2_’_ *ﬁb
ESr A

&)5X$i 7= ﬂifﬁ@*ﬁ(@iﬁ@ﬁﬁ%fg%?ﬁﬁ a{4,6} li\aaaa\aaaaa\if’_li aaaaaa E*ﬁ Lij—o
LET, FIRE ERZRET H2HAICIET _
B e FIRE D o CIKE) ) E (ab) {2} {X abab & —FH L E£7,

WFITARTERTEET . By POFTHE |1abc1e3) Fa Fld v Fhidc e &KL
BRENDEEOXLFTERIILFOMBEED |FT,
ﬁc:#ﬁbi‘a—o

FEHOHEETaLry T oV ERELET.E [~inld.info D "in" & —FH L £9 2. bin T
XTI TAOHPTHELE LTHEHASN | —HLEFAra] 1 a ZEERVEEOXLT

£, e —HLET,
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7 27-17 PCRE » 5 X% (§&)
A H T FLEA 11
$ X?ﬁﬂ@ﬂif«éfﬂ V?V\‘/%E!B/Er\ Ljﬁ'@’*o ces$ 4. announce ND "ce" kgﬁzbi—g«zﬁ\cent
TiIT—HLEHA,
| OR XZEZ/RLET, (MAILTO |HELP) |&.MaILTO F 721 vELP & —E L
ij‘o
W\ AANLFEEBEOLFTELTHEATEET, (W IZE VA RE—FL - FZTRAZ T X7 L
FEFMERINTELTI IAEZRETD | —H L W IENRNY I ATy a2t —HLET,
oz bEbivET, waldF s —H L o widEHFE &L 7,
PCRE TOILFY 7 ADEMITIEIZ DWW T,
LFT T A(27-40 X—V) BB LT &0,
XFET T A

Z A & > A :Protection
WFEI AL EREHE.EHT . BLOEAXERS Y 9, K0y aTHATHE O XFE
T AR TEET (A X LT Q739 X—=V) 2B, T FAIERD I T A S LI E
LFEAATDOYa— "y b L THERTAZEL TEET,BIMOEMi+/2 L TXFET T A
EHHATDE N OOXT7 T AT I 1 XFIC—HLET,

RDOFIZ PCRE THM TE 2 FANEROLF 7 7 ADHM L 2R L ET,

Z# 2718 PCRE X %2 7 X

XFT7 T A A XFT T ADES

\\d B () & —FHLET, [0-9]

\\D BEUNOIEBEO LT L —HLET, [~0-9]

\\w BT GE) E—BHLET, [a-zA-Z0-9 ]

W PR FUNOEE O FE B LET, ["a-zA-Z0-9_]

\\s A=A IF T AT B L O EE T | \W\\n\\f]
EHLTEHLET,

\S 2EALFTLUNDEEDO LT E —F L ET, [A \r\E\n\\f]

PCRE (&8 + DA 7 a v

Z A & > A :Protection

pcre F—U— ]\O)ﬂEO)E’jTEfEé‘%ﬁﬁ%j{%*ﬁﬁg Lf:f(ﬁ\{l%ﬁfﬁj‘7°“/ =) V%{%ﬁﬁf% i‘j_o :h %
DAER 1%, Perl,PCRE, 35 & U" Snort [E4 DALFRRERE 2 5217 L £ 37, (&A1, % 1 PCRE fED K
B IROEATHEL L £7,

/pcre/ismxAEGRBUIPHDMCKSY

Z Z T.ismxAEGRBUPHMC |[ZIL IRD TR TEBEDOEA L a v 2EGD DL ENTEET,

bk AT a o CUERRBEEMA T a VESIHFFTHEGZ ENTEET (e 21X
" /pcre/ismxAEGRBUIPHDMCKSY" ) o 5| HEFIMEE Tl METH -7 IHX—T 3 IZIBIL TV D
RBREBE R —YODIC 5IAFEMERATIA T v a vt En TnET  REZDOL—L
E—) 2T 4 X TERTDHE FGIABENERINET A
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WK DFNZ Perl LBMERE R BT T DI TE L2 ATV a V2HBFLE T,

ZF 27-19 Perl B5#EDIEH Z B HiA T > 3 >

FFSav Bz

i ERBHRHCRLFTLNLTFEXBIL2WE I LET,

$ Ry FXCFOBITERZ T W\ XTFEBRLSITR_XRTOLTFERLET A7 a & LT s 24

MT2Le. 2zt —"—J4 FLT. BT XF 220 TN TOXF% Ry PXFIZ—HSHE
HIEWTEET,

m T 74N N T OOXLFINIEE L TN O R DB AT L LTHbDIL A & s ITREDLFHIDSE
BB IORRBICHELET AT va s LT m AT L ~BLOs 1INy 7 7 OEHEE
TIIREBET TR ANy 7 7 NOUAITXFOERMEITERZOa T oY b —HLET,

X TR =T ENI(Ny I AT v v aPBBiTT )58 . BLOXFZ 7 RCEENLHE &K
EVEAT A LFENRARE—NICHBIL TOZEN 2 B LT,

WDOFRICIERFBB OB AITHE ] T& 5 PCRE Effi O A Z R L E7,

# 27-20 PCRE BEDIEHZTHA T > 5 >

FFrav 2HER

A LFINDIEACTNF = N —HTIHIVLERIH YD FT(EREHT~2HEHLZSGAERLT),

E RBEDOLTFTIORRBTOHL—HFTHLEHIICs ZHRTELET, B B2EDLRV s X ZNNHITT
HOGARICIIREOXLTOER L B LETHA MOKITXFOEATE IT—HLETA),

G TN T + BLO 2 WERE~yTIEFITLET . DF D EHEO -ER RO -T28
A ELEVHENBINEINFTET .G LFE2MEAT DI EZOIENEE I N FIZHRADO —EN
INHLDOXFTERINET ZELEACEMNFC) RS GAEZRESET . 2L 21T 2 +2
BLR 2 X .GEM T E2ESTMENTRE~Y Yy T E2FT LM AN S /ey « « F 7
F DHBLEGSIRE~ Yy TEETLERTA,

DI ERRBLOZRASIMHEMN TE 5 Snort [HA DEMTOHMHEZRLET,

£ 2721 Snort [F]7 D IEH 2 B8 D ELfF

FFrav 2WER

R N— IV 2 P TRODSTERED—BORBE R LT, T D527V ERRLET,
B TNy il o TCTa— RENBDHOT—ZRNOa LT oY ERBELEST (LT

VA :/ﬂi\content if:’_ Ix protected_content F—U— ]\ k k %_) |Z Raw Data %I%{%@ﬁﬁ‘é‘é%
ATV ET),

U HTTP Inspect 7'V 7't v HiZ L > TF 2 — RENEHLEA HTTP ZRk A »t&— @ URI
NOaLT UV ERRLET, Z2OA 7 3 & content 7213 protected_content F— T — KD
[HTTPURI A 7Y a v Z—#IEA L CRLar T oY BB TERNWI LITEE L TLEE
VBRI DO WTIL HTTP 2T Y 73 3 (2724 =) B LT EE 0,

() AT T4 MBS HTTP Bk 87 v MOFBERO URI S ENTCVET, U A
T arvEESLPCRERAHAT AL, — L o Uit AT T4 A XN
HTTP Bk FNORHO URI TOHRaLrT Y —FHEMRBLET, X7y N
DFT_TD URI ZMZET DHITIL, U7 3 v &ffio7- PCRE R& —F i -9 25 )
E o MICEMR72 <. [HTTP URI] % &R L 72 content F 721X protected_content F—
U—REFEALTLEIW,
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& 27-21

Snort [EFH D IEAEZBI DEST (REE)

FFrav

B!

HTTP Inspect 7'V 7'mt& v 2L o> TFa— K47z raw HTTP 3R X &2 —2 D URI ND
a T UVEBRRELET, Z2OAF T 3L content 721 protected_content X — Y — KD
[HTTP Raw URI| A 7'V a v &2 —fICEH L CALa vy 7Y ERBTERWVWI LICHER
LT EENVFEHICOWTIZ HITP 250 73 g (2724 A=) 2B L TLE
W,

HTTP Inspect 7'V 7't v HIZ K-> TF a— NS ESEHZ HTTP ZR A v & — AR
DR TarF oY ERRLET M OWTIZ HITP 2T Y 72 3 (2724 ~<—20)
C.content L W protected_content ¥—Y— KD [HTTP 7 714 7 > b A7 4 (HTTP Client
Body)| A7 v a v BB L T EEWN,

HTTP Inspect 7'V 7' mtE v 2L > TFa— RIS/ HTTP EREZITIEEA v E—T D
(cookie Z R )~ X —HNDa T UV EBRBLET,ZOA TS a9 & content T2
protected_content ¥ — 7 — K@ [HTTP ~~ % — (HTTP Header) | 47"+ a2 v % —#&IZHEH L
T RLarvT oY ERRTERNI EIZEE LT EZS W IO W TIL HTTP 27
YV AT a (2724 N—=U) AR LTI,

HTTP Inspect 7'V 7t v HiZ K> TTF a— RSN RKIMT.O HTTP ZR E 72 I13EE A v

T — D (cookie R )Ny XF—HNDOaA LT oY ERBLET, ZDOA 7 9 & content F
7213 protected_content ¥ — U — F® [HTTP raw ~ v # — (HTTP Raw Header) | 47> a » %
—HEIHEHL TR ary T Y ERRTE RV LIZERE LT EI W GEIC OV TIE,
HTITP 2T Y 72 a3 (2724 X—=) 2 LT 730,

HTTP Inspect 7'V 7't v 2L > TFa— NS ESEH A HTTP R A v & —T D A
VR TZ7 4= VRO T UV ERBLET A v K7 40—/ R, URI Cilksl & sV
V= AZK L TCEITTRET 7 ¥ 3 > (GET,PUT.CONNECT 72 &) # %5 L £ 9, iz o
TIZ HTTP 2> Y 47 3 o (27-24 X—) T, content BL W protected_content % —
7 — R® [HTTP A Y v F(HTTP Method) | A7 a3 2B L T &V,

HTTP Inspect 7'V 712t » %@ [HTTP Cookie D% 4x (Inspect HTTP Cookies)] 47> a VN
N T2 > TV DAL HTTP ER~ v 4 — O cookie NDIEHULFE = 0T Y R L E
T, &6, 7Y T ety YO [HTTP JSE O A (Inspect HTTP Responses) | 472 5 & N 4)
2722 TV A EATL HTTP &~ v ¥ —® set-cookie N b8 L £ 4, [HTTP Cookie DFFE
(Inspect HTTP Cookies) ] 23 H T 72 > TWRWEA X, cookie F 7213 set-cookie 7 — % & & e
Ny X —BRERRLET,

WDORIZHEE L TLTEEW,
o AvEB—UARNIZEEND cookie T AXDa LTy ELTHRLOUET,

o ZDA T a & content 7215 protected_content ¥ — 7 — RK® [HTTP Cookie] 47
varE—HIBERAL T R LarT oY ERKET DI EILITEEHALGEIC OV T,
HTTP 27 Y 473 v (2724 X—) S LTL S,

® (Cookie: “\“/5\“—% &L set-Cookie: “\/g‘—%\“\/&‘—‘ﬁi@%ﬁix&‘—x\jﬁi@\/\/
X —{TDORED Y Z~T crur 1 cookie D& L TTIERLS A~y X —D—f & L THRAE
SNET,

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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Snort [EFH D IEAEZEBI DEMT (FEE)

FFrav

B!

HTTP Inspect 7° U 7' 11 & » % [HTTP Cookie D4 (Inspect HTTP Cookies) | 47" a L NG ZhIZ
725 TV DEAIL HTTP ZR~» % — O cookie NORMLO 2 T Y R LET, S BT, 7
U7 at ¥ O [HTTP &5 O (Inspect HTTP Responses) | 47> = VISEZIIZ 72 > TV B A
{Z HTTP 5~ & —O set-cookie N b #i52 L % 9, [HTTP Cookie M2 (Inspect HTTP Cookies) ] 3
BN 72> TR WAL, cookie F 7213 set-cookie T — % Z & do~y X —RKE BB L £9,

WO FITIEZE L TLFE &,
o AvEB—UARNIZEEND cookie X AXDa LTy ELTHRLOUET,

o ZDA T a & content 721 protected_content ¥ — 7 — K@ [HTTP Raw Cookie] 7
TrarvE AL TRy T Y ERET DL TEEHAGEMIZONT
WX HTTP 207 Y 473 (2724 =) 2SR L T &,

® (Cookie: “\/&“—% & set-cookie: /\/&v—%\/\/&“—ff@ﬁlﬁffxf\(’*—x‘%ct()\/\/§“—ff
D&Y %78 T crer 1d cookie D—HE L TCTIHRLS A~y X —D—8 L L THREINET,

HTTP JGEND 3D AT —H A a— Raff LET GBI OV TIEZ HTTP =27 Y 4
70‘:/ =l V(27-24 /\0—7) wC“\content j;SJ:U\ protected_content ’\"?“—'7“_‘ ]‘@ [HTTP 15“‘_‘&
A 21— K (HTTP Status Code) | 7> a v 22 L T &0,

HTTP JEBERND AT — X A a— RIS D7 F A MRtk &2k UE 3, dElc 2T,
HTTP 2> 7 Y 473 3 2 (27-24 ~X—37) T, content 8 X W protected_content F— T — R

@ [HTTP A7 —H# A * v+ — (HTTP Status Message) | 47> 2 VS L T 72 &0,

U7 arbtRETVa A ELETHEHLAZWNWTSEIWN N7 +—~< U ADREN
RAETAREERXHLY FT . E- MO HTTP =257 Y 7> 3 (I, P.H.D.M.C.K.S F7-
YY) EHAEDLDETC UL T a2 FERALRNTLS RN,

PCRE &% — 7 — RfE D]

Z A &> A :Protection
RIZ . pecre TANTE HMEOHZR L. ZNENDOHFI TN —ET D0zl LET,
® /feedback[(\\d{0,1})]1?\\.cgi/U
Z OfTliX. URI F—X &:@ﬁga%éﬂf:\feedback D%IZ0 ﬂﬁlifz&i 1 1@03;&?\ Bz
cegi DM A Y AZ A E Ny b A m— FNTHRRLET,
ZOBNILLTFOb D E—F L ET,
® feedback.cgi
® feedbackl.cgi
® feedback2.cgi
® feedback3.cgi
ZOBNT U TObLD LT B LERA,
® feedbacka.cgil
® feedbackll.cgi
® feedback2l.cgi
® feedbackzb.cgil
® /*ez(\\w{3,5})\\.cgi/iv
Z OB TIZEIAD ez DFRIT 3~ 5 LFDOHGE, S BIT cqi D LFHNE /T b~ A 1—
RNTHRHELET, ZOMBTIIRLFL/NFEXFEST URL T —F T 2R LET,
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ZOBNZLLTFO b DL —H L ET,
EZBoard.cgi
ezman.cgi
ezadmin.cgi

EZAdmin.cgi

ZOBNIZLLFOBD L T —H LERA,

ezez.cgil

fez.cgil

abcezboard.cgi

ezboardman.cgi

/mail (file|seek)\\.cgi/U

ZOBITIEURI T —ZND mail DZIT file & seek D EHL L0 < LFFN %37 v b
N r— R THBELET,

COBIEUTFObO L K LET,

mailfile.cgi

mailseek.cgi

ZOPNE L TO LD EIT—HLERA,

MailFile.cgi

mailfilefile.cgi

m?http\\\\x3a\\x2£f\\x2£.* (\\n|\\t)+?U0

ZOBITIEAEE OO LT 0% A28 D HTTP BRI D ¥ 7 F 7213817 L F % 79 URI
QT UV Ry R a— I\P‘ﬂffﬁ?’é LET, :@ijai\m?regex? % {f A L/wc\ftwc
netp\\: WA\ ZE I LARANEIIC L TWE T ama DRIy 7 2T v v andhd &
WCHEBE LT EEN,

ZOFNTLLTDO LD L —E LT,
http://www.example.com?scriptvar=x&othervar=\\n\\..\\..

http://www.example.com?scriptvar=\\t

ZOFIZUTOLDLIT—HLERA,
ftp://ftp.example.com?scriptvar=&othervar=\\n\\..\\..
http://www.example.com?scriptvar=|/bin/sh -1i|
m?http\\\\x3a\\x2£\\x2£. *=\\| . *\\ | +?sU

ZOFITIE, (BT 2 AT EREOREOLTORIT 1 DDOHES S HLIEEOEDOL T
B[ E G L TXFRFGEL LV OO URL /%7 v b XA m— FNTHRELET, =
DI TiEmzregex? Z M L T T neep\ v/ ZEEH LARVE S ITLTHET,
ZOBPNILULTO D E —E L ET,

http://www.example.com?value=|/bin/sh/ -i|

http://www.example.com?input=|cat /etc/passwd\

ZOFIZUTOLDLIT—HLERA,

ftp://ftp.example.com?value=|/bin/sh/ —i|

http://www.example.com?value=x&input?|cat /etc/passwd |
/[0-9a-£]1{2}\\:[0-9a-£]1{2}\\:[0-9a-£]{2}\\:[0-9a-£]1{2}\\:[0-9a-£f]1{2}\\:[0-9a-£f]{2}/i
ZOBITIZMAC T RLAZNT Yy b XA a—  FNTHRELET, au U FR ANy 7 X
TV aTZAT—7EINTNDHZLITERLTIEIN,

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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JV—JVIZ A BZT—H ZBINT5

5 A &> X :Protection

metadata ¥ — U — F&HHT 2 & R EREZ /L — /BN TE £, 8 L ERZEH L
T =—XIZH I FIETLV— VRN LD V— L ERE LY TEET,
VAT MMIRDOTERIZHEASANWTAZF—Z ZEE L £1,

key value
Z I Cokey & value IE, 24— 2 CTRY) bR DA S DETT, ZHiE, & 2 2 £
=V AR T —Z ZBINT 57212 23 VRT THHA S TWAER T,

FLIFT RO EMTT L L TEET,

key=value
7o & 2 key value BRTIRO X HT TV YT HT TV M LT AERE & BAFIZ
KoTn—nzi#pcExd,

author SnortGuru_20050406
1 DOV — VN THEED netadata ¥ — YV — FEMHTEET, 72 U TFTOFNIRT L DI,
i#@ metadata ¥ — U — FWT@@@ key value AT — }‘ A ]\ 7%77 ‘/'VTIZJQJ%) Z <1: %)
ISSEXE

author SnortGuru_20050406, revised by SnortUserl 20050707,
revised_by SnortUser2_20061003, revised_by
SnortUserl_ 20070123

fFHTE 3R key value & key=value FPIFICBEENETA L. 206 0ERICE S
MEEICER T AHIRFEE > TBSSLERDH Y 7,

HIRR & T B UF O ElEE
Z A & > A :Protection

ROLFHIPPIZER LT EEN,

* metadata ¥— UV — RN TEIav (O)Can )M LRNTIEZIN,

o W= EMHEHTHEHEITIT D key value £721F key=value A7 — b A > h DXV 3T
FTLELTHUBRREND Z LICER L TSV RIZH 2R L ET,
key value, key value, key value

4 ’%'F%(=)if:ii?ﬁi?%ﬁﬂﬂ?‘é%%&:&i\%ﬂ60))'C$75> key L value @Fﬁlﬂ@g@] 'S
FTELTHREND Z LICEB LTS ESWN KRIZBZ R LET,

key value
key=value

Z DM DFT N TOILFHMEM ATRE T,

service A ¥ — & DB
7 A & X :Protection

W=V T NI N T T 4w 7 EGHIT LT T 720123y FNOKRA MZET5T7
Vir—agy ek :‘/V‘%;@&%ﬁgé\fé service A X7 — X fif &= DT T T 4 T =&AL
FT,.INB LA WNEES VAT AFIA—AE N T T 4w 7 I EALERA KA NIT S
Vo—vay e b aViFRNPFEEL2WEGS 70030 — VT service A X T — X NEEN
WS VAT MFINV—VAOR— ML LTI I 740 v 7ROR— b EREL NLV—IL%E
N7 4w ZICHEATDNE DAL ET,

ORI, 7V r—va VERICESS N T 74 v 7 EN—NVDOBEEZRLTWVET,

Cisco ASA with FirePOWER Services @ — W /VEBBRENT A K
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Apply rule if
active in
intrusion policy
and matching
part in traffic

Y

Hast in
netniarks?

Apnplication
traffic
in packet?

Application
metadata
inrule?

Do not apply rule
to traffic

Apply rule it
active in

intrusion palicy
and matching
host application -

inforrmation g

TV r—ary7a haloiEiliicl o T — L2 RBET 51001 netadata ¥F—V — R &
key value er‘_‘ I‘ ){ Ve ]\%fﬁﬂ%ﬁ‘é%\%#% V) i‘a—o %@K%E\key & LT service\j;o)c]:'oi value
& LT77OU /7-‘—:/9 \/%#E!ﬁﬁiﬂbiﬁ—o fik i(i\/ka:ﬁ?‘j_ metadata ﬂF_]j_ ]\W@ key value
AT —KMAY NI V=% HTTP N7 7 ¢ v 7 [ZBEAT £ 7,

service http

WOETIE XS RERT 7V r—y g VEIZOWTHA L E9,

(B) RICGENRWT TV r—ra v BERT DEDICITEDPLELRGAIL A — MY TR
WADbEL I,
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ZF# 27-22 service &

1B B

dcerpc SEasCa—T 4T EEBIVE—F 7Ty —y a—)L VAT A
dns RAAL Y F—Dh VAT A

finger Finger User Information Protocol

FTP File Transfer Protocol

ftp-data File Transfer Protocol (77— % F v % /L)

http NANR—=TF A MEET 7 an

imap Internet Message Access Protocol

isakmp Internet Security Association and Key Management Protocol

netbios-dgm

NETBIOS Datagram Service

netbios-ns

NETBIOS Name Service

netbios-ssn

NETBIOS Session Service

nntp Network News Transfer Protocol

oracle Oracle Net Services

pop2 Post Office Protocol /N— 2 > 2

pop3 Post Office Protocol /3—37 = > 3

smtp Simple Mail Transfer Protocol

ssh X7 v Ry NU—Y Fa bhan
telnet Telnet £ v FU—7 7u haji

tftp MU ET IV 77 AVERET v R ajL

x11 X Window ¥ A7 A

TFRFEHA BT — & DEEE

7 A & X :Protection

metadata ﬂ?‘_‘g‘_‘ ]\T&iﬁk@%%%ﬂﬁi*@%@kk Lf\ifﬁli key value X?‘_‘ ]\ A ]\Ij\j@
F—L L THEALRNTLSEEWN, 25T VRT i PRENTHWET,

TV r—va v

Engine

impact_flag

os
policy

rule-type

rule-flushing

soid

O—H N = LU S AT E AT — 2% 89 LTHEBMT 2 XLEND
HEEHIT AR — ML ICBRWEDLEL TSV FElIcO W TIZ. e —h L —L 77 A )LD
AR —F(43-16 X—=V) BB LTI Z I,

Cisco ASA with FirePOWER Services 7 — W /VEHZRESTA F 1
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IP~v % —fHDOKRE

5 A &> X :Protection

F—U—RKeEATHLE Ty FODIP Ny X —DPTCHESLE X2 )T 4 R —EXDOA]
REMEZ TR T £, MOV TR RDOEFEEEZSBR L TLEE W,

o JITAUENEY METFTRESAE Y FORAE (27-48 X—)
o IP~y ¥ —ilBE DK (27-49 ~—)

o FRESNIEIP AT Y a Okl (27-49 =—)

o HEINZIP 712 haFEFOMWH(27-49 ~—)

o RT vy NDHEAT FT —ERDOMRIE(27-50 X—)

o /N7y b OFFHE T RERFRHE O A (27-50 ~— )

777X By MEFPREAE Y FORE

Z A & > A :Protection

fragbits ¥ — VU — ]‘{i\IP/\/&"‘W®7?7)l YFEYRETREY I %*ﬁﬁbij‘o/£
by R TR, THRIE v b More Fragments £ b, 35 & O Don't Fragment £~ b Z{LEICHAE

PETHRETEET,

#* 27-23 Fragbits 5/#Dfe

5% B

R FHIEHE Y b

M More Fragments £ > b
D Don’t Fragment £ »

fragbits ¥ — U — K& > T — LV EWHET 572D KOFRITRTHEE - E2 /L —LNOF|
BEOH%AICHEETE £1,

£ 27-24 Fragbit 557

HET B

7T ARG (+) N7y MIEEESNZTRXRTOEy b —HTHXLERHD £9,

T ALY AT (+) Ny M RESNZEDOE Yy he—HTHZ L TEET,

JEBERT (1) BESNZEDOE Y hHERESNNTWRWEGEE X7y MR-
L/\ijqo

el 21X, (o vy hOFE L TERERIZ) DR E L TREAE Y RRREINTZ AT v b
@:;@LVC/I)/\\/ }‘ é’éﬁ‘z—g«éazci\fragbits Tﬁk L TR+ %ﬁiﬁﬁ Li‘fo
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IP~v & —RBMEDORE

)
()

Z A &> A :Protection

X —U— RN F—UV— R THEESNAEICHMOL LTIP ~y X — 777 2 MNghl
T4 =V RERELET, —HOV—E ALY = LRAXF Yy X DT 4 —L RE BHIC
B TELREDEFEFICRELE T, 72 & 21 Synscan AR — F 2 F ¥ &3 % SID 630 T
IX id DS 39426 (A X ¥ T DR EIND Xy hDOID FEH L L THEDILD FFIZ2E) ICERE
ENnET,

id BIEEITEE TR uiEe v 8 A,

BEINIPA T g Oi5|

5 A &> X :Protection

tpopts ¥ — U — REMHMTH L FBESNTLIP Ny FX— 4T a2y FNTHRERETEE
T IRORIZ A FIRER BB Z R L E T

F# 27-25 IPoption 5/#

5%k B

T R A FLoR

eol U2 MDOKRE

nop FRb—va il

ts H AL AZ T

sec PEX=U7 1 FFar
Isrr B TR VR E eV —T 4 v 7
SSIT R IR EE TN —T 4 T
satid A N U — N5

TFUV AP OEBRICERT 2O EEREGF TNV —T 4 7 LB ThRVEEFETL—
FUTTT, INSDF T a NIEETLIP T RLADA TS —T 4 &R LTS BEME
NHDHT-HTT,

BEINEIP o b aEE0T|

7 A & X :Protection

ip_proto ¥ —U— F&MHT 2L . F—U—FOEL LTHRESNZIP 71 b arzEie s
Ty NEBTEETIP 7 m b o ~255 OFfEE LTIRETE £ .71 b aLFEso
SER72 Y A MZ-DW T, hitp://www.iana.org/assignments/protocol-numbers # Z M L T 7231,
INGLDOFESE <> FiF  HEFEMAGDEDLZENTEET, 2L XL ICMP LS D~
O halEHEHLTWAE NI 7 4 v 7 ZRETHITIE 11 & ip_proto ¥F—V— RO & L THE
HLET 1 DDNL—/LINT ip proto ¥— 7V — REEHENZOTe> THEHTEET 2720,
= D FF =T — ROBEA A Y A% T — L FIBIHR (AND) &R 2 Z & 121k
BELTLE&E W, & 2 ip_proto:13; ip_proto:16 X HIp/L— /L Z{ER LT-HHE . ZD/L—)L
L GGP 71 ha LB LUTCP 7o ha T2 857 4 v 7 2R LET,
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Ry "DEA T FT —ERXDOBRE

Z A &> A :Protection

—HOF Y NT—7 TIE Ay NTV—7 LE2BE#NTLI Ty NOEXREERETDXA T 47
B —E 2 (ToS)ERAETN ENFE T o tos F—V— FEHENTHE . F—U— ROgETHESNT-
EICEL LTy hOIP A~y XA —ToS EZHBTCEE T tos F—TV— F&2EHTBH1L—1
1%, ToS HFEDEICHRE SN, L b /L—/LINOE Y ORAELR -4/ v M LT R
H—rLTHEHESNET,

tos DBIEEITEME TR IFIER Y ¥ A,

[ToS] 7 4 —/v RIZXIP ~v ¥ — 71 h 2 /)L CIEIEHELEIZ 72 U | [Differentiated Services Code Point
(DSCP)] 7 4 —/V RIC@E&EH|Z LN TVET,

Xy b OTFRE AT RER RME ORRE

7 A & X :Protection

X N OTF R FTHEREE (time-to-live, ttD) fEIX, /N7~ MM I N D ENCAER TE 28 v 75

ZRLET el F—U— FEHEHTHE . F—U—FO31¥ e LTHESNEE 2 IHMEOH

PO LTy hOIP A~y X —tlfEEZRETCEET el F—U— R RXTRXA =X %0172
EOBRVMEIZERET D EHZNLSZ ERH Y 9, 2T ARW T rTRERFRIE 2 L — X L— |

RBRABREORLEZ R L TWDIEANDH LD TT(RB,. ZOXF—U — RO R EITT A

ADRRESEX Yy U —7 bR Lo TR £9)  ROETEEH L £,

o TTLEICHFED 1 DOEAHRET HITIX.0 ~ 255 OB AZMEH L ET HORNCEE (=) %
fTiFsz b TEET (T s Fld =5 ZIRETE L),

o TTLEOHFHHEARTET DI ANA 7O EFHLET (2L 21X 02 1F0~2DFT T
D -51Z0~5DFT_RTHOfE. 5- 15 ~255 DT _XRTOEEFNEFNIELET),

o FEDEIYKREWTILEZHEET AT KRV IBEG) A LET (2L X >31F
3L REVWIRCOEEFEELET),

o KEEDMELL ED TTLEZIRET AL K20 M a— ] iBsGa) 2 LET (2 2
Es=3 X3 kDT _RToEEIEECL 1),

o BEDMEIV/NSWTTLEZEET DT /20 15 (QEEHLET (o & 21X <3 1T
3L/ ENTRTOEEIEELET),

o KEEDMLLFD TTLEEZRET 2. /N2 fa— 1 igE(«=) 2 LET (2 2
X <=3 X3 L FTOTRCOMERELET),

ICMP ~» & —{HEDIRE

7 A & X :Protection

ASA FirePOWER €Y 2 — /L THR— SN 5F—V— FZ2EH$2 & ICMP N7 > k ~v
H—NOBESLEX 2 VT 4 AU U —EREZ#H TEET  RBATEALEDICMP ¥ 14 7'H &
Ra— FE2BHET3EFRMERL—ANHLZEICEE L LSV BFEOL—LZHHT
L BEFEO N — SN T =BV = VBB T 5 2 L2 BE L TL 2S00, ICMP L —
NN OERT S L0 b, =— X &0 — L& BT 5 5 AR O iz 72 % Al hetE
B ET,
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ICMP [HA DX —U— ROFEMHOWTIZ U FOEAZRL T Z &0,
o {72 ICMPID fH & > — % > AE DA (27-51 ~<X—)
e ICMP X vE—¥ ¥ A 7 DA (27-51 _—7)
e ICMP A vE&—¥ a— KO (27-52 2—)

A7 ICMPID fE & o — 4 o A ME DB

7 A & X :Protection
ICMP O#BIE 5 & v —47 o A% 5 1L . ICMP & & ICMP Bk 2 B#AT 175 9 2 THRIYEB 9,
BEONT 7 47 TR INOLOMEIF Ny MZEIIZEID Y CTONET, —5D a2/ 3— |
F ¢ %L ¥ L O Distributed Denial of Server (DDoS) 7' 12 7' Ll 172 ICMPID B L O\ —4
VAEEFEALET RO =T — REFHT D & EHRMEE T ICMP X7 v N &R T
\ij_o

icmp_id
icmp_id ¥— 7 — RIZ. ICMP = 2 —ZERF 2 135E 7 v O ICMPID 5% & L1,
ICMP ID & ST D8l % icmp_id ¥—U— FOBEE LTHEMRL £,

icmp_seq

icmp_seq ¥ — 7 — FIEICMP = 2 —ZURE I ITUSE T v PO ICMP v —7 v 2R L%
FLICMP ¥ — 7 U AFBITHIET 2 BIEZ icnp_seq F—U — FOJIH L LTHEMLET,

ICMP X o E—2 A4 7ORE

7 A & & :Protection

itype ¥—U— REMHA L T HHED ICMP X vt —2 A FlE Gy NERFELET,
AZN72 ICMP & A TAHE T2 IX R 72 ICMP & A TEZFRE L T S L SERIATD T 7 v
7 HREBETEETUCMP ¥ A THF S DOTERIRY A MTHOWTIE
http://www.iana.org/assignments/icmp-parameters [#55] % 7213 http://www.fags.org/rfcs/rfc792.html
[FFE AR LTS W) et 2 P —ERESHBES T T v T 4 VI RBEFASE DL
OIZHEZE DI D ICMP ¥ A TEZRET D2 E0H D £7,

720 1 (<) ETRZ2D () ZMEH LT icype SIBMEOFH Z R ETE £7,

RIZH R L £,

e <35

e >36

e 3<>55

[

ICMP % A 7& 5 D5EA7e Y A M- DWW T, http://www.iana.org/assignments/icmp-parameters
[FE5E] F 7213 hup://www.fags.org/rfes/rfc792. html [FEFE] 2SR L T2 &0,
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ICMP X v+ — a2— ROBE
Z A &> A :Protection

ICMP # v &= ICIZ SN EERETH D 5B OFMERT 2 — MERTENLZ LNHY
F9.(ICMP A v &= a—FOFEERY A& TNENICEET LA vE—Y A 72D
VNI, http://www.iana.org/assignments/icmp-parameters [$75] OF 2 HE BB L T 7E & W),

icode ¥—U— R&MifHT 5 & HEDICMP = — Rz &ie 7w FEFERI T ET. G972
ICMP =2— Rl & 4072 ICMP 22— REOWT NN ERET LI LI  SEIEhFATD
N4 v ERAETEET,

(720 (<) ETR720 1) 2 LT icode BIEMEDKIPZ 5 ETE £7,
I ZRLET,

e 35 L Mxéb\@%*ﬁ?@fréc:amﬁ LHRELET,

° 36 LU RESVWEAMKRT DITIE >36 LIFELET,

e 3~55DMIZ %é1ﬁ%fﬁﬁ+?‘é IX.3<>55 LHRELET,

BV b icode ¥—U— 1<‘k1typeﬂ% U— RN —fIERTLE WA T D 877 1 v 7 i
TEFET. 2L 2T ICMP B ERIZEARGE 2 — K ¥4 7L ICMP A— FEFEREa— R ¥4 7%
&t ICMP h774/7%¢fmﬁ“é 1L E 3 D itype ¥— T — K GELEHEREE) & 3 O
icode ¥ — U — (T ]\@ %T )%? EL?T

TCP ~y X —fHL A R —A& B4 XDBEE

7 A & X :Protection

ASA FirePOWER £V 2 — /L TiZ X7 FOTCP ~v X —& TCP A h U —L4 H A X% ffioT
BITESNDIHEAZHANTLH7-2DDOF—TU— REFHTEET,TCP EHADF—T— ROFEHMIZ
OWTIE B TFOIHAESR L T &V,

o TCP RIS DA (27-52 ~<—)

e TCP 7 7 J#lAH G bOE OB (27-53 X—)

e TCPE/IXUDP V7 A4 7 MERITH— 7o —~D/L— /LD (27-54 ~—2)
o HH)72 TCP ¥ —7r » A5 DO (27-55 ~—2)

o FKEEDH A XD TCP U 4 > K7 OHI(27-55 ~—)

o FFEDH A XD TCP A~V — DR (27-55 ~—)

TCP SR B EDOKRE

Z A & > & :Protection

ack ¥—V—RFR&EMHFEHTLE N7y O TCP ERIGEE 5 LFHEOHEE R TCEET Ty
k@ TCP RIS EFE TN ack ¥— TV — RIZBESNTEE K LEZLEIC V=D R F—
ELTHERENET,

ack DB HAEIFEME TR IF TR0 8 A,
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TCP 7 7 7 A B HOHDKRE

Z A &> A :Protection

flags ¥ — T — R&MHT 5 L EED TCP 7 5 VLB ICHASbE THETX 4, AL
BONTy hCINOMRHEEINTWBEEE NV—AN ) H—L L THERAEINET,

~

() k. .flags DfEE LTa+ ZHEHA L T2 — 2T RV ITME established & H TP flow F—
U—FREALTLLEEWN, —RIZ. 77 70T XRTOMAEDLERRE SIS L HI2T 52,
7T 7 O FFICAE stateless %fél\@’ flow ¥ — U — FEEHTILENDH Y £9, flow F—
U — ROFEMIZDOWTIX.TCP £721X UDP 7 74 7> hEIFH— 7 —~D /L — /L DjiEH
(27-54 X—=) 2L T TZE 0,
WRDFIIRT flags F¥— T — FOMEEMHR ELITEET LN TEET,
# 27-26 flag D5 /%
5%k TCP 757
ACK T ERINE LET,
Psh Oy NTT— A REEINDILERHY 7,
Syn LW EEL,
Urg Ry MIBAT—2NgENTWVET,
Fin EBErALONE LT,
Rst Bl nRE’kTLE LD,
CWR ECN #E#E 7 ¢ > R o2\ LE L7z, IH RI 514k (P A%

MERF T D720z s & E AR — s TWVET),
ECE ECN — 22— [H R2 515k (AL A 2 HEFF T 2 72 D2 5] X fic
PHR—FINTHET),
Je
vy b BRAYEEEEIE Z0 (ECN) O FEMIZ DU Tid, hitp://www.fags.org/rfes/rfc3168.html TlE#H 2 2R L T

<TEEvy,

flags ¥ — UV — R&2ERIT 555 . 8807 7 71T 2BETEEZ VAT LI RT D20
HRAAZHEHACEET  RORIZ. ZNOOEEFOHPEEZ R L ET,

F 2727 flags & —#EIZE/HT S EETF
HET B il
ERANS Ny MIFBEESNTT R |jurg & all ZBIRT DL Ty NBBREAT I T E2E AT DL
TOT7 T 7% FLNTNDHY | ERHHZE BIMUOT7 7 VR EENLAREERNSH D Z L
ERH Y FT, HIETEET,
= N7y MIFEESNTEED |ack.psh. BX RNany ZERTHE NL—NLE RN H—E LT
T TG ENTEET, HT572010F ack & psh DEBLLN(EZITH L) D7 Z 7N
BRESINDIMERDHDLZ L . BLONTry NATHO T Z 74
BESINTWAAREELRHD Z EEEETEET,
VAV Ny MEIEBESNET T |urg L not ZIBIRTH L . ZONL— % N T—L L THEHT AR

Ty FEBFATIIRYERA, |7y ML TRAT 77 PRESNRNWI L AEETE £,
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TCP £721XUDP 7 S A T ¥ " EFITV— N 7o —~D)L— VD1

Z A &> A :Protection

flow ¥ —U— N2+ 5L . By va VRMEICESOHTAL— L THREINDNT v b 2R
TEET flowF—V—REHEHTLZ LT A—NOBEHNRERD VT 7 v 7 7a—J
ERELTC 7279470 7a—¢H =N o —0EL00IN— L EEH TEE T, flow
FoU—RICL DTy FMREDOTIELRET 2T ST ~E T 7 1 v 7 O RAET
L7y FORIEBIUANT v FRFHEEA b =D NI NEeRETEET,

=V DIVERIRIZ Ry FDAT— "INV A VAT v a UINEITENET AT —MLV R T
T4l (Eyvary arTXA NP SIVTWRWNT 7 4 v 7)) % TCP L— /LTI 512
1. flow F¥—TU— RZ/L—/LIZIBIN L T, #F D% —TU— R Established 5 |2 Z &R+ 50BN H Y £
9, UDP /L— /L CAT— LA 8T 7 4 v 7 #BETHI20E, flow ¥—T— R&/L—/LTEM LT,
Established 3|45t & J71015 4D &6 S0 (F 72130 J7) 28 IRT 520 ENRH Y £9, 22 LD  TCP ¥
7-1% UDP /I/*—/I/“C“/\"/f‘y RDOATF—K TV A AT g UINEITENET,
FrBIEAEBMLEGE V=N oD BESNT- R E—BT D570 —%FE ML S
FARBED S N f%*ﬁﬁ LET,72& 2. TCP £7-1X UDP #f it sz x 1+
=& L/Tffﬂ% éj’bé/l/‘—ﬂ%\_ flow ¥ — T — FB LW established %Ii}&& From Client ’3[@7&
BINLEBRAEN—N DI AT "L REESHTE Yy NPT ERELE T,

[

NI p—w VA RERIZTAIZIE MLT TCP — AL E7- X UDP v 3 v L—/LIT flow F—
U—RE2Ed T EEN,

T —%RET AL, [V— /L DAERL (Create Rule) ] X— D [#iH 4 7 > =2 > (Detection
Options)] U A FC [flow] F¥—V — REZZBIN L[4 7> 3 > %EBI(Add Option)] %7 U v 7 L
FTRIZ. 74—V RTLIZRRIND IV A DL EERINL 7,

ﬁw?»%{:\flow '3'(‘*‘]7*‘ f\f:ﬂ%ﬁiﬂf‘% 52 ]\ U *‘Aggﬁglﬁ@%ﬁ%%% Li—g«o
## 27-28 HEEIZBE 5 flow /%

5% Bk

Established fesrsn-gmch I - LCEHESNET,

Stateless AN —Ah 7oty bOIRBICEFBRS FY T—L
LCEHESNET,

DT flow F—T — R THETE D FmA4 7 v a ryOF3HERLET,

# 27-29 flow D273/

5% B

To Client P—NEETHRY A= LTHEASNET,

To Server IIATVMSETRI =L LTHEHINET,
From Client JIATMRETRI =L LTSN ET,
From Server Y= NEETRIT—L L THEHEINVET,

From Server & To Client @*%%ﬁléﬁﬂﬁj LT&)% Z & \isino Server & From Client @Fﬂ%ﬁ%%ﬁ
ET%«B ZEICERBELTLLEE N, :ﬂ%@z‘%\/ 3 TV VIS SOIR & BT S Z Ik
512 Tzeﬁtézhfb\iﬁ‘ 2B V=BT TAT Y hA~OREERET 5 X )G S
NIV — IV EERT DA 1 From server ZEA LET, —H. 2 747 v Eh o —"~DI
AN T 5 X9 k—nXu+éﬂf_/1/‘—/1/7gf{/EE‘Zﬁ4’Z)i'E/\ J.From client ZfH L F 7,
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RDFIZ flow F—U— FTHETEZ LA M —LBEGIBOHHZRLET,

* 27-30 flow DX | J — A BEG /%

GIE Bk

Ignore Stream Traffic |HEAEEINEZA NI —A Xy v TR =L LT
SN EEA,

Only Stream Traffic FHESEINTEA N —A X7y RTOR MY H—E
LCHEHENET,

=& Zikf\ flow ¥ — U — }\O)ﬂﬁ& L T 1o Server, Established, Only Stream Traffic fffiﬁﬁ'é—
HE AN =LY Ty CEHEEINT MYy a T ITAT Y M —
NIBETDH T 74y 7 2R TEET,

FRIR TCP v — 7 v A BB DR
7 A & & :Protection
seq ¥— UV — RZEMHHT L L BHR—F U ABFHEEBECEET . Ny b —F7 X
BN BESNESIHE BT H2HBA. TOF—U—RE2EHL— RN ) H—E LTS
NFET,Z20F—U—RNILFEVHEAINFEAN L —7 v ZAF ST EDERIFE /N7
MNaefEHTHIHESCKR Y N —7 AX XY U E#TH9 2 TINNELDLET,

REDHA XD TCP 7 4 > KU DFH
Z A & > A :Protection

window ¥ —V — FEMHTLHL HEDTCP V4 » U A XEHETEET, ZDOF—V—F
EELN— VI FRESNIETCP UV 4 U A ADNRT y bRBRHSAL T Y =& L
THEHESNET, ZOF—U—=FNEHEVEMSNEEAR FHRITCP UV 1 > R B A XffE D
EREF STy N 2WEBERLAR Yy N —7 AF v AT L 0 A TCINADNEALHE T,

KDY A XD TCP R kU —LDFH]

5 A &> X :Protection

WIZ R T T stream size ¥ —VU— R XA N —A FY oty 2HAELETHEHT S
L.TCP A b U —LDH A X/ A PR THRETE £,
direction, operator, bytes

Z 2 Tubytes I3A METT BIBANOE AT arvihr~ () TRUDLERDH Y £,
IRDOFNT  stream_size ¥— TV — R THETX A RLFI/NLFE#RXB LW HaA T a 2o

WTCERA L £97,

ZF 27-31 stream_size F— U — FD 5 a15/8

518k LA

client BESNEZARN) =L YA R—BT DI T7A4AT L FIBDARY —ATH
Vh—tLTEHAINET,

server BEINIZARN) =L P A XN—BT D2 —DEDA RN —ATHRY H—
ELTHEAEINET,
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# 27-31 stream_size F— T — FD L 5/# (§¢)
518k A
both BESNEZARN =L YA R—BTDITAT VIO NT T 40T b

P—=RNNEDRNTFT T 4y 7 OMHFIZE>TRIH—E L THHAEINET,

72& 2 both, >, 200 EWVIBIEIX. IV TA TV RO NT T 4 v 7 M
200 N FEEZ. LD =D NT 7 4w 7520034 P EREZTWY
HHEAEICNY =L LTHERAEINET,

either BEINIEZAN) =LA RX—BT D7 74T FERF—NED |k
FT7 47 (EBORICHBE LT ICEkThr I A LTSN ET,
72 & 21 either, >, 200 EWVWIBIEIX. IV TFA TV DD NT T 4 v TN

200 XA REBZAMMD.FETZITT =D NTF 7 4 w7 08200 35 MEEZ
TWAEAIC NI =L LTHERESNET,

KD  stream _size ¥— 7 — N TEH T HIEE A DOFHAE R LET,

7 27-32 stream_size F—U — FDFI#EHF
HE T B
= WO L FE LW
I= FLL 2
Ly REW
< L0
>= FiD L HEE L TREWVDEFEL
<= A0 & LTS WD L

722X 7274 T v b —ICBEIT S 5001216 /31 L ED TCP A b U — A&k
éazli‘stream_size ﬂf—»—U»— }‘@‘3|§ik LT client, >=, 5001216 %fﬁﬁﬁf% ij—o

TCP X U — AFBBEOFIML & EHhL
Z A ‘& A :Protection

stream_reassemble X — U — RZMH T 5 & M TCOMENRNT 7 4 v I BNL— VDKM L
—F LA 1 DOHEERD TCP A N Y — AR A T 5 2 b M TXET 4T
TarT.IOXF—U— % | DO —LNTHEEEENT2 2 LR T ET,

ANY — AFHEEEZ A E L IIEDCT DT ROECEEH L ET,
enable|disable, server|client|both, option, option

IRDFNT, stream_reassemble ¥ — U — RTHEHTE 347V g U5IHOFAEZ R LET,

7 27-33 stream_reassemble D772 7 > 5/#

Gl B!

noalert =)L TN EDOREA 7 > a UBNEESIN T A ICEFRR L ARV %
HERLEE A,

fastpath —EOMHFRIZEY OB N7 7 4 v 7 B L ET,
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72 21 WD — LT HTTP JEA T 200 0K A7 —#% 2 22— RBBH S AEIC L TA
Ry NEERETICTCP 7 7 A4 7 > MIIA M) — AFHREEEZ TN L ET,

alert tcp any 80 -> any any (flow:to_client, established; content: "200 OK";
stream_reassemble:disable, client, noalert

stream_reassemble Z 3 2121 ROFIEEZ BT LET,

[/L— /L DIERK (Create Rule) ] X—C, K v X 7 A M) 5 [stream_reassemble] % ZER L
T [A 7 v a»r&EBM(Add Option) ]| 27 U v 7 LET,

[stream_reassemble] £ 7 v 3 VMNRFREINFE T,

o arnbo SSLIEHROHMH

ssl_state

5 A &> X :Protection
SSL b—)L & —1T — R &9 % & Secure Sockets Layer (SSL) 7'V 7' 1z v % A FE UM L K &
bty aro_ry BMESSLDOAN—Va v bty g REBICET AERZMHTE £,
SSL & 721 Transport Layer Security (TLS) Z i i3 K55t v > a VAT 5720127 T4
T RES—R"REETIHEEN RV AT Avb—URKHBmINET Ty g rPicks
EEINDLIT XTI ENET R AN RV Aoy b—V0FES{bEnEE A,
SSL 7V 7 ut v I BFEDNY R oA 7 7 4 =)L KINDIRREL N—U 3 U O R & HiH
LET ARz T7HND2OO7 4 —/L RiZ &y v a e fibitsd SSL F721% TLS
DN—=Tar NV Ry oAV DAT =R LET,
PR OV T R DIEEZ SR L T E &0,
o ssl state(27-57 ~X—)

e ssl version(27-58 ~X—7)

5 A &> X :Protection

ssl_state F—U— }‘i/{%ﬁﬁj«é L \H%%ﬂﬁéﬂfl’k v 3 ‘/@%ﬁﬁ‘l\%%ﬁk ﬁg/ﬁ\—g«é Z ok Z))T‘Z—l_%
F9 A SN DD SSL N—2 2 U ERET HI21E.1 DO — LN TEEO
ssl_version ¥ — U — ]\%fjﬁiﬁﬁ L/i—g«o

JL—)L T ssl_state ¥ — T — RBMEHIN TV EHEE NL—N =PI SSL 7' P atk v
IO LT, b7 7 4 v Z7NO SSLIRREE HARAE L £7,

ez FY LU PENERFICELS T —FNELT XD clientdello A v E—J 2 EETH 2
LIZETH—ARNEORY T 7 =N —=Tn—%5|ZEL I LT IHBEEORAL LR T DI
li‘ssl_state F—U— ]\k '3[%( client_hello ff{iﬂq L\ iﬁ&:jﬁ% fi/\°’7 b4 ]\ %Tﬁﬁ'@‘é Z k
HTEET,

SSL RBEIZEAT 2 O8I A R ET DT A~V DOV A MEEH LT, EHD51%k
EHNFELIZGA VAT AL OREE T E o TENLEFMEL T .72 & 21X 518 & LT
client_hello k‘ J:U\ server_hello %*gﬁiﬂﬁpé & N VAT AT client_hello i fC Ix server_hello
DELLNEFL N T 7 4 v 71T L TOVL— V&7l LET,

ROESIZ BIBERETHILELTEET,

lclient_hello, !unknown

Cisco ASA with FirePOWER Services 7 — W /VEHZRESTA F 1



F0E BANVNAOEELER |

WM L ToF—U—FLE[EKIcONT

ssl_version

B —HEOREDZNFIUCERE L2 2 L 2R T AI2id, ss_state V—/v A7 a U &EHT 5
%E@@/V*}V%{ﬁ AN F9,ss1_state T — T — RIZ RO 2515 L LT=ZITANLET,

7z 27-34 ssl_state DF/#

515 EN:D]

client hello |7 547 hRKE by a v BERTDH A vE— #A 7 clientHello
DN Ry =27 Ayve—VERELET,

server_hello |7 S5 (47 v hHOKREE b v a VERIZH L TH—"NIRETH A v
v — XA 7 serverello DNV Ry = Ave—UEBELET,
client_keyx |4 — /b OF—DEEEMRTHIDICL TA T v FRH—ANICF— %45
i‘ﬁ‘é\){ v — D &47 CllentKeyExchange DN R AT A /t‘—‘\/%
WA LET,

server_keyx |H— NNHDF —DZEEHERT OO T4 T R —NICHF—%1(R
95"@45 A vt— D &47 ServerKeyExchange D/ Frr=A 27 A /t‘—‘\/%
BMAELET,

unknown FEEON Ry oA Av— XA TEHHEE Li—gqo

7 A & X :Protection

ssl_version ¥ — U — %4%%75 L. H 73“2'{? v g /0)/\‘“—95 V%i&ffﬂgé\“(% \i—é—o
JL—)L T ssl_version ¥— T — KM EINTWAREE NL—IL =TV LSSL 7 7T at v
TEFRHL T, FT 7 4 v Z7HNO SSL A=V a UERERELET,

T ZIXSSL A=V a3 2Ny 7y A== a—lEHEENRH 5 Z EBRbho TWDHEGEE,
ssl_version XF—U— ]\T sslv2 %I;ﬁ%{iﬂq LT\%@ SSL N— g /%’fﬁiﬂﬂﬁ‘é ]\ 7 g A 7
ikl TE £,

SSL N— a3 VNI T A BEHOFIBERET DT Ao ~KEY oY 2 M L ET . 8K
DRI EINZELTHE VAT ML OR HAEF 2> TG 23l L £ 4, 72 & 21X SSLv2 %
L TOWRWKESL N T 7 0 v 7 207 2120
ssl_version:ssl_v3,tlsl.0,tlsl.1,tlsl.2 Z/L—J LIZIEBIMTE£4, Z DL —LX SSL /N—
a3 TLS X—V g3 10 TLS A=V a3 V1L EHRIETLS A=Y a v 12 %EHT 5 T
T4y 7 EHILE T,

ssl_version 5\"*“7*‘ ]\Gi\/j{@ SSL/TLS /*\*‘f/“ =l ‘/%&%U%%glﬁk LT%G?]\“&V&O

Z 27-35 ssl_version D5/#

5% B

sslv2 Secure Sockets Layer (SSL) X—Y g v 2 LTy a—RSh/iz T
T4y eRELET,

sslv3 Secure Sockets Layer (SSL) X—Y g v 3 =il Ty a—RFSh/i T
T4y ERELET,

tlsl.0 Transport Layer Security (TLS) N\—Y 2 > 1.0 2l L > a— Sz b
F77 4y ERELET,

tlsl.1 Transport Layer Security (TLS) 3—Y =2 > 1.1 #FEH LT a2— NSz b
7747 ERELET,

tlsl.2 Transport Layer Security (TLS) /S—Y a3 > 12 #ffl L T a— sz b
T4y 7 ERELET,

Il Cisco ASA with FirePOWER Services @ — W VEBRBEN A F



| 218 FALV—VOBRELER

N—ATOF—U—FLaEKicont M

TV r—avETa ha)VEORE

RPC

5 A &> X :Protection

TV r—varvETe haEOERLEBREZTY ety it koTUEEA EFEITEIN
FIRLUTFTOHETHAT AU —FREEHATHE TV r—a VEEE S DICRAETE
F9,

e RPC(27-59 ~—7)

e ASN.1(27-60 ~2—7)

e urilen(27-61 ~X—7)

e DCE/RPC ¥—U — [ (27-62 ~2—3)
e SIP ¥—U— K (27-65 X—7)

e GTP ¥—VU— K (27-67 ~<X—7)

e Modbus ¥—7 — K (27-77 ~<X—7)
e DNP3 F—U— F(27-79 =<—7)

7 A & & :Protection

rpc ¥ — U — R|L.TCP £ 721X UDP ~% v KN ® Open Network Computing Remote Procedure Call
(RPC ONC) Hr—E A Z @il L £, ZAUS LY (A A b LD RPC 71 7T LORHIAT 2 Bith
THIENTEET, Xy NI =7 TEITHFOVWTNID RPC H—ERAZFEHTE 5008 9 »
IS 272D RAFIZIRPC R— b~y =% TEET, Elo R— b~y /=2l
FIZRPC 2 FTHOMDO R — s ~DT 7 ¥ A&l AH D 2L b TEET RORIT rpe F—T—
FCHEMTE L5 8zszELET,

F 27-36 pc F—U— FDF/#

518k FiEA

T r—vary RPCT IV r—a Fe
FE MO &5 RPC Py — %
version RPC RN"— g v

rpc ¥ —U— FOGIEEZEET DT RO LM L ET,

application, procedure, version
Z Z TC.application X RPC T 7 VU /r—3 3 V&5 procedure I RPC 7' o — 3 ¥ &K= version
I RPC "=V 3 &S5 T orpe F—V — FOTXRTOGIHEIEET DLERH Y £, 515D
WTNNERETERWEGAIE. T AZ Y AT () TEEHZTIEI N,

2T B R— Y E1T 8=V 3 D RPC AR— F= 23— (100000 &9 FET
IRENDRPCT Y r—2a ) BREBT HI20L.515E LT 100000, *,* ZFEH L ET,
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ASN.1

Z A &> A :Protection

asml ¥ — U — FEMATH L SESERAERL 2= FERFLARS AT b EEA
ry NO—#NET 2 FTEET,

WRDFRIZ asn1 F— T — ROBEIZHOWTIA L E 9,

# 27-37 asn.1 F—0U— Fp5/#

Gl B!
Bitstring Overflow |#%h7s U — FCEBAGERLE Y FA RNV =y a— REBRHELET,

Double Overflow |[fE#E/Xw 7 7 LY K& W 8 ASCIHI = 22— R&MH L EJ, 2,
Microsoft Windows CTOIEH A[RE/RMEHE S L TH O TWE TN, HEES T
EOH—E ZANEHATEENT A TY,

Oversize Length  [#5E &SN 72515V KEWASNI A4 7EE2BR LE4 .72 L 21%
Oversize Length % 500 |25 E L7286 .500 % L[5 ASN.1 # A 72 k-
THA—AN MY H—E LTERHERET,

Absolute Offset Wiy b XA a— ROEEMNS DR 7 1y S EREL £ (offset &
TUEANNSA FODLBIRED Z EICHEBLTLEE W), 72 & 2 I1E SNMP /¥
ry M & a— K4 5121, Absolute Offset & 0 (Z3% 7 L . Relative Offset %
FE L £ A, Absolute Offset & L CIEE 721X A DN TTHE TT,

Relative Offset ZHIT ERBICR O™ o T-a T Y —H pere. F 7201 byte_jump XD D
x4 7%y hTH, a7 "foo" DEHKD ASN.L ¥ —7 v A%T
21— K9 5121, Relative Offset % 0 258 & L . Absolute Offset # 5% F L £
/uoRelative Offset & L CIEFEZIXADMEMNA[RETT (A7 By b I #
MWOMBIAED Z LICHEE LTS EEW,)

7z & 21X Microsoft ASN.1 74 7 7 VT DR DOMaFIMETIE ANy 7 7 A —s3—T7 1 —3 %
AL BHEFEITFHINC L UZRGE ATy R aflio TEDOREBLZEHTE LT, VA7 L) asn.l
T—HETa—RTLHLE Ry NNOZ I AT oAk a— R VAT A LAULRRHER &
THRANETHEHIELZY DoSHREZFIEE LIV TLHZENTEET RO/ —/VIF asnl
XF—U—REMHL T, ZoBHEELEHTL2R_AZHRELET,

alert tcp SEXTERNAL_NET any -> SHOME_NET 445

(flow:to_server, established; content:"|FF|SMB|73|"; nocase;

offset:4; depth:5;

asnl:bitstring overflow,double_overflow,oversize_length

100, relative_offset 54;)

FiEor—noBs AEDOFR— B L SEXTERNAL_NET ZH CEHZINZEEDOIP 7 R
LADBRIEEN R — b 445 23425 $SHOME_NET ZH CEZ INFEEDIP 7 FL AT
7239 TCP b7 7 4 w 7k LT A X2 bVERR S E T, 002 T, —23~0D TCP #5585
SNSNTERER TCOBN—NVEFITLET, EDOHR N —VIRHEDOMNEILH DFFED LT Y
EFRELET . HRBIC A NiFasn1t F—TU—FREFHL . By hAMNI T mra—RE T
HASCIl = a— REMRH L KBICR O ar T oy 8D RREND 55 514 ~ HELE.
EX 10031 P2z 5 asnl XA TEZHINLET (offset WU ZNBNRA FOMDDIBESLZ
LICEELTLEEY,)
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Z A &> A :Protection

urilen ¥—7 — K& HTTP Inspect 7'V 7't v ZiAHGbE THHAT L & HEDE S &KX
FEx TR 5 &/hEx ERS, E7203EE S N=&BNO URI Z HTTP F 7 7 4 v 7 N THRAT
=FET,

HTTP Inspect 7'V 7t v B3 37y b2 EBLL TRELZ#ZE AV—L =0 P 3 —Z
O LTZED/Nry &G L jurilen ¥ — 7 — R THRTE IN7- K S5&MFIC URI B3 —ET 50
EODHBLET, ZOF—U—REFEHT DL URIEOHEFHEZEHAL XS &+ 5B %MK
HTEEd 22BNy 77 A= R"—T =2 A SE T WEE N DoS REZF L

T VAT A LAYV E CRA N LETa—REFITLEY LE D ERADAREMDLRH Y

£7

JL—IVINT urilen ¥ —V— REMFHT S & ZITEX ROSITHEE L TL fiél/\o

o W9 flow:established ¥— VU — RBIXOMD 1 2L EOF—T — RE#HAE5HDE T urilen
F—U—RFEFEHLTIEE,

o JL—)L 7 u b a/VEFEIZ TCP T itz oW Tit,. 7' b a v OfgE 274 X—V) &%
BLTLEIW,

o HX—F vy N A— MIFEIZHTTP A— K TT ZEMICOVW T [RBAL—LTOR— NDJE
7 (279 X—=V) | EERBE DT 7 )V s OB OF#EAL (2-16 X—) |22 L T2
W,

URI RZFET 2 & E T N0 EDO AL ML TN (< (BEOTRZRY ) G) 2 LET,
Wl 2R L ET,

o 54 FEDURI ZMHT HITiE s #fELET,

o 54 FEAZTEL URI 2T 251213« 5 (1 2OEAFTRUL) ZFHRELET,
o 531 FEXZ EFES URI ZMET5I121E.> 5 (1 DOZEALFTRYIL) ZFELET,

e 3~5-1 FMEDOURIZHEHTHIZIE.3 <> 5 («> OFIRICZLATT A2 1 DT oET) &5
FELET,

7o & 21X eDirectory /3 —7 3 2 88 IZ[AMH S 4L TV D Novell DY — N E=F 1 7B L2
22— 4 U 4 iMonitor N — 3 > 24 ICEEAOMETHMENRH D E LET . ET XS URI 25T
Ry MINRy 77 =" —Tn—%R L ST 5720 BBEILIY AT 5 LAYLEES & T
AN ETEEL7ZD  DoSIREZFIXEZ LY TEHR/INCHM L L=y &~ TZED
RREAZEHA T KON —V T urilen T —V— RZFEH L T, 2Otk z2 B 234
ERHLET,

alert tcp SEXTERNAL_NET any -> SHOME_NET $HTTP_PORTS
(msg: "EXPLOIT eDirectory 8.8 Long URI iMonitor buffer
overflow attempt";flow:to_server, established;
urilen:> 8192; uricontent:"/nds/"; nocase;
classtype:attempted-admin; sid:x; rev:1;)

FEROL—NLDEAS AFEDOR— B L SEXTERNAL_ NET ZH CEEZIN-EEDOIP T R
L A5 3IE &4 SHTTP_PORTS A TEFR I N7-A— b i L CT.$HOME_NET Z# CTiE
BENTEEDIPT FLAIZHAND TCP T 7 4 v 71T LT ANy FOEREE T
Z T =73~ TCP #EfGe DN ST CTO I Ny R — VIR L CRMii S E
F o= ViF urilen ¥F— U — FZMEH LT KX 8192 81 M& x5 URI M UE T, ik
W =V RCFUINSCFEERBI L7 W ED 22 7 > /nas/ % URI THRBE L £,
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WM L ToF—U—FLE[EKIcONT

DCERPC ¥—U — K

Z A &> A :Protection

WDFIZ/RT 320 DCE/RPC ¥— 7V — R&#FEHT5E . DCE/RPCEy v ay NF7 47T
T ATuA PEERTEET, 2NODFXF—U— RE2EH/L— V20T L X VAT AT
DCE/RPC 7'V 7 u ¥ v % ZFEONH L £9, £/ DWW TIL.DCE/RPC F T 7 4 v/ DF a— K
(192 X=) &ML T EE N,

# 27-38 DCE/RPC #—27 — F

FERT57 4

VZ RS TR H f 5

dee_iface Hph K& © DCE/RPC H— B R 33 %537 » b

dee_opnum dce_iface D5 O DCE/RPC —E A AL —3 3 Va#T 5
N b

dee_stub_data |dce_iface + FrE DI E R IS E 2 ERT DAL T F—4

dce_opnum D% A

FIRENTWS LD |Z . dce_opnum DENZ T dece_iface ZBEE L. dce _stub data ORIIZHAT
dce_iface + dce_opnum FHETALENDHAZ L ICEEZE L TLE&Y N,

F72. 25O DCERPC ¥—V — Raftio/L—)L ¥—U— KEMAEDETHEMNTHZ T
% ¥ 7, DCE/RPC /L — /L C|Z,DCERPC 5| #7338 S I 72 R HE T byte_jump.byte_test,
byte_extract DEF—U—FRZHEHTHZLICEELTLLEI N, & %EGCOU‘Tbi\Byte_Jump
& Byte_Test Offi ] (27-33 X—I) B LUV v b 77— X 2 X — U — R EOFIFEAiATe
(27-85 X—=V) B L T EE W,

2 Z 3 TIX.DCE/RPC ¥ —7U — RZ& &I/ —/LIT 1 DLLED content F—T — R&EH 52 &
EHIREL CWET, 29T DHE N—IL TP UNFILEEANY - vy TR TS 2
T E N ENY X7 =< ARBELET =T 1 DL ED content F—T — K
NEEN TV AEA T content F— VU — KD B/ — 1 < v FHEE% 44 (Use Fast Pattern Matcher)
BB N2> TWNABENE I MICEUR L Jb—)b T DU NENENRE — o < FHERE 2 #
THZEIWCHEREL T EEWV GOV TIR 2T oy 8 OM#E (27-15 =) | & T
INH — = FHEHE 7 {6 )] (Use Fast Pattern Matcher) (27-28 X—) [ L T 7230,

KD —ATIL.DCE/RPC N— a3 U BILUOHE~y X —F#Hhe—FHa 7Y ELTHEHAT
xFET,

o JL—LITMD content F—VU — KRBEGEN TR

o JL—LIZH D | D content F— T — RNEENTWB M . DCE/RPC /N— 3 B X O EEE
TEERM ST D content LV HbRFFHDONREZ— 2R LTS
7o & 21X .DCE/RPC /N — 3 B L OEHEFRIZET 1 A hoar 7oy 10 bR
<9,

WIZRT A=V a VBXOBEEHRa T Y —HonIFnnl >&2EH LT L—VIRE S

BTTHMERDHY 7,

o a7 a B DCERPC /LV—/LTCiE, 27 |05 00 00| (AT ¥ — "—T 3205, <A
F—R—=T 500, BLOERPDU(F e bl F—F 2=y ) ZA700) 2L ET,

o X7 3L AR DCERPC /V—/LTlX, 27 Y Joa 00| (VX— 3 2 04, 335k PDU #
A700) = FEHLET,
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dce_iface

N—ATOF—U—FLaEKicont M

WTNDOEA S . DCE/RPC 7' 7 ut vy % CTRTEHLOUIZHED KT Z &7 @l g —
v v THEREE O T 72D V=V NDORZEDOF—T — KL LT A=V g B LOBEER
D content ¥F—T — RZEHEL TSIV IL—VOKREBIZEE I3 5D content ¥ — U — N,
BN = =y FEREEZMNOHTFEE L TEDLDNLANN—Ta ) o T VIS TIEED
EFTHRN—AHNOMDO AT Y —FIZEFLT LY TUIEL RN LIZEELTLIEEN,
AN OV TR ROBEHZZRL T E 3,

e dce_iface(27-63 X—7)

e dce_opnum (27-64 ~—)

e dce stub_data(27-65 ~X—)

S A & & :Protection
dce_iface ¥— U — R&EHT 5 & K€D DCE/RPC —E R Z#B T £,

ﬂ_70:/ =l \/’C‘\dce_iface ’\"?“—'7“_‘ ]\%f dce_opnum ﬂF_]j_ ]\%J:U\ dce_stub_data ﬂF_]j_ ]\
LHLABE DY CTHEAT DL MAETHDCERPC 77 4 v 7 2 SLICRETHZ ENTEE
T, FEAIZ DU TR, Tdee_opnum (27-64 ~X—3°) | & Tdce_stub_data (27-65 ~X— ) | & L TL
7230,

[ EM 16 /XA b Universally Unique Identifier (UUID) (%, Z #1410 DCE/RPC H— B R |ZE| D 4
THNBAT7 IV r—vary A v F—TxA A&l LET, 72 & 2 1%, UUID
4b324£c8-670-01d3-1278-5a47bf6ee188 1L . srvsve b —E 2 & LTH 545 DCE/RPC
lanmanserver Y —E A& L ET, 2O —ER I . ETY—ET TV HX T4 BLO
SMB 4 Rift & A 72 IET 200 S F S EREHEMEELZEM L E I . DCE/RPC 7' 7'
Ty IL UUID B L OEET 5~y ¥ — % H L TDCERPC &y a raiBHLET,

A H =T 244 AUUID IZ KD LI T NA T TRULNTZS DD 16 #ELFHTHER S
e I
<4hexbytes>-<2hexbytes>-<2hexbytes>-<2hexbytes>-<6hexbytes>
WIZ/” netlogon A > & —7 = A AD UUID D X S (2 A 7 > %&E&Te UUID &K% A+ 25 2
ETCAVH—T A ABRELET,
12345678-1234-abcd-ef00-01234567cffb
UUID NOFHD 3 SOXLTFHNIE vy 7 =T 4 72 A METHERESNDOMLENH D Z LT
FEELTLIEEW\EmE . ARENA v —T oA A VAT baL 7H7 4 Fiix
UUID 23 E LWL NMECRRSNET N ENE AT HREIC UUID N1 MEZZEE L2 T
ERbR20EELH Y ET RISRT Ay LDy — P —EAUUID DAY ML= F 4T
v XA MEOEHID 3 5D XTI ZETeRMTI ASCIL 7F A N TERENDZENDHY £77,
£f8 91 7b 5a 00 ff d0 11 a9 b2 00 c0 4f b6 e6 fc
Z DA L UUID % dce_iface ¥ — 7 — RIZHET DI RO L I 7 EFHA L KYIO
3ODXTFHEE YT 2T 4T NA NMECE@ETEET,
5a7b91£8-££00-11d0-a9b2-00c04£fb6ebfc
1 DD DCE/RPC & v ¥ a ANEHDA v Z—T 2 A A~DEREZHLZENTEETN1LD
D=L 1 DD dce_iface F—TU— RFETEEDOTLLTEEVBMOA V Z—T = A A%
H3 2121 GBIV — 1V EER L ET,

DCERPC T IV r—av A B —TxAf ZZFA v Z—T o2 A4 Z NN—V g U FFHED Y
TONET A a T AV E—ToAfAAN—Da U EEETCEEST . FOBR A—Tg 00
BEEIZE LW ELL W HEEELD/NIW FREREVWZIEEZRTIEREFE2MEALET,
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WM L ToF—U—FLE[EKIcONT

TCP B AT —2 g RIP 777 AT —ya iz . axrsyayMraxrss gy
LA DOME S50 DCE/RPC %27 7 7 A v MbT 5 Z &N T& £9, 8%, SLHELIS @ DCE/RPC 7
FITAVNEREDA VH—T A AZEEM T 0L E VR TELY A DL
INCT D & ZHOBMHN AT LNV £, 7272 U R 2R 572010, 47
var T HREINEA VI —T 2 AZBL L TIRTOTIZT T A MefMITE£T,

WDFIZ  dce_iface F— U — INDPEIE: &) LET,
ZF 27-39 dce_iface DF/#

5% Bk

Interface UUID |DCE/RPC bT 7 «( v 7 W TR SR L 2 B8 EDOY—EADT IV r—a v
AU HE—T oA AT H ANA 75 E UUID B ESNT-A v F—T =
A ZZEEMT SN TEEDOERNA v X —T = A UUID IC—FH L %1,

Version AT a T TV = a A E—T oA AN—T g UF A0~ 65535 &,
BRHEXRON—=2 g U EELIEL YD KEWEG) A EW (). EFELWE)  F-iT
ELL oW () BT EE A,

All Fragments |4~ 2 > C B#$ 59 XCHDCERPC 777 A NNDOA » H—T = A4
ZOBE BIOA v E—T oA A NRN—=Ug v (FEESNTWAHEE) TOMR
ABEADCLET, ZO5EIETFT 7 40 F TEYIZ R > TOET, 2T A
DT7FZTAY NERIZT T T A MEENTWRW T v R2IRBIEEDA
VH =T oA AZEEMST DN T DB EICOR =T — KR —FKTHZ L
EEWRLET, 205 EFNCT D & BRBRHENEAET L AREERNHD Z &
WCHEEBELTLEZN,

dce_opnum

7 A & X :Protection

dce_opnum ¥ — Y — R% DCE/RPC 7V ot v ¥ L LEpE THEHT S L DCERPC H—t
ADREET B 1 DL FEOEEDO AR — g U EBBT ANy N EBRETEET,

7 T4 7 v MEBMEOH LIX.DCE/RPC {LEE Tl 4N L —2 7 2 LIS FFED Y — B A
BadRLET, AL — 3 V&5 (opnum) I DCE/RPC ~ v ¥ —NOFFED AN L — 3 v
FBLET. =7 270, NIBEOASL— a VAEMICTAZERH Y £,

7= & 21X UUID 12345678-1234-abcd-ef00-01234567cffb | ErHFEIEDO A XL —3 3 v 243
% netlogon ' —E 2D A L X —T = A4 AR LET . ZDO 1 OBRAXL— 36
(NetrServerPasswordSet 4X L —3 3 ) TY,

F_RL—2 g VOV —E2EZEBT AI121%. dce_opnum F— U — ROHIIZ dece_iface ¥ — U —
RZ$ET HMERH Y 3, 55MIC DV Tid.dee_iface (27-63 ~— V) ZZ ML T 7E SV,

BFEDAR L —2 g & RT 15D 10 #HHAE (0 ~ 65535 OFPH) A 7 TRE L= A4
NL—y g VR ERIIA R EED OFR L —2 g VY A B EEEONEF THRET
xFET,

WOHNE, T XTHZ netlogon XL —a VFEEERLTWET,
15
15-18
15, 18-20
15, 20-22, 17
15, 18-20, 22, 24-26
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dce_stub_data

SIP %+—U—F

sip_header

N—ATOF—U—FLaEKicont M

7 A & X :Protection

dce_stub_data ¥ — U — K% DCE/RPC 7'V u -t ava k%ﬂ&é\bﬁf{%ﬂqj«é L \ﬂﬁ@/l/*‘/l/
G T ay LITEBRIC AR T T X DREN A AT g BT AL — L =
VTR TTE £9,dce_stub_data ¥ — VU — RORICHLS Ny y h Xfa— K )L—)L 47
VaVIE AR T T Ry 7y EREECLTEHEISE T,

DCE/RPC A& 7 F—& T 7 54T h i —T% a—)L L DCERPC T & A L AT A
(DCE/RPC DHEEZE TN —F L e —EREZRMET A=A L) DB OA X —T = A A
it LU F4 . DCE/RPC =7 A7 11 A I DCE/RPC /X7y hDRAX T 5 —XER45 Tkl S h
FT AT T HFRHFEDAN L — g VERITEBIFOH LICBEEM T SR TWE 720,
LIZV@;‘ dce_stub_data @ﬁﬁ&: dce_iface k dce_opnum %‘:?E”E LT\ Eé@?é"j_‘— =73 & 2]_“\01/‘—
TarEBIIL T IEE N,

dce_stub_data ¥ — YV — FIZIEGIEN H D £ Ao FEMIZ DUV T, Tdee_iface (27-63 ~—2) | &
ldce_opnum (27-64 X—) | &L T &V,

Z A & > A :Protection

4ODSIPXF—TU—FREFHTHESIPEYyYay G747 T A7aA NEEEEHTX
E

SIP 7’ b 2 Lid ¥ — B RS (DoS) MBI L CHFTHHZ LICEELTLEIWV, 2Dk
D IRBBITHK I B — LTI b— N R—RABEORS LA T E 3 5oV T,

TE L — R IED BN (24-31 ~2—) j & TL— N R— 2D I (25-10 2—) | BB L

TLIE&E W,

FHHIZOWTI ROFHEEZSZRL TS IZE W,
e sip_header (27-65 ~X—7)
e sip_body(27-66 ~X—7)
e sip_method (27-66 ~—<)
e sip_stat_code(27-67 ~X—)

7 A & X :Protection

sip_header ¥ — U — K&+ 2 & Ml &7z SIP R F 72130~ X —DE» DA
MG L AR E A~y X — 74— )V RIZRETHZ ENTEET,

sip_header ¥ —V — NIZIZBIEN H D A, GEMIZ DUV Tid, I'sip_method (27-66 ~X—) | &
I'sip_stat_code (27-67 ~X— ) | BB L T E &V,

ROFDON—N 75T A MESIP ~y X —ZfF LR L. CSeq ~v ¥ — 7 4 —/L FIZ—H
LET,

alert udp any any -> any 5060 ( sip_header; content:"CSeq"; )
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WM L ToF—U—FLE[EKIcONT

sip_body
7 A & X :Protection
sip_body ¥ —U— R&ZMif4 5 & M &7 SIP ERF IS E A v — PRI OEENS
BELZBE L BEMNEE A v —URIICBET A N TEXET,
sip_body ¥ — U — RNIZIIF R H Y FH A,
WD D=V 7T 7 X MESIP A v E—UARLAEELRL SN SDP T —4 D c($
WelEH) 7 4 —/V RNOFFED IP 7 RL AT~ L ET,
alert udp any any -> any 5060 ( sip_body; content:"c=IN 192.168.12.14"; )
L=V SDP 22 7 Y DRBIZFICRE S NN LICEBE LTS ES W, SIP 7Y 7.
oA v —UAERKEHE L. FEL—L 2P THATED LI LET,
sip_method

7 A & X :Protection

£ SIP RN D method (X v ) 7 4 —)U RIZERDO BAIZ %P L £ 9, sip_method ¥ —V —
REMHHT 25 & SIPEROHFTREDA Y v RERET LI ENTEET HEEDA Y v NiX
T~ TRY)YD EF4,

WICRTEHETRINTWASSIP A Yy REEETEET,

ack,benotify.bye,cancel.do,info,invite,join.message.notify.options,prack,publish,quath,
refer.register,service, sprack, subscribe,unsubscribe,update

Ay RCEHRXTENLTFRRMNENETAMEDAY v K< TRYH Z LR TE
i‘j‘o

SH%FHLWSIP XY v RRTEEIND DD DITZD WAX L AV v R OFNBAETE
SITWASIP A Yy RUSNDA Y v RERETAI L TEET, /AIRER T 4 —/L FHIZ
RFC 2616 CEHEINTWVE T, =, () R EDHIILF L XKUY LFE2RWVT T X TOLTEHE
HATEET RIS TWDEXEY XTFDOELRR Y A MIOWTIE, RFC2616 #5 M LT 7ES
W BESNTEANAZ LAYy RINNT 7 4w 7 TSNS E VAT HEIRTy b~y
H—BRELEFTN A vE—TiIBEINETA,

VAT ATIERRKREDOAY v REEERSNLTWD 21D A Y v REBMO 11 @ £
Vy R)BYVR—=PFEINET VAT AL RESNDIRERZDA Y v KT _RTEALET . &
332D A Y v FiZi%.[Methods to Check]SIP 7'V Zut v¥ A7 g v &flio THRESIND
AV RBREENDZ EICEB LTS EIWVGEMIZOWTIXSIP 7 ety 7 v g v~
DIEIR(19-54 X—) 2B LTI,

BEXZMEHT 2GEIE 1 DOA Yy FETFEBECEET  RICHERLET,

linvite
727201 DONL—VINOEED sip_method F— T — K23 AND JER CHEA SN D Z LITHEEL
< < fiéb\o 7= & iff\invite & cancel %_’IS/%< ﬁ"\’(@?ﬁﬂﬁé:ﬂf:)‘ V% ]\%*ﬁﬁﬁé GZ!;‘:\/)/I
@J: 5 fcﬁ 2 OO)%:HH;H‘% sip_method :"V—U_ ]\%@ETHEJ Liﬁ‘o

sip_method: !invite

sip_method: !cancel
A Tl sip_method ¥ —VU — RZ&Tp/L—IZ 1 DLL ED content F—T — R&2EGH5H 2
LEHIEL TWET ., 29T 5L —b TP UNEITEERANAT— <y FHRE R TS
T & TR S ER Y RT v ARHELET =T 1 DL ED content F—T— K
NEFENTVDEA L content F— U — RO Bl ¥ — < v FHsEE %48 i (Use Fast Pattern Matcher)
SIERE NI > TND I E D MR — b = DU EE Y — <y THEEE &
THZLICHERE LTS ESVGEMIZOWTIX T2 7 Y —EOM#E (27-15 ~—2) | & TEH
IH— v =y FHERE A f# F (Use Fast Pattern Matcher) (27-28 X—3) |2 L T &V,

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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N—ATOF—U—FLaEKicont M

sip_stat_code

7 A & X :Protection

E SIP IGEND 3D AT —H A a— NE BREINZT 7 a v ORERLET,
sip_stat_code 3'\"*‘]7*‘ I\%{%ﬂﬂf%ﬁ k \SIP E%@*T%EODX?%&X —_— }‘é’*ﬁﬁ—ié Z
ERTEET,

IHTDIEE X A TEE 1~ FEDIHOEE 100 ~ 999, £2ix b2 TEICHAE DR
B~ XKEY IR RNEEBETEET.URXANNOWTNN1L DOEEDNSIP ISEND a2 — Ri2—
BT 2EA6.TDO) A MR LET,

WDOFIT FEEFRE/R SIP 2T —F 2 a— RMEOHHAZ R LET,

Z 27-40 sip_stat_code fH

x5 BETHINE il R SR

1 OO EDARAT—F A a— K 3HFOARATFT—F X a— R |189 189

EEESNTZ 1 HITHED IMHD |1 H#7F 1 Ixx. 2> £ v 100,

a— K 101,102 72 &

(EA2R - BEDODa— RFRBLO M 222,3 222 33 X O 300,
FAEEICHABRDETH 301,302 72 &
U TTXEA

F 72 L—JUIZ content F— U — RN EENTWENE I NZERZR L .sip_stat_code ¥ — U —
K& CTHESNTAHERBTAEDICL—IL T DU NEBR T — 2 < FHERE % i
LN Z EIZHER LT EEN,

GTP %*—U—F
Z A & > A :Protection

32O GSRP b7 Fu ha(GTP) F—V— Raflifl4+ 25L& GTP N—T 3 Ay
=T AT BIOEREREZ I~ F T RV THRE TE £ T, content X° byte_jump 72
EDOMDBFAN—N F—T — REMAEDE TGP ¥—V— R&fHT5HZ LT TEEHA,
gtp_info ifl&i gtp_type ﬂ?_]j_ P%ﬁﬁiﬂqﬁ—é%ﬂ%ﬂ@/l/—ll/w@\gtp_version ﬂ?‘_‘U‘_‘ }‘
AT 20ENH D 7,

ROV TR ROBHEZZH L T 7Z SV,
e gtp_version(27-67 ~—3)
e gtp_type (27-68 ~X—37)
e gtp_info(27-72 ~—)

gtp_version

gtp_version ’\"?“—'7“_‘ ]\%—fﬁiﬁﬁj_é &\GTP Hrﬁ'”ﬁ]f /VE”—‘\/@EPVC GTP /\\_“‘/\\5 Ve O\l\if:bi
2EMET LI ENTEET,

FEZEINTWVWDERA =Y Z AT LIFEREFITIGIP N—Va LIk o TRLR D0 gtp_type
ifl@jﬁ gtp_info F—U— ]\%fjﬁi)}ﬁj«é <1: ‘Z}_—((:Gi\ ZDOF—TU— %%{%Hﬂj«é%‘gﬁﬁﬁ D 55—’9,«01@?
LLTO N ERIZ22ETEET,
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B L Tox—v—FL3EKicoNT

GTP N—T 3 VEBET AR ROFIEEZITLET,
27 v 71 [PV— /L DIERK (Create Rule) ] X— T, Fa v 7 Z 7 U X M) [gtp_version] Z 3N L T,
[A4 7Y a > ZE(Add Option)] 227 U v 7 LE1,
gtp_version ﬁ?“— U — ]\73‘%% é hi‘é—o
AFv S 2 GTP A=V a VERETHEHIC 01, EiT 2 ZHBELET,

gtp_type
ZRERO GTP R v — VI il L CFHITHRESND A v —Y 24 FIc k- THBl S h
i‘j_o gtp_type ﬂF_]j_ ]\%f gtp_version ﬁ?“— U — ]\ & %ﬂ%‘é\bﬁf{fﬁﬁﬁ_é & N ]\ 3 7 A 7
WTHEEDGTP X vt — A4 FTEBETEET,
ROFURT LI Ay =Y A7 L LTEREAD 10 EHE, EFRF A LT, 50 I
EL o (ETITWT) #ALBICHA G DT~ VA NERETEET,

10, 11, echo_request

VA NNOZENENDEE XX TFHERETHEE VAT AMIOREAEZMEHLET HE
LFHNEANET DIAFITERETITIH Y F¥A Y A FAOWT NN 1 DOMEE 7213 3CFHO—
HICED F—TU— PP L ET Bk SN WICFHNE 7T fE SN O % & eV — L &R AT
LEo2Ed2& =7 —0¥ELET,
RIRENTND LT GTP A=V a2 VIS LT R A vE—2 XA TOMENERDHEDN
HAHZLITEBLTLEE WV, 72L& 21f sgsn_context_request A v E&—3 X A 7 OfE X GTPvO
& GTPv1 Tl 50 T3 23, GTPv2 TIE 130 T,
/\Ob‘ b4 }‘ V‘]@/ﬁ*‘f/o = ‘/%%KF& Df\gtpitype ﬂ?*‘ U — }‘Li/E\:fﬁ éf{E 3_’_ *ﬁ Ljﬁ'@’*o L%E@{EJ
O GTPVO 721X GTPvl /X7 v hTEF—U— B A vt—Y XA 7H50 & —HLET
DGTPV2 /X7 R TIHME 130 & —BLET ATy PO A v = XA TfENR N> BT
BEINTA—Va VOBEMOETRWGAIL. F—U— KBy hE—ELEHA,
A=y ZA SR ERE LTSS Ty FNTHRESNI A=Y 9 LT EEERIC, F—
J—FRNDA =Y ZATHNGTP Xy FNAOEE —ETEF—U— R LET,
WDOFEIZGTP A v =T AT LIV AT ATIRBEINDERBFADEE XFHNE R LET,

# 27-41 GTP A &= 47

iER Version 0 Version 1 Version 2

1 echo_request echo_request echo_request

2 echo_response echo_response echo_response

3 version_not_supported version_not_supported version_not_supported

4 node_alive_request node_alive_request BRI

5 node_alive_response node_alive_response FANIAD

6 redirection_request redirection_request WL

7 redirection_response redirection_response ML

16 create_pdp_context_request create_pdp_context_request B AP

17 create_pdp_context_response create_pdp_context_response BAAP

18 update_pdp_context_request update_pdp_context_request ZMre L
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N—ATOF—U—FLaEKicont M

* 2741 GTP X &~ &4 7 (&)

iER Version 0 Version 1 Version 2
19 update_pdp_context_response update_pdp_context_response ML
20 delete_pdp_context_request delete_pdp_context_request AN
21 delete_pdp_context_response delete_pdp_context_response ML
22 create_aa_pdp_context_request init_pdp_context_activation_request [3%X4 7 L

23 create_aa_pdp_context_response |init_pdp_context_activation_response |3%X47p L

24 delete_aa_pdp_context_request |F%4 72 L W L

25 delete_aa_pdp_context_response [3%4 72 L ML

26 error_indication error_indication BRI

27 pdu_notification_request pdu_notification_request FAAP

36 pdu_notification_response pdu_notification_response AN

29 pdu_notification_reject_request |pdu_notification_reject_request ML

30 pdu_notification_reject_response |pdu_notification_reject_response BRI

31 BALEr supported_ext_header_notification WL

32 send_routing_info_request send_routing_info_request create_session_request

33 send_routing_info_response send_routing_info_response create_session_response

34 failure_report_request failure_report_request modify_bearer_request

35 failure_report_response failure_report_response modify_bearer_response

36 note_ms_present_request note_ms_present_request delete_session_request

37 note_ms_present_response note_ms_present_response delete_session_response

38 ML By L change_notification_request
39 PAAP YL change_notification_response

48 identification_request identification_request B/

49 identification_response identification_response BN

50 sgsn_context_request sgsn_context_request BAAP

51 sgsn_context_response sgsn_context_response ML

52 sgsn_context_ack sgsn_context_ack BAYAP

53 BN forward_relocation_request e L

54 ML forward_relocation_response AR

55 BAYA forward_relocation_complete B AP

72 BAE/A® relocation_cancel_request ZM L

57 ML relocation_cancel_response BAL/AP

58 ML forward_srns_contex ML

59 BAYAS forward_relocation_complete_ack B AP

60 ZMA L forward_srns_contex_ack ZM L

64 AL ML modify_bearer_command
65 HMe L 25 L modify_bearer_failure_indication
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66 ML AP delete_bearer_command

67 TRl ML delete_bearer_failure_indication
68 ML ML bearer_resource_command
69 AN A FM L bearer_resource_failure_indication
70 AR ran_info_relay downlink_failure_indication
71 PR/ ML trace_session_activation

T2 EEe L e L trace_session_deactivation
73 BA=R/P ML stop_paging_indication

95 PR/ BV A create_bearer_request

96 ML mbms_notification_request create_bearer_response

97 ML mbms_notification_response update_bearer_request

98 FZM L mbms_notification_reject_request update_bearer_response

99 A=A mbms_notification_reject_response  |delete_bearer_request

100 |2%4 72 1L create_mbms_context_request delete_bearer_response

101 |34 72 L create_mbms_context_response delete_pdn_request

102 [3z24 72 L update_mbms_context_request delete_pdn_response

103 |3%Y47e L update_mbms_context_response ML

104|347 L delete_mbms_context_request ZM L

105 |47 L delete_mbms_context_response e L

112 ML mbms_register_request ML

113|847 1L mbms_register_response P AP

114|347 L mbms_deregister_request ZM L

115 |47 0 mbms_deregister_response BA=L/AP

116 |3%Y472 L mbms_session_start_request ML

117|347 L mbms_session_start_response ML

118 |3y L mbms_session_stop_request ZM L

119 |47 0 mbms_session_stop_response BA=L/AP

120 |3%Y47e L mbms_session_update_request ML

121 |47 L mbms_session_update_response ML

128 AR ms_info_change_request identification_request

129 #2472 L ms_info_change_response identification_response

130 1347 L ML sgsn_context_request

131 |§&472e L MM L sgsn_context_response

132 |47 L ML sgsn_context_ack

133 |47 L ML forward_relocation_request
134 185470 L ML forward_relocation_response
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135 25472 L BARIAP forward_relocation_complete

136 #4721 A= AP forward_relocation_complete_ack

137 |37 L BN forward_access

138 |#5M7e L BN forward_access_ack

139 |47 L BARIAP relocation_cancel_request

140 3472 L A= AP relocation_cancel_response

141 32472 L YA configuration_transfer_tunnel

149 @7 L YL detach

150  [E%47x L BRI detach_ack

151 @7 L 7L cs_paging

152 |54 72 L YA ran_info_relay

153 |7 L BN alert_mme

154|847 L ML alert_mme_ack

155 |47z L BARIAP ue_activity

156 2547 L BN ue_activity_ack

160 (357 L BN create_forward_tunnel_request

161 BRI WL create_forward_tunnel_response
162|347 L BAR/AP suspend

163 357 L BN suspend_ack

164 |7 L AL i

165 |3ZY7e L BRI resume_ack

166 |3%472 L BN A create_indirect_forward_tunnel_request
167 3547 L AP create_indirect_forward_tunnel_response
168 LM L ML delete_indirect_forward_tunnel_request
169|257 L BARIAD delete_indirect_forward_tunnel_response
170 |3%Y4 7L PP release_access_bearer_request

171 5247 1L ML release_access_bearer_response
176|357 L BN downlink_data

177 |3%4 7L ML downlink_data_ack

179 |47 L BAL/AP pgw_restart

180 |#%Y47e L A= AP pgw_restart_ack

200 |24 L BN update_pdn_request

201 |E47e L e L update_pdn_response

211 BRI BARIAP modify_access_bearer_request

212 |4 L ML modify_access_bearer_response

231 |42 L SM L mbms_session_start_request
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232 ML BARIAP mbms_session_start_response
233 @47 L ML mbms_session_update_request
234 1§47 L ML mbms_session_update_response
235 FZEe L YA mbms_session_stop_request
236 &AL PP mbms_session_stop_response
240 |data_record_transfer_request data_record_transfer_request BN

241 |data_record_transfer_response data_record_transfer_response BA=RAD

254 ML end_marker WML

255 |pdu pdu AR/ P

GTP X v —V ZA TR ETHITIF ROFIELZEITLET,

2597 1 [Jb—VOfER (Create Rule) ] X— T, K vy 7 Z 72U X M [gtp_type] &L T [FF
L a %8I (Add Option)] 22 U v 7 LE7,

gtp_type 5\"*‘ U — ]\75’2%% é ﬂjﬁ—;«o

2F9F 2 Avk—U AT L L TERBESD 10 EEE (0 ~ 255 OFLFH)  EFHF LT, H D WVIEE D
WP (FEFITTF) 2EEICHAE LY~ XYV DU A MEEELET . VAT AT
R EN AL TFEINZOWTIZ.GTP A v =Y A TOREZBR LTI,

gtp_info

1 DD GTP A v —VIZIIZHDOEREENEGENDIZLDRH D  ENENOERIIERE
FAER L OERBE A LTINT L > THBI SN FE T, gtp_info ¥ — VY — K% gtp_version ¥ — 7 —
REMAGDOETHERT L L BESNTIEREFZOLHNGRAEZ LG L RERNREZIBED
HMBERICREST L2 ENTEET,

HMERICR L TERIN 10 ERE E EHRINTZLFIOELL THIRETEET , H—0
BEEFIT LTI EEET DL H .1 DO — LNTEED gtp_info ¥— 7 — K&~ T
DIEFREFRERETHZEHTEET,

1ODA vy E—=VICFACAA TOBEBDIGRERDPEZENTOVLHAIT T ATOREIZRE L
TRESNET HRERDEDRIAF THIT D583 REOA VA Z P ALRTRRES L
x£7,

GTP X—V g Ve U C RMUESREZEOEBNELRIGENHDLZ LICEE LTIV, =L
Z AL cause TEHEFZ DOMEILX GTPv0 & GTPvl TiX 1 TT 28, GTPv2 Tl 2 T9,

/\Ob“) }‘W@/ﬁ*‘f/oﬁ ‘/%%GZF‘G Df\gtpiinfo F—TU— }‘Li/E\ﬂfﬁ éfﬁk*ﬁ Li—a} L%ﬂ@{ﬁj
DA GTPV0 £721% GTPvl /X7 v FTIEF—VU— RBEFHRERM 1 &~ L ET 2. GTPv2
Nry NTIHE2 & —BLET N7y NNOBERERMEN . Ty FTHREINLAA—Va v
DM THRWEGEEIE. =T — Ry hE—HLEEA,

BHMERICEEEZRE LTESGE. Ny PN THRESNTZ A=Y g v L EREFRIC. F—T—F
NDOA =2 2 AN GTP X7y NADIE L —FTHIEF—TU— B — L E T,
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1 cause cause imsi

2 imsi imsi cause

3 rai rai recovery
4 tili tli ML
5 p_tmsi p_tmsi B
6 qos L L
8 recording_required recording_required FAY/AP
9 Fis FiE ML
11 map_cause map_cause B
12 p_tmsi_sig p_tmsi_sig FML
13 ms_validated ms_validated YL
18 recovery recovery YL
15 selection_mode selection_mode B
16 flow_label_data_1 teid_1 ML
17 flow_label_signalling teid_control WL
18 flow_label data_2 teid_2 ML
19 ms_unreachable teardown_ind BV A
20 M L nsapi FML
21 AL ranap ML
22 ML rab_context YL
23 SAAD radio_priority_sms X"
24 Sl A | radio_priority PN Y®
25 Sl 2a | packet_flow_id AR
26 AP charging_char ALY
27 2l 2a L trace_ref P AP
36 AT IAD trace_type ML
29 SHAe 7o ms_unreachable B
71 RS HMR L apn

72 AR L AL/ ambr

73 AL AL ebi

74 e L R L ip_addr
75 AR/ YL mei

76 ML ML msisdn
77 AL LD indication
78 G L %G L pco
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79 ML ML paa

80 PAR/AS PAER/AS bearer_qos

80 BARP BARP flow_qos

82 AL AL rat_type

83 ML PP serving_network

84 PAR/AS PAR/AS bearer_tft

85 ML e L tad

86 ML EMe L uli

87 B L ML f_teid

88 PAR/AS MU tmsi

89 ML ML cen_id

90 ML AP s103pdf

91 R ML sludf

92 B L AR delay_value

93 P BALAP bearer_context

94 ML AL/ charging_id

95 AL/ ML charging_char

96 ML ML trace_info

97 ML ML bearer_flag

99 TP TP pdn_type

100 AL e L pti

101 AL ML drx_parameter

103 ML AR gsm_key_tri

104 AL ML umts_key_cipher_quin
105 AL/ BALAP gsm_key_cipher_quin
106 B R/P AR/ umts_key_quin

107 ML PR eps_quad

108 BARP ML umts_key_quad_quin
109 AL ML pdn_connection

110 AL ML pdn_number

111 AL e L p_tmsi

112 ML ML p_tmsi_sig

113 AL UL hop_counter

114 ML ML ue_time_zone

115 PAR/AS AR trace_ref

116 AL BARP complete_request_msg
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117 AL PR guti

118 PAR/AS AR f_container

119 AL AL f_cause

120 7L LY plmn_id

121 AR/ ML target_id

123 BA=R/A ML packet_flow_id

124 P BALAP rab_contex

125 ML ML src_rnc_pdcp

126 ML ML udp_src_port

127 charge_id charge_id apn_restriction

128 end_user_address end_user_address selection_mode

129 mm_context mm_context src_id

130 pdp_context pdp_context ML

131 apn apn change_report_action
132 protocol_config protocol_config fq_csid

133 gsn gsn channel

134 msisdn msisdn emlpp_pri

135 BAAP qos node_type

136 BA=R/A authentication_qu fqdn

137 YL tft ti

138 B target_id mbms_session_duration
139 ML utran_trans mbms_service_area
140 BN rab_setup mbms_session_id

141 B/ ext_header mbms_flow_id

142 AL/ trigger_id mbms_ip_multicast
143 YL omc_id mbms_distribution_ack
144 PAR/AS ran_trans rfsp_index

145 mYL pdp_context_pri uci

146 BRI addi_rab_setup csg_info

147 FANIAD sgsn_number csg_id

148 BA=R/A common_flag cmi

149 BARP apn_restriction service_indicator

150 WML radio_priority_lcs detach_type

151 B/ rat_type 1dn

152 ML user_loc_info node_feature

153 YA ms_time_zone mbms_time_to_transfer
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154 AR/ imei_sv throttling
155 ML camel arp

156 BALAY mbms_ue_context epc_timer
157 BAAP tmp_mobile_group_id signalling_priority_indication
158 AL rim_routing_addr tmgi

159 BA=R/A mbms_config mm_srvee
160 B/ mbms_service_area flags_srvee
161 BRI src_rnc_pdcp nmbr

162 ZM L addi_trace_info SR
163 BN hop_counter MWL
164 HMR L plmn_id L
165 WL mbms_session_id ML
166 ZM L mbms_2g3g_indicator SR
167 BN enhanced_nsapi MWL
163 ML mbms_session_duration ML
169 ML addi_mbms_trace_info EARAAD
170 ALY AS mbms_session_repetition_num WL
171 BN A mbms_time_to_data M2 L
173 ML bss BN
174 7L cell_id p—
175 %ML pdu_num AN L
177 BV mbms_bearer_capab B A
178 LYY rim_routing_disc EATIAD
179 PN " list_pfc sk L
180 AL ps_xid ML
181 ML ms_info_change_report BAYAP
182 BN direct_tunnel_flags AR/
183 WL correlation_id AP
184 ML bearer_control_mode ML
185 ML mbms_flow_id AL/
186 BN A mbms_ip_multicast MWL
187 ML mbms_distribution_ack ML
188 ML reliable_inter_rat_handover AN
189 ML rfsp_index 2 2a L
190 WL fqdn ML
191 ML evolved_allocationl WL
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192 WL evolved_allocation2 WL
193 W L extended_flags ML
194 AL uci AL
195 BAAP csg_info ML
196 EMe L csg_id BEKY"
197 L cmi AL
198 WL apn_ambr ML
199 BRI ue_network FZM L
200 WL ue_ambr WL
201 ZMe L apn_ambr_nsapi KA
202 ML ggsn_backoff_timer ML
203 BAAP signalling_priority_indication HWe L
204 ML signalling_priority_indication_nsapi |[3%¥472 L
205 WL high_bitrate ZWe L
206 ML max_mbr ML
251 charging_gateway_addr charging_gateway_addr ML
255 private_extension private_extension private_extension

RDOFNEIZHE> T .GTP HFMER ZIHETE £,

GTP FMERLHET D ITIX KOFIEZETLE T,

27 v 1 [JL—/LDOVERK (Create Rule)] X— T, Ku v 7Z U X k)b [gtp_info] &R L T[4
L a %8I (Add Option)] 22 U v 7 LE7,

gtp_info F—U— ]\ﬁ)i%% éﬂiﬁ‘o

27y 7 2 ERBEZIZET D 1 DOEFRFA 10 EEAE (0 ~ 255) 72132 1 DO ERFA LTI EZHEE L E
T VAT A TRBENDMEE LFEINCHOWTIX.GTP FMEZDOELEZSBHML TLEE W,

Modbus —U— K

5 A &> X :Protection

Modbus ¥ —7 — &3 % & Modbus Z R E 7 I1FEEND [7— % (Data)] 7 4 —/L KDY
GEZ R LR L7V \Modbus #§FE =2 — F LA L7210 \Modbus == K ID EIRETHZ L8 T
Zx %4 ,Modbus ¥ —UV— RZHIMTHEHT 52 & content =° byte jump 72 EfLDOF—U — K
EHAEDLECHEATAZ L TEET,

R OW T ROFHEZ SR LTI EE 0,
¢ modbus_data(27-78 ~—)
¢ modbus_func(27-78 ~~—)
e modbus_unit(27-79 ~X—3°)
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modbus_data

modbus_data ¥ — U — ]\%fﬁfﬁ?é & .Modbus E?ki 7z !:UTE%QWOD [5‘*‘57 (Data)] 74—V R
DFBHEIR LR T ZENRTEET,

[Modbus 5 — % (Modbus Data)] 7 1 —/L ROSEHAZIE LRTIZIZ KOFIEEZET LET,

25 v 71 [b—DER (Create Rule) ] X— Y T, Ke v 7 & v U X h)5 [modbus_data] &38R L T,
[FF Y a v %&BIM(Add Option)] 227 VU v 7 L9,

modbus_data F—U— ]\75’2%% é ﬂijﬂo
modbus_data F—U— ]‘W&’Jiglﬁfﬁ“% ) i'@:/uo

modbus_func

modbus_ func XF—U— }‘i/{%ﬁﬁj«é L .Modbus 77OU r—33a ‘/Egj{i fifiﬁ;%{’\/§*‘lﬁl
@ [Function Code] 7  —/V FZME Tx £¢ . Modbus HE1— F & LT 1 DOEHFE A 10 i
BEELIT 1 DOERFEHL LTI EHRETEET,

R DI Modbus HERE T — R & L TU AT LA TR SN D ERFH DM & LFF 2R L ET,

& 27-43 Modbus ##E=— F

([} XF3

1 read_coils

2 read_discrete_inputs

3 read_holding_registers

4 read_input_registers

5 write_single_coil

6 write_single_register

7 read_exception_status

8 diagnostics

11 get_comm_event_counter
12 get_comm_event_log

15 write_multiple_coils

16 write_multiple_registers
17 report_slave_id

20 read_file_record

21 write_file_record

22 mask_write_register

23 read_write_multiple_registers
24 read_fifo_queue

43 encapsulated_interface_transport
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ATFv7 A1

AT S 2

modbus_unit

AT v

A7 T 2

N—ATOF—U—FLaEKicont M

Modbus #fE = — FEZRET DI ROFIRZEITLET,

[L—LD{ER% (Create Rule) ] “X— T, K v 7 ¥ 7 U A h» 5 [modbus_func] & IR L T,
[A4 7 a > %8 (Add Option)] 227 U v 7 LE7,

modbus_func ﬂ?“— U — ]\73’%% é hi‘j—o

WREa— R D 1 DO EFRFE» 10 EHAE (0 ~ 255) F7213 1 DDOEZBEALFHNEZEE L E7,
VAT A TEHBINDMEE LTINSV TIE Modbus HERE— K DR EZSHML T &0,

modbus_unit F—U— ]\%—fﬁiﬁﬁﬁ_é & . Modbus E?ki 7z !iﬁr?%/\/ &”—P‘:‘W) [:L: b4 N ID (Unit
ID)] 74—/ RT1oO0 10 #EHELRETE £,

Modbus == ~ ID 2 ETAITIX. ROFIEZEITLET,

[V — /L DAERL (Create Rule) ] X—C, ka v 7% 7> U X k) 5 [modbus_unit] 28R L T,
[ 7Y a »%&BM(Add Option)1 227 U v 7 L £,

modbus_unit F—U— ]\75’2%% é ﬂijﬂo
10 HEHE (0 ~ 255 O&HIFH) 2 1 S E L ET,

DNP3 % — 17— ¥

dnp3_data

5 A &> X :Protection

DNP3 X —U— F &4 5E 77XV r—a @757 A0 FOLEZIELR LY . DNP3
FRBLOSETO DNP3 #fEa— R4 7 V=7 FE2MAE L72 0 . DNP3 J&ZE TOWNER@EH 7
T ERAETHILENTEET . DNP3 F— U — REBEMCTHEHAT S Z &b, content X°
byte_jump 7R EMMDOF—TU — R EHAELEEATLIZ L TEET,

FEAIZOWTIZ KDOFHEZZRL T ZI W,
e dnp3_data(27-79 ~<—)

e dnp3_func(27-80 ~<—7)

e dnp3_ind(27-81 ~X—7)

e dnp3_obj(27-82 ~—)

dnp3_data ¥— UV — REHT AL FBHEEINTZDNPI T SV r—va @777 A o
AR LT ZENTEET,

DNP3 7V 7at oy HiZ Vo V@7 L —LaT7 70 r—rva @7 7 Ay MIBHEELE
4 ,dnp3 data F— U — NIZ . K7 7V r—>a @797 A FOEREEZELRLET Mo
W=V AT a X N6 A N LT — 2 E N L CTF =y 7 A BINETIT. 7T 7 A
Y INAOFEEINTZT A ERAET A ENTEET,
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HIBZEINTDNP3 7 7 7 A2 FOEEEETIZIX ROFIEZETLET,

257y 7 1 [JL—/LDER (Create Rule) | X— Y T, Fa v 77X U X s> 5 [modbus_data] & &R L C,
[Z 7Y g »%BM(Add Option)1 227 U v 7 LET,

dnp3_data F—U— }\75‘2‘%% é ﬂij_o
dnp3_data ﬂE—U— HU‘J@I@LU?)J?) @ i“@_‘/\/o

dnp3_func

dnp3_func ﬂE—U»— }\75,’1%)%#5 E\DNP:‘) 77°U /7-‘—:/9 V%E*if:!&ﬁﬁ%/\/&*?ﬂ@
[Function Code] 7 4 —/V REZHATX 4 .DNP3Iffe 2 — R & LT 1 DOEFRFA 10 HEHE
FEF 1 ODERFALTINERETEET,

RDFIZ.DNP3HRET— F L LTV AT A TSN D ERFEH DM L XFHZ2Rm LET,

# 27-44 DNP3 #gE=— I
fi XF5

0 confirm

1 read

2 write

3 BEREIN

4 operate

5 direct_operate

6 direct_operate_nr
7 immed_freeze

8 immed_freeze nr
9 freeze_clear

10 freeze_clear_nr

11 freeze_at_time

12 freeze_at_time_nr
13 cold_restart

18 warm_restart

15 initialize_data

16 initialize_appl

17 start_appl

18 stop_appl

19 save_config

20 enable_unsolicited
21 disable_unsolicited
22 assign_class

23 delay_measure
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dnp3_ind

ATF A1

AT 2

N—ATOF—U—FLaEKicont M

* 2744 DNP3 #5E=— F (§e&)
{8 P

24 record_current_time
25 open_file

26 close_file

27 delete_file

36 get_file_info

29 authenticate_file

30 abort_file

31 activate_config

32 authenticate_req

33 authenticate_err

129 response

130 unsolicited_response
131 authenticate_resp

DNP3 #fE = — R ET D ITIX ROFIREZFET LET,

[V— D {ERL (Create Rule) ] X— Y C, Fu vy 7 & U X )5 [dnp3_func] 3R L T,
[F 7Y a »%BN(Add Option)] 227 V v 7 L%,

dnp3_func F—U— }\75‘2‘%% é j/bi j—o

B o — FHO 1 DOEFRFS 10 EFE (0 ~255) F713 1 DO EFRE A LFHNEBELET,
VAT A THBENDMEE LFINZDOWTIL.DNP3 e — FOEEZBRB L T 7Z &,

dnp3_ind ¥ — VY — R&iH73 5 & DNP3 77U Fr—v 3 VEIRE~ Y X —KNO [NE@EE
(Internal Indications)] 7 4 —/V FIND 7 7 V2 RAE T F7,

1 OOBEHDO 7 7 7 ETZROBIO LS 72 v ~KEIY D7 F 7 VR b ERT CFH AR E
T&EET,

class_1_events, class_2_events
BEO7 7 72 BELEHE =T —FIU X MOEED T T 7L K LET, W DD 7
Z 7 OMBEDEEBHT 1211 DD — /LN T dnp3_ind ¥— 7 — FEEKEEH L £3,

TEFRWAHD DNP3 NEBBEI 7 T 7L LTV AT MM L o TR EN D XFHIWECZ LI T IR LET,

class_1_events
class_2_events
class_3_events
need_time
local_control
device_trouble
device_restart
no_func_code_support
object_unknown
parameter_error
event_buffer_overflow
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dnp3_obj

AT v

AT 2

2771

AT w7 2

already_executing
config_corrupt
reserved_2
reserved_1

DNP3 NER@A 7 7 7 & HET DITIX RDFIEZETLET,

[/ — /L DAERK (Create Rule) ] — T, ke v 7 Z 7 JA )5 [dnp3_ind] ##IR L T . [+
¥ a v &BAN(Add Option)] 227 U » 7 LE¥,

dnp3_ind F—U— ]‘ﬁ‘%%éﬂij—o
1 OOBEO 757 FR3hry~XKO0 D757 VA NP RTXFEVEAIRETE £1,

dnp3_obj ¥F—V—RFREFEHTIZ L ERELITISENDODNPI A7 V27 b ~v X —%BET
xFT,

DNP3 75— X L. 7 a7 ANRNRALF VAN  SESERFATDO—HDDNP3 47V =
7 FTCHER SN E T K2 A 7. 2NN 10 EEE T anNDd 20— 7% > TRl S
FT(TFR T ATIIN—T SNAFYUAINITN—T L) KT N—TNOFT V=V NI F
NENA T2V b T—HERERET DS 722 p N =25 228> TEHITXG
SNET(16 By NEF 32 By MNMES FEREEFE/NUE R E)  Ele ATV N =—
va v DEZ AT 10 EEME T HERBIRTEE T,

FT T b N B —EHAT AL AT 2 N Ny H— TN —TDEA T ETT 10
AT V2 b RNV 2= a DX A TERT 10 EREEZEELET, 202 >OMA
ADbEICES>TDNP3 ATV 2/ FOREDZA TREFRSNET,

DNP3 47 V= FEHETHITIT ROFIELZETLET,

[L— /L DAERL (Create Rule) ] X— C, Ka v 77X U X M5 [dnp3_obj] ZiEIN L T . [
¥ 3 v &EHN(Add Option)] 22 U v 7 LE¥,

dnp3_obj F—U— ]\75)2%% = ﬂijﬂo

B DOF Ty N TA—F BT ATDI21 50 10 HEE (0 ~ 255) #18&E L B o 4
T2 PRV =gy AT EENTHDIICHO 10 EHEAE (0 ~ 255) 2HEEL £,

Ny MEFEORE

7 A & X :Protection

BB Dy MREZ ROy ISR L TOIA X AR B — L 2B T& £9, ASA
FirePOWER € ¥ = — /W21, N7 » MEEZFEHTT 2720 DIRDOF—U — KM - TWVWET,

o dsize(27-83 ~—7)

e isdataat(27-83 ~—72)

e sameip(27-84 ~—3)

e fragoffset (27-84 ~X—73)
e cvs(27-84 NX—)
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N—ATOF—U—FLaEKicont M

dsize

Z A &> A :Protection

dsize ¥—U— NI T v b XM m— R ¥ A XERELET, (KR JEE & /N2 0 R
(<.>) Zflio TIEHOFMHZEET 2 Z N TEET RO LA > CHIPAZIEETE £,
>number_of_bytes

<number_of_bytes
number_of_bytes<>number_of_bytes

728 21X.400 NA NEBZ D37y b A XERET DHI1T0E dtype fHE LT >400 ZEA L FE
F,500 XA FREDN Ty N YA REFRTET DT <500 Z2#H L E£97,400 ~ 500 /XA h DR
oy ML T—N%E M) H—¢ L TEMT 5 X 94ET BI1TiE 400<>500 ZFEH L FE T,

>

BER dsize X —U—FE. 7V ety PicloTTFa—RFENDHHONT Yy FERELET,

o

isdataat

7 A & & :Protection

isdataat ¥ — VU — ]\51\/\0/]) " — FW@%E@{ilﬁéi?—& ﬁ)ﬁﬁj‘é Z & %Eﬁ?\dﬁ‘é c]: 5 N
=) TV UTHRR LE T,

W DFIZ ., isdataat F— U — FCfEHFTRE 72 5158 & %11 % LET,

F 2745 isdataat D3/#

5% SA7 B!

Offset |2 A v — FRNOREDAE, 72 & 21237 v b S a— FROAA b
PLE SO T — 2 BNHBRT 2 E2MET DT A7y MEE LT

50 %?Eﬁ LETOA ! ﬂ%ﬁﬂi%li\isdataat @E@%%%éﬁ L\ij—o 4‘2}%
DEDT —HN_A a— NHFELZWGE BEEZHLET,

F 72 BEAFD byte_extract B EHEH L TZ OB HMOMEEIRET 5 2
ELTEET MOV ATy b T —HE2X%—U— 5[50
I FEARIAT (27-85 =) 2B L T 2 &0,

Relative |4 7> gy |BEBICRON-T-a T oY —FZ2 KA U CH 2R E 23
LET HMANEEEETIHRIE DT EZBNAL F0NBHBED
EIZHEBE LT EEVW KRR Do Tma T oY =B bR
MICBENT 251 MG 1 22 LW EZHELET. & 2
B RKBIZR ST ar Ty —8n D 9 3 FMRICT — 2 N
TREZLELEZRETHICF ML 7y FE LT BRELET,
Raw Data |47 3> | ASAFirePOWER E 2 — /L7 Fut v ek B Fa— K7 7Y
T—a EOIERIEPITOIDEIO . ED/RT b XA r— RiZ
TARREINN TN EERELET MO T Y —HRR
MLy b T—FZRNIZERE L TWEEEIE. 2 D54 % Relative &
—FEICEATE T,

7-& Zid foo EWVVD T T UV EMRET B/ —/L T isdataat DIERRD X 5 WIHRESNDBA.
e Offset =110

e Relative = enabled
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WM L ToF—U—FLE[EKIcONT

=)L T DU foo DBAMBNA B — RFRREETITI0 3, 2B LARWEAS VAT A
TELEEHLET,

isdataat Z AT A X ROFIEZEFTLET,

257w 7 1 [JL—I/LDIERK (Create Rule) ] “X— T, Fa vy 7F*Z U A M) 5 [isdataat] Z3&R LT [4 7
v a BN (Add Option)] 227 U » 7 LET,

[isdataat] © 7 > a U BNEREINET,

sameip

7 A & X :Protection

sameip ¥ — U — NI X7y FOREETLLEHEIEDIP T RLANRE L THDLHZ E2mELET,
IOXF—TU— NI5IEEZ T ANLERA,

fragoffset

Z A &> A :Protection

fragoffset ¥ — U — RN{I. 77 7 A MbEni=\ry b4 7y FEBRELET, ~FO=
7 A7 1A k(WinNuke —ERAIERKER E) T FFEDOA 7y MR OFEIERI N
Ry b 737 A ML AT0, ZDF—T— KR&ELBET,

2T T A MEENT Ty FOF Ty RS 31337 XA RinE D nERET HIC
li\fragoffset 1@& L T 31337 %?Ei Liﬁ—o

fragoffset ¥ — U — ROFEERET D & T IZIFX KOBEEFEMFATE £,
£ 27-46 fragoffset ¥ — U — F D5 HigE 7

HET BB

! J vk

> X REW

QU

(N HEEA%2 < 72013 > EHEAEDETHEATE RN LICEELTLEE Y,

Cvs

5 A &> X :Protection

cvs ¥ — U — K&, Concurrent Versions System (CVS) b7 7 4 v 7 N TARIERFEXD CVS = b
VaERAELET, HBEIAERERXO MY EEALC E—F A—"—7 o —ZiflIfic
WAESHE . CVS H—NETCHEa—-REETTLHIENTEET, ZOF—UY—FREHFEHTS
&2 ODEEFID CVS MEF5M: CVE-2004-0396 (CVS 1.11.x ~ 1.11.15 & 1.12.x ~ 1.12.7) B L O}
CVS-2004-0414(CVS 1.12.x ~ 1.12.8 & 1.11.x ~ 1.11.16) {26+ D BB AN TE £ 3, cvs F—
J— NI ELWERXOZ N THLZ LxBEL T AEREXNO= N B s
BETI— b AR LET,
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A7 71

Nry T

N—ATOF—U—FLaEKicont M

CVS BREMET 2R — FE2NL—NVIZEOLIVLERH D T IBIT. N T 74 v 7 BEAT L AHE
HOHDHKR— % TCPHRY —HNDOA RN —AFBEEHNOFR— K URNMIEBMNTSZET,
CVS vy a OREERFETEXALIICTILERHY ET A N —AFMBENTONLD
JIA4A TN R—FDOU R RIZ.TCP R— b 2401 (pserver) L S514(rsh) DEENTWET, 7=
72 L —2328 xinetda —/N(-2FE Y pserver) & L TEMET 25413 LE O TCP A — N L THj
FCELZLICEBELTLS LSV TRTOIFERER— & A b — LFFEZED [Client Ports]
UAMIEMLUETFEMICOWTIE A N —AFEROF 7V g COFEIR(21-28 X—V) %
S LT EEN,

RERBARD CVS = b U ZRHET DT ROFIREZEITLE T,

cvs AT a i A—IILZEBML. X —U— R5|# L Lfrinvalid—entryj EANLFET,

—H X —U— F5EDOFIFHEHAAL

5 A &> X :Protection

byte_extract F—U— }‘%{%ﬁﬁjﬂé <E @FEE Lf:/§4 }‘%(é’/\ob‘/ Fb’%%;&o)ﬁpﬂ:%ﬂf&ﬂﬁ
ZEMTEET BT . TOLEEKE FLL—LNTHOBREX—U— FORKEO5HEDOEE L
THEHTEET,

L ZE Ty B T=2ICEEND A PEDBFREDASA N BT A P TREBSN TN DS
BTy FIPbT =4 YA RT3, PR LE T 2 E AT FEDNA &
A MZBWT BT — R4, MERTH L LB SN TWDLIHE . T —Z A X 4N
A bahhit L TAKEE LT TE 97,

byte_extract HEHTAHLEE 1 DODON—VINTR K2 OO BB % RIFIC/ER TE 9,
byte_extract %é&%{ﬂ@f%ﬁﬁ%fg& i‘j‘o IEJ LBE?&Z & %IJODE;&E%%{%O T%ﬁ Ll/\
byte_extract 3?‘—]7‘— ]\%Tf]\j] Lf:%é\ %ODEﬁODE%(ﬁE%ZPj“_/\‘—?/]) ]\éhij‘o

R DF T . byte_extract F— 1 — RTHBERBIEIZ DWW T L £97,

F 27-47 byte_extract DL ZH 7%

518 A

Bytes to Extract SRy R BIE T A A 1,23, F 72134 N FEFRRETE £,
Offset A va— FNTT—F O % BRth9 2% 314 h 3, -65534 ~ 65535 /31 b

EIRETEET A7y b BT ZIE A OB EDTZD NEI W
WA, MNP 1 2Z LW TA 7'y MEZFHFAE LT 2 X0,
72 & ZIXMEHHENC 8 31 MEA DX 7 HEELET N — =P
1L N7y B XA m— ROSEEED D (Relative b —FEICTRE L7 & 3R E
RO a7 oY —BO% ML) EHF K Z T, 2B ADHIE
ZRE TE D DlE Relative & —F5IZHHE L7254 721 T abfllc o1 T
1. byte_extract DIBJDOA T a VB ORESZR LTI I,

Variable Name DM F—T — FOFIEBTHMN T 2284, EEFOXFINEHETE
FT (LR LXLFTHELILENRD D £T),

Cisco ASA with FirePOWER Services 7 — W /VEHZRESTA F 1



F0E BANVNAOEELER |

WM L ToF—U—FLE[EKIcONT

S ROT =2 2 Ao % iEa S I LERT DT RORITRITHIBEHH T £,

# 27-48 byte_extract DEWDF 7> 7 5[

515 A

Multiplier 7y R DI ST E O FEL, 0 ~ 65535 A HRE T 9, B AR E
LRWEGEDOT 7 4/ MEIX 1 T,

Align SN TEZ B biTv 2- S D ETIL 4 N MEFRICTHE L £,
Multiplier &, —#&|Z3ER L7255 AT AL Z OFFEORNC K2 @A L £,

Relative NAT— ROEETIIRL  ERBICR Do ar T 0y —HOKRE L
YEIZ LT Offset 2 315 L £ 97, 252DV Tk, byte_extract D MZEFI E D F
LML TS,

DCE/RPC. Endian., & 7= (X NumberType ® 5 5 | D77 J 2T T& 1,
*ﬁﬁ;ﬁ% <E fcﬁ 5/‘\/1) }‘ fZ byte_extract a'\"*‘ U — ]‘T k@ c]: 5 W—%’%—ié 75)%%—’9’«6 &:fi\/}/—(@

ROPPOFIEEERTEET, EOFIHLBBRLLVWER V- 2V By =
T AT A MEZEHLET,

2 27-49 byte_extract D.x .y 72 F R 5%

Gl A

Big Endian TI7HNVEDORy NT—27 A NETHDLIE Y T =7 47 "1 MA
TT — X &E L E7,

Little Endian U2 T 4T A METT —Z2 %20 L ET,

DCE/RPC DCE/RPC 7'V 7t v #TUEIND N7 7 4 v 7 HIZ byte_extract

X —U— REEELET,ZEMIZOWTIZ.DCE/RPC F5 7 4 v 7 OF
I—RF(192 X—=)EHBBL T EEW,

DCERPC 7V 7ut v YNy = oF 4 7 oE3) MM F 47 v
/SA MIEZPE L E T, Number Type 5135 & Endian 5152308 H S vEH A,
DB EFINI LEESGEIT MOREE D DCE/RPC F— U — K EHHE
DT byte_extract AT HZ & TEET, 55OV TIE,
DCE/RPC F—U — K (27-62 X—) B L T Z &V,

TR EFAHMD EEORMEY A 7% ASCII XFHE LTHRECTEET . X7y PO A Y
VI T H eV AT ARED L DICRET AN EERT DINT KOEDONT DG E A

WT&EET,
F 27-50 byte_extract © Number Type 5/
Gl B

Hexadecimal String it &7z A bV v 7 F—X % 16 HEE X Tl £9°,
Decimal String SR N 7 F—2% 10 R THRAIRD £7,
Octal String M EN=A N v F—2% 8 R TR0 £7,

7LC <1: ili\\byteiextract @1@%/)/—(@ K 5 &::J:E‘ﬁg L/fl%/ﬁl\\
e Bytes to Extract = 4

e Variable Name = var
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2771

N—ATOF—U—FLaEKicont M

e Offset=8
e Relative = enabled

= DN RBICROh o T Y —Bh S (FNEEEEICLT)9 N1 FMEITH
BT 25,434 FTEHINDEMEE var E WO ARTOEED PG HFIAHR T T, % TZOEEK
 HEOF—U— KRB HDEE L TL—LNTHRETE £7,

byte_extract 3?‘—]7‘— ]\Tfﬁﬂ% Lf:%?%(é’?ﬁﬁf% 53?‘—]7‘— I\%Iéﬁ%\b’W)?_@éCﬁU%ﬁ l—/ij‘o

Z# 27-51 byte_extract Z#& &/ T& 35/#%

¥—U—F [B% A

content Depth, Offset, Distance, Within AT Y ORI (27-18 N—)
byte_jump | Offset byte_jump (27-33 ~<—27)

byte_test Offset, Value byte_test (27-36 ~<—3)

isdataat Offset isdataat (27-83 ~X—7”)

byte_extract 5 2 IZIL . ROFIEZETLET,

[V— /v DIERK (Create Rule) ] “X—C, Ku v 77X U X k)5 [byte_extract] &L T,
(A7 a3 %BI(Add Option) | 227V v 7 L£7,

[byte_extract] £Z7 > a BN BN L ZEBEOF—V — RO FIZERINET,

N— IV F—U—RBHERLET 7T 4 TIEDBRL

5 A &> X :Protection

VAT AT P H—E U THEAEISNTE TCP L— VA LT TCP #54 U A=D1 713
MU H—E L THEHEINZ UDP L— LTS LT UDP Yy v a v A UAEDIC.TIVTF 47
B EZRMMCTEET 220F—U—RIZX Y BlxDFHETT 7T 4 7IeE =R TEET, EH
EPDF—T — REEGTN—NLENry "R RI AL LTHEHATZE VAT AIZL DT 7
?476%%%ﬁébij«oconfig response A% KR L CHERATDIT I T 4 TInEA v
H—=T 2 A A BLONRYy VU TREEATRITTID2TCP Uy hoREAERETHZ L TEET,
Uty MIEGOE v g VICEEL2 52 HDOICEICE ) £ TICREIET A AREMEN E W20,
TIT 4 TEFA L TA VERTROIREZRBELEST LT A T4V BIATO
react ¥ — U — NIZIGE LT VAT NMIEROWmHADO N7 7 4 » 712 TCP U &> bk (RST) 73
oy NEESEFAL BEIZ NS > TEESAH L £,

(R v TRATIEIV AT ANy NERRATE W WBENT 7T 4 TInE # BEE 21T
B2 X 9@IRT AR REMER S A2 ) SESERBHT. 77 T4 7B IE 7 7 AT U —
NDORDOY ELTHRESINTWVERA,

TIT 4 DIEEIIR S TRDZENHATD. VAT AMITCP Yy M2 XD TCP Uy FOBtE
EHRLERA, ZHUCEY T 77 0 TINEDERIZH S Z L 2Bk CEEd, /0, VAT AT
YER 72 B TICHE » TICMP BIEEARGE X7 v MZ KL D ICMP BIEARGE X v S OB ZFFAT L EH A,
BANV=IANRT 7T 4 TIE NI =L LR LS. BEidy s a o TEBINO T
T4 EBRETAHES TCPA RN —A P Faw v b a2HRETEET BNMONT T 4 v
DREHENS & Y Faty I IBEINRKEECOBINOT 77 1 TISE 2B F 713
Ty va VOWEHIERE LETREMICOW TR RBABEFEL— IV TOT 7T 4 TIRE OB
212 X=)EZZHR L TLIEEW,
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WM L ToF—U—FLE[EKIcONT

TIT 4 7B BT DI HTES2F—U— FIZEAOERIZOWVTIZ UL TOEE
ZH LT &N,

o X ATHIFMBIOT 7T 4 T IE DS (27-88 X—)
e TCP Ut v Malidd HTML ~2— ¥ D3%(E (27-89 ~=—3)
o TUTATIREDI Y FiITE A LV F—T7 = A ZADEE (27-90 2—)

54 T HABDT 75 4 7 OB

7 A & X :Protection

resp ¥—V—RFK&HEH+TIZLE V=L ~yF—TTCP 71 b/t UDP 7 ba LD EbH 5
PIEEENTVAINCESW T . TCPH#EEIXUDP © v o3 X7 7 T 4 7 (REEINID) s
BTEXFET MOV TIEL, 7 haLoiFEQ7-4 X—) 2R LT &0,

F—U— R EEMFEHTLE ATy FOFR.BELORTCP U+t > b(RST) X > b & ICMP Z
EAREARNT Yy hOEBLLET VT4 TINEE L THERAT 2 EETEET,

FED TCP V¥ v M E-I1F ICMP B EARESI B A2HEHA L C.TCP #iAMA L 522 &N T
F9.UDP v a &AL AITIL.ICMP BIZEERGESI KT 2 AT A2LENH Y 7,

FESFESERTCP Y vy FEIEEERT D2 LT 2y hORE L. 0. /21T DM
T 7T 4 TIEEEDZENTEET, TXTO ICMP 2ERGESIEIT 37 v M EETTIT s
BNETICMP %y FT7—27 FRA M FRER—FOEDORERENAr Y FE2FHAT 50 (F
X3 DT RTCEMEAT L2 ZH/ETETET,

JL— LB R Y H—L LT &N/ & X212 ASA FirePOWER £ 2 — /L CEITEINDET 7 V3
VHEIEMEICIRET B 7200 resp F— VUV — R THHATE 28| MEROEIHIZE L F9,

# 27-52 resp D5/#

515 B!

reset_source |/L—/L& MU H—L L THEHA LAYy hEREEILT Y RARA 2 MITCP Y
Yy b Xy vEEYET, ZORDIC, FLAEBMEDO DI R— &N T
W5 rst_snd ZFRETHZ EHTE T,

reset_dest |[JL—)LE NYH—L L THHELEAAY Y FOSEHETHDLZY RAA > T TCP
Uy b Xy b0 ET, 20RDVIC, FNAEBEDT-DIZH R —F S
TUW5D rst_rev %?Eﬁiﬂ'é’*é ZEHTE i—g«o

reset_both |ZEEM= RRA L FEZEM RRA 2V FOBGFIZTCP Yty h 47y |
%%D i—gqo :Oj{Jﬁb D a:\‘F’ij*ﬁ‘lﬁ@f:&)L:'ﬁ‘/—ﬁ*‘ ]“ éﬂfl/\é rst_all i;/
HBETHZ L TEET,

icmp_net EEMANZICMP Xy hU— 7 BEAREA v —T %KD £97,
icmp_host | X(E{H[IZ ICMP AR A FEIERGEA v — &% £3,

icmp_port | RE(EMIIZ ICMP R — FE|FEREA vE—T %2 %0 £9, ZD5|48I1X. UDP ~Z
T4 ERTTAEDICEbET,

icmp_all EEMIZRD ICMP A vt — V% link L E9,
o Xv MNU—J BIFELRRE

o KA MEIETRAE

o K— MEIERRE

e ZIF N— RN = L THERASEE X ICEEROmMMZ )2y N T5E50— 1%
%ﬁﬁiﬂj«é@zli\resp F—U— %@1@2: LT reset_both %{%Hﬂ Li—aﬂo
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ATF A1

AT T 2

N—ATOF—U—FLaEKicont M

ROEI A~ DY 2 M2EH L TEEOSIBARETEET,

argument, argument, argument
WRT AT 7T 4 TIEEA L H—T 2 A ABLONRy T RETO TCP U & v FEATEIE % 3%
TET D729 config response 2~ REMFHT L HFEICHOWTIX T2 T 4 7InED V&> b
RITEA L F =T 24 ADFKRE(27-90 X—V) HZHL T IZE W,

TIT4ATIEERET DI ROFIEEZFEITLET,

[L—/L DAERK (Create Rule) ] X— T, K v 7 X7 U AR5 D [resp] Z®INL T [FFva v
%3800 (Add Option)] 227 U » 7 L &7,

resp F—U— Fﬁ‘%ﬂ? éj’bi'ﬁ—o

[resp] 7 4 —/L K C.resp DB EDORIZH D518 52T LET EEZOSIREFBET 2H6F.
VRO DY A NEHEHLET,

TCP VU & v FETD HTML _X— DE(F

AT T

AT 2

7 A & & :Protection

react ¥— U — RZEHAT2E X7y "= % U H—E L TR LEEATT 740 b
HTML ~X— % TCP 5t 7 74 7> MIEETE ET . HIML X— TV DEERIC. VAT AT
TCP Uty k Xy Naffio TEEROWEE~DOT 7T 4 TG L £9, react T — U —
KIZUDP NI 7 4w /DT VT 4 7B NI H—L L THEHALEYA,
7 a T IROBIEERETETET,

msg
msg B Z T 5 react L— V3N MZEXoTCRU = L THERHENLA & HTML R_—
= AR N AybE—URERENET AN BN AvbE—DT 4 —L FIZOWTIL,
L= IEEIZHDONT 272 X=) BB L TLEE W,
msg BIHERE L2 WA HIML X— 23RO A vt —IU RN EEN £,

You are attempting to access a forbidden site.
Consult your system administrator for details.

TITT A 7}‘_{5%@0i)§01%5 ZENHAHATD HTML IGER—12 X 5 T react L—L3 R
H—=E L THHENRZNEICLTLKEZEVWEGEERE LTT 7T 4 TIRE DN ERRICHE < ATREME
DO ET), VAT Tllireact =L ZTHICT A ML TOLEBIRETT 75 4 71215
KOHERRL T E T

1%)%?‘677?47“5’5%4’ VHE =T 2 A ABIONy T REETO TCP U & v FERITEIE &%
TET B0 config response AV REEHT 2 HEICOWTE. T 7T 4 ZTIRED ) &y b
BITEA V=T 2 A ZADORE Q790 X—) ML TLZE 0,

T I T 4 TIEERET DN HIML R— V2R E T IR ROFIEEZEITLET,

L=V DAERY (Create Rule) ] X— T, Ky 7Z 7 U X D [react] Z IR L T AT a v
%380 (Add Option)]1 %27 V v 7 L&,

react ’\"?“—'7“_‘ ]\ﬁ)i‘%i—“éhiﬁ—o
RO 2 OOEPRIENRH Y £,

o BHEAHUDENC N —VAICHRESNIZARV N Ay —VEET HIML X—Y %7 7
A7 MZEET HITiE [react] 7 4 —/V Rillnsg) EATT L E T,
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WM L ToF—U—FLE[EKIcONT

o WA UARNC.IROT 74 Avv =% HIML X—2% 7 A4 7 2 MOEE
T 5120 [react] 7 4 —/V FEZEHOEFIZLET,

You are attempting to access a forbidden site.

i

Consult your system administrator for details.

TITATWEDY By FNRITEA Y F—T = ADRIE

5 A & X :Protection

config response 2~ > R&fH T 5 & resp L —/L & react L—/ L2 L > TR EILA TCP U
Ty FOBERFHMICHRECEE T E. . C0a vy NIZEEL—LIC L > THIBENS T
7T 4 TIEOMEIC b REEZHEXET GEMICOWTIIRAEREL—LVTOT 7T 4 TIE
DORRIE (212 X—=D) 2SR LT 7ZE W),

config response =~ > R & fifi 4~ % (21X, & & 72 USER_CONF ZHANOBMED 1 1712 Z vz A
L %97, USER_CONF ZH D AT IEIZ OV T IEIRALKIZ SOV T (2-31 X—=P) ZZ ML T
72X,

%>

HEBREDTA £ 7213V R — MY OIERIZHE S ;?i’l‘?% BARY —HEEEZRET DI
EEE7 user_conF BE AR LW TL EE W BAERIIEET ARENEET DI E . V2T
A0MEIELET,

TIT47IEV ey FRIT T IV T4 TIEA v E—T 2 A A ETRXEDOAESFERET HITIE. K
DFIEEFETLET,

279 TN TIT 4T IWEDORBOBLEIRETLIONT 7T A4 TWEA L E—T oA ADRHERET D
DI ETNTE DM ST 2T T D DIC)E T T @2 USER_CONF 22N ORIE O 1 4TI
config response 2 ¥ RO 1 DO EFHALET ROBIRENH Y 7,
o TUT 4 TINEDORITEIEOAEIEET DT RO~y REALET,

config response: attempts att

@J:config response: attempts 10

o TITATINEA L H—T 2 A ADFHERET DT KOa~y RefALET,

config response: device dev

@mlconfig response: device ethO

o TIUTATINEDRITHIMET 7T 4 TINEA v HZ—T =2 A ADOW G EBET HITIE KD
awr REHALET,

config response: attempts att, device dev

@MICOHfig response: attempts 10, device ethO

515 D7

att (X ZEMARA My &2 AN SE D 72012 BIEOHERH T TCP U & v K /X

oy NEFAT HFATER (1 ~ 20) TT, Z O A7AT Ny TR TORMER D 7,

4’/74/@351@}17:.\‘/X'7A51]\Uif~/\°/7*y FoORDOVIZVEY B Ty FE2A Y —
EHFRALET, VAT MMIICMP BJEARET 7 7 1 TISEZ 1 T2 R E LET,

dev6&”7“/7@%’%?\‘/7\7‘.&\#67?7‘47[5%%%1§sz@\4’ YIAVERBTT 7
T A TINERFA LD T DD OREA L Z—T =4 AT,
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ARV INDT 4 NEZY T

5 A &> X :Protection

detection_filter ¥ — U — %%1%)%?6 & \?EﬁiﬂéﬂfiﬁﬁﬁﬁﬁW(l?ﬁﬁféﬂfl%{@/\oﬁ v NS
N—nZ M) T—E L THEHLRWERY A —ATA XU IBRERINZNE ST DHZ &N
TEFET,INICED BT EDXAI T TA—INAR MEERTHZ L ARHECE E
I 7o & AT BN Dﬁ‘/f VIRATDN 2 ~ 3 EIRET D 2 ST AEE OFPHN T A [F UREE N
WCEBOBRITNBE LTSGR REIT NV T+ —A T H v IV EZRBLTWDLAEENRH D £,

detection_filter ¥ — 7 — ROMEDGI X EEF L/ IEDELLDIP T RLAZ VAT AT
BT 50 AN R E B YT =T LN HEERmZ SN D _REEE B LTI 7 o h O
felr A ER L ET,
AR D M) T —ZBLE DL RO LET,

track by_src/by_dst, count count, seconds number_of_seconds
track ST N —VOBHEEZ M-I/ v MRED D M5 L& N7y FOEET
IP7 RLVRAESEIPT FLADELLZHHTLHNEIRELET VAT LATA N b A A
B A GBI D HIEERET 21T ROERO PN S HIEAE AR L £,

ZF 27-53 detection_filter D85k 7/#

5%k BB

by_src EETIP T FLRAICL2BHE S 7k,
by_dst SRS TP 7 RLAIZ K DM ERED w7 v K,

count %Iﬁ I =L TA R k&R DI ‘T’ Eéﬂf:ﬁf’aﬁl’ﬂi?ﬁﬁéﬂf: IP7 RLAD
N— i N H—F_RENTy NORERELET,

seconds BIEIX NV — I TA Xy FEAEKT LRI TBESINTZEHDO 7y B L— V% R
= NEREREE R TRELE T,

N7y RNTa YT Y foo HRBET H/V— VN IROF| % E T detection filter ¥ — U —
NEfif+ o5& LET,
track by _src, count 10, seconds 20
ZOBFIDON— X FFEDEEITIP 7 R LA 20 FLINIC 10 HD /357 > BT foo AT
5ETIE AN B %Eﬁi LEH A, VAT ADRRYIO 20 HUNIZ foo 2@ Te Ty M2 TOL
MR Lfmmt BlE AR IPRERSET A, L L IO 20 B2 T £oo 23 40 [A]HBL
L72a1, /l/—/le 30fEDA N FBERSN 20 R REIET LT FAFERINET,

L& VAL detection_filter = — U — R D LhEk

detection_filter F—U— ]‘fi\}ﬁjﬁﬁ@ threshold & — U — }‘G:P(j/)z) %) O)’C“'@’«o threshold
F—U— NI MABEME AR T 272015 & e P R— PSR TOWETHR RARY —H
THREIND LEVWEL R CHEETT,

detection_filter ¥ — T — KiZ X7 v B L— & R H—L L THERATIHIICEA IS
BB T v — T RESNT ATy b B ORISR SN Y H— Ry MT
EQL“C/I’/\/ NEERLETACETL A TA VBT AT Y NEKET DS X5 L— LT

RESNTNWTH  ZDOXI RNy MEBELETA SIS BESNTEAATYy b AT bD
?(ﬁ HBLF D —v P U —& LTS 257y MZB L Tr—/bid A S R 2ER L
FIEL A TAVRBETA Yy FEAEET 2L IORESNTWVDLELAIT. EDOL D N
oy NEEELE T,
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LEWVEIZ BT 7 v a U ARASERONA RV MEAEE T, ZiE. 37 v bR A R
N M) A—E LTHRALERICEASRES A 74 VBRICBWT N7 v M &Y
FoREESNTZ L= T =L LEVWE S IFEBRIC L= E N T—& L TERAT 54
TOXRT Yy NEEELET,

fZARY 2 —WNT detection filter T — 77— RZRFAALX R LEVEBAAL X FIHL B
LU — b R X QBB AR bE TR TE 5 2 LICEE LT E a0,
FTLBARY —HNORAAL N L EVWEBERE L DG DOE TIFHELED threshola ¥ — TV — K
EHT 51 2 H— b SR — DA = MBI LA, H ) S —RAERSRILT B 2 21
HEE LT EEDGGEIIC OV T A S b LE W EDRIE (24-23 =) JRAR Y & — Bl
DI O (24-28 ~2— ) BRI — LIRBED R E (24-32 X— ) B Lo —H L L—L
TrANDA R — (4316 X—=)ESZR LT EI0,

WERNT 7 14 v 7 OFHE

>

5 A &> X :Protection

AANERITEYVa VICET2EMO N T 7 4 v 7 20 JIZ8BEHT DL O VAT LITHRT
B0 tagF— TV — FEFEHLE T ctag ¥— T — R&FS>THRET AN T 74 v 7 DEAL T L
BAERTET LR ROBCEFEHLET,

tagging_ type, count, metric, optional_ direction

WD 3 HODRIZ,EOMOEMATREZ2 S EUZ SV TR L £,

2ODHATDH THERENHEINTE E T IROFKIC h%@& THEREDTAZ R LETIRA
V=L TI— )b Ny H— F T g DI E Ebf_ .session ¥ J B H A I J:O’CJ?J
Ceyiarnbory hnjloty s a /75>%0)/\/7/ fo Lo icitkEnsd Z Lic
LTLKEEVW Ry ary»ooRry haE b T/ A—7{bT 5121, Hbfx)\/lﬂ—/l/
NTI1oOU EoLr— 73 /(flagﬁ? U — KX content F— U — R )X ELFET,

## 27-54 tag DF/#

518 A
session  |JL— L AB RNUH—L L THEALEZEYy a3 v NORr Yy MEa ZICEe L1,

RALN (=B P AT—E LT LAy FERELIERA MRLDONRT Y xR
JIZFFR LET HARANNOED N T T 4 v 7 DI (src) \ETLIIHRA M~D N T
74 v 7 DI (ast) Lk 2 T REMT 2B TE £,

RICRERT D N T T 4 v 7 BERET DX ROGIEEEN L £,

Z 27-55 count 7/%

515 B!

count L= N U —L L THERAEINZBICa ZIZEkT 53 v MCE 7213004,
ZOHALERRET B count I DRICHEILES | HAEFEH L ET,

ROLDOHNS, bT 7 4y 7 ORHEITRERI L0 7 THEATLEERELZBER L T ZS0y,

B- AR Y P =7 TR BB BT Ty FRRETLAREMENH D LDy MT
ST Ef T DL NRNT g —<  RZHRREENRSAREDRH DT LTy PV — 7 Bl
WCAEDETZORELHELTIES,
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# 27-56 2 2 DRYERIET

5% FLEA

packets =D R H—ZIZ BT FTHREINAD XNy ez Ik L ET,
o W=D R T—ZIZ AT FTRESNAIBEOM. VT 7 4 v 7 Z5tdk LET,

7oL ZITRD tag ¥— TV — NMEEZFEHTHL—ALB N T—L LTERHINESGE.
host, 30, seconds, dst

WD 30T TA T RIPBERAMIFEINDITRTONNry MR JICEiEEInE 7,

BEDO Ty MIRSEBEDORH

7 A & X :Protection

WA ZE YT 9 MBI Y THITIE flowbits T— T — REFEH L ET, T TITLTIRATIT S
NIREIZESW Ty v a VNS Ny FEST T2 EICEY VAT ATE—F Y
a VINTEBONXR Yy MRS 7 A7 aA heH L TEE2HTZ EnTE £,

flowbits IREELIT . By v a VORFEIY TNy MZEID Y ToNDd2—HF-EFRDO T LT
T Ty NORNFIZEDSN TRy NMORBAZMH1T 5 & EEOMLBEORWWTr Yy N EFE
7oy RERBILLT K20 9, K 1024 HOREL ZERTEET ez v A
RIWZIZDIRFEAET D ERDLP>TVDIHENRT Y MIOWTEETLHIZIE, flowbits F—
U—REFEHLC a4 U RITEER T2y NERETDHIZEICED FEATF Y b
DR ERD ZENTEET . ZOX ) RERELZFET DT . ET By a v NOTR
ToursA I/ﬁﬁﬁ{ﬁ%‘k/\o&/ MIZ 1ogged_in l{j(ﬁ?@?f\/l/%fﬁ‘ﬁ'é}l/‘—ﬂ/%fﬁﬁi L7-1%.2 %H
DON—VEERR L RO DN — IV CRESNIZREEZ RSy EREBEL CZD L H 73R
s WIS EFRT 2 flowbits ZF DI —UICEDE T 2 —FNa J A U FELNE D D EH]
i3~ 72912 flowbits Z M H T B B2 DTl state_name % L 7= flowbits Dl

(27-95 X—=) 2L T E S0,

A7 a D group name HHEMHTH L REO TNV —TITRELZEH DL ENTETET, 1O
DOIRBEL IFEH DO I N —T 1B T 5 Z ENTE £, 77— IR T STV iR EE I
AP T enied, N T —& LTHERAENTZV— AR 7 v — T IZBEA T STz
VRBEZ R E LA BIERE SN TV AMMORRBICIZHERNH V /A, 7L —F IR EE
ZEHEO T RUIZNV—TNORIOREEZfERT 5 Z & TR ZBHIET 5 FIEIC oW TIE SR
H &34 X85 flowbits DFI(27-96 X—7) OB ZSH L T 730,

WDFRIZ, flowbits ¥— TV — RTCHEHATE LA - RE. BLO®IV—T7 O F I ERMAE
DEICOWTHALET, RBREL I EHF. VA RO Ty =227 () . BLY
By a()EEhd Il ENTEET,

7 27-57 flowbits D4-7"> 5 >

BT WREEAT v a IA—F |

BE state_name A7av Ry MCBETARESNTZREZRELET, Fr—
TRERINTWAILERIT FEESNTZZV—THNTIHK
EERELET,

state_name&state_name A g (XA NMIBETARREINTINELZERTELET, 7 L—
TNERINTWDEARITBEINTZ I V—7THNTIRR
RBERELET,

Cisco ASA with FirePOWER Services 7 — W /VEHZRESTA F 1
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& 27-57 flowbits D72 7 > (fz &)
HHET N = V= I Tr—>7 |
setx state_name ANWZE |BBESNTZ I NV—TNTr v MIB LU THEE S REE
ERE L, T N—TNOMOT R TOREE IR L £,
state_namesstate name | AU | HERE SN/ A—TNT Sy MBI L CHRIE S ISR
ERE L. ZN—THNOMOT X TORRELfRER L £,
unset state_name TN—T" Ny MIBET AEE IR R MR L £,
L
state_namesstate_name |/ A—7 |4y MBI BHIEE S WIREE AR L E T
L
FT ANWIE HESHEZV—TNOTXCTOREEZMRERL £,
toggle state_name TN—"7 | HEINIIRERRE SN TV O HEEIX TN E MR L HEE
L SITDRIEDNRER SN TV AERITITENEZRE L E T,
state_name&state_name | )L —7  RE INTEBOREIAHRESI N TV LLEIETEALE
7L bR L B E SN @B ORENBEREI N TV DEAIE
ENOLERELET,
ERONS ANWZE (BESNTEIINAN—THTHESNTWNDLTXTORIES
fEBR L R E SN NV —TNTHERENTNDH T T
DOREEZREL ET,
isset state name TN—"7  FBEINTREN Ty PN TEREIILTNDLENE 90
AL EHMLET,
state_name&state_name T — :j:‘é"fl? = hf:%’g;&@)ﬁ(ﬁfjﬁ:/\"b‘ v k WT%&E XN TWAB )N
L Eo el LET,
state_name|state name |/, — WBEINEZWTHROOIREN N7y FNTREINLTW
L HNE S EHRILET,
£ ANMZE | BBESNTE I A=A T WTNOORENREINT
WHINE D AL ET,
o< ADBE T S 7 A— TN T F < TORERRE STV
HMME I MEHBILET,
isnotset state_name TN—7  FBEINTREN Ty PN TREI LTV ZRWNNE D
L AR LET,
state_name&state_name |/ )L — WBEINFEEORER Yy "N THESI LTV
L ME D EHHILET,
state_name|state_name | /)L —7  HREINIZWNTINOREN, X7y PN TEREINT
L WIRWINE S I ERI L E T,
T ANVZE |73y RRNTWT IO ORIEN R E I AL TR0 E D
AR LET,
FAT ANDWZE |78y PN TTRTORENRREIN TN E 9
ZHIBILE T,
PR CREEZ2 L) FTvar [ TRTONRTy hOTXTOREEMERLES, 71—
TRIEEESNTWAEE I N—TNOTXTORREE
R L ET,
noalert CIRREZ2 L) TN—T AR NERAEIHIT 2 I2E, 2T A O R - &R A
2L HhETHEHLET,
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flowbits ¥ — VU — FZMEMT 5 & X KO RIZERE L T ZE N,
o setx WHETFEZMEMNT2HA FBELLRBIZIBELL V=TSO I NV—T1TRT D Z

EWTEEHA,
o setx HETABERETERL T.FNEFNDA L AZ AT 2 DWRIEL R U/ V—T %4
ETEET,

® setx @%’f¥%ﬁﬂﬂ L/T 7\‘/1/*‘702&"5'%%—‘9}_5%/5\\ %@ 7“/1/*‘7(’&:% LT set, toggle,unset
HETZEHT 2 L3 TEETA,

o isset B F & isnotset A I FEE SNTIREN L —T1ZE&END 0 E 9 NCBRR L,
ZOARREZ FEAM L E 7,

o RARY V—DRFRFRARNY O —DOFBEHRF BLO(T 7 A 2 bu—L R ¥ —
TERENDRARY U—HICBEHRRL) T 78R ar ha—L KUY > —DHARKICIE, 7
N—THRED IRV isset £721F isnotset A T ZF L/ — VAR LIEGA KIGT 5
WWHEL & 7' b a /L2 95 flowbits E Y 2 T (set, setx,unset. toggle) [ZHES 2 1 DL
FEONV—= VB HH LN E JHET DIREEL D £lowbits FID M TITHET 53X TD
VSN2 D T,

o RARNY T —DRAFRE RARY —DOFEHRF. BLR(T 7R 2 he—)L R v—
TZRENDBRARY —FIcBRe<) T 78R 2> be—/L KU —0OmHARFCIE, 7
N—THFRTE LT isset E FF 7213 isnotset HE 2 G — NV 2/ LIZGE.
flowbits %IJ D ‘% < (set\ setx,unset, toggle) K%ﬁﬁéﬁ L/jﬂi\?‘é 7‘/1/_70% %’fﬁiﬂ%ﬁ_éj—’\
TON—IV S ETZ/GITR £7,

state_name % &5 L 7= flowbits D4l

Bugtraq ID #1110 [ZFER AL TV % IMAP JEFHEIZ DWW THE X THE T, Z OMEFHMHIL . IMAP O
23k (B {RM121% LIST,LSUB,RENAME . FIND , 5 L O COPY =2~ > F) TR FET . 7272 L,
WEFE N - OIETHEAEZEAT A IZIE IMAP — N2 e 7 A 3 308N H Y £9,IMAP —
N3 5 D LOGIN #ERR & Z ISk =7 X7 a A MIMRMIIZEI A2 D/ NMIFEET D20,
T ATaA FEBRETAETO— R— 2D — L EVERT D OILREE T, flowbits
F—U— K& THDONL—VEERT D L, =R IMAP r—NiCua 7 A VEHRNE D
MEBL. 87 A VEHZOGRITNT D ORERBRHE SRR TA R N EAEKRT 5 2
ENTEET , 2—FRr I A VERTRVGS HBICE > THEFHESBEH IS Z L iEn
72O AN ERAERINET A

TRD2ODN—)v 7T T A MIZOHERLTHWET Y DN—IV 7T T A M
IMAP — 050D IMAP 1 7' A iR AMBE L £,

alert tcp any 143 -> any any (msg:"IMAP login"; content:"OK
LOGIN"; flowbits:set,logged_in; flowbits:noalert;)

WO, EZtov—n 75 7 X MBI 2 flowbits ¥F— VU — FOREREZ R L TWET,

Keyword: Aowbits Rule Evaluation Criteria Match Result
Operator: set It match, set , ’
, s State logged i set
State: logged _in » logged _in state, > g € loggea I
Keyword: Aowbits Rule Evaluation Criteria Match Result
P b f match, do not — _— .
Operator: nogler : 2 generate an event, Yes P Mo event genesated o
Tl
ki

flowbits:set & logged_in %ﬁ?%%&fﬁﬂ Li‘j‘ﬁ§\flowbits:noalert N7 7 — ]\ ;}i’j’fﬂﬁ%”j‘é Z &z
FEELTIIESW, 2T IMAP =N ETEHOWEERn 7 A vy va VPRS0 % A6
MWRHDHTZHTT,
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=N TOF—T— FLBHKizo>1T

WRDON— 7 F 7 X MILIST XFHEBBLET N By v a VINOET N7y FORER LS
L T logged_in IREEDFREFHF A TRWVIRY (A N2 b EAER L EH A,

alert tcp any any -> any 143 (msg:"IMAP LIST";
content:"LIST"; flowbits:isset, logged in;)

WROKIE, J:ua@/l/»—/l/ T IR MIBITD flowbits F—T — FORERLTWET,

Keyword: flowbits Rule Evaluation Criteria Match Result
Operator: isset It logged_im state is
- - Yes E t rated o
State: logged _in 'zﬂ@mwmwuwﬂ. > £ > vent generate 1)
£
[

DA IRHDT T T A FEEGTNN—NANIIT Xy MiZEk o TRV =L LTHEALE
BALRERBOZ7 77 AV MEEDL—AN NI =L L THEHL AR FEAERKRLET,

B H & 24 K8 5 flowbits D

By NN T oY RN e R RERESL—VIC—HT AT LT L - TEBKRH
AR NRRETAHREERL Y ST . EBHONL— NV TEEINTE-EROIREL %2 7 L— 712
BOLHLETINERIBETCEXET RONIEIHOWRIESL Z 7 NV —TIZE DR NGEIZER
MBELETHRREENSH D Z L E2RLTWET,

1 oDy ayTRDODIODN—IV T7T7 7 A NN IDIAEFTR) A= LTHEHIND S
HBEEBEZTHET,
(msg:"JPEG transfer"; content:"image/";pcre:"/"Content-

Type\\x3a(\\s*|\\s*\\r?\\n\\s+)image\\x2fp?jpe?g/smi";
flowbits:set,http.jpeg; flowbits:noalert;)

WORIL, LFEo—v 7T 7 A MIBIT5 flowbits F— T — FOREZ R L TWET,

Keyword: flowbits Rule Evaluation Criteria Match Result
state Mimipeg D ippegane. [TP Q| state hitp oeg set
Keyword: flowbits Rule Evaluation Criteria Match Result
Operator: noolert P b,_rr:i-t:_rdrdf_;ﬁt P Yes B Hoevent generated E
ki

ADNV—)L 7 F T A FNOD content F—1U — R & pcre ¥— U — K2 JPEG 7 7 1 )V A4
= — 1\74%,5@/5\ L\flowbits:set,http.jpeg i) http.jpeg flowbits %ﬁé%%ﬁﬁiﬂ L/\
flowbits:noalert |Z/L—/LTDA X MR EMHIL E T, A4 X PAER I WERIZ, 2
DONL—NDHINT 7 AV XU ra— RERH LT flowits WEEEZRET HZ LML T,
Zhick 1Dl Eoar =gy L— )L TIRES & A Lfﬁiﬂ/T/‘/’i’;%L AE=
YT Y PRI S NIRRT N R AR TEET,

WDN—)v 7Z 7 A M, ERRDOIPEG 7 7 AV Xy rma— Rk GIF 77 AV X0V
n—RFEREHLET,
(msg:"GIF transfer"; content:"image/"; pcre:"/“Content-

Type\\x3a (\\s* | \\s*\\r?\\n\\s+) image\\x2fgif/smi";
flowbits:set,http.tif, image_downloads; flowbits:noalert;)

WORIL, Lo —v 7T 7 A MIBIT5 flowbits F— T — FOREZ R L TWET,

Il Cisco ASA with FirePOWER Services @ — W VEBRBEN A F
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Kevword: flowbits Rule Evaluation Criteria Match Result
Operator: set If match, set http.gif State http.gif set in
State: hitp,gif - state in group . 4 Yes Eroup
Growp: imoge_downloads image _downioods, image_downloods
Keyword: flowbits Rule Evaluation Criteria Match Result
Operator: noalert > err:'nraJ';_l'drl:IL:;:'-':Tn > Yes P Mo event generated g
[}
5]

2FHDNL—ILND content ¥ — T — K& pcre ¥—V—RIZGIF 77 A4V X oo — RERE
L .flowbits:set,http.tif | http.tif flowbit IRAEZ X E L flowbits:noalert [T/ —/LTD A
N MNEREMEI L ET R ON—IV 7T T A N TRRIE ST http. jpeg REEN AT
o THBIERMEBREINTNDHZ LICEE L TLES W, ZIUX #HiD GIF ¥ 7 > m— KR
B SN2 & EIZIPEG ¥ 7 a— RBBEICK T LTV AT Th oo T,

WICRT3IHBBDNL—IL T 7 MIFPIONL—IL 7T T A vOa =% TF,

(msg:"JPEG exploit";
flowbits:isset,http.jpeg;content:"|FF|"; pcre:"
/\\XFF [\\XEI\\XE2\\XED\\XFE]\\x00 [\\x00\\x01]/";)

‘/k@&i\J:%EO)/lﬁ*/l/ 77 77( Ve ]‘W_%U'é flowbits F¥— U — }‘@@J%%‘_’ﬂf\‘ L/Tl/\i'?‘o

Keyword: Aowbits Rule Evaluation Criteria Match Result
Operator: isset t http_ jpeg state is

' Yes
Sterte: htip jpeg » set, generate event. > ‘ »

{False positive)
Event gemerated

372147

3FEHDN—IV T T 7 A P TR BITREERIZZR 57 htep. jpeg IREERRESNTWNDH Z &
%f flowbits:isset,http.jpeg ﬁ‘ii{élj%lj L/\content L pcre Ix (GIF 7 7/])/1/?0iﬁ%ﬂw6%))JPEG
TrANVNTIFEREEARENDG AT Y ERAELETIFEIOL—V 7T 7 A MIE-T,
JPEG 7 7 A VNITHAE LRV 7 A7 1 A MIBET DR A <2 RVER S IVE T,

BERHZFHIET 2 72 D flowbits D

WOBNT IREEAZ TN —TIZED Csetx AT EMHERATHZ LT EOL D ICHBHEEESIET
XBAMERLTWET,

ATOB L IZIEFR LT — 22 EBERXET L KD 2 O>D/N—)L T [/ CREZ L—T7I122 50
B DREADEZEND X OICRoTo AN R £7,
(msg:"JPEG transfer"; content:"image/";pcre:"/"Content-

Type\\x3a (\\s* | \\s*\\r?\\n\\s+) image\\x2fp?jpe?g/smi";
flowbits:setx,http.jpeg, image_downloads; flowbits:noalert;)

WO, EFEDON—1 7T T A MIBIT D flowbits F— T — FOZRERLTVET,

Kevword: flowbits Rule Evaluation Criteria Match Result
Operator: setx If match, set http.jpeg State htip.jpeg set in
State; hittp foeg P state exclusively in group . 4 Yes Eroup
Growp: imoge_downloads imoge _ downloods, image_downloods
Keyword: flowbits Rule Evaluation Criteria Match Result
Operator: noalert # match, 0o not generate ' g Yfies P Mo event generated %
an event.
5
5
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BYIDNV— 7 F T A NN IPEG 7 7 AV Xy va— RERHT5 &
flowbits:setx,http.jpeg, image_downloads F—U— ]\75‘ flowbits %ﬁ‘?% http.jpeg K%&hrf L\
F DYRAEER image downloads 7 /L — & O E T,

Z D% IRDOIV—IV DM D GIF 7 7 A )V Xy rm— Raefii LET,
(msg:"GIF transfer"; content:"image/"; pcre:"/~Content-

Type\\x3a (\\s* | \\s*\\r?\\n\\s+) image\\x2fgif/smi";
flowbits:setx,http.tif, image_downloads; flowbits:noalert;)

YKODL?I\J:%EO)/I/»*/I/ 77 77( Ve M:%Hé flowbits F¥— U — }‘@@J%{/i‘ L“Cb\i‘@“o

Keyvword: flowbits Rule Evaluation Criteria Match Result
Operator: setx f match, set http.gif State hitp.gif set in
State; hetp, gif P state exclusively in group o Vi Y Eroup
Growp: imoge downloods image downloods, image downloonds
Keyword: flowbits Rule Evaluation Criteria Match Result
If match, do not
" r fomrd L . f - £ raf
Operator: noalert I T T L= es = Mo event generated g
o
5

2EHDON—IV 7T T A RMNGIF X 7 —RiZ—8H7T5 &,

flowbits:setx,http.tif, image_downloads F—U— ]\ﬁ) http.tif flowbits %ﬁﬁ%gﬁﬁiﬂ L/\ 7‘
JL—TNOMDIREETH B nttp.jpeg Tk EMFEREL 9,

WIRT 3IFZEHONL—V 7T 7 X N TEBRIIRELEE A,

(msg:"JPEG exploit";
flowbits:isset, http.jpeg;content:"|FF|"; pcre:"/
\\XFF [\ \XE1I\\XE2\\XED\\XFE]\\x00 [\\x00\\x011/";)

WO, EZtov—n 75 7 X MBI 5 flowbits ¥F— VU — FOEREZ R L TWET,

Keyvword: fowbits Rule Evaluation Criteria Match Result
Operator: isset t hitp_ jpeg state is
N M No ewent generated b=
Stote; http. fpeg et, generate event, > . R eaL er artad )
£
[

flowbits:isset,http.jpeg 2 false THH-HO J—)L = VN3 — VOB L A X
v MIARENEFTA IO LTCGIF 77 A NVND 2T YN IPEG 7 7 A WVICET A7
27FaA b arsroYE—HLEEATOLEBRENER I NET,

HTTP = o — KD XA T LMEIZ L B4 XV FOARL

5 A &> X :Protection

http_encode ¥ — U — K& ffifi94 % & HTTP URL.HTTP -~ v # —N DI cookie 7 — ¥ .HTTP &
K~y X —ND cookie, HTTP 2N @ set-cookie T — % DWW U2 BT EHIERETO HTTP
ERELIISENOZ a— R XA FIESNTARN b EaAERTEET,

http_encode ¥ —V — R &M L TL—/WIZBF 5 —E &K T IZIL HTTP )52 & HTTP cookie
AT 5 L DI HTTP Inspect 7'V 7'k v 2R ET HMENH D £, i/ OV TIL,
HTTP F 7 7 4 v 7 OF a— R (19-3¢4 X—) | £ [ — R L~UL HTTP IEH LA 7 > 3 v D
P(19-37 X—=) BB L T EE W,

iflJ%ﬂ/l/*‘/l/lj\]@ http_encode ¥F—U— }‘T%E@I‘/j*‘ [N 7°ﬂ:ct/)f/l)’\“/ ]\ﬁ§ k
UA—L L THEREND X HIZT HIZIE HTTP Inspect 7' U 7' 1 v Y% E T~ OFFED T
A= R AATDOTa—~ R AT a7 I— AT arOmGEaNITILENDY 9,
S OV TIE P — N LUV HTTP EH b= a2 — R 473 3 v ORIN (19-45 =2—) 25 R
LTLEEN,

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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ATFv7 A1

AT T 2

AF v/ 3

AT v 4

N—ATOF—U—FLaEKicont M

7B base36 T I — K X A FIFIEHELRIC /2 0 £ UTe, FAL AN Z R+ 5 72012  BEFED
JL—)LTlE base36 5| A HHTEEFT N, 2T LT —L =T N base36 NT 7 4 w7
EPHRETHZEIEHY EE A

WDFIZ.ZDOFT v arTAXy MEAERTE S HTTP URL, ~ v ¥ —_ cookie, 8 LT
set-cookie DT a— K X A &AL TWHET,

Z 27-58 http_encode ==z — N &1

Ty a— R

2AT LA

utf8 HTTP Inspect 7'V 7t v HicL5H7 22— KTUTF8 = a2— K ¥ A 73 f

M7 o TV ARG A FBESINT-HHTCUTF-8 = a— REmH LET,

double_encode HTTP Inspect 7'V Vut v kb7 a—RC _HE- L a— K XA THER
W7o TV AEE BESNIgGHT C _HEHT a— R LET,

non_ascii FEASCH LF DS Ch M sz a— R A4 TR ENR->T
W WA FBE SN BT CIE ASCI SCF 2 Mt L 77,

uencode HTTP Inspect 7'V 7' vt v HIZ L %57 22— KT Microsoft %u =2 21— K X A
TRE N85 TWBHEGE H5E S5 T T Microsoft %u = > 21— K Z R
L\i—a—o

bare_byte HTTP Inspect 7'V 7 mt v 2L 567 a— RCEANS, h mva— K ¥ A7
MEDIe > TODHHE FBEINIIGH TEANAS b = a— REefRiiL
i‘a‘o

BANV—=VHNTHIIP = a— K Z A F LA BZBHIT DI ROFIEEZFEITLET,

http_encode ¥ — U — K L —)VIZBIN L £ 9,

[Encoding Location] Kw > 7% 7 J A2 N CTHFE LT 33— R ¥ A 7% HTTP URL ~ v ¥ —,
F 7213 cookie (set-cookie & dp) D & Z THRET HNEABINL £,

RONTNPOTRZMEH LT 1 DU Dz a—F 247 28EELET,

encode_type
encode_type|encode_type|encode_type. . .
lencode_type

Z Z T.encode_type IR DO NT 0TI,

utf8, double_encode, non_ascii, uencode, bare_byte

HEOHEET L OR(DHEAFZ —HITHEH TE RN LIZHEELTLLEE N,

F 7 a ‘//C\%Eéim http_encode ¥ — Y — K& [d] C—/VIZBINT 5 & . ZENENO5ME0
AND fi& SNET . 2L 2 X KROFHEEL 2 O>OF—U— 2 AN LET,

BA)DF—Y — R http_encode Tld:
¢ Encoding Location: urTp URI
¢ Encoding Type: ut£8

BIOF—T — R http_encode TlI:
e Encoding Location: HTTP URI

* Encoding Type: uencode

Z OFEFNIL HTTP URI 123\ T UTE-8 3 X T Microsoft IS %u = 21— RZ B L £9°,
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WM L ToF—U—FLE[EKIcONT

Tr7ANEALATENR—Ta Okt

S A & X : Protection

file_type BE W file_ grop ¥—V—REFEHTLE . 77 A NDE A TELOR—U g T
“3U\T FTP,HTTP,SMTP.IMAP,POP3. 35 J. ' NetBIOS-ssn (SMB) # H Tk Sz 7 7 A L &
*ﬁﬁjf‘% i—?«ol O@1§A/V*‘/VWT%§§I@ file_type F—U— f"?‘) file_group F—U— I\fZﬁE
HALZnTLZE0,

ek MEEET —F X=X (VDB)ZEHTHE BEFDOT 7 AN FAT RN=Vary BLOITL—T
DIL—)L TF 4 ZIZERENFET MO TIL EFHET — 2 _X— 2D HEH (43-8 X—) &
ZHRLTLL7ZE0,

file_type ifl@jﬁ file_group ¥F—U— M:*ﬁfé ~Z TA 7 &:ﬂ L{%A’]}’\\/ }‘ %iﬁkff
DX FFEDTY) Tty b2 GNCT HMNERHY ET,

& 27-59 file_type % J CFfile_group DEA 1 X2 F DAL

BT han VERZRZY) I avyYERix7r) ey 5 a v

[FTP] FTP/Telnet 7" U 7' v » %3 X O [Normalize TCP Payload] f 7 A >
ERE7Y) oy A7 a  FTPBL O Telnet 877 4 v 7 OF
a— K(19-20 =) BLORA T4 VT 74 v 7 OERE
(21-6 X=V)EZZHML T EI W,

HTTP HTTP Inspect 7'V vt v HTTP b7 7 4 v 7 OF 2— K
(19-34 X—=V) L T TE &,

SMTP SMTP 7V 7uat v¥.SMTP T 7 4 v 7 OF 22— R (19-66 ~~—) &
ZH LT &N,

IMAP IMAP 7 7ot v % IMAP F T 7 4 v 7 OF a— K (19-59 X—) %
ZHLTLEEN,

POP3 POP 7'V 7u& v # ,POP h 77 4 v 7 OF 22— F(19-63 X—) & &

LT &0,

NetBIOS-ssn (SMB) | [SMB File Inspection] DCE/RPC 7'V 7' 1 & v ¥ 47+ 3 >, DCE/RPC h
TI7 4w DT a— K192 =) ESR LT EEN,

FEABICOWTIX ROHZ S L TS EE W,
e file_type (27-100 ~=—2)
e file_group(27-101 ~X—7)

file_type
file_type ¥— U — R&ZEHIT D L. b T 7 4 v PN TSR ERD T 7 ANDHE A T L N—

CarvEEETCEET, T AN XA TBIEUPEG R PDE R E)IZ. N T T 4 v 7 TRET AT 5
ANDOEXEFHI L FT,

() [F CAR AL—/LVINT file_type X — U — R 2 Bl D file_type X — U — RE=1x file_group % —
U—REe—fIEH LN T EE 0,
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AT T

AT S 2

A7 o7 3

file_group

AT v

N—ATOF—U—FLaEKicont M

T 7 4V h Tl UEE D /3= 3 > (Any Version) ] 2NBIRESNE TN, —#D 7 7 A )V XA T T
INR—=C a7 a (2 ZIEPDEARR—V g V1D ZBBIRTAZLICEV T T 40T
BHERRERDEED T 7 AN ZA T RX—= g U ERBITE £9,

BHDT 7 AN FATENR=Va BRI TCHRETHITIL. VDB Z2EH L TL EE W, 3
WZOWTIE MEFHET — F _R— 2D FE P (43-8§ X—) Z S L TLIEEWN,

BAN—NVHNTT AN BEALTENR—T g VERBRT AT ROFIELZETLET,

[V —/ LD YERK (Create Rule)] X— T, K v 7Z U 2 kb [file_type] &I L T[4
T a &BH(Add Option)1 227 U v 7 LET,

file_type F—U— }‘Z))i%féhij«

Ry 7Zo  UANPL 1 DUEDT 7 AN XA TERINLET, 7 7 A4V XA T HERT
% e BIENABBICL—ITEMENET,

N—IVINGS T 7 A XA TEIBEHIRT DI HIBRT 27 7 AV XA TORICH HHIRT A
ay(FE)E 7V vy 7 LET,

F S a T ET AN KA TDI =Sy b X—=Va B IAX~AA A LET, T 74/ b
I EED/N— 2 > (Any Version) | DIBIRSNVE TR WL DO0DT 7 AL XA 7 TIE fEH
DE—H sy N X"—=V g VEBIRTEET,

VDB #®#HT25 & mFDOT 7 AN AT k/\~“ YarBnh—Ib T 4 IR RINET,
[fEE D/3— 2 » (Any Version) | Z IR L7255 T L S—2 3 U340 VDB BB
SNTELEZEFDODR=Va a2 E5HDH LD \*‘/X?AL Ko Th—AREESNET,

file_group ¥ — VU — R&EMMEHT L. T 740 vV NTRHRETZ2HELEO 7 7 AV XA TxH7R
H VAT EBREDIN—TEBIRCEET (RAFAF AT A—F 4R E) FF. 7741V T
N—TNI TN —TNDOE T 7 AN XA FICHT D v 2Aa EEOR—Ta Uy EaERTO
iﬁ‘o

EJ D@i‘)\/l/*—/l/lj‘]’f‘ file_group F—U— }‘%%IJ@ file_group F—U— }‘i 7~ = file_type X —
U— R —FIEH LRV T ZI N,

BHDOT7 7 AN ITN—T2HRR L TCHRETHITIE. VDB ZEHH L TL ZEW, FEMIZ W T,
Waggte s — 2 _R—ZDEH (43-8 XR—)EBHR L T FE 0V,

BAV—NVHNTTZ 7 ANV TN —TZBRT DI ROFIREZETLET,

[/ — /v DAERK (Create Rule) ] X— T, Ry 7FZ v U X hipb [file_group] # 3% L T,
[A 7+ a »&BM(Add Option)] 227V v 7 LET,

file_group F—U— ]“71))2%/71\‘ éﬂiTo

2F9F 2 = IVIEBMTDT 7 AN T —T %N LET,
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WM L ToF—U—FLE[EKIcONT

KBEDNAa— N ZA 7B LRT
Z A & A :Protection

file data ¥ — 7 — R|¥.content.byte jump.byte test.pcre 72 & DD ¥ — 7 — RK-Cfii fl Al HE
IRAEBIE OSSR E UTHIET 2R A v ¥ TF file data ¥ —V— KPR LRTT—FDH A
TEMBHEND T 74 v 71 Ko TRED £, file data F—V— FEMHEMT 5 & KO~
ABC R A FORFEAG Ui T T T

e HTTP BRI

HTTP %/ v b Z AT 521X HTTP Inspect 7V 71 t¥ v ¥ 2 E402 LT HTTP %
ERETHLO TV ety P ERETOLERH Y £ 5EMIZ OV TIZ HTTP 7
T4 w7 DT 23— K(19-34 X—) BL OV — L~V HTTP IEHULA 7 > a3 o DFEIN
(19-37 ~X—37) O THTTP JE& D175 (Inspect HTTP Responses) | % 2 it L T < 72 &, HTTP Inspect
7V T ut BN HTTP IGEAR LT —# 2Bt L7258 10 file_data ¥ — U — R —H L
£7,

o FEJEAE gzip 7 AN T —X

HTTP JGE AR XN OIEFEME gzip 7 7 A V& AT 51X HTTP Inspect 7'V 7't v 44 H
T HHENDH Y S HIZHTTP ISE 2 A L C HTTP RSB AR SN D gzip i 7 7 A V%
BETHEHI>TV Trty Y 2RETDHLENRH Y EF,FMHOWTIIHTTP 7

T4 w7 DT 32— R(19-34 X—) BLOY— LUV HTTP EHULA 7T a3 » DR
(19-37 ~—3°) @ HTTP [F& DR (Inspect HTTP Responses) | & [[EfET — & DR ZE (Inspect
Compressed Data) | D754 72 a A B ML T 7EE V), file_data ¥ — 7 — RNiX HTTP Inspect
7V ' at v HTTP ISE ARSI TIEEM gzip 7 —F A LI G &I~ L £7,

o [EHb 47z JavaScript

Effb sz JavaScrlptT X ERRAET HICIZ HTTP Inspect 7'V 7' v % &2 HHhIZ
HTTP 5B A BET DL 7V et vV 2RET D2LENH Y 3, 3¢ _ou\ﬂi
HTTP 7 7 4 v 7 OF 2— R(19-34 X—2) B — L~V HTTP E#ULA 7+ =
Y DOFP(19-37 ~X—7) O THTTP jE& D#Z (Inspect HTTP Responses) | 2 2R L T < 72 &0,
file_data F— 7 — R{X,HTTP Inspect 7' U 7' & v H W IHE A LT — ¥ N T JavaScript &
R L2 aic—8| L ET,

¢ SMTP <A m—F

SMTP A 10— RZBRETAITIL.SMTP 7Y 7 at o280+ 2 HERH D £, 3
FZDOWTIZ.SMTP 7 =2 — FOFRE (19-71 X—2) 25 Lf<7iéw\ file_data ¥ —
U — R . SMTP 7’V 7t v ¥ N SMTP T — % #H L7=HE5Ic—&H L9,

e SMTP.POP. £7-I1XIMAP FT7 7 4 v /7 NODZa— FEINTEEBEFA—INIRN7 741

SMTP.POP, £ 721X IMAP s 77 4 v 7V ADEF A —NVIRMN 7 7 A VERET 512X Fh
24U SMTP,POP, £7213 IMAP 7'V 7'm -k v 4 & BT E 2 IHEEISHAE DE THIC
TEHEMERGNET, FOR AN LT ey T L. T a— KRHROZNEND
MIZ77ANV 2 a—REA 727 a—RT5L57) ey PRREINTNDL I &
EHERTOLERNHY £, 7Y ey P ZEICREARRRI 7 7 AV Ta— N7
v 7 %, [Base64 Decoding Depth], [7-Bit/8-Bit/Binary Decoding Depth], [Quoted-Printable
Decoding Depth]., 35 J O} [Unix-to-Unix Decoding Depth] T4, ZEHHIZ DUV TIX IMAP 7
T4y 7 OT7Ta—F(19-59 X—Y) POP T 7 4 v 7 OFT a— K(19-63 X—) BLWY
SMTP F 77 4 v 7 OF 73— F(19-66 X—) ZZHL T IZEVY,

1 DO — LN TEED file_ data ¥— TV — REFEHTE T,
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N—ATOF—U—FLaEKicont M

REDSRA u—F ZA FOEFEEH LTI ROFIEZEITLET,

257w 7 1 L=V DIER (Create Rule) ] “X— C, Fa v XU A M5 [file_data] Zi&R L T [FF
¥ 3 v &EHN(Add Option)] 22 U v 7 LE¥,

file_data ﬂ?‘_‘U‘_‘ f\7j)§ﬁ<émij—o
file_data F—U— }‘W—liéliﬁﬁ)&) ) i“@_‘/uo

Sy b g m— ROKETEE LR
Z A & v X :Protection

pkt_data ﬂ?‘— U — ]\ 51\ content.byte_jump.byte_test.pcre 7LOC &@ﬂﬁ@ 3'\"— U — Ff{ﬁﬂq ﬂ‘ﬁg
IRAERIE OSSR E LTS 2R A % T,

EHAL &7z FTP. Telnet, £721L SMTP 7 7 1« v 7 B EN7=854E6 . pkt_data ¥ — VU — K
L EBRbsnT Ty b XM e— ROEHEEZE LET . ZOMD T 7 4 v 7 B &5
A . pkt_data F—T — N RIMID TCP £7/21X UDP A u— FO&HL L £7,

RANV—IVTHRET LD YT DT 74 v 7 2P AT LATIERET 21213 RO IESIL
FTarERAMITLLENHY £T,

e FTP N7 7 ¢ v 7 #RAEMICIERLT 521X FTP B XU Telnet 7' U 7' u& v 4o [FTP =
< RTO Telnet = A r—7" 22— RO (Detect Telnet Escape codes within FTP commands) ]
FFa v ERDICTDIMNERDH D EFT(F— L ~ULD FTP A7 a3 » OFE
(19-28 X—2) &),

e Telnet NT7 7 4 v 7 M ERHICEHALT HIZIZ.FTP & Telnet 7°V 7't v ¥ o [IEHA

(Normalize)] Telnet 77> 3 » ZH NI T HLERH Y F£9 (Telnet 77 3 NZDOWT
(19-23 =) BB M),

e SMTP h7 7 4 v 7 #MEMRICERIT 21X SMTP 7'V Fut& v %o [IEHRL
(Normalize) | 7> a V2 HNZTHLENDH Y £4 (SMTP 7 22— RIZ2OW\W T
(19-66 ~—) &),

1 ’D@/I/_‘II/WVC“%E%IO) pkt_data X — U — KEFEH T *9,

Ny y bR e—FOEEZE LTI ROFIELZETLEY,

27 v 71 [b—/LOAER (Create Rule) ] X— T, KR v 77X 7 U X N5 [pkt_data] Z %R LT [+
T a %8BI (Add Option)] 22 U » 7 LET,

pkt_data F—U— bb)i‘%ﬁ?éﬂjﬁ—;«o
pkt_data ¥ — U — RIZiZsl#En s 8 A,

Cisco ASA with FirePOWER Services 7 — W /VEHZRESTA F 1
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WM L ToF—U—FLE[EKIcONT

Basebd = — &% DF a2— R L BE

5 A &> X :Protection

baseb64_decode ﬂF_]j_ ]\k baseb64_data ’\"?“—'7“_‘ F%%ﬂ%‘é\bﬁf{fﬁﬁﬁ_é & \:]:E‘Hﬂg L/‘/LC?_‘
Z % Base6d 7—H L LTT a— FBLUOBRET DL OV — N =0 D UICHRTEE T . 2L 2
IZ HTTP PUT ¥ & OF POST ERN D Base64 T =1— K HTTP fBiF EK~ v & — L Base64 =
A= R TF—=FERETLHHEIC. ZRBESLOARERH D £7,

INHDOF—U — RiIEIC HTTP E:RIND Base6d T — X &5 a2 — KL THRET S 9 2 THE
HET, . BNy X —TE2EEAITICILET 272D HTTP TEDLN D D L [F U HETA
NR—ZAYPRR T L FHEHTSH SMTP 2o 7a ha LTy IO EFEHTEXET, 20T
PAEWTVRLELE ) ZMHTH 70 b a VNICITIEENTEE L7 WA %8 A R— R X
TEEDRWVEREZIIIITAHBL L ET TRESK T LE T,

FEAIZOWTIZ ROEFHEZB L T X0,
e base64_decode (27-104 ~2—3)
e base64_data(27-105 ~=—73)

hase64 decode

5 A &> X :Protection

base64_decode F—U— F‘fi\/\ob“) k :/'t*‘& % Base64 :/"‘*‘& & L/VC:/"‘:'?‘ ]‘—gqé K 5/1/*‘/1/
TUVVICHRLET AT a VOGIBEMENT L T a -T2, ML Ta— %
BALET 27 — X NONEEZFRETEET,

base64_decode ¥ — U — KX 1 2D/ —/LINT 1 RFZFHEHAIETT , F2. D EH 12D
base64_data ¥F— T — FDA VAKXV ADFHZINEHET DHLEND Y 3, 7B/ T
I%.base64_data(27-105 X— ) S L TS0,

Base6d T — X ZF a— RTAHHIIZ IN—IL =T BEITICOEZE>TIHYVEEINEZEW
AN B =T EBVICEITET =L DU BRONTANCHEET AT a— R T
Liﬁ‘o

o NYX—ITORE

o Ta—RxRLELTIREINTAAL MK

o N7y FOKE

IR DN \base64_decode ¥ —V — R THHFRERSIBOBMHERL £,

Z 27-60 base64 _decode D7 7> 7 > F/#
5% B
Bytes TaA— RT3 NEERELET, CNERELRZWEEG ~y X —{TOXK

BEFIF ANy b XA u—RKREOELLMNEICHRT A ETF a— KR
BAITESNFET . ErnlAOEDEEEETEET,

Offset Ry b XM= ROEHEEEC LA 7y hERELET, I DI
Relative LI E L7258 L. FIEOREMBE L KEIZI LA 72y PEREL
¥4, PulfoEoEEisE cx £4,

Relative HAEOMEMNEZ EE L THRET LI LA2EELET,

Cisco ASA with FirePOWER Services = — b )V EBBREN A K
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n—notx Nl

Basebd 7 — & T o — R¥ BIZIL ROFIEEZETLET,

27 v 7 1 b=V DOFER (Create Rule) ] X— T, K v 7F 72U X N5 [base64_decode] ZiHN L T,
[ a »%BM(Add Option)1 227 U v 27 LET,

baseb64_decode ﬂF_]j_ ]\7)>i‘~‘z%é?ﬂiﬁ‘o
2AF w7 2 I3 T.base6d_decode DA 7 a3 VI ORIZRT B EOWNTNNEEIR L 9,

baseb64 data

7 A & X :Protection

base64_data ¥ — 7 — Nid.base64_decode ¥ — T — K&fli>CTF 22— N X {17~ Base64 7 — X %

BT 57200 OS2 21k Lij— base64_data ¥ — VU — FiX. 7 22— F &7z Base6d 7 — % D

%iﬁﬁ‘%*ﬁﬁ%gﬁﬁ'&j‘é LIORELET, AT 3 T.content X byte test 7£ E DD F—
— RO R R E S 1 AN L CORAEMEL S OICHEET S22 TEET,

base64_decode F—U— ]\%fjﬁiﬁﬁ L/flﬁxz‘@: base64_data F—U— F%chﬁ < L %) 1 [EH&#Q)EH—?«%)‘JZ\
Eb)c‘% D iTOZL?’i/a ‘/’(\base64fdata %@;ﬁlﬁ”ﬁﬁﬁ LT\?:’*‘ ]“é*bf: Base64 %*‘570)
FEHAICR D Z &N TEET,

Base64d T — X ZETH & T ITIF KO EIZEE L TN,

o EHNK— v vy TFHEREEAFEH T EEALGEICOW T EHli Ny — 2~y THERE A
JH (Use Fast Pattern Matcher) (27-28 X—) 22 L T 72 & b\)

o HIHAYZ HTTP = /7//6I£ﬁ%1%ofzv~/va Base64 IR % i 9 53545 13, Base64
7 A & é 5l *ﬁﬁj‘é Elile }DJIJ@ base64_data F— U — K&z )L—)u| Tﬁ]\#éﬂ\gﬁ)}b
DETGEEMIZOWTIZHITP 2T Y 7232724 A=) BB LT EW),

T a— K&z Basebd 7 —F ZRETHICIXIROFIEEZEITLET,

2571 [b—DOER (Create Rule) ] X—Y T, Fu vy 7 Z U X k)5 [base64_data] &38R L T,
[4 7Y a > &BM(Add Option)]1 227 V) v 7 L ¥,

base64_data ﬁ?“— U — ]\73‘%% é hi‘é—o

JL— )L (DFESL

7 A & X :Protection

WEHDODAHS L FEHET X AN —)L ZIERT DL TEETN, A Mt oBEfFO 1S3
TEAMNL—=ALREELF T2 FONL—L EZEFLTC. ENEHLWWL—LE LTRETS
Tty TEFEFT VRO IEFE AT O oL —L TR ETSELER— FBIOIP T
RURBREDNL—I N X —ERF T EERTEDL L LICERBR LT EIWVW . FAT V=Y

rD/L—L NOL—)L %—T— KL )L— LB A2 EET L L if%i%ﬂ:/u

FEAICOWTIX KDOFEHAZRL T 230,

o HLWIL—LDOERK (27-106 ~=2—)

o BEFEDON—/VDIEHE(27-108 <—)

o JL—LZa Ay NEBINT A (27-109 ~X—)
o HAH L NL—LDOHIER(27-109 X—)
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N o

B LU IL— )L DVERK,

5 A &> X :Protection
ME O EAET X2 b L—)L BERTE 7,

HAH N FERET XA N —)b TE NI Ny X —FBE N—/L F—T— R BILOL—L5]
BaEiEcxEt . A7 ar T HBEDT ha e FHTA BEOIP T KL AE TR~
NEfT& KT DT T4 v 7T EAL—AVTHRETHEI A= N X —2RETEET,
H LW IL— LB AERL L 72 . c1D:sID:Rev E W) BN — NV EFEEEZHHTLHZ L T ED/NL—
NETIER RDOTBZENTEEFT . TRTOEETF AN L—/L ODL—LF ST 1 DL
FOEFT N—NEEZD2EZEBDOEHSTH D Snort ID(SID) B =1L FNpna— L —vET=
L v Aa @O —nDELLTHINERLET H LWL —LEERT D E VAT A,
o —F )L b—L & U CRIZE A EE7R Snort ID &5 % F D )L— ) LIZE D 4T . a— /)L L—)b
BT YNNI — L EBRFELE T, 2— L L— L@ Snort ID F=13 1,000,000 L e —H L
N—DPMEREND7=NZ SID B 1 TOMIFT L —AFEZOREDHTIZI EY 3 v F
T HLWL— DI EYa rFZFEL TT HDAZ L NVN— NV EEFTL-N, IV EY g
FEN 1 TOMZET,

(E VATLE A VFAR—FENTZRBEART —HNOH AKX L JL—)LIZH LW SID #5024 TE9,
EICOWVWTIZREDA VA= BIRZ I ZAR—FB-1 =) BB LT EE 0N,

N—N T4 BEERLTHRE LEET XA N A— BERT DX KROFIEZETLET,

27 w7 1 [ (Configuration)] > [ASA FirePOWER % i (ASA FirePOWER Configuration)] > [7R U 2 — (Policies)]> R AR
Y < — (Intrusion Policy) ] > )L'—/v =5 4 # (Rule Editor)] DJIHIZ3%& R L £ 9,

[/L—/v =5 4 % (Rule Editor) ] X— Y NERINET,
2F S 2 [Jb—I/LOVER (Create Rule) | %27 U v 7 L%,
[V— /L DAERL (Create Rule) | X— YV MNFRINET,
27 w7 3 [Message] 7 £ —/V KIZ ARV b —HIRRTHEAYE—VEADLET,

ARV A=V DOFEMIONTIHE ARV AvE—VDEREQT-12X—=V) 2B LT
<TZEW,

Bk L A=V OREIIMATT, T EALTOR 1 DL EOFIHEDOHR 1 DL EDOT
RA T T 4 DI A NILEATF/BI AT RA a7 4 P ORAEDETA v =%
KT 52 L3 TEEHAL

25 w7 4 [43¥E (Classification) ] V A by A R DX A TEHETHEEZEINLET,
FEFRIBE 72 0 O FEMZ DWW TUI R AAL R MO EFR 27-13 =) 22 LT E &0,
259/ 65 [T73ar(Action)] U A DD AERTHAL— VDA T HBERIRLET,ROWNT %
TEEI,
o NI T A4 IMNA—NE NI =L L THHLEZEZIIA RN MEEKRT DIV —VE2ERK
T AHIZiE. [alert] ZEIR L £,

o N— & P A—LLTHMLE NI 7 4 v 7 2T 50—V 2B T 51213, [pass] &
BIRL £,

Il Cisco ASA with FirePOWER Services @ — W VEBRBEN A F



| 218 FALV—VOBRELER

AF o7 6

AT 1

A7/ 9

277 10
ATy 1

2F v/ 12 B

AT/ 13

n—notx Nl

[7'm k2L (Protocol)] U A B N— IV TRET DTy "D NTFT 7 47 v b al(tep.
udp.icmp. £ 7213 ip) Z TN L £,

7a ko) A A TORBRGIEICONTIE.,. 78 FaLoE QT4 =)L TL7E
S,

[Source IPs] 7 4 —/V RC NA—NZE N H—L L THEHTLHN T 74 v 7 DFEEFEILIPT KX
F/IET7 RUA 7y 7 & ASILFE 9, [DestinationIPs] 7 4 —/L KT LV—/L%& R H—L LT
EHTARNT 74 v ZOEIP T FLAEFIIT RLRA Tay 272 A LET,

=)V TF 4 X THRETEDHIPT RV AFEXLOFEHIC OV TIE RANL—LTOIPT KLAD
REQTS5 N=V) 2SR LTI EEN,

[Source Port] 7 4 —/L R C N—N%& M) =L L THHTD NI 7 4 v 7 DEEILR— NES
% ANJ1 L £ 9, [Destination Port] 7 4 —/V R C L —V%&Z FN Y=L LTHEHATEZ T 7 4 v 7
DOZERMAR— N EFEATLET,

70 Ra PR ip ITRESNTVEIEE . VAT LIEANL—I ~y X —HNOR— ~EH L EH
LET,

=) T 4 X TIRETE DR — MELDFEMZOWTIH BANL—LTOR— N DEF
(27-9 XR—=V) LT FEE,

[J71f] (Direction) ] U A hxH —vZ h U H—E L CHRATS N7 7 4 v 7 DA Z R4 HE
FEEBRLET . RKOWVWTNNEFEHTX ET,

o [{Bratk (Directional) 1: 355 5C IP 7 L AMBSELIP 7 RV AIZBEH:TH T 7 4 v 7 &2RE
LET

o [®J7M (Bidirectional)1: W 5 MICBENT D T 7 4 v 7 #RELET
[ H 473 2 > (Detection Options)] U A h o FHHTHF—TU— FEBEIRL 7,
(47> 3 Z&iBM(Add Option)] 227 U v 7 LET,

MUT=F—TU— R CTHRETDIHEEZEANLET A= F—T— R ELZDEHFTIEIONT
T =L TOF—U— REFHIZHONTQ7-10 X—) 2L TL &V,

F—U—FEBIBEBINT S EEIT ROBEEZFEITTHILHTEET,

o BMLAEBOF—U—FRE2WNEZLITIEBEHTLF—V— FOMICHD ERAIEZITT
KHzZ27Y v 7 LET,

o F—U— REHIRTAHIZIZ. FOF—TU—FOFIZHH [X]EZZ U v 7 LET,
BMTA2%—U—RK A7 arTEIC ATy 710~ 12280 LET,
= VB RTFET DI BT (Save AsNew) | 227 U v 7 LET,

VAT AMEIIN—NEBE S = ADORTCa — )L Jb— L & LTI FTEEZR Snort ID (SID)
Fe B — B ST a—h —)L BT TY NI — LB EFELE T,

FLW(FERIIETE EINT) =N EZEYREBART O—HNTEDNC LT RZARY O —%T 7
A ar b= R —O—FE LTCHATHIETIZ.FOLV—NVIZBLE LN T 7 4 v D
OFHB B U EH A IO W T R ELEHORER (4-12 =) 22 L T E a0,
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N o

BEFEONL—)VDOEH

5 A &> X :Protection

AL NEET T AN V—)L ZETRTCEET, VAT RO EET AN L—L 2T HFH
FT 2 FONL— )L BFERELTHRGETDHE.FONL—LD 1 DL EOFH LA AH AN
B SN ET,

V= IVEER LD AT ODL—VEERLZVTHE FHLvwb—LE-IT) BV g »on
a—f L )b— L BT IV IZa B — &1, 100000 LV K EWRICH A FTEEZR Snort ID (SID) 73 %
DOIL—VZE Y B ToHNET,

HHEAT 27 b= TE A~y F—EREZTEETT2eR8TCEEI A LTV
FONL—V NTHEHISNDLV—L F—T— RLZOF|BAEETTHZ LIFTEEHA AL
T FON—I D~y X —IFEREER L CERARERGETDHE NA—LDOF LA R
BUAMER EN. Y =R —Z ID(GID)3. B LI AHX AL )L—)L & L CTRIZHEE A AT BE 7 SID
NEY LB ToENET N—N 2T 4 X I EEAT =27 bOL— DF LWLV AF L AR

THIEH soida F—T—FIZV 7 LET, 2LV #H L AER S 72 /v—/v D8 VRT {ERRLD
=My T ENFETAER L EF T2 FOL—L DA AF L ARYIBRTEET
DA O HEFT O FOL— L THIBRTE FRAGEMIC W T L—L
H—ZONT Q273 X—=) T HRZ L — VOB (Q27-109 ~—2) | S L T 72 &0,

@& HEEA TV bPOL—NOTe haVEERELRWVWTLKEEIWEELEGE NV —LOE
ﬂ@<ﬁ67 EMENRH Y F9,

NN EZRETDHITIR ROFIEZFETLET,

27 w7 1 [&7E (Configuration)] > [ASA FirePOWER 5% 7£ (ASA FirePOWER Configuration)]> [7R U 2 — (Policies) ] > [Z AR
Y < — (Intrusion Policy)] > JV—/v =5 4 # (Rule Editor)] DJIHIZ3%& R L £ 9,

[L—/b =7 1« % (Rule Editor) ] X— UV NHRRSINET,
A7y S 2 BFETEH1OUEOL—LVEFELET ROBRENDH D £97,

e NN HTFITVEBRTAZ LI T — N EETIIT. 74X 2B LTEYT S
IW—IVE T L. TONL—IVORICHIWMET A a2 (o) &7 ) v 7 LET,

o R—UNWIRRTHNL—NERKVIATLZ EIZEoT—AZRETIE A= VR NDEE
WCHDTANE TA AL (L) TRENDTFAN Ry 7 AZNV—)L 7 4 VHEZ AT LE
T YT HNL—NVETEBHL T . ZOL—VORRIZHLmET A2 (o )27 v/ LE
T, A DWW TCE, b —/ =5 ¢ Z (Rule Editor) ] ~X—3 TD/L—)L D 7 4 )L & JLER
27-110 =) BB L T E XV,

= T 4 EPRANT R LA —ARERINET,

HEF T2 hOL—L BRI LSS L — L~y X —ERIE TN L—L =F 4 ZIZFERS
ﬂé LIZEBLTLZE W, [r—r 317‘4' 4 (Rule Editor) | R—Y CHHFA TP =7 bD/L—
Zal 12T U A ROFRTHFO 3(GID) ThhEAHHE ZPR L £9 (72 & 213 3:1000004) .

279 S 3 =V EEFRLTCOL—N 37T a3 OOV T LWL — L O ERK (27-106 —) %
ZMR) TR TE (Save AsNew) 1 227 U v 7 LET,

J—RNa—H ) — BT IVIRESINET,

vk VATLAA—AORDVIZ. B—HNVTERE L= LVEFAT 20T, b — VIREEDR E
(2421 R—D) DTN STV AT A N—NEIT 7T 4TI LB . a—H LV L— L% T
77 4 7T LET,
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2T 4

n—notx Nl

FTEEFEMNT DI RELEHORER 4-12 X—2) OFHIHE> TRERARY > —52 T 782 o
vho— L R —D—FE LTCEHAL. 77T 4 7T LET,

=z a X MEBINT 5

ATF A1

A7 T 2

277 3

AT o7 4

5 A & X :Protection

FEEORANL—VIZaRA L FEBINTEET, Z2NICLYD A=A ESNTZ T AT 0 A
FNEFIFRY L —BRKIZETA 2073 X MBI ORI Tx E 1,

I RX 2 FEA—VGEINT IR KROFIEZETLET,

[#X %2 (Configuration)] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [ U 2 — (Policies)] > [R AR
U < — (Intrusion Policy)] > [/ —/V =5 ¢ # (Rule Editor)] DEIZ IR L £,

[/b—/b =5 1 # (Rule Editor) ] _X— Y NFRINET,
HEREF TNV —NVERLET ROBIERH Y 57,

o L AT IV EBBTAEILIZL > TA—AEETICIE. 74T EBLTHEYTS
N—NFETBHL . FOLV—NVDORBIZHIWRET A2 (o) &7V v 7 LET,

o N—UNWIRRTHNL—NERYALZ LIZE>TU—VEETITE A—L VA INOELE
DT AN TAaLy( L) TRENDTFANRY 7 ATL—)L 7 4V ZE AT LE
T YT HL—LETBIHL . FOL—ILORICHIMET A2 ()27 ) v 7 LE
T, A DWW TE, b —/L =5 ¢ Z (Rule Editor) ] ~X— 3 TD/L—)L D7 4 )L X JLER
Q27-110 =) BB L T E IV,

=) T 4 EPRRRINET,

[Jb—/b = A2 b (Rule Comment)| %227 U v 7 LET,

[/L—/L 2 A b (Rule Comment) ] X— U NERSIVET,

TXAR Ry ZAZaA L bEATL[ZAY FOEM(AdD Comment)] %227 Y v 7 LET,
AN TEFAR Ry AT A MPMREEENET,

HRAZ I JL—IL DY

Z A & > A :Protection

BARY —CBEANI/ > TRV AX A L— L EHRTAIENTEXEST, VA
O EHETF XA N L— L R IEEFT TV FOL—L L—LTHIERTEER A,

HIER S — VT HEIBRE A T TV ICRESNE T HIRE A DAL — L% B L b— v D5
WL LT AN TEET N—NLOREFTECONTIR BEEDL—ILDOETE

(27-108 X—=V) S L T 2 &V,

BARY —0 Jb—/L (Rules) | X—VIITHIBRFA D T Y BDRRI N NTZD HIBRLIZD
AB B IV—IVEHPZTH LILTTEERA,

B V=D T v 75— b (Rule Updates) ] ~— T _XTCOBR—H )L —LEHIRT D&
B CXFET 2T T XA L —NLEHFOMFEH43-11 X—D) BB LTIV,
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WM [ =5 ¢ % Rule Editon) ] =— P TOA—NAD T 4 /L F JLE

FEAIZ OV T ROEFHAEZB L T X0,

o HAHK L J—LOVERFIEZDOW T H LWIL— L DOIER (27-106 X—) &M L TL
77 &V,

e T—HNL NL—NDALrHR—FHFEIZOWTIZIN—ILDOEHGFELEa—H /L L—IL 77 A LD
A R — P (43-10 X—=) EBRM LT &V,

o JL— LIRBED R EFIEIZHOWTL L — /VIRIED R E (24-21 X—) 2B L T &,

HARE L N—VEHIRT DI ROFIEEETLET,

AT w7 1 [RFE (Configuration)] > [ASA FirePOWER 5% & (ASA FirePOWER Configuration)] > [/8 U 2-— (Policies)] > [R A&
Y < — (Intrusion Policy)] > [/V—/V =5 ¢ % (Rule Editor)] DJIEIZ IR L £,

[ —/v =7 1« % (Rule Editor) ] X— VU NRRSINET,
2F v S 2 RDO2OOFRENH D 97,
o [m—H L— LDHIFE (Delete Local Rules) | %27 U v 7 LT 5 [OK] %227 Vv o7 LET,
EENEPRFESNTZRARY =N TEIEADIT R > TWRWT X TO/L—/LE v —7
b= 3T TV IIHHIBRS IV HIBRE A T TV BRI S vE T,
o TANFEBLCE—INN—N AT AVECBBLET . e —INL A=V AT TV EY
Uo7 LTRERALTHLL HIRTHL—LOMICHLHIBRT A2 () &2 ) v 7 LET,

= RNa—J) v—)v 7 U NLHEIBRS I HIBREA D T IV ICEEI SN E T,
HARNFERET X R L—)L [ZFY =Rk L —&Z ID(GID)1 BE[ Y B TEn(-& 20T
1:1000012) HAZ L HEFEAF TS 27 FOA—LZIZGID & LT3IRE Y THND (128
Z1Z 3:1000005) Z L ITHEE L TL 7Z &V,

Je

trvbh FEAVEA—ERELEEL CRELEEES T2 FOL— L b e —R L b—)L T Y
ICRE SN ZENDIEGID3 THIHESNET MAICETE L XEAS TV =7 o —b 2H|R
TEEIN . T EFAT V27 FoL—)L [FHIRETE £H A,

[)L—/L =5 ¢ # (Rule Editor) ] X— TCONL—)VD T 4 )V
A JLER

7 A & & :Protection

[/L—/L =F ¢ % (Rule Editor) | X— 3 FTCL— &2 7 4 LR LT A— LDV Ty h&2HK
REFAZIENRTETET 2T AL NFEFITFORESZEFE LV KT H DL —
NDFNEZENE BT D DONRRNERG AL, ZOWENRNLSZ N £,

TANEEZANTTTEHE N DU LO—FHTEL— L E2EGL T 3 VENL—ICE RSN, — 8T
HIV— VIR NGB IEA v E— VU NERRINET, 7 A NV Z T SRR — T — R EZ 05|
B SCFH B CHARZ Y 7 7 VT H S BIZEEO 7 4 VE K E XY AR—2A %5
WL ENTEET AL ERER ULV KR — FRXFE. BLIOGKEXFO) VK20 1585
) 20 1B (Q R EORBKRRER T2 7 A NV EIZEDDH T LIXTEERA,

TRCHOF—U— R F—U— . BLOLFEYTIIRLF LD LERX SN EE A,
gid ¥—VU—F¢& sia F— U — REBRE T 3TO5| & CFINTERB R CTH & LTHib
NFET,gia & sid DT 2L FHOAHEZEL E7,
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v— =5 4 % (Rule Editor) | —ToA—A D7 4 2508 T

FTa T T ANV EABEFIOIEDR—T 1L OO 7 3 VERERTHE FOHBOT 4 LA
MBI TED T A NENO—BRIREINAL XN TANAEBEELEZEFICAVET ELTY
HIV—IVINSEEE DN — NG 7 VA NICFET D EAIIT. 2R ERNLSZ ERH Y 7,

1 ODT7 A NEERBDOB D7 VX THIKTHZ i TEEHA AT SN T 4 VHIT,
NIV T—=HRXR—=2A2ERKERBEL T, —HTLH2TXTOL—VERLET HIEIOT L ZfER
DAR—VICRREINTWDIRETT ANV ETEZANTDHE ZOXN—VORNENHES DD
WHI LW VX OFERNIRS I ET,

TANFUBENTHDEHELIN T aWEESH, U A MNO/L—/LTlE UHiEZ# T
F9,.72& 2. V= =5 ¢ Z (Rule Editor) ] X—Y Tid. U A RN T 4 L ZAE I LTV DD
EIOMCEDLLT VA NNONL— L ERETEET,

ROV T RDOFHEZ SR L T EE 0,

o JL—JL T4 NETOF—TU— ROMHQ27-111 ~<—)

o JL—)b 7 4 L Z TOXFHNOMH(27-112 <X—2)

o JL—)b T 4 NETOF—U— RELFHOMAEDE(27-113 X—)
o JL—LDT 4 NE Y LT (27-113 X—)

JL—)V 7 4 )VEZ TOF—TU— ROFEH

5 A & > A :Protection
BN—)b T4 NVBIZ IROERT1I O EOF—TU—F2ED5ZENTEET,

keyword: argument
Z Z C.keyword [Z/V—/V 7 4 )V Z F—TU— KORDOWTILND X —Y — K, argument 1L F—
U — RICBEET I ED T 4 — /v RTHREBEINDHE— O, KITF/NCF 2 KB LR N385 3T
TFHITT,
gid & sid RS TRTOXF—TU — FOFIEIT AR FH & L THbivES . 72 & 213,51
$r123 12K > T 123457 "41235", "a5123", IR ENIRINFE T, gid & sida DBIFITREE —FH DI
ZIRLFET, 72 & 21%.s1d:3080 (2 X > T SID 3080 DAV ENE T,

[

WAy 72 SID MR T 5121F. 1 DU EOXFHN &M~ TT7 4 VHX LB TE 3, 3> T
T = 7 4 W H TOXLTHOMER (27-112 =) ML T E &,

WDOFRIZN—NDT 4 VEBIFEH TEDREO T 4 NZ Y 7 F—T— L5 ¥ERL
i‘j‘o

ZF 27-61 =g T g F—T—

F—U—F |35 #i

arachnids | ;L — L&D Arachnids ID K E 7213F O3 H-SUT 1 > |arachnids:181
PLEDOAL— L ZR LUET ZEMIZONTIZ A Xy FBROERE
Q27-15 X=) BB LTI,
bugtraq =V Z RN D Bugtraq ID 2K E 7213% O —H53 125DV T 1 D |bugtraq:2120
PLEDOAL—NLZR LUET FEMICONWTIZ A XY FBROERS
(27-15 X=) 2L T E S0,
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WM [ =5 ¢ % Rule Editon) ] =— P TOA—NAD T 4 /L F JLE

# 27-61 S—Jb T A IH F—T— R (fEE)
F—U—F | i
cve JL—ILEBRIND CVE B 52K FE -I1TZF DO —E55 12 oW T 1> |cve:2003-0109

PLEor—n %R L £, 350Nt A Xy h2ROESE
(27-15 X—=V) s L T TE &,

gid Bl L 1T T 2 b L—L IR U ET, B8 3 X g4 7Y = |gid:3
7 RDONL—)L IR LETZEMIZOVWTIT. #F 24-1(2423%—D) &
ZH LTI,

mcafee L= LB BN D McAfee ID &K £ 7213% D —E 457125 T 1 - |mecafee:10566
IEDOL— a2 R L ET FMCOWNTIT AR FEHROER
(27-15 X—=) BB LT &,

msg JL—IL @D [ A »y“IZ?‘:‘/\‘(Message)] T 4=V R(A XV X v— |msg:chat
CEBLIFEND) DEKRELITED ESIZESOSNWT 1 DU ED
N— R LET, IOV TIE AR N Ay E—VDESR
Q7-12 X—=V) =B L T ZSW,

nessus JL—VZ BN D Nessus ID 2R E 72 13Z O 432D T 1 > |nessus:10737
LLEDON— &R L ET, 55OV T A Xy R RO EE
(27-15 "=V)ZzZRL T ZS 0,

wet =NV BRNFETITL—LD [A v E— (Message)] 7 4 —/L K |ref:MS03-039
A B D BT T FI DR E 72— ENICE SN T 1 2Lk
DONL—ILZIR LUETZEHICOWNWTIZ. A X FBRROER
(27-15 R=) J LA RV b A v =V OEF Q712 V) | %
ZHLTLIZEN,

SID SENC T AL =F % ID AL — L ERLET, 5id:235

URL = VWO URL 2K E 713D —F DI ESNWT 1 DLl |url:fags.org
DL— )V EIELET MOV TIE. AR FEROER
(27-15 X—=V) S L T E &N,

JV—)V 7 4 )V Z TOILFHNOE

5 A &> X :Protection

FN—IL T 4 VB DL LR FEX TN EEZDH I ENTEET, LFININL— LD [A >
t—Y (Message) ] 74—V R V7 =F ¥y ID.BLURY =L —FZ ID #BLET 72L& 21X,
j(?ﬁj 123 %?Eﬁiﬂ'é’*é E—JL A /’IZ*‘T\/W@X$§” "Lotusl123" %‘) "123mania" 72 ENIK I
AL, & HIZSID 6123.SID 12375 72 EbiRSNE T, /L—LD [ A v & — (Message) | 7 4 —/L R
DFAMZONWTIET ARV D Ay E—VDEFHRQT-12 =) B LT ZEN,

T RTCOLFHTIERLT E/NLFEREF ST o7 CFs e LTiRibnEd .78 2

1. CFF) ADMIN, admin, £ 721F Admin X T X C, "admin". "CFADMIN", "Administrator" 7% & & il
LET,

XFHN | T & e BERT I ENTEET X SIHA/FMNEOY T I 03
FF| voverflow attempt" [IFTEE—HDAHEZIRK L ETN . BIHBFR LD 2 DO LT overflow &
attempt T%E}Zéﬂ’bé 74 JL & I% "overflow attempt", "overflow multipacket attempt".
"overflow with evasion attempt" f£ &%J@ Liﬁ‘o
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v— =5 4 % (Rule Editor) | —ToA—A D7 4 2508 T

JV—)V 7 4 IVE TOF—T— K& XFEFOMHEHE

5 A &> X :Protection

BEOX—U— R XFH FERITFOM %2 AN— A TR » TEEICHAS DY TANT S
TET T4 NERERER AL ENRTEET BRI TRTOT A VX R —FHTD
=L EENET,

BEDT7 4 VEXMEAEBOIAF TAATEET L ERIX RO T 4 VF2FTENLNFECL—
NaiRLET,

® uyurl:at login attempt cve:200

® login attempt cve:200 url:at

® Jogin cve:200 attempt url:at

JV—IVDT A NVEZ YT

AT v

AT T 2

Z A & > A :Protection

[/L—/L =5 ¢ % (Rule Editor) ] X— LT — L Z&T7 4 VAR LT IL—1LOY Ty haFkK
RIEDE FHEDON—NERSTFOT LRV ET  FDOH . 2T F AN A=a—THEHATHE
TR RERE DRI 72 & AT DO~ — U HKBE [ 7E (Configuration) ] > [ASA FirePOWER 5% i& (ASA FirePOWER
Configuration) ] > [/R U 2 — (Policies) ] > [{® AR ¥ < — (Intrusion Policy) ] > [/ —/L =5 ¢ Z (Rule Editor)] DJIA
WZEIRL £ 7,

[b—/v =7 ¢ % (Rule Editor) ]| X— Y MNERIINET,

=)V 7 4 VA RERRIX  [V—/v =F ¢ # (Rule Editor) ] X— Y CHRET HL—LEROF5 L
FNFFICRSL D Z ERH D T, 35OV T BEFE DOV — VDA TE (27-108 X—) &M L
TL &,

F7a T = ® 7V — 7L UE (Group Rules By)] U A b THID 7 b— 7 {b 51k % 8
LET,

[V

AT w7 3

AT v7 4

AFvT 5

TRCOYT I N—THNDONL—VDEFFENENGEIL. T 4 V2 ) TR D
ZERBHYET AT EIDONL =L DR DR TH A=A BNEEOH T TV ICH
I HZEnHHTDTT,

AT a T REATLIINV—TOMZHL 7N E 27 ) v LET,

TANVEPREBEN T ZD TN —THNOL—VRKRRENET N—L T —FZ L > T

S HIZEBAFTREZR Y 7 T — T REE L £,

FLN—NAVREDITN—=TIZHFEN TV DLNTRTE 25813, 7 4 V2 LBETOTLON—
TEDIN—TZREALTE EERRZLBHET, ZOROT 4 VIUETED T 41

FHO—BRREND LS BLOTANVIHET A2 (%)&227 Y v 7 LTT 4V ZALERH]
DR=VICR -T2 L W I N—TBREASNICEFITRY £7,

74/1/5(Tﬂvxhn“\y77\%:77747 T AIE N VA NDELRIZHDLTHFAR Ry
TAND T 4Ny TAa (L) OEMNEZ Y v 7 LET,

7 4 VA EIFKIEZ AT L Enter ¥ — & L E 9,

T4 XU — R EBI L B ABM& F35I A2 LOXTFS B L OEEO LM%
KB AN—REEH DL ENTEET GHMIZONTIE, V—/b =F ¢ # (Rule Editor) ] ~X—
CTOI— )LD T 4 VHRE(27-110 X—V) 2SR L T &,

N=UPREHSNT,. BT V= nzdi2 b 1 DB NV—TRFRINET,
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WM [ =5 ¢ % Rule Editon) ] =— P TOA—NAD T 4 /L F JLE

27976 AT a T . EERAOTW W T 3 VT HHL L BT AL NANRNEREINET KRDT 4
NEY U TERENS D 97,
o HLWT 4 NEEATTDHINE. T ANE THFAR R 7 ANICH—INVEZBEIL T Y v
JUEDRY I AET 7T 4712 LThe, 7 4 VFZ %2 ANSJL T Enter ¥—Z L %7,
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