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9, FXOSCLIIZT 7 & A9 5IZi%, connect fxos 2~ > R&EHLET,
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ZEFETEEH A, FXOSCLI CRIEDEF kA5 &, commit-buffer 7~ > Nz k) =T —

BEINET,
Threat Defense CLI D FEflC-D\UNTld, ThreatDefense D2~ R 77 L ZAZHBRLTL 72
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Firepower 1000/2100. Cisco Secure Firewall 1200/3100/4200 %2 ') 74 7 754 7 > A CLIIZDW T I

FXO0S CLI ()=

—

FXOS CLI ® 2~ K &— NIIME#EEIC /> TH Y, EXEC E— RBREEORK At 72 b %
T, BWVLLOE— Rid, B — RIZoELET, SOV DE— RKNnH 1D
R L~ v DE— NICBENT 5I21E, create, enter, BXOscope 2~ REEHLET, £
7o, T=RKEETI SV L-VUIBEIT5I121E, exit a~ > RE2EHALET, 72, =K
Mg D EALICBENT A1ZiTtop =~ > R T&E £,

KE—FIZIX, ZOE—RTANTEa~vr Foty MBRAEENTHET, £E— R THEH
T&E 23~y FOREMT, BEET2EENREAT V=7 MIBEBELTOET,
#£E—RNOCLL 7B 7 ML, B FEEICBT DBUEDET— RO TV ASANR RSN E
To ZHUCEY, avr RE— FEBATOBEEZ RS IHBCE £, X, ZOHE
IR RN Z BB HBRIC B IFF LB E T,

WOFEIE, FHEipa~vr FE—F, £E—F~OT7 7 A EHATIa~r R, BLOKE—
RICE#E$ 5 CLI 7 a7 F 2R LTWET,

K1 FEHRATURFE—FRETOVT R

E—F4 THORRIZFERTSaATUR [E—R Jorv Tt
EXEC EEOE—RKTtop a~v> R |#
Ty—y EXEC ®£— K75 scopechassis | /chassis #
o< KN
A =%y s T vV 2  |EXEC E— T scope /eth-uplink #
eth-uplink =< > F
777w A F—axy |EXEC E— R b scope /fabric-interconnect #
k fabric-interconnect =~ > N
Tr—AhU=xT EXEC & — K75 scope /firmware #
firmware =< K
E=HY T EXEC “E— R/ 5 scope /monitoring #
monitoring =~ >
HELAE EXEC &— R7»5 scopeorg = |/org #
v R
X2 UT o EXEC &— K75 scope /security #
security =~ K
P EXEC & — K75 scopeserver |/server #
a<w R
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I Firepower 1000/2100, Cisco Secure Firewall 1200/3100/4200 X1 ') 7« 7 754 7 > X CLIIZDL\T

Uiz 24542~ [

T—F4

FHOERIZEAT I TR [E—F Joy Tk

SSa

EXEC &E— R 5 scopessa = /ssa #

SN

VAT b

EXEC %&— K75 scopesystem | /system #

o< KN

WDXIE, FXOSCLI D kv 7L UL FX0S v Ryxjb, m—hVE#Ha~ s Rz
Jb. 3 L U Firepower Threat Defense CLI 27 7 £ A F 572 DIZFEITTE D a~r NOWEEZR
L72bDTYE, av V=TI EARLETHDHZ EITHEE LT EE N,

1: Firepower 1000/2100 35 & U* Cisco Secure Firewall 3100 FX0S CLI %t

ﬁ Console
—

CLUICRET A F1oAILT

WOTH 2 LFEAN LT, FOHEOa~y RESIOWREIZIGE U EARER A 7> a v %

KRTEET,

Tur7F MO ANEFIC2 2 AN TH L, BHEDOE— FTHMTE a3~y RATRTE
RENES, I~ POz AL T2 ANT DL, TORREO A~ FESINONET
AP — U — R LGN~ TRRSNET,

CiscoFX0S 5 )L a—TF 1 2% 74 K (Threat Defense % 3247 L TL>5 Cisco Firepower 1000/2100 35 & Uf Cisco Secure Firewall

1200/3100/4200 [ (1)

-
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Ja—/N)LEXOSCLI o< >

e /'m—/ 3L FXOSCLI @iw > K (5 X—2)

Ja—/NJLEXOSCLI o< > F

AT a<> Fif, FXOS CLI O _RTOHE— N — U6 LET,

avw Uk EBA

acknowledge fault TT—ZWRLET, 2~ FOWMIL :
WITHI 2= L ET,

acknowledge fault 1

id 13 7 —@l T, AR RO HIPHIT
0 ~ 9223372036854775807 T,

clear BB A T2 N U T LET,
commit-buffer FZo¥rvar Ry T7yikaly bLET,
connect B CLINZEHZ L £,

RICH 2R L ET

connect ftd

Cisco FX0S K5 T a—TF 4 % H4 K (Threat Defense #3217 L T L)% Cisco Firepower 1000/2100 &5 & U Cisco Secure Firewall
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ga—uxescuavo k|
B /o umoscuzwor

avU R ERBA
connect fxos [admin] [admin] ¥ —7U— R&2MiHT 2 L, 2—HF—Nn

BMoa<y REFETTEXLREET—RT
FXOS 2 CE £7,

7o & 21X, Firepower eXtensible Operating System
(FXOS) show-tech 7 7 A /b & A pid™ 5 121,
ROLIIZLET,

firewall# connect fxos admin
Configuring session.

Connecting to FXOS.
1

firepower-3140# connect local-mgmt
Warning: network service is not available
when entering 'connect local-mgmt'

firepower-3140 (local-mgmt) # show tech-support
fprm
<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

brief Brief
detail Detail
| Pipe command output to filter

</pre>
discard-buffer N Hrvary Ny 77y BHELET,
end EXEC E— RIZAD £,

exit av U RAUE—T Y ZEKTLET,
scope FLWE— FZBIA L £7,

set TanNT 4 DEERELET,

show VAT MERERTLET,

terminal Ui A

top T— FOK EICBE L E7,
ucspe-copy UCSPE (27 7 A V& a— L &7,

up 1 D EfZDE— FICEE L £,

where BEOE— NIZHET 2 EHRER RS LET,
backup Ny 7T o7 LET,
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WA N

7.
FXOSCLID S TV a—TFTqa 45 O
>k

cFXOSCLIV ¥ —3Y F—R oSNy a—TFT 47 avr R (72—)
*FXOSCLIA —HV %y b7 vV =K I NVva—T 407 av B (12—

V)
*FXOSCLIZ7 77 Vv A Z—axy N E—RF 7T Nva—T 407 avr R (15
)
» Cisco Secure Firewall 3100 @ connectlocal-mgmt 7 7 /vy = —7 4 7 a<2 K (193—
)

T T AT AE— RTO Cisco Secure Firepower 4200 @ connect local-mgmt 7 7 /L3 2 —
T4 avr R 31 —)

*FXOSCLItF* a2 U7 4 $—ERE—R hT7 TV a—T 47 avwr K (403—)

» Cisco Secure Firewall 1200/3100/4200 CLI € =% J > JE— RO T TNy 2—T 4 7 2
~ K (42—)

» Cisco Secure Firewall 3100/4200 D 3% > b v 7 F v (42 X—2)

FXOSCLI ¥ —> F— K S JILa—T4245 a%X

AT AT AREE NSO 2 —TF 0 T AL, UTDO Y v —2%F— K FXOS CLI
a~vy REfFEHLET,

show environment
Ty —VORERHRER R LET,
WITH =R L ET,

FPR2100 /chassis # show environment expand detail
Chassis 1:
Overall Status: Power Problem
Operability: Operable
Power State: Ok
Thermal Status: Ok
PSU 1:
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Overall Status: Powered Off
Operability: Unknown

Power State: Off

Voltage Status: Unknown
PSU 2:

Overall Status: Operable

Operability: Operable
Power State: On

Voltage Status: Ok
Tray 1 Module 1:
Overall Status: Operable

Operability: Operable
Power State: On
Fan 1:
Overall Status: Operable
Operability: Operable
Power State: On
2:
Overall Status: Operable
Operability: Operable
Power State: On
3:
Overall Status: Operable
Operability: Operable
Power State: On
4:
Overall Status: Operable
Operability: Operable
Power State: On
Server 1:
Overall Status: Ok
Memory Array 1:

Fan

Fan

Fan

XOSCLU D RS T a—Fav5avwur |

Current Capacity (MB): 32768

Populated: 2

DIMMs:

ID Overall Status Capacity (MB)
1 Operable 16384
2 Operable 16384

CPU 1:

Presence: Equipped

Cores: 8

Product Name: Intel (R) Xeon(R) CPU D-1548 @ 2.00GHz

Vendor: Genuinelntel

Thermal Status: OK

Overall Status: Operable

Operability: Operable

\)

6=

Cisco Secure Firewall 3100 T /3 A CTF a7 V7 7 UV ED a— L2 RVATERIC, 77 DE

BRD AT — % A %&£ T 5HI21E, show environment basic 35 X U show environment expand =~

Y REEHLET,

show environmentbasic

Uy —VBLIOCPUDIRET—ZE2FRLET,

I &R L ET,

FPR2100 /chassis # show environment basic
* ok kkkkkkkkkkkkk Chassis Temps * %k Kk k%

*kk Kk Kk kkkk

Inlet temperature is 75 degrees Celsius

o=
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FX0S CLI & v —

R R R Rk i R R R Rk i

CPU Data
is 93 degrees
1 is 93 degrees
2 is 94 degrees
3 is 92 degrees

Celsius
Celsius
Celsius
Celsius

Core
Core
Core
Core

Temperature 0
Temperature
Temperature
Temperature
scope fan

Firepower 2110, 2120, Cisco Secure Firewall 3100,

ATT7 7o — REE L E9,

scope fan-module
Firepower 2130, 2140, Cisco Secure Firewall 3100,

vE—Fr5TINva—F425 vk P

5 X O% Cisco Secure Firewall 4200 5 /31

¥ X U Cisco Secure Firewall 4200 5 /XA

ATCT7 7o E— REBBLET, ZOF—FTIE, vy —3¥ 77 VT EMERA2 R

RTEET,
WAl R LET

FPR2100 /chassis # show fan-module expand detail

Fan Module:
Tray: 1
Module: 1
Overall Status: Operable
Operability: Operable

Power State: On
Presence: Equipped
Product Name: Cisco Firepower 2000 Series Fan Tray
PID: FPR2K-FAN
Vendor: Cisco Systems, Inc
Fan:
ID: 1
Overall Status: Operable

Operability: Operable

Power State: On
Presence: Equipped
ID: 2

Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped

show inventory
Vr— e, NUH—,

SUTNEEREDA Ny MUEREFRLET,

¥ Zda~> KX, Firepower 2130, Cisco Secure Firewall 3100 33 1 T8 4200 7 /34 A (2D

K S ET,
WITH 2~ L ET,
FPR2100 /chassis # show inventory
Chassis PID Vendor
1 FPR-2140 Cisco Systems,

show inventory expand

Serial

(SN) HW Revision

In JAD201005FC 0.1

FRU %t R—x> b (% —3, PSU, Xv hU—7 £V a2— 72 E) (BT 55

WM7pA Ry MU EREFR TR LET,
WIZHlZ R LU ET,

FPR2100 /chassis #
Chassis 1:
Product Name:
PID: FPR-2130

show inventory expand detail

Cisco Firepower 2000 Appliance
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VID: V01
Vendor: Cisco Systems, Inc
Model: FPR-2130
Serial (SN): JAD2012091X
HW Revision: 0.1
PSU 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: 0
PSU 2:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: 0
Fan Modules:
Tray 1 Module 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series Fan Tray
PID: FPR2K-FAN
Vendor: Cisco Systems, Inc

ID Presence

1 Equipped

2 Equipped

3 Equipped

4 Equipped

Fabric Card 1:
Description: Cisco SSP FPR 2130 Base Module
Number of Ports: 16
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-2130
HW Revision: 0O
Serial (SN): JAD2012091X
Perf: N/A
Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
Fabric Card 2:

Description: 8-port 10 Gigabit Ethernet Expansion Module
Number of Ports: 8
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-NM-8X10G
HW Revision: O
Serial (SN): JAD19510AKD
Perf: N/A
Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
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scope psu

BR=y M E—REBMBLET, ZOE—FTIE, BRE=y MIBET 2EME#RE R

RTEET,
RITH 2R L ET,

FPR2100 /chassis # show psu expand detail
PSU:

PSU: 1

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped
Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok

scope stats

HEHERE— RZBBLET, Z0OF— RTH. v — BT DM MEHE A TR

TEET.
WA IR LET,

FPR2100 /chassis # show stats

Chassis Stats:
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/stats
Suspect: No
Outlet Templ (C): 43.000000
Outlet Temp2 (C): 41.000000
Inlet Temp (C): 30.000000
Internal Temp (C): 34.000000
Thresholded: 0

Fan Stats:
Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/fan-module-1-1/fan-1/stats

Suspect: No

Speed (RPM): 17280

Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/fan-module-1-1/fan-2/stats

Suspect: No

Speed (RPM): 17340

Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/fan-module-1-1/fan-3/stats
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Suspect: No
Speed (RPM): 17280
Thresholded: 0

Time Collected:
Monitored Object:

XOSCLU D RS T a—Fav5avwur |

2016-11-14T21:19:46.317
sys/chassis-1/fan-module-1-1/fan-4/stats

sys/chassis-1/psu-1/stats

sys/chassis-1/psu-2/stats

Suspect: No
Speed (RPM): 17280
Thresholded: 0

Psu Stats:
Time Collected: 2016-11-14T21:19:46.318
Monitored Object:
Suspect: No
Input Current (A): 0.000000
Input Power (W): 8.000000
Input Voltage (V): 0.000000
Psu Templ (C): 32.000000
Psu Temp2 (C): 36.000000
Psu Temp3 (C): 32.000000
Fan Speed (RPM): 0
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.318
Monitored Object:
Suspect: No
Input Current (A): 0.374000
Input Power (W): 112.000000
Input Voltage (V): 238.503006
Psu Templ (C): 36.000000
Psu Temp2 (C): 47.000000
Psu Temp3 (C): 47.000000
Fan Speed (RPM): 2240
Thresholded: 0

CPU Env Stats:

Time Collected:
Monitored Object:

Suspect: No
Temperature (C): 46.000000
Thresholded: 0

Time Collected:
Monitored Object:

Suspect: No
Temperature (C): 38.000000
Thresholded: 0

2016-11-14T21:19:46.317
sys/chassis-1/blade-1/board/cpu-1/env-stats

2016-11-14T21:19:46.317
sys/chassis-1/blade-1/npu/cpu-1/env-stats

FXOSCLI f —H X%y b 7w TY9 E—FK F3T)L

oa—TFTq42H ATk

AT ANIETAMEY NI TINAN Y a—TFT 4 T AR, UTFDOA—Y Ry N Ty Y

F— FFXOSCLI =~y R&EFEHLET,
show detail

Firepower 1000/2100, Cisco Secure Firewall 3100, & 7=(% Cisco Secure Firewall 4200 7 /A
ADA —=HFy b7 v TV 7T DG RAE R R LET,

WA R LE T,

FPR2100 /eth-uplink # show detail
Ethernet Uplink:
Mode: Security Node
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MAC Table Aging Time (dd:hh:mm:ss): 00:04:01:40
VLAN Port Count Optimization: Disabled
Current Task:
scopefabrica
A=Y Ry NT TV I A F =T A ZE— RERBLES, ZOF—RFTIE, A—
N F o, #E AV F—T oA RAETHEREFR R TEET,

RIZH R LET,

FPR2100 /eth-uplink/fabric # show interface

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Data Enabled Up Up
Ethernetl/2 Data Enabled Link Down Down
Ethernetl/3 Data Disabled Link Down Down
Ethernetl/4 Data Disabled Link Down Down
Ethernetl/5 Data Disabled Link Down Down
Ethernetl/6 Data Disabled Link Down Down
Ethernetl/7 Data Disabled Link Down Down
Ethernetl/8 Data Disabled Link Down Down
Ethernetl/9 Data Disabled Link Down Down
Ethernetl1/10 Data Disabled Link Down Down
Ethernetl/11 Data Disabled Link Down Down
Ethernetl/12 Data Disabled Link Down Down
Ethernetl1/13 Data Disabled Link Down Down
Ethernetl/14 Data Disabled Link Down Down
Ethernetl/15 Data Disabled Link Down Down
Ethernetl/16 Data Disabled Link Down Down
Ethernet2/1 Data Disabled Link Down Down
Ethernet2/2 Data Disabled Link Down Down
Ethernet2/3 Data Disabled Link Down Down
Ethernet2/4 Data Disabled Link Down Down
Ethernet2/5 Data Disabled Link Down Down
Ethernet2/6 Data Disabled Link Down Down
Ethernet2/7 Data Disabled Link Down Down
Ethernet2/8 Data Disabled Link Down Down

FPR2100 /eth-uplink/fabric # show port-channel
Port Channel:

Port Channel Id Name Port Type Admin State
Oper State State Reason

1 Port-channell Data Disabled

Link Down Down

FPR2100 /eth-uplink/fabric/port-channel # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/err-stats
Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0
Out Discard (errors): O
Deferred Tx (errors): O
Int Mac Tx (errors): O
Int Mac Rx (errors): O

Thresholded: Xmit Delta Min
Ether Loss Stats:
Time Collected: 2016-11-14T21:27:16.386
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Monitored Object: fabric/lan/A/pc-1/loss-stats
Suspect: No
Single Collision (errors): O

Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): O
Carrier Sense (errors): 0
Giants (errors): 0O

Symbol (errors): 0

SQE Test (errors): 0
Thresholded: 0
Ether Pause Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/pause-stats
Suspect: No
Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0
Thresholded: 0
Ether Rx Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/rx-stats
Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0
Jumbo Packets (packets): 0
Thresholded: 0
Ether Tx Stats:

Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/tx-stats
Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0O
Jumbo Packets (packets): 0

FPR2100 /eth-uplink/fabric/interface # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/err-stats

Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0
Out Discard (errors): O
Deferred Tx (errors): O
Int Mac Tx (errors): O
Int Mac Rx (errors): O

Thresholded: Xmit Delta Min
Ether Loss Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/loss-stats
Suspect: No

Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): O
Carrier Sense (errors): 0
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Giants (errors): 7180
Symbol (errors): O
SQE Test (errors): 0
Thresholded: 0
Ether Pause Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/pause-stats
Suspect: No

Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0

Thresholded: 0

Ether Rx Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/rx-stats
Suspect: No
Total Packets (packets): 604527
Unicast Packets (packets): 142906
Multicast Packets (packets): 339031
Broadcast Packets (packets): 122590
Total Bytes (bytes): 59805045
Jumbo Packets (packets): 0
Thresholded: 0

Ether Tx Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/tx-stats
Suspect: No
Total Packets (packets): 145018
Unicast Packets (packets): 145005
Multicast Packets (packets): O
Broadcast Packets (packets): 13
Total Bytes (bytes): 13442404
Jumbo Packets (packets): 0
Thresholded: 0

FXOSCLI 777w A4 3A—axy E—F F3 7
Woa—TFTq42 a2k

VAT AT AMEE N T I a—T 4 T HIE, UTFD Ty T v A v —ax
7 F ®— RFFXOSCLI =~ R&EMFHLET,

show card
777 Vw7 —RIETAIEREER R LET,
WITH =R L ET,

FPR2100 /fabric-interconnect # show card detail expand
Fabric Card:

Id: 1

Description: Cisco SSP FPR 2130 Base Module

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-2130

HW Revision: O

Serial (SN): JAD2012091X

Perf: N/A

Operability: Operable

Overall Status: Operable
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Power State: Online
Presence: Equipped

Thermal Status: N/A
Voltage Status: N/A

show card
777U v = R A AR R LET, Soavy REMATA L, X b
J—J Y a— VOl E R TEET,
WIZH &R L ET,

# firepower-4225 /fabric-interconnect # show card detail expand

Fabric Card:
Id: 2
Description: 2-port 100 Gigabit Ethernet Expansion Module
Number of Ports: 2
Admin State: Enabled
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-X-NM-2X100G
Serial (SN): FJZ26390V7D
Perf: N/A
Operability: Operable
Overall Status: Online
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
Current Task:

show image
AR A A=V T _RTCRRLET,

firepower /firmware # show image

Name Type Version
cisco-ftd.6.2.0.131.csp Firepower Cspapp 6.2.0.131
cisco-ftd.6.2.0.140.csp Firepower Cspapp 6.2.0.140
cisco-ftd.6.2.0.175.csp Firepower Cspapp 6.2.0.175
fxos-k8-fp2k-firmware.0.4.04.SPA Firepower Firmware 0.4.04
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA Firepower System 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3031.SSA Firepower Npu 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3071.SSA Firepower Npu 82.1(1.3071)
fxos-k9-fp2k-manager.82.1.1.3031i.3SSA Firepower Manager 82.1(1.3031)

show inventory expand
777V v H— RICET MG RE T X TERLET, Zoavr Faifds e,
Ry FT—=7EY 2 — VOFMERTTEET,

firepower-4225 /fabric-interconnect # show inventory expand
A

Fabric Card:

Slot Description Num Ports State PID Serial (SN)

0 Logical Slot for Management Interface

2 N/A FPR-4225 FJZ2634572GZ
1 Cisco FPR 4225 Base Module

8 On FPR-4225 FJZ2634572GZ
3 4-port 200 Gigabit Ethernet Expansion Module
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show package

4 Online FPR-X-NM-4X200G FJZ25430132

R FRE R N o r— VT _RTHERFLET,

firepower /firmware # show package

Name

Package-Vers

cisco-ftd-fp2k.
cisco-ftd-fp2k.
cisco-ftd-fp2k.
cisco-ftd-fp2k.
cisco-ftd-fp2k.
cisco-ftd-fp2k.
cisco-ftd-fp2k.

0

0

0
.0.175-3111

0

0

0

show package package name expand
RNy r =V OFFMEFRRLET,

firepower /firmware # show package cisco-ftd-fp2k.6.2.0.131-3031.SSA expand
Package cisco-ftd-fp2k.6.2.0.131-3031i.SSA:

Images:

.131-3031i. 6
.140-3071. 6
.140-3081i. 6
.SSA 6.2(0.175-3111)
.175-3141. 6
.175-3181i. 6
.175-3191. 6

.2(0.131-3031)
.2(0.140-3071)
.2(0.140-3081)

.2(0.175-3141)
.2(0.175-3181)
.2(0.175-3191)

cisco-ftd.6.2.0.131.csp
fxos-k8-fp2k-firmware.0.4.04.SPA
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA
fxos-k8-fp2k-npu.82.1.1.3031.SSA
fxos-k9-fp2k-manager.82.1.1.3031.SSA

scope auto-install

HE)A A M= E—RERBLET, ZOF—RTE, BIEDOFX0S DT v 77 L—
NREA KRR TEET,
firepower /firmware/auto-install # show

Firmware Auto-Install:
Package-Vers Oper State

Upgrade State

6.2(0.175-3191)

scope firmware

Scheduled Installing Application

Ty — AT T— RERBLET, 2OF—FTlE, Furao— R X227 2BTAF

WaRRTEET,
WA R LE T,

FPR2100 /firmware # show download-task

Download task:
File Name

Protocol Server

Port Userid State
cisco-ftd-fp2k.6.2.0.175-3141.SSA Scp 172.29.191.78
0 danp Downloaded
cisco-ftd-fp2k.6.2.0.175-3181.SSA Scp 172.29.191.78
0 danp Downloaded
cisco-ftd-fp2k.6.2.0.175-3191.SSA Scp 172.29.191.78
0 danp Downloaded

scope download-task

Ay —R 2R F—RERBLET, ZOF—RTIE, £FUa— K X 27 D
MEFRLTHF Y — R X 27 2HBETEET,

W %~ L ET,
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Download task:
File Name: test.SSA
Protocol: Scp
Server: 172.29.191.78

Port: O
Userid: user
Path: /tmp

Downloaded Image Size (KB): 0O
Time stamp: 2016-11-15T19:42:29.854
State: Failed
Transfer Rate (KB/s): 0.000000
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)
firepower /firmware/download-task # show fsm status
File Name: test.SSA
FSM 1:
Remote Result: End Point Failed
Remote Error Code: ERR MO Illegal Iterator State
Remote Error Description: End point timed out. Check for IP, port, password,
disk space or network access related issues.#
Status: Download Fail
Previous Status: Download Fail
Timestamp: 2016-11-15T19:42:29.854
Try: 2
Progress (%): 0
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)

firepower /firmware/download-task # restart
Password:

scope psu
BWRT=y N E— RZBBLET, ZOFT— NTlE, &=y MIET 255G RE R
IRCTEET,
RIZHI 2R L ET,

FPR2100 /chassis # show psu expand detail
PSU:

PSU: 1

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok
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Cisco Secure Firewall 3100 @ connect local-mgmt 3> 7 )L
a—T4a42F ATk
DTzt r s arTid, BEOF Ny Za<w RIZHA T, Cisco Secure Firewall 3100 (2
A D CLIIZOW T L £,

Cisco Secure Firewall 3100 (2B T A N T TV a—T 4 V75 512i1F,. LA F D connect
local-mgmt € — RN FXOS CLI =~ > RZ{i ] L £, connectlocal-mgmt E— RNIZT7 7 A%
WZiE, ROXSICASTLET,

FPR3100# connect local-mgmt

show portmanager
A v F, N b, SFP-FECh O ¥, TUXNTTT o hvE=4) 7 (DOM) |
QOS H4fE. CPSSAP, BL OV A 27V v a7 X o It A3 RE2 £ R LET,

RIZH 2R L ET,

RO CLLIZE, vteam-tti D FXOS R— h ¥Rk —Y % AA v F N— K7 =7 TCAM /b —/L &
YT eFRLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
detail

VTCAM RULE ID VLAN SRC_PORT PORTCHANNEL ID FLAGS MODE REF COUNT

1 21 0 2 0 2 5 3
2 3078 0 0 0 0 0 1
3 3077 0 0 0 0 0 1
4 3076 0 0 0 0 0 1
5 3075 0 0 0 0 0 1
6 3074 0 0 0 0 0 1
7 3073 0 0 0 0 0 1
8 1 0 0 0 0 0 1
9 18 102 0 0 24 8 1
10 5 157 0 0 24 8 1
11 31 0 12 0 2 5 3
12 15 105 0 0 24 8 1
13 9 111 0 0 24 8 1
14 13 107 0 0 24 8 1
15 26 0 7 0 2 5 3
16 29 0 10 0 2 5 3
17 23 0 4 0 2 5 3
18 19 101 0 0 24 8 1
19 30 0 11 0 2 5 3
20 28 0 9 0 2 5 3
21 4 156 0 0 24 8 1
22 34 0 15 0 2 5 3
23 6 158 0 0 24 8 1
24 8 112 0 0 24 8 1
25 24 0 5 0 2 5 3
26 14 106 0 0 24 8 1
27 32 0 13 0 2 5 3
28 25 0 6 0 2 5 3
29 12 0 0 9 6 5 2
30 20 0 1 0 2 5 3
31 11 109 0 0 24 8 1
32 27 0 8 0 2 5 3
33 17 103 0 0 24 8 1
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34 22 0 3 0 2 5 3

35 16 104 0 0 24 8 1

36 3 0 19 0 26 8 1

37 35 0 16 0 2 5 3

38 33 0 14 0 2 5 3

39 7 159 0 0 24 8 1

40 2 0 17 0 26 8 1

41 10 110 0 0 24 8 1

R® CLLIE, FXOS N—h v~ 2=V v AA v F O VLAN HHZ2E£RLET,

firepower-3140 (local-mgmt) # show portmanager switch vlans

VLAN Ports Tag MAC-Learning

FDB-mode

1 0/17,19 pop_outer_tag Control
FID

2 0/1-16,18 outer tag0_inner tagl Control
FID

0/20 pop outer tag

3 0/1-16,18 outer tag0_inner tagl Control
FID

4 0/1-16,18 outer tag0_inner tagl Control
FID

5 0/1-16,18 outer tag0_inner tagl Control
FID

6 0/1-16,18 outer tag0_inner tagl Control
FID

7 0/1-16,18 outer tag0_inner tagl Control
FID

8 0/1-16,18 outer tag0_inner tagl Control
FID

KD CLLZ, R—=hFx RNV A Z =T A ADY <) —Z MG T 2 DITKILH £ T,

firepower-3140 (local-mgmt) # show por
portchannel portmanager

firepower-3140 (local-mgmt) # show portchannel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel

3 Po3 (U) Eth LACP Ethl/3(P)

2 Po2 (U) Eth LACP Ethl/2(P)

LACP KeepAlive Timer:

Channel PeerKeepAliveTimerFast

3 Po3 (U) False
2 Po2 (U) False

Cluster LACP Status:
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Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

3 Po3 (U) False False 0
2 Po2 (U) False False 0
</pre>

WD CLLIE, A—F Frxo— R KRT o T HEREFERRLET,

firepower-3140 (local-mgmt) # show portchannel load-balance
PortChannel Load-Balancing Configuration:

src-dst ip-l4port
PortChannel Load-Balancing Configuration Used Per-Protocol:
Non-IP: src-dst mac

IP: src-dst ip-l4port
</pre>

KD CLLIZ, FXOS ¥ AF A7 ¥ AD AT —H A Fm LET,

firepower-3140 (local-mgmt) # show pmon state

SERVICE NAME STATE RETRY (MAX) EXITCODE SIGNAL CORE
svc_sam_dme running 0(4) 0 0 no
svc_sam_dcosAG running 0(4) 0 0 no
svc_sam portAG running 0(4) 0 0 no
svc_sam_ statsAG running 0(4) 0 0 no
httpd.sh running 0(4) 0 0 no
svc_sam_ sessionmgrAG running 0(4) 0 0 no
sam_core mon running 0(4) 0 0 no
svc_sam_svcmonAG running 0(4) 0 0 no
svc_sam_ serviceOrchAG running 0(4) 0 0 no
svc_sam_appAG running 0(4) 0 0 no
svc_sam_envAG running 0(4) 0 0 no
svc_sam npulAG running 0(4) 0 0 no
svc_sam_eventAG running 0(4) 0 0 no

WD CLIE, A —% 3y b1/l R— MI—EHT 2D vtcam-tti AT —T DAL v F/"— R =
7 TCAM V— VK o FERFERLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
ethernet 1 1
RULE ID VLAN SRC_PORT PC ID SRC_ID MODE PAK CNT

1 20 0 1 0 101 0 151

KD CLLIZ, vlan 0 12— 5 vtcam-tti AT —Y D AA v F n— K7 =7 TCAM /L—/b

BT EFRRLET,
firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
vlan O

RULE ID VLAN SRC_PORT PC_ID SRC_ID MODE PAK CNT
1 2 0 17 0 17 0 1709
2 3 0 19 0 19 0 1626
3 4 0 16 0 0 0 0
4 5 0 15 0 0 0 0
5 6 0 14 0 0 0 0
6 7 0 13 0 0 0 0
7 8 0 12 0 0 0 0
8 9 0 11 0 0 0 0
9 10 0 10 0 0 0 0
10 11 0 9 0 0 0 0
11 12 0 8 0 0 0 0
12 13 0 7 0 0 0 0
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WD CLLIZ, "— R =7 MAC 7 4V Z/EM AT — )L — U232 ISR A2 ER L

£,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
detail
EM Entry-No

VLAN
SRC_PORT
PC_ID

SRC_ID
DST_PORT
HW_ID

ACT CMD
PCL_ID
REDIRECT CMD
BYPASS BRG
CND_INDEX
PACKET COUNT
DMAC

EM Entry-No

CiscoFX0S k5 D)L a—F 1 >4 54 K (Threat Defense %

1200/3100/4200 [] 1)

VLAN
SRC_PORT
PC_ID

SRC_ID
DST_PORT
HW_ID

ACT CMD
PCL_ID
REDIRECT CMD
BYPASS BRG
CND_INDEX
PACKET COUNT
DMAC

1

3074
1977

00:00:00:00:00:00

3075
1858

00:00:00:00:00:00
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WD CLLIE, A=V 3y P19 FR—FMI—FT2MAC 7 ANVEAT—VDAA v F/n—
K =7 TCAM V— V2 v FhFpRrLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
ethernet 1 9

VLAN SRC_PORT PC ID SRC ID DST PORT PKT CNT DMAC

1 0 9 0 109 1536 0 1:80:c2:0:0:2

WDOCLLIZ, Y7 h7 =7 MAC 7 4 V2 IZBET 23 mE £ LE T,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter

detail

VLAN SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC

1 0 17 0 19 26 8 0:0:0:0:0:0

2 0 9 0 1536 2 5 1:80:¢c2:0:0:2
3 104 0 0 4 24 8 0:0:0:0:0:0

4 0 7 0 1536 2 5 1:80:¢c2:0:0:2
5 101 0 0 1 24 8 0:0:0:0:0:0

6 0 1 0 1536 2 5 1:80:¢c2:0:0:2
7 0 3 0 1536 2 5 1:80:¢c2:0:0:2
8 106 0 0 6 24 8 0:0:0:0:0:0

9 158 0 0 14 24 8 0:0:0:0:0:0
10 0 13 0 1536 2 5 1:80:¢c2:0:0:2
11 0 14 0 1536 2 5 1:80:¢c2:0:0:2
12 0 6 0 1536 2 5 1:80:¢c2:0:0:2
13 0 8 0 1536 2 5 1:80:¢c2:0:0:2
14 112 0 0 12 24 8 0:0:0:0:0:0
15 107 0 0 7 24 8 0:0:0:0:0:0
16 0 19 0 17 26 8 0:0:0:0:0:0
17 0 12 0 1536 2 5 1:80:¢c2:0:0:2
18 0 5 0 1536 2 5 1:80:¢c2:0:0:2
19 102 0 0 2 24 8 0:0:0:0:0:0
20 156 0 0 16 24 8 0:0:0:0:0:0
21 103 0 0 3 24 8 0:0:0:0:0:0
22 0 11 0 1536 2 5 1:80:¢c2:0:0:2
23 157 0 0 15 24 8 0:0:0:0:0:0
24 111 0 0 11 24 8 0:0:0:0:0:0
25 0 10 0 1536 2 5 1:80:¢c2:0:0:2
26 108 0 0 8 24 8 0:0:0:0:0:0
27 159 0 0 13 24 8 0:0:0:0:0:0
28 110 0 0 10 24 8 0:0:0:0:0:0
29 105 0 0 5 24 8 0:0:0:0:0:0
30 0 2 0 1536 2 5 1:80:¢c2:0:0:2
31 0 4 0 1536 2 5 1:80:¢c2:0:0:2
32 0 16 0 1536 2 5 1:80:¢c2:0:0:2
33 109 0 0 9 24 8 0:0:0:0:0:0
34 0 15 0 1536 2 5 1:80:¢c2:0:0:2

RO CLLIE, A=Yy P19 R—FMI—ET25MAC VA NVIAT—=VDAA v F VT
77 DBAL— AR RLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter
ethernet 1 9

VLAN SRCiPORT PORTCHANNELfID DSTiPORT FLAGS MODE DMAC

1 0 9 0 1536 2 5 1:80:¢c2:0:0:2
WOCLIE, AA v TF T Voo ry b Fay FICET53EMEREsFR R LE
ER

firepower-3140 (local-mgmt) # show portmanager switch counters bridge

Cisco FX0S K5 T a—TF 4 % H4 K (Threat Defense #3217 L T L)% Cisco Firepower 1000/2100 &5 & U Cisco Secure Firewall
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Bridge Ingress Drop Counter: 2148

No Bridge Ingress Drop

WD CLIE, "— RO 2T AA TFDONRry NI HZD

AR R LET,

firepower-3140 (local-mgmt) # show portmanager switch counters packet-trace

Counter Description
goodOctetsRcv Number of ethernet frames received that are not bad
ethernet frames or MAC Control pkts
badOctetsRcv Sum of lengths of all bad ethernet frames received
gtBrgInFrames Number of packets received
gtBrgVlanIngFilterDisc Number of packets discarded due to VLAN Ingress Filtering
gtBrgSecFilterDisc Number of packets discarded due to
Security Filtering measures
gtBrgLocalPropDisc Number of packets discarded due to reasons other than
VLAN ingress and Security filtering
dropCounter Ingress Drop Counter
outUcFrames Number of unicast packets transmitted
outMcFrames Number of multicast packets transmitted. This includes
registered multicasts, unregistered multicasts
and unknown unicast packets
outBcFrames Number of broadcast packets transmitted
brgEgrFilterDisc Number of IN packets that were Bridge Egress filtered
txgFilterDisc Number of IN packets that were filtered
due to TxQ congestion
outCtrlFrames Number of out control packets
(to cpu, from cpu and to analyzer)
egrFrwDropFrames Number of packets dropped due to egress
forwarding restrictions
goodOctetsSent Sum of lengths of all good ethernet
frames sent from this MAC
Counter Source port- 0/0 Destination port- 0/0
goodOctetsRcv - -
badOctetsRcv -—- -—-
Ingress counters
gtBrgInFrames 6650 6650
gtBrgVlanIngFilterDisc 0 0
gtBrgSecFilterDisc 0 0
gtBrgLocalPropDisc 0 0
dropCounter 2163 Only for source-port
Egress counters
outUcFrames 0 0
outMcFrames 2524 2524
outBcFrames 1949 1949
brgEgrFilterDisc 14 14
txgFilterDisc 0 0
outCtrlFrames 0 0
egrFrwDropFrames 0 0
goodOctetsSent - - #

WD CLLIZ, CPUDAAL v F T 7 4w 72T 5

firepower-3140 (local-mg:

AR ZR L E T,

mt) # show portmanager switch traffic cpu

Dev/RX queue packets bytes
0/0 0 0
0/1 0 0
0/2 0 0

CiscoFX0S k5 I a—F 1 >4 574 K (Threat Defense % 3£
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0/3 0 0
0/4 0 0
0/5 0 0
0/6 0 0
0/7 0 0 #

WD CLLIFZ, "—RU=7 A vF KR—hk T 74 v 7 OEMERRFTLET,

firepower-3140 (local-mgmt) # show portmanager switch traffic port

max-rate - pps that the port allow with packet size=64
actual-tx-rate - pps that egress the port (+ % from 'max')
actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port max-rate actual-tx-rate actual-rx-rate
0/1 1488095 (0%) ——- (0%) ——-
0/2 1488095 (0%) ——- (0%) ——-
0/3 14880 (0%) ——- (0%) ——-
0/4 14880 (0%) ——- (0%) ——-
0/5 14880 (0%) ——- (0%) ——-
0/6 14880 (0%) ——- (0%) ——-
0/7 14880 (0%) ——- (0%) ——-
0/8 14880 (0%) ——- (0%) ——-
0/9 14880952 (0%) ——- (0%) ——-
0/10 14880952 (0%) ——- (0%) ——-
0/11 14880952 (0%) ——- (0%) ——-
0/12 14880952 (0%) ——- (0%) ——-
0/13 14880952 (0%) ——- (0%) ——-
0/14 14880952 (0%) ——- (0%) ——-
0/15 1488095 (0%) ——- (0%) ——-
0/16 1488095 (0%) ——- (0%) ——-
0/17 14880952 (0%) ——- (0%) ——-
0/18 74404761 (0%) ——- (0%) ———
0/19 37202380 (0%) ——- (0%) ——-
0/20 37202380 (0%) ——- (0%) ——-
KD CLLIE, A —%3y b 1/13 AN— MZ—£9 25 SFP-FEC 71 7 o Z |23 st il &
KRLET,

firepower-3140 (local-mgmt) # show portmanager counters ethernet 1 13

Good Octets Received : 2153

Bad Octets Received : 0

MAC Transmit Error : 0

Good Packets Received : 13

Bad packets Received : 0

BRDC Packets Received : 0

MC Packets Received : 13
txgFilterDisc : 0
linkchange HE
FcFecRxBlocks : 217038081
FcFecRxBlocksNoError : 217038114
FcFecRxBlocksCorrectedError : 0
FcFecRxBlocksUnCorrectedError 0
FcFecRxBlocksCorrectedErrorBits 0
FcFecRxBlocksCorrectedErrorQ 0
FcFecRxBlocksCorrectedErrorl 0
FcFecRxBlocksCorrectedError2 0
FcFecRxBlocksCorrectedError3 0

Cisco FX0S K5 T a—TF 4 % H4 K (Threat Defense #3217 L T L)% Cisco Firepower 1000/2100 &5 & U Cisco Secure Firewall
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FcFecRxBlocksUnCorrectedError0
FcFecRxBlocksUnCorrectedErrorl
FcFecRxBlocksUnCorrectedError?2
FcFecRxBlocksUnCorrectedError3

o O O O

WD CLLiE, A —VF > b /14 "— MZ—3%$ 5 SFP-FEC » 7 v Z I[Z4 B EMiE &
FrRLET,

firepower-3140 (local-mgmt) # show portmanager counters ethernet 1 14

Good Octets Received : 2153
Bad Octets Received : 0
MAC Transmit Error : 0
Good Packets Received : 13
Bad packets Received : 0
BRDC Packets Received : 0
MC Packets Received : 13
txgFilterDisc 0
linkchange 1
RsFeccorrectedFecCodeword 0
RsFecuncorrectedFecCodeword 10
RsFecsymbolError0 5
RsFecsymbolErrorl 0
RsFecsymbolError2 0
RsFecsymbolError3 0

WD CLLIZ, A —YFy F1SHA—NMNI—BETETEZNVATT VTR T
(DOM) EHICPHT DattERAEF R LET,

firepower-4245 (local-mgmt) # show portmanager port-info ethernet 1 5

DOM info:

Status/Control Register: 0800
RX_LOS State: 0
TX FAULT State: 0
Alarm Status: 0000
No active alarms
Warning Status: 0000
No active warnings

THRESHOLDS
high alarm high warning low warning low

alarm

Temperature C +075.000 +070.000 +000.000
-05.000

Voltage \ 003.6300 003.4650 003.1350
002.9700

Bias Current mA 012.0000 011.5000 002.0000
001.0000

Transmit power mW 034.6740 017.3780 002.5120
001.0000

Receive power mW 034.6740 017.3780 001.3490
000.5370

Environmental Information - raw values

Temperature: 38.84 C

Cisco FX0S k5 T a—TF 4 >4 H4 K (Threat Defense %3217 L T L)% Cisco Firepower 1000/2100 335 & U Cisco Secure Firewall
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Supply voltage: 33703 in units of 100uVolt
Tx bias: 3499 in units of 2uAmp

Tx power: 0.1 dBm (10251 in units of 0.1 uW)
Rx power: -0.9 dBm (8153 in units of 0.1 uW)
DOM (256 bytes of raw data in hex)

0x0000 : 4b 00 fb 00 46 00 00 00 8d cc 74 04 87 5a 7a 76
0x0010 : 17 70 01 £f4 16 76 03 e8 87 72 03 e8 43 e2 09 dO
0x0020 : 87 72 02 19 43 e2 05 45 00 00 00 00 00 00 00 00
0x0030 : 00 00 00 00 00O OO OO OO OO0 OO0 00 OO 0O 00 00 0O
0x0040 : 00 00 00 00 00 OO OO OO OO OO0 00 OO0 0O 00 00 0O
0x0050 : 00 00 00 00 0O OO OO OO OO0 OO0 00 OO 00 00 00 86
0x0060 : 26 54 83 a7 0d ab 28 Ob 1f d9 00 00 00 00 08 00
0x0070 : 00 00 03 00 00 OO OO OO0 08 £3 00 00 00 00 00 01
0x0080 : 49 4e 55 49 41 43 53 45 41 41 31 30 2d 33 33 38
0x0090 : 38 2d 30 31 56 30 31 20 01 00 46 00 00 00 00 e3
0x00a0 : 00 00 00 00 00 OO OO OO OO0 OO0 00 0O 0O 00 00 0O
0x00b0 : 00 00 00 00 00 OO OO OO OO0 OO0 00 0O 0O 00 00 00
0x00cO : 53 46 50 2d 31 30 2f 32 35 47 2d 43 53 52 2d 53
0x00d0 : 20 20 20 20 30 38 00 00 00 00 00 00 00 00 00 dl
0x00e0 : le 20 2a 2a 31 34 29 36 00 00 00 00 00 00 00 0O
0x00f0 : 00 00 00 00 00 56 00 00 ff ff ff ff 00 00 00 cf

PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE

KD CLLIZ, N7y FFx T F v DT A—=ZRECET LM RE TR LET,

firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules software
Software DB rule:l

Slot= 1

Interface= 12

Breakout-port= 0

Protocol= 6

Ethertype= 0x0000

Filter key= 0x00000040

Session= 1

Vlan= 0
SrcPort=
DstPort=
SrcIp= 0.
DstIp= 0.
Srclpve=
DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

e O O O O
o o
o o

KD CLLIE, FXOS N— b= R =% AA v FO/N— KT =7 TCAM /L — /W2 %3¢
MR Z£R LET,

firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules hardware
Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0
SrcPort= 0
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DstIp=
DestIpvo=

SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

PUFIX, QOS #EREICB Dt Az LE T,

firepower (local-mgmt)# show portmanager switch gos-rule policer counters

Policer type green (pass_count) yellow (pass_count) red (drop_count)
OSPF 102025351 17832 590
780

Policer type green (pass_count) yellow (pass_count) red (drop_count)
CCL_CLU 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_count)
BEFD 61343307 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_count)
HA 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_count)
CCL_CONTROL 0 0 0

WD CLLIE, BEIEMOEWNTT 7 4 v 7N TCAM ICEFEL TWANE S AR LE

‘é—O
firepower (local-mgmt) # show portmanager switch gos-rule counters
Rule no Rule id Rule type pass_count
1 9218 SW_QOS BFD 0
Rule no Rule id Rule type pass_count
2 9216 SW_QOS OSPF 102633941
Rule no Rule id Rule type pass_count
3 9217 SW_QOS BFD 61343307

WD CLLIE, £ —VFy M U/I0KR— MI—ETET A ADF 22— LD CPUKFHEFE

%Liﬁ‘o

firepower (local-mgmt) # show queuing interface ethernet 1 10

Queue Traffic-type Scheduler-type oper-bandwidth Destination
3 Data WRR 100 Application
4 CCL-CLU SP 0 Application
5 BFD SP 0 Application
6 OSPF SP 0 Application
7 CCL-CONTROL/HA/LACP Tx SP 0 Application
0 packet-capture N/A 0 CPU
7 LACP Rx N/A 0 CPU

Port 1/10 Queue Statistics:

Queue 0:
Number of packets passed 0
Number of packets dropped: 0
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Queue 1:
Number of packets passed : 0
Number of packets dropped: 0
Queue 2:
Number of packets passed : 0
Number of packets dropped: 0
Queue 3:
Number of packets passed : 466420167
Number of packets dropped: 0
Queue 4:
Number of packets passed : 0
Number of packets dropped: 0
Queue 5:
Number of packets passed : 0
Number of packets dropped: 0
Queue 6:
Number of packets passed : 41536261
Number of packets dropped: 0
Queue 7:
Number of packets passed : 912
Number of packets dropped: 0
CPU Statistics:
Queue 2:
Number of packets passed : 180223
Number of packets dropped: 0
Queue 7:
Number of packets passed : 1572
Number of packets dropped: 0

WD CLIE, NE 11 A— =TT A ADF2—TL D CPUMEFHEZFRRLET,

firepower (local-mgmt)# show queuing interface internal 1 1

Queue Traffic-type Scheduler-type oper-bandwidth Destination
3 Data WRR 100 Application
4 CCL-CLU SP 0 Application
5 BFD SP 0 Application
6 OSPF SP 0 Application
7 CCL-CONTROL/HA/LACP_Tx SP 0 Application
0 packet-capture N/A 0 CPU
7 LACP_Rx N/A 0 CPU
Port 1/18 Queue Statistics:
Queue O0:
Number of packets passed 0
Number of packets dropped: 0
Queue 1:
Number of packets passed : 0
Number of packets dropped: 0
Queue 2:
Number of packets passed : 0
Number of packets dropped: 0
Queue 3:
Number of packets passed : 17
Number of packets dropped: 0
Queue 4:
Number of packets passed : 0
Number of packets dropped: 0
Queue 5:
Number of packets passed : 0
Number of packets dropped: 0
Queue 6:
Number of packets passed : 5151

Cisco FX0S K5 T a—TF 4 % H4 K (Threat Defense #3217 L T L)% Cisco Firepower 1000/2100 &5 & U Cisco Secure Firewall
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Number of packets dropped: 0
Queue 7:

Number of packets passed : 17345

Number of packets dropped: 0
CPU Statistics:
Queue 2:

Number of packets passed : 180223

Number of packets dropped: 0
Queue 7:

Number of packets passed : 1572

Number of packets dropped: 0

Note:The CPU statistics are per Queue per Device

WD CLLIZ, ¥ AP a s A7 3 VAT A2EMERAETRLET,

firepower-3110 (local-mgmt) # dump portmanager switch ap-log
requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

firepower-3110 (local-mgmt) # dump portmanager switch cyclic-log
requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

ROCLIE, R— b~ —T v OFEM e 7 DA E 71T B B 2 3RS xR
LiTO

firepower-3110 (local-mgmt) # debug portmanager switch
all Enable or Disable verbose logging for switch

firepower-3110 (local-mgmt) # debug portmanager switch all
firepower-3110 (local-mgmt) #

firepower-3110 (local-mgmt)# no debug portmanager switch all
firepower-3110 (local-mgmt) #

WDOCLIE., 8OO TG T 4 w7 T FARFa—DR— s _X—ZAD 7 N Ry A2
DiEMEREFR N LET,

firepower-3110 (local-mgmt) # show portmanager switch tail-drop-allocated buffers all

| | Per Port and Traffic Class
|

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TCS | TC6
| TC7 |
I \ \ \ | I [ \ \ |
0/1 |10 [10 10 |0 10 |10 10 10
10
0/2 |15 |5 |5 |5 10 |0 |0 10
10
0/3 10 |0 [0 |0 10 |0 10 10
10
0/4 180 10 10 |0 10 |0 10 10
180 \
0/5 10 10 10 |0 10 10 10 |0
10
0/6 10 10 10 |0 10 10 10 |0
10
0/7 1200 125 125 |50 10 |0 |25 |50
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125 \
0/8 |0 10 |0 |0 10 |0 10 10
10

RO CLI %, tti-lookup0 23F[K T R 73N/ Ty MER R LET,
firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter

tti-lookupO

Rule id cnc_index packet count

KD CLIIL, ipcl-lookup0 28K T Re y 7SN Ty MaaxFRrLET,

firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter
ipcl-lookupO
Rule id cnc_index packet count

7 F54 7 2 RE— KFTO Cisco Secure Firepower 4200 O

connect local-mgmt 5> J)IL a—FT 425 aT UK
Tzt sy arTid, BEOT Ny Za< RiZINZ T, Cisco Secure Firewall 3100 (Z
4 D CLIIZOW T L £,

77T AT AFE— KT Cisco Secure Firewall 3100 {ZB8 T A 8AZ N7 7V a—T 4 7
5H1ZiE, LU T @ connectlocal-mgmt E— K FXOSCLI =~ > RZffiHl L £, connectlocal-mgmt
E—RIZT 27 E8AT DL, ROLIITATILET,

FPR 4200# connect local-mgmt

show portmanager
AA v F Xy b, SFPFEChH U LA, TUXNFTTT 4 ONvE=X) 7 (DOM) |
QOS H¥HE. CPSSAP, BX WA 27V v ru X 7T 25 MERE2FR L £,

Wl 2R LET,
wOD CLIIZL, vtcam-tti D FXOS R— b v % —2 % AA v F »N— K7 =7 TCAM /L—/L &
VI ERRLET,

firepower (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
RULE_ID VLAN NUM MPLS LABELS SRC_PORT PC_ID SRC_ID MODE PAK_CNT

1 2 0 0 10 0 10 0 1951
2 3 0 0 14 0 14 0 19
3 4 0 0 9 0 9 0 227505
4 5 0 0 13 0 13 0 103587
5 6 0 0 8 0 0 0 0
6 7 0 0 7 0 0 0 0
7 8 0 0 6 0 0 0 0
8 9 0 0 5 0 0 0 0
9 10 0 0 4 0 0 0 0
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10 11 0 0 3 0 0 0 0
11 12 0 0 2 0 0 0 0
12 13 0 0 1 0 0 0 607
13 14 0 0 44 0 0 0 0
14 15 0 0 40 0 0 0 0
15 16 0 0 36 0 0 0 0
16 17 0 0 32 0 0 0 0
17 30 0 0 1 0 101 1 2120
18 18 0 0 1 0 101 0 306
19 19 0 0 2 0 102 0 2429
20 20 0 0 3 0 103 0 0
21 21 0 0 4 0 104 0 0
22 22 0 0 5 0 105 0 0
23 23 0 0 6 0 106 0 0
24 24 0 0 7 0 107 0 0
25 25 0 0 8 0 108 0 0
26 26 0 0 32 0 117 0 0
27 27 0 0 36 0 121 0 0
28 28 0 0 40 0 125 0 0
29 29 0 0 44 0 129 0 0
30 1 0 0 9 0 0 0 1875
31 8193 0 1 0 0 0 0 0
32 8194 0 2 0 0 0 0 0
33 8195 0 3 0 0 0 0 0
34 8196 0 4 0 0 0 0 0
35 8197 0 5 0 0 0 0 0
36 8198 0 6 0 0 0 0 0

WD CLIE, vlan 0 (12— d 5 vtcam-tti A7 — D AA v F n— K7 =7 TCAM /L— )L
TR LET,

firepower (local-mgmt)# show portmanager switch forward-rules hardware vtcam-tti
RULE ID VLAN NUM MPLS LABELS SRC PORT PC ID SRC ID MODE PAK CNT

1 2 0 0 10 0 10 0 1961

2 3 0 0 14 0 14 0 19

3 4 0 0 9 0 9 0 227517
4 5 0 0 13 0 13 0 103683
5 6 0 0 8 0 0 0 0
6 7 0 0 7 0 0 0 0
7 8 0 0 6 0 0 0 0
8 9 0 0 5 0 0 0 0
9 10 0 0 4 0 0 0 0
10 11 0 0 3 0 0 0 0
11 12 0 0 2 0 0 0 0
12 13 0 0 1 0 0 0 617
13 14 0 0 44 0 0 0 0
14 15 0 0 40 0 0 0 0
15 16 0 0 36 0 0 0 0
16 17 0 0 32 0 0 0 0
17 30 0 0 1 0 101 1 2156
18 18 0 0 1 0 101 0 306
19 19 0 0 2 0 102 0 2466
20 20 0 0 3 0 103 0 0
21 21 0 0 4 0 104 0 0
22 22 0 0 5 0 105 0 0
23 23 0 0 6 0 106 0 0
24 24 0 0 7 0 107 0 0
25 25 0 0 8 0 108 0 0
26 26 0 0 32 0 117 0 0
27 27 0 0 36 0 121 0 0
28 28 0 0 40 0 125 0 0
29 29 0 0 44 0 129 0 0
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30 1 0 0 9 0 0 0 1875
31 8193 0 1 0 0 0 0 0
32 8194 0 2 0 0 0 0 0
33 8195 0 3 0 0 0 0 0
34 8196 0 4 0 0 0 0 0
35 8197 0 5 0 0 0 0 0
36 8198 0 6 0 0 0 0 0

WD CLLIE, A=V 3y 19 FR—FMI—FT2MAC 7 ANVEAT—VDAA v F/n—
Ko =7 TCAM V— V2 v FhFpRrLET,

firepower (local-mgmt)# show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC ID SRC ID DST PORT PKT CNT DMAC
1 0 44 0 129 1536 0 1:80:c2:0:0:2
2 0 44 0 129 1536 0 ff:ff:ff:ff:ff:ff
3 0 2 0 102 1536 0 Dba:db:ad:f0:2:8f
4 0 4 0 104 1536 0 ff:ff:ff:ff:ff:ff
5 0 4 0 104 1536 0 1:80:c2:0:0:2
6 0 5 0 105 1536 0 1:80:c2:0:0:2
7 0 5 0 105 1536 0 ff:ff:ff:ff:ff:ff
8 0 13 0 13 9 103735 0:0:0:0:0:0
9 0 32 0 117 1536 0 Dba:db:ad:f0:2:9e
10 0 7 0 107 1536 0 ff:ff:ff:ff:ff:ff
11 0 7 0 107 1536 0 1:80:c2:0:0:2
12 0 6 0 106 1536 0 1:80:c2:0:0:2
13 0 6 0 106 1536 0 ff:ff:ff:ff:ff:ff
14 0 14 0 14 10 19 0:0:0:0:0:0
15 0 10 0 10 14 1979 0:0:0:0:0:0
16 0 44 0 129 1536 0 Dba:db:ad:f0:2:al
17 0 9 0 9 13 1227537 0:0:0:0:0:0
18 0 8 0 108 1536 0 1:80:c2:0:0:2
19 0 8 0 108 1536 0 ff:ff:ff:ff:ff:ff
20 0 1 0 101 1536 0 ff:ff:ff:ff:ff:ff
21 0 1 0 101 1536 0 1:80:c2:0:0:2
22 0 3 0 103 1536 0 1:80:c2:0:0:2
23 0 1 0 101 1536 2183 1:0:0:0:0:0
24 0 3 0 103 1536 0 ff:ff:ff:ff:ff:ff
25 0 2 0 102 1536 23 ff:ff:ff:ff:ff:ff
26 0 2 0 102 1536 0 1:80:c2:0:0:2
27 0 32 0 117 1536 0 ff:ff:ff:ff:ff:ff
28 0 32 0 117 1536 0 1:80:c2:0:0:2
29 0 40 0 125 1536 0 ff:ff:ff:ff:ff:ff
30 0 40 0 125 1536 0 1:80:c2:0:0:2
31 0 7 0 107 1536 0 Dba:db:ad:f0:2:94
32 0 5 0 105 1536 0 Dba:db:ad:f0:2:92
33 0 36 0 121 1536 0 1:80:c2:0:0:2
34 0 4 0 104 1536 0 Dba:db:ad:f0:2:91
35 0 36 0 121 1536 0 ff:ff:ff:ff:ff:ff
36 0 8 0 108 1536 0 Dba:db:ad:f0:2:95
37 0 6 0 106 1536 0 Dba:db:ad:£f0:2:93
38 0 3 0 103 1536 0 Dba:db:ad:£f0:2:90
39 0 36 0 121 1536 0 Dba:db:ad:f0:2:9f
40 0 1 0 101 1536 32 ba:db:ad:f0:2:8e
41 0 40 0 125 1536 0 Dba:db:ad:f0:2:a0

WDOCLLIZ, Y7 h7 =7 MAC 7 4 V2 IZBET 23 @ £ LE T,

firepower-4225(local-mgmt) # show portmanager switch forward-rules software mac-filter
NATIVE VLAN VLAN SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC

1 0 106 6 0 1536 2 5
1:80:¢c2:0:0:2
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2 0 105 5 0 1536 2 5
ff:ff:ff:ff:ff:££

3 0 105 5 0 1536 2 5
1:80:¢c2:0:0:2

4 0 121 0 0 36 24 8
0:0:0:0:0:0

5 0 106 6 0 1536 2 5
ff:ff:ff:ff:ff:££

6 0 121 36 0 1536 2 5
1:80:¢c2:0:0:2

7 0 117 32 0 1536 2 5
1:80:¢c2:0:0:2

8 0 125 40 0 1536 2 5
ff:ff:ff:ff:ff:££

9 0 129 0 0 44 24 8
0:0:0:0:0:0

10 0 117 32 0 1536 2 5
ff:ff:ff:ff:ff:££

11 0 103 3 0 1536 2 5
1:80:¢c2:0:0:2

12 0 102 2 0 1536 2 5
ff:ff:ff:ff:ff:££

13 0 117 0 0 32 24 8
0:0:0:0:0:0

14 0 107 0 0 7 24 8
0:0:0:0:0:0

15 0 101 1 0 1536 2 5
ba:db:ad:f0:2:8e

16 0 107 7 0 1536 2 5
ff:ff:ff:ff:ff:££

17 0 106 6 0 1536 2 5
ba:db:ad:£0:2:93

18 0 105 0 0 5 24 8
0:0:0:0:0:0

19 0 102 0 0 2 24 8
0:0:0:0:0:0

20 0 104 4 0 1536 2 5
ba:db:ad:£0:2:91

21 0 107 7 0 1536 2 5
ba:db:ad:£0:2:94

22 0 129 44 0 1536 2 5
1:80:¢c2:0:0:2

23 0 102 2 0 1536 2 5
1:80:¢c2:0:0:2

24 0 121 36 0 1536 2 5
ff:ff:ff:ff:ff:££

25 0 1 13 0 9 26 8
0:0:0:0:0:0

26 0 108 8 0 1536 2 5
1:80:¢c2:0:0:2

27 0 101 1 0 1536 2 5
ff:ff:ff:ff:£f£:££

28 0 2 10 0 14 26 8
0:0:0:0:0:0

29 0 101 1 0 1536 2 5
1:80:¢c2:0:0:2

30 0 1 9 0 13 26 8
0:0:0:0:0:0

31 0 129 44 0 1536 2 5
ff:ff:ff:ff:£f£:££

32 0 125 0 0 40 24 8
0:0:0:0:0:0

33 0 108 8 0 1536 2 5

ba:db:ad:£0:2:95
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34 0 2 14 0 10 26 8
0:0:0:0:0:0

35 0 129 44 0 1536 2 5
ba:db:ad:f0:2:al

36 0 103 0 0 3 24 8
0:0:0:0:0:0

37 0 104 0 0 4 24 8
0:0:0:0:0:0

38 0 104 4 0 1536 2 5
ff:ff:ff:ff:£f£f:££

39 0 107 7 0 1536 2 5
1:80:¢c2:0:0:2

40 0 104 4 0 1536 2 5
1:80:¢c2:0:0:2

41 0 101 1 0 1536 18 8
0:0:0:0:0:0

42 0 101 0 0 1 24 8
0:0:0:0:0:0

43 0 108 8 0 1536 2 5
ff:ff:ff:ff:ff:££

44 0 121 36 0 1536 2 5
ba:db:ad:£f0:2:9f

45 0 117 32 0 1536 2 5
ba:db:ad:f0:2:9e

46 0 105 5 0 1536 2 5
ba:db:ad:£0:2:92

47 0 125 40 0 1536 2 5
ba:db:ad:£f0:2:a0

48 0 125 40 0 1536 2 5
1:80:¢c2:0:0:2

49 0 108 0 0 8 24 8
0:0:0:0:0:0

50 0 106 0 0 6 24 8
0:0:0:0:0:0

51 0 103 3 0 1536 2 5
ba:db:ad:£0:2:90

52 0 102 2 0 1536 2 5
ba:db:ad:f0:2:8f

53 0 103 3 0 1536 2 5

ff:ff:ff:ff:ff:££

WDOCLIZ, AA v TF 7Y ooy b Ray AT 53MERAFRLE
‘a—O

firepower-4225(local-mgmt) # show portmanager switch counters bridge
Bridge Ingress Drop Counter: 4688
No Bridge Ingress Drop

WD CLLIZ, "— R T AL TFDONTry N7 B2OFEMERRLET,

how portmanager switch counters packet-trace

firepower-4225(local-mgmt) # show portmanager switch counters packet-trace

Counter Description
goodOctetsRcv Number of ethernet frames received that are not bad
ethernet frames or MAC Control pkts
badOctetsRcv Sum of lengths of all bad ethernet frames received
gtBrgInFrames Number of packets received
gtBrgVlanIngFilterDisc Number of packets discarded due to VLAN Ingress Filtering
gtBrgSecFilterDisc Number of packets discarded due to

Security Filtering measures
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gtBrgLocalPropDisc Number of packets discarded due to reasons other than
VLAN ingress and Security filtering
dropCounter Ingress Drop Counter
outUcFrames Number of unicast packets transmitted
outMcFrames Number of multicast packets transmitted. This includes
registered multicasts, unregistered multicasts
and unknown unicast packets
outBcFrames Number of broadcast packets transmitted
brgEgrFilterDisc Number of IN packets that were Bridge Egress filtered
txgFilterDisc Number of IN packets that were filtered
due to TxQ congestion
outCtrlFrames Number of out control packets
(to cpu, from cpu and to analyzer)
egrFrwDropFrames Number of packets dropped due to egress
forwarding restrictions
goodOctetsSent Sum of lengths of all good ethernet
frames sent from this MAC
Counter Source port- 0/0 Destination port- 0/0
goodOctetsRcv - -
badOctetsRcv -—- -—-
Ingress counters
gtBrgInFrames 1341132 1341132
gtBrgVlanIngFilterDisc 0 0
gtBrgSecFilterDisc 0 0
gtBrgLocalPropDisc 0 0
dropCounter 4699 Only for source-port
Egress counters
outUcFrames 1329593 1329593
outMcFrames 4594 4594
outBcFrames 2237 2237
brgEgrFilterDisc 9 9
txgFilterDisc 0 0
outCtrlFrames 0 0
egrFrwDropFrames 0 0
mcFifoDropPkts 0 0
mcFilterDropPkts 0 0
goodOctetsSent - -
KD CLLIE, CPUDAA v F 77 4 v 7 ICHTLREMIEMAER T LET,

firepower-4225(local-mgmt) # show portmanager switch traffic cpu

Dev/RX queue packets

0/0
0/1
0/2
0/3
0/4
0/5
0/6
0/7

RO CLLIE, "—RU=7 A vF RK—=F FTF7T7 4 v 7 OfFMaeFRLET,

O O O OO o oo
O O O OO o oo

.

CiscoFX0S k5 D)L a—TF 4 >4 4 K (Threat Defense % E1T
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firepower-4225(local-mgmt) # show portmanager switch traffic port

max-rate - pps that the port allow with packet size=64
actual-tx-rate - pps that egress the port (+ % from 'max')
actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port max-rate actual-tx-rate actual-rx-rate
0/1 1488095 (0%) ——- (0%) ——-
0/2 1488095 (0%) ——- (0%) ——-
0/3 14880 (0%) ——- (0%) ——-
0/4 14880 (0%) ——- (0%) ——-
0/5 14880 (0%) ——- (0%) ——-
0/6 14880 (0%) ——- (0%) ——-
0/7 14880 (0%) ——- (0%) ——-
0/8 14880 (0%) ——- (0%) ——-
0/9 14880952 (0%) ——- (0%) ——-
0/10 14880952 (0%) ——- (0%) ——-
0/11 14880952 (0%) ——- (0%) ——-
0/12 14880952 (0%) ——- (0%) ——-
0/13 14880952 (0%) ——- (0%) ——-
0/14 14880952 (0%) ——- (0%) ——-
0/15 1488095 (0%) ——- (0%) ——-
0/16 1488095 (0%) ——- (0%) ——-
0/17 14880952 (0%) ——- (0%) ——-
0/18 74404761 (0%) ——— (0%) ———
0/19 37202380 (0%) ——- (0%) ——-
0/20 37202380 (0%) ——- (0%) ——-
WD CLLIZ, A —H Ry 1/13 K — MZ—8F % SFP-FEC 7 ¥ X (ZBE3 5 iRl G i@ %
KRLET,

firepower-4225(local-mgmt) # show portmanager counters ethernet 1 13

Good Octets Received : 2153

Bad Octets Received : 0

MAC Transmit Error : 0

Good Packets Received : 13

Bad packets Received : 0

BRDC Packets Received : 0

MC Packets Received : 13
txgFilterDisc : 0
linkchange 1
FcFecRxBlocks : 217038081
FcFecRxBlocksNoError : 217038114
FcFecRxBlocksCorrectedError : 0

FcFecRxBlocksUnCorrectedError
FcFecRxBlocksCorrectedErrorBits
FcFecRxBlocksCorrectedErrorQ
FcFecRxBlocksCorrectedErrorl
FcFecRxBlocksCorrectedError2
FcFecRxBlocksCorrectedError3
FcFecRxBlocksUnCorrectedError0
FcFecRxBlocksUnCorrectedErrorl
FcFecRxBlocksUnCorrectedError?2
FcFecRxBlocksUnCorrectedError3

O O O O OO oo oo
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WD CLLIiE, A —VF > b /14 "— MZ—3%3 5 SFP-FEC » 7 v Z I[ZB4 B EEMiE &

KRLET,

firepower-4225(local-mgmt) # show portmanager counters ethernet 1 14
Good Octets Received : 2153
Bad Octets Received : 0
MAC Transmit Error : 0
Good Packets Received : 13
Bad packets Received : 0
BRDC Packets Received : 0
MC Packets Received : 13
txgFilterDisc 0
linkchange 1
RsFeccorrectedFecCodeword 0
RsFecuncorrectedFecCodeword 10
RsFecsymbolError0 5
RsFecsymbolErrorl 0
RsFecsymbolError2 0
RsFecsymbolError3 0

WD CLLIZ, A —YFy FlSHA—NMNI—BTETEZNVATT o hNVE=LZY T
(DOM) EHICPHT DatitE®RAEF R LET,

firepower-4245 (local-mgmt) # show portmanager port-info ethernet 1 5

DOM info:

Status/Control Register: 0800
RX_LOS State: 0
TX FAULT State: 0
Alarm Status: 0000
No active alarms
Warning Status: 0000
No active warnings

THRESHOLDS
high alarm high warning low warning low

alarm

Temperature C +075.000 +070.000 +000.000
-05.000

Voltage \ 003.6300 003.4650 003.1350
002.9700

Bias Current mA 012.0000 011.5000 002.0000
001.0000

Transmit power mW 034.6740 017.3780 002.5120
001.0000

Receive power mW 034.6740 017.3780 001.3490
000.5370

Environmental Information - raw values

Temperature: 38.84 C

Supply voltage: 33703 in units of 100uVolt
Tx bias: 3499 in units of 2uBlmp

Tx power: 0.1 dBm (10251 in units of 0.1 uW)
Rx power: -0.9 dBm (8153 in units of 0.1 uW)
DOM (256 bytes of raw data in hex)

0x0000 : 4b 00 fb 00 46 00 00 00 8d cc 74 04 87 5a 7a 76
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0x0010 : 17 70 01 £f4 16 76 03 e8 87 72 03 e8 43 e2 09 dO
0x0020 : 87 72 02 19 43 e2 05 45 00 00 00 00 00 00 00 00
0x0030 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 00 00 00 0O
0x0040 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 00 00 00 0O
0x0050 : 00 00 00 00 OO OO OO OO OO OO0 OO0 0O 0O 00 00 86
0x0060 : 26 54 83 a7 0d ab 28 Ob 1f d9 00 00 00 00 08 00
0x0070 : 00 00 03 00 00 OO OO OO 08 £3 00 00 00 00 00 01
0x0080 : 49 4e 55 49 41 43 53 45 41 41 31 30 2d 33 33 38
0x0090 : 38 2d 30 31 56 30 31 20 01 00 46 00 00 00 00 e3
0x00a0 : 00 00 00 00 00O OO OO OO OO0 OO0 00 OO 00 00 00 0O
0x00b0 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 0O 00 00 00
0x00cO : 53 46 50 2d 31 30 2f 32 35 47 2d 43 53 52 2d 53
0x00d0 : 20 20 20 20 30 38 00 00 00 00 00 00 00 00 00 dl
0x00e0 : le 20 2a 2a 31 34 29 36 00 00 00 00 00 00 00 0O
0x00f0 : 00 00 00 00 00 56 00 00 ff ff ff f£f 00 00 00 cf

PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE

KD CLLIZ, N7y FFx T F v DT A—=ZREICET LM RE TR LET,

firepower-4225(local-mgmt) # show portmanager switch pktcap-rules software
Software DB rule:1l

Slot= 1

Interface= 12

Breakout-port= 0

Protocol= 6

Ethertype= 0x0000

Filter key= 0x00000040

Session= 1

Vlan= 0
SrcPort=
DstPort=
SrcIp= 0.
DstIp= 0.
Srclpvé=
DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

+ O O O O
o o
o o

KD CLLIE, FXOS N— bR =% AA v FO/N— T =7 TCAM /L — /W2 %3¢
MR Z£R L ET,

firepower-4225 (local-mgmt) # show portmanager switch pktcap-rules hardware
Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0

DestIpv6=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00
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WOCLIZ, 82D T 7 4 v 7 7T A Fa—DR— F_X—2ADO v s Fa vy FICBET
DI R EFR R LET,

firepower-4225(local-mgmt) # show portmanager switch tail-drop-allocated buffers all

| | Per Port and Traffic Class

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TC5 | TC6
| TC7 |
\ \ \ \ | I I \ \ \
0/1 110 110 |0 |0 10 ) 10 10
10 \
0/2 |15 |5 |5 |5 10 |0 |0 10
10 \
0/3 10 10 ) |0 10 |0 10 10
10 \
0/4 180 10 10 |0 10 |0 10 10
|80 \
0/5 10 10 ) |0 10 |0 10 10
10 \
0/6 |0 10 ) |0 10 |0 10 10
10 \
0/7 1200 125 125 |50 10 |0 125 |50
|25
0/8 10 10 ) |0 10 |0 10 10
10 \

KD CLLIZL, tti-lookup0 23K T Ky 7S~y MIARRLET,

firepower-4225 (local-mgmt) # show portmanager switch default-rule-drop-counter
tti-lookupO

Rule id cnc_index packet count

FXOSCLI 21154 H—EXRE—FK rS5T)La—
T4 aAIFR

VAT AT AREEY NI OV a—T 4 T BRI, LX) T o —E & (ssa)
T — FNFXOSCLI =2~y R&HEHALEI,

show app
Firepower 1000/2100 % 7= (% Cisco Secure Firewall 3100 7 /31 R |ZHE S AL CTWL T 7 U & —
Ya YR mERRLET,
WITHlZ R LET,
firepower /ssa # show app
Application:

Name Version Description Author Deploy Type CSP Type Is Defa
ult App
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ftd 6.2.0.131 N/A cisco Native Application No
ftd 6.2.0.140 N/A cisco Native Application No
ftd 6.2.0.175 N/A cisco Native Application Yes

showapp-instance
BEEEADT TY AV AZ A AT —H AT HIERER T LET,

firepower-2120 /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

asa 1 Enabled Online 9.14.2
9.14.2 Not Applicable
showfault

[EEA Y=V OFHREFRRLET,

firepower-2120 /ssa # show fault

Severity Code Last Transition Time ID Description

Cleared F16589 2021-10-11T21:58:53.200 25140 [FSM:STAGE:RETRY:]: Waiting for
chassis object ready (FSM-STAGE:sam:dme:SmSecSvcAutoDeployCSP:WaitForChassisM

oReady)

show failsafe-params
Firepower 1000/2100 % 7213 Cisco Secure Firewall 3100 @ Threat Defense 7 7°VJ 7r—3 =3 >
DT =—/L—7F— KN, fRghn—>7 FL—ARy IR EDTEDIIT 7T 4
ThENET, RORTA—=Z|L, 72— —TF— DT 7T 4 TbZHlE L £7,
e Max Restart - 7 =— /LB —TE— R&T V7T 4 7T D77 7V r—a &/l
ELE T 2 BN B D KRR,

e Current Reboot Count - 7 7" U 77— 3 V23Rt R E) X v 7= [E14%,
« Restart Time Interval (secs) - 7 = —/L®—7F— R&ZEE)IT 5 7= |2 Max Restart

U BZICERIET AT OO (BEAD) o 7Y A — g R ZOBIRENIC [Max
Restart] Ll EDEIEFEETEE., 7o—NtB—T7F— BG4,

RICH 2R L ET,

firepower-2120-failed(local-mgmt) # show failsafe-params
Max Restart: 8

Current Reboot Count: 0

Restart Time Interval (secs): 3600

VAT ANT == E—TE— ROGEA
« VAT KA T-failed] XFHIRBIMENET,
firepower-2120-failed /ssa #
s local-mgmt =< > K = /)LD [show failsafe-params] =~ > RO IIZIE, IROEE X
t—UNEENET,

firepower-2120-failed(local-mgmt) # show failsafe-params
Max Restart: 1
Current Reboot Count: 1
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Restart Time Interval (secs): 3600
WARNING: System in Failsafe mode. Applications are not running!

TV — g OBIWEIREEIZA T T4 T,

firepower-2120-failed /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State Cluster Role

asa 1 Enabled Offline <===== 9.16.2.3
9.16.2.3 Not Applicable None

Cisco Secure Firewall 1200/3100/4200 CLI €E=4 !) > 5 £ —
KOS INaAa—TFT42F a2 F
MBED N T TNy a—T 4 7 &(THICIE. RO CLI 2~ FEHEHALET,

show

TatRIETEAEY ) =7 OREEFRRLET,
WRIZHI R L E T,
FPR3100 /monitoring/sysdebug/mem-leak-logging # show detail
Process Status Stacktrace

statsAG Disabled Off

dcosAG Disabled Off

POrtAG Disabled Off

appAG Disabled Off

eventAG Disabled Off

npulAG Disabled Off

sessionmgrAG Disabled Off

svcmonAG Disabled Off

serviceOrchAG Disabled Off

dme Disabled Off

envAG Disabled Off

\}

GE)

T 7V b TiE, TXTHOUCSM 7 v 21Z%F L T mem-leak NIERNZ > TEBY, AZ v 7
L —ZAREN > TVET, AEFV V=7 OMEEZT Ny 7 +T5121%, FBESN-7ut
ZIZ%F LT mem-leak Z B ZhZ L, RIBEOFEMICOWTIIAZ v 7 ML —RAEHNTT DM
N FI,

Cisco Secure Firewall 3100/4200 M /X4y k¥ ¥ TF ¥

Ny MR Y T —E, HEEREICETAMBEOT Ny 70 T Rk imd 5 b
7747 77— %R LN TE D2MiEH 5 EHETT, X7y v 7 F ¥ CLI &K
FI LC. Cisco Secure Firewall 3100/4200 7 /A ADFFEDA V' H—T7 = A A% i@i#T 5 b7
T4 7IZOoNnTe Ak TELL IR ELE,
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BEONTry N XX T Ty Byva VEERKTE, Ky a rTEEOA X —T A R
DT T4 7 Fx 7Ty TEET, Xy Iy TPTFroral ilEGENIKA L F—
T xA AR, ARDSRr Y  F¥ P F v (PCAP) 7 7 A DMERR S ET,

NIy P X TFYyDIFEFEL LUVHIREIE

Ry b Y TF ¥ V— L, ROFIBFELH Y £,

» Cisco Secure Firewall 3100/4200 >V — X7 /SA A TO/R7w F¥ v 7' F v 1E, fixK 300 Mbps
ETHHRETT,

ey N XY T F Y oy va ORI TR R 2 < TEHL S v b
XX T Fr by a EERTEET, STy MRy T Ty by v a L EBIAT BRI
R TR by R o B T & AR B LB N H Y £,

« U VIR D 4x100Gbps E 721% 2x100Gbps F v b 7 — 27 V2 —b (ZRZENELE S
FPR-NM-4X100G 3 £ TFPR-NM-2X100G) TO/NT7 v b F ¥ 7 F ¥ £v v a v O%A,
Y a—/LD adminstate Noff IR EIILD E, F¥ T TF vy Y3 V0 B BRI ;Zj”:
729 . [OperState Reason: Unknown Error] &9 A v BE—UNAERINET, {—/:w*/l/
@ adminstate ZHE on ICHELTHH, ¥ 7Ty a b EHEHTILENRHY
*7,

MOFTRTORY hTU—FTFV 22— /)L TiE, Y 2—/L D adninstate NEH I TEH N
Ty k¥ TFr by va oI ET,

BT T 4 TRy F XYy STy By a I AR—FERER A
c EETLFEIISEIPVO 7 RLAIZHEASNWT T4 NN EZTEFT T a b A,

cNESAA v F R TE WAy b (X2 VT4 IN—T X Xy hT—F P—
EA SNy Z— Ny " E) X7 4V EOERH Y FH A,

* EtherChannel &K D/ v "2 F ¥ 7 F ¥ TxXEHA, 72720, BT A RIZEID YT
5L TV 5 EtherChannel M54 . EtherChannel D A LR —A U X —T = f AT LIy

Mexy IFy TEET,
XY I F vy alrNT T 4 TREIE, PCAP 7 7 ANV Eat— Lm0, =7 AR—
FNCTEEHA,

Xy b XY T Ty arEHlRTAE, Ty a VIZBEET LT RTONNT
¥ T TrANBEIRENET,

NTY XY TFry 2y avDERTIEESE
FE

ATYT1 "7y ¥y T Fy = RERBLET,
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XOSCLU D RS T a—Fav5avwur |

B rorseT7rvvravokmztizgse

ATy T2

ATvT3

ATv74

ATy TH

firepower-4215 # scope packet-capture

TANZ B LET,
firepower-4215 /packet-capture/filter* # set <filterprop filterprop_value

R2:HYR—brENBT0L48 TONRT o

ivlan WH#EB VLANID (AR— b ASDEED 237 >~ - D VLAN)

ovlan | #iVLAN ID

srcip EETIPT R (IPv4)

destip |%G5EIP 7 KL 2 (IPv4)

sreport | E(E LR — FE

destport | 5ii 4 45— F 7 &

protocol | [P 711 k=)L (IANA IC L » CTEFRSND 10 ERXDO 7 1 k 2L H)

ethertype | f —H 1 v h 71 a4 7 (JANAIC K > TEREIND 10RO A —H %
k7a by Z A FE, 72 & z21E, IPvd=2048, IPv6 =34525, ARP=2054, SGT
=35081)

srcmac | 3E{E5CMAC 7 RLA

destmac | 5324z MAC 7 R L &

Nry b FxTFY By a i@ NS =T A ZADWT NI T 4V F ZEHT
TET,

Ny N X T Ty By va VEERELIIRET HICIE. ROBEEITWET,
firepower-4215 /packet-capture # enter session session_name

ZONRTy P XX TFr By a TR T F T oy FORIZHEELET,
firepower-4215 /packet-capture/session™ # set  session-pcap-snaplength session_snap length _in_bytes
ATy TOIRERIE. 64~9006 A FOHFIHANICT HLERH Y £, tyvar A7 o7
RBERELRVGEAEDOT 74V bOX v 7F ¥ Ei, 1518 34 F T,

ZORTy b XX TFr By a L CEOLLEND DMLY — A R— FEEELET,

BEOR— "o X 7T F X L2, WEHA— T 7V r—2a U ARA— OB G BEUR
Ty bF¥TFr Ry a yPIRGTLIERTEET, MO Ty XY T TF Y T A
Aty a ATEENDHER— FAIC/ER &£ T, EtherChannel £KD /47 v &% v 7
FX¥THZLEFETEERA, 2L, BT A RZH B THH TV D EtherChannel D%
4. EtherChannel DA >/ N— f U B —T oA AT LIy NaeFXxy T ¥ TEXET,

GE)
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Ry kv TFe by avonssriame ]

Nry b FXFx7Fy ByrarnbiR— MEEIRT 5%, KRISRT 2< 2 KT coreate DfX
iz dddete #fFEH L FI,

a)

b)

<)

d)

e)

WELAR— b ZiEE L £7,

firepower-4215 /packet-capture/session* # create {phy-port | phy-aggr-port} port_id
15'] .

£l

firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1
firepower-4215 /packet-capture/session/phy-port* #

YITA LB =T A ADNRT Y baxy TF ¥ LET,

firepower-4215 /packet-capture/session/phy-port* # set subinterfaceid

1 DU EOBTHEBOY T A L H—T =2 A REFEHTL2HA6TH, ¥v 7 Fr Eyvay
TLWZ 1D TA B =T 2 ZADINTy FDRHEF ¥ S F ¥ TX £ 9, Etherchannel
DY TA B =T =24 AFIYPR—FINTVETA, BA L F—T A AE AV AZ LA
WHEID Y TEHHEE, Bl v =T oA RAETTTA =T 2 A4 ZADNT D% 3 IR
TEET, MTZ@ERTLHLIEITEEEA,

&1

firepower-4215 /packet-capture/session/phy-port* # set subinterface 100
firepower-4215 /packet-capture/session/phy-port* #

AT T A VARG ADY G, AT A VAR AR EIRELE T,
firepower-4215 /packet-capture/session/phy-port* # set app-identifier instance_name
i

firepower-4215 /packet-capture/session/phy-port* # set app-identifier ftd-instancel
firepower-4215 /packet-capture/session/phy-port* #

(EE) AA v F b macfilter K1y 737y M % ¥ 7 F v $21201E, macfilter K= >
TEEELET,
firepower-4215 /packet-capture/session/phy-port* # set drop {mac-filter | disable}
edisable: A1 v F D Kry T ENT Ty NOF X 7F ¥ BN LET,
e mac-filter : A1 > F® mac-filter K1 v 7% % ¥ 7F ¥ LET,
G

mac-filter 773 3 L id, ATy by 7 F ¥ FHTOHRYR—FEhES, T 741
rDOA T 3 LT disable T,

(EE) BMOZ 42 &@M L £,
firepower-4215 /packet-capture/session/phy-port* # set  {source-filter} filtername

G
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B rorseT7rvvravokmztizgse

— B T 4V F HHIBRT B ITIE. set sourcefilter " ZfEH L E9,

) MEIISLTLERDOAT v 720k L CRERR— 2~ TEMLET,

ATFYT6 ZONTFry b Fy T F v By a il EDDIMENRNHDLT Y r— gy J—AR— M EdE

ELET,

HEOR—=TNoX v 7 F ¥ L0, WER—- T 7)) r—y g Rm— FOlFNGE T8
Ty bFY Ty by a rFICEREGETAZERTEET, JloXTry XTI Ty 77 A
ARty v a ANCEENDER— MRHICER S ILET,

GE)

Nry XY TFy ByarnbAR— FEHIRTAICIE, RIZRT 2~ KT create DfX
DI delete ZFEH L £,

ay 7V r—var i R—rERELET,

firepower-4215 /packet-capture/session* # create app_port module_sot link_name interface name

app_name
BX D module_dlot TFV = a v BA VA = LENTWEEF 2 )T 4 F
V;—/VO
link_name AU H—T =2 AZfida—V —fdlk4 (linkl, inside portl 73
E) o
interface_name Ty NeX XY T TF T LHMENDLT ) r—1a I
SNTWHA % —7xA A (Ethernetl/1, Ethernet2/272 &) |
app_name BV 2L VA=A EINTNDT Y r—3 a3 (fid)
by (EE) BROZ4nZZEHALET,
firepower-4215 /packet-capture/session/phy-port* # set  {source-filter} filtername
BX D& filtername lcreate filter] =~ > RIZ X % packet-capture fiH D 7 ¢ V& 4,
}I)
= R D T g VX EHIBRT AI2IE, set sourcefilter "t AfEFA L E T,
) MEIGUTLEROAT v 7 ZEV KL THERT SV r—rarhm— e XTEMNL
£7
AT T Ry Xy T7F ¥ vyra a2 ICBBET I, ROBEEZITONET,

—

firepower-4215 /packet-capture/session* # enable

FULLIER LTy XX T TF v By aiT 740 FTERHEDICR>THET, By
arEWRENCANCT DL, BERa Iy SN EZIIAT Yy P R T Ty By e
YT VT 4 7RV ET, MOty a nTTIIT VT 4TI Ro TV DA, By s
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| XoscLDrSTLLa—F4oyavwoR

ATvT8

Ky k% IFeevoasnbik |

VEAINCT AL TN EREINET, 2oy aryEENCTBENC, TTCIT T4
TNy bRy I Fy By a v ERENCTANERNHY £,

oY I varey AT AREICTI Yy FLET,
firepower-4215 /packet-capture/session* # commit-buffer

RTFy b XY T T Y Byvarz28hcddE, VATHINNTF Y FOFY T v 2B L
7T, By v al B PCAP 7 7y A N EX T ra— RTHHICS, v 7T v &5 1T 5080
HET,

1

firepower-4215 # scope packet-capture

firepower-4215 /packet-capture # create session ftdlinside
firepower-4215 /packet-capture* # create filter interfacelvlanl00
firepower-4215 /packet-capture/filter* # set ivlan 100

firepower-4215 /packet-capture/filter* # set srcIP 6.6.6.6
firepower-4215 /packet-capture/filter* # set destIP 10.10.10.10
firepower-4215 /packet-capture/filter* # exit

firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1l
firepower-4215 /packet-capture/session/phy-port* # set drop mac-filter
firepower-4215 /packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
firepower-4215 /packet-capture/session/phy-port* # exit

firepower-4215 /packet-capture/session* # enable

firepower-4215 /packet-capture/session* # commit-buffer

firepower-4215 /packet-capture/session #

Ny kX TFy £y a3 UDHIKR

FIE

ATy T

ATy T2

ATvT3

ATv74

Ex DTy EF YT Fx g, BUEEITLTOWRITIIHIBRTE LT, T 77«
TRy ¥y TTFry by va it WTRLHIBRTE £,

Nry b FxTF¥ E— RERBLET,
firepower-4215 # scope packet-capture

FeEDNRTr Yy b ¥ 7T ¥ By va rEHIRT D12E, WOFIREZFATLET,
firepower-4215 /packet-capture # delete session session_name

FTXTOIET I T 47 "y b XX TF v toyiarzhllRd i3, ROLIICLET,
firepower-4215/packet-capture # delete-all-sessions

oY I a o AT AREIZAI Yy FLET,
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XOSCLU D RS T a—Fav5avwur |
. Nry b FeTFv £y arndlk

firepower-4215 /packet-capture* # commit-buffer

il

firepower-4215 # scope packet-capture

firepower-4215 packet-capture # delete session asalinside
firepower-4215 packet-capture* # commit-buffer
firepower-4215 packet-capture #
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—

T A

!

i

A A—DFE

11l

T 4P RAZY BN OHEE (49 R—)

e NR—RA A VA= VT NI 2T N=Ta EHHLIZV AT LAOFHA A= (50
R—=2)

« ROMMON M5 D TIHBHEHRE~AD ) £y FOERIT IXRT—FKDUtEy k) (53
D)

cHLWY T RN 2T NR—=Va v EEH LIV AT LAOFA A= (55 X—)
cINTFA VAR AT ROy =V DF T ra— R (59 X—)

*SSD 7 7 A NV AT LD +—~ v I (Firepower 2100) (60 ~—3)

« ROMMON 75 DiEE#E) (60 ~2—)

s ERIRFA A—ULDET (68 ~—)

« BEE AT — ROLEHE (73 2—)

e Threat Defense 7547 T A L DS DEFLE AT — ROLEH (74 ~—)

« 7T R ORERAEER (75 ~—)

« Firepower 1000/2100 33 J T} Cisco Secure Firewall 3100/4200 FXOS T 7V o —TF 7
DIEFE (77 =)

HX51) h\) DEEE

BEOU LY b, A A—TVDFA A F—/L. FEX0OS SATU— ROEE. 13 AT AD5
BIRFA A —UAERMEIZRDGERNH Y ET, ROZETHFIEESZR LTI E I,

cREDHELRIUA A=Y TOVAT AOFEE) : TXTORENHIBRS L, BIEDA
A— % LT Threat Defense 23ffA A h—/L &N FE T, ZOFIAEZFEITT HHE
X, FHATRIC, BEHENRAT — ROERERREEZEBD T, VAT LAEHRET HLEN
HBVET, N—A AV APV VT T=2T RXR=Va U EFA LIV AT LAOFA A—
b (50 X—) LT EEN,

* ROMMON 75 O TG RERE~D VY £ v NOFET (FEHE AT — ROMEIE) 3
TORTENHIBFRESI., BIEDA A—T % #H LT Threat Defense 231 A h—/L I E
T, ZOFEEZETTHHAIL. FTHRIC, BEHEANRY — ROERER S22 50T,
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1 r—vER |
B AR o Yo r9 27 AU a R ERLE VR TFLADEA A =1

VAT LAEHRETHAMLENDH Y £9, ROMMON 75 O TR E~DO U > hD
FIT RRT—=FDYUtEv L) ((535—) 22RLTIEIN,

CHLWAR—= g U TDY AT LDFA A=V T _XTORENHIRSH, LY 7 b
T2 T A A—T % LT Threat Defense 234 > A b— /L ENFET, ZOFIEEZETT
DAL, FEATRIC, BHEASAY — FOERIER R EZ2EZO T, VAT LE2HHRET D
VENBYET, FILWY 7 b2 =g ALV AT LAOFA A= (55
N—=) EBRRLTIEIN,

GE) ZOFEEZFEHLTCLURIOA Sy —R_"—Ug Fx TS L— R
TAHZLITTEERA, RPVICERRTFA A—bDFELT (68
N—=) BHEHTOILERHD T,

SSD 77 A NV AT ADTT F—~ v b 1 T A ATWIRA v —VRFRENTZHEIC
SSD |7+ —~v FLET, T XTORENVHIRSNET, ZOFIREZETT 256
X, FATRIZ, FHE AR — PRERERRELTD T, VAT LEHRET DHEN
HVET, SSD7 7 ANV AT LADOF 7 +—~ v b (Firepower 2100) (60 X—°) &%
LT ZS,

ROMMON 75 O LH) : FXOS % ##) T 72 54512 ROMMON N oiE LET, 0
%, e MMC%ZH 74—~y ML, Y7 U 2T A A—=VEH AL AM—=LTEET, 2D
FETIX, TRTORENMEEF SN ET, ROMMON 75 OftHE) (60 *—) #HHL
TLIEE W,

TRTCOBREEA A=V DEE : VAT L& THMRREOT 7 40 FRIEICEL, A A—
CEHEELET, ZOFIATIL, TFTP RH T AT L% #H) L, Threat Defense ~ 7 b
JxTEFZTa— L, VAT LAEEREHERET ODLENH Y FT, EBRREHA A
{bD3FAT (68 X—) HZML TN,

EHENATU — ROZ T : Threat Defense CLI 22 HEHE NRAT— REEH L E3, &
FHRAT—ROEFR (73 2—=) 2BRLTLIEE N,

Threat Defense 234 7 T A > DA DERE N AT — ROZEE  FXOS ) HEHE AT —
RZZE# LU%4, Threat Defense 47 7 A L DIFHEDOEME /RA T — NOEHE (74 ~_—
V) &M LT E XV, Threat Defense 342 7 A DA 1%, Threat Defense CLI %
HEHLCTEEE AU — RELELETHIMERDH Y £7°,

R—ZA VA=Y IT DT N—D3 2 %FERL
O XRTLODBA A—T1

ZOFIBEEETTIHE, R—A AL A=V IV T NT2T RN—= gV ORTEERFRE, T
DOERENPHESINFTT, BEDOHEBFERIC AT LANEEEIT 5 L | Threat Defense O A Z —
KT FPR— 9 URNETENET,
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| 1+—>cem

R—ZAVR=L YT rHz7 "—LavE@EALEYRTLOEA A~ ||

BUEEITHON—=a U7 v 77 b— REMA A=Y O8E1E, ZOFIEE FET LI2%E,
Threat Defense # 37 >~ 77 L— RTH5MERNH Y £7, 72L& 21X, N—T a3 622x1E7 v
T VL= RFHEHAOA A=Y TY, 622XV AT ATIOFIEEFFTTDHE, "= A A h—
NNy = (N—=Va621x) HEA A RM—LESNET, £DOH%, Secure Firewall
Management Center F 7= |3 Secure Firewall Device Manager Z{#H L C/N— 2 622X IZf 7T &~
T VLU= T LHRERHY £, ZOHE, FXOS D=2 5 U FiARA—2 3 VTR LR
ZERBVET, ZOR—BUITED, AT RATEY T MR TEENBAET D AIREMEN H
DET, ZOTTIVFTIE, VAT LOERRFAA—VEFITTH 2R LEST GE
MZDOWTIR, BRBRHA A —IDFAT (68 X—V) ML TIZIW)

N

G ZoOFEEZFETTIHE, BEHERZAT— AR AIMINIZBIZY By F X ET,

1R BRI

*FXOSCLI 27T F A MIHEH SN TWAHZ L 2R LET, YU T ary—LuzNL
T Firepower 1000/2100, Cisco Secure Firewall 1200, 3100, 4200 7 /A A T8k d % & |
FXOSCLI = > 7 % A M HBEICHEHE 4V E 7, Threat Defense CLI =2 7 % A MIHzfE
INTWDHEATE. £7 connect fxos 2~ R&ZfFH LCFXOSCLI =7 % A MIHIY
BRDHVENRHY £7,

T TFIAT LV ADEHIPT FLADREEZAEL, ROaA~y RTRINAIEREY 22—
L\ij—o

firepower # scope fabric a
firepower /fabric-interconnect # show detail

e RO a~ > RZ&fEHA LT Threat Defense D X— A& A VA h—)L RX—T g VAR L, A
FLTHREET, BEHNN—Ta 0DFNTIE, X—=ZA A VA M=/ X=V g URERRIN
%9, [Running Version] (Z(X, _X—A A VAR =L "=V g ANZEALET v 77 L—
FRFRINET,

firepower# scope
firepower /ssa #
Application Name

Startup Version

ssa
show app-instance

Slot ID Admin State
Cluster Oper State

Operational State Running Version

ftd 1 Enabled Online
Not Applicable

» Smart Licensing 7> 5 7 /3 A A O BEA T 2 kR L £ 7,

VI RTFURMBETNA ABRGMBELET U TI5E) . 777 Kb O
fighz (75 %—) LTI,

* Cisco Secure Firewall 3100 5 731 A % Threat Defense 7.3.0 /X— g IZHA A=k T5
(121X, ROMMON /N — 2 2 1.1.08 AR 23 A ZECF, BIFfED ROMMON /3 —2 = 73 1.1.08
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1 r—vER |

B AR o Yo r9 27 AU a R ERLE VR TFLADEA A =1

FIE

—

ATvT1

ATy T2

ATvT3

R OBAIL. ASA9.19 LIKEIZT » 727 L— KL TROMMON %27 v 77 L— R34 544
T3 % W £9, Management Center ¥ 7= (% Device Manager % f#i | L C Threat Defense %
7307 v 7 7L —RT5Z2 b TEET GEMIZ OV TIX, Threat Defense Reimage %
ZRLTIZEY)

s Threat Defense f A—Y DA VA M=)V & T v 77 L— RICH—A A—=UREAINTH
Bleh, R—=AALAPF—=)V VT 7T N—T a3 &#HH LT Cisco Secure Firewall
3100 7 /3A A % Threat Defense 7.4 IZFFA A=k 2 Z LT TEEHA, RbVIZ, v~
AT LDDOSERIRTA A —UbEFATLET, FRMICOWTIL, BRBRHTA A — LD FET

(68 ~—) ZZML TIZEIVY,

FXOS CLI Tr—# /VERRICHERE L £,
firepower # connect local-mgmt
FTRTOREZHELET,
firepower(local-mgmt) # er ase configuration

1 -

firepower (local-mgmt) # erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes
Removing all the configuration. Please wait....

Configurations are cleaned up. Rebooting....

VAT ABHEE L2 5, showapp-instance 2~ K& LTT7 7Y r—3 a3 o OIRFEZ
WTEEd, RATY—Kal A 0E, T 74/ D admin/Admin123 2V &y F &R ET,

1 :

firepower# scope ssa

firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Disabled Installing
6.2.1-1314 Not Applicable
G

TV r—=varDf A N=ANRTETTLHETIONEL B £3°, Threat Defense 754
FTA VIRBEIZE D & show app-instance =~ > R Operational State {Z [Online| & /RS i
\35@—0

1 -
firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version

Startup Version Cluster Oper State
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

| 1+—>cem

ROMMON 5 5> D THHFBREAD Uy FOEF Kx7—Fouty b)) [

ftd 1 Enabled Online 6.2.1.10140

RDEZRY

A= RNT o THA ROy VT v T HATHET L, REBIULC CRINN—Va 7 v
JL—FLET,

ROMMON m 5 D TIGHFEIFREREAD ) £y FDOEIT (N
AT—FKDYtvy k)

FIE

FXOS v /4 v T&EhWighsE (RNAT— REeE, £7203 SSDdiskl 7 7 A LT AT

LANRHEE L TWAEE) £, ROMMON %M LT FXOS & & O Threat Defense DR E % .35

HIFRE DT 7 4L MZETETE 4, HHENSZT— RIF 74/ FO Admin123iz2V & k

ENFET, NAT—=RB¥bhoTWT, FXOS NS TR OT 7 4 FiREEE LT D

BEIE, R—A A LA YT T 2T R=Va VEMH LIV AT LADOEA A=k
(50 X—) ZZWL T EIV,

1R BHHEIIZ

» Cisco Secure Firewall 3100 7 /N4 X % Threat Defense 7.3.0 73— 3 VA A —V(bT5
(21, ROMMON /X—27 = o 1.1.08 LARE AL E T, BIfED ROMMON /N—27 = 273 1.1.08
R OBAIL. ASA9.19 LIKEIZT » 727 L— KL TROMMON %7 v 77 L— R34 %44
&V £9°, Management Center ¥ 72 (3 Device Manager % f#i /] L C. Threat Defense @
N—=2a %1307 v 77— FT52 b TEET GEMIZ OV TIE, Threat Defense
Reimage #ZH L T 72 &)

ATV TN THRAZADERAZANNET, WO LT F IRERENTZH, ESCF—Z2MLTT—k

Z B L £

Example:
Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

AT v 72 ROMMON ON— g 2R L ET,

rommon 1 > show info

£
Firepower 1000 33 K TN 2100 7734 &

rommon 1 > show info
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1 A—vERE |
B rovmvonr o TBHEEREAD UL Y FOEF IRT—EOUHEY F)

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Wed 11/01/2017 18:38:59.66 by builder

Cisco Secure Firewall 3100 7 /XA A

rommon 1 > show info

Cisco System ROMMON, Version 1.1.08 , RELEASE SOFTWARE
Copyright (c) 1994-2022 Dby Cisco Systems, Inc.
Compiled Fri 06/10/2022 10:25:43.78 by Administrator

Cisco Secure Firewall 4200 7 /XA A

Cisco System ROMMON, Version 1.0.15, RELEASE SOFTWARE
Copyright (c) 1994-2023 Dby Cisco Systems, Inc.
Compiled Thu 06/15/2023 14:41:54.43 by builder

ATV T3 T A% TR EIC) By FLET,
ROMMON /"— 5 2-1.0.06 LIFEDHA
rommon 2 > factory-reset
ROMMON /X—2 5 1.0.04 DA -

rommon 2 > password_reset

i -
Firepower 1000 33 JTY 2100 7734 &

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot diskO: fxos-k8-fp2k-1fbff.2.3.1.132.SSB
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located fxos-k8-fp2k-1fbff.2.3.1.132.SSB

51
Cisco Secure Firewall 3100 7 /3 A A

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...
File size is 0x0000001b
Located .boot_ string

Cisco FX0S k5 T a—TF 4 >4 H4 K (Threat Defense %3217 L T L)% Cisco Firepower 1000/2100 335 & U Cisco Secure Firewall
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Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot diskO: Cisco FTD SSP_FP3K Upgrade-7.3.0-4.sh.REL.tar
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located Cisco FTD SSP_FP3K Upgrade-7.3.0-4.sh.REL.tar

1 :

Cisco Secure Firewall 4200 5 /31 &

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation

and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot disk0: Cisco Secure FW TD 4200-7.4.0-1044.sh.DEV.tar
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located Cisco Secure FW TD 4200-7.4.0-1044.sh.DEV.tar

ATV T8 VAT ANLEBZRD LT r T MRFERENROEAIL. boot v REANLET,

rommon 3 > boot

RDBERY
AP =P T v THA RDOE Y NT v T HZAT ZRITLET,

SHE

FO T TF7N—2 a3 EFFERALEVATLDE

COFETIE, FILWI T h =T =g U TURAT AREHA A=V TEE4, ZOFIE
%%ﬁbt%\%N4x®&ﬁm7vak%®m@&ﬁﬂﬁf X EHFET DHLEND
DFET, BREEHELETICY 7 V=T 27 v 77— RTD58F, Ty 77 L—KIA K
EZBLTLLEIN,

\}

G¥)

ZOFIEELEH L TUMDA L ¥ — "= g ANIF T 7L — RTHZLITEERA, b

DIZTERIRFA A—IMDFET (68 X—2) ZMHATLIMLENRHY £,
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\)

GE) ZoOFIEZFETTHE, EHEASAZXT— RN AIMINI23 Yy FERFET,

1R BHHIIZ

*FXOSCLI 2T F A MIEEHREINTWAZ EEHRALES, YU Tharyy—LanL
“C Firepower 1000/2100, Cisco Secure Firewall 1200, 3100, 4200 7 /34 AZHEHiT 5 & |
FXOSCLI = > 7 % A M HBEIZHEE S AU E 7, Threat Defense CLI =2 7 & A NZHEfE
ENTWAEAEIE., £7 connect fxos =~ > K& LT FXOS CLI =t > F % 2 MIHIY
B2 DHVENRHY £,

T TIAT UV ADERIPT RLADHKREEZAEL, ROa~y RTREANAERAZ 2 —
Li—g‘o

firepower # scope fabric a
firepower /fabric-interconnect # show detail

« Smart Licensing 2> 57 734 A DB #fT 1T 2R L £ 77,

c VT RTFURMMOETNA ABRGEMBELET YT IH5E) . 777 Kb Ok
figlkx (75 X—3) EZSRLTLIZE0,

« Cisco Secure Firewall 3100 7 /XA A % Threat Defense /3—3" 2 > 73.0 (IZFA A —U{bT %
(Z1%, ROMMON /3 —2 = > 1.1.08 AR LEE T, HAED ROMMON 73— 5 3 1.1.08
i DBFA L, ASA9.19 LIFEIZT » 77 L— KL TROMMON %7 v 77 L— R 544
Y £7, Management Center ¥ 72 % Device Manager % fifi § L T, Threat Defense O
N=Tarzl307 vy 77 L—FT5ZLbTEET GEEMICOVTIE, Threat Defense
Reimage #ZM L T 72 &)

FIE

ATYT1 VTP TR RVER—ANarEa—HFERIIUSBY7 T vy a2 RIA4 T m—

FLET,

ATv T2 USB FIATH2EATHEEIE. T IA T ADUSBR—FMIUSB K74 7Z2FFAL %
7,

ATFY T3 FXOST, VAT LDAA—T %2 AN L, VAT LATHEEITESN TNDENRN—T g VEHERL
ij‘o

firepower # scope system

firepower /system # show ver sion detail

RTFYTE Tr—AUzTDAI—TEANLFET,

firepower # scope firmware

Cisco FX0S k5 T a—TF 4 >4 H4 K (Threat Defense %3217 L T L)% Cisco Firepower 1000/2100 335 & U Cisco Secure Firewall
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ATvTh

ATvT6

LWV T vy =T Ny =%y run—RNLET, USBRIATEZHEHLTY 7 b =T
Ny r =22y rn— R 55803, ROMXEHERLET,

firepower # scope firmware

firepower /firmware # download image usbA:image name

image name X, A7 v '3 (LFL) @ show version detail =~ > FOH I TT,
RIH 2= L £,

firepower /firmware # download image usbA:cisco-ftd-fp2k.6.2.1-36.SPA

G¥)
sX— g 7.3+ TIL. Cisco Secure Firewall 3100 @ Threat Defense DA A h— /LB LT v
T L= RNy =V EARAEDEEARy =Tt o TET, MBS TWAFIET
1. .SPA 7 7 A NVDRDOVIZ.REL.tar 7 7 A VAR TE £,

FTP. SCP. SFTP., TFTP Z#{#i/l L C. ThreatDefense ¥ 7 7 = T /R 7 — % F 84 A2
=952 TEET,

firepower /firmware # download image tftp/ftp/scp/sftp://path to the image, including the server root
/image name

Firepower 1000 33 XX 2100 7 /34 ADH &R LET,

firepower /firmware # download image tftp://example.cisco.com/fxos-2k.6.2.1-1314.SPA

Cisco Secure Firewall 3100 /314 ZADH &~ L £,

firepower /firmware # download image
scp://example.cisco.com/auto/Cisco FTD SSP FP3K Upgrade-7.3.0-14.sh.REL.tar

Cisco Secure Firewall 4200 /31 A DHlZ < L £9,

firepower-4215 /firmware # download image tftp://172.29.185.101:/Cisco_Secure FW_TD_4200-7.4.0-1044.sh.REL.tar

GE)
VAT AIZ T = R A—VHERTIREINTZ 7 7 A NVADHIZAT v ¥ 22T 50
C. FTP/TFTP/SCP/SFTPIZ LV 7 7 A NMIRIE R EITT 2561, V— D — FE2E&Te A A —
O N A AN T HLENRH Y FT,

VST, IPT FLADOMRHYIZFQDN Z i T& £,

Fyrn—RHZAZEZRRLT, Fvru— FOEITRNEZE=2 LET,
firepower /firmware # show download-task
Status O H 7712 [Downloaded] & Fr&hizb, 7 ru— RKiX5ET T,
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firepower 3110 /firmware # show download task
File Name Protocol Server Port Userid State

Cisco FTD_SSP FP3K Upgrade-7.3.0-14.sh.REL.tar
Scp 172.23.205.217 0 <xxxxxx> Downloaded

1 :
Cisco Secure Firewall 4200 5 /34 & :

firepower-4215 /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

Cisco_Secure FW TD 4200-7.4.0-1044.sh.REL.tar
Tftp 172.29.185.101 0 Downloading

ATV T Hora—KRORETH, YATALCA VA M= LENTWDLY T N7 =T Ny r—UkFRR
L. HOICRENTWDONY RV A A=Y R"=V g &ab—LET,
firepower /firmware # show package
i -
Firepower 1000 35 X T} 2100 7 /31 A

firepower /firmware # show package

Name Package-Vers
cisco-ftd fp2k.6.2.1-1314.5pA  6.2.1-1314
FREOFITIE, 621131413 X2V T 4 Xy T D=V 3 TT,
15'] .

Cisco Secure Firewall 3100 7 /3 A A

firepower 3110 /firmware # show package

Name Package Vers
Cisco FTD SSP FP3K Upgrade-7.3.0-14.sh.REL.tar 7.3.0-14
i -

Cisco Secure Firewall 4200 7 /XA A

firepower-4215 /firmware # show package
Name Package-Vers

Cisco_Secure FW_TD 4200-7.4.0-1044.sh.REL.tar 7.4.0-1044

FROFITIH, 73041 TEXF 2V T4 RNy 7 ONR—TV 3 U TT,

ATFv7S8 HEM A +—NDRa—TEANLET,

firepower /firmware # scope auto-install

2AFYT9 HLWT IV r—ay VT R 2T Nuhr—T% A A =L LET (version i FE o
show package D) T9)

firepower /firmware/auto-install # install security-pack version version

51 :
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ATv 710

INFAVREvRE— ROy r—vngsra—F ||

firepower 3110 /firmware/auto install # install security pack version 7.3.0-14
firepower /firmware # connect ftd
> show version

————————————————— [ firepower 3100 ]-------—-------—--
Model : Cisco Secure Firewall 3110 Threat Defense (80) Version 7.3.0 (Build

ANERO BTG, yes E AT LET,
SATFANHEB L., FHOY 7 NI 2T AN RANRAL VA =L ENET,

RDERY
AL =T v THA DYy VT v T Z A7 ZFTLET,

TILFA DRI VDARAE— KDY HS—2NAHoa—FK

FIE

ATy T

ATy T2
ATvT3

ZOFNETIX. H\ O Threat Defense /Xy 7 — < VF A LV AX VA Y=V IHF T — R
TEDED, ZONXN—Va VEFEHALTA, VAX U AEBITEET, FXOSA A — L Threat
Defense { A — /ODﬁjiﬁ)I—JL/\/#_“ WCEENTNDHTED, ¥y —TDFX0S N—V 3 v
T L — RLEBEETYH., 87T 5 H\ O Threat Defense /N — 3 = U B3| XX A4 VA X
VAT TEET,

FATH D FXOS /A— 9 o & E#arEdD 72 Threat Defense 1Zflifl C& £ A, =& 21E. &)
WYy —3 %27 v 77 L— RE$ICH L Threat Defense {425 Z L IXTEXEH A,

48 HHEIIZ

*FXOSCLIIZE SN TWAZ AR LET, T Y — BTN, AT D &
FXOSCLIIC BEIICHE e SN ET, T34 AT SSH #6452 854 1%, Threat Defense CLI
\ZBEgE L. connect fxos T~ > K& L C FXOSCLIZT 7 B AT AMENRH Y £,

FTP, SCP, SFTP, TFTP#—/ —_ F72XUSB7 7 v a RIA 71Xy Fr—T%ae—L
£

USB KT A 7 EMHT HEHAIE. T /34 AD USB AR — MM USB KT 4 7 &AL ET,
WY T T =T Ry =V E o — R LET,

firepower # scope firmware

firepower /firmware # download image url

i

7o& 21X, USB K747 (usbA) o F U rva— RT5H1I2E, ROXIICANLET,

Cisco FX0S K5 T a—TF 4 % H4 K (Threat Defense #3217 L T L)% Cisco Firepower 1000/2100 &5 & U Cisco Secure Firewall
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B sso 70 ox70087+—< v b (Firepower2100)

ATy T4

firepower-3110 /firmware # download image

usbA:Cisco_ FTD_SSP_FP3K Upgrade-7.4.1-15.sh.DEV.tar

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

% Download-task Cisco FTD_SSP FP3K Upgrade-7.4.1-15.sh.DEV.tar : completed successfully.

72 Z2iE, SCPH—R—b Xy ru— RTA2E, ROLHIITANLET,

firepower-3110 /firmware # download image
scp://example.cisco.com/auto/Cisco FTD SSP FP3K Upgrade-7.4.1-78.sh.REL.tar

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

% Download-task Cisco FTD_SSP FP3K Upgrade-7.4.1-78.sh.DEV.tar : completed successfully.

A VARG AREBINTHEEITNNy r—VafATE LIV L,

SSDT77AM IV ARTLODBEIA—< v k (Firepower2100)

FIE

&
ATy T2

ATvT3

FXOSICIEFIZR 7 A Y LTIER, T4 AT T — XA v —URERRINTZHEIL, FX0S
I L O\ Threat Defense R EDMEEINTWS SSDI #H 7 +—~ v hTXxE£94, ZOFEIC L
V. FXOS REN LHZHHMREOT 7 /L M ShE T, HEHENSRATY—RNIT 74V FD
Admin123 12Vt y SN FET, TOFNETIL, Threat Defense DEREH Yy I FET,

Z O FJE Firepower 1000 33 L OF Cisco Secure Firewall 3100 (25 STvEH A, ZD7H, A
B—= KT T A A=V EMEFRFLRN G SSD #HETHZ LIXTEEH A,

22— LR — k6 FXOS CLIIC#ERE L £,
SSD1 Z 7 #—~ v FLET,

connect local-mgmt

format ssd1

AR—=KT o TTHARDEY NT v T ERAT #FTLET,

ROMMON 5 5 DA ES

—

TR A EBENTE WS IX. TFTP %— X—F 721X EXT2/3/4. VFAT/FAT32 J£:.® USB
RZ A 77386 FXOS Z## T& 5 ROMMON 2E#E L £9°, FXO0S Z&E#H L7-%. eMMC (V/
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FIE

ATy T

ATy T2

rommon 1 50i2s [

ThT 2T A A=V T T v 2T A R) ZH 74—~y b CT&ET, H74—
<~y ML, A A—T% eMMC IZHX vV oa— RTH0ERHY £5, ZOFIETIE, @
BID ssdl IZRFESNTWETRTCOREDREFSNET,

FBHEESEFDOMO ENDRENRK T, eMMC 7 7 A /L 2T ADMER L TV 5 ATHEMEN B
D ET,

1R BHHIIZ
ZOFIEEZETT DI, a Y —NIT IV BEATELNERNDH D 97,

» Cisco Secure Firewall 3100 7734 A % Threat Defense /N—3" 3 > 7.3.0 [IZFHA A —1fbT %

(21, ROMMON /N—37 = > 1108 LAEASMLE T, BIAED ROMMON /N—27 = »73 1.1.08
KM OBAIL. ASA9.19 LIKEIZT » 727 L— KL TROMMON %7 v 77 L— R34 %44
AV £9°, Management Center ¥ 72 (X Device Manager % f#i /] L C. Threat Defense @
N=Tar&2713017 vy 77— T2 &b TEET GEEMIZ OV TIE, Threat Defense
Reimage Z#ZM L T 72 &)

HEICTE 7Z2WIGE, A7 AIZROMMON %iEZH L £9, ROMMON 2 H#hpiZ s Sy
LA, 7— 7 v 7HIZROMMON 7 o7 FaRRTAH L ERENZS, Esc &L £
T, E=HXEFEHRLET,

1 -

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R I R R
Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE

Copyright (c) 1994-2018 Dby Cisco Systems, Inc.

Compiled Thu 04/06/2018 12:16:16.21 by builder

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R i

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

Z DS T, Esc L E£9,

USB R A 7 LD A A—U38 EXT2/3/4 F 7213 VFAT/FAT32 JE=CReEi¢ 5 2>, TFTP Zf#
ALTxy hU—2 &AL CEEBLET,

GE)
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6.4 LLATOYE . ROMMON 725 FXOS ZeE L, BIfEA VA h— L ENTNEA A—TH T —
MA[RETH D HLEIL, BUEA VA P —AEINTNEA A=V ERUAA—=Va U EEEBILTND
T EERMERLTL IR, LA OEA . FXOS/Threat Defense /3— g v —E L7gu &
Threat Defense 737 7 v+ = LE9, 6.5 TlE, ROMMON 7> 5 FXOS Zf2#) 35 &, Threat
Defense NNHEIIC T — REN2L 2D £9,

USB M HiEEENT 5158 1F. RDELSIZLET,

GE)

VAT AOBEHIC USB T3, ZAEFEALTIEE . USB T A Z 2B S AT AT A
FEEETALENH D 9,

boot ush:/path/filename

TNA AL FXOSCLIWEEBILE T, T4 A7 ONEFEFR/RT HITIE, dirush: 2~ R&fE
HALET,

1 -

rommon 1 > dir usb:
rommon 2 > boot usb:/cisco-ftd-fp3k.7.1.0.SPA

TFTP A SEEET HIBEIL. RDKLSIZLET,

B OFy NU—IREXZFT L. RO ROMMON =~ > F%f#H L T Threat Defense
NRoylr—V%uo—RLET,

address management_ip_address
netmask subnet_mask
server tftp ip_address
gateway gateway ip_address
filepath/filename
set
sync
tftpdnld -b
FXOS A A=Y NF Ty m— a3, CLIKLT— T vy 7EnET,
ROGEHRESRL T TEI N,
eset: Ry MU= REEXFRLET, ping 2~ P L TH— S~ & el
HTEHTEET,
esync: v FU— I REERGFELET,
« tftpdnld -b : FXOS # 2 — R L £,

1 -
Firepower 1000 33 X 182100 7 /34 &
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rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-ftd-fp2k.6.4.0.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-ftd-fp2k.6.4.0.SPA
CONFIG=
pPSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftpdnld -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-ftd-fp2k.6.4.0.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[..]
H—IN—~ADEHGE LT TNV a—T 14 JF B2, PingZdEITLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrn

Success rate is 100 percent (10/10)
rommon 2 >

51
Cisco Secure Firewall 3100 7 /3 A A

rommon 1 > show info

Cisco System ROMMON, Version 1.1.08, RELEASE SOFTWARE
Copyright (c) 1994-2022 Dby Cisco Systems, Inc.
Compiled Fri 06/10/2022 10:25:43.78 by Administrator

KA KK AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR KKK K

ADDRESS=172.16.0.50

NETMASK=255.255.255.0

GATEWAY=172.16.0.254

SERVER=172.23.37.186

IMAGE=image dir/Cisco FTD SSP FP3K Upgrade-7.3.0-4.sh.REL.tar

rommon
rommon
rommon
rommon
rommon

o U b W N
VvV V. V V V
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rommon 7 > set
ADDRESS=172.16.0.50
NETMASK=255.255.255.0
GATEWAY=172.16.0.254
SPEED=10000
SERVER=172.23.37.186
IMAGE= image dir/Cisco_ FTD SSP_FP3K Upgrade-7.3.0-4.sh.REL.tar
CONFIG=
pPSl="rommon ! > "
FIRMWARE_VERSION:1.3.5

rommon 8 > sync
rommon 9 > tftpdnld -b
Enable boot bundle: tftp regsize = 402653184

ADDRESS: 172.16.0.50
NETMASK: 255.255.255.0
GATEWAY: 172.16.0.254
SERVER: 172.23.37.186
IMAGE: image dir/Cisco FTD SSP_FP3K Upgrade-7.3.0-4.sh.REL.tar
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: 10G/1
PHYMODE: Auto Detect

e +
e T e SUCCESS —======————mmmmmmmmmmmmmmmm o +
e +

LFBFF signature verified.

BEDOEIZ AT — K& L TFX0Sicrn /4 LET,

(6=

a7 A NEBRNRONSLRWES. 72037 4 A7 OFFENRIRNTa 7 A T RWEEI.
ROMMON factory-reset =~ > R&fliH LT LGHARRE~DO Y £y NE2FTTH20ERH
D ¥4 (ROMMON 75 D TR E~D Y vy hOFET 2T —FD Uty k) (53
~N—=) W) HERE~O Uy FEFETLEL, ZOFIAZ B LT FX0S % i)
L. 7%/ houa s A EH (admin/Admin123) Tr 27 A > L£7,

EMMC Z## 7 +—~ > b LET,
connect local-mgmt

format emmc
yes E AN LET,
1 -

firepower-2110# connect local-mgmt
firepower-2110(local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

Cisco FX0S k5 T a—TF 4 >4 H4 K (Threat Defense %3217 L T L)% Cisco Firepower 1000/2100 335 & U Cisco Secure Firewall
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rommon 1 50i2s [

firepower-3110# connect local-mgmt
firepower-3110(local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

= N=NHA A=V ET T B— RTEXLLICERA L H—T oA RAERELET,
USB i3 25615, ZOFIHEEZAFy 7 TEET,
a) 777V A —axy hORaA—TE# AN LET,

scope fabric-interconnect a

b) BLWEBLIP EMARELET,
set out-of-band static ip ip netmask netmask gw gateway

) RExX=aIv MLET,

commit-buffer

51

firepower# scope fabric-interconnect a

firepower /fabric-interconnect # set out-of-band static ip 10.1.1.5 netmask 255.255.255.0
gw 10.1.1.1

firepower /fabric-interconnect* # commit-buffer

G¥)
WDOLTT—NRAETDHHET, BEEZ2I v M DENIDHCP # BT 2 0ERH Y 7,
DHCP % #5h29 5 121, &@?%_%mi¢

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

Threat Defense /N> 7 —Y 2B X 7 rm— KLU TREILET,
a) Ny —UEFyru—FLET, USB /2L TFTP 726 —RpICEB) L72D T, 5l &t
XO—HINT 4 AT, A=V EZ U — RTIHILENHY £,

scope firmware

download image url

show download-task

RONTNPEHEA L TA R —1F2577A4/0D URL ZHE L £,
« ftp://username@server/[ path/limage_name
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* scp://username@server/[path/]image_name
» sftp://username@server/[path/]limage_name
« tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

1 -
Firepower 1000 33 X T8 2100 7 /31 &

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.21 0 Downloaded

1 -
Cisco Secure Firewall 3100 /34 &

firepower-3110# scope firmware

firepower-3110 /firmware # download image
scp://172.23.205.217/auto/Cisco_FTD_SSP_FP3K_Upgrade 7.3.0-14.sh.REL.tar

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

firepower-3110 /firmware # show download-task

Download task:

File Name Protocol Server Port Userid State

Cisco FTD SSP FP3K Upgrade-7.3.0-14.sh.REL.tar 7.3.0-14.sh.REL.tar
Scp 172.23.205.217 0 Downloaded

Rolr—YOFya—RRgET ((Fvrae—REH (Downloaded) 1 DIRAE) L7256,
Ny r—VaEE LET,

show package

scope auto-install

install security-pack version version

show package @ /1T, security-pack version %& %= @ Package-Versfiiz = &' — L £,
VA —UMASAA A=V hEA A M=)V LTCHEELET,

£
Firepower 1000 33 J T8 2100 7734 &

firepower 2110 /firmware # show package
Name Package-Vers

cisco-asa-fp2k.9.8.2.SPA 9.8.2
firepower 2110 /firmware # scope auto-install
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firepower 2110 /firmware/auto-install # install security-pack version 9.8.2
The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

1 :
Cisco Secure Firewall 3100 /34 &

firepower 3110 /firmware # show package

Name Package-Vers

Cisco FTD SSP FP3K Upgrade-7.3.0-14.sh.REL.tar 7.3.0-14

firepower 3110 /firmware # scope auto-install

firepower 3110 /firmware/auto-install # install security-pack version 9.19.0

The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.19.2, it will do the following:
- upgrade to the new platform version 7.0.3-14
- install with CSP asa version 9.19.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.19.0
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
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AT T V=DV T— I RETTHOE/FELET ~104)) .

FXOS BEEEI L CTH, ASADBMET5FET (547) FHTIVNERHDV ET, KOAvE—
MERINDETRHEL ET,

Firepower 1000 35 X T} 2100 7 /31 A

firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2 ...

Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

Cisco Secure Firewall 3100 7 /3 A A

firepower-3110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.19.0.0_ asa 001 _JAD20280BWOOMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.19.0.0 ...

Verifying signature for cisco-asa.9.19.0.0 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.19.0.0_ asa 001 JAD20280BWI9OMEZR11l, FLAG="'
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

TEGHA A —DIEDET

ZOFNETIE, VAT LAEEREF 74—~y hL, £ A—VEBEELT, LHHNHEOT 7 +
NVEREICRLET, ZOFIEELFATTLHHEE. ETRITH LW 7 by =T A A=V %4
vra—RLT, VAT LAEHERETHLERHD £97,

\)

GE) ZoOFIEZFETTHE, HEHEASZXT— N AIMINI23 Yy FERET,

1R BHHEIIZ

» Cisco Secure Firewall 3100 7~ /31 A % Threat Defense /3>—3 2 > 73.0 IZHA A—IMbT 5D
(21X, ROMMON "—< 5 & 1108 PAREDS L ETJ, BIfED ROMMON /N—2 5 73 1.1.08
R OBAIL. ASA9.19 LIKEIZT v 727 L— K LTROMMON %7 v 77 L— R34 544
Y £9°, Management Center ¥ 721 Device Manager % f#i /] L C. Threat Defense @
N—=Tar&71301CT v 7T L —RTH5ZEHTEET FEMIZ DUV TIL, Threat Defense
EZHILTIZEN)
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s COFEEZETT DL, a0 Y =T 7 BRATELMERDH £7°,

* Threat Defense /X -7 —3 % TFTP %— X—F 7= USB R 7 A 72 EXT2/3/4 >
VFAT/FAT32 O W T TtHxr v rr—RLET,

Z MG« https://www.cisco.com/go/ftd-software
«USBZMEMT 2551, BT 2RI KT A T2 A VA M—LET, VAT LOBEHTIC

USB 734 A& A L7284, USB T34 A& &2 I3V AT L2 2 HES T 5 4
ERHY F9,

7T RTF 2 M T N, ABEMELET GEST2HE) o 777 KD ORGSR
(75 X—7) B L T I,
o —)LiR— k2B FXOS CLI Nk L £,

EBET TN EEHENSRAT—REHL T A LET,

VAT LEBT A~y FLET,
connect local-mgmt

format everything
lyes] EANIT DL, T3 ANRFEE L ET,
11 -

firepower# connect local-mgmt

firepower (local-mgmt) # format everything

All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

7= 7 v 7HIZROMMON V> 7 e frd b )ERENZS, EBse 2 LET, €=
HEFEHRLET,

1 -

R R IR R Ik I b I b dh b b b b dh b b dh dh b b b b dh b b b b b b b b b b b b b h b b b b b h b b b b h b b b h b b b b b b b b b b b b b b b b b b

Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder

R R R R I b dE h b b b b b b b dh dh b b b b dh b b b b b b b b b b b b b h b b b b b h b b b b b b b b b b h b b b b b b b b b b b b b b b b

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80
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Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

Z OIS T, Esc L E9,

AFwF5 USB K7 A 7 [0 Threat Defense /% 77— 5 EXT2/3/4 % 7213 VFAT/FAT32 JZ=C CiEh 4
B, TFTP AL Cxy hU—27 &0 L CEEBILE9,

USB M oEEENT 2HE1F. ROKSIZLET,

GE)
AT AOBEITIC USB T3, ZAZHEALTHEE. USB T A ZAEZWESHAHITITT AT A
ZEEITAHISLENH D T,

boot ush:/path/filename
T A AT ODNEEFRT HIZIE, dirush: I~ FEFEHLET,
11 -

rommon 1 > dir usb:
rommon 2 > boot usb:/Cisco FTD SSP FP3K Upgrade-7.4.1-01.sh.REL.tar

TFTP A SEEET HIBEIL. ROKLSIZLET,

BN ORy NU—IHREXFT L. KO ROMMON =~ > F%f#H L T Threat Defense
Roybr—ha— R LUET,

address management_ip_address
netmask subnet_mask
server tftp ip_address
gateway gateway_ip_address
filepath/filename
set
sync
tftpdnld -b
ROERESRLTES N,
eset: Xy NU—IREAFIRLET, ping 2~ FEMEH L TH— S~ 2 el
HTELHLTEET,
esync: X IV —I7REERIFELET,
- tftpdnld -b : Threat Defense /N> 7 — % m— KL ET,

1 :

rommon 1 > address 10.86.118.4
rommon 2 > netmask 255.255.252.0
rommon 3 > server 10.86.118.21
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rommon 4 > gateway 10.86.118.1

rommon 5 > file Cisco FTD SSP FP3K Upgrade-7.3.0-01.sh.REL.tar

rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
pPSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftpdnld -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: Cisco FTD SSP_FP3K Upgrade-7.4.1-01.sh.REL.tar
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[..]
Y—N—~DEFE STV a—T 4 VI T BICIE, PingeETLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrn

Success rate is 100 percent (10/10)
rommon 2 >

GE)
VAT LARHEETLHE ROTT —RERRINDZLEDRHY T,
firepower-2110 : <<%%FPRM-2-DEFAULT INFRA VERSTON MISSING>>

[F1309] [critical] [default-infra-version-missing] [org-root/fw-infra-pack-default]
Bundle version in firmware package is empty, need to re-install

firepower-3105 FPRM: <<%FPRM-2-DEFAULT INFRA VERSION MISSING>>
[F1309] [critical] [default-infra-version-missing] [org-root/fw-infra-pack-default]
Bundle version in firmware package is empty, need to re-install

O T —IREEIX, ZOFMETHRIBRT D L H1Z, FH LV ThreatDefense Y 7 h T =7 /v or—
UNR—=Va A VA=AV TDEETSITHEEINET,

ATFYT6 VATANREBILEZSH, T 74/ bO—Y—4 (admin) & /3Z2TU—F (Admin123) #{#H
LTFXOSicme /A LET,
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ATwFT P—s3—=5 ThreatDefense £ A —T %X 70— R TELLIICEHA L A —T = A A%
Ebiﬁ—o
USB i+ 28%481E. ZOFEEZAX Yy 7T £,
a) 777 Vvl A —aRxI NOAA—TEATILET,

scope fabric-interconnect a
b) HLWEBLIPEMARELET,
set out-of-band static ip ip netmask netmask gw gateway
) WEZX=aIvy MLET,
commit-buffer
GE)

WDOTT—NRAETDHEHET, B¥EE22I v M DEICDHCP 2T 246N H D £,
DHCP #5024 5121, RO FNEIZHENE T,

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

T 78 Threat Defense /S —%F X m— RLUCEBLET, USB F7-13 TFTP 70 b —ErAIC i
FHLI-DT, GlIEME R —DLT A ATIIA A=V Ay ra— RTH30LERH Y 7,
a) N —VEXyu—RLET,
scope firmware

download image url
show download-task

Ny —1F, UEMEA LD ER U TEFTP — _"—F 713 USB KT 14 7, HEHWTE
P11 ECRIERRERBI OV — =X — R TEET, ROWTEFEHLT
AR —F+TB757A4LDURL 2HEELET,

« ftp://username@server/[path/]limage_name
* scp://username@server/[path/limage_name
« sftp://username@server/[path/]limage_name
« tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

i
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FIE

ATvT9

ATy I

ATy T2

ATvT3

gEzE 27— FozE [

firepower-2110# scope firmware
firepower-2110 /firmware # download image
tftp://10.86.118.21/Cisco FTD SSP FP3K Upgrade-7.4.1-01.sh.REL.tar
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:
File Name Protocol Server Port Userid State

Cisco FTD_SSP FP3K Upgrade-7.4.1-01.sh.REL.tar
Tftp 10.88.29.21 0 Downloaded

by Ny r—YoOXyra— RRET ([(F7ra— REH (Downloaded) ] DIREE) L7zbH,
Ny —UhEEBLET,

show package
scope auto-install

install security-pack version version force

show package ™ /)T, security-pack version %5 Package-Versfiiz a2 &°— L £,
¥ % — 3% Threat Defense /Nv 77—V % A A h—)L L CHEH L FI,

VT 2T Ry =AY A =N LIcb, N—FU =7 7Ty N7 —LDALZ— |
T v T A NIZHDREFIRERATL LT,

J— FOEE

TNRA A A A—=bT 5 &, FEHE/NAT— KN Adminl123 12V vy banuEd, #lEla
TA VBRI NAT — REEET LI HICROLNET, AU —REETEFTIHAE, 20
Threat Defense CLI D FJEZ#FEH L CEEHE SRRV —REH LWLFINZEF L ET,

Threat Defense 7 7' U 77— 3 > ® CLIIZ#kt L E 7,

firepower-chassis # connect ftd

users 7 —7 /W admin = —YT7 AV MRHDH I L AR L ET,
> show user

1 -

> show user
Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 100 Local Config Enabled No Never N/A Dis No 0

admin T—F 7 BT "OFHF LW AT— RNEZRELET,
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firepower-chassis # configure user password admin

&1

> configure user password admin
Enter current password:

Enter new password for user admin:
Confirm new password for user admin:

Threat Defense A 754 U DBEEDEEEHE/INRAT—FK
NDEHE

FIE
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TN ZABHA A=V T 5L, FHE AT — 2N Adminl23 12V vy FENET, HE
JAVHRHINAT — REEFTLH LIk ET, SATU— &% TEFT 554, Threat
Defense WA 7 7 A VI EOBBTHATER2WE XL, ZOFIELZMHH L CTEHE AT —
R %238 LWICFHICAE L E 9, Threat Defense 7542 7 A v D344 1%. Threat Defense CLI %
AL CEEERSRAT - F2LETILERHY £ (BHE AT —RFOLE (73-3—)
=)

A\

GX)  FXOSCLI #fifl L TEHE R TU — REZEFT 45 FNET., BIEEFIT L TV 5 Threat Defense
DNR— g N k> THRRY 4,

1R8O BRI

*FXOSCLI =7 F A MR SN TWAHZ L &R LET, U T ary— i L
C Firepower 1000/2100 = 7= 1% Cisco Secure Firewall 3100 7 /XA A 284545 & . FXOS CLI
O VT F A MIHBIRICHE SAUE T, Threat Defense CLI =227 & A NI STV
HY60%. £9 connect fxos 2~ > RZ&EH L CTFXOSCLI 2> 7 X A MZUID Bz 54
ERHY ET,

ATY 71 FXOSCLIT, ¥¥%=2UF 4 DAa—F%AHLET,

firepower # scope security

RATw T2  (Firepower /N— 3 V 6.4LIE) FLWWIAT — REBRET HI21E, HWEHE ATV — K%
HRAET 20BN H Y 9,
firepower /security* # set password

51
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FPR-2120# scope security

FPR-2120# /security # set password

Enter old password:

Enter new password:

Confirm new password:

firepower-2120 /security* # commit-buffer

(Firepower /N—3 5 > 6.3 VLA BlEO R —INL2—HF DV A 2R R LET, T4 A% H
A A=V LT3N OFEE, 20U X MIFRREND 2 —FT admin DHIZRY £,

firepower /security # show local-user
i

FPR-2120# scope security
FPR-2120 /security # show local-user
User Name First Name Last name

a)  (Firepower /X—37 =2 > 6.3 LLFl) admin B — W /2 —HFDRAa—7% A LET,
firepower /security # enter local-user admin

b)  (Firepower 73— 2 > 6.3 LAFT) = —% admin DF LWV AT — RERELET,
firepower /security/local-user # set password

1 -

FPR-2100 /security # enter local-user admin
FPR-2100 /security/local-user # set password
Enter a password: cisco

Confirm the password: cisco

REEZaIv MLET,

firepower /security/local-user* # commit-buffer

2 570 Fh o DEEEAERR

Firepower 1000/2100 % 7-{% Cisco Secure Firewall 3100 7 /34 2 Z#H LW HA ((NOHF L2
N—T VR T D56, F3— RR—=FT g XU —=NOT NS RAEFEALTGERE) O
72T, BA A=V EILTIGHMRFOIRREIZY By N 288X, 77U ROTF > b
TN, ADREGKIFRD BN IR D 2 &R 7,

THRA ARSI NT22 T T F (CDO) THD Y MIT 7 BATELSHLAE, ZOT7 BT b
\Zva 7' A > LC Firepower 1000/2100 % 7= 1% Cisco Secure Firewall 3100 7 /34 2 ZHIfR L 97,

T RT AT MIT 7 BATERWESIL, ROFIETFXOSCLIZEA LT 7 v N7
F> A5 Firepower 1000/2100 3 7213 Cisco Secure Firewall 3100 7 /3 A A D&% fEER L £ 7,
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R

15D HHEIIC
*FXOSCLI > T F A MIEf SN TWVWDLZ L 2R LET, YU T har ) —LEhL
“C Firepower 1000/2100 & 7= % Cisco Secure Firewall 3100 7 /N1 A ZHE#i 75 &, FXOS CLI
a7 XA MIHBIMNZER SAVE T, Threat Defense CLI =2 27 & A MIEE ST
55613, £ connect fxos =~ > F & L TFXOS CLI = 7 % 2 MGV 2 %4
ERHV £T,

THAANT Z T RICT 7 EATEDLNE I DEMHERLET,

firepower # scope fabric a
firepower /fabric-interconnect # show detail

show detail DIHINTEHIP 7 RLUANFKRINBRWILEIT, £TT7 M ZOEHIP %
RET DMENRDH Y £
1. 777V A 8—axy s 2Aa—7%aLE T,

firepower # scope fabric-inter connect
2. HILWERIP ERERELET,

firepower /fabric-interconnect # set out-of-band staticip ip netmask netmask gateway gateway
3. WEZ=aIvy MLET,

firepower /fabric-interconnect # commit buffer

FIE

ATV a— A VEHa~v Yy Ry o) VICER L ET,
firepower # connect local

RTYT2 77U RNLT AN R BEMRRLET,
firepower(local-mgmt)# cloud deregister

1

firepower # connect local
firepower (local-mgmt) # cloud deregister
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Firepower 1000/2100 35 & Uf Cisco Secure Firewall 3100/4200 FX0S 35 JL> a—TF 1 VI OEE .

Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200
FX0S S Lo a—T4 VU DERE

HaE

Y

T35y bk R AR
T+—L1)
I) —Z

AA w FH B macfilter K12 7737 K% | Cisco Secure | Cisco Secure Firewall 3100 35 J TN 4100 7 /314 A T, set

X v FF Firewall 7.4.1 | gr op mac-filter FXOS CLI =~ > R Z{#f] L C. mac-filter
Fay 7SN Try N A v FhbId vy 7F ¥ TE
D& EL,

AA TR RN A Firepower 7.1 |portmanager FXOSCLI 22~ R&MH LT, AA v F 3
Ay hoXZORYR-EIZ ST Cisco Secure Firewall 3100 5
NARBERNT TNV a—T 4T TELHLIHITRDEL
77

7T 7 KOG Firepower 6.7 | c1oud deregister FXOS CLI @2~ FEFEHLT, 77
7 K73 R 5 Firepower 1000/2100 7734 A DX %
MR CEX AL IR E LT,

BHEFNAT— FOEHE Firepower 6.4 | Firepower /X— 3 2 > 6.4 LA O Firepower 1000/2100 7 /3
A AT, HILWEEAE SRV — REBET DRNTH
BEHENAY — FefliE T 2 0 ERH D 77,
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