ANLBEUVT LA A—ILDEE

oL, WOBETHRSNWTVET,

o A/NAXPRAF ¥ > O | on page |

AT UNRANENEIMAR Y T HZOD BA A=V — T A OFRESTIE, on
page 2

« IronPort A/S A% 7 4 L4 U 27 on page 4
« Intelligent Multi-Scan & 7" L A A — /LRI O E (7 X—)
o ZAXLKPRA Y v —DEF , on page 23
¢ ANLKT ANENED EFA—NVT— T oA ERA v E—T DR, on page 32
o ANDLERAF v BN E LD~ Z— , on page 32
cFROTHEINTEA vE—VD U A a~DHE, on page 32
 EB Y L—ERICBIT DEEFHDIP 7 KL ADRE , on page 39
s E=HX YT L—)LDT v 7T — K, onpage 49
o ZAXLKPR DT A I, on page 50

ANLTERRAEX ¥ O DHE

ANRLFR T AT, RETHA—NRY —IZESWTERE (BLOEE) OA—ILDOE
F A= ERAX vy LET,
1L EFEDAXF Y oV UNTTANE T a— I T Ay E—VE ARy L E
j—O
cAF L VUL, AR aTEEDYTCTET, RaTREWEE, Ay
—UNANRLTHDAREENEL 2D £,
e AATINHEASNWT, FA v E—VITRO TN HEINET,

o« ANXALTIXRWETF A —L
« ANATELEEDNWAET A —IL
o BtE & HE ST AR A

cFERICHEASNTT Vv a U NETENE T,

11l

ZRLBEVTLLA—L0ER ||



ZRLBEUVT LA A —L0ERE |
B < onmvyna—vay

Bt & HIE SN AL, B L B LWASA, FREAER~Y— T 4 T AvE—ULk
LGB SN A v =Vt LTEITEND T 7 v a UE, FHAICHHMUB TIES 0 8 A,

=D N—T DI FEIERUI=—XZEDE T, SEIERERFBELITRERY > —

T, IhoOT7 7 varyOB8EEITTNTEs, SEIFITHAEDLEL ZENTEET, [H
CARY > —T, BEEHESNTZANLEGHEERD LWANAZR LI ) TN TEE

T, T2 2IE, BHEEHESNTEANLATHLIAvE—VE Ny 745 —5T, BikLEgEb
LWANRA Ay b=V RHET 2 0B R H L5508 0 £7,

EA—NVRY I —T, I T7ITVOEFLDO LEWVMEEZFEEL, ST IVIH L TETTETZ
VarvEEETEET, BRAA—NKRY =R R —TEEY LT, £RY —ITx L
TERDIAXFy L m Dy ANRLAERLEIVE, ANRNMMUET 7 v a v EERTIET,

2

Note 2 XAk A X v v il 7 iE+ KOS AR OFMz W Tt BFA—A ST T AL
X2 VT4 P—EREBRLTIZEN,

ESPERENS

o A/NAXFHR Y U 2o—3 3 >, on page 2

ANNLXERY)a—23 Yy
BFA—NT =T oA ITRD ALY Y a—2a &L ET,
« IronPort A/X L%~ 4 /v 4 U 7 on page 4,
« Intelligent Multi-Scan & 7" L A A — /L& H DFXIE, on page 7.
BIA—NT = T2 ADEIFDY Y a—2a v ERBA LTAEMCTEETR, FFEDA—L
RV —=TEH1HOLMEATEEEAL, 2= DI N—F T LIZRR D ANRLKRY ) 2—
VarEEETEET,
NS o >~ ==
AYE—OMANLONEINRAX YT H-ODE
N Eflal-'-l N
A=V T— b+, ADERETRE

Procedure

Command or Action Purpose

RFY TN |BFA—NTF— T = A DANLKF | Note
A% XY=L T hA F—T M LR, | TORDEY OFIEL, WHTDOAF v
VRV T v a SCHEENE
TO
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| RALBEVT LA A—LDEE

A= URRNLNESARF YT 0D BFA—LT— k108 E [

Command or Action

Purpose

Cisco IronPort Anti-Spam 33 X TF
Intelligent Multi-Scan D5 D F A &
AX =D LGHEIL, BEFA—NT—

N2 A DFFOY Y a—a kA
F—=T M TEET,

s IronPort AN 7 4 L5 Y >
7", on page 4

* Intelligent Multi-Scan & 7' LA A —
VIR DF%TE, on page 7

ATy T2

0= NVDELFA =N — R T A D
D AL RS 27>, Cisco Secure
Email and Web Manager O+ bR EfE % f#

AT ErnadELET,

o« T — B )LD A S EEED I E

« SN A /S L REEE O B IE

ATvT3

Ay —VDARLE AR Y T 5
a—Y I —TEEHRLET,

EEEBLIOZEEDITIN—T DA —
VIR Y L —DIERL

ATvT4

EFe LTma—H L —T D 2 bt
AX ¥ —LEBELET,

ANARER AR Y v —DFEFE , on page 23

ATy TH

FeED A v —IZx9 % Cisco
Anti-Spam A ¥ ¥ V& AFx v L,
skip-spamcheck 7 7 ¥ a V EFEHT S
A= T4 NZEERLET,

T UTF AN AT BDINA XA T I
va

ATvT6

HEEE) IPLE 2T — g 2a7c
EDONWTHEREAHEG LW EETH,
IPLE 25— gy Aayu2&%(E

A—7a—RY —THEMILE

R

BZEA—L Ta— R —T, [V
7 —Hil 812 SenderBase & {# Fl  (Use
SenderBase for Flow Control) ] 234 1Z
RoTNDHZ L aMRLET,

(A= 7a—RY —2H LS
BAYE—VOL—LDER] =R
LTL7EE0,

ATy T17

B A—NT— b T oA PEEE
A=V EZ G B - DAL I
EEER LWz, A=K
o, A=)k —T v b, Xy b
U— 7 Do~ onb U L—Ehiz
At —VEZETLHAIX. UV L—
ENTEEEA Y E—JICTOREED
IP7 RLANREENTWD Z & &R
LET,

EEV L—ERICBIT 2 REEDOIPT
R L ADWRIE , on page 39
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B voport xLmET LB Y LY

ZRLBEUVT LA A —L0ERE |

Command or Action

Purpose

ATvT8

T AT — b= TERSNE
7 T RROMD A = DIASS D L
L CRliE > CHRA S LA & 512 L%
¥

AT 4 NVHEINEDEA A —)VF—
N = A AR A v — 2 DR, onpage
32

ATv79

(FFvary) AyveE—VNOERED
&% URL 2Kk D iriEZ i bd 572
b, URLTZ 4 VZ ) > T A =T )b
WZLET,

URL 7 A VEZ ) U T2/ T5H

ATy 710

REEXTARLET,

ARLRR DT A I, on page 50

ATvIN

(A 7vay) Y= RAOEHEHRTE
LET (RARLFRAL—LHED) ,

W7 DASDKHT Y Y 2= g VDA
Xy JL—)L D Cisco BHTH— 1D
T 74N P TREISNET,

s —bRX T v 7T — |

e FuX Y —RERELET VS
7=k

T T L — KRBT v 7T —
NaeXora—RT5H7D0H—

R

IronPort R/ NLXE T4 ILZ ) Y

ESPEREENS

« 7} % —, on page 4
« Cisco Anti-Spam : #£% | on page 5
« IronPort Anti-Spam A % v > DFX7E, on page 5

T4 —

HEA A=/ — b7 = A1Z1%, Cisco Anti-Spam V' 7 7 =7 @ 30 H AR 725l 5 — 23 g
LTWET, ZOF—iE, VAT Ly Ny 7 U —RFERE[EF2V T s —ER
(Security Services) ]> [IronPort Anti-Spam] ~—73" (GUI) 7>, systemsetup 2~ > RE =X

antispamconfig =~ > K (CLI) T, 74 vV A ELZH L THDTA X—T IR0 F
o TIANVEITIE, TARVARNEZRET DL, T 74NV MEEA—AVRY —IZx L
T CiscoAnti-Spam 751 X —7 /WD £9, RELTCEHET LA (VAT LREY 14—
K, FlE2 : A7 L %HM) 128 LT, Cisco Anti-Spam O 7 A & > A OHAIRAS 30 H#%IZH)
NHZemBMT 27 7— FOFEBITONET, 77— M, BIREIALD 30, 15, 5. B&X
V0 HANZHFE SN ET, 30 HREOFmBIHE S Z OEEZ AT 556 DFFMIZONT
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| RALBEVT LA A—LDEE

Cisco Anti-Spam : 2 .

L. Cisco DEZEHLFICBHIWADLEL SV, &Y OFHESIM X, [ AT L& H (System
Administration) ][>[7 A & A% — (Feature Keys) | X—T & FK/RT B0, F 7213 featurekey
AR REFITTLHILICE o THERTE ¥, GElICOVWTR, I A F—25]RL
TLEEW, )

Cisco Anti-Spam : #I%

IronPort Anti-Spam CTlX, A/XA, 7 4 v 7 YU EHBER EOBMOH 5D 5 BITx G
T 52T, T419) FElkA ERHEAEEL < DR T, FEHEOE T A —/VEBIC SRS
LEd, &HIT, IronPort Anti-Spam TlX, # 7> m— R URL £72133477 7 A L% L TR
ERAT UV ERAT DANLEERE D I LWVEBRREG SN BB AN L ET,

IS OB A RFET HITIE, TronPort Anti-Spam [$Z D A v —Y a LT Y OEERa Yy
THxAR, AvbE—VOREHE, REEOLE T —Var, Avke—UTREICEYV TR
NWNHAXEIND Web VA FOLE=2T—3 3 &R LET, IronPort Anti-Spam |(FHE i K
DBEFA—NEBLORWebE=H VU T %y hU—2 T 5 SenderBase # i KFRIZIEHT 5%
FTA=NLBLUOWeb LE 2T —vay 7T—XElAEbY, Bt e FRRRCH LOWIKEEZ KR
L7,
IronPort Anti-Spam XK D73 ¥FIZ351F 5 100,000 LA ED 2 v — Y @MEESHT LET,

cEBF AN LT =gy ZOA v E—UDEEEILHD,

A VE—VONE  TORA v E—IIZEENTWDNEILM D,

cAvE—URE DA v =T LD L ) ITHEEINLTWA D,

eWeb L V2T — 3 v BBEITEZ D
LW e BRE T T2 Z LIC k0 BEEZMEF LR S, VAT MISHERER A R T
TFET, FEZIE. EHRAREEN LR E SN LHMET IR ZRHLRNS, HEEHITO
T —FRU R Ry hUT—=ZIZBLTWAIPT RLAMNLEREENEA vE—UR, [V
] PCICE>THERAPENTWHURLEZGD A vE—ViE, b LWAvE—VTHDHER
RENRET, THEIFHBOIIC, HEENRLE 2T =2 a BN LN TV AEERESHENL O
A=V, AL EOEEMERIRNHEEZ ZATWZE LTH, ARATHD X I F1T
SNFEHEA,

BEEIER
« URL B D RS KO

IronPort Anti-Spam X % > D& E

Procedure

ATY 1 [BXx=2 VT 4P —E A (Security Services) ]> [IronPort Anti-Spam] % #&R L £,
ATFY T2 VAT A ¥y N7 v 7 U 4% — KT [IronPort Anti-Spam] % A F— 7 /LZ L7 o> T84 ¢

a) [B%h (Enable) |27 U >y 27 LET,
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ZRLBEUVT LA A —L0ERE |
. IronPort Anti-Spam X ¥ v > DERTE

b) TA B AEKESR—TDOTFICA T a— L, KR (Accept) 1227 Vv 7 LTIA4%
VARKNIEE LET,

ATy 73 [JO—NILEREZHwE (Edit Global Settings) 1 %27V v 27 LE,
AT 74 [IronPort Anti-Spam A ¥ ¥ = 7 % 4%hZF % (Enable IronPort Anti-Spam Scanning) | 5= » 7

ANy 7 AEERLET,
DRy I A NZTDHE, BT A—NT— T oA OWEEN T 10— U A =T W78
N E£7,

ATYTE ZARLEEENOH A EEEINDIREA v E—VEAX Y VTSR NEHALNL L, &
A—=NT— b T2 DAL—Ty Myt Z X5 7=%, Cisco Anti-Spam {2 LD A vE—T X
FroOLEVEZRELET,

r7Toay EBA

A=V DAXY DL |a [ROVA RLVNEVBAEFTFEICA vE—VE A%y
ZUME (Message Scanning (Always scan messages smaller than) IZfE&E AT L E T, HE
Thresholds) TEIXIMBUTTY, [WIHIKET) o5& %kRE. aways

scant A XLV /PENWA v =3RRI AT Y LET,
IO A XL KREWA vE—T1F, neverscan A A XKD
INEWGE, BRI ATy o LET,

awaysscan A v —¥ A XL 3MB =22V oL
TLIESW, ERRELS D E, N7 = APBKTT D
AREMEDR B VD £,

b. ROV A XL REVWEEITA Y E—TVEZ XX, LN
(Never scan messages larger than) ]IZfEZ A LE7, HELE
EIZ2MBLUFTY, ZOHA ALY REWVWA vE—VIF
Cisco Anti-Spam |2 X > CTAF v > &T,
X-IronPort-Anti-Spam-Filtered: true & VY 9~ X —|L A v&—
VITBIENEE A,

never scan X v — %A XX 1I0MB #2292 L
TLEEWN, ERRELS 2D E, RTF—< U ABKTT S
HEMENH D £,

alwaysscan 1 X X W K&, F721d never scan ¥4 A &
D/hEWNWRA v E—=TIZoNTIE, REWREEAS v 2 H
fTLET,

Note

TIRTVLAT T4 NEDRRA v E—2 A XM Cisco
Anti-Spam @ always scan A v E—I X0 H REWGAE, 7
TRTUA T TANEDOERIA XD /I NA vE—
VIR AF v U SNET,
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Intelligent Multi-Scan & ' L o A — L& HDEEE .

TF7oay

B

1 DODRAyE—VDAFy
DX A LT T K (Timeout
for Scanning Single Message)

AvB—VEAXY T HLEETHA LT T T 2K
AT LET,

1~ 120 DR EATILET, 774 /v MEIT 60 T,

AxxrTaz AN
(Scanning Profile)

ARB A =V EHIRT DI, RORAFYy L a7y AL
DOWTINEEIN L F97,

@ (Normal) : ARAET O v 7T H720D/NNT U AD
Bni=77a—F 2R+ 51203, 2o+ 7y ar2H%
W LET,

« 7L w7 (Aggressive) : ANADT 1y 7 Zigfbd b
I, ZoFTvarEREILET, AT HE, R
SROAKRARY — L EVMEE T L b X2, [@F
(Normal) 7077 AL LD b, A8 NRHNCHT 5 8
MREL 2D B oOmREERE < 20 £,
Note
LT 7Ly v T AFxyr 7a7 7 A NVEFERAL TS
Bt. A=A —Z L TARLHRO L EWVEE
BEIDHE, ATED 52 EBNRRELI AV ET, L
FNoT, 77y 7 7ra 7y ANV T 5. LL
ANCAREE L7z A% RAR Y o — D LEWENH 5551
T 74N REREICY By B L, ARABHE L BRI O
REMED R T v AN RGEI 72 D X O IR D LB H Y
3

AT T6 BEEEEL, RELET,

Intelligent Multi-Scan & %

LA A— LR DETE

ZOw® 7 v a »TlE, Cisco Intelligent Multi-Scan &, 7 LA A — /LB L OVE 27 EE 1
ERRET D HEEHHLET,

« Cisco Intelligent Multi-Scan DF%E (8 ~—3)

« Intelligent Multi-Scan & 7" L A A — /LD 70— LgE (22 _—)

« LA A= DER (9 N—)
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B cisco intelligent Multi-Scan D&%

- - - E l-.-l
Cisco Intelligent Multi-Scan M % E
Cisco Intelligent Multi-Scan Tl&, Cisco Anti-Spam % & O 7o I D A ¥ ¥ VxR T o ¥ v Z A
AT Z IR, ZEANLHRY Y 2—2a 2 FRLTWET,
Cisco Intelligent Multi-Scan (Z & > TRABL I L7255 -
Ayt —UE Y= FRX=F S B-{ANRLHRT PN Ko TRINCAF v o ENET,
« Cisco Intelligent Multi-Scan |2, A v =V B X OY— K X—F Bz D2 L 5H
iE % Cisco Anti-Spam [Z{ L, FAHIEN F SN ET,
« Cisco Anti-Spam 78 A % ¥ & AT L7, fE SNIBEEDAF v 237 % AsyncOS
IR ET,
» Cisco Anti-Spam DXV R A MR L7 F £, — =T 12 F o =Pk
KOV RAADARLMROFMEREMBEDEDL LT, KVZDARLRBINSLE
‘j‘o

Cisco Intelligent Multi-Scan TEHEH SN D A F v > = P U DJEFITERE TE £ A, Cisco
Anti-Spam (X, FIZHKRBRIZA v E—VEAXT Yy T2 00 THY, b— RKX—F s Bz
VNI K S TANRLTH D LHESINTZ A v — % Cisco Intelligent Multi-Scan 73 A % » 79
L2 LIEHY EFEA,

Cisco Intelligent Multi-Scan Z 325 &, VAT L2DOANL—T > EBMMETTHHE13H Y £,
FHEHZOWTIR, YR aoR— MEEEF BV EbEIZEN

B

() Cisco Intelligent Multi-Scan #4FE¥ —I2 L > C, FE T A—/L%7— h ¥ = A T Cisco Anti-Spam %
A2 £, EOREE, A—/LAR Y 2 —T Cisco Intelligent MultiScan % 72 1% Cisco Anti-Spam
DWTNPEANMITEDLEHITRY E9,

EE  Cisco Intelligent Multi-Scan & > A7 L > N7 v TRICA F—TWMZT D&, T —VLEIE
DT T H N MEZBEH L, 774NV FOERFA =NV R —TA X—=TNVIZINET,

4O HREIIC

ZOWREDIA LA XF—2T VT 4TI LET, T/ A F—2BRML TSN, Z
NEAT S T25E1Z7200 [ronPortA 7 V) ¥ = h~/LF A%+ > (IronPort Intelligent Multi-Scan) ]
FTva URERRSINET,

B R SLBEVTLAA—LOEE
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| RALBEVT LA A—LDEE

FIE

&

ATy T2

ATvT3
ATy T4

ATy TH

ATvT6

e |

[E¥ a1 TF14H—ER (SecurityServices) [>[IMSE LU LA A —JL (IMSand Graymail) ]

TERLET,

VAT A Yy T w7 U 4 ¥ — KT Cisco Intelligent Multi-Scan % A F—7 /L2 L TR0

A

a) [B#% (Enable) 1227V >y LET,

b) TA B AEHES—VDOTFTEICAZ a—L L, [E# (Accept) 1227V v 7 LTIAE
VABRINCAB LET,

[IMS#&E DL (Edit IMS Settings) 1 %27 U v 27 LE£7,

[Intelligent Multi-Scan® A %{t. (Enable Intelligent Multi-Scan) | DF = v 7 R 7 A% 412 L

T, BFA—NT— M= ARERTHRELZADLET, 2L A—ARI—OZEHED

L OFBEMITERE LTHNZT D2HERDH Y 7,

(A7 ay) [7a— " LREOHE (Edit Global Settings) |27V 7 LT, AvE—V

ZFx ¥ DO LEVEEZRELET, 71— VLB EDOFEANICOWTIL, Intelligent Multi-Scan &

TUA A= O 7 a—SVkE (22 X—2) Z#ZRLTIZ3N,

EREREEFEL, RELET,

JLA A—ILDEE

« T LA A=V OB (9 =)

CBIANT =P T2 TOT VA A=NVEHRY Y 2a—ar (10~—Y)
T LA A= VEBY Y 2 — g VO (11 =)

« T LA AN OB LOREREEFELEOBE (14 ~—)

« LA A= NLDOBHEB L ONLEREEELED NT TNy a—TF 47 22 3—2)

JLAA—ILDOBE

T A= Ayb—VliE, =a—AL X — A=V T VROV T AT )T g,
V=XV AT 4 TR E, ANRLADERIZEE L2WA Yy E—U T, TNUHDOA vE—
VI, HORERTIIRINILETN, ZOBRTZ U R —FRHIEIR0ZE LIS RNEZAET
B 23 A L E T,

TUA A=) ZARLOEFENL, T R2—FREFH L TR v =T ThD AL LR
0. WO (R a—FRe-av—AWeb A FTma— AL X —ZEH LT
0. SEPICHERICER M AR LG A 72 ) Ty R a—PREKMIZE A —/L
7 R A ZEft Lo s T,
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ZRLBEUVT LA A —L0ERE |
B s —r—rozacosLar—ngmyya—vay

BFA—IWGT—FDTATDIT LA A—IILEEY)a—a Y
BEFA—NTF— T oA DT LA A= VEBRY ) 2—2 3 0T, FEINEZT LA A—L R
XX TV E YT RR—ADBEREEY— A0 2 oD a L R—R v N THERENE
E
HRE T/ LA A= NVEH YY) a— g U2FERTLHE, LTS D 97,

AT VA AN T DR LTI LA A= L& L, #7eR Y S —l 8 % 5
LET,
o BEREBRY—EAZFEH LT, AERA v =V REEILCTAHER A V= A LE T
VR =PIt L E T,

INBITMAT, ZbAA—VEERY ) 22— 9 o Tl, lkICUTaRtTs 2T F

7
s IV RA—HYADREHEEFLEA T a3y, BEEIES TV a VAT Z 1%, &
K D74y 7HIETT, 207D, —RIC=y Fa—9ix, RUREGFENY 7
D7V Z\ZEEIZRDET, ZOLHI T IUATE, 77U FX—AOREERRY—
EANTEOEREEIEURIZHH L, URIOD L E 25— g v 5% Fxv 7 LT, =y Ra—
PR TREEIL YA 2 FATLET, ZUTED ., BEELY V7 2o 7R
DOHDHBEMNST Y R a—Vaf# L £,
IV RA—HERFGELTH—SNE=H TR T VBB VA —T (R, &F&
FRT VA AR EEDN, 2—WFITEEEILY V7 2 RRTHEDOIESERLAT
T REFEHALTOWETS, 2—FE, A vb—IUKTTEUEELY 7 2L T, BEEL
EATHOMENRS D ET, FLA A= VFHEEICEAFRRS, JLAA—VEFRY Y 22— 3
NI, BMEEILY V7 BFORTHOOED LA T U B AR L £,
cBBEICIEISELRI LA AN ATIVIZHTEHEY BLAIENEZRE L1 x—0
TUVUTE, ST VVA AN EI OO TIVIZHEAL (7 LA A—/LDS3HE, on page
10&250) | BHETI NGO T IVICESH TR U —HlfHlzRE T ET,
« ANLIZHT 5BHMEOHRE

BEIE R
o 7' LA A—)VD53¥H, on page 10

LA A—ILDOHEE
TULAA=)L TV TE, ST LA A=V EBRONTNDODO DT IV ITHBELET,
e X—H T4 A—J)L, Amazon.com /5 DFT-ICHRIE SN S B OFEMICE T 5 30E 7
. 7udzyvvat =T 407 TA—TNnLREESNTEEA vE—,
=X Ry RT—=T A=), V=T xRy NT—T HEVRAEEEWeb A K
T —FLRENLEDEMA =, BlE LT, UTHhHDOT 77— R ERETF O E
7,
« LinkedIn, BELARH D EEbbNEY g TIZHoOWT
« CNET Forum, —¥NEREIIEE LTI=5E,

B R SLBEVTLAA—LOEE



| RALBEVT LA A—LDEE

TLAA—LEEYY 1—>avonias [

cINILY A=), BEESNRNY =TT 4 T I N—TINBRESNILREA v =Y (T
7 )aT— AT TAEZED TechTarget NHD =2 — AL X —7p L) |

TJLAA—ILEEY ) a—>a Dtlas

Procedure

ATv I
ATy T2

ATvT3

RATv74

ATy T5

ATvT6

WKOFIETIE, LA A—NEEY Y a—arDI—r 7a—%RrLET,

Figure 1: 7 LA A —)LEEY ) 1—3a>DT—9 70—

Apply configured actions

J—% 20— (Workflow)

BIA—NT— b T =2A1F, BEAYE—VEZELET,

BIA—NT =R T zA1E, T A A= VRHBPEINE I D EMERLET, LA A=k
HBRENNC > TWBEAITE, AT v 73 IR E T, TNUANDEEIT. AT v 78I
ij—o

B A—NT—bhTxAE, AvBE—UNRANRL, UANVA, E3~V T =T BEENE 50
PHEER LT, BMHEOEAIT. AT v P8I R LT, TNUSNDEEIT. AT v T 4IRS
‘ij—o

EAA—NT = T 1T, AvE—UNT LA A=ANEINEHERLET, A vE—U0
T oA A—=NDGEIL, AT v 751 RET, TNUNDEEIL. AT v 7 IR ET,
B A=Y= b= A1k BIR, BE. AR ASLIREET ) T ~ORMR & RES
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\ij—o
T7 4NV NOERBBLOREA AR = LT, BAIPRELHETEET, Hlo—
PIZHRIR D ANRLHARARY o —DRERGEIE. B2 D ANDHRHEE & FF oD A — VR
U —ZHLET, KU —TLIZ1ODARMKE YY) a—2 5 P EA F—T VT
XFET, FAUARY —ICliFEA X —TNMITHI LILTEERA,
[ L& B
A= UNRANRNENEIIPAX Y T DO EA AT — N T = A DFTEHIE, on
page 20T —T LD, ZZEFTOTRTOAT v T 2RITLET,
« WO EHICEE L T2 &0,
o« BRPETS ZOWME & BEdo LUV A /S A D L X VMEIZ-OUVNT, on page 27
BRIEB] B & HIE SN2 ARMZKT 27 7 g ERE L B LN AR AT
57T 7 i a v, onpage 28
s EHOFEILN O DARER~—T 47 A »E— onpage 28
D ANRLKR Y ) a—va kA F—TMILEEGA Bl Db A— )L K)o —T
DRILDANLRRAF ¥ o =P OHME - 3 EH], on page 30
o ANLFIRAF ¥ BN S LD~ ¥ — , on page 32

o [ANRLHRT —HAT | QTICANLET =4 T 5551, n 7R L TES

Uy,
s EA—VIRA MIA v =V Z2EET 2561, BERANET 7 a v HZRLT
{TEEW,
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ZRLBEUVT LA A —L0ERE |

| [ERVR TPy

Procedure

ATy I

ATy T2

ATvT3
ATv74

ATy TH

[A—/LAR Y >— (Mail Policies) > [318 A—/L7~" U ~*— (Incoming Mail Policies) ] ~X—IC
BEhL £,

E s

[A—/LAR Y > — (Mail Policies) ]>[8{§ A —/L7 U ~— (Outgoing Mail Policies) ] -~<— (2
BEILET,
[A/S 245 (Anti-Spam) 180T, (EEOA— NV RV =DV 7 %27V v LET,

[ZDOFRY o —DANLKIHRAX ¥ 2 AT % (Enable Anti-Spam Scanning for this Policy) ]
72T, 2=FRRY = THAT D ANLHREY Y a—2a v EBRLET,

FBRENDFT T a0, A RX—T NI LTEARLEAF Yy VY a—a itk % F
hﬂ‘o

ZAE A =R Y —DA ., [IronPort Anti-Spam H—E X 2{E A9 % (UselronPort Anti-Spam
service) ] ZAMCLTWT, BHAF ¥ T 2ANCT 55013, [BERATvrFOEMIL
(Enable Threat Scanner) | F=v 7Ry 7 A%A (2 LT,

Note

BWAX Y T 2N T DT, T A—=LDTa—NILEREZHANTILERDH Y £
j—O

FIT N RUNDRA =V RY L —DHAE., T IHNV ORI —%FHT AL, FOX—TD
A7 a FZT 4= M0 £,

ZDOA=NRY =R L TANRLHRAF Y VB E LD TT AT NMCTHZLHTEE
B

ANBTHD 2 ENHERBET A=, ARAEEEDNLBET A~ BEO~Y—rT 4
T A=V OREEITNVET,

AIay SR AA

ANRME LD AT a v @BIRLET,
DEFA—IDA
F o AT
% (Enable
Suspected Spam
Scanning)

Bt & BB SN ARLDAF ¥ NI ANNDRIFEA T ¥ V INEROEATT
WIZENTT,

=TT TE
T A—VDAF ¥y
YEAMTT D
(Enable
Marketing Email
Scanning)

B X SLBEUTLAA—LOEE



| RALBEVT LA A—LDEE

RINLFERY O—DEH

TF7oay

Bl

DT varE
A v— A
3% (Apply This
Action to

Btk &I STz AL, Bt L S LWA R A, FR3RE 2~ —
TAT A= TN T v a v EERLET,

- T YUY

« Ku >~ (Drop)

Message)
e X172 (Bounce)
* 1% (Quarantine)
FFvary) K@ A =V EBOEHEA =R A R (SMTP/L— b 721X DNS
AR A MR | IORENTWVD HEOLSND A —)L H—X) [ZEFTEET,
;*fwAm“mIPTvaitﬁﬁxb%%Aﬁbiﬁoﬁxbz%Aﬁfét\Mm
ost Exchange (MX) DEMICHBEINET, T—2NEONBRWIEGE, DNS
P—RDOA LVa— KA INET (SMTIPL— K EFILD)
72& 20E, BIMOBEOY L KRRy 7 ZADA =)L =R Avb—
DO EEFETAIIZ OS> a v EFERALET,
BERFEMERICOWVWTII, BERA MNET 7 a 2B L TLFEE
W,
B ~TF A M2 | FFEDT HF A MXFIEZRIEZIFRITEM LT, @ilEnzAvt— 1k

BA1 (Add Text to
Subject)

DUZDT XA NEERETLHZLIZED, ANRLABLUOARE R~—7T 4
VT Ayt Uha—PRHENBEI R — P LT TEET,

Note

D7 4 =)V FTIZEHFERINEEAL, 207 41—V RIZATILTET
FARNDBRAEITANCAN—RBINTHZ LT, AV PFLDAvE—
L BT XA NESTAZENTEET BINTHFAMELY Y
TN ORNTEBINT 25BN T 5 A hORi, 4 U oF o4 o
BAIEMT 25A8ITBMT F A hOBRAIZAR—AEBMLEY) . 7=
EZIEMIM LTSS, DEORBIZAR—ZA%2ETeT F A N [(spam) &8
mrEd,

(4 ~7 % A b %8BI (Add Text to Subject) ] 7 « —/L K ClZ US-ASCII
FIT BRI S ET,

[F£#4 72 a &~ (Advanced Options) ] (W AZ L~y Z—& A yb—IEUEM)
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| [ERVR TPy

ATvT6

ZRLBEUVT LA A —L0ERE |

>) (Add Custom
Header

(Optional))

AToay Bl
HAR B~y — RIS NTZA v — I AZ L~y X —HBIITE £,
BN 7Y a

[/ (Advanced) | #27 U w7 L, ~v X —LExEHRXLET,

NAB I~y H—barT oy 74V E20HT52 LT, BiEE D
LWANA AyE—NOURLZ U XA L2 LT Cisco Web £F% = U
T4 TaXY Y= RN AAN—FTEREDT Va2 REITTEE
T, FRHIZOWTIX, WAF LA~y X —2fH LT, GitE b LA
LN URL % CiscoWeb X = U7 1 FmXx itV XA L7 hT5
TEB, onpage 28 L T E 30y,

=
- AX

(A7 ar) &
N e
1512515 (Send

to an Alternate

WA E NI A vV ERBD R =T EHET FLRIZEFETEE
@40

[/ (Advanced) | #27 U v 7 LTRET FLAZERLET,

Envelope Tl ZIE, ARLATHD LB SN A v E—V 2B THRET D701,

Recipient) FHEDORA—=NVR Y 7 ANIN—TFT 4 T TEET, BHZEEA Y-
DEEIT, B—0a bt =72 PR ZEFITEESNET,

T—HAT Ay |BIENTZA =% [ARLRNRT —HAT | a7 —hA7TX

t— (Archive |£7, ZOBHXIT, mbox ERDOR T 77 A4/ TT,

Message)

ANALEVME
(Spam
Thresholds)

T 74N O LEVMEEZFERAT 20, BEEHESNTZANRLAD LEVWVE
BXUOBMHEED LWANRLADOEE AT LET,

KHEEZEFEL, RIFLET,

What to do next

FEA—IVDANRDREAX Y oA F—T M LTEBE I, BT T4 _R—F U 2+ —I1CH
HTDHHRANT VAT —TVDOANRLKNERHELHRLET, A7 — KR —%ff
HAL7EEBIA—NEEEDOT VR L—ILDOERE BB LTI,

EEEE

e AT —UNANRNENEIMART Y T EHEOD BEAA—IVT— T = A OFREITE, on

page 2

o« BPER KOS & B LW AR LD L& WMEIZ-OUVNT, on page 27

o IEW]  BE L PIESNIZANRNIRT DT 7 v a v bttt D LWARAIXT DT
7 22, onpage 28

« EROFE TN D DARER~—rT 4 7 A E—3, on page 28

CHAZ L~y F—z LT,
TaFNIEA VLT MDD

B & o LW A S AN URL % CiscoWeb ¥ = U 7 ¢
aX 1 , on page 28
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| RARLBEVT LA A—LOEE
BiEsLUBELEL LORALOLEMESVT [

e BB ANV IR —TORIRDANLHRAT ¥ = VO« B EH, onpage
30

S I UVEEEREHL LWOR/NLD LELMEIZDLNT

AR —VNANLTHLNE I Daitiid D L T, MHTDANRNLRAF v V) 2—
vavid, Ay E—VOREANLFERICET S DM T bOL— L eEH L ET, Xa7
F. A=V EANLL LTRARTINE I DERET DD, E4TDHA—NVKRY —TH
EEShLEWEL s E T,

BERE TlE, AN E LCHMEEHBAT DREILT 740 F TR ELSRESNTHE
T, 90~ 100 DHEIPAD A vt—Y 2Aa 7L, BELHESNTEARLTHD LR SET,
Bt LB LWANRLDT 7 40 D L WMl 50 T,

cBHELEED LWANLD LEVMERMD A 3T ZFHORX v —VFIEROA v —T L
mEnET,

cHELEED LWANLD LEVELZB TWDA, Bt Ll Sz LEVWERIGO A v
=V ANRNLOBRNRHD LRI ENET,

BA—LRY O —THUEBLIOBELE GO LWVWANAD LEVMEEZ I AZ~ A AL, ko A
NEADTFR VIV E MG B ZARNLE YY) a—a Vv EHRETEET,

50 ~ 99 DIEIZIGME L HIE SN ANLD LEVEAER TE E3, 250t & HIE S vz
ANDITHRE LI E TOHPADEEDEIC, BVELBED LA NAD LEWEEZEE TE £
R

LEWEZEET 56

ARNWES (L VEBRRE) 2HETHE, LVE DA v E—UZANAE LTGRA
L. 02 0BBHEPERSNDIGERHY T, ZHIZL-T, 2—FRARLEZ
TV ATIHMELS R ETH, ARLELTY— ENTFEEROA—NVEZITFHY AT
<7 ET,
LV EWEL (L VIRSFIOZRERE) 2HETDHE, Lbn A v —U AN E LTl
BIL, Z0EZLDANRLERETDHAMEERSHY £, ZHICEL-> T, 2—FRARL%E
ZFDVAZIEEL R0 FETN, EHOA—INANRLE LTHRINLD Y AT ITKL 720
F9, HAEMIIE, ELSRELZSGA. A vE—YOHAITEDO R vE—V M ARAT
HDOAREMERE N EEFBBIL, A v E—TiIEiESNE T,
Bk L HE SNz AL LB LD LD ARAIH LTRRLT 7 v a U EERTEET,
Tl zE, THBMEEHESNTZ) ARLE Ray 7 LETN, TBEEED LV A NN
BELET,

ESPEREY=]

o A/NAXPH Y Y —3 3 >, on page 2
RREH] : By & HIE SN A S AICKT BT 7 v 2 v LBt LD LD RS ACH T 5 T
7 3 3, on page 28
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ZRLBEUVT LA A —L0ERE |
B a0 Bt LRT 2700 a0 EBEEED LORALICHT 27 oV a

HEW B EEHIEINTRNALIZHT AT aVEBEEEDL
WRNAIZHTHTIar

A INLs YTV THIaYy YOI THaY

(Aggressive) (Conservative)
&%’l\i <1: ‘#U/ﬁ; é ﬂ léﬂ”;% o A /“Izwf/@ﬁi% e r [Positive Spam] | é’
e EMLUCEE, £720X

« 1895 (Quarantine)

Btk & Eedb Ly | A /‘YZ‘—‘\/O)M:ZI \z A /’IZ‘—‘.‘/@M:ZI i T [Suspected Spam] | =l

[ [Suspected Spam] | 2B | LM E

L CBUE

B 72Tl Btk SN A vyt —Y%2 Fry 7L, ANLADRVOH LA vE—Y
T E 72T Ed, BHERBIVOZ Y Fa—PE, FEA vy E—VOMHLITER~T, &
B TRWINE D MEMEGETE, HBHEEITVNEIIS LT, Bt 8D LWARLD L EVWEL
A TEET,

PRAFRIZRBITIE, BB LHE SN AN L LB L BED LD AR AT, M4 288 L Tl S
NEF, 2—WE BEL 8D LW ARLAB IO HESNTIZANRLZHIFRTEET, 2
DFHAE, 1 FEAOHTNLY bRTFHI T,

A=)V R Y > — DRI LORSFIIZR AR U & —OFEMIIC DWW TiE, RSN AL T2
éb\o

FEOEETHODFRERTI—TF 48 Ayt—

=T AT EFA—IEREEA—IVIRY o —DT o F ANLRED FITHER LT-5E.
AsyncOS 9.5 forEmail ~D7 v 77 L— K&, TUVFTANRARED FO~—rT 4 TEAL A —
NEEFRICARY =D T LA A= LAFEEOTICBEIENET, ANLBIRT LA A—1LOD
EH onpage | ML T 230,

DABLAYZ—%#FRAL T, BiELEHL LILVR/NLARNDURLZCisco
WebtXalFq 7AOXIICYEFALY T 5 : EBEH

ZIEEDEEE D LWARANDY 7 20 ) v 7 Uiz b &I, FDOERIMN Cisco Web &
Fa2 VT4 TR =R N —T 4T ENDHEIC, AvE—VHNOURLEZEEHLZ
DIENTEXET, Z2UTE0, 7Y v TR A FNOREMRIG SN, BEEOEZDH 5
A h~DT AN T Y7 SNET,

[Z L& BRI

URL 7 4 VU v THERE & F DORIHRSEM 2 A X —7 M LTLZEW, URL 7 42 U 7
DREEZHRL T TEEN,

B X SLBEUTLAA—LOEE
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| RALBEVT LA A—LDEE
HABL Ay H—EEALT, BHELED LR/ SANOD URL % CiscoWeb £¥1 U 74 FOF iz 84 Lo 195 &wh

Procedure

ATV TN BHLEEDODLWVWANRL A v —VCh AL L~y =% L £,

ATy T2

ATvT3

a) [A—/LARY T — (MailPolicies) 1>[318 A —/L7R U 2 — (Incoming Mail Policies) ] % 3R
L%,

b) [A/SA%HK (Anti-Spam) (¥ T, RV — (F7AN MRV —7E) OV T %T7 Uy
7 LET,

c) [ AT hARLDFKE (Suspected Spam Settings) | &7 > a T, BtEL D LA
LADAX ¥ A X —T M LET,

d) [FEM (Advanced) 1% 7 U v 27 LT, [HAX L~y X —%iBI1 (Add Custom Header) |4
TrareFRLET,

e) url_redirect 72 ED T AL L~y X —ZBIMLET,

) ZEHEZXEL, RELET,

HAZ DNy B—TFfOA vy —VNOURLZ Y XA LT M o307 Y 7 4 V2 2 EK

LET,

a) [A—/LAKRY T — (Mail Policies) |>[%fg=2> 77 1 /L4 (Incoming Content Filters) ]

b)
¢)
d)
e)
f)

2
h)
i)
j)
k)

D

m)

Va1 D= S

[7 4% DB (AddFilter) 1 %227V v 27 LE7,

7 4V Z I url redirect &) ARTE AT ET,

[$:f:% 1B (Add Condition) 1 %27 U v 7 LE7,

[ DD~ Z— (Other Header) 12727 U v 27 LET,
~w & —4 url_redirect # A LET,

TR ER TR L7e~y F— L IEMEIC BT 5 2 L 28 L T ES W,

[~ X —73F/E (Header exists) | Z3R L F 7,

[OK] %7 Vw27 LET,

[7 7 arZBEM (Add Action) 1227V v 7 LET,

[URL#Z 7 =Y (URL Category) |27 Vv 27 LET,

[(FIHFIREZ2 77 YU (Available Categories) | TT_XTOAT TV @R, [BINL-H

7 31 (Selected Categories) ] IZiBIML £,

[URLIZ%}3 257 7 2 (Actionon URL) ] C. [Cisco Security ProxylZV # A L 7 k
(Redirect to Cisco Security Proxy) ] Zi#R L £,

[OK] %7 Vw7 LET,

A= R —ZarTFoY 74X EBMLUET,

a)

b)

a)

[A—/VAKR Y T — (Mail Policies) ]>[5%1§ A —/V7R Y 2 — (Incoming Mail Policies) ] % &R
LET,

[>T Y7 4 0% (Content Filters) ] 51T, BIOFIATER LAY =DV 27 %7
Uy LET,

[T Y7 4 VHEH32T 5 (Enable Content Filters) ] 3N L £7 GBI T
RNEE) .

ZRLBEVTLLA—L0ER ||



ZRLBEUT LA A—LDOEE |

B 215240 KU o —cOREZRASLAERF v o TOSUOEME - BEH

BIEBAA=)LR) O —THDELGDZRNLITERAFT Y T

it

19—

ax X

1

b) FxvZRv 7 AZFERLT, url filtering 2> 7 Y 74 VB E A F—T M LET,
o) AEEEEL, RIFLET,

What to do next
EPEREYS

«URLOUY XA LU K
T U T 4 VA

AT -]

VAT ARy NT v 74— (F721X CLID systemsetup 2~ > K) ZfEfH3 25 &, Cisco
Intelligent Multi-Scan = 7= (% Cisco Anti-Spam > > DWW NnE A F—T T D547 =
VHIRENET, VAT ARy Ty THRICH G A R—T VI TERREAN, VAT LY
N7 v TRET LTaIC[BEX = VT 0 —E A (SecurityServices) | A ==—%fEH L T, &
WU ARLGR Y Y a—va A F—T M TEET,

AT LDy NT v TRET UL, [A—L AV 2 — (Mail Policies) 1> [&1EA—/L R
— (Incoming Mail Policies) | X—YNHEFEA =L RY —HDANRLKRAF v
Ja—va ZRETEET (RARLHRAT ¥ 13, BEA VR —TIHREENT
T) o AU T—DARLKKRAF Y T 4 E—TNMIZTEET,

ZOBITIE, T7ANFDA=NLRY —BIW [N—=FF—] K =T, BEASLBX
Ot & 5t LW AL Z[REET 5 72912 Cisco Anti-Spam A ¥ ¥ > T VU #fFH LTV E
R

Figure 3: A —)L R) o— : ZIEBCLDRNLHEIV DY

Incoming Mail Policies

Find Policies

Find Palicies

® Recipient

Ernail Address: I
Sender

Add Palicy...

Order [ Policy Mame

Content Filkers Wirus Outhreak Filters | Delete
(use default) | o

Enabled

Anti-Spam | Anti-virus

1 Fartners | fuse default) | tuse default) {use default)

IranPort Anti-Spam Disabled
Positive: Quarantine

Suspected: Quaranting

Sophos

Encrypted: Deliver
Unscannable: Deliver
Virus Pasitive: Drop

Default Policy

Key:| Default || Custom || Disabled |

W= =RV =% EHB LT, RNER~—TT 47 A vE—T% LT CiscoIntelligent
Multi-Scan & A% ¥ > ZEH T 5121L, 73— b —DITIZHIET 5 [A/ %K (Anti-Spam) ]
Bl NY (7740 h&EMFEH (Use Default) ) 227 Y v 7 LET,

. ANRLBEUT LA A—ILDEE
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| RALBEVT LA A—LDEE

BRBZA=ILKRY—TORBEDZIRNLHARRAF Y T OFMIE :

wzn [

AX ¥ TV T Cisco Intelhgent Multi-Scan Z3EIR L, RER~—FT 4T AvtE—

O EA X =T T HEEIL I
=Y ORHIZ

Ty (Yes) |ZBIRLES, RBER~—FTT 407 Ay

VAVE VAN E%ﬁmtif

WD, Cisco Intelligent Multi-Scan ERER~w—T 47 A=V ORHMBAY >—T

£ -

Figure 4: A —)L 7R') o — :

EHEOREEEHMEZRDA—/L R > —1FkD L)
Figure 5: » —)L R1) o — :

Tz

BRESNTNWAZLERLET,

Cisco Intelligent Multi-Scan ) A *— 7 )Lt

Anti-Spam Settings

Policy:  Test

Enable Anti-Spam Scanning

{65 This ey () Use Settings from Default Policy {IronPort Anti-Spam)

() Use IronPart Anti-Spam service

@) Use IronPart Intzlligent Multi-Scan
Spam scanning built on Ironfort Anti-Spam.

) Disabled

Positively-Identified Spam Settings

Apply This Action to Message:

Deliver v

Send to Alternate Host (optional): |

Frapsnd v

b Advanced | Optional settings for custorn header and message delivery.

Suspected Spam Settings

Enabls Suspected Spam Scanning: | O ng @ ves

Deliver

Send to Alternate Host (optional): |

Prepend

b Advanced | Optional settings for custom header and message delivery,

Marketing Email Settings

Enahls Marketing Ermail Scanning: | O o (2 ves

Deliver

Send to Alternate Host (optional): |

Prepend

b Advanced | Optional settings for custom header and message delivery.

W20 F9,
TicEht=R1y >—

Add Text to Subject: [[sPam]

Apply This Action to Message:

Add Text to Subject: |[5u5pEc-rED SPAM]

Apply This Action to Message:

Add Text to Subject: l[MARKETING]

Intelligent Multi-Scan H\ 4 % —

Incoming Mail Policies

Find Policies

Ernail Address: ® Recipient

Sender

Order

Add Palicy... i

Policy Mame

Anti-Spam Anti-Virus Content Filters Wirus Qutbrealk Filters Delete

1

Partners

IronPort Intelligent Multi-Scan {use default) (use default) {use default) i
Positive: Deliver
Suspected: Deliver

Marketing Messages: Deliver

Default Policy

IronPort Anti-Spam Mot Available Disabled Mot Available
Positive: Deliver
Suspected: Deliver

Marketing Messages: Disabled

Key:| Default || Custam || Disabled |

ANRLBEUT LA A—ILDEE .



ZRLBEUVT LA A —L0ERE |
B A Lo L8h 0 BFA—LT— bz A5RA vE— VDR

x/\A74)L9 MOEDBEFA—ILT—FDTAERAY

s\\
T DIREE
FBFA—NTF— b2 A DPLHBEEINEZEFA—NAvE—Y (A—=ALTI7—FrBLOR
T a—)LLAR— ) 1T, o TAARLE LTSN D ARENED 5 URL £ 7213
DIERNEENDZLEBHD-0, MRIZEEIND X HOREEITLET,

ANRBFRAFT ¥ Vo NANRRATEEREA—N R —IZINEDRA v —VDREEELED
F, BEZBILUOZEZDOINL—TDA— L T o —DERB LT o F AN AT A
DINANRAT I arEzsB LT IEE N,

RISLHER v URTBMER A Y 5 —

s WNT DD AR EAFT Y TP U NA—IL IR O —TA X —TNMIZENTWDHE
B, FORY—H@EBLIEZEA v E—ITRO~NY B —2 A vE—ZBMLET,

X-IronPort-Anti-Spam-Filtered: true

X-IronPort-Anti-Spam-Result

DEHDOAYH—ZE, AvE—VORAXYy NERENTAL—LEZ D DNR—V g
VEVAIYR— N THAT A0 OERNEENET, BROERIT. FElbIh-m
HOBHRTHY, HEICLDESIIATRETIIH Y THA,

« Cisco Intelligent Multi-Scan Tl&, — RRX—=F7 T U F AL A Xy o = DU NPHD
A~y X —HBEMLET,

o Bt S HIE SNTZ AR L BEE D LWASR L KRB~ —rT v 7 A=k LTk
BMEINDFFED A=V RY I —=DFTXTO R =BT HBIMD I AL L~y H—
EEFECTEET, ANRLLEAY o —DTF , onpage 23 ML T &,

ESPEREENS

e AR I~y X —FfHEH LT, Btk Sl LWARLNO URL % CiscoWebtEF = U 5 ¢
Tax NI XA VY N5 RER], on page 28

VAY 5 3
BEoTHEINEAYE—CDRaANDES
SBEEDESTWAB EERbNAA Y E—%, ’%ﬁfﬁ&:\‘/x:téia*f&%f‘%iﬁ“o WEINTA Y
T, WAOBEBLIOEIMEEO LI ESNET,
BMoTHHEINEAYE—21F, RODTIVITETDHEDOEZRENT-TFITET,

s ENR Do T AR A
e ANRALE LT —Y ENTENARLTEHRNWA vE—

B X SLBEUTLAA—LOEE
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| RALBEVT LA A—LDEE

EotpfshiAve—snsza~onsnE [

SNl T A T A=Y

=TT 4T A= LTI INTEBT—TT 4 T A= TRV A v
-

s EN T T 4T A=Y

ESPEREENS

RO TSN A vy =YDV R I~DOWETTIE, on page 33
o K5 &8 5 7%, on page 38

EoTHEEEINEAvE—DORaANDHESE

FIE

ATy T

[FC&BHHTIZ

FRoTHHEEINTEA v =% VAT ET DRI, WOFIEEZFEITTILERHY 97,
ZOFRIEFEZTEITLTIEEN,

CiscoTalos A A — VAT —H AR—F )L CTEHE L L ORI HI121E, kOWTNHDIE
FEHALET,
GE)
CiscoTalos BT A — VAT —H AKR—=H )L L, BFA—NVEHENR—Z)L ETEFRA—/LiE
FaEFRARBLUBIFTE 5 Web X—ADY — /)L TT,
KRN THIO TR—ZNICT 7B AT HEHE Th D6 DB -
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LFEHERIP T FLRABEONLRWES, EFA—NAT— MU = A 138~ > D FERE
DIPT RLAZEMHALET,

WDOBED A=~ X —DG5E, Ay a () 2Ry 7E2BELELGAGR, M~ v
DIPT RLRA1L7.89.1 T, 2720, Hhy=a () BROITRE L FEEE LTEGA T,
B2 IP 7 RUABRROND /A, ZO%E, HEV V—HEIEXT -7 1 Tho LR
I, Birv o IP (1023.5) BNMEHSET,

[ : MXIMTAIZ L D A=V U L— 3R] OFITEREY L—ITkD L BYH TH,

¢ /NA A :1023.5 (Received ~v ¥ —%fEHLT2Hy7) BLW

« X2 B :10.2.6.1 (Received ~v X —ZHHLT2HK )

M. MXIMTAIZE D A=) b—HE3R ) IR T L9, B A—AT— R =A ETIZN
KOMDAR Yy THBRMT HA v E—VDEF AN~y X —DOHEZIROFIRLET, ZOH
X, ZEHEOZEHICEE LA vV TERIND, LD~y FX— (BT A—V
TF— b Uz A TIEEH) 2R LET, BET LRy 7L 2120 7,

Table 1: —&® Received: ~v 5 — (/XX A1)

1 Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by smmail5.customerdoamin.org with
Microsoft SMTPSVC(5.0.2195.6713);

Received: from ironport.customerdomain.org ([10.2.3.6]) by

smemail.customerdoamin.org with Microsoft SMTPSVC (5.0.2195.6713);

2 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org|

with ESMTP; 21 Sep 2005 13:46:07 -0700

3 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWul008155 for

<joefool@customerdomain.org>

4 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1])
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefool@customerdomain.org>

ZRLBEVTLLA—L0ER ||



. Received ~ v 4 —

ZRLBEUVT LA A —L0ERE |

5 Received: from linuxl.thespammer.com (HELO linuxl.thespammer.com) ([10.1.1.89]
by sending-machine.spamham.com with ESMTP;
Received: from exchangel.thespammer.com ([10.1.1.111]) by linuxl.thespammer.com
with Microsoft SMTPSVC(6.0.3790.1830);
Subject: Would like a bigger paycheck?
Date: Wed, 21 Sep 2005 13:46:07 -0700
From: "A. Sender" <asend@otherdomain.com>
To: <joefool@customerdomain.org>
FREDOEDAE

EPA—NT = Tz TlE, INEDO~Ny X —% AL ET,

BIA—NT = NIz ANRAyE—VEZELET (Ry LT i) |
wAIDFR Y7 GEEY L—) |

B2k, AU, EEMMTA TF, IP 7 KL A1X7.89.1 TF,

BT A== T = A TiE, T 5D Microsoft Exchange ~ > %4 — % M5 L 97,

ROFIZ, S~y F—% R, FILEFA—NV A=V D~y F—2RLET

Table 2: —& 0 Received: ~ % — (/XX Al 2)

1 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.ord|
with ESMTP; 21 Sep 2005 13:46:07 -0700

2 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]1) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWulO008155 for
<joefool@customerdomain.org>;

3 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1]
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for
<joefoo@customerdomain.org>;

WO IZ, GUI D [V L—DiENN (Add Relay) | X— Y TEINT/NA A (FR) OFEFEY
L—% R~ LET,

il
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| RARLBEVT LA A—LOEE
BEU LD L0L S 122850 [

Figure 9: Received ~y 5 — {1 & THRESINI=FERE) L—
Add Relay

Incoming Relay
Mame: (2 | [IncomingRelayOne

1P address: (7) |1D‘2.3.5

Header: [ ) Specify a custorn header

(@) | Parse the "Received” header
Begin parsing after: 'é,‘ I[
Hop: @ | 37w

BEIEE
« HE Y L—o38N, on page 42

EE)L—DBBEICED K S ITEET Hh
« HZU L—& 7 1L Z, on page 47
e EHFEY L —, HAT, IP L EaT—TarAay, BILUOEEEZ/L—7, onpage 47
cEFIVL—BLOT 4 L7 MU ~—~_Z NKEERSIE, on page 47
« HE Y L—B XU L—X, on page 48
cHEVL—LEB AN EX2UT 4 E=F (LAR—]F) ,onpage48
cHEBVL—BIUOA Yy E—Y N7 v ¥ onpage 48
e EFV L—&ur¥ 7, onpage 48

BEEJVL—&ETaILE

ERYLV—HRETIE, IPLE 27—y a v — bR CHET 5 S ESERT 4 L HL—L
(reputation, no-reputation) |ZSEFXF/RIP L Va7 —TarAa7zRtLET,

EEJL—. HAT. IPLEaAT—>3 > RaA7. BELUEEFEIIL—T

HAT R Y ¥ — Z—71F, RV =20 OFHRITBIEIIMEH L TWERFA, 72720, &E
JL—HRETIE bt aTr—Ya r 2arpigianszo, Avk—Y 74002810
$reputation 2545 & L CHAT RV v — 7 —7HfEE v 2 2 L— F T&E £,

BEVL—BELUTALI M) N—RX FREL

UE—FRAMR, Xy FU—27 ETHREY L—L L THDLA TS MX £721E MTA IZ A v
T—UEEDLIETT 4 L NUERKES LRSS, BT A AT~ T =A1X

T4 L7 N JE %IJZ%I%JL (DHAP) WA X —TNMIZRESINTZA—L T a—K /—%%O
EEHIN—TIZV L—RED Y THERTNnDE, ZOEREY L—0o0RE Kay 7 LE
T, ZiuE, U 1/~75)%?“~“T0>>< vE—UN, EHORA v ED B AT — b
U ARSIV OBFIELET, BT AT — U= A13 ) E— FBE A RDREEET
HoHLERHTET, BEY L—L& L THEEET S MX 72013 MTA I ETLAR A b A — L%
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ZRLBEUVT LA A —L0ERE |
B ==z —ssvrL—2

ZELFTET, ZoOMELXEREL T, EEV L—71b A vt —I%%E LkeT 572912 DHAP
DEHIRDORA v =B E AN Ta—RY =2 EEEIN—TIZ) L—ZBINLET,

EEJL—BELUFL—X

Fo—21F, FMETLIP T FLADLEaT—Yary2a7ofbvic, fROBEEY L—D
IPLEaT—yarZ2arzRLET,

BEYVL—E¢EEFA—ILEXaYTa0 EZS (LR—F)
EIEV L— 2 AT A5

cEL AN XY T 4 T=H LR— MIESNE IP B X OV MX/MTA O 5 DT — & /3
GENET, - 2T SMB~ (IP7.89.1) B HNE MX/MTA (IP 10.2.3.4) %/ L
TSHEDOEA A —NAVNEESINTZHE. [A—/V 7 a—%~< Y — (Mail Flow Summary) ]I
X, IP7.89.1 D SEHD A vE2—UIZA T, WERY L— MX/MTA (IP 10.2.3.5) 75
DSEHDORA =V NEREINET,

s IPLPtaF—arRAarifi, EFA— L EXFxa2VT 4 F=F LR—FTELIHES
NEHA, BEEINV—TNE LIRS NR2VGEALH Y 7,

BEIVL—BLVAvE—Y rFSyFT
BRYVL—2MAT2L. AvE—Y F T v F U 7 ORIN— V1T, SMBEREEO TP T KL

ABLULE2T—var2a7ofb0ic, AvE—YD) L—0DIPT FLRABERY L—
DIP V2T —va ryAayrnERrINET,

BEEUL—EBXT

wkoaZORFIT, EEFZEOIP LT —Yaxarid, YW 1{TEICRENET, FD%,
EEY L —OWMENMTON T, ELWIP L 2T —3 3V Aa 7N SITRIRENE T,

1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG UNKNOWNLIST
match nx.domain IPR rfc1918

2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

3 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From:
<joe@sender.com>

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:

<mary@example.com>

5 Fri Apr 28 17:07:29 2006 Info: MID 201434 IncomingRelay(senderdotcom): Header
Received found, IP 192.192.108.1 being used, IPR 6.8

6 Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-1D
'<7.0.1.0.2.20060428170643.045 1 be40@sender.com>"'

7 Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject 'That report...'

B X SLBEUTLAA—LOEE



| RALBEVT LA A—LDEE

gwEuL—esi—nns [

8 Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from
<joe@sender.com>

9 Fri Apr 28 17:07:29 2006 Info: MID 201434 matched all recipients for per-recipient
policy DEFAULT in the inbound table

10 Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

11 Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam negative

12 Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative

13 Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery

BEYL—EA—)LOY

woOBNE, EEY V—FREEt, R e s = P ARLET,

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay (myrelay): Header Received found,
IP 192.168.230.120 being used

AT BNV E—ZHEET HO0TDERTE

T2V

Procedure

ATy T

ATy T2

ATvT3

A=AV T = T = A TIE, A v B—UNRAE SRR TEE L TV sy X — DB
LET, Lo T, =R TEMILd~y Z— (Microsoft Exchange D~ & —7¢2 &)
R, BIA—NT =T =ANA =V aZET 5 L S ITBMT DBMO~y & —i, LB
SINEFA, EHIND Ny X —ZRET DHED 1D, EHT 5~y Z—% AsyncOS 1
XTI EDDLEIORETHZETT,

Ny F DR X TRIEERET DT, nX 7O n—IVREESZRL TSN,

IL—ILDTYTT—F

fEFHEFERRICRIET D & fH® Cisco Anti-Spam 35 X U Cisco Intelligent Multi-Scan /L— /L
DT T T — MR TEET,

[E%= VU7 4% —ER (Security Services) ]> [IronPort Anti-Spam] % Z&R L £ 7,
E e

[E¥= VU7 4% —ER (Security Services) ]>[IMSIE L7 L A A —/L (IMS and Graymail) ]
EIRL £ 7,

[JL—/LOFH (Rule Updates) 127 v araE L, RE{TWET,
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b_ESA_Admin_Guide_16-0-2_chapter47.pdf#nameddest=unique_745

B < onzoszr

ZRLBEUVT LA A —L0ERE |

E3EE

T T T = RRFETEN TV W, = 3R

B #] (To)
KA A= NORFHDOEHIZONTS
i} By,

X AE
W) CFHNRER RS NVET,

SINTW2RWEAIL,  Never Updated) &

Ty I T — FIMERREN L O AR |

T T L— RRAFRRER G AT — L
% BT

[57<HEH (UpdateNow) %27 U7 LET,

What to do next
REEIER

*H—ERT v 7T}
c TuFY A= NERALLET v STk

T T TV = RBIOT v T b XU = R 570DV — 1 3RIE

ANLXEREDT R +

B & BRIERE

S

\i ﬁ‘o
—gﬂo

T A M&EHME LT, Cisco
Anti-Spam Tl

RLET,

%&hi%{f?x I U | x-advertisement: spam ™ 57;__

ZEMLT, REZT A PLE

X-Advertisement: spam & VY9 b
KD X-Header & & Te X TD
A=V EBANRLTHD &R,

TNy X —Ff T TEEFE LT AN Ay
£ —IZi, CiscoAnti-Spam (2 &> T7 7
TRFRE ST, A=/ AR o —(Tk LT
ELTT 7 vay (ARLERARY —D
JEF% , onpage 23) NFETIND Z L&

WTEET,

WDONWTNDE Z D~y X —IZEH L F
T

c IOy —HFLT AN A yE—
ZiEETHSMTP a2~ REHHALE
9, Cisco Anti-Spam %7 A h 3 57=%
DEFA—NT—=FT A ~DA—)V
%[5, onpage SIS L T X0,

strace AV REEH LTI O~y & —
EEHET, TANAyE—UEFEH
LizA—=NT7a—DFT "y hlL—
AHEZBL T &N,
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b_ESA_Admin_Guide_16-0-2_chapter41.pdf#nameddest=unique_684
b_ESA_Admin_Guide_16-0-2_chapter49.pdf#nameddest=unique_227
b_ESA_Admin_Guide_16-0-2_chapter49.pdf#nameddest=unique_227
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| RALBEVT LA A—LDEE

Cisco Anti-Spam £ T R b F 51=0D BEF A —IL7T—+bI T4 ~D*—)LIEE .

=]:3) BRIERE EZIEE

ANRBXRE | A o H—Fy "L EBEAYO | BT R IERO RGO T 7 v —F 0
DO E | A= A Y —AEFH L TR —EIZoOWTIE, AL OAIMEE T
ML £, fin 2 REAI L E 9, Z hTE RV, onpage 522 B L T
723N,

ESPEREY=]

« Cisco Anti-Spam &7 A N 572D B A — /L7 — N = A ~D A —/LiE{5, on page 51
o ZARLRPROEINEE T A R T 72\ 7L, on page 52

CiscoAnti-SpamZ TR T =D EFA—IT—FD T A ~DFA—

JILE(E
Procedure
ATv 1
ATy T2
ATvT3

(L& BHHTIZ
AR DRERERED T A+ SMTP O 151, on page 52D G 2 g8 L T 7230,

A—)L 7R —"T Cisco Anti-Spam %= H NI L 7,
X-Advertisement: spam & W) Ny X —ZEHT A NBETFA =L EEZDA—/LRY —IZEHFEN
TWVHa—HITEELET,

Telnet TSMTP a2~ > R&EFHA LT, 77 ATELT RLAIZZOA v E—VEEELE
R

RIZ, TANTAT L FPDA=NRy 7 AT, A=V R —ICRELLT 7 v a v
WCESWTT A AvE—UPRELIRESNEZ 2R LET,

WRITHIZ R L ET,
AT EE SN TV D,
BIMDH AL I~y Z—=DEIS TN D,
« XA —URRET ML RITEE Sz,
s Avb—UNR KRy rEINT,
B B
o ANNALKPREEDT A K SMTP Of i, on page 52
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B < costzmEosz b SMIP OERA

ANLXARFREDT A b - SMTP D fERHI

COBITIE, TARNT RLADA v — V% RETHEIICA—L K L —&FREL, HAT
TF A MESRE DT OLERD D ET,

# telnet IP_address_of IronPort Appliance_ with_ IronPort Anti-Spam port
220 hostname ESMTP

helo example.com

250 hostname

mail from: <test@example.com>

250 sender <test@example.com> ok

rcpt to: <test@address>

250 recipient <test@address>
ok

data
354 go ahead

Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted
221 hostname

quit

ANLHARDANEZT A FTSREWGE

IronPort Anti-Spam & Cisco Intelligent Multi-Scan D /L—/ UL, {EFE 72 A S AKEE AL 72 dic T
lBEMSh, WENKKET 2 &3 ITHIRUINIZ R 5720, ROFIEOWTrEHH LT
BMEET A P LARNTLIZE W0,

s R EEINTD, BEEINTA—NVELITII Y N T U R R=ZANEINTZANRA A v—
DN X BT,

W p o~y A—, BEGEIP, V7 =F v R E BRI WA =V EERT D & G RIERE
W20 £,

o [BEBEDOBHWANL] FiFETF A N5,

IPLEaFr—Tari—bER TuavZ RN Avb—UT7 o X8R ER LT I#
GEDERNA L] ZED RS &, BEOBREERMEL 2 £,
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2iLsxgEnanter2 rceanss i

« IO A BKHEA L F 0 ko TR S N2 A8 A D TFEIE,
«LIFID A v 2=V DT A |,

AX ¥ v UV UFBEOEEICEE S X I L— VBB L, HEBR L ET, Lo
T, WAy E—VEFHALCTANTSE, TA MERBARLEMRIC/RY £7°,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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