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CEFEEIN—T~DV ET— F FA NDEF, on page 3
e A= Ta— R —EFERALEETA—INVIEEEDOT 7R )L—/)LDEFR, on page 9
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« BRI —NL~DEEET R A U X ~OfiH], on page 29
« SenderBase i & & A —/L 7 11— 7K U 2 —, on page 30
o K154 OIREE, on page 32

EHRZHFAITHORA COEROHME
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FEHZOWTIE, A= 7 — R U—E A LEE A —VIEEFEEDOT VA L—)L
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N INDHIHEAMEERZLET,

URAF—MNTCP Efi e T D e, RESNTZEGEEIN—TITH L TEEFELIPT FL A%
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N—T%FMLET, —BDBROND L, REFHDA—/L 70— R > —ZHICEH L
F7, 1 DOEGFEE T N—TNITEBEORMENERE SN TWDEAE. WTNhORMEN—ET
HE, TOREEFEEIN—TIF—HLET,

UAF—%AERT D L, AsyncOS 1F, VAT —ICERBFADERFRE I N—T LA —)L Ta—
R =2 ER LET, ERFEHLOEEEIN—T L A=) Tu— R o—%MELTHL
WIEEE I N—T L A= T — RN —EERTE £, FEMICOVWTI, EFRFHDE
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ENFET, FMIOWVWTL, FA N T7EBVA T—7NVOFREDMEH, on page 28% M L T <
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B&EIE R
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HAT X, 574V FTiE, VRFT—DEZA S L - TCERDAT 7V a v 2ET4 L9 10F
EBEINTWET,
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e Xy NT—7 F—F— KA IPT RLATERINDEFEHZ/V—7, onpage 5
P LV aT—varAaTl B LR EE 7 V—T7DES, on page 7

*DNS VR NI/ Y —%FfT73 52 L TERSNIZEEE V7 /L—7, on page 8
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AaT MR LT ER V7 V— T DEF, onpage T B L TL
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DOWT NN FT,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



B v cascRy s—omE

HAT [CE DR

KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
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« HAT (25 < AR Y 2 —DFRE, on page 6
U—DERTE
WORIZ, Xy MU =7 F—F—EMEOH 2N OIvRLET,

Table 2: vy =7 —%9 A —+— & ERBDH

BloiELE Y D=0 F—F— R
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TP A— LY —E R F A |GE GE Appliances
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Fy NT—7 F—F—DFRII 7Y ODERH D720, A—N 7a— R r—DHKIZT5H
WE =T 47 Tk TT, IPL a7 — a3 Y —ERE, BT A—/LOEFEITIZON

THAR L~V ETHAICHEL TR, EFA— AT — by ZEREFAH LT, Mok
SR =2 HFICEMA LES, LOFIT, 2—NKA N 778X F—7/L (HAT)
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o REURZ0RIT, JVZ<DIPT FLAZEH L, KV REF A — L E2RET
LMD Y £,

c EORBITIEL T, COEEFICERBZERTHIDEIYLTEIRED,

o KIAFeMfIE, KV ZEDIPT RLRAZEHEL, LVEKRE T AL EEET
HEBNRHY ET, ZTOH, BIA—NTF— T oA ~OEEE L0 % E Y YT
LDUMENRDHY FT,
2L DG, REOEF A —/VDIEETIEL, ISP, NSP, 77U bV —v 7 SicE
A—)VDOEMEZEFT A, KEA—LDEETLTT, ISP, NSP, 77 hV—2 v
TINTZEFA—NVOBMEEEHT HEEIT. ZHOIP T RLURAZERT DO
FlchHY, ELA—NT = T2 ~DOERE LV ZFEVYTHLERHY 7,
@ﬁ\%@%~wmﬁh%i\%ﬁ@m?va%%ﬁﬁf YOI T RL A%
WL TRKEDA—NEZEEFELET, ZOLIREEHFITE, EFA—NTF— T =A
~OERE L VD7 HEID B THELERDH D 7,

A=) 7o —F=ZEEIX., * v hU—27 —J —L SENDERBASE#fik D=L 2 L T,
SENDERBASEWND 1 ¥y ZIZHADE | HMEH T LITHERZHIV Y THHEERELET, A—
b7 u— = X EREOFEATIEOEMICOWTIE, B A— X2 T4 T=FDOHH
FHiE) OFEEZZRLTITEEN,

o] — ~ EN = » O =
PLEAT— a3 vARaOT7EFERALEEEBIIL—TDEE
BIFA N — T2 T, IPL 2T —2a P —BERIH LTI EETL, IPLE=
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EANSDIFRICESE, IPT FL A, FAAL L, ERITHERICE 0 Y TONHE T, X
a7 O, WOELIRT X2, -10.0 ~+10.0 TT,

Table3:IPLE 17— 3V RAT7DER
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Table4:IPLE215T—23 X2 7DEX

SBRS[ n n PLE=2F—Y g RAaFPLtar—3i gy —bER7x2 ) 2FETT
Bl LEFENZIIN., RaT7 N MmN CTEEINET,

SBRS[none] IP 72V EEFBEELET GERITH LW R AL 2, FEIP L E 2
T—=aRAaATNRWEENHY FT)
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Note GUIZE U CHATIZEBMEND XY hT—27 F—F—(F, seo:in EWIRELEHEHALET, =
ZTnidk. IPLE2T—Ya P —EANDORY N —T 4 —F—D—EDO#HHE ST,

PLE2T—YarP—tRAI Y 2FTTHE Y AT —2RET DI, Ry V-
7 (Network) ]>[U AJ— (Listeners) ]“\c"“.‘/%@ﬁfﬁj—é 7>, CLI T listenerconfig -> setup
avy REERLEY. £, BFA— VT bV A PIP LEaT =Y a P —ER(T7
TV ZRATTHLEIHFGOIA LTV MEZERT DL b TEET, ZDOHE, GUID [A—
VAR Y 2— (Mail Policies) | X—Y DEZEM T 57> CLI D listenerconfig -> edit ->
hostaccess AV RZMH LT, IPL P aTdT—a P —VERIIXK LAYy I T v 2
TOERDEEIERRNY V—ZRETETET,
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Note 2ot — 7 N ZEERLTIPLE 2T —33ar2a7(ic TLEVME] 2 BEL. VAT
LATHHIND A v E—VICEBIZT 7 v ar2FTTEEIREc oL, 7 F AR
Al BIOR I T7oFI40R] OFO [PLE2T—3 g ib—] | [FTUFRARL AT
LDDONANAT I var]  BEO [T UFUANRLRAT DONANAT 7 g ] 251
LTLEEN,

DNS JR KIZHO I —%FETT A ETEESINZEEEBEIIL—T

U AF—® HAT TiX, FFEDDNS U A h =Rkt 7 ) —2—FHTHHD L LTE
BEIN—THERTDHIEHLTEET, 72V —X, VE—F7Z T4 7 FOBERRFIZDNS
FZBUTCHEITEINET, VE—F VRAMIIZZ) =27 2L, BIEA v E—Y 71
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WH] ©O%FD [DNS U A K Lb—)v| Z2ZH) | Ave—VONERENZEINDDIE—E
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Note < 52 @dDNS VU R b, AIEDISE (& z1F 1127.00.1) . [127.0.02) . [127.0.03]) )
EHEHLT, 72V =0T RLVRAIZHT OIS EIERFRELTRT I ENTEET, Ay
=Y T4 NNEDNS VAR L= ([ RAoe—2 T4 VBB FERALIZETFA—IL R —
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BT DD T —VEEOBN Y R—FENTHET (DFD, IPT FLARY X MIHEN
DINEID)

Note CLIDZ =) —TEMTADYya%2EDET, GUUTDNS U A 72 —%2fETIHAIC
WAy IARETT, 7= U DT A, DNS 7V O—fRI723%E. 71X IED DNS U
ANFYvaDT7T v a7 HI2iE, CLI Tdnslistconfig 2~ REMFEHLET,

CTOAH=ANE, RFER) #OMA T, TEFZR) #iaedhl o720l bt %
9, 72 & 21X, querybondedsenderorg |2k LT/ =V Z#FfT4H L, TDEFA—N Fr
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A=) 7A—RY) O—FFRALEEFA—ILEEBZEDT
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TA—=H B THEFHTHZETSMIP "t —2 a3 U Z2HIE L £,

LT L DIRK A v — VIR E DT A — 4,

1R H T2V OZEZEDORRELE, L— MR T A—Z,

« SMTP H >3t — g VHIZEBET DI AKX L SMTP 22— R EIREEERELET,

« AR LR OFE D,

o U A IV AREDF N,

« TLS % fii > 72 SMTP &t O 5172 & D551t

« DKIM %1 5 7= E(E A — /L DR 72 ¥ DFREAL/NT A — X
Bz, A= 7a—R ) —n UE—bF KA MDDLOERICH L, KOWTINOT 7
TarurFTLET,

« A& (ACCEPT) , B iraiscth, BT A—NVOF NI HIZZEET 7 BAT—

TN (RTV w7 URAF—=OHE) EDY A F—OFEIZL > THIR SN E T,
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«{8EF (REJECT) ., ¥, mANTHFTSNETN, L Lo T2 7470 ML
AXX F721E5XX SMTP D AT —HZ A a— RERGELET, POEBEBFA LB E
A,

B

Note F7- SMTP Ho "\t —3 g DBBEETIERLS, AvbE—U%
E#H L~ (RCPTTO) CTIDEREFEITTH LT, AsyncOS
EFRECTEET, ZOFETAYE—VEELETDHIET, Ay
TV OHEGEPEBIESNA vE—URNNT AT B2, AsyncOS
ITESR SN A vE—VICET 5 IR RIS T E
T, ZORE., CLI D listenerconfig > setup A< RMDHER
ESNET, MO OWTIE, CLIZH LT A —%/Ekd
DT EICEDEEREROD Y A= T HEBRLTLLTEEN,

« TCPREFUSE, TCP L~V CHEHIIE SR SN E T,

« ) L— (RELAY) , #ktidiFrasnEd, X TOZEHEOZEITFFISN. ZEET
7B AT—7NLTHIRESNEE A,

« ##6% (CONTINUE) , HAT N~ v B2 7 BN S, HAT OB S £, &
fEHEE2Y . CONTINUE TZRRWEHtO = U IZ—HT 254, Rbviczo=r MU R
i & E4, CONTINUE /L—/ L1, GUI TP HAT OFREEZBHITT D10 SN
FT, FERICOWVWTIE, A v E—VWBEOREH 7V — T DVERK , on page 16/ L T
<&V,

EEEE
« HAT 224 D% 3, on page 10

HAT ZHDEX

WOFETIZ, A= Tr— R =T/ LTERSND I AH L SMTP 36 LT L— RMlRA
Tl MAEDEDL I ETHHHATELEHOE Y MEERLET, BEADOKILTFE/NLF
FEEBlShEEA (OF Y, $group & $Group LR U TT) .
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HAT Z 2 D & F

nat zxomR

$Hostname FFA—NT = 2L THIESNTZHEIZOHR, UE—F

RA ML TEESWHZONET, IPT FLADOWHGEDNS/ILy 7T v
T LT DDFRA MGBIRS NS, [None) NFRRS
NEJT, W EDNS/ILy 7T v IHRERMLIZEES (DNS Y — 2 H|
ETEXRWEAR, DNS = "R E SN TV ARWESR) |
[Unknown| MFE/RSNET,

$OrgID SenderBase fHf% ID (FEEfE) CTEZ#HxONET,

EBF A —)LF— F 7 = A 5 SENDERBASE #i## ID 2 B8 TX 720
M IPLE 2T —v g = ANMERZEI 2o 7258A .  None)

DERINET,
$RemotelP VE—F 7747 FDIPT RLATEESHZONET,
$HATEntry VE—RF I TAT VMR —HLIEHATOZ Y N CEEH#EZ ONLE
-jAO

ESPEREY=]

« HAT ZH DA, on page 11
« HAT 24D 7 A I, on page 12

2

Note —nboZHE, 7= YA TORXA—NVZEORE] OECTHITT 2 EERHAT N7 A —
i smtp banner text L max_rcpts _per hour text s ﬁ:ﬂqf‘g i'ﬂ—o

INHDOEKEMEA L, STRUSTED R YU ¥ —W TR A] SR D A A X 5 SMTP 23—t
BT XA Ny GUI CRRETX E 1,

Figure 1: HATZ D&

Rate Limiting: Max. Recipients Per Hour: @ Unlimited

o]
Max. Recipients Per Hour Code: | [a52

Max. Recipients Per Hour Text: | [Tec many recipients received this hour from
Host: $hostname

F771%. CLITRDO L HSICASILET,

Would you like to specify a custom SMTP response? [Y]> y

Enter the SMTP code to use in the response. 220 is the standard code.

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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HAT Z# DT R +

KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

[220]1> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemoteIP, matched the
group: $Group,
SHATEntry and the SenderBase Organization: $0rgID.

INOOEKET A NTHICIE, BBAOBETE L~V DIPT RV A%, BIA—NT—
FYxA EDY AF—D SALLOWED_LIST iX[E& 7/ —7IBMLE T, 20Kk, TDO~ ¥
¥ D5 telnet THEE L £ 9, SMTP JLEF CEMOE SR 2R TE E ¥, KITHZRLE
o

# telnet
IP address of Email Security Appliance port

220 hostname
ESMTP

200 You've connected from the hostname: hostname
, IP address of: IP-address of connecting machine
, matched the group: ALLOWED LIST, 10.1.1.1 the SenderBase Organization: OrgID

EEFHDEEZEIIN—TEA—)LT7O—KR) o—DE

BN

4y

WORTIE, N7V v 7 U AT —DIERFHICRE SNDERBEHADOERE I N—T L A—L
TJa—RY)—%URAMLET,

Table 6: /13T w9 Y AT —FADEREZFHDEEFEIIN—TEA—)L 70—KR) >—

EREFHDEEEY A FI+ILFTEHRESIS
-7 A—J)L7A—7FKRY) —

ALLOWED_LIST {EHE9 % 1%{5% % ALLOWED LIST ®i% |STRUSTED
BEHERIN—TITBMLES, A=V 7

7 — 7R Y ¥ — $TRUSTED /%, {4 T
HEEENSDEL A —LD L — MR
A RX—TIHET, TNHOEEFEHED
SORNEET VFANNEINIT v F 7
ANVA VT v =T TAF Y LR
1 L_nxiﬁl/iiﬁf

B AAF70€RT—ILEERLEEGESFTT SRR FOEE




| RRF7HER F—TLEFERALEBREHTT ZHR FOER
TEFHOREEIN—TEr—L 70— Ky —nER ||

ERFAHDREEEY |3 TIAILTHRESIND
=7 A—)L70—KRY—
BLOCKED_LIST BLOCKED LIST ¥%{E% 7 /v — 7N D (g | SBLOCKED

Fix, A—1 7w —1KY 2 —3$BLOCKED
TRESINTANT A—H|ZE > THAS
nNE4, 2o/ V—7ICXEFEEZBINT
% & . SMTPHELO =t <> R T5XXSMTP
INEDIR S, ZENHDHRA ML O
FENES SNET,

SUSPECTLIST ¥%1E# 7 v —7 SUSPECTLIST (2%, #% |STHROTTLED
BA—NOFELZ Ay N 735 (K
FTEH2) A= 7a—RY o —NEF
NTWET, EHEEDED LWGE, &
153 7 v —=" SUSPECTLIST (ZiBI9 %
LT, A= Ta—RY =LK
DO ENERENET,

e L— MEIRICED ., By ardiz
DORRA Y=, Avte—3
b2V DRKRZAEEE, KA vE—
AR, VE— KA NNLRZT
1T % e KIFIRFEE e B HIl IR S v
7

s JE— KRR MDLORRHZY D
BRZEERI20 IR ESHET,
ZORGEN, EHFTREI R R DA 1 v
N7 THDHZEICHEELTLE
SV, ZORFA=ERNFLTED
BAE, B b7 OZEE A
RTENTEET,

c AVEBE—VDONEIXT U F AL A
XYL TVET T TAINA R
Fyrr VNI LEoTAF Y &
NET (THDDOHRENR T AT AT
A FZ—T NN TWVDES) .

c EEHICHEHT ARG RESL720
IZ. SenderBase L B 27— 3
P—BERZK LTI =Y —NFEITS
NET,

I KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B ezrsosEssL—Tex—L 70— Kys—nEsR

EEREHDEEEY |HA FIAIFTERESND
=7 A—)L70—KRY—
UNKNOWNLIST (5% 7 L —7 UNKNOWNLIST /%, % |$SACCEPTED

EDOEEHICH L THAT L A= 7

02— R Y =R RE o5 TR WA ICfH
FTH, ZOZL—FDA—)LT71a—K
Vo —TlE, 2O NV—FDREEICH
WTA—/LNFFA SHVE T8, Anti-Spam
V72T (VAT LATHMICR->T
WAHEAR) \ TV FUANLAAF YT
Vv, BEXOIPLE 2T — g Y —
EAZTXTHEALT, EEEEA Y-
CONKIZET HEEME ARG T 5 2
ERERENET, 2O —TIET
LHIEFEH KT H L — MRS T 7 41
MEZEH L TA 2—7 720 77,

TANVARF ¥ TV DFERIZ DV
T, VANVA ZAXy 2B LT
SV, IPLEar— g P—ERDE
HZHOWTIZ, IP L E 2T — 3 v —
EAESHRLTLIEEN,

ALL Z DT R TOREHICHA SN DT 7 + | SACCEPTED
WV RDREHE T N—T FEIC OV T,
77 4/ ks HAT = b U, on page 2% %
LT EEN,

ROELTIE, TT7A =1 U AT —DIERRFICRE SNDEREHDEEE T V—T L A=)
7ua—RY =&Y AFLET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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aEEIL—Thonrve—vorkonz [

Table7: 75 A R— bk YRFT—HADERFHDEEFEIIN—TEA—)L 70—KR >—

BEHDEIEEY | TI+ILRTHRESIS
-7 A—)L 7a— R S—
RELAYLIST k2 ZF T4 B BN 8 D = & - | SRELAYED

TWAE{E%H % RELAYLIST %55 7
N—FIEBMLET, A=/ 7r— K
J 2— $RELAYED (%, H#k&#Frd 5
EEENLDBEBFA—LDOL— NMRE
1ThOT, ZNOLOEGBEENLONEET
VFANRL AX Y U ERITT
VFIANAY T N 2T TAF YL
RV EICERE LET,

Note
RELAYLIST i%{E& 7/ —71ZIE v AT
LREDV 4V —FREFIT L L XIZE
A =D =R END AT LN
EENET,

ALL ZOMT R COREFICHEMAIN ST | SBLOCKED
7 4V EOREEHE T NV—T, FRIC O
TiX. 774/ h HAT => 1 U, on page
2L TLTEEN,

B

Note (—H %o RiR—FR2DOLDRNVEFA—NT = T2 A ETFTILDY AT LAREY 4 P —F
EIEITTLHE ANDV AT E2ERT 2 L0 IEsnE T, 72, WE AT LHDO A —
ADOY L—IfEH S AHSRELAYED A—/L 72— KU —8EFENH TV w7 JRAF—%
B LET, 32U LA —H Ry hAR— R EFFO BT A—NT — T = A ET /MIZDONT
IZ. RELAYLISTX{E#& 7/ /L —7 & $SRELAYED A — /L7 0 —KR Y L —NTF T A4 R— | J A )} —
e rsnE 7,

EEBTIL—ThoDrAyt—o0D H’I‘%ODLIE

VAT —=RIEEENLDA v —VZ T 5 FIEZHET HI121E, [A—AKRY — (Mail
Policies) ]>[HATHEZE (HAT Overview) | & [A—/L 7 u—KU I — (Mail Flow Policy) ]X—
UTITWET, Zhud, REHIN—T L A=V Tu— KU —EE, WE. B X OHIER
THZEIZEVITVET,

ESPEREY=]

o Ay — VB DOREEH 7 N —T DIER, on page 16
« BEFDIREH 7 N—T ~DiE(EFH DB, on page 17
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B 1oe—vamoxrssL—Tonrm

« HEIEHER DT DIZFEITT D — IV DONERF DI~ %, on page 17

« EEH ORRGE, on page 18

e A=) T7u— R —%HEH LIZET A —NVIREEDOT 7 A L—/LDEF, on page 9
e A=) 71— KU =0T 7 4/ MEDEFE, on page 27

Ayt —CNBOREEETIL—TDER

Procedure

ATy I
ATvT2
ATv73
ATvT4
ATy 75
ATy 76

ATy T1

ATvT8
ATvT9

2TFv 710
ATy 7N

ATvT12
2Ty 13
ATy 14

[A—/R Y 32— (Mail Policies) ]>[HATHEZL (HAT Overview) | ~—JICBEIL 7,
[UAF— (Listener) ] 7 4 —/V RCHiET DU AT —%2RINL £ 7,
[E(5# 7 V—T%iB/ (Add Sender Group) 1 %7 VU v/ LET,
EEHEIN—TO4RIEANTTLET,

EEHINV—TDV A MIELET HIEFZER L ET,

(FFvay) imez2E, FEEIIN—TEIIZFZORTEIZONVTOFERREDa A Mo A
HLET,

COEBEISIN—TEEATOIA =N T — R —Z@IRLET,

Note
ZOIN—TTEHATREA— L Ta—RY =R NGEE (FREFEEA— V7 —
RY —FE LR WEA) 1%, 7 7 4/b b @ [TCONTINUE (no policy)] A—/L 71a— iKY
—HEHLET,

(A7 a3>) DNS U A F&@IR L E9,

(7 ar) IPLbEaTF—arAariERnrnEEzE2EHET, 2T Tone)

EREEIL, RV HDZEEEWRLET,

(A7 a>) DNS U A REATTLET,

(7> 3 ) A DNS MR E iR L £,

PRI OWTIE, RRFEDOEEE ~O X Fiks /2 A v v R > ZEE D FAT, on page 38% &

LTLEEN,

[EE (Submit) 127V v 7 LT, EEHEINV—TEERLET,

HULIER LB EE I N—T% 27 ) v 7 LET,

[E(5# 2B (AddSender) 127 V v 7 LT, BEHI/N—TITEEEZEMLET,
CEFEEDIPT FLAZBMLET, [IP7 KL A (IP Addresses) | #ER L CTIPv4 7 KL
A, IPv6 7 KL A, F/IARA ML EZBINL, 2RAE2EXELET,

EEHEIX. IPT FLABIOVERA MO—HORMAEED L ENTEET,

s EEHEOEZEMLET, HEEAEE#R (Geolocation) |ZEIRL, BHEAEXELET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER



| AR E 79 2R F—TLEERALLEREHFTS S8R FOES
grozEssL—T~nxEzoen [

ATy T EHEzZEEFL, RFLET,

What to do next
REEIER
e URAF—DIP L 2T —ay T4NEY 7 2a7d L X MEOHRE

BFEDEEFET IL—T~DEEFEDEM
Procedure

RTFY TN RAALU P, EHEFRY NI —T A —F =T BT 7 AV _X=TU T, [EEHE I V—TITEMN
(Add to Sender Group) | V> 27 %27 U w7 LET,

AT9T2 HIVAFT—ICH L TERINTND Y R MDPOLEEFEE I NV—TZRINL £,

RT9T3 EREZEEL, RELET,

Note

RAL L ZREETNV—TITEBNT 5 & FERRITIE 2 DD FAA 3 GULIZFERSNET,
=& i(i\ KA A example.net ZBhn Lﬁ’_%/ﬁ\\ [%1%%7\11/‘—70@:\517[] (Add to Sender
Group) ]’\O‘—\‘/ﬂ:(i\ example.net & .example.net ﬁ‘)ﬁjﬂ]éﬂiﬁ‘o 2 ’)&)@i\/ ]\ U 75335)(5
Z & T, example.net DY T RAALLHNDOTRTDOEANNEEZ I N—TITBMENET,
SR OWTE, BHEHE N —T O, onpage 4E B L TL &0,
EEHEITNV—=TITBMLE D L LTV LEEHED 1 DL ERZDOREFEE 7 NV —7 124 TITHE
TRLREELEETLHG, BEETLIREZTITEMEN T, HRBA v E—VRERINET,

ATy T4 [fR7F Save) %227V v/ LTEEFLZBML, [ZEA—/VOME (Incoming Mail Overview) ]
NR=UIZRED £,

What to do next
REEIER
s ANRKT ANENLD EAA—NT— T oA ERRA v E—TDORGE

s A B—UNRANRENEIDAX Y T DHOD BEAA—NT— T oA DEREHE

BIEEBROEOHICRITITHIIL-ILDIRFDOIENEZEZ

VAF—ZEEE I N—T2BINTE L, EEEIN—TOIEFERET HILENH Y £,

YAF—IZERELE D &5 T LI, HATIZ B S TANBEHICHEADAENE T, Bk
JERA MINV—APN—BT 8556, TOHEHRICKH LTI IZT 7 v a VBREITINET,

I KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B z=zonz

Procedure

AT 9T [A—/LKRY 2 — (Mail Policies) ]>[HATHEZE (HAT Overview) | <—IZBEIL £,
RATwF2 [UAF— (Listener) | 7 4 —/V R CHRET DV AT —ZRIRL £,
RATv T3 [EEEZMmE (EditOrder) 127 U v 7 LET,
AT Y T4 HAT OEEE I N—T DHFEOITOH LWIERFZ AN LET,
VAATT 7 AN FDONAFEMERFT 5 Z L2 HERE L £ 3 (RELAYLIST (FfED/N— R =7

EFNDH) D%IZ ALLOWED LIST, BLOCKED LIST. SUSPECTLIST. L
UNKNOWNLIST 725%%<)

ATY TS EHEZEEFEL., RFLET,

EEBDRER

[HATH#EZE (HAT Overview) ] X— D EEBIZSH 5 [14(5F 5% (Find Senders) ] 7 4 —/L K
T XA NEANTDHZETEFEEEMBTEET, MBETHTIFA N2 AN LIHBE (Find) ]
Vv LET,

A=) 70— RYP—FFRALEBEEAYE—CDIIL—ILDESE
A=) 7a— KUY —ZERT HRIC, IRONL—IVETA RTA L EBELTIIEIN,

[T 74 &M (UseDefault) |47 ar REURA DA, R —DF 7 5 )b
MEZX 7 V—FRENET, 7740 Mz EEXT DL, [On AT vary RE %
BINU CHSREE 72T EE A R —T ML, FlZT7 7 B ARRRICR > T EE AR L E
T, FTI7ANVMEEERT DI, A= T —RKY T —DF 7 4 /L MEDIEFE, onpage
1B LTLIEE,

—EDNRT A= IFEOFFREMIMEFELET (2 74 V7 MY ESKED
REHEITOICIE, LDAP 7 7 &7 F 72 ) — %R E L TEBLERHY £F)

Procedure

AT9 1 [A—/LKY 2 — (Mail Policies) ]1>[A—/L 71—V — (Mail Flow Policies) ] ~— Il
gLET,

ATFw T2 [RY—%EBM (AddPolicy) 127 U 7 LET,

AT9 T3 ROKXRTHITHHEREADLET,

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

Table8: » —)L 70— R o— NS A—4

INTG A—4

BLL]

e

BRAvE—Y
A X (Maximum
message size)

DV AFT=DFHFAT A=V DHRRTA R, KAy E—UHA
A Of/MEIE 1 KB T,

H—IP b Ok
[ELERES 774

(Maximum
concurrent
connections from a
single IP)

B—DIPT RLANSLZ DY AF—IZ8FT 5 2 &N S b KA
RFREE R,

Bt o720 DK

it

UE— AR SO

i

[

WXL T, 2OV AT =B L THETED

Av—U% mRA v =T,

AvE—=UHD |ZOFRARPLHFAIEIND A v —UHT2 0 OZEFHE ORI,
DI RZAEHE

SMTP /\F—

H A Z I SMTP /X

JF—a—F
(Custom SMTP

Banner Code)

DY A F— L OERNHESL I N & ZITIREND SMTP 2— K,

] A K I SMTP N

FT—TFTFR |k
(Custom SMTP

Banner Text)

ZDY AT —L ORI ENT- L ZFITREN D SMTP X — T F% &
ko

Note

ZDT 4=V RIZIZ—HOEKEFEHTEET,
R DOESL, on page 102 L TL 72 & 0,

SEIZ OV T, HAT

73 A% I SMTP $E
HNRF— a— K

(Custom SMTP
Reject Banner
Code)

ZOUAF=IZ R SRR S L E RSN D SMTP 21— R,

7 A K I SMTP 4R

HENF— T F A
(Custom SMTP

Reject Banner Text)

DOV AT LD EREIMES SN L EFICKEND SMTP N — T %
Z k,
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B oo xus—spRLEEEAvE—SOL—LOES

INT A—45 Bl

SMTP N F— R A |F 74/ FhTlE, SMTP X7 —%2 U E— AR MIERTDLEXIT, U
Naw EEX AF—=DA B —T = A A %@H%%mfwéfx%%h %f—w
(Override SMTP |7 — b = A ZiBMME N ET (72 & 21X, 220-hostnameESMTP) , Z 2
Banner Host Name) | IZHE/RDHEA M EANNTHZET, ZONF—2ERTEET, £/,
RARNGT 4=V REZEHDEFIZTHI LT, RANENRNT IR
RLBWZ EHTEET,

RA RO L— MR

1B HZ0ORK| ZOV ZAF—R1EDOVE—F KA MPLRET D, BEEHZY OK
ZIEEH Max.,  |SZEFH, BHEFIPT FL ALY OZEZORIT. 7 v — VLB
Recipients per SINFET, HVAF—FEL— MRBO LEWEZEFLET, 72720
Hour) TRCOY AT —[FH D v X% L THRAET 5 DT, HLmT%
LA GEEE) DEHOY A —lc8sngd & L— MillRZ 2 5 7]
EERE <20 £,

PRy hT—27 EORA SRR INS L— MR (FldH7-0 015
FRRBOHIR) 282 THDEE. EOIPT RLADRND 3 F 7
T b (24YTx v b)) ZEELTOHDHMOTITORA MG, fHx D
EET 7T T IR T ry 7 SnNET, EELZOTr X
YNE, BIRDIPR Y NI L DR EEITIIEEL A, I
OWTIE,  T7 e —filfEiz ﬁmmm&mE%@%J%%%LT<ﬁéwo
Note

ZDT7 44—V RITIE—EHOEREZMHTEE T, FEMIC OV TIX, HAT
T ORES, onpage 102 B L TL 12 &0,

Kl — Kbz b | RA MR, 2OV AT =R L TERSN TV DR B2 D ORKZAF
DIRKRZEFER | FEREBZT2HEITRIND SMTP 22— K,

(Max. Recipients
per Hour Code)

1R SHT72 0 OFK | R A KB, ZD ) Xﬂ‘ WX L TERBINNTW AR H 72D DK% [E
ZIEEBOBET | FREBIT-HEICEIND SMTP /N — 7% 2 |,

A~ (Max.
Recipients Per Hour
Exceeded Text)

EEEZED L— IR

B AR 7R TF-ILEFERALEEHEHTT SRR FOER



| AR E 79 2R F—TLEERALLEREHFTS S8R FOES

A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

ING A—4 SRER
BRI 720 0 | 2D A F—B A =LK EHT RLRZHESNT—FW R RXa—7
 ONCAEECE EEENOZETIHRE L-HETORKZEER, KRZEERILS

(Max. Recipients
per Time Interval)

0— VB ENFERF A, £ XA F—I13% L— MEIED L X UWMEZB
BRLET, 270, $XTOY ZF—ZH DB 7o 215 L THREET
LHDOT, RLA=NVEEET RLANLD A ve—U RN EHDO Y ZAF—
Lo TEESND L L— MRZ#BZ 2 RN EL 720 97,

T 7 N b DRRZIEERENT D0, BEHIROZEEZFF I 20,
ETTBNORRZEEREIEET 2 ER L £,

oA=L 7o —RY) =l TTF 74/ b THEHAIND, kKZE
EH BB EIRET 5T 74V DA =L 7 a0 — R Y o —iRiE 2
ALE, BEBERIET 74V bOA— L 7o —RY —%HLTL
MEETE EHA,

EEZH DO L— Ml
R 7 — 22—
K (Sender Rate
Limit Exceeded Error
Code)

SMTP =2 — Rit, = R_Ro—7RNZD ) 2 —I1Tx L TEFR I LK
BB O K2 EE T EBZ - BAICERINET,

EEEOL— R
[REEEET— 7%
2 I (Sender Rate

SMTP N F— FF X MM, =o_Ra—7OEEFENRZDOY ZF—1Tk L
TEZEINEKHEMBORRZEER B A T-HEICRSNET,

Limit Exceeded Error
Text)
LIPS BEODT . Na—7EEHEEERINTVD L— MR HRERT 55

BlE, TOZ R =T REEEETLT LAY X b2B#RLET, #F
AT OWTIEL, BREEIL—A~OEEFEET LR U X FOfi ], onpage
9% B LTSN,

70—l (Flow Control)
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

B oo xus—spRLEEEAvE—SOL—LOES

INTGA—4H

Bl

Use SenderBase for
Flow Control

TOYVAF—IZH L TIPLEaT—a L —ERTO K| 2682
2 LE,

[7 v —iil##Z SENDERBASE #{# | (Use SenderBase for Flow Control) ]
FTvara AT 5L L= MlBRA B =X L%, Hx DR IP
TRLA (2% 73y ) TERL, 2437 F> b (IP7 KL ADK
HDO3IF 7T v ) TEEEZIINV—TILLET, ROBIENEA SN
F7,

cIPHxy NT—7 EOFRASPFHFRINS L— MR (FfiidH7-0 o
ZRERKBOFIR) 22 TCHD5E, TDOIPT KL ADKRID
3A Ty MERELTVWAMOTRTOREED, HxOEET
TT 4T IR Ty EnNEd, ELIOT ey F
TiE, BB P2y N0 b OREFITITHELETA,

o [7 v —#I#IZSENDERBASE % f# ] (Use SenderBase for Flow
Control) | A7 v a &N THE, ZNA—TER{HL DFEA K
IP7 RLRIZEFEENET, ZOF—RFTIE, L— MilREZB -
BEDERAMDOBRNT O v 7 SNET,

« SENDERBASE 7% CIDR fl Z 42t L22WEE, AT LDF 7 4L
T, L= MHIRD =D, BIDO3F 7T v b (240 T3y 1)
TREZEN I L—T L ENE T,

IP 7 KL A D3,
PECr—71k
(A#he > M
0~32) (Groupby
Similarity of IP
Addresses:
(significant bits

0-32))

JAF—DHRA N T 7EZT—71 (HAT) WO b & KB
CIDR 71 v 7 CTEH LSOO, IPT7T RLAZLIZER ALV EZBIEB X
O — MBRTA7-DICEA L ET, L— MlBROZDIZEEOIPT K
L AZ T N—TT B 0DERE v O (0~32) #E&HRLDOO.
ZOFPANDIPT KL AZ L@ B DA 7 #2488 L E$, [SenderBase
Zfifl (Use SenderBase) 1 %7 4 B—7 WMZTHMENRH Y £9, HAT
Significant Bits DFERIIZ DV TIX, /V—T ¢ 7B K OBUEEREORRE %
ZHLTLIIEEN,

T4 LY N)ESHRERE (DHAP)

T4 V7 YRS
KRG IE - 1R &
72V DR RIERN
8 R¥

ZDYAF—=NRYE— K KRR IDOZITIA 722 EGHD 1 il & 7=
DORRETT, ZOLEVEIL, RAT HEG L SMTP =2 — /L7~y R
=T a7y A NVEEOREERELET, Ziuk, 57 LDAP Z1{5
FHTOSH SMTP H ot —y g vl Fay FENTA vyE—T0
WEL U — 7 Fa—NTATLURAINTEA vE—V0RE T (B
fFiF o) 2AF—0 LDAP KRR EICKE SN/ L BV) . LDAP T
%7 7= —@ DHAP OFEEDFEMIZOWTIE, LDAP 7 = VU |2
THEEEZSRLTIESN,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

INTA—4H

Bl

yPA=]

T LT NS
P4 : SMTP
*}EfNC DHAP L
TUMEICEIZE LT
Yitr. PEfta R

= 7" (Directory
Harvest Attack
Prevention: Drop
Connection if DHAP
threshold is Reached
within an SMTP
Conversation)

B AN = T A1, WRRZEHFDO LI VMEIZET D ERA B
~DOFEE Fa v 7 LET,

Bl — RdH720
DI 72 5H D
RE (Max.
Invalid Recipients
Per Hour Code)

e Fry 75 L SIEMT 23— FEFEELET, 774/ F0D
=— R 550 T

Rl 7% A b H 7=
D DR IR SAZH
DI K (Max.
Invalid Recipients
Per Hour Text)

Koo 7 ULgRIcet L CERAT DT A M2REELET, T 741 1
DT % A MME [Too many invalid recipients] T3,

SMTP %fF&N T
DHAP L & MEIZ
BELGE. B
L =
(Drop Connection
if DHAP threshold is

reached within an
SMTP

Conversation)

SMTP 7 > /83— 9 HICDHAP L EVMEISE LRS5O R v
TERAX—T NI LET,

Refi] =1 — K72 v
DIEN T2 AZH D
AE (Max.
Invalid Recipients
Per Hour Code)

SMTP H >3t —> 3 0 FO DHAP IC X V#kid Fa v 795 & =T
A+ha—FKE2HEELET, T 74/ bDa— KiL 550 TF,

R 7 ¥ A N b7
D DB IR AFE
DRI (Max.
Invalid Recipients
Per Hour Text)

SMTP B >3t —> 3 FO DHAP IC L WV H#kid Fa v 795 & X (Tff
A+s7%A MafEELET,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B oo xus—spRLEEEAvE—SOL—LOES

NS A—%H SR BA
ANLEBEY
TUF AR A STDOYRF—ETTUF AN AXY 2T LET,
* ¥ > (Anti-spam
scanning)
YA LR
TFToFIANARA|NZDYAF—ETTUoFIANA AFZY AN LET,
Ty
EEHEFAMDOLELT—Y 3 VDT
EELERAAL LD | EEZRAAL DL 2T —2 a VORIEEEZ LET,
L2757 — g
DFRAIE
1t & Aty I:I
TLS ZOUARAFT—IZHTHSMIP I N tE—2 90D RTF U AR—F LAY
X2 U7 4 (TLS) OEE., #HiLE, MHEZRELET,
[#L5E (Preferred) | 23R+ 5L, AL VBIOEFA—NL T FL R
FHRETHT RLVAVAMEBRIRT L LICL ST, BEDRKAAL U F
TIEREDETA—NT FLRAERDO NAL DT Xua—T7 R EEHIC
FHLUTCTLS ZMAEICHRETEXET, TOVAND RAAL U ERITT L
AN—E T Do RN — T EEE D TLS 2 H L7 W EEEEH T A v
t—UERELIYETDE, BTANT— MY oA IR EES
L. EEHFIZHOTLS 2 L CEEZRLLIVLENH D 7,
[7 T4 7> FEBAEDORKRFE (Verify Client Certificate) ] 47 a > 1%,
I IAT v NRIEDBENRGE, BT AT — T oA B2—HFD
A—=NT Y r—a b TLS AT 5L IR LET, TLS
HERR IO Z DA Ty a VEABIR LIRS, 22— ELZ 2220
%n_%@%f~w&~lW:%i%ns&%%%ﬂbi#ﬁ\1~%
DN 7RAEEE R > TV A EAIR, BiafES LET, TLS BAHRTE
DA, ZOFTvarywERTDHE, B A—NT— T oA PR
AT B T DA IR REHERN LI Y 9,
7 RU2A Y2 OEROFEIC OV TIE, AR — L ~DREET
KL A UA RO, onpage 292 L T 72X,
TLS #i D7 7 A4 7 > M EZEHN T2 FIEIZ W T, EFA—L
T—= R T2 ANHO TLS #E O 2SR L T I,
SMTP & )X% WA U B — b AR A F>H O SMTP FREEZFF A, 281k, %
BT ET, SMTPFEREIZ DWW TiL, [LDAP 7=V —] OETiEM%E
FIEE)q Liﬁ‘o

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

INTA—4H

Bl

TLS & SMTP #ii
DS BHEEE
nTWaigs (f
Both TLS and SMTP
Authentication are

enabled)

TLS & SMTP #BaE & #2fih 32 X 5 ¥ AT £7,

RAA DV AF—TRAL L F—FIIDKIMEL AN LET, KR
% —/DKIMZ 4, B L—nk)

(Domain

Key/DKIM

Signing)

DKIMFGE DKIM fRFEA A R —7 M LET,

SMIME QES & #&EE

S/MIME 018 5-/#
AF

+  «SMIME O 5 £ IRiEz a0 L £,
* SSMIME DFRFE% ., 7 VX INVEBELEHERFT M A v E—U 056
HIBR T 2002 LE S, NI TvTENEAYE—DD
Bt WEBEL OBRDPHEFFE T2 ITHIBRS NV E T,

o SIMIME DiE B F - 13MEF 2 EG3hC LE 3,

* SIMIME DIFFER, 7 2 Z NVEL MRS 20 A v 2 — Y HHIER
TONEERLET, NI TV Ty TInicAye—Y0hEE. A
B OB PHERF LT ITHIBR S L E T,

SMIME 2 F—DUNE

S/IMIME 2B &% — D
I 4E

S/MIME AR —DNEEL A 2—T NIz LET,

RAET 7 — W DFE
BHE DN

BAHINTEERBA v E—VORMGECRB LTSS, A —2IET 2
MEIMEBERLET,

EH SRR E
DIRAF

B SN AT —2IET 2008 5 ha@RLET,

SPF/SIDF #&:E

SPF/SIDFHEEED A
Z—7)Ut. (Enable
SPF/SIDF

Verification)

Z DY AF—"TSPFSIDF B4 & A F—7 /M LET, EMIZOWTIE,

B A VBREZ SR L T EE 0,
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B oo xus—spRLEEEAvE—SOL—LOES

NG A—4H FREA

HEHL L~ L SPF/SIDF #E#lL L~V %% E L $£7, [SPF]. [SIDF]. [SIDFA#: (SIDF
(Conformance Compatible) ]DOWTINZIEIR L E4, ML, B A —LEiEE SR

Level) LTLEENY,

[Resent-Sender: |
FoX

[Resent-From:| %
R LESA.
PRA FRAEAE F % &
v L—RL%E
7. (Downgrade
PRA verification
result if
'Resent-Sender:' or
'Resent-From:' were

YEHL L ~L & U C[SIDF A (SIDF Compatible) | Z3#IR L7=5A. A v
& — 12 Resent-Sender: ~ v % — % 7214 Resent-From: ~~ v # — 3 F(ET
LA, PRA Identity FREED#E 5 Pass & None (24 7 > 7 L— R9 57
EIDEBRELET, 20T 7y aidtxa )T AR TERLET,

used:)

HELOT A b HELOID IZxf L CT A M &FATTH0E I &% E LE T ([SPFl k&
(HELO Test) OV [SIDF A #& (SIDF Compatible) ] #EHLL -~V CEHA L E9) ,

DMARC #&3E

DMARCHGED A | 20D U A F—TDMARK Bt % A x—7 /W LE T, IOV TIE,

F—7 /1l (Enable
DMARC

Verification)

DMARC #iFEE 2 L TL 72 &0,

DMARCHGE T &

77 A NEfE
(Use DMARC

Verification Profile)

ZDY A F—THHT 5 DMARK BFE 70 7 7 A LV ZRIR L £9,

DMARC” 14— K
Ny 7 LIR— b

DMARC 457 4 — R Xv 7 LIR— FOREEEA F—7 M LET,
DMARC 37 4 — F v 7 LR — FDOFEMIIC SV TIE, DMARC 45

(DMARC Feedback | | . BT S,

Reports)
Note
DMARC ZHET DT, 74— Ry 7 LAR— N A v&—TU 7 DMARC
WCHELL TWARERH D £, T DDA v E—I12 DKIM B4 A3t
WTWDZ L 2ERT DD, Fd3mblZRSPFL a— RK&2/7 ) vz
TAVLERHY 97,

BTHLINDUR

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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A—p7a—Kys—o7F7ri rEnEs |

INTA—4H

Bl

BT LN A

ERZHE RS
(Consider Untagged

Bounces to be

Valid)

N ZRREE X7 (=T 4 7B L OBUEHEEDRRE] DFET
) BA R—T N TV BRI TEASET, T 740 b
T, 7T IAT LV RAZZ T DR T U AW Bz L, N7 R
FREEDFXEINIE U T, NY U RAEERT D0, DAX Lo~y X —%B
LET, 7OV TNWRWAY U RERRYE I T I L 2BRLTZE
fB. BIANT =D T2 INT AR =V EZITANET,

IoAO—TJEIEED DNSHREE

(S DOGE, on page 32 B L TL 72 &0,

Bl TF—2I

BIss T — 7 )V % fif
F (Use Exception
Table)

EEERGE R A A ST —T Ve ER L ET, sk —7vix 1 o7
FHERATEETN, A= 7 —RY =LA RF—TNICTEE

T, FEAIZ OV TR, BBEERRAEFIFN T — 7 /L, on page 36 &R L T<
7ZE0,

Note

TUFANRNELZT o F TA N ARF v N HAT T a— 2L CHEV R BE, Avie—
X7 v FANRLETIET v FIANARAFT Y DI DICBEFA—NT— N7 212 L > TS
AMBND LR T 7T oNE T, A vb—CE2FFal LIERICT VFARLEIET
VFIANAAF Y RN EINTSGE AvE—UE, V—7 Fa—%HB L XTI
FEEAX ¥ USRI £7,

ATyT 4 EREEZREL, RIFLET,

A=) 28—FRYS—DTIHI MEDEE

Procedure

AT9 1 [A—/LKY 2 — (Mail Policies) ]>[A—/L 71 —7R U I — (Mail Flow Policies) 1 %7 VU v 7

LET,

RATwF2 [VAF— (Listener) | 7 4 —/V R CHET DIV A F—2RIRLET,

ATV T3 RELIEZA—NL 70— R —DFD[F7H /I bR —s8F A—% (Default Policy
Parameters) |V > 7 %227 U7 LET,

ATV T8 ZDOVAF—DFT_XRTCOA— L T7a—R)—CHHATLT 74V MEEERLET,
TaRT 4 DFICONTIE, A=A T7r— K =& LEEREA Yy E—YDL—1D
7, onpage 18 S L TS 723V,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B ~x+r75ex7—TrozE0RA

ATy TS BHEEEREL, RTELET,

RAMTOER T—TILDEREDFER

RARNT 7 BAT—TNIEMNINTODETRTOEFERE 7 7 A NI AR—FL, 771
JVHKEINENTNBHRA N T 7B AT —TNWE#RE ) AT —HOE A —NT— T =2 A12A4
VIR—FTEET, TDOLE, BMEOTRTOFRA NT 7 AT —T7/VERIT EEXINE
j—o

EEEE

T A NASD RARN TV EA T =T NUNEEDT Y AR — I, on page 28
BT 7 ANVINEDRA N T I VR T—TIHEDA 7R — I, on page 28

NERTFANAND TRA S T7IOER T—TILEREDIY AFR— k

Procedure

AT 9 F1 [A—/LR Y P — (Mail Policies) ]>[HATHEZ (HAT Overview) | ~<—ICBEIL £,
ATw T2 [UAF— (Listener) | A =2 —CHRET DY AF—% TR L E,
ATY T3 [HATZ =7 AR — b (BExportHAT) %7 Vw27 LET,

ATV T4 = AR—F T L5HAT D7 7 AN E AT LET, Zid, EFA AT =T =A OFRE
FA4 LT NIITEREND 7 7 A VDLBNZ 20 £,

RATYyTES EHAEAREFL, RIFLET,

NBIF7AUDODHRA LTI RR T—TILEREDA VR— b

HAT #A v R— T 5 &, BEOTXTOHAT = U RBFED HAT S HIR SN E T,

Procedure

RT9FT1 [A—/LAKY >— (Mail Policies) ]>[HATHEZE (HAT Overview) ] X—ICBEIL £7,
ATwF2 [UAF— (Listener) | A== —TCRET DIV AFT—2RIRLET,

ATY T3 [HATZ A A —F (Import HAT) 1% 7V v 7 LET,

ATV T84 VAL T 7 A VERIRLET,

Note

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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mff
—
auli

ATy TH

ATvT6
ATy 717

wEpmL—L~0xEE7 FLR VR oA I

AVHR— N TBHT 7 A NI, EFA—INT— T A O configuration 7 4 L 7 ks VIZAFIET D
VERH Y £,

[%1E (Submit) 1227V v 27 LEd, BEOTXTOHAT = U ZHIRT 5 Z & 2R+
WX = URFRENET,

[ > AR—1 (Import) |27 Vv 7 LET,

EEEHRFLET,

TrANAZ TaXs b ZRETEET, XF H THETIZa A FERRS,
AsyncOS IZ K » THHINET, WIHlERLET,

# File exported by the GUI at 20060530T215438

$BLOCKED

REJECT {}
[ ... ]

BHIL—IL~DEEE7 FLR JRX FOER

Procedure

RATvT1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6

A= 7ua— R —iE, b— MlROERS, 8L OWHE TLS Bt /e O o Na — 7% (E
FIN—TIEATDHEDOREICT RLA VA MEHHATEEY, 7RVA VA NMI, &
FA=ILT RLRA, FAAL Y, B RAALVBIOIPT RLATHRK TE£4, GUIT[A—
JLAR Y 2— (Mail Policies) ]>[7 FL AU A (Address Lists) | D_X—VZHHT D0, £z
1Z CLI @ addresslistconfig 2 ¥y RZEH L, 7 FL AU A M EElCT& 9, [7 Rz
A K (AddressLists) ]"X—IZi%, T RVAV R b EFEHTHIA— L7 —KR Y —E& T,
FBTFA—NT =R A DT XTDT RLAY R SMEREINFET,

[A—/LAR Y P — (Mail Policies) ]>[7 KL &2 YU & b (Address Lists) ] Z 3R L £,
[7 FL 2 U X hoiEAl (Add Address List) 1 %27V v 27 LET,

T RLZ VX FOARTZATLET,

7 RLA UZXMOHEHEANLET,

(A7vay) TRVA VR NCTERRET AN T RLRAEZBHT L & 2&GMHT 51
X, [BE&EFA—NT RLADZ (Full Email Addresses only) ] ZE4R L £,

T RVRA YR PZAERT ZI1E, ROFTT L a rOWTFNEERLET,

¢« 7 RLA YR RNCRERIHROEB T A—NVT RLAEGHT L Z L 2R/EMHT D5EAIL
[FE2E A A—/LT KL ADZ (Full Email Addresses only) ] Z3##R L £,

e 7 RLAVURANTRAAL VEMENT D EE2REMNTDEEIE. [RAA DI (Domains
only) ] ZEIRL 7,

« 7 RVAUARNTIPT FLAZERTSZ L E28EMTDEAT, [IPT FLADH (IP
Addresses only) ] Z iR L £,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
. SenderBase SXE & A —)L 7O— R o —

ATYTT1 BNTD7 FLAEZ AN LES, ROBREMEHTEET,

TERIRBE AL A=/ T FL A : user@example.con

FErA— T }\VX@#%B . user@

Note
[FEREA—/LT KL ZADZHFFA (Allow only full Email Addresses) ] #38%R L 7235613, &
FA=ILT FLAO A TE A,

EBFA—IVT RLADIP T RL A 1 @[1.2.3.4]
e RAAL DT RTOL—H : pexample.com

cHir R AA :/@'é—’\f@j-“—"j' . @.example.com

RAALBIOIP 7 FL AT e XFETHBTO2SENH D Z LITEBELTIZEN,

N TEFA=IVT FLAZXED £9, FLvTE2i>TTY FLAZ KO 555, AsyncOS
FHBMIC M) A v TR LY A MIEHLET,

ATvT8 EHazEEL, RFLET,

SenderBase SR E & A —J)L JO— R —

BAA—NT = T = ~OEHiENE L, A—L70—RY —%2BHAT52i% (L— bl
RREENDEEEEENLRWGEERH D) | VAT —ITROFEELFEHLET,

[4748 (Classification) ]->[#E&F Y /L—7F (Sender Group) |->[A—/)L7BA—7/KY) L— (Mail
Flow Policy) 1->[L— F#IFE (RateLimiting) ]

HHZOWTIE, Ry hY—27 A —F— FAAL L IPT RLATERINDEEE I L—
Z,onpage SR L T2V,

(/3% (Classification) | B¥fETIL, HEMAAMDOIPT KL AZEHL T, (KRXT Vw2
AF—=T%ELT) ZIESMTPE Y v a v EEEHE I N—TITHHELET, EEHF I/ V—TIZ
RIS b A—L 7a— R —i2iF, L— MEBE A R2—T WIS T BT A —EZ R d
HIPENHYET, L—RERICEY ., By arblroRERkAvE—V8, Avve—Uh
720 ORKZEEE. KA Y=Y YA X VE— b FRX I LZTAT D KRR
HHIREE T,

W, ZO7eEATE, LT D2ARMOEEE I/ NV—TOHEEEFIH L TZEEE I
FLET, [ URMHICEBOEEEN D A — NV EZE LESHA, T X TOREHFICHT %
B8 OB FHHIRME & i S E T,

ZDOH T NEEZE, WRISRTWL ORISR H D 97,

c Xy NI =7 F—F =l Lo THEMTONISHE, PLE 2T —Yaryh—ERICLo
CTT RLRAOKRER Ty 7 /NE 7oy 7 ICHEMICSE S ET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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HAT Significant Bits #&E .

ZORIBNERETay ZIZR LT, ZEFLZEEL— MIROD 7 F R4 IZFATE
WET (@%. 24CIDR 7y 27 LREILTTR, LT LHRELCTIEHY EHA)
* HAT Significant Bits #e 2 i H T 255 IC > W T L9, Zo%HE, AU > —ICBE
£HF B L7z significant bits /X7 A —F @A LT, RERT v 7 OT7 RLAP/NIRT
2y 7B SNET,

TDINTGA—=HF[A—nNT7r—RY y— (Mail FlowPolicy) ]->[L— N#lfR (RateLimiting) ]
Tx—XZEELTWET, HEZINL—TDIP T FLAOSEIZHEMAT A Tetwork/bits |
CIDR #FaiEiL, Ibits)] 74—V REFERLY £9,

TI7FNVEITIE P LEaT—val T4 VZBIOIP 0774 ) ZOHR— IR, N
TV w7 YU AF—ITH LTUIAERNT, 774 X— U 2 F =% L TUTER T,
BEIEE

« HAT Significant Bits F§Hg, on page 31

HAT Significant Bits #58E

HAT

RE

AsyncOS 0 3.83 U U—ALIFETIX, KEZ2CIDR 7B v 7 HNDO U AF—DHRAK T 7 A

T—7 (HAT) OXEFHEIN—T = N EEBR LN L, IPT RV AR TZEA—/L
DBWBLOL— MilRZFITCE £, 72& 2, BEEHEAKRA N 110.1.1.024) &%
L7eHat. IXTORNT 74 v 7 &1 DORERT Y ZITEMNT 2O TIE R L, fPHANOE
BIOT FUAIZR LT FRERSIET,

B

Note

HAT 7R U 2 —® significant bits 47> a 2 G T 2I21%, HAT 7 v —Hfili#l4 7> a o
[User SENDERBASE | # #2320 8N H Y £ (F721X, CLI DA, listenerconfig
-> setup ¥ FC SENDERBASE 1F# T —E X AT 2720 DER TWould you like to
enable Reputation Filters and IP Profiling support?| {ZnoJ & [FIZ L ¥9) , 2% . HatSignificant
Bits #§fE & SenderBase IP 7’12 7 7 A U > 7 B iR— kDA 31— T MUITF A IZHEMAF T,

IEEAEDEE, ZOMEZMGHL CEEEI/IN—TEEKERZL (DFD, [10.1.1.0/24)

L 110.1.0.0/16)] DEH72IP T RLADKEZ 2T N—) [ IPT RLAD/NIR T N—TIC

—

A=) 7a— L— hHlIRZER @A L E T,
HAT Significant Bits F§AEIX, RO X H T AT ADa v R—x > MIxhit LET,

« HAT #%7E , on page 31
« Significant Bits HAT 7K'V 32— 77" 3 >, on page 32
o f V7 a iR, on page 32

HAT OZEICIE, BEZF I N—T L A= 70— KU —D25OESNH Y 9, LEL
TN—TFDHRETIL, BEHDOIPT FLAD 5] GEEHEINV—TICAND) FiExE

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B sionificantBis HAT Ky o — T3>

ﬁbiﬁ A=) 71— Ry —FHETIZIP T FLANLDOSMIP v a v OERSEL

#LET, ZOMEAMEHTHE. IPT FLAIX ICIDR 71 v 7 TSN (2t
zilonmm)%ﬁ%ﬁw~fg@©\@awfxbUu)&Lfﬁ@énifoznm
[signficant_bits] ARV T —REZMLH L TFEITSNET,

Significant Bits HAT /K1) > — F+ T2 3 >

1

N

N
~

prgga o

~

v 3

HAT ##%3C Tl signficant bits 5XEA 7' a U AMEHTEE T, ZOKEEIL. [(A—ARY —
(Mail Policies) ]>[A—/V 71— 3 — (Mail Flow Policies) ]f\*—“/O) GULIZE RS E
—éAO

7n~%@ SenderBase i 9% 47" > 2 L3 [OFF] (272> T\ 5 M, itiﬁvuﬁb
U JEFS IR (Directory Harvest Attack Prevention) ] 234 R — 7 /Wl 72 > TV BG4,
[significantbits | fEIL, B L CWAHEEHOIP T KL A S, FERMIZ CIDR ik
23, HAT NOEREAHDREEHE I N—T L —HIEH-ODO N—7 L LTHEHENET,
CIDR 71 v 7 THENZ—FALAOE Y M, IFFIOERIIC TBaiiE] (b £9, £
D=, %ﬁﬁm7ﬂwo<m34ﬁ6%jém/Q@MmmMmﬁ7/a/wo4_&ﬁém
TR =L T DA, MREELTAELSCIDR 70 v 7% 1.23.02412720 £4, ZD
] %ﬁ%#ék\mw%h%7Ww7:/k)(tkz\lonmm) ik, I—FI
L THNERY —NOFHE Y b= hY (ERROFITIE, 32) LiXBes%5%0x >y b
T—J7HHE >y b (24) DIHETDAEEMER H U £,

listenerconfig 2% ROFEAMIZ DUV TCIX, [CLIReference Guide for AsyncOS for Cisco Secure
Email Gatewayl] #Z ML T 7230,

il {EN A ]

AoV val AT ZRN) vy FENTEERICHE TS0 — S VRIEL TV a v

NH0ET, %ﬁ@m?vamwvyﬁ%M@waéﬁ% BV AT ADEA,

BT R X HEERC (T2 ZE, 60 SRR TR ISR T) Uty hT5 K OICERE

L?:th, ZHIZED, T RNEHREERYA XICETHERLEY, VAT LAONRT p—<
WCHBE B2 052 L aERETE T,

BUEDT 7 /L MEIZ 36008 (18FH) TF, /b1 (60F) 7Bk 48FH (14,400 7))
ETOMMERETE £T,

GUITZ B — LREZMHEH L TZOMHZME L £9 GEMIc WX, VAT —D s m—
NVEBREEZR LTI

F7-. CLI ® listenerconfig -> setup 2~ REEH LTI 2HE T Lt T F
9, listenerconfig 27> ROFEAMNZSUWTiX, [CLI Reference Guide for AsyncOS for Cisco
Secure Email Gateway] # S L T 7230,

* 15 A DIREL

ARLRE e A — LT, %< DA . DNS TR TEZRWRAAL VERIZIP T FL AL E
OEEHICL > TEEESNET, DNSHGEE X, HEHICHEHTIEE T LIEHREZEEL, £
TS TA =NV EBET L E2BWRLET, SMTP 7o\t — 3 ORI IEEHERAE

B AR 7R TF-ILEFERALEEHEHTT SRR FOER


b_ESA_Admin_Guide_16-0-2_chapter5.pdf#nameddest=unique_202
b_ESA_Admin_Guide_16-0-2_chapter5.pdf#nameddest=unique_202

| AR E 79 2R F—TLEERALLEREHFTS S8R FOES
sEaga A2

GEEHEDIPT RLADDNS vy 7T v PSS ERO 7 4 V2 V7)) 2475 2 &I,
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LI ZEITbHEEBET,

RIRFEDEFHE DD D A —/VITATIICFERE SN E T, KD VIZ, AsyncOSITIE, RMAEDE
BENDDA—=VENIRT 55 1EERET DEEEMIEGRENH Y £7, 72L& 21X, SMTP %
YN — g VORNCRBRGEDREE NS DT RTOA— LV EBBNII Ty 7 LIz | Kk
AEDEEEEZ ATy NV 7 LT THEIICEFA—NT— NV oA ZRETEET,
AEEMEEEREIE, RO R—F3 v N O SN ET,

« EHERR FOREE (Verification of the connecting host) » Z#UiE, SMTP > /3t —3 3
CYORNCETINE T, FMICHOWTIE, EXEEMEE : AR A I onpage332Z ML T2
0,

s IURNO—TREEFED KA A UEDDIREE (Verification of thedomain portion of theenvelope
sender) o ZAUISMTP 1 >\t —a v OPFTEITSNET, FMICONTIE, EEH
MRGE : = _Na— 7 %EF#H, onpage 342 L T E 30,

ESPEREENS

« EIEHMGE © 5 A b, on page 33

« EEEWGE : = X0 —7%E#, on page 34

o EEHMRALD FELE — FXIEHI, on page 36

« RIBGEEEEDN S DA v —V DR ET A b, on page 40
« EEHEMAFLEE 7 X 7, on page 41
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BEEDREEE 2 AFHICIZEESEFRL00RH Y 4, =& 21E. DNS Y —RN [F
U ERITISE LR, RALUBFELRWZ EREZONET, BEE I L—TF DR A
I DNS MiEFERE TlZ, SMTP I v /3t —3 3 VORNCRREEOEEEZE 2 HF L., SE8Fh
FHORMFEOEGEE X S EIEREFEE I/ N—TICEDDLENTEET,

WA=V T— U =A%, BEA—/MIIONWT, DNSZH U THuAR A FDEREITL A A
VEBAELE D L LET, ZOMEET. SMTP A U3 —2 g VORNCFEITENET, £
DNS/V > 7 7 w7 OFITIZLE T, VE—FHFAPMDIPT RL R (0FY, KAALY) H
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s BEELAR A FOW5|E DNS Vv 77 w7 (PTR) WNIES|& DNS/L v 77 7 (A) |
LR,

EEFE I NV—T O [BEFiHR A N ODNSHFE (Connecting Host DNS Verification) | % E & L
T, RBGEOREREH T 58ELRETE E£T (F(EH 7 /v —7 SUSPECTLIST Z ] L 7=
RBFEOEFENSE DA v E—Y DA v NI 7 onpage 37525 M)
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BEEEODDHZEICRDEV) RITEELTLLEIVY, DFD | ANARLEOMOIER 72 A —
AREENDZ IRV ET, EOH, TNHOREIX, FHEFEZHESELITAay M) &
TTHEEHE I N =TI L TOIRA T—T T HZ R LET, e 2E, REES
Jb—=7"ALLOWED_LIST (2%} L T4 A F DNSHRGFEAZ AN T D & RIRFEDIXEE NS DA —
L3, ALLOWED LISTNOEFEH TEZ 2 X EE MDD A — /L ARk bID Z L 2B L E
T (A= 7a—RY V—OFRENFITIE LT, TV FARAELET Vv F A NATF =
7. L— MR EDNA RREE I ET)

EEEBRIE . T RXA—JEEH

TR —FEEERIEAFEHT AL, TN —FEEED R AL L) DNS THREE S
NET (2o X —TEREEHED RAAL VBRI NDD, To_Xa—TEEEDRKAL DA
La— RELIFIMX La— RBDNSIZHFET S0 . RAA 1%, DNS THERBITHNZ A A
7 U N ETIE DNS R OfEE EO—R R T — RN Lo BRI T EH A,
TR L, FAAL VBV I T o7 LE 9 E Lize =2 Tdomaindoesnotexist] AT —
HAWIRINT-HGE, RAAL VIFEELEEA, ZORENSMTP I N\ t—2 g O THE
ITENDDITK L, A DNS HFEIZ A o —2 3 VAR EN D RICEIT S, #kT
SMTP H— "D 1P 7 R L AT S hvE T,

FEM : AsyncOS X, EEEHDT RLAD RAALNIH L TMX Lba—RK 72 —%#EfTLE
9, WIZ AsyncOS (£, MX L a— KDLy 77 v T OFRFRIZESNT, Aba—Rory s
7 v T EITVWET, DNS P —37% INXDOMAIN] (ZODO RAA DL a— RN ZiRL
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AP _Xua—7EEE] BT IVICHEINET, NXDOMAIN (&, /L— F x—2A H—
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7272 L DNS P — 323 FSERVERFAILJ R L7246, DNS — N3 EERRNW AL D
TR —7REE] BT IV IHEENNET, SERVFAILLi R A AV DFAE LIRS,
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ETEXET,

FRA—)L 77— R —T, RO EBARETT,

s TR —TEEH D DNS BGEE A 2 —T7 T D,

s RERFEROT o _"ua—TFEEHITR L, BAZ L SMTP 22— REREEHET, =2
0 — 7 EEH D DNS #iiF a2 A F— 7 W LEERA . AEREROT No— 7% EHI
Tav 7 InET,

s RS NN N =T REEH FAAL VTR LAY DIRE RS,

e DNSIZHFAE LWV o N — T REH R AL IR LI A MREEIET,

EEFRAEGIINT =T VAR LT, RAALCERIET RLADY A REEIL, 22050
A= E BRI EIIESR T2 N TEET (BEEEMRIEBIINT — 7/, on page 36 %
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ESPEREY=]

ey RAAL L T T AN RAAL YV RIEZREAD MAIL FROM, on page 35
« B} AL I SMTP 22— R &5, on page 36
 BEFEMGE : = 1m— 754, on page 34

By EALD, TIHILE FAAL 2, FRIELER D MAIL FROM
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HARBLSMIP O— FERE
TR —TEEHEORNRIER A vE— DNSIZIFEE LRV R —7%E# . DNS
J X ) —THRTE 720y (DNS H— 3 FZ 7 LTCWBRE) = _u—7 %G8k L,
SMTP i— R L EE R v —VRIFETE £,
SMTP ﬁ;%&zéi%ﬁ SEnvelopeSender ffé\&bé Z cE 75‘(% ijqo :ﬂ(i\ 73 A ’7 AEE%@%%%
THEXIIZ R —T R EFOMICER S NET,

—#%1Z1X Domain does not exist] fifi Bl KFEHITI 2N, TN % —BFRREIZTAZ LT
FT, TOLI T —RAEWS DI, RS2 2—HiX, =F—a— &7 74/ hD
S5XX 25 4XX ICEFTE £,

EIEERIHNT—TIL
EEEREEHISNT — 7 iF, SMTP I "t — g CHRICHBEIICEH A E - I3HER SN D A
AVEEFEFA—NT RLADY A FTY, 2, HESIND AL IZHOWT, A7 v =3
VD SMTP a— REHEBRIGELAIBETH I L TEET, ETA—NT— T AHTZVD
EEEBGREHISNT —T X1 DOHRTHY, A—NT7a—R) r—TLticagbanEd,
REERGEFISN T —T7 1, HEDEMTHL DD, FEXNIELW R A A U EITET
A—=VT RLAZYARL, TINLDOA—NEHETHOIHEHTEET, L2
K2VIE LU MAIL FROM pres@uwhitehouse.gov % &5 B MAEHIAN T — 7 VM L. BEIAIC
HETHEIICRETEET, £72. WEHIRAAL 0T AN RAAL U7, HEIRNICHFA T 5
RAA v ZHYAMTDHZEHLTEET, T, fﬁ%77tx% 7V (RAT) Tirbivd
TR —7%EFH (SMTPRCPTTO =~ > R) LI TWET,
FEFEBGRERIN T —T ML, GUID[A—/LR Y — (MailPolicies) >[4+ 7— 7 /L (Exception
Table) ] ~R— (F721F CLI D exceptionconfig I~ K) TEFINZ%. GUI (XA —L 7
12— R U 3— ACCEPTED % i ] L 72 RIRFEE(FE ~DE(E A v &— TV DIER, on page 38% 5
B) F 7213 CLI ( [CLI Reference Guide for AsyncOSfor Cisco Secure Email Gateway] % £:f8) T
R —TricambanE,
EEERIFNT—T LD N ORESIIR O L B0 T,

BISNT — T IV DEEICOWTIIEEEDET A —/L T R RACESWEEEEREIEL—L 5
DARIRRELE(ZH DBRIS, on page 394 S L T 72 &0,

EIEEREDRE — XEH

ZIZTIE, AR e R — TR EERIEO M) CIREFI 7R REOH 2R L E T,
ZORFITIE, RA NBEERGEE EET D L xIC, BFEO%EHE 7 V—7 SUSPECTLIST &

A—) 71— KRY I —THROTTLED |{Z L V| #5[Z DNS /L v 7 7 v 7R —5 L2\t
RARDLEDA— AN AT Y N T EINET,

B LWEEH 7 v—7 (UNVERIFIED) &# LW A—/L 71— 7K 2 — (THROTTLEMORE)
MMER SN E T, BEE SNV TR A B O A —/LiX, SMTP B v /3t —3 3 V ORIIC
Zny M) 7 ENET (FEE#H Z/L—7 UNVERIFIED & LV fEt) 72 A —/L 7o — R Y
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A —)b 7m— RY L — ACCEPTED 2%t L TR — R EFRIENA 2— T VI ENE
ﬁ—o

ROFIZ, BEEMIEEFZETLIEDOMRINIRELRLET,

Table 9: 3£ {SE &AL : HBEINDHH/TE

EEEINL—T R o— BHd
UNVERIFIED THROTTLEMORE SMTP # 3 t—3 5 » DR,
SUSPECTLIST THROTTLED BEfi AR A R PTR L =1 — 7% DNS IZ/FE L7200,

Bt R A hOWi5| & DNSvw 77 >~ (PTR) 2 IEF| X DNS
I 7T w7 (A) IT—F LA,

ACCEPTED SMTP 7 > /3t —3 3 VDT R — 7k EHRGE,
- AR IE 72 MAIL FROM:,

- R u— 7 EEH A DNS ISIFIE LR,

- a— 7 EEFHE D DNS TR S 17200,

BEIER
« 1&{5% 77— 7 SUSPECTLIST Z ] LIZARMEEDXEFZ NSO DA v —Y DA v b Y
> 7, on page 37
« RMRFEDEEFHE~D LV s /a A v v MY o Z3EDFAT, on page 38
e A—)L 7u—RY > — ACCEPTED % {fH L 72 RIRFEEFEH ~DEE A v B —VDER,

on page 38
c REBEDEF A= T FLAIESW TR EEREEL— /L b OARIRFER(EH DR, on
page 39

o EEHERREEHINT — 7 LN TOT KL ADFRER, on page 39
FEIEE J)L— T SUSPECTLIST Z (A L - RIZREEDEEFEI DA vE—2DXA Y LY
27

Procedure

AT9 1 [A—/LK Y 2 — (Mail Policies) 1> [HATHEE (HAT Overview) | Z#R L £,
ATF9 T2 FEHEINV—TDY A FT[SUSPECTLIST]| 27 U v 7 L%,

AT T3 [RELMmE (Edit Settings) %27V v 27 LET,

ATy T4 VARG Ay hb (THROTTLED) ] ARV —Z@IR L £,
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AT w5 [HEiA A N ODNSKFE (Connecting Host DNS Verification) | O @ [#2fi748 A b 5| X DNSH
& (PTR) M HRZEDNSHZE (A) & —E L 72\ (Connecting host reverse DNS lookup (PTR) does
not match the forward DNS lookup (A)) 1 F = v 7Ry 7 A&EA N LET,

ATvT6 EREEZEEL, RELET,

W5 & DNS /v 77 » THRB LTk EH X8 (E# 7 /1—7 SUSPECTLIST (Z—# L., A—
)b 71a—RY T —THROTTLED OF 7 4V ks 77 ¥ a UREFTEINET,

RIREEDEEE~ADLYEBLGEROY M) U THREDET
Procedure

AT Tl FF, HlnA—nL 7o—K) o—%2ERL (ZOFITiZ THROTTLEMORE & W 9 44 i % f+f
JET) . KRRy MY U TRIEEZITWVET,
a) [A—/7v—7RY T — (Mail Flow Policies) | ~— T[AR Y > —%iB01 (AddPolicy) | %
70 w7 LET,
by A— T7ua—RY—D4HiE AL, [$#EHEIE (Connection Behavior) ] & LT [
(Accept) ] ZEINL £797,
) A—NEAuy NI U TTHEICHR) U —%HELET,
d EHEEZEEL, RELET,
RATY T2 RIZ, FHILOEEE I NAV—T2ER L (ZOFITIE, UNVERIFIED &\ ) 4Rz £9) |
THROTTLEMORE RV v —ZHEHT 5 X 2R ELET,
a) [HAT#EZEE (HAT Overview) | X— T [XEH 7/ /V—7%iE/ (Add Sender Group) | % 7
Uy LET,
b) U A +»5 [THROTTLEMORE] 7R Y o — %8R L £ 7,
c) [ A N ODNSHREE (Connecting Host DNS Verification) | H'® [###¢4 A K PTRL 22—
R2DNSIZTFAE L £ A (Connecting host PTR record does not exist in DNS) ] F = v 7 78 >
I AEA AT LET,
d EHEZEEL, RELET,

A—)JL 78— K1) — ACCEPTED %A L - RFRIEEEB~NDEEA VYV E—CDEE
Procedure

ATYF1 [A—/LRY T — (Mail Policies) ]>[A—/L 71— I — (Mail Flow Policies) ] Z3##R L £
7

ATY T2 [A—NT7a—iK ¥— (Mail Flow Policies) ] X—Y T, A—/L 71— K ¥ — KR
(ACCEPTED) 1%7 U > 7 L%,
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EEBEOET A —IL 7 FLRICESVEREEREL—Lh snxgiEzEEoks [

ATY T3 [EEHDOKIE (Sender Verification) |27 v a v FTAZ7uv—LLET,
ATy T4 [T _Xu—T7%EEH DNS OMGE (Envelope Sender DNS Verification) | &7 > 2 > C, k& %E
fTLET,
c[On] ZEIRNL, ZDOA—L T7ur—RY —ITxT DTN —7E(EH D DNS Gk % A
F—=7 M LET,
WAL L SMTP 22— REIREZERT HI LB TEET,
AT TS [RAA HIGNT—T7 VDA (Use Domain Exception Table) |27 > 5 > T[4 (On) ] %%
RLUT, FAA BT =T N EFGHZLET,
ATy 76 EREEEL, RELET,

EEBDEFA—IL 7 FLRIZEDNWEEFRIL/IL—ILH b DREILEEE DRI
Procedure

ATy T [A—/AR Y T — (Mail Policies) ]> [#1#+7—7 /L (Exception Table) ] Z 3R L £ 7,

Note
BT —T X, [BISVT—T7 v %EHEA (Use Exception Table) | 234 % — 7 /VIZEEE S LT
HFTRCOA— 77— R =27 a— YVl INnET,

RTw T2 [A—=NR VU~ (Mail Policies) |>[f#I#h7—7 "/ (Exception Table) ]3—C[ KA A L4+
Z 3B/ (Add Domain Exception) | %2 Y v 27 LE7,

ATY T3 EFA—NT RLRAEANLET, BT RLUA (pres@whitehouse.gov) . 4HiT (user@) .
KA A > (@example.com ¥ 721% @.example.com) . £7IXIP T RLA%EMAH v aTHALET
KL A (user@[192.168.23.1]) Z A)TEE,

ATV T8 ZOT FLANLDA vy b=V &FAITOMERTONEHRELET, A—NEELT L5
By SMTP 2 — RE W RZ LREEZIRET L2 L HTEET,

RT9TS EREZEEL, RELET,

REEEBRIFNT—TILATODT FLADER
Procedure

ATy T 1 [BI4T—7 /v (ExceptionTable) | X— D[ A A A DOFFE (Find Domain Exception) ]
Jva B FANT RLAEANLET,

ATy T2 [#F% (Find) 1227V v 27 LET,
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B ssasezroosvt—somETa -

T—=TNAHDONTNNOZ R UIZT RUAR—FHLIERE, I~ L= Y BRER
SNFET,

KBILEEEIODA VE—CDHBET R B
x_%LVC?£1H%§ﬁ%ﬂE ﬁz%f7ﬁj7l/f_f;&b aaﬁi)‘*—/bfr F ¢73:4)0)%3VF%EE§E VCE%EE??
DNS BEDOEREDT A MME, AEOHFHHEZE L TWVWDH I EIEEL TLIEE N,

EEEE

« BN ARIEZ MAIL FROM BEH T RLADT A b A v & —D(E, on page 40
« REHEMGENL— A BERNT DT R AN D A v — T DEE(E, on page 41

BHAATRIEL MAILFROMEEET FLADTRA k A vtE—TDiEE

THROTTLED RV v —D X EFXF/DNS BHEOHRELET A T 52 LT LWGEERH Y £
T8, SR IE 7 MAIL FROM 7 iﬁ%?ﬂﬁ*(%iﬁ‘

Procedure

ATFYT1 EBFA—NT = Tz ~DTelnet ¥y ar ZhEEd,

AT9 T2 SMTPa~ > R&H LT, BB RIEZ2MAILFROM (KA A > 72 Lo Tadmin 72 &) Zff
HALIEZT AR Avb—U% R ELET,
Note
TIHNE RAL CEERT D, A— NV EEZET DL ZITEHY KA A 2R _ufFT?“
HEINCEFANT =P U2 BRELTEGEC, T RUVAITEA X —T I LT
(7= F T2 TOA=IZEORE] ODEEBM]R) | F‘%%‘/rbif;u\ﬁwx%/@ﬁﬁm
ELLRWET A=V E2ER, #E. ZETERWEERHY £,

X7_'“J7}3 Ayt— /ﬁ)*ﬁréﬂé kz&ﬁﬁmu Lij—o

# telnet IP address of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

SMTP == — R L SR, A—/L 7u— R Y >— THROTTLED O x> X u — FEEHWEAHRTE
TERELEBDIZR>TWAZ L 2R LET,
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EEERIL—LALBATET FLRb b0 ve—oniiE [

EEERIEIL—IDSBEANTET7 ELANLDA Yy E—UDEE

Procedure

ATv T
ATvT2
ATvT3
ATvT4

ATy TH

BEEBGEFIIN T — T MIZHNE SN TWDE T A= T RLADLD A =R L, =2
0 — 7 REERENFITENRNZ L 2HERT DI, ROFIEEZFITLET,

7 R L A admin@zzzaaazzz.com %, Fl57 —7 VIZEE TAllow] TEAIL £,

EHEERIFLET,

BIA—NT = Tz ~D Telnet £ v a v EHEET,

SMTP =~ REMEM LT, EEHERIEGINT —T VAT LTEET AL T FLA
(admin@zzzaaazzz.com) "H7 A b AvbE—URFEEFELET,

A=V RHFAEND T EEMHERLET,

# telnet IP_address_of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

ZOESA—=NT FLAZEEEBREBINT — T VInOHIRT 5 &, 2o "a—7REHEDOF
A A ERSID DNS THEGRE S NRWe D, ZDOREENLD A —VBREGSNET,

EEERIEEOX DY

wowv 7 o Uik, BEERIEO AW EIZ R L ET,

BEEIE B
o TN — SRS E L, on page 41

I oA0—TJEEBRI

BRARRERT L Ro—T%EE

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope sender]
domain missing

R A A NFEE LRV (NXDOMAIN)

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected,
envelope sender domain does not exist

R A A VD3R S 37evy (SERVFAIL)
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Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected,
envelope sender domain could not be resolved
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