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. aAvFUY I4I1LAE
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| 25>y 7404

avrvy 74 na0zk ]

S

Bl

SPF HiGIE

SPF MGEAT — X AZHBILET, ZDT7 4% L—)LTlE, SFS
%72 SPF MGEAE R %2 7 = ) —T&X £9, SPF MAEDFEMIZ W T,
[T A—NVFRGE] OEESRL T EI0,

G¥)
SPFID # & £ FICSPEMGEa T Y 7 4 VEZ 2R E LIZIBA.
FERAHEEET RS SPEFID A v E—JICEEN TV DY
BlX, AvE—UHNOWTNNOHEE —FL=REN ) H—Eh
\ij_o

SMIME 7" — R 7 = A
A vE—Y (SIMIME
Gateway Message)

AvE—U1T SIMIME B4 SNTWA D, BELENTWAD, F-
BB IO b TV D h, GOV TIE, S/MIME &% =
V7 g4 = R2EZM LTI,

SMIME 7" — b 7 = A
TRAEHT

S/MIME A v E— T EFICHRIEEN TV D, HEENTWDED,
FRIFESBIORIESN TS0y, FEIC OV TR, SMIME & & =
U7 4 = AZZRLTIEEN,

A y—VETE

Ayt —Y (4 LA ITBRLEZWTNNDOEETHDL, 2D
T, 7 7 ANB LUy F—DEEIIHER L EE A,

SEOBRHOBEDLEHS

BFA—NT— T oA1F, AvE—VDEEEMHT D DITHEAIA
HOSFERHB VU EFERALET, B AT~ U oA,
HEAyE—URIEHHL, SR CELET,

SERHET YT, HEHSNTET X R NNOR SHEOBREZIE L,
ENEEBEFA—NT = T 2AITELET, EFA—NAT—bU=A
X, RbEWHEREL LOFHEEAvE—VOFiEEARLET, &
A== T zAF, WOTTIVFTONTNNT, AveE—TDF
na DHBIARE] LA LET,

s SNTEFHEN ETFA—NVT— NV oA THHR— STV
WIGE
B A—NT = T2 A BA =D ELEMRH T 2WGE
s ST oY EL N SN T A FOEEH A A
50 XA MR OSE

HEEE R RRAE

DAy —IIZ, HET D MIME BERBE END D,

BEHETDHMIMEBERNEGEENDIA =T 7 a 28775
B, ZOREEFEHLET,

GE)

W7 7 A N_R—=2 DM (728 213, 7 7 A LVONE) Ok
(=& 2E, av T o iBR47 7 A V0RE) X, (EETD
MIME B2 R Z2&1e) RERA v E— TIEEL 8 A,

aAVTFIUY T4IILE .
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avyFry 7404 |
B -27vons0rsvay

ES S iR
(VAR Ayt —UNERLCETIERE N b DN E I Dz R LET,
MEFRRMEEEHT L L BIRLIERBEDENSLDERFEA v —Y
B TE £,
G¥)

MEERI T Y 7 4 VA EHERT I, BFA— VP —bhU =
A TANRNLKEZ DU E2HDCLET,

RAAL DL E = EEERFAAL T, BESNHEL —E L TWE T2
Tvay CEEHERAL DL aTF—T g
« SNBEE T 4 — K

SR OWTIE, AR T +— REEHAT O E AT —FT =
A DOREET= iﬂéf.:%‘]\%%/l/t:LT Ve PO ZAINYE 2
BRLTL7Z&,

— ~
AT T4ILEZDT7o 3y
T A, BFA—AT = N = ARV T YT 4N DRIFC T DA = VI
1TH2ETYT, Avb—VOEF, BEEIZ a7 REIFETIERIATOT I a R
HABEESNTWET, Ave—VTEEERII Ny T Wtz [F&T 7 v ay ) BEITIR
HZLT EA—N X2 UT 4 TTI3A T ATHREINCT 7> a UREIEEITEN, 7
Y RTULAY TANZETIIDLP A% ¥ L2 EDOFDHBOT X TOMBENER I NEH A,

KaLTF Y T4 NEITE, DR 1 oD T VY a v EERTAVNENRLY £,

77“/5/1 EFIZHENA =T TERITESNDTZD, T2 T4 NVEOEBOT 7
TarEE HEE. T arolEFEEER LET,

Attachment Content 554>, Message Body & 7213 Attachment 55, Message AL, 7203
Attachment NG & —ET 5 A v =Tk LTRREET 27 > a v 2RE LTS A. RS
TeAyE—VHNO—HLIENFEZR R TEET, AvE—VARLEZRTTLHE, —HLTEAR
NG THRAF RINET, £/, $MatchedContent 77 ¥ 3 VB AZMHH L T, —E L=
KAy E—VDOHRAIIEZDLENTEET, FMZO VTR, FFAFY V=] OF
EHBLTIEEN,

TANE T EICERTEDLIRET 72 a X120 T, &&T7 27 v a i, VA Mok
DT 7 varyTT, NgUA BE. BEXORue vy X, &7 273 TT, :1/7//
TANEDT 7 a e AT DHHE, GUUBLOCLIICL Y, &E&T 7 > a VN
RICHLE S E T,

T B 21 =) bBRLTLIEEN,

. aAvFUY I4I1LAE
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| 25>y 7404

avrrvnsnrsvay |

R2: ATV TANEADTIIY

Tovay

B

F%% (Quarantine)

[F@BE (Quarantine) ], VT 4UA>D Policy [@ERET U 7IZERFFS 41D
Ay —=VIZT T T M ET,

[E#HT 5 A vE— (Duplicate message) ]: A vE—TYDae—
ERESNERBECY 7ICEE LT, AU PT L Ay =0/
BERITLET, AFEOEBMT 7> a R, FVTF L A yt—
VICHEA S ET,

BB R ORT 51k

A v—=UF, WROLBEEREZESR £, T XTORERTET TS
L. Ave—UhRES b, BESET,

(K5 {b/L— L (Encryptionrule) ]: A »E—U%HICK5{bT 5
. TLS e & I Lo S ERT S RN RIR L2 BB 72 0 i S{E L
F9, FEMIZOWNWTIE, TLS#ER AR S bRV ITHEHEZSRL
TLZENY,

(S 7O 27 4L (Encryption Profile) ] : ALHEINE T L= 5,
REESNH ST a 7 A VEFHALTA vE—V %Rk L,
Ay—VEEELET, DT 7 aid, Cisco 55t T 77
ATV AEIEIHAAT Yy R¥—H—REHHLET,

(4 (Subject) |: BEEALEINTZA v =V DHLTT, T 741
M $subject T,

NEICL>THMNT7 74
NV E R

[REELHT T 74U (Attachment contains) | : IEREHZ &
A=V DT RTCOBN 77 ANV E Ky LET, 7T—IA47
77 AN (zip, tar) 1, FIZEENTND T 7 A LDWNT DN
ERER L BT L5 Rry 7SN ET,

[R¥— FEABIFEEL (Containssmart identifier) ] : f5E S 47z
Av—=bFIDEZBFDA Yy E—VOTXTORI 77 A VE R v
LiTO

[AVTUOVHEDEEZEURMTT 7 14)L (Attachment contains
termsin the content dictionary) | : ¥~ 7 A /LIZ, <dictionary
name> & WO A FITD 2 T Y FEEOWT LD IER KRB E 72T
FENEENTNDNE I MEHBILET,

[Fk &7z —%% (Number of matches required) ] : true & 792
eI — VTRER—BHARELE T, TOLEVEIE, 7%
Ak, Av—FIDERIZa Ty F 47 aF Y o—EREEIC
*LTHETEET,

[AvtE—UELEZ (Replacement message) | : A7 3> ax
Y RME Rry TSNS T s A VOBEBIER IS T XA b
EEELET, W7 74007 v H—1%, B A v -8B
MEND7ETFTT,

aAVTFIUY T4IILE .
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B -27vons0rsvay

avyFry 7404 |

Tovay

B

7 7 A VEHRIC & o TH
7 7 A VT ERE

[7 7 A W% (Filename) |: fiE SN IEBKRBLE 7 7 A4 VA D —
HBEITHAE—VOTRCORMN 77 A Ve ke LET, 7T—
A TRDIRES 7 7 AV (zip, tar) NITEET L7 7 A0 H
LY%E. ZOWMH T A ME Rr y T ERET,

[7 7 A NYA X (Filesize) |: A vE—Y DU 7740055
n— x>y a— RKEXTRE LA X (34 MHL) LLEDOY A
ATCHHT77ANETXTRe Yy LES, 7—HAT 774V
FIIER 7 7 ANDEA. ZOT 7 a sk, EfERTIOY A Xh
MRS, EEOBEDOY A XRFHMIET,

[Z77ANZ AT (Filetype) |: A v E—YDRM 77 A LD D5,
BELETZ7AND (T4 =TV N E—BTDHT7 74 V%
TRTCRkay 7 LET, 7—IA TRRXOWA 7 7 AV (zip, tar)
WIZEET D7 7 AN L5E. ZORM 7 7 A ViERr vy 7S
nET,

[MIME% A 7 (MIMEtype) ]: A v & —Y DU 7 740D 95 b,
BEDMIME A4 707 7 A )VET TRy LET,

[Z77 ANy =2 A (FileHashList) J: 2R L7277 A b Ny
a2 A RNNDT 7 A LD SHA-256 fE £ 721X MD5 i & —%4 %
A E—VICHLTRXTORM 7 7 A VE Ry LET, Fry
THET YA RNNORBERT 7 ANy 2 A RNERERIRLET,

[ A—U55FPHIE  (Image Analysis Verdict) ] : ¥87E S72A A —

VHIEE —HT DA A VIR T ANV E Ray X LET, Rk

A A—THrHIEICIR, B LV (Suspect) ], [AE )
(Inappropriate) ], [ E L < 1% LU (Suspect or

Inappropriate) ], [A % ¥ A (Unscannable) ] 7213 [1EH
(Clean) 123V £7,

NEEBH I — K, ETF= Pk TEEDHDL 77 AL L
THEINTEA Yy E—V0FTRTCORA =N 77 A VE R
oy 7 LET,

T7ANL Ny i) R REEIRLET, (47T =) Cisco
EX—N X2 T 4 F— b UxA TEREBRHE LW T X
NEERIEA T 7 A NNy 2DV A NERRLET,

FERNC DN T, SMBEIE Y 4 — RE AT 28T A =7 — |k
VA OREESZRLTIIZEN,

[AvtE—UZELEB X (Replacement message) | : A7 a > a X
YME ey TSN s A VOB SN D T F A b
EERLET, BT 7AN0D7 v 2 —F, B A vE—VI2B
mans=zg Ty,

. aAvFUY I4I1LAE
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| 25>y 7404

avrrvnsnrsvay |

Tovay

B

~ 7 NG ENDIRE
77 A VA

BELEZTZ 7 ANV A TD= I aDNGhlioT-imkft7 7 A V%
T_XTReyLET,

GE)
T—=HA T EIZTHDIALT 7 A M~ 7 B RNEENTHDEHEE,
BT 7 ANMTIA v E—U0 Rey FENET,

[ AZ L LIEZ A vE— (CustomReplacement Message) | (4
Trary) W7 s ANDBHIREND EE, T AN NTIE, v
AT LERDA =V N Ay =V RLO—F TITBMIILE
TO

DT, =7 anBhREMA 7 7 A VR A o=V bHIREND
EZWCVAT AL TEREND A v =V DY T T,
A MIME attachment of type
<application/vnd.ms-excel> was removed here by a

drop-macro-enabled-attachments filter rule on the
host <mail.example.com>.

[ AZ LZLEZ A vE— (Custom Replacement Message) |
TA4—IWVRIZHAZ L Ay E—VBATTTDHE, VAT LDAERKD
AyE—=VIIANIENTA Yy E—VIZELBEZONET,

URLL B 2T —3 3
(URL Reputation)

Av—VICEFENDLURLOERE : 7 4 VX TOURLLVE 27—
Ta EIZURL AT IV OT 7 a OB L OURL 7 1 /b
2T O A NOERESZR LTI EIN,

LEaT—2 g 0B CEARWURLICIE, 237l &
ALTT V7 arvsEELET,

GE)

S/MIME Zffi ] L THE Bk S TW B IE £ 721% SIMIME B4 08
GEENDHE, B AT T2 1IA v =V EBLEL
BRI LFET,

URL #7 =Y (URL
Category)

Aov—VIZEGEENDLURLOEE : 7 4 )X TOURL L E 27—
va EFIZURL AT I OT7 7 g o OEHBLOURL 7 =
JIZOWTESR LT E &N,

GE)

S/MIME Z il L ThE B ENTW A A £ 7213 SIMIME 24 73
GENDEHEE. BAANT =P T2 A 1FA v -V EBLHFS
BRI LET,

aAVTFIUY T4IILE .
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B -27vons0rsvay

avyFry 7404 |

THay SiBR
0 SRIAST OB [[FICECE (Above) |: A vt — FERICHBFREABML 4

(N~ &—=)

[FIZERE (Below) |: A v E— Y FHlchEEFHABMLUET
(7 v H—) ,

o ZoarFuy TANE T a v EERAT AT, REE
T XA T TIHER L TWALENH D 97,

FEARIZOWTIE, HEGFET 7L — FEZRLTIZE N,

TONT VAT T 4H
LD AF ¥ DI
2

A=V LTCT T RNT VLAY TA4NZITELDATY VB A
Xy 7 LET,

DKIM Z4 D3 A /XA

A=k LT DKIM B4 & /31 XA LET,

gt — (Bee:) #EE

[EF A —/L7 KL A (Email addresses) |: i EZEHEICA v —
ChELTa—LET,

(4% (Subject) |: at—&NA vEe—YOMLE2BMLET,
[WA—2RR (FTF3>) (Return path (optional)) 1: U % —
VRAERRELET,

[REA—IKRRAF (TP 3>) (Alternate mail host
(optional)) ]: fREERA—N HFA MERELET,

P EE (Notify) |: fEESNTEZEHEICZOA v E—V2HELE
T, A7 a rTHEEREB LU ERICHMTEET,
(% (Subject) 1: a—3hi A vE—VDHAZEBEMLET,
[WA—2RR (T2 32) (Return path (optional)) ]: U #—
YORAEMRELET,
[7 7 L— MM (Usetemplate) |: fER L7277 L— hinb T
Y7 L= haERLET,
AV TN A=V ERMG7 740 LTEDET (Include
original message as an attachment) ]: 4V YL X vt —T &R
TrANE LTEMLET,

ZlEH LR BF AN T RLRA Yy E—VOZEHEEBEBT AV T KL

ANZEELET,

. aAvFUY I4I1LAE
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| 25>y 7404

avrrvnsnrsvay |

Tovay

B

RAFEEHR R MR
- VEEE

[A—/LR A K (Mailhost) ]: A v &—Y D55 A —/L KA %45
EA—VHRANMIERLET,

GE)
LTSN A v E—UnEB s NS I LET, 0
T va s, REEEZEDICL T, FBEA L AR MTEELE
ﬁ—o

IPAUH—T = AND
S E

[RDIPAL A=D1 AMBEE (SendfromIPinterface) ] : &
EIPA =T 2 AMBERELET, [[PA L H—T A A5
%1% (Deliver from IP Interface) |77 v a »idk, Av&—T DY —
ARAPNEREY —AERELET, YV—AFRANMNI, AvE—
UBEEENDIPA LV F—T oA ATHERINET,

~y X —DRE

[Ny A —% (Header name) | : fRE~» ¥ —ZEUFANC A v —
U LHIBRLE T,

~v B —DBNNRE

AE—VICH LN T —ZBAFTEREDANYF—ZEEL
i-d_o

[~> ¥ —4 (Headername) | : F#l F 72 IIBEF D~ ¥ — D4R,

[FLWLWAY A —DIEZIEE (Specify valueof new header) ]: L
Wy X —DEEFMERNC A v B — VAL E T,

[BEEDAN Y A —DEDRTIZ{TI (Prepend to the Value of Existing
Header) | : BMERNCEBEF O~y ¥ —ORNEZEM L £,

[BEFEOANY Z—DEDEAIZ{FI (Append totheValueof Existing
Heade) ] : BMERICBEF D~y X — D% AITMEZ BN L £,

[BEF D~ X —DfEN HHFE L CiE#t (Search & Replace from the
Value of Existing Header) ] : [f#RZ&%t4¢ (Searchfor) ]~ 1 —/V RiZ,
BEfF D~y X —TCEEWZ DEE RO 5720 OMEEEZ A LE
T, Ny X —ICHAT D% [RCiE#t (Replace with) | 7 4 —/b
RIZANLET, BEHRBETHEOICEHARBZHEHTEET,
~y X —=InbEEHIBRT 25 51E, IR CE# (Replace with) ]
T4V REZEAOEXICLTIIEIN,

RAEA — L DR

BIEINTZ A =T 5 From: ~y X —%HIiRL, =0 Xa—7
EEHECTEEHRIET,

BIEA — VDB EZZH LTI,

aAVTFIUY T4IILE .
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B -27vons0rsvay

avyFry 7404 |

Tovay

B

A w— X T OB

DLP RV v — T4 NHZ VT THRATHIAY LHGEEZ A vE—
VICHHALET, DLPRY V—Z2HEL T, AF vy UL a Ay
=V EITRHDHA Y E—VICRETHZENTEET, AvE—
CHETIIZEFENTIEEREINEYA, DLPRY > —TO A vE—
T ETOERIZONTIE, T—HBRIEORY —%25H LT
{TEEW,

n 7 T kY OBN

HAR <A XINT=ZT F A F% INFO L~ C IronPort 7 % A
A= a ZIHHALET, ZOTFAMIUIT 7 v a VEKE M
AT e0nTEEd, 7 o M) igAvtE—Y b T
WCHbRRESNET,

BZ D S/IMIME 24 /Ik%
=it

EEWFIZ A~ B — 0 SIMIME B4 £ 7213 2k EIT L E7,
A o —UIIIR OB ZHEA, TN T OMLENSE T LIRS T
BOLFETIIRE LI NT, BESNET,
SMIMEZEETO 77/ IL : FEESNIZSMIMEEE T 07 71 /L

A LT, SMIME B4 £7-13 54237 L $£9, S/MIME %
FE7a 77 A NVOEREZM LTI ZEN,

AL LT SRR
BT 7 v 3 >)

A=Vl At B L UEME L. ZORDEREDLEZ 2% v 7
LET,

(K5 75{b/b— L (Encryptionrule) ]: A »E—U%HICK 5{bT 25
P>, TLS#EE &I LTI ER TR ISR L= 58 72 T B{k L
F9, FEMICOWTIE, TLSHER AR S bofROVITHEHEZSRL
TLIZENY,

[BE{t 7O 277 4L (Encryption Profile) ] : 5& &=k 5k~
D77y ANEFERLTA =2 L, A vE—V%EISL
F9, ZOT 7 arid, Cisco§HbT 7747 v AETITHA
Ty RF—HP—tREHFHLEI,

(4% (Subject) |: BN A v =V OHLTT, T 74V
MEIX $Subject T,

S/MIME B4 /514l (%
By a )

SIMIME B4 F 7213 5 b2 FITLTA v =V EE L. TD%
OFITIA X v FLET,

SMIMEZETOT 7/ )L : IRESNTZSMIMEXEE T 7 7 A )V
A LT, S/MIME B4 F 71355t 2 FE/T LE T, S/MIME 1%
F7a 77 A NVOEREZML T ZEN,

N 2T 5 (
g y)

B
w®
\d
N

Ay —VEFEHEIZRLET,

. aAvFUY I4I1LAE


b_ESA_Admin_Guide_16-0-1_chapter23.pdf#nameddest=unique_532
b_ESA_Admin_Guide_16-0-1_chapter25.pdf#nameddest=unique_533
b_ESA_Admin_Guide_16-0-1_chapter25.pdf#nameddest=unique_533
b_ESA_Admin_Guide_16-0-1_chapter24.pdf#nameddest=unique_529
b_ESA_Admin_Guide_16-0-1_chapter25.pdf#nameddest=unique_533
b_ESA_Admin_Guide_16-0-1_chapter25.pdf#nameddest=unique_533

| 25>y 7404

7ovaves [

B

Ay =V ERROMBEEICEFE L, TOROERD2 T Y
TANEEAFy T LET, REIDGLT, A vE—URZEHIC
B SN2, MEENFEITSNDD 7Y T LA 7 74 NFIT
Lo AF Y VBB SNET,

Aoyt—ThR Fuey 7 U CHEELET,

[SafePrint] 2TV JA4NEZ T 7 aryEEALT, Avk—
COWST7 7 A V% Safe Print TH AL ET,

Safe Print 2> 7Y 7 4V H T 7 vasid, IROWT LD HE
THEHTEET,

o —H T DURST 7 7 A V% Safe Print CHY /) (Safe print matching
attachments) : Z DA 7 a L ZERATLHE, RESNT-2V
TV T ANEFC BT DT RTOR =V DIRMT 7
A )V % Safe Print THI L £,

o TRTOERS7 7 A /L% Safe Print CHi /I (Safe print all
attachments) : Z DA 7 a L EERATLHE, RESNT-2v
T T 4 IV H SRR true DIFHITT RTD R v E— Y DOE
ft =7 7 A /L% Safe Print CH I L E1,

[Fvy (Yes) | ZBIRL T, AFxF ¥ o ARA[L~v—7 SNTNDHA Y
=V OB T 7 A NVEHIBRLET,

GE)

T 7/ RTIE, IR 7 7 AVBAF v U TERWVWES, VAT
LEMDA =V DRNTFA N7 7408 LTEIMESNET,
[ AZ LZLEZ A vE— (Custom Replacement Message) |
T4 =V REZHRZL A=V EBANLET,

FERICOWTIR, A vy =Y OIRM T 7 A /L% Safe Print THIJJT
5B DEFA—NT — b = A ORETEESBR L TIIZEN,

Toay
BOoDaLTLY T 40
R Ax T (F&T 0
g y)
Ka v 7323 (&&KT7T7
g y)
Safe Print
BEEIER

T a g 21 =)

T a EH

AT T4 NFICEVBEND A v E—UIGEBIMEND ~y X=X, TV a ET
RRCA U DTN A v —VOERICHEBIMNICERSNOERE DL ENTEET, b
DFFRIZELBNIT 7> a VEREWIEINET, BT A—NT— R VoA TIROT 7 > a VE
BN R—hEhTWET,

aAVTFIUY T4IILE .
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| RZEE T

R3I: TV aVEHR

avyFry 7404 |

T XX Bl
TRTDO~y X — (Al Ayl—U ~yX—|lEXHIONET,
SAllHeaders
Headers)
ALY A X (Body Size) SBodysise A=Y AR (N FHEAL) ITE X
! ZBNET,
Hf} (Date) Shote BAED HAE (MM/DD/YYYY B 128 & #a

ABINET,

FayFsnkz7r7Av
4 (Dropped File Name)

Sdropped filename

EITIZ Fe y PENET 7 ANVLDIER L
£,

Fry7Enl7 74V
4, (Dropped File Names)

Sdropped filenames

$filenames & [FERIZ, Rry ST 74
NDYANERRILET,

Fey 7SN 7 740
% A 7" (Dropped File
Types)

Sdropped filetypes

$filetypes & [FIERIC, RmyFanic7 7 AL
ZATDYANERRFLET,

ToRu—7%EE
(Envelope Sender)

Senvelopefrom
or
Senvelopesender

Avt—YOxrNu—7%EH (Envelope
From, <MAILFROM>) |ZEZ#ix vk,

TR —TREE

(Envelope Recipients)

SEnvelopeRecipients

Ayt =Y DT Nn—TZEEHET T
(Envelope To, <RCPTTO>) IZE &z H
‘i?‘o

7 7 A4 V4 (FileNames)

A =20 T 7ANDT 7 ANLD T

Fritenanes L KB R Mo E R HET,
77 A )L A X (File Srilesises Ayt —2O0T 7 7 ANV YA DT~ X
Sizes) D UAPMIBEEHEZONET,
77 ANE A7 (File St lotypes A=V OFMN T FANDT 7 AINEAT
Types) v ERTAUVEGN ) A MCEE BRI ONE
7T
7 4 V%4 (Filter Name) , ML XD 7 4 VX DAFNCES B bVE
SFilterName
haAo
GMT H K ST imeStan BEORZB L OHAT (GMT) IZ@EXH#25
(GMTimeStamp) ° NEJ, BEBFA—/L A vE—TD Received:
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