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® o

DC=example, DC=com
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* Group information
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3 FT—HUMNLDAP T4 L7 MU bRESNET, VAT —CTHEHTLIRIIC [V AT LH
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LDAP Server Settings

Server Attributes

LDAR server Frofile Mame: | [FobliclDAr

Host Nama(s): | [myldapsarver axamplecam
Furly quslified hostname or IF, separate multiple sntries with & comma

Authentication Method: | O Ananymaus
@ Use Password

username: [en-anonymeus
Password:  [Sewess
Server Type: (2) | [ active Directory &
port: (@ | [32e8
Base DN (2 [qcmzwample, demcam

Connection Protacol: | [] Use 55U

< Advanced: | Cache TTL (time-to-live): 00 Seconds
Maximum Retained Cache Entries: 10000

Maximum number of simultaneous connections for each host: [10
Multiple host aptions:
() Load-balance connections among all hasts listed

O Failover connections in the arder listed

Serwer Aftribute Testing: | Test Server(s)

#HDHIZ,  TPublicLDAP] &9 = 7 3 — A% myldapserver.example.com LDAP #— /N2 5 %
F9, BEREIE 10 (T 740 M) ICRESNTEY, HELDAP — (KA L) Or—
RANRGUAF T a 3T 74NV OEELR>TVET, I THEDKRX FOARIE,
Hr<KEID DY AL LTHRETEET, 7Y ORELIT. A— 13268 (F74/v Mi)
T9, SSLIZ, ZOFRA MO m bk LTEA RX—7 I > TWER A, example.com
D_X—A DN BEZ SN TWET (de=example,dc=com) , F v v T = O Al HEREHE X 900
B, Frvia s MY ORKREIT10000 1R E SN TWET, RaERNE, 27 L—23R
FEICRRE SN TNET,

ZEEZIFAN, A=A N—F 427 BIORADL—ROZ ) RERSNLTWHET, 7
T U —Z T, KXFEPLFRXEBESNET, ELWVERNEIND L 9ICT5ITiE. 1B
W= L TWARERHY 9,

® 3:LDAPH—/N TO T 7L ILDBE (2/2)

I —
Mame: | [PublicDAP accept

Query Sting: | [y Addressesmsmtpial) )

= o
Mame: | [FubliclDAP routing

fuery SHING: ol ocelAddress={a}] Testueny

Recipient Email to Rewrite | [ailRoutingAddress
h

the Envelope Header:

Alternative Mailhost Attribute: | [mailHost

SMTF Call-ahsad Server Attribute (optional):

This sttribute Is used only If an SMTP Call-Ahesd server is configured, Go to Wetwork = SMTE
Call-dhead,

™ Masquerade Query
Mame: | |publicLDAP masquerade

fuery SHING: [ oiiR utingaddress—{a}) Test Query |
Attribute Containing Externally Visible Full Email  [nailLocaladdress
nddress:

Do you want the results of the returned attribute | & ves
t0 replace the entire frisndly portian of the | () g
original recipient?

. LDAP 7 T 1)
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K’Iy vy yz+—ranwapr s zyoaHt

INT )y JRF—LEDLDAP T ') DAL

ZOFITIE, ZIEEZTANCH L TLDAP 7 = 2HHAdT 5 L9, "T Vv JRAF—
nboundMail] ZHFH LT, IHIT, ZEEFZTANOHEEZ SMTP b o\ t— g
WZATO £OICRELET GEC O W TR, ZEIMRECZIT AN =) 235 (22—

V) EBRLTLIEEY) ,

4:)RAF—TORFANEL—FT 4 TDI T DA 2—T )L

= LDAP Queries: | ¥ Accept
Accept Query: | exampleTest.accept ¥ |
O | Work Queue
Nen-Matching Recipients: [Eoince
{5} | sMTP Conversation
If the LDAP server is unreachable:

O Allow Mail in

(& Drop Connection, return error code:

Code: fizz

Text:  [Temporary recipient validation er

When the Directory Harvest Attack Prevention threshold (maximum
invalid recipients per hour) is reached:

Code: |[s50

Text!  [Too many invalid recipients

Drop Connection if the Directory Harvest Attack Prevention
threshald (maximum invalid recipients per hour) is reached within an
SMTP conversation.

b Routing

b Masquerade

b Group

TS3AR—FJRFT—TOHOLDAP Y T 1) DA #—TJLiE

ZOBITIE, LDAP 7 =) AL T A L—R&EITH LHIC, TTA_X—F UR)F—
[OutboundMail ] ZHH L ET, v AW L — FRHRDO 7 ¢ —/L FIZIL, From, To, CC. Reply-To
NV ET,

5: )RF—TOIRAL—F I TYDAx—T Lt

= LDAP Queries: | b Accept
b Routing

~ Masguerade

Masquerade Query: :examplaTest.masquarﬁde i~

Addresses to Masquerads:
[] Envelope Sender
From (Header)

To (Header)
CC (Header)
Reply-Ta (Header)

» Group

Microsoft Exchange 5.5 (2313~ % {3k 7R—

AsyncOS (21X, Microsoft Exchange 5.5 R — N T A OREA T a BV E4, i

J: U HHT LV —2 3 > @D Microsoft Exchange Z T 2356813, 047 v a v a A x—7
T BMENLIHY ¥ A, LDAP Y — %R ET D & ZIZ, Microsoft Exchange 5.5 %73 — h

724’7\ TMZT HME I DERINTEET, BRI D12, CLIZHEHT20ERH Y £

LDAP 7 T 1)
|
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. Microsoft Exchange 5.5 =% 3~ 5 L3R Y 7R— k

—éﬂo /jd:ﬂf\“a—i 5 Wz, ldapconfig -> edit -> server -> compatibility YT aw }‘ffgﬁ%ﬁib
T, BRIZ Ty B2 FET,

mail3.example.com> ldapconfig
Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1> edit

Enter the name or number of the server configuration you wish to edit.
[1>1

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

[1> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled
Choose the operation you want to perform:

- NAME - Change the name of this configuration.

. LDAP 7 T 1)
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TIYPEDIS Y= |

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[1> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility mode? (This is not
recommended for versions of Microsoft Exchange later than 5.5, or other LDAP servers.)
[N]> vy

Do you want to configure advanced LDAP compatibility settings? (Typically not required)
[N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute "objectClass")

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

(1>

LDAP & T 1) [ZRHT S %

LDAP Y — 7T a7 7 A )LNIZ, EITLIZWLDAP 7 Y DX A T L2 1 oDx 2 b Z{E
BLET, LDAP 7 = U Z{EpkT % & &%, EBRICHEHT 5 LDAP — D7 = UL TAT)
THMERDY £, fEkT 25272V —i%, EBIEHATHLDAP T 4 L7 U —ERXD

FEIZADETHENMLETH D Z EIHEE LTI, B, MREA O =— X257
EOCH LW T V2T b 7T ARBURT 4 L7 P VICIBIERTWAEATT,

LDAP 7 T 1) .



wap sy |
- RO Y R

ESPEREY=]

*LDAP 7 = U DX AT (14 2—)

o X— 23R4 (DN) (15 =)

« LDAP 7 = U OfEL (15 ~X—2)

%27 LDAP (SSL) (16 ~<—2)

=T 4T 72— (16 X—)

* LDAP % — _A~DEL DAV K& T4 7 MIFF[T25 (16 X—)
«LDAP 7= U DT AL (20 2—)

«LDAP b —_A~DEHD N T TN a—T 47 (22 8—=Y)

IDAP VT DR A T

cRIFANI TV, FEMIZOWTIL, ZIEEBRETZII AN =) 21425 (22—)
EHRL TSN,

=TT VT, FECOWTIE, HEY =Ty b T FLASOA—LREITr—
T4 sz EFERTL 243—) EZRL TSN,
CEERRERREEV TV, S OWTIE, 7 74 7 v MEEOHMIEOMREE SR L T
SV,

cRAAL—F VI, FEHIZOVWTIE, =N —TREEEZEFEZIWIDLTDDO~ AT
L—R 27U 253—=) 28RL TSN,

cTJI—T I, FEIONWTIE, ZEENITN—T AL R—=THDHNE D NE R
HT7N—7"LDAP 7 = OffifH (27 X—) 2R LTIEEN,

s FALSUR=RHG T, FEHIZOWVWTIL, BFED RAAL L ~I—T 4 T T HT20HD K A

Ay R—=Z2 7 YDA B1 =) ZBHLTIEEN,

e FI—2 I, FMIIOWTIE, #EDOLDAP 7/ =) #FEIT ¢ H-0DF2—2 /T

VoffifH (33 X—) 2L TIEIN,
WOBEBHIDO=DIZ I ) 2R ETHIEHLTEET,

e T4 LY M) N—RZHIE, FEMIZHOWTIX, LDAP 7 =V iIZ5W0WT 23—Y) %

SR LT EE,

« SMTP ZBEE, FEMIC OV TIX, SMTP FBREZAT 2 728D AsyncOS DR E (37 ~—) %
ZHLTLZEN,

« MEREREE, FEAIIC OV TIL, 22—V DA LDAP FEREDORE (46 2—) &ML TL
ZEW,

« ANLIRHT Y FA—HZEEI T —, FEMlICOW T, AN AREESRE~D T R 2—
PREAE (50 ~—) ZZWL TSV,

s ANLIBHET A ) T RFEE I TY) —, iEHICOWTIE, ARAREEO A VT AHHEH 7 =
U (51 ~—=v) 22RL TSN,

BELEHME VL, VAT A ETREFADOTRATOY AP —|ZHHATEET,

. LDAP - T 1)
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~—zg@aa on ]

% (DN)

TALZ FNYDN—F LLE [R=2] LIENET, X—Z2D4 1L DN (Distinguishing
Name) T, Active Directory (35X UV RFC 2247 IZHADHEHE) ORX—ZADN D7 +—~< v k
TIE. DNS RAA U RAAL v aryR—x b (de=) IZEBESNET, 72& 23, example.com
DX—Z DN (X ldc=example, dc=com| TJ, DNS ZADEH o VIAFICEKR SN D Z L ITHER
LTSN, ZRIZIE, EROLDAPRENKMSND Z &b, SN2V EbHY £,

BT DT 4 L7 NVICHEED RAA UREENTWDIEAIE. 72U OFRONR—2R
Z1OTFETANTLHOTIIARMETHLIELHV ET, 2D X9 25GE1X. LDAP — &
ExEEETDHEEIC, X—2% INONEJ IZRELET, 270, ZOXIITHETH LHRHE
DNFEMMET L ET,

LDAP U T ') DFEX

LDAP NANTAN—RAZfFHTEET, 5|HGFTHLLEIIHY FHA, CN & DC O
T, RXFE/PCFEFRIENEE A,

Cn=First Last,oU=user,dc=domain,DC=COM
I VICANTHEHL T, KXFENLTFRERIEnNET, £z, ELLEET 72012

1Z. LDAPSEEEL B L CWAXLERH Y £9°, =& 21X, 7'm 7 h TmailLocalAddress &
AFILTZ & EICEITEND 7 =Y X, maillocaladdress & A L7= & & L I3EARY £9,

BhEEE
c h—=r v (153—Y)

WD R—2 % LDAP 7 =Y N T TE £,
c{a} 2—TX@RAA 4
e {d} RAA U4
o {dn} #5144
« (g} TN—T4
o {u} =—H4
« {f} MAIL FROM: 7 K L A

)

GE) {f} b=V EHEHTEL2DIF, T AN =) —DHTT,

7o & I, A—NEZT AND T2 D Active Directory LDAP H— 2% 95 7 = U (X, RO X
PN/l 3¢

(|(mail={a})(proxyAddresses=smtp:{a}))

LDAP 7 T 1) .



wap sy |
B =27 war ssp

\)

GE) 1B L7=Z7 = VX, [LDAP] X—Y D [7 A b (Test) ]#¥#E (F 7213 1dapconfig 2~ KD
test 7 a~vrR) ZHEHALTTARNT S E2MIHRLET, IFFLIZ LB OFBEREN
WENDZ L MR LT, U AF =T L TLDAPHEREAR A 2 — 7 M LTL &, #
HZDOWTIE, LDAP 7 = U DT Ak 20 °—Y) 2L TIEEN,

% 217 LDAP (SSL)

AsyncOS & LDAP H— & O@fEIC SSL 32 K O IR ETE £ T, SSL 2T 2 &
I LDAP =R 707 7 A )V ERE LBEOEMETRO X 512720 3,

* AsyncOS I, CLI @ certconfig Ca% /& S 172 LDAPSiEBEAZ A L3 (A B4AREHE
DAERE S

LDAP $— N2 K> CTidk, LDAPS iEFAEDHHZ VR — b5 L O ICRET HIEEN L
I/ F£9,

s BXIEW D LDAPS GEFZEN R WIGA L, 7 Bt ENMEH S VE T,

W—T12 VT —
LDAP V—T 4 7 7 = U OFRKOFHIRIEIH Y A, V—T 4 TIEREBIIT—H KT

YTITPNET, 72720, AsyncOSITIE, NV—T 1 ¥ T DKAN—T ZIET 2 2 DICERS
MOAWET~DBEDR DY 5

LDAP H—/I\~DELD/INA 2V KEHSA T2 MZER[T 5

47 ) #fFa T HXI9ICLDAP T 4 L7 b U B—RERET DI ENMEITRDGEN
HET, BELI7ZVEHATIE, 7I7AT 2 MPBELTYH =N/ LT %
FAITTED XV ET, ) EAZ ) ZFFA[T 2 X 91T Active Directory & i & 9~ % BARH
72 FNEIZ DUV TIE, Microsoft B — R AITIE R 320528 # 2 L T 72 &0, URLIFRD EE
nTd,

http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%$3B320528

0%, R 7 ) EITEAO2—VEZ 1 OHELET, ZoLsicThuE, fED I T4
T MNNOEL ) BT T AL HIICLDAP T4 L7 N H—REBEKT ALEITH Y
FHA,

ZZTIE, ROFIEIZOWTHAL 9,

o B4 FRREZFF R 5 X 5 1T Microsoft Exchange 2000 h— %% v ~7 v 79 5 Fik,
o TELNA VR AT 5 X 92 Microsoft Exchange 2000 h— %t v F 7 v 7955
5.

LDAP /T 1)
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I:%nun]._ta)tjl“7/j .

* AsyncOS 2% LDAP 7 — % % Microsoft Exchange 2000 h— 3/ [[EANSA R & T
4 WREOW G M L TRET 5891ty M7 v 7T 51k

A—WEF AT RLRAEZBWEDLED W) BT TES ) E2id TEASA > N FRGE

ZFFRIT A IZIX,. Microsoft Exchange 2000 $-— NMZ%f U CREED T 7 B AFFRI Z X ET H L EL
WY ET, ZOXIBRREVPIEFIRLODIE, SMTP 7'— F U = A 1T T 2 HEA—
A=Y OENMEERIET D72 LDAP 7 = U 21T 24546 T,

ESPEREY=]

I:Zlmunﬁo)'[z v N T v (17 “\o“_‘:/)
s Active Directory DEL /XA > ROy v T v 7 (18 X—)
» Active Directory D FIEIZBT 2 FE (20 *—)

E% an.\nIEO)'t’ vy Ty 7

ZZTEMT oty T v I FIREZEITT H & Microsoft Windows Active Directory PN Active
Directory #— /335 J.U" Exchange 2000 Y—/NTx 4 2 RKGBFED 7 = U TRED T — & Z il T
25X 91270 £7, Active Directory ~D [[EL /A 2 K] ZFFA[3 5 FNEIZ OV TIE, Active
Directory DEXASA » ROy b7 v 7 (18 X—2) 2ZRLTIZEN,

FIE

ATy 1 MEL 7% Active Directory 7 7 ¥ AFF A 2 fER L £ 7,

ADSIEdit A F v 7' A VETIXLDP =—7 1 U7 ¢ ZfEH LT, LL N D Active Directory 47
Tl FOBMICKHTET 7 AT AELETHISLEND Y 1,
VTV DMBTHDL RAAL D, RAAL VARTT 2 THF A MDL— kK,
BT ANERI =) O R THLZ—FRELTNDLOUBLOCNAT Vs FOF
&To

ROFIZ, MERATTIXTUTHEA SN TWDIUEDH LT 7 B AFHFA 2R LET,

A—H—FT R HRaK TORRFADEA T
oy k

Eai= WE DR R aVTF ATV M A TS b

o= WED—EHRR MR A A T V=7 N (AT b

25 NIV A THA— | 2—W—FT Pl | T a7y

a VgAY

e
i

\
s

B A—NDA T v a s | a—P—FT V=7 M T rART 4
DFEAHILY

AT w T2 Active Directory D7 7 AFFA[ 2R E L £,

LDAP 7 T 1)
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. Active Directory DEZ /A1 > FDEY Ty T

+ Windows 2000 Support Tools 7> ADSIEdit % B & £,

S [RAASf X =7 a7 F A (Domain Naming Context) ] 7 A /X & HOF 3, 2
DT HIVZIZ, RAAL D LDAP SARH D £,

[RAAL X =7 ar7F AL (DomainNaming Context) | 7 +/VZ %427V v 27 LT
[ 87 1 (Properties) 1 %7V v 7 LET,

c[BX=VUT + (Security) 1#27 Vv LET,

o [FEMERE (Advanced) JZ7 Vv 7 LET,

GBI (Add) 1227V v 7 LET,

ea—H A7 xs bk [28 (Everyone) 1427 Vv 27 LT[OK] &2 Y v 7 LET,

o [HEFROFESE (Permission Type) | ¥ 7 %27V v 7 LE T,

- [#H (Apply onto) ] 748> 27 2D [k (Inheritance) 1% 27V v 27 LE T,

o [#EFR (Permission) |7 7 B AFFRI D[R] (Allow) | F=v 7Ry I XA 02 LET,

U

ATFY T3 Cisco A= 7 A — NI oA DHRE
awr RIA4 AH—T x4 A (CLI) @ ldapconfig Zfif] LT, RDOIEHREFEE L-
LDAP h—N x> b U ZER L E7,
* Active Directory ¥ 7213 Exchange h—/SD 7K A h 4
« ;"— k 3268 (Port2)
« RAAL DN — MAHIHTT 2T F A MZ—8T 5 —Z DN
RREEX A T B4

Active Directory DEZ /N1 > Dty F7 v T
ZZTuT sty N7 v I FIREFELTT H & Microsoft Windows Active Directory PN Active
Directory #—/335 X U Exchange 2000 H— NMZxt 3 5 E4 N4 0 K 7 = U TREDT — ¥ Zff
HAT&E5EL95127 0 £¥, Active Directory th—/SDEA /A > RIZ LV | = —H¥4; anonymous
ET T DRAT L= AREREINET,

)

GE)  EANA U REFITT S & X600 /8A 7 L— X Active Directory H— I3k {5 &b
L. REECKIT 52 2R £7,

FIE

ATw 1 ML /2D Active Directory 7 7 & AFF ] el L £ 7,

ADSIEdit A} v 7' A VETZILLDP = —7 4 U7 ¢ ZfiH LT, LL N D Active Directory 47
T FOBMICHT AT 7 v A A REETALERH Y £,

e T VDMBTHD RAAL LD, RAAL VLRIHT a2 THF R MDL— K,

. LDAP - T 1)
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Active Directory DE£ /N ¥ FDtEy 7y T .

cEBFA—NERI ) ORHBETHHZ—TRNBEL TWNDLO0UBLINCN ATV =27 T
/{To

ROFIZ, MERATTIXTUTHEHA SN TWDREDH LT 7 B A 2R LET,

A—H—FTTx Y [1ER e T EARFRADE A
k 7
E4w /4 NED—EHRKR aVTF AT M TV b
ki A O FidR MHEALA 7 7 b (AT V= R
FEs w7 A NIV I A TFA—|a—WF—=FT 7 M| T a7

Ta B
(R A BEEL A—NDOF TV g |a—F—FTVxr F T F

> DOFEAEY

AT w T2 Active Directory D7 7 AFFA[ 2R E L £,

» Windows 2000 Support Tools 7> ADSIEdit % B & ¥ 97,

s [FAAS > F—I2 7 a7 F A (DomainNaming Context) | 7 4 V& & RHOFET, =
DT FNEIZ, RAAL LD LDAP RARH Y 3,

[RAAL X =7 a7F A (DomainNaming Context) | 7+ /VZ %427V v 27 LT
[7'm 37 1 (Properties) | &7V v 27 LET,

s [EF¥=VUT 1 (Security) |27 Vw7 LET,

o [FEAIEXE (Advanced) |27 U v 27 LET,

s[GBI (Add) 1&227 YV v o LET,

ca—W—FT7 Vs MNELT L (ANONYMOUSLOGON) %72 U v 27 LTC[OK] %
7V w7 LET,

o [HEFROFESE (Permission Type) | ¥ 7 %7V v 7 LET,

- [#H (Apply onto) ] 748> 27 Z®D [k (Inheritance) 1 %27V v 27 LE T,

o [HEFR (Permission) |7 7 B AFFRI D[R] (Allow) | F=v 7Ry I A&F 2L ET,

ATY T3 Cisco Avt—V0 7 F— 7oA DHRIE
[ AT LB (System Administration) ]>[LDAP]~*—<° (F£721% CLI ® ldapconfig) %
ALT, ROEHAEZE L2 LDAP — " = h U ZER L £,

* Active Directory ¥ 721% Exchange —/SD 7K A

« "— |k 3268 (Port2)

« RAA v o— RHIfHT 207 % 2 MZ—83 5 X—% DN

s FRES A T L NAT =X =2 (en=anonymous & —H & LTHAL, SATL—X
x777)

LDAP 7 T 1) .



. Active Directory DR (CBHT 5FE

Active Directory DEE(ZBHT 5T E

» Active Directory —~/372% LDAP ##5t

wap sy |

ST DR — ME, 3268 £ 389 T, /m—A

VB EOT~DT 7Y AADOT 7 Lk R— M 3268 T,

* Active Directory —/37% LDAPS #%f5¢

ST DR — M

. 636 & 3269 T, Microsoft

H5LC LDAPS 2303 — b &5 D%, Windows Server 2003 LA E T4,
cEFANT =T, T — I T THEHD AL ay ba—J 28 L
TLEEY, T, BEORX—R kT 57 2V R LY —"2HH L CETTEDH X

2T B TT,

« 72V ZIEFICIITT HITIE, ActiveDirectory DT, T4 L7 MU AT V=7 MMIxtd

Lt H Y §F Al % 7 v—"7" [Everyone] |

At arTF¥ A bor— b EERET,
o —fRIIIZ, %< @ Active Directory F22ETlE, mail B> U IC—&T HED
[ProxyAddresses] BYE=> MU BFIEL £,

« Microsoft Exchange B2EENF LA > 7 T A N T 7 F ¥ NICEEH Y, EWERBEL TS
el Exchange REEDM TA—NEZN—T 1 73 % L X2, H¥EIXCMTA IZR S Ji)
DON— NMIBEFIILEDH D FH A,

LDAP 7 T)DTA

MNETLHBENDY ., ZhIZIE, FAAL Y

[LDAPY— 3711 7 7 A L% 800/ (Add/Edit LDAP Server Profile) | -X—Y @ [7 =Y DT
A K (TestQuery) | ARH v (F72IZCLID test 7 a~>2 K) #HLT, 72UV X472

LICERE L7 LDAP ¥ —X

kT 272 BT ANLET, BRBERINDHEZT TR, 7
T VT A NOZEAT—VOFMLERINET, T A M
LTITHO Z &M TEET,

7Y AT DOENEIUTK

ldaptest 2= Klid, ROFIDO L HIZ NNy F a<w FELTHEHTE £,

ldaptest LDAP.ldapaccept foo@ironport.com

LDAP $— NJ@MED [R5 A b4 (Host Name) | 7 1 —/L RIZEEDO KR A N & A LizHA1E,
% LDAP H—NIZxf L CEFA—NT— T =2 A DT A P TOIET,

F1:LDAPY T)DTR b+

J9TIVDBAT

ZEBEN—HBT H55 (PASS)

REEN—HBLLEVEE
(FAIL)

CAEE AN (Ve

(Accept) IN ldapaccept)

Ay —VEZFANET,

ZAEHENIS . e —a
VETITBIEAN T A E T
AyE—VE a7 (J2A
FT—REIZL D) . DHAP: R
0y,

. LDAP - T 1)
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war s zyorz+ [l

YT)DEAT ZEEN—HT SBE (PASS) |ZEEN—HLALZWES
(FAIL)
N—TF 4 7 7Y DRFRECESNTL—T 4 | 2D A v B— T OWLB A AT

(—79qv7
(Routing) 1.

VI LET,

£

ldaprouting)

VAHL—R ([vAH | ZTZYNTERSNEEH~ Y | 20X v E— Y OB EHT
L —F (Masquerade) ]. |E VIt T~y ¥ —%EHE |4,

masquerade) Li—g‘o

TNh—T A nR—
([Z'—=7" (Group) ].
ldapgroup)

Ay— T 4 VH JL— )RS
L ltrue] ZiELET,

A y¥— T 4 )LE JL—)UT%E
LC Ifalse] ZIRKLFE7,

SMTP Auth

([SMTPFEAE (SMTP
Authentication) ],
smtpauth)

LDAP — "G S L7z /N &
7L — X% L CREEEITV
F9, 2F V., SMTP FBFENTT
bivET,

—HF B RAT L — R L
SMTP FHAFDOFRITIT LA L
T,

%%B?‘S\%ﬁ (externalauth)

NA YR, a—HF ra—F B
JR2—FDITN—T X —
>y X LTCERBINC Tmatch
positive] AR ZIVE T,

NA YR, a—FLa—F B
FO2—HFDITN—T A R—
>y X L CERBINIC Tmatch
negative| 723X EET,

A AIFHE~DT L R
ﬁ%ﬁ%ﬁ (isqauth)

T Ra—HF T hH T MIxtL
T [match positive] 23K I F
‘a—O

—HFTHRATL—R L
g }‘:L ']j‘ntu an:O)uit iﬁ%ﬁ&b
\i—?—o

ANRLGEEED A U T A

{5\ (isqalias)

A INTZ AR LB OEEL
THAHAEFA—IV T FLANRNIK
SHET,

ANRLBHERETEEEA,

N

GE) 7= VICANTHEEL T, RILFEANCFREAENET, £z, ELLEET 701
1. LDAPZEEEL —H L TWAMENSH Y F9, /=& 21X, 727 b Tnaillocaladdress &
AT LT E=ITETENDZ =V L, maillocaladdress E AN L= & L IXELRV 5, VR

2k, B L7 _RTHO 7 = {22\ T ldapeonfig 2~ > RD test 7 a~> REEALTT

ZFL ELWERDIRSND Z L 2@ 2 X om<HRLET,

LDAP 7 T 1)
|
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B o y—i~ogEo ST a—F Y

LDAP H—/IA~ADEHD STV a—F a9

LDAP Y — "B E LA —NT— T oA DHEERRETH HEEIT. RO T —DO TN
FREINFET,

® Error: LDAP authentication failed: <LDAP Error "invalidCredentials" [0x31]>
®* Error: Server unreachable: unable to connect

® Error: Server unreachable: DNS lookup failure

P — SN BIEARREIC R D RK E LT, = "RETANEINZAR—FDORERYO, 7747

¥ 4 —/LCHR— FBAN TN RN kb\%ﬁ%ﬂiﬁ“ LDAP #— DI 12— #%Ic, A—
b 3268 F 7213 389 M F &AL E 7, Active Directory (%, A— k3268 Z i L C, ~/LF P —
NEECHEHASNSG 7 a— v hZa 727 7 ALET GEZOWTIL, Hﬁ®F774
TUx—ER] 2B LT 7EEV) . Async0S 4.0 Tik, SSL A LT (BHEITR— b
636 C) LDAP — S Eil(ET HEE B S E Lz, FEIC OV TIE, EF% =7 LDAP

(SSL) (16 ~—) &MWL T Z3V,

P "REEARRICRDRKE & L TUIZOMIZ, AT) SRR MAPFRRATRETH D Z &
MEZLNET,
[LDAP — N 7'a 7 7 A LA BI/RE (Add/Edit LDAP Server Profile) [-X— Y @D [7 A k H—
23 (Test Server(s)) ] (F721% CLI @ 1dapconfig I~ KD test Y7 a~ 2 K) ZEHA LT,
LDAP Y —"~D#fi a7 A h TEET, FEMICOVTIX, LDAP #— D7 A |k (8 X—
V) LTSN,
LDAP H— "R EZERRETH L% G
sLDAPZ I ANFERIZ~ ANV —RERIFINV—T 4 VTNV~ a2 —IZX LTS F—7
NI TWAEEX, A—VFTV—7 Fa—HNIZBE Y £7°,
« LDAP ZF AFUIA R—T NV THEH T, o) (Fr— L RY o— Fxy
772 E) T A NVENTHA SN TNDELEIE. £ 7 1 V7 OFHiRE R false (2720
i‘g—o

REBRIATRITANI T 2ERHT S

BEfFOLDAPA > 77 A NG 7 F X 2L T, BZleAvE—Y X7V v URF—T0D)
DZFEHEA—INT RLADFWFEERTEET, 74 L7 NINOZ—FF =X TxT 2%
X, WEIEFA—NTF =02 BT 4 L7 )P — NI LT/ ) ZFEIT LI &EICH
HENFET, Frv a0 A RE, EFANTF =2 DB LT — X 2T HEF
MO E SIIRERFETT,

)

GE)  Feal7e=fE4 (7= & 21% administrator@example.com) 2%} L CLDAP 5 J AtL7 = U & /3 A /X
AFTHZEHLTEET, TOLIHIIRETHITIE, ZEET7E8AT—7 (RAT) ZfEHL
F7, ZOFEDHTIEIZOWTIX,  [Configuring the Gateway to Receive Email | D FE % B L
TLIEENY,

]5
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ESPEREY=]

« ZIF ALY U D]
» Lotus Notes DIFHE DT AN =V OF%TE

ZITANI ) OB

giranszyof [

(23 ~—72)
(23 =—2)

ROFIZ, ZIFANT =) OB ZRLET,

%= 2:— #2897 LDAPRETO LDAP Y T ') XEHDHI - Z1+Ah

JIT)DORR

RIEHREE

OpenLDAP

(maillLocalAddress={a})
(mail={a})

(mailAlternateAddress={a})

Microsoft Active Directory Address Book

Microsoft Exchange

(| (mail={a}) (proxyAddresses=smtp:{a}))

Sun ONE Directory Server

(mail={a}l)
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

L otus Notes/L otus Domino

(1 (] (mail={a}) (uid={u})) (cn={u}))

(| (ShortName={u}) (InternetAddress={a}) (FullName={u}))

a—W4 (ER) ORFEZITH) ZEHTEET, ZOZEDRRITLODIE, T4 V7 FUITHK
MENTOWRNDRAL U DA=LEZITAND LT LTEWEE T, I AN %
(uid={u}) IZFHE L T 7ZE W,

Lotus Notes DIZENZITANYT 1) DEXTE

LDAPACCEPT & Lotus Notes & Z#lAG D551, EENNIETYT, Notes LDAP (ZH&HA
ENTNWDL2—FORMENKRDO L IICHEIN TS ELET,

mail=juser@example.com

cn=Joe User

uid=juser

cn=123456

LDAP 7 T 1) .
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B a55—79 r 7ELRADA—LEEIL—T 42T ST EERT S

location=New Jersey

LDAP 7 4 L7 M UITHE LRV —HF THDHIT b0 5T, Lotus 12 D2—HF~DE
A—=)v&, FBEINTT RLAUANDOENX (72 & 2iX Joe User@example.com) TH-> THazlS
ANFET, LR -T, AsyncOS iF, ZDO2—HFDOFERRpa2—% A—L 7 KL A& FTXTH
DFHILITTEEEA,

ZORED 1O, MOBRDOT NLADANTY v aziklhd ) boTYT, G
T, Lotus Notes B FLZ IZIWEHETL 7ZE 0,

1|

BHA—HS Y F T RLAADA—I)LEEIZIL—T a5
I FERT S

AsyncOS Tix, =A V7T A48k (IS —7 v T RLASDLDAPIV—T 4 7)) NHAR—
FEET, AsyncOSIZE > T, JEDA =L Ay b=V Tz VT A X =4y NTEIZHIO
FMLWNWA -V TEEIMZONET (72L& 21X, recipient@yoursite.com ~D A & —I1%,
newrecipient] @hotmail.com X recipient2@internal.yourcompany.com 72 £ ~®D ZIZ IV L7
AyE—VTEEHAONET) , V=T 7 7T VIE MOEF A=V X T LTI
TANVT T 7Y LTINS T ELHY FT,

EEEE

=T 47 72 ) OF (24 X—)

IW—T 429 T DH

= 3:— 2875 LDAPRETO LDAP ) V) —XFH DB : —TFT 1 2 Y

JITYDORE BDA—ILRA FADIL—TFT 4 25
OpenLDAP
(mailLocalAddress={a})
Microsoft Active Directory M LW ATREME S 0
Address Book

Microsoft Exchange

Sun ONE Directory Server
(mail={a})
(mailForwardingAddress={a})
(mailEquivalentAddress={a})
(mailRoutingAddress={a})
(otherMailbox={a})
(rfc822Mailbox={a})

. LDAP 7 T 1)
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J—7 1 >% : MAILHOST & MAILROUTINGADDRESS [}

Active Directory D F23E(Z X > TlE, proxyaddresses BIEOT L U DNEEGAET DI ENH Y
FITN. ZOBEMEOMEIT Active Directory (Z &2 > T smtp:user@domain.com & W) ) R TN X
o7, ZOFT—ZILLDAP V—T 4 7oA VT AR TE EF- A, =T >
k7 KL RAXZENEINGID attribute:value T IFET 20BN H Y F7°, Microsoft Exchange
WENFECA T ITARN T 7 FYRNICHEEDH Y, BNEZZT L TV 554 1E, Exchange BREED
FICA—NEN—T 4 7T 25 & EIT, HMEITLMTA IR D FIAONL— MNIEFIILEDH D £
A,

BEIEE

« L—F ¢ % : MAILHOST & MAILROUTINGADDRESS (25 ~<—3)

JL—T 4 >% : MAILHOST & MAILROUTINGADDRESS

N—T 47 7] OYEIE. MAILHOST OfEIZIP 7 F LA TiEZR < RIRAIREZRAR A M4,
Thd I ENNETT, ZIUTiL, WEBHI7ZL DNSconfig 7S MBI 72 2 DA —ft ) T7,

MAILHOST i, V—T 4 > 7 7 =1 TITAFRETT, MAILROUTINGADDRESS i3,
MAILHOST 23R TE S TV WG AITME T,

IUNAO—TEEEEEERADHODIRAAL—FY
T')DER

v ABL—REiF, BFA—NOT R0 —TKEE ( TXE#F] £721% IMAIL FROM] &
FEENDZEbdH 0 7)) BENTo:, From:, CC: D~y X —% EFRFEHD T TV |ZHS
WTHEEHZ ZHIETT, ZOBEEO I RFZEF D128 HRERAL ) THY, Zh
WCEoTHEEBED RAAL L B1ODOY A "WBERAT 4T TED LR FT, tho—i%H
RFEELLTUL, AV NI—F AT TANT I T v % [[ET) 72DI10, EF A~y F—
DIXFHNPOY T RALERVRES (AR BT ) E0WIHIb0RHY £7,

EEEE

s AHL—RKZ7ZUDOH (25 —=)
s [ LU RUVA] ODADL—F (26 %—Y)

TRAAL—FK 2T DA

R 4:— R0 LDAPEREZETO LDAP Y ) —XFHOH : <R A L—F

I DR YRAAL—F

OpenLDAP

(mailRoutingAddress={a})

Microsoft Active Directory Address Book

(proxyaddresses=smtp:{a})
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B oo rkvzorzne—¢

ST DRE TRARAL—FK

Sun ONE Directory Server
(mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})
(mailRoutingAddress={a})

(LY RYE] DIYRAL—F

Z—PREICE>TIL, LDAPT 4 L7 b =R AF—<DHPIZ, A=V V=T 4T T
RL AR —H/L A— L T RLARPSZ (7L R4 BDEENTWHWAZERHY F3,
AsyncOS TlE, o _Rua—7EEH (BEA—NLVOHE) CAvE—Y Ny Z— (ZEA—
NOEE . To:. Reply To:, From:, CC: 72 &) &, 2D 7L K4 T¥AHL—RKTE
9, 7L RU 7T RVRIZE, BRh7RELA—V T KU A TILBEFILFF AT 72 WRR ST
F BIAG, A= B~ RE) BDEENL T THENENERA,

LDAP 7 ZURH T~y X —% <AL —RKT5 L X2, 7L R A= FF|2/K% LDAP
PN OFERTEESBEZH0E I NERTERISERN T I, ZOEERA 2—T1IZ
o TNTYH, =X —7%EF 2T user@domain 7By D AP FEH IN D Z LIzEELTL
FEWN (L RUAIFNAN—NVIIKTA7-0) .

FEAER) 72 LDAP ¥ A H L— RO & X L[AIFEIC, LDAP 7 = U OFEERNZE (BREN0 £/13T
THRIA b AX—R) OHAHIT, v A B L— NFfTbhvERA,

ZOMRER A X — T NI T AT, LDAPR—ADVAHL— R 7 % U ZF—|Z%f LT
ETDHEXIC ([LDAP] NR—TFEIT ldapconfig I~ R) . WOERIZK LT ny R EIPAS
| =

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]

ez, OXSBRIDAP = FURHH L LET,

=43 B

mailRoutingAddress admin\@example.com

mailLocalAddress joe.smith\@example.com

mailFriendlyAddress “Administrator for example.com,” <joe.smith\@example.com>

Z OREEENA X —T W72 5 TV A AT, LDAP 7 = U A3 (mailRoutingAddress={a}) T, ~
A L— REMEDS (mailLocalAddress) 72 H X, RO L HICEEHBZ LN ET,

DT FLR (From, To. |RRAAL—FEhfzAvE— |IAAL—FEhfzTzoAO0—
CC. Reply-to) TEEE
admin@example.com From: “Administrator for MAIL FROM:
example.com,” <joe.smith@example.com>
<joe.smith@example.com>

. LDAP - T 1)
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FEENIL—T Avni—ThanESrEHHNTEIL—T AP s Ty oER I

ZIEENTIL—T A IN—THBINESHEZHFITBHS
JL—JLDAP & ') D{EF

LDAP T 4 L7 FUNTERINIZIN—TIZZEEBE L TWDHE0E S E, LDAP —
X957 ) BHHLCHRITE £,

FIE

ATYT1 A vt—IIT rept-to-group F 721E mail-from-group /L — /L EZEHT 5 A vt — 7 4 VX & 1E
BRLET,

ATwFT2 RiZ, [VAT LEH (System Administration) ]>[LDAP]~—" (F7-1% 1dapconfig 2~
R) ZEH LT, EFA—NT = U= DNAA U RELIRDLDAP Y — " EEFRL, 71—
TRAN= T (iR 7 ) ZRELET,

ATY T3 [*v hT—2 (Network) ]>[V AF— (Listeners) ]— (¥£721% listenerconfig ->
edit -> ldapgroup "7 a~v o R) ZHEHLT, 2o/ Vv—7 72 —% 1 2 F—|ZkL
THZLET,

RDEZRY
ESPEREY=]

o« J—T U (27 X—)
c IN—TF 7Y DFE (28 2—)

TI—T 21 Ol

R 5:—BMI7E LDAPRETO LDAP ) T ) XFHOH - TIL—F

DT DR TJn—7

OpenLDAP OpenLDAP TiX, memberOf BYEIZT 7 4 /L h CIEHAR—F i
£ A, LDAPEHHAIZL > T, ZORMEE IO EE,R A
F—IBMINTNDZENHY ET,

Microsoft Active Directory
(& (memberOf={g}) (proxyAddresses=smtp:{a}))

Sun ONE Directory Server

(& (memberOf={g}) (maillocalAddress={a}))

72 21X, LDAPT 4 L7 MU T [~—FrTF 47| T N—T DA 73— ou=Marketing & 5>
HEINTWbHELET, ZONEEHEML T, 2O N—TREZIET D A —VERihlle ik

LDAP 7 T 1) .



. TL—TF 9T DEE

gNnN—749T

ATy I

wap sy |

THOVHDY ZENTEET, AT v 71T, AvE—VIHEATHIA vE—T 7 4 VX BB
L. 2F v 72 E3TLDAP VY I T v F AB= A L% A F—T NI LET,

A —
') DEXTE
WNRTHITIE, ~—FT 47 Z—7 (LDAP 7 )—7 [Marketing] & L CTEFRE) DA
U= D A — L EARIR A — VEME AR A b marketingfolks.example.com ([ZAME LE T,

FIE

DI, TN—T A RN—=2 oy FICEH L TEHEMIC BT 2 A v E—VIHERTH, AvE—
I 4NEEERLET, ZOBITIE, KT 57 4 A X DOHF Trail-fron-group /b—/L % {f
HLET, AvE—YDoH, = _Xu—7%EFE7 LDAP 7 /L—7" [marketing-groupl| I
BLTWLZEPHBALIEbDIET T, ABEERX MIEESEST (T4 vZD
alt-mailhost 7 7 ¥/ 4 V) o

TN—T A= T 74—/ REE (groupName) 1T, A7 v 72 TERLET, Z—
7 @M [groupName] OffIX. marketing-groupl & EFINET,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.
MarketingGroupfilter:

if (mail-from-group == "marketing-groupl") {

alt-mailhost ('marketingfolks.example.com');}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

. LDAP 7 T 1)
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ATvT2

ATvT3

RTv74

sn—7szunzz |

- LIST - List the filters.
- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

ROLLOVERNOW - Roll over a filter log file.

(1>

AytB— 7 4VH JL—)L mail-from-group & rcpt-to-group DFEEICONWTIE, AvE—
T AN =)L B LT TIEEN,

A

WIZ. [LDAPY— 717 7 A L%&BN (AddLDAP Server Profile) ]-X— % L C, &
A== T 2 A DA R ELIRDLDAP Y —NEZER L, I —T A=y Tl
RO D I ) HEFRLET,

Wiz, X7V v U AF— [InboundMail] TLDAP 7 =V ZHH LTI/ NV—T V—T 4 7
EITH X OWCEBLET, [V A F—%#wE (EditListener) |"—Y &AL T, RIOAT v 7
THELIZLDAP 7 =V A4 x—7/WIZLET,

IOV YNRETEND E, VAT =BZITFANTA v E—VIZ L > TLDAP P — 234 5
JZUNPYHT—=ENT, F—T A=y FREE SN Ed, PublicLDAP2.group 7 =
VT4 Tz, [ AT L% (System Administration) ]> [LDAP] _X— Y CTEFZIN TV ET,

6:)VRF—TDTIN—T I T)DIEE

Edit Listener

Listener Settings

weme: | [incomingMail
Type of Listener: | Public
Interfsce: | [Datal v | Tcpport: |25
Bounce Profil: | [Dafault v |
Disclaimer Above: | [None ~|

Disclaimer Below:

Disclaimer text will be applied below the message body,

—
Nane »|
st ¥

Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"

SMTF Authentication Profile:
Certificate:

b SMTP Address Parsing Options:
b Advanced: | Optional settings for customizing the behavior of the Listener
= LDAP Queries: | b Accept
I Routing
e e
= Group
roup query: [FublaLDAPZ group ]

SMTP Call-ahead Profile:

EHaEEFEL, REFELET,

LDAP 7 T 1) .
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wap sy |

B o Tty aERALTRALESILADF v I ERF Y TT

Bl : 5N—TH T HEFRALTANLEIMNILADF T VI ERFY

795

A= T4 NBIINSA T T DHDD T TETENDLIDT, FA—F 7V ZfdH4
HL . EEDIN—TIZONWTIANAL ANRADF = v I B ARy T TXET, 72L& 21E.
HANDIT Z)V—T~DA =TIl ONTE, ANRAETANADT =y 7 HAF YT LT
TRTCEEFELIEZVWEWIEERHD L LET, LDAP La— KOHIZ, DNZJ/LV—T74 & L
THHT DI/ N—7 2 M) EERLET, ZO7V—741F, IRODNT Y b U TR I
£7

cn=IT, ou=groups, o=sample.com
LDAP =777 A VafEpl L, RO NV—7 72 ZfELET,
(&(memberOf={g})(proxyAddresses=smtp:{a}))

W2, 2072V %) ZAF—=H L TAF—T NI LET, ZTNT, AvE—IBFDY A
F—TZEINELXIC, ZOTNA—F 72 UNR N H—ENET,

ITIN—TDRAN=ZONTIEITANALE AREDF 2w V2 AFX 7T 572012, RO
Avt— 74 NVEEER LT, BEAYE—U% LDAP 7V — 7 Ll L CHRELE T,

[]> - NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
IT Group_Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com") {
skip-spamcheck() ;

skip-viruscheck();

deliver();

}

1 filters added.

)

GE) ZOAvyE—Y 74 NVFWNOD rept-to-group IZ1%, Z—74% L L TAIIENTZ DN (cn=IT,

ou=groups, o=sample.com) KIS NTWET, AvE—Y 74 VXN THEHLTWDH I L—
THPIELWZ L 2R L TS IEE W, 7 4V F DFEITHIZ, LDAPT 4 L7 FUNTZ D4
A& DA IEIATON D £ 512T 5720 T,

U2 F—NZIFTANT-A v E—II12 L > TCTLDAP Y — NIk 5 72 YN MY —&N T, 7
N—T A= TPREFESINE T, AvE—UZEENIT I NV—T0 A L N—DHAEIL,

. LDAP 7 T 1) I
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BED AL AL—TF 420800 A4y A= s TynfER [

Ao =TT Y NEDERINESTIANALEANRNADTF = IRV THHAX Yy 7TENT,
A —VNZEHICEEEINET, 74V F TLDAP 7 = U OFfiREF = v 7+ 5121,

LDAP #— 2%t 5 LDAP 7 = U Z{Epk L, D LDAP 7 =V % U A F—{Zxf L TA X —7
T HMERH Y £1,

BEDRFASIANIL—T 40T B5OD AL R—
AT DfEMA

&

ATy T2

ATvT3

RAAL =272 Lid, LDAPZ =Y & X A THNZ T V=74 L, FED A A 2B
729 2T FED Y AT —=IZHID BT bDTY, RAL X=X 72 YRS DD
X, B D LDAP h— "B ENZNRR D B AL VAT 5TV D23, 3T LDAP
=Nt T 5272V EZFR LY A F— ETETTLHHEGTT, 22X, MyCompany] &
VW) &ftAy THisCompany] & [HerCompany) @ 24EAEINT % & LE 9, MyCompany I H £t
? R A A~ MyCompany.example.com (Z/1:2. T HisCompany.example.com 35 X T
HerCompany.example.com @ N A A U Z#EH$ 5 & I, FAA T ELIZHO LDAP H— 3%
HEA LT, & FAA CBEEMT DN EEBDFEREZEML CTOET, ZD3DD AL
DA —)NVETRTZITAND DT, MyCompany (X KA A o _"—R 72V ZERLET, =
LT, MyCompany.example.com |3 Mycompany.example.com, HisCompany.example.com, 3 & ¥
HerCompany.example.com D A — /L& [E U U A F—ETZIFAND I ENTEET,

FIE

RAAL L _R—=ZA 7Y THEHTDLRAALTEIC1DTD, =T a7 7 A VEERLE
T 2OV =TT 7 A NDOENFIIZKH LT, RASL L R=R ZJ=VIfEHT57 Y
ERELET ZTIAN, V=T 1 2772L) o FHIZOWTIE, LDAP Y — 2B %
AT D LDAP — X 70 7 7 A LOERL (5 3—Y) 2B LT &N,
RALR=Z 7Y ZERLET, FAAL L _N—=2A7 ) 2AERT 5 L &, FF—T'm
TrANNE 2 BRINLET, £, 0= 2379 50 % Envelope To 7 4 —/L N
WCHESWTIRET D LI, BFA—NT = T2 A ZAFX—T VI LET, 7=V —DERK
FEOFEHIZOWTIX, RAAL X=X 7 DERL 325—2) L TIEIN,
RAAL Y R_R=R2A 72 %NR"T Y v T ELFTTTARXR=F DY AF—ZHKH L TA X —T/MIZLE
T, U AT —OREFEDOFEMIZ OV T,  [Configuring the Gateway to Receive Mail | (D FE %
ZRLTLZEN,

GE) KAA v _R—=2 7Y Izt ANNLRBHEESEED LDAP = R —H 7/ & &
RLANRLBHDTZDIHEHTE £, FEMCO>VW L, TARLREEE 0FEZSR
LTL &N,

RDARY

ESPEREYS
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B cror—=zszv06m

s RAL U R_N=X 7 DERL (32 <"—2)

KAALAIUR=X 5 T)DIERL

ATy T
ATvT2

ATv7T3
ATvT4

ATvT5
ATy 76
ATy 1
ATvT8

ATvT9

ATy 710

ATvIN

RAAL v R_R=2 72V %, [ AT LEH (System Administration) ]>[LDAP] > [LDAP#—
71 7 7 A v (LDAP Server Profiles) ] ~<— 3 CERL L £9°,

FIE

[LDAP#— 3711 7 7 A )L (LDAP Server Profiles) ]-3— @ [F£#lli%E (Advanced) %7 U v

7 LET,

[RAA B L TOEM (Add Domain Assignments) %2727 U v 27 LET,

RAAL v R_R=R 72 —DARTEANTILET,

I — A AT ERIRLET,

GE) RAL L R—R 7 ) BERT A L XIRINRT A7) OX A F1X, T_CTFELT
RIFNERD EFHA, 72V EATEEIRT DL, BEFA—NT = U= AI1FZD
AATO7 ) ERIHMER— AT 7 A ADLREL, 7Y 74—V NE
ARRLET,

[FAA 8D ET (Domain Assignments) | 7 « —/V RiZ, RAALEAHLET,
ZDRAALNZEESSIT D7 =) —%BIR L ET,
JZYDRAAL BT XTEIMESNDGET, T2BMLET,

EDI7 VI —HLRNWEZFTT D, 774NV DI TV ANTEET, 774/ b
7Y = AN LRNEEIE, 2L (None) | ZiEIRL £,

IV ETARNLET, [Z7=V DT AL (TestQuery) | RZ > %7 Vw7 L, TANTHL—
P arsf XA T L —XFE I A=V T RV R%E [T A K /X5 A—4% (Test Parameters) |
DT 4=V FIZATILET, #ERD B AT —4# A (Connection Status) | 7 « —/L NIZFRR
SNET,

(BWEATHR) {f) h—7 v &Z AN D VNTHERT %A1, o _Xe—7%EE7 R
A&7 AR 7 IENTEET,

GE) RAAL L R=Z2 7Y DIERDPHET Lich, 2072 a7 v 7 3774
N—hrD Y AT —ZBEMT D BERNH Y £,

EHzZEEL, RFLET,
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—ED APy T £ 5E00Fr—> v TU0HA |

—ENDLDAP VL) #ZETIT H=HODOFz—20TUD

(352

ATy T

ATy T2

ATvT3

Fr—2 9L

Frx—r 7T VE, BFA—NT— T A K > TEFIZFETHRIT SN D —#O LDAP
7Y THRENET, BFA—AT— R UzAX, 20 [F=2—r) OFOFT =Y OFAT
ZATL. LDAP YV — NS EERR VAR ANKEIND L (F2E [Fo—r) ORED
7Y THEMR VAR ANRINDDRNT D &) FITxaEFELLET, Fo—t—T 1
Y7 YT, BIA NS =NV ANEIBRZIONTZE AT RLRAT LI, [
U%E@*@@?:~/7ij%ﬁ£ﬁbiﬁ Fx—2 7Y PESLODIE, LDAPT 1 L
7 NUAO= M UIZBWT, SEIEFRBEICELO (FEF—0) @RI Tns
LA TY, =& xiE. )& maillocaladdress & ma11 Na—PEAA—L T RLAZKRNT 5=
WEHESR WD ELET, ZolGFoRBMECK L CHlFEIZZ ) 2F(TT5HI12F, F=—

7Y ERMEHALET,

FIE

Frx—r JZYNTHEHT L7 LI ﬁ‘_/\7rﬂ774’/l/%ﬁfﬁkbiﬁ‘ ZDH—
T 7 7 A NDENEIUIDONT, 9":&—/ ) —IMEHTH 7Y — 2R ELET, B
(DWW TIE, LDAP Y — N DG AN T 5 LDAP Yr—X 7' 7 7 A L OFERL (5
R=) SR LTIZEN,

Fx—r 72V EERLET, FEMICOVWTIE, Fo—r 72V OER 333—) 251
LTL7EENY,

Fx2—r 72V ENT Y I EREFTTTARXR—F DY A F—IZXH L TA X —T M LET, VU
AF—DEREFIEDFEMIZ OV TIE,  [Configuring the Gateway to Receive Mail] D Z SR L
TLIEEW,

(B FAL =2 7Y FIc b, A/SARRBERHED LDAP > Ra—3f 7 7 &
RANLBIDTZ O TE £9, FEMICOWTIE, TANLREEE OEEZSR
LTS,

RDBRY

BEIEE

e Fx—r 7 ) O (33 2—)

') DYERK

Frz—r 72—, [VAT LEH (System Administration) ]>[LDAP] > [LDAPH—/37' 12
7 7 A )\ (LDAP Server Profiles) ] ~X— Y CIERK L E T,

LDAP 7 T 1) .
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B waricezToLs by A—RR PEERLE

ATy

ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

FIE

[LDAPH—/ 3712 7 7 A )L (LDAP Server Profiles) ]-X— O [F£flli% & (Advanced) %27 VU v
7 LET,

[F=—r 7V ZiB (Add Chain Query) 127 VU v 7 L£7,

Frz—r 7Y DARTIEATILET,

Iz — ZATEBRIRLET,

Fr— VT Y EERT DL EIEIRT 27 ) 0¥ 4 713, TRTALTARTFMERY 4

o 2TV IATHRIRT DL, BEFA—NT =MV AFIEDZA T DI =Y ZHHAIEEZR
P=R_Ta Ty ANPRFFL, 72 7 4=V R LET,

Fxz—r 7 VBT 57 ) @R ET,

BFA—NT = bV 2AICL-T, ZTTRELLIACZ 2 U BRETSNET, LER->T,
B Dr2Y) 2Fx—r 72 VITBMT 525G, IVIRENRZ =) DR TIVRADY =
UMFATEND LD RIEFICT 5 2 L 2R L 9

Jx VT ARNLET, [Z=VDOT AR (TestQuery) |[RZ %27 Vy 7L, TANTH2—
P arsf X277 L —XERF ANV T RVR%E [T AR /3T A—4% (Test Parameters) ]
D7 4 —V RIZAN LET, fERD [ AT —# A (Connection Status) | 7 « —/b RIZFR
SINET,

(BIEFIRE) {f} b—2 v &Z T AN = VNTHERT 25G81E, = Xn—7%EET L
AT AN 7T VIZBINTEET,

GE) Fro—2 7 YVOERPET LIS, 2022 )E2RXT Y v 0 F3 7T 4 — b
DY AF—TFEA T D HERH Y F£5,

EHZEEL, REFELET,

LDAP [C kDT 4 LY R N—A_RX FRERFLE

TALZ R N—_RANKET, BEOHLEEEN., L bH4HEFROZEHEIIA v
T—VEERETLILICEoTHMBLEY, BF AN T =Y =A1F EZEBZOLHFTIC
BRI A— LRy 7 A5 E>TNANE I NERFARTSELRLET, Zhid KEICETTS
L. EEOBLLIEEFIL. FOT RLRACARAERETIUE LW A, B4R T RLAD
Ny (N—_2H) | ICE>THETEDL LR ET,

B A—NT— R U= A T LDAPZIFANRGEY = ) 2T 5L, T4 L7 bYA=
A N (DHA) ZRBitH L TRk & £9, LDAPZIJ ANEZRETH X, 4L 2 b
N AR NGRS (A SMTP 1 o3t —3a VAT I, T —72 Fa—OHTITH ks
RTexET,

. LDAP - T 1)
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SMTP hoit—vavdmnT4 Ly by n—~z rwgpsit i

ESPEREY=]

eSMTP o RXE—> g DT 4 L7 MY ~N—_Z2 NIKEER I
AEEXFL—HNTOT ALY N ~N—_Z N IE (36 =2—)

SMTP h>/\tE—S 30D T o LY B N—ARX NHERIE

DHA %ZFAIE$ 512X, FA A »721F % Recipient Access Table (RAT; (&7 /& A 7 —7
V) IZAFIL TR E, LDAP ZF ANUEEZ SMTP 4 /3t —2 a YN TEITLET,

(35 ~<—2)

SMTP B o\ t—3 g R AvE—U% Fa v T5121%. LDAP 217 ALD 7= D LDAP
PR a7 AN EREELET, KIC, LDAPZIT AN Z U ZSMTP >/ 3E—3 g

[ A==
WCFETTHEOCV AT —2RELET,
7:ZHANS T % SMIPH Nt — 3 hIcETT 2L 5 28%E
= LDAP Queries: | = Accept
Accept Query: | redfish.accept v
| Work Queus
Man-Matching Recipients:
(& | SMTP Conversal tion
If the LDAP server is unreachable:
~  Allow Mail in

@ Return error code:

codel ]
smporary redi

b Routing
b Masquerads
b Group

YA F—THEITTHLDAPZIT AN TV EFRELEDL, DY A ) —
NV 7a—RY) T —DOFODHAP (T4 L7 b /N—~Z NEEELIE)
HET,

8:SMTPh Y t—2a UICHERfE FOY JT5E512A—)L JA—RY L—%RET S

WZREAHT B vl A —
ExRFRET D HEEMR

EATR=d
AX B

E—

Flow Control:

Directory Harvest Attack
Prevention (DHAP):

Y 2G|

Rate Limiting:

(ZBEAT T BT R

Mazx. Recipients Per Hour:

Max. Recipients Per Hour Code:!

Max, Recipients Per Hour Text:

Use SenderBase for Flow Control:

Group by Similarity of IP Addresses:

Mazx. Invalid Recipients Per Hour!

Drop Connection if DHAP threshold is Reached
within an SMTP Conversation:

Max, Invalid Recipients Per Hour Code:

Max. Invalid Recipients Per Hour Text:

DIZHDRDIAR i E L £ T,

© Unlimited
c )
452

Too many recipients received this hour

® on 7 off
This Feature can only be used i Senderbese Flow Contral is off,

& off

o
(significant bits 0-32)

" Unlimited
@ |5
# on € off

550

: Too many invalid recip

—)L 77— KUY —OFT, T4 L7 FJ N—_R NZER I

LDAP 7 T 1) .
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« [1FF & 72 0 O 72258 O K¥ (Max. Invalid Recipients Per hour) ], Z DU A J—

WY E—FARA DD D BRI AGE D 1 HT- Y O KRETT, ZOLEVVE
X, RAT i Oz R LET, Zhid, L7 LDAP 25550 T D72 SMTP J1
t—varviflickry 7SN AvyE—VoRkE, V=7 X2 —NTRT RSN
Ay E—=VOEFHTT, L&A, LEVWELZ S ERE LG, MiiSh/z RAT HE
B2 T, R LDAP X EEMTOIO ey TENTA vE—UR3FETHL L L
F9, TORRT, BTA— AT — b7 oA T LEVEICEGEL Sl L T, Bkizx K
By FIEET, TIHNNTIE, AT Y v URAFT=TO IR HTZ Y OZAEHE DHEK
#1325 T, FTA—F VU AFT—DREIE, 1 LY OZEFEORREITT 7 +
Jb N TIEERIR T, Z Ok [HEHIIR (Unlimited) JICRETDHE, ZDOA—L 7
o— AR U ¥ —{Zx LT DHAP (314 2 —7 I ) £/ A,

* [SMTP %N T DHAP L X WMEICEIE L7546, #fcad Ko v~ (Drop Connection if
DHAP Threshold is reached within an SMTP conversation) ], 7 « L7 K U /\—~Z F BB
IEDLEWVEIZELELZICEFA—NT =PV AR o THRiZ Fry 7SE5 89
IZRRE L £,

s [FEfl 22— Rd 720 O K258 % (Max. Recipients Per Hour Code) ], #f5i4 e v 73
LEZHMAT 23— FERELET, 7740 FDOa— FiE550 T,

« [FEMT 2 N B2 OFRZ(EFE S (Max. Recipients Per Hour Text) ], Fv v 7" L7-#6
WCRILTHEAT 27 %A MERELET, 774/ FDOTF A I [Too many invalid
recipients| T,

LEVEICELEEAE, ZEEDEDTH->ThA vE— VDT _a—FEEHI AT
2 Ay UREFESNDZ EiXb D EHAL

EEX1—ARNTODTA LI ) N—RX FRERLIE

T 4L P AN—=_ZFEE (DHA) DIFEAEIE, AL VETEZEET 78R T—7
b (RAT) IZANLTEE, LDAPXZIT AIWRGEZ Y —2 2 —NTETTHZ LIZL->TH
IECEET, ZOFEEERTDIE, BEOHLEEEN., ZEEDNENNE S 0 % SMTP A
PN a D Z I TERLS D ET, ZITANRIZUNRREINTNDH L E
IE. VAT AIEA v =V EZITANT, LDAP Z I ANMGEEZ U —2 2 —HNTHEITLE
T ) T2l AyvE—YOxz o Xuo—7REFICT, ZEEVED THLLIGEICNNTY A
A=V NEEEINET,

BEEE
c U= Fa2a—NTT 4 L7 MU A=A NEBEYIET 5720 ORE (36 ~—)

T—5 F2—HTFA LY R N—RR FEEHLET - 00RE

T4 L7 MY AN—=_RR NEEEP LT DI, WIDIZLDAP = 7' m 7 7 A L ERFE LT
LDAP ZF ANEA X —T7WMZLET, LDAPZIF AN =Y A F—T NI LT, RO K
I, TOZTF AN Y BZHEHTL L9 2AF—%HET D LI, ZEFN-H LAV
BRI A =N ERT AT H IR ELE T,

. LDAP - T 1)
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SMTP

SMTP 325 %175 12660 Async0s 0ixE ]

WIZ, A= 7B—RY)—%2RELET, ZORY —TlE, FrEDORMMNIZEEIP 7 R
VABHTZY ENTZTOENINZEGET RV AE VAT ANZIF ANDINEER LET, 20K
Bz LHE, VAT ANIZOWRENDHA (T4 L7 b N—_ZXNKE) THDHEHE LT
TI—hMAvE—VEEELET, ZOTT— b AvE—VIZEENDHFERIFTKDO LB T
7

LDAP: Potential Directory Harvest Attack from host=('IP-address', 'domain name
'), dhap limit=n, sender group=sender group,

listener=listener name, reverse dns=(reverse IP address, 'domain name
', 1), sender=envelope sender, rcpt=envelope recipients

A= 78— R —THREINZLEVEICETLZETEH, VATAZE>TAvE—Y
WA AINETR, TNLURIINELZET < ZTANLATRey7InET, L
TERo T, EYREFEHFICIET RLAORY BNBEMINETR, BEEOHIEEFEEIT, Lox
FBHENZ T AN Z B C& TR A,

ZDERZAEE S T X OB E T, BIE AsyncOS [ZFEIE SN TV D L — FMIREEREIZ LT
¥4, OFV, BHENZOMEZ A 2—7 LT, ERMEZ X7V v 7 U ZAF—0D HAT
WDOA—L 78— K)o —DHRTHRELET (HAT DT 74/ bDA—/L 71— R —
EEte)

THILELTEET,

ZOMREIR, A= T7ua— R v—% GUI THRET D L EICHbFERENET GG T 50 R
F—IZ%t LT LDAP 7 = V) DMERRF A DHEER)

1B 720 O ZEEZ R EANNTDHE, TDO A=V T7r—KY —|Z% L TDHAP (5 «
L7 U A= NKZERGIE) B FX—T MRV ET, T 74NV KT, X7V w7 U RAF—
T 1RO -0 K 25 oz EERZTANONE T, T4 =K U RAFT—DFA
. 1R S0 OBENZEERITT 7 40 b TIHERIR T, = O kEE [HEHIR
(Unlimited) JIZRETH L., ZTDA—)L 71— K 2 —|Z% LT DHAP |31 31— 7 /Lil7
DEH A,

EREEZ 1T S =D Async0S DEXE

AsyncOS Tli, SMTPFBFEN YR — F SN TWET, SMTP Auth (%, SMTP B — 2815
U TAT v NERIET D A= ALTT,

ZOAN=ALzMMT 5L FREDHMMICHTR T 22—V, LOMBED A —LH— 2V
TP THERLTWD (HEPHIREREND) LAY —NEfH L TA =N E2ERE
TEHEIIRVET, A a—PF -V b (MUA) I, A—NLOXEGFEEZRITTH L
SITRREESR (FY Lo VIV AR R) 2RITTEET,

SMTP #FiElE, BEA—V VL —iZRLThEATEET, Znx2FIfT2LE, EF A
=R T2 ANEXy NT—=T DTy P THEHBRWERIZ, EFA—NTF— T x24T L—
P —R~DTF 2 TR AL T ET,

AsyncOS Tix, =—H 7 LT U U ¥ VORBGELF R E L TRD 2 OB AR — FENTHET,

LDAP 7 T 1) .



wap sy |
B svrezimoxs

«ILDAPT 4 L7 MU ZEHT B,
o B SMTP H— " Z{F 5% (SMTP Auth §i£3% & SMTP Auth 35{E) .

9:SMTP Auth DY HR— b : LDAPT 4 LY b R R 7 E1=IE SMTPH—/

Remote MUA client

e =
SMTP Auth LDAP Query —
Connections: Mechani: & ons:
» SMTP « PLAIN bonect LDAP
“ns + LOGIN « LDAR/SSL

OR

Connections:
* SMTP SMTP Server(s) acting
=TS as Authentication Server

SMTP ZRFEHFRA/FE LS. HAT A—/L 7a— KUY —NTHEH X5 SMTP Auth 7 &
7 7 A V% smtpauthconfig =~ > R&EMH L TEKR L ET (U AF—T0D SMTP BiEDO A XD
It (42 =) ZHBM) .

ESPERENS

« SMTP RFEDHE (38 2—)

« SMTP RBiEZ =V DR E (40 =—2)

« 552 O SMTP H— R T SMTP iBGE (st 2925 SMTP Auth) (41 ~<X—2)
« LDAP %425 SMTP iBiE (41 =X—)

s I TAT bnmﬁﬂi%ﬁﬁﬁ L72 SMTP & v g v OFEF (45 2—)

« 313 SMTP #83 <45 ~R—=Y)

e X/ L SMTP FHGE (46 ~<—7)

SMTP : At nIE DEX E H_I

LDAP % — "% H U CREEEZAT 9 5513, [LDAPY— 7 a7 7 A L %iBM (Add LDAP
Server Profile) ] 721 [LDAPY— 3711 7 7 A )L % #F4E (Edit LDAP Server Profile) ] /\°—“}

(¥£721% 1dapconfig =¥ R) T/ =V # A 7 & LT SMTPAUTH % &R L T SMTP 77
7 ZER LET, RET D LDAP ' —"DZENLNICOWNT, SMTPFEIET 0 7 7 AL L
LCEMAT 5 SMTPAUTH 7 = U % | DR ETX £,

SMTP #FiEZ =V 121X, [LDAP XAV K| & [RELELTONRRTL—X | O2FERH Y
9, BHEELTORRTL—X] AT HEEE. EFA—NTF—PIU=AI1TL-T
LDAPT 4 L7 FUNDRAT L —XT 4 —)V RBREENET, AT L—XF, FL—Vr
TXA DN, Kb, EliEy v a SIVTHEM STV D AEEMERH D £, LDAP/SA VK
EHEATLHE, BIA AT U =AX, 7747 Mo TiRfkanz L7y
ZMiH L CLDAP —"~Du 7 A &t LET,

REEIER
CB/MEL LTONRRT L—RADEE (39 2—)

. LDAP - T 1)
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EBreLcosz7L—2okEz [

BHEELTODINRIL—XDIETE

OpenLDAP OHLE (RFC 2307 IZH5<) T, a—T 4 T DA T %Wy a TR, £
DB a— RENTNNAT =X %HTH I EIZhoTWnET (e 2
[{SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=] ) ., ZOHITIX, NAT7 L—XEpiE7 L—r
THXARNDNAT L —XZSHA ZiH LT 5 base6d =2 a—7 4 7 L7=H DO TT,

BT AT — b xA T, NAT L—XEHIGT HHEIIZ SASL A 7 =X ALt MUA & DR
TORIvT— MR T, BFA—NAVT— U xA LMUATEDFIEEZFHT 5 0ERE
LET (PR —FENTWDH AH=ZAAZLOGIN, PLAIN, MD5, SHA, SSHA, CRYPTSASL
TY) . TDOHKT, 7T T4 T U ALLDAP 7T —H RX—R T 57 = ZFITLT/IAT
L—X%ZB& LET, LDAPNTIX, Ry a THENT T VT 4 v 7 APNAT L— XN
WTWDLZEnHY E7,

s VT 4w I ADRNTN 2 WEEETE, LDAP NIZHEN SN TWNWDE /SRR T L—ART L—
VTXARNTHDLERREINET,

s VLT A4 T APMFNTNBGERIE, T IT7A T RZFEDNY v afb/SA 7 L — X%
BL, MUAICE > THRESNT-2—HFL L X2 T L —AXDM FHHNNIE DL LD Ny
VarFTLT, Ny TV aBORAT L —X WL ET, B AN~ T A TH
R—=rZNdNv a2 AL SHAL & MD5 THY, RXAT7L—X7 4 —)L FNTIX

RFC 2307 ODIREIZE ST, "Ny afb AT L —XDRNI Ny Y 2 A=A LDH A
THRfHImERET,

LDAP Y— D121, OpenWave LDAP — D X 92, Wb &Nz A7 L—XD
ANZKE S b2 A T2 L2 nb Db 50 | R D ITK b2 A 72350 LDAP @tk & L
TSN TWET, 20X RIGEIT, FEENEE LT 7 4V kD SMTP AUTH I
PR THBLERAAINT, FONRRATL—RXLESMTPH >\t — 3V CHREINLTE
NRAT L —X LN S £,

EFEF A =T — b T A1, SMTPAuth &N HFEE D2 —V 4 %5 TE-> TLDAP 7 = J IZ
EHL, 2OV EFEHALCIZ VT THFAMERIINAYy Va2 b ENTRATL—XT 4 —)L
RERASALET, KIZ, SMTIPAuth 7 LT U ¥ L THRESNIZARA 7 L—XZx LTy
T a NIRRT EIT L, TOREEZ LDAP LD/ RA T L—RA LB LET Ny iz
HAT DR TRHDLLGEITIOERLS) » —FHL7EEAIL. SMTPAuth 1 > 38— a U3 AT
SINFET, —BL2WGEEIE, =7 — a— FBRERINET,

LDAP 7 T 1) .
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SMTP ZE5EV T ') DEXTE

%% 6:SMTP Auth LDAP 2 T') D7 4 —JL K

Al 9T DAHE

7 =Y =355 (Query | #RiEA LDAP /N & RRHTIT 9 2y, NA 7 L— A& @i e LTHEG L TIT IO aRIRTE
String) £

/3 > F (Bind) ]: LDAPY—"~Du 7 A VEfTIZIE, 7 747 Mok THRES e
JLF v VEERLET (2% TLDAP A1 > K| LIFOET) |

SMTP Auth 7 =V T &b FRIRFEER O KA EE LET, 208X, LoD LDAP #—
/*‘Eﬁﬂﬁﬁbfzi&%%zﬂi& DEFA, NV RBIERFIZKEDE Yy v a vy XA LT T
Mﬁ%éélz?ﬁé@%%C X, T CHRET SRR OR KA RE LET (*ﬁ’“ﬁ‘]&:bi
B OIZIE T Tx SMTPAuth FOETHZENTEET) o "M U RRBAEZ &IT, #rL
WEEREDS | D SIVE T, F% 0 OBEIL, o X A 7O LDAP 7 =V T I E T,

[E & L TD/NA 7 L —X (Passphrase as Attribute) |: /XA 7 L —XZ 5 L CREREEAT D
ZIX. T [SMTPFERED /XA 7 L— XD JEM: (SMTP Auth Passphrase Attribute) | 7 4 —/L K
T/\X7V AERELET,

W OO N TS LDAP 7 2V 248 ELET, 727747 T4 V27 RO
= U Of : (&(samaccountname={u})(objectCategory=person)(objectClass=user))

SMTPFEFED /S A 7 BEE LT AR T7 L — X% H4S L7238 (Authenticate by fetching the passphrase as an attribute) ]
L—ADJEM (SMTP | ZBIR L5613, "2 T L—X@te Z ZThREL £,

Auth Passphrase
Attribute)

WOBITIE, [ AT L%EH (System Administration) ]>[LDAP] ~X— % L C LDAP % &
[PublicLDAP| % L, SMTPAUTH 7 =V ZEBMLTWE T, 7=V 5% (uid={u})
X, userPassword B & b2 K O B S v TnET,

10: SMTPEREEV T V)

Name: | [publicLDAP.smtpauth

Query String: |(u\d={u})

User Identity for Test Queries: | Test Query
Test SMTP Authentication Password: [ | 2

Authentication Method: |~ authenticate via LDAP BIND

Maximum number of concurrent connections for this query: |1
o Authenticate by fetching the password as an attribute

SMTF Authentication Password Attribute: JuserPasswor d

SMTPAUTH 7’0 7 7 A VDFRENT T T D&, £D 27 Y % SMTP @BFECEM T2 XK 512V
AT —HRETEET,

. LDAP - T 1)
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%2 0 SMTP 4 —/\$E 1 T SMTP B3 (i GEAT 5 sMTP Auth) ]

520 SMTP H—/\{EH T® SMTP :25E (¥5xk (A9 % SMTP Auth)

AT T1
ATvT2
ATv73
ATvT4
ATvTH
ATvT6

ATy T1
ATvT8

SMTPFEFED 3 — g v DEDIHEEINT 22—V Z L X2 T L —X% B SMTP H¥—
NEFEHLTRIETALIICEFA—NT— oA ZRETEET,

FRREEAT O =T, A— N EIRET L — IO LD THY . SMTPIRIEER~DIHE
P EITWET, RREICRBI LIz & Z ik, HEHA =L =L D A —/L D SMTP #5k % it
1ITCxE4, ZoMEx., [EXEA2HHT S5 SMTPAuth) SN ZEHHVET, 7 LT
VV%»@&ﬁ%®SMWﬁ—A JHRIE (¥ y) ST ThND NG TT,

FIE

[*rv hU—7 (Network) ]>[SMTPFZAE (SMTP Authentication) ] Z %R L £,

[ 77 A &BM. (AddProfile.) 1227 U v 27 LET,

SMTP iBFE7 1 7 7 A VD—E D4R # AT LET,

[7m 757 AN A7 (Profile Type) ]| T [#5:5 (Forward) ] Zi&R L £7,

[Next] #27 U v 7 LET,

HRIEY— NDOABRA NPT RLALAR— M A LET, FRAFEROEREIZHEH T 585051
VE—T A AEERLET, RFERORRBEEELET, KIZ, EFA AT —F U
A I HIRE — NA~OBHFEIIKT L CTLS Z0EE T 0 E 2 ERE LE T, #HT 25 SASL
AH=ALY, [Fb—r (PLAIN) & [RZ7 A2 (LOGIN) 202 HERTEET (EHTES
BE) o ZO@RIT, B — AT LICRESNE T,

EHEEEEFEL, RIFLET,

WAL a7 7 A VDOIERNTZE T T HE, TOTRT 7 A NVE T AF—ZH L TA RF—T M T

EFEJ, FEZHOWTIEL, U AF—TO SMTP DAL (42 =) 2L TLEE
v,

LDAP Z {9 % SMTP 25

ATy T
ATvT2
ATvT3

LDAP X— 2D SMTP FRAE 7 1 7 7 A )V ZAERT 2121, SMTP#GEZ = U % LDAP —/ 7
07y AN [ AT LEEL (System Administration) ] > [LDAP] ~X— T 570> UDIERL
LTEMERDYET, 207077 A NVEHEHLTSMTIPREIET =7 7 A VEAER L %
9, LDAP 7' & 7 7 A MNOIERRFEDOZEIZ W TIE, LDAP 7 = U (22T (2 8—)
EBZRL T I,

FIE

[r> FT—2 (Network) ]>[SMTP;RFE (SMTP Authentication) | Zi#IN L F 7,
[7v 77 A /%&iB (AddProfile) |27 U7 LET,
SMTP # BN uE7 | 7/])/1/@# = @% H'J%]\jj Lijﬁ

LDAP 7 T 1) .
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ATvT4
ATvT5
ATvT6
ATvT1

ATFvS8
ATv79
ATy 710

[ 757 ANH A7 (Profile Type) ] T [LDAP] Z &R L £,
[Next] 7y LET,
utquE7 = 774/1/ \-'fﬁ%ﬁﬁﬁ—é LDAP &I ) %%y_\l Lij—

T7iwf@%%mﬁﬂ%FEV7&?/f:1_WELﬁDi¢OEW%K@\Bmﬂ
[&mwSHA][CWm][mmm [MD5] 288 ¥V £9°, LDAP % — N2 Lo TS bk D2~
L—XDORENZKEBALZ A T Ens561%, [72L (None) ] @8R L T 7ZE 0y, LDAP
=N Lo THEFLZ A TR T 47 4 & LTIRIFSN DA (72 & 213 OpenWave
LDAP #—N) | B IR E A =2 —nbBRIRL T EE W, 7 7 4/ b Ol 5L EIE
LDAP 7 = V2L v RAMERH SN D GEIFIEH S EE A,

(¥ 7T (Finish) 1227V >y 27 LET,

EHRZFEEL, RFLET,

AT B 7 7 A NVDIERNFE T35 &, 0T a7 7 A V%) AF—IZxt LTA F—T M T
EF, MOV TIE, U AF—TO SMTP ik ANl (42 X—2) 2L T EX
AR

RDERY
ESPEDEYS]
o U R} —"ToD SMTP BFEDHF Nl (42 RX—7)

I) XT—T‘:O) SMTP an.\nIEo)ﬁ j]“::

[**v b7 —72 (Network) ]>[SMTP;EAE (SMTP Authentication) ]-~<—"T, FEITT 538:E
&4f(umy&—xitiﬁﬂP%Lm~X)%?ELTSMWM£F7H774wJ%¢
L7eb, [y FU—2 (Network) ]1>[U A7 — (Listeners) ] ~— (F72i&
listenerconfig 2~ F) ZHHAL T, 207077 A% ) A ;T —CREAHT 2 L5
HoFET,

)

GE) FEHFEHLOZ—F|TE, 2—HFDFDEEED A —)L 7u— KU > —DF T RELAY #5E11E

Z’)Dq:j‘éhijﬂo

1250777 A VN TEEOIBEY —R"EHRETHILEHTEET, SASL A =X A
CRAM-MD5 & DIGEST-MD5 1%, BFA =T — bz A Lk — OB TIZYR— &
NEEA,

WOFITIL, U AF— [InboundMail] T SMTPAUTH 7' & 7 7 A A0MER &N D Koz, [V
A —%fmHE (Bdit Listener) ] ~S— Y CTa&E L TWET,

LDAP /T 1)
@ | I
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smrp szzE s HAT K o —niE ]

1M:SMTPREETO T 74 L% [V) R —%%wE (EditListener) ] R— T TERT B

Edit Listener

Listener Settings
Wame: | |1ncomingMail

Type of Listener: | Public

Interfacs: | [Data 1 ~| Tcppart [z5
Bounce Profile: | [Default v |
Disclaimer Above: | | Nane :"l

Disclaimer text will be applied above the message body.

Disclaimer Below: [None

Disclimer text wil b: applied below the message body.
SMTP Authentication Profile: fo,-wa,.dm_g_=|?_ased __\:J
Certificate: | [test %]
b SMTP Address Farsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings for customizing the behavior of the Listener
b LDAP Queries: | Optional settings for controlling LOAP queries associated with this Listener

SMTP Call-Ahead Profile: | {Tione ~i|

70D77/f/1/%'1&4€};ﬁ—g—54: Y A —%F ﬁ]\/ﬁ_g FD VY A F—TOSMTPIRGEZ FFr]
L FIEMEETAIEIICKRA N T VAT —TADOFT 7 4V NRELZLEETXET,

12: A—)L 20— 7R —TO SMIPEFED A +— T ILiE

Encryption and TLS: | O Use Default (Off) ® off O preferred © Required
Authentication: 2
SMTP Authentication: | & Use Default (Off) O off O preferred O Required

If Both TLS and SMTP Require TLS Ta Offer SMTP Authentication
Authentication are
enabled:

r—2Z |E:B8
1. [SMTPERFE (SMTP Authentication) ] 7 4 —/L K CTlX, U AF— L~YL T SMTP &

FAEEHIE L ET, Wz (No) ] 23R L2848, SMTP 3RGEICREI 2 th ok &
Wb b3, 20U A F—TIEERGEIEA % — 7w_&biﬁho

2. 2FDOT a7 N ([SMTPFEAE (SMTP Authentication) ]) C [#78 (Required) ]
PEINLIEGEE, AUTHX — U — RBRBITSNDDIRITLS AR I =— f Sk
(75472 MBI EAHLO 2~y RERITLE) #%E70 £4,

ESPEREY=]

« SMTP #BiE L HAT AR U 2 —DFRE (43 ~2—3)
s HAT BIEHES (44 X—2)

SMTP Z25E & HAT R —DERTE

EEHIIREEIN—TLLTELHLN, TOHRTSMTPRIER I =— 3 UNBEET 5
DT, BAFTI7EZAT—=7)L (HAT) OREIITHZEIXLOCEEAL, VE—FA—ILER
FOREEGET D L XL, BTA AT — N 2 A IHDICEDEEE I N—T RN T D EFF
ELT, TOEEEIN—TDOA—VR) o—%2EHALET, & 21E, VE— K MTA
l'suspicious.com | %% SUSPECTLIST &5 £fFH 7 —712)d L TV D 551T
lsuspicious.com] @ SMTPAUTH 2T —3 3 > OfER & 3R HRMWE%UV%
DA S ET,

LDAP 7 T 1)
|



B wrEzEs

HAT BIiEHES

wap sy |

7272 L. SMTPAUTH %Ml L CRREA Z T D XEFHF OW X, [HEF O] EEH LI1TRY
£, SMTPAUTH & v ¥ 3 VIZEE) L= A O EifEIx FRELAYJ WCEHEINLHDT, &
BHNCZAZET 72 AT —7 /0 (RAT) & LDAPACCEPT 13 3A /RS2 XN E T, TORE, %
FBEEFIAYE—VEBFA—NT— I VoA RHATY L—T&ET, LEBR->T, @HIND
L— MR AT v MU TR DA, Bl EkE G 9,

HAT BIEFE R 3G EE D & X 1L, HAT ‘%ﬁ%‘ﬁ‘w—f}:;@w Tu—RY L —DOREICHE
SWTARLZGIE Re vy 7EN58H b, BAbiZ L. RELAY A—/V 72— KU v —»NFF
HEINET,

A= EE VUL THATHES 2 F(T TN E I DERELET, T 74/ b TiX, HAT
& S THERESNTERITSMTP I o Nt —3 3 VORISR AT — A vt —T % L b 7o
TH,RTEINET,

HAT ME7 ) RECTE T A—ABMESRESND &L AsyncOS TIXSMTP 1 >3t — 3 > DRk
B ClEe, Ayt —YZEFHEL~UL (RCPTTO) THGEFEITTEET, ZOHETA Y
t—UERESTEILET, AvE—VOESHREBIESNA v E—VNRANT AT EHED
AsyncOSITER SN/ A v E—VICEAT 2 KV FEMIARE R BS T 4, 2L 2. 7F1/
JEINTZA Y E—=VDOT RLABIOEZEEDT RLANLA—NVERRTEET, £,
HAT 55 DIBIEIZ L - T, E(EM MTA M & FafT S d aletEb/h & <720 £97,

HAT BIEE S & A R — 7 /UC T D & IROBEREAEL £,

*« MAIL FROM i~ RRFRINDHNR, Avb—U 47V =7 MIERS R,
BT A—NDEEDTODT 7 BANRELRENTZE N A vE—UNRFRIL, TXTD
RCPTTO === FRER &SN D,
« SMTP AUTH % F§ L CHEM MTA 23385E S5 A RELAY AR U o —03FFa] &,
A—LEEE EBVICKETE D,

E@@?ET% RIET DI 1. CLI ® listenerconfig --> setup ¥ ./ R % i FH LET, Z OEME
X, T7 AN R TET 4 E—T Mo TVET,

WDFZ, HAT ORBEFRG 2R TET 5 HEE2HALET,

example.com> listenerconfig

Currently configured listeners:
1. listenerl (on main, 172.22.138.17) QMQP TCP Port 628 Private

2. listener?2 (on main, 172.22.138.17) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

. LDAP - T 1)
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722472

F45 SMTP £

aid

5547y FEREBEEALESMIP £y avaRiE

[1> setup
Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do the rejection at the
message recipient level instead for more detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.

NEFBRZEA#{FAHL-SMTP v < 3 U DERET

BT A—NT— T AL, aﬁ%)‘~/lﬂ7 "oz a—HPDRA—=NT T4 T MNED
SMTP & v a VERIET A7 7 7A4 7 > FERHEOHAZ YR — M LET,

SMTPFBRET & 7 7 A W EAER T 2G50, FEEZ MR T 5 & XM 2t ERFELDAP
JxVEBRLET, F/2. 7747 MEAZERFEHTE RS 2GE, BT A—NAT— 1
A NL—FEIBIT A DDSMTPAUTH 2= RIZ T 4+ — 3y 7T B0 E S A EE
T&EFET,

MR Ca— Y E2IAET DD TA T v FiFAEZHERAT2HBE. 7747 2 MEHEL R
7’_73:1/\:!-**"%75\1**‘5‘0)7**5’75?1‘7?‘6 IO ESNTVAIRY A— L EEETEDHNE
I 712, SMTP #RGEZ = U i T& 4,

Al

SMTPREGEIL, REA—NV IV L—%a2—PHZ LR T L —X2HEH L TRIET 5 & ZI2HEEH
TEET, [HE] SMTPHAWE7H774’/V%}:1’EEEL173 O, ZOTR T ANERRAL
® SMTP /b— MIBHEAHT £ 3, A —ARERITOTZ N, %)‘ — NV =T xA ;UZE
RIVFUVRNEFERLCT vy T A M) —A A—)L YL —lca s LET, SMTP ;i
X, #FE7 1 b =0® PLAIN & LOGIN V74— k LE9,

LDAP 7 T 1) .
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| BEESZEE

FIE

ATy BESMTPBGET 1 7 7 A LV E/ER L 7,

1. [*r> RU—72 (Network) ]>[SMTPF&:E (SMTP Authentication) | Z &R L 9,
2. [Fu77AEBI (AddProfile) 1227V v 27 LET,

3. SMTIPREFETB 7 7 A ND—BEDOARIEZATTLET,

4. [Fm 77 A NEZ A7 (Profile Type) | T [15{8 (Outgoing) ] ZiEIRL 7,

5 [k~ (Next) |27 U7 LET,

6. WALT R T 7 ANORBGEHL—FH L RRAT L =B AJLET,

7. [#7T (Finish) 127Uy 7 LEJ,

AT T2 2T v 71 TR LIZEE SMTPEREE Y e 7 7 AV EEHT 5 L 512, SMTP/L— haHREL
i‘j‘o

1. [y hU—2 (Network) ]>[SMTP/L—  (SMTP Routes) ] Z =R L £,

2. T—TNOD[%Z[E FAA Y (Receiving Domain) ] 77 AT, [ZDMOTRTDRAA >
(All Other Domains) (V> 27 %27 VU 27 LET,

3. SMTP /b— hD3EEAR A DA% [5E64HR A & (Destination Host) JIZAILET, T4
IE. BEA—NVOBMEICHERSNEINTA—L U L—DFRA N TT,

4. FBESMTPRBIET R 7 7 A NVE Ry T X Ty A=a—nbEIRLET,

5. BHEZFXEL, RELET,

D#:-yg\\t SMTP lL.\I:IIE

SMTP ZRFEA 1 = AL (LDAP X— A, SMTP 55— "_—2  F7/-1X SMTP %13) 2N &
A== T2 ECHRESNTWEEEIL, LTFTOA Ry bR A— o ZZEShE
7,

o (IF#H) SMTPREGEAY) : LS NTm2—H L SN A D=L bitskSnEz T,
(FL—V THXFRAIDNRRATL—ANRTHEINDH T LTHY EHA)

o (IF#H) SMTPRRGERRL : LS NTm2—H L FHEINZA D=L bt nE T,

) FRAEY— NITHEREANRTRE - B L A D = XA bR SV E T,

£E) ZALT T RAXRU D HEEY—N (T AN —LD, £ V=T var%k

B A =N — T oA LBE) DRFEEREZFFOMICH A AT 7 b LIZSA,

Fy NU—27 EOLDAP T 4 V7 FU AFEH L Ca2—V 25T 2 LI ETFA—LT— |
VA EHETEET, ZOXIIRETDHE, 2—FREHDLDAP = — W4 L /XA T L—
REFAL T A TEHE9I1C20 F3, LDAP — NICH4 2307 = ) 2% E L2
5. BFA—NT =T 2 AL DINTFREDHER 2 A F—7 M LET (GUID [V AT A

N mmff* HM

(
‘T,

. LDAP - T 1)
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aA—HYTF7h

ATv T

ATy T2

ATvT3

a—47hovrozy P

HH (System Administration) ]>[=—%— (Users) | X—, F721X CLI ® userconfig =
~UREHEMALET)

FIE

A—H—TFhIO U bEBRRTBE=HDI T —EERLES, LDAPYH— 707 7 A LT,
LDAP 7 4 L7 NUKNDOaZ—F T HU» NaRmKT 572007 =) Z{EK L E7,

TN—=T AVNRN=29 T HTY—%EBLET, 2—FBHEDT 4 L7 MY T—T DA
YR=INESNEAWT ST oD =) ZERR L £T,

LDAPH—NZFERT S K SITHEREEZ Y b7y TLES, ZOLDAP F— 22 —H3
REICHERT 2L ICBEFA—NT— bV = A A RX—T WML, 2—F 1 —/L% LDAP 7 A
V27 FURNDOZL—FIZ80 Y TEF, FEMIZ OV TIX,  [Distributing Administrative Tasks |
DEFED [Adding Users] #ZML T 7230,

GE) [LDAP] ~— 0 [Z =) ®F A b (Test Query) | K% (£7-1% ldaptest =~

UR) EHEALT, 7 UDBLRINIFEEN/PHGLIZL B THD Z & 2R
9, FEMIZOWVWTIE, LDAPZ =Y DT A F 203—2) #BHBLTLIEE N,

RDHRY
EEEE

=Y ThHU R s (47 =)
CTN—T ANy T Y (48 =)

ko)

SR — ZFRFET 572012, AsyncOS 1E7 =V 2 L CZxD2—H DL a— K% LDAP
TALVZ PUNTHREL, 2—FO7 L Rx—LABKEMINTWDEEEZ RS E7, @RLE
Y= N Z AT LT, AsyncOS IZ XS TT 74/ b 72— F 740 NEERATI SN
FT. TAUVIMBRRHL TN 2—PFIIHESETHLICEFA—NT = NV oA ZRET D
ZLEHTEET, FAUTIEL, RFC2307 THEINTWDHEIEN LDAP = —H L a— RNTE
FINTVBERLENH Y £7 (shadowLastChange, shadowMax, 33 O shadowExpire) , L—
Y La— RBRFEET D FAAL 2 LrULON—A DN 3T,

WDFIZ, AsyncOS I¥—H 7 4 7 k% Active Directory ¥— 3 ETHET 5 & A S
NETF 73NV b7 ) LFEHE2—FD TV X —LEMEEZ R LET,

R7I:TIHNWEDI—YF THOU b YT XFHEEM : Active Directory

H—/\ 21 7 (Server Type) Active Directory

~—2Z DN (Base DN) (772 7) (=¥ Lra— &R0 51T ERE 7
N—ZADN ZFHTLH2HLENH Y F9)

LDAP 7 T 1) .
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B /—Txon—vurs1y

H—/\ 241 7 (Server Type) Active Directory

7 T ) LA (&(objectClass=user)(sAMAccountName={u}))

2D T F— A S T | displayName
% J&EME (Attribute containing the user’s
full name)

WDOFRIZ, AsyncOS Na—H T % OpenLDAP ¥— N ETHET D L EIHHIND
FTIFNEIDOI ) LFEFa—F DTV x—bEEE R L ET,

REE:TIHINIDI—HY FTho T XFHEEN : OpenlDAP

H—I/\ 21 7 (Server Type) OpenLDAP

~— 2 DN (Base DN) (77 7) (=% La—FKz2RE20 51T EARH
e _X— A DN ZFEHTHILERDH D )

=)y g1 (&(objectClass=posixAccount)(uid={u}))

=W DTV F— ADFEAN S FL T | gecos
% @M (Attribute containing the user’s
full name)

GIW—TAN—=vT 1)
AsyncOS 1L, Z—FRFEDT 4 L7 Y TA—T DAL R—=nE I a4 25 Lo B
MTHLZ7 )V ERFHLET, TAL 7 h) TA—F A NR—=V y TFRNORA L NR— v FIT Lo
T, FO2—V DUV ATLANOT 72 AFHFARRED £7, GUID [ AT LEE (System
Administration) ]>[=—%— (Users) ]{—3 (F721% CLI ® userconfig) THRIEZE A R —
TMZTHE&EIL, 2= —m— /L ZLDAPT 4 L7 NUNO T L—FIZEI DY TES, =—
P r—k>T, ZOZ—WFRT AT ANTEOT 7 B AFFA N E D 9, JREIES L
Tea—HFoHEF, v— VI ilx OD2—HF TR T4 L7 ) ZA—FZEH 0 Y TonE
T, 2ExIE ITEVWST 4 L7 b 77— NO2—HIZ Administrator 27— /L& E| V) 4T
Support EWVD 7 4 L7 N U Z)L—T D —H|Z Help Desk User 2 — /L& E ) Y4 TEF,

L ADZ—HFPEEDOLDAP /L —F I/ L TEY . ThEha—3 o — L3 iig 55461
KHREW RO —LDT 7 AN AsyncOS IZ XL » CTZDa—VIcft5asnEd, 7= & 3
X, =— 7 Operator #[R % £f-> 27 /L — 7" & Help Desk User HEfR Z 52> 7 L — 71T @7 25
A AsyncOS [F=—|Z Help Desk User 7 —/LOMERAZEI D Y TE T,

TN—=T AR —=2 T HNEDEDRTZODLDAP 70 7 7 A )V EFRETH L EIT, F—
T La— KPS TS T 4L 27 Y LAULOR—ZADNZAN L, F—7 AL 3—
D=V LBENEINTWDEMEL, Z—TAREMsn TV b EEZ AL E 9, LDAP
P—NTa Ty A L TERINTE— R Z A S SNT, 22—/ ETN—T 4D
BIEDOT 7 4V MEET 7 4V & 7 = U LT AsyncOS IZ L > TATTEET,

. LDAP - T 1)
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gn—F 2run—vvFszy |

\)

GE)  ActiveDirectory 1 —SOH A X, 22—V BRRFED TN —T DA L N—=nE S InE T 5720
DT 7 v kD7 Y LTFHNL (&(objectClass=group)(member={u})) T9, 7=72L., HT S
LDAP A ¥ —< |28 T,  [memberof] @V A b Ca—H4 Tl @Al EHINTND
Yaix, {dn} 7 {ul OOV ITEHTEET,

WDFIZ, AsyncOS 23 Active Directory — 3 E T —7" XX — o FIERERBEST D &
TEHENDT 740 b7 =) XFH| L @EE R LUET,

RGTIHILRDTL—=T A=y T 5T XF5|&EMH : Active Directory

H—/\ 241 7 (Server Type) Active Directory

~N—Z DN (Base DN) (75 7) (Un—7 L a—R&ER2F5ICFEK
M7e_X—ZX DN Z2FEHTHIHLERZH Y )

Z—REED T —TF D A 3— | (&(objectClass=group)(member={u}))

NEDMEHET HDT0OD 7 Y — | gy 9% LDAP Z % —~ {25\ T memberOf
el U A b OHTa—H4 Tldie < 4 03 E
AENTOLHAIE. {u} OOV I {dn}
A TEET,

KA N—Da—V4 (F721X%F D |member
2—H#FD L z— RODN) BFEMHEI
TV JEME

TN—=THBEMS TS ENE  |en

WDFIZ, AsyncOS 7% OpenLDAP H— R LTI/ —TF XA = o PIERERZT D L X
FHINDGT 74V by =) XFFN L BEEZ R LU ET,

R10:TIHIWVEDTIN—F A=y T H 1) XFG| &R - OpenlDAP

H—/N 24 7 (Server Type) OpenLDAP

~—Z DN (Base DN) (F5v7) (Un—FLa—ReRo5I1CITEK
HJ72_X—Z DN Z#fEHTHMERH Y £7)

ZI—WFREED T I—T D A 83— | (&(objectClass=posixGroup)(memberUid={u}))
WE D DT S0 s ) —
preEd]

FA L N—=Da—H4 (F7-13% 0 |memberUid
2—FDLa— KODN) 2SS
TWD @M

TN—TRHDPEM STV D @M |en

LDAP 7 T 1) .



LDAP 7 T 1) I
B < cmume~ors F 12—

o =< AN . ° s =33
ANLIRBEHEEND T Y ~F 1 —HE85E

ANLRBE~O T Fa—VREEO 7 =V LiX, 2 —FRAXAGEHSEICcn VA T 5 & X
W2 —YERIET D007 =) T, h—27 2 {u} &, J*‘*ﬁ‘%ﬂ“bi@“ (z—Fou A
V4HERLET) . b= al ik, 2—VFOEFA NV T KLRAZRLET, LDAPZ =
\Z& 5T ISMTP:] WEFA—/NLT RLANLRESNDZ LIEHY FHA, 72721, AsyncOS
X2 O ET RLADDLRELET,
AR L EHESRED = > R 22—+ 7 7 & ARREEIC LDAP 7 = U 24 5123, [Fhies =Y
L LTHEET D (Designate as the active query) | F = v 7Ry 7 A& A | \_L’C< ZEW, T

TIZT 2T 477 I RBHLIGE. TOZZVIET 4 B—7 M) 7, [VAT LEH
(System Administration) ]>[LDAP] " X— T %#BWz & XIZ, T/ T 4777 =) ORIZT A
YR (%) BDERINET,
PR B A FIHESNT, ROT 7 40 b 72 LFHRT s R —WEEGE7 = U IZEH S
NnET,

« Active Directory : (sAMAccountName={u})

- OpenLDAP : (uid={u})

s FHAFELIEZFNLS (Unknown or Other) @ (772 7)
T 74N NTIE, TIA~ Y A—/LEMEIE Active Directory —/3D 34513 proxyAddresses.,
OpenLDAP H— DA I mail T, MHOZ = L A—)VEEEZANTEET, 72U %
CLI TERKT 5 IZI%, ldapconfig =~ KD isqauth 7 2~ NafiH L £7,

)

() a—VoulA U BHCEHDA—LT RLA2KE AN SEL5EA1E, (mail=smtp:{a}) &9
) XFHNEEHALET,

ESPEREY=]

* Active Directory = R —HFRAEDFER] (50 ~—)
* OpenLDAP = A U 7 AfHEAH OB ER] (53 <—)

it~

o« ANXMLEHE~DTZ Y Ra—% 7T 7 B ADERE

Active Directory T > K 1—4 23D & E I

Z 2T, ActiveDirectory —/3 b = F‘:L*"j:; GEZ = OREDH Z R LET, ZOHIT
I%. Active Directory $—/ NIk} L T/NA 7 L—XBEEEFEH L, A —/V}Ef 1% mail &
proxyAddresses Z i/ L. Active Directory ¥—/MZxtd % = R —HFREEIZILT 7 4L FD
7 ) SCFANEERLET,

LDAP /T 1)
N I


b_ESA_Admin_Guide_15-0_chapter39.pdf#nameddest=unique_1383

| wapszy
opentDAP T > ka—+ioREH [

R 1M LDAPH— /N R/INLREEAND T Y FA—HBILDEREH - Active Directory

AR RRTL—X%ER BERICNS Y RT3-00EEED1—
HPEERT 2D, EZRRERETILENHYET)

H—sN X A7 (Server Active Directory

Type)

R— b 3268

~—2Z DN (Base DN) (772 7)

B 7w kAL (777)

7 S (sAMAccountName={u})

A — LI mail,proxyAddresses

OpenlDAP T > Fa1—HEREIDERTE DHI

Z 2 TIE. OpenLDAPH— b x> Fa—HEHGEEY =V OREOFI 2R LET, ZOFITIE
OpenLDAP H— %t L CEARGAEAM A L, A —/L@EMIE mail & mailLocalAddress ’E@fﬁ
L. OpenLDAP #— MZxtd 5Ty Ra—HWRBEETIET 74V D7 =) SUFHNAEH L E

B

R 12: LDAP H— /N E RN LIRBEND T Y FA—HEREDEXES : OpenlDAP

FRREA E4 (Anonymous)

P— 3 H A7 (Server | OpenLDAP

Type)

R— K 389

~X—2Z DN (Base DN) (77v7) (HOAF—<TIEEE 72 ~— 2 DN O A E
Ransz b £4)

B 7w b aL (772 7)

7 =) L5 (uid={u})

A — LB mail,mailLocal Address

ANLIRBED T A YT RAHREI T Y

AN LERE T D551%, ANLREEO A U T AMG 7 =) 2 L TETF A —/L oA
)7%%10;&&@5&\XE%#I4JTX_& CIRBEBRA S T D Z L1372 F

I LDAP 7 T 1) .



waps Ty |
. Active Directory T ') 7 R & DR EHI

T, 722k, BDHZIEHENA—/L T KL A john@example.com, jsmith@example.com, ¥ K
Wjohn.smith@example.com D A — /L& FHH & LET, =AU T AMEEHEHTH &, %5
BHNZITED AN LNEHT LEIZT &0 47, HMERIT, Zoa—FDxA U7 24T
EEENDAVE—VDTITAVIVETA—NAT FLAL LTEBREINET RLATY,

R VERE LTI~ VBT AT FLRAICERET BT, ZEHORBEET A —
NTA VT AERBETHI2OD 7 =) ZER L THD, ZIEEDOTITA~VETA—LT KL
AD g% [ A —/VEME (Email Attribute) 1 7 ¢ —/LV RIZAS LE T,

AN L RBERRE D A /X WGl FINC LDAP 7 = U 24 51213, [(Aher =) & LTIRET S
(Designate as the active query) | F = v 7Ry 7 A& AN LTLIEEN, TTIET VT 47
72 T UNRHDIGE, TO7 VI T =TIz £3, [V AT LB (System
Administration) |>[LDAP] X—Y &2\ L X2, TV T4 7RI Y ORRICT AZ Y R
(*) BDRRSINET,
Active Directory 1 —/SOEEIE, T 7 4/ bD 7 =V SCFFNE
(|(proxyAddresses={a})(proxyAddresses=smtp: {a})) T. T 7 4 /b h D A —/VEMIL mail TT,
OpenLDAP — _OEAIE, 77 4 /4 kD7 = I STFFNE (mail={a}) Te F 7 4/ kDA —L
BT mail T, MO Y EA—VEMEEZERTHI L TEET, BUENEROSGA
E. B~ TREID £3, AT LETFA—NVEMEPEED 25815, BRYOET A —/VEM
L LT, ZET 5RO H D E 2 EEFF OB (72 & 213 proxyAddresses) TiI7z2<, A%
1 DZFEHAT 2 —EoRE (& xiEmall) ZANTHZ L E2HELEL £,

7 =1 % CLI TYERT D I2IL, ldapconfig =2~ > K isqalias 7 2~ K&l L £,

HEEE

* Active Directory =4 U 7 Z#i G O iR (52 ~—)
* OpenLDAP = U 7 AA DORERF (53 <—)

Active Directory T ') 7 R & DEXTEH!

Z Z TlE, Active Directory — "Nt A U T AHE 7 =V OFEOHZRLET, ZOHIT
I%. Active Directory % —/NMIxt L CIEARFEL MM L, Active Directory % — NIkt 5= 1 U
TABEGHO 7 =) ICFHNEAREE L, A —/VIEMEIE mail Z6H L E T,

R 13:LDAPH— /N & RINLIBBET A ) 7 RIFEA DERED - Active Directory

FEEA K E4 (Anonymous)

PR K AT (Server Type) Active DireCtOI'y

B—k 3268
~—Z DN (Base DN) (FTZv7)
B 7o b SSL #fEH7 % (Use SSL)

. LDAP - T 1)



| wapszy
opentbaP T 1) 7 20 [

FREE AR E% (Anonymous)

7 U SLFF (
| (mail={a}) (mail=smtp:{a})

)

A —/VIEM A=) T RLA

)

GE)  ZofliE, #0sEEMELTOET, 7T )BLO0U, EHEY Y —REE, B %
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