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# SMTP

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACRLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

7rLzozzaz [

The smtproutes command was
used to route mail accepted on the
public listener InboundMail for
example.com to the host
exchange.example.com.

‘ IP interface: PublicNet (e.g. 192.168.2.1)

‘ Ethernet interface: Data 2

|

Cisco Email
Security appliance

| Ethernet interface: Data 1

|

‘ IP interface: PrivateNet (e.g. 192.168.1.1)

exchange.example.com
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A NEBT DI TXTINTRDD L) T NTO RAAS iE, —HThHLHERLENET,
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HETEET,
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A VT AT =T LOH (10 X—)
s aliasconfig =~ > RO (12 ~<—)

IAVTFARAT—ITILDIYRAR—rELUTA VR—F

TA VT AT —T )& A R — M 5121%, SEICFTP, SSH, B3LNSCP 77 & A &l L,
B AT = T IZT 7 EATEDLEIICLET,

Ejﬁﬁ@i/f U7 =R 7‘*‘7/1/%{%@3*5@:{1\ aliasconfig A~ F‘@exportqj‘j:"?‘/ R % fif
HALET, 774V (Z7ANVAITESTHE) 1. VAT—0 /configuration?% [%S72))
ICEZRAENET, ZOT77AVECLUDHTERL, A VA —-FLETZENTEET,

(77 ANMIARERIEARD T N BRHDLGEIT. 77 ANVDA VR— MR T =B S
nET)

TA YT AT —T)VT7 7 A)V% /configurationT A L7 b UIZELE L. aliasconfig 2~ K
D import V7 a~wr RaflL 774 V2T v u—RKLET,

T—TNDOITONRIATT U NRN—FE B 2EHATLIE, ZOTBaA T U NERET,

AT 4 X2 L=V a VOEERKMEIND L), “T A VT AT—=TN 77 A NVEA
VIR— LB T comit I RERITLTL A&,

IAY)TFRXRT—TILOIY Y DI

avw RIA A H—T x4 A (CLD) Z2EHLTC=A VT AT =T by R ZHIER
THLEE, BICRAL Y TV—TEERT DL 01k bET, [ALL (any domain)| =
VU ERERTLE, TRTORALS VICHEAINDI A VT ADEFE &Y A MNRFEREN
T, 0%, HIBRTH22A4 VT AOFEZRINL 7,

IAY TR T—TILOH
A

G ZoT7—=IABloTXToOx FUIE, 2 AT FESATHET,

# sample Alias Table file

# copyright (c) 2001-2005, IronPort Systems, Inc.
# Incoming Envelope To addresses are evaluated against each
# entry in this file from top to bottom. The first entry that

# matches will be used, and the Envelope To will be rewritten.

# Separate multiple entries with commas.
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# Global aliases should appear before the first domain

# context. For example:

# admin@example.com: administrator@example.com

# postmaster@example.net: administrator@example.net

# This alias has no implied domain because it appears

# before a domain context:

# someaddr@somewhere.dom: specificperson@here.dom

# The following aliases apply to recipients @ironport.com and
# any subdomain within .example.com because the domain context

# is specified.

# Email to joe@ironport.com or joe@foo.example.com will

# be delivered to joseph@example.com.

# Similarly, email to fred@mx.example.com will be

# delivered to joseph@example.com
# [ironport.com, .example.com]
# joe, fred: joseph@example.com

# In this example, email to partygoers will be sent to

# three addresses:
# partygoers: wilma@example.com, fred@example.com, barney@example.com

# In this example, mail to help@example.com will be delivered to
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# customercare@otherhost.dom. Note that mail to help@ironport.com will
# NOT be processed by the alias table because the domain context

# overrides the previous domain context.

# [example.com]

# help: customercare@otherhost.dom

# In this example, mail to nobody@example.com is dropped.
# nobody@example.com: /dev/null

# "Chains" may be created, but they must end in an email address.

# For example, email to "all" will be sent to 9 addresses:
# [example.com]

# all: sales, marketing, engineering

# sales: joe@example.com, fred@example.com, mary@example.com

# marketing:bob@example.com, advertising

# engineering:betty@example.com, miles@example.com, chris@example.com

# advertising:richard@example.com, karen@advertising.com

aliasconfig 2~ > KDl

:@{@JTMA aliasconfig I ¥ ]\%‘f@‘zﬁﬁ LA YT R ?““7/1/75:1?}52 Ljﬁjﬂo ijﬂx
example.com D R A A2 2T XA MEHEELET, RIZ, customercare DT A U T R ZVERK
L/\ customercarelexample.com &:%{géﬂfij—’\.’c@%%f — L3 bob@example.com,
frank@example.com, $LT} sally@example.com {2 VU HALVL7 hEndE I LET, BT,
admin D7 1 —/3L TA VT ZZAER L, admin (23815 S 2B A —L8
administrator@example.comL: U &4’ vz ]\ éﬂf) K 5 Iz Li?—o %?\’ﬁ@:\ %EA}JD)EHKI/I) U T A
TR SnET,

T—7 VO HREZ, admin D7 2 — )L =AU T AL, example.com DEMD AL a
TX A MOFNIH N S IET,
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mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

11> 2

Enter new domain context.

Separate multiple domains with commas.

Partial domains such as .example.com are allowed.

[1> example.com

Enter the alias(es) to match on.

Separate multiple aliases with commas.
Allowed aliases:

- "user" - This user in this domain context.
- "user@domain" - This email address.

[1> customercare

Enter address(es) for "customercare".
Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.
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- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

3. example.com

[11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:

- "user@domain" - This email address.

- "user" - This user for any domain

- "Q@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.
[1> administrator@example.com

Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bobGexample.com, frank@example.com, sallylexample.com
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

(1>

ZOBEERT, BT AN T = U= OREITRO L D720 £,
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B2:BFA—NAT—FITAITERSNIIAVTFTRT—TIL

*_ Internet

+ SMTP
Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACELIST! $BLOCKED
SUSPECTLIST! STHROTTLED
UNENOWNLIST: SACCEPTED

spamdomain.com REJECT
.sepamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

=T 4 T BFUERE#EDSRE |

The Alias Table feature was
configured to create the following
aliases:

admin:

administrator@example.com
[ example.com ]

customercare!: bob@example.com,
frank@example.com,

sally@example.com

Note that alias tables apply to all
email traveling through (received by)
the appliance, from both private and
public listeners.

Cisco Email
Security appliance

=

Ethernet interface: Data 1

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: QOuthoundMail

Host Access Table (HAT):
RELAYLIST: $RELAYED
ALL: $BLOCKED

Default sender domain: example.com|

Received: header: DISABLED

YADL— FDER

FHNWOYT RAAL & HRY ER<

~AHL— RiE, AER LT — 7 Mt »> T, o _"n—7%EE (FEH £721XMAILFROM
EHIFENET) . BIO) AF—TUEINDLEF A —/LD To:, From:, CC:~v X —%E
THEZ DHREETT . ZOMBEO e FZEF D10 B KAL) THY, ZhicL-
THEEDRAAL L Z1ODY A MERAT 4 7 TEHI TR £, fho—ixpy7p328E
ELTE, Ry NI AT TANT I Fxx BT 2D, BFA—N ~y X —DX
(AN BT ) EWVWIHIBDORHVET, vATL—

REgREIL, 7T A= VR F =L "7 Y v 7 JURF—DW TR TE LT,
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A\

Y AH L— K & altsrchost .

6=

Y AH L— REEBREIX., VAT ALK L TRETDI A VT AT —T7 e L 138720, U
AF B TRELET,

U A —i%, LDAPREEZIFTANST =V —DEEKE CLDAPV—T 4 7 72U —DHI, A v
T —IUNU—7 a2 —RNIIHIMIT, ~SAHL =R T—T N T—HER L TCZEELZLETL
9, [BEFA—N LTI NTDONT OEEZSRLTLLTEE N,

TAH VL — REREEICLD, o Re—TEEFERBIOZELZE A —/LO To:, From:, CC:
TA— IV ROT FUANERICEEZBLZ ONET, FRT2V AT —TL1ZhlxD~v AT L—
KRG A—ZERETEET, 220H5 HFEOWTNNEHEHLET,

AER LT~ B T DART 4 7 T —T VA

+«LDAP 7 =V Z{#i i,
ZOETIE, AXT 47 T—TNEFHTLHECOWTHALEST, 7—7 1 0ERIT,
—¥? UNIX A7 AT sendmail 2> 7 4 ¥ = L —13 3 D /etc/mail/genericstable #§AE & A7
HHMERH Y £9, LDAPYA I L— K 7 U OFFEMIC OV TIE, LDAP 7 = U 2L T<
2S00,

BEETE B
e v AH L— K & altsrchost (17 _X—3)

< A H L— K & altsrchost

— I, v AI L— FERETIET N =T REENEE WAL, Ay -V TEITSND
ENLBEOT 7 v aid, ~AHL—RENET RLANDL ThU—) ShEd, =720,
CLI 75 altscrchost v > K& FAT L7256, altserchost ¥ » B2 713567 KL AnE R
H—ENET OEVERHDO~ AL —FENTLT RLATEZRWY) |

FEAMIZ DUV T, Virtual Gateway™ 77 0 U—EH LTI TORA MENTZ KA AL T
DDA =N T =T =A (60 "—Y) BLOER : EF ANV AT TA 2 (74—
V) ESRLTLIIESN,

ESPEDEYS]
CABTF 4V AN L— R F—T L0 (17 2—7)
e I IAR—FN U RF—H=ADL—RK T—T 10 (19 X—)
AL — R F—=T DA R— ] (19 2—)
e v AT L— FDOf] (19 _—)

AATFA4 9 IRAL—RK F—TILOHEK

VYT DAET 4 v AHL— R T —T )V ERET HIZIE, listenerconfig 2~ KD
edit -> masquerade 7 a~ > RE2FEHLET, £/o, vy EVIREENDLI T 7 A NVEA
R—=FTEET, ~AHL—FRT—=TNLDA R —F (193—=) ZBRLTLLEE N, Z
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OV Tawr Rk, AT RLVA, a—H4, BIXORAAL UEZH LT RLABIOR
AN~ BT T T =T N EERB LI OHERFLE 7, LDAP~Y AL L— R 7 U QM
IZOWTIE, LDAP 7 = U 2L T &,

AvE—UNUATACHEAINS L X, T ARBRIN, ~v X —IC—HR oD
A E—UREEBRZONET,

RAAL LD AHL— R TFT—TME, ROX IR ET,

RIRRAL—F F—TILOEX

ZiD (LHS) XY XF £i1 (RHS)

—HTH 1 OU LD — | AT (AR—AFE T | EERIBEOL—VPELR R AL
PLLRAAL L DY A+ |1XF 7 30F)

WDOFIZ, v AHL— R F—7 L THESR P ERLET,

ZiD (LHS) £i1 (RHS)

username username@domain

oI, BT A2 —VAERELET, EUO2—YHII—KTIHEEEFA—
VA vE—=UiE, —EERY, FUOT RLATEXHBz bNET, A0, 8227 KL
AThHOHVLENDY £7,

user@domain username@domain

oy MNIE, —ETAEMRT RLAZBELET, LUDEERT RLRIZ—HT5
EEAvE—VIE, BAOT RLVATEEHMZ ONET, HAIT. BL2RT KLATHH M
ERH Y FT,

@domain @domain

ORI BHEDRAAL VOEEDT RLVAZFEELET, ELDOITD KA AL 14,
FODRAAL VTEEZHBZONETN, 2—VFHAEFEELHY TH¥A,

@.partialdomain @domain

ORI BHEDORAL VOEEDT RLVAZFEELET, ELDOITD KA AL i,
FODRAAL VTEEZHBZONETN, 2—VFHEFEELHY TH¥A,

ALL @domain

ALL=> "V, FOFFEOT FLRAI—F L, AUOT FLATEEH2 9, AL,
RAA ORI T@) 220 ERHY ET, 2oz bV, 77— ANONEICE
R WITERERKIZRY £,

GE) arL Y UL, TIARN=h URT—DORIMEHTE ET,

s b—VE, v AB L — K T =T AL TOHBNEFIE-> T LET,
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o 7 7 4V h CTIEZERFIZ~y X —® From:, To:, 83XLWCC: 74—V KNDOT KL A)—
L, EXH2OoNET, oo —TREEHFICHLTEZIHRILILOICAHT v arvE
WETHIEHLTEET, mo "\ —TEEEBIOEZ I IR~y X —IX, config
Tavy R L CTAEE 20 %z £,

« T T INDITORIATT =5l s #) ZHTLE, 2072 A M7 U RNEE
T #DDITORBET, TRTCaALITHLERRSNTEREINET,

e AN — R T =T ML, new T a~wr RTER LD, 77 A0 R—FLTEE
MZ X > T, 400,000 =2 k UZHIR &AL ET,

T3AR—F YRF—RAYZADL—F T—=TIL OB
# sample Masquerading file
@.example.com @example.com # Hides local subdomains in the header
sales sales_team@success.com
@techsupport tech support@biggie.com
user@localdomain user@company.com

ALL @bigsender.com

YAAL—F T—=TILDA4 ViR—F

W D sendmail D /etc/mail/genericstable 7 7ANEA R — FTX ijﬁo genericstable
Ty ANEA A= T HITIE, JBIZFTP, SSH, BLU'SCP 77 B A &8 L. EF A —/V
F—h Uz AT 7B ATEDLEIICLET,

genericstable 7 7 A IV%E configuration T4 L7 R A TA= PN masquerade YT avr FD
import W7 A~ REFHA LTI 7 AV ET v 7 a—RLET, a~vr RE, ROIEF Tl
Li‘é—c

listenerconfig -> edit -> listener number -> masquerade -> import

FUF, export M7 avr REHHL T FOay 7 4 Falb—Ta a2 ¥ rn— RT&EE
To 774N (77 ANVAIXESTHEE) X, configuration 7 4 L7 R U IZEZIAENE T,
D77 ANE CLIOAFTEREL, AV A—FLETZENTEET,

import"j‘j:lvr/ KNEfEHT 25 & =3, 77/(/1/§:ﬁ§j37231:/ D @%‘ﬁ’@iﬂf‘/\é Loz
LCLZE W, e N (ElARH> THIANRWGEAERE) b L, 774 1vDA
VIR— FMRIZCLI T =7 =0 A LET, A v AR— MR —038ETLE. 77
ANEERT B TNA VR — SN EREA,

JUAF—Dar 7 4 X2l —alyOEBEENEREMEINS LI, genericstable 7 7 A /b
AR —FL7EEZETHUT commit I REFITL TS ZE0,
I RXHL— LD

:@{ﬁjfﬂi\ listenerconfig ) masquerade “9'73'7\/ F%ﬁiﬁﬁ L C. PrivateNet A2 —Tx
A A EIZ®H S [OutboundMail] & WO ARTO T T A X— ks URF—HIZ, RAAL L ~vATL—
N7 —7VEER L ET,
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EP. YAB VL= FICLDAPZMEMT 247 a v 285 L%, (LDAPYAIL—RJ T
U OZEMMIZHOWTIL, LDAP 7 =Y 5B LT EW)

RIZ, @.example.com DE(5y KA A L FRFLD example.com|Z~V Yy B 7 ENNET, Tk D,
BT RAA L example.com MIZHDEBED< L U MHIEEINDET X TOEF A —/LRN
example.com{l¥ Y BV 7 ENFET, IHIT, 2—V4 joe I3 KA A I joeRexample.com | <
By rENET, MFOTY b 2RI 1D NAL Y v AD L= T=7ABHA S
AT, masquerade.txt EWVVIZRIDT 7 A W AR—FEINFET, configh 7 a~vr K&
HEHALT, CC: 74—V RDOT FLAOES A PN/ Y | RBICEENHEESHES,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.
- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[1> masquerade

Do you want to use LDAP for masquerading? [N]> n

Domain Masquerading Table

There are currently 0 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

Usernames like "joe" are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.
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Hosts like @training and @.sales are allowed.

[1> @.example.com

Enter the masqueraded address or domain.

Domains like @example.com are allowed.

Full addresses such as user@example.com are allowed.
[1> @example.com

Entry mapping @.example.com to @example.com created.
Domain Masquerading Table

There are currently 1 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

"o

joe

"

Usernames like are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username(@
Domains like @example.com and @.example.com are allowed.
Hosts like @training and @.sales are allowed.

[1> joe

Enter the masqueraded address.

Only full addresses such as user@example.com are allowed.
[1> joel@example.com

Entry mapping joe to joe@example.com created.

Domain Masquerading Table

=T 4 T BFUERE#EDSRE |

.company.com" are allowed.
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There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> print

@.example.com @example.com

joe joe@example.com

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> masquerade.txt

Export completed.

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
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- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> config

Do you wish to masquerade Envelope Sender?

Do you wish to masquerade From headers?

Do you wish to masquerade To headers?

Do you wish to masquerade CC headers?

Do you wish to masquerade Reply-To headers?

Domain Masquerading Table

There are currently 2 entries.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

(1>

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port

B 71 B L UREHE:
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Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[r>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

should
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(1>

=T 4 T BFUERE#EDSRE |

INTZUE—TTA X T =T 2 A DFEEITROL T F7,
E3:F54_R—F YRF—AICEEEhIIRHL—F

Internet -+

¢ SMTP

Public Listener: InhoundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACFKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

B

Ethernet interface: Data 1

RAA Y <y THERE

YAF—HIZ TRAAS v =T ZRETEET,

| IP interface: PrivateNet (e.g. 192.168.1.1)

Received: header:

Private Listener: QuthoundMail

Host Access Table (HAT):
RELAYLIST: $SRELAYED
ALL: $BLOCKED
Default sender domain: example.com
DISABLED
Masquerading:

Cisco Email
Security appliance

Two entries were added to the
masquerading table for this
private listener. The first entry
masks all subdomains of a
network (e.g.

exchange .example.com is
rewritten as example.com). The
second entry rewrites the bare
address joe as

joe@example.com.

BETDY AT =LA Y w v

T—TNWVEERTEET, RAAS LV o T T—TNIZEENTWVWBE RAL T B Ry
T =T, EZEEOT R =S EENEXZ SN ET, ZOMBAEIL. sendmail D
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[NAAL Y T =T BEREE 7213 Postfix O [T —7 /1) HEEEICI TV E T, ZOMEET
X, =X —TZEFEOLPEEEZT. [Tol ~y X —FFESHEIONEEA,

\}

GE) RAA L ~ v THEREDIEIL, RAT DERITT 74V b AL VOFBEZICEALET,
(BT A= A T NZDONWT] DEEZBL T I,

RAAS L =y THEETEILS HLEETIT, BREOLVITL— FAL VDOERFA—VEZIT AR
F9, AR SHBMOSHERNLIZGEIC, EFA—NAT— M2 KA U<y
TEERLTEILTE RAAL DA =% AN, =N —TZEE 22X OBHED
RAAL NCEEBZ D ENTEET,

\}

GE) K 20,000 DRIEDOEA KA A > ~ v B T EHRETEET,

RUFRAM T T T—TILOEIDH

A =l Bl

username@example.com | USEr Nname2@example.net EFRNTIER7T RLAD I

user@.example.com | USer2@example.net

Gexample.com user @example.net FERIT RUVA, £RI35E8EBM N A A
EFIE! e
@example.net

@.example.com user @example.net
EJ/ xS

@example.net

IROFITIE, listenerconfig 22 N domainmap YT av s REFERLT, X7 Yy UR
7 — [lInboundMail] AD KA A v ~ v 7 %H/E L E T, oldcompanyname.com R A A EBILW
FDOYT RAAL HD A —VIT, example.com N A A NIvy B 7 INET, v v 7L,

WoLwICHhESnEY, ZOFlE, THDORAAL %) AT —DORATICALET D27 4
Fal—varbFREVET, FAMY vy THRBICLY, BRICT o "n—TZEE
joe@oldcomapanyname.com 2 joe@example.com [ EXHZ GNET, —F., UAFT—DRATHN
e ]\)( /]) Ve oldcompanyname.com 75?[%< L v Joe@oldcompanyname.com DA */Vﬁlﬁﬁ'ﬂj’b%ﬂ
T, 2N —TZEEEEIRZTIN—T 7 ENET, o, =AUV T AT =7
RREBRRVET, =AU TR T =TV TiE, WRIZRT FLAICRREND Z L BLET
T, MEEO=2—V¥4edomain] % [[A L2 —H 4 enewdomain] (2% 7T 2L IITHERET D2
LITITEERA,

mail3.example.com> listenerconfig
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Currently configured listeners:

1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.
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- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> domainmap

Domain Map Table

There are currently 0 Domain Mappings.

Domain Mapping is: disabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import domain mappings from a file.

[1> new

Enter the original domain for this entry.

Domains such as "@example.com" are allowed.

Partial hostnames such as "@.example.com" are allowed.
Email addresses such as "test@example.com" and "test@.example.com"
are also allowed.

[1> @.oldcompanyname.com

Enter the new domain for this entry.

The new domain may be a fully qualified

such as "@example.domain.com" or a complete

email address such as "test@example.com"

[1> @example.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.

- EXPORT - Export domain mappings to a file.
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- CLEAR - Clear all domain mappings.

[1> print

@.oldcompanyname.com --> (@example.com
Domain Map Table

There are currently 1 Domain Mappings.
Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.
- EXPORT - Export domain mappings to a file.
- CLEAR - Clear all domain mappings.

[r>

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Enabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.
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krqr 2y T 7—Innq vk—tssvzozk—+ [

- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

(1>

BEEE
s FAA U vy T T=TNDA L R—=FBLIVPT7 ZR—F (31 =)

TT—TLDA VR—=bEEVTY XK=k

RAA =y T T—T N A VR— NEIEIT 7 ZAR— T 51201%, SEICFTP, SSH, BL W
SCPT7T 7 ®A BMRAL, BFA—NT—F T 2AT7EBATEDLIICLET,

IV TTDH AL DT NUNEENDTHRA L T 7 ANEERLET, =2 b VIR
AT (FT7XFEIFIAN—R) TREID £3, T—TNOITORETT =5 #)
EEATLLE. TR AT REShET,

7 7 A V% configuration 7 4 L7 ks VIZEEE L, domain 7 2~ RO import B 7 a~ K
EHEALCTZ 7 ANET vy r—RNLET, a~vy NE, ROIEFTHEMALET,

listenerconfig -> edit -> inejctor number -> domainmap -> import

F70E, export T avwr FEEHLTCEEFEDO a2 74 Falb—va a2 ¥ yrn— RTEFE
T 77 AN (77 ANVAIXASTHE) 1L, configuration 7 4 L7 h VICHEZIAENET,
D77 ANECLIOAMABTEEREL, A A —FLETIENTEET,

import W7 A<= REMHAT AL XX, 77 A MIAENRT L NI DOHEREENTNSE LI
LTL7ZaN, Bgh7em MY (ARG > THUPRWEGRRE) RbbdE, 774 0DA
VIR— MRIIZCLI T =7 =03 ELET, A AR — MRICEX= T —03BET L, 77
ANBIKRT Yy B TNA VR —FENFERA,

VAF—=0ar7 4 Xalb—ra X OERRKMINLELIIC, RASfV~y T T—T N T 7
ANEA LR —=F LB T comnit I~ RERITL T EEW,

INTZUH—TTFTARXTF— Tz DFEEITRD L D720 £,
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4:087Y vy YRF—RICERSNFFALUTYT

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL:! $ACCEPTED

A domain map for the public listener
“InboundMail” was created. Mail for
the domain and any subdomain of

example.com ACCEPT Sidcompanynens oom i I‘]]apped "
newcompanyname.com ACCEPT :
ALL REJECT the domain example.com.

Recipient Access Table (RAT):

Domain Map: enabled

@.oldcompanyname . com

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7
| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OutboundMail

Host Access Table (HAT):

RELAYLIST!: $RELAYED

ALL: $BLOCKED

Default sender domain: example.com
Received: header: DISABLED
Masquerading:

@.example.com @example .com

joe joe@example.com

IND A LE=BFA—ILDOAIE

N VALTEEFA =T, HOHDEEFA—ILVEREICBVW TR EER2WVWEDOTY, EF
A== T oA T, FEMCRETE DI EIERFTET, XU UVALTEEFA—LEAL
HTExET,

COHETIX, BFA—NT—= b2 THEEA=INMITESWTRENTY VR EANT B ITED
FIENZ DWW T L TWA Z EWICEELTL 73V, BFA—NT— MU =2 A BNRIEA =T

B 7 B L URERREDEE
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HEASNWTEEAT L AZFHIET L HFEICOWTEET LI, XYV AKREEREALET (N
7 ARREE (43 =) ABM)
BEEIE H

« FMERFATREZRTEF A — /L OO (33 ~2—30)
cH LW R a7y A )VOIERL (41 ~2—)
e JRAF—~DNRT AT T A NDOEA (41 X—)

ECIEARFIEE B+ * — /LD ALE

AsyncOS A _L—7F ¢ 7 VAT LTI, BUERATRERE A= ([(RTUALIEA vE—
D) E, RoOAT IV ICHESRET,

Thont—32] vV R

BHIDO SMTP AU N\t—2 30T, UE—F FAL U AYE—DFNDVRLET,

VTR AT A | IR ERTTRER A v =, 2 2, 2a—HF DA — LRy 7 AN
WolEWNWTT, TIHDAytE—UiF, B THRITCTEET, Wl : SMTP
4XX =5 — a—F, )

N R AR U | KBHICEE TE WA v =D, T2 2E, ZO2—WIZLD RAA
WIELOTFELERA, ZNHDA =V, FafTanEztA, W :
SMTP5XX =57 — a— kK, )

BIE] (FEfE THUNE—30THLN ) INHUR:
JE—F RAS UK, AVvE—DFEBIETHEOICRITANT, BTOHNIVALET,

V7 R R R | —EICEBMEARAIRER A v —, T2l 2iF, 2—HFDA— LRy 7 AN
WolXWNWTT, ZHbDA vytE—IiF, B THEHRITTEET, @ : SMTP
4XX =5 — a— K, )

N— R R KERINCEME TE R WA v E—, e xiE, FO2—FIFEDRAL
WXL OTFELERA, ZNHDA v —U0F, FafranEzti, W :
SMTP5XX =5 — a— K, )

GUID [* > FT—2 (Network) | A =a2—®D /N7 A7 177 A /L (BounceProfiles) ]~~—
v (F721X bounceconfig I~ R) ZEH LT, BT AU R F—T¢i—FBXLO® Y7
OB RE— 3 NT U AD AsyncOS DB HIEEZRELET, Ny A a7 7 AL
PER L7=6, [*y hU—2 (Network) ]>[V A7 — (Listeners) ] ~X—¥ (F7=ix
listenerconfig ¥ N) ZMHLT, Ym7 7 A NEFZY AT —ICHEHLET, AvE—
TANZ LT, BEDA Y E—VIIAY A Ta T 7 AN AR S THILHTEE
T GEMICOWTIX, AvE—Y T4 NZEMEHNLIZEF AN R o —DEHESRL
TS, )
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ESPEREY=]

« VT MR UABILON— R AT AT HER (34 X—)

e RN A T T g AINDINT A —HZ (34 =)

e N— R NNy RAL status 2w K (38 X—)

e NE— g N UARBLIOSMTP LV — DA = 74 0% T 7 ay (39
~2e)

e R UAR T T ANDH (39 X—)

« BE AT — 2 2@EA (40 X—)

CBIEEEA = (40 N—Y)

BIEEE R =Vl N— K RN R (40 =)

JYIRNYUZRBEUN—K N\ URIZET 3EE

cHNE=T gy VT ERYURADEE VT P AT A AR NI, ZIEE~ORE
M—REIC R T DTN ER SN E T, B—DOZEENERHDOY 7 h AT A A~
MY IRLBESELZ LD T, [NV AT 1T 7 AL (BounceProfiles) ]~—
P F 7213 bounceconfig 2 v R LT, F£Y 7 F NTU A ARV NDNRTA—L %
RELET, (NURATRT7ANDNRTA—=5 (34~—2) 2], )
TI7HNVETIE, "= R AT RALTEZEEZ LN T A XA ye—UBNERSI, It
DFEEIZHEINET, RAyvE—ViE AvikE—vzrXe—TJOzoXn—7%E
FHT RUATERINTT FLRITEE SVE T, Envelope From &1l % =~ —7%
BEAEWLEY) ., COBEZT s E—7 1L, ROVITHA— R R 5
Waen 7 77 ANVICEHLZEHTEET, (eX 7] OoBELZSHR, )

o X a2 —NTORKFHELIIFHRITORREBDOELLNIETL L, YT P AT AT
N RN AT ) £,

NOUR TATF7AILDING A—73

NROUATOT7ANERETDHEEIT, WONRTA—HEHFHL T, Avk—UIZkiIchr
Ne—2 a3 Ny AT HEEZHREL ET,

RENDURATAT7AILDINS A—4

BAERTEIH |V PR TALEA v E—VEABELET DI, N—RARAT U2 Ay
(Maximum UL LTINS X HICRDHNT, Z[EH DA A MG RA D

number of naE%, 774/ b OFERITEEI 100 T,

retries)

Fa—DFRAXEBE| V7 N AU A LA vE—VEREE LETLZDIZ, N— K XX L
() A=V LTINS L DIZRDHIC, ZIEHE DR A MIHERN
(Maximum R HND DIZHRLINDIFH, 7 7 40 ME 259,200 B (72 F§fH]) T

number of seconds| -,

in queue)
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Rz 7a774nnx554—4 ]

AytE—U%FBR
T95FETOHME
R (B
(Initial number
of secondsto wait
beforeretrying a

message)

VT KNG R LT A vV ERINCES LIE T £ TORERR, 7
T &V ME 60 BT, HEERITRIEAZ KRS VEIZCRET D E, Y7 b
N U ADBATHEME T LET, WICHEEZ BT 512, hSvEIC L
9,

AytE—U%FBHR
T9HFETORK
TR (FD)
(Maximum
number of seconds
to wait before
retrying a
message)

VT RN UA LA =V EEUE LT E CIOFRA%T 2 e K, 7
74V ME 3,600 F (1FFH) T4, Ziud, ROBITE TOMRTIE R
<. HRATRE Z 3T 572D TE 269 1 DD/RT A—XTT,
WA TRIBR O BRI, RRFRATRIRICHIRES N E T, fHRINH
FATHIR R RHFRITHREZ B 2 25613, sRERITRIBAEH S hvE
T
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N—FI/I\H 2R

A ytE—TMEE
(Send Hard

Bounce

M essages)

N=R ATV RAZH LTI A X ye—V%EETLNE D NEERE
LET, ZOFT T a NG RGEIE. NV A A=V A iE
RCT&xFEF, 774V FTIE, NV R X yE—TTDSN X (RFC
1894) MMEH SN E T,

DA =2 (fF4 EARL) DEFEICESNWTHAZ A XSy
VARAyE—UEEFETLHIELTEET, LE T, PEREOA vE—
VICFFEFETCNAT VA Ay —UEEEFEL, MMOSFEOTXTOA
T DIIFWBEDONT A Ay — VR EETH LN TEET,

[[@%17 > 7 L — b (Notification Template) ] FC[4TDENM (AddRow) ]
7V LT, AveE—VOSHEEMEHATHIT L — M EEIRLE
ﬁ—o

GH) T7xN O PUDBHIRSA T RN L 2R LET
([AvE—TDF3E (Message Language) | % [T 7 # /L b
(Default) JIWZRRE) » T 74/ by N Y O Z@HT
YL —MNIEHETEET,

Ao —=VDOEEEIL. RO F VA TIEIT 74V b ERBRENET,

s A —UDFEN, OB T L — b M) TEINLI-EEE
LR DA,

A=V DEEN, BFA—NT = U x2A THR—-FEN TV
WIGE

B A—NT— R T2 ABA Y E—VDFEERH T RWIEE,

s AvE—VORNE (4 EARL) 850 34 MR THH5GE

BIR OB (PEFEDO A v —IIETPEFEONRT VA A v —U% %G
L. OEFEDOT R TORA v E—JIZITHEBEBONT A A vE—U 8 %E(E
T3) #B/ETAELS. BT — NOTF—TEFRO LD F
7,

Message Language Template
REFE [zh-cn] v ||| bounce_chinese

Default ¥ || [ bounce_ent glish

N7 A DN DSN D status 7 o —/L RERNTT 578 9 &R 4 %
e TEET, NIV OGAE, EFA AT — RV A IDSNAT —
2 Za— R (RFC3436) KL, O a— REfERAT —F ZWHAD
Status 7 4 —/V R THEHA L E T,
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NOUR TATF7AILDINS A—4 .

BIEZEE A ytE—
T MEfE (Send
Delay Warning

M essages)

BOERIE ISk L TEEE X b — D2 RETINEIDERELET, 20
F T a UBREHREAIX, TDA =Y (4 EERL) OFFEICHESD
WTH AL LOBIEE S A v —V 2R CEET, & 21X, PEED
Ay E—=VIIHERE CEBIEEE X v — VAR E L, tMOFFEDOTRT
DAy B—VITHGFEORBEEE A v — V2R ETHIENTEET,

[#&17 > 7 L— b (Notification Template) ] FC[{TDiEM (AddRow) ]
27V 7 LT, AvE—VOEELEMNTLT 7L — FaBR L%
D

G¥) TN O FUNHIBRSN T RN 2R LET
([AvE—TDFGE (Message Language) ] % [T 7 4 /v b
(Default) JIZEXE) . 7 74/ N2 ROy A@AT
YT U— MNIEETEET,
A v —VDOFFEIL, ROVTVATET 74V M ERBRINET,
« AyE—VOFER, MoWET L — =2 b TRIRLESEE
LR DGE,
c AvE—VOFEN, BTA—NT—FU oA THR— IR TV
WA
cBIA—NT = T2 A BA =V OFHEEBRHTERVEGA,
c AvE—UONE (4 LA 2350 A MR TH L HE.

AR OF (FEFEED A v —VIEHEEOBLEEE A v —TU 555
L\m®§%®TAT®X/ﬁ VITIT T GEOIRIEE L X v — DB kG
T2) ZRETIHHAS., BT L — b OT—TNFIRO L ST £
j‘o

Message Language Template
RiBEE [zh-cn] v ||| bounce_chinese r

Default ¥ ||| bounce_english T

Ao —UHORNHEE, BELUEET ORAEFRITREZEET 2 L
bTEET,

NI REDZE
HEDIEE

(Specify
Recipient for
Bounces)

UII

AvE—UDONRT U REL L TTF 740 hOyRa—7FEEET FL A
T3 BIO7 RLRIZTAZ LN TEET,

IL—T4 /7%;6@31::%& EDERTE .
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INYURBLUE
EAYEZ—I~D
DomainKeys E 4

DFEMA (Use
DomainKeys
signing for bounce
and delay

messages)

N A A yE—=VBRIONRIEA v —YOFEAL AT % DomainKeys
7T 7 A NAEERTE £9, DomainKeys DFFAMIZ-2U Tl DomainKeys
& DKIM @Gk 2 2 L T< 12 a0,

Fa— Ve
(Global

Settings)
INLDEEFITIICIE. NV XFTBT74)L (BounceProfiles) | R—S D [FB—/\)L
REZRE (Edit Global Settings) ] o #=ERTHh, £=ECLIT bounceconfig A<

UREFEALTTFIAILEDAY R JATJ7MILERELET,

BETRERR b E
)49 BHET
DI DFFHEEFE

() Unitial
number of seconds
towait before
retrying an
unreachable
host)

VAT MEHER AR R A b~ AT £
P B, 77 L i 60 BT

EEFEERR FD
RAHAHFATHE
f@ (Max interval
allowed between
retriesto an
unreachable
host)

VAT ANBEARAREIR R A h~OFRIT 2% T DRI, T 7 40
& 3,600 B (1B T3, AR RRE T2 LTWATZDIZEE DN &)
WCRINT % &, HRITEOR/IETRG L, ¥ 7 LIz A Mxtd 2
ZOHOFFRATTIE, MREZR~AIEIXZL TWEET, KT, ZOKK
Wz 720 F9,

N—FKI/INDREstatus AT R

IN=RART VAR =V OERPA =T NVDGEA
N RN VAR = UPVERS D T2 NT

B A—NT— T oA TERAEHD
status 33 & O status detail =~ > ROWD T 7

YEADPHEZTNEET,

Counters:

Reset Uptime Lifetime|

Receiving

Messages Received 0 0 0
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| v—F4 v B&VEREREDSE
horE—2ay KOVABEUSMIP L— kDA vt—S 7408 75va> ||

Recipients Received 0 0 0

Gen. Bounce Recipients 0 0 0

FEAZOWTIE, TCLIWC L AEEBLOE=X ) 7| OEEZSRLTIEIVN, N— KA
TUA A=V DERNT 48 —TNVDOGE. ZEFTHN—FK AT UAREALTEH, 2
NHOAT I ENLE L A,

Y

GE) Ayvt—vzoRo—7Ozr_Ra—FEEET FLAL, Ayt —Y~y % —0 [From:|
CIEHER D FF, AsyncOS TiE, N— R AT U R Xy —Viaz R —TEEFEET KL A
LITEBRDEBF AN T FLRIZHET L IITHRETETET,

HonNt—o a3 N9 RBEUSMIPIIL—FDAYE—2 D4 LR 7O 3y

SMTP L — h= o B TEBLIORRA = T4 E T vaid, Bonk—varn_"yy
ADFERE L TEFA—NT = U oA TERSNIZSMIP N U AR =V DN—T 4
JIEEASNEYA, BFA AT U2 ThNE—2 a3 RV RA A vk —U0
ZEENDE, TORA =YD X —TEEFEHICEET HSMIP AT AR v =0
ERENET, ZOHE, BTA—NT— MU oA TEEBRICA v E—UDRERIND =0,
VL —HIZHASINTEA v E—VIZEH I DT XTO SMTP V— MIEH I ERE A,

N TOTJ74 LD
INH2O0DHITIR, BB AT T A RTA—=2RNMEREINET,

K61 NHUR TOATFAILINSA—4

ING A—4 [l
e KT TE# (Max number of retries) 2
F 2 — D KEEH (7))  (Maximum number of seconds in queue) 259,200 B> (72 FFfE])

HRIT T 5 F copmlg KERE ()  (Initial number of seconds before | 60 #
retrying)

HaTT 5 F TORKREER (7))  (Max number of seconds to wait | 60 F5
before retrying)

Bl Tk, ZEHE~OERYOEREIZ. t=0 TETINET, ZUT. AvE—VRE AL
PR A ITHRASHESR T, 7740 FOYIEFERITRHIL 60 D TH D720, Hh)
DFFRATIIN 1 3% O t=60 TETSNEY, BRITHRIFRE S ET, BRITHRIT. &
KFAITHIRCTH D 60 BAMH L TRESNET, D7D, 2EDOFRITIE, t=49 120
THEITENET, RRFRITEEII2 TH D720, ZOFRITOERICZEDZFEED N— R A
TUA R E—UNERENET,
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B =cx7—szmamps

RI:H2: IRXHURTOTFAIL IS A—4

INT A=A &
AR FEAITIEEL (Max number of retries) 100

¥ 2 — DR AFH (7))  (Maximum number of seconds in queue) 100 £
BT 9 2 £ TCOMER KRR ()  (Initial number of seconds before retrying) 60 £
BT T 2 £ CORRMFHRFM (7))  (Max number of seconds to wait before retrying) | 120 ¥

B2 TliX, HPOBEUEIXt=0, HAOFHRITIZt=60 TEITSINET, 2EHDEAME (t=120
TRAETDHIICATVa—L) OERNICA vy E—UBA— R AT 2ESNET, R85,
ZORFSTX 2 —NTORKEFEITH S 100 BZ2EEmL TWA 72D TY,

BEEAT—2 @M

VAT AL THERENDNT VA Ay =V, T 74/ N TEIN—FE YT FORHD
/317 2 A C Delivery Status Notification (DSN; Bf§ 27— & A@%n) &2 HEH L 3, DSN

%, RFC 1894 (http://www.faqs.org/rfcs/tfc1894.html 2 ) CTHEIN TWAHEXTHY |

(A t—=2% 1 NBLEDOZEFITEE Lo & EOFEREZ LAR— M T 5729012, Message Transfer
Agent (MTA; A v — Ve —V =2 b)) FRTETHRA—N F— T =A THEATE

5 MIME 27 Y 24 T 2EFR] LES, 7740 b TR BREAT—F Z@HZITRAE
AT —H ZADMH, BLORA vE—VDP A XB10k LY b/ASWDHRIZTEOR v —UNE
FNET, AvE—UV A X110k LY b REWVGE, BEAT—F ZA@MIE, A vt—
ANy H—DHBNEENET, AvE—Y Ny X =R 10k ZB2 5T, BEAT—H# A
WA TN A= TONET, DSNICI0kE D b REVWA v E—Y (A vE—
UoNy =) BEDDHYATE. bounceconfig =< > K max_bounce copy /X7 A — X & T
FET (ZONRTFA—HFICLINLORFMTEET) |

EBEZELEA YE—D

VAT ATEMREIND B A ~&— (Time in Queue Message) ] T, DSN M3t A
ENET, TIANVENRTA—REERTHITIE, [Fy hT—72 (Network) ] A ==—@ [\
7 A7a 7 7 A )L (Bounce Profiles) ]~—3 (F72iL bounceconfig =~ > R) %A L T,
BEFEDNT 2T 0T 7 A NVERRET DDHHIAER L, LLFONRT A—=2DF 7 5V Mz
EHELET,

« BIEES A v —UNEE SN D E/DHEME,  (The minimum interval between sending delay
warning messages.)

o PBIEEIE X » 2 — UNIRE SNDZEEHT2V O KE, (The maximum number of delay
warning messages to send per recipient.)

BEZEAYE—ULN—FKNAH IR

[3F = — CTORKAFFRFR (Maximum Timein Queue) |#%/E & [BIEEE X v — Di%{F (Send
Delay Warning Messages) | O fe/IMHIFRRR E O W 7 % IEH I/ SWIRFRICERE LB a1, R

B 7 B L URERREDEE



| v—F4 v B&VEREREDSE
FLLm oz 7a 71 Lok |

A =R L CRBIEEE L oNn— R R RO F 2 RIFFICZET 2 2 ENABETT, v A
a T, BIEES A vt — P OREEEA X — T NICTHREIT. TRODOREDT 7 4L ME
ERAOREE L TCHATAZ L 2HERL 3,

EHIT, BFANTF =P 2 I E o TERENDIBEELE X v -V BN ARy
=T, RPN KR T IS BT L2 0N £1,

HLLWVANY R O 74 IILDER

WOHFITIX, [NV A7 1757 AL (Bounce Profiles) | ~<— %4 L T, bounceprl &\ 9
BRIDNT AT T 7 A NVIPMERINET, ZO7r 77 A LTiE, "—RKAT U 2EZR
72T _RTCORA v E—UBMUET KL AT D bounce-mailbox@example.com [Zi5(5 SV E T,
BIEEE A o —VIFA X —T NV T, ZEHEHVEEA v E—UN1I>HESNET, &
HA Y=V HOT 7 0 MELE 4 R (14400 7)) T

ESPERENS

T T AN ENDNRT LR T T A NDOFHE (41 _X—)
e minimalist /X7 A a7 7 A LOF] (41 =)

TFTIFILEDINNHUR TO7 74 ILDIRE

NYURATaT 7 ANERET DI, NV A TR T 7ANDY XA NTLARTEZZ Y v 7 L
£T, TIANVIORNTG AT Ty ANVEREST DI ELTEET, ZOBITIE, 7741
}‘ 7°T3 77/])/1/7%?,fﬁ$ LT\ maximum number of seconds to wait before retrying unreachable

nosts % 3600 (1 FFfE) 256 10800 (3 BFfE) 2L £,

minimalist /\™9 > X 7O 277 4 )LD

WOFEITIE, minimalist & WO LRTONRT R Fa 77 A ARERENEST, ZOFa 774
NTIHE, AvE—URANT 2305 EXICHERITEINT (R KRERITEE 0) . BT
FAET DIRKIFFRIDESNE T, "R AT RA Ay E—VFT48—7 LT, V7
kN AT S NE AL

JRF—AD/INHR TAT7A4ILDER

NG URATa T 7 A NVEEMRLIZS, [y U —2 (Network) 1>[Y A7F— (Listeners) ]
~N—VEld listenerconfig A~ FEHI LT, 2O 077 A% ) AT —|THHT
TET,

WOFITIL, bounceprl 7' 1 7 7 A /L3 OutgoingMail Y A F—|Z#H S hvE 7,
ZOKRT, BEFA—N T =MV oA OREIFTRDO LI FT,

I L—741 76 UREKEDET I}



=T 1 VI B UERE#EORE |
B csmcssEr—LEmEoEE

5: TS5 AR=K YRF—ADNIVR FTOT 74 ILDEA

Public Listener: InboundMail
Host Access Table (HAT):

WHITELTST: $TRUSTED Note: This public listener remains
unchanged.

BLACKLIST: $BLOCKED

SUSPECTLIST: $ THROTTLED

UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCEPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname .com ACCEPT
ALL REJECT

‘ 1P interface: PublicNet (e.g. 102.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

T Ethernet interface: Data 1 ’7

| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OuthoundMail
Host Access Table (HAT):

RELAYLIST: $RELAYED

ALL: $BLOCKED This listener was modified to use a
bounce profile named bouncepri.
Hard bounces are sent to the address:
Default sender domain: example.com| pounce-mailbox@example.con.

Received: header: DISABLED

Masquerading:

@.example.com @example.com

SEEFIEIC K DEF A —ILEEDEHE

REOBEBFA—NVBREHRCTEEIND L, ZEHFRAALCTRIENELDLZERHY £7,

AsyncOS Tlx, BT A—NT— U = A THEHRESEF A —VT— MU = A T R A

AVHICEEEINDIA v —VBEERT DI LICEY, Avb—VRELFMICERTEE

7

EEH oy bu—/UEEE (GUI Tk [A—/LAR U 2— (Mail Policies) > [%fE% =2 hr—/L
(Destination Controls) ], CLI Ciddestconfig 2~ > R) ZfHT 2L, WOEAZHIEITE £

7

« L= MR (43 ~—2)

B 7 B L URERREDEE



| v—F4 v B&VEREREDSE
L—rsiR [

*TLS (43 ~=—)
o NV ARRGE (43 R—)
e N A a7 74/ (Bounce Profile) (43 ~X—73°)

L— kIR

o [[FIRFEE%E (Concurrent Connections) | : U E— FFRAX MIXH L TCEFA—NAT—F T =A
DB Z 9 &3 2 [RIREEERE AL,

[0 ORKA vE—% (Maximum Messages Per Connection) | : & A — /L7 —
T = A D LWEEREA BRI T D RNC, 2858 RAA VTEET DA vE— %,

« [%2fE%& (Recipients) | : &F A —/L7— h 7 = A BRFEOHIFITFFED U E— FARA MZ
%L CEET D 2EHH

« [HIFR (Limits) ]: %8562 &, BEOMGA R A M4 Z &1z, #llRZ @A 5 ik,

TLS

« UE— b AR MIXT D TLS B a2 A, FIRE. MADOWTIUTT D20 (TLS OFH
47 =) =58 |
« TLS B N2 ) F— b R A MIH L TA v E—U0EEEIND & X, TLS x I
T a UNRIRLTEGEICT 77— bEEET 200890, Zhux, RAA VAL TR
<, 7 a— Uik E T,
e UE—F AR MIHT DT RTOIRIE TLS #5825 TLS FEBAEDE| ) 24T,

INT) U RKGEE

e N UAKFEEEA LT, T RLVA XX T 2FTTH0E I (N 2EE (53
/\o‘_‘?/\‘) %f/j/%ﬁ@) )

N R AT 74)L (Bounce Profile)

cFFEDVE—FRA MK LTEFA AT = VoA EHSN DAY AT 07 7 A
N (FTANPDATAT AT 7 AE, [y BT =2 (Network) >[N 271
7 7 A )\ (Bounce Profiles) | X—Y CHRELET) ,

KIEED RAAL T 27 740 FRELHIETHZ L TEET,

ESPEREY=]

o A—JVEMEITHEHTAA v —T = ZADWE (44 _X—)
« 7 7 4V FOEFHIIR (44 _—2)
e Ko bu— LA (44 X—)

I =71 vissvmEsEoxt I}



=T 4 T BFUERE#EDSRE |
B 1 rmeeEmyso8—Tz1z0%RE

A—ILEEICERT S A2 —T 24 ADRE

HIiA 2= A A% deliveryconfig 2 < K, A v— 7 4% (alt-src-host) . F
TR — b = A 2 L THRE L2WEaIE. A % —7 = A Z1E AsyncOS /L—
T AT T ML TRIRENE T, AN, THSE) 2%RT 25 L AsyncOSIZ k-
TERENET,

PRIk D LB T, B—I N T LRI, AV F—T A ADRy NN AT A F—
TxAADIPT RLAZHEATHZ L Tl#BlEnEd, Ebbb, [fy bV —27 (Network) ]
>[A 5 —7xA A (Interfaces) ] ~X— I FE721F interfaceconfig A< REFEHALT (D
VWIET AT ADE Y N7 v 7 RIC) REINET, 7 RUAEMPELLGEX,. L0 BEW
Exy b AZBMERESNET, 5EEN T —DLOBE . Ny MIEdRa—h A v F—
Tz ARBETREEINET,

RSN T — DN TIERWEE, X7y MIT 74V bor—% ([Fy U —2 (Network) ]>
[V—T 4> 7 (Routing) ] X—TF721F setgateway I~ REMFH L CEE) Tk L TEE
ENET, TIZFNVEIA—ZDIPT RLAZu—h LT, WA v 2 —T =1 L, vB—
HINVT RVADH A F—T 24 ADBRPNV— VIS TRED £9, 72 & XL, AsyncOS
T, 774NV M AV—FDIPT RLAREEN T TR EENZRIP T FLABEIRR Y K
VAT PNEIRINET,

N—T 4 7 T—TNE, [*y hT—2 (Network) [>[/b—7 4 > 7 (Routing) |<— (F
72% routeconfig A~ r) ={#EH L’C%’i‘fﬁﬁéﬂiﬁ”o N—T 4T ?‘—7/1/’C#ﬁw9‘ﬂ5i~\/
U, 74 M — bR BEBESNET, — EBEENIZRDI1ZE, BRENEL
nET,

T 74 )L ~DOEMEFHIR

G RAA T LI, HHOBREX 2—03HV £, 20D, FAA LT LiZhx DR
Rppfehl B ([X{5c= > b r—/b (Destination Controls) |17 —7/VCHRE) bV ET, &5
2, [EESE = b r—/L (Destination Controls) ]7 —7 /L CTEAKRHITR IV THVRN—ED N
AL ZEIE, T=TNVTRELEO 17740~ (Default) | HIBRAEEH L £,

EELZIY FO—ILDOER
GUI C[A—/VAR Y 2r— (Mail Policies) ]>[£{§%c = kv —/ L (Destination Controls) ]-<—

¥, 721X CLI Tdesteconfig =~ REMAH LT, EELE=a hr—nx MY 2B,
£, BLXOHIBRLET,

BAEIEH
sIPT7 RLAN—=T g U OFEH (45 3—)
o RAALNTHRT D8, A vb—V ZEHFOHDOEH] (45 ~—)
« TLS OFEH (47 <—7)
« NV RRRRES X0 T OFH (48 X—)
c N UADEH (48 N—Y)

B 7 B L URERREDEE



| v—F1o9BLUREREDRE
P7rLR n—varneE [

e HLWE[EdEa har—L = R OB (48 X—)
« SRR EDA VAR — FBL PR AFR—F (49 *X—)
« SESCHIE & CLI (53 ~X—2)

P7RLAN—Da DEE

RAAL G THIP T RLADAR—V 3 VERETCEET, BFA—NTF—FT A
IA v —Fy b 7r halr—Ya 4 (IPvd) BIOA U H—X% vy b7 hbalr—Ug
> (IPv6) O FEFEHLET, BT A—NT = TV =2A DY AT —%T7 v haLombEz
L1 2OONRN=2a UEEATLLIICHETEET,

IPv4 FE 721X IPv6 (2t LT [WZH (Required) |REZIEELIZGE. EFA—NAT— U= A
ITHRESNTZNN—Ta D7 RLAEBH LT RAAL v~z rIvm=—Ta v LET,
RAALUNIPT RLAON—=V g U EBEDRWGS, BT A —/MTEEINETA, IPv4 F
721X IPv6 @ [HELE (Preferred) |iREZHELT-HE. BT A — VT — MU = A IR E
ENTNR—=Ta D7 FLRAZBHA LT RAL VDG ER T — a0 L, YORL
NEIFERRE TR WG RIIMIZ 7 +— Ny 7 LET,

AL VST DR, AvtE—Y ZEBFOHOERE

TIITAT VATESFA—NEEET DL HEEZHIRTLZLICED, EFA AT = T =A
MHDBEFA—=NERD VE—FRASRME DN T N—T"7 =7 — NITARH 0D i
Tk olcTcEET,

RAAL T8I, FFEOHIRIZY AT ATHBIEL2WE 21T 58k, BEAvE—Y, ZFE
FORKREZE VL CHZENTEET, 20 [Fy RRAN—] T—T ML, #ELka b
7 —/LRERE ([ A —/V7R U — (Mail Policies) ]>[1%{g5c =2 h o —/1 (Destination Controls) ].

E destconfig A< K (LLai D> setgoodtable ¥ R) ) ZEHLTERLET, KA
AR ERET DL, ROWLEHENLET,

domain.com

Ep

.domain.com

Z O EMFHT S & AsyncOS T sample.server.domain.com M X 5 72 %7 K A A DL
A b=V ERETE L9200 4, FFMRY T RAAL T RURAZERNC AT %4
BiIH A,

Hefgi, A vbE—v ZEFEIZOVWTL, EET HHIBR2A Virtual Gateway 7 R LA & 2 AT 4
BEOELHICH L THHASINDDONEFELET, (Virtual Gateway 7 K L AHIRTIX, 1P
AVE—=T oA AT L ORIREFREZEHELET, VAT ARKOHIRTIX, EFA—LT—
N A THFAI SN DR D GFHEEEH L ET, )

Fro, EFRULHIRS RA L U ARICEA SN D0 E I ERELET,

)

CE) BEDOIVARAT AT 74 ME, FAAL B0 500 8k, #5HT-0 50 A v &—TTF,

I =71 vissvmEsEoxt I}



=T 4 T BFUERE#EDSRE |
B 1 imvans 2ve—v. 2EEOROEE

IRHDEIZHOWTIE, ROKXTHHAL E7,

% 8:[({E5%£3 > O—)L (Destination Controls) ]57— 7 I)LD{E

J4—ILF SR BA

[ RE R e BT A—NT = U2 H o TEEDHT A M L TITh D R EERD
(Concurrent BRE, (RAAL T, NIV —T 92T DRA NEEGH5 LN TE
Connections) 7, )

P o720 Ofc | T LWEERDBIMG SN D ETIZ, BLA—NT =T = A DOLFFEDKRA B
KA =V T 2 HE—RBEERICH LT SND A v iE—TDORKE,
(Maximum
Messages Per
Connection)

ZA5H FrE OHIRPNICFF I SN D ZAEHEORKEL, [78L (None) ]1x, Hi% KA
(Recipients) |1 Zx LT, ZIEHOHIRN 2N L 2w L ET,

WA —NT— N oA PREEOEEH A D5/ 0B (1 ~607%7) . #
Mz [0) Z2¥ETDHE. ZOKERT 4 B—T7 M7 7,

GE) ZEEHIREZLEETL L, TTICFa—HNICHLHTITDA v
T—YONTLER) Ly PERNET, BF AT U=
A1, FTLOWEEFHIBICESWT A vyE—V2EUE L1,

il R o> 3 HIRRDS B A A o 2RIEM Gafl) ShonE 2 hefEELET,

Lﬁﬁ? S OWEE. B A v T— . BEHEOHBRTE ST
PR > AT AR L 4 Virtual Gateway 7 KL ADO E LB IS O
IR LT

GE) IP7 RLADIN—T2FELTH, WS~ T = A Z3%E
LTWARWEAIE, B — by = T EICEARIRZ 3R E L
RNTLIEZSN, ZOREE, REF— by =A ZHT 5 &
NNIEHESINTE VAT LDOREXNGIZ L TWET, KESF— K
U = A OFREFIEITOVWTIE, Virtual Gateway™ 7 7 /1 ¥V —%
FEHLTTXTORR NENT KA AL  TOHED A —V 7 —
FyxzAg (60 2—) ZBRLTITEIN,

B 71 VB L UEREHREDS



| v—F4 v B&VEREREDSE

TLS D EHE

A\

nsozz |

6=

IR A3 Virtual Gateway 7 KL A Z L ICHH SN DGETH, VAT AREOHIREZ AT — K
7 = A OFCTERE L7 E % Virtual Gateway OFl[RICFEET 5 Z LIC K- T, AT A2KOH|
[REshEmIcEETcEET, 22X 400FEBF— Y oA 7 FUADREEINLTWNT,
KA A > yahoo.com IZ%F LT 100 & ¥ %< ORIRHER 2 B0 L 51T 512, (85— &
¥ = A OfIR % R R 25 IR E L E T

delivernow 2% RZTXTD KA A NIHK L THITT D &, destconfig T~ RTEHF I

TWABTRCOIT 2Ny hENET,

N A A L B[ T Transport Layer Security (TLS; 7 VAR — gtXx=2U74) ZRETDHZ
b TEFET, WA (Required) [FXENEESNTHE, BFA—NT == DY ZAF—
MDD RAAL L OMTACK LT TLS #Efe Ak A v m— SN ET, XA T— 9 URET
5L, BFA—MIZOER AT L THESNER A, FEICOWTIE, BUEHRFD TLS I &
UREERGEO A EZZ L T 7230,

TLS Bt N B RAA VNI A v =V ZEET HERIC TLS X v = — a UK L7255
B BITANT =NV ANT T NEEETHINEIDEEFETCEET, 77— K Ay
T UIIERR LI TLS R A m—2a VDS RAAL VARG ENET, ETA—NT—
N zAX, VAT LT 7= DAL TOEERREL VT T—NaZETHELOREIN
T RTCOZEHFIT T— M Ay E—VEFELET, GUID [V AT LEH (System
Administration) ]>[7 77—k (Alerts) ]— (F721% CLI @ alertconfig =2~ > F) Zf#H L
T7 79— hOZEEEZEHTEET,

TLS#fE T 7 — b & A X —7 /W HITiE, [1BF%E = k= —/ 1 (Destination Controls) ]~~—
TO [V a—)VERE E i (Edit Global Settings) ] % 2 U » 7 %7213 destconfig -> setup 7
av U REFEHALET, Ziud, RAL VHEATERLS, Z7a— LR ETT, B AL
TF= MUz A BREEZFEITLIZA v =V DFRITONTIEL, [E=% (Monitor) ]>[A vt —
U hTvF¥ T (Message Tracking) | X—YFERiFA— a2 FEHLET,

T RTCORE TLS HHIEH T HEAELIEET AL ENRHL Y ET, Web A v F—T =4 R
< [F740 b :Ii’%ﬁﬁflﬁ:l vhe—r=xzZ Ml %%ﬁ%ﬁ‘é 723, CLI T destconfig > setup v
gy REFHALT, TRCOEEEa Y ho— Ui+ 2 EL2ISE T £4, aFHE
OHEAEFIEIZHONWTIE, FEAEOFEHZSB L TS E I,
BEDRAAL LD IF7x0 ) BEftay bo— x> ) CTHREINZIEHELS ORI D
FEHEAZRIRTAZ L TEET,
BIOFERAEIX, IROWTNNDO FIETERIRTE £9,

cXfIST D hr— L= R ZfRE L, Web A ¥ —7 = A AD [TLS fEHH

(TLS certificate) 147" a U ZEH L CHIOFERHELZEIR L £ T,

Bt bu—nxr MY ZERETITRET D & 1T, destconfig>new £721F edit
YT avws ReMH L CGGEEZSRIRL £,

=71 vissvmEsEoxt I}
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=T 4 T BFUERE#EDSRE |
B ez AL EEREELALTORES v — I3 5 TLS DEA

\)

GE) [F7 4] Bdear buo— oy ) CRESNIZEHAEL TR DAHELMEH L
T, K100 D ay fo—Lx o MY 2ERTX £,

T I— FOFEMICONWTIE., VAT LEH] OZFEZSZRL TN,

BEEIER
s EEH VAN ELIIZEE LV TORIEA v =T 5 TLS DA (48 X—)

EEFBLULANILELRZEBLANLTOREA vE—2ICT 5 TS OEA

BEFEORERa L b — R EEHEHA LT, FAAL T LT TLS £— K (TLS #4428, TLS #
P7p L) # EEEXTEFET,

EEH., ZEEREDBMOFMFICHESNTHEA v —VICTLS ZEHT 20 ER S 55
&1E. X-ESA-CF-TLSMandatory ~ v ¥ —Z i T& % L 512720 £ L=,

(2T YT 4 Z o~y X —DEN/FE (Content Filter — Add/Edit Header) 7 7 ¥ 3 » &3¢
ELT, a7V 7 4 WVEFHIZEEDINT [~y X —4% : (Header Name:) ] 7 4 —/L RIZ

[X-ESA-CF-TLSMandatory| ~v#—ZiEINL, 27V T 4 )VFEZREA VR —
T HyFTEET,

(2T YT gy X —OEMNRE (Content Filter - Add/Edit Header) 1777 3 2 v &
E LT [X-ESA-CF-TLSMandatory| ~v % — %87 5 FIEOFEMICOWTIE, 207
TANEIDT 7 va BB LT IEEND,

INDOURABRIEA X VI DER
EEENDA—NINRNT UV RARBFAEDZ X T TN E I NERETEET, T 74/ b
WL THRETAZ L., BEDOsmEICH LTI ET S Z b TEET, Y AaTE, T 74
L MZH LT ARREEE A F— T W LT T, BARRZR BRI G5 & LT LW se e & 1E
YD EEHERELET, BRI OWTIR, N URRRGE (53%—Y) 2R T EEN,
INDO U RADEHE

UE—h AR MIEMET D2EHRZEEHEORMAGIH TEH7ET TR, ZORAL U THEHZ
NHERDA T Ty ANVERETDHIELTEET, BETDHE, AU A TR T 7 AL
L destconfig 2~ > RO SFEHDON T LIFRREINET, NV URA T BT 7 A )VEFRE LR
BEE. 774N RO AT Ty A APMERINET, FIZOWTIE, HiLnyy
A TaT7 7 ANVOMER (41 =) 2L T I,

HLUMEELZa Y FO—=)L T MY DEM

FIE

ATy T [EEHRDBEM (Add Destination) ] %27 U v 7 LEJ,

B 7 B L URERREDEE


b_ESA_Admin_Guide_15-0_chapter11.pdf#nameddest=unique_532
b_ESA_Admin_Guide_15-0_chapter11.pdf#nameddest=unique_532

| v—F4 v B&VEREREDSE
semmsEns vRi—rsrvzszf—+ [}

ATFvT2 = ) ERELET,
ATY T3 BFEEEEFEL, RIFELET,

FEEHEREDA D R— LUV AR—+

BEDORAA L EFBRLTCODLEAE, TXTORAL LV OEEEary fa—Lxz N &2F
HTOIH-DORTET 7 ANVEEHR LT, EFA—NT— b=/ VR— b TEET, RT
77 A NVOIERIL, WindowsINIGRET 7 AV EBRTNWET, RAL L DNRFIA=F Tk V3
ANZFEEDBRN, B va Bl LT RASVAMNMERENE T, e xiE, B Va4
[example.com] %’fﬁm L/T\ }‘)l/]) Vexample.com @/\Oi)lb‘&%‘fﬁ‘ﬂ/b‘7°@: Lijﬂo H/]?—%%éﬂ
RNTRTONFGA—=ZE, T 74NV OEELEa s ha— L N bk ivET, 7
TAN ROREEF A b= L2 NI DT A—=FEERT DI, RET 7 AV (77
Uk (DEFAULT) ] B v a v EEDET,

BRET7ANEA L R—= TDE, BFA—NTF— oA DEELa be—L= 2 NN
FTRCEEXINET, 277 L, REZ 7 AU (F740 b (oEFRULT) | B Y a UREEN
TWRWEE, 774V F=y N EEEZSREFA, ZOMTRTOBEGFEOREELa Y b
n—/;L = hUTHIBRESILE T,

BREZ77ANVTIE, FAAL NI L TRONRT A= EERTEET, (F74+/1 1 (DEFAULT) ]
® 7 2 IZid bounce profile /NT A—H RS TRTONRT A= BYHETT,

RIFEEXEAVIO—IUBREI7AILDINT A—4

INTG A=A %R
ip sort pref RAAL L TA v EZ—%y h7a hal =g o wRELET,
WDOWT IO EZ NS LET,

+ IPv6 [Preferred] D& O pREFER V6
+ IPv6 [Required] D5 D REQUIRE vé
« IPv4 [Preferred| DI35H D pREFER V4

+ IPv4 [Required] DA D REQUIRE v4

max_host_concurrency | #g - A — /L7 — K7 = A |2 X > TRED K A MIxt L TIThiL D351
for O B KA

RAAL NI L TCIDNRT A—FEERT HHETE. linit type B X
[0} limit apply INT A —H %E%#é%\gﬁ‘ﬁ) ) i?—o

max messages per cormection | i LVMEHGEASBALG S D E TIZ, EFA—AT— MU = A NOFFED R
A MR 2 B —REHERIS LTI SN D A v — Y DR R,

recipient minutes |FF A —/L7— hU = A BREHEOEEEAHME (1~607%) . %
BEHIREZEN L2WE ST 25803, RERZOEEIZLET,

I =71 vissvmEsEoxt I}



B exsnmscos k- rsLuTs K-k

L—T 1 VI B UERIEKEDRE |

INSA—H %

B2l

recipient limit

FEDOHIMNICIF A SN D ZEHEORKRE, ZEEHIREE LRV XE
ST DHEIL, REBOERICLET,

RAAL ANZK LTI ONRTG A—=F ZERT D5HEIE. recipient minutes,
limit type., BLT limit apply INT A—H %E%ﬁ“é%%z’»&) D ET,

limit type

IR RA A U RKRLFD RAAL NTHEESNTZA—LZHRIP 7 R
LADELLIZHEA SN OPERELET,

WONTNIOEE AT LET,

e 0 (£721F host) : RAA LV DFE
o1 (F7-1% Mx1p) : A—J/LAHLIP 7 KL ADHEE

limit apply

HIBR DS 3 AT LA & & Virtual Gateway 7 KL AD EH HIZEH S
LO0ERELET,

ROWVTNNDOEEAT LET,

o0 (721 system) : VAT AEBIEROLE
e 1 (¥7213 ve) : Virtual Gateway D5

bounce validation

N VARRIET RVA XX Tt AT 2N E 2 EiEELET,
WDONTNOfEEZ AN LFET,

* 0 (¥ off)
e 1 (¥721% on)

table tls

AL O TLS FELEE L ET. FMICOV T, BRI TLS 35
L OGEBERIEOH L E B LT &0,

RONTNDOEEZAT LET,

¢ 0 (FE72iTorf)

o1 (FE7ziXon) [HELE (Preferred) | OBE

*2 (F720% required) [0 (Required) | OHH

*3 (F7/lT on verifty) [HELE (MRFE)  (Preferred (Verify)) | O

AN
=

4 (if:fjﬁ requireiverify) : FJZ\Z,E\ (*ﬁgﬁ) (Required(Verify)) ]
DY E

XFFNTIE, RLF LN LFOXFNTH Y £ A,

bounce_profile

TR a7 7 A VDA, (7744 (DEFAULT) | E[F5E
avha—L =y b CIRBEHTE EEA,
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| v—F4 v B&VEREREDSE
semmsEns vRi—rsrvzszf—+ [}

INTA—HE 4 & EA
send tls_req alert |WZHO TLS #EfEN R L7285 BICT 7 — b 2EET D0 E S0
ROWT IO ZE AT LET,

* 0 (F7=iE off)

e 1 (¥721% on)
NF T e— S VERETHY . [T 74/ 5 (DEFAULT) |45
fe—n > b TOREHTEET,

certificate JE18 TLS #&f5 TR S LD REE, FEEFEZIEE LWL E. [T 7+
/b b (DEFAULT) [##ede=y bu—nx> b U OFEAENMER S
£,
GE) FEAEZRE LR WSS, 7EOGEHZENHID K ToHh
FIT0, TEOERELHEHT L Z LR a7 TiEAWn
7=, wEEOMERHIIIHER T A,

R A A examplel.com, example2.com, LT 7 4L FDEFELEa L hr—L 2 N O
ERITRLET,

[DEFAULT]
ip _sort pref = PREFER V6

max_host concurrency = 500

max _messages _per connection = 50
recipient minutes = 60
recipient limit = 300

limit type = host

limit apply = VG

table tls = off

bounce validation = 0
send tls req alert = 0
certificate = example.com
[examplel.com]

ip _sort pref = PREFER V6
recipient minutes = 60
recipient limit = 100
table tls = require verify

limit apply = VG
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B exsnmscos k- rsLuTs K-k

B 7 B L URERREDEE

bounce profile = tls failed
limit type = host
[example2.com]

certificate = example2.com
table tls = on

bounce profile = tls failed

EREOFITIE, examplel.com 33 & TN example2.com (ZOW TR DEEFEFXa L he— o b
DERSNET,

examplel.com

IP Address Preference: IPv6 Preferred

Maximum messages per connection: 50

Rate Limiting:

500 concurrent connections

100 recipients per 60 minutes

Limits applied to entire domain, across all virtual gateways
TLS: Required (Verify)

TLS Certificate: example.com

Bounce Profile: tls failed
example?2.com

IP Address Preference: IPv6 Preferred
Maximum messages per connection: Default
Rate Limiting: Default

TLS: Preferred

TLS Certificate: example2.com

Bounce Profile: tls failed

[(EfE4c = b r—/L (Destination Controls) ]|vX— @D [T —7 /DA > — bk (ImportTable) ]
/T& N F ok destconfig -> import I~ ]\7%1iﬁﬁ LT, %E774/V%4 VIR— NAPES
9, [E{EJc = hr— L (Destination Controls) ]-X— D [T —7 VO x 7 A7R— | (Export
Table) ]7355 \‘/\ if:fj: destconfig -> export o< ]\%ffﬂq LT\ Jﬁ‘{%flﬁ:‘\\/ ]\ 7—)L T
FUAZINI 7 7 A /ZE 7 AR—= 5L HTEET, =7 AR—FSNEINI T 7 A 1
X (F740 b (Default) | RAAL VEHTY MU BEENRTOET,



| v—F4 v B&VEREREDSE
sassime cu ]

5E ST & CLI

CLI T desteonfig =~ FAFEM LT, #Eka he—L o NI ZRETEET, ZD=
<> FIZ2WTlE, [CLI Reference Guide for AsyncOS for Cisco Secure Email Gateway] % 2
LTLIEENY,

N -~ =
INTD 2 RFREE
(R 2] Ay —IlF, ZEMOMTAICE > TEEENAHLWRA v E— T, TOE
FANOZ L NB—TEEERH LT N —TZEH L LTHEASLET, oAy y
AlX, TORA v E—UREERARERE X @FIL. ZEET FUVARGFELRNZD) |
EEFZEOT N —TEFE (MAILFROM:<>) TEr~\o—7ZEHICHRVRSNET,

ANDEEEIT. Bl E LN AR BRI L DEF AN AV TTANT I F ¥
~NOBBEEFTETHOLTVET, ZOL ) RBEIX, RAOIEYS7: A — /L P — K- T
EEEIND, RN VA A yE—DICL > T TONE T, AT, A/SAREEDEH
TEHTav AT, A=V L—BLIWN Vo] 2y "V —2Z2RHBALTEESER R A
A THENRWEMEOH LT FLA (o R_Xu—7%EH) ICEFA—NVEZXRELET, 20
X9 AvE—UTIH, o —TEEEMEESND 2D, ARLNTEY R RAAL 0D
EEEINEEIICRAZFET (ZHUL Moejob (YVa—va”) | EHFENRET) .

Wiz, BRh/er " —TZEHICLDEREFA—NT LI, ZEMOA—L P —NIZLo
THLWEFA—IL (N RARXvE—) DERSIN, —FICEERRAAL Y (T —
TEGEET RLARMBIEESNT RAAL V) OEFETA—IVEEERICEFE S NET, TORE,
ZDX—=F vk RAAL UL, [RAosiiBnEE SNz RNy U A EZELET, 20
NV A R =D, BAHCOLBLSZERHV ET, 2O L5 DoS HEIZLY |
BIA—NA LT ITARNTIFXYNET LT, =Ty MPRESRREF A —NVOEZEELT
2L 780 ET,

RO TS R E Lo\ T AL D 728, AsyncOS (213 [N » A #REE (Bounce
Verification) | BB SN TWET, £ X—TWIZTDHE, NTUARFEIZE > T, £DE
A=V HF =T A NEEEENTEA v =D R —FREEEHET FL R THRAHIT 5
NET, W, EFA—NT =R Iz TZRELEATV VAR yE—VT, ZoXa—7%(F
FIZZDETHPFNTWDENE IR T =7 ENET, ELRART R (ZOF THRFNT
W5) ThiUuX, #7030 SN TRESINE T, #I7 B F0NTHRN AT U2 Ay =0,
BIDMBR AT 2 ET,

NG U ARRREEFEA LT, BEA—NMIESDWTERBARAV A Ay e—VEEHTEET, &
T AN — T A THEEA—IWIZEEDSNTHRIEATY A AT 5 HFIEOHIEIZ W T
X, XU UVALEBEBFA—ILONE (32—) 2R LTI,

ESPERENS

MEE XX T LN U ARRGE (54 =)
e N UAREF AL T AT A Ayt — XA h—L%BiE (56 <—)
B TR LDNRT L ASITA v E—DEVERSIT AL (55 2—)
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B = 53 0oz

BE: 23X 27 £\ REEE

N ANGEE A X —T VL TEF A=AV EEETLE, EFA AT = T oAI2XD
A=V DT Nun—TREET FLAREEHRZONET, 72L& 21E. MAIL FROM:
joe@example.com 7% MAIL FROM: prvs=joe=123ABCDEFG@example.com (2725 & LET, ZD
BD 123, WO SLFHNE, IRT U ARRGRESX 7] THY, BFA—NAVT— by =128 -T
FEINDHEEIC, mo_Nue—TEEHFIEMESNET, 20X T, NT U ARRGERE CE
HINXF—ZHEHALTERENET FF—DREICONWTIL, AT AREET RLADZ F
VI F— (553 =) EBRBLTLLIEEY) , ZORXAyE—VUBRNANTURTELE, RNRTUR
NOT L R —TZEET RLAITEFILIZONY  ABGEY V3 EENE T,

T 7 AN N TEVAT DBRIRTNY U ARGES ¥ T oA X —T N EIEIT 4 =T M TE
FT, FFED RAAL K L TN UV ARRREX X2 T oA F—TNVEIET =T MZT 5
ZEHTEET, FEALEDELA, 774N MTAR—=T ML TEE, BRI 2 EKHR K
AA % [EESH = bu—)L (Destination Controls) | 7 —7/WZFIZE L3 GXEL=a b
2 LDl (44 X—) 2B

A=V HTHEDOT RUARTTICEHEENTWALEE, Mo ZFREBENEEREA
(BT A—NTF—bET A PBRT U ARy =% DMZ NDOBET A=A — hT = A IZHEF
TL556) .

ESPEREY=]

cEENAY LR A =DM (54 2—3)
e RN UAKEET RLADEX T F— (55 3—)

BENDUR AyE—PDNE
BN Z TR EENTOWDONAY CRFEME S NET, Z 7 DBHIBRS L, = _Xa—7 2550
BrESnET, ZUL BFA—NSATITAL LD RAAL v~y TRBOEZIZEELET,
BA—NT = RN oA THETONTNRONT LV ZARH TSN D o 2 DML
FHikE LT, ERTLH200, TNEB AL L~y X —FBINTLH20ONEERTEET, B
IZOWTIE, N U ABGEREMBORE (57 2—2) 2ZRL T LI,
NV RRRRES T INFIE L WA, # 704 RICER S —nE B s HE. 7203
AvE—URTALDENGE, 20X v =3\ T U ZRREETER SANVCEREICHES THR
bivET,
el 2T, MOA =N ZIZE, EFA AT = U oA THEEINEAT A A v E—UN
RENTVET,
Fri Jul 21 16:02:19 2006 Info: Start MID 26603 ICID 125192
Fri Jul 21 16:02:19 2006 Info: MID 26603 ICID 125192 From: <>
Fri Jul 21 16:02:40 2006 Info: MID 26603 ICID 125192 invalid bounce, rcpt address
<bob@example.com> rejected by bounce verification.

Fri Jul 21 16:03:51 2006 Info: Message aborted MID 26603 Receiving aborted by sender

Fri Jul 21 16:03:51 2006 Info: Message finished MID 26603 aborted
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nyozgi7 kLaoaxyy £— [

\)

GE)  FEARAD R A= EME OFEN A —/L —,3 (Exchange 72 &) IZEMET 254 1%. DN
RAA K L TANY UV ARRREX X0 7 S LT 72 &0,

AsyncOS TlE, N ANKX/LD MAILFROM 7 RL A (<) DEESNTA—LTHDH L
RipshEd, 27&0x R —TFZEENEENIAREOH HIENT A X -
DEGEX. ZVESCHRRY v—nEHESNET, ZOX D256, 7 H TOXF—K2hITmH
Eh, FnF—to—&EbLHEONET,

INODRBEE7 KLADA XY £—
AX T =L, NUUARESY T HAERTHEIICEFA—NT— U= THERAEINDT
FAPNLTFINTT, RAAL VDB REINDITRTOA—NVIZIEFE—BELTH 7T bondiz
O, TRTOBFA—NT— b 2A TRILF—2FEHTHZ ENHEHNTT, TOLIITL
T BABEBFA—NT—F T2 TREA VO o Ra—7FEHEZEFICEZ TR 6n5
e, OBFA—NT—F T oA DB AZZELTH, TOHEENNT  ANRRKAER &
[ NI

Z 7L T AMOMTFEHIRA S0 £9, 2L TRMD I BITHF 7 F—2 B HInER
TEET, TOHE, BFA AT ==/ FTHIVBH LW INETOTNTOF—%
FHLT, 270N Ayb—V2BEEL LD & LET,

BTELDINGURENTE=AvE—CDEENAZTAN

AsyncOSIZix, NV ARGFEICEE LT, # 7O WNTWRNWART U AEH/HETDH1E D0
ERHETT 2 HATHEDH Y £, 774V ERET Wz THY, 27D DT
N A THDL E RSN ET, 612, EFA AT = VoA TE[A—AKRY —
(Mail Policies) ]>[/37 v AFRAE (Bounce Verification) | X— Y TR INZT 7 v a Ihto
T Ay B—=UNESEINDED, FREHARAZ L~ X =0 IMENFEST, NI Z&ERL
e, BTA—NT— MU oA TEE TN THNRWART U RFFETH D & R Si,
ZIFANLNET, ZhiE, KOX IR F I ATHATE £,

BAA—NEA—D T VRAMIEETDIZEERHNL TV =R NEELET, Lx
L. A=V 7 UARTIE, = _Xa—7RKEEOEELY "D RA v —VOHEZITA
NTCWET, TOLIRGEE, 2—FNLL0X T HEA v E—VRIFANLNETAL (X7
FEHMIICET I NS T=0) |

FIE

ARTYT1 2—FRRA—NEEEFLED T2 RAA V% [XE5 =2 br—/L (Destination Controls) ]
T—TIWZEBML, ZORAAL NI TDHEX L T 2T 08— M LET, TOREAT,
Z— MR A— L EEEFETEET,

ATYT2 LinL, TORAALUDHONRT LV ATIES TN TO RN, N AZE &l
A= bT2IE, ZDORAAL LV OREEITNV—TEER L, K (Accept) ] A—/L 7 — R
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B vorsEsERLTAYYR A v E—T R F—LERLE

Vo —D[F TR LT A% E R729 (Consider Untagged Bounces to be Valid) ]/37 A —
oA F—T M LET,

INDVRABREZHERAL TN R A yvt—Y X b—LZf[L

FIE

ATYT1 AXL 7 F—% AN LET, FHHICONWTIL, ATV RRKREET FLADE 71T F—0ORE
(56 X—) EHBLTLIEIN,

ATV T2 RN AR ELRELET, SFMIcOWTIL, AU 2R EHORE (57 =2—3)
R L TLLZE 0,

ATv T3 [EEH=a bu—/L (Destination Controls) ] &M L7=/N 7 AMGEE A % — 7 /W LT,
PRI OWTIR, HEEar hr—AOFEH 44 X—) 2L TIIEIN,

RDZRY
ESPEREYS
e N U RAKEET RLVADE THHTF—D%E (56 ~<2—)
o N U ARRGRER EME O E (57 ~—)
o CLI ZfEH L= N v ZAREEORERR (57 2—7)
e R UARKGEEE 7 T R FERE (57 2—2)

INOURBEE7 FLAD AR T fHTHF—DERE

[NT Y ARREET RV ADH 717 % — (Bounce Verification Address Tagging Keys) ] D U A K
Wi, BIEOF —, BIXOWMEIHEH L TELHIRES T RS =R SLET, o
F—2 BT 2I1IE, KOFIEZFETLET,

FIE

ATYF1 [A—/AR U — (Mail Policies) ]>[/37 > AfRGE (Bounce Verification) | X— T, [¥—%
B (NewKey) 127 U v 27 LET,

AT T2 THRAMNLFHNIEATIL, [EE (Submit) 1227V v 7 LET,

ATYT3 BRERMFELET,

RDEZRY
ESPEREY=]

B 71 VB L UREREDSRE
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x—oi [

o« X—DHIEE (57 =)

F—DHIFR

HWT RLR XX 7 F—%HIBRT 2101, TAF T A=a—0bHIBRT 20—V %8R
L. [b&% (Purge) 1 27 Vv 27 LET,

N U RRREEER EEDERTE
N ARRRERE TlX, BN R EZE LT EEIFETTHT 7 a v 2B ELET,

FIE

ATYFT1 [A—/LAKRY 2 — (Mail Policies) ]>[/37 > A#FE (Bounce Verification) | Zi#R L £,

ATy T2 [REOHE (EditSettings) 127 U v 7 LET,

ATV T3 HNIRNT L AEBHET DD, DAZ L~y X —%& Ay t—UI0BINT 500 EEIR L E
T Ny X —%BNT 581L, ~y X —O4FTEEE AT LET,

ATy T8 VEIELT, Av— MIAMEEEEZ A 2 —TVICLET, ZoREEFEHATLIE, (EEA—
NWERBA—NLOHFTIODY) AF—Z2EHL TWAHHETH-TH) HEA N A vE—
V. BEUOHAA =L = RTERINDNRNT R A= %Ny 0 ARGELEE) D B #)
IR TE D L oI LET,

RT9TS BEREZEEFEL, RELET,

CUZEFEARALI=/\D U RRIEDIER

CLI T bvconfig 2~ > N$5 X WNdestconfig 2~ > REMHL T, "V ARGFEZRE T £,
INnHoa~y RIZOWTIE,  [CLIReference Guide for AsyncOS for Cisco Secure Email Gateway .
BTSN,

INDURREEE Y SR ARTE

N AT, W OBEFA—NT =T oA TRL (X7 2% —] AL TSR

D, 7 7AFFETEELE T, AILF—2EHT L2551, EHLDT AT ATHEYRA
U RAEZITANOGNDLERNH Y £F, BEEONy X —2 T /% —L, FELA VT —
MYz AIZEBETIEDH Y FHA,

BFA—IJLBREINTA—FDETE

deliveryconfig =~ o NI, EFA—NT =MV =ANOEFA—NERET D LEITMETSN
HIRNTA—=BEFHELET,
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L—T 1 VI B UERIEKEDRE |
B oirromEPos—7z42

FBAA—NTF—FT=A1F, SMTPE QMQP L W HBEHD A — LT haLvafH L TA—L
EZELET, L. TRTCOREBE AT, SMTPEHH L CEREShET, 207
». deliveryconfig 2~ > RTE7 B Fa/LORENRRETT,

Y

GE  Zov7va TS TV AMEEEZIXa~ 2y RIZiE, Vv—T 1 v 7 OESEIRIC %
525b0%0, BEEZIHLbORGENTOET, F#MICOVNTIE, Mk kv hv—2 &
IP7 RLADEYD BT 2B LTI ZIN,

ESPERENS

T 7 ANIOFRMEIP A L F—T A A (58 3—7)
« BME FTREMED U BERE (58 X—2)

« T 7V N ORKFEREEGHE (59 X—)

s deliveryconfig D] (59 ~<—7)

TFTIHILEDEEIPAAZ—T 4R

T7HNNT, BFA—NEIZIEIP A v —T =2 AETLIPA V H—T =2 AT N—T
NMEHINET, BIERESNTVWDLEDIPA VX —T =2 AEZEIIPA X —T = A AT
N—TTHHRETEET, FFEDA X —7 = A APEESNROEEIL, AsyncOSIE, {5
FARANEBETHEXIZ, SMTPHELO =~ RCF 74 /L hOEEA v X —T =4 A L B
BT ONTZARA AL LES, IPA U F—T7 = A AZRET HITIL, interfaceconfig =
~ U REHEHLET,

BT A—NVEEA L E—T 2 A AOHERREZEAT L L EOL—MFROEBY TT,
e JE— FDOBA ANV —=NRRREFLA L Z—T 2 ADWTNERUY 7%y b I
WZhHoD%5H. N7 749071 3—8T M0 8—T A4 A LERNET,
« auto-select (27X E L72¥H . routeconfig Z M L TRRIE LT A X T 1 v 7 /b— FI3EENIC
7m0 ET,
cEITRWGS, 774NV A=A LY TRy NEIZHDA U F—T = A AN
FHENET, TXTOIP 7 RLATsEICHT D0 — MRFRIZEOSE, HEHAEER S
LR bNRA A B —T = A ZABPMER S ET,

EC{SmIRETE & U HRE
A

AR ZOBREADICTLLE, AvE—VEEMEHETERIRY, AvE—VOBKIZORND
ZENBYVET, Tl BT AN — MU AL RFC 5321 [ZHERL L 72V RBEIC 722 0 F 97,
FEABIZ DU TIX, http://tools.ietf.org/html/rfc532 1#section-6.1. % S L T 72 &0,

BAE FTREME S D BEREDS A NC 72 D & AsyncOS TlE, A v B —URINEIE SN T OEER
RARPA Y E—VDOZEELHWRTDETOMIHA LTV R TLTNTOA =% T

B 7 B L URERREDEE


http://tools.ietf.org/html/rfc5321#section-6.1.

| v—F4 v B&VEREREDSE
Forurosrmeszgy ]

ﬁTA'ﬁfﬁE%UJ ThneHRLTHRNET, ZOMBEZENT2 &, ZEEHRA N THkET 5

WZ XV ZEOHEBPGT ONILGAEIZ, Ay E—VOab—%2BZE L THEAE
@'o AsyncOS TliX, ZOZFZEBUEATH ﬁ%@ ELTA— L BRIk L, DAy E—Y
ESETLIZbOELTRARLET,

T 7 4L b D KEIFEG

BIA—NT— N A PRREA -V ORUE THLT 57 7 4V FOR KRR L
ETEET, (ATALAEBEKOT 74V MIRAA T EI1210,0008#6ETT) ZOFIPRIZ, Y
AT =120 OFKFERREE A v E—VEER (VAT —H720DOTF 74V ME, 7714 X—
kU RF—T600 8z, X7V »7 URAF—TI1000 K TT) LEblcE=FI 7 E3NnZE
fh, TNV NEDHNSVEEZRETDE, F'— MU= DPP Ry NU—7 2 XEL L7

T DHIENTEET, e E HEDOT 7 AT U+ —NADBRKREOHRZ AR —F L2
AL O XD RBEE TIE I UNEIA T Denial of Service (DoS; ¥ — B RIEE) E&HRF| &
t_éhé_&ri)ébbiﬂ

deliveryconfig 045

ROBFITIL, deliveryconfig A~ RZMEH L, [BMEFIHEME® D (Possible Delivery) | % A
F—T ML T, T7ANV DA U Z—T =2 A% [BE) (Auto) |ICHELET, VAT LE
RORIFE A v — VEIEIE, 9000 H5E CTT,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

2. PublicNet2 (192.168.3.1/24: mail4d.example.com)
3. Management (192.168.42.42/24: mail3.example.com)
4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery"? [Y]> y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

I L—741 76 UREKEDET I}



=T 4 T BFUERE#EDSRE |
. Virtual Gateway™ 72 / O —%#FALTTRTDRR FENz RAL D TOERDA—ILF— b+ A

mail3.example.com>

INTEF AN T =T oA OBEFROL I IZRD T,
B 65858 & & UEAS/$5 A — 8 DBE

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST! $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

281.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email

Security appliance

Ethernet interface: Data 1 ’7
A destconfig entry for the host
| IP interface: PrivateNet (e.g. 192.168.1.1) | small-isp.net was used to limit
Private Listener: OutboundMail 100 simultaneous connections, or

10 simultaneous connections using

Host Access Table (HAT):
( ) Virtual Gateway addresses.

RELAYLIST: $RELAYED
The deliveryconfig command
ALL: $BLOCKED was used to use Auto-selection of
interfaces for email delivery and
the Possible Delivery feature was

Default sender domain: example.com enabled. The systemewide
Received: header: DISABLED maximum outbound message

. delivery was set to 9000 total
Masquerading:

concurrent connections.

Virtual Gateway™ 749 / O —#{FRAL TIRTDKRR
fENFZFAL D TORBBDA—ILT— oA

Z OIETIX, Cisco Virtual Gateway™ 7 7 / 1 ¥— & ZOF i, Virtual Gateway 7 K L A DX IE
J7{k, B L O Virtual Gateway 7 KL ADE =2 3 LOVEBRFIEZOW T LET,

Cisco Virtual Gateway 72 / Y —TlL, RA M T LT XTDO RAAL AT L THRRDIPT R
LA, RA N, BEORASVEZHEH LT =T FA X A=V TP — Ny ZFHEL,
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| v—F4 v B&VEREREDSE

mz ]

FIUMEHETFA—NT— R 2ARNICHEAFLTWAEETH, TROHD RAAL K LT
BIANZAEFEDE S A —VR Y /~§ﬁﬁ%ﬂkctUX/\AxT%jier%{’Eﬁkf’é 9, TXTOET
A== T 2 A T NVTHEARMEREEY— N = A 7 KL ZAOHMEIT 255 TT,

ESPERENS

< (61 =—)
s Virtual Gateway 7 R L 2ADgRE (61 <X—7)
s Virtual Gateway 7 RV ADE=4 (70 <X—)
« Virtual Gateway 7 K L A Z L OF G EROEEL (70 X—)

M=

BERD AL v —LEF ANV TERAEOS VI I 2=/ —2a V2RI TELHL I, ¥ X
= I E @ Virtual Gateway 7 7 / v ¥ — %[5 L& L7z, Virtual Gateway 7 7 / v ¥ — % ffi H
TBHE, B AT — T oA BB Virtual Gateway 7 KL AIZ3EI L, £OT7 FL A%
FEHLCTETA—NVEEZEFETEET, 45 Virtual Gateway 7 K L 221X, BllxDIPT LA
RANL, AL BIXOPEFA N Fa—BEILNET,

Bl a2 DIP T KL A LKA N %4 Virtual Gateway 7 KL AIZEI VY THZ L2k, 7F—F
U ARHCEESNDETA—ADZEFEARANTIELL# I S, HERE %%—/w&xx
NAERRENTT a7 SNDHOEFSIENTEET, EFA—NT—F T =AIT0
WmMGmWWTvarkm5MWHmo:vfoELw$xb%%ﬁ&?%é%&&%
BERHY F4, T, Z{5M O Internet Service Provider (ISP; f ' # —F% > b h—E R 7
BN H—) PEDNSV Y I Ty FEFETTHE, B A—AS— T =4 TiE, £O Virtual
Gateway 7 R L ARRH CTEFE ENTZEFA—NLDIPT RLAE =I5 Z <‘:75>“C‘E<i‘§“ %
<DOISP TIHEREKE T A— NV EZRETHZOICH DNS Ly 7 T v 72 FEHL TWDH72H, =
DOFEREITIER ICHEH T, WiDNS/L Yy 77 v 7 TOIP 7 RLUAREERAARDIP 7 R
X&*ﬁbﬁwﬁA\BPT@\%E%ﬁFET%ékﬁELT\%%%—W%ﬁﬁﬁéﬁﬁ
ME < 720 £9°, Cisco Virtual Gateway 7 7 / 12— T, #iDNS /L > 7 7 v 7R EEHIO 1P
7 RUVAREFIZ T D7D, AvE— /ﬁ)EIﬂfﬁ‘7H/7éi’LTLi9®%’f|§j§Tiﬁ‘

% Virtual Gateway 7 KL ATD A vt—T 8, BlxDAvE—T Fa—12E80 Y THNET,
ZAFH AR A N THEE O Virtual Gateway 7 K L AN D D %%—W%7E/ﬁbfwé%é\%
DRAMEODA v E—VFF 2=, BRERIZIEZZA LT FLET, Ly my
énfb\foeb\%lj@VirtualGatewayA’»:L—V\] CHDHREIT RAAL 5D A yE—U1F, EEICEE
INFET, ZNHDOFa—iF, RETIMNOLOL LTHRONETR, VAT LEH, n¥r
7. LAR— FOBERE TR, &R E8LE 053~ TO Virtual Gateway ¥ = —723— (KD H D & L
THDLNET,

Virtual Gateway 7 K L X D% TE

Cisco Virtual Gateway 7 R L ZZRET DHNC, EFA—AOFEEILE LTHEHAIND P T R
LAOEy FEFEID Y TOHRERHY £, GEMIZOWTIX, 8 Txy hU—2 L 1P T
RLADEID ST 2L TS, ) £, IPT RLVARHREA MNAICHER S D
EOIDNS =B ELSERESNNTWOLMENRSH Y 9, DNS =N ELSHEEINT

IL—T4 /7%;6@31::%& EDERTE
|



=T 4 T BFUERE#EDSRE |
B res— oz TERTAHLLIP A V8 —T 2 ROER

WILIE, ZEEFRANTHDNS Ly 7 T v ITRFEITEND & BINRIPIARA S DT IR
mENET,

ESPERENS

AT — T = A THEATLHLWVIP A ¥ —7 = A ZADOIERL (62 X—7)

c AvE—UNLEERIP A L F—T 2 A A~DT BT (65 X—)

s altsrchost 7 7 A VDA R — K (66 ~<—)

« altsrchost DR (67 ~X—)

e altsrchost 2~ > NANCHEZ 2~ vy B IR INTZTF A 77 A LOf] (67 *—
V)

» CLI Zf# FH L 7= altsrchost = v B> 7 O3B (67 ~—)

RES— b A THERITHIHLWIPA A —T 24 ADERK

IP7 RLA LKA NLHESL LT- 5. Virtual Gateway 7 KL A& ET 572012, £T1E20
IP/7R A RLDXT TH LWIPA V2 —T7 = A ZZEAER L ET, TRICIE, GUID [y FT—
7 (Network) ]>[IPA > % —7 = A A (IP Interfaces) ]-~<—3’, F /=i CLI ® interfaceconfig
avy REMHLET,

IPALE—T oA AZRELIZS, HEOIPA L Z—T oA A% A F—T oA A T)N—"7
NEREATEET, INHDIN—T1E, EFA—NOBEMERIZ v Frvy) KFATIE
T\ S5 Virtual Gateway 7 KL AIZEID Y THZ LN TEET,

WBERIP A VB —T =2 A AER L= 6, 2 DD J51ET Virtual Gateway 7 R L A Z 7% 7E L,
BWP AL BZ—T oA ZAERFIA L E—T oA XA TN —TNEEEINDIETA—IL Fx
/\Ob‘y%ﬁ;% L/jij‘o

e altsrchost 2~ REEfTH L, FFEDEEHIP 7 FLAE T o Re—7EkEET
RLUADIERNSRARDIP A X —7 =4 A (Virtual Gateway 7 KL &) F72131
B =T 2 A AT N—TIEF AN~y 7 L TRETEET,

A=V T4 NEEHEALT, HERARNDIP A > ¥ —7 x4 A (Virtual Gateway 7
RLR) FH3A L Z—T 2 A AT N—TEHEH LT T ZI7FEDA -V EEUET S
T2HDT 4 NVE ERETEET, HEILE AL (Virtual Gateway 7 KL A) BT 733
VEZRLTLEESY, (ZOFEFRROFEL D LREERH O, 58-1T, )

IPA L H—T A ABERT DEMIZONTIE, 8k B A—NTF—b U2 ~DT 7k
2] BBERLTLIEE N,

ZIZET, ROFKNTRT EIICERENT-ROA LV F—T = A ZAHHNT, BFA—/L 7T — b
oA DREEFHLTEE L,

B 71 VB L UEREHREDS
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| v—F4 v B&VEREREDSE

RES— kA THRATEHLLIP Ao 8—T x4 20k [

B7:RTVv Y AVE—TzARETTAR— b L2 =T A4 XD

‘ IP interface: PublicNet 192.168.2.1 ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

Ethernet interface: Data 1 ’7

| IP interface: PrivateNet 192.168.1.1) |

WOFITIE, [IPA % —7 A A (IP Interfaces) | N— Y CEHA LV F—7 = A ADMMIZ2 D
DA H—7 x4 A (PrivateNet 38 L O PublicNet) 23iRESNTWNWA I L AR TE T,

R 8:[IPA V32— A XA%EHwE (IPInterface) ] R—

IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...

Name ‘ IP Address , Hostname , Delete
.I\-:I.;nag.ernent ._ .‘1.9‘2‘:1‘6“8‘.‘4‘2‘.42.-’24 _.|'-r|.a\|3.e;:.amp\e.corn _. ﬁ .
“PrwatENEt [ 192.168.1.1/24 ‘_“ma\IB.E)cam-p\E.cmrn I W .
"PublicNEt i 192.168.2.1/24 Emma\I3.E)¢:an‘||:r\e.c:om [ i .

WIT, [IPA X —T = A ZADEN (AddIP Interface) ]~<— % LT, Data2 f —H % v b

A B =7 xA X EIZPublicNet2 L WO ZAHTOFT LNA »F—T = A ZZAFELET, IPT N
L2 192.168.2.2 MEH & 41, A M4 maild.example.com 2FEE SNV TWET, 512, FTP
(F—1r21) BEUSSH (FF— b 22) A Fx—T M0 7,

=71 vissvmEsEoxt I}



L—T 1 o5 B L UERE#EDRE |

B res— oz TERTAHLLIP A V8 —T 2 ROER

B 9:[IPA >3 —7T 4 ADiEBMN (Add IP Interface) ] R—

Add IP Interface

IP Interface Settings
Mame: | [Publichetz

Ethernet Part: | | Data 2 v

IP Address: |192‘153,2,2 *
Metmnask:

| |255‘255.255.0 *
Hostname: Imall4.examp|e.cnm

Services: | Service

& Fre

=
o
&+

SEH

Appliance Management

*

| Onrre

*

[ Hrres 423

O redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

| IronPart Spam Quarantine

| D IronPart Spam Quarantine HTTP

17

[ rranpart Spam Quarantine HTTPS
| O redirect HTTP requests to HTTPS {HTTP and HTTPS Services will be turned on)

[ This is the default interface for IronPort Spam Quarantine
Quarantine fogin and notifications will originate on this interface,
URL Displayed in Motifications:

Haostname

(exampoles: htto: fspamQuurty, hito 10,1 .1.1:88F)

Warnings -* Flease exercise care when disabling or changing these Rems, a5 this cowld disrupt aotive connections to this gppliance when changes
to these fflems are commitied.
** Hyperfinks and URLs affected by these changes will not be usable untl the changes are committed.

INTEFA—NT =R T2 Dar 7 4 FXal—2g IO LR £7,
10:BDINTY w9 £ 203 —T x4 ADIEM

IP interface: IP interface:
PublicNet PublicNet2
192.168.2.1 192.168.2.2

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 T

‘ IP interface: PrivateNet (e.g. 192.168.1.1) ‘

Virtual Gateway 7 RV AZfEHT 5 &, ROMIZRT L9 Ra 7 1 F¥ab—2a VB A[EET
o

B 7 B L URERREDEE



| v—F4 v B&VEREREDSE
Ayt—UhSERERPAs—Tz4Z~A03vEVY |

M:A204—HRy b A2E2—T 4 REIZH D 4D Virtual Gateway 7 K L X

.. Internet -
¢ SMTP
Public
listener:
TnboundMail |A sMTP A suTP A surp A smp
IP interface: IP interface: IP interface: IP interface:
PublicNet PublicNet2 PublicNet3 PublicNet4
192.168.2.1 192.168.2.2 192.168.2.3 192.168.2.4

Ethernet interface: Data 2

‘ Ethernet interface: Data 1 ‘

| IP interface: PrivateNet (e.g. 192.168.1.1) |

4ODIPA X —T x2A AFENENA—NABEIHFEHTEETN, A X —Fy RIPHD
A= B ZITFT ANDLIITREZINDDIFINRNT Y v 7 JRF— 1272 TY,

AtE—CHSEERIPAVAEA—T A AADIVELY

altsrchost A~V REFHTHE, FEFA—NT— Uz %, BT A—NVOEREILERD
BEDIP A % —7 A A (Virtual Gateway 7 KL R) 1B 7 A MET 5 Z &3S Hifl
THIJENRFETT, 72720, A vE—UZKED Virtual Gateway ([Cv v B 7T HFRIC S
DIZHRS) TR FERMETHIVUE, A vE—Y 74V ZOFEHZHRF LTI, §EH
WZOoWTIE, AvtE—Y 7 AN Z a2 LIZEFA—NVRY —OEMEZRL TIIZEN,

altsrchost 2~V N&EHEHT 5 & N Uh\@b\fﬂﬁ‘&:%dl/\f\ A A—NVOBREFIZEAT S
IPA Y HE—T oA AETNIA B =T 2 A A TN—TH2EHTEET,

CEEFDOIP T KL A
e Ru—TFREET LR

BFA—NORETICTAIPA L EZ—T oA ZAFEFIFIA L E—T oA A TN —TF5ET S
Wi, BEEDOIP T FLAFRIIT o R —T R EET RLRAEZIP AV F—T = AE 20T
ABE—=T A ATN—T (LB =T oA AL FETNITN—TLHTHE) EXTICTH~y
v —EERLET,

AsyncOS TliE, IP 7 KL Ao R_Rua—7EEET RLADOM A2~y 7 F—L gL
F9, IPT RLRAFIZZ o R —T7%EET RLABRWTILOF— L —HT 58546, Xk
THIPA X —T7 2 A ADREGEREBICHEHEINET, B LA2VWEAIX. T 74V FORE
AV B =T oA ANEHINET,

—BT L RO H D F— RN L ET,

EEFEDIP7RLR |3EEEZEDOIP T FL AT LT HLERLY 1,

5 : 192.168.1.5
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L—T 4 27 B L UREREORE |
. altsrchost 7 7 1 LD A ViRk— b

REMXDIUAO— |z —TREHE, 7 FLARRSEE—HT 2 LERS Y &
TifEE +

1 - username@example.com

A—H4% (Username) |— . ~o— 73 EHT RLAD e 08 F TOESE LTa—H4
ML —BIEFET, el B2 TN ENHY £9, #i @ usernamee

kA4 > (Domain) TN —=TREET RV AD e i85 THRELMDITG LT R AL
VAL —BEHET, e WEEAOLILERDHY T, f

@example.com

N

GE) U X*ﬂ‘-&i altsrchost 5“‘_‘7/1/('[\%;&755?::1: D4 7 L/\ 77\7‘] L— }"f%zi&%?::ﬁ D4 7 L/f:f(ﬁﬁ’
BAYE—Y T ANENT 27 SNAHRITETIZ, BFA—NEREDA LV F—T = A AITHL
ELET,

altsrchost 2¥ Y RNOH 7 a~< 2 K& LT, CLI T Virtual Gateway (2~ &' 7 Z{ERK

LET,

[ 5°8 iER

new L~y B 7% FHCERLET,
print ~ v BT OBEDY A M EERLET,
delete T—TI AN~y TE 1 OHIBRLET,

altsrchost 7 7 1 )LD A > 7R— k

HAT, RAT, smtproutes, ¥ AH L — K F—T /b A U TR TF—7 )LV EREHKIZ, altsrchost =
YRR T s ANET I AR = PBLOA VR —= L TEETE £,

FIE

AT F1 altsrchost 22 KDexport 7 a~> REHH LT, BBFOZ NV Z 77 AL (77 A NV4
ITBTHRE) [t=7 AR—FLET,

AT9 T2 CLIONET, 774 VEBAELET, GEHIZOWTIX, FTP, SSH, 3 JXONSCP 77 & A
EZRLTLL &N, )

ATFYT3 THRRANZTAHZEBHERALT, 77402 LW MY ZER L ET, /L—/L20 altsrchost
T =T MBI BN A EETT,

ATFYTE 77 ANERELTA X —T A AD laltsrcchost] T4 L7 FUIZEBEL, 4B — FTX
HEolcLET,  GEIZOWTIE, FTP, SSH, BLUSCPT7T 7 AL TLZ& W)

B 7 B L URERREDEE
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| v—F4 v B&VEREREDSE
altsrchost D[R .

AT w75 altsrchost D import %7 a2~ REMHAL T, L7y A VEAL L AR—FNLET,

altsrchost 0 #i|fE
altsrchost =2 b U &, £ K 1,000 £ TEZTXET,

altsrchost A7 > FRICEHGTYEVIARBENTEFRA L T7 14 ILDHI
# Comments to describe the file
@example.com DemoInterface
paul@ PublicInterface
joe@ PublicInterface
192.168.1.5, DemolInterface

steve@example.com PublicNet

import B L Wexpore ¥ 7 A~ Rid, TR TIITS N, EFEH P T FL AL To o~
H—TREET RLADITEA L F—T =2 ZAZIIx vy B 7 LET, AX—ZLSOLF7)
LRHD1VFEROT 0y I BF— AXR—APAOLFNERE 2FEHDOT 0w 7 3 v 5 —
T ALY v~ () FREAN—R () TREY EF, A2 MRS
B ) THEY., BRESNET,

CLI Z{#F L 7= altsrchost ¥ v E >4 DB

WOFITIX, altsrchost T—7ANHNTENT, BEOS v BV INRNZ ENRENE T,
FOH%, 2o0xy N BMERRSIET,

d 7\\/1/"—‘70'7 =7 =KX b @exchange.example.com MNH O A —)LX, PublicNetA{ » % —
T ATy BT ENET,

cEFEEIPT FLA 1921683535 (Job 2iF, ~— 7T 427 o=y Ayk—D
T VAT L) IO A=)V, PublicNet2 f X — 7 = A AIw v B INET,

BB, HERDTZDIT altsrchost ¥ v BV RN EINT, EERHEEINET,
mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are

allowed.

[1> @exchange.example.com

=71 vissvmEsEoxt I}
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. CLI Z{# M L 1= altsrchost ¥ v E > 5" MiEM

Which interface do you want to send messages for @exchange.example.com from?
1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[11> 4

Mapping for @exchange.example.com on interface PublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

(11> 1

Mapping for 192.168.35.35 on interface PublicNet2 created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

B 7« T BEUREREOR
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CLI Z {3 L 1= altsrchost ¥ v E > 4" MiBMN .

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> PublicNet2

2. @exchange.example.com -> PublicNet
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

ZOBNIBITE a7 4 X2 —a Y OEBREROKIIRLET,
R 12:45 : FRATDIPA B —DIARERFAVE—T AR TIL—TDOEIR

IP interface: IP interface:
PublicNet PublicNet2
192.168.2.1 192.168.2.2
‘ Ethernet interface: Data 2 ‘ The altsrchost table was
[ modified to create these

mappings. Messages from
I @exchange.example.com Use the
interface PublicNet, and
* T messages from 192.168.35.35 use

— =:. the interface PublicNet2.

exchange.example.com 192.168.35.35
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. Virtual Gateway 7 FL ADE=4

Virtual Gateway 7 FLXDE=-4

Virtual Gateway 7 R L 2 Z L (CME OBUEHEF A=A T2 =000 T, VA7 LEHL
nX 7 LAR— NOBEE TIX, &R ELN D BT X T Virtual Gateway ¥ = — 03— (KD §
DL L THDIET, Virtual Gateway ¥ 2 — Z EIZZ[EEFA NDAT—F A EE=HFTHI|Z
IL. hoststatus 33 N hostrate =2~ > REFH L ET, [CLIICKA2EHBIOE=4V 7
DED [F=H ) TMFHTE L a3 R—3 2 hOFAIY | 22 LTI EI 0,

hoststatus =~ > Fid, FFEDZEEHEFA MIETLIET A —NVEIMEOE=X U UV TEHREIKL
F9,

Virtual Gateway 77 / 2 ¥ —Z#H L T\ 5413, 4 Virtual Gateway 7 K L A (ZB3 25 15 #
LERREINET, Z0a~vr R, BENDIERANMERO KAAL 2 ANTHHLERH Y E
T, AsyncOS F ¥ v ¥ = [T S LTV D DNS 1 &, ZEHE R A M ORFZICEI Lz
F—bFEREINFET, BRENDT—ZIE, EIZFEIT L7z resetcounters 2~ > KD DRET
7

WRENABEERIT. A2 =020 T IV A—FbENFET, SHIZ, K
EnAthoT—212iF, HEDOT 7T 48T 4, MX La— R, BEEOSXX =7 =050 £
‘340

Virtual Gateway 7 KL X Z & DEEEHO EE

DY AT L RNT A—=HTE, VAT L LoYUL L Virtual Gateway 7 R LA LUV TTRRE D
WELTT,

e z2iE, —HOZEHISPTIE., 27747 FARAMITFTENTWSEEREZHIRL T
WET, TDD, FFIZE T A —/VDEEO Virtual Gateway 7 K LA THUE STV 5 & &
12, ISP L DR ZEET 5 Z LXK ETT,

destconfig =~ > N, BIMEET—F U = A 7 R LRI 2 28I OV TR, s defiliEic
KOEFA—NEEOEHE (42 —) ZZRLTIEIN,

Virtual Gateway 7 L AD [ 7 v—7" ] AR+ 25 &, Z—778 254 D IP 7 KL A THE
SN TWDEAETH->ThH, Virtual Gateway D2 > R 1A /N— T —T )L EN T —T|Z
WA SET,

72 21, 254HOBEBEIPT RLAD I L—TH2ERK LT, [T Ry FRTIERIC
T EIcEy Ty TanTnws ELET, £/, small-ispcom D7 v KR A /N—F —
TVT, [RRFHEGE DS S AT LAOBEIT 100, Virtual Gateway 7 K L ZADHEIE10 THDH & L
4, ZOaAr74Xal—arTlE, FDOTNA—FHND 254 HOIP 7 KL 24 _TITH
LT, AEtTI0 LD 2 OB AH Z & 1EH 0 A, Z—71%, H—0 Virtual Gateway
T RLALLTHbNET,

7 0—/N\)LELEF L HRED

BEDZEH, ZIREERAA Y, FHRIEXIP T RLARBEFA—NAT = T oA PH A vE—
CESZE LW DIZT BHIZIE, AsyncOS D [ v — NLEfE{E1E  (Global Unsubscribe) HERE

B 7 B L URERREDEE
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so—rsnmEergeoss [

ZMEH L E T, unsubscribe 2~ R&EHT 5 &, [/ — VL 511 (Global Unsubscribe) |
UZAMZT FLRZBIMIBRLIZYD . ZOMRBEZAIB I OENCTHZENnTEET, [
B—VVICEEELR SN 2= RAAS Y BFA—ALT FLA, BEXOIP T FLAD
JART, $RTCOZEBEET FLARTF =y 7 ShET, ZEHENV A MDY FLRE—
TH5%5E, ZEHEIT R Yy 7Sd 0 — K N7 A E} ., Global Unsubscribe (GUS; 72—
SNUEMEREIR) PSS NE T, (BT Ty AT, BT AREEN PRy S
NIZDN— R N RAENTOPRTEREINET, ) GUSOF = v 71X, BT A—NE%
BEICEETHERNATOND 20, VAT ATERENDITRTOA v E—U BB SN E

‘j—o

N

GE)

[7' v — VVELEIEIE (Global Unsubscribe) J#%8EIZ, A —1U > 7 U X b OAHTOHIERS
A=V 7 JANOEBNRETFIZRDLLOTIEH Y £ A, ZOMKREIX, Rz
TATABTANADBREESNZ2NEICT DT 2= —T A D=L LCEEST D2
EEHBE L TVET,

[7 v — LEEEIE (Global Unsubscribe) 1213 K 10,000 7 KL AEFRETE £d, [/ a—
2SVELEE I (Global Unsubscribe) | IZIENI S 727 RLRIL, IRD 45D 5 HLWT D
Kz L ET,

£ 10: 7 0O—/\LERIERELOEX

username@example.com TEFERDEBEFA—IL T KL R

ZOWXIE, BERAA OB ESEELY T
oy 7T AEOIEHISIET,

username(@ a—¥4

2—PHHEE, TNTD RAA o TRE~L—
P4 %ﬁoﬁ“/\f@ FEEa7my 7 LET,
ML, 2= HOR®RIZT v b~—7 (@)
2P ET

(@example.com KA A

RAA AESLX, FFE R AA 58D TRTD
ZEHEET vy 7T hHOIEHIET,
0L, BARM 72 KA AL VORNCT v h~—
7 (@) Z=fHFEd,

@.example.com A RAA

W R AL UHEE, FFE R AL VBB ID
FOTRCOYT RAAL LHBDOT X TOZAF
FrhTav 7T HwIEREINET,

L—741 76 UREKEDET I}
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B cuzEmLEy 0 LEERLE~OT FLROBM

10.1.28.12 IP7 FLA

IP7 RUAMEIE, FFEIP T FLAZED TN
TO%EHEET a7 THOIEHEE
4, H—IPT7 RLATHEE NAA &K A b
L TWAEHEID, 2 OMCHMER]TY, #3X
T, — e Ry NXEY oA 7Ty NPT
KL 2TY,

EEEE

cCLIZBEHA L7 g — " UEEEIE~DT RLADEM (72 —)
e S — SR EEIE T A NDT Y ZAR— B LIRS VR— ] (73 3—)

CLLZFERLE-7O0—NIILEEFRLE~ADT7 FLAXMIEN

Z O)@J“G‘li\ T KL A user@example.net ViR “‘/*\/1/@51%1%1]: JIZS Gliﬁﬂﬂ = 2/[/\ A /'17““:/
ZN—RATUZT DRI RESNE T, ZDO7 FLRIZHESNDL A vE—IEAN
TUAEINET, B A—NT = VoA ICKVEBEOHEANIA v E—URANT 23N E
-3‘0

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as
"@example.com" or "user@" are allowed, as are IP addresses. Partial hostnames such as
"@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

B 7 B L URERREDEE
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TO—NLEEELET 7 A LDTH ZRR— &0 vk—+

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?
1. Drop

2. Bounce

11> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

JA—NLBREBLI7AILDIYI AR—rHIUVA VR—k
HAT, RAT, smtproutes, A¥7 v 7 Y ANV —RT—=T) A UTAT—T), RAA

v =y 7T —7 )b altsrchost =2 N U ERERIC, e — SUVEMEEIED S NUIE T AV E
TV AR—FIBIOAS VA= L TEETEET,
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FIE

AT w71 unsubscribe 2~ FDexporth 7 a~> REMHEH LT, BFOZ N 277 A (77 AV
ZIIBEDTHEE) o/ AR—FLET,

ATYT2 CLIOSMBT, 77 A VaBfFLET, GEICOWTIE, FTP, SSH, BXU'SCP 77 & A
EZRLTSESN, )

ATYT3 TXANZTAXEFEHALTC, Z7AMZH LT Y BER L £,

TZ7ANVNTZ=L M) ZRXEIHIE, BITLET, 0054 —F 4 T VAT LOUAT
FKHAEFEHATEET (CR>, <LF>, F7/2I1E<CR><LF>) , 2 A Y MTFF =55 # T
WMEY, BEHINET, LEAE ROT77A A TE, B—DOZEEEFA LT FL2R
(test@example.com) . HFE KA A DT RTOZEHE (@testdomain.com) . EE KA A T
Rl LA ZRFOT X TO—H (testuser@) . BLUOHFEIP 7 RV ADIEREDOZES
(11.12.13.14) 2ERIFSNE T

# this is an example of the global unsubscribe.txt file
test@example.com

@testdomain.com

testuser@

11.12.13.14

ATV T8 77 ANVERFLTA V¥ —7 A AD configuration 7 4 L7 h UVIZELEL, A > AR— hTZX
HEOICLET, GEMICOWTIEL, FTP, SSH, BXUSCP7 7 EAZZBML T EIVY, )

ATy 75 unsubscribe @ import 7 av L REMHLT, fELi7 7 A VEA L KR— N LET,

WER - BEFA—ILINA TS5/

RORIZ, ZEPOBME~DN—T 4 T ET, BFA—NBYAT LTIL—=T 4T END
RFOMEEZRLET, %%Aikﬁgﬁiiﬁéﬂiﬁo11Ti#$1ﬁﬁbi¢ .
Cisco Secure Email Gateway D& F A — /XA T T A 2 2 v—F ¢ 7B L OEEHRE] DA
XOHIX, T Fa—TEITSINHNEER LT,

ZONRA T TA NTEENDRAEOBEDKESIE, trace 3w FEMEMLTT A FTEE
T, BRI OWTIE, W77/1//;L—74 /?J DED [TAMA =V EFERA LI A—
N TBa—DFT RNy 7 hL—RA] ZBRLTIEEN,

)

GE)  BEA—NVOBEEZ. TUNT LAY T4NHE AT =V O®%ICT —ZIRBIEAF vy =7
NIEITENET,

B 71 VB L UEREHREDS
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| v—F4 v B&VEREREDSE
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% 11: Cisco Secure Email Gateway DEF * — )L/ TS5 A4 >« EF A — L ZEHEE

HaE

Bl

RANTI7RAT—7

/U (HAT)

AR A~ DNS 255 E Wik
(Host DNS Sender

Verification)

REE I N—T
ToRa— 7 A EERGE
(Envelope Sender
Verification)

KEEERAEFISN T — 7 v
(Sender Verification
Exception Table)

A—)L 7a— R I —
(Mail Flow Policies)

P> ACCEPT, REJECT, RELAY. #7-i% TCPREFUSE,
RRT U MT L N

IP7 RLRAHT-0 DRREIRA 8T o R
P20 OFRKA vE—Y 4 XB LA v &— V%,
AvE—UHie D BLORMS Y ORKZEFK.

TCP U v AL Fa— B A X,

TLS : no/preferred/required

SMTP AUTH : no/preferred/required
ARIEZRTEAD FROM ~y ' — 2 Ff OB T A —/LD R v 7
EEERGEHIIN T — T VNDOT Y R U DD D A=V EFHIZZTANDDES LET,
SenderBase 4> /4 7 (IP 7’'v 7 7 A U777 v —iili)

Received ~v # —
(Received Header)

ZFANTZEF A =TT 5 Received ~v X — DB : /47,

TN RAAL

[F] 22—V T RLRIZT 75/ F RAL UZBIMLET,

N ANRGE

EBENATVVA A=V EERA Y-V LTHIELE T,

ALY =T
(Domain Map)

RAAL Y =T T—TNVHNDRAAL T2 A v E—VIZEENTWBEEZEEFOT
R —TREEOEEWZ,

GEBT VAT —T
(RAT)

(RXTV v Y AF—DH) RCPTTO LA A X L SMTP BN DZIE#H D ACCEPT
F 7213 REJECT, MR ZEZHIcAT Yy U L DONRAL 2R EZFA LET,

TAYTRATF—T )L
(Alias tables)

TR —TREFEEESRIET, (VAT LAEEREXGUTEE, aliasconfig X,
listenerconfig D7 2~ R TIEH Y FHA)

LDAP ZAE#H D2 T A
(LDAP Recipient
Acceptance)

ZAZFZ T AND LDAP MEEIL. SMTP B o\t —3 3 TN ET, =Z{EF 75 LDAP
T4 L7 M) TROMNLZRWES, AvkE—YiEFuayransdn v rrasnEgd, &
bV —7 ¥2—WNTLDAP MiiEZ1T O KO WCRETAHZ &b TE 1,

L—741 76 UREKEDET I}
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L—T 1 VI B UERIEKEDRE |

RI2ZEA—INL X1 TA FTTIATUVRADEFA—IN L TIA4 Y b—T 1 05 B L UEEHAE

lj J—
9
Fa—

LDAP Z{E&ED ZAEEZ T ANDLDAP ATV —7 ¥ 2 —WNTITb
ZITANh NET, ZEEFENPLDAPT 4 L7 U TROMB /RN
Be., AvtE— ey Endmn v AEnE
T, 8P VIZSMTP I >3t —3 3 > LDAP WL & 1T
FEIRETDHZLELTEET,
YAAL—F AW L—RiE, V—2 Fa2—TfThbhvEd, A7
L— KT, AET 47 T—TNNEEHT 0
- LDAP < B
i;ﬁ—P LDAP 7 = ) — %M LT, = —7%EH,
To:. From:, CC: ~v X —%EX Mz £,
LDAP JL—T 4 LDAPZ =) —%, Avb—INV—TFT 4T EIET
g RUVAEEBRZ DO=OIZFTINET, 7 /L—T7LDAP
T —I. AvE— 7 4K L—)L
mail-from-group 35 X U rept-to-group & #HE L CTEIME L
\i—é—(}
Ayt—2 Jg A= T4 NAFA =0 [4558) L 0 b
JLZ (Message WA SIET, * Ay bE—U%RHE= Y TIZEET
Filters) * xFET,
FUFRINLY | REZBBEAM | TVFANRAL RAF Yy 2P0 T, AvkE—U%
DRAFYY |BELT, SHICTAHTI-OIHEEZELET,
(Per
TUFIALR |Redpient | T YT UANA AR L THL A M RERINT B
Scanning) |PICAYE—VERELET, AvE-PEATY
Sh, ARETHIIE, EETBEESNET, * A vk—
CHREEET Y TICRETE ET,
EERTILYT FER=LT =TI, M7 7 AV E LT o
7 A1 TEBEHTATEOIL, 774NV VB2 T —T g A

arvyTroY J4
JLE*

X T AN EFEITLET,

ATV T4 NEREASNET, FAvE—V%
FREET Y TIZEETE £,

TorILAY TURNTVAT T4 VEBERREFERT D E, UA LA

T4ILA* BRI OIRETEET, * A vbe—TUrRH ) 7
EETEET,

RET—Frox HFEDIP A v HZ—T =2 A AETIXIPA L H—T = A

4 ADITN—TEN L TA—=ILEZEELET,

BLIEHIMR 1.7 74V IMEEA v —T =2 AERELE T,

ey 2.7 hST Y RO ARHER A BE LT

B 71 B L UREHE:

el

ax ;&
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RALDR—X
D HIEfE
(Domain-based
Limits)

w2 87— 17512 [

RAAL VHALT, #EETS— bV =2/ BLOV AT A
BIROERT U by v NERE, T2 30 R
Tu7r AN BEMOTLS L7 7 LA
no/preferred/required % EFE L £ 7,

FAALR—=X
DIL—TFT 429
(Domain-based
routing)

TN =T REHEEESHRZT. FALTESY
TA=NEN—T 4T LET,

A a—NILEE
=1k (Global

FEDU A M- TxREEZ Fry 7 LET (VA
T LEREHRITRE) o

unsubscribe)

NTHUR FA BEREEA v B — DB T, U A —Hifr, %5
774 earyiro—nxzr MVEM, BEOAvyE—TV 74
(Bounce VAR TR EFRETT,

profiles)

* 26 OFEETIL, Quarantines &\ Fill7e X o —IZ A v —VEEFETEET,

=71 vissvmEsEoxt I}
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



