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[NV AR—=F 7 — 1A (Transport Gateway) |: EF A —NT—bT =A% TV

AR — 47— N = A F721% Smart Software Manager 7 7 A #%H T Cisco Smart Software
Manager |28t L £ 3, ZOF 7 a 2R LG, FIUVAR— M F—bbU oA F
721X Smart Software Manager 7 74 h® URL Z A/J LT 5 [OK] 27 V v 7§ 505
WY ET, ZOF 7T 2 VITHTTP BLOHTTPS AR — k LET, FIPS E— KDY
B, FIFUAR—=F F— M7 =AZHTTPS DA Z Y R—F LET, hTF L RAR—F F—
T = AIZDOWTHE,
Hitps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EZBLTLEEN,

nJAy VT UYL EMH LT, Cisco Smart Software Manager 78— 4 /L

LRT LEE
12| I


https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

| vz27LE8
sttrznzx |

(https://software.cisco.com/#module/SmartLicensing) (27 7 A LET, HLWF—7 %
YERS T BI2iE, ZOR—Z VD AT B vk (Virtnal Account) ]-X—IZBEI L T [4£
W (General) | Z 727 7 ®8ALET, I A—NT— b U= A HOBEA VA Z A
fkh—2rvmar—LET,

B A ALY ARG b — 7 L DOIERIZ W TR,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
BTSN,

ART9TE BEIA—NT = U =AIZRY, " A VAR ARG N — 7 U RO AT ET,

ATv 6 [Bék (Register) 1227 Vv LET,

AT9 T [A~—F VT hT =T T4 7 (Smart Software Licensing) ] -X—C, [T TIZHEHFES
NTWDELEIE, 2O A v AZ o A% FEG L £7 (Reregister this product instance if it is
already registered) | F = v 7Ry 7 A% AN LT, BEFA—NTF— b U oA ZEERKTDZ
L HT& E£9, Cisco Smart Software Manager TODFE T A —/L7— b = A OFHGEE (14 =—
V) ESRLTLIIESN,

RDBRY

LB G 1 23S 0 £, [AY— RV 7 b =T 54827 (SmartSoftware
Licensing) ] N— Y THE AT —F ALK R TEET,

\}

CB) Av—b Y7k 0=7 I8V 7 2AML, BT A—N7— bV =A% Cisco Smart
Software Manager |28 #% 7% & . Cisco Cloud Services 48— % /LS HBJHJIZ AN/ D, B A —
NT—= T = ARG SNET,

T4 ADEKR

BERT 0B APNEFIZET Lictk, BFA—NVT— U oA OWEED T A £ ZAZFR LT
NERBERNGEERHY 7,

FIE

AT9 1 [VRTLEE (System Administration) ]>[5 4 2 X (Licenses) ] 2R L 9,

ATy T2 [REOHE (EditSettings) 1227 U v27 LET,

RT9T3 BERTDHTA L ARZHET D [T4 B ADER/Y U—AZ (License Request/Release) ] 51D
Frxvl Ry I AEA AT LET,

ATy T4 [ZF (Submit) 127V v 7 LET,

LR LEHE
|


https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

DZSN & |
. Cisco Smart Software Manager 1 5 D EF A — /L7 — b = 1 DEHER

G¥) T 7 4/ Tk, A —/VALEE L Cisco Secure Email Gateway D /N0 2 AFGFED T A &
VAEFITEET, 2hbDT AR, Ak, EAME, £2030 Y — 29
HTENTEERA,

A — ) VALEE & Cisco Secure Email Gateway 0/ 77 2 ZARRFED T A & > A FEARH <2
AT TAT U AERITH Y ER A, TR REE A AT — U = A 12I3E
HAIvERE A,

RDBERY

FTA oA, HIRBEE-HBRONI a7 T 47 v AEK (00C) T— RIZZzY .,
£TA4 ¥ A230 BREIOMW TR 2SR S E T, AR L TN00C 1R o HFR o Hif
12, —EOMR (30 Bai, 15 HAG, 5 HAl, BXOERKH) TEINREFRINET,

OOC M THWIRIOFNWIRNWME L &, T4 B AFEHTE T, B2 FHTE R0 E
T, EEICH 9 —ET 7 ERATHITIE, CSSMA—X L TIA 8 AET v 77— LT, &
AEE T OLER DY £7,

Cisco Smart Software Manager ™ 5 D EF A — /LT — b = 1 DEEERR

FIE

AT9 T [VRTLEE (System Administration) [>[AYX—+rY T rD 75422224 (Smart
Software Licensing) ] Z3&R L £,

ATw T2 [77var (Action) | Rey 7 X UR NG, [BEAREER (Deregister) | Z &N L, [3E
7T (Go) 1227V v 7 LET,

ATw 73 [#EIE (Submit) 1227V v 27 LET,

Cisco Smart Software Manager TODEF A — /LT — kU 1 DEEE

FIE

ATy 1 [VRATLEE (System Administration) 1>[RAYX— btV I D754 22224 (Smart
Software Licensing) ] Zi®R L £,

RTwT2 [TV ar (Action) | Ray 7 X7 JA RPN, Bk (Register) &L, [FE1T (Go) ]
7V LET,

B o x7oEE



| vz27LE8
gzuzozz [

RDBERY

Bk~ v AZ-OTiL, Cisco Smart Software Manager CODFE - A — /L7 — 7 = A DXEk
(12~—=2) Z2ZRML TS,

EHEECE RV T Y FIZBNTE, BETFA— AT — V=AM DOREEX Y &y b LIERICET
A=NT = Y oA 2RI HENTEET,

CSSMTETFA—NT— T oA ZHETHANZDOHR, hT UV AR— NREEZELETETET,
Y

(B A= T4 AREREDN /2> TWDLEARIZOHR, N T U AR— FREEELHE TEE
T, B A—NT— N2 A NTTIZEEINTWDIEA, FTUVAR—MREEZEETHIZ
B A—NT — T oA OBEREMRRTOLENRHY ET, NTUAR—IRELZEEL
7RIS, BTA—NAT = T oA EERETILERS D 97,

N7 U AR— FREEZETE T 5 J1EIX, Cisco Smart Software Manager COFE - A —/L7 — k
VA DOBEESZRLTIEIN,

Foal & FEEAZE D E
Cisco Smart Software Manager T A —/L 7 — h U = A ZRER L72RIC, FEAFELZEH T X
D

N

GE)  EFA—NT— U= A BIEFICRERSNIRIZOS, BAEEZEHTEET,

FIE

ATY T [VRATLEE (System Administration) [>[AR— YT bz 7S54 2224 (Smart
Software Licensing) ] Z3&R L £,

RARTwT2 [FU3aY (Action) ] Key 7 X oy VR RND, @t 7 s a v ABRLET,
* it uft%;’/\ﬁ‘< E%ﬁ
« I 2 4 < IR

ATv 73 [BFH (Go) 127V vyr7 LET,

HWEES A ADFH
FA B ATRIOEIMEL (16 X—)

LR LEHE
|



DZSN & |
B 5t x38o0ant

TA B ATFRIORE (17 =)
e TABUATROEH (18 2—)
A ATROHEE (20 2—3)

« TA B ATRIOEMNE (21 ~—)

« VT ABE—RTDOIA B ZAFROAEMNME (21 <—2)

c VIFGARE—RTDIA L ATROEY (22 2—)

At RXAFHOETILE
1R BHIIZ
EA—NTF = Uz TAS—= T4 TE— RN TTITAENI/R>TWNWEZ & MR L
i‘j‘o

)

GE) CLI T license smart >enable reservation W7 a3~ REMH LT, #EZ7 AL A2 HZ)
W52 b TEET, MOV TIEL, CLIY 77 L AW A RO [The Commands: Reference
Examples] DD [Smart Software Licensing] &7 3 VA S L TS0,

FIE

ATYFT1 EA—NST—F T xAT[AT LERL (System Administration) |>[A~— K Y7~ =7
A+t (Smart Software Licensing) | X—JIZBE)I L £7,

ATY T2 [FFEIKANT A AT (Specific/Permanent License Reservation) 14 7' a > &8I L £,
AT 73 [ (Confirm) %27V w27 LET,

FAE L AFH (SLR £721XPLR) W E A—AF— T = A TEMNZRY £9,

RDBRY

« TA B ATRIOBEDLETT, SOV TE, (742 A PROBE (17 <—
V) | mBRLTIIZSN,

e MEZSE U T, EA—NATF — NI oA TIA BV ATPREEICTH LN TEXES, 3
MZONWTIX, 74 B ATRHOESLE 21 X—) 2L TIEEN,

LR LEHE
16| I



| vz27LE8

SA U RAFHDELE

5122231085 ||

1R BRI

VR T A ATH (SLR £721ZPLR) WME A—AVF— U= A THMNIR>TNEHZ &
PR LET,

\}

GE) CLI T license smart > request code 33di TN license smart > install authorization code %7
avy R LT, MEET A A e BT 52 &b TEET, MOV TIE, CLI Y
75 V> AJIA R® [The Commands: Reference Examples] D@ [Smart Software Licensing |
7 arESRLTIZEN,
F&

ATYT1 EA—NTF—F U= TV AT LEH (System Administration) |>[A~—F V7 hU =7 7
A+t (Smart Software Licensing) | X—JIZBEI L £7,

ATw T2 ek (Register) 1227V v LET,
ATv T3 [2—FR&abt— (CopyCode) |27 U7 LT, V/TAa—Rzat—LFET,

G¥) Ba— REART512%, V7R ha— K& CSSMAN— & )L T4 2 L8N

Di‘g—O

GE) WREA— R & A VA M= VT OMBERHDH L amRT VAT LT 77— S 24 i

TLITHEESNET,

ATy T4 Next|] 227 Vw7 LET,
GE) [Fv>t/L (Cancel) |RZ %227 Vw7 35L, VA ha—RKRxy kL

EnFET, BFA— AT =MV oA ICHGEa— K (CSSMA—# VL THERK) &A1 v
AR—=NTHZELEFTEERA, BIA—NTF—F VA TYIZZA Fa— KRR
Xy B ENTH, TRELTA o A 52HIRT 5121%. Cisco TAC IZBRIVE
HOELTZEN,

x%vjscwa AVZBENL T, BEOHEEE 1T T X TOMED T A B 22 THT B2 DK

|:u [\

— F&AERLET,

G¥) AR — ROERFIEOFANZOWTIE, A~v~—bs VY7 T T4 V07

F T A~ 7 (cisco.com) IZdHDH~ILVT KF o A2 hO Inventory: License Tab
> Reservelicenses v 7 > a VAR LTS E &,

ATFYT6 OWTNILDHET, CSSMBA—ZANERELFARE I — REZERA— LA — 7 = A28
D FHF £,

s KR — F‘%i’ a2 — L CHEY fF1F %5 (Copy and Paste authorizationc code) |4 7' =z > % &

WL, [KBa— REa— LAY {417 % (Copy and Paste authorization code) ] 47" =
YDOTFDTHRANRY 7 AN A — R0 T £,

227058 |}


https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/

DZSN & |
B s tox3u0mEs

[VAT LN BAFR 2 — R%E T v 7m— K (Upload authorization code from the system) |4~
varEERL, [77 A VDER (ChooseFile) 127 U v/ LTHEKRa—FR&ET7 v 7 o—
FLET,

ATw T [K#Ba— K& A A h—/L (Install Authorization Code) 1% 27 U v 7 L £,

G¥) WAEA— Rz A VA =T 5L Av— b=V PR TA B A TPRZIER
WA A=V LT EZRT AT AT 77— MEZIT]Y £,

VB2 T A7 ATH) (SLR £721EPLR) WNE A — A7 — U = A IS T ET, SLR
T, TRELDODTA B ADIRN [T TAT 2 ATTREH (Reserved in Compliance) |
REBIZBATLET, PLROBFE, ETA—NT— b VoA DT RTOIA AN [2TT
AT ATTHIFEH (Reserved in Compliance) ]IREEIZEITL £,

\}

GE) [T T4 7 ATTHIEA (Reserved In Compliance) JIRAEIEL, B A—AF— b= AN
T4 ADHER ZFFR SN TWD Z L& RLET,

RDEZRY

o (SLROARIZHEM) MBI LT, I4 BV AFRE2FEHRTEET, FFHIOWVTIL,
FTAB U ATRIOEGH (18 2—) 2BML T &N,

« (SLREBELOCPLRIZEH)  HEILLUT, IFA4 BV A PR EHIBRTE £, FFMco
WTHE, 74 ATFROHIER 20 X—) 2L T I,

S EA—NT— Tz TIA B ATRIEENZTHZ ENTEET, FEHICO VT,
S AU ATFRIOES L 21 2—) ZBBLTLLEEN,

SAEURAFHOEH
HLUWBED S A B 22 TRLTY . BREOMTFEOIA B ATHEEFR LY TS,

\}

CE)  REITA B ATFROLZEHTE, KATA B ATPRITEHRTE £ A,

\)

GE) CLI T license smart >reauthorize YT a<vw s REEALT, 48 ATPREERTH L
HTEET, FFMCOVWTIE, CLIY 77 L2 AH A R [The Commands: Reference Examples |
DED [Smart Software Licensing] 7 v 2 v EERLTLEEW,

LRT LEE
1| I



| vz27LE8

ATy

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATy 717

ATvT8
ATvT9

sseo230Es ]

FIE

CSSMA—=Z /BB L T, T TIZFRIELADT A £ R 2T+ 2720 DHEGE = — N a4k
L/iﬁ‘o
GE) KR — FOAERGIEDFHFMZOWTIR, Avx—F Y7 =T T4 07
F T A ~)LT (cisco.com) (Z&HDH~LVT RF 2 A RO Inventory: Product
Instances Tab > Update Reserved Licenses & 7 3 a2 V #ZH L T &0,

CSSM AR—H b EfG LI ARBa— RNEa e —LET,
EAXA—NVF—F Tz T[TATLEH (System Administration) |>[A~—k Y7 ho =T T
A&7 (Smart Software Licensing) ] X—IZBEIL £,
[7 7> ay (Action) | Kry 7 XU R )G AR (Reauthorize) | 23BN L, [FAT
(GO) 127V v LET,
ROWFTNDDITIET, CSSMA—=FZNNLIGE LIKR 2 — K2 EA— /L7 — b U A28
DHFET,
c[KBa— REZav— L CHEY {17 % (Copyand Paste authorizationc code) |14 7' = > %8
WL, [KiBa— RE2av— LAY {117 % (Copy and Paste authorization code) ] 47" =
YOFDOTHANR Y7 ANERa— K& T £,

[P AT L BIKGRa— K& 7 v 7'm— R (Upload authorization code from the system) |4~
varEERL, [77 A /VOER (ChooseFile) 127V v/ LTHERa—RET v 7 o—
KLZET,

[FF&F2 (Re-authorize) | %#7 V v 27 LET,

[7—FZ=at— (CopyCode) 127U v/ LT, HR=a—FEeat—LET,

GE) TA VL ATFREFEHTDICIE, CSSMA—Z VR 2 — REH AT 208N H
D ET,

[OK1 %27 U v 7 LET,

EA—=NT = U= ADOEME LR = — R4 CSSM AR—Z LIZiBINL £7,

GE) i 72— ROBIMFEDOFEMIZOWTIL, Av—F YT U7 I8

Fr T A~ (cisco.com) [ZHDH~LT KE = A kD Inventory: Product
Instances Tab > Update Reserved Licenses 7 7 3 3 VA B L T 72 &0,

TABCATRIDEFINET, PRELTABCRE, [T T4 TV ATTIPRIER
(Reserved in Compliance) JMREEICEATL 7, PRI TH2RNT A& 1L [RAFE (Not
Authorized) ]IRREICEATL £,

\}

GE)  [A&FE (NotAuthorized) IRREIX, BT A—NT— U oA BPEET A B A2 TR L TR

WZ EtERLET,

227058 |}


https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/

DZSN & |
B s tx3u08r

RDBERY

« (SLRBELOPLRIZEA)  BFEIHL T, A4 BV A PREZHIBRTE 9, 5o
WTIE, 74 B AFROBIRE 20 2—) 2B LTI 7EEN,

S EA—NT— T2 TIA B ATREBEDZTEZ ENTEET, GO VLTI,
FA U ATFROEY Y 21 <—) ZFER LT EEN,
4t AFHDHEIR

EA=/VT— b= THHI/RS> TODRED T A B AFRIETNTKAT A £ ADTH
ZHIFRTE £,

N

CGF) CLI T license smart > return reservation YT aw F%ﬁﬂ% LT, 94X O)?’/{ﬁ/‘j{/ﬁu
g 52 &b TEET, FEMIcOVTIL, CLIVU 77 L2 25 A RO [The Commands: Reference
Examples|] DFE D [Smart Software Licensing] &7 v a U E S L T 2S00,

FIE

ATYFT1 EA—NF—F Uz A T[VAT LEH (System Administration) |>[A~— K Y7 b =7 7
A+t (Smart Software Licensing) | ~X— JIZBEI L £7,

ATY T2 [T/ ar (Action) | Fay X JA NS Z—2a—FK (Returncode) &R L,
[31T (GO) 1 =27 Vw7 LET,
ATYF3 [2—FK%Zabt— (CopyCode) 127 V7 LT, V¥ —ra—Rzabt—L%E7,
G¥) T4V ATTREHERT DI2IE, CSSMAR—Z M) X —r a— R+ 5 0%
NHYET,
G¥) Aw— b=V MR OY X — a— REEFICAERLIEZZ L 2RTT 77—
FRZ—F—ZEE S NET,
ATy T4 [OK] %7V w7 LET,
ATY TS EA—NT = T2 ADLEELEY ¥ —2a— K& CSSM R—# )VITEBIML £,
GE) & —ra— ROBMFEOFHFMIONTIZ, Av—h VY7 y=T T4k R
F T A~ (cisco.com) IZdHDH~ILT R¥ o A KO Inventory: Product
Instances Tab > Removing a Product Instance = 7 3 2 VB L T 72 &0,

T A=Y= F T x A TPRERTOS T4 L2 AHIR SR, FIMREICET L £,
Y

GE) WiFa—RETTICA A =L, A BV ATFHEADNTLTWDLEE . T Z136%)
T A v RERD [BRERE A REICHEEBINICBITLET,

B o x7LoEE I


https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/

| v2x7088
ssevaxstomnt |

AU AFHOEDEE
EA—NTF = U2, TIA VUV ATREZENNTHZ ENTEET,

N\

GE) CLI T license smart > disable reservation YT a<w s REFEH LT, 7948 A2 ES)
WZT5Z2 b TEFET, SOV TIX, CLIY 77 L AH A KD [The Commands: Reference
Examples] DD [Smart Software Licensing] 7 3 U E S L T ZS 0,

FIE

ATYT1 EA—NTF—F U= T[vATLEM (System Administration) |>[A~—F VY7 hU =7 7
A+t (Smart Software Licensing) | X—JIZBEI L £7,

RTw T2 [BEE— K (Registration Mode) |7 4 —/L K T[H# A 7 DZH (Change Type) 1227V v 7 L

*7,

AT v T3 [BEET— FDZLF (Change registration mode) | %A 7 1 7R v 7 AT [%15 (Submit) | %7
Uy 7 LET,
GE) e VxR ha—RFREERL, FA4 B ATPREESCTDE, Eksniz) 7

TR ha—RNZEBMIZF Yy ELENE T,

FEHa— REA A =L LTIA B AFREZENCTLE, TRENET
A ATEFA—NT = U oA IR EINET,

PAET— RBA VA M= ENTNT, Av—hT—T x> b [EKRHE
(Authorized) JRRETH L GG, TAH) (%) KREBIZEY £,

EA—NTF =1+ U2 TITA BV ATFRINENI/RD E9,
JSABE—KRTOIA U RAFHOEDE
TG ARNDEL L DIA VL ATRERENCTH I ENTXET,

N

GE) CLI T license smart > enable reservation YT av s REERALT, 7T AXNOE~Y TV
DIARATRIEANITHZLHTEET, FHMICONTEL, CLIV 77 LU AHA KD
[The Commands: Reference Examples| D # ¢ [Smart Software Licensing] £ 7 > a > 2 &ML
TLTEENY,

227058 |}



DZSN & |

B /x5 rcosserzxFunmmt

ATy

ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

ATy 717

FIE

274 L TWALEFA—NT = T2 TV ITAZE—RNLY Y = NI EZE
R

07 A L TWBE A= NI — Tz T[VATLEH (System Administration) ]>[A~—
NY 7 =T FA4&2 7 (Smart Software Licensing) | X—JIZBEI L £7°,

[RFE/IKNT A & AFH) (Specific/Permanent License Reservation) |4 7> = VA3 L 77,

[ TAZADE~YT DT A AT %ZA%E (Enable license reservation for all machines in
thecluster) | F =y 7Ry 7 A% A4 I LET,

[f38 (Confirm) 1%#7 VU v 7 LET,
I I ABENDES L DTA T ATRIDEINI Y 1,

TAB L ATRIORE (17 ~—) OFIEEZSZRLT, e /A LIEEA—AVT— U= A
DHEEET A B A& TRILET,

(A7 ay) Z2I3AZNOMOES L NTHONWT, RTFYT6E2BVIRLET,

RDEZRY

o (SLROARIZHEM)  MBEIL LT, ZITAXNOEYY L DITA R ATRERFTE
9, FHMHICOVWTIE, A BV ATROEDF (18 2—) ZBRL T ZEN,

DSREIE—FTODTA U RFHDOENIE

JITGAARNDESL L DITA B ATREEGNZTHZ ENTEET,

\}

GE)

ATy T

ATy T2

ATvT3

CLI T license smart >disable reservation VT av s REHLT, 77 AFNOE~Y T~
DTA B ATRERINST L2 b TEET, MO NTIE, CLIY 77 LU ATA RO
[The Commands: Reference Examples| D& [Smart Software Licensing] &7 v a »&Z&MR L

TLEEW,

FIE

07 A L TWABE A= NI — b Tz T[AT LEH (System Administration) |>[A~—
MY 7 72T 4% 7 (Smart Software Licensing) | X—IZBEIL £77,

[ FAZNDOEZT DT At A TR %Z DL (Disable license reservation for all machines in
the cluster) | F=v /Ry 7 A%t Nz LET,

[&§kE— K (Registration Mode) | 7 4 —/V RC[¥ A 7 DZH (Change Type) 1 %7 U v 7 L
£7,

B o x7oEE



| vz27LE8

75—+ B

ATY T4 [BEE— ROZLHE (Change registration mode) ] %A 7 1 7' 7R v 7/ AT [%1F (Submit) ] &7
Vw27 LET,

I GABRNDESL DT AT ATRIDENI 20 £,

RDYF VA TEMPEE S NET,
s Av— b YT =T TA RV UTBIERICAEMEES -
A=KV TR =T TA RV T ORI LT
o FEAM I 23 B AR S T
o FEMEIR 234 T Lz GREMEIR F 3 L OHIRIE TR — & O RIFR CT#E)
« IEFIZBER ST
« BERIT R L7

EFICERAEE T

FRREIZ R L7

o IEFIBREREIR S L7

o BRERFREBRIC B L 72

« ID REIENIER ICH B S e

« ID RERAFE DO FHTIZ KA L 72

FRRED A LR G 7=

« ID GERAE DA DI R Bl 7z

s AT TAT U RBEMMTHIBOWIRNYIN: (207747 v AEKMETHRFB IO
WA T BRI — & O [ TE(E)

BRI BT 5 B0 A © A 4 o ABFAE L

* [SLR 3 X O'PLR O A2 H  (Applicable for SLR and PLR only) ]: U 7 =& k22— K4
FRARIZRRBFE T — R A A b=V ENET,

* [SLR 33 X O'PLR O # |2 A (Applicable for SLR and PLR only) ] : #8FE=2— K31 A h—
MENET,

* [SLR 38 X O'PLR O AT (Applicable for SLR and PLR only) ]: U % —> 22— RS IEH
WZAERRSE LT,

* [SLR ®Z|Zi# M (Applicable for SLR only) | : FfE DHERE T A & 2 A D THIDHREIL T
‘j‘o

LR LEHE
|



B x=-tz—vzoroEs

AYX—hbIT—C1Y

DZSN & |

[SLR O#A|Zi# i (Applicable for SLR only) ]: FHIZN TV DHFEDIERET A B 2D
BRI EIN D RNZIEE SN DT 7 — F OB,

~ DEH

BAIA—NT =R T2 VAPV ENTWNWDHAY— T =T hONN—V g VB2 EH
THI1E,. WOFIEEZFETLET,

FIE

ATy T [VRATLEE (System Administration) 1>[RAYX— btV T bz T75/4 22225 (Smart
Software Licensing) ] Zi®R L £,

AT T2 [AR—FI—P Y FOEHAT—H X (Smart Agent Update Status) &7 > a T, [§F
CEFHF (UpdateNow) 1227 VU w7 L, 7rE®RIZHEWVET,

GE) CLI =~ R saveconfig ZfiH LT, FIL [V RATLEE (System

Administration) ]> [EXE#H < ') — (Configuration Summary) ] Zf#f L C Web
VHE—T oA ARATRELLELZRFLLO LT DL, Av— b T A ABH#HD
REITRF SN ER A,

DI3RAR E—FTDAIYI—F 514X

7 TAZERTIE, Av— K YT T T4V UTERHIZLT, TRTOVT %
[RIFF1Z Cisco Smart Software Manager (286 CT& £7°,

FE :

1.

RIA L LTWOEFA—NT = V=2 T FAZE—RINbY Y E— RICHID R
ij‘o

[ AT LEH (System Administration) |>[A~— Y7 h7 =7 7422 (Smart
Software Licensing) | -X—IZBE L £7,

(47 (Enable) 1% Y v 7 LET,

[ FAZANDTRTOYY Y TAY— N T =T 7480 T EHMZT S (Enable
Smart Software Licensing on all machines in the cluster) | = v 7Ry 7 A& 41 LET,

OK1 %27 U w7 LET,

[ FAZNDOYY U BIKTAY— N T MU =T FA4 8 T8k T 5 (Register
Smart Software Licensing across machines in cluster) | F = v 7 Ry 7 A& A I L ET,

[&&k (Register) 1227 U v 7 LET,

B o x7oEE



| vz27LE8

1

*E =

[ixy ==K

FEEFA—LY—toz1051t02 ||

\)

GE) CLI T license smart A RZEH LT, A~— MY T o7 FA4 8V TEAHTL

TIR_RCO~ ¥ &[RRI Cisco Smart Software Manager (Z 8 &k T £97,

\)

GE) I I72RFEETIE, A~— M VY7 2T T4 VT EADICLT, TRTHOSI %

fE%111Z Cisco Smart Software Manager ([Z8B&k+ 52 L b TEET, 7V IAXE— RTDOAVY— L
TAB AT, FEDEFA—NT— VA0 LTAY— T B AERET
XFET, EBIANT— R v=Allul AL, JTAZOMDOBEBFA—NT— b T oAI21
DFTOT I EALT, MDETFA—NT = NI =A P07 T 5 AY—FTA
U ABRRERECEET,

FEACOWVWTIE, 7 T AZ B L2 REPREHEEZ S L T Z &0,

BFA—ILT—bFOTA DA R

FIEEBAFA—NT— R =AM DEY 8T v 7T AfFHIZOWTIX,  [Cisco Content
Security Virtual AppliancelngtallationGuide] &L T3V, ZO~== 7/, IZRES
NTOWBEHINOAFTTEET,

)

GE) (RHHEEFANTF—F"T2ADTARVAEAL VA M=VT BN, T =AY ER—=+D

VHANERLSZE, FREVAT Ay N v T U4 = REFEITTHZLIITEEEA,

REEFA—ILST—F,I9T4 DA ADEZHEAR

WREBFA—NT— b T =2ADTA B ADOFHHRNEIN TS 180 HE, ZDETFA—V
F=r U xA13Ex 2V T AP —ERRLTA—LORMEZFITLET, ZOHBET., X
Vo7 4 =B R TEHINEE A,

FTA o AOFERHRNEII DR A5 180 HEf, 150 HAET. 120 HAT. 90 HAG. 60 H@El, 30
HAEl. 15 HAL. S BHEL, 1 HEL, BIPROBENCT 7— F2EEINET, 2. BPHMO
BTIiZoWTh, FLMBETTY 7— M EEESNET, ik, [ AT A (System) %A
7. [EK (Critical) |EKEL~)VLDT T — M TY, MEEICT 77— FBNEL L2275
77— MZEFOEM (61 X—) ML TIIEIN,

INBEDTIT— MIVATA v b SNET,

e D7 A AX—=0, (RBETA—NLT— F¢14®74t/xi0%% ZHARREIIC 7
ZERBVET, ZHODOHEGHENESNWTEBHEICEH, TI9— MR REENET,

227058 |}
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B s=orroe

BE

EHEITTFAIL

Cei

DZSN & |

] =

AR A A — /7 — b = A TD AsyncOS DIETLIN T A & 2 AT B % LT 5 Al ek
(54 ~—73)

DEHE

A=NT = T2 ANOTXTOREIL, 1 DOREZ 7 A NVTEHRTEES, 2077

A )X Extensible Markup Language (XML) B CRFEEINET,

ZD

77 A MTROER D TFIETHEI T £,

CRET TANENDY AT WIRAF L, BERRET — 2Ny 7T v TBIOREFTE

F9, ETANTF = U= ORTEEMEZLT-GE., RELEEFTOZ 7 4 Fal—
vay ZrAN Ta—n Ry 2y | TxXFET,

WFEOaV T 4 Fal—vary Ty A N EX e —RL, BFA—NAT—PFT=AD

REEKZRZRIHERTEET, LW I UHFDLLIT, XML 7 7 A V& EHE L
VT HEENGENTVET)  BEEOREICI~A T — 27— @ANRL) B
HolGh. ZOWENR N T TN a—T 4 VTSI ENH Y £7,

WFEOa T 4 X2l —vary TrA NN ELA T E—RL, BEENMAZTCHL EFA—

NTF—= R Y2 AT v 7 a— RNTEET, ZOGEAIR, FEMICEEDEEEZIT D 72DIZ
CLI & Web A X —T A ADMW N [X432] SnET,

*FIPT 7t AL TREZ 7 ANVEERET v 70— KLY, REZ 7 A NVO—HE

Foid ez CLICESEAE Y 1720 TE £,

s 77 AMEIXMLIEXTHDLT-0, HET7ANDTXTOXML T 47 4 ZEFRT

XMLEZE T 7 1)

%, BT 54172 Document Type Definition (DTD) Higfli&iuE 3, XML &ZE T 7 A
ILET v — RTAHENCZODIDE# A 72— RLTXMLEAREY 7 AV EHEHETX F
T (XML fRFEY —/VidA X —F v P CRHEIZAFTEET) |

LEFERLE-ESROEFA—ILSY— 9T /M DEE

cHLBEFANT = MU= ADORFEORET 7 A VeV rr— KL, BEZTV, Bl

DEFA=NT =T =T v 7 r—RTEET, ZHUTLY, BROEFA—NT—
FY =2 A DA A M= VEfRICETE D X012 4, BrRTIE, REZ 7ML
ZCX VY —=RXBEFA=NT—RT A5 M Y —X Cisco Secure Manager Email and
Web Gateway (22— R CT& EH A,

cHDETA—NT = MU= ADBF T u— FENEBGFORET 7 A Va, BEOV T

7=k
A%
Y

lZ=

B o x7LoEE

v vaiipETEEYT, (BEOBTA AT U zABRED) T XTOETA—
N —F 2 THBETIHZNODE 7 a v Z2EEL, Y77 a v OEFRICZ
LD VarEMOBETA—NT — T o2 — R TEXET,

ZIX. GlobalUnsubscribe 2~ > K& 7T A T H72DICT A MRIKTCEFA—NVTF— b=
fERACcEET, Fao—UEMEEIEY X N E@EUICEE LEEAIE. TA META—L
Ny DT a— VEEEILREE 7 a V2T R COEBBEFA—VTF— U= A
— R CT&EET,



| vz27LE8
avIs¥aL—varrriroez [

a4 XaL—3r IJ7MIILDERE

B AN = T oA TREZ 7 A NVEEHRT DI, [AT LER (System
Administration) ]> [~ 7 A /v (Configuration File) ] 7% 7w LET,

[BXE 7 7 A /v (Configuration File) ] X—IZi%, ROEI v a U BNEENTHET,

« RAEDFKE (Current Configuration) | : BIEDRRE Y 7 A VA RFIRB L= 7 AR — h
LTI LET,
s [(XE% 27— F (Load Configuration) |: BRE7 7 A NVEKEIT—H A2 — FT5720DIC
AL ET,
[y Fa—HYt—T VA NTrv I AT —FX—2 (AXAWERE)  (End-User
Safelist/Blocklist Database (Spam Quarantine)) | : &EAHIZ DWW TCiX, E—7 U A B LT
2y 7 YA NEMEHLULEEEEICESSETFA—NEEORIBB L OE—7U X M7 r Yy
JUVARANDNy 7T v T EEIESRLTIEIN,

s [RETHEHDY £~ b (Reset Configuration) | : BEDFRE & HATKET 7 4+ /L MEIZY & v
LD LEST (VY MINCRELZRET DLERH Y £7) .

S

GE) R —CLaFAEITRIE T 7 A NV E AL A 7 L —X LT, L E 72\ PEM BT
EOHNET,

ESPERENS

cBUEDOBRET 7 A VORGEBL AT 7 2R —F (27 <—)
ea 7 4 FXal—ary TrAOr—FK (28 X—)
CRET T ANDA—LIEE (28 =)
cHIEOREDY £ b (31 =)

BEDHREI7AILORES LV Y RKR—

[ RTLEE (System Administration) ]1>[E&%E 7 7 4 JL (Configuration File) ] ~—<" ™ [3]
EDERE (CurrentConfiguration) |Otv 7 v a v aMHTH L, BEORET 7 A VE, B—
AN AMRIELTZY  BEFA—NT— T =A ThRAFLTZYD  (FTP/SCP/L— | @ configuration
TALVYZ RVIRGEESNET) | HEINLT RLRIZETF ALV TERFELEY TEET,

ROTERIT, BET 7 A WITRF SN EE Ao

cURL7 4 V& U v ZHRETHEH SN D —E R L D& X o 7 lE I S L 55,
o [T 7 =AY AR— MIEWEDHE S (Contact Technical Support) ] ~S— UIZRAF Z LT
% CCO ——#—1ID & &K ID,

[REZ 7 A NVHND/NRAT L—R%[Z7 (Mask passphrases in the Configuration Files) ] F = » 7
Ry A% 7Y w7 LT, 2—FORAT L —Re<w AT TXET, AT L —X5b~<vA7T
DL, LOREFALINIZNSAT L—XR, TJ AR — METIRFEI NI T 7 A /LT [okx)
WCEEHZONET, 72720, RXRATL—ARY AT SNTRET 7 A V% AsyncOS I[ZH O
H— RT3 ZLETERNILITERELTIEIN,

LR LEHE
|
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DZSN & |

B scorrox—nigeE

[RET 7 A NVHND/RA T L—X%[27 (Encrypt passphrases in the Configuration Files) ] = >
IRy A% Yy 7 LT, 2=FDNRAT =R~ A7 TEET, RIC, BEElbsnd,
RETZT7ANVHAOEEREF 2T 4 NTA—ZERLET,

s SERAE DR 5 —

* RADIUS /XA T — K

e LDAP A RDONNATU— R

e — N Z—HPFDO/NNAT — KD/ Ny o

« SNMP /XA U — K

* DK/DKIM &4, % —

« &[5 SMTP B/ S A U — R

* PostX K5 5{b % —

e PostX B Bt 3 NRRAU— |

cFIP Vv vanaZ 727 )T g ONRAT—R

o [PMI LAN /XA U —

« 7 v ST —4 $—,3D URL

ZHUZ, saveconfig 2~ RZMHL Ca~r RIAL o A F—T oA ATHERTE LT,

T7AILDA—)LIEIE

[ A7 L (System Administration) ]>[FXZE 7 7 A /L (Configuration File) ] D [7 7 A /L%
A—/LCi#EF (Emailfileto) 17 4 —/L R&ZEHT 575, mailconfig 2~ RaEfH LT, B
DEREERT 7 7 AN E L Ta—PIZA—NEFTEET,

aAVI4FXalL—3arIJrA4)loa—F

[ AT LB (System Administration) ]>[FXE 7 7 1 /L (Configuration File) ] -~X— D [FZE
% v — R (Load Configuration) |27 v a v ZFEH LT, HILVREBHREE A —NLT—F
JxAlZa— RNLFET, ZiL. loadconfig A~ FefFEH L Ca~v R/ v A v X —T =
AATHHERTE XTI,

BEHIIRD 3 > ONTRhD FETe— RTxE4,

e configuration 7 A L7 R UIZHHFREKM L, 7 v a— K45,
CRETTANER =TI TV UNBLEET v T u— R D,
« BOETE Rz B T B,

)

GE)

INAT L—RAINV AT ENTZHRET 7 A MTe— RTEEHA,

JITAZE—RTIE, 7 I7AZELITETFA—NT = U2 DWVTADORELEZ T — KT 50
EBERTEET, 7 I7RAIREET— FTLHFIEICOWTIE, 77 AZfLSNZEF A=V
T—=hVzADREDR— FEZBRL TSN,

EDOFEDLHAETH, RED LEIZRDZ 7 Z 5 LR H Y £7,

B or7LEE
I
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| vz27LE8

avrs®ar—varraroa—F I

<?xml version="1.0" encoding="IS0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML

</config>

</config> P UH ZIIREHROBRICIHET D LENH Y £9, XMLEXOfEIX, &1 A—L
=K = A D configuration 7 4 L7 kU (Z&H % DTD (Document Type Definition) % fif f L
T B X OMIEENET, DID 7 7 A L DAHINE config.dtd TJ o loadconfig I v¥ v K&
L EXIZa~vy R4 U THRGES 7 —n#iE S -56,. BERiIFr—FEShEHEA, &
T ANET T o— RFBRNC, B AT — F = A DIETDID & ¥ a—
L., HREZ7 7 A NVERGETE ET,

U\'ﬂ—ﬂO)jﬁffo)%é\T%\ &E77/l)ﬂ/ M—: (%J:ﬁ[i@& 7(3?)5 <config></config> Fﬁﬁfﬁ
FINTMER) FEHRET 7 A4 LD complete B L N unique 7727 v a v (ERROESH
77j)/é\ij’b\ <config></config> &7?‘”:{?@?5%6\) ;:‘_—’/( :/7j70‘_ ]\VC% i‘h

lcomplete (584%) | &LiX, DTD CEZRINIY T 7 v a v OGY VB IO T ¥ 72k
DEENDZEEBEHRLET, 1oL 2iE, WONEFEET v 7'a— RELITMITLET,

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosu

</config>

DEEE, 7y 7 r— FRICHEE= 7 =28 ELE T, L

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosupport enabled>

</config>

ZO%GEE, BRET T =2 RAELEE A,

funique (—&) | &, 7y 7v—FELBMOVMTONDIBET 7 A NVOYTEY v a v
D, HEELTERUTRNVIEZERLET, e xIE, VAT AT DODERA M LIEF

227058 |}



DZSN & |
B zesvcamant-ay

DI ENTE 721/‘7’?_5{)\ &@W?g (E%k <config></config> ’77%@@’) %777073“‘ ]\'@‘
5 Z LIEAE T,

<hostname>mail4.example.com</hostname>

FRONBTHFESINET, 2L, VAT ATIIERDO Y AT —%2EHRTE 520 (VA
T LICBRDIZEET VA T T ANERINET) |

<rat>
<rat_entry>
<rat_ address>ALL</rat_ address>
<access>RELAY</access>
</rat_entry>

</rat>
FRONELETZT v 7a— N5 2 LI3ZEN LRI, 172 R TH> THEFA
SNEHA,

AN

FE ORETFANERIIRET 7ANDY T s a7 v ra— REFIITT 2581, &
P ORBEMEND D, IRESNTOVRWEEREEINDL Z ER”HD £,
RET 7 ANDT 4 AZFEHRDOEN Y Y THR, BIEBTA AT — R U oA IRGFESNTND
T—HDOELD LNIWGE, BRET 7 ANVTHRESNZ 4+ —Z il 372912, kbihn
T— X NHIBRS I ET,

EHAT EEB SN2
REZT7ANDE T a7 v — RERITHBITT5258IXEENNLETT, ¥ 728D
Nk, ar7 4 Fal—var 7 rANDT v — RRICREDENEEINEY A, 2
L, ZAX T EED5 L, REORENEHINET,

7= & z2 03,

<listeners></listeners>

FRONKZT v 7a—RFF5E AT LNLTXTOY AT —RHlRShE T,

A

AR RETFANOY T RIS ET v Fa—RLin, BE0fHiF=0 LizE. Web A o & —
T oA AEIICLINLEIR S, KEOERET —FPEISNDZ ENRHY T, BloTn
fan, SUTNAA B =Tz A, FRITEHER—PFOT 74V bRELHEH L CEFA—
N — N 2 A ICHER T WG AIE, Z20a~vy R TH—E 227 42—/ LRNT
LIZEW, F72, DID TEHRSINTZRTEEXID LS DML RWERIE, Z0oa~<r RefH
LBRNWTLZEN, FILWREZ 7 A NVET v7a— RT LRI, WTRET —F &2y
Ty LTLIEZ,

LR LEHE
T I



| vz27LE8
Ny 4725y TvarnszIL—2on—kiontoxEsE [

O3 IRHYT a3 DRI L—XDA—KRIZDONWTDIEEE

INATL—=ANRERa 7Y T A7 ) Frarzgiear74Xal—var 7y )Ven—
FLEDELTS (& xiE FIPY v ¥ 2 %ff/) | loadconfig 2~ > RIIAP R/ AT L—
RNZONWTELE LEY A, FIPZ v a DKL, logeonfig =~ REEH L TIELWIRAT
L—RXERET D FE THENERINET,

XFty b Ioa—T4 0TIV TOEESIE

XML 227 4 ¥al—3ar 77400 lencoding] ML, 77 A VEA4T T A L THE
FTOHLEDIEH L TWLXFtE Yy MERZRLS, (1so-8ss9-1] THLHILERHY 7,
showconfig I ¥ K. saveconfig I ¥ K. E£720% mailconfig A~ R&EFITT BN~
yAa—T 4 VTRBUERT FANVTHREIND Z LITEE LTIV,

<?xml version="1.0" encoding="ISO-8859-1"?>

BRFR T, 2O a—7 4 v P afoRET 7 ANETFen— RTEET,

ESPERLY=!
« VT AGMEENIZEFA—NT =PV = A DFREDHT— R

WEDEED) Y k

BHEOREZ VY M2 &, BT AT — b U oA BILOHRRT 7 40 MEIZRED %
To Uty M ORNIREZRGFTDLENDHY £9, GUITZORY 2L TixEr U
Ty FFLZ8IE 7T AZ Y RETIIIAR—- PSR TWEREA,

HIFTREFOYIHPRE~D Y £ b 4 _=2) ZZRL TS,

HEIT7AILDRT

RET 7 A /VOFEMIL, showconfig I~ REFH L TOAELRTE E T, showconfig I~V
NiZ, BIEORELXWEEICH I LET,

mail3.example.com> showconfig

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--

Product: IronPort model number Messaging Gateway Appliance (tm)

Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

LR LEHE
|
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DZSN & |
. [5%E 7 7 4 JL (Configuration File) ] R—

[2%F 7 7 4 )L (Configuration File) 1 R—

RET 7 A NVOEH (26 ~—)

« HERFOBRE~D Vv b (4 =)

=TV ANTuY I YA NDNRYIT w7 EHEIT

T ARV EEDEE

s REEEA—N T =T xADRH) FEHATRERT 4 A7 O (32 X—)
o T 4 AV FIROEHEORREBLOEIV YK T (33—)

c DD Y +—H DT 4 AT FHMOEH (33 X—)

T A AV FIBICEET AT T — FOZFEOMR (34 X—)

REBEA—ILT— b0 ADH) ERATIRELGT « XU BEDEN

ESXi5.5 8L VMFS 5 # EATT HMAEE A —/V 7 — U= A DA 2TBEMZ DT 4 A

ﬁﬁméﬁwéfé EMNTEET, ESXis1 2FATTDE A= F— bV =A DEEIL2
ICHIRR S E T

RABE A=V T =T =A AV RAZ AT 4 A7 IR EBINT 5121E, ROFIEZ FAT

£

\)

GCE) T4 RZHEEOHBIZY R— SN TOETA, SOV TIE, VMware D~ == 7 V%5
FRLTLIZE,

I L& BHIIC
WEEIRBINT 4 A7 SHIk A EEICHRFT LT,

FIE

ATFYT1 EA— N T =P U2 A DALV AL AT S-FET,
ATw T2 VMware MR 22 —F7 4 VT 4 FITE Y — L2 L TF 4 A7 @B Z 2L £,
VMware D~ == 7 )V TIRAET 4 A 7B EOETIZEAT A 1EHRESR LT EEW, ESXis5

BT 5 Z oL, VY —ADOKEATIL, http:/pubs.vmware.com/vsphere-55/index.jsp?topic=
%?2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FDODE39ES57.html

TZMBARET L,

LRT LEE
EE I
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FezygomREorRsLvaY LT |

AT9 T3 [VAT LEE (System Administration) ]>[7 4 A 7 %2 (Disk Management) [\ ZBEE) L T, &
HANAEBKMEINT-Z L 2R LET,

TARVBEEOERRORTELVEIYVET

EA=NVT =0 =A T, BETEHNSNDIFHEEICT A7 HBERVETHIET, 74
A7 EMREZRELTE 7,

B8 BIEFIR

e BV —BERADT 4 AV |[VAT LEE (System Administration) ]>[7 4 A 7 & H (Disk
W x—» EBEOMHH |Management) ] IZBEIL 97,
ReFrLET
cWHOTHE A—T—F
VA TT 4 AR HEE
BEy Y TTEET

T—H% R 22— LDEH s =B ROHE L BB L ORARABEOSE. kbl
W — X N EHBIICHIBR S E T,

KU v— UANA TU NI LA I RBEDSS . R
WCRESNET 74NV NT 7 a U RNEFERET, IR
A v = ICHBIMIGEHA SN T 74V T 73
VESHRLTLLIEEN,

s ZTOMD Y F—2DGE, ETTFENTT —X ZHIFRL T,
HETDHH LW 4+ —F % FREZD X ITHEHEZRS L
T, TOMDT 3+ —H DT 4 A7 FEEOERE  (333—
V) EZRRLTLITIEEN,

ZTDMDI +—2 DT 4« AU EEDEE

ZTOMD T —FIZF VAT A TR a—VF FT—E2RNEGENFET, VAT L T—ZITHIER
TEFEVFA, BHTEDZ2—F T—H|UIRD T 7 AN XA THRHY 97,

LRT LEE
|
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B 7 =oamcEy 75— rozEoRR

DZSN & |

EEMR

FIE

g 77 AL

[ AT LB (System Administration) |>[R 27 7 X7 U~
v =z (Log Subscriptions) ] (Zf#) L T,
clon s T4 L7 NINRSLT 4 A7 HEBEHEE L TWD
MERERLET,
ERENDTRTCORT TR VT a URRETHD
ZLEMRLET,
o WEELL BICEEMIZ2 1 77 LUl o TV RWDN TR L E
‘g—o
s FREZR G AT, B LA —N— T 7 A NP Xe/hEL L
5

Sy b RN T Ty

[~V7 &% AR— b (Helpand Support) ] (i _E#5 AT UT)
> [y b v 7 F v (Packet Capture) | IZF8E)L 9,

a7 4 Fal—rgr

EA—/V 7 — U xAD/datalpubT 4 L7 NUIZFTP T7 7 &

77 A ALET,

(N7 7 ANNEL |EA—NVT =R =2 A ~DFTPT 7 & A& T 5121, FTP.
DF 4 A7 FEAMEE TS |SSH, BLOSCP 77 B 2A2BB LT ZEV,
AREMIZIEWEEZ O E

T) .

I A—=H A X [ AT L& BE (System Administration) ]>[7 « A 7 &2 (Disk

Management) | IZBE)L £9,

T4 RVEEICET 57 5 — FDOZIEDHEER

FOMDT 4 AVEHENRT +—F D I5%IZETHE, BEL YLDV AT AT F— No
fELET, TN6DOT7TT— b EZE LGS, MLTAHALERHY 97,

MFEIZT 77— b EL X O

T4 R EBEEFERE

THIZE, TI—F (88 x—) ZHLTIEINY,

T4 A7 ERERII Y B— R TOABHAGET, JNV—TF7/13 7 T AKX £— RTILfE

MATEEEA,

tXa)T4 H—EXDEE

[V—E 2ADOHEZE (Services Overview) | X—VIZIIKD T Y DHAEDY —E A L L—/LD
N=Ta BNy ARMINET,

* Graymail

B o x7oEE
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| vz27LE8

-~

TovY

zvorvnFn7y 77—+ |}

* McAfee

* Sophos

[th—E ZADHE (Services Overview) | ~~—I Tl IROF A7 ZFATTEET,

e UV VEFEITEH LET, HEMIZOVWTIL, m PV OFEERT v ST — (35 %—
V) BEERLTLLIEE N,
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NR=UIZBE) LT, [ ELmE (Bdit Update Settings) 1427 U v 7 LET,

Frxyv IRy 7 A AZLT, BEYT v 77— e =7 M LET,
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mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
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Service (list): Update URL:
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[r>

JOX Y —/NEDBIEZEETE-ODT7 T4 T VADEKTE

B TRNT B X =2 L TWD5E, 7 X VitEOZEAITH T 5 CAGEY
E2EFA—NT =PV =AITEBNTEET, 2LV, BEFA AT =V =37 F
= NEEEEELET,

ZOF T a rEERT DX, updateconfig 2~ REMHA L LT, kOB, ZOA4 73
VEMRT D HEE R L TWET,

mail.example.com> updateconfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

B o x7LoEE
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Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAWIBAGIBATANBgkqhkiGIw0BAQUFADCBGDELMAKGALUEBIMCSU4x
DDAKBGNVBAGTAOEBUTENM . « vt e v e eeeeeeeeeeeeeeeeeeaeeeeeeeeeneanns

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

AsyncOS D7 v 75 L—F

FIE

AR NFEERTI V3 Y S

AT TN EREETLTCOARWERIE, T3TD | Ty 77— FRBLOT v 75— h &
ToTT—h e T T TL—ROZTNGT L0 E 37 X—)

0 — RZEH SN HREEITV. b
DOH v v— REPR— L TEETE
FBTErIrIRxy NU—T 2By b
Ty LET,

AT YT T v T 7 L~ RS /2 DR % (I FTRER T » 77 L— K@% (48
MR L. A VA h— AT B0 8 I Daif| <)

ELET,
AT TINET v 77 L— FROFATHNT, MHHX A | AsyncOS DT v 77 L— RO (49
g LHERERE R B FITLE T, N—=2)
JIAEIRNO< DT T T 1— R
ATFYTE|T T T L—FREFTLET, TyTT—ROF 7 ra—Re AR

k= (50 X—)

DSRBIEENTZVRTFLODT v TTL—FIZDONT

TR ENT e~ BT T T V= RTBGEIL. VITAXNOS DT v 77— R
R LT IZE0,

227058 |}


b_ESA_Admin_Guide_15-0_chapter48.pdf#nameddest=unique_1776
b_ESA_Admin_Guide_15-0_chapter48.pdf#nameddest=unique_1776

B 7 77— 5RO Y F av v RIzoLT

DZSN & |

7y I L— FEIERAOAYF 332 FIZDWT

T 77— FFEERON Y F a~< s FOFEMIZ OV T,

for Cisco Email Security Appliances.]

[ CLIReference Guide for AsyncOS

(http://www.cisco.com/en/US/products/ps10154/prod_command reference listhtml) ZZFR 1L T<

TZEW,

FERTEELET v T L— FO@EA

7 7 4V hTIL, AsyncOS7T v 77 L — KR8

B A — S b A CHTTRE AR A

R

F LOHANE DR ZFF o2 —HFIZIE, Web A F—7 = A 20 EFICE@HMA TR SNV E

j‘o

IS5 AR TR, BE—Ra A o L TWA~Y e T 7 a vy RNEHENE
K

B # ZEFIE

B OT v 77— ROFEME R A RS
%

Ty L— KRB =Y v EEbYET,

HHTELZTRCOT v T ITL—RKDY A
& FIRT D

WO TR ERKHEZ 7Y v 7 LET,

BAEO®MERAL 5

HLWT v 7 L— R AFAREIC R 5 F
T, B A—NT— MU = A 13IHO@EI %
For LEH AL

THERMEZ7 V> 7 LT EMZEE (Clear
the notification) | ZEIN L ThH, AL S
(Close) 1%#7 VU v27 LET,

Ao e RIS (EEEHER A
2B R)

[(BHLT 774 7 A (Management Appliance) ]
>[V AT LEEE (System Administration) ]> [/
AT LT v 77 L— K (System Upgrade) ]IZ#%
BHLET,

ARG T v T L— DR

T 7 4V F T, AsyncOS 7 v 77 L— RNE T A — 7 — b0 = A THHARTRERG A

R

HB I OEHEOWHRE > —I2iZ, Web A v Z—T = A 2D FEIBHMNERINE

bdéo

7 I AR =TI, BE—F RN S L TWA S v Ridic T sy arnmisneE
7,

EL:q] BEFIE

DT v 77 L— ROFEME R EZ R
%

Ty L— K@i — Y v EEbEEd,
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S BRAEFIR

ERTEL2I_NTOT v 77 L —FOY A |@HMO FHEKRAIZZ U v 7 LET,
N EFIRT D

BUE D% I U % FEEKHE2 ) v/ LT [@MENE (Clear
BT P S L RIS AT AL fe B the notification) ] ZEIRL T/ 6, [FALD
T BT AT b= RO | (Clos) 1EZY Y7 LET

HRLUEHE A,

S0 EFIET D (FHEERZ RO |87 77 47 A (Management Appliance) ]

2—HFDI) > [ A7 LAEBE (System Administration) ]> [/
AT LT 77 L— K (System Upgrade) ]IZ#%
BHLET,

Async0S D7 v 75 L— FD (R

&

ATy T2

ATvT3

ATy T4

NANTTZ T4 AL LT, ROFIREFATLET v 77 L— FORE(FEHERE L £,

1R BRI

V=0 % a2a—NOTXTOAy =27 VT LES, V=2 Fa—%2 2 UTETIIT v 77
L—REETTL 2 LT TEEEA,

FIE

XML BREZ 7 ANDET Ry 7 ARAFELET, AGNOHHTTY v 77 L— R0V Y —
ZZRTHAE. ZOT7 7 A VBBETT,

=TV ANTRy VR MEREFHALTWDGE, VANDF TRy 7 A% AR —
rLET,

FTRTCOY A F—%—FEILLET, CLINLDT v 77 L— R&EFEITT 585481,
suspendlistener 2~ > R&AMEH L ET, GUINLDT v 77 L— REFTT D551, UV AT —
OIS HBEIICE TS NE T,

X2 — NI D FETHEBET, CLIO workqueue 2~ RTU—7 Fa—HND A vi—U%
ERATDHD, rate AV RCEFA—NAT = VoA DA vE—VANV—Ty NeE=4T
HIEBnTEET,

GE) Ty T L= R, HORY AF—E A X =T M LET,
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LT VA h—ATEET,

)

(GE)  AsyncOS # Cisco IronPort H— 3725 TlidZe < v — v =000 1 B OEETH Vv — R
ET T T L= RTGAIE. Ty L= REF U e — RRIZAEBIZIATSNE T, T
T L= R 7t AORBEIC, AT 10 BHFERSNET, ZONT=RERIATH
L, CulzM LIREETC T &, ¥ U rm— ROBRMKENCY v 77 L— K Fnt 2%
BTTEET,

XL B
s Cisco MBEWET v 77 L—FReFdyra— R0, F£0dxy hU—7 LoV —30
LT T TVL—RA A=V &BFANTEINETRLET, KIZ, BRLIZAFXE T FR—F
THEIICRYy NI —FI 28y Ty LET, LT, BIRLIEATENST v 7T
L—REAFTEEDICEFA—NT = N2 2R ELET, Ty 7 7L —FRBLIW
T TTF—= N ERETAO0ORTE (7TX—=Y) BLOT v 7L —FBLOT v
T—heXura— RTL5700%—"EE A2—Y) Z2RLTIEIN,
cZIZT, Ty T T L= REA R M= NTDEEIL. AsyncOS DT v 77 L— RO HEfj
(49 ~—2) OFIEEFATLET,
« P TABINTE VAT LDOT v T T b— KA VA N—LVT 55T, 7 TAXNO~
VDT T L— RESBLTLEEN,
T T L= FRNEFUu— RTLHETOHE, A VA M—/VOWEHENET T 5 E TORHI
EMIEH Y THA,
« T w77 L— R#iX, FIPSE— FTIXTLS v1.0 2 C& <20 9, 7=/-L., 4HE
WL T, BFA—NASTF =T 2 A TTLSVI0 ZFHOENCTEZ ENTEET,

» Cisco Secure Email Gateway 15.0.x LAFED/N—2 g Tl ZRMEDIRWEL T LT X A
INRRE STV DT NTO x509 FAEAEDHIFR SV E T, x509 FEBIEIT. Web A o & —
TxAAD[F v FT—7 (Network) |>[fEBHE (Certificates) | X—T 5, F2iF
certconfigCLI @~ h%fﬁﬁﬁ LT%&ET% iﬁ_o /EE : ﬁ/ﬂé‘l‘i@’ﬂ:ﬁb \%% Tay XA%
3% x509 GEAEDHIFRIZA ¥ v 7 TEETH, HEEIhEEA.

FIE

RAT9 T [VAT LEE (System Administration) ]> [ A7 A 7 v 727 L— R (System Upgrade) | %%
WLUET,

AT T2 [Ty 77 VL— K47 3 (Upgrade Options) ] %27 VU v 7 LET,

AT T3 [Ty 77 L—1F (Upgrade) |27 Vv 7 LCT v 77 L —K7akRi#ELET,

ATV T8 WOFT v a v ERIRLET,

LR LEHE
N I
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ATy TH

ATvT6

ATy 717
ATvT8

FuIoL—kogyrn—reqvz b= |

S BREFIR

1 BIOBETTY v 77— KD |[[F7 o — RLTA A =/ (Download and Install) ] %
Foyra—ReEf A —N%E |7V 7 LET,

RIS FOIA VA h TR AT m— FLTOWAEA. BEFD
ﬁﬁ/n~béié%¢5;o*w%ni¢o

Ty T T —RALVAN—=T%|[FVa— RKDH (Downloadonly) 1527 U 27 LET,
FUE TS FCEA VA F—TF & F T r— FLTND 58, BFEO
ZFyru—Raz EEETLLIORDONET,
AVARN=TFIY =R LT THZ LR Ny T T
v RTH = RLET,

HFora—RKLiET v 77— |[nstall (f>Ab—) (&7 Y7 LET,
;gyxb_7%4yzk_ﬂ/:@ﬁfyayﬁ\4be—?ﬁﬁﬁym—FénTw
LY AEICOBRFERINET,

A A M—)LT D AsyncOS D/X— 3 %, [ A F—Jb
(Install) 1 A7 > a D FIZERREINET,

LIRc v rm—RLief VA b= TA U A b—AT 285 %RE, FIARRT v 77

L—RDYU AR5 AsyncOS D/3— g U A3 L £3,

A VA=V OYE ] RITHENET,

a) HBEOREEE A —/N7— A LD configuration 7 4 L' 7 b VITIRTET D0 E 9
IR L ET,

b) AT 4FXal—al TrANLNTHRRAT L =R~ A7 THNE I NERIRL £,

G¥) VYA SN AT L=ARRM SN cary T4 Fab—ar Ty AU
GUI @ [%/E 7 7 A /v (Configuration File) ]X— < CLI ® loadconfig ==~ >
Farbue— RTEEHA,

) AT AKX a2l —valr I rANDaAt—%2E T A—NVTEETIHAEZ. 77 A VEE
BT2EFA—NT RLAZATLET, BEOEBEFA—NT RLRAERET 561X
B <= TRYIY 9,

[%ifT (Proceed) 1 %27 VU 27 LET,
A VA RN=NVFROEE RIZHENET,
a) IREAFOT T MIRETEDL L 2I2LTLEENY,

IGETLETT a2 IR SN E T,
N=UO ORI, BRFRA—NERINET,

by 7rUFNT, (4T <HESE (RebootNow) %7V v LET,
) K107pH%, EFA—NT—hU=AITT77BALTRI A LET,
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RD
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T T —REA VA =)L THYERNTE S, [HRDDENT] OHEOFHESM L&
OIRDFNEE RN OLFEITLETN, [ A b=/ (Install) [ A7 ar Z&ERLET,

T L —FREA VAN LTSS, RO LEBY TT,

e U RF—HHRA 2—T /L () ICLET,
CH LWV AT ADRET 7 ANVERGFELET, SEMCOWTIE, BRET 7 A LV DOEH
(26 X—V) BZZRLTLEEWN,

T YT TVL—=FRETLEDL, FOY AT =24 R—T I LET,

NP TS0 R Eoo0—ROX v oE)LERRBIBRRAT—2 AOKRT

FIE

ATY T [V AT LEH (System Administration) ]>[ AT A 7 727 L— K (System Upgrade) ] % i

RL

joo

ATV T2 [Ty 77— RAT7 a2 (UpgradeOptions) 1 %7 UV v 7 LET,
ATV T3 ROFT v a s BBRLET,

B BAEFIR

N

Ao a—RAT—=HADR | NX—=TOFREHREL T EIN,

EITHFOX T a— RBIXOF o —RRETLTA VA
=L ENDEDEHFSTNS DR WESIT, FUra—FR
DAT—H ZFERITFRRENEE A,

Zyroa—ROFxy L | X=UVoHRichsd, [FUvra— Rax+x &/l (Cancel

Download) | AR %227 Vv 7 LET,
ZOF T avii, Fvre— RTHICOAERINET,

Foyra—RINjef VA | X=VOFRIZH D, [7 7 A VEHIE (Delete File) ] R % >
~—F DR Vw7 LET,

TOF T aE A VA N—TINF T a— RENTWHE
BILDOHRFTREINET,
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BWFA—NT = VoA DEREZVE— Ty M 2581E. 2oty arTalsn
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LB
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LET, ZEIc-ONTIE, A— RV x2T A AR L—YarHA RESBRLTIFEEN,
T AT VA NEBBTHOICHERR— N2 RE, BT A—NAT = TN
VE— R T 7 BRAABETHDZ L EMRLET,
s ZOMREAMFEHT HICIE, FHOY E— NERBEAAS VX —T 24 ADO—E D IPv4 T

RUVANRKETT, ZOA X —T 2 AL, 2O 73 THBAIINLTWAFIETD
HREFHETT, ipconfig =~ R&{HH L“CEQ”E’TE) ZEIITEERA,
B A—NT— N = A OEREZBFHRAT HIZIE, Intelligent Platform Management Interface

(mw)N%VaVlO%ﬁT%FTéTﬂ4l%ﬁ@T%6ﬁ%PN%?4@V%Wﬁ
METT, ZOXHIRY—NEFHTELL)ICERINTND I 2R LET,
e AT RIA AL E—T 2 A A~DT 7 RTETHEECHOWTIE, CLIOY 77 L
VATTA REZRLUTIEIN,

FIE

SSHE/IFZ U TN aryY— L R—F2EHA LT, a~v RIS A F—T = A ATV
A LET,

EHEWREZFFOT A AL T A o LET,

UToa<r FE AN LET,

remotepower

setup

a7 Mt T T OEREEE L E7,

1. ZOWEFHDOIP T FLAL, Xy b~ A7 BRI~ T oA,

2. EROBHERAT~ L REETTDOICMERI—YH LNRAT L—2X,

INLDI LTy ME, BFA—NAT =T A ~DT 7B RAHERT DD LT
VU VITHRTE L E R A

commit # AJJ L CTEREZLRIFELE T,
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GE) ZOMREDT T — NI T RTC, VAT L TTI—bMBTIVITELET,

RATYyT4 BERAREL, RIFLET,
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2T LER |
B =7 —r—ryzronnomR

RDBERY

TOMREDT 5 — FNEBRELEEAIT. VAT AT I — MIEEISNTWAZ &R LTL
ﬁéwo_®ﬁ%;ow1@\77 NZAEF DB (61 =) EZBRLTIZE,

BFA—IT— b A DKRDIERE

ANVAF =y THREEERA LT, B A—NT =T oA DRELHERTEET, ~NAF v
TEFEITTHE, BEDAT—H A T ORERRET—4% (IcK3TH) Botrahn, &FA—L
F— R U A OWRENHBI S NET,

)

GE) VAT ALATIZORMEFETTLHIE, AT —FA2A 71 AU EOR Y F—=2BNEENT
WDLERH Y ET,

ANIVAF v 7 EBFEITT BT

*Web A > % —T A AT, [VAT LEH (System Administration) > [ AT A DIRAE
(System Health) | _X—IZBEL C, [~V AF = v 7 %37 (Run Health Check) | % 7
Uy LET,
«CLI T, =2~¥> K healthcheck #F/TL £,

IHTREFIC XV | IBEBI HICV AT ATROBEN 1 DL ERE LN E D DR RESNE
D

< U Y =i — R

o A— VALBE D IEIE

* High CPU usage

s mWAE UM E

cEHWATEY R=T 2T T

NVAF 2y 72BN, EFA AT — Y oA TLEOMEN T SULEREL TSI L
PRENTHE. VAT LABELHEER L TR(E S 2 Z L 2R L T E W, FEfllicoVT
(=N

http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118881-technote-esa-00.html
EHRL TN,

— M A E—VIIHBER SN OEEEF AN A= THY, BFA—T—h
Tz A THEAETHAXY MIETAHIHERPEENLTVET, ZNLDOA X2 MIiE~A F—0
DAYy —FTOEREE (FLEFEKE) LIARHY, HOICEA =V T = T =AD
BEDaR—3 PEIIEEICEELTCVWEY, 79—HMt, EA—=L X —FT7 AT
A EINET, BMETDHTI— M Avb—VOME, EXE, BLOXETLI—FEIEFIC

LR LEHE
EEE I


http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118881-technote-esa-00.html
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75— roexE [

PR L L THRETEE T, 77— M GUID [ A7 A% B (System Administration) ]>
[77— 1k (Alerts) ]-X—3 (721 CLI ® alertconfig =~ > K) TEHLET,

77— FDEXRE

AutoSupport

77— M ROBEBREIIWE> TEESNET,

e 7 UT 4 v T ITKAN BT,

o HRIL AT o) T NNBERMEE T —, T IR E A REE L H D £
7,

AFHW TR, ADIN—T ¢ UHEEE TR SN D IEH,

TRV R—= P EEBRDV AT DWERORGZWREICT 5720, Y AT LA TERSIZT T
DT T7—= I AyvE—VEVAIIEETLILOICEFANT NV A ZRETEET, Z
DHEEEIX AutoSupport & FEEAL, Y A X DBEED =—X~OT a7 77 4 7 7ekbi %
SEb £, £72. AutoSupport (L3 AT ADOB@FEE, status 2~ RO, BIOMEA
SHLTUND AsyncOS N— 3 U ZBENT 5 LA — b & EEEE L ET,

T 74 M TIE, 77— ZA 73 System CTHEKE L ~/L7)3 Information DT 7 — F &S5
HEICHEEESNTNDET T7— "ZEHIT, VATIERFEEINIEA vE—VDabt —%%(F
LET, WENZT 7 — M A v b=V 2HBEREE LRWSEAIL. ZOREELT 4 E—7/LICTE
F9., ZOHEEA X —TNEIET 4 =T MTT DI, 7’7 FREMEDORE (61—
V) BZRRLTLIEEN,

7 72— bDEME

B A—NT— b T2 ANE [77— 2[EH (Alert Recipient) | CHREIN72T FL ATk
FENL7 77— MI, FEORERITH L TERSN SMTP L— MTHEWNET

TI—= R AvE—VIIEF AN — T = A NORBEOEE ’ﬁfﬁ Enbi=w, EREI
AsyncOS DIEHE A —VEE T AT D& LA, D0, — h A »E—1F AsyncOS
THERKRVAT LAHFENFAE L THEET 5 X 9 IC5kRF ST, f@%” CWATENES 28 F A —
VAT ATREINET,

T T — bk A= AT AL, AsyncOS ER—DBRTEEHALETA, ZOD, 77—k
A v —UlE, RO X IO A —VEME L I3E TR 28EEZ T 2 RN H 0 £,
T I —hF AvE—UF, EHEODDNSMX La— RBLIORALI— ROV 7T v P %fE
AL CESE S ET,
e T T —F AvyE—IEDNS U FU R30Iy l, FOF Y v 2130
HTEY 7Ly v adnNET, DD, DNSEERICHLT 77— MBS E
R
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e T T—hF A E—VF U~ Fa—ZBBLRWNWED, UAINVAELITARLD A ¥
VHBANTT, A=Y TAAZEFIT LT T4 A OMBERBICLEENE
A,

77— hAybE—VIEFRMEX 2 —FEBE LRV D, Ny ADT T 7 A VETITIRE
St ORI FRIIT B ZZ T EH A,

\}

G¥) (A7 a3 -TLS 7R — R 28 alertconfig CLI 1~ K& L CTHZMEL 4. FQDN Mk
23 [SSL ##% 5% (SSL Configuration) ] D% EX—Y THIRGEDOH) « b—_R—FEHEICH D
[#:1#4, (CommonName) ]. [SAN : DNS# (SAN:DNSName) |7 4 —/V N, F72i3Z D)5
23 FQDN B & ) afEid L9

\}

GE) (A7 a v -TLS ¥R — b8 alertconfig CLI 2~ > K& L THME &4, X 509 FREEN
[SSL # 5% (SSL Configuration) ] DFREN— Y THYRGEDH)  — NFEHEOEL T L
TY XL Zfggd LETS

\}

GE) (A7 3 -TLS AR — R alertcontig CLI 2~ K& L CTHZME Su,  [SSLARAKRE
D% E (SSL Configuration Settings) ]3— " T X509 FRAED AN > T DILGEDH) @ H—
N—FERAEICH D [#iB4 (CommonName) | F 7215 [SAN:DNS4 (SAN:DNSName) |7 o —
NV RIZH =N RFET 20 E I D EHERLET,

\}

GE) (A7 a v -TLS ¥R — b A alertcontig CLI 1~ RAMH L THIMME S 4L, [SSLARRLIF
D% E (SSL Configuration Settings) ]3— " T X509 FRAED AN > T DILGEDRH) @ H—
N—=FEHEDONR—T g U EHERLET,

TI3—hk AyE—UDH

Date: 23 Mar 2005 21:10:19 +0000

To: joel@example.com
From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:
update via http://newproxy.example.com failed

Version: 4.5.0-419

LRT LEE
0| I
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Serial Number: XXXXXXXXXXXX-XXXXXXX
Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.

7 o— hRIEZDEM
TI—hZ oYU TlE, RETAHT I FOREELE T T — FREHEZFMIHEE T ET, -
EZIE, T T — N 5 System (77— b OFERE) (ZBI9 D Critical (FEKEE) OIEFHRME
BENLEDHLEMEZETOLIIICRETHZ LT, 77— MNZEHFIRHEDT 7— D
HEEETDHEIICRETEET,

N

GE) AT ADOE > T v 7B AutoSupport & A F— 7 M LTIEGE, BELLEE ALV T R
xmfﬁfwikﬁﬁiwﬁix@T?%%%%@Li#(T7¢w%)o:@&Eﬁwo
THEHETEET,
Fg

ATY T [V AT LEH (System Administration) ]>[7 77— b (Alerts) ] ZER L £,
ATv T2 [ZEF%ZBIM (AddRecipient) 1227V v 7 LET,

ATV T3 ZEEDODEFA—NT FLAZANLET, BEOT KL A2 D ~TRU->TANTHZ L
HTEET,

ATy 7T4 ((EE) YAa PR — Y7 =7 V) —=ABLOEKLRYFR— MNEHOT 77— &
ZAET DR, [V Y —ABIOHA— ~@% (Release and Support Notifications) | Z 4 12 L
£7,

ATV TS ZOZEENZIETDIT I DA T EEREZBRLET,
AT T6 BEEEXEL, RELET,

75— FREBORE
WOREL., T _XTOT 77— MaEHsnET,

\)

(B  BRODMERTDEDICEFA—NT =N T = URTFT DT 77— FO¥%E EFT 5 2L alertconfig
CLLa~y FafHLET,
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B 5=

ATy
ATvT2

ATvT3

ATy T4

BB L7 53— bDiES

DZSN & |

FIE

[75—F (Alerts) | ~— T[R4 HE (EditSettings) 147 U v 7 LET,
77— hOEIEIE T D Header From: 7 KL A% AN 570, [HEIAER (Automatically
Generated) ] ( Talert@<hostname>] % H#EAEK) R L ET,

i@bt77 MR ET D E TR T 2B A BET 25013, T=v IRy 7 ReA4
CLET, FEHICONWTIZ, BEELET I— FOXEE (622—) 2B LTI &N,

cHEBELLT 7— b aEET L E TIUHERT 2BBONIIELfEE L £,
CcHBLIZT T — FEHET L E TR T 2B ORKREZIEE L7,

[IronPort AutoSupport] 47> 2 > & 4 129 % Z & T, AutoSupport & A R—7 /W TE ET,
AutoSupport DFEMIIZ DU TIE, AutoSupport (59 =X—7) #HM L T Z S0,

« AutoSupport 231 Fr—7 /L D4 Information L)L D System 77— h&Z{FTH L I I
BESINZT 77— F2EFEIZ, 88 AutoSupport L AR— MREESINET, F=v IRy
JAEHNT L TT A E—T NI TEET,

EHERFEL, RIFLET

T I — FRETIE, 77— FOSKBREMELREZHIE L £, REITITRO X 5 72EH R
HYET,
* RFC 2822 Header From : 77— b &2 XMET 54 A4 X7 (T RV AZ AT D0, 774
V@ Talert@<hostname>] ZfEH LE7) ., £7z. alertconfig ->from =~ RZEH L
T, ZOfEZ CLI TRETHZ b TEET,
cHMH LT 7 — FEEET D E TR 2 B0 WIIE,
cH B L7277 — MR ET 5 E TR T 2R E O R KA,
* AutoSupport D AT —HZ A (A FX—TNVEITT 4 E—T ) |
« Information L' ~/L® System 7 7 — M2 (5T D KO ITRESINTLT 7— MZEEZE~D,
AutoSupport Dl D AT — & A LiR— DE[FE,

il

AsyncOSWEME L7-T7 7 — b &EETH £ TR T 20 EOMEZEECE £4, 20
EOWCRELSHA, BEELET 7— oY~ —GdkEand, RbvicT_XCoEHLE
TIT—= MRV TNAEALNEESNET FERFRICKEDE A —NEZET L AREERH Y
) . EELET 7 MEFETHETICHET 208IE. 77— MEEET D7
LEd, 82804805, miRlOMERREO 2 FoMa2 & LT, 20, ZofE%x s
ICERET D L. 77— MEISHH%, 1504, 350k, 75B1%. 15581, 315 %L o7z
MR CEE SN E T,

B o x7LoEE
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g575—roxx

BASHIT, FERRBITIEFICRERBEICRY £3, [EETLIT7 97— Ave—V2KET
ZENCFF%T DI RO (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 1 74—V FZfER LT, FERBOBEICHIRZRIT D Z&NTEET, il
MWEZ STICRRE L, BKIEL 60 PICRET S &, 77— MISBE, 15B%, 35 */f(ﬁ\
60 ok, 120 L Vo 2R THE SN E T,

77— FORTR

B A—NT— N2 AR OT 7 — e RFT5DT, 77— A v E—UVEHEKELIX
HIBR L7285 A I GUIB L ONCLIDH F CHRRTEET, 2N6DOT7T 77— i, BFA—NLF—
Tz ADWBE T — RTEERA,

BHOTZ7—hDU A NEFRRTHITIE, [T7T7— b (Alerts) | _X—VIZHDH[ >y T TF7—Fh
Z#Kax (View Top Alerts) | RZ %2 U w74 %7, CLI T displayalerts =~ & F&fE ] L %
T, GUITY 77— bh&, Hff, bk, 7720 THFRZA b, ZEHFICI>THELET,

T 7 A Ff‘li\ BIA—NT—b U zAZ [y TF7S5— bk (TopAlerts) 17 1> K7IZ#
R DTEOITHRRSOEOT 77— e RFLETEFA AT = VoA DBRETDHT 77— b
@ii%fﬁﬁﬁ‘é L. CLI Talertconfig->setup 2~ RAEMEHLET, ZOEELENIZT S
WZIE7 77— FOEE 0 ICERE LET,

L)

ROKIZ, LT 77— DY A MERLET, RKITIE, 77— M4 (Cisco THEF I D
Wistid 1) . 77— FOFEBEOT XA~ #H, EKRE (critical, information, F721%
wamning) BLOA v E—VDTF A MIFEND T A—F (FETLHHE) B"EERLTH
T, TI7—FOEBEOTFANTIEL, "I A—HXETESHRIONET, & 2E kOT
T— K AvE—UTIEAYE—VDTFA NI I$ip] BRRBESHTWET, 77— MR
W2 T8ip) IZEBEOIP 7 FLAICEEHBZONET,

T UFANRLT T— K (64 X—2)

T UFTUANAT T—h (642—)

T 4 L7 NUERLE (DHAP) 77—k (653—)
eN—FRy=T TT7—hF (65°—)

« ANLEHET 7 — K (66 ~—3)

=T URANTRY I YRR T I—k (68 %—)
VAT AT T—h (68 4—)

T T T—=HTT7—F (82 X—Y)

T URNTVAT T4NE TT—F (833—=Y)

IV FGREZV T T T—h (83 =)
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FUOFRINLTS5—Fh

DZSN & |

WDOFRIL, AsyncOS TERIND S FIERT VT AL T I— MDY ARTT, 77— F
DA & HRENFHE SN TVWET,

R1IFEETDARENHEITVFRNLTS—FDYR

F— b IESNBHAIEE SHET,

77— h4%& Ayt—T LA INTG A—45
AS.SERVER.ALERT $engine anti-spam - $message $tb lengine] : 7> F AL TP D
_ . N e A
TUT 4Ty TUF ANV U NIREEN
FAELTHEICRESNET, message) : P2 AvE—,
ftb) : AR PFDIL—ANRY T,
AS.TOOL.INFO_ALERT Update - $engine - $message lengine] : 7> F ANRL T LI D
S . Al
B, 7o FANL U DU CHIBENRE LT
AR SN ET, ‘message] @ A vtE—,
AS.TOOL.ALERT Update - $engine - $message lengine] : 7> F AL TP D
§ 4 il
IVT 4 I, TUFANREZ UV OEFEHIC
HHESNLY—L0 1 SICfERH Y. 77 | [message] : AvE—,

FUFIALNR T T— b

WDFKIE, AsyncOS TER SN S EFISERTVFUANATITI— DI ARTY, 77—
MO E ERENTH SN TOET,

R2FRETDHAEENHDITUOFIAILRATS— DY X

75— L4 Ayt — LEREA NS A—4
AV.SERVER.ALERT $engine antivirus - $message $tb lengine] : 7V FUANLA TV
/AV.SERVER.CRITICAL DA
IVT A NNy TVFIANA ARy
TV NCE KA MENRAE LA | [message) w2 A v E—
EESnET tb) : A X PO L=y,
AV.SERVER.ALERT.INFO $engine antivirus - $message $tb lengine| : 7V T UA LA TV
—1DEAT,
B, ToVFTANAAFY L TV
ICIEHA R FRFRAE LTSI ME S | Tmessage) : v s A vt—
ET, 'th) : A XV FDFL—ZARy T,

B o x7oEE
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FoLo bygEmgs oHar) 75—+ ]

TI— 4 Ayt—T LR ING A=A
AV.SERVER.ALERT.WARN $engine antivirus - $message $tb fengine] : 7V FTANVA TV
DEAT,

MG TUVFUANARAF Y L P
IR LA Ic Rk E s g, | [message] 1w AvE—,
'tb) : A XU PFDRL—ZANRy T,

MAIL ANTIVIRUS.ERROR _MESSAGE | MID $mid antivirus $what error $tag Imid] : MID

JUF 4 H, AvE—YDAFy o | Twhat]  BEELETT—,
o, TVvFIANVAAFZ Yy NI —% ftagl ALK T NT LA S A

R LTZS BB G SN E T, (BEINTWLESD) |
MAIL.SCANNER. MID $mid is malformed and cannot be scanned | mid| : MID

by Sengine.
PROTOCOL_MAX RETRY voome fengine] : fEHlSN TV DL T,

TIUT 4 TN, AYBE—UBNRIERZD,
AXxy Ly VNI AE—TVDAF Y
NIRLUE Lz, BafToR KB Z
Bl L7272, AvkE—TFx Uiz
AX X EINTICLEINET,

T4LY F)ESKE (DHAP) 75—+

PLFDFKIE, AsyncOS THEREIND S EFXERDHAP 77— DU A N TY, 77— hOih
Bl BERENRTEHINTWET,

RIURETDABEMELHET ALY P ESKETS—FDOYRX k

To—+4 Awyt—2 LERBA INTGA—4

LDAP.DHAP ALERT LDAP: Potential Directory Harvest Attack detected.
See the system mail logs for more information
about this attack.

ML T4 Ly b RO ATRENE 2
LA ICE EINET,

IN—FDTT7 75— F

LIFDOFRIZ, AsyncOS THERIND SESER/RN—RV =T 77— DIV ARTT, 77—
OB L ERENGTH SN TOET,

LRT LEE
|



B < ccmgrs—r

R4 RET DAL HEIN—FITT 75— FDYR

DZSN & |

75— b

Ayt—T LA

INDA—4

INTERFACE.ERRORS

Port $port: has detected $in_err input errors, $out_err
output errors, $col collisions please check your
media settings.

i R —T 2 A T —ER LT
Bl EINET,

lport] : A > % —7 = A
A,

lin_err] : H&BEDOA vE—
LD AT =T —H,

lout_err] : DA
t—VUBEOH =T —
i&o

fcol] : BEDA v E—
LABE D7 > METZRER

MAIL.MEASUREMENTS FILESYSTEM

The $file_system partition is at $capacity% capacity

WAL 2 —F 4 23 VTS5 Y% O
RIZFE DWW HITEE I NET,

[file_system] : 7 7 A /L3
AT KD

lcapacity] : 7 7 A /L A
T LOERE (%)

CRITICAL

MAIL.MEASUREMENTS FILESYSTEM,

The $file system partition is at $capacity% capacity

JVT 4 Iy TAAT X=T 433 H 90
% OFERZRIZE L7258 (95 %. 96 %. 97 %
) ITEfEENE T,

[file_system] : 77 A /L
AT DAL

lcapacity] : 77 A /LA
TLAOFERE (%)

SYSTEM.RAID EVENT ALERT

A RAID-event has occurred: $error

i K72 RAID-event N RA LT HE10%
fganE,

ferror] : RAID =5 —®
5‘4:’1?;( ]\o

SYSTEM.RAID _EVENT ALERT INFO

A RAID-event has occurred: $error

1H#, RAID-event WHRA LT-HAITEEFE I
iTo

ferror] : RAID =5 —®
-7—;%2 ]\O

ANLIBEET 5 — k

ITDOFEIE, AsyncOS THEREND SEESERANRLREET 79— DY A RTYT, 77— D
L ERENTEH SN TWET,

B o x7oEE
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REFEETDHARENHDIR/NLIFETS— DY R

2ism7s5—+ [

73— b4 Ayt—T LA INT A=A
ISQ.CANNOT _CONNECT OFF BOX | ISQ: Could not connect to off-box quarantine at $host:$port | Thost] : A 7R 7 &
. R o | FREEED T R LA,
%, AsyncOS7S (47K w7 2) IPT KL AICHEE|
TERWEAICERESHET, Tport) : ATHR Y7 A
BREE BT DA — b
ISQ.CRITICAL ISQ: $msg Imsgl : FrREh?
— o )t — . Aye—v
7 UT AT, ANLRREEICER e T =N A LT
BEllkE S E T,
ISQ.DB_APPROACHING FULL ISQ: Database over $threshold% full [threshold] : 75— |
IR § % BALE KO L
Bl ZRAREEET — 2 R— RN T VWIS y \?Qﬁnj—éﬁﬁqfﬁ &
FEanEd,
ISQ.DB_FULL ISQ: database is full
T VT 4 T, ANKREET — X _X— AN T LI o
[t RENIebeS ERSY gV e
ISQ.MSG DEL FAILED ISQ: Failed to delete MID $mid for $rcpt: $reason mid] : MID
st Z S LEEED B OFEA A — L OHIBRICIH L7 | Trept) - Z{EH £
LGellEfEsnET, all]
lreason) : A wvE—
PSEIBR S AL72 O EL
ISQ.MSG_NOTIFICATION_FAILED |ISQ: Failed to send notification message: $reason lreason] : SEFEIDSE(E
S o | SR VEE
i, WA v E—VORBICRR LG EICEES &
nET,
I5QMSG_QUAR_FAILED ik, Ayt — VOMRBHCRIE LB oIk E S E
R
ISQ.MSG _RLS FAILED ISQ: Failed to release MID $mid to $rept: $reason 'mid] : MID
HE, Ay - VORBICKR L ZHEICREShE | Tropt) - RIEFRETE
1, lall |
lreason) : A vtE—v
DML S AL ER
ISQMSG RLS FAILED UNK RCPTS |ISQ: Failed to release MID $mid: $reason mid] : MID
ik, ZEHENANORD, A vt — VORI K| reason) Ay E—Y
LizBaIzsfEashEd, N T ey ARANTAS N

227058 |}
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B t—>vxrzovsuzrrs—+

77— k4% Ayt—U LA INGA—5
ISQ.NO_EU PROPS ISQ: Could not retrieve $user’s properties. Setting defaults | lyser] : =» F=—#%
fiH. AsyncOS 732 —F OB E A CE A EAL |
FESNET,
ISQ.NO_OFF_BOX HOST_ SET ISQ: Setting up off-box ISQ without setting host

&, AsyncOS DMAFREEZ 2T 5 X O ICRESN
TWAEHDD, EBREEN ERE STV RN %
FEanEd,

t—2URKNTAYIIVRAETS—F
WOREIL, AsyncOS THERENL S EESERE—TVANTBY I UA R TI— DY Z K
T, 77— bOBY L ERESATRENTOET,

R6:FETIAREENHI I E—TVRNTAYIYRFFTS—FDY R+

TI— k4 Ayt—T LR NG A—%H
SLBL.DB.RECOVERY_ FAILED |SLBL: Failed to recover End-User Safelist/Blocklist database: lerror] : =7 —®OJEK
>$error’.

IIVT 4N, =T VAN Tay 7 JARNT—=HRX—=2A
DOEIFIZKRILE LT,

SLBL.DB.SPACE LIMIT SLBL: End-User Safelist/Blocklist database exceeded allowed disk | Tcurrent] : 5 — & ~—
space: $current of $limit. Zfd R (MB)

YT A NN, BT VANT By 7 A RT=HA=R | Tlimit) 2 BUE S AL7H
DSRER SHUIT 4 A 7 WS a 8 L& LT, (R (MB)

\u
N
I
L\
\d
Jdl
I
-

WDOFIE, AsyncOS TERIND S EFSERVAT AT I— DOV ARNTT, 77— hOji
B EBERENTHENTOET,

R7:RETDHAEENHEVRATLTI—FDYR +

0
NJ|
Y

|
hy

AVR—RU MTI— A Ayt—T LA )

AMP.ENGINE.ALERT Advanced Malware Protection @ [iiHIZ B 55
77— FOWMEERZEESZRLTIEEN

B o x7LoEE
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AViR—RU MNT7S5— R4

Ayt—T LA

INTA—4H

AMP.ENGINE.ALERT.WARN

TIT—hrTHRAKL: T AN T N—T4
% Cisco Threat Grid $—/"\—|ZB K T 1
AT L7z, Cisco TACICHEK LT, AR— b
BT TLIZE N,

77— kLUl iR (WARNING)

PR BAA AT =T AN, Aw— ]
TATY NIDEHEH LT T IAT AT
JV—"7"%4 ® Cisco Thread Grid $—/3—~D%
BRI 2 &, TI—ERFEESINET,

INT A=K R OB B

AsyncOS APl 77 — |

[ AsyncOS API for Cisco Secure Email Gateway
- Getting Started Guide] @ TAlerts] &7 =
YEZRLTIIESN,

A=y 7 AHBMEERT 7 —
K

D I7S5—r B2 arv R LT
VW AR T ATOA vE—OEE

COMMON.APP FAILURE

An application fault occurred: $error

it RHRT TV r— g VREEREAE L
AR EINET,

lerror] : = —®O7F A b GEFIX
rL—2 Xy 7)

COMMONENGINE AUTO UPDATE

<$level>: <$class>

'$engine' : —E & T YU DAHET,

ALERT

ENABLED HIXRD LY TT,

W BB R 0T U <sengines | TS

I LTERNC RS> TVWEY, ZhTtoo=| *Sophos

VUVOHBT Y UEHESZITRAD Z LT« McAfee

foc V) \ij—o 3

e J LA A —)b

COMMONENGINE AUTO UPDATE | <$level>: <$class> '$engine' : —E 2 =T DAHT,
DISABLED BIXRDOLEEBY T,

T . BEVEH A RFE DT Y <$engine> e

okt LT HERNIC A 5 Tk, ey |+ Sophos

DT a— N LERER— CHBIESH 2 AR e McAfee

ICLZRWRY . 2OV OB EHi %% R

FIRD = & 0 4 A, s T LA AN
COMMON.KEY EXPIRED Your "$feature" key has expired. Please contact [feature| : BAZhHIEDEI AHERED

your authorized Cisco sales representative.

Ak A

B, TA AR F—OFHBIRPGINT
GEICEESNET,

i,
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aVR—RU MNT7S— R4 A wt— LEREA INTA—4
COMMON.KEY_ EXPIRING _ Your "$feature” key will expire in under $days [feature] : AZhHAE2 L B EERED
ALERT day(s). Please contact your authorized Cisco sales | % #f;
representative.
ldays] : AZhIR23EIN D £ TOH
ik, T4 UA T—OFDWIRBEIND | %%,
Atk fEsnET,
COMMONKEY FINAL EXPIRING | This is a final notice. Your "$feature" key will lfeature] : AR T ARERED
ALERT expire in under $days day(s). Please contact your A
authorized Cisco sales representative.
ldays] : ARG D £ TOH
g, T4V UR X—OHRBHRMBUIND | %%,
BaEoR#BEOmMmE L TEFEINET,
KEYS.GRACE_EXPIRING _ ZOBEBFA—NT =T 2ADTXTOE | ldays] : 77— FEERLTOMT

X274 =R T4 ARMREIN
12729 ¥ L7, Theemail gateway will continue
to deliver mail without security services for $days
days.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

70T 4 v, REHEFA—NT = T = A
DT A & AFPHIRIZOWT, #THIRH D
BARIF AL S EBIRICEE SN E T,

EUILI oY UNEE - &

MT M OFEHIC OV TIX, KAEE

A—=NT = T2 A DTA BV ADE
ZhHIRR (25 X—) LT
Sy,

KEYS.GRACE FINAL EXPIRING
ALERT

This is the final notice. All security services
licenses for this email gateway have expired. The
email gateway will continue to deliver mail without
security services for 1 day.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

IVT 4 T, BB AN — 7oA
FTAB L AOFHIBO 1 HRNIZEE SNE
ﬁ—o

WY R OFFEMIZ SV TIE, (fHE
A=NT = U2 A DTV ADH
IR (25 ~—) 2R T
S,

KEYS.GRACE EXPIRED ALERT

Your grace period has expired. All security sevice
have expired, and your email gateway is
non-functional. The email gateway will no longer
deliver mail until a new license is applied.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

TIVT A I, HEEFA—NT— T =A
O T EZBE D LR EINET,

M HIE OZEICOWTIE, (AEE
A== NT A DTA B ADE

BHIER (25 X—v) 2ZRLTE
él/\o

B o x7LoEE
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DNS.BOOTSTRAP_FAILED

Failed to bootstrap the DNS resolver. Unable to
contact root servers.

(5 =y

et B A—/NT— T = A H/L— DNS
P—NIZEWEDE D Z LR TERVEAIC
EEINET,

COMMON.INVALID FILTER

Invalid $class: $error

ik, BT 4 NV E DET D EITIEE
SNET,

lclass]

2 E DN,

lerror)

T2 BIMOIE R,

[Filter] . [SimpleFilter]

DT NV DN 7R R (2 B

IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKD.HOST REMOVED
FROM_BLOCKED_ LIST

The host at $ip has been added to the blocked list
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh allowed list.

The host at $ip has been removed from the blocked

SSHZ/M L CEFA—NT—FT oA ~DE:
aRAETNWDN, BRI VT vy vk
FSRLUARWIP 7 RL A%, 2 43BAANIC 11 [|]
PLESATICRIR L7286, SSHO 7 vy 7 Y
2 MZBmEnEd,

FCIPT RLANSZ—YRIEFICT /A
VEBE, FOIPT FLUAIEHTY X RMZ
BEnET,

AU A R EOT RLRIL, bR Ty
JUANMIBEENLTWTHT 7 EARFFAS
ET,

T MYIFMIERIC ey 7 U X B HE
ENCHIBRE N E T,

lipJ
Xo

mTA U EBAITLIEIPT L

LDAP.GROUP QUERY_FAILED
ALERT

LDAP: Failed group query $name, comparison in
filter will evaluate as false

VT 4N, LDAP V—7 7 =) — (T
LG A IC S E SN ET,

lname

: 7 =Y — D4R,
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LDAPHARD ERROR

LDAP: work queue processing error in $name
reason $why

fname] : 7 = U —D4 i,

fwhy| @ =7 —3F84 L7-BiH,
VT 45y LDAPZ = —2 (XTD
P — TERITL7R) FRICKR LG AI
EEINET,
LOG.ERROR.* 7UF 4N, XESEheX s o5 —,
MAIL.FILTER.RULE MATCH_ | MID $mid matched the $rule_name rule. \n mid] : A v E—0O—B0ORIE
ALERT Details: $details =5
¥, Header Repeats /L — /L7 true & 3FffiS | lrule_name] : —E L7z —1 D4
NH-RNTEEINET, (E I8
[details] : A v ®—YF 1T —L
(2 B9 5 REAE

MAIL.PERRCPT.LDAP_GROUP
QUERY_FAILED

LDAP group query failure during per-recipient
scanning, possible LDAP misconfiguration or
unreachable server.

T VT 4T, BZfGHD AR v UHEIZ
LDAP /' /v—7 7 = J — (R L7238 Alc %
fganEd,

MAIL.QUEUE.ERROR.*

JUTF 4Ty A= Fa—DIFEIER

N— R T —,

MAIL.OMH.DELIVERY RETRY

Subject - 'Alert: Message Delivery failed for
$hostname. DANE verification failed for one or
more Domain(s).'

A v &— - The message delivery failed due to
DANE verification failure for all mail exchange

(MX) hosts in $hostname. & A —/L 47— ~ 7 =
A EA = OBUE % FRERIT 5 70,
A —ThEARAT A LET,

"host' - DANE MRFEDSN AL L7278 & K,

B o x7oEE
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MAIL.RES_CON_START
ALERT. MEMORY

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
RAM utilization for this system has exceeded the
resource conservation threshold of
$memory_threshold_start%. The allowed receiving
rate for this system will be gradually decreased as
RAM utilization approaches
$memory_threshold halt%.

JVT AN, AERVHEHRBN AT LY
Y — AR L E VMEZ I L7255 224G &
nEJ,

;R A N DL,

fmemory_threshold_start] : A-E U
DHA—Ey Mebllad o —t ML
& VM,

fmemory_threshold_halt] : A€ U2
TNDIDIZT AT APMEILT 53—
2 b LEUME,

hostname |

MAIL.RES_CON_START _
ALERT. QUEUE_SLOW

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
The queue is overloaded and is unable to maintain
the current throughput.

TUT 4Ty A=)V Fa—MBAfE R
D, VAT LY —RFRKNA X —T T
ol AICEEINE T,

Thostname| : 78 A kD4 Hi.,

MAIL.RES_CON_START _
ALERT. QUEUE

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Queue utilization for this system has exceeded the
resource conservation threshold of
$queue_threshold_start%. The allowed receiving
rate for this system will be gradually decreased as
queue utilization approaches
$queue_threshold_halt%.

IJIVT 4T, Fa—FHRN AT A
V= ZHIFI L EVVEEBE LS EIORE S
nEJ,

Thostname| : 7 A s D4 Hi,

lqueue_threshold_start] : ¥ =—®
Z—ty bt o=k FLE
UM,

lqueue_threshold_halt] : % =—7237
NDTDIZY AT AT B/ 3—&
R LEVME,
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MAIL.RES_CON_START _
ALERT. WORKQ

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Listeners have been suspended because the current
work queue size has exceeded the threshold of
$suspend_threshold. Listeners will be resumed
once the work queue size has dropped to
$resume_threshold. These thresholds may be
altered via use of the ‘tarpit’ command on the
system CLI.

e V—7 Fa—DV A ANRRETED
72, U AT =N R SN AICEE
SNnET,

;R AN DL,

lsuspend_threshold] : U AJF—73—
FHEIEESND T —27 a2 —D RV A
z,

lhostname |

lresume_threshold| : U A —723FF
BEN2Y—27 Fa—0 ERYA X,

MAIL.RES CON_START _ This system (hostname: $hostname) has entereda| [hostname| : & 2& F D4,
ALERT ‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
IVT A I, BFA—NT— T AN
M) Y — 2] E— FICR-> T aI TR E
SNET,
MAIL.RES CON _STOP_ALERT |This system (hostname: $hostname) has exited Thostname| : A h D4R,
‘resource conservation’ mode as resource
utilization has dropped below the conservation
threshold.
i, EFA—NT—b V=g D [JY—2R
ik E— FRRRI NG EICEESNE
—é—O
MAIL.URL_REP_ FROURL A7 TV £y FOEEEZSRL | —
CLIENT.CATEGORY CHANGE | C< 728y,
MAIL.BEAKER _ URL 74 NE VT DT TNy 2a—T 4
CONNECTORCERTIFICATE INVALID | ~ 7 & B L T 7230,
MAILBEAKER CONNECTORERROR
FETCHING_CERTIFICATE
MAIL.WORK_ QUEUE PAUSED _ | work queue paused, $num msgs, $reason Tnum] : Y—72 ¥ o2 —|ZIFET 5
NATURAL A v—UH,
I UT 4N, V=27 Fa—N2Hfrsic
AT ESNET, lreason] : U—7 Fa—N2flfish

7-HH,
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MAILWORK._QUEUE_UNPAUSED
NATURAL

work queue resumed, $num msgs

I VT 4T, V=7 Fa—DEEINE
GECEESNET,

lnum] : V—7 ¥ =2—IFETS
A v—U%,

NTPNOT ROOT

Not running as root, unable to adjust system time

He

A root & L CNTP BNEITEHN TV
T-DIZET A — N7 — b T = A DL % %
TEXRWEAICEESNET,

QUARANTINE.ADD DB_ERROR | Unable to quarantine MID $mid - quarantine mid] : MID
system unavailable
I VT A, Av—VERIEHETY 7%
LIEMTERVEGRICEESNET,
QUARANTINE.DB_UPDATE | Unable to update quarantine database (current lversion| : fHIH7-AF—~ "—
FAILED version: $version; target $target version) E

IUT 4 TV, HET — = ZNT o
F— R TERVWEAICEEENET,

ltarget_version] : XfHRORAF—~

N—=T g,

QUARANTINE.DISK SPACE
LOW

The quarantine system is unavailable due to a lack
of space on the $file_system partition.

I VT 4 v, BEEFOT + 2 7 G50 7 v
R GBI E SN ET,

[file_system] : 77 ALY AT LD

gan|

QUARANTINE. THRESHOLD_ | Quarantine "$quarantine is $full% full 'quarantine) : [@EED4 A,
ALERT e N
ek Wk U 7 DR 5o%, 50 | [fulll : BREET Y T AR,
% FTIXT5%ICELT-EEICEEEINE
—g—o
QUARANTINE.THRESHOLD_ | Quarantine "$quarantine” is $full% full rquarantine : Wl 4 Al
ALERT.SERIOUS

I VT 4 I, FREET Y T O R R
95 % IZE LA IZE G S ET,

Mfully - R~ U 7 OB MR,

REPORTD.DATABASE OPEN
FAILED ALERT

The reporting system has encountered a critical
error while opening the database. In order to
prevent disruption of other services, reporting has
been disabled on this machine. Please contact
customer support to have reporting enabled. The
error message is: $err msg

JUT 4 H, LIR—h 2P UNT—H
R—=R2ZBAF WG EICEEINE T,

ferr_msg) :%AEL7E=T— A
-
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REPORTD.AGGREGATION
DISABLED ALERT

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc.). Once disk usage
drops below $threshold percent, full processing of
reporting data will be restarted automatically.

ik A
2 32

Z VAT DT 4 AT TN RE LT
LHmEICEEINET, v = FUICH
T5HT 4 AZEREN e ZHEHARO L& WE
Zad 5 & reportd | IENET 4 E—T L

L, 77— & ELET,

['threshold |

: LEVME

REPORTING.CLIENT.UPDATE
FAILED ALERT

Reporting Client: The reporting system has not
responded for an extended period of time
($duration).

L, LR— N 2 DU P LR— kT4
ERAFTE R HmBICERESNET,

duration]
r T

FEf, Z OfEIEX, ARBIDHiAIU 5
KoOXFHITd ( [1h3m27s] ) .

D TGAT LV RIR LR —
OEWE bR ZRITT 2

REPORTING.CLIENT.JOURNAL. | Reporting Client: The reporting system is unable
FULL to maintain the rate of data being generated. Any
new data generated will be lost.
70T 4, LR— DU REHT —
ZERFTERVLEEICEESNET,
REPORTING.CLIENT.JOURNAL. | Reporting Client: The reporting system is now able
FREE to handle new data.

B, LAR—F o U RNHEOTET — 4
PR TEX D L 9o B E s nE
j‘o

PERIODIC REPORTS.REPORT
TASK.BUILD FAILURE

A failure occurred while building periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

JUT 4N, VIR— K VB LIR—
FEERTERVWGEEICEEINET,

lreport_title]

cLAR— DX A ML

PERIODIC REPORTS.REPORT _
TASK.EMAIL FAILURE

A failure occurred while emailing periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

JUVT 4 BV, LIR— hEBEFA—/NVTIEE
TERDSTEHARICEEEINET,

l'report_title]

S LVAR—=RDZA MV

B o x7oEE
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PERIODIC REPORTS.REPORT
TASK.ARCHIVE FAILURE

A failure occurred while archiving periodic report
*$report_title’. This subscription has been removed
from the scheduler.

JUT 4TIV, VR— R NET —A T TER
Mol GEICRE SN ET,

lreport_title] : LAR— FD XA FL

FAILED ALERT

SENDERBASE.ERROR Error processing response to query $query: fquery] : 7= U—93%7 FL XA,
response was $response )
lresponse] : SAE L72JS& D raw 7 —
15, SenderBase 7O DA A c | X,
7 =NREALTBAICEESNET,
SMTPAUTH.FWD_SERVER SMTP Auth: could not reach forwarding server lip) : UE—hF —10DIP,

$ip with reason: $why

FAILURE.
SHUTDOWN

fwhy| : =Z =734 L=,
5, SMTP FRGEERIE Y — D BEARE T H
LHmEICREINET,
SMTPAUTH.LDAP_QUERY _ SMTP Auth: LDAP query failed, see LDAP debug
FAILED logs for details.
B85, LDAP 7 =V — MR L= 8551245
INET,
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : AL 5—,
FAILURE. server gracefully: §{error} $what:=reboot
REBOOT ok HEBTOU AT LEL Yy MY
L T2 BICBED R A LT3 A0 E S
7.
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : 3&ELFxT=T—,

server gracefully: ${error} $what:=shut down

B VAT KAV Yy MU LTSRS

(CRENFEAE LT BB E SN ET,

SYSTEMLOGIN FAILURES LOCK. ALERT

User "$user" is locked after $numlogins
consecutive login failures. Last login attempt was
from $rhost

THW o R L= 7oA AT RIS 2 -
il a— T hvrhnuy s Enb
LEEEIRET,

'user' 1 L —HF DRI

'numlogins' : #ERRFHADT 7 — F L&
VME

"thost' : UE— K RAFDT KL A

SYSTEMRCPTVALIDATION.UPDATE
FAILED

Error updating recipient validation data: $why

I VT A I, ZAEERREDT v 7T — T
KL AICE ESNET,

fwhy| : =T — X vE—,
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AVKR—FRUNT7I— 4 Ayt— LA INTA—4
SYSTEM.SERVICE_TUNNEL. | Tech support: Service tunnel has been disabled
DISABLED
i, v A3 $R—F =2 HICER S
NIz b RV DGEITRESNET,
SYSTEM.SERVICE TUNNEL. Tech support: Service tunnel has been enabled, lport] : ¥—E A b R/ &

port $port

Hf, A a R — b— 2 HI/ER S
Nz N U RIVINEROEGEIZEE SN ET,

NDHHR— T,

IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKDHOST REMOVED FROM
BLOCKED LIST

The host at $ip has been added to the blocked list
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh allowed list.

The host at $ip has been removed from the blocked
list.

I

He
Ho

SSHZN L TCEFA—NT—FT A ~O:
Bea B TWDN, BRI VT vy vk
FoRLZ2WIP 7 KU AL, 2 45LANIC 11 (3]
PLESATICRIA L7256, SSHO 7 ry 7 Y
A MZBMEnET,

AT IPT FLADLaL—FRIEFIZH 7o
YEBRE FOIPT RURITHA Y A MT
BmEiET,

FFAIU A M EOT RL AL, FRHR Ty
JUVANMIEENTNTHT 7 EARFFAIE
nEJ,

T MVIEMIARICT ey 7 Y R EBH
BEYICHIBRS NV E T

lip) /A L ERITLEIPT FL

Xo

B o x7LoEE



| vz27LE8

v25575—+ |

AVKR—FRUMNT7S— &

Ayt—T LA

INTA—4H

WATCHDOG RESTART ALERT
MSG

<$level>: <$class>, <$hostname>: $subject $text

v ==
B Ho

BA—NT = T = L, RO D
AN EE=ST VAT Ry 7Y —
ERAEFBHLET,

N VAWN S

o A VAR

o« T UF =L = T BhE

s LA A=)
FRoz vy rongipsnrrEfo
Tk F Ry 7B RTRE LR WEA

TxvF Ry PRIV FHE
L, BHECT 77— b EEELET,

[ 4] (subject) ]: =T Z@E
BEOUAvTF Ry 7 77— o4

[ 7% AR (text) ]: =TT
EHEOUAYF Ry 7 77— DT F
A

MAIL.IMH.GEODB_UPDATE
COUNTRIES'

gl (NLETEHROFEH (Geolocation

Update) ]: BB — FdLROED U A FRE
FINnTWET,

BINE 7= : <Sadded>
HIBR S 7= E : <$Sdeleted>

IR CTHATHEEZ 7V —T, A vk—
CITUNE BT T4 ED
X EAERLET,

‘added’ : ROEBIMSNET,
<iso_codel>:<country nam
el><iso_code2>:<country name2>,

“deleted” : IROENHIFRS N E T,
<iso_codel>:<country nam
el>:<iso_code2>:<country name2>,

MAILLPDATED SHORT URL DOMAN LT

E (Info) . FHEURL FAA DU A R
TSI TVWET,

BINEiiz R AA > : <Sadded domains>
HIBR X7z KA A > @ <$deleted domains>

’added domains’ : YR K A A > 73BN
SN FET, <domains_ 1>, <domain 2>
*deleted_domains’ : R K A A > 3Hl
FREALE T, <domain 3>, <domain 4>

MAILDOMAINS NOT REACHABLE

[ )

g LR KA A L 38EHMs S 7= URL
A= FDEFA—NT— T A TIEIT 7k
ATEFEFH A, <$domains>

BIA—NT = T2 ADBINED RAAL Y
W CX B LT B0, 7747
7 =L D=L EERLET,

<$domains>: KA A DA ~<XEIY
Uk,
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MAILURGRADE CONHG CHANGEALERT

{5 (Info) . 7 v 77 L— Rz —HH
FEMED S AT BT &> TER SNIHEIT%
FEInET,

text' : ATV V2 h AT ARy
VEBIORNT LA A T a—sSVERE
WT T T L— RRICERTEINEL
72 AT VY2 FwILFAE Y
BLOT VA A—NLARED T 17—
REEMER LTI EEW,

CERTIFICATE.CERT EXPIRING
_ALERT

REBAE [$certificate] (% $days H % I(ZHAFRY]
iz £97,

77— kLYl #4E (WARNING)

[certificate] : HIFRNNIT-DOUVNTUV B FERA
EDA R,

ldays| : AZWHIRAEIN S ETOH
ﬁo

CERTIFICATE.CERT CRITICAL
EXPIRING ALERT

AEEIE TScertificate| 1 $days K[ (2 HRR
Tz 72 v £,

75— KLYl 7 U5 ¢ J1L (CRITICAL)
(7 V7 4 Hv) EEOHFIZ, 5H
ERASER

lcertificate] : HAFRAS ULV T D REH
DL,

ldays| : HZ%&7%v 5 (HH :
MM :SS) ., 7=&ziE. 4 H 10:12:20
FFRH (4 days 10:12:20 hour(s)) T3,

CERTIFICATECERT EXPIRED ALER

SFAAE [$certificate] DOAZIHAMR2IFIFL TV
iﬁ‘o

77—k~ 7 UF 4 /b (CRITICAL)

lcertificate) : HIMRANEINL TV S EFIAE
DRI,

MAIL.APPNO ACCESS KEY

77— k7% Ak : [Cisco Advanced Phishing
Protection 7 7 7 R —E ZADOFZIHAIR D R —
Vo IR L E LTz, API AccessUID &
APL T 7 AR HEZ BN L TS 7230,
(Failed to poll for the Cisco Advanced Phishing
Protection Cloud Service expiry date, add API

AccessUID and API Access secret key.) |

I APL T 7 B A F— L EEEN A S
oo, APP OEZEIRIZOWT D 7
T UIZRIRLT, 79— MBREEINEL
775

B AP

B o x7LoEE
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MAIL.APP.INVALID KEY

TI—hTFA D APIT 7 A F— M L)
72728, Cisco Advanced Phishing Protection 2/
7 U N =B ZOHZHIRIZONTOR—Y
IR E L=, (Failed to poll for the
Cisco Advanced Phishing Protection Cloud Service
expiry date because the API Access Key is

invalid.) API7 7 & A UID & fi k% Fak &
THMENHY E£3,  (Youneed to
re-configure the API Access UID and secret key.)

FiH  API 7 7B A F— L REEN AT SN
o120 APP OAZNHRIZ OV T D Z
TUIZERKLT, T9—FREESNEL
77

LR L

MAIL.APP.EXPIRED

77— Kh7 %X I : Cisco Advanced Phishing
Protection 7 7 7 R4 — 2 DOHF MR Y]
., 2> TWET,  (The Cisco
Advanced Phishing Protection Cloud Service has
expired and is disabled.) v A2 T H T k<
A=V xICEE LT, P—ERAEZEHB LT
HME L TL 72 &V, (Contact your Cisco
Account Manager to renew the service and enable
it.)

#BH : Cisco Advanced Phishing Protection 27 7
7 R H— 2 ORI G THELIT 2 -
TWET, APPT AU A& HH LT, APP
=R AT LLENDHY 7,

ALY

MAIL.APP.EXPIRY REMINDER

77— K7 %A |k : Cisco Advanced Phishing
Protection 7 7 7 R —E A%
$eaas_expiry_date (ZHIRGIIUIZ2 D £,

(Cisco Advanced Phishing Protection Cloud
Service expires on $eaas_expiry date.) A =2
TAVY b F =T ITEE LT, P—E R
ZHHT L TL7ZEV,  (You need to contact
your Cisco Account Manager to renew the
service.)

A AR D 3 BRI S 7 T — M A3EH
EEINET,

/NT A —4& : eaas_expiry_date
eaas_expiry date (Cisco Advanced
Phishing Protection 7 7 7 R¥— 1 A D
A S HIRR)

227058 |}
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MAIL.APP.SERVICE
UNAVAILABLE

77— F7 %A I : Cisco Advanced Phishing

Protection 7 7 7 R#—EZDHF, (Cisco
Advanced Phishing Protection Cloud Service

update.) 7 7 U R —E R L Di#(E %ML T
ZF£4H A, (Unableto establish communication
with the cloud service.)

SHBH 10 [ENEEE LT A —/L% APP |ZHE%ET
XMool APPY 77 RY-—1E 2% H]
AT EHA,

YL

MAIL.APP.SERVICE
AVAILABLE

77— K7 %A I : Cisco Advanced Phishing

Protection 7 7 7 R¥—EZDHF, (Cisco
Advanced Phishing Protection Cloud Service

update.) 7 T 7 ¥ —E R & OEENPHESLS
NE L7-, (Communication with the cloud
service has been established.)

Wil APP 7 7 7 R¥—E R IIFIH #[HET
\é"O

BALAP

TvIT—2 75—+

WDFRIZ, AsyncOS TR SNDAREMENH LS EIERT v T T—4 TI7— DU A &
~LET,

RO FRETDAEMSHETYIT—E2T5—FDUYR G

75— b

Ayt—T LA NG A=A

UPDATER.APP.UPDATE
ABANDONED

$app abandoning updates until a new version lapp) : 77V r—v a4,

is published. The $app application tried and

failed $attempts times to successfully complete lattempts) : 547 L7zl

an update. This may be due to a network
configuration issue or temporary outage

gL TSV =y a3 T v ST b
HIELThET,

UPDATER.UPDATERD.
ANIFEST FAILED ALERT

The updater has been unable to communicate | [threshold] : ARISFEAEILS L XV ME
with the update server for at least $threshold. DILEF,

b RO =T = A S ORUSIZIKL
LE LT,

B o x7oEE
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7orILas 7408 75—+

UPDATE FAILED

77— k4% Ayt—T LA INTGA—A
UPDATER.UPDATERD. $mail _text Imail_text] : @HT 57 %2 k,
RELEASE_NOTIFICATION T _ i B
it Y Y —ZO@MTY, [notification_subject] : &I %7 & %
]\ o
UPDATER.UPDATERD. Unknown error occured: $traceback ltraceback| : FL—RAv 7,

VT 4 N, T TTF— N OETITHRAL
LFE L7

TI2bTLAY 4L T5—Fh

WDFIL, AsyncOS THEMIND SEFIERT U NI LA Y T4 NVE T F7— DY AKNTT,

77— FOFBBHEERENTHINTONET, TURNTLA7 7 &, Rl (BRI
TR UA ) RSNV AT AT 77— THOBRENIEENHDLZ LICHEEL
TLEE,

R I:RETIARMENHEITIEITLALY T4LETS5—FOYRE

73— 4

Ayt—T LA

NG A—4

VOE.GTL THRESHOLD ALERT

Outbreak Filters Rule Update Alert:$text All rules last updated
at: $time on $date.

ltext] : 77T —+7T
T—ErDTFA I,

e 7O MTVLAT 74 NI DO LEVENERE S| Ttime] @ &7 v 77—
GBEICEE SN ET, N DEZ,
ldate) : &7 v 77—
~ o B A,

AS.UPDATE FAILURE $engine update unsuccessful. This may be due to transient lengine] : 7 v 75— b
network or DNS issues, HTTP proxy configuration causing IR LT Y,
update transmission errors or unavailability of
downloads.ironport.com. The specific error on the email gateway | error] : FEAL7c=
for this failure is: $error 7—,

B P F 2K TV FTIXCASEL— L DT v

77— MR LG aICEsE s ET,

DIRBYT TI3—h

WDFIT, AsyncOS THERINDSIESERI TAZ VT TIT— DY ARTY, 7T—
N OFI L BERENFTHE AL TVET,

227058 |}
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RI0:FET HARMLAHEISREYV T T5—FDYR b

DZSN & |

TI3— k45 Ayt— LEREA NG A—4
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | Tname] : <3 L DF X MBIV
AUTH_ERROR $ip - $error - $why$error:=Machine does not

appear to be in the cluster

U7 NES (EiF3ndhnns .

lip) : UE—hKHKRALDIP,
7 U%/l)jjﬂ/ EIL\DEEI‘7_z) %\éébf’ & _
. [ : 7 —\Z PR T
R ESNET, v Ry 77\5’0>7</ Zvl\ihyj =7 TICHT SRR T
NTRWGEEICEZ DR H Y £77, °
CLUSTER.CC_ERROR.DROPPED | Error connecting to cluster machine $name atIP | Tname] : <=3 > DH &R FAB IO
$ip - $error - $whySerror:=Existing connection | 1) » NEE (E7 130T .
dropped
lip) : UE—hKAHKABLDIP,
i, 7T AZNOERIN Fry 7Sk .
r =T —IZ FEMR T
b ol S S why] =7 —I(ZBET 55T %
x }\O
CLUSTER.CC_ERROR.FAILED Error connecting to cluster machine $name atIP | Tname] : <3 v DF X MBIV

$ip - Serror - $why$error:=Connection failure

VT NELS (Eli3unhnn .

FORWARD FAILED

i, 7T ALSOEFICRIL 5| Tip) @ UE—F RA O IP,
= _ gt o
EEINET, fwhy| : =7 —IZBT BT %
A B,
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | Thame| : <=3 > DFR R MBI

$ip - Serror - $whyS$error:=Message forward
failed, no upstream connection

VT NAES (EixnFhn) .

lip) : UE—F KX FDIP,
IUVF A BN, BEA—NTF—RT = AN )
r c LT —(T SRR T
7T AEDT Y NT —H R TE XV;’\hyJ DT DREM AR T
Mo GEICEEINET, °
CLUSTER.CC_ERROR.NOROUTE | Error connecting to cluster machine $name atIP | Tname| : =3 > DR &R MBIV

$ip - Serror - $why$error:=No route found

U7 vEE (E3vng) .

IVTANN, YLD TASORO Tip) Y E= b AR POIP
v A~DJL— K 5 7 - = E 7
/: Y ZRAGFTE R oI HE fwhy| : =Z—(ZB9 D677 %
%15 SNFE ﬁ—o Z k

CLUSTER.CC_ERROR.SSH_KEY | Error connecting to cluster machine $name atIP | name| : <3 LDk 2 R B LY

$ip - Serror - $whySerror:=Invalid host key

7J?4ﬁw M 72 SSH 7R A R 2 — 78
bHoT BB ITEESNET,

U7 NEE (ErzidnTans .

lip] : UE—K KA FDIP,
fwhy| : =7 —|ZB9 H5EM727 %
A R,

B o x7oEE
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5525925 75—+ ||

77— k4%

Ayt—T LR

INDA—4

CLUSTER.CC_ERROR.TIMEOUT

Error connecting to cluster machine $name at IP
$ip - $error - $why$error:=Operation timed out

lname] : <=3V DOFRA MBIy
U7 NEE (2030 .

i, MESNIBER A LTy MLz | Tip) - UE—F KA MDIP,
BEACEE _ e
IR EINET, Twhy) =7 —IZBI B a7 T
A R,
CLUSTER.CC_ERROR _NOIP Error connecting to cluster machine $name - lame] : <3V DFEA MBI

$error - $why

U7 NES (Ei3ndhnns .

JVT A4 I, BFA—NT— b T oA0| Iwhyl =7 —IZBT 256/ 7 ¥
I TGAZDMNDO~ Y DENRIPT LA | A b,
G TE R HBAICEE S ET,

CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lame] : <3V DFEA MBI

DROPPED

AUTH_ERROR $error - $whyS$error:=Machine does not appear | | 7 L E 2 (£ 7= 1T T .
to be in the cluster
fwhy| : =7 —|CB8T HatMl7eT %
IVT ANy 7 TAZDY I AHET | 2 |,
HERICERGE™ 7 — D3V LT A ICEE S
NET, v UWT TAIDA L INTRD
AR E DAREERH Y 77,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : vV DRAMBLOY

$error - $why$error:=Existing connection
dropped

VT NVES (Eidnang .

FAILED

"why| @ =7 —(CBI¥ 2REMl7e 7 %
b VNI TAADRD T DR | 2 b,
BRI T RVAZRIGTE S, 77 AL~
DR Ry 7 LGBk E &S
R
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - name] : <V DFEA MBIV

$error - $why$error:=Connection failure

U7 NS (Ezidndan .

FORWARD FAILED

i, RMZEHRT 7 — AL, v | Twhy) =T —ICBIT LR T %
N T AZDRNO= T DEZHRIPT R | A b,
A BPAFTE oo Bl E e E
j—O
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - ame| : <3V DOEREA MBI

$error - $whyS$error:=Message forward failed,
no upstream connection

T UT LTIy RUVINT T AEDRD~
VUDOHENIRIPT RLAERETET, &
FA=NTF =R D oA N NT—H %
R CE o oG EIEE ENnNE T,

U7 VEE (E3vng) .

fTwhy| : =7 —ICBT A5E/M7T %

A B,

227058 |}
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77— k4%

Ayt—T LB

INDA—4H

CLUSTER.CC_ERROR _ NOIP.
NOROUTE

Error connecting to cluster machine $name -
$error - $whyS$error:=No route found

lname] : <=3 DOFRA MBIy
U7 NS (F2E0n3ndy) .

SSH KEY

TIVT 4N, =N T AZORO~ | Twhy] =7 —ICBT 5577 %
TUDERRIPT RLAZRGTET, Bl A b,
DL ~DN— b ERIFGTE o728
BICEEFEINET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : > DHRAMBLOY

$error - $why$error:=Invalid host key

U7 NEE (Ezidndan .

TIMEOUT

IVT 4 TN, =N TAEDORDO~ | Twhy] =7 —IZBT 5572 T
VYOFEBRIPT RURAZEUGTE S, A A K
W72 SSHARA b F—Z2EFTE o
BRICEREshET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - Thame] : <Y 2 DFRA MBI

$error - $whyS$error:=Operation timed out

U7 NEE (E30vng) .

Bh, vV TAZORO~ Y OR | Twhyl s =T =BT SRR T
WRIPT RLAZBGTE, fRESH | A b,
BIENZ A LT U P LT EICHESNLE
TO
CLUSTER.SYNC.PUSH_ALERT | Overwriting $sections on machine $name lhame] : <3V DEANBLIOY

I UT 4 T, BRET — X BRI B4
. VE—FFRRAMIEEINEAICE
FEnEd,

VT NELS (li3unwdnn .

lsections] : EfFHDI7 T 2% &7
arDlY Ak,

<y rcJ—9

REMEDERE

IO var T, BFANAT = VA DRy MU — 7 BEOREIHE AT D HREIC D
WTHHILET, TNUHDORETIE, Y AT L0ty M7 v 7 U4 = FOMATY AT Ay
N7 w7 74 —F (E7-ldsystemsetup 2~ F) ZFHL TEELZHA M4, DNS,

BIONV—T 4 VT OREMICEET 7 EATEXET,

T T, ROBEREICOWTEHBA L £,

* sethostname

« DNS
=T 4T

BN

X [E

*dnsflush
¢ /XA 7 L— X (Passphrase)
s Xy NT—T TR

B o x7oEE

(GUI B X " dnsconfig =~ RZFIf)
i (GUI, routeconfig 2~ NI L Nsetgateway =~ > FZF|H)


b_ESA_Admin_Guide_15-0_chapter3.pdf#nameddest=unique_89

| vz27LE8
227642 +20zE [

= A B

VATLRAMEDER

VAT LOWHIE, KA NABSEASLET, FREMERA M EANT D LERD Y &
T BAMEEET I

*Web A% —7xAAT, [fv hU—2 (Network) ]>[IPA > ¥ —7 =A% (IP
Interfaces) %7 U v 7 L. 2 (Management) %7 U 2 LTC[H A b4 (Hostname) ]
THRAMEEELET,

* CLI T sethostname ==~ > RZ&fHEH L £,

N

CE)  ZHEZHETLET, HILLER MITADICRY A,

FAA Y r—L X T L (DNS) EREEDER

GUI ® [# v hU—2 (Network) ] A ==—0® [DNS] ~—F 721 dnsconfig =~ > KT, &
FA—NHF— "7 DDNS REMBEHRETXET,
WOBREMERETEET,

o U H—F v PODNS ¥ —_"F T —FME D DNS V—"EZFHT 50, BLOEH

T2 BRI 72—

*DNS N7 7 4 w7 T HA L F—T =4 R

e WiB|XDNS/IVY I T T MMNEALLT U MNTDHE RS 5

*eDNSFHF¥ v =2dDZ7 U7

DNS H—/\DIEFE

AsyncOS TlE, A ¥ ¥ —F v h®/L— K DNSH— 3 —HME O DNS — N F703 A1
H—F v h®JL— bk DNS — B L OFEE LI-HEB DNS h— & c& £, /& —
Fv hO— N F—=NEFHTDE X, FED RAAL NMEHTHZRE— 2B ETDHZ
EHLTEET, UEBEDNS H— NFH O KA VTSNS 720, MU KA AL T 5
e — 3 (BcieHI72 DNS L o — R &) THALENRDH Y £7,

AsyncOS Tlx, 4 > % —F > F®ODNS H—_ZEH LAaWiEEIc TA7Y » b DNS #—
EYAR—FLTWET, 2—FMEORNI —"ZHH L TWD5EEIE, IS0 KA1 B X
UBE T 25 DNS =% ETHZ L b TEET,

(27U v FDNS| Z&ET DAL, in-addrarpa (PTR) T b U & [ERRICERET D L BN
HVET, 0D, I2E 2L Teng) 72V =23 —2%— 123412V XA L7 T HEE
2, TR_XTD eng =2 FUR 17216 Xy MU =272 555, A7 Y > b DNS REIC

leng,16.172.in-addr.arpa] ZfHETHLENH Y 77,

227058 |}
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B osuzorversqatusq

BRI R)ETSAF )T+

ATJTH4 DNS H—IZ, BIECT T4 A4V T 4 ZfEETEE T, AsyncOS TlE, 7714 4
U7 47301 W%ﬁwmw#%ﬂ@ﬁ%%ﬁAiﬁ DNS H— S35 LW 54, AsyncOS
WFROT T A F VT 4 RO — O ZR A E T, ﬂcf?4ﬁ)%4%ﬁomm%%
WCEEO= N BRETHIHE, VAT AF I —E2FETT LR LT T4 4
T4 HFFODNS =% U R IS T VX MIGERET, VAT NIRRT =) OF
RGNS T2 A4 L7 7 ) T5F TEHRHFEL., TOHKKD 7 = VI3 LCEHEiE XY
HOLRWRHIFE L 3, TO®%RBEKTT, FFERFHIZ. DNSH— DOIEfMREFHI &%
ESNTWATIAFT VT AIEGFELET, YA LTV NOEIIZTITA44Y 7 2 IZB%RA
<, TRTOIPT RUVATHULUTY, BAIOTT7A4F VT 4 IITmbENT A LT 7 MK
EINTEY, ROTIAFT VT AT EIVEVWI A LT 7 PBRRESNTOET, Kl
ZA LT MNERITR0RTT, 1207744V T 4 #HELTWDIEE, 40T T4
V7 41T 58— O A LT T MIOIZRD T, 2200774 F VT 1 &% E LT
WABEE, IO T TAF VT AT HEY— DL A LT 7 MI ISR, kDT Z
ATV T LIZHTEIEY—ROZA LT T MIASBIZRDEST, T7TA4FV T 403 DD
B FALT T NISH, 100, 45BIC £7,

72 Z21E, 4 ODDODNS YV —NREFREL., 22T T4 4V T4 0%, 79447 11
.0 1T IAA VT4 2R E LIELET,

RM:DNSH—/N, TSA4F )T 1, BLUVEA LT FEROH

ISqAY =, BALTY~ (B)
F 4
0 1.2.3.4, 5.5
1.2.3.5
1 1.2.3.6 10
2 1.2.3.7 45

AsyncOS I3, f?%ﬁ)%xo_ﬁﬁémtzo®%~”%7/&ALEﬁLi# TIAF
U7 4 0DH— 312X 7 L TND B 1o =R ENET, TTAFY
740@%—A#ﬁﬁ§7/bfméﬁA\774%)741@#~f~u1m)#ﬁ%éh\
BN T TAA VT 12 (1.23.7) OV —"NMERESNET,

BALTTNERITTFAFVT 4 0D —NEWEFELRTUTHY, 7T7A4F VT 41D
=N LY BN RE SN, 7T7A4 4V T 4 20— NZIEE HIZE VR E &
ET,

A3 =32y b I)L—bk H—/\DEA
AsyncOS DNS U YL NI, EtEREZe e 1 A —/VALE I B 72 K E D [F]IRE DNS 3t 2 U5 T &
D EITEHEFTSNTHET,

VAT LEHR
88
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#ElzoNs Ly 7y Tns1u79+ ||

\)

GE)  F7F#/VEFDNSY—RNIA v Z—F v b b—F V= RPUNEHRET D & EBEIR LIS
RE SNV — NFHEE S — L 7o TRV R AL D7 =) Z IR T %544%75\

HYET,

WEIEDNSILY I TYTDRA LTIk

DNS 75—k

BAA—NT =P T 2 ITEFA—NVDEZEORE, VAT =128 L T2 T_ITD Y £—
FARAMIHLT [ZEDNSIV YT v 7] OFETERAEET, (CEDNSAY I T v 7%
FITTHZE T, VAT ATV E—FHRAFDOIPT R L ZADOIE YA MlRE L OWEE L £,
ZHUE, B A RO IP 7 RLAIZXT 55 & DNS (PTR) /v 7 7 v/ & | ZhilHi
< PTR IV 77 v THERIZHT HIESIE DNS (A) vy 77 v 7 b 9, Tk, v
AT DT AN Y 7T TORERNB PTR vy 7T v T OREFR L ﬁm‘éﬁ)k“iﬁ ZFxvr L
FT, RN —H LW, ALa— RKRRGFELRWEEa Y 77 A M2id, —&T5%EH
N, SAFAZFRANT 77X FT—7)L (HAT) N~ FJ &— ﬁa“élp'f FL2d
HEMLHLET) o ZORRRZA LT U MERIZZ DNy 7T v FIZOHEH S, e
YRUETITAF T 4 (88 %—) TSN TWDH IR DNS ¥ A A7 ¥ MZIEiEH
ShEHA,

A DNSH—"DF 7 4L MEIF 208 T9, DNSH— O U BNEFEETDHA. &
2 A L7 D MEL (DNS H— O x 5/ DNS /Ly 7 T v 7 DX A LT U hOfE) BT
T, 72 ZIX. DNSH— "M 8T, WE|IEDNS/NY T v T DXA LT 7 hOED 207
DEE. BRtZ A L7 U M (8x20) =160 T,

Wz To) A 32528 T, §XTOY R F =Tk LT m—«xvv \Z#i5| & DNS /L 7
T T DEALT T MBI TEET, HE ORICHRE LSS, ¥E[XDNS /Ly 77T v
RIS T, ROV ITEED X A LT U MEENRT S _fiémih £, ZEFARD
AEAEICRA RDIP Ly 7 T v 7~ v B 7 E&niz—#4 (CN) BdH584A. TLS @il

WAERDD RAAL VNCEFA—NT — N2 ABA—NEEFETIOE[IELET,

B A—NT— U oA OFEEBIRFIC, FHUCAyE—Y IDNSFY v a7 — ATy
IR L F L7z (Failed to bootstrap the DNS cache) | I 5 Sz 7 7 — M3k S b5
ANV ET, Avt—UIk, VAT ALILLDET T A~ DNS P —R~DNnEbENTE
o leZEEBRLTVWET, ZOFRRIE, vy MU — 7 HERDMEL S LD HTC DNS 47 &
AT LDNA L TA NIRRT GE, T DA A I T TRAELET, 20X vE—UNRHI0
BAI VT TRRINTSGE, Xy VT —27REPNBEL TWDH), £721L DNS 5 E THR)
Y —RPHEEIN TV 2NWZ EE2R L TVET,

DNS v v a7

GUID [ ¥ v ¥ 2 %42 (Clear Cache) 1R %, F£7-iF dnsflush =~ K%&fHH LT, DNS
Fr v aDTXCOFERE 27 VT LET (dnsflush 2~ > ROFERIIZ DWW TIL,  [CLIReference
Guide for AsyncOS for Cisco Secure Email Gateway] #ZMB 1L T 7 3V) ., =— /L DNS &

227058 |}



DZSN & |

B /57 rra—v—1s—oxazemmALE NS BEBOEE

TOANERESNBRS, ZoWEZHEMTEES, avr FEFCIZETSN, Fryvan
FHEA IS —RAICHEREDME 2 WTREME DS B 0 £,

G274 DN A1—HF—A 23— x4 XA%=EALT-DNS ZEEDHKRTE

ATy T
ATvT2
ATvT3

ATvT4

ATy T5

ATvT6
ATy T17
ATvT8

ATvT9

FIE

[ty hU—7 (Network) ]1>[DNS] Z&IRL 7,

[RRE DR (Edit Settings) 1227V v 7 LET,

A H—F >y hD/L— bk DNS V— " F 72 iF2—P M E O DNS U — &I 20, £330
v H—F - h®D/— k DNS B —NEHH L TRIFDNS 4 — 2R ETH20ETINLET,

2—HME O DNS b —NEEHT 25615, —IDZ AL 74BN (AddRow) ] %7
Uy 27 LET, FH—N"TZOEELEVRLET, 22—V ME D DNS — "% AT 55
G, TI9AF VT 4 bRMFICHEE LET, FEMIZ DOV TIEL, DNS —DfEE (87 ~—

V) BT XN,

BD RAA K L TR DNS = NZFRET 25 51F. KA A L DNS +— 30 IP
T RLVAZADLET, ITZEM (AddRow) 1227V v 7 L., KAAL U EBMLET,

GE) RAAL 5T ~<wTREEZ LT, 1 DOODNSH— NIt U THEHED RAA V%
ANTEET, IPT RLAZH~TRYDHZ LT, #ED DNS — 3% A )7
HT EHLTEET,

DNS "o 7 4 w0 HDA v E—T = A ZAZEIN L E9,
WE| & DNS /Ny 7T v 7 adiibd 5 TICFHET 208 E AT LET,

[¥¥ v =2%27 U7 (ClearCache) |#27 V7 LT, DNSF¥¥ v a2k /7 UT73T5H5ILET
%iﬁ—o

EHEEFEL, RIFLET,

TCP/IP F5 T4 w9 JL—FDERFE

ATy T

—HOXRy MU= BETIE, BEOT 74NN S U2 AUHND T T 4y T = R
AT 2 LERHY £,

BEFA— NI — T2 Afl1TA v F—Fv N Ta halL X—g24 (IPvd) BXORA v &% —
Fw b 7a hanR—=Cg06 (IPve) OWMFTDREZT 4 v 7 )b— NEFEHLET,

AHT 4 7 Jb— ML CLI T routeconfig 2~ > REfEH L TEET L0, £ OFIEIC
PEWET,

FIE

[*v T —72 (Network) 1>[/V—7 « > 7 (Routing) ] Zi®IN L E7,

B o x7oEE



| vz27LE8
Fotntr—rozsozE |

AT T2 BT DAL T 4 w7 — b DA T (IPvd L7213 IPv6) D=, [/L— hZBI (Add
Route) 1 %27V v 7 LET,

ATY T3 —FDL4RTEATLET,

ATy T4 5w IP T RLAEANLET,
ATYTS = T=2ADIPT RLAEANLET,
ATV T6 BEHEEFEL, RIFLET,

— N E I_LI

TIAXILET— b0 ADERE
FI7 4NN F = T oA ZRETHITIE, CLI Tsetgateway 2~ > RZEHAT 250, £72013K
DFNENZFENE T,

FIE

ATy T [fv bT—2 (Network) ]1>[/b—7 17 (Routing) | ZERL £,

AT T2 BEFETDHA X —Fy b 7abhal—Tar0bll, »—h UARNT[T 74/ hLb—
I (DefaultRoute) 1 %727 U > 27 LET,

ARTYFT3 = Uz ADIPT RLAZEFELET,

ATy T4 BHEEFEL, RIFLET,

1 — | g ]
SSLEXEDIETE
[SSLAERLREDELE (SSL Configuration Settings) ] ~— "% 721 sslconfig 2~ > K& L T,
BFA—ANT = U =A O SSLBRELHERTEET,

FIE

AT9 1 [VAT LEE (System Administration) ]> [SSL #hkIF D% E (SSL Configuration Settings) | %
707 LET,
AT T2 [REOHE (Edit Settings) 1227V v 7 LET,

LRT LEE
|
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BE TALD AsyncOS S—V a3 (14014372 8) o7 v 7 7L —RLHAE, 7

7 # v b D SSL W5 51% AsyncOS 15.x LAETRD L H ICEH SN,
«GUIHTTPS D154 :

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ! kRSA: @STRENGTH:-aNULL: -EXPORT:-IDEA: | DHE-RSA-AES256-SHA:
!DHE-RSA-AES128-CCM: | DHE-RSA-AES256-CCM

AN KSMTP DIEE -

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ! kRSA: @STRENGTH:-aNULL: -EXPORT :-IDEA: | DHE-RSA-AES256-SHA:
!DHE-RSA-AES128-CCM: | DHE-RSA-AES256-CCM

T RINHL KSMTP DIBE -

ECDH+aRSA:ECDH+ECDSA:DHE+DSS+AES:AES128:AES256:

!3DES: ! IDEA: ! SRP: | AESGCM+DH+aRSA: | AESGCM+RSA: !aNULL: ! eNULL:
!'kRSA:@STRENGTH: -aNULL: -EXPORT:-IDEA: ! DHE-RSA-AES256-SHA:

! DHE-RSA-AES128-CCM: | DHE-RSA-AES256-CCM:
!|ECDHE-ECDSA-CAMELLIA128-SHA256: !|ECDHE-RSA-CAMELLIA128-SHA256:
!ECDHE-ECDSA-CAMELLIA256-SHA384 : |ECDHE-RSA-CAMELLIA256-SHA384:
!ECDHE-ECDSA-AES128-CCM: | ECDHE-ECDSA-AES256-CCM

ATV T3 BERHIE LT, WEEITLET,

« GULHTTPS SSL Z##&%& L £, [GUIHTTPS] C. 45 SSL L mEE XA E L
i‘j‘o

« Z{2 SMTP SSL Z iR & L £9, [%1ESMTP (Inbound SMTP) ] C. 9% SSL F & I
TR ERELET,
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