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Cisco Secure Email Gateway [A]1} AsyncOS API (7213 AsyncOS API) I Representational State
Transfer (REST) R—R2AD—#HDOEET, BAA—NT—b U z2AADLFR—hF, LR—FI D
YHE RN TR T AOEX 2T TRIEEADT 7B AR LET, APIAZEAHL T, &
A=NT = T2 ADLR—=FBIR NI v X I TF—2 2B TCEET, 2OV Y —RT
X, REHEHREZ 7Y TEEST, ZOV IV —ATIE, REZHOELIIVAR— I TnER
Ho

SR DWW TCIE, Swagger AP~ LT A SR L TLZEW, APV T 2 RT 5121, BT
A= = T2 DF LN Web A L H—Tx A AT 7 AL, X—=V D4 EMBIZH D~
NTTAarw7 )y 27 LT, [API~V 7 : Swagger (API Help: Swagger) | Z 3R L £,

ZOEIL, ROETHER SN TWET,

« AsyncOS API 1t F D Hij#E: 2+, on page 1
» AsyncOS API ®FHZh1L, on page 2

* AsyncOS API & D% 42721815, on page 3
* AsyncOS API OFRGIE & 58], on page 3

* AsyncOS API D ZLR & 2%, on page 6

* AsyncOS API #£HE, on page 9

Async0S APl £ HDRITIRSH

AsyncOS API Z{# 3" 2 121X, IROHGRDHLETT,
e <HTTP, API N7 ¥ 7 v a AEHEND 7w k2L, TLS M CRE S 7zilfE,
» JavaScript Object Notation (JSON) ., API 23V > — 2 OEFEAVERITEE A,

+JSONWeb h—7 > (JWT)
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B AsincosapioaEmiE

« cURL 72 &, HTTP <° HTTPS % i fl L T AsyncOS API (2% L CERDBALE & B DZ(E %
T2 7A T NERIZTa I3 07734477V, 79347 b EREITwrII07
TATZ VL, APID S DISEZRIRTE H X HIZISONZ VR — T H0ERH Y £,

* AsyncOS API ~D7 7 B ZADFFF], 7 7], onpage SAZML T 7EE 0,

*Web A % —7 A AFE7IXCLI ZH L THPME 4TV 5 AsyncOS API, AsyncOS
API DA%k, on page 2 B L T 72 &0,

\}

Note X—2 5 1.0APIIE, CiscoE A —/LtEXx2UTF 4 13.0 VUV —ADIKE T R—FERTWE
¥ho, TORPOVIZNR—=3 0 20API MEH SN ET,

Async0S APl DB 31k

ATvT1
ATy T2
ATvT3

RTv74

ATy TH

[Z L& BHIIC

Web A v Z—T 2 A ADIPA L H—Tx2AAR=UFETIL CLI D interfaceconfig I <2 N
~OT VT EANRHFASNTNDLZ L EMHBELET, FAISNTWDLIDOIE, BHE, EXA—LVE
HE, 770 REHE, BLOAXL—ZDHRTT,

*7-. CLI T interfaceconfig A~ REEHT 5 &, AsyncOS API é’ﬁ&‘j]@:'ffa Lty TxE
£7,

Web A ¥ —T = A2/ A4 LET,
[r> FU—2 (Network) ]>[IPA > ¥ —7 = A A (IP Interfaces) ] Z R L F 7,
BHA LS —T oA AEARELET,

Note IPA X —7xAATAsyncOSAPI Z N TEET, 727-L, HEEA L X —T A A D
AsyncOS APl Z G52 L2 BEID LET,

cHBBDEHA L H—T 2 —ATAPIZ AT HZ LI LN TLIEEN,

[AsyncOS API (=% —1 > 7) (AsyncOS API (Monitoring)) 1 &2 * 3 > C, G U T, HTTP,
HTTPS, 72X omil;, AT LR — F2@RL £ 7,

Note AsyncOS API [Z HTTP /1.1 Z i L C@fE L £,

HTTPS Z#®R LT, ¥ = 7@ERICME OFEAELFEHT 255 581X. AsyncOS API & D724 72i8(5, on
page 3 ML T 230,

Note HTTPS I HICEBEBRECHEHTLIZE2BEO LET, APIO N T T Vv a—T 4 TB L)
T A MZiX, HITP OAZHEH L 9,

EHaEEFEL, REFLET,
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Async0s API & R 275EE ]

Async0S APl £ DEE1EIE
A OFEAEAMHH L TE¥ =7 HTTP #H T AsyncOS API L i@{E T& £,
A

Note HTTPS 5L Ot = 7BEMAOMA OFEAEEMEH LT Web A > ¥ —7 = A A% CITELHE)
LTWBEHAIE, ZOFNEEZFEIT LRV TL ZEV, AsyncOS APLIE, HTTPS fH CifE1 %
729 Web%/& TxAALRICAFAZERFEHALE T,

XTJ701 CLI T certconfig avy RE#FEHL CREREZE Hﬂiﬂbi'ﬁ« FEIZ DN T, Z—W— HA FEidtd
TA L ~NVTESBRLUTITEEN,

ATY 72 CLIT interfaceconfig A% Nz {EH LT, IPAEZ—TxA A3 % HTTPS FIEBA & % i B DOFEH
FIEELET, FlHICHOWTIE, 22—V = VA FEREFAF T ~ATEZBRLTIEZEN,

RATYyT3 EHAREFEL, RIFLET,

AsyncOS APl D ER5E & Z2H]

Zokv s a T, HirFR, APIICT 7 BATCE Aa—HYP—nm—)L a—WF— 277 E X
HHE/R APl %27 = ) 95 HIEIZHOW TR L £97,

* F8FE, on page 3
« 7], on page 5

o —W— T — LT 7 & R A[HEZR API D 4%, on page 108

AoaalL

Base64 > 21— R E /21X ISON Web h—72 2L % API ~DFT X COER L %Iz, &
FA—NTF = T2 D2—PF—Z LAV —REXREFELET, BEFA—IVTF—bT=AD
Z—H— éE7ﬁ747§74’A7r7 FOFREIE. IWT OFZRHIRICET S E T, ERORE
Ny H—ICHNR 7 VT U AR EENRWGE APLIE40l =T — Ay E—UEFELE
T, base64 A 7TV EERHTDHE, 7 LT T v/l % base6d = a— RIERUTAHTE F
7T

A\

Note 7 X —/L % — K7 = A CiX, OpenID Connect 1.0 Z % HR—hF D57 AT T 47 4 7 a3 A
Z— (IDP) MmOLEG LT 7 BA =2 v &2ED5H T LT, AsyncOS APl ZFEOMH 3 Z & 23
T&E X7, SMEBIDP T AsyncOS API 24 9~ 25 HIEDFEMIZ DUV TiE,  [User Guidefor AsyncOS
14.0 for Cisco Secure Email Gatewayl] @ [System Administration] DFEAZ S L T E S0,
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B ossonwes b~ EmRLE AP Y Ty ORS

JSONWeb b—% U ZfER L= API U T 1) DFEE

\)

JSONWeb h—27 > (JWT) Z4AmT 5L, APIZ7 ) THEMATLZZENRTEET,

GE)

BAA—NT = T2 A D=V —FET 7T 4 T XA LT U NOREX., IWT OH AR
HanhEd, EFANST— b UoAX, ZOEDHMOIWT 253X TOAPI 7 =V %
Fxv 7 LET, IWTOAMARIN S 3LUNOGE, A4 L7 0 MZeb & FrLOEHIWT
NIGE~y H—LHZEEFEENET, APILZ =) TZOHLWER IWT 2 H3 50, HL
WIWT AT D 0ERH D £,

= POST /esa/api/v2.0/login

THEFREBREICIE, ROMLEMEH L ET,

POST /esa/api/v2.0/login/two_factor

RX/NT Base64 = a2 — R J LT ooy VR LET,
A

{
"data":

{
"userName" : "YWRtaW4d=",
"passphrase":"aXJvbnBvcnQ="

BERAY Host, Accept, Authorization

g

FREEAN Y Content-Type, Content-Length, Connection
g

WO TIL, Basebd = a— R ZJ LF oy cal AL, IWT 24+ 5 7 20
F9,

BT YYIRE

POST /esa/api/v2.0/login
HTTP/1.1
Content-Type: application/Jjson
cache-control: no-cache
User-Agent: curl/7.54.0
Accept: */*
Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 95
Connection: keep-alive
{
"data":
{
"userName":"YWRtaw4=",
"passphrase":"aXJvbnBvcnQ="

}
U TILEE
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z7 W

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 26 Nov 2018 07:22:47 GMT

Content-type: application/json

Content-Length: 618

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"data": {
"userName": "admin",
"is2FactorRedirectRequired": "false",
"role": "Administrator",
"email": [1],
"jwtToken": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyJlc2VyTmFtZSI6ImFkbWluliwiaXM

YRMFjdGOyQ2h1Y2tSZXF1aXJ1ZCI6ZmFsc2UsImNvb2tpZSI6I1RUCEZOVIFFWTNwWT1ZFMD1DanRMYVR
0eENgdFpiV1J6VFVSQk5VMURNWGRpTWxGMVAUSNN1bGt 5TOhWWk1gbDBUMnBaZDASRVFUMEtcbk8xVkh
PWHBrUnpGbllteEtNVOplVW5CavVYxVjJUbmswITUV4cVFUMEtPMVJIVU1hkT1JsazNUV1JKZFUXRESIZEL

WRWw1VFdwek1FMXFcbl1NUV1NhazVDVDBWRk1 rOUVaM2xTUlVreVRYcGtSazFwIVVST1ZFMHpUbFZXUJAL

AsyncOS APL (X —/L XR—ZAD T AT AT, AP1 7 =V OFHIZZ—YF —Dr — L T LIZER
SNTWET, ROr—LVEHEHTLEFA—NVT—FTx A Dax—H—]L, AsyncOSAPIIZ
TIRBATEET,

(gt

FRL— X

A3 ey

s DAY AN —H

« A bk

«URL 7 4 V4 U v VR

o A — LEHE

e~V F R a—P—

N

Note o NRFREFL—HF—IXAPLICT VB A TX F7,
cF . BHENLTLEINT AR L B—/LH APLICT VB AT 9,
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B Asyncosari ozsk e

Async0S APl DEXR & 55

* AsyncOS API Z3K, on page 6
* AsyncOS API Ji-2&, on page 7

Async0S APl 3K

APL 5P 2 ESRIZIZROEMELR H Y £,
o FR T HTTP £ 7-1% HTTPS BRI CEE SN E T
o FHRITIZ, RO THEL R URIDBEENTWALERH Y 3,

http://{appliance}:{port}/esa/api/v2.0/{resource}/{resource attributes}

https://{appliance}:{port}/esa/api/v2.0/{resource}/{resource attributes}
S1¥ DA
® {appliance}: {port}

FQDN £ IZE A —NVT— T =2Af DIPT KLV AL, EFA—NT— b T AN
5% 5 TCP R— h &5 T,
® {resource}

LAR—h, FZoxo 7, R, ®RE, oo a8 7728vALESETDHY
Y —ATT,

* {resource_attributes}

e L, VY —ATHR— SR TWDHEHETT,

o FERIZIE, 22—V — 7 LT VEITEN BNy X — 2 GO MNERNH Y F
‘é‘o
'%%:;kézéi\ wu ﬁ?ﬁ‘éz\gﬁ)%@iﬁ"

application/json

« HTTPS (JhH OFEFAFE 2 M) Rl TE SN2 ERIZIT, CAFEELZED L2 LENH
DET, 2L ZIE, cURL DFH, APLESR T CAGEAEZRD LS ITHETHZ &1 T
%ij‘@

curl --cacert <ca cert.crt> -u"username:password"

https://<fgdn>:<port>/esa/api/v2.0/{resource}/{resource attributes}

N\

Note APIZIRTlZ, RUFL/ILFERKIEN, ZO~V=2T VTRTEIICANTIHILENDHD
i‘ﬂ—o
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Async0S API [ .

Async0S APl i %

DB varTi, WEOTFERaR—F3 2 b EEFEIELHITPE T — a2 — KIiZHW T
AL E,

o NEOFH I3 R—FR 2 I, on page 7
« HTTP ix%5 = — K, on page 8

CEDOEFELZaOVER—RU R

aVR—%U b E Bl
AF—H A a— REF |HTTP S = — K, on |HTTP &2 o — R L8R,
&5} page 8 ZH L T<L
fiél/\o
A & — |Content-Type | application/json A=V RIDOEAERT,
TNy
P Content-Length | 55 F % 5241+ 7T v ML DIWEARAL DR X,

Connection |close VO A 7> 3 v,
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aviR—%2 b

B

A v —URYL

=

EPSE 43

A w7 — U ARILIE Content-Type ~ v ¥ — TJE
FEINTBATT, RIS, AvE—VARID
aUR—=R MERLET,

1

URL, API ~DERTHE L7z URL
i

:"/api/v2.0/config/"

NI HE TN—=TRA T HL
!l

reporting/mail security summary
Jgx Y IRT A=K

!l

startDate=2017-01-30T00:00:00.000Z&endDate=2018-01
30T14:00:00.0002

TI7— (27— AR BDHR) , ZD=
VAR—R M, AvieE—T, a— R,
BXOEHAD 3 >Oa L R—xk MR
LET,

!l

"error": {"message": "Unexpected
attribute

- starts with.","code": "404",
"explanation":

"404 = Nothing matches the given URI."}

Ay —UARIIZZEDOH va ({}) BE
FNTWDLEA, AP N7 =V IC—%%F
Hla—RERDTFONRN-TZZ %
FLET,

HTTP it& 31—k

WIZ, AsyncOS AP IZ L > TilR&ED HTTP B2 — KDY A RERLET,

200
* 202

* 300
* 301
* 307
* 400
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asyncos APl st ]

. 401
. 403

* 404
* 406
* 413
* 414
* 500
* 501
* 503
* 505

T B0 HTTP & 2 — ROFEMIZOWTIE, RO RFC 2L TL7E &V,

* RFC1945
* RFC7231

Async0S API #8E

AsyncOS APl 125 &, ROBT Y OIFHREBFTEET,
* Secure Email | API, on page 11

« fLHH API, on page 107
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Secure Email /A API

« LAR—FAPL (11 =)

« F T XU APL (24 X—Y)
o REEE (48 X—)

e X7 API (102 ~—7)

L 7/R— ~ API

LiIR— 7Y ZFHT2E. BEODITN—THNOTXTOO T ZETIIHEDO T T o ZIZ
BWCLR—= T —X2RETEET,

ﬂigg GET /api/v2.0/reporting/report?resource attribute

GET /api/v2.0/reporting/report/counter?resource attribute
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Secure Email f APl |

TDNTA—=FFIWEATT, T XTOAPI 7=V L, ZDO/NRT A —
Z LR DMERNH D T,
startDate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007
BELEHMBROEN LR — |,

GE)  duration BMEIE, 47 (mm) BELOFP (ss) /XT7 A —F DIH
ELTO00DHZEDYR—KLET,

* query type=graph

7 7L LTRBTELT— 2 a2XELET,

® query type=export

T AR— MNEROT —# 2#ZE LET,

WOWIFONRT A—=Z BT HHLERH Y £9, WT Iz

LA, WETT— 2 5%ZETCEERA,

* orderBy=<value>

JINERNDT =2 EW~NEZLDBMEETRELET, ROFESE

WL TL7ZE0,

orderBy=total clean recipients

® orderDir=<value>

V= NHMERELET,

BhisA 7T a ATRDOEBY T,
® asc

FNATRER W ~EZET

® desc

BENA TR R 2 i~ 2 £

HAR— bxt | R
gD —
AEMH
V= X))
HAT
V=
T AIE FE A
IA F

WROWIFTDINT A —=Z ]S L2MERNH Y £, WThnraH
LG E, IWETT— 42522 TEERA,
* offset=<value>
F 7y MaOLIEED L a— ROV 7y hERIETH4 7
Yty MEEZEELET, A7y MIHIREEIHEH L, 7
Ty MG T AL a— FOBERELET,
® limit=<value>

BT a—FofaaEL£7,
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T—H4D
BEsA7
VgV

® top=<value>

BREZRTLVa— RoBaxiEE L ET,

7 4 IVH
Vo7

TANE RTGA=BHINEICEENDT —Z ZHIRL £,
* filtervalue=<value>
S I
* filterBy=<value>

TANG TaRT 4 LIS TG END T =S &7 A NV H
Uo7 LET,

* filterOperator=<value>
A7y a 3k LB TT,
®* begins_with

FRE LEICESWUSET =227 4V EZ ) 7T LET,
TR E—BOETIEH Y A,

®is

L BOEICESWURET =227 44
V7 LET,

F XA A

®* device group name=<value>
TNAATN—THERELET,
®* device type=esa

TNHRARAZATHIBELES, ZONRTA=ZFTHHATT, T

NTOAPI 7 =V, ZORTA—=X L IERTLHERH
D ET,

* device name=<value>

TNA AL ERELET,
BERAY Host, Accept, Authorization
A
SEANY Content-Type, Content-Length, Connection
g

1

wIZ, LAR—F 7Y X

A7 ORI R L ET,

c BT UEDNODERTET S (14 2—)
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Secure Email f APl |
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GET /esa/api/v2.0/reporting/mail incoming traffic summary/detected amp?
startDate=2016-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.0002
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 15:58:29 GMT

Content-type: application/json

Content-Length: 96

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"meta": {
"totalCount": -1},
"data": {
"type": "detected amp",
"resultSet": {

"detected amp": 11}
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GET /esa/api/v2.0/reporting/mail incoming traffic summary?startDate=2016
-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.000Z&device type=esa
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 17:39:34 GMT

Content-type: application/json

Content-Length: 580

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"meta": {"totalCount": -1}, "data":
{("type":

"mail incoming traffic summary",
"resultSet": [{"verif decrypt success":5},

{"detected virus": 13},

{"verif decrypt fail": 5},
{"threat content filter": 10},
{"total graymail recipients": 9},
{"blocked invalid recipient": 2},
{"ims_spam_increment over_case": 0},
{"blocked dmarc": 0},

{"blocked sdr": 0},

{"marketing mail": 6},

{"detected amp": 2},

{"bulk mail": 2},

{"total recipients": 159},
{"social mail": 1},

{"detected spam": 30},
{"total clean recipients": 83},
{"malicious url": 6},
{"total threat recipients": 67},
{"blocked reputation": 10}]}}
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GET /esa/api/v2.0/reporting/mail content filter incoming/recipients
_matched?startDate=2017-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.000Z2&device type
=esa&orderDir=desc&orderBy=recipients matched&top=2

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 18:17:29 GMT

Content-type: application/json

Content-Length: 153

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"meta": {
"totalCount": -1
}7
"data": {
"type": "recipients matched",
"resultSet": {
"recipients matched": [
{"url rep neutral": 16},
{"url category": 8}

BHDAI VI DEHDEERIFT S
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GET /esa/api/v2.0/reporting/mail incoming domain detail?startDate=2017-09-10T19:00:00.000z
&endDate=2018-09-24T23:00:00.000Z&device_type=esa&offset=1&limit=2

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILE

HTTP/1.1 200 OK
Server: API/2.0

. Async0S 14.0 API for Cisco Secure Email Gateway - R 2 — 7 v THA K (—fZE&A)



| Secure Email B API

Date: Sat, 17 Nov 2018 18:25:28 GMT
Content-type: application/json
Content-Length: 1934

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken,

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE,
Access-Control-Expose-Headers: Content-Disposition,

"meta": {
"totalCount": -1

}I

"data": {
"type": "mail incoming domain detail",
"resultSet": {

"conn_tls_ total": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"conn_tls opt success": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"conn tls opt fail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"blocked invalid recipient": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"last_sender_group name": [

{"pphosted.com": "UNKNOWNLIST"},
{"vm30bsd0004.1ibga": "UNKNOWNLIST"}

]I

"detected amp": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"social mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"detected spam": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 25}

]I

"blocked reputation": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"total throttled recipients": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"total accepted connections": [
{"pphosted.com": 2},
{"vm30bsd0004.ibga": 119}

1,00,
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"threat content filter": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"marketing mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"blocked dmarc": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"conn_tls success": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"total recipients": [
{"pphosted.com": 2},
{"vm30bsd0004.ibga": 112}

]I

"conn_ tls fail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"total threat recipients": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 49}

FEHAOVEDBEBOEZERLTERDAV UV ZDERDEZRET S
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GET /esa/api/v2.0/reporting/mail incoming ip hostname detail?startDate=
2017-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.000Z&device type=esa&filterBy
=ip address&filterOperator=begins with&filterValue=10&query type=graph
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW4o6aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 18:49:42 GMT

Content-type: application/Jjson

Content-Length: 74110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
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Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"meta": {
"totalCount": -1
}I
"data": {
"type": "mail incoming ip hostname detail",
"resultSet": {
"dns_verified": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 2},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 1},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000Zz": 1}
]I
"10.76.71.211": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 1},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 3},
{"2017-11-01T00:00:00.000Z to 2017-11-30T23:59:00.000z": 1},
{"2017-12-01T00:00:00.000Z to 2017-12-31T23:59:00.000z": 0}
]I
}I
{
"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": O
}
]
}I
"last_sender_group": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 4},
{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},
}
]I
"10.76.71.211": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 2},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 2},
}
]
}I
"total threat recipients": {

"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 2},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 20},

{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},

}
1
}I
"threat content filter": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000Z": 0},
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{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000Z": 1},

]
}I
"total graymail recipients": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 0},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 4},

{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": 0}
]
}I
"total clean recipients": {
"10.76.68.103": [
{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 5},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": 0}
]
}I
"sbrs_score": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 3},

{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": 0}
]
}I
"blocked reputation": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 0},
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GET /esa/api/v2.0/reporting/mail policy incoming/recipients matched?

device type=esa&endDate=2021-02-26T14:00:00.000Z&startDate=2020-11-27T18:00:00.000Z&top=10
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

Accept: application/json, text/plain, */*

Host: esa.example.com:6080

accept-encoding: gzip, deflate, br

accept-language: en-US,en;g=0.9

connection: keep-alive

HUTILEE
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HTTP/1.0 200 OK

Server: API/2.0

Date: Thu, 12 Sept 2019 14:17:44 GMT
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS, PUT
Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: Content-Disposition, jwtToken
Cache-control: no-store

Connection: keep-alive

Content-Length: 435

Content-Type: application/Jjson; charset=UTF-8

{

"meta": {
"totalCount": -1

}I

"data": {
"type": "recipients_matched",
"resultSet": {

"recipients matched": [
{
"Bypass_Blocklist Policy": 318172
}I
{
"Test Mail Policy Marketing2Junk": 177994
}I
{
"DEFAULT": 147011
}I
{
"Allow Marketing Newsletters": 28882
}I
{
"Aggressive Spam Scoring": 18605
}I
{
"Allowed listEmailAddresses": 15177
}I
{
"ampuser": 9463
}I
{
"Block Inbound Mail Westfield": 9436

"Bulk Mail Quarantined": 9365

"virususer": 9238

RESNIZA—IRY O—[C—HBIDHLEUEBEA Vv E—VEWMET S

ROBNE, EAA—NT =PV oA TRESNIZA—NVRY =2 8T 5 EALDOKEEA v
=V ERGT S R LTVWET,

HoTIL YO ITRE

Async0S 14.0 API for Cisco Secure Email Gateway - 22—+ 7 v 754 F (—EA) [}



Secure Email f APl |
B srcntr— ik o—c—BT 27 _TOBEA v E—UERET S

GET /esa/api/v2.0/reporting/mail policy outgoing/recipients matched?

device type=esa&endDate=2021-02-26T14:00:00.000Z&startDate=2020-11-27T18:00:00.000Z&top=10
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW460Q21zY28xMjMk

Accept: application/json, text/plain, */*

Host: esa.example.com:6080

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Connection: keep-alive

HUTILEE

HTTP/1.0 200 OK

Server: API/2.0

Date: Thu, 12 Sept 2019 14:17:44 GMT
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS, PUT
Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: Content-Disposition, JjwtToken
Cache-control: no-store

Connection: keep-alive

Content-Length: 163

Content-Type: application/Jjson; charset=UTF-8

{

"meta": {
"totalCount": -1

}I

"data": {
"type": "recipients_matched",
"resultSet": {

"recipients matched": [
{
"Block Outbound Traffic": 921281
}I
{
"DEFAULT": 23623
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GET /esa/api/v2.0/reporting/mail policy incoming/recipients matched?

device type=esa&endDate=2021-02-26T14:00:00.000Z&1imit=25&0ffset=0&startDate=2020-11-27T18:00:00.0002
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

Accept: application/json, text/plain, */*

Host: esa.example.com:6080

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Connection: keep-alive

HUTILEE

. Async0S 14.0 API for Cisco Secure Email Gateway - R 2 — 7 v THA K (—fZE&A)



| Secure Email B API
BESNEA—LRY —c—BT BT RTOBEA v—U5ET5 [

HTTP/1.0 200 OK

Server: API/2.0

Date: Thu, 12 Sept 2019 14:17:44 GMT
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS, PUT
Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: Content-Disposition, jwtToken
Cache-control: no-store

Connection: keep-alive

Content-Length: 547

Content-Type: application/Jjson; charset=UTF-8

{

"meta": {
"totalCount": -1

}I

"data": {
"type": "recipients_matched",
"resultSet": {

"recipients matched": [
{
"Bypass_Blocklist Policy": 318172

"Test Mail Policy Marketing2Junk": 177994
"DEFAULT": 147011

"Allow Marketing Newsletters": 28882
"Aggressive Spam Scoring": 18605
"Allowed listEmailAddresses": 15177
"ampuser": 9463

"Block Inbound Mail Westfield": 9436
"Bulk Mail Quarantined": 9365
"virususer": 9238

"Allow Marketing Filter Spam": 4651
"Blocklist Email Addresses": 847
"second-selva": 12

"second": 2
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GET /esa/api/v2.0/reporting/mail policy outgoing/recipients matched?
device type=esa&endDate=2021-02-26T14:00:00.000Z&1imit=25&0ffset=0&startDate=2020-11-27T18:00:00.0002

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk
Accept: application/json, text/plain, */*
Host: esa.example.com:6080
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;g=0.9
Connection: keep-alive

HUTILEE

HTTP/1.0 200 OK

Server: API/2.0

Date: Thu, 12 Sept 2019 14:17:44 GMT
Access-Control-Allow-Credentials: true

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,

Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS,
Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: Content-Disposition, jwtToken

Cache-control: no-store

Connection: keep-alive

Content-Length: 163

Content-Type: application/json; charset=UTF-8
{

"meta": {
"totalCount": -1

}I

"data": {
"type": "recipients matched",
"resultSet": {

"recipients matched": [
{
"Block Outbound Traffic": 921281
}I
{
"DEFAULT": 23623
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= GET/esa/api/v2.0/message-tracking/messages?resource attribute
HR—bxt [FEMiconTiZ. [J TJ TAsyncOS 14.0 API - Addendum to the Getting Started
&M ') ) — | Guide for Cisco Secure Email Gateway Appliances] #Z MR L T 72 S0y,
AREM%
ERAy Host, Accept. Authorization
g
BNy Content-Type, Content-Length, Connection
Gf__
!l
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GET /esa/api/v2.0/message-tracking/messages?startDate=2018-01-01T00:00:00.000Z&
endDate=2018-11-20T09:36:00.000Z&ciscoHost=A11 Hosts&
searchOption=messages&offset=0&1imit=20

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW4o6aXJvbnBvcnQ=
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User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

YU TEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Tue, 20 Nov 2018 09:29:48 GMT

Content-type: application/json
Content-Length: 6693
Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"meta": {
"num bad records": 7,
"totalCount": 13
by
"data": [
{
"attributes": {
"direction": "incoming",
"icid": 110,
"senderGroup": "UNKNOWNLIST",
"sender": "confikr.ga",
"replyTo": "N/A",
"timestamp": "15 Oct 2018 08:33:19 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [
110
1,
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [
"DEFAULT"
1,
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "N/A",
"recipient": [

"confikr@cisco.com"

1,

email

"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"
}
by
{
"attributes": {
"direction": "incoming",
"icid": 103,
"senderGroup": "UNKNOWNLIST",
"sender": "confikr@example.com",
"replyTo": "N/A",
"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [
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104
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0",
"senderDomain": "example.com",
"recipient": [

"4201Q@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 105,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

103
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"4417Q@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 107,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

102
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
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"verdictChart": "0",
"senderDomain": "example.com",
"recipient": [

"3396Q@ironport.com"

] r

"sbrs": "None",

"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 106,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo" . "N/A" ,

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [
101
] 4
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [
"DEFAULT"
] 4
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [
"9985@ironport.com"
] 4
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"
}
} 4
{
"attributes": {
"direction": "incoming",
"icid": 100,
"senderGroup": "UNKNOWNLIST",
"sender": "confikr@example.con",
"replyTo": "N/A",
"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [
100
] 4
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [
"DEFAULT"
] 4
"senderIp": "10.8.91.18",
"verdictChart": "0",
"senderDomain": "example.com",
"recipient": [
"1023Q@ironport.com"
] 4
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"
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"attributes": {

"direction": "incoming",
"icid": 104,
"senderGroup": "UNKNOWNLIST",
"sender": "confikr@example.com",
"replyTo": "N/A",
"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

99
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"182@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 98,
"senderGroup": "UNKNOWNLIST",
"sender": "confikr@example.con",
"replyTo": "N/A",
"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

98
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"8668Q@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"
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RO gWiakt 3

WOKNPS S ESERBIEEZFFOES SN EROFEMZ G TE £,

= GET /api/v2.0/message-tracking/messages?resource attribute

HR— b3t | B ZONRIFA=ZIFHMATT, TRTOAPIZ TV (T, ZD/NRTA—
KDY J— g2 LT 20N H D £,

AEH%

startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.000Z

FEE LTCHIRI OB L AR — b,

WA * searchOption=<value>

vay COBMICIE, HE SN ERE Y ) T ABSICHTEND
1 SOMEREENET, WITHlEZRLET,

searchOption=rejected connections

f%ﬁ%%?IP senderIp=<value>
U= —EROETT, Avt—TV%EET L — 13—
DIPT RLVAZMEHALET, RICHZRLET,

senderIp=10.76.70.112

BIERE A (IROWSTDONT A—=Z 2T 206ERH ) £, WFhrzdi
A LIeHaid, WETT — 2 22 ETEEE A,

* offset=<value>
7y MEPOIEES L a— ROV Ty hERIGFT 547
By MEERIEELET, £7ty MIBIREHCHERL, 47
Ty b ET o L a— FOBERELET,

® limit=<value>

BT La— FOREERELET,

BERAY Host, Accept, Authorization

og—

BN Y Content-Type, Content-Length, Connection
g—

1

KOFITIE, HIF, HMEEPT LA REAT v ar, A7y b fllREEZEEL T,
PR SO ST 57 ) 2R LET,

HOTLYVIITRbE

GET /esa/api/v2.0/message-tracking/messages?startDate=2016-11-16T00:00:00.000Z&endDate=
2018-11-16T14:22:00.000Z&senderIp=10.76.70.112&searchOption=rejected connections&offset=0&1imit=20
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HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Tue, 20 Nov 2018 11:26:22 GMT
Content-type: application/Jjson
Content-Length: 436

Connection: close
Access-Control-Allow-Origin: *

rvt—soa |

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"meta": {
"num bad records": 3,
"totalCount": 1
by
"data": [
{
"attributes": {
"icid": 40,
"timestamp": "10 Jul 2018 03:19:56 (GMT)",
"hostName": "Name unresolved",
"rejected": " (ICID 40) SMTP authentication failed for user fail
using AUTH mechanism PLAIN with profile failAuthFailoverExists.",
"messageStatus": "REJECTED",
"senderIp": "10.76.70.112",
"senderGroup": "UNKNOWNLIST",
"sbrs": "None",
"serialNumber": "848F69E85EEF-6R50TWL"

Ayt —DEEM

RORND SESERBUELROA v -V OFMETIFTEET,

W= GET /api/v2.0/message-tracking/details?resource attribute

D) J— | Cisco Secure Email Gateway] #ZMR LT 72\,
AREM%

HR— b3t [ FEMIC OV TIE. [ AsyncOS 14.0 API - Addendum to the Getting Started Guide for

ERAy Host, Accept. Authorization
5
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Content-Type., Content-Length, Connection

1

wOFTIE, icid, mid, BFA—NAF—F T2 A DY TILESTHIEINEEEDA vE—
COEMERSE TS 2 B LET,

HYUTILYIIRE

GET /esa/api/v2.0/message-tracking/details?endDate=2018-11-16T12:09:00.000Z&icid
=19214&mid=22125&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-16T00:00:00.0002Z

HTTP/1.1
cache-control:

Accept: */*

no-cache
Authorization: Basic YWRtaW460Q21zY28xMjMk
User-Agent: curl/7.54.0

Host: m680g09.ibga.sgg.cisco.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILE

HTTP/1.1 200 OK

Server: API/2.

0

Date: Mon, 19 Nov 2018 10:28:53 GMT
Content-type: application/Jjson

Content-Length:

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers:

5271

Access-Control-Allow-Credentials:
Access-Control-Allow-Methods: GET

Access-Control-Expose-Headers:

content-type, jwttoken, mid, h, email

true
, POST, DELETE, OPTIONS

Content-Disposition, jwtToken

"data": {
"messages": {

"direction": "outgoing",
"smtpAuthIid": "",
"sender": "cf drop_in@vm30bsd0004.ibga",
"midHeader": "<20181116111948.15660.34357@vm30bsd0199.1ibga>",
"timestamp": "16 Nov 2018 11:19:48 (GMT)",
"showAMP": true,
"hostName": "c680g07.ibga (10.76.71.196)",
"mid" R

1,

22125

"sendingHostSummary":

{

"reverseDnsHostname": "vm30bsd0199.ibga (verified)",
"ipAddress": "10.76.70.111",
"sbrsScore": "not enabled"
by
"summary": [
{
"timestamp": "16 Nov 2018 11:19:48 (GMT)",
"description": "ICID 19214 sender group: RELAYLIST sender ip:
10.76.70.111, sbrs: not enabled",
"lastEvent": false
by
{
"timestamp": "16 Nov 2018 11:19:48 (GMT)",
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"description": "Protocol SMTP interface Management (IP 10.76.71.196)
on incoming connection

(ICID 19214) from sender IP 10.76.70.111. Reverse DNS host
vm30bsd0199.ibga verified yes.",

"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 scanned by Advanced Malware Protection

engine. Final verdict
: UNKNOWN","lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",

"description": "Message 22125 contains attachment
'driver license germany.txt' (SHA256 7e3deeéddac

8f4af561d1108c4b237e5e139bd8d3ddc8518455d3b5fb7e7a70c3) . ",

"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 attachment ‘'driver license germany.txt'

scanned by Advanced Malware

Protection engine. File Disposition: Unknown",

"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 Delivery Status: DROPPED",
"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 Verdict chart: 01131212",
"lastEvent": true
}
]I
"attachments": [

"driver_ license_germany.txt"
] 4
"messageSize": "765 (Bytes)",
"isCompleteData": true,
"showDLP": true,
"messageStatus": "Dropped by DLP",
"showURL": false,
"mailPolicy": [
"DEFAULT"
] 4
"senderGroup": "RELAYLIST",
"recipient": [
"7799Q@vm30bsd0004.1ibga"
] 4
"showSummaryTimeBox": true,
"subject": "Testing"
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DLP ¥

WDENLSEIEREMNZESOA v — O DLP ZEETE £9,
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FEE LTCHIRI OB L AR — b,

= GET /api/v2.0/message-tracking/dlp-details?resource attribute

HR— b3t | B ZONRIFA=ZIFHMATT, TRTOAPIZ TV (T, ZD/NRTA—
KDY J— g2 LT 20N H D £,

AEH%

startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.000Z

D I% ®* serialNumber=<value>

& BIA—NF— T2 DY TAVEEERIRELET,

A vl— |[ROWIDO/NT A —=FEFERHTLMERDY £, Tz
VID EA | LEEGEIL, IGETT— X2 ETEEEA,

>/i/3:%1 ® icid=<value>
NEEINE R
1D AvE—V0icid ZEEL E7,
* mid=<value>
A=Y mid ZHRELET,
BERAY Host, Accept, Authorization
o
BN Y Content-Type, Content-Length, Connection
Hg—
il

WOHITIE, icid, mid, ¥V T/E S TSN DEED A vE—IZT 25 DLP O %

P42 2R LET,
YT YU IR

GET /esa/api/v2.0/message-tracking/dlp-details?endDate=2018-11-16T11:25:00.000Z2&1cid=19213
&mid=22124&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.0002

HTTP/1.1

cache-control: no-cache

Postman-Token: abl6ff7f-847e-4221-a2a2-01de50a33fea
Authorization: Basic YWRtaW46Q21zY28xMjMk
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK
Server: API/2.0
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AMP O &4 .
Date: Mon, 19 Nov 2018 10:38:44 GMT
Content-type: application/json
Content-Length: 820
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"data": {
"messages": {
"direction": "outgoing",
"smtpAuthId": "",
"sender": "cf drop_in@vm30bsd0004.ibga",
"midHeader": "<20181116110108.15629.41969Q@vm30bsd0199.ibga>",
"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [
22124
] 4
"sendingHostSummary": {},
"attachments": [
"driver_ license_germany.txt"
] 4
"messageSize": "765 (Bytes)",
"dlpDetails": {
"violationSeverity": "HIGH",
"dlpMatchedContent": [
{
"messagePartMatch": [
{
"classifier": "Driver License Numbers (Germany)",
"classifierMatch": [

"driver license number: BO72RRE2I51"

] r

"messagePart": "driver license germany.txt"

]I
"mid": "22124",
"riskFactor": 16,
"dlpPolicy": "Driver License Numbers (Germany)"
}I
"showDLPDetails": true,
"senderGroup": "RELAYLIST",
"recipient": [
"6406Q@vm30bsd0004.1ibga"
]I

"subject": "Testing"

AMP O E¥#0

WOFIND S &S ERBEEFFOR v — VDB~ AT = 7 BHMOHAARI B 5 %
BT E T
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ﬁ&gg GET /api/v2.0/message-tracking/amp-details?resource attribute
HR— bxt | R ZDORTA=ZIFIMAETT, TRXTOAPIZ U X, ZO/RT A—
2D V— S ELIERTHILERNDY £,
;(EE%E startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007
FBE LM OEH L R— |,
V% * serialNumber=<value>
e BT A—NG— T2 DY) TR ERELET,
Ayt— |ROWMIFDO/NT A =B AT LMERNHY £3, Wz EH
YID LA | LG EIE, IWETT -2 2% ETE A,
L/i/J:%i ® icid=<value>
PERE .
% 1D A yt—T0icid ZHEELET,
®* mid=<value>
AvE—YOmid #HEELET,
ERAy Host, Accept. Authorization
Gf__
SEANY Content-Type, Content-Length, Connection
sf__
£l

WOHITIE, icid, mid, U TAEETHIENDEED A v —OmE R~V = 7 B
DA T 252 TS T25 27 2 2R LET,

ST YO ITRE

GET /esa/api/v2.0/message-tracking/amp-details?endDate=2018-11-16T11:25:00.000Z2&1icid=19213
&mid=22124&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000%Z
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

S TILRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 10:51:08 GMT

Content-type: application/json

Content-Length: 1088

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
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vRLozd I}
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"data": {
"messages": {
"showAMPDetails": true,
"direction": "outgoing",
"smtpAuthId": "",
"sender": "cf drop_in@vm30bsd0004.ibga",
"midHeader": "<20181116110108.15629.41969@vm30bsd0199.1ibga>",
"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [
22124
]I
"sendingHostSummary": {},
"attachments": [
"driver_ license_germany.txt"
]I
"messageSize": "765 (Bytes)",
"ampDetails": [
{
"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": "File reputation query initiating. File Name =

driver license germany.txt
, MID = 22124, File Size = 42 bytes, File Type = text/plain"
}I
{

"timestamp": "16 Nov 2018 11:01:09 (GMT)",
"description": "Response received for file reputation query from
Cloud. File Name = driver

_license_germany.txt, MID = 22124, Disposition = FILE UNKNOWN,
Malware = None, Analysis

Score = 0, sha256 =
7e3deed4dac8f4af561d1108c4b237e5e1390d8d3ddc8518455d3b5fb7e7a70c3,

upload action = Recommended to send the file for analysis",

"lastEvent": true
}
]I
"senderGroup": "RELAYLIST",
"recipient": [

"6406Q@vm30bsd0004.1ibga"
] 4

"subject": "Testing"

URL D E¥#A

WRORNS S ESERBHEEZFFOA v E—V O URL ICHT 232 B3 & £,

M= GET /api/v2.0/message-tracking/url-details?resource attribute
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HR— b3t | ZONRIA=ZFHMHATT, TRTOAPIZ TV (T, ZDO/NRTA—
2D J— Z EIHERT D HENH Y £7,
;(Eﬁﬁt startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.000Z
FEE L2 HIF OB LR — b,
VI I% * serialNumber=<value>
&5 BFA—NT— L= OV TARSEIRELET
Ayt— |ROWSTDNTA=Z 2T LHLENHY 9, Wi
VID EA | LTEGEIE, WETT— 2 2ZETEEEA,
>/i}j:%i ® icid=<value>
a B )
;f‘wﬁID )( ‘y‘IZ““:/\O) ICId %*Eﬁbi—é—o
®* mid=<value>
7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o
BERAY Host, Accept, Authorization
A
GEANY Content-Type, Content-Length, Connection
Hg—
!l

WOFITIL, icid, mid, ¥V T AESTHEHININDEED A »&— O URL IZBET D3 %
BE+27=Y 2R LET,

BT YHY IR

GET

/esa/api/v2.0/message-tracking/url-details?endDate=2018-11-16T11:25:00.000Z&1icid=19124&mid
=2198l&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000%

HTTP/1.1

cache-control:
Authorization:

User-Agent:
Accept: */*
Host:

accept-encoding: gzip,

Connection:

keep-alive

HUTILEE

HTTP/1.1 200 OK

Server:
Date: Mon,

Content-type:
Content-Length:

API/2.0
19 Nov 2018 10:58:21 GMT

no-cache
Basic YWRtaW46Q21zY28xMjMk
curl/7.54.0

esa.cisco.com:6080
deflate

application/json

3697

Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:

content-type, Jjwttoken,

mid, h, email
true

. Async0S 14.0 API for Cisco Secure Email Gateway - R 2 — 7 v THA K (—fZE&A)



| Secure Email B API
smoza [

Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"messages": {
"direction": "incoming",
"smtpAuthId": "",
"sdrAge": "31 years 11 months 18 days",
"sender": "cf quar in@vm30bsd0004.ibga",
"midHeader": "",
"urlDetails": [
{
"timestamp": "15 Nov 2018 10:29:04 (GMT)",
"description": "Message 21981 URL: https://www.google.com/, URL

category: Search
Engines and Portals, Condition: URL Category Rule."

}I

"timestamp": "15 Nov 2018 10:29:04 (GMT)",
"description": "Message 21983 rewritten URL
u'http://stage.secure-web.sco.cisco.com/
1lytss9mMSYP-JYs4LQ0sT6QALREFaFw/http%3A%2F%2Fdrugstorehost.ru' . "

}I

{
"timestamp": "15 Nov 2018 10:29:04 (GMT)",

"description": "Message 21983 rewritten URL
u'https://stage.secure-web.sco.cisco.com/

1lymzrg34NKpT- 17H5 rS9dukFQOFXsvLnYCHc4Eg/https$3A%2F$2Fwww.google.com$2F'."
}
]I
"sdrCategory": "N/A",
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [
21981,
21982,
21983,
21984
]I

"sendingHostSummary": {},

"attachments": [],
"sdrReputation": "neutral",
"showURLDetails": true,
"senderGroup": "UNKNOWNLIST",
"recipient": [

"4969Q@vm30bsd0004.1ibga"

] r
"subject": "[SUSPICIOUS MESSAGE] [SUSPECTED SPAM] Testing VOF"

BT D SF 4

RORND SESERBIELFTOA v =D ORI T 252G TE 7,

= GET /api/v2.0/message-tracking/connection-details?resource attribute
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20—
AEHE

Secure Email f APl |

Her ] ZDONRTA=ZIFIMAETT, TRXTOAPIZ =V X, ZDO/NRTF A—
S LR 2 MERNH Y £7,
startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007
BELEHMBROEN LR — |,

VI I% * serialNumber=<value>

& BFA—NT— b T =g OV TARSEIRELET,

Ayt— |[IROWSTO/INT A =2 LT HU0ERHY £3, WInraiEil

VID A | LEGAIR, IWETT 2 5ZETEERA,

\/:‘/17 ® icid=<value>

a B )

;f‘wﬁID )( ‘y‘IZ““:/\O) ICId %*Eﬁbi—é—o

®* mid=<value>

7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o

Host, Accept, Authorization

Content-Type, Content-Length, Connection

il

WOFITH, icid, mid, ¥V T AEFE S THI SN DFFED A v — Y OB 5 75/l % B

"I o7x2) ZRLET,

BT YHY IR

GET /esa/api/v2.0/message-tracking/connection-details?endDate=2018-11-16T11:25:00.
000Z2&1cid=19213&mid=22124&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000Z

HTTP/1.1

cache-control:
Authorization:

User-Agent:
Accept: */*

no-cache
Basic YWRtaW46Q21zY28xMjMk
curl/7.54.0

Host: esa.cisco.com:6080
accept-encoding: gzip,

Connection:

keep-alive

HUTILEE

HTTP/1.1 200 OK
Server: API/2.0

Date: Mon,

Content-type:

Connection:

deflate

19 Nov 2018 11:08:56 GMT

application/json
Content-Length: 669

close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
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Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{

"senderGroup": "RELAYLIST",
"messages": {
"summary": [
{"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": "ICID 19213 sender group: RELAYLIST sender ip: 10.76.70.111,

sbrs: not enabled",

"lastEvent": false},
{"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": "Protocol SMTP interface Management (IP 10.76.71.196)
on
incoming connection (ICID 19213) from sender IP 10.76.70.111. Reverse
DNS

host vm30bsd0199.com verified yes.",
"lastEvent": false},
{"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": " (ICID 19213) RELAY sender group RELAYLIST match 10.0.0.0/8

SBRS not enabled country 10.76.70.111",
"lastEvent": true}

}I

"sbrs": "not enabled"

IE1E D EF i

[A =Ry 7 ZADkFE EEHE (Mailbox Search and Remediate) [ L TIEE I A vE—
COBEOFME G TE £,

ﬁ%éﬁ GET /api/v2.0/message-tracking/remediation-details?resource attribute

HR— bR | FEMcoWTIE, T T[] TAsyncOS 14.0 API - Addendum to the Getting Started

D)) —2R& | Guide for Cisco Secure Email Gateway)] % LT 7280,
%

B3R~ Y — |Host, Accept. Authorization

BN Y &— Content-Type, Content-Length, Connection

ZoBNE, BIEAT —=H A Ny FOFEMRE] A vy -V OBEEOFME
A2 2 RLTHWET,

HoTIL YO ITRE

GET esa/api/v2.0/message-tracking/remediation-details?batchID=admin 1590646987

&endDate=2020-05-28T14:24:00.000Z&searchOption=batch details&startDate=2020-05-26T00:00:00.0002
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW460Q21zY28xMjMk
User-Agent: curl/7.54.0

Accept: */*

Host: m680g09.ibga.sgg.cisco.com:6080
accept-encoding: gzip, deflate, br
Connection: keep-alive
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HUTILE

HTTP/1.1 200 OK
Server: API/2.0
Date: Mon, 25 May 2020 10:28:53 GMT
Content-type: application/json
Content-Length: 5271
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email, portal, cache-control,
pragma
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"batch details": {

"b init username": "admin",
"mor action": "Delete",

"b init time": 1590646987,
"batch name": "Re7",

"batch desc": "N/A",

"b init source": "ESA 117"

by
"message details": [
{
"delivered at": 1584574165,

"mid": "3",

"from email": "kr@mar-esa.com",

"recipient email": "krs@onpremesa2019.com",
"mor status": "Success",

"msg read": "O"

"delivered at": 1584574165,

"mid": "3",

"from email": "kr@mar-esa.com",
"recipient email": "krc@mar-esa.com",
"mor status": "Success",

"msg read": "O"

"delivered at": 1584574165,

"mid": "3",

"from email": "kr@mar-esa.com",

"recipient email": "anonpremnew@mar-esa.com",
"mor status": "Success",

"msg read": "O"

"delivered at": 1584574165,

"mid": "3",

"from email": "kr@mar-esa.com",
"recipient email": "user5@scale.com",
"mor status": "Failed",

"msg read": "N/A"
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BESNEA—LRY —c—BT BT RTOBEA v—U5ET5 [

RESN=A—IKR) V—IZ—HITHIRNTOREA Vv E—VZNF
ERES

B A—NT = T2 TRESNIZA—NRY V=T IHTRTOZEA -V HE
BTEET,

ﬁ&gg GET

esa/api/v2.0/message-tracking/messages?startDate=2021-03-01T18:30:00.0007
&endDate=2021-03-02T12:11:00.000Z2&ciscoHost=A1l1l Hosts
&mailPolicyName=Defaulté&mailPolicyDirection=inbound
&searchOption=messages&offset=0&1imit=100

HR— AR | ZMcHoWTiE, ] TJ [ AsyncOS 14.0 API - Addendum to the Getting Started

D)) —2R& | Guide for Cisco Secure Email Gateway)] &M LT 7280,
%

ZERAw S — |Host, Accept. Authorization

mgAvﬁ—(MMMHW\QMmHmeCmmmm

WOBNL, BEFA—NT— T =2 TRESNIZA—NARY —IZ—8T D
FTRTOZEA =YL 2R LTWET,

HoTIL YO ITRE

GET esa/api/v2.0/message-tracking/messages?startDate=2021-03-01T18:30:00.000%2
&endDate=2021-03-02T12:11:00.000Z&ciscoHost=Al1 Hosts&mailPolicyName=Default
&mailPolicyDirection=inbound&searchOption=messages&offset=0&1imit=100
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

User-Agent: curl/7.54.0

Accept: application/json, text/plain, */*

Host: esa.cisco.com:6080

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Connection: keep-alive

HUTILRE

HTTP/1.1 200 OK
Server: API/2.0
Date: Tue, 02 Mar 2021 12:14:37 GMT
Content-Type: application/json; charset=UTF-8
Content-Length: 35014
Connection: keep-alive
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS, PUT
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: Content-Disposition, jwtToken
Cache-control: no-store
Pragma: no-cache
Server: nginx
X-Content-Type-Options: nosniff
X-Frame-Options: DENY
{

"meta": {

"num bad records": 0,
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"totalCount": 39
}I
"data": [
{
"attributes": {
"hostName":
"friendly from": [
"userl@mar-esa.com"

wn
’

] r

"isCompleteData": "N/A",

"messageStatus": {
"2325234": "Delivered"

}I

"recipientMap": {
"2325232": [

"userb@scale.com"

] r
"2325234": [

"userb@scale.com"

}I

Secure Email f APl |

"senderIp": "10.10.4.49",
"mailPolicy": [

"DEFAULT"
] 4
"senderGroup": "UNKNOWNLIST",
"subject": "46 2016 _smtp 2 5",
"mid": [

2325232,

2325234
] 4
"senderDomain": "mar-esa.com",
"finalSubject": {

"2325234": "46_2016_smtp 2 5"
} 4
"direction": "incoming",
"icid": 516876,
"morDetails": {},
"replyTo": "N/A",
"timestamp": "02 Mar 2021 17:15:53 (GMT +05:30)",
"messageID": {

"2325232": "<76773.751151876-sendEmail@mail.example.com>"

}I

"verdictChart": {

"2325234": "11141110"

}I
"recipient": [
"userb@scale.com"

] r

"sender": "userl@mar-esa.com",
"serialNumber": "421558305641772925266-ABFF53B75FDE",

"allIcid": [
516876
] 4

"sbrs": "None"

"attributes": {
"hostName":
"friendly from": [

"userl@mar-esa.com"

wn
’

] 4
"isCompleteData": "N/A",
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"messageStatus": {
"2325233": "Delivered"

}I

"recipientMap": {
"2325233": [

"userb@scale.com"
] 4
"2325230": [
"userb@scale.com"

}I
"senderIp": "10.10.4.49",
"mailPolicy": [

"DEFAULT"
] 4
"senderGroup": "UNKNOWNLIST",
"subject": "46 2016 _smtp 2 4",
"mid": [

2325230,

2325233
] 4
"senderDomain "mar-esa.com",
"finalSubject": {

"2325233": "46_2016_smtp 2 4"

"o

}I

"direction": "incoming",
"icid": 516875,
"morDetails": {},
"replyTo": "N/A",
"timestamp": "02 Mar 2021 17:15:51 (GMT +05:30)",
"messageID": {
"2325230": "<564966.601875739-sendEmail@mail.example.com>"

}I

"verdictChart": {
"2325233": "11141110"

}I

"recipient": [
"userb@scale.com"

] r

"sender": "userl@mar-esa.com",
"serialNumber": "421558305641772925266-ABFF53B75FDE",
"allIcid": [
516875
] 4
"sbrs": "None"

MESNF= AR O—[T—HITEHITRXTOEEA Vv E—DZHIF
ERS

TF AN — b = TRE SN A—AKY —l BT BT RTOREA v — V&R
BTEET,
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RESNEA—LRY S—IT—BIT T RTOREEA v E—VERET S

mg GET

esa/api/v2.0/message-tracking/messages?startDate=2021-03-01T18:30:00.0007
&endDate=2021-03-02T12:11:00.000Z&ciscoHost=A11 Hosts&mailPolicyName=Defauly
&mailPolicyDirection=outbound&searchOption=messages&offset=0&1imit=100

HR— AR | FMcoWTIE, T[] TJ TAsyncOS 14.0 API - Addendum to the Getting Started

D)) —2R& | guide for Cisco Secure Email Gateway] &M LT 72 &0,
%

ZERA Y S — |Host, Accept. Authorization

&Ny & — Content-Type, Content-Length, Connection

KOFNL, BAA—NT— T2 THREINZA—NR) —IZ—%T 5
TRTCOEBA v E—VEREGETH7 ) Z2/RLTWVET,

HYOTL VI IR B

GET esa/api/v2.0/message-tracking/messages?startDate=2021-03-01T18:30:00.000%2
&endDate=2021-03-02T12:11:00.000Z&ciscoHost=A11 Hostsé&mailPolicyName=Default
&mailPolicyDirection=outboundé&searchOption=messages&offset=0&1imit=100
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW460Q21zY28xMjMk

User-Agent: curl/7.54.0

Accept: application/json, text/plain, */*

Host: esa.cisco.com:6080

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Connection: keep-alive

HUTIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Tue, 02 Mar 2021 12:14:37 GMT

Content-Type: application/Jjson; charset=UTF-8

Content-Length: 1703

Connection: keep-alive

Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS, PUT
Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: Content-Disposition, JjwtToken
Cache-control: no-store

Pragma: no-cache

Server: nginx

X-Content-Type-Options: nosniff

X-Frame-Options: DENY

"meta": {
"num bad records": O,
"totalCount": 2
}I
"data": [
{
"attributes": {
"hostName":
"friendly from": [
"LaithwaitesWine@fiendofwine.us"

wn
’

] r
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"isCompleteData": "N/A",

"messageStatus": {
"2325166": "Delivered"

}I

"recipientMap": {
"2325166": [

"

"testuser2@abc.com

}I

"senderIp": "10.10.4.46",
"mailPolicy": [
"DEFAULT"
]I
"senderGroup": "None",
"subject": "Top 12 wines for the holidays",
"mid": [
2325166
]I
"senderDomain": "testdomain.com",
"finalSubject": {
"2325166": "[SPAM] Top 12 wines for the holidays"
}I
"direction": "outgoing",
"icid": 516847,
"morDetails": {},
"replyTo": "N/A",
"timestamp": "02 Mar 2021 13:14:36 (GMT +05:30)",
"messageID": {

"2325166": "<198313425761047198391528032556096@makug.fiendofwine.us>"

}I
"verdictChart": {
"2325166": "16141113"
}I
"recipient": [
"testuser2@abc.com"
]I
"sender": "user@testdomain.com",
"serialNumber": "42155830541772925266-ABFF53B45FDE",
"allIcid": [
516847
]I

"sbrs": "None"

"attributes": {
"hostName":
"mid": [

2325164

nn
’

]I
"isCompleteData": "N/A",
"messageStatus": {
"2325164": "Dropped By Anti-Virus"
}I
"recipientMap": {
"2325164": [
"testuserl@abc.com"
}I
"senderIp": "10.10.4.46",
"mailPolicy": [
"DEFAULT"
]I
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B o=

"senderGroup": "None",
"subject": "Shipping confirmation: PIR-54787L-83296",
"friendly from": [

"payment@geiger-sicher.de"

] r

"senderDomain": "testdomain.com",
"direction": "outgoing",
"icid": 516847,
"morDetails": {},
"replyTo": "N/A",
"timestamp": "02 Mar 2021 13:14:34 (GMT +05:30)",
"messageID": {
"2325164": "<9o06bdsg4jgrk@geiger-sicher.de>"
}I
"verdictChart": {

"2325164": "11500000"
}I
"recipient": [
"testuserl@abc.com"

] r

"sender": "user@testdomain.com",
"serialNumber": "42155830541672825266-ABFF53B45FDE",
"allIcid": [
516847
] 4
"sbrs": "None"

WEHED API 7 = ) 2T 5 &, BREEDO A v —VICET 2T _XRTCoOEREIGTEET, U
U—2, HIbR, BEXOKRTORBEEZITHIZ LT, AveE—VIR LTI 7y a v 2FET7152
ENRTEET, BEED APLIIRD LIRS nEINET,

o ZXNL[REHEH APT (48 ~=X—30)

o ZDOMOREEEH APT (76 ~<—)

A /\NLP=EE R API

BEOEMEE =B L2, AvE—UFHIREIZI Y =R L2 T5, ZANAREEND A v
'{Z‘_:/“%yiu‘/@%ij—o

c AvE—VOREK (49 X—)

« Ay —VOFMORE (52 =)
e AvE—YDYY—R (55—)

« Ay b—UOHIER (54 X—2)

et—T7 VRPN ETOY I YA 2 R ORBHKR (56 2—)
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eb—7URFETurY YRR OB, WE. 0 (60 =2—)

et —T7 VR MERIEFTe v YA MY DOHIKR (72 2—)

2 yt—TDBRE

BHRORFMEL BT 2 ANLEHNO X v —V 2RI D LR TEET, RIC, WXLy
R— b goEtzr L ET,

*E&g GET /api/v2.0/quarantine/messages?resource attribute
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TDONRTA—=RIIVEATT, T XTDOAPIZ =Y TID/NNTG A —H
PERALET,

* startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

ZOHHENICIREE S iz A vy =,

VR & A
-

® quarantineType=<value>

IR S 4L A EIEspam T,

quarantineType=spam

FERANAFATT T 2 E HFmafiE TE £,
* orderBy=<value>
BRMEITKRD LB T,
* from address
* to address

® subject

® orderDir=<value>
BHRMETROEEBY TT,
¢ asc

® desc

TRHEFE A
AT

WROWSTONT A—=Z MM DLERDH Y £9, WTFnzaEH
LIeHaid, WETT — 222 ETE £ A,

®* offset=<value>

F7%y MEPOWMED VA— ROV T2y FERIGT 4T
Ty MEZEELET, A7ty MIHIREILIZEHL, A7
Ty PGV a— FORERELET,

® limit=<value>

BT oLa— FOKERELET,

RN
0—7%

(CE3
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®* envelopeRecipientFilterOperator=<value>
AREITRD EBY TT,
® contains
®is
®* begins_with
® ends_with

¢ does not contain

® envelopeRecipientFilterValue=<value>

BB O, Ziluda—Y—EROETT, ROFlZSEIC
LTLZEny,

envelopeRecipientFilterValue=user

7 4 VA
VU

TANE NTGA=RIISECTENDT —FEHIRLET,
* filterOperator=<value>
MR R DM, ANREITRO LB Y TH,
® contains
. is
* begins with
* ends with

¢ does_not_contain

* filterValue=<value>

B GOME, ZhiTa—F—EROMHETT, ROFZESBHZIC
LTLIZENY,

filterValue=abc.com

Host, Accept, Authorization

Content-Type, Content-Length, Connection

il

ROFITIE, KM, B, REEY 47, 72y b lRANT XA—2Z248E LT, Rk
Av—VERGT 572U 2R LET,

BT YYIRE

GET /esa/api/v2.0/quarantine/messages?endDate=2018-11-21T23:59:00.000Z&
limit=25&0ffset=0&orderBy=date&orderDir=desc&quarantineType=spam&startDate=2018-07-01T00:00:00.000Z
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HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW460Q21zY28xMjMk
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Wed, 21 Nov 2018 13:19:37 GMT

Content-type: application/json

Content-Length: 39

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 1
br
"data": [
{
"attributes": {
"envelopeRecipient": [
"test@test.com"
1,
"toAddress": [
"danielyeung@mail.ga"

1,

"subject": "[SPAM] Spam",
"date": "21 Nov 2018 14:31 (GMT)",
"fromAddress": [
"danel"
1,
"size": "1.60K"
by
"mid": 170

AytE—UDFMDORG

BEORMELE—HTDHA v E—VOFMERGT S 2 ENTEET, KIT, HLEHHR— bt
GOEMERLET,

ﬂ&gg GET /api/v2.0/quarantine/messages?resource attribute
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HHR— b3t EEEZ A * quarantineType=<value>

i%é‘/— 4 RIS A EIEspam T,

quarantineType=spam

dAvt— |BHOFMERGT Ay =Y O mid ZHETHLERDH Y
Y ID T,

®* mid=<value>

ERAy Host, Accept. Authorization
g
REANY Content-Type, Content-Length, Connection
sf__
!l

WOBITIE, FFEDA v E—VOMERET2 72 2R LET,
ST YO IR R

GET /esa/api/v2.0/quarantine/messages/details?mid=1755&quarantineType=spam
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Wed, 21 Nov 2018 13:43:30 GMT

Content-type: application/Jjson

Content-Length: 6491

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {
"attributes": {

"envelopeRecipient": [
"av_deliver@vm30bsd0004.1ibga"

]V

"toAddress": [
"Surya Allena <sallena@cisco.com>"

]V

"attachments": [],

"messageBody": "Received: from c680g07.ibga ([10.76.71.196])\r\n by

Async0S 14.0 API for Cisco Secure Email Gateway - 22—+ 7 v 754 F (—EA) [}
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B 1ot—vour

esa.cisco.com with

ESMTP; 16 Nov 2018 13:58:55 +0000<br />\nIronPort-SDR:
DjDeJA8ZkD900A9%+n3eGd90a/nliz1dL

MyxB7dsrdg8oTnn8YSi5amR2gihbegq2eJwvViskfl\r\n KE7TdyCXSokg==<br
/>\nX-IronPort-AV:

E=Sophos;i=\"5.56,240,1539648000\"; \r\n d=\"scan'\";a=\"22180\"<br
/>\nIronPort-SDR:

PPj7KDz4Ur8W2ne2fWP/wSOUBwWnY3x1XaBz/ryR/98vI6NPraAsA5q7vzUzyaYFpRCWGgfyJaZ\r\n

4UIJbt91/

WFccoWcggO86zz6rYcRASCSM=<br />\nIronPort-PHdr:
=?us-ascii?g?9a23=3Az7tnkBDwN1EwuviGOROD

UyQJP3N1i/DPJgcQr6?=\r\n
=?us-ascii?g?AfoPdwSPT7pMbcNUDSrc9gkEXOFd2Cradc26y06+3JYi8p2d65",

"date": "16 Nov 2018 13:58 (GMT)",

"fromAddress": [

"testuser <testuserl@cisco.com>"
]I
"subject": "[SUSPICIOUS MESSAGE] [SUSPECTED SPAM] Testing VOF"
}I
"mid": 1755

Ayt —UDHIBR
SESERBIEL BT DA v E—VRHIRT 22 LM TEET, WIS, ML HR— Fx4

DEMEERLET,
ﬁ&gg DELETE /api/v2.0/quarantine/messages?resource attribute
YR—=bX (A vt— |HIRT 72 a v EHHCTHDIE, ZORT A =2 EERAT
ZD'JYJ— | ID VERH D E£3,
AEM ,
® "mids": [<value>]
A=V DOmid ZFRELET,

@%%Ef7/f "quarantineType":"value"

7 A7 ME1% spam T,
ERAX | |

"quarantineType":"spam",

"mids": [<mid>]

}

ZERAY  |Host, Accept, Authorization
5

BN Y Content-Type, Content-Length, Connection
g

451
OB TIE, AvbE—C%BIRTH72) 2RLET,
BT YHITRE

. Async0S 14.0 API for Cisco Secure Email Gateway - R 2 — 7 v THA K (—fZE&A)



| Secure Email B API

Ayvt—IMm1) )

DELETE /esa/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/Jjson

ryt—snuy—=2 [

cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent:

Accept: */*

curl/7.54.0

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 41

Connection:

{

keep-alive

"quarantineType":"spam",
"mids":[169]

}

HUTILEE

HTTP/1.1 200 OK
Server: API/2.0

Date: Thu,

22 Nov 2018 05:48:10 GMT

Content-type: application/Jjson
Content-Length: 47

Connection:

close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"data":

{

"action": "delete",
"totalCount": 1

—A

mid@Me —HT A v E—T%2 YV V=X TEET, RIZ, WXL R— b ROBEEEZRL
i‘ﬂ‘o

= POST /api/v2.0/quarantine/messages?resource attribute

BR—b [ Avt— (VY —AT v a /T HDIE, 20T 2 —F &
2D J— | 1D THLEND Y £,

AEH%

® "mids": [<value>]

Avy—Omid ZFEELET,

EEVF "action":"value"
BNl 1T release T,

@%%ﬁfy/f "quarantineType":"value"

7 BN 72fEI spam T,
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B t—ouxrzorveTnvsuzt o ryonR

BERAX |
"action":"release:
"quarantineType":"span",
"mids": [<mid>]

}

ERAy Host, Accept, Authorization
-

SEANY Content-Type, Content-Length, Connection
sf__

151
WOFEITIE, md/RTA—=ZEZRELTEHEDA =2 ) V=257 2R LET,
YT YO IRE

POST /esa/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 61

Connection: keep-alive

{

"action":"release",
"quarantineType":"spam",
"mids":[184]

}

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 05:41:10 GMT

Content-type: application/json

Content-Length: 48

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {

"action": "release",
"totalCount": 1

t—2JUYR IR ETAYHOYR IR DBRE

APIZ TV ABELCE—7 VA Ty 7 VA MDD NI ERGETHZENRTEET,
WIZ, LY R— b0 EEEZRLET,
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t—7yzRkIvryETavoyR kv ryobi [

mg GET /api/v2.0/quarantine/safelist?resource attribute

GET /api/v2.0/quarantine/blocklist?resource attribute

HhR— b3t B * action=<value>
2R AN 7l iTview T,

BI%%E& A quarantineType=<value>

7 AR 1% spam T,

?‘%ﬁ'\'jﬁ/ﬁ viewBy=<value>
HLh7EILsender & recipient T,

j—u&*_ orderBy=<value>

HLve f5N72 B Zsender & recipient T,

BIERGE A (RO ST ONT A =2 2T 20BN H D 3, Wz
iAFr LiHaid, WETT — 2 2% ETE £ A,

* offset=<value>

F7ky MENOIEDLLVaAa—RFOY 7Tty hERET 47
ty MEZEELET, A 7&y MIHIREILIZEHL, 47
ty MR THLa— FOBERELET,

® limit=<value>

B4 oL a— ROBELHRELET,

7‘]—_45% orderDir=<value>

ARBREITRD LB Y TT,

® asc
® desc
e Z #UiZ orderBy=recipient MDA THHR— FINTWET,
search=<value>
i ——ERDOMHETT,

ERAy Host, Accept, Authorization

SEANY Content-Type, Content-Length, Connection
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B t—ouxrzorveTnvsuzt o ryonR

1

ZEHENE—JURLETOVYI YR DIV N ERTT S,

WOERFITIL, E—TVA M M) B2 EEINERET 2722 RLET, 77U
ANERUZ2D)2FEHRAL, 7oy 7 VA2 M) 2ZEEMNCBSELET, ®IZ, 7Y
OfFlZE R L ET,

GET /esa/api/v2.0/quarantine/blocklist?action=view&limit=25&0ffset=0&orderBy=
recipienté&orderDir=desc&quarantineType=spam&search=abc&viewBy=recipient

BT YHYITR

GET /esa/api/v2.0/quarantine/safelist?action=view&limit=25&0ffset=0&orderBy=
recipient&orderDir=descé&quarantineType=spam&search=abc&viewBy=recipient
HTTP/1.1

Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 09:08:39 GMT

Content-type: application/json

Content-Length: 126

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"meta": {
"totalCount": 1
}I
"data": [
{
"senderList": [
"space.com",
"xyz.com",
"abc.com"
] r
"recipientAddress": "ul@space.com"

EEFENZE—TYRFETOYIIVRA DIV M) ZRET S,

WOERFITIL, TAYHI VAP M) EEEENCEETS 72 2R LET, B—TV
ARERUZZYZERAL, 7oy VA2 M) ZZEEICBGLET, i, 7
DFZERLET,
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t—7yRkzvryETavoyz kv ryoik [

GET /esa/api/v2.0/quarantine/safelist?action=view&limit=25&0ffset=0&orderBy=

sender&orderDir=desc&quarantineType=spam&viewBy=sender

BT YYIRE

GET /esa/api/v2.0/quarantine/blocklist?action=view&limit=25&0ffset=0&orderBy=

sender&orderDir=desc&quarantineType=spam&viewBy=sender
HTTP/1.1

Content-Type: application/json

cache-control: no-cache

Postman-Token: 9b9%oc6ef-2290-47ce-a84a-077bb805c57f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.4.0

Accept: */*

Host: bgl0090-pod.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 09:19:24 GMT

Content-type: application/Jjson

Content-Length: 214

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 09:08:39 GMT

Content-type: application/json

Content-Length: 126

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 1
}7
"data": [
{
"senderList": [
"space.com",
"xyz.com",
"abc.com"
]7

"recipientAddress": "ul@space.com"
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tTt—2oJYRrETOYH YR NIV M)DEM., fRE. 0

=7V AT ry 7 VRO MY BN RE. BELOMITEET, La— FafF
FELRWERIE, = PUBBMENET, La— P FEETLEAIE, = Y 2fRELE
T WIT, WXL LI R— FPRHEOEEEZ RLET,

ﬂ&gg POST /api/v2.0/quarantine/safelist?resource attribute

POST /api/v2.0/quarantine/blocklist?resource attribute

YR— x|
20—
AEMH

® action=<value>
HRNMEITRD EBY T,
* add
®edit

® append

R & 1
—

quarantineType=<value>

AN 72fEI spam T,

FoRITiE

viewBy=<value>

Hh7aElIsender & recipient T,

ZEET
KL 2

"recipientAddresses": ["value","value",...]

T —YP—EROMETY, HROEELANTLENRTEET,

ZIEH Y
2k

"recipientList": ["value","value",...]

I —YP—ERDOMETY, HEEOEEANTLZ ENTEET,

EEET
KL 2

"senderAddresses": ["value","value",...]

A=Y —EROMETY, HROEELANTLIENRTEET,

HIEH Y
2k

"senderList": ["value", "value", ...]

I —YP—ERDOMETT, BEEDOEEANTLZ ENTEET,
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t—JYRrETOYHYRMIV MY DENM.

wx. #m [

ZERAL

HFLLWZEETY MYDEM,
{

"action": "add",
"quarantineType": "spam",

"recipientAddresses": ["value","value"],

"senderList": ["value"],
"viewBy": "recipient"

}
HFLLWEEET Y FYDEM,
{

"action": "add",

"quarantineType": "spam",
"senderAddresses": ["value","value"],
"recipientList": ["value"],

"viewBy": "sender"

}
HLLOREATY b ORSE.
{

"action": "edit",
"quarantineType": "spam",

"recipientAddresses": ["value","value"],

"senderList": ["value"],
"viewBy": "recipient"

}
HLWEERET Y b DRE.
{

"action": "edit",

"quarantineType": "spam",
"senderAddresses": ["value","value"],
"recipientList": ["value"],

"viewBy": "sender"

}
FLOWREET Y YDA,
{

"action": "append",
"quarantineType": "spam",

"recipientAddresses": ["value","value"],

"senderList": ["value"],
"viewBy": "recipient"

}
HLWLEEETY MY Ofm,
{

"action": "append",

"quarantineType": "spam",
"senderAddresses": ["value","value"],
"recipientList": ["value"],

"viewBy": "sender"

}

BERAY

Host, Accept. Authorization
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&Ny Content-Type, Content-Length, Connection
Gf__

1

FEE—7V 2 FUOBEN (622—)

Bk

5

cEEHE—T7 VAN N DB (63 X—)

K

EFE 7oy 7 Axr NUOEM (64 ~2—)
B

o

cEEHE Ty 7 YA RN N DB (64 2—)
e ZEEE—T7 VAL = b ORE (65 2—Y)

XfEEE—T VAN MY OfRE (66 ~—)

5

EHETry 7 VAN M) ORE (673—)

EFFEE—7U X2 MO (69 ~2—)

%

cEEHE T YA N U N ORE (68 2—2)
§L,
-

FFEE—7Y A= YOI (69 ~—)

ZEELE—TJUYA NIV MDEM
WOBERBITIZ, =7V A "N ZEBNMTEH72) ZRLET,
BTN YIS IR+

POST /esa/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT
Content-type: application/json
Content-Length: 115

Connection: close
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EEEE—TYRF IV Y DEM .

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {

"action": "add",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

] 4

"senderList": [
"acme.com"

EEFBEE—TJUXFIUMYDIEM
WOENREGITIZ, E—Z7 VAN M) Z2BENT5272) 2R/ LET,
UL YIS IR B+

POST /esa/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/json

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "add",
"recipientList": [
"user@cronos.com"

1,
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"senderAddresses": [
"xyz.com",
"space.com"

ZEFIN VI YR MU DIEM

WOERFITIE, 7uv 7 VA M) EZEBEINTS

HYUTILYIIRE

POST /esa/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17£fb-436e-9132-9£4998c67e7f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 163
Connection: keep-alive

{
"action": "add",
"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],

"senderList": ["acme.com"],
"viewBy": "recipient"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT
Content-type: application/Jjson
Content-Length: 115

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST,

"data": {

"action": "add",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,

"senderList": [
"acme.com"

EEHEIOVYHIURFIY M) DEM

ROBLRFITIX, 7my 7 VA = M ZBINT 527 2) Z2RLET,
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BT YYIRE

POST /esa/api/v2.0/quarantine/blocklist HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}

YU TIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/json

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "add",

"recipientList": [
"user@cronos.com"

] r

"senderAddresses": [
"xyz.com",
"space.com"

ZEEE—JVAFIVR)DEE
WOERFITIZ, =7 VA M) ZBNT572) Zmx0UET,
BT YYIRE

POST /esa/api/v2.0/quarantine/safelist

HTTP/1.1

Content-Type: application/Jjson

cache-control: no-cache

Postman-Token: 55570e07-17fb-436e-9132-9£4998c67e7£f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
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content-length: 163
Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/json

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "edit",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,

"senderList": [
"acme.com"

EEEL—TURF IV M) DRE

email

WOBERFITIE, T—7 VA N Z2BMNMT527 ) Z2R_LET,

HoTILYOIRE

POST /esa/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILRE
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gEEInvouzt v ryore ]

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT
Content-type: application/json
Content-Length: 110

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS

Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "edit",

"recipientList": [
"user@cronos.com"

]I

"senderAddresses": [
"xyz.com",
"space.com"

ZEFITN VI YR LIV M) DRE
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POST /esa/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Postman-Token: 55570e07-17£fb-436e-9132-9£4998c67e7f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/json

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS

Async0S 14.0 API for Cisco Secure Email Gateway - 22—+ 7 v 754 F (—EA) [}
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Access-Control-Expose-Headers: Content-Disposition,

"data": {

"action": "edit",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

] 4

"senderList": [
"acme.com"

EEEIOVIUR NIV M) OESE

ROBERFITIX, 7oy 7 VA2 M) ZiR$ET L7 2R LET,

YT IVIIRE

POST /esa/api/v2.0/quarantine/blocklist HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 155
Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT
Content-type: application/json
Content-Length: 110

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST,
Access-Control-Expose-Headers: Content-Disposition,

"data": {

"action": "edit",

"recipientList": [
"user@cronos.com"

1,

"senderAddresses": [
"xyz.com",
"space.com"

jwttoken,

jwtToken

DELETE, OPTIONS
JjwtToken

[l AsyncOS 14.0 API for Cisco Secure Email Gateway - 2 — ~ 7 v FH A K (—fEA)
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POST /esa/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17£fb-436e-9132-9£4998c67e7f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "append",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/json

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "append",
"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,
"senderList": [
"acme.com"

FEEBEE—TURXNIUM)OMM
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POST /esa/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "append",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}

YU TEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/json

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "append",

"recipientList": [
"user@cronos.com"

1,

"senderAddresses": [
"xyz.com",
"space.com"

ZEHJOVY YRR ITY M)OFMD
WOBERHBITIZ, 7avZ7 VA sz M) E2MNTE272) 2R LET,
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POST /esa/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Postman-Token: 55570e07-17fb-436e-9132-9£4998c67e7f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

[l AsyncOS 14.0 API for Cisco Secure Email Gateway - 2 — ~ 7 v FH A K (—fEA)
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{

"action": "append",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com", "user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/Jjson

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "append",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,

"senderList": [
"acme.com"

EEFIOYIYA NIV R)DRM
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POST /esa/api/v2.0/quarantine/blocklist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "append",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILRE

HTTP/1.1 200 OK
Server: API/2.0

Async0S 14.0 API for Cisco Secure Email Gateway - 22—+ 7 v 754 F (—EA) [}
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Date: Fri,

Content-Len
Connection:

Secure Email f APl |

23 Nov 2018 10:31:28 GMT
Content-type: application/json

gth: 110
close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"data":
"ac

"recipientList":

] r

{

tion": "append",

[

"user@cronos.com"

"senderAddresses": [

"xyz.com",
"space.com"

Tt—2JURMEREEFETOAYI YR T2 M) DHIBR

EEHEZEIZEEONTALDOY A D=7V A bEIITay 7 YA MO MY %
BB 5 APl 7 = ) 24T TE £,

M=

HiR— bt
20—
AEMH

DELETE /api/v2.0/quarantine/safelist?resource attribute
DELETE /api/v2.0/quarantine/blocklist?resource attribute
W& ¢ |quarantineType=<value>
7 A7 ME1% spam T,
{23 1) |"recipientList": ["value","value",...]
A b ThFa—F—EROMTT, EROBEATHENTEET,
J£fE# 1y | "senderList": ["value", "value", ...]
A b ZHFa—Y—ERDMETY, HEROEEANT LI ENRTEET,
FoR s | "viewBy": "value”
Huh7EiXsender & recipient T,
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FORAL | REFT Y b DHIRR.
{

"quarantineType": "spam",
"recipientList": ["value","value"],
"viewBy": "recipient"

}
EEBEITV R DOHIE,
{

"quarantineType": "spam",
"senderList": ["value"],
"viewBy": "sender"

}

ZERAY  |Host, Accept. Authorization

Gf__

gﬁﬁ‘y Content-Type, Content-Length, Connection

KD API Z I TE £97,
cZfEHEE—T7 VAN = R U OHIER (73 84—)
cEEHFE—T VAR = R OHIER (74 X—)
cZEHE Ty 7 VAN Y OHIER (75 =)
cEEHET Yy VAN =2 N OHIER (75 5—)
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DELETE /esa/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 111

Connection: keep-alive

{

"quarantineType": "spam",
"recipientList": ["user@cronos.com","user3@cosco.com"],
"viewBy": "recipient"
}
~
HUTILEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Fri, 23 Nov 2018 12:27:40 GMT
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Content-type: application/json

Content-Length: 104

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"action": "delete",
"recipientList": [
"user@cronos.com",
"user3@cosco.com"
] 4
"totalCount": 2

EEEE—T7VARA IR DHIBER
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DELETE /esa/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 82

Connection: keep-alive

{

"quarantineType": "spam",
"senderList": ["race.com"],
"viewBy": "sender"

}

YU TEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 12:33:41 GMT

Content-type: application/json

Content-Length: 75

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"totalCount": 1,
"senderList": [

"race.com"
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ZEEITOVI YR IV M) OHIRR
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DELETE /esa/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 111

Connection: keep-alive

{

"quarantineType": "spam",
"recipientList": ["user@cronos.com","user3@cosco.com"],
"viewBy": "recipient"
}
N
YU TILBE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 12:27:40 GMT

Content-type: application/Jjson

Content-Length: 104

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"action": "delete",
"recipientList": [
"user@cronos.com",
"user3@cosco.com"
] 4
"totalCount": 2

ZEEZIJOYHS YR LIV M) OHIR
WOBERFITIZ, 7oy 27 VAN N ZYIBRTA7 ) 2R LET,
HUTILYHIR K

DELETE /esa/api/v2.0/quarantine/blocklist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Async0S 14.0 API for Cisco Secure Email Gateway - 22—+ 7 v 754 F (—EA) [}
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content-length: 82
Connection: keep-alive

{

"quarantineType": "spam",
"senderList": ["race.com"],
"viewBy": "sender"

}

YU TEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 12:33:41 GMT

Content-type: application/json

Content-Length: 75

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"data": {
"action": "delete",
"totalCount": 1,
"senderList": [

"race.com"

]

Z Dt DB A API

W7 YZiE, 7 =) CFH|O—# L LT quarantineType U Y — A4 B3 EEET,
PRl = Vix, R, Y— b, ATy b BIOBEGAIAREZYR—FLET,

A=V OmE (77 —2)

« Ayt —TVOFMOImE (84 X—)

s AvE—VOBEH (86 N—)

 BREED B A v e — U ORT ZIRIET 5 (87 ~—)

FREEND A v E—TDat—2%ETDH (89 —2)

W7 FANDE T r—F (91 X—)

« A=V OHIER (92 ~—2)

cAvE—=YOVIT—R (93 X—)

ST Y —DRF (95 )

e L—/L IDIZEED SRR (96 X—2)

L Y= DAyE—I%F Y U —Z (99 X—)
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s =B ) = Xy =V EEIR (101 X—)
Ayt—UDEER

BEORMELE —BT 2MOBREND A v =V RBTHIENTEET, RIT, LY
R— M REOBMEZRLET,

mg GET /api/v2.0/quarantine/messages?resource attribute
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CDONTA=ZITHHATY, T XTDOAPIZ =V (L, ZDNT A—
Z LT 2BEND Y £,

* startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

A RS
e

ZDONRTA=ZITRRT LA RRE L E7,
® quarantines=<value, value, ...>

BRREITRD L B0 TT,
Outbreak

Virus

File+Analysis
Unclassified

Policy

<user-defined-quarantine>

4

subjectFilterBy=<value>

AR DOE B TT,
contains

starts_with

ends_with

matches _exactly
does_not_contain

does _not_start with

does _not_end with

does_not_match

subjectFilterValue=<value>

ZFE— P —ERDE T,

gt ESA

originatingEsalIp=<value>

Ay E—UPILSNIZESADIP T L AZIET H I LN TE
S

AT OFE
il
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®* attachmentName=<value>
T — Y —EROME T,
* attachmentSizeFilterBy=<value>
BRMEITKRD LB T,
range

less_than

more_than

* attachmentSizeFromValue=<value_in_KB>

ZHNE L —ERBOMETT, B 77 A NVDOHP A X% KB T
FBELET, ZHITROEAICEATEETT,

» attachmentSzeFilterBy C range &% 3N L7256
attachmentSizeFilterBy=range

« attachmentSizeFilterBy ¢ more_than J& 1 % 341 L 72854

attachmentSizeFilterBy=more than

* attachmentSizeToValue=<value_in_ KB>
= —EROMETT, RHF7 7 A VDV A X% KB T
RELET, ZHIROSAICEHTEETT,

« attachmentSizeFilterBy C range J& " 23R L 7= 54

attachmentSizeFilterBy=range

« attachmentSzeFilterBy C less than B %8I L7545

attachmentSizeFilterBy=less_than

EEEZ A * quarantineType=<value>
7 RSB pvo T,

quarantineType=pvo
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FEREZNEFATT T 2EE FMEEETE £,

® orderBy=<value>

EIXROEFBY T,
sender
subject
received
scheduledExit
size

® orderDir=<value>

EIZRD & B0 TT,

asc

desc

Secure Email f APl |

TRHEFE A
iATR

ROWTTDOINT A =L T H0ERH Y £,

Liehaid, WETT — 2 2% ETE £ A,

* offset=<value>

WA

F7ty MENGIBEL L a— ROV TRy NEBET 547
Yy MaZEELET, A7y MIHIREILIEAL, 7
v "L EETALa— ROBERTELET,

limit=<value>

T2 va—FofEELET,

T
0—7%

(EED

envelopeRecipientFilterBy=<value>

ARNREFRD LB D T,
contains

starts_with

ends_with

matches exactly

does_not contain

does_not_ start with
does_not_end with

does_not _match

envelopeRecipientFilterValue=<value>

BRBERROME, Zlda—F—ERDOMHETT,

LTL7EEY,

envelopeRecipientFilterValue=user

elikE Sk
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T~ * envelopeSenderFilterBy=<value>
TR R EERO LB T
(EE4) ,

contains

starts_with
ends_with

matches exactly
does not contain
does not_ start with
does not end with

does_not_match

envelopeSenderFiltervValue=<value>

BRI ROM, Zda——EROETT, ROFIZSEIC
LTLZENY,

envelopeRecipientFilterValue=user

BRANY Host, Accept, Authorization

g

EEA Y Content-Type, Content-Length, Connection
Y-

!l

wOBITIX, B, EBF. B2 A 7. 7%y FEFIR, 50 ESA T A—X 2 155E
LT, oFRY —, JANVA TUNT LA IVRBEENO A v -V 2S5 720 2R L
ESr I

BT YYIRE

GET
/esa/api/v2.0/quarantine/messages?endDate=2018-11-23T00:00:00.000Z&1limit=25&0ffset=0&orderBy=
received&orderDir=desc&quarantineType=pvosquarantines=Outbreak, Virus, FiletAnalysis, Unclassified, Policy&startDate
=2017-11-22T00:00:00.000Z&originatingEsalp=10.8.91.15

HTTP/1.1

Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW4o6aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 09:01:11 GMT
Content-type: application/Jjson
Content-Length: 13093
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Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 126
}I
"data": [
{
"attributes": {
"received": "21 Nov 2018 10:10 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "21 Dec 2018 10:10 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [
"Content Filter: 'url'"
]I
"esaMid": 379,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Content Filter: 'url'"
]I

"quarantineName": "Policy"

]I
"size": "312.69K"
}I
"mid": 166
}I
{
"attributes": {
"received": "21 Nov 2018 10:10 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "21 Dec 2018 10:10 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [
"Content Filter: 'url'"
]I
"esaMid": 369,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Content Filter: 'url'"
]I

"quarantineName": "Policy"
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"size": "312.69K"
}I
"mid": 161
}I
{
"attributes": {
"received": "21 Nov 2018 10:09 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",

"esaHostName": "esalOl",

"inQuarantines": "Policy",

"scheduledExit": "21 Dec 2018 10:09 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [

"Content Filter: 'url'"
]I
"esaMid": 354,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Content Filter: 'url'"
]I

"quarantineName": "Policy"

]I
"size": "312.69K"
}I
"mid": 153
}I
{
"attributes": {
"received": "20 Nov 2018 12:42 (GMT)",
"sender": "test@irontest.com",
"subject": "[WARNING: ATTACHMENT UNSCANNED]sadsafasd",

"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "20 Dec 2018 12:42 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [
"Message is unscannable by AMP - Service Not Available"

]I
"esaMid": 254,
"recipient": [
"test2@irontest.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Message is unscannable by AMP - Service Not Available"
]I

"quarantineName": "Policy"

]I
"size": "330.19K"
}I
"mid": 143
}I
{
"attributes": {
"received": "20 Nov 2018 12:41 (GMT)",
"sender": "test@irontest.com",
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"subject": "[WARNING: ATTACHMENT UNSCANNED]sadsafasd",
"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "20 Dec 2018 12:41 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [

"Message is unscannable by AMP - Service Not Available"

]I
"esaMid": 251,
"recipient": [

"test2@irontest.com"
]I
"quarantineForReasonDict": [

{

"reason": [
"Message is unscannable by AMP - Service Not Available"

] r

"quarantineName": "Policy"

"size": "330.19K"

"mid": 140

Ay tE—NDFHOERE

BEORBEE BT HA Yy E—VOFFMERST 52 LN TEET, KIS, HLETR— bt
LoOBMERLET,

ﬂ&gg GET /api/v2.0/quarantine/messages?resource attribute

HiR— bt | & o * quarantineType=<value>
éﬁo)ljtj__ va =5 3
T é Ebi T )
2R KR I HEIX pvo TT
quarantineType=pvo

Ryt— |HEOMETIET 5 A vE—Y 0 mid ZHEET HBER DY %
21D +,

®* mid=<value>

ZRAY  |Host, Accept, Authorization

&Ny Content-Type, Content-Length, Connection

Ll
ROBITIE, FFEDA v =V OFMEIGT 572 2R LET,
YTV YI IR
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GET /esa/api/v2.0/quarantine/messages/details?mid=166&quarantineType=pvo
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 09:16:27 GMT

Content-type: application/Jjson

Content-Length: 1650

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"attributes": {
"quarantineDetails": [
{
"received": "21 Nov 2018 10:10 (GMT)",

"esaHostName": "esalOl",
"quarantineName": "Policy",
"reason": [

"Content Filter: 'url'"

1,

"scheduledExit": "21 Dec 2018 10:10 (GMT)",
"originatingEsalIp": "10.8.91.15"
}
1,
"matchedContents": [],

"messagePartDetails": [
{
"attachmentId": 1,
"attachmentSize": "43",
"attachmentName": " [message body]"

"attachmentId": 2,

"attachmentSize": "307.25K",
"attachmentName": "eicar4.pdf"
}
1,
"messageDetails": {
"recipient": [

"eriferna@mail.ga.sgg.cisco.com"
1,
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail."
by
"messageBody": "This is a demo mail. http://bit.ly/2zs6KAg<br>\n",
"headers": "IronPort-SDR:
4Sh6scwkvc+t4BgD5601B/15¢cTAMKUtJtFAY+/Sk6YwaaSxL2TOzEKHwsn+6KxG+kV27Zg
75sMX<br> DkgdFZYTDPift9VvRsT10Fz+N6rRgHCB4=<br>X-IPAS-Result:
=?us-ascii?q?A0GSTP/juz9b/+pj4QpOH
oMagXSCU4gelyOHhysBAQEBA?=<br>
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=?us-ascii?g?QEBeoIOAQEBPQUEAGEFBOEDAWECAGEBLTEKOCYBFxhDiEefIY8MAQ

EBAQYBA?=<br>
=?Uus-ascii?g?QEBAR2PIQEBhH8FiRODFA4FVgUgBJ02RGYVLhAS55AYEAGTCcBAQE ?=<br>

Subject: [SUSPICIOUS MESSAGE] Test mail.<br>Received: from client.cisco.com

(HELO podl224-client05.ibwsa) ([10.225.99.234])<br> Dby pod0090-esall
with ESMTP; 21 Nov 2018 07:01:34 +0000<br>Message-ID: <194652.955603914
-sendEmail@podl224-client05><br>From: \"usr2@sender.com\" <usr2@sender
.com><br>To: \"eriferna@mail.ga.sgg.cisco.com\" <testclient@.cisco.com
><br>Date: Wed, 21 Nov 2018 10:23:53 +0000<br>X-Mailer: sendEmail-1.55<br
>MIME-Version: 1.0<br>Content-Type: multipart/mixed; boundary=\"----
MIME delimiter for sendEmail-936308.539779024\""

}I

"mid": 166

BROBIEIC BT DA v —V2BETLI LN TEET, KIS, XL R— FAZROR
PEZRLET,

ﬂ&gg POST /api/v2.0/quarantine/messages?resource attribute
YR—b3 | A vt— [HIRT 7 v a BT 7201003, 20T A—2 &2 AT 5
ZD'JYJ— | ID AR SR S B
AR
® "mids": [<value>]
A=V DO mid ZFRELET,
@%%Ef7/f "quarantineName": "<value>"
7 N7 MEIX pvo T,
5@5%5%%& "destinationQuarantineName": "<value>"
4 HNREITRO L B9 TF,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
BERAX |
"action": "move",
"destinationQuarantineName": "<value>",
"mids": [<value>],
"quarantineName": "<value>",
"quarantineType": "pvo"
}
ERAy Host, Accept. Authorization

. Async0S 14.0 API for Cisco Secure Email Gateway - R 2 — 7 v THA K (—fZE&A)



| Secure Email F API
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&N Y Content-Type, Content-Length, Connection

151
WOBITIE, AvEe—CEBET57 ) 2RLET,
HoTIL YO IRE

POST /esa/api/v2.0/quarantine/messages
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 138

Connection: keep-alive

{

"action": "move",
"destinationQuarantineName": "Policy",
"mids": [46],

"quarantineName": "Unclassified",
"quarantineType": "pvo"

}

YU IRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 11:57:40 GMT

Content-type: application/Jjson

Content-Length: 84

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "move",
"totalCount": 1,
"destinationQuarantineName": "Policy"

[REEMND A v E—CDRTZEET S

FRHEND A v =D T ZBIEST D2 LN TEET, RIT, WXLV R— MIROBMEEL R
LET,

E&gg POST /api/v2.0/quarantine/messages?resource attribute
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HR— bxt
20—
AEHE

Secure Email /8 API

A t— * "mids": [value]
vID A vt—U0 mid ZHEELET,
ﬁ%%ﬁf7/f "quarantineType": "value"
7 BNl pvo T,
R B 4 "quarantineName": "value"
BRMEIIRDO ERBY T,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
JEIE "delay":"value"
Hh7efEiX, 8h, 24h, 48h, F7-1F 1w T,

BRAEX

{
"action":"delay",
"delay":"<value>",

"mids": [<value>],
"quarantineName": "<value>",
"quarantineType": "pvo"

}

Host, Accept, Authorization

Content-Type, Content-Length, Connection

il

ROBITIE, Ave—VORTEZRBIEST L7 2R LET,
HOTLVIITRE

POST /esa/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent:
Accept: */*

curl/7.54.0

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 107

Connection:

{

keep-alive

"action":"delay",

"delay" . " 1w" ,
[461,
"quarantineName":

"mids":

"Policy",

. Async0S 14.0 API for Cisco Secure Email Gateway - R 2 — 7 v THA K (—fZE&A)
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"quarantineType":

}

RO A vEt—snat—2i2ET5 [

" "

pvo

HUTILE

HTTP/1.1 200 OK
Server: API/2.0

Date: Thu,

22 Nov 2018 11:59:07 GMT

Content-type: application/json
Content-Length: 71

Connection:

close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

jwttoken, mid, h, email

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET,
Access-Control-Expose-Headers: Content-Disposition,

{

POST, DELETE, OPTIONS

JjwtToken

"data": {
"action": "delay",
"totalCount": 1,
"delayedTime": "1 week"

[REERD A v E—DaE
EA—AT KURACIRBNO A v £ =Y 0= C— k{5 2 LR TEET,

—%&&ETS

A= bREORMEEZ R L ET,

Wz, wESCE Y

M=

HR— bt
20—
AEH

POST /api/v2.0/quarantine/messages?resource attribute
A ;;{zu— ® "mids": [value]
< ID A vE—Y0mid ZHEE L ET,
w%%&fy/f "quarantineType": "value"
7 AN 7Bl pvo T,
W%%Eéé "quarantineName": "value"
ARETRD LB TT,
Outbreak
Virus
Filet+Analysis
Unclassified
Policy
<user-defined-quarantine>
E%ﬁ%%; "recipients":["value", "value", ...]
THFA—P—ERDMETY, ZEHFDPEA—LT FLAZASL
5
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BRA

{
"action":"sendCopy",

"mids": [value],
"quarantineName": "value",
"quarantineType": "pvo",
"recipients":["value"]

}

T RTVVA T DR, A vE—URLICZOLF T v a vV EEeBndsZ L

DTEET,
"sendToCisco":<value>
BN BT true T, WICHIZRLET,

{
"action":"sendCopy",

"mids": [value],
"quarantineName": "value",
"quarantineType": "pvo",
"recipients":["value"],

}

ERAY

Host, Accept, Authorization

BE&EAN Y

A—

Content-Type. Content-Length, Connection

1

WP TIX, ROFEORBEND A v — D abt —%2 EA—/)L T RLAZEETLZ// ) %

~LET,

HoTIL YO IR

POST /esa/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent:
Accept: */*

curl/7.54.0

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 136

Connection: keep-alive

{

"action":"sendCopy",

"mids": [46],

"quarantineName": "Unclassified",
"quarantineType": "pvo",
"recipients":["admin@cisco.com"]
}

YU TIIEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Thu, 22 Nov 2018 11:53:52 GMT
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swtorarossyo—F I

Content-type: application/json

Content-Length: 49

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {
"action": "sendCopy",
"totalCount": 1

AMIZ27ALDFI -k

FREEN D A v =DM 28 7 7 ANV E2F T om— R TEET, KIS, XL R—
HEDBEMEERLET,

ﬂ&gg GET /api/v2.0/quarantine/messages?resource attribute

'U'Tﬁ— k%t A wt— * mid=<value>

2D)Y— | 1D 0 mi ot
iy A YO mid ZFEELET,

@%%ﬁfy/f quarantineType=<value>

7 BN EIE pvo T,

?foj7j7 attachmentId=<value>
AVID A7 7 A ID BFRELE T,

ZERAY  |Host, Accept, Authorization
5

BN Y Content-Type, Content-Length, Connection
Hg—

1
ROBITIE, ™7 7ANEZ T —FT57x2) 2R LET,
HYOTLYVIITRbE

GET /esa/api/v2.0/quarantine/messages/attachment?attachmentId=2&mid=46&quarantineType=pvo
HTTP/1.1

Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE
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Ay tE—TDHIER

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 12:03:26 GMT

Content-type: application/octet-stream

Content-Disposition: filename="wanacry.exe"

Content-Length: 332511

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

email

Secure Email f APl |

TVqQAAMAAAAEAAAA//8AALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAA+AAAAA4fug4AtAnNIbgBTMOhVGhpcyBwem9IncmFt IGNhbm5vdCBiZSBydW4gaW4gRESTIGLvV

ZGUuDQOKJAAAAAAAAAAL+pLDYZv8kGGb/JBhm/yQGofwkGKb/JC1i1KGQAZv8kAGEISByg

SEIERBWL BT DA v E—VEEIBRT 22N TEET, RIS, WXLV HR— IR

DEMEERLET,
ﬂ&gg DELETE /api/v2.0/quarantine/messages?resource attribute
YR—b3 | A vt— [HIRT 7 v a BT 7201003, 20T A—2 &2 AT 5
ZD'JYJ— | ID AR SR S B
AR ,
®* "mids": [<value>]
A=V DO mid ZFRELET,
@%%ﬁfz/f "quarantineType": "value"
7 H & 7AH 1% pvo T,
ﬁ%%ﬁég "quarantineName": "<value>"
BRHMETRD EBY TT,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
ERAX |
"mids": [<mid>],
"quarantineName": "<value>",
"quarantineType": "pvo"

}

ERAy Host, Accept. Authorization
5

BN Y Content-Type, Content-Length, Connection
sf__

. Async0S 14.0 API for Cisco Secure Email Gateway - R 2 — 7 v THA K (—fZE&A)



| Secure Email B API

AvtE—IMm1) )

ryt—snuy—=2 [

!l
ROBITIZ, FFEDRBENDRFED A v v —VZHIRT 57 ) ZRLET,
YT YUY IR

DELETE /esa/api/v2.0/quarantine/messages
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 41

Connection: keep-alive

{

"mids": [112],
"quarantineName": "Policy",
"quarantineType": "pvo"

}

YUTLEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 05:48:10 GMT

Content-type: application/json

Content-Length: 47

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"totalCount": 1

—A

BEROBMEII BT 2A vy =TV Y =252 LNRTEET, KIZ, WXL R— M5
DEMERLET,

ﬂ&gg POST /api/v2.0/quarantine/messages?resource attribute
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YR—b® |2 vt— [VI—RAT 72 a v E/ENNCT D0, 20T A —F &
KD'JY— | 1ID THUERDY 9,
AEM ,
® "mids": [<value>]
AytE—YOmid ZHEELET,
w%%ﬁfy/f "quarantineType": "pvo"
7 HEN72E1E pvo T,
&%%ﬁég "quarantineName": "<value>"
BRLEITRDO B0 T,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
EEVF "action":"value"
Hh72EIX release T,
BEREAX U
"action":"release",
"mids": [<mid>],
"quarantineName": "<value>",
"quarantineType": "pvo"
}
ERAy Host, Accept. Authorization
éj__
GEANY Content-Type, Content-Length, Connection
Gj__
i

WOBTIE, md/NTA—HZHREL THEDA v =2 ) —AT57 2 2R LUET,
BT YHYIRE

POST /esa/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/json

cache-control:
Authorization:

User-Agent:
Accept: */*
Host:

esa.cisco.com:6080
accept-encoding: gzip,

content-length: 61

Connection:

{

keep-alive

no-cache
Basic YWRtaW4oaXJvbnBvcnQ=
curl/7.54.0

deflate

. Async0S 14.0 API for Cisco Secure Email Gateway - R 2 — 7 v THA K (—fZE&A)



| Secure Email B API

r—nyzy—onzr i

"action":"release",
"mids": [157],
"quarantineName": "Policy",

"quarantineType":"pvo",

}

"

HUTILEE

HTTP/1.1 200 OK
Server: API/2.0

Date: Thu,

22 Nov 2018 05:41:10 GMT

Content-type: application/json
Content-Length: 48

Connection:

close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"data":

{

"action": "release",
"totalCount": 1

IW—IL YT ) —DFERR

BUERRBENICH D A v e —VOEME 7 =) T Z LR TEET, RIZ, MLV R— g

DJEttEzE R L E T,

ﬁ&gg GET /api/v2.0/quarantine/rules?resource attribute
tfﬂf__ hiq ﬁ%%&§74) quarantineType=<value>

2OYY— |7 A MEE pvo T,

AEM

ZRAY  |Host, Accept, Authorization

Gf__

SN Y Content-Type, Content-Length, Connection

Gj__
!l

W DOHTIL,

PREEN D A v =V DA v —VEHEREZRGT 57 2 ) 2/ RLET,

HYUTILYVIIRE

GET /esa/api/v2.0/quarantine/rules?quarantineType=pvo HTTP/1.1
cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent:
Accept: */*

curl/7.54.0

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate

Connection:

keep-alive
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HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:33:46 GMT
Content-type: application/json
Content-Length: 264

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS

Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalAverageMessageSize": "320KB",
"totalNumberOfMessages": 6
by
"data": [
{
"attributes": {
"numberOfMessages": 6,
"capacity": "0.0%",
"ruleId": "Malware: Malware",
"totalSize": "1.9MB",
"ruleDescription": "N/A",

"averageMessageSize": "320KB"

b

"rid": 1

JL—ILID [ZE DL BRE

Secure Email f APl |

email

FEDONV—/VIDIZ—ET DMEENDO A v =V 2 RBTH LN TEET, RIS, HXEY

A= bPREORMEEZ R L ET,

M=

GET /api/v2.0/quarantine/rules search?resource attribute
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HiR— bxt
20—
AEHE

VR & 1
-

quarantineType=<value>

A#N72EIT pvo T,

Yt |

JL—JV 1D

rulelId=<value>

ZhiEa—P—EROMHE T,

v—k

ik Rz NEFPAT I 9 M & & aETE £7,

®* orderBy=<value>

HENIRAEIIRD & B Y T,

received

® orderDir=<value>
BHRNVEIZRO E B0 TT,
asc

desc

LERERE
AT

ROWTFDINT A—=Z AT LHERD D £, Tz
Lichaid, WETT — 222 ETE £ A,

* offset=<value>

F7ky MENGIEEDLLVa— ROV 7Tty NG T 47
ty MEZFEELET, A7y MIBIREILEHL, 7
Ty FLHGT L a— FORERELET,

® limit=<value>

B2 va—FofaaEL£7,

BRAY
H—

Host, Accept, Authorization

BE&EA Y
sf__

Content-Type., Content-Length, Connection

1

WO TIE, =N RITA=HI—HTHAvE—VERETL272) 2R LET,
ST YO IR R

GET /esa/api/v2.0/quarantine/rules_ search?limit=25&offset=0&orderBy=
received&orderDir=desc&quarantineType=pvo&ruleld=Malware:+Malware HTTP/1.1

cache-control:
Authorization:

User-Agent:
Accept: */*

Host: esa.cisco.com:6080
deflate

accept-encoding: gzip,

Connection:

keep-alive

no-cache
Basic YWRtaW4o6aXJvbnBvcnQ=
curl/7.54.0
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HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:35:34 GMT
Content-type: application/json
Content-Length: 3013

Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DEL
Access-Control-Expose-Headers: Content-Dispo

"meta": {
"totalCount": 6
by
"data": [
{
"attributes": {
"received": "22 Nov 2018 10:
"sender": "usr2@sender.com",

jwttoken, mid, h,

ETE, OPTIONS
sition, jwtToken

30 (GMT)",

"subject": "[SUSPICIOUS MESSAGE] Test mail.",

"esaHostName": "esalOl",

"inQuarantines": "Outbreak",

"scheduledExit": "22 Nov 201

"originatingEsalIp": "10.8.91

"quarantineForReason": [
"Malware: Malware"

1,

"esaMid": 476,

"recipient": [
"eriferna@mail.ga.sgg.ci

1,

"quarantineForReasonDict": [
{

"reason": [

8 11:20 (GMT)",
.15",

sco.com"

"Malware: Malware"

1,

"quarantineName": "Outbreak"
}
1,
"size": "312.98K"
by
"mid": 191
by
{
"attributes": {
"received": "22 Nov 2018 10:30 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Outbreak",
"scheduledExit": "22 Nov 2018 11:20 (GMT)",
"originatingEsalIp": "10.8.91.15",

"quarantineForReason": [
"Malware: Malware"

1,

"esaMid": 474,

"recipient": [

"eriferna@mail.ga.sgg.cisco.com"

1,

"quarantineForReasonDict": [
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"reason": [
"Malware: Malware"

] r

"quarantineName": "Outbreak"
}
]I
"size": "312.98K"
}I
"mid": 190
}I
{
"attributes": {
"received": "22 Nov 2018 10:30 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Outbreak",
"scheduledExit": "22 Nov 2018 11:20 (GMT)",
"originatingEsaIp": "10.8.91.15",

"quarantineForReason": [
"Malware: Malware"

] 4

"esaMid": 473,

"recipient": [
"eriferna@mail.ga.sgg.cisco.com"

] r

"quarantineForReasonDict": [
{
"reason": [
"Malware: Malware"

] r

"quarantineName": "Outbreak"

"size": "312.98K"

"mid": 189

IW—IL I —DhDAyE—IF1)1)—R

BEOBMEIZ BT 2= Y=Y = A v —V% Y V=T 5 ENTETET, RIZ,
WL LY R— MPdZROBEEEZ R LET,

W= POST /api/v2.0/quarantine/rules?resource attribute
'U'Tl'f— |~$(T_|' JL— )L 1D ¢ "ruleId": ["value", "value",...]
1)y)—

f‘%é / N—ID ZHEE L E T,

@%%ﬁf7/f quarantineType=<value>

7 £ 7201 pvo T

EE?E "action":"value"

B fE1E release T,
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BERAX |
"action"™ : "release",
"quarantineType": "pvo",
"ruleId": ["value"]

}

ERAy Host, Accept, Authorization
-

SEANY Content-Type, Content-Length, Connection
sf__

1
ROPITIE, A=V —=RT5H72 ) EZRLET,
YUTILYVIIRE

POST /esa/api/v2.0/quarantine/rules
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 89

Connection: keep-alive

{

"action" : "release",
"quarantineType": "pvo",
"ruleId": ["Malware: Malware"]
}

YU TIIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:39:29 GMT

Content-type: application/json

Content-Length: 48

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "release",
"totalCount": 3
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L=n4ey—nitvu—sxHk [

IW—IL T =S Ay tE—2 ZHIR
FEDBMHIZ —HT 2L — NP =D A =V %IRRT D2 ENTEET, KIT, X

LV R— MR OEMEEZRLET,

ﬂ&gg DELETE /api/v2.0/quarantine/rules?resource attribute
'U'Tl'f— |~$(T_|' JL— )L 1D ® "ruleId": ["value", "value",...]
éﬁo)ljtj__ e
N—/VID ZHEE L £,

AR

@%%ﬁf7/f quarantineType=<value>

7 HEN 7RI pvo T,
BERAX | ,

"quarantineType": "pvo",

"ruleId": ["value"]

}

ZRAY  |Host, Accept, Authorization
5

SENY Content-Type, Content-Length, Connection
g

1

ROBITIE, = Y= —=nbR =Vl T 527 2R LET,

HYOTLYVIITRbE

DELETE /esa/api/v2.0/quarantine/rules HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 65

Connection: keep-alive

{

"quarantineType": "pvo",
"ruleId": ["Malware: Malware"]
}

YU TIIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:41:14 GMT

Content-type: application/json

Content-Length: 47

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
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Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"data": {
"action": "delete",
"totalCount": 4

axX> 4 AP

BFA—NT =PV =A POREOR JIEREBGTEET, B XV OREAPIN T V(T
RO EFY TT,

cETA—NAF—F oA DOa YT 27 Y g UEMOTE (102 2—)
M EOQ YT AT VT DT RTCOu ST A LOEE (103 <—)

sURLZMiHAL-u s 77 A VOHE (105 —)

BFA—NT—r2z40OTH TR T3 VEHERORE

ERORBMEEZIEEL T, BEFA—NVTF— Uz IZTRESNTWATRCoOr IS T 27 )T
Ta v OEMERO LY ICEETXxE T,

W= GET /esa/api/v2.0/config/logs/subscriptions
HR— bR B | ZHTEATRE R ST A — 2 T,
gD V—
am N N R N
2 EH BIRATREREITR D & B0 T,
aws_s3 push, scp push, manual, ftp push, syslog push
retrievalMethod=manual
ZONRTA=ZEER LT, MST2RGHETRESNLZr 7Y
TRy ) Fvark—EERRTEET,
ERAY Host, Accept, Authorization
Gf__
&N Y Content-Type, Content-Length, Connection
Gf__
1

KIZ, BFA—NT =R oA THRESNTWATRToOr YT 27 ) 7L a0 OFEMAR
H5IE57UOFERLET,

YT YVIITRbE

GET /esa/api/v2.0/config/logs/subscriptions
HTTP/1.1
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BEOOIY IR YTLarostonsrr4LonE [

cache-control: no-cache

Postman-Token: a7eca7b8-0656-43db-b692-812396a86976
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

Accept: */*

Host: esa.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILE

HTTP/1.0 200 OK

Server: API/2.0

Date: Thu, 12 Sept 2019 14:17:44 GMT
Content-type: application/json; charset=UTF-8
Content-Length: 3482

Connection: close

{
"meta": {
"totalCount": 43
by

"data": [

{
"retrievalMethod": "manual",
"type": "AMP Engine Logs",
"name " . "amp"

by

{
"retrievalMethod": "manual",
"type": "AMP Archive",
"name": "amparchive"

by

{
"retrievalMethod": "manual",
"type": "URL Reputation Client Logs",
"name": "url rep client"

BEOAYY IR ) T3 oI RTOay 774 IILOEE

N

WICHHAT 2 X912, BARIBEMEFSBEOn /YT 27 ) v arodxconl 7y A
NOFEMERSTE ET,

GE)

ZDOAPHE, BFA—NT— R Uz CFHa VRS EEH L GRESN e 7T R
V7 a iRl EnEd, APIIX, m—Ld—R—Sn=n s 77 A VDOHh% ) AL
T, BFA—NTF—b vz Ou T T 27 ) T g VEERORS (102-5—) APIO®R
TH TR YTy a AL LTIEE D nane BUEEZEHT20ERH D £7,

= GET /esa/api/v2.0/logs/<log subscription name>/?resource attribute|
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B s:zonsy72007va 03<Tons 774 LORE

YR— x| ZAVUTEMEATRE/R /X T A — & T,
%0) ) — startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.000Z
AREH% X .
ZONRTA=R AT 5 L, fBE LHIRINICAER S en 77 7
ANEY A FTEET,
T 7 AN | ZHUTEMEATRE RN T A —H T,
Ny Va computeHash=True
TDORGFA=ZIE, a T TFANDT 7 A NNy Y 2 BRSNS
DLVEND DGEICORERTEET,
(F)  ZORTA—=ZDT 7 %/ MEIT False T,
BRAY Host, Accept. Authorization
sf__
BNy Content-Type, Content-Length, Connection
Gf__
il

WIZ, BEDZA LAZ L TORIIERISNT-TXTOa T 77 A VOFEMERGT 57
Ol ERLET,

HoTIL YIS IR

GET
/esa/api/v2.0/1logs/audit logs/?startDate=2020-08-18T04:47:00.000Z&endDate=2020~08-18T13:55:00.000ZscamputeHash=True

HTTP/1.1

cache-control:
Postman-Token:
Authorization:

Accept: */*
Host: esa.exa
accept-encodi

no-cache
a7eca’b8-0656-43db-b692-812396a86976
Basic YWRtaW46aXJvbnBvcnQ=

mple.com: 6080
ng: gzip, deflate

Connection: keep-alive

HUTILRE

HTTP/1.0 200

Server: API/2
Date: Thu, 12
Content-type:
Content-Lengt
Connection: c¢

{
"meta": {
"tota
}y
"data": [
{

"

OK

.0

Sept 2019 14:17:44 GMT
application/json; charset=UTF-8
h: 777

lose

1Count": 3

modificationDate": 1597742834,

"downloadUrl": "/esa/api/v2.0/logs/audit logs/audit logs.@20200818T044745.s",

"name": "audit 1ogs.@20200818T044745.s",
"fileHash": "alb0afb80e784eed91112111a012b£f690d494492acf72bc402a0cebf9edceeds",
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"size": 7216
}I
{
"modificationDate": 1597726065,
"downloadUrl": "/esa/api/v2.0/logs/audit_logs/audit logs.@20200818T044738.s",

"name": "audit 1ogs.@20200818T044738.s",
"fileHash": "868da20790addbf11145d2fc28125a24101££2424621e634£8a1d570£55220cd",

"size": 291
"modificationDate": 1597726058,
"downloadUrl": "/esa/api/v2.0/logs/audit_logs/audit logs.@20200818T044643.s",

"name": "audit 1ogs.@20200818T044643.s",
"fileHash": "29f78fbdbcf3c4f1a20da6c0b38419e42932cab725653cb92fee87fb5a6cfoed",

"size": 1403

VRLZFERALE=-A5 774 ILOEE

BEOO 7Y T A7) 7y a0 _XTon s 7y A0S (1035—) APIHEfSL
72D downloadvurl BMEZEHA LT, v/ 77 A VONBF LA T E T,

GE) ZOAPLIE, BF AN~ U= TFEo JREFREZHHA L CREINT-n YT R
U7y g iioBrmiEsnEd,

GE)  ZOAPIZHEH L THEICANTENDZv 7740 (THFAMNA—vuaril) 205+ 5%
Bl vl YT A7 YT arDa— )b == T X=X EHEYNREL, VA ZXD/HhE N
077y ANEERNCTNTH 2B LET, e /YT A7) S a Ty AN
ARET 7NV MELDKRESRELTWDEAEIT, &7 74 VO APIZEF IR Z &
EBEIDLET,

M= GET /esa/api/v2.0/logs/<log subscription name>/<log file name>

GE) FpEousH 72707y ar0od_RTous 7y A VOEA (103
/\o““‘:/) API H» EHAX??EF L?’:FE%@ downloadUrl E‘fﬁ%ﬁfﬁﬁ“é%\ﬁ
B0 ET,

B3R~ & — |Host, Accept. Authorization

BNy F— Content-Type, Content-Length, Connection, Content-Disposition
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B wzsmLEns 774 0mE

1

WL, FFEOa TV T A7) T a T _XToud 77 A0 (103 2—) API
MO R L7 ISE D downloadurl BHEZEH LT, v/ 7 7 A NVONEEZRIGT H7-DD 7 =
UZRLTWET,

HoTIL YO ITR R

GET /esa/api/v2.0/logs/audit logs/audit logs.@20200818T044738.s
HTTP/1.1

cache-control: no-cache

Postman-Token: a7eca7b8-0656-43db-b692-812396a86976
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

Accept: */*

Host: esa.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE
IREIIE, BERENEZa S 7 s A AR EENRTVET,

HTTP/1.0 200 OK

Server: API/2.0

Date: Thu, 12 Sept 2019 14:17:44 GMT

Content-type: text/plain

Content-length: 7216

Connection: close

Content-Disposition:attachment; filename="audit 1logs.@20200818T044738.s"
Wed Sep 30 00:38:01 2020 Info: Begin Logfile

Wed Sep 30 00:38:01 2020 Info: Version: 13.7.0-030 SN: 4229CAEC09527FD2570C-F028BAE54A11
Wed Sep 30 00:38:01 2020 Info: Time offset from UTC: 0 seconds

Wed Sep 30 00:38:09 2020 Info: Logfile rolled over

Wed Sep 30 00:38:09 2020 Info: End Logfile
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JLF API

WHRED 7 =V 21k, 7= ) XFEHO—EEL LTeonfig) Y —AA4NEGENET, BETE
HOITHREER (GET) DAL T, ZDU UV —ZADZEHE (POST. DELETE) #FE{T+5Z L3 T
EFEHN, TAAXATEHEEL T, BFANT— MU A DEDRENPLERT /S, R
R LN TEET,

ZOET, WOETHEINTHET,

« VAT LG O =Y (107 =)

BB E A —NT— N 2 DIFHRO7 =D (108 =X—)
o 2—W— 10—/ T 7 AAEEZR API OB (108 ~<—)

« ~JLA APL (109 ~=2—73)

VAT LRZDY )

HoTIL YO IR R

GET /esa/api/v2.0/config/system time?
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk
Accept: */*

Host: esa.example.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

U TILEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 18:06:32 GMT
Content-type: application/Jjson
Content-Length: 121
Connection: close
{
"data": {
"continent": [
"Asia",
"India",
"Kolkata"
] 4
"time": "Thu Apr 12 23:38:05 2018 IST",
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"timezone": "Asia/Kolkata"

EEXNRBEFA—ILT— oA DFEHRDI T

HoTIL YO IR

GET /esa/api/v2.0/config/appliances?
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk
Accept: */*

Host: esa.example.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTIRE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 18:09:07 GMT
Content-type: application/json
Content-Length: 341
Connection: close
{

"data": {

"appliances": [
{
"123A45B6C678-1CDEFG2": {

"host name": "esall.l",
"ip_address": "10.76.69.29",
"product type": "ESA"

"123A45B6C678-1CDEFG3": {

"host name": "esall.O0",
"ip address": "10.76.68.224",
"product type": "ESA"

"123A45B6C678-1CDEFG3": {

"host name": "esal0.0.2",
"ip_ address": "10.76.71.63",
"product type": "ESA"

A—H— Aa—JLIZT7 Y XAA[EE7ZE APl DS

BEw 7 A oo —F—n3FHARER APLO Y 2 FE2BETHZ N TExET,

ﬂ&%% GET /api/v2.0/login/privileges
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NEZIH |

B3R~ Y ¥ — |Host, Accept, Authorization

IE&~ v & — | Content-Type, Content-Length, Connection

BT YYIRE

GET /esa/api/v2.0/login/privileges

HTTP/1.1

cache-control: no-cache

Postman-Token: a7eca7b8-0656-43db-b692-812396a86976
Authorization: Basic YWRtaW46SXJvbnBvcnQxMjMk
Accept: */*

Host: esa.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 14:17:44 GMT
Content-type: application/json
Content-Length: 4392
Connection: close
{
"data": [
"e message tracking messages",
"e message tracking detail",
"e message_tracking availability",
"e message tracking verdict",
"e message_tracking dlp details",
"e message_tracking amp details",

"e config macro file types",

"e config geo countries",

"e config tracking query timeout",

"e config spam quarantine appearance details",
"esa config users",

"e config euq authentication method",

"e config euqg url details"

~NIVAAPL T2 L, VAT ANV AT AEREBETE 1,

M= GET /api/v2.0/health/

ERAw S — |Host, Authorization

BNy F— Content-Type, Content-Length, Connection

HoTIL YO IRE

GET /esa/api/v2.0/health
HTTP/1.1
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cache-control: no-cache

Postman-Token: a7eca7b8-0656-43db-b692-812396a86976
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

Accept: */*

Host: esa.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Sept 2019 14:17:44 GMT
Content-type: application/json; charset=UTF-8
Content-Length: 5782
Connection: close
{
"meta": {
"totalCount": -1
b
"data": {
"percentage ram utilization": 1,
"messages_in pvo quarantines": O,
"resource conservation": 0,
"messages_in workqueue": O,
"percentage swap utilization": 0.0,
"percentage queue utilization": 0.0,
"percentage diskio": 0,
"percentage cpu load": 17
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ZOFEF, WO THMEINTHET,

« API 2 7', on page 111
77— F,onpage 111

[ AT L8P (System Administration) [>[2 7% 7 27 U 73 5 - (LogSubscriptions) | % {#
ALTAPL e ZICRELET, FIHIZOWTX, BFA—NAT— U= EFTA T A
ST EZRLTIEIN,
RIZ, API B Z\ZRiR S NToA XU FO—HE R LET,

« API 23 ECB) L7272y, F I35 Lz

o API ~DOHEHIRIL LTehy, 7T C72h URERAEE)
FREDSELE) LT, E70 R L7220
cELRICEENDH T —
« AsyncOS APl E D% v NU— 7 FHEARBEHFOTT —

AsyncOSAPIIZRHE T 57 7 — F&2EETHLIICEFA— NI — MU oA BREINLTND
ZEEMRLET, UTOHRBICT 77— MaZELET,

75— hDEEA 24T |EX
B

TT—NEKNTAPIAHESSNE L2 | VAT L | &5
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