TIOKILAY T4I)L73

oL, WOBETHRSNWTVET,

T RTULA T T4 NEOWE (1 2—)

T RNT LAY T4 NEOEE (22—)

s T U NT LAY T 4F OREREME (10 <—2)

T ORI VLAY T4 NFOER (14 —)

T RNTVLAT TANEDFE=LZY T (27 =)

T RNT VAT TANEERO N T TN a—T 47 (28 X—)

TIhTLAYU J4IL2DBE

T RNT LA T T 4 VRITRIFRER A V AN, BLOVYINED 7 ¢ v o o 7 FEIkE L O
N 2 TR E Vol FETANAEOBBENFAE LRIy NV —7 2 R#ELET,
TANIESN, V7 N =T OFFHBARESND E THIZ LB E RN TERVEEOT
VFNT 2T X2 VT4 VT =T EFERY . AN IER LT E X LT—
AENEL, 2—PFIZINHDORA v E—UNREET L L 2RO T A A LA TET
A= NG — Ny = A IZHEFEREEFELET,

VAAIERA VIR, BEEAE—UNREERLIIT VN T LA DO THLI LR
W 2 — NV ERET D707 a— 0 7T 4y 7 NE—UEREALES, 7V NT
VA D—ERDARMEN DDA v E—VIE, Y RAanb T v I T ENET U RT LA
7 O E 7213 Sophos 38 XL U'McAfee IZ L > THITSNDFLWT »F 7 A )L RAEFRIZEED W
TEELHWEND £ TREESNET,

N IR IE T A NV AEDOHBETHER SN D A v — Uik, ESICRZ VA, ZEHEFH. €
LCHEHMZ A A4 AFEL Web BEX 2 ) T ¢ —EARNLRNWT 4 v 7B L
N~ =T WebW A FaBBTLEZ20AXLAURLEFEHALES, TV RT LA 742 0T
A —CONEESH L., ZOFEOIET A NV AEOKEL BT 57-DIZ URL U > 7 2
RLET, TUNT LAY T4 ZFEWebtFX= T 4 7kl ko TIEIC a7
Web A b~D KT 7 4w 7BV ZA VLT NT 57O URL ZEEHZ, 2—FRT 7 &R
LESELTNS Web VoA EREERH DN LILRWT L 2EBET D00 FE 721X Web A b
e Tay 7 LET,

TYRTLAY T40NE .—



TY9RTLAY T404 |
B orovqo50ns0mk

ToORILAY T14IL3DENME

&R e
e AybE—VORIE, VALY MBIMEE 2—)
B AT Y (3R—Y)
« Cisco Security Intelligence Operations (4 ~X—3)
AT HRAMHGAF Y TV (58—Y)
s AyE—VORE (53—)
*URLD YA L7 K (65—Y)
A=V OEE (T—)
NN DEAT T ETT 4T N—=NVEBIOT T N7 A7 — (T~—)
cTURTLAT (8—)
B LUL (9 —)

Ayvt—U0ERE, )VAA LY FELUMEIE
T RNT LAY T 4 VEREBEIE. T AN AEGD S 2 — P AR T B - DT 3 D DOHEIE % (F
L/iwg‘*o
CBE, TUNTULA T T ANEIT, TANAEREO—IETITIETA N AMOKETH B
TREMEDH D A v —VEREE L £97, RO/, EFA—L 7 — F?:%iT/f?%
FNENTZT U RN T LA 7 EHREZE L, KBEO—THDENE D DHRTHDIZA v
T—EEHAR Y LET,

\}

GE)  2ARNLBHOR v =R T I N T LA 7 T 4 LZIZE ST
TURNT LA 7B EFBIENTH, ZDORA v E—=EFT Y
M7 LA 7 BIBICEESNEE A,

cYFA LY b, V7 ENTEWeb A bOWTIMNIIT Z7EALLEL S &9 5L, Cisco

WebtX=2 U7 4 77Xl oTZEEZV XA LY bT 5L ICHETVANAEDK
BORAyE—YHNOURL #EXHZ £9, 7ax0d, Web VA FREFEHETTH D
BalE, ZO Web A ML T =T DEENDLAREMEDRSH L Z & E a2 —FIZEET S
AT Ty alifiEzFm L, Web A bW A T T4 N2> TWEERIT, =TF— Ay
vt —U%RFRLET, URLDVU XA L7 FOFEMIZHOWTIE, URLOY XA L7 | (6
R—=) ESRLTIEEN,

cEH, VAN AMEDOEEA v —Y DO URL EXHZITMA T, T NI LA 27 7 4L
I —HFIZA v =Y ORFICONT—FIZEETH DA v —V DL 2 BT
LT, AvbE—VARXD LIZHREBFELZBMTEE T, MO ONTE, AvE—VOE
BO(75—) EZHRL TSN,

B 7y9rJL49 2404



| 7o9roL1s 2404

E@ATIY

gan73y |

TIRTVUAYT T4 VEEREIL, A v —VICEST U NI VAT DRD2ODHT U )M
SOREERRBELET, VANV AT U RNT LA 7IE, 7 7 A NVICHRIZZ E DN T A LA
BEEND A vE—TT, FEVANZEOBEIC i HNEB Web A b ~D VY T ZRRBT 5
T4 v TRAT. BBl BL O = TR G TR ET,

FTIFIVEITT ORI LAT 74 VEERRIT. T T LA 7 HORREMRH 2 T AV ANRD
DMNEIPEZEA v E—VEAFY U LET, BFA—NT = Tz TT U FARLR
XY EAF—TMITDHERIE. VANVAT U N T LA ZIZINAT, ETANAEOEB O
Ax ¥ A F—T VI TEET,

A
GE) TOUNITLATTANERETANAEDEREAF v T HDIC, EFA—ILT—
N7 = A 121X, Anti-Spam ¥ 7213 Intelligent Multi-Scan @ 7 A 'IZ/X:\" DRLEETT,
&R R

e JANAT ORI LAY (3X—Y)
s T 4T AT =TS, BLIOEOMDIET A NV AEDBE (3 —)

JAIWATILTLAY

TURNTVAY T4 VEBREEFERATHZET, VANVAT U RT LA T EOKBBIZENT
BNIRAF = BB ENTEET, TUMNT LA TR, RN oAV AETIT8E
TFEOUANADERRMEEL TN T 7 A NEFEFORA v =N T ITA R_R—F xy hU—I B X
VA U H—Fy FERB L THIERCIER T2 L EICRELET, ZNHOH LWV A LAE
TXTANADOERRINA 72—y MR LIZGE, &b EEHREIRILY A LAY

J—ZENTHST v FIANARE—=NT v I F— LU ANAEREZ V) —2XT5HF
TOMMTY, 7=& 2 HFRTH, TFRNOBEMEZZITAZ LE, v VU7 EHEEUALAD
P EMZ D 9 X THEFIZEETT, VANVAERNY UV —ZAINDE TORI \%L<%ﬁ
SNTZTANRTTa— VB L, ETA—NVA LT TANT I TF ¥ E2EIRITEVIAT Z
EMRFRETT,

TJ4900, IO T7ERA. BLUZOMDIED A ILREDER

FHEo A A i@””}f&%a/\jfb\é)‘ =%, FHOREELHLDA =0k ) I1ICikE

ENnTWT, %<® D BOZEFICEEINET, TRHDOXA vE—UI0iE, [RETE
HEREDZD &®1oiti@ﬁ®%ﬁﬂ%é%A#&biﬁo
o ZASH OEAE SN,

«HTML 27 2 V0E, V=%V 32y b= BIOA T A VIR EDOIERDEE
JLIND DEF A=V EBET 5 X DI FI SN TnET,

cHLWIP 7 FLAZFEL, HMMZTA I 4 0 ThHsD Web A &L T % URL,

THUTETFA—NBLPIWeb EX 2 U T 4 —ERIZ, £D Web VA FBRIENE D D
HBr & 272D DO+ RIEFRB 2N EEERLET,

TYRTLAY T40NE .“



TY9RTLAY T404 |
. Cisco Security Intelligence Operations

« URL Hifir— b 2 & L T\ 5% URL,

INHOEMTRTICLE ST, ZNHDA =% ZNLE LTHRET 2O E Iz L <
ROET, TURNT LAY T4 VEZBEREICL > T, ZHDIET A N AMEOERITT 5~ /L
F LA YOfENEE I, 2—R~1 2T &2y a— Rz, BEABHREHT LR
Hle Web A ML L7052 2B ET,

CASEIA vE—YWICURL 2%ATHE, TOAYE—VEBRGEOT Y T LAY L—)b
EHEELT, ZORA b=V NREEOIET A NVAEDT U T LA 7 O—EE D Il
L. WIZBEBL NV EFHD YK TET, BRSNS LT, EFA AT — b T =A1E, £V
2L DBBDOT — 2 2 HEDEND £ TREE~DEEZESE, Web¥ A MITZ7EALLD
ETHECiscoWebEFXa VT 4 7aX o ~ZBGEEZIXA LY FTHEIICAvE—VAD
URL #EX 2 £, 7oXid, TO Web A M~ T =7 NEENLAHEENH D
Lra—WEETHIRAT T v a XR—UERRLET,

Cisco Security Intelligence Operations

Cisco Security Intelligence Operations (SIO) X, 7' B — VB ElER, L E 27— 3 Tk
DL —EAR, BEREERGITEZEFA—NAT — MU oA ISREOMHT, L V58174 X
DR SR TRt T 2 X 2 U T 4 a v R T LA TY,
SIO IR D 3FEED 2 A R—3 > b £97,
« SenderBase, HAFHMOHELELEHE=F ) 7 Xy NV —27 BLOWesET —#
NS
« Threat Operations Center (TOC) ., &¥ = U7 1 HHFED 7 10— L F— 235 O SenderBase
WX o TINEE SN2 FATRE R G A T 2 BHEN O A7 A,
* Dynamic Update, 77 b7 LA 7 FAERHZ, EFA—AT— MU = A ICHBICHE S
HVTNEAL LT v TTF—h,
SIO X, 7 wm—s3LSenderBase Ry NV —2 DV TNEA LT =S %, RO T T 1
JRBE— L LT, TY NI LA 7 ORI TH 2 B 23 LES, TOCIE, 7—
el Ba—LTT YN bA 7 OWREEOER L ~VERITLES, EFA—LT—FU =
AF, Ty T T—FENEEBRLNVET T N T LA V=NV EX T a—RL, TN EE
HLTTTIZT Y N T LA VRBEC ) TICh DA vE—V L RRRICEZEA v E—V 2 AX ¥
YLET,
BIEOTANA T NT LA ZIZBET 5 1EHIL. RO SenderBase @ Web 1 h CAFTX &
ﬁ—o

http://www.senderbase.org/

WDSIOWeb VA T, AL, T4 vy, By = TEAAORITEEOBRAEDIE
T A NAMEDE D) A MPREEEH SN TOET,

http://tools.cisco.com/security/center/home.x

B 7y9rJL49 2404



| 7o9roL1s 2404
EPEEPIS T EDESN |

AVTHFRAMERAFY I ODY

TORNT LA T4 NZIZIE, YAaMBOa L TH A MEaAx vy =Y (CASE) 2
FERENTWET, CASElL, A vt =T FEBICKT D) T XA LOSHIZHESWNTH
DO EHIRNCTHE SN TV A, 100,000 2B 2 Dl A v E—V B2 ER L TnET,

TDANAT I N7 LA 7 DOEE, CASEIZA v E—VORNE, arTF A M, BLOWEE 2
WMLTT 7T 4 T N—ND M) H—ChHHAREMEOH D D%, IEfEIZHEN L EF, CASE
X, THTT 4T = SIOMLRITIND I TIVEAL DT U NT LAY — VAR
BOET, BEAYE—VZEFHMA L, MBOEHR L~V EF VYK TET,

FETAN2ZEOBERE MR T 572D, CASEIZURLICKH L TAYyE—V&2AF v L, 1D
FFEEO URL B3R IND & SIONBMT 2T v T LA 7 — A EERALTAvE—
OB IVEFHE L £,

A=V DB IIIEDNT, CASEIL, 7Y M7 LA 7 2h<TEDIA v E—V R —
EWIMIREET A Z L2 L ET, SIONERMT 27 v 7T — a7 v 7T LA 27 L—v
WCHEASNWT Ay E—VEFHICEX 5L )10, CASEITHAF v OfRLIRELET, EH
LARLVREL R BIEE, BEEF DA v —VOFAX ¥ OBENEL 20 3,

A=V END EEIZ, CASEIZA v E—YOFAXZ Yo biTVET, A% ¥
VIFIZ, CASEICE D A=V NANRATHEIN, UANVAEEGe LTSNS E. Ay
t—UEHERETE ET,

CASE OFEMIIZ- DUV TIE, Cisco Anti-Spam : 2 Z M LT 72 &0,

Ayt— MBI

TORNT AT ETTBEFANBKEORAEL, V7 2T RN F BT v 7T—FL
=DV ) —ZADOBOHIMIZ, v N —7 La—FRRHIETHRE & T, ZOHH
W2, BROTA N AF 70— U ERETE, £1ARIER Web 1 MIv LT =7 ZEE L
720, 22—V OMBERBFREANELZVTDHZENTEET, BONZHREICRZD LW A vE—
CEREET ALK ST, TURNT LAY TANFE, 2—FBIORR Y hT—7 Z{Ri#
L., Y2aBLOFEOMDORZ—IZH LWT U T LA 7 i+ 2 A2 52 £,

TANAT O RN T LA IRRAETDHE, ToT7TF— ENET T M T LA 7 b—LB XU
LW U FUOANAL T =T XL, ZOEBFA—INORMNTZ 7 ANNT U —2 iU
ANATHDZENTHENLETTIHRN 7 7 AV EZERED LWA v =R SN E T,

INBAEDIE T A NV AVEDBIBITIE, Web B X 2 U T ¢ —E R L DM Z BT 5 72012
A T A TR B AREE DO H DAL Web 4 b ~D URL, F/2iZWebtX =V 7 o
ZEBEET 2720, (B TE 5 Web ¥4 k2 & HIZE T URL %iffi ¥ — B 2 Z#%H 9% URL
WEENET, BV OLEWVEEZEIZTURLEZEA TS A v —TOREEIC X - T,
CASEIZSIONMEMT 27 v 7T — hENTT U b T b A 7 =N IH ST A v =T DN
REHIHMETEX 5720 TR, Vo7 &N Web A B4 T T4 0272570, Web ¥ =
VF7 g4 YV a—vaiilkoTr7 eyl TEHIFEEL, Avbe—VEBEiOE FICLTEL
ZENTEET,

TYRTLAY T40NE .n


b_ESA_Admin_Guide_14-0-3_chapter19.pdf#nameddest=unique_673

TY9RTLAY T404 |
B wovsiisr

BNDBHDEA =T BT T NI LAY T 4 N OWRBEEOFEIC OV T, B
B (12%—=2) 2L T XN,

URLD Y EA LY b

CASENT U RNT LAY 74 NVEDERTAvyE—VE2AX Y U3 5546, hokb LW
WA TA Yy BE—UARIZURL BHE0E I DB LET, CASENL, BIrShi=7Tv 7
LA N—=NVEFERLT, ZOA vy —URNEBTHLNE D 0 EFHE LT, WICHET) 725
LAV TAy =% 2aT7 V7 LET, BBRL-VSLT, 7Y NT LAY 74 L%
X, ZIEEN CiscoWeb X2 VT 0 7Lz A LT FEND L O, A RXAEi
RAAL L HIFELTWADURLZRS T RTCHOURLEZEZHZ 52 LIk - TRIEEEZRELE
T AvE—UNREVRERTURNT LA T7DO—ETH D L EDLNDIEEIL. TOC 23 Web
A FMZOWTEBITHELLFARD DA v E—VOREZESYET, BE AL L ~D
URL O/SA SRZADFEAMI DN TIEL, URLBFERZIBLORAAL DA /RR (23 =) &
ZHL TSN,

BT A—NT— b T 2ANA =% ) U —ABLOEME L% T, ZEHITLD Web W
A h~DOT 72 AOFEITHRHNITE, CiscoWebtEF 2T 4 70Xl LoTCIEA LT &
NET, ZhiE, YAIZES>THERA RSN TV T, WebP A F235| & e &
HRTEE72 856, £ D Web A ERERTH DL AIREMN S D Z L 22— PFICEETHAT T
ValElAERRLET, Webr A "N A T TA o GEIE. AT vy aBElEIcTET —
A=V NFERENET,

ZEBHBNA =YD URLZZ Vw7352 LI LA, CiscoWeb X7 ¢ 7k
E. 2—FDO Web 7T IHICAT T v alifid TR LT, A vE—DONEICONTE
HELFET, RO, A7 T vy aB@lOEEDOHZRLTWET, ZEHIL. [Z0ELEL
R4 % (Ignorethiswarning) 1% 2V v 7 LT Web¥ A h~Edes, [T (Exit) 227V v
JLTEBHL, 779 U4V RUELERIALZ Z ENTEET,

1: 230X TAIZ2&BRTS Y1 BENDESE (proxy_splash_screen)

The requested web page may be dangerous

Cigco Email and Web Security protects your organization's network from malicious software. Malware is designed to
lnok like a legitimate email or website which accesses your computer, hides itself in your system, and damages files
Your ermnail administrator has configured this prevention system to ensure against such damage

m ignore this warnin

CiscoWeb EFX 2T ¢ XN T 7 EBRATHME—DFHEILZ, A vE—UNO URL 2 E X
WzHZ ETT, Web 77U TCURLEZANLTH, 70X U2ET7 7 BATEEHA,

B 7y9rJL49 2404



| 7o9roL1s 2404

rvt—vnzE [

\)

GE)  ZORT Ty vaBEOMIE N AZ A X LT, ttor I, EEEERZR DO

DT ToT 4 TaFRRTLHIENTEET, VA MNTEERHLHAICT Y F 22—
WCFIRTDMHMD A AL~ A X B RLTIIZS0,

E

b ZRADOFEEMNRHE A =D URLZTXT CiscoWeb X T 4 Ty —
BRI FA VT NI, WAX L~y X—EHL T, BEESEb LW AL
D URL % CiscoWeb EFx =2V F 4 FaXx VA L7 b5 REMEZSRBL T
S,

Ayt—NERE

T RNT VA7 74 VEREREIE, FEVANANDOEB THHA v =V DA v —VKRLEE
FHLTC, URLZEZEEMZ 57T, AvE—URNabLWEBTHILIENWITI—
2—HPICHLET, TURNT A7 7 o VEERRIZ, e~y X —%2ER LD, AvtE—
AL EFIZA v =Y ORFICOWTREFHAZBMLIZY TEET, FMIIONTE, A
T—UEE 21 X—V) ESRLTLIEE,

BB OGEEEIT, [A—/ R Y 2 — (Mail Policies) ]>[7 % A U —2R (Text Resources) ]
NR=UPLREFHT S — b L TER S ET, O WTE, 7F A MY V—
AEBOMEZ B TS EEW,

IW—ILDRAA T FETTF4TIL—ILELUTHORITLAY IL—IL

TIORTVA T TANETIZ, TETT AT V—LEBIORT T T A7 L—LD2DDH
ATDON—VEFRA LT, BIENRT T VT LA 7 2BELET, TU T LA 7 7 0 L2
BRI, Zhoo22o00— vty hEFHA LT, BOAIMEEZRDL, MBICHERK>7T-, —E
DEERHIEER AT D 2 & T, T4 NI BHEFRIEEEDT U b7 LA 7 I EMEICRAEEL A
PEDLZENTEDLIICLTCVET, TURNT LAY TANZDL—AEBIRT 7V a v
I, KE FIZBESNTWA O TR, BEEOHICARZAD Lo Ty, Rl
A=V EBLICT 72 ALEY, WHESNHBAZHERLZY TED L2k T0E
T

ESPEREY=]

o WL—IL (8 X—)
T RT LA T DNL—L (T—)

ToORILALAODIL—IL

7 b7 VA Y J—/iZL, Cisco Security Intelligence Operations ®—#Cd 5, Cisco Threat
Operations Center (TOC) THERKSNDH DT, IRFT7 7 A NDE A TI2F TR, AvE—

TYRTLAY T40NE .n


b_ESA_Admin_Guide_14-0-3_chapter21.pdf#nameddest=unique_699
b_ESA_Admin_Guide_14-0-3_chapter21.pdf#nameddest=unique_699
b_ESA_Admin_Guide_14-0-3_chapter19.pdf#nameddest=unique_524
b_ESA_Admin_Guide_14-0-3_chapter19.pdf#nameddest=unique_524
b_ESA_Admin_Guide_14-0-3_chapter28.pdf#nameddest=unique_752
b_ESA_Admin_Guide_14-0-3_chapter28.pdf#nameddest=unique_752

. R IL— )L

s J)L—IL

TY9RTLAY T404 |

VERICEREY T TCWET, 7Y M LAY —/E, SenderBase 7T — % (U T X ALK
iUEV®h774/7T ) BXOZFOMOHEDPD A v—T RT X=X DA ED
T (7 7ANVEAT, T7ANELEDOXF—T =R, FHETVFIANAT DT v
TTF—8) BHEHALT, UTNAVXALTT U NT A7 %3800, BilELET, 7O M7 LA
7 = —EDO D BT S, GULOSEIERGHT (L2 1X7 v N7 LA 7[R
E) TLO—NE2SWTH7-DICHINET,

Z'a—s3)L SenderBase X T =7 mE DY TIEZA N TF—HIT, ZOR—AF 4 L g
S, TU NT A7 OFENRAPETH 2 BEZ#HA L ET, TOCIX, 7—F¥ %L Ea—LT
BBDA D — B E BB LV ERITLET, BB LU0 (BEARL) 65 GF
IZfEl) OEIFOEMETEL, A vE—U RN 2aDBEREICL Ao 7 — v = 1 O
DR EBASITWRWERB TH 2 ATRetEZ2 1M L E 3 GEIZ WX, Zir~r (9
&%7)%§%LT<ﬁéW)o%ﬁvAWiJMC(iUTWF7V47W%WkLT%
frTanEd,
TITRTVLA T = NVNTHAREDOED ZERTEDLRFMEIZIE, 2EXITROE IR HLDORH
nET,

s TFANEZAT, Tr7ANEZAT VAR, TrANEATET 7 ANELF—T— K7
e

e Ty ANLF—T—RET 7 A )P A X

c Ty ANLFT—T— R

« A vtE—Y URL

« 7 7 A W4 & Sophos IDE

THTT 4 T —)LiF, CASENO—HEDL—LTHY . A v t—0BMEEABID Y7 A LA
TURNTVAY Ayb—VOREMEEIEMHIZEKRLET, ZNH0N— VT, JR#ERT A VA
T—RAOHF T, BEHOBRD A v—VBXOBMO BRI/ A v E—V 298 L, 1ElEh
FLOTT, TEFT 47— F, 2—SROFHIc&bE T, BT v 77— FEnE
T, THETT 47 —uid, BBEOT T N T LA 7 — V%@L T, HIZT v T LA 7
Ao —UEHBHLEST, TUNT LA T — VT, T N7 LA T OARENVEDN B D IRIEN 3
ELTZEZICAEDNIRDETN, 7T T4 7 —iF (ol A =T s b &)

MEIREA Y] E720 ) 7 — VR BIECARKEIN e B BN X HENCe— IV TT 7 R 7 LA
J AvbE—UERHIRLET, S, THTT AT V=X, EBFA—IN T 74y 78BX
O IE O/ KON 2 20 DREGERIICRHIE L, BRERICT » 77— N LIz 2 f2 4t
L9,

TokITLAY

TURTVAT T4V Z —)UiF, EERWIZ, EFA—NDAvE—VBIONRMNT 7141
O—HEDORHE (77 AN T AR, T7ANFAT T7ANV4, AvE—VORNERY) I
BT =B L~ (Bl . 4) T, =EXE, T ANAICREDXF—T— R (=&
ZIE Thello] ) DNEENT- exe BERD T 7 AV (A XL 143 KB) DiffFEni-, &b Lw
B A= Ay E—UDORENEMLTWDZ L%, CiscoSIO @AM LI EMELET, =

B 7y9rJL49 2404



| 7o9roL1s 2404

ZB LI

gL~ [

DEHEZ—FTHRA =T EHEE L~ E LT TT O N T oA 7 V— AR ITEINE
T, 774N ETIE, A AT =RV AKX, FHLSEITSNEZT U R T LA 70—k
ST ETT 4 TN N E ST EIlTF 2y L, Furva—RLEST (TURNTLAT T4
NENV—=NDT v 7T —F (19—=2) 2BW) , T¥TT 4T V—E, TUNT LA
N—VEEBEBEICIZT v 7T — hSnERHA, BTA—NVT— Uz T, SEbLWAyE—
POREECOVWTLEWEEZRELET, A v b—Y OB L~V EEED L XU MELL B
B AvE=VIET T N T LA VRS TISEEESNET, FETVA N AEDOEED A v —
COEFIZOWTLEVEZREL T, DLW A vy =Y THEASNZ URL §TRTEEE
Bz 720, Avb—UARLO EEC@EmMAZBMLIEY TEET,

WDORIZ, LIV DOFERB 2 TA FTA4 FRITEEDOE Y bERLET,

LRIL| YRS Bk

0 el Aye—UBREETHH I A7 13D £EA,

1 35 A= RNEETHD Y A7 IIETT,

2 KEZITH | AvE—VNEBTHD ) A7 IHEN SR T, Zhid b L
BETT,

3 h A=V BRHERSNTNWET Y N T LA 7 O—EHTHDHN, A vE—

COWNEPEB THLTINOEDY) A7 B0 £7,

4 & Ay —VRKBET U T LA 7 O—TH D Z & DR ST
BN A vt— CONERIERIERTT,

It

5 KR A=V ORNEDN, IFHIZKBME TR 2R ITfERR
BT NTLAT7 D= THLZ PRSI TNET,

B LSVBEOT U R T LA 7 V= AOFECONWTE, 7Y M T LA 7 T 4L H =)
(18 ~—) ZZML TS,

ESPERENS
« FREEZ L LD LEWVHRIET A R T A2 (9 ~—)
s AT T RENL—ABIOERL—L (10 X—2)

[REEZBILANILD L EMEREHS K514V

FREEZE L~ LD LEWVEERENT 52 & T, BEHEIIRVOH D A viE—T% X0 B E
TIXTHBIIC R CE 2 X 91270 £97, IRUVME (1 £721%2) 1%, X 0 B2 E i T,
2 DAy e—UNEMSNET, KNI, @WA a7 (4 £720X5) IXEMI R EE T,
ARETHD AN EDLD TEWA v =V 0A BRI NET,

TYRTLAY T40NE .“



TY9RTLAY T404 |
B =77 sEr—rssvEmL—L

DANAT ORI LA TBIOIET AN AEOBZE O TICFE T L&V ME A S48,
TANVAKEL L OZOMOBEIH LT, BpsREORBFNM2BE TS 4, Mo
WL, BIAREEE (12 2—30) 2B LT EW,

VAL, T AN MED 3 BHELELFT,

aAVTF  BEIL—ILBLUERIL—IL

ALTF T ANEE MO 7 AN EEdp (zip) T—HATREDT 7 A A TT, TOC
. T HAT T ANNORED T 7 A NAES 5L — L& RITTE £ T,

72, TOCIZLY, HBDHTVANAT T RTLAIN, 1 DOD exe &ZTe 1 DD zip 7 7
ANVTHER SN TWD EHBI SN G1E, zip 7 7 A VD exe 7 7 A /L (zip(exe)) (&
LB RETDEEDT T R T LA 7 = RNRITENET, 277 Lazip 7 7 A AVHICE
FNDEOMDO T 7 ANEAT (T2 2T XtT7 7AN) IZIFREDOEB L XNV ERELEHE
o 2FEBDONL—IV (zip(*) (X, 2T F 774NV EA TRHOZOMTXTOT 7 ANV A
THHN—=LET, arTHICHTHEEL—IE, 2T THNICHDL T 7 ANVDE A TIZH
B2, AvE—VOBBLANVERICEIENISNE T, 20X har T A4 THRER
ThHDEHBALEZEAIE, FRL—ARNSIOICL Y BITSHET,

R1: 7A=Y L—=ILELVEBHLANIL ROT

TorIL |BELARIL| A

149 L=

.zip(exe) 4 ZON—ViE, zZip 77 ANVKND exe 7 7 A VDB LUV E 41T
RELET,

.zip(doc) 0 ZDON—E, zip 7 7 ANHD doc 7 7 A DB L~V E 01
BELET,

zip(*) 2 ZON—E, BENTHDE T 7 ANDE A TR, T
D zip 7 7 A NVDER L~V 2ITRELET,

TORITLAY T14IL3 DHERNE

BFA—NAYyE=VF EFA—NAT— VoA TUEINDRIZ, [EFA—NAATT
A v LTINS —HEOTFIRZEE L ET (BT A=A T T4 L OFEMIIHONTIE, &

A=V XA T T A NZONTESRBLTLLEZY) , AvE—VEEFA—N LT T A
FBBTHOT, ZTNHDOZ PP A—NL AR =% F—T WL TWBIEE, 7T X
NABLOT v F VA NARAR Y U EZFITLET, SVZDE, BEBSNTHD T A LAN
BENDBEHDANRLETZFIA v E—VK, TU NI LAY T4 VFRERET AT ¥ S VDRI
W2, TUTFARABIORT VFUANAREIZESNT A=/ A M) —A0bRE (HIBR, R
B2 L) SNTCWb7ed, TU NI LA 7 74 VABRETIIAT Yy EREEA, ZDD,
TORNTULAT T4 VAERRIZBIET DA vE—T1F, ANNLABIVNTA NV AEEGERNE

v INTWET, TUNT AT T4 N FIZEoTIRBES Iz A »E—1F, CASE I

Ko TIRBEER ST, AT YV ENDBE. Ty 7T — b ENTZANL L= VB LOT A L

B 7y9rJL49 2404


b_ESA_Admin_Guide_14-0-3_chapter4.pdf#nameddest=unique_39
b_ESA_Admin_Guide_14-0-3_chapter4.pdf#nameddest=unique_39

| 7o9roL1s 2404

2yt—0237y25 |

AERIZESNT, ARLERLB VAN AZEZALTNDE LTy =7 SNDAREMERH D Z &
ICHEELTEE N,

\}

(B TA4NWEBILOZ VU R T 4 =TT TND I ETT U FANRABIOT VT

TANVAAF Y LV HAX YT THAE—TH, TUNT LAY T4 AHITE-TA
Fr o ENnNEI,

BEEIER
e Ayt —Y 2a7 Vs (11 =)
s EIPREEE (12 X—2)

Ayt—LRaF7IYT

FHLWTANAKBRETIETANVAEOFE N Ea—F Ky NT— 7 TR RER T
F. BERAERBCEXAT UV FIANART U FANRAY 7 v =T I3 b 0 A, 77 K
TVUA T T AVHEREDIEFICEBE L RDOIE, 20L& T, HEAvE—VIE, BITSh
TWABT I N T VVAT7BIOTHTT 4T N— L EFEH LT, CASEIZL D AFXx v U EBILUR
a7V TEnNET W—NDXAT TETT 4T A—ABIORTU T A7 L—)L
(TX=) 2MH) , AvE—VRAaTEFAvE—TVOFEBLVIZHIELTWET, Ay
TN T D= AR Do BRI, EDN— I —F L7t - T, CASE i3t
LWL NVEED Y TES, BETHIEHLADBNFELRY (A ye—Di—KT 51—
NTFAE L2V BEIE. A v =3B L~ 0 NED Y THRET,

ZOHFMBETTH L, WFA—AY— b7 = A 1E A v t— VOB LV HIRHEE -1
A= VEEOLEWNEN ECHINE I BT = v 7 L, A ve—VRHEHET5004 v
T—U0URL 2 BE MR ET, BHL-ABLEVEL FESHE, /17 T4 2 D@0
DG S NE T,

E 51T, CASEIBEFORRM S I TWD A v — V& RO — VIO LTHIHMEL, A >
=V OEHOEE LSV ERELET, ZHUCED, TUNT LA 7 AoVl ET S
BN EFOA v —VORPIREES Wt B E Rashie kol X vy —V3H
BT O %I IREET U 7 I S S E T,

1 2DT7 U NT LA T A=V TEEORAATPFET D56 1 2ORaT7n, 57X
TT AT = IIHEDSNWE b D (ETIXEALT LT ETT 4 7 V—NADBEEH 55 E513F D
ILDEHLEWNAIT) T, MIOAaTIEHLT T N T LA 7 — SN b D (2T
BETDHTURNT AT V= ABEHHLGEIETEDI HLORbEWAZT) ThHLGHE)
. ATV V2 b T RAEHEH L TRENREB LV BREINET,

TORNT LA T 4 VEEEEX, BT A—NT = T2 A TTUVF VA INART Y U EA F—
TMILRL THOHATEES, 202500 Xa VT 0 —E R, BEWEMTETH LD
WCRREFSILTCWET A, B ICEEL CWET, 72720, EFA AT = U A TT UTF U
ANAAX X oA X—=T ML TOWRWGRIE, Ty FUANARS T —DT v 7T — N
F=X YT LT, TUNT VA VBB ) TI2HD A vE—VO—HE % T8 Chafifis L7

7orIL4o 74045 IR



R

B B PR

TY9RTLAY T404 |

D, BiMEL7ZVTA2MLENHDVET, ToVF VA NVAATY U BA X—T I LRWTT U
N7V A 7 T4 NEEFERTHEAEIEL. RORITEELTLIZIN,

T RTT 4T N—VIT 4 =T WNIZTBUERH D £7,
A=V TR T LA T =L CREBES N ET,
B LALBIE T O REERFHOBIRNEE -0 LeGAIE. A vy =130
BEfRER S L E T,
DU ARN)—=LDT UV FUANARE— (FTAY My T/ T N—T0=27) 1%, RHEEER
SNTEA =V EMHIRETLLERH Y 7,

\}

GE)  TOUNTLAT T 4 VERERENIET A N AMDEE & AF v 9 572512, Anti-Spam A
XY EEIANT =NV oA TR — VYU, R =TT HLERH D £,

TORNTUVAT T4 VEEEEDT 7 N T LA ZIREE= U 71X, A vbB—U N THD LR
ENDHM, 2—FIEE L TCHLRETH DL Z ERMRENDET, —HICA v =T 218
L CRL ZOOREEE T, GEMZ WL, 7Y N T LA 7 T4 79 A4 7 B LU —
WHAT (13 X—=2) ZZRLTLLEIN, ) RBEEESNTZA Yy E—I1%, EHEOFETT U K
TUA IR ) T b CE £, BILWL—ARnF L ru—REnse, 77 N7 LA
VIRt U T2 D A v —U1F, CASEIC L » TRHE SN HEEH 2 % v U RIFRIC S\ T
i s Ed, EHasnizr v —Y 0B L~V RREEHEREO LEWVEL Y LK< 2oz
B, Ave—UIEAHEBNC (7Y M7 LA ZREEEOREICER R L) BEEfRR SN D 720,
Ayt —UPREESN TW DR Z R/NRICIZ 2 Z N TEET, A vE—VOHFFIHIC
LWL — A RFITSINTGEIL, BAS v RGBS ET,

TANAKEL UCREESILD A vy =1, SILWT U FUANA T =F ¥ BMEHATREZ:
LEiE, BRI T O R T LA ZRBEC Y 7nb ) U —RAEINDH T Eidenied, HEELTL
FEW, L b—id, FrLWT U FIANA L T =F ¥ E2BBLTWAIESE., ZHLT
WRWEANRHY £3, 72720, TURT LA 7 =L LD A=V OB L~V TE
ENTVEEBL~NVOLEVMEL Y BEWRAITICEFSNRWRY, 7o F U AL AT
CUMNT T T SN EICE ST, AveE—UNREHERESND Z EIEH Y FHAL

CASE OHEFMERFARI AR L7256 b, AvE—YEF T U N7 LA Z IRl U 7 B S
NWET, CASEIE, A vE—VOBHEL~WZESWTREMIMAZHELET, VA LRAT D
R 7 LA 7 BLOFET A N AEDOEBITT L TRl 2 O KRR 2 E#F & 9, CASED
HERLEREAR N 2 ORI S A T ORKIFFHME B2 D56, BTA—NT— Py =A 13, &K
REFHIE D RE LR CTA =DM L ET, VANAEDA v E—2DT 741 b
D KIRBEIRIE 1 BT, VANV AEOEBZREEST 27 7 4/ FMIIT 4 BT
Ayt —U%, FETREERERTE £7,

Fo, REEC Y 708V XN TH D L EIT, BIMOA vy E—UNFASIhD &, EF A
TF=brxA b A E—VEBHLEST (ZHUTA—"—Tn—LEhET) , A—1—7
a—(X, TU NI LA VR TRERED 100% ETHEASNTHD EXIT, HiLnAy

B 7y9rJL49 2404



| 7o9roL1s 2404

7orILAY 54791 o 0sEUL—1ET [

T URREET ) TICEBMENTHGEDRFELET, ZoLE A vbE—URREERR S
DEESEIENITRD £ Y TT,

T ETT 4T NI VR ST A v =Y (R RESREHFRS D L oI A T
Va—VRESNTNDHDING)

T NI LA =XV RBES LA v = (b RESRERRS N D KO ICA T
Va—VRESNTNDHDNG)

T RNT AR 7OMHENEED 100% % FEl- 7285 T, A—_"—T7 o —|3E 1k
LET, R 7O —_"—7 0 —OEHFEICET 20 TE, REERO £ v & —
CORFHIS L OWREEA v —VICHEBWICEHA SND T 74V T 7 v a v ESRLTL
720,

TURNT LA VRBEC Y TSN A v =V, TV FIANABIORT U F AN
TUDUMA—NRY =T RX—T N R TWBEERE, TV FIANABIOT v F 2N
ATV UNICE S THEAST Yy ENET, ZOLXITBEADO T A NVAEIITANNALE LT
~—J ENTBEAIE. ZOA v EBE—VF AR —FREIH o TR ENET (T4 LR
MR U 7 E XA N AREEC Y TICRB S A5G b H Y £9) , FEc OV TIE, 7Y b
TVUA T T4 VEBERELE T U R T LA JIREE (24 X—2) BTSN,

DD, AvE—TDTATHALDOMIZ, AvE—TF2EREHEINDEER’H D (11E
X7 RNT VLA T4 VFERRICED, O 1IENET U N T LA ZIREET U 7B S iz
LX) CHEELTBLLIENEETT, EAX Y (TUNTVULAT T4 N ZDORIBLIOT
N7 LA JIREEC Y T bR ST L &) BEDRER, MohOYEn S A vie—Y
WX, 2EIMRBEESND Z &3V EXRA, T2, TN T LA T 7oV ZREICEY . AvE—
VIR L THREIR T 7 2 a U RFEITEINDZ EEFARAVWI EICHEELTLEEY, TU T
LA T 74 VERBEREIL.  (BROWUEEDT=0HI1Z) A ve—V%RHET 20, 232 vE—Y
TNATTA L DROFNEICHEE L ET,

BEEIER
T RNT VAT FATHA I NAEBLIOIL—LIET (133—2)

TORILAD 4794 ULELITIL—ILFET

TANADT 7 8T AT TATHA T NVOIEFITHWOBRETIZ, A v - %R 572
DIZJRFR NV — VNS EHEINET, KVFELWEHRBSHBHL TN &, LVEK-oT-
NV RFEIT SN, BT DR ROERMKV AT TOEET, FLUVAL—ARBEITEND
L. ZOBETUANA A=V DORRENENH D & Rissnialiaolz A v —T0%, Rl
fERINET (T NT VLA ZREEC Y TIZHD A vE—I1E, FTLVIL—ARRITIND &
HAX Yy EnEd) ,

TYRTLAY T40NE .“


b_ESA_Admin_Guide_14-0-3_chapter37.pdf#nameddest=unique_762
b_ESA_Admin_Guide_14-0-3_chapter37.pdf#nameddest=unique_762
b_ESA_Admin_Guide_14-0-3_chapter37.pdf#nameddest=unique_763

B orov1r 700808

R2:TICTLAY FATH AT LDIL—ILDF

7YrIL1s 7404 |

RFZI IW—IL B AT | JL—ILDEREA BE
T=0 TETTF 47 |[10FTEBZARA =B 77T 07 —ic—%
=L (BED IS, MEESNTL—L | LA vy =1, HEIR
TI7RITLA7 |y b T, AvkE—Y0ON | ICHREESNET,
WZH3<) K., AUTXFARN, BIOE
EEOHTLET,
T=5 4 TR LA7 | zip (exe) 77 ANVNEEN |.exe NEEND zip D
JL— L HA =T EBHELET, |7 7 A T T R ChERE
INFET,
T=10 4y T 7L A2 |50KB Z#E 25 zip (exe) 50 KB AKiifi® .zip (exe)
JL—)L Tr7ANNEGEENDAvE— | T7ANAPEENT-A
CHEREEL £, ©— DT TR AR
nNE9,
T=20 %y TORTVAT | 77 ANEIT [Price] NEE | ZOEMBEZ—FH LN A
JL—L L5 50~55KB D zip (exe) |T&— I3 X TRABERER X
T ANNEENDA vE— | NFET,
CalREEEL £,
T=12 W TIRTVLAT | H LW 7 =F ¥ Z2HH LT [FEoTNDHTRTDA
JL— )L 22Xy LET, =%, BKEOT T
ANVA T =F v L
TA¥y o LET

TORILAY T4ILEZDEE

TI3T4 AN a—PF— A F =Tz A (GUD) IZul AL, A=a—0D[ktF=2VT 4
P—E A (Security Services) | ZEIN LT, [TV b7 LA 2 7 4 /L% (Outbreak Filters) % 7

Vw27 LET,

B 7y9rJL49 2404



| 79roL1s 2404

79rIL1o 7o a0z ||

R 2:[79 T LAY 744 (Outbreak Filters) ] * A o R—

Outbreak Filters

Dutbreak Filters Overview

Glabal Status: | Enabled
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_Edit Global Settings...
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Rule Updates

Rule Type Last Update Current Yersion
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virus Outbreak Rules Never Updated 20050715_000000

Outbreak Filter Rules (higher number indicates greater risk. 1= lowest threat, 5= highest threat)
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5 oUTBREAK _nonzaay | |18 37 seeing suspicious urlts) propagating through multiple saurces. We are raising the Threst

Rules last updated: Wed May 25 22:36:12 2011
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7213 Intelligent Multi-Scan A ¥ ¥ > % A —/LF — hT oA Tr 1 —/\/l/ A R—T )
T D MERH D £77,

FFEDA =/ R —IZRT DT T R T LA 7 74 VAERORELELE T HITIE, EET
LRV =D [T N7 A2 7 4% (Outbreak Filters) ]§U0)) &7y LET,

BEDA—NVR) =T LTT U T AT T4 NVIERREA X —T ML, HAZ<A
AT HINE, [T NT VAT TANEERINCT D KEE AKX ~AX) (Enable Outbreak
Filtering (Customize Settings)) ] Z3%&R L £,
A= R —ZK L TRDT 7 N T A7 T 4 VEFELRERTEET,
- FREEZ L~
o e RFRBECRFF I
cFETANAMEDE A v — T E @B BT RIRRCBE
A NAFT LT 7 ANALRF DI AT
c Ay —UEEDOL X UME
cHABLTHANBIOT Y T LA 7 4V Z %L (Sthreat verdict, $threat category,
$threat type, S$threat description, 35X TN $threat level 72 &) Z{HH L THA Ny ¥ — %%
HLETS,
c MDEA A=)~y X —Z IR ET,

* X-IronPort-Outbreak-Status
* X-IronPort-Outbreak-Description

« BT A—/V7— 8T A F£7213 Exchange — 372 EORFESEHLICA v E—VEHEEFE L E
R

«URL Fx#iz

« B DREFIE

TYRTLAY T40NE .“
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TY9RTLAY T404 |
B s croLsnpoz:

[T RNTVvA T TANEERNCTD (T 74V EDA—VRY —gEZMkAK)  (Enable
Outbreak Filtering (Inherit Default mail policy settings)) ] Zi®IR LT, T 7 4/ DA —/L K
VL OVWTEREINTNDT Y NI LAY T4 NEREEMMLET, 7740 A=
RV —TT T RTLAT T4 VEERE A R—T ML TWAEGEEIL, ZOMT XTDA—
WARY = FAAZ A R LIRVRVEI LT U T LA 7 74V REEERLET,

RECLKE LD, ERZHELET,

BEEIER
s fREEL LD L EVEOERTE (20 X—7)
o I KBREELREE (20 X—2)
o« T ANYEEF-H A T DA R (20 X—2)
e Ayt —UEHE (21 X—)

frREE L NILD L EMEDERTE

YA RNBT T RN A7 OBBITKT 5 [REET 2B L~ (Quarantine Threat Level) ]
LEVEZERLET, BTN IWVIEBERBESND A v E—VI3Z R0 | HFBREWVIZ
RS2 A v =23 R0 4, Y 2ad, 774V MED 3 ZHEL £,

FEHIZOWTIE, FREEE B L~ LD LEVEREN A K74 (9—) 2R LTLE
I,

B KRt (R ¥

Ave—YNT U NT LA VR TICHEE D RRIEHEZFRRELET, AL AEORSMS
T ANEGUAREEOH DA v —V BT 4 v 70w r =T Uo7 EZofh
DB FLARED & H A v —UICk L TR 2R ZEE TS T, VLA
DEOEGEIT, A v — V2 REECBIEFICRIRHZEE 32 1203 [RBE BT IC A >
t—U%3%E LE T (Deliver messages without adding them to quarantine) | = v 7R v 7 A%
T LET,

\}

() HRUVI—T[AvE—TYDEHE (Message Modification) ] %A F—7 /LI L72WRY | FE
TANAEOE R Z REECX EH A,

CASElE, A vb—JICBB L~V EE Y Y TH L & |IIREHR M ZHE L CWES, B
A== N T = A1E, BEY A T T D IR IEBE R R 2 88 2 72 W R Y . CASE 23 #fESE
THREMOEIDOM, BEEINd A vEe—V52RELET,

T7AINWHERF R A TDINA 1N R

KD T 7 AN A THNLNRATHEICRY V=% ERTEET, A RSRENLT 74
NAAEAEF1T, CASEIC LD A v =D B L~ VOHENSEANSNES, 7277 L. s
T 7 ANVIIKT B DEFA =N X2 )T 40 AT T4 OB I IThILET,
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I7ANEEFOAA AR a7+ T70ns147 |

T 7 A MIEETZ A RAT BT, [’ 7 7 A VD AX ¥ D /3A /XA (Bypass Attachment
Scanning) 1 %7 U > 7 L, 77 ANMERFZIEBRETIIASTI L TG, HEE 2B (Add

Extension) &7 U v 27 LE7, AsyncOS L, [/ XA /XA 57 7 A WILIET (File Extensions

to Bypass) | U A MIILBE 524 T2 R R LET,

NANRZASNDILEF DV X FINBYLEFZHIBRT 2121%, [ "2 T 57 7 A WAEET (File
Extensions to Bypass) ] U A hDILET OO I IHT A 2227 ) v 7 LET,

BEEIER
c T ANYIETF-DNRANRZ c avTF T ANDEALT (21 =)

T7AIALEFDINANR : AVTF T7AILDEAT

Ayt—UEE

T 7 AR H A RAT DA, Ay T 7 ANVANDO T 7 A (T2 & 20 zip ND .doc
T7AN) AL NRATAHILARF DY X NMIEENTWHIUT, XA RS2 EINFET, =& 23,
INANRRFTBIIRFDOY A M doc ZBMLIZGEAIE, 2> TF 774 MZEENTWND G
DHLEDT, TXTD doc 7 7 A NV ARA NRZENET,

BIA—NT = T2 AN T 4 TOBITERITYALT =T Web A h~DY 770l
FHETANAMDEREFFOA vE—VEAXY VT H5AIE. [AvyE—TVDEE (Message
Modification) | %A r—7/LIZ L E T,

A=Y OB LIS T, AsyncOS (ZA vE—T AR L, §XTO URL 2 EX
iz T, AvbE—UME Web A FEBZ 9 LT 5HE CiscoWeb X =T 4 7%k
HLTZEEEZVXA LI FTHZENTEET, EBFA—NT— NV oA TA vE—VITH
HEHZBENLT, 2—PIA v E—VONERED L, FREAETHLZ L 2EETS
ZEHTEET,

FETANAMEDEFEA v —VEBHET 72012, A vb—VBFE A R—T T D HLERN
HoET,

BEIEE
e Ay —UEHEOEBREL L (21 =)
c Avk—=UOMHL (22 X—)
TV RNTVUAT TANEDEFA—IL ~yF— (22 3—)
RS A—IL AR A b (23 =)
cURL BEMIBLORN AL DA 82 (23 X))
BB DORTFEH (24 X—)

Ay —UEROEBLANIL

UARINE [AvE—VOEE - B 1L~ (Message Modification Threat Level) ] ® L & U ME
AERLUET, ZOREE, CASEILL > TREINDFB L ~MTHESNT, Ay —Va%
HFHENEIMPERELET, BHFEDNNIWIFEELETIND A vE—1FEL< 20, BTN K

TYRTLAY T40NE .“



B ot—ons

Iyt—SDH4

TY9RTLAY T404 |

FWEEEREIND A =3l Rh0ET, vRAE, T4V MED 3 BHEEEL E
TO

EHESN) 7 2 BUIRTANVAMEDBEA v — P THANy X —DT %X FaLES %
L, 2= PRy =V NMEEDTDICERINZ L ABMTEET, WAFLTFHARE
T 1\71//])7 74/1/52%%( ($threat_verdict\ Sthreat category., $threat type.

Sthreat description, 83X T $threat level 2E) OWITINETIIE S, Ao~y X —D
ATEIFRISEN L 9, BEEFAT DL, [ OF A (Insert Variables) 1 %7 U > 7

L. ZHOU A SPHERLET,

[A v E—Y D4 (Message Subject) | 7 4 —/L R TCIX, ZZHITEHINETA, ZDOT 4 —
NWRIZADN LT A ROBRAETIFRNCAR—RBMTHZET, ZV T NLDA -
AL, BT XA NEGTLHZ N TEET GBINT XA AU VL4 ORNZEN
THHEEILEMT X A SO, AU P FAOHHDOHAITEMT 25A1TENT ¥ X D%k AH
ICANR—=ZAZBMLET) , 72& XL, [MODIFIED FOR PROTECTION] & W) T F A & A4 Y U
O ORNZBINT 25815, ZOBRAICEEDO AX—2ZBMLE£7,

N

GE)  [AvE—VOMH4 (Message Subject) | 7 ¢ —/L RTlX, US-ASCI L F721F & CT&

ij_o

TIORTLAT T4ULEDEFA—IL ANy T —

WD~y H—% A —I0BMNTExET,

ANy F— T7+—< vk 151 TFay

HioRQbek@i s x-IronPort-Outbreak-Status: | ¥-TronPort-Outbresk-Status: e I RTDA /“E_Vfﬁ ;j]
Sthreat verdict, level|Yes, level 4, Phish (Enablefbraﬂlnessages)
Sthreat level, - Password . }Flj/],/l/xlri,?]j ]\71//],7

Sthreat category -

TD#HHF%) (Enable only for
non-viral outbreak)
« #%h (Disable)

mmw X-IronPort-Outbreak- X-IronPort-Outbreak- . ﬁé‘(‘j}

Description: Description: It may o ﬂE;%
S

Sthreat type

Sthreat description trick victims into
submitting their
username and
password on a fake

website.
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wamnks—n Az~ [

\)

() b~y X —IlHESNT Ay E—VE T N2 ) 7T 58551E, ((RE5EEA—

REBBEA—IL KRR+

NRARERELT) TU NI VLA T4 VZTUHINTZA v —V 5 EF AT —
T 2AIZRL, 2INHEDONy X —IZ—T DTV T4 NVEEFHALTA v E—
VEAXR Y T HMLENDH Y T,

TURNTUA T T4 NBZICEVMBINTA v E—VIZH L Tary 7Y 7 4 F_N—ADA
Xy U EETTIHEAR, AW ENEZA v =V B A AT = = ITRT LT Y
FNTVA T TANZERET HHERDHY £3, Zhd, REAA T I TiEasrsry
TANE AR LV DRICT T NT AT T4NE AXx VINEITINDHTZDTT,

[REsE5 A —/L7s A b (Alternate Destination Mail Host) ] 7 4 —/L NI, JLEHED A v —

EIDICAF Y T AHALEDIZEETDEFA—NT— T 2ADIPT FL X (IPv4 F721Z
IPv6) 721X FQDN Z# AL £,

URLEEMRI B IV RA AL VD/NA /R

A=V OBRBELNVBA vV EEDO LEVMEEBZHDHE. T NI LA T T 44
HREIX A v E—YNOTRTCHOURL 2 EEMZ, ZHODURLEZ Y v/ HLa—F%
CiscoWebt X2 VT 4 7R TDAT T viaX=VIZ VXA 1L7 FLET, GEIZOW
T, URLOYZA L7 b (63—Y) #BRLTLIIESV, ) AvE—VOBEBL LN
FREED LEVMEABZD25E. 7T I9A T UV ANRA v —VOREELITOET, INREOIEY
ANAVEDT 7 N T LA 7 BNEITHDOEA. A v =V OREHE TOCIZ, 7V T LA 7D
RN H DA =T b T 7 ST XTOED LW Web A hEpHT L. £ Web
YA PRIETH D0 E D 2kl T 504 5 2 9, CASE 1L, SIO MRS 27 v 75—
NENTZT TR T LA N—NEFEHALTAyE—VEHAT YL, AvE—URT U RS
LA 7 O—EThENEHN LET, REENHABESE, BIA AT —bT=AE Ay
U EBREE DR L E T,

AsyncOS X, A RAEND RAAL VEFRLTWD URL &, A vbE—YHROTRTO
URL Z#F&#ix £,
[URLOZEXH#2z (URL Rewriting) | CIIROA 7> a v &HTE £,

c [REA DA v E—TOHAZ) (Enable only for unsigned messages) |: Z DA 7 3 1T
X o T, AsyncOSiE, A vE—VEROLEWMEZIZTOEIDIRELDA vE—TN
DURL Z#EFEZHZ 5N LRV ET, 72ZL, BASNEAyE—VIIEENEE
lve URL EBEEHZIZONT, VAT Z ORREDOHAZHELE L £,

TYRTLAY T40NE .“



B zeoanzs

BEBORESRH

TY9RTLAY T404 |

\}

G EFANT—IU=ALSOR Y FT—2 EOY—NET
X7 77 A 7 > A DomainKeys/DKIM &4 D Gk & #8249
LD%6E. BIA—NAT— b U o A1L,
DomainKeys/DKIM-signed A v &— N D URL % E X i x 7=
D, AvbE—VOBLEEHLIZVTEHIENTEET,
SMIME % f L TR B STV A 56 £ 721X SIMIME &
ENEENDIGA, BTA—NT— U FAvE—Y
EBHEIE T LET,

[TRTDAvE—THSN (Enableforallmessages) | : ZDOA 7 3 2k - T, AsyncOS
X, AV E—VEFOLEWEEZHAZTHEBZ LT XTOA vE—NO URL 2 EX
Z6NDEHTHRYET, BLAINIEAvE—UbEENET, AsyncOS BNEL Sz
Aot —VEEETDH L BAHITENIR £,

*[#&%) (Disable) |: ZOA T aiZ7 U T LAY 740 ZICkLTCURL EX#x %
F 4= LET,

R —%EFLT, HED AL ~DURL ZEENLERAATE LT, RAAL U EA X
AT HITIE, IPv4T KL A, IPv6 7 KL A, CIDR#FH, AA M, MoK A M, £ R
AAE[RAAL L DAF ¥ % /34 /3 A (Bypass Domain Scanning) | 7 4 —/V RIZAJI L E
T EEOTZ U N BRET LA, W~ TR £,

INAIRARNAAL 2 A% v HEREIL, URL 7 A L2 U 7 TSNS 70— SLEF ) 2 RS
PLCWETN, WMEBRTT, Frl Y A PO HOWTIL, URLZ 4 X ) 7O ) A b
DIERAE SR L T ZEW,

FEAA—NTF— P Tz 1T, BDLWVWA v E—0ANy X —0 FIcaBEEEA vE— V%8B
MLT, 2—PFIA v E—VORNEEZEESTLIZENTEET, ZOREFHEITIL, AvE—
COEA TS CTHIML £7213 7L —0 5% 2 MBMEA T £9,

BB 3 % E HIE (Threat Disclaimer) |V A R DAEHT 50 EHHOT F A N & &R
B, [A =AY y— (Mail Policies) |>[7 %A bV Y —RZ (TextResources) | V7 %7
Vw7 L, [feEHET 7 L— | (Disclaimer Template) | & L CTHr L\ 0 5 FIH 2 1ERK
LET, [RHFHT 7 L— b (Disclaimer Template) (21X, 77 b7 LA 7 & IERIZES
THEENEGENET, [REFHEDO L ¥ 2— (Preview Disclaimer) (%7 U v 7 +5L, &
BHREFHOT L2 —42RRCTEET, DVAXLARBEFEA v E—TTlE, EHEEFEHLT
A=V OBHR L), BEDOEA T, BIOEROBINERRTEET, GHEFHA v
T=VOERIZOWTIE, TF AN U Y —2EHOPELZSHL T EI W,

TORILAY D43 REET O M T LA VIR

TORNTUAT T4V ZERICKVRHE S A v =203, 70 T LA ZREET Y Tk
FENET, ZORBET Y 7, A vbe—VaREETSDIE SN L= (TU R T L
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| 7o9roL1s 2404

7orILqomEnE=42u>5 |

A7 N=NDEEET U T LA 71D, THTT 47 =N OEEIT AP ERINE
T) ATHESWT, REET U 70D T RTO A v — D EHIBRE IR DB T~
V—] Ea—0H25Z LZERTIE. Zotodh 6 5IEEEE FRICHEE L £ (REEOBRIES
EOFEMZONWTIX, AV v— UANLA BROT Y M7 LA ZRHEZSRLTIZEWN) |
Y=V —Ea—0OFEMc >N, [TV b7 LA ZBEEE (Outbreak Quarantine) ]335 & ON[/L—
NH= U —IZ X H5EH (Manage by Rule Summary) | E=2— (26 X—Y) 2L X
AN

ESPEREY=]

T U RNT LAV REEOE=2Y T (25 8—)
«[7 7 b7 LA ZIEEE (Outbreak Quarantine) |3 X ON[L—/¥~ U —(Z X 5 H (Manage
by Rule Summary) ] E'=— (26 ~—7)

ToORILAURBMDE=21) T

BYNCRRE SN Y TIZ L AL E=2 ) U T 2B LERAN, BIZUA VAT T
N7 LA 7 DFEREIIRAERD, IERORX v — UL 5 ARENRHLHIE. T Yk
TUA R ) TISEE R D) L e R L £,

ERDOA vy =V NREHE S NG E. 70 M7 LA ZIREEOREIC XK - T, IROWT 0
FBEAELET,

c[REEDOT 74N N T v a B[V Y —R (Release) | IZERE SALTWDHEEIEL, PREF
FIOHAR I & &, FREBEEC Y 74— R_"—Tu— L7k & XA vE— UK
SNET, A= N"—T78B—DDIZA vy E—UBRBINDHENT, IS 7 A VOHIBR,
{4, DA . X-Header DB EWVWST=ZT 7o a VN A= LTEITEND LD
W, TN LA VBEEZRECTEET, ZNOHDOT 7 ¥ a yOFEMIC OV T, FRE
Ay —VICHBMICGEAINDGT 74NV N T 7 ariEBRLTIEXND,
EEEDT 7 4 b T 7 v a VAN [HIER (Delete) 1WCRRE SN TWAEAIL. HFFHIF O
B E &, FRERH ) TR —NR"—Tn— L&A ve—UNHIBRISNE
7
o F—N—Ta—, BEETZ Y T HRNSENDEXZEBITA v E—URNBINENTHGEIT
FAELET, ZoHAEF. AOHRAICIVWA vE—U0D WTFLbRkbEWVWA vE—
OB EEFRY EEA) | BTLWA vV REENZE £ T, A v - V0K
SNTWEFET, = N"—TBa—DDIZA v E—UBRREINDEIZ, 774D
B, 4 DZEE . X-Header DB EWST=2T 73 a U inA v —IICk L TEITEND
Xoc, TUNT LA U RBEERETEET,
REES N TNDE A v =0, LWL —ABRITENATZRNCHEAFT Y INDD, TU
N7 LA JIREEC Y T D A v —UIXAMIIRSUIN DRNCH S NS Z EMFEA LT
7
ZNTH, 774N KNT 7 a UA[HIER (Delete) [WCHESNTWDEAE, 7TV 7 LA
IR ) T A= T A ENEETY, VAL, FEAEOZ—FIIXH LT, T 74V
T2 a a2 [HIER (Delete) [WRELRWZ EAHERELET, 7O R LA ZEEEC ) 7
MHDA Y=V O, X7V NTvA VRO T 74V 8T 7 a L OERIZET S
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TY9RTLAY T404 |
. [79 T LA YmEE (Outbreak Quarantine) 13 &K UV L—ILH <) —IZ& S EHE (Manage by Rule Summary) ] E 21—

SRR OWTIL, BREEA v —VICEBMICERA S NS T 74V T 7 v a v EBRL TR
éb\o

BEHT, HT LWL — DT v 77— Nefiofl, 77 M7 LA 7= ) 7ICERFE D TE
X WRA Y E—UNHAEEST. FERITFOA v E—VOFHBERESEDS L TEE
T, AvE—VOREHPRIZIECTZEICEY., RBEES Y 7O A ANRKREL D505
720, HELTLLEXN,

)

) Avb—VNRTUMTLA7RHETY) TICBE > TOWBRICT v F IA VA A X N
(A=K =L TERL) ZJa— VT 48— NMIENZHGE8E. ex Ay
TV BNRIRENDENC S ) —ET FIA VA AF Y U EFEA R—T M LIZE L
ThH, TORAvBE—UBRMRENTZLEDT VT A NA AF ¥ IFEITINTE A,

GE) TUNITVLAT T4 NVEHEREIR, BT A—NTF =R T2 A TT VT IANVAAT Y %
AF—=T M LR CTHEATEES, 2L, 77 I7A TV ATT U FANRL Ax %
UNA FZ—TINTRWGERIEL, TUNT VAT T4 VEFIETA N AEOBE E A X
CTEER AL

[79 T LA VRt (OutbreakQuarantine) 5 & WIL—ILHY T ) —IZ kS EE (Manage
by Rule Summary) ] E 2 —

GUI ® [E=% (Monitor) | A==—ZHD VA NNORH 4z ) v 7 3T52LT, 7U b
TLA IR Y T ONEEFRTEET, 77U M7 LA ZREECIE, BIMOoE2—Th o,
T NT A ZRREED [V— Y= ) —IZ X A& (Manage by Rule Summary) [V > 7 50
ij‘o

3:TIRITLA VRO IL—ILY <) —IZ& 2EE (Manage by Rule Summary) ]') > 7%

Quarantines

Quaran tine Messages Default Action Status Settings

Spam Quaran tine & 2565 | Retain 14 days then Delste W‘ Edit
Outbreak o | Retention Varies al Edit
[Manage by Rule Summary] Action: Relsase 0% Full

Folicy 0 | Retain 10 days then Delste oseredl) Edit
virus 0 | Retain 30 days then Delste | — Edit

0% Full

BEEIER
e — Ea—DRAIZEDZTU N T LA IR ) TNDO X v 2= T 50—
DICHESNWEA = T 79 0 0FET (27 2—)
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H3Y— E2—ORAICESTYI R TLA VBT Y FHOA v E— ST BL—LID &SV A vt—S 7o avnzi ||

HI)—Ea1—DEFERICKETIORILA VBRI ZADA vE—JIZ/T B5IL—ILIDICE DNV AYE—DTFY
a3 VDET
V=YV —iZ L 5% H (ManagebyRule Summary) ]V > 27 %7 Y v 27 LT, L—/LIDZ
LT N—=TIESNT=T U N T LA VIRHEONED ) A NaRRLET,
4: 7O TLAYRED JL—ILY <) —IC K HEHE (Manage by Rule Summary) ] E 1—

Outbreak Quarantine Summary

Manage by Rule Summary

All
Select Rule ID Number of messages Average message size Total size Capacity
O EXE_BAGL 4 16 KB 0.1 M8 0.0%
Totals 4 16 KB

BN A v E—UEBIR L2 TH, 2O 2—MNBEEDTY NI VLA 2 EH3T7 57T 4
TN— VT DT RTDO A v e—DCx LT, i, Bk, o mERTEE 2 £171 2
FOWEIRNTEET, F/2. BMBEFHIZV A IO Y — B FEITTEET,

Z OFEREIX. quarantineconfig -> outbreakmanage CLI =2~ > Kb bl T& 97, FEMlc oW
TliX. [CLIReference Guide for AsyncOS for Cisco Secure Email Gatewayl #ZM L T 72 &0,

TORILAY D43 DE=R) YT

FFA—NT =R T2 A20F, TURNT AT T A NFBEREDONRT p—< AR LRI 2 F
S ETREEOY—AREENTNET,

ESPERENS

T RNTVLAT T 4NH LR—K (27 3—)

T URNTVLAT T4 NZOBELL—L URX K (27 —)

T U RNT LA JIEEE (28 X—)

« 77—k, SNMP hT7 vV, BIOTU T LAY 7 40H (28 —)

TORILAY T4 LiR—F

BFA—NT = T2 ADT T NT VAT T4 NBDOBIEDAT —Z ZF LOREITMZ T,
DT O N TVUATRLT TN T VLA T T AN ZIZK > CIREES - A v — BT 5158
MDERENDT T NT LA 7 40H LAR—FTT, ZOHFEHRIE, [E=% (Monitor) ]>[7
U hTvA 277 4% (OutbreakFilters) | ~—Y TRRLET, FEMICOVTIX, TETA—
NEXR2VT 4 F=H ] OBEESHLTIEIN,

TORILAY T4IL2OBEEIL—IL YR+

MELIONL—L VA NI, TU T LA 7 4 VZHEREDBIEDIRABIZ B L THRAL O
IRt LET, ZofHRIE, [E¥=2VY T 0% —E R (Security Services) |>[7 7 T LA 7
7 4 V% (Outbreak Filters) ] X—I CTHERLFET,

TYRTLAY T1LE .“



7YrIL1s 7404 |
B orovqomm

T T LA YRR

T RNTVUAVRBEEFEHLC, 7O RNT LA 74N FOER L~V LEWEIZLY, 7
ST ENTWD Ay =022 LET, 2. =NV T LEOREEA v E2—T DY
A NHEHTEET, FEMICOWTIL, [TV 7 LA ZREEE (Outbreak Quarantine) ]33 X%
V=YV —iZ L 5% (Manage by Rule Summary) | E=— (26 3—) BXOKRY
—, UANLNA BEOT U NI LAV RHEEBR LT EE W,

75—kr.SNMP b3y T, 8EXUVTIORITLAY T1LE

T RT LA T4V AREREIL. EHIIZ AsyncOS 77— R L SNMP T v 7LD 25D
R 2 A4 7O@EMEY R —FLTHET,

SNMP k7 v &, W—DT v 77— EBRRE LT & ZTER SV E T, AsyncOS O SNMP
N7y TOFERICOWTIE, TCLIZ#H LELEE=4% ] OEEZSH LTI EIN,
AsyncOS DT 7 N7 LA 7 7 4 VEAERRIZIZ, 2 20 F A 7 DT 77— K (A4 XBLUOL—
V) BHEINTHET,

AsyncOS 77— NI, 7O N7 LA ZIRBEET ) 7 OH A ANERTA XD 5, 50, 75, BLD
95 ZHBZ HT-ONCAERSNET, 95% D LEVMEEZBA-E XIEKRSNDET I— FOEK
FEIZ CRITICAL, ZDfhd7 5 — k L X UWMEDEEIEWARNING T, 75— M. [REE= Y
TOPA ZXNRRKEL 2D, LEWEZBX EEICERINET, RBEET Y 7O A XHUNE
<7eh, LEVWEZ Fll-7- e & 3ERESnE A, 77— FOFEMICOWTIE, 77— %
ZHL TN,

F7o. AsyncOSIFL— /LR FITENTo L &, LEVERER SN L &, i3 — v E2iT
CASEx- VD7 v 77— MNRICRENRBE L XL T 77— haERLET,

TFIOCITLAD J4NABED STV a—TFT42T
DT, 7UNT VAT T A NEEREOEARN IR N T TN 2a—T 40 I THe b
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