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Ayt —CDHERE .

* [S/MIME RFEE 721315 512 L L7z (S/MIME Verification/Decryption) | : S/MIME f#

FEETIIE S, HDHWVIEEDOWMFITRB LA v =T ORI

[SIMIME WFEAE B 255 Eh L E L7z (S/MIME Verification/Decryption Successful) ] : S/MIME

AN LTZEEE 2 ITE 5. D WIRE S EREER I LTz A v 2 — Y DO,

[1EH 78 A y*’fz~°/° (CleanMessages) ]: =T AN HIL, UANLATHANLTHRWNE

IR EHLIZ A o ZEFHNOAX Y T ay ([HaxDA—L R —THUHESH
/W”Lt% /JZ»*“/&TJ:) EER LTI ESNTLEFRA v — V%2 Rk EMIC

RLEBDOTT, L, VANAGEEIZIZANRNLGEE LTy —27 SN2 0b

LIEEINTEA v E—VITEFHINRVD T, EEDORA v E—VORMEHKLE. 207

V=2 Ay =V ORITRRD TR H Y 7,

s TV A A= AyEg—

s [v—T T 4T Avt— (Marketing Messages) |: 72 & %1%, Amazon.com D J 9
B, TR T2y a NIRRT 4 T TN Ko TRES T RARZ A Y
VT A =T OREL

[V—Y %/ Fy NU—F 27 A v+— (Social Networking Messages) |: —3 v
Ry NU =27 HEVVHEEEE Web A R, T — T LR EINDOBHAA vy E—T D
w8, 7o& ZIF, Linkedln 7 4 —7 A, CNET 7 4 —7 L7 ENH Y £,

[NV A wE— (Bulk Messages) |: 7 7 / BY— AT 4 743D TechTarget 72

E.RBHENTOWRWS—F T 4 T TN—T ko TEHESNEIRE A v =20

Avb—V TR TEMEHLT, 20T IAVIIFHRTLHA vE—TYDOY XA M ERR
T, FEROEED T VA A= T VKIS 2FZE 27 ) v 7 LET,

\}

GE) Avb—Y 74N FII—HKL, T4 ZICESTRrY S
SN, Ny ARENEY LanAye—TF, 7 —»
LLTHEENET, AveE—Y 740 F k> T ReYy
TENTED, N USRI A vV, BERICEENE
A,

Ayt— jo) ’I*‘Ejili

AV E—VEEFA NN, T T EBBETHOT, EEONT IAVITELET 560360
FT, LT, AL, A NVREME, EREe T 2T E~— T ST A v —
UM, arTrY 74 NAICHE—HTAIERH Y ET I N OB AL—VIZENT, TU b
TVA 7 T4 NZIZEDIREE (ZOHAE, A ve—URREE» DRSNS F THEH ST,

U —7 X2 —IZXDWBEPFMTONET) OWICANRLREME, VA NVAEME, ~ VT =T
M, BXOarsoy 7402 00— S IFRHEMTIDET,

T2 2T, AvE—UNRANRLGMEE =7 ZND L, TUT ANLEEN A/ NLGIED X
=R Ry T THIIICHESINTWVDLEAIZIE, Z0AvE—URRay s, AN
LATCEPESLET, EHIT, ANLGHEDA v =V &5 EhE A T T A TR
L. D a T oY ZANENIDRA =V Rayr Ny FRE3RETH X5

EFs—nLtxaysq w=s0EAsE



BF AL tFa)T+ E=20EAHE |
. [3%{E A —JL (Incoming Mail) 1 R—

T U FANRBEENRESNTVDIEAICHL, ARLIT U Z IS LET, AvbE—UN0
ANABEME, A NVAGME, R LT =2 T BT R WRES, o T Y T4V Ay
¥ NI T AT T,

[5{E »* —JL (Incoming Mail) ] R—
[5%{5& #—/b (IncomingMail) |~—LTlid, BEVOEFA—/L7— bU = A (kT 5T
TOYVE—FRANOBFA—ANEF =2 )T 4 E=FEERICE > TUES Y T2 A 21
BICBEH L THEERIT) AW =Xt InET, 2k, A—LVEEEDOIPT RL X,
RAAL Y, BEOMRE Ry PU—2 F—F—) CHT 2565 ETE ET, A—ABEH
DIPT RUA, RAAL 2 MRIZOWTE, EEHE w7 7 A VR EFITTEET,

[%1F A —/V (Incoming Mail) ] <~—IZi%, [FAA > (Domain) ], [IP 7 KL X (IP
Addressl) ]. BLO [y hU—Z7HiA#E (Network Owner) | D3 FIHEDO E 2 —ANHEENT
BYO, VAT AT AV E—FRA MDA Ty gy PABRLEZE 2 —CEtENE
j‘o

B A=A — NI 2 CHREFLOTRCONRTY v 7 ) ZAF—Z A—LEEE LT B R
ALYy (Fl3 2= T, IPT RVRAERIER Yy NU—T 4 —F—) OF ([ZEA—
VOFEM (Incoming Mail Details) 1) NE/RSINET, F— bV A AT XTOA—L
D7 —%F=FTEET, fEEDO RAL NP/ Ay VT —2 F—F—% 27 v 27 LTRY L
T, FEETR T 7A=Y (VU7 LI RAAL VNP/IFy NU—7 A —F—I|Z[H
HD[%Z/E A—/v (IncomingMail) ]72—3) O ZDOREFICETL5EMIT 7 BATEET,

FERFRER T RTOINNT 7 4/ N TRRINDIDITTEHY EHA, T—7 LD TFOD [F
(Columns)| V> 27 %27V w7356, BidiFRey MRRRENET, 22X 774
Jb R TTIFERRIT > T D [EE R~ D = TN X 5 H (Detected by Advanced Malware

Protection) ] ¥|% & R TEXE T,

[3218 A —/V (Incoming Mail) ]i%, —EHDOX— (%1 A —/V (Incoming Mail) ], XFH 7
R77AN BEROEFEEI V-7 LiR—F) ZF0LLIIHRT 22 b TEET, [ZE
A—/b (Incoming Mail) | X— TlE, ROBIEEZFEITTEET,

s A—NEEHDIPT RLUA, RAAL Y, FRITHEBE (Ry bU—27 F—F—) IZET3
R 2 FATT %,

cEEFEEHEIN—T VAR — ERRLT, FEOERE I/ N—TBIRA— LT —K) —
T Uy a Al LR AR D, FERICOVWTIE, BEEINLV—T LER—F (18 X—
V) BBRLTLIIEEN,

TN bOD, EXa VT 4 —ER (FEFELVEaT—var T4 F Y T
TUTFANRA, TVFUAINA, T A=) IZXoTTuav s ENiAvytE—T0
Bip &, A—/VREFITET DR MEHE R MR T 5,

T UTFANKELET U TFUVANAEFX 2T 4 h—ERICL->THIESND, REDA
NEAFERITTANAET A=V EEE LIEREEINCY — 5,
cIPLE=2T7—varP—ERZMEHLTRHEDIP T RLA, FAAL Y BLUOHEOM
DOEMED R U NZE 7 L ST 24TV, REEICET 23EMA2 ST 5,

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE

215

EXA—IL

zEi—1 [

BEDREEE RIALL T LT, REEDIPLEaT—varAar, RAALVANE
T LR EE I N—T R E IPLEaT— g P —EANLREH T D3
ERFT 5, BEEEREE I N—TIENT S,

T UTFARKEREIT VT IANA X2 T 4 = RZLoTHIEESND, KED
ANRBETNTTANAEL A —IVEEE LIFEOREEE RUALL T T 5,

o« AL T HERENE L2, (WEIZISLT) RAALL IPT LA E£720X
Py NT—7 F—F—DT a7 7 A ) X=Un5 [BEEH T NV—TITEM (Add to Sender
Group) 1227 VU v 7 LT, BEFOREEFEHE I NV—TIZIP T RUA, RAA Vv E2I3HA
PBIMCEET, BT A—NEZETIHEODF— b2 DEREEZSHLTLIEZN,

REEIER
e ZfEA—L (133—2)
o [Zf5 A —/LOF A (Incoming Mail Details) ] U A & (14 <—2)
o T A NRHEHPAENDRESR—T BEE TR T AN =T (16 %—Y)
CEEEHEIN—T LR—F (18 3—Y)

[318 A —/V (Incoming Mail) ] X—Y TiL, VAT ATEHEFADOTXTONNT Y v 7 JR
F—=DVTNVNEA LTI T 4 ET A ~DT 7 ARSI, ZEHO FREED KA AL v

(B A =V ORER, 7V —r A=V 0RER, ZL—A—L A vE—V DR
B BEO[ZEA—/LOFEM (Incoming Mail Details) 1Y A b W9 25D 7 & a v THERR
SNET,

[%2fF A —/LOFEH (Incoming Mail Details) 1V A MIEENDHT —F OFHICOWTIX, [
fFA—/LOFEH (Incoming Mail Details) 1V A & (14 X—) ML T EI0,

FEIR R
A=) R R 7T 7B LR EEMHICE T 2EEFEE (13 =)

A= bLU R TSTIZBITSRREERICET HEEEE

BFA—IN X2V T4 = 5(1%% . = NV = AZHMAT DA =T 7 — X &
RS LE T, T—XIT0R T LICEHINETN, VAT AR RINDT— XL, BE
DIAT AR LD S 120 0N E T, TRINDIERICED D REMGEHEEZEECEET,
F=RFVTNEALTE=HY T ENTHWEDOT, FEHRITEMMICEFR S, T—FX—
ACHEHINET,

RFFHIEGHIL, IRORICFERHDOA T2 g VI HBRL £,

RUBFA-ILEF2UTo EZSHRTHEATRLEREER

GUI T:EIR L =B EaEE EE
R (Hour) EITD 60 77 + F K5 47
H (Day) [ELIT O 24 IFH & EE D 60 43
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EF AL tFaUT4 E=20EALE |
. [Z{EA—I/LDEEH (Incoming Mail Details) 1') X +

GUI T:EIR L 7= BFRASEE EE

i (Week) BT 7 A + 24 [ ORKE L7z REH
30 H (30 days) ETD 30 A + 4 B Of&GE L 7= K
90 H (90 days) BT 90 H + 2 H O L 72 RefH
WEH (Yesterday) 00:00 ~ 23:59 (“FAll 0 g ~/F1% 11:59)

42 H  (Previous Calendar Month) FDOHOHEHIOH D 00:00 ~FDH OFHEDH D 23:59

A3 A 2 L (Custom Range) FRE L72BAn o BAT & Rl 36 KL OWE T o0 [ A & Bf ] CUH
FE T HiPH

L L R—T 4 > T A F—T ML TS &, RRINDRFMFEHA T > a U RERRY F
T, HEHEB LA — b T— ROFEHIZ W T, Cisco Secure Email and Web Manager (M 3
J—X) OEFRF—E2ESBR LT EE0,

[Z{EA—I)LDEH (Incoming Mail Details) 1') X

FA AN = T2 A DTV 7 U AF—Z8HE LTz EALEEE N, =15 A —/L (Incoming
Mail) | X—V D FEBIZHDZESINTINBRAAL T A NORICBRIN L E 2 —TRRSN
T, T—FEY—RITHIL, ATLEMLEZ Y v LET, OB T Y OB
WTIE, B A—LOSE (10 3—2) 22RLTL7ZE0,

ZTNWDNSIV Y 7T v TDFITIZE T, VE—FFRAFDIPT FLA (DFED, FAA
V) BB SN, AMESRIEESNET, ¥ TLDNS Ly 7 Ty 7R L OREERAEOFEH
WZOWTIE, BIA—NEZETHODOT— N oA OFEESHRLTIEEN,
EEFHOFEMO Y 2 MZiX, [~ U — (Summary) ] & [T_T (All) D250 2—2HY
ij‘o
F7 4 kD [EIEZF DM (Sender Detail) ] £ o— T, ZREBENRITFLIEA vE—T0
BRI, BT TVHONRPNEENE T, 7T VI, B (Overview) | X—T D
[%/§ A —/ ¥~V — (Incoming Mail Summary) ] 77 7 L[F L C7,
[[PL 27— 37 0 LHZIZ K5I (Stopped by IP Reputation Filtering) ] DfEIX, RO
BOBERIZESHTEBSNET,

« ZOREFENLO REINZ] A vE—Y0H,

G INTo, ETCIE TCP S Ok (FarcEs s nE7) .

@#)L; & 0)7{ /VE—:‘/%I Li‘d’?é?%x_&)fi%ﬁo
B AT — N A IZEWAMBIIT N TWDIGE, S SN -Bho Ef 725z 55
FRNCHEFF CE EH A, 20ROV, EGINEROEIT, ARHHRE CROBEEE 72
EEHEIZOWTORMERSNET, 2056, RSN 2MHEIT TR ( 2F040n<Ltb
DED A v E—UnHIE& i EfRTE £,

B EFA—LtFa0T1 E-2OEASE
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| EF4A—LEF2UT4 E=2DEAAE
[FAA VIEEHRNHY T A (No Domain Information) ] .

\)

GE) [ (Overview) | " X—YD[IPLEaT—3 37 4 VZIZLDHEIE (Stopped by IP
Reputation Filtering) ] D#EIX, T X TOHES IO E LR EFHMEICFHIZEESNT
WET, FEFMNOBRETIZT A, ARTOTZOITHFITRER TT,

FRTEDHBIMON T KIROLEEBY T,

[BEft 57T (Connections Rejected) ]: HAT R U v —lZ K> To v v 7 ENT-TXTOER, &
T AN = F T 2 A IZENATRT DTV AEE ., SR SR O B2 R EH
BINCHERFCE ERA, TORDYVIC, HREINEROKIT, SRR TR OLBEE TS 70k
BEIZOWVWTORHER SILET,

[#&c7k#% (Connections Accepted) | : 3217 AHL S VT2 X T O,

[RAAL LV EaT— a7 4V ZIZL 5151 (Stopped by Domain Reputation Filtering) | : 2%
FBERAALA DL 2T =Y a VHEICESWT T vy 7 S A v E— T OREL

[ZE#E AT v MUIZ X D151 (Stopped by Recipient Throttling) |: [V E =T —3 3> 7 4 L4
\Z & D181k (Stopped by Reputation Filtering) ] 2 > 7R—3> hT9, HAT ERAE (1 BFREY

720 DRRZEER, Avt—UH0 ORRKRZEER. 3RO DRRKA v E—Y
B) OWTNEBRIZeOI, HILSNEZEA v E—VORERLET, ZOfEL., HL
SNTh, TCPHEROBHRICBEET 2% EA v E—YOPHEE REFFENT, [LE 2T —

a7 4 NZIZX B (Stopped by Reputation Filtering) ] 3EH SvE 9,

B~/ = TN L 58 (Detected by Advanced Malware Protection) ]: 7 7 A /L L

a7 —ar 74NV Z V7280, IR 7 7 ANADBREROHL 7 7 A 0E LTHRIHS L
A=y, ZOMEIZIE, T7ANVGITICEVERRD L LR SN EDT v 77— M E
X7 s A MTEERER A,

HEHE B (Total Threat) |: GHMEF L Y 2T —3 3 LV PRIE &L, ERS(E4 .
ANRL, BEIORTA LR L LTHIESNTE) A v E— 0B

T=7NADOTFEIZH D [F] (Column) |V 27227V v 7558 BT AOERRBERRNED
BbET,

ZOUVANI, BTLRAELYV 2% 7w T5L Y= ENET, DT7L2AHLOICH
HINSTRZABIE, T—XOBRAED Y — MUEASINTWAED T LEZRLET,

B&EIE R
[RAA UNEHRMPH Y £ A (No Domain Information) ] (15 ~~—2)
cFEMIORBINEDE (16 ~—)
[FAA UiEHRAHY EFEA (NoDomain Information) ]

BIA—NT = T oA IR LTI DD, XTIVDNS IV 7T v T TRIECTE 2o 72 K
AAUNE, HHRAAL [ RAAL UAERDH Y £ A (No Domain Information) | (2 H BRI 53
HINET, IO OFEORKGESNRWAA ME, BHEFORGECL > TEHETEET, &
FA=NEZETHIEODT— T A OFREEZZRL TN,
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B zaomabe

HHOBMWEHE
7— 5 B

BFA—Lt¥ayT« E=40EAAE |

UAMIRRINDEGBEHEORIZL, [FErSN7-HHE (Items Displayed) ] A =2 —nHERNT
TET,

BIA—IN X2V T 4 T=XDOT =T NMIERINTEEEIZONTL, TOXREE (F
AL [ RAA NEERPH Y £ A (No Domain Information) 1V > 7) &7 U w7 L THEDE
FBEICET M E FU LT LET, MRITEEE e 7 7 A V_X—VIZR RS, IP L
E;?—yay#—fxﬁ%@UT»&%A%ﬁﬁ@ihiﬁo%E%7m774w&—9#
i, FFEDIP 7 RV AEZEI Ry NU—2 A —F—CBT25EM% RYULZ T TEET
(T—FRRAAENDHEN—V  BEHE T 774V =T (16 3—2) &)

[5f& A —/v (IncomingMail) | X—L D NIZH D [IKEH 7 /L—7D L AR— K (Sender Groups
Report) 1 U2 %20 w2 LT, BIOLHE—F GEEHIA—F L— 1) EERT D&
L CXFET, BEZINL—T LR— FOEMICHOWTIEL, EEEZEIL—T LR—F (18—
V) EBRLTIEEN,

RAENDHER—T  FEHTOT7A L R=D

[%1§ A —/V (Incoming Mail) | <X—UIZ&H 5 [ A —/L D7l (Incoming Mail Details) |7 —
TNEI VI TDHE ZORRELTEBE TR T 7 AN SN—UNRERRINET, TDX—
VIZIE FEEDOIP T RLVA, RAAL Y, 3l Cry NT—2 F—F—) OF =2 n3E
FNTVWET, FHEHET BT 7 AL X=VIE, FEEFOFMIERPIRENET, LEOR Y
NI —27 F—F—FIEIPT FLADOREE T 7 7 4 L =%, %8 A —/V (Incoming
Mail) | N—=VERIIMOEEE T T 7 A R=V THEDHBZ 7 YV v 7 LTT VAT
EFET, XYy NUV—7 A —F =L, FAA L E25Lx2 T 474 THY, RAL UL IPT
RL2ZGhT T 47 4 TT, ZORBRBIUIP LE 2T — 3 o —E 2L OREROGE
ANZDONWTIE, BFA—NEZETLHEDODTF— N oA OREEZR LTI,

IPT7 RLVA, Xy hT—7 A —F—BILORAAL NIEHLTRREINDIEEE T e 77 AL
~9ﬁ\§9£ﬁwi¢o%h%hm&~ymﬁ\:@%E%#%@%E%~»K%#éﬁ
FZI7RBLOY~ ) —T—TARNEENET, 77 7O FIE, ZOREHICEETDL AL
itim?%ux%%Tﬁé%(@ﬁ@W?hvzmém%7m774w«~“a@\#m
RUANMIGENTEEAL) | BIOZOREEEDOHIAD SenderBase fFH, BZEEH I/ NV—T1F
W, BELORy NI HEREBONEREZ arRNdH D £,
e Xy NT—7 F—F—Ta T AN R—=VIZE, Xy NT—2 F—F— BLORZD
X NI =2 F—F—ICHETDE FAALRIP T RLACHETAERNEENET,
. %%4/7m774’/1/f\ﬁ\“‘& F, 2ORAAVBIORZO RAAL IZE#ETHIPT R
BT RN EENE T,
-m?vafm774w&~9mm\m?PvzmﬁK%ﬁé%ﬁﬁ@ihiﬁo

BEEE T 7 7 A N _X=UE, X=Y DO THOBUEDIERT — 7 WVITIROT — &2 BN E
EFNET,

sIPLEaTF—TarHh—ERn5048a—nNIUESR, 7L 2iF. ROBHTT,

*IPT RLA, RAL A, £3Ry N —7 F—T—
Ay NI—=7 F—=F—=OhTI) (Fxv hV—27 F—F—0D%H)
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| EF4A—LEF2UT4 E=2DEAAE
FaprgmaRrEnsBE~R—2  2EETOI7A LA~ ||

+CIDR#iH (IP 7 KL ADH)

cIPT RLVA, RALY, FliFHy hU—7 A —F—O R~/ =F a2— B X
RHEN v =F a— K

c ZORBEDOLRIIDA vE—VEZEFELTHLD R

KB DREHFE I/ V—T L DNS BRFESNTZNE I IPT RLAREE T 7 74
L R—=T D)

HEN~7=F =2— RiE, BEIL24ERIC AL UREE LA vE—VOOIAETT,
HEOHEIZHEHIND Y b ¥ — 27 —/L EFREEIZ, SenderBase ¥ 7 =F =— Ki&, 10
R T OB AR L CEBEIND A v E—VOROEETT, BEORKHER
EIX10ICRESNET, Ziud, HROEBEBF AL Ay =0 (I 100EA vE—
V/IH) Y LET, MEEEEFHLEEA. 1AM Y hO~ T =F 22— ROBEINT
FEEEDFED 10 fFOHITHEYE L E T,

AL~ =F =— Rid, EHIT 30 HREIGEE SNZE A —VORIZESWHTEHIENH
HENZEERWT, AR~/ =F 22— FNEREUFEEZFEH L TCRBENE T,

¥y~ S =Fa2—K (IPT7 KL ADH)
CHRBREA0HDOE IP7 FLR Fa7 7 AL =Y DH)

«Bonded Sender A7 —# A (IP7 KL A 777 A )L =T DI)
cIPLEa7—varAay” (IPT7T KRBTy A_—TDH)

BIDOA v E—UMLOR (XY NT—2 F—F— T a7 740 X=VBLUF
%4V7D774W&%y@g)

DXy NU—7 F—F—ZB#HT D RAA D (Fy NIT—0 F—F—Tn7»y
AN RXR=UBIORAAL Y T 77 A)L RX=T D)

DRy NIT—T7 F—F—DIPT RLAD, (xy NTV—7 A —F—Tar7rAL
R=TUBIORAAL Y T 7 AN =T D)
cEHFA—NOEREBIHEHAINIZIP T FLRAOEK (Y NV —7 F—F— X—=TD
)

PLEa7—va =R Lo TREESN D TR TOFRPTER S NI — T E R
F5HIZ1%, [SenderBase’ H DREMIEH (More from SenderBase) |V > 7 %7V v/ L&
R

« A—)L 7 A—#EEHE R, EEFICOVWTIEIN, & LRREREIC D287 A —

Nxa VT4 BE=XIEREELET,

e ZDRXY NI =7 F—F—lZ Lo TEHIND RAAL VBIOIP 7 RLRAIZET 55
X, Xy NU—7 F—F— T a7 7 AN A=V FRENET, FAALUHNOIPT KL
BT 25EME, RAAL  R—=DiIZERrEINET,

RAAL L TaT 7 AN RXR=UnbREDIP T RV A% FUALE T T FUIAT v
FLTHET e 7 7 AN XR=VEFRRTEET, £/o, 77 LD TEIZH D [
(Columns) (V> 27 %7 Vw27 LT, [IPT KL A (IPAddresses) |7 — 7 /VNOEEET
RL A Z L2, [DNSKZE (DNS Verified) | A7 —# A, [IPLEaF—3 a2 2a7 (IP
Reputation Score) ]. B L O [IFTDOEIEH 7 /L—7 (Last Sender Group) ] & F T 5T &
HLTCEET, ZOT—TNVNOLEDHN T LEIERRITLHZEHTEET,
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BFA—Lt¥ayT« E=40EAAE |
B :=z70071008%

Iy NU—7 F—F—=TaT 7 AN X=Vpb ZOT—T LD FEICH S [

(Columns) (V> 27 %27V vy 7352 &ICL0D, [FAA L (Domains) | 7—7/LAND K
AA T L0 [HES  (Connections Rejected) . [###t &GRS (Connections Accepted) ],
[ZEFH A1 v bW X D151k (Stopped by Recipient Throttling) ], B X O[EER~/L T =
TN X A8 (Detected by Advanced Malware Protection) | 72 EDFHR AR R TX F
T, TOT—TNVNNOEEDOH T LEIERRITHIELTEET,

VAT LAOEBEOLAIL. INHOHER—VT (WMEIISLT) T AT A DF =y
IRy I A&7V w7 LTHE [EEEZNV—71ZBM (Add to Sender Group) 1% 7 U v
7L, BEEHEIN—TIZRXY NU—2 F—F— RAAL 2 FLEFIPT RLUAZEBEMNT
HZrbTEET,

o, BEEOBIEOHERT — T VORGEE I N—TTERO FIh D [EEE I V—TI
B (AddtoSenderGroup) ]V > 7 %7 U v/ LT, #EEIN—TICEEEEZEBNT D
ZELTEEY, BEHEEXEE I/ N—TITENT D HEOFEMICOWTIE, B A—L
EZET OO0 oA OREESHRLTLITEIVN, YR N, LT LLAERZ
TOVEIZHY FHA, EX2 VT 4 P—ERIEFERBA—NEZUHIELZ L TEE
R

REEIER
EEFETO T A NDOKE (18 2—)

EEHEITOI7MILOBRE

FEDOEGBEEZMRBET DL, [Z7 A4 > 7 FFE (Quick Search) Ay 7 AIZIP 7 KL A, R XA
A, FFMBL 2 AN LET,

BEET 0T 7 AN XR=URREEOERE LICFRRINET, T DT HIATN L B
NV KEE T T A =Y (16~—2) ZZRLTIESN,

EEHEITIL—T LAHR—F

EEHEINV—=T VR—MI, REEIN—THBLIOA =L Tr =R =T 7 v a LRIO
BfioV~ U —Zft L, SMTP il L O A—L 77— KUY v—D MY REERTE 5
XolcLET, BEHIN—TI2LD A—/L 7r— (Mail Flow by Sender Group) ] U A hiZ
X, BEEE I NV—TOREB LB RSNET, [(A—NVT7r—R) =T ar
IZ X 5856t (Connections by Mail Flow Policy Action) ] 77 7%, %A —/L 7u—RJ > —7T
7 va rOEROEGE R LET, ZOX—=VIZE, AR T 7R T =71 (HAT) &V
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LR — MG oREEEE (RSP L) | 3 A ¥ 2ol EsRINTEEd, /777 F
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\}

GE)  ZoX—=TidiE, A vyE—VEIEIC %ﬁéfﬁiﬁréﬂiﬁh FED RAAL D
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BCEESNDEIICAT Y a— R EINLTWD A vy E—UF, [TXTOEELHRAIT
(Retry All Delivery) 127 Vw7 45&, IEBICHMTTEE T, [TXTORE L FHRAIT
(Retry All Delivery) ] Tld, ¥ a2 —IllEBFENDIA v E—UNEEBICEESND LD ICAT

Va—NVEEBRTEET, down D — I BNV TRXRTORAS L ATV a—LENT

A=V FERFE YT DA RSN A yE—Un, FIREEOF 2 —IC AN LIET,

FEEDFESE B A A 2T TORME ZHMATT 5I1E. FAAL 4D 2 %27 v LE
T, [EENEEA T —H Z3EHM (Delivery Status Details) ] X—C, [EEZFHRIT (Retry
Delivery) %27V v 7 LET,

CLI Cdelivernow 2=~ F&FEHA LT, ZEBICEET AL A v =V DR F Y a— L%
BEITHZLEHTEET, FMIZHOWVWTIE, BFA—NOHIEEARA Y 2a— L E2SR L TL
720,

EENIER T—% X5EH (Delivery Status Details) ] X—

FrE DZIEH RAA T OMEHEREZ BT 211E, FELEAT —Z 23 (Delivery
Status Details) |- X—Y&HFHLET, ZOX—T1Z%, CLINT hoststatus 2~ R&ff
HALIEGELFRIUER (A—NVAT—FRA horE BIXOF—Y) nErashvEd, G
HNZOWTIE, CLIKEDEHEBLOE=X U V7 EZRLTLLEIWN) FED RAL V&R
T DL, [FAA %4 : (DomainName:) | 7 4 —/L RIZRAAL A E AL, [

(Search) 1%#7 U w27 L7, altsrchost fE4fiH L T\ oG, IBS—F DA D
7 R AEHRNFREINET,

[REF1— (Internal Users) | R—<

[P‘ﬂ%ﬁ:!-*—ﬁi (Internal Users) ] ~X—Tld, Wl —HIZ X o TEZEINT A —VICET S
RN, BFA—NLT RLAZEICERRENET (H—a2—FOEHDOETA—NL T NL R
N, VANMIEREINDIGAERHVET, LR—FTE, EFA—NLT RLAEFELOLNLE
HA)

TON—JF, 2008 a TR ENET,

cEFWBREBEREA v E—VHBLOEFREEA =0 ffa—F L, LA A—L%
Z5T 5 i —YaRd 777,
e 2—F— X = T —DFEH

vﬁ~bﬂ%ﬁ®ﬁf‘ﬁ P (RFfE. B, . E7213A) 2BRIRTEET, ZF7 7 EIEERMY X
FOF—ZE. FRTOLFE— }gnﬁ% [=27 AR —1TF (Export) ] V7 ML TCSV
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Detected by Advanced Malware Protection) | 7 7 AFE721E [BE R~V T = 7l TRt S vz
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Detected) ]. [V A /L AH (Virus Detected) ], [BEZR~/V T = 7 HEITHIE (Detected by
Advanced Malware Protection) |, [2Z 7 Y 7 4 WZIZ K 55%(E151E (Stopped By Content
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X, Tex)] TLEEATHEHEZMRKETH%HE. lTexamplecom] N —FH L FET) 2L FET,

[DLP > 7> ~ (DLPIncidents) ] R—
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VD4R ) v LET, TOFEEFERTLE, R v—itko TRz, #E
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BEEIE B

*DLP A > F v F®FH (DLP Incidents Details) (25 ~2—3)
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DLP A o> hOEM (DLP Incidents Details) [
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B AN = T oA DFEFEA—NVRY —THIEA F—7 /LD DLP R Y ¥ —%, [DLPA
»¥7 2~ (DLP Incidents) ] ~— D FEIZdH % [DLPA 7 » b DFEHAH (DLP Incidents
Details) | 7 —7 /MR RSNET, FBMEFHREZRTT DL, DLP R Y O —D4HTZ 7 U v
7 Li—g—o

[DLP A > 7 > h ®O#FEMl (DLP Incidents Details) | 7—7 Wik, R U T —ZL D DLP A > ¥
T hNOEFHEE, ERELUVRONRERLET, ERELLITE, Ny rA3Iniz
Avt—=U0E, 7V T ThIG, BEETEE. ERIFHIBRESNTEA v E—VORbEENR
T, T—HEY— b TDHIF ATLERMLEZ Y v LET,

[DLP 7K1 o —EE#H (DLP Policy Detail) ] X—

[DLP A > 5 > b ®DFEM (DLP Incidents Details) ] 7— 7/ CDLP R U L — D4 HIEZ 7 U v
7 LIESA. TOfEE L THEREND [DLP R Y > —3f#l (DLP Policy Detail) ] ~2— 2%
DRV —IZBETLDLP A VT v b T—ENERINET, ZTOA—I2F, BEREICE
SWEDLP A VTV NDT T INERINET,

ZON—=VIZIE, DLP AR Y =B LTe A v — V&R E LIS 2 —F 2 RRT 5,
R—=UTFHIZH D [EEFEHERA > T > b (IncidentsbySender) | U A MbEENET, ZDV
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oy 7 ENEPIRENET, [EEEA 5 b (Incidents by Sender) ]V A k&4
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XET,

EEELEI) v 7T B e, [NEB=—Y (Internal Users) |- X— UM E F9, FEICHONT
I, [NEf=— (nternal Users) ]-X— (22%—V) 2L TSN,

~
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F7LY AR TERENET, [T Y7 4/L4% (Content Filters) | ~— T &4 5
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\iﬁqo

c ZAF AN ETNIEEA NS TR U —SNREOKRLZ N a T Y 7 4 VX

HEEDaLT Y T4 VBB N =L A VB LG LT AL —
VARNDALTY T4 NELET )y 7T He [arT Y7 4 Z O (ContentFilter
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« % KA A T, DMARC BREIZR LTZ A v — Ik LT AsyncOS R ED L H 72T 7
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[DMARCHEFE (DMARC Verification) | ~<— Y ONEITRD &0 TT,
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LHE, BRENTVWDEAITIVDOA Y E—VDY A MRERINET,
*« DMARC #FEICAE LTIZ A v —T D,
* DMARC f&5ERI TR DA F,

LR — MRS ORRIEH (GREOEZR ) | 3P AX 208l ERIRTEET, /77 7F
TIEFEM Y A T —XIE, T XTOLVAR— bk EEBRIZ[=27 AHR— bk (Export) ]V > 7 %
ALccesviic=s AAR— r9 50, [FIWlAH (PDF) (Printable (PDF)) 1V > 7 Z{HEH L
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c Ayt —VTHBERET 2720 S5 ETF VY —2 0% (REH)
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HFEDETF Y —ATAvE—UHEI Vw7358, [AvE—V N7 vF 7 (Message
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BF AL tFa)T+ E=20EAHE |
B 75r5049 7005 (OutbreakFilters) 1x—2

TVLA T T ANZIZE > TREESN - A v B—VICETAERPRINET, ZOX—U%ff
HLT, /82K T4 NA, k. BLORT7 4 v o T T A EZE=2 TXx F
j—o

[# A 7B (Threats By Type) | &7 v a lidk, BFA— AT —FU oA ICL>TRES
T BB A vﬁ_y@éiﬁif£547ﬁ>ﬁéﬂiﬁ‘o

[&BEiY~ Y — (ThreatSummary) &7 3 2 2, [w/4 7 =7 (Malware) ], [ 4 v 7

(Phish) ], [FE#k (Scam) ]. BEI O[T 4 /LA (Virus) JIZLDEEA vE—V DHNFRIVR S
NEF, BEE 7V v 7358, AvE—Y I vF T EFEHLTCEORIZEENTNDT
RTCOAyE—=VDY A NRERRINET,

[EEVEROT 7 v 7 LA 7%~ VU — (Past Year Outbreak Summary) ]1Zi%, Z @ 1 FEfIZH
72 7= VBAEB IO =D VBERRRINDDT, =Ly NT—=7D L R
Lra— U Ry RERETEXET, Fa— LAY 2 NI, TTo%RAE (YA LA
LA NALSNDTTT) O EMESTT, ZHUTK LT, m—AARAE, BEVOEFA—
NT—= N 2 AN BEE 5T VANVAREIRES N TWET, v —I/VEREAT — 2T
L. VA NVAUSNOEBITE ENEFA, 7T —SVEYRAET — 21X, T N7 LA U REBE
THAERESINTWD LEVWMEA M 2 7=, Threat Operations Center (& X - THiH S 723X T
ORAEEFRLET, v —WVEYRAET — XX, TV N7 LA JRBECHARES N TS L
EVMELZ R, ZOT T IAT UV ATHRHINTETRXRTO YA NVAERERLET, [R—
T NAREDEFHRF] (Total Local Protection Time) ] (. Threat Operations Center (2 & 54 7 A
WAFAEDR &, FERU X —IZEDT VT IANA T =F v DA & ORI ZEICH I
DNTWET, T LT XTOT e —SURER, BEWOEBEBFA—NLT =T xA] i”E“
EHEZDDTTEHY FXA, T T RERFRNFELROD, T FIANA R
H—=InH T =F v R EAFTERNWZ 2R LET (—HORE—1X, v 7 =F v
EHELEREA) o ZHUL, RERMPEr THDL 2 LE2RTOTIEIRL, RERFMOEHIC
VEREREAFTERNIEEZRLET,

[FREfE X AL7= A v &— (Quarantined Messages) | &7 v a > Cld, &Y~ 1 /L% ORGEEIRILD
BEPRESNET, ZiUE, BYT o L Z PR LT BTER R B A B — Y O AHET 5
DIENEHSORETT, RBEfSN 72 A v E—T0F, ﬁq:jjﬁzﬁ%* R ESNET, W, AvE—UF
TrTFITANABIOT U F AR = ADMEHFTRBIZ R DRNCREE S NV E T, A vy E—Un
fRILENDE, TovFIANABLIOT VFANRAY 7 R 2T I Lo TAR Y Sh, Btk
M 7= EHESNET, BN T X T OEBMEICL Y . A v — U0 REEREL
NIZHDHEETH, AybE—YoREELV—L (BEXOREEMT ONDHAE) BEEIND5GE
B ET,  FREEFEEICA S 2R TR <) R A v — V28R 52 L1280,

T DI K DIRELE D E £ 7,

[ DFEAE (Threat Details) ]V A MZIEZ, &BOHT TV (TANVAL FEIK, 72137 4 v
) L BB OL4REL BEOBH, SN A v =T 0K RED, FEDOREICET S
HHRPERSINET, VA NVABEOGAEIZMWMEVFEROTANAT T N7 LA 7 (Past Year
Virus Outbreaks) 12, FEAEDLRIE ID, VA VARAERYD T a— Ui &7 3,
T RNTVUA T T4 NI Ko TRESNDRERR, BIOREESNTZA v E—V 0N E
FNFET, BEAOA=a2—%2FHL T, Za— LR EFHIIa—LREONTIN, BX
DRRTHEA =B ERTEEST, ZOVANMI, VT7L2RAHLEZ Y w7 LT/ —
FCEET, Bz 2V v 2958, Avk—Y TR ZE2ERALTEORICEENATH
HZTRTCOAYE—VDU A NPERINET,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[DA4ILR 24T (Virus Types) 1 R— .

(AN 7 10— )L CHERE L7= H I (First Seen Globally) ] OWfEIE, R KKDOEF A —1FB
FOWebE®=#Y 7 x>y NU—27 T 5 SenderBase D7 — X |ZH-SU T, Threat Operations
Center [Z X > CIRESNET, [IRERFR (Protection Time) ] 1%, Threat Operations Center (Z &
DEGHOMIE L, EBENUF—IZXR DT U TFUANA LT =F v OfFRE ORFEZEICEES
TWET,

o) 1L, BREREDNEE LRV, T FUANARE =5y 7 =F Y Bl & AFET
ERNVWZLEERLET (O -, VIS =F v ERE LEEA) o RERRENE
BTHHILEERLTWDEIDITTIEHY A, LA, R#ERMOBEHICHERERE AT
TERWVWIEEERLET,

[ZEAYE—VNEDE v M A vE— (Hit Messages from Incoming Messages) | &7 v =
WZIE, DA VAR 7 7 A0 EOMOER GED v AME) | EERZER v E—T DO
HEHPTRENET,

(B~ NEloe v b A >tE— (Hit Messages by Threat Level) 12727 2 a Zid, BB L
NV (LL L~ 5) [ZESWTREEBA v E—Y (74 VZAEBLOIET 4 LV 2ME) OFEIG
EENREINET,

[T b7 LA IREBESILTUVD A v— (Messages resided in Outbreak Quarantine) &7 3+ =
AAZE TR T LA TR ) TICAS TWEBE A v 2 — V00, ZOHICIE3\T
IRENET,

[EX#x 572 EATURL (Top URL's Rewritten) ] &7 3= L, BAERKIZE ST, E
EHZ ONT B 104D URL 23 A FTRSNET, EEHZ H472 URL 2 & HICRRT
LI, [FBrRENeT A7 A (temsDisplayed) | Ry 72 o 2R LET, BEEZ2 Y v
I35, [AvE—Y T vXx Y (Message Tracking) | X— U T@ERNLcEZHZ DT
URL 250 _RCOAvE—VDY 2 MREREINET,

[77 b7 LAY 7 4% (Outbreak Filters) |<— VAT &, ROEREBIGCTEET,

TREEENTVWA R v =YD E . FNHLDOBHEBDE AT
c TANVAREIIRTET I N T VA7 7 4 VHBERED Y — K X A A
« I — N A VAR LG Lo e — L U A L ADFRAEIRD

[DA4ILR 24T (Virus Types) ] R—

[VANARZAT (VirusTypes) | X—TTliL, XY NV—ZIZRALTETVANLVABIRR Y b
U= NHRESNTTANVADEINREINE T, [VANVAX AT (Virus Types) | ~3—
Wi, BEWVOEBEBFA—NT— N oA TB#ITH5VANVAZAT Y Lm0 VUL > TS
NTETANABREREINET, ZOVR—FEFHL T, FFEOTA NVAIIK L TREDT 7
VarvEFETTHIENHRESNET, 728 XIE PDF 7 7 A JVICHAGA TN D Z L AVHIA L
TNDTANAE KREIZZE L TWDHEE, PDFRIRMNENTHND A v =V % RHET 27 «
BT areffild 52 LRI nE T,

BEDOIANA Ay TV EBFITLTCODIGEA, [VA VAKX AT (VirusTypes) |3—
DITF, A XTI TWVWABTRTOTA VA AF Ly TP ORERENEENE T,
NR=VNWIERENDTA NV ADLENE, VANVA AF Y TVl K o THE SN T- 4|

I EFs—nLtxaysq w=s0EAsE



EF AL tFaUT4 E=20EALE |
B weLo L5y s (URLFiltering) 1x—

TT, HEOAX YL o DU M1IODO AN AEBRB LIEAS. BIU AL RICx LT
DOy N BGFEETDREEENH Y 97,

[VANASZAT (VirusTypes) | X—PI2iE, *y hT—ZIZRALTEZUANVABIOER Y b
U — 7 TEZE SN VA NZAOMENRINET, B LIEZE YAV AD AL (Top
Incoming Virus Detected) |7 > 2 iZid, Xy NV —=JICHEHESNTZTA NV ADTF ¥ — b
Ea—RRIETERINET, B L2k E Y A L ZAD AL (Top Outgoing Virus Detected) ]
v va i, XAy NI DB ERENTEVANADT v — b Ea—NEIETERINE
D

)

Gx) TANVAZEG LTZ A v =% %y MU= TEE LR AR M EFRRT B2, [2E
A=/ (Incoming Mail) | _X—IZBE L, [F UREHMAZEEL T, vA LV ABHERIC
Y—hLET, RERIZ, 2y NI NTUANVRAGHEOBE A=V EFELIIPT R
LV AZFART B, [BEA v E—V%EFE (Outgoing Senders) | RX—T&FKxL, U
ANVAGMEA v —VRHIZY — R LT,

[VANAZATDFEM (Virus Types Details) | U A ML, BELEEZEAyE—Y, BX
VG A 2=V ORBIR ERED A VAT DIERNF RSN E T, B LEZEA Y
TV O A NI, VANV ADARIBEI RO VA NAER LTIZZEA v E— VO
BRFRENET, FERIC, BEA v E—VOFMY A M2, VALV ADARIBLOZOY
ANAER LTZEEA v B =V ORBINRRINE T, VA NV AORBEOFEMIT, [EA v
t— (Incoming Messages) |. [£{8 A v &— (Outgoing Messages) ], F72IT[ERE LA >~
t—T DG (Total Infected Messages) | B2 Y — R T& £97,

[URL 7 «JL%Z 1) >4 (URLFiltering) ] R—

sURL7 A4 NVH VT LiR—F TV a2—/UE, URL 7 4 V¥ U T IMHHDGZEZDHN
NEINET,

cURL 7 A4 NZ V7 LAR— NI, EZEA vy E—VICH L THEATEET,

cURLZ ANFZ N T 2PNk oT (TUFRRNT O RNT VAT T ANH AF ¥
DO—EE LT, FHRFAvE—V/arT oY T4 N2 E2ERALT) Ay ENd Ay
T=VDHNR, TNHLDOEYV 2 —VICEENET, 72720, LT LHTXTOREIURL
TANEZ Y RO BITEKT 5D TIITE EE A,

[ LAZURLA 7 =Y (Top URL Categories) | E¥ = —/LIZiX, 2T Y T4 F E2lE
A=V T4 NFC—ETHNEIDIILPDLT, AFx X SN A v =V THIH
ENTTRTCOIT IV NEENET,

FZEA v —VICHEMNT D ZENTESLURL L 2T —2 gy LULiE 1 D721 TF,
Ay —VIEBEOURLRHH5HE. A vE—YNOURL DR BEWL 2T — g
DFEEHERICKE SV E T,

[E¥= U7 ¢H%—EZ (Security Services) ]>[URL” /L% U 2 (URL Filtering) ] T
WMELZZa— L) A RDO URL L, VAR— MIEENEEA,

ERID 7 4 VB THEHAESNAZHFARIU A RO URLIZLVA— MIEENTE T,
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| EFA-LEFaUT4 E=L2OERALE
[Webf >52 54932 k5 v¥2% (Web Interaction Tracking) 1 X— .

cHEDHDHURL LiX, TURNT LAY T4 N FIZE->TLE 2T — a3 UMW & fE
EN7ZURLTY, ==2—hJ/VURLEE, TURNT LAY T4 NFIZESTI Y v I K
OREN VI L HE SN URL T, 2D, ==— k7 /LURLIL, CiscoWeb & ¥ =
Vr g 7aXxic AV 7 T HDicEZBRZONET,

cURL T Y R=Z2D T 4 NHADFERIZa T YRBLIOA =Y 7007 LR— |k
WS VE T,

*CiscoWebEFx =2 VT X ickd7 U v 7D URL FHMEDORERIZ, LAR— MIX
ML EHA,

[Web1 2590232 k5v¥>2%5 (Webinteraction Tracking) ] NX—
i>
eWeb A XT3 ay hTuvF T Lik—hEFYa2— M2, Web A X T 7 ard
hT XU TREREINA R —T NV DGR DIRT — 2 NIV IAENET,
eWebA v ZTF 7 ay hTovXrZ LiR—h EDa2—E, UTAEALTITESSN
T30 oBEICERSNET, o, BEHIONZURLZZ U v 7 L72# T, Web A
VRS ay FIvXU T LIR—MIZOARY MR LAR— FEND F TITITREK?2
HEE b 2 E03H 0 £,
eWeb A XT3 ary hTuXr T LR—MI, VIAVAALLTEFINEYA, 77
T RICUAA LT FENDLEXWZ ONT-URLEZZ U w27 LI, Web A v & 573
VORI yRUT VR—=MIZOARY MR VR— FEND FE TITITHRK 2 Bi23035 Z
ENRHY FEF,
cWeb A XT3 ary TRy Lik—hMI, BZEAvE—VICRH L EATE F
j—O
sV Ra—¥FNI Vo Lz, 79U RIZIVEA LY FENDHIEXHHZ H17-URL (R
V—FFIET T RTUAT TANEITEST) OHEN, TNHDOEY 22—/ EENE
j—O
*[WebAf #7273 ar 7 vx 2 (Weblnteraction Tracking) ]~ S— i, RO LA —
MAEGENET,
IVRFA—HYNI v Lz, EEBMIAONT-BEEDH S LI URL (Top Rewritten Malicious
URLsclicked by End Users) . IRDOTE#HZ ETiifiL AN— FaRR$T512E, URLZZ Y v 7
L/\i‘g_(]
e EXMWZ ONTEEOHLURLAZ Uy LIz Ra—HD ) & K,
cURL 237 VU v 7 &= A& i1,
cURLBRY V—F=E T T NI LA TA4NZIZEoTEXHIONTZNE 5D,
e EBXWZ DN URL NV U w7 SN EXICEITENET 7V ay GFal, 7ry 7,
FEFARE) , URLBT Y R T LA T4V RIZEoTEXHZOLNTEY . KR
HENMERA TERWEE, AT —HF RIARHE LTERENET,
EEMAONE-BEEDOHDHURLEY Y vy LIzEfLT Y Fa—4 (Top End Userswho clicked
on Rewritten Malicious URLS)

I EFs—nLtxaysq w=s0EAsE



BFA—Lt¥ayT« E=40EAAE |
B szr—rno—smLk—r

Webf 235933 bIvFx 2 DM (Web Interaction Tracking Details) o R DEH A
BENTVET,

c VTRV AALY FENDEZHZONTZTXTOURLDY A~ (BEOHDLHD
LRV b M) , FMILAR—FERTRTDHITIE, URLEZZ Y v 7 LET,
e VT URIZUEA VLY FENDZEZIHEZONTZURLRYZ Y v 7 SNTHEICEITENE
Trvay EFe, Tavr. TRIEAR) .
T—HERRT DT, ROBIEEZFEITLET,

¢ [321§ A—/V7R Y > — (Incoming Mail Policies) |>[7 ¥V 7 LA 7 7 ¢ /L& (Outbreak
Filters) | Z&IRLTCT Y M T LA T4 NHFEZREL, A vE—VOEELIONURL O
BEXWZEANLET,

« [CiscoSecurity Proxy ICU B A LY k) 77 auZHALT, avToY 7408 %
MRk L £,

T Ra—¥NURLZZ Y v LIZEXIZEDOURL DHE (ERERITEEOH D) AW
Thdht. AT —FRAIARE LTERRINET, 2, =—FD 27 Y v Z7IKEIZ, URLAN
IHICTHEINTWED, Webr—ARNE T LTWh, BERAEETH -T2 TH 5 A]
BEMERH D 3,
e EBXWZ LN/ URLZT Y Faa—WR2 U v s Lz, 7V v 7 &z URL Z &7
RTOAv =YDV A NERRTHIZE, FEEFEI7 Vv 7 LET,
*Web A > XT7 7 ay bTvxrr LiR—FEHERLTODHAIE, ROGIRFEICE
BELTEEN,
cHEDHHURLEZEBEXWZ 121410, A vt —V2FELTHoa—Y (FHERY)
AT DL 9ICar T oY ERIZA v = T 4 W ZEREL TWAEA, B S
Niea—YPRZOESHRZONTZURLZ27 U v 7 LEHAETH, TOZEED Web
AVETITvay VIR T TN LET,

e EBXMZ SN URL 250t SN A v —YDabt —%, WebA v ¥ —7 A
2AEMHL T —Y (FHERE) CEETIHLAG, 202—% (AvkE—Y0a
E-MmMEEINz2—Y) NEOEEHBZ 5N URLEZ27 Y v 7 LEEATH, 7T
DZIFEDWeb A X T 7 ay TR d T—2REGLET,

s FOFRERTHSTH, B A—NT— NV =A DA EEET D TEND HHEIT.
VAT KR E W E SR (UTC) SRS L2 LT,

BEA—ILDO—HELKR—k

I A =L OREFEROER 2R LTI ZE W,

774 LEaAaT—a3vBLEUV T 7ML LAR—F

WIZTRTLAR—MIOWTE, 7740 L Ea2T7—2 a3 BLORT7 7 ANAVSHOLAR—KE T
TR T ESBLTLITEZIN,

B EFA—LtFa0T1 E-2OEASE
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| EFA-LEFaUT4 E=L2OERALE
[A =LKy ZAOEMER (Mailbox Auto Remediation) 1 LK— [l

 BER~ /L = T B (Advanced Malware Protection)
o 77 AV HT (File Analysis)
« AMPHIEEDT v 77— K (AMP Verdict Updates)

[A—ILRy o XD BEEEE (Mailbox Auto Remediation) ] L7/Kk—

[A—/VRy 7 ZAOHEEHRE LA — b (Mailbox Auto Remediationreport) | X— % LT (&
=4 (Monitor) |>[A—/7AK v 7 ADHENEE (Mailbox Auto Remediation) ]) . A—/LR v
I AMEBREROFEMAE R R TEET, TOVR—F2HH L CROFEMEZRRL £,

A=V L TCEENDLBEEDOT 7V a v

« SHA-256 /~ v ¥ 2 (BT B TNWD 7 7 A V4

o A—VIR w7 ZAMER PN E IR L TEZEHICOVWTERINTWDL TR T 7 A4 V4,
D—E

BN KRB L 7B

s AL Zw B T EaNT=T 0T 7 A LDz

Ave—Y M7 o X JICHER vE—VERRTHICIE, SHA256 Ny v a7 Vw7 L
i—a—o

FANZOWVWTIE, A=Ky 7 ATORA v E—YDEEEZSR LT IEEN,

[TLS 3%t (TLS Connections) ] R—<

[TLS ##¢ (TLS Connections) ]~— 121, A — /L OEZAF M H & D TLS #c O 2K 1) 72
FERRWAERTRENET, ZOLFR— MTiX, TLSEMAFEH L TA— L EZERET LK NAL
YOFEIC OV T HRENE T,

[TLS £t (TLS Connections) | X— T ZHEHTH L, ROFEREPETEET,
« EZEHERICE D, 2IRH7Z TLS OEAEIG
* TLS #&felZ i) L7z 3— R —
« TLS B&f5elZ i L g o Jor 83— hF—
* DANE 234 7R — b & T % TLS B pEh L7z S— b —
* DANE 23R — b & TV % TLS #tlc L L7z S— b —
« TLS FEREICRIED & 5 73— bk F—
e X—= M= TLS 2 L7z A — /L ORI 228515
« DANE 2378 — b STV 5 35(F TLS #kcICpict L7 H1 &
« DANE 3% 7R — b STV 2 HEEHRIC R L7 BIA

i

=
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BF AL tFa)T+ E=20EAHE |
B (== SMTP 25T (nbound SMTP Authentication) ] X—

[TLS #f¢ (TLS Connections) ]-~~—i%, EEHHICHT 287 v a b, BEERICEATS
v a G NTWET, F' 7 v aidid, FEERSEENTS T T e — B
FOERNEGENTHET,

7T 7\E, FBE L-REMFEFEICH= 5, 5%1E TLS O L a8k L O b h
WO E 2 —NFKRINFET, 7771003, AvbE—VORE, e {bIh=mEe{hs
NN A =V, R/ LTE TLS B 5k A v —T 0 R, h/ KB L 7= DANE ##:¢
DENEREINET, /77T, TLSHMETH > -8kt & . TLS NHIZE L S -
XAl S ET,

2‘%&: B SN A =V ERIEZETD RAAL VOFFMRFRREINET, RAA T
mW%WLt E@nﬁﬁﬁkﬁ%éﬂtﬂﬁﬁﬁ@ﬁ AT &7 TLS B D%k
(EAZIJJ L7eRILLTe 2o 69) | BB LSV TW e 0 OfaE, DANE D%k
(ﬁi%b?‘:b)é’iﬁ&b?‘:ﬁ%:ﬁﬁbf) ZFRRTEET, £72. TLSBEITENTZ TR TOBRD
L, BLOEFISERE SNIEREEEA v — 0% (TLS MESEDENT DD D 5 1)
HERRTEET, ZOROTEHIZHD [ (Columns) (V27 &7 Vw7352 812X, F
TLEDORNIERREYVREZ D Z LN TEET,

SMTP S2ZF (Inbound SMTP Authentication) ]| R—

[2fESMTPFEAE (Inbound SMTP Authentication) | ~—IIZiX, 7 74 7 > FiEWEOEME

W, BLOBEBF AN = Uz ba—FDA—NVT T4 T FMETSMTPE v 3 > &8

FET 57D SMTPAUTH 2~ RRRRINE T, BT A—NTF— by oA 1%, iHEER

IL SMTP AUTH =2~ > REZIFAND &, A—NT T4 T b~O TLS e 2 et L7,

IIAT Y MIZOERmEFHALTA v E—VE2RELET, *%x%w& FY AL, 2

ﬂ%@ﬁﬁ%nwfiﬁfﬁwféﬁwtw LAR— ML, RAAL A ER f4/m7F
(ZFSUN T SMTP BFEDFEIAE RSN E T,

WOTEREZHERT DL, ZOLVR—FE2EHL X3,

« SMTP #FEA M H L TV 5 55 O %K

« 7 TAT v FREAEEHEH L TV A RO

« SMTP AUTH % L T\ D8k D%k

s SMTPREGEZMA L L5 & LT, SRR LI RA AL

« SMTP ZEEN LM LT —FH T, 74+ —A Ny 7 EFEITHER L TWAHEREDOHK

il

[%1

[x{.:. SMTPEEFE (Inbound SMTP Authentication) ] -~<X—ZiX, =5 LD 7 7 7, SMTP
o nftil:;{fi uit?? L7z A ?‘/l/%'{m%@ 7 7. BX U%ﬁ‘{fi@ N ui(ﬁ@ﬁ%fﬂ %@@?*‘7/1/75)2%
RENET,

[3215 L72#%%i (Received Connections) |77 7 Tld, 87 L 7= R #EFHIZ IV T SMTP k%
ﬁfﬁ LCEmEZRFEL L D & LIZA— V7 T4 T v bOERBERINRENET, 207 T 71

VBTFANT = U = A DT LT O EL, SMTP FRGEZ EH L CRRAEZ AT L 72
#ot@ﬁ@ﬁ\7747/F&%i%@%Lfmﬁﬂ%%%iUm%Lt%M@ﬁ SMTP
AUTH =i~ > RZ&2f ] U CREREA RIS L O L ekt OB TR S E T,

[%215 L7=%15% (Received Recipients) |17 7 721X, SMTPFEFFEEZHEH LT, A vE—T %k
BT DICEFA—NT = U = ~OEARAEL LD & LI A—NVT T4 T A

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE

[L— +#IR (Rate Limits) 1<—2 [

?6§1§%®§i75§%réﬂiffo DT T 7 TR, ERSEIESNIZZEH O, B J UM
RRAE S NIR P TeZFE DB b RSNET,

[SMTPpu FEDFEAN (SMTP Authentication details) 7 — 7 /MIZid, A v bB—T %R EET H7-0OIC

B A—NT =N oA ~OFREBIEL L) & Lica—TE2ET AL VOFFNRFRIN
9, RAAL L TEIZ, 7747 MEEEZEH U8t (RS £ I3RB) o3k,
SMTP AUTH =~ > R&EH U7c#eeallT (BB E7213KE) 0. B 747~ Mk
R ARIT N R L7-% . SMTPAUTHIZ 7 = — /"y 7 LI OB e FR x4, <2—
CEMOY I EFEHLT, AL VAETRIEIRAAL U IPT RUABNZZ DR EFRRTE
£,

[L— F#IBE (Rate Limits) ] R—

TR —FEEHETLEOL— MIBEEAT L L. A—LREET RLRZHESINT, fHx
DEEENLOREMBIB S EDET A —IV A v —UZEEREHR X ET, [L— MR
(Rate Limits) ] L'AR— MZiX, ZO#lRE iKY ERl- 7= EE7BNFrInET,

ZOVAR=MI, UFZ2HETL2HAICRILET,

c REDANLEZXRET OO SN REOHSENTERna—F Ty o b

< EEI, 77— N, BEVRER EICEF A A ELEHT HMBEN ORI AT 7Y r— e
v

« NGRSO Y —ZFHO 720D, MHEN TEF A — L ZIEBRENEE L TV 2%E T

P ASNKLFRRENROD, KEOFEEF AL FT 74 v 7 2RELTODREET

WESEE A I T D E# a2 S iefid LAR— b ([N#ER=~— (Internal Users) ]. [ZE{E A v
t—T%EHE (Outgoing Senders) |72 &) TiX, BEEINTA v E—VOEOAFHH S E
T, INHDOLHR—FTIE, DEDOA =TS HOZEHITHE LA EEIGRN S E
A,

[ EATBCEBEE (A > 27 > RBI) (Top Offenders by Incident) |5 v — MZid, sREFAHIRLID b
ZLDOZEFEIIA v E—VERBHEBIIEEFELELO & Lf_i/’\lﬂ“—7ﬂ£1u%‘75)?%ﬂ“éhi
T, FRITRIA T MY LES, ZOF ¥ —FTlE, TRTOY AF—=nb0DA
VTV MR SN ET,

[ EAZ BB (FEAT L 7= 215 #F %%) (Top Offenders by Rejected Recipients) ] F ¥ — hZ B E
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ZOLHR—FTIE, BEHMOU—27 F2a—HNORA v E—CO0EBIORHBEO T —7 Fa—
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Je

EXb [V—2F=2— (Workqueue) | <N—TVZfERT DL &I MFEF 22—y T v T OB
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JY—REHNTIOTAET«
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T A=~ A& ESEDLITE, Xy hU—2IC %x—wﬁ—h?m4%km¢ém RE
ERELTC, RRKOALV—Ty NEET L2 ERLERGEALH D T,

i
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[ AT LAT—H A (System Status) ] <X—IIZIE, VAT LADTRXTDOYTIVHA L A—)L
BIXODNS 777 4 BT 4 OFINFRINTE T, FREINDIERIE. CLI T status detail =
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ESPEREENS
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A—IL VAT LDOARAT—% X (Mail System Status)
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BT A—NT = T2 A DT v T HEA L,
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I BFA—ILEFa T4 EZF2OFERAE

o« —fRAY72 Y V) — AfFEH = (General Resource Utilization)
e JIEHENTWDT 4 A7 % & (Logging Disk Utilization)

L— bk
[L— b (Rates) 17 v aidld, ROZEHICHETLUEENRINET,
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I AEYEYy FT DI, [V X%E Uty b (ResetCounters) 227V v 7 LET, Z
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BEFA—LtxauTs E=20EAAE |
. [AvE—2T 1 )L2 (Message Filters) 1 R—2
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%ﬁﬁf%iT
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Safe Print CHI) SN/ 7 7 ANVDEFHEE 7 )V v 7358 [AvE—V T vF s
(Message Tracking) ]IZA vE—VOFEFANERINET,
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N5 CSV LAR— hEARTEET, ZOBMEHIEE, [LA— b (Reports) | ~S—\2F
IRENDERICETHEMNLA— FEMLELTIHE, FRIIAERY NUV—2ZT7 7%
ATERNZ—WIZ CSV T — X & ET DA IERTY,
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LR —=FOREXT — X 25T ASCHTFA N 77 AL TY, & CSV 7 7 A VI,
RR1001TE2EDDHZENTEET, LFE— MNIEEOEEORNE TN D56, FRIC
XL THHED CSV 7 7 A VMERL S LE T, H—D L AR— FOBEED CSV 7 7 A /LI,
H—0Dzip 7 7 A MITEMEES LT, T—=WA T 77 A NVORIFA T 2 a gl d 270,
ERDOEF A=V A =V SN TEF A=V CRESILET,

*HTTPIZKBCSV 774 ILDEBR, EFA— N X2V T 4 TE=HERETHSLT T 70
TERRICHER Shi=F — &1, HTTP 2 L TS T £9, ZoRMEHEIL, thoy—
NWEER L TT —% OO 2 EITT 2 TEOHAICE N b ET, & 21X, RnL
F—AZOHA T a— R, A BIOMO Y 2T A TORBEEREITO BHEIZ 2 U 7 M
LoT, FT—F2oRGE AL TE E£T,

BEEIER
cHE B AICLD CSV TF—X DG (43 =)

B 7O0tXI2&L 5 CSVT—4 DERG
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WCEF AL X2 T 4 T=F RXR=UD 1 DEHFRETHI LT, RIZ, [F AKR—|
(Export) |V v 7 %ab—T&xEd, ZNRF¥ Y r—RKURL TY, ZOLIIZT —XEG
ZHEML LA, ¥ 78— RURLNONRT A—FZEEL, BRLRNI ENEETY
(Fiez2W) .

Zom— RNURLIZa— MeSiva 0T, (G#EY7e HTTP ik fEH L) Rt =V —%
FITL., EOT—2 By NERETE A2 ) 7 Mzav—C&xEd, ZORXZ7 U7 h
TliX, BasicHTTP #ilE £ 72137 v X —iE2EHTE £9, BEHYrE®ATCSV T —¥ %
BT 55 A01E. WOFHIERTLHOLERH D £7,

« URL O FHFIHRFCE T 2 REEGEEFH 02N R 1R, 1 B, 1 A7 E) ., URL &=
E—LT HaEIHR] OCSVT—% &y h&BET 5556, ZOURLAZRICHERTS &
XIZIE, URL OFFERND MBE1H] 2R ETHHLWT —X By FEESSE L E
T WEREPE OB S, CSV 7 = ) 3055 (72 & 213 date_range=current_day) |
FoRENFET,

TRy NDOT 4 NE Y T EBILOHEOELNEN, 7 4 v ZIFREES L, 7 ) —C
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Tid, BRELVE—NMIBITFS Fao—n—hv) BERLZZRETFLNET,
«CVSH D m— RTIE, &R LZEBEHICOWTENDOT —Z DT _RTOITIRESNE
R
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URL DY > T )L

Basic HTTP :2sEV LT

BEFA—)LtFaUT4 E=40EASE |

s CSVTIE, A LAX U TBIOF—THRINEENOT =X DITHREINET, A7
Ly Ry— TV r—ya VAT E2ELT, BEOAT v 7 THIZY—FTaE
j—o

c FANOITIZIE, VAR — MORENDAFRTRLIE—HTEHE DT LR LG TN TWET, #
ADAZLT (HADLAZ T (44 X—) 22K BLO%— (A7 Va3 F—
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FEMZ WL, T[@EEe~v D = 7RGl (Advanced Malware Protection) ]-[AMP L &= 7 —

> =¥ (AMPReputation) | (64X—) | BLO I[FEE L~/ Y =75 (Advanced Malware
Protection) |—[7 7 A /L5347 (File Analysis) ] (65 X—) | BB LTI &N,

I EFs—nLtxaysq w=s0EAsE



BEFA—)LtFaUT4 E=40EASE |

. [EEZ<ILY = 75 (Advanced Malware Protection) ]1-[AMP L E 27— 3 > (AMP Reputation) ]

[EELZTILY = 7 (Advanced Malware Protection) ]-[AMP L E 27— 3> (AMP

Reputation) ]

[~/ = 75l (Advanced Malware Protection) ]-[AMP L' =7 — 3 > (AMP
Reputation) ] X—UIZiE, 77 A4V LEaT—Yary —ERCLoTlkBI Sz, ZEB
FORGEENTZT 7 AV R=2ADOBBERFRENET,

PIENEEINTZ T 7 A MO T, [AMPHIEEDT v 77— K (AMP Verdict Updates) ] L
R—F2BRLTLEEY, ZnH0HEIT. [EER~LY = 7B (Advanced Malware
Protection) ] L'ARN— MIXBLELEH A,

JEfE 7 7 A VETNET —HA THEBT 7 A NVIDEEDO DD 7 7 A VB HH E Wiz 5E,
T ANETNIT — A THEHT 7 A/LD SHAEO AN [EE 2~ v = 75 (Advanced
Malware Protection) ] LR — MI&FENFET,

[AMPIZ & W A SN 7-%215 7 7 A /L (Incoming files handled by AMP) |t& 2 ¥ = /2%, %15
LievnV o =7 77 ANVN[EEOSHD (Malicious) |, [1IEHF (Clean) ], [FHA (Unknown) IR
[A% ¥ ARARE (Unscanable) ]. [f&V A2 (LowRisk) 172 DX FEXF 07 IV HNZEKR
SINET,

HEODHDIZIET 7 AL, RO LS ITHEENET,

c[w/ 7 =7 (Malware) |ICHHENDHAMP L E 2T —Y a v —RTZELEZT v
U A MBS LTV D 7 7 A L SHA DEIE,

o [ A X L (Custom Detection) | (2435 & 415 AMP for Endpoints 2> Y — /L T%/5 L
77 v w7 A MIBEIN TS T 7 AL SHA OE|E, AMP for Endpoints =2 > Y — /b
OB ENZT a7 U A MIEEREND 7 7 A VSHA DBEA4 L, ViR— Lo [#H(E
~N =T B 7 7 A v (Incoming Malware Threat Files) |27 > a > T[> TN AHR
L (Simple Custom Detection) ] & L CFERINET,

o [1AH L LEVWHE (Custom Threshold) [ IZ/0 &I D L EVWVMEBREICHESNTT v Y Y

)Xb_ﬂﬁéhfwé774w$mm%

LAR— b [ (More Details) |22 v ar D)2 %27 Y v 2734 %E ., AMP for Endpoints
A= TOTa Y7 JAMBBRENLTWDEZ7ANVSHAD 7 7 ANV 7227 U D
AR TR TCEET,

[V RVE (LowRisk) JHIEDFEMZ LA — FDO[AMPIZ LV X715 7 7 A /L (Incoming
Files Handed by AMP) ] &7 v g VIZERTEET,

[BER~/vy = T : %15 (Advanced Malware Protection: Incoming) ] L'AR— K ~X— D
[AMP L tv'=5—3 2 (AMPReputation) | B =—% M4 % &, kOEREFRTEET,

cEERT N 2T DT AN LT — g PRI LS THERBIE
2ZE77ANVOME (77 7%

o BIN L 72 IS E SN TR TOYA T =T B 7 7 A NMZBET S L K 79
S

e MIDZfE~ N =TT 71,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[EEL<ILY = 7I5# (Advanced Malware Protection) 1-[2 7 « L5347 (File Analysis) ] .

e FiDOZE~= VT =TT 7 AN (T7 AV ZA TR .

« FiDOZE~NT =T BT 7 ANE—BGRRT D [XE LIV =T EHRT 7 AV
(Incoming Malware Threat Files) | > #7277 4 7 T—7 /b,

RUNEToFDE BT 7 A NOEROREZ ETFEMR T R TR SN E T,
T EAMERTZOLAR— MIGHIND A v -T2 AvE—Y T X T
F—=HEFRRTHIE, KOFWEEDO) 7270 v 7 LET,
[EE7e~ LD = 7 BAfH : 2513 (Advanced Malware Protection: Outgoing) ] L'7R— k ~X— D
[AMP L t'=5—3 2> (AMPReputation) JE=—% M+ 5 L, kOEREFRTE T,
cEERYLVT2THT Y DT A L aT =gy = BRI Lo TERBIE
T ET7 7 ANVOBE (7F 7R .
ORI LBREEIEIOEE SN TR TCOYA T =2 TEHE 7 7 A VBT D hL U R 75
7 o
e MDOREESAL T TERB T 71V,
« EREDORE~A T 2T HE T 7 AV (T 7 AN ZA TR,

« FLDREE~NT =T EB T 7 ANE—BRKRT D [EE LI~V =T HRT 7 AV
(Outgoing Malware Threat Files) | A > ¥ F 77 47 T—7 /b,

RUNETTDHE BT 7 A NVOBBORNEZ S MR o R\ F RSN E T,

T REAMRTZIDOLUR— MIEHENDA v E—VITHT A=Y F TR
T—HEFRT DI, ROFWESOIV 2727 Y v 7 LET,

[EEA~<ILY = 75 (AdvancedMalwareProtection) 1-[Z 7 1 JL%#T (FileAnalysis) ]

[EE 7~/ = 75 (Advanced Malware Protection) |—[7 7 1 /VZ3 4T (File Analysis) ]-%—
VITIE, T DT OIZEE SN T 7 A MITOWT, B EHE (ETITHRRHEE) BNERR
ENFET, EFANT = T 2AIT30 0T IR ETF =7 LET,

1000 B2 D7 7 A NVGHTRERZFRTHIZIE, T—HEF esv 77 ALE LTI AR— 1
bij‘o

A7 I AD Cisco AMP Threat Grid 7 7°F A 7 > A TOREHDYE : AMP Threat Grid 7 ~°
FTAT VATHAIY A MIRESINTWATZ 7 Aux, 7 —>) ELTERSINET, 7
Y A MZOWTIEL, AMP Threat Grid D R 2 A > £ A v T4 v~ LT 2B L TL
72 &0,

RUNEZEGFDE H7 7 A NVOEBORELELEMR O RP R RS NE T,

SHAIZHT 2 ZF DMMDIERAEMB T 20, 72037 7 A ADOWEFEMR— DO TEHO Y v 7 %7
Uy 27 LT, Z7ANEGH LTz —NICBET2B8MOFMERRTHZ EHTEET, B
IZOWTIE, SHA-256 Ny v a2l X5 7 7 A VO (68 X—) ML T X0,

TIRAERTZOLR— MIEHEND A v E—VICHT A=Y F T v X7 T—
X aFRRT HITIE, ZO FEM (Details) |V 27 %27V v 7 LET,

I EFs—nLtxaysq w=s0EAsE



BEFA—LtxauTs E=20EAAE |
. [EE#A&<ILY = 75 (Advanced Malware Protection) 1-[Z7 7/ )L L kAR X% < 3> (File Retrospection) ]

MG 7 7 ANVETNXT — A TERT7 7 AN L7 7 A VRN GHTHICEE S NS &,
M ENn7=7 7 A LD SHAEDH [ 7 7 A L8 (File Analysis) | LAR— MZEENET,

[FEEZ2~ L7 = 75 (Advanced Malware Protection) ] L'7R— h X— D [7 7 A /L0471 (File
Analysis) | Ea—ZHT 5L, ROFEHRELRRTETET,

CEWERN T T HHT DT AN E RIS T T 7 A DT DT=DIT
T a—RENEZET 7 ANVBIOEET 7 4 VO,

s T ANGHERPET L TWAEZET7T7ANVBILOEETZT 7 A LD Y X K,

o T AN EROUBFEL L 70> TWEAZET7 7 ANVBILOEEZ7 7 A LDY R K,

[T%T_E'?)lﬂb T 7B5{E (Advanced Malware Protection) 1-[Z7 74 JL L FARRS T 3
> (File Retrospection) ]

[FEE7Z~ v = 754 (Advanced Malware Protection) ] [7 7 A /b k2 A7 > 5 - (File
Retrospection) |X—IZIE, ZOEFA—NT— U oA TUEIN, A vE—UZERITH
ENEDST T 7 ANDBEREINET, 2OV AOFFEMIZONTIE, BEWVWOETA—L
F=Rz2ADv=a T VESZRLTITEIN,

BER VY = TR AR S Te B n T A BB R 2 Y TH), FR7T—2 TEVEE
M7 ERBA LN D & BEROHENED D RN H Y £77,

1000 B2 DHET v 7T — " a2FRTHIZIE, T—FZ cesv 77 AL LTy AR— |
L/iﬁ—o

1 S SHA-256 |Z%F L CHIENEEEE b - 725515, HIEERE Tl < S OHIEDIH =
DLR— MIFEREINET,

i A AT RE 7 fe REFREIEPAN (LR — MOEIR SN 7= B REIE I BIfR 72 <) IZHEE D SHA-256
DB EZITHTNTORAvE—VERRTDHITIE, SHA256 V27 %27 ) v LET,

[FE 72~ v D = 7 BAfl (Advanced Malware Protection) | L'ZAR— h X—YD[7 7 A /L L ha A
~2 v 3 (File Retrospection) ] B = —&fHT&x 7,

s L RaAXI T 4 TRAEEERN D DERFG 7 7 ANVBIORETZ 7 A LDY X |,

[EELE<ILY 751 (Advanced Malware Protection) ]-[A— /LRy o XD BEEEE
(Mailbox Auto Remediation) ]

[FEE /e~ L = 7 B5## (Advanced Malware Protection) |-[A—/L7R v 7 2D HENMEE (Mailbox
AutoRemediation) ] LAR— h X—UITiE, ZET 7 A VTKT D A=K v 7 ZEEDORERD
ARSI NE T,

[REE7Z2~ vy = 7Bt (Advanced Malware Protection) ]-[A—/L7h v 7 A0 HEWEE (Mailbox
AutoRemediation) | X—Y % FEHTLH L, WiLEDL b AT T 4T X2 VT o HFRER
RTHIENTEET,

CZEEDA—NR 7 AMEEORD E TRz~

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[EE%A<ILY 7% (Advanced Malware Protection) 1-[* —/LARw 9 XD BEEE (Mailbox Auto Remediation) ] .

e Ay B—VICHLTELNDEEDT Vg
s SHA-256 /v ¥ =2 \[ZBHEMTF BN TWND 7 7 A L4

o A=)V I AMEE PR ETZITRRM L EZEEICOVWTERSINTWDL B 7 7 A V4
D—E

 EIE DRI L T2 B

s AL Ty BT ENTET BT 7 A DR

MEE MBI L7253 (Recipients for whom remediation was unsuccessful) ] 7 4 —/L RiZ, &
DT FIVATHEHFINET,

o MEZH7R A — VIR 7 A ZASFE 3G #)78 Microsoft Exchange Online == — & 72 1% Microsoft

Exchange 7> 7' L I A2 —FTlIlen\h, B A—/AT— U = A ITRIE S 472 Microsoft

Exchange Online & 72 1% Microsoft Exchange 4> 7' L' I AD KA A T A7 v MIELTW

ZNAN

M7 7 ANEZELA v B =V A= VR y 7 ATHATE R, 2L2E, = Fa—

PRA v —TEHIR LT,

« #BFET 7 — : Microsoft Exchange 4> 7' L I AD A —)LiR v 7 AZHEG T DT DIET A —
N — Y oA THRESNZ2—FT I T FBELL RV,

BT T — B ANAT MU A PNMEET 7 a v EFETLED L L EIC, &
A—)V 57—~ = A & Microsoft Exchange Online & 72 /X Microsoft Exchange 4> 7L I X
P—ER & DORIZEEREORBENFEE LT,

HERRICEAT 2 =T — ¢

* Microsoft Exchange 4> 7 L X A7 1 7 > N D4, Microsoft Exchange 4> 7 'L I A
DA—IRy 7 AT DTDICEFA—NT— T oA TIHRESNCZ—YT
7y MTBEe — L RED Y THI TR,

* Microsoft Exchange Online 7 7 7 > k D354, Office 365 7 7'V r—v a 2, ZIEH
DAV 7 ZIZT 7 AT DT OIEE IR MR T2,

s RAALUNTT BT 7 ANy BT ENTWRW  ZEE RAL vy BT Shi
T Ty A IVDBIEN,
c A—IVR Y ART 7B AR E IR ES)
CA—NVRY T ANDT JRAMERSNDT AV N TuTZ A DTaT 7 A
A TRIELL 720,
* {53 3 2072 Microsoft Exchange Online = —# & 72 |% Microsoft Exchange 4> 7" L X
A =P TR,
 ZAEED, BFA—NT— MU = A ITERIE S 4172 Microsoft Exchange Online ¥ 72 1%
Microsoft Exchange 2> 7'V X AD KA A T A7 MIEL TV,

A= F TR UTICHEER v —U R FRRT AT, SHA256 Ny am 7 U w7 L
ij—o

I EFs—nLtxaysq w=s0EAsE



BEFA—ILEFaT+4 EZ20OERAE |
B ostazenvsaicsz77 4L 0m5

SHA-256 /\ v > 2|2 &B T 714 ILDHERI

T ANBIEEHICET TEX D720, 77 I79A4A T A FEXaT Ny va 7a ) X4
(SHA-256) Z#EH LT 77 ANDID ZEKLET, T I7A4T VABLRIDORLHFE T
T A NEWERT A, TRXTOA L AZ U AWRE L SHA256 & L CHEINET, #HEK
DT TIFAT U ABRR LT 7 A NVEWHT D5E, 77 ANVOTXTOA A AR T
SHA-256 ID 23% 0 £,

FEALDLR—NTIZ. 77 ANDBFD SHA-256 5 (FEHERR) BllcRRrEnNE+,

FOMDLAR—FTHDI7AIL LEATF—3Y T4 FT—2DFRE

FETHEAE, 77 ANV L EaT—va BRI s A NG OT — 2 O LAR— K TH
fFEHTEET, VLAR—NMZEoTL, [RER~YLY = 7B TRt (Detected by Advanced
Malware Protection) ] %237 7 # /L h THEBERIZR > TWDIHEERH Y £3, BINDF| & KR
TBHIZE. T—TINDHECH D [FE 1 AX~A X (CustomizeColumns) |7 A 2 %7 U v
7 LET,

[VAILR T4 )LB Y %5 (VirusFiltering) 1 X—2

[VANAT % )7 (Virus Filtering) ]X—YTld, *v hUY—ZIZRBALTZUA VAR
TRy NI MORE SN TANVAOMEBENREINET, [VANVAT A NE YT
(Virus Filtering) ] -X—JI2iL, BEVWOEFA— VT — U oA THEHHTHUANVAAX ¥
VEUUUICE o TRIBENTE VA NVABRFEIRENET, ZOLAR—MEFEHALT, FEOY
ANVAZK L TREDT 7 v a v &FATTHZ e RS ET, 728 21X, PDF7 7 A LI
FHAIAEND Z ENHIAL TWD A N AZREIZZE L TWDHEE, PDFRRM I THND
A=V hWET DT 4V E T a B ERT D RSN E T,

BEDOTANA AX Y TP EBFITLTWDEA, [VANVAT 4 Z ) 7 (Virus
Filtering) ] {— 221, £ F—7 MR TNETRTDOUA LA ZAF ¥ T2V DFER
NEENFET, L—VICERENDLTANVADLENL, VANVA ZAF L 2Pk T
HESNTELRTTT, BEOAXY L o DU N IO TA NAZBE LSS, RL YA
AR L CHEE O N Y BFEET D AN H Y 3,

[VANAT % )7 (Virus Filtering) ] X—I21F, *v hU—ZIBALTZUA VAR
KOy MU= CEZEENTZ VANV AOBMENREINET, MHLEZEVALVAD E
AL (Top Incoming Virus Detected) ] &2+ 3 »Iidk, Fv hU—ZIZEEENTZTA L AD
Fx¥—h Ea—2RIECTRRISNET, B L7ZEET AV AD BN (Top Outgoing Virus
Detected) |27 v a ilid, Xy NI DOLERBEINTZTANVADT v — b B =2—2 KA
TRRSINET,

B EFA—LtFa0T1 E-2OEASE



| BFA—LtF2)T4 E-2OFERAE
[¥4 O#H (Macro Detection) ] R— .

A\

GE) TANAEG LT A v =V Fy NT—Z I TEEFE LIEARA MERRT DI, %G
A—/L (Incoming Mail) | ~—IIZBEI L, R UMEHMZEEL T, v A L ABHERIC
Y—hLET, RIS, £y b= NTUANVRGIEOBRF A=V ZEFELIZIP T R
VAZFRT DITIE, BEA v E—T34E#H (Outgoing Senders) | X—Y A& L, U
A IVARGEA v 2=Vl — F LET,

[VANAZATOFER (Virus Types Details) ] U A M, BELZEZEA vE—Y, BX
WG A v =V ORI ERED T A NVAIZET A HRPE R SNET, R LIZZEA Y
=YD Y X MZIE, VANV ZADAFIRBEIOZDOTA NV AIER LEZEA v =YDk
BRFoRINET, RIS, EEA Y E—VOFEMY X MO, VA NVADARIBLORZOY
ANAEJ LTDEEA v B =V ORBNRRINE T, VAV AORBEOFEMIT, G A v
t— (Incoming Messages) |. [i5{§ A »&— (OutgoingMessages) ], FE7ZIT[ERELIA
= DOAFE (Total Infected Messages) ] BIIZ Y — b T& £,

[~ O#HE (Macro Detection) ] R—

[« 7 vt (Macro Detection) | LAR— h X—=T %A LT, WOBEHEZRRTXET,
c T 7 ANEATRHIDOS 7 A iNFGINZIe o TeZAZUAT 7 7 A VB D LB LOWE (777
BB LOERER) .
T 7 ANEATRHIDOS 7 AN I o T BB 7 7 A VD BB L OWE (777
BB LOERER) .
NI UBRFENIRSTE RS T 7 ANDEE T )y 7T hHE [AyE—Y FTvF T (Message
Tracking) JICBHE#E X v v —V &2 FIRTEET,

B A—NVT— U xoA T[~v7 vl (MacroDetection) | LAR— h_X—T &2 FKRT HITHE,
[LA— b (Reports) | Kaw7& 72t [W49 BfHE (Macro Detection) | #3#INL £,

)

GE)  LA— MERPITROAENFEA L ET,

T —NAT TrANRNIZI DU O~ 7 edmtisnd s, T—HAT T AN HF
ATWIEEAET, T—IAT7 77 ANVHNDO~ 7 aiNFIN RST80T 7 A4 LD
Bixho o hEnEHA,

DAL T 7 A NVNIZ 1 DU LD~ e iEanD & BT 7 A XA T3 11
ZFET. WDRART 7 A VND~ 7 O MTNC IR S T2 IRE 7 7 A L OBII A 7 v R &
NEE A,

I EFs—nLtxaysq w=s0EAsE



BEFA—LtxauTs E=20EAAE |
B (omaRcizsE (DMARC Verification) | x—

[DMARC#::F (DMARC Verification) ] R—

[DMARCH:iFE (DMARC Verification) ]-5—3121%, DMARC #FEA LR L7z BALD R A A o~
&, DMARCHRFEICRER L7z A »— 1% LT AsyncOS AT L7 T 7 ¥ 3 v OFEHIE H A
FoRENET, ZOLR— M2 L TDMARCHEZ KE(L L, RO LS pfERE TS T
£,

« it H 2% < DMARC #EHIL TIXRW A v B— V% EE LIz RAAL L ERMD,
« % KA A T, DMARC BGEIZHRIL L7z A »2— 2% LT AsyncOS B ED K 5727 7
a v EIT LD,

[DMARCHFE (DMARC Verification) | ~— Y ONEITRD LY TT,

« DMARC BRFED KILHUZFE S BN KA A Y ZRT 7T T FRR,
o RAAL VBNTROIEHE RTE,
T v ayia UTRR, MRl FRESINTA vV, KEErs Y v s T
L, BRENTWDEITIVDA Y E—VDIU A NBERINET,
* DMARC MRFEIZAH LTz A v EB— T D%,
* DMARC #GEFRATIEE DA

LR — bt GO R#EE (R0l ) | ERd A X LAO#EEZRINTEET, /97 F
TIXEERY A hOT—2I1%, §XTOLR— kLRI [=27 AFR— bk (Export) |V > 7 &ff
AL T CSVIERIZT 7 AR — FTE £,

[URL 7 « JLZ 1) > % (URLFiltering) ]| R—

csURL 7 4NV H VT LiR— Y a—iE, URL 7 4 VZ U U TRFERIOGEIZDIHN
hanxd,

sURL 74 V% V27 LiR— MI, EZEAvE—VICH L THERATE 7,

cURLZANAZY T 2PNk oT (FUFARNRLT ORI VAT T 4NE AF
D—FE LT, FRFAvE—/ar Ty T4 NEZEBERLT) AX vy ENDHA Y
TV OHRN, TNHDOEY 2= MIEENRET, 2L, 4T LT RN TORFEL URL
TANEZ Y THEREOAITERR T H DI TIE T EHA,

[[EAZURLA 7 = U (Top URL Categories) | €Y =—/ /LTI, 2> T Y 74 X Fi2id
A=V T ANZIC—ETINEIDICPDPDLLT, AXy U SNToA Y= THiH
SNTETRTOITITINEENET,

FA = ICEHE T A ENTEALURL L 2T —2 32 LoULE 1 2T,
Ao T—IIEBOURL DN H LA, A v E—VNOURL DEBIEWLE 2T — 90
DFERHE RIS S L E T,

[E¥ = U7 1% —EZ (Security Services) ]>[URL” /L% U 2 (URL Filtering) ] T
WELTZZ a— S )VEFR Y A RO URL I, LAR— MIEENEEA,

RO 7 4 N Z HERENATZHFATY A RO URLIZLA— MIEERET,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[79RTLAY T4 LB YUY (Outbreak Filtering) 1~x—% ]

cHEEDHDURL LI, TU FT LAY T4 NZ Lo TLEaTr—va rnNMEWEHIE
ENEURLTY, ==2—FI/LURLEIE, T RNT LA T4 NEIZE-T 7Y v 7
OIRERN ML LM E SN URL T, 2D, ==2—kF/LURLIL, CiscoWeb Tt ¥ =
V74 7axil VA L7 b TH70ICEESBLZONET,

cURL AT I3Y R—ZAD T 4 NVEZDOfERITa TV BIRRAvyE—Y 7 4% LER— |
KBS E T,

«CiscoWebt¥=2UT 4 7YXk b7 Y v 70 URL iHMEO#FIL, LAR— MO
XN FEH A,

[ bTLAY T4)L%1) 2% (Outbreak Filtering) ] X—

[7Y N7 LA 27 4% (Outbreak Filters) | X—IZiX, FLDOT U KT LA IZRT U N7
LA T4 NZICkos TRBES I A v — DI D EEBRE RSN E T, 20—V %f
ALT, MBEKoTmvA VA, Bk, BT 4 v v THBICKT DB s =4 T& %
R

[T N7 Vv A2 7 40% 107 (Outbreak Filtering) ] LAR— b X—T & H LT, kOFH
EANFTEET,

s TANAREGLT 4 NVE =K TRBES NI A v =V STz r—1,
e Ao —UNRT U NT LA IREEHCE EF LM
s e HABICFORINDERDOH 5 AlREMEN $ 5 URL

[T b7 VA2 7 4% (Outbreak Filtering) ] LiR— h R—T & FRT5HIT01%, [V

A—hF (Reports) | KR TH T UNL [T KT VLAY 7 4% Y 7 (Outbreak Filtering) |
EIRLE7,

WOERTIX, [TV T VLA 277 4% Y 7 (Outbreak Filtering) | LAR— h X—Y DI F X
Fhtrva AoV THHALET,

RE[TIRTLAY T 4ILBY) > (Outbreak Filtering) ] R— D

tovay £ EA

[FFfEI%EPH (Time Range) ] (N | FRd 2RFEGEHZ RINT 5720047 v a v fED Fr vy

ny 7y YRR T AR,

X A TR [# A 75 (Threats By Type) 1 &7 v a ilidx, &1
A—NTF =R T AL TEZFEENTHEA =D
SEIERFATHREINET,

I EFs—nLtxaysq w=s0EAsE



. [79rTLAD T1L2Y % (Outhreak Filtering) 1 R—

BFA—Lt¥ayT« E=40EAAE |

o3y HL:L

B~ ) — [#&E Y~V — (Threat Summary) | &7 ¥ a 2, [w/V
¥ =7 (Malware) ]. [7 4 v+ > 7 (Phish) ]. [FEHk
(Scam) ], BLW [T A LA (Virus) |IZLBAvE—T
DOHNRBRSINET,
ZOUVR—=PMIRHIND A vy E—=DIIHT oA v =Y
N7 o XU T OFMAERTT DL, ROFWESFDOY
&7 Vv 7 LET,

B D FEA [FEDOFEA (ThreatDetails) 1A > % 777 47 T —7WVIZ

X, BEOIT Y (AR, FEH ETIE T4 v
7). BB O, BEOPH, I A vy =T
B lo, FFEORAEICETIFEMNERINET,

ZOLVR— MIFEHEND A v E—TIZHkT DA vE—

T X TOEMERRT HIZEE, ROFWEZDY
THhRIY T LET,

BEAYE—UNHDE v R
A=

[EFEA Y=Y BDOE v A vE— (HitMessages from
Incoming Messages) &7 3 a i, BIRLIZFRIHICT ¥
NTVLAT TANZIZE o TR INTEZEA Y=V D
Boro 7 bEE R L TOWET,

7 A NVA LS OBEIZIE, SMNB Web A b~V > T A fif
AL 4 v TETF A=, FElk. BLO~1rv=7
BiAi 3 & EE T,

BB LD E v b A vE—
>

(B L~ BlO e >~ b A vt— (Hit Messages by Threat
Level) | BEZ v avid, 7URNT LAY T4 0228 -5T
B SN BBOBEREOHEEZ R L TVET,

LoL 5 OB NI F 713 EBIZB W TEKRTH 5D
L. LoUL LITEBO) 27 DMEWZ &R LET,
LIV OB ONW T, BEWVWDOETFA LT — T
ADF L TA L~ INVTERIFT—Y—H A REBRLTL
72 &0,

(R

]ﬂi&

T RT LA T RIEND A
B

(77T N7 VA JREEN O A 1t — (Messages resided in
Outbreak Quarantine) ]iZ, A vE—YNBT U M T LA JE
BEICE EE o TV EREHOR S 2R LET,

Z oML, BENRBROLZEEOHEICNE 2T —
ENETHIDIThHNDBRERIC L > TR EY £7, @E.
TANAEREGDA Y=V T v FIANAR T s
LOEHEFHET DMNERS D720, 7 A NVALSNDOEE
EEDGALD LREHCES EEEDET, AR
—TCHE LTl RIRF IR b e S E 7

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[#4% A —)LDI&H (Forged Email Detection) ] R— .

vovay B1L)]
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cIPT RLR B 77 AL ~2—JITE, IPT RLADORICET AIERN S ENE T,
B [MEHE 7T 07 7 A v (Sender Profile) ] 2—(2iE. 2=V D FEOBAEDERT —7 M
WKDOT — X NEFENET,
e IPLEa2T—va P —EANLDT a— UER, 728 20E, ROERTT,
cIPT RLVA, RAA U, Fl2iERry NU—F A —F—
Xy VU= F—=F =D TV (Fy FV—7 F—F—D%)
+CIDR#iPH (IP 7 KL ADH)
s IP7T RLVA, RAAY, FFHFYy NUV—0 F—F—OREfi~/=F=2— KB X
OHHBf~v 7 =F2—F
c ZOEEZENOENDA v —U5ZELTHLD A
B DREE I NV—T L DNS BRFES NN E I IPT RLAREE T 07 74
L R—DI)

H%{ivﬁ"‘?"; RiZ, EIE24BEEHIC R AL UMEE LT A v 2=V 0RO IELETT,
HMEOHEIZFEHEND U & ¥ — A —)L LTAERIZ, SenderBase ¥ 7 =F = — RFiX, 10
EHEETOMBEREZEN L CREHEIND A vy E—V0BOEETT, HEORKHER
EIX10ICRESNE T, Zhx, HROBFA -V A v E—VORIHY LET, 3K
HEZER L7808, 1RA 2 hO~ 7 =F 2— ROt EBEOED 104508
BLET,

AN~ 7 =F 22— Rid, B30 AICEE SHEEF A =L ORIZESWTEHIG R
HENDRERNT, BRI~ =F 2— FERIUFEZHER L TRESET,

B~ T =Fa—F IPT RLADH)
HRBFEEAOHDE IP7 FLA a7 7 AL =V Dh)
«Bonded Sender A7 —# A& (IPT7 KL A 707 7 AL _R—T D)
cIPLEaT—var2xay (IP7 RLATa T 7 A N_X—=T D)

DA E—UNE0RM (XY NU—7 A—F—L FAL L TaT v AL _—
T D)

e ZDXY NT—=I F—F—IZFET D RAAS D8 (XY NIV —0 A —F—TmuT7
AN R=UBIORRAL L TR T 7 A X—=T D)

e IDHRY NU—T F—F—DIPT FLRADOE (v VU —0 FA—F—Ta7r AL
R=UBLORAS Y Ta T 7 A4 RX=UDH)
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. [EEZE DM (Sender Details) 17— JJL

cEIANOEFBIMHEHENZIP T FLAOH (ry NY—7 F—F— =D
)
IPLE 27— g =R Ko TREEN DT X TOFRS TR I NI —V 2R
9 5121%. [SenderBase b Diffl{EH (More from SenderBase) | %#7 U v 7 LE 7,
e ZDFy NI =0 F—F—ICL o TEEHIND FAAL VBIOIP T N AT 234
F. Xy NV —=7 F—F =TTy AV R=VICRRINET, FASCNOIPT R
ZNZEHT BEEIE, FAA v R=VIZFERENFET,

RAL Y TR T 7 ANDX—I00, BEDIPT FLA%Z 7Y v 7 LTEEDIERE R T
HZlb, T 7 A NOR—=UERRTHIEE TEET,

[E{EE DM (Sender Details) 17— /L
[A =7 —0FH (Mail Flow Details) ] : [i5/F (Outgoing) | X—Y D FEIZH LA T
7T 4 TR EEHEOFEM (Sender Details) |7 — 7 MiZiE, B A—NST— T xA EORT
Vw7 AF =l s M EENAEREINET, 207 —7/M2iE, R 2—
IZHEASNT, RALSCEIEIP T RVARERRINET,
ZOUVR—=PMIGEHINDIA v E—VIZHTHA v E—Y N T X TOFEMERRT DI
X, BOFZV L 7E27 ) w7 LET,
WD, [EEHE O (Sender Details) | 7 — 7 /VHNOFOFEMAEZ R L ET,

5= 8:[EEEDFHM (Sender Details) ]7— 7 IILADFIDH

5% Bl

EEHERAAL Y (FAALY) | EEFEHEDORAAL 4,
(Sender Domain (Domains))

EEHIPT FLA (IPT KL X EFEEDOIP 7 KL XA,
A)  (Sender IP Address (TP
Addresses))

KA N (IPT KL R) EIEHEDERA MM,
(Hostname (IP Addresses))

[A/S A (SpamDetected) ]| S 723 _XTHAIRL,

[V A VA (Virus ST XToy A LA,
Detected) ]

BER VY = T TR | SER~ AT 2Tl i ko TRBEENTE A v E—
(Detected by Advanced T DE,
Malware Protection)

ATV T ANRIIZED |2 T Y T4 N FIZ Lo THIES R A v — U OfREL,
1= (Stopped by Content Filter)
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I BFA—ILEFa T4 EZF2OFERAE
gEasL—7 Li—t+ B

F% B

DLP (2L 521k (Stoppedby |DLP =2 PNl k> THHIES - A v —T DO,
DLP)

BFBEME (Total Threat) | BHA v —3 (R34, UALR) ORKK

7 J—> (Clean) TRTCOIT YV —2 AvE—3,

T A A= EBENE N> TV R WETA— LA — T =
A TUEHEIND A vE—I0F, 7V —r & LTERHINET,

BEFA v E— V% (Total TRTORA v E—VDOEFHEK
Messages)

EEEIINL—T LR—F

EEEINV—T VR— ML, EEEIN—TRBLIOA =L T — KR v—7 7 a URlo
B~ —ZRM L, SMTIP#Hik I U0A—L 77— R =D L v REHRETE S
koL Ed, BEHEINV—TI2L D A—/L 71— (Mail Flow by Sender Group) ]V A hZ
L, FEEH I NV—TDOHEB L OB REINET, [A—NTu—R) =TT a
12 L B #Eke (Connections by Mail Flow Policy Action) 1 77 7%, £ A—/ 7u—@R ) — 7T
JvaryOEFROBGERLET, ZON—UIZE, RA KT ZE®AT—7 0 (HAT) KV
T DAIMEOBEN R ENE T, HATOFEMIZOWTIE, B ANV EZET L2007 —
YA DEREESZHRL T IEE N,

[#{5% (Outgoing Destinations) ]-X—3I(ZiE, A —/LDIXEE N A A NZET HFWA RSN
FT, ZOXN=UVIE, 20087 va U THERERET, =YD EEIEL. BEEBA v E—
PRID NS B L ORIEZ UV —0 A v —V 0 BASie 27977 7 TR S ET, ~2—
VOFEIE, REEEBOICY — FSNE (F70 0 NRE) 257 LERTEBERS
5

UAR— bt oRF&E (A, @, £330 A7 A0HHRE) Z2@RIRCTEES, /7 7%
TREM Y A R OFT—F1E, TRTOLR— b ERBEIC [T A=} (Bxport) ]V 2 Z{Hf
LTCSVERICZs AR—hTEET,

[i5{85% (Outgoing Destinations) | ~— Y% HT 5 &, ROBEHREZAFTEET,
BT A—NT =T A DA —VIEEE
K RAAL VNTHEHEESNDA—ILDE

e 7= ANRLGME, UANARRE, v v =T FlRdar T oY 7 4o 2L BRR
1ED A — L DEIE,

HESINTEA Y E—VBIOMET—NZL o TNA—= ATV RAENTEA v =V O
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BEFA—LtxauTs E=20EAAE |
. [TLSEES1t (TLS Encryption) ] R—

[TLSEE 51t (TLS Encryption) ] R—

[TLSKE 54k (TLS Encryption) ] -X—UIZid, A —/VOEZEITMHH S5 TLS Br 5k 2k
BRI AR R SNET, TOVAR— FTHEX, TLSERAMH L TA— L2 EETHE R
A DOFFMZONTHRENET,

[TLSK; =1k (TLS Encryption) | ~—Y AT 5 &, ROFREAMR TEET,
s EZAFHEGIC L D 2RRY7R TLS Off HEIS
* TLS #&fe (2P L7z /8 — R J—
« TLS #EE T BE) L 72 o o/ v— b —
* DANE 23R — h & T % TLS #EICpE) L7z S— k) —
* DANE 23R — h & T\ % TLS 8 K L7z /38— b —
« TLS WFEICED & % 73— hF—
e 78— h =DV TLS ZEH L7z A — /L ORI e El G
« DANE 2378 — b &4 TV 5 24E TLS #2fe s L7 BlE
« DANE 23 7R — b STV D REEHERU R L 72814
[TLSH 71t (TLS Encryption) ]-<—1%, EHE#ICET 287 v a & RBEERICETS

T g ATEIPNTWET, K7 Vg i, EMERNEENTZS T T, U — B
FOENEENTWET,

75 702id, RE LRSI D72 5, 2652105 TLS Ol S b S hi- kil L O S s h
WO 2 —NEREINET, V77103, A vE—VokE, B lb3n/mebs
WAy e—U0R, RI/KRRLT TLS Sk A v —T 0, /R L 72 DANE #5¢
DENERINET, 777 TlE, TLSHBUETH -kl & TLS S HLUTHEE S - Bk
XABl S ET,

i'%ﬁ?_ I B bENA v —VEEZET D FAAL VOGN EREINET, RAM L T¢E

 RRENIRIR U 7= 62 0> TLS #Efi & e S 7z TLS Bk, 347 &7z TLS #ofadk
(ﬁ%bt>%wbt b bd) | R LI TRV BER O S, DANE #5 Of%k
(B LTZREE LTS EC) 2R TEET, £70, TLSAFITI N T X TOHERED
LS, BIOEWICERE SN b A v =08 (TLS BWMELDMENI D BT
bRRTEET, 7= NVOHEICHD FE 1 A%~ A X (Customize Columns) IV =
AL T, SRR EITIHERRICTEET,

[31S SMTP 523 (Inbound SMTP Authentication) ] X—

[%2/ZSMTPEFE (Inbound SMTP Authentication) | ~X—IZiX, 7 74 7 > biEWEOME
H, BLOBF AN~ T2 b a—HFDA—NVTTFTA4T7 2 METSMTPt v 3 %
FET 572D SMTPAUTH 2~ > RBRFRENET, BT A AT — b T =A%, iEAEEL
IX SMTP AUTH 22~ > R&EZIFAND &, A—VT T4 T b~ TLS Bt 2 St L 97,
TIAT v MIZOBEREFEH L TA v =2 R ELET, EFA A=A, =
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| EFA-LEFaUT4 E=L2OERALE
[L— +#IR (Rate Limits) 1<—2 [

ﬂ%@uﬁ?f%l*‘"j‘ﬁ{ifme%fﬁl/‘fL&) LAR— MZlE, RAA L ERAALVIPT R
ANZFDUNT SMTP FBRED N TR R S NE T,

ROER MR T DT, ZOVR— bR LET,

« SMTP FEFEAAH ] L TV 5 BE B O

« 7 TAT v FREAEEHEH L TV A RO

« SMTP AUTH Z i L T D8k D%k

SMTPRBGEAFE L LD & LT, Bk L KA AL v

« SMTP REEN KL L7=—FH T, 74+ —A v 7 ZEFITHEH L TV 58505

[ ZAESMTP;RFE (Inbound SMTP Authentication) | ~<— 21X, =15 LI=#kcD /7 7, SMTP
i IJJTH%{I/‘?L:‘ BT LA —NZEEDT T 7. BX U\Tﬁfﬁi@ RN nit??@gfff‘m %‘:’@U?‘_‘7/l/753§
IRSNET,

[%15 L7=#%k¢ (Received Connections) |77 7 Cik, fiE L7 KREMHEIPHIZI VT SMTP §8FE%A
'f&%ﬁﬁ LTCEFARIEL LD E LAV I TA TV FOFEBEGNREINET, 20T T 71T

'ﬂﬁ%)( "—‘/l/b‘ FY = A Mz 'fl:l Lfg&%ﬁa)fﬁii SMTP i A uIE;LK'fﬁiE)EH L/Cmu uE;Euit?j—— L7
75)0 T8O, 7747 FEEZMEH U CRRREN K L OREh L 7= 8t 0%, SMTP
AUTH =~ > & U CRAEN KMIS L ORI LT OB TR SV E T

(=15 Lﬁ;ﬁ% (Received Recipients) |77 712iL, SMTPFRREEZEAH LT, A vbE—T %%

BT O7DICEFA—NT = T oA ~OBR LRI L LD & LI A=V T T4 T N

ﬁ‘éxf—%@ﬁm FRINFET, ZOTT 7T, ERDPRGES N2 EE O, BL U
DRRES N Do T EH O b RS NET,

[SMTPnAu AEDOFEH (SMTP Authentication details) |7 — 7 /VIZiX, A v =V RET HDIC

B AN — N oA ~OPEEBIEL L9 & LT —H 25T NA A VOGN ERI
FI, KA T LI, 7747 v bEEEAHER UoizialdT (B 7213k 0%,
SMTP AUTH =~ & R Lokt (B E7213Rk80 0B, B 747~ Mkl
%&ﬁﬁﬁﬁ%ﬁbk%\MMPMHHK71~WAy7Lt&ﬁ®ﬁ%%$f%i# N
CEROZTEMEHLT, RAALCAERIERALLIP T RLABIZZDIEREFRTEE
7T

[L— F#IFE (Rate Limits) ] R—

TR —FEREETEOLV— MlREFEHT L &, A—VIEEET RLAIZESNT, flx
DFEENL OB I L DEF A= A v —VUZEEREZRHIRTEET, [L— MR
(Rate Limits) ] L7Ah— MZiX, ZOHlIBE RS LRS- X EGENERINET,
ZOLR— NI, UTERETIHAEICELLET,
s KEDANRLEEETHEOIHHASNSAEEOHAEFATCERVa—F T 7 b
BN, T T— . HEMRE R CICETF ANV EFEHT AN ORIERGET Y r— g
N
« NEBRERSCY Y —2E D7D, N TEF A — L2 REICEE L TWDAEETT
-xﬂAkﬁﬁﬁéh&wﬁ\ki@%h@%x—wh774y7%%ﬁbfw =EIEIC
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. [ERI DS (Connections by Country) ] R—

WERER BT 2 MeHERz &t LA — b ((NE=—% (Internal Users) ], [%fE A
t—T%E#E (Outgoing Senders) |72 &) TiX, BEEINTA v E—YOEOAFH S E
T, INHDOULR—FTiE, DDA v —VEEBOZEEITHE LA EE TR S E
A,

[ EAL B (A > 27 > hBI) (Top Offenders by Incident) 19~ — hZid, BREFAHIRLED &
2L DZEFEICA v E—VERVBEBRICEFE LI L Lz R TR EENRERINE
To HFRITVIA T MY LET, ZOF ¥ — b TlE, 3XTOY A F =004 v
TV MR ER SR E T,

[ AT B (A L7225 4 %%) (Top Offenders by Rejected Recipients) |5 ¥ — MZid, ¥ ER
HOHIRE EF D, b S DZEEICA v =V R E Lo "o —TREENEREN
£, ZOF ¥ — T, TXTOY R T =0 b0ZEELENEF SN ET,
TN R =T REFICL D L= MRORE, EIZIFBEAFD L — MHBROZEFIZ SV T,
A= 78— R =% LEEGEA v E—VONL—LOERESRLTIIZE,

[ERID#EEH: (Connections by Country) ]| R—

[E 5Oz (Connections by Country) | L'AR— h X—=T 2T 5L, ROEREERTEE
‘a—o

« BIFERIDZAZ A = NALHED AL (7T 7 4 IR

« BIEERIDZAE A — VAR O G (FIEA)
FEDMENFTROZEA—NOBERGORE T V) v 7 THE, AvE—U FTvF o 7ICEE
){ ‘)“IZ‘—“/\‘%??%H?T% ji‘jﬂo

Bt A v B—%0 (Total Messages) ]50IZ1%. SMTP £t L~ /L TxIF AN LD A v BE—
DHBFRRZIVET,

\ )

GE) LiR— AR IR ORVEENIEA LU ET,

e FIAR—KIPT RL AL LTIDOUEOZEA—NEENRHENE L, SEA—
NGB LVR—FD [FITARXR=FIPT KLVA] L LTHEENET,

e HETITRWIP L 2T — /a/x:7kLT10uL® m A —)VEEGE D R &
nNae, TOZEA—NEHRITILAR—FT [EFHR2L] IESNET,

[1—H— A—)L 5 < 1)— (User Mail Summary) ] R—

[—W A — A5 (UserMailSummary) 1= TIE, N —FIC L > TEZEINTZA—
VIZBET 215#, BT AT FLAZ LR RENET (H—a2—FOEKOET A —/V
T RUANR, VAR MIERRINIGEDRHV T, LAR—FTIEL, EFA LT FLRITELE
HHILERA) .

BFA-LtFa)T4 E=FOFERAAZE
[ 88 |


b_ESA_Admin_Guide_14-0-3_chapter7.pdf#nameddest=unique_247

I BFA—ILEFa T4 EZF2OFERAE
[1—%— A—JLH~<1)— (User Mail Summary) ] X—> .

ZONR=VE, 2007 Vg L THERENET,
c EFBRERA v E—VHIBLOEFLREEA vE—VR0 Effa—F L, LA A—L%
ST D i —FERmT T 7,
o —HF— A —)L T o —DFEH
LR — RGOSR (B, B, @, £7203H) 2BRcEEd, ZF7 7MY =
FOTF—HiE, T_XTOLR— bk EFEERIC [7 AR — T (Bxport) | V> 7 & LTCSV
BRI AR— b TEFET, £/, 7—TNVOL RIZH D FE I A%~ A X (Customize

Column) | 7A a2 %27 Vv r3+bL, IEROT—TNFNERRLIZY, T 74V FDF%
JFEFRICLIEZY TE X,

[2—H— A—/L 7o —@DFH (User Mail Flow Details) ] UV A k Tlk, %55 A —/L2VE
A=) T RURBNTIEF, AL (FREOH) | VANVA, AT =T, ary7oY 74
NED—E, T A A= (BEOHR) IIHBEShET, 2OV A ML, AT7L5AHLEY
Uy LCTY—hTEET,

WES 2 —H LaR— R 2T 5 L. ROBEREAFTEET,
HKHEL DA — N EREE Lma—Y

b EL DI )=V BEF AN EZFE L=
HHLEL DT LA AL A v —VEZE La—F

BB EL DARMEZE LT —H

ATV TANGE NV L= E0ar T oY 7 4 v F O
cEIA—NEALT Y T 4 VE THIE SN2 —
FEENE=2—V L1E, ReptTo: 7 KL AZHESNWT U AT ATEF A —NVEZET LG —

YD ETT, BENHLT—YIEMailFrom: 7 FL R IZESWTEBY, NExy hU—27 ND
EEEFENEE L TCWDETF A —VOEEZ BT 25510 &% B £ 1,

—DREE A= (N7 AR E) OFEHIL null TT, TAHOREET. FEBLWY
N W e =5 b )= i

NI —H D [NER—F DM (Internal User Details) ]-4— Y &2 #£Rd4 5121, Z OWNE~L—
Yars )y 7 LET,

T EICH D [B% AL ~A X (CustomizeColumns) 174 2> %7 U v 7 325L, [Intelligent
Multi-Scan THiH 7= 15 A XA (Incoming Spam Detected by Intelligent Multi-Scan) ] 51<°
[Intelligent Multi-Scan CHH S 725815 2234 (Outgoing Spam Detected by Intelligent Multi-Scan) ]
F7p & T 7N FTIEERROFINERSNET,

&R
o [—P A =)L T —DFH (User Mail Flow Details) ] (90 ~X—7)

BFEONEL—YOMEK (24 =)
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EF AL tFayT4 E=20EAAE |
B 55— 70—0@ UserMail Flow Details) |

[2—HA—)LT7O—0DFHM (User Mail Flow Details) ]

[Z—H A — 7o —OFM (User Mail Flow Details) | &7 > 2 > Tk, 773V (A4
FaH (Spam Detected) ], [V A /AR (Virus Detected) 1. [~ /LD = 7 BHEI TR

(Detected by Advanced Malware Protection) . [>T > 7 4 V2|2 X 55511k (Stopped
By Content Filter) ]. [Z VA A — /Ll (Graymail Detected) ]. 3L ON[IER (Clean) 1) @
A vt —URERTEZEA Y=Y ONRR EHRE L2 — BT 23 EMIE WM R S v E
T, BEAvE—VOEAIL. LBEILLT, 7= VO ECHD [Faeh AX~v AR

(Customize Columns) |7 A 2> %7 U v 27§25 & [Intelligent Multi-Scan TH fH S #L7- & 15 A
N2 (Incoming Spam Detected by Intelligent Multi-Scan) %R R TX£4, ZOfEIZ. 771
N LEaT—vary TANZ ) TIEVEEOHL 7 7 AV LR SR 7 7 A V&
GUAYyE—YOEELRLET, ZOMEITE, HEDT v 7T —FEZT7 7 A AHHTIT LD
BEPROL77ANVE L THREINTE 7 7 A VEEENER A, EZEa T Y 740258
KODLP RV v —D—F b RrEINET,

AT T 4 VEDFHMERERIGT DT Y T 4 VB ERA—DICFIRT HITIE,
FDALTY T ANE[E T Y v LET (2T 7 404 (ContentFilters) ]-X—
(25 2—=) 2BR) . ZOFEEERTLE, BFEOaLT LY T4 AZIZ K LT A—
NEEZEL2—FDU 2 M EETE £,

BHEDRBL—FDIEER

BEONa—Y (BEFA—L 7T FLR) &, [2—%A—/BE (User Mail Summary) ]-2—
COTEICH DB T A —LPDRBTEET, BT XA MIERIC—FHSEL, AL
72T XA NTUHEDHAEZRET D) (e zlE. Tex)] THEHHEBEZHRETHHE.
lexample.com] N—F L FET) ZRINLET,

[DLP 4 > T > k ¥<1)— (DLP Incident Summary) ] R—

[DLPA > 7 » k¥~ U — (DLPIncident Summary) ]-~<—121%, {5 A —/LCH A L7z Data
LossPrevention (DLP) RV I —&KA T v MIBT AERPIRENE T, B A—LF—
hT = A TiE, [BEA =AY 2 — (Outgoing Mail Policies) ] 7—7 /L CA F—T7 I LT
DLP B A—/NKRY =% AL T, 2—VFREELMET —% 2R LET, DLP R Y
V—ICERT AEEA v U RET LT, AT hELTHESNE T,

DLP A o7 v h LAR—MEERT DL RO KD @A BGTEET,
o L YNEIE LT T — & OFE
« ZNBHDODLP A Ty FOEKE
cINHEDAYE—TVDIL, BESNIEA Yy E—VDOR
cINDHDAYE=VDIL, FryFENLA =YD
CINBDAvE—TVDOREEE

[DLPA >+ 7 > k¥~ Y — (DLP Incident Summary) ] X— 1k, D2 5D ERtE T v a v
TR SLET,
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| EF4A—LEF2UT4 E=2DEAAE
[DLPA > F > bDEES (DLP Incident Details) ] .

« ERE (MK (Low) 1. [ (Medium) ]. [%& (High) 1. [Z U7 « #1/v (Critical) 1) HlD
FALDLP A 2T FBLORY o —D—EHAEENTHDLP A>T DO ML R
757

« [DLP A > 7 > b ®FfMl (DLP Incidents Details) ] U A bk

LUAR— MG OREEEPH (BFECR E) | £ A X 2ofHERINCTE£d, /97 F
TIXFEY 2 hOTFT— 2%, T XTOLR— b LRI [ AR — bk (Export) 1V > 7 &ffi
HLTCSVIERIZZ Y AR — FTEET, HFBELUHNOFEFETOD PDF OAERKIZOWTIE,
A— MIBETHEEFEHE (99 X—) 2R LTIV,

KUY —IZ ko THRHEENTZDLP 1 o5 MIET 2 3MERE2F <4 5121%. DLPRY
—D&4FE 7V v LET, TOFEEFERTLE, R v—icko TRz, B
F—=R G A=V EEE L =T X NEREGETEET,

EapeRes=]
« [DLPA > 7 > hDFEfM (DLP Incident Details) ] (91 ~3—3°)

« [DLP R U > —3¥#l  (DLP Policy Detail) ] ~2—3 (91 ~X—)

[DLP1 > T2 FDEEH (DLP Incident Details) ]

B AN — T A DEFEA—NRY > —THEA X —T /)LD DLP RV > —|%, [DLPA
YT b OFEM (DLP Incident Details) | 7 — 7 /WIZEK RS NET, iffMiiE#RERRTHIC
&, DLP RV > —D4HiZ 27 U v 7 LET,

[DLPA > 7 > F DA (DLP Incident Details) 17— 7Lk, RNY L —ZLDDLP A > T
VRO E, BERELVSABIONRERLET, ERELVITE, AUV RAESRTZA Y
=T E, 7 VT CEAE. B L TRYE., FRITHBRSN A v E—V OB b EENE
T, T—HEY— R THIL FAHLEY U v LET,

[DLP 7R1) < —E%#0 (DLP Policy Detail) ] R—

[DLPA > 7 > b ®7Efl (DLP Incident Details) | 7—>7 /L CDLP R U > — D4 HiZ 7 U v 7
L7286, ZO/EE L THFRRESND [DLPA Y v —3%M (DLP Policy Detail) ] ~X— 2% D
ARV —IZBETHDLP A T v N T—ERERENET, ZOX—IZF, BREICEKS
WI/=DLP A Vv T v hDT T INRFRENET,

ZOR—=VIZiE, DLP R Y O —GER LTz A v —VERE LN — V&2 RRmT 5,

R—=UTFHICH D [EEFRA > T b (IncidentsbySender) |V A FbEENET, DV
A PMZiE, ZORY —ZEHT 52— T L DDLP A T v hORBIIINA T, BEREL
SUBIDOWER, A v =V OWT AT U TICESE Shicn, BBk S TEUE E47zh,
Ky 7EINE0nrEnEd, BEEIA 27 b (Incidents by Sender) |V A b % fif
THE, MOMET — 2 %%y N =IO —PFIZHEE LEEWREEDOH 52—V 2% T
xFET,
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