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Y= NI T DI TAT v FEBiET D AN =ALTY, ZOMEZFIATLE, 22—
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. Appliance
Firewall i
- / f with LDAP enabled
Sending MTA
=
@ HELO ."’
1 4

® o

DC=example, DC=com

+ Recipient email address (local)
* Mailhost information

* Mail routing information

* Group information

« SMTP AUTH

1 FEMUMTA 2537 Y v 7 R — TA] [IZSMTPfRHTA v —URRESNET,
2. BFA—NT—FU=A1T, LDAP B — N LT/ = U ZFEITLET, D LDAP ¥ —
N[V AT LEB (System Administration) ]>[LDAP] <X—¥ (£ 7 v — L

ldapconfig 2~ F) TEZRINFET,
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ATvT2
ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

FIE

[ AT LB (System Administration) ]> [LDAP] ~X—3 @ [LDAPY—/ 7w 7 7 A )L %8BI
(Add LDAP Server Profile) %7 U v 7 LET,

HF—R a7y A4 VDLFTEATTLUET,
LDAP " — XDKR A M &E ASLET,

BEOERA N EATTTDHE, LDAP Y — DT = — L — = — R RT UV IRTE
HEICRVET, BEOT U M) EEETLHAIE. v TREIY £, FEMIZOVWT
I%. AsyncOS Z (D LDAP — " EHHfE S 57200 E (53 X—Y) 2ZMLTLEE
AN

PAETEEER L ET, BAREHEHT L, 22—/ E R T L —REHR/ETH L
HTEET,

LDAP % —/3D ¥ A 7% [ActiveDirectory], [OpenLDAP], [REAE721ZZLIF (Unknown or
Other) 15N L F7,

R— P &ET2Z AN LET,

Active Directory F 721X RB/ZE DDV — Z A TOYE 77 4/ bOAR— ML, SSL 7L
733268, SSL & Y 2% 3269 T4,

Open LDAP H— X % A T DA, T 7 40 hOAR— ML, SSL72 L23389, SSL &V 73636 T
—g—O

LDAP —/3D~_X— A DN G&Bl4) ZAHLET,

A—PHLNRRAT L= LU CRAET 25613, A7 L—=AnEsn b= MY
SNOFEEDNN L —PFHIZEENTWDIMERNH D T, L2, ~—F T4 77—
WWELTWD2—FDELSA—I/LT KL AN joe@example.com THDHELET, ZO2—HD
TR UIE RO K DITRD T,

uid=joe, ou=marketing, dc=example dc=com

LDAP Y — "L DBFIZSSL #FHT 20 E ) &2 BRI L £ 77,

(%)  (F7v a2y -[LDAPY 2— 3L#7E (LDAP Global Settings) ] ~<— 3 C [LDAPH —
/NFEBEDORRFE (Validate LDAP Server Certificate) |43 2 3 &I I 41, [SSLAEK
RO E (SSL Configuration settings) ] X—3 T FQDN RRAENH N2> TV DH5E
DF) o P— NGEHEICH 5[4 (CommonName) ]. [SAN : DNS4; (SAN:DNS
Name) | 7 4 —/V K, E72XZOW 55 FQDN JERMNE S a2 it LE 9,

GE) (7> a v -[LDAPZ = — 3Lk iE (LDAP Global Settings) ] ~~—<"C [LDAP#—
PNFEEORRGE (Validate LDAP Server Certificate) |4 73 2 > 28R S 41, [SSLAE K
RFOFXE (SSL Configuration settings) | ~~— T X 509 FRAEDS AN > TV D GE
DF) = GEHEOEL TN AT XL EfER LE T

[FEf (Advanced) 1T, F¥ v aDfFfalRERfZ AN LES, ZOMEIE, Fv v 2tk
T o OR S TY,

2TV T FEFTAs5Fvy vz NUDOBRREEATLET,
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VEEHSENEWGES, ZOEERELSTDHE, VAT LONRT7 43— ABNKTT 5
AREMERH Y T,

ATy TN [FRERORE AT LET,

omwFﬂiyyyﬁwt@VMMP#~NfD774w%&E¢5FA b OBk
XU A N THE Sz LDAP — M Th S nvE 3, 72 & 20X, [FREEREE 10 &%
EL, 3BDOY— 3% L“CT&M@D»—]\/\7///7%1T“)ia/\%i\ AsyncOS |Z L -
TH— S ~OFHEN 10 TOMERR S, HEEOREIT 30 720 £7,

GE) [ ORREICIT, LDAP 7 =) — |2 &5 LDAP ##i b & £ £ 7,
7277 L. ARAIREBEEEEE I 6 L CLDAPRRIEZ AT 285 41%. kv %<
DRI ND Z ENH Y £,

o PEfoe N )t/héném’MMP%~Am@%ﬁ HEFF 9 2 BN B B e RAEFIE] (B
A7) ZRETXET, 60~ 86400 DRI D ZIRIR L F 9,

ATV T2 V= R~DfET A N T 57201, [?X kH—/3 (Test Server(s)) | AR¥ %27 U v/ LE
o BEDOLDAP Y —AZELIHEAIE, $TXTOV =0T 2 bRFTENES, T A b
DFERIN (B AT — 2 A (ConnectlonStatus) 17 4=V RIZRRSNET, SR OV T,
LDAP #— D7 A L (8 X—) #ZMMLTLLZE,

ATYTB 7T VEERLET, A T2T =y IRy 7 AEF LT, 74—V RICADLET, #
RTx2001%, [KFE (Accept) 1. V—7 1> 7 (Routing) ], [¥ AN L— R (Masquerade) ].
[Zv—7" (Group) ]. [SMTPFZAE (SMTP Authentication) ], [FMEBFEFE (External
Authentication) ], [A/NAMEEET > K= —¥F8EE (Spam Quarantine End-User Authentication) ],
[A/SA[EEE= A U 7 2#4A (Spam Quarantine Alias Consolidation) ] T,

G Avbe—VEZEERIIEETLIEZICEFA NS — NV =ADNLDAP 7 =) %
FITTEDHEIICTHITE, %S TDHUAFT—IZXH LTLDAPZ = U %A X —7 )LZ
THMERDHY 7T, FEMICONTIL, FFEDOY AF—TIFITTHLDAPZ = U OF
e @ =) B LTLIEI,

ATvT8 7V ETAMNTHEOI, [Z72Y DT AL (TestQuery) | RZ %27 Vw7 LET,

TARNNRIGA=ZEASILT[TAMDFEIT (RunTest) %7 U w27 LET, 7 A MOFERMN

[t A7 — 4 A (ConnectionStatus) |7 4 —/V FIZFER~EINFET, 72V —DEXRSCEMEICE

HAMAT5E1E, [B# (Update) 12727 U7 LET, FHHIIZOWTIE, LDAP — 307

AR (8X—=) ESHLTIIEIN,

GE)  ZERRATVU—=XTONA  REFAT 5L DIZLDAP — "R E SN TV LGS
1T, NATZ VL —X 74— )V RBRETHL7 Y OT A MIGHK LR 7,

ATy T15 EFEEEEL, REFELET,
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GE) Y —"REOHICHIRIZIH Y FEAN, RETEDH 7V E, P—R1HBICHEZE
FZF AL, =T 4T 1D, vAHL—K1>D, FA—F 7T 15DKT
j—o

LDAP H—/\DT X +

[LDAP #— 71 7 7 A L OEN/FRE (Add/Edit LDAP Server Profile) | -X— Y@ [T A b —
73 (Test Server(s)) ] R > (F£721% CLI @ Idapconfig 2~ > RD test 7' a2~ F) ZHHL
T, LDAP =R~ a2 7T A M LET, —NK— b ~OER N LTz K L 7o &
R Ay E—UNRFRINE T, HEOLDAP F— B ES N TV DIHEIL, £ — D7
A RBFATSNT, MRBEBNCRRENET,

BEDYAFT—TRITISLDAP 7 T ) DEE

Ao —VEZEETILEET I EEICEBF AN~ T AN LDAP 7 =) #FEITTE
HEITTHITIT, YU TEHY AT I LTLDAPZ = ) A4 X — 7T HMNERH Y £
7,

BEEIER
sLDAP 7 = O 7 a— LR EDORE (8 X—3)
* LDAP ¥— X 7' 7 7 A WAERRDH] (9 _X—)
e X7V w7 JUAF—FEDLDAP 7= U OFMME (10 ~2—2)
e T A R—K JURF—TOLDAP 7 U DA x—T7 4k (10 <—)

LDAP 2 T M4 O—/\JLERTEDIERL

LDAP 7/ 0 — N)LERE T, T XCOLDAP N7 7 4 vV B BFA—NTF— b U= TED X
NS D a2 ERLE T,

FIE

ATY 1 [VAT LEH (System Administration) ]>[LDAP] ~— D [ € % Mt (Edit Settings) ] % 7
Uy Z LET,

ATY T2 LDAP b7 7 4 v VAT HIP A v Z—T = A AR L ET, BFA AT =T =A
TA LV E =T =2 AD 1 OBRHBWIZT 740 & LTEIRENET,

ATY T3 LDAP A > X —T = A AMEHT D TLSAEHEEZRIRLET (x> hY—72 (Network) ]>
[FEPAE (Certificates) |~ — " F721L CLI ® certconfig =~ R&fiH L CGEM S 47z TLS
RERAE, oo MTA & DR SALIEE OMEEZ SR L T E3W) |

AT v 74 LDAP V— NG EAZKGET 25 681%, @47y a v 2@R L7,
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oap +—/3 7077 1 LiesoE

AT9TE ERzZEEL, RFLET,

LDAP H—/\ 7027 7 A4 JLYERL DI

WITRTHITIE, [ AT LE B (System Administration) ] [LDAP] N=UEEHLTEFA—
W=D A DA REL 72D LDAP V—NE2EE L, ZEEEZT AN, V—T 1
7. BIOAIL—FKDI/ ) ZFRELET,

Y

() LDAPEHGAITOX A LT 7 MI 60 TT, ZORRIZIX, DNS/V v 7 T v 7 & HEf

DHLDIZMAT, EFA—NAVT— T oA BEOFRFENA VK Y4 T5568) baE
NET, PEOKEEZIZ, FCH—SNOBOR A Mt 28783 272 61T
T QOLUEDKRANES L <KEIY YA NTHRELEZSLS) o —SHIZAEA MR 1D
LM WIGEIE, ZORA M~OFERNEY R LRITINET,

B 2:LDAPH—/\ 7O T 7L ILDBE (1/2)

LDAP Server Prafile Name: | [publicloar
server.oxal

Host Name(s):

ries with & comma

Authentication Method:

Server Type: (2)
Part: (7

Base DM: (2) | [de=example, de=ca

Connection Protocol: | [] use 55
= Adwanced: | Cache TTL (time-to-live): 300 Seconds

Maximum Retained Cache Entries: 10000
Maximum number of simultaneous connections for each host: [10

Multiple host opt
@ Load-bal
) Failow
Server Attribute Testing: | Test Server(s)

ians amang all hasts listed
in the order listed

#HHIZ,  TPublicLDAP| &9 = 7 3x— A% myldapserver.example.com LDAP #— /N2 5 %
F7, HEREIT 10 (F 740 ME) IZRESNTEY . EELDAP —/N (KA F) or—
RNFGUAXT o a 3T 74NV bOEELR-oTVET, I TEHEOKRA FOA4HTE,

A<DV ZFELTHRETEEY, 72U ORERIT. R— 13268 (7740 M)
T9, SSLiZ., ZDOARAR MO 2 bzl LTIA Rr—7 M > T EH A, example.com
DX—A DN NEHRINTWET (de=example,dc=com) , F ¥ v I = OTFfk FTHERERTIZ 900
@ ¥y vyaxy b ORERRBIT10000 1CHRESNTWEY, @BRELAAE, ~AT7 L—XFE

FICRRESINTWET,

ZEHEZITAN, A= =T 400, BEXORSAHL—FOI Y REHZSHLTWET, 7
T —Z T, RXFENCFEREPIENFET, ELWVERENEIND X 92T 51T1E. 1B
W= L TWARERH Y 9,

LDAP 7 T 1) .
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3:DAPH—\ TFOT 7 A ILDERE (22)

Mame: | [publicLDAP accept
Query String: [(procynddresses=smtp: {a}) alzstuen
Mame: | [ubiolbar rauing

Query Strind: | i o calAdaress={al] Test Query
Recipient Email to Rewrits | [maiRoutingAddress

the Envelope Header:

Alternative Mailhost Attribute: | [(zilHost

SMTP Call-Ahead Server Attribute (optional):

This attribute is used only if an SMTP Call-Ahead server is configured, Go to Network » SMTP
Call-dhead.

12 Masquerade Query

Mame: | |pybliclDAP.masquerade

Query SHING: [ SiRoutingAddress=1a}) Test Query
Attribute Containing Externally Visible Full Email  [nailLocalAddress
Add

ress:

Do you want the results of the returned attribute | (&) yas
ta replace the entire friendly portion of the | () o
original recipient?

NTYwd YRF—LEDLDAP 7 ') DEIE

ZOFITIE, ZEEZIT AN L TLDAP 72 ) 2R+ 5 L5112, X7V w7 U RF—
IboundMail] ZHH L ET, I HIZ, ZEHEZTANOHEELZ SMTP " t— 3 U H
AT KO ICEELET GEMC OV TIX, ZEEMHIECZ T AN = 2 EHT 5 21—

D) BBRLTLIIEEY) ,

4:YRF—TORIFANREL—T 1 TDITY DA F—T )L

= LDAP Queries: | = Accept

Accept Query: | exampleTest.accept v

& | work Queue

Non-Matching Recipients: |Eounce

{¥]  sMTP Conversation

If the LDAP server is unreachable:
O Allow Mail in

@ Drop Connection, return error code:

Code: [q51

Text: I‘Fampurary recipient validation er

When the Directory Harvest Attack Prevention threshaold (maximum
invalid recipients per hour] is reached:

Code: [530

Text: I‘I’oo many invalid recipients

Drop Connection if the Directory Harvest Attack Prevention
threshold {maximum invalid recipients per hour) is reached within an
SMTF conversation.

b Routing

b Masquerade

b Group

TS5AR—K YRF—TOHOLDAPH ) DA *—TIL{E
ZOHFITIE, LDAP 7 =Y ZEH LT AN L —R&E(THI X I, TTA_X—F U RAF—

[OutboundMail] ZHH LET, v A I L— KtRD 7 4 —/L RIZiL, From, To, CC, Reply-To
BV ET,
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Microsoft Exchange 5.5 [Z X 9~ 5 #L3R Y 7R— k .

5:)RAF—TOIRAL—K I TYDAF—T it

= LDAP Queries: | I Accept
b Routing

= Masquerads

Masquerade Query: exampleTe
Addresses to Masquerade:
[] Envelope Sender
From (Header)
To (Header)
CC (Header)
Reply-Ta (Header)

» Group

Microsoft Exchange 55 (2% 9 5 #L5E Y R— b

AsyncOS (21X, Microsoft Exchange 5.5 % VAR — N 5720 OREL T a U RdHY £3, T
0 HH LvwI— 2 D Microsoft Exchange Z# i H3 23581%, 2047 arvz A x—7
T HEITH Y £ A, LDAP — %8R ET 5 & ZIZ, Microsoft Exchange 5.5 7R — k
HAR—T VT D E S RIRTE I3, BT 21203, CLIZEHNT 20 ERH D £

T, WIIRT LT, ldapconfig -> edit -> server -> compatibility YT o~ REETL

T, BHRNZ Ty) &&A2FET,

mail3.example.com> ldapconfig
Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1> edit

Enter the name or number of the server configuration you wish to edit.

[1>1

Name: PublicLDAP

Hostname: ldapexample.com Port 389
Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be
bounced/dropped.

accepted or

LDAP 7 T 1) .
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- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

[1> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[1> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility mode? (This is not
recommended for versions of Microsoft Exchange later than 5.5, or other LDAP servers.)
[N]> vy

Do you want to configure advanced LDAP compatibility settings? (Typically not required)
[N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute "objectClass")

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

. LDAP 7 T 1)
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- AUTHTYPE - Choose the authentication type.
- BASE - Configure the query base.
- COMPATIBILITY - Set LDAP protocol compatibility options.

(1>

LDAP & T 1) [ZRHT S %

LDAP Y — 7 a7 7 A )LNIZ, EFTLIZWLDAP 7 Y DX A T L2 1 oDx 2 b Z{E
BLET, LDAP 7 = U Z{ERkT % & &%, EBRICHEHT 5 LDAP — D7 = UL TAT)
THMERDY £, fEkT 25272V —i%, EBIEHATHLDAP T 4 L7 N —ERXD
FEIZADETHENMLETH D Z EIHEE LTI, B, MREA O =— X2 -7
E2CHLWA TV 27 b 7 TARBEBUENRT 4 L7 FUICEBIENRTVWAHATY,

ESPERENS

«LDAP 7 = U DX AT (13 3—7)

o X—2F#HI%4 (DN) (14 =—)

*LDAP 7 =V O (14 =—)

« &% =27 LDAP (SSL) (15=—2)

N—T 4T T — (153—=)

* LDAP % — _~DEL DAV K& 747 2 MIFF[T5 (153—)
«LDAP 7= U DT Z b (19 ~<—)

¢« LDAP V' — RA~DEEFD N T TN a—T 47 (21 =)

IDAP Y T)DAA T

cZRIFANT Y, FEFRIZOWTIE, ZEEMGETZIT AN =) Z2EH+2 21~—)
LTS IEEN,

=T AT VT, HHICOWTIE, Y —F Y b T RLAA~DA—/LEFITL—
T4 7TV EEHATS (23 3—) 2R LTIEEN,

« SEBAESEEEV TV, FEHIC WL, 7 T4 T > MEAEOH OB E SR LT 2
YN
cXRAAL—RHUITY, GOV TE, =R —ThEE L2 EIWZ LD~ AN
L—F 7 Uil (24 3—2) 2BRLTLTEEN,

cN—T oI, FHIONWTIE, ZEENITN—T AL RX—=ThDHNE D E AR
57 NV—7"LDAP 7 =V O (26 X—) L TIIEEV,

s FALUR=X T, FEMIZONTIX, FFED RAAL Y ~I—T 4 VT T 572800 KA
A R=Z2 72 )DOER (302—) ML TLIEE,

cFIT—2HIT, FEMIONWTIE, —HEDOLDAP /=Y 2FE(TTH-0DFx—r /T
UOfEH 32—) 2L TIEEN,

ROAWIDIZDIZ 7 ) ZRETHI LB TETET,
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wap sy |
B <~—=suz on

e T4 LY MY N—ARZXIHLE, FEHICOWTIL, LDAP 7 =V I22ONT 2 —3) %
ZILTLLEE0,

« SMTP EBEF, FMICOVTIE, SMTP #FEA1T 9 72D AsyncOS DFRE (37 2—3) %
ZRLTLEEWN,

%nBE.L\;LT:o FEICOWTIE, 22— DI LDAP SBREDORRE (46 ~—2) #ZML TS

. Z/\AE%’EI/ RaA—HEBEY T —, FEICOWTIE, A RAREBREE~D = R 2 —
n}gu (49/\‘_“‘/) %#%HELT< f;éb\

s ANLIBHEETA ) TRFEEIT) —, FEIZOWTIE, ARAREED = A VT AH 7 =
Uy (51 3—=2) #BRLTIEIN,

BELEME VL, VAT LA ETREFADOTRATOY AF—|ZHHATEET,

N—R A% (DN)

FT4LZ RUDN—F LUk [ Rz LIFONE T, _X—RZ2D4HIE DN (Distinguishing
Name) T, Active Directory (35 X TNRFC 2247 (ZHEDS < HE#E) DRX—ZADN D7 +—~< > k
TlE, DNS RAL VIR RAL L arR—x b (de=) IZEHLESNET, 72& 21X, example.com
DX—Z DN % [dc=example, dc=com| TT, DNS A DKM NIEFICRBLEIND Z LICHE
LTLEEN, ZHUTiE, EBROLDAPRENKREND Z &b, SN/ LbHY £,
KEIHEAT DT 4 L7 B VICEERO KA U BREENTOBEAIE, 72U ORBEOR—2
ZIOLEFANTHLOTEIABETHLZEbHY £, DL I RGBT, LDAP ¥ — Nk
EXRIEET DL EIC, XN—RA%Z INONEJ IZRELET, 2L, ZOXIIIHRET D LR
DRNREMMET LET,

LDAP 7 T ') DEX

LDAP RANTAR—ZRFHTEET, 5IAFTHLLETIH Y FHA, CN & DC OHEL
TlE, RKXFE/PLFRRBIESNERA,

Cn=First Last,oU=user,dc=domain,DC=COM

7 VI AT T HERL TIE. KXFE/PLENXBIENET, £72. ELLEfETB720I1C
T, LDAPEEEL —H L TV AMERH Y £7, 72L& 21X, 7'm 7 N TmailLocalAddress &
AL & EICEITEND 7 =Y X, maillocaladdress & A L7- & & L3 AY £4,
REEIE B

e b= (14 3—=Y)

WD ~—27 % LDAP 7 = Y N CT& £,

c fa) T—VH@F AL 4
c{d} RAAL U4
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%27 AP ssU [

* {dn} #%&54

« (g} TIN—T4

o {u} =—HA4

« {f} MAIL FROM: 7 K L A

)

GE)  ({ff h—2 v EFEHTELZDIE, T AN Y —DHTT,

7= 2iE, A= EZT AND T2 D Active Directory LDAP H— N Zxt9 5 7 = U %, RO &
T £

(|(mail={a})(proxyAddresses=smtp:{a}))

)

GE)  {ERk L7227 =V IiL, [LDAP]X—Y D [T A (Test) |#%fE (F721% 1dapconfig 2~
FDtesth7a~R) ZMHLTTA N2 E2M<HRLES, SfFLTEEBY
DFERPIREND Z L AR LTHEH, VAT —ITxt LT LDAP#EREA A X — 7 LT L
TS, FEIZ OV T, LDAP Z7 =V D7 A K (19X—2) 2L T
AN

2% 217 LDAP (SSL)

AsyncOS & LDAP H— & O@fEIC SSL 232 K O ICRETE £ 7, SSL #3425 X
INWZLDAP H— 7o 7 7 A VERE LIESGAEOEEIIIRO X 512720 £,

* AsyncOS I%, CLI O certconfig TRX/E 4172 LDAPS iEFIEZEH L £ 9 (A B4l E
DIERZZ )

LDAP H— N2 L » Cidk, LDAPS iEFHEDOHEHZ VR — b5 L 9 ITRET HIEER L
B F9,

« BOEW D LDAPS GEHE Z2WEE1E, T EEAENMEA S ET,

W—Ta 25 5xT)—

LDAP V—T7 4 > 7 7 ) OFIFOHKIRIZH Y A, V—T 4V TIIRRBIT—% RV T
TITbIET, 7272 L, AsyncOSIZI, —T 4 VT DXKAN—T EBHIET LTI IEERS
OB AR DMERH Y 7,

LDAP H—/N\~DEZD/\A 2V KE D AT IR 5

g7 =) ZFFAl T 5 KO LDAP 74 L2 b Y Y= "EfRET 2 2 L BAUEITRD5EN
boET, ELZZVEHFATLHE, 7747 MPREATYH—NIINRA L RLTZ72 %
FATTELEOTRY ET, ) EA YU 27T % K 51T Active Directory % i &9 2 B AR

LDAP 7 T 1) .
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B ssza0wyr7yT

wap sy |

72 FNEIZ- DUV TIE, Microsoft v — R HAITTE# 320528 # S L T 72 &V, URLIFRD &3
D ‘(\\‘a—o

http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%$3B320528

F0E, R 72 ) FEITEAHO2—YE 1 OHEBELET, 2oLz Thut, FED I T4
Ty RMWSEL ) BZI T ALIICLDAP T 4 L7 N B — AT A MLEITH Y
FH A,

DT, ROFMECSOWTHHLET,

o (B4 FBAEEFF 45 X 512 Microsoft Exchange 2000 — 3% % v v 7 v 79 5 Fik,
o TEA/NA VK] AT 5 X 912 Microsoft Exchange 2000 %h— &% v N7 v 755
%,
* AsyncOS 723 LDAP 7 — # % Microsoft Exchange 2000 Hr— 38 [EL4SA 2 K] & TR
4] WBREOW G ZHEH L TEET 5L 91Cky M7 v 7T 5514
Z2—PEFA—NLT RLRAEZMWEDEDL LW BT B4 720 TEAA V) 3%
Z PR3 5 1Z1E. Microsoft Exchange 2000 % —/NMZxf L CREED T 7 & AFFRI &5k iE T 2 W
WY ET, ZOXIRBEVPIEFITELODIX, SMTP 7' — b ¥ = A ITxHT D EFE A —L
A v — VDO ERFET 5720 LDAP 7 =Y T 5546 TT,

&R H
° E%uunﬁmﬂz b4 l\T /7 (16 “\O_?V)
* Active Directory DE£/NA  RDO® Y b T v (17 =)
* Active Directory O FZ3E (BT 27FE (19 =X—)

EZL3RMDOEY rTvT

ATy T

Tl ety T v I FIRESEITT H & Microsoft Windows Active Directory PN Active
Directory #—~/335 2. U" Exchange 2000 H—/NZ%f 4 2 RKGBFED 7 = U TRIED T — Z i1 T
X5 X917 F£9, Active Directory ~D [FEX /A > K] ZFFA[3 5 FNEIZ OV TIE, Active
Directory DEX /A FDEy b7 v 7 (17°—2) ZZRLTIZIV,

FIE

WL L 72 % Active Directory 7 7 ¥ AFFA] AR L £,

ADSIEdit A} v 7' A VETZILLDP = —7 4 U7 ¢ ZfliHH LT, LL N D Active Directory 47
Tl FOBYEICKITT AT 7 AR AEIETHLENRH Y £,
VY DHBTHL FAL D, FAL AR T 2T HRABOL— |,
BT ANMERI ) OB THLI—FRELTNDL0UBLVCN AT V=7 hOF
~TC,

WDFEIZ, VWERa T T IRCUCEAIN TWAREDH LT 7 AT 2R LET,
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Active Directory DE£ /N ¥ FDtEy 7y T .

A—H—FT |#ER R TORRHFADZA T

DS/

o= WA D —BEFRR aAVTF ATV N A TS R

£ NED—EHRR MRREN AT =27 b | ATV =7 b

= NIV A TFA— |a—P—FT 7 b TaXT g
g VEEAELD

25 WL A—NDET v ay | a—W—FT V=7 b | T aT g
DFEHELD

AT w72 Active Directory DT 7w AFF A % E L £,

+ Windows 2000 Support Tools 7> 5 ADSIEdit % B % £,

s [FAAL X —I 7 a3 7F A (Domain Naming Context) | 7 4V F & RO EF, =
DT FIVHIZ, RAAL LD LDAP RARH YD £7,

[RAAf X=X 7 a7 %A (Domain Naming Context) | 7 AWV X %427V v 27 LT
[Za /X7 ¢ (Properties) | &7 U w7 LET,

c[E¥=2VYT 4 (Security) 127V v LET,

o [FEMEXE (Advanced) | %7V v 27 LET,

«[BIN (Add) 1227V v 7 LET,

cax—W—FT7 =7 [2H (Bveryone) | %7 Vv 27 LTC[OK] %7 Vv LET,

o [HEFROFESE (Permission Type) | ¥ 7% 27 U v 27 LET,

* D&M (Apply onto) ]78 > 7 A [{7 (Inheritance) 1 %2 U v 27 LET,

o [##BR (Permission) 17 27 £ AFFAID [FFF] (Allow) | F = 7Ry 7 A% AN LET,

AT T3 Cisco A vE—0 T A=A DORE
2~y KFA» {2 =7 =A% (CLD ® ldapeonfig /il LT, ROM@AINE L1
LDAP — N> U B1ERR LE T,

* Active Directory ¥ 721% Exchange % —/SD 7R 44

« N— | 3268 (Port2)

« RAAL O — MR 27X A MC—ET 5 <X—2 DN
cFRREZ A T [EA

Active Directory DEZ /N1 > KDty F7 v T

T oty T v I FIREZEITT H & Microsoft Windows Active Directory PN Active
Directory —/33 X UV Exchange 2000 — Nk T DA A o K 7 = U TRIED T —F %Al
HTE5X95127e0 9, Active Directory & — SDEA/SA » FIZX VY, = —H4 anonymous
ET T DRAT L= ANREEEINET,

LDAP 7 T 1)
|
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\)

wap sy |

6=

hod, BIERCKRIRT 52 EnH Y £7,

B NA LV RERITT S & X B D/ A 7 L— X)W Active Directory — /I35 (E &

FIE

ATy T

WL 72 % Active Directory 7 7 & AFF Al 2R L 9,

ADSIEdit A F > 7' AV E /2L LDP 2+ —F 4 U7 ¢ ZfH LT, LLF® Active Directory 47
Tl NORBMIIXIT 5T 7 B A AEIET HMNERSH D 7,

s JTYDHRTHD KAAL LD,

RAAL ARfHTa TR A RO — K,

cBFA—INIFR I Y OB THLIZ—TRNBELTVWDLOUBLNCN AT V=7 hDF

~NTC,
ROKIZ, LB TFTRCUTHHA SN TWAREOH LT 7 AT ERLET,
A—H—=FTVxY |#R ik TORRHFADE A
k 7
g A PO —BiFoR SVTFF ATV N ATV R
4T T A NEDO—EFRR MFRHEAA T V27 b (AT V=2 b
ES a7 A NIV I A TrA—|a—F—F Tz s F T rF 4
Ta UHAIRD
E4a A EE A—NDFT Vg | 2= —FT V=7 | TaT g
VDI

AT w T2 Active Directory D7 7 & AFFA[ Zi%E L1,

« Windows 2000 Support Tools 7> & ADSIEdit % B & £,
[RAASf X=X 7 a7 %A (Domain Naming Context) | 7 A/ H & ROIFE3, Z

DT FIVEIT,

RAA 2D LDAP N2 H 0 F9,

s [FAAL X =3I 7 a2 7F A (DomainNaming Context) | 7+ NV Z&E7 ) v 7 LT
[Z'a /X7 ¢ (Properties) | &7 U w7 LET,
[BX=VUT 1+ (Security) %227V v LET,

- [REMRYE

(Advanced) 1227V v 7 LET,

«[EM (Add) 1227V 7 LET,
e 2—W—FT7 V= MNESX4T A (ANONYMOUSLOGON) %7 U v LT[OK] %

70y LET,

o [HEFROFESE (Permission Type) | ¥ 7% 7 U v 27 LET,
« [#/H (Apply onto) |78 27 AD [flkz (Inheritance) 1 &7 U v 27 LET,
o [MEBR (Permission) |17 7 ¥ A A D [#FA] (Allow) | F = v 7Ry 7 AeF A LET,
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Active Directory DR ICET 53 E .

ATY T3 CiscoAvE—r T A— T oA DRE

[ AT LB (System Administration) ]>[LDAP]*—" (F£721% CLI ® ldapconfig) %
LT, ROEMREZHE LT LDAP — S = b U ZEKR L £ T,

* Active Directory & 72 1% Exchange —/ D7 A 4
« R— | 3268 (Port2)
. I\)‘/l’ Y DON— NAFIHT 2 TR A MZ—E9 %5 X—Z DN

s WFEHX A T )NAT L— KX NX—R (cn=anonymous & L —H & L THEMHL, "AT71L—X
X772 7)

Active Directory DEE(ZBHT 5T E

* Active Directory ¥—/373 LDAP i & 52 \F 11T 2 78— M, 3268 & 389 T4, Z/m—n
N AEaT~OT 7' AROT 7 /v~ A— hi 3268 TT,

« Active Directory #—/37% LDAPS £f5i & 5 \F{11F 28— ME, 636 & 3269 T9, Microsoft
5L T LDAPS 239K — K &5 D1, Windows Server 2003 LA _E T,

B AN =R T A1F, T u— A HE T THHDLRAL v ar b —F TR L
TLIEEY, ZHUT, BHEORXR—RKT 272 ) ZRCY—"ZHH L TIITTED L
2T 572D T,

o 7Y B IEFIZTEITT 5121, ActiveDirectory DF T, T4 L7 R A7 V=7 MIxtd
Pt FFAl &2 7 v—"7" [BEveryone) ([ GT2ME R H Y £3, ZiUTiE, FAAL
AEITT I TERA ROAL— R bEERET,

o —f%XMIIC, 2 < @ Active Directory FE2ECiE, mail @M= N VIZ—FT 2HD

[ProxyAddresses] BYE=> MU BFIEL £,

* Microsoft Exchange BSREEN[FE U A 7 7 A T 7 F Y NICHEEH Y | AV EZFRFHL TN D
&1, Bxchange BREEDM TA—NEN—T 4 735 L X2, X578 MTA IZJR % J71A)
D— MIBFHITLED Y EE A,

LDAP VTV DTA

[LDAPY— 710 7 7 A L% BI/#wEE (Add/Edit LDAP Server Profile) |- X—Y @ [7 =Y DT
A K (TestQuery) 1 ARH > (F72IECLID test 7 a~w> R) #HALT, 7=V X472
CICRE LT LDAP Y — x5 7 2V 27 A M LE T, BRP/ERINDIZT TR, 7
T VT A NDOEAT—VOFFEMbERRINET, TA NI, 72U XA TOEREIITK
LTATH ZENTEET,

ldaptest I~ KiZ, ROFIO LNy F a<w FE LTHEHTE £9,

ldaptest LDAP.ldapaccept foo@ironport.com

LDAP H— @D [ A b4 (Host Name) | 7 « —/V RIZEE DA A N & A LT=5E1T
L LDAP —NIZXH L TCEFA—NT = T A DT A M TONET,

LDAP 7 T 1) .
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=z 1:IDAPY T)DTRX k

wap sy |

DTIVDBAT

ZIEEN—HT 5154 (PASS)

ZEEN—HBLAMES (FAIL)

'_L”TIII%X j_ﬂé’b ([ wu

(Accept) IN ldapaccept)

7( ‘)’[Z**:‘/\%%H]\ﬂi—g«o

ZIEHENER) o R— g
VETITBIEAN Y AT IT
Ave—VERry7 (A
FT—EIZL D) . DHAP: R
=348

=T 4T

(=717
(Routing) 1.
ldaprouting)

7 Y OFRFEICIESNTOL—T ¢
YT LET,

DA E— OB AT L
F7,

VABL—FR ([¥AD
L — F (Masquerade) ].

masquerade)

JTIVNTERSINEZEH~ v
B SIH s T~y X — % HE
LET,

DAY= DR EET L
F9,

TN—T A=
([Z'v—7" (Group) 1.
ldapgroup)

Ay— T 4V H JL— LK)
LT Ttrue] #iKLET,

Aw— 7 4V E JL— L%
LT [false] L FET,

SMTP Auth

([SMTPEFE (SMTP
Authentication) ],
smtpauth)

LDAP $r— ) HilR S 7z N A
JL—X é’ﬁiﬁﬁ Lfntu nﬁi/??b‘
F9, DF V., SMTP Bt T
bIvET,

—HT AR TL—X L
SMTP FZEREDRITIIRM L £
R

%%B%@\%ﬁ (externalauth)

NA VR, 22— — L a—F,
BLOa—H—DIn—7 2
N—=y T L TR

Imatch positive] 235K ZFVE T,

NA VR, a—PF—La—F,
BLOaz—Y—D I N—7 2
=y AT L TERIIS
match negative] 73K ZFVE
R

AN LR~ D T Ro—
PHBIFE (isgauth)

T Ra—H 7 H 7 MIxtL
T Tmatch positive] 23R I FE
b@‘o

—EFBRATL—XA L
VR PRAEORITIIL L
iﬁ‘o

ANKBEEDO A Y T AKE

/El\ (isqalias)

WA SN AR LBANOKER
THHEBFA—IL T FLANIK
INET,

ANRLBHERETEEEA,

. LDAP 7 T 1)



| wapszy

LDAP #— i~ DD ST a—F1 27 |

A\

CE) 7 VICANT DEEA TIE, RKXFEDLFREBENET, £, ELEETS

7e®lZiE, LDAP L —H L TV AHMERH Y £7, 2L X, Frr 7T
maillocalAddress & A ) L7z & & W—%’ﬁiéﬂé 7 = UL, maillocaladdress & AJjL7= &
TLIFRRVES, AF, AFR LT R TOZ = Y250 T Idapeonfig 2~ & KD
testh 7 a~<~ REMHLTT A ML, IELWERPIREND Z L 2RI 5 L 25E< H#E
TELET,

LDAP H—/IA~ADEHD STV a—F a9

@
Tl
it
TS

LDAP Y — N EFA—NTF— T oA DHLEFERETHLILEIL. RO T —DWT N
FrENET,

® Error: LDAP authentication failed: <LDAP Error "invalidCredentials" [0x31]>
® Error: Server unreachable: unable to connect

® Error: Server unreachable: DNS lookup failure

P SPBEARREIZRDRK & LTI, = "RETANESNTZA— DRV, 7747

VA — L THR— EBRHNTW NI ENRZXHNET, LDAP — O@EFE 12T —ixic, A—
b 3268 F 7213 389 M A &AL Ed, Active Directory (%, A— k3268 Z i L C, ~/LFHP—
NEBE RSN Za— "L B2 a7 ZT7 78 A LET GEHIZOWTIE, ko T7 574
T x—ER 22 LT 7EEV) . Async0S 4.0 Tik, SSL A L C GEHEITR— b
636 C) LDAP H— R Li@ET DHREMBIM S E L-, FEMIIC OV TIE, EF% =7 LDAP

(SSL)  (15—2) WL T Z3V,

P — NDBRIFEARRRIZRDFKF & L TUEZOMIZ, AJTSNToARA MDA RIRE TH S Z &
NEZLNFET,
[LDAP ¥— X 71 7 7 A L& BI/FRE (Add/Edit LDAP Server Profile) [-X—Y @D [7 A k H—
/3 (Test Server(s)) ] (F721% CLI @ 1dapconfig I~ KD test Y7 a~2 K) ZEHA LT,
LDAP H— "~OEfi a7 A hTEET, FEMIZOWVWTIL, LDAP — D7 A K (8 <—
V) BBRLTLLIEEN,
LDAP H— \NREFERETH L 5HE -

cLDAPZ T ANFIZI~AA L — REFITINVN—T 4 I NT—7 X a— 2t L TA F—7

MZ72 5> TWBEEIE. A=V —7 Fa2—NITEEY £,

« LDAP Z I ANUFA R —T N2> TE LT, o) (Fa— LR o—F =y

770E) BT 4 NVEARNTHEHEINTWAIGAIL. D7 1 V2 OFHEiFES) false (2720
iﬁ—o

BECRITANI T Z2ERHT S

BWEEDLDAPA V7T AT 7 F v E2HH LT, FEAYyE—Y (XTFVY v JRF—T0)
DEFHA—NT FLADBWIZERTEET, T4 L7 NIROL—FF— 4T 5%
FiX, REBAA AT =T 2ANT A L7 R =N LTI =) ZFETLI-E EITE
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wap sy |
B =sanszvon

HINET, Frxvian A XL, BEFA—NT = U =ABEG LT — 2 ZRFFT DR
O R S ITRERTRE T,

\}

GE)  FeplZeszfss (7= & x13 administrator@example.com) (Z%f L CLDAPAZ I} AdL7 = U %3
ANRAFTHZELEHTEET, ZORITHET DI, ZEHET 78R T—7 /1 (RAT)
EEHLET, ZOREDTIEICOWTIL,  [Configuring the Gateway to Receive Email |
DEEZILTIIZI W,

ESPERENS

T AN =) Of (22 —)
s Lotus Notes DI EDZITANYT = O%E (23 X—)

ZlFANT ) DA
WDORIZ, ZITFT AN =) OFZRLET,

& 2: —#&#I75 LDAPRETD LDAP 7 T ) XFHOF - Z1F AN

9T DREZR ZIEBWREL
OpenLDAP (maillocalAddress={a})
(mail={a})

(mailAlternateAddress={a})

Microsoft Active Directory AddressBook | (| (mail={a}) (proxyAddresses=smtp:{a}))

Microsoft Exchange

Sun ONE Directory Server (mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

L otus Notes/L otus Domino (1 (I (mail={a}) (uid={u})) (cn={u}))

(] (ShortName={u}) (InternetAddress={a}) (FullName={u}))

a—W4 (M) ORGEZITH) ZEHTEXET, ZOZERRITNEIODIE, T4 V7 MUK
MENTWVZRNWRAAL DAL EZITAND LI LTZWGEETT, T AN ) %
(uid={u}) 1T E L TSV,

. LDAP - T 1)
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Lotus Notes DIFEDZITANYT T 1) DFRE .

Lotus Notes DIZENZITANT T DEHTE

BT —

LDAPACCEPT ¢ Lotus Notes & Z#A G 25615, HEESSLIETI, Notes LDAP (2K
ENTVWER2—=FTDRMERKRDLIICRESNLTND E LET,

mail=juser@example.com
cn=Joe User

uid=juser

cn=123456

location=New Jersey

LDAP T 4 V7 P UIZHFE LW Z—FTHBIZH 0 b 57, Lotus IXZ D2—V~DE
A=k FBEINTET RLALSNOEA (72 & 2% Joe User@example.com) T o> THAT
ANET, L5 T, AsyncOS 1d, ZDOa—HFDOFR/pa— A—L 7 FL 2% T _XTH
DIFHIEIFTEERA,

ZOMRED 11X, MOBRDOT FLADATY v 2@ Bh5 209 HDO T, Fco
VW CiE. Lotus Notes BHEE IZRIWEHHE T &V,

— Y R T RELAADA—ILEEIZIL—T a5

VTV ZEERT S

AsyncOS Ti, =A U T RIE (BHH—5 > b T RVASNDLDAPV—T 4 7)) BHHR—
FEIET, AsyncOSIZE ST, JLDA =L A v E—VIZA VTR Z =57y N T EIZRID
FHLWNWA vV TEEIHIONET (72 21X, recipient@yoursite.com ~D A & —1%,
newrecipient] @hotmail.com X° recipient2@jinternal.yourcompany.com 72 £ ~®, Z i Z UM L7
AyE—VTEEIBIONET) . V=T 47 72 VE, MOET A — VLIS AT LTI
TANVT T 7Y LTINS L H Y FT

BEEE
=T 47 7Y OF (23 =)

IW—T 429 9T DOH

= 3:—RM7E LDAPEETO LDAPH T ) —XFHDF| - —F 4 >4

ST DORER BDA—ILRR bADIL—F 4 25

OpenLDAP
(mailLocalAddress={a})

LDAP 7 T 1) .
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B > : maiLHOST £ MAILROUTINGADDRESS

7T OHER BOA—IKR bADIL—T 4 2T
Microsoft Active Directory S5l AR ONATREMED 0
Address Book

Microsoft Exchange

Sun ONE Directory Server
(mail={a})
(mailForwardingAddress={a})
(mailEquivalentAddress={a})
(mailRoutingAddress={a})
(otherMailbox={a})
(rfc822Mailbox={a})

Active Directory @%%W_ Ko T, proxyAddresses BEo= KV ﬁ)%g@(ﬁ@ﬁ‘é ZEBDHY
FI ., ZORBRMEOMEIX Active Directory 2 o T smtp:user@domain.com & V9 R TN X
NL1D, ZOT—HIILDAP V—T 4 V7 /=A VT AYLRICIIEA TEEEAL, ¥—F >
k7 RLAXZENZENRID attribute:value T IFET 20803 H Y F7°, Microsoft Exchange
BENRRICA Y 7 I7A NI 7Ty NICERED Y, AV ZR#E L TV 585413, Exchange BREE D
FICA—NEN—T 4 73 5HLEIT, BEITMTA RS MO — MIEFIILED Y £
A,

BEETE B
e JL—F (7 : MAILHOST & MAILROUTINGADDRESS (24 ~—3)

JL—T 4 >% : MAILHOST & MAILROUTINGADDRESS

N—T 47 7 =) OEEIE, MAILHOST OfEIZIP 7 KL A TlaR <, MR ATREZR R A M4
ThHHZENBETY, ZhITiX, PNEYZ: DNSconfig 28 4B 72 2 D3 —fiRH) T,

MAILHOST I%, /Vv—T 4 > 7 7 =V TIFEMEAEE T3, MAILROUTINGADDRESS i,
MAILHOST 7238% & S TW AR WIS IINATT,

I RO—JHEEBLZEZTHRZAAH-OHDIRAAL—FY
) DFEHR

VA= REF, BrA LD —TREE ( EEH] £721X IMAILFROM] &
FEEND Z b H Y £9) BEL W To:, From:, CC: DE~y X —%h ERFHADT TV |ZHES
WTEEHZ ZHEETY, ZOBEORNRFZEF D10 R RAL ] THY, Zh
WEoTEEDORAL L Z1ODY A FDBERAT 47 TEH L9 0 £4, fho—f%H
RERELLTUL, XY NIT—T AT TANT I T ¥ % [FET) 72Dl ETA—IN~yF—
DIXFHNNOET T RAL U ERVERS (TARY w7 ) LW 0RHY 77,

ESPERENS

AL —FRK 7Y DH (25—)
e 7LV RUL] DvAHL—F (252—)

. LDAP 7 T 1)
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2znar—kszyoh |

RAAL—F 7T DOH

K 4:— 072 LDAPEZETO LDAP Y ) —XFHOH : <R AL—F

JIT)DREZR YRAAL—F

OpenLDAP
(mailRoutingAddress={a})

Microsoft Active Directory Address Book

(proxyaddresses=smtp:{a})

Sun ONE Directory Server
(mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})
(mailRoutingAddress={a})

(JLVFR)&] DIRRAADL—F

I—YEREIZE>TIL, LDAPT 4 L2 Y =N AF—<DHIZ, A=V NV—TFT 4T T
RLZ2Rom—HL A—)L 7 RLADSMZ 7L RU4 ] BREERTWAZENnHY 4,
AsyncOS Tlx, = R_Rue—T%EH (BEA—NVOEE) RAvE—V v F— (ZFEA—
NDOYE, To:, Reply To:, From:, CC:72&) %, Zd [Z7L 2 R4 TR L — RTX
F9, 7L RU T RLVRIZIE, BRET A=/ T KL ATIE@BEILTF AT S 78 WRERC
T OBIHAG, A=A Brwhl) BDEENTHTENENERA,

LDAPZ T URH T~y X —r~vAH L —RTDHLEIZ, 7L KU A=)V TFH|2{K% LDAP
PR OFERTEIMZ H0E I NERTREIEN T T, ZOEWERA x—71IC
o TNTYH, =X —7HEFEI2IT user@domain 83 DA BPFEHIND Z LIZEE L TL
FEW (ZLy RUAIFN—NVIIKTB7-0) .

FEAER) 72 LDAP ~ A H L— RO & X L[EIBEIC, LDAP 7 = U OFERNZE (BREN0 £/213T
THRIA b AXN—R) OHHIT, v A L— NFITbivERA,

ZOMRER A X — T NI T AT, LDAPR—ADVAHL— R 7Y % U 2 F—|Z%f LT
ETHEEIT ([LDAP] N—=UFERIX ldapconfig I ¥ R) . ROERIZX LT ryJ LIPS
| =

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]

72l 21E. OXSBRIDAP = FURHAHLELET,

ek B

mailRoutingAddress admin\@example.com

mailLocalAddress joe.smith\@example.com

mailFriendlyAddress “Administrator for example.com,” <joe.smith\@example.com>

LDAP 7 T 1) .



wap sy |
B sE2000—T A0 —ThHEnESnEHNT 5T L—T LDAP & T DA

Z DEENA R —T W72 > TV D EAIZ, LDAP 7 = U 73 (mailRoutingAddress={a}) T, ~
A1 b— K@M (mailLocalAddress) 72 HI1X, RO X HIZEZH 2 S ET,

FTDT FLR (From, To, |[YRAL—FEnfzAv 45— YAAL—KREhf-zoA0—
CC. Reply-to) TEEE
admin@example.com From: “Administrator for MAIL FROM:
example.com,” <joe.smith@example.com>
<joe.smith@example.com>

FEBENTIL—TAN—THBEINESIHIZHRNT B
JL—JLDAP & ') D{EF

IDAPT 4 L7 NI NTEEINTZIN—TIZZEENBE L TWBENE D A, LDAP —
x5 72 2 FEH L CHBITE ET,

FIE

ATy T A vE—UI rept-to-group F 721E mail-from-group L— 1V EEHT D A v &— 7 4 L F EAE
L ET,

ATv T2 WwIT, [VAT LEH (System Administration) ]>[LDAP] ~<—" (%721 1dapconfig 2~
R) AL T, BFA—NSF— R T2 DAL R D LDAP Y — R EEFRE L, F—
TAN=y T a7 ) ZRELET,

ATY T3 [Xv b T—2 (Network) ]1>[V A7) — (Listeners) ] — (F£7-1% listenerconfig ->
edit -> ldapgroup 7 a2~ R) ZHEHLT, 2O/ Vv—F 7)) —% U A F—|ZktL
THZLET,

RDEARY
ESPERENS

« I N—TF 7 UDOF (27 _—7)
« I N—T 7Y DOFE (27 X—)

. LDAP - T 1)
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SN—745x

SN—745x

ATy

sn—Fozuon |

') DI

= 5:— 287 LDAPERETOH LDAP Y T ) XFH|DF| - TIL—TF

I DR TJn—7

OpenLDAP OpenLDAP Tid, memberOf EIEILT 7 /b b TEHAR— b Sh
£H A, LDAPEHHICL > T, ZORMEE L BN A
FovICBEMSNTNDZLRHY £,

Microsoft Active Directory
(& (memberOf={g}) (proxyAddresses=smtp: {a}))

Sun ONE Directory Server
(& (memberOf={g}) (maillocalAddress={a}))

72& 21X, LDAPT 4 L2 MU T [~—FF 47| T N—T DAL 73—73 ou=Marketing & 57
FINTWbHELET, ZOFEEEHL T, 2O NV—TNEZET DA — VAR
TRV ZENTEET, AT v 71T, AvE—VIHEAT LA v =2 7 4 2 2 ERR
L. A7 v 723 TLDAP VY VT v AN=ZALEA X —T M LET,

A —
') DEXTE
WIS RTHITIX, ~—7T 42 Z—7 (LDAP 7 /b—7 [Marketing] & L CEFH) DA
VOR—IME DA — )L E IR —ILEMER Ak marketingfolks.example.com IZCEME L E 9,

FIE

MDIZ, TN—=T A=y P LTHENIC BT DA v =BT 5, A vE—
7 T %ﬁzﬁk Li'ﬂ‘o Z ®{§'Jféi\ ﬁzﬁkj‘é T A IVH @EF'“Gmail—from—group /l/‘—/l/%fﬁ
HLET, AvtE—YDo5, = _Xu—7%E& ) LDAP 7 /L —7" [marketing-groupl |
BLTWDZEMHB LS DITT T, ABRERA MZEREshET (Z4 520
alt-mailhost 7 Z >3 Y) ,

TN—T A N— 7 7 ¢ —)V REE (groupName) 13, A7 v 72 TCERLET, Z/—
7 @k TgroupNameJ @1@5;’(\ marketing-groupl &Hﬂiﬂ%éﬂi?‘*o

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

MarketingGroupfilter:

LDAP 7 T 1) .




. TL—TF 9T DEE

if

(mail-from-group == "marketing-groupl") {

alt-mailhost ('marketingfolks.example.com');}

1

filters added.

Choose the operation you want to perform:

NEW - Create a new filter.

DELETE - Remove a filter.

IMPORT - Import a filter script from a file.
EXPORT - Export filters to a file

MOVE - Move a filter to a different position.
SET - Set a filter attribute.

LIST - List the filters.

DETAIL - Get detailed information on the filters.

LOGCONFIG - Configure log subscriptions used by filters.

ROLLOVERNOW - Roll over a filter log file.

(1>

wap sy |

A= 7 4V H Jb—)V mail-from-group & rcpt-to-group DFFAIZDOWVWTIE, A v&—
T AN =)L B LT TIEEN,

RATw T2 KT, [LDAPY— T 17 7 A /L%iB/ (AddLDAP Server Profile) ] X— & HH LT, &
A== T 2 DAY RIEEEIRDLDAP Y —NEERL, JNA—T A N—2 T %l
ROENO7 =) EERLET,

ATFwF3 Wiz, 7Y v U ZxF— [nboundMail] TLDAP 7 =Y ZHA LTI/ N—F L—F 1 7
ZITH ko HEH LE T, [V AT —%#RE (EditListener) " X—Y&#HH L C, BIOAT v 7
THELZZLDAP 7 = A X—7 WIZLET,
O YNRETIND E, VAT =BZIT AN A Y E—UIZ L 5 TLDAP #— 23T %
JZUNPYHT—=ENT, F—T A=y FREE SN Ed, PublicLDAP2.group 7 =
VT4 Tz, [ AT L% (System Administration) ]> [LDAP] _X— Y CTEFZINTWVET,

. LDAP 7 T 1)
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Bl: SL—F HTUEBRALTRALEIALADFz v ER%FvTT5 [

6:)VRAF—TDTIL—T 5T DIEE

Edit Listener

Listener Settings
MWame: | |incomingMail

Type of Listener: | Public
Interface: | [Data1 %] TP Port: [25

Bounce Profile: | | Default v

Disclaimer Above: [None |
Disclaimer text will be applied above the message body.

Disclaimer Below: | [none >

Disclaimer text will be applied below the message body.

SMTP Authentication Profile: | [yone | £|
Certificate: | [test (v
b SMTP Address Farsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings for customizing the behavior of the Listener

= LDAP Queries: | b Accept
===
b Mesquarade
= Group

Group Query: | PubliLDAPZ group |

SMTP Call-ahead Profile:

ATy T8 EREFEL, RFLET,

Bl : SIWN—T T Y EFERLTRANLEDSILADF T VI ERAE Y

795

A= T A NBFASATITA L DHODITTCETINLEDT, F—7F 7 &+
HELBHEDITN—TIZONWTIANALEANRADF = v 7 B2 AXy 7 TEET, 72& 2R
HNDIT Z)V—T~DA =TIl ONTIE, ANRNAETANADT =y 7 EAF YT LT
TRCZELEWVWEWHIEERH S E LET, LDAP La— RKDOHIZ, DN &7 L—74 & L
AT D7 —7 2 MU EERLET, 2O —T4IE, IRODNT > kU THk S
£7,

cn=IT, ou=groups, o=sample.com
LDAP =T a7 7 A Va2l L, RO NV—7 72 Z2fE LET,
(&(memberOf={g})(proxyAddresses=smtp:{a}))

WIZ, 2072 Z2 ) Z2F =1 L TAR—T NI LET, TNT, AvE—IUNREFDY 2
F—TEZEINEEXC, 2O — 7 UR N H—ESNET,

ITIN—=TDRXAN=ZONTIEITANALE ARLDTF =2 V2 A%y 7T 572012, RO
Avt— 74 NNZEER LT, BEAYE—UF LDAP Z LV — 7 Ll L CHRELE T,

[1> - NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.

LDAP 7 T 1) .
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B 550t n—F 0T 200 ALY R—2 5 T OBERA

IT Group_Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com") {
skip-spamcheck () ;

skip-viruscheck() ;

deliver();

}

1 filters added.

\)

G ZoORAvE—T 74 VFZHADept-to-group (Z1%, 7 N—T4 L L TASEI7ZDN (en=IT,
ou=groups, o=sample.com) NKLENTNWET, AvE—TY 74 VZRNTHEHL WSS
N—TZBELNZ EEMER LTS IZE, T4V DOFATRIZ, LDAPT 4 L7 F UK
TEDLAHTE DOHPHEFEIATDOIND X OIZT A2 TT,

U 2F—NZFANTZA v = I L > TLDAP Y — N9 572 U R MY H—Sn T, 7
N—=T AUNRN=y TRRFESNET, AV E—UZEENRIT I N—T DA L N—D%E1E,
A= T Y NANEDERICHESTIANAL ZANADTF = v 7 BNTIHEAF v FENT,
AvB—UNZEFIREINET, 74 VX TLDAP 7 = OfEREF = v 7 T 5120,
LDAP — x4 5 LDAP 7 = U Z{Epk L, £DLDAP 7 =V % U A —Zxf L TA X —7
AT DUENRH Y £,

HED A ANIL—T 42T F 20D AL R—
AT DER

RAA =272 Y Lid, LDAPZ =V &4 A THNC T N—T L, FED R A A Bl
I 2T FEDOY AFT—IZHV Y TIEHDTT, RALSR_R=ZR 7Y BMEHINLDHD
1T, BED LDAP h— "B ENZNIRR D F AL VZBEA T BTV H 23, 73T LDAP
=Nt T 5272V ZFE LY A F— ETETTLHHEGTT, 2 xiE, MyCompany] &
V9 &4k THisCompany| & [HerCompany| 24L& EINT % & LE9, MyCompany (% H
D K A A > MyCompany.example.com (Z/1 2. C HisCompany.example.com 35 J T}
HerCompany.example.com @ R A A U Z#EM$ 5 & 2, FAA T ELIZHO LDAP H— 3%
HA LT, & NAA BT O EEBDOHEREMHL TVET, ZD3 DD RKAAL
D A=)V ETRTZITAND DT, MyCompany (X KA A > _—R 72 ZERLET, =
FU T, MyCompany.example.com % Mycompany.example.com, HisCompany.example.com, ¥ J T
HerCompany.example.com D A —/)LZ[F LY A F— ETZIFANDL T ENTEET,

. LDAP - T 1)
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ATy

ATy T2

ATvT3

krqvr—zszyots ]

FIE

RAAL L R—=2 7Y THRTD RAAL L ZEIC DT D, =T 7r A VEERLE
To ZOV—NTaT7 7 A NDENETIICKH LT, RAS v R_X—=2 7=V IMEHT 7=
ERELET ZIAN, V=T 1 277L) , FHIZOWTIE, LDAP ¥ — NI % i
AN T D LDAP = 7' 7 7 A LOERL (5 =) 22 LTI ESW,

RAAL L R=A 7Y BAERLET, RAA U R_R—RA7 =) BT D L X%, KV —nTn
TrANNE 7 ) BRIRLET, £72, E0r Y 2373 5% Envelope To 7 4 —/L K
WCEASWTHRET DL, BFA—NT = T =AZAX—TMILET, 7= U —DFK
FEOFERIZOWTIX, RAAL X=X 7 DER 31 ~—2) Z#ZRLTIEIN,
RAL L R—=R T2 Y HNRXT VI ELTTARXR—=FDY A F—IZX L TA F—T ML E
T, U AT —DOREHFIEOFEMI OV TIL,  [Configuring the Gateway to Receive Mail | (D %
ZRLTLIIZEN,

G¥) RAA L R—=Z 72U IMICEH . A XARREEEEED LDAP = R —H% 77 A
ARLBHDOE DI TE E9, FHMICONTIE., TAANAREE 0EE2BR LT
<TIEEW,

RDZRY
ESPEREYS
e AL R—2 7Y OFERL (31 2—3)

KA AR—ZX 5T DERL

ATy T
ATvT2

ATv7T3
RATvT4

&AL

RAAL v R_R=2 72V %, [ AT LEH (System Administration) ]>[LDAP] > [LDAP#—
7'r 7 74 v (LDAP Server Profiles) ]~ — 3 CTIER L £,

FIE

[LDAPH—/ 371 7 7 A /L (LDAP Server Profiles) 13— D [FEHIERE (Advanced) %7V v
7 LET,

[RAA B L TOEM (Add Domain Assignments) %27 U v 27 LET,

RAAL =R 72 ) —DXAFTZ AN LET,

Y — ZATERRNLET,

B RAALR—R IV BERT DL EICRIRT D7 2V DO A 713, TXTHL TR
TFUERVERA, 7V EZATHERTLE, EFA—NT— T =A1TEDOZA
T EFIHARER—AT a7y A ANBEREL, 72U T 40—V REERL
7,

[FAA 8D ET (Domain Assignments) | 7 « —/L RiZ, RAALEAHLET,

LDAP 7 T 1) .
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B =owaszyeeavarvoF—> s Ty0ER

ATvT6
ATy T17
ATvT8

ATvT9

ATy 710

ATvIN

D RAAAZEEMNT L7 =) —2@R L £,

IV DRAALRTRTEMEINDE T, T2EMLET,

EO7 V2 —HLRNWEZICETT D, 774NV DIV EANTEES, 77401
7Y =2 AN LIWEEIE, [ L (None) ] Z3EIRL 77,

Jx VT ANLET, [Z72V DT AL (TestQuery) | KX %27 Vw7 L, TARNTDH2—
FarsfbXAT L —XEREF ANV T RVAR%E [T AR /XF A—4% (Test Parameters) ]
D7 4=V RIZAN LET, fERD [ AT —H A (Connection Status) | 7 « —/L RIZFER
SINET,

(AIEFRE) {f} b—2 V&2 Z T AN = UNTHEHT 25GE81E, = Xn—7XEET7 FL
AT AN 7T UIZBINTEET,

GE) RAA L R=Z2 72 DIERPE T Lizn, 2072V %7V v I FERETTT7A
NR— DY A F—IZEHEMTDMERIH Y T,

KHEEERFEL, RIFLET,

—EDLDAP VT ) ZXRTIH=HODFz—2 U T)D

{5

ATy T

ATy T2

ATvT3

Frx—r 7V, BFA—NT =T 2L o TEFICFEITHRITSND —HD LDAP
sx ) THRENET, WA= b=k 20 [Fo—] ORDES =Y DIAT
ZRIT L. LDAPH — "\ EHEEMR VAR ANEIND & (F2F [Fo2—2 ] ORED
J Y CEHERVARAPNIRINONERT D L) FAT48FILLET, FTo— b—T 4
YT Y TE, BIANAT N APREERIONTZETA—AT RLAZEIZ, (A
CREDO—HDOF =—2 72V EHFIETLET, Fo—r 72U RELODIL, LDAPT 1 L
7 FUAROxT Y RVIZBWT, SESERBEBHEICELO (FER—0) EREHITWD
LE T, =& %213, JBYE maillocaladdress & mail N2 —HFEF A —/L T RLAZKNTH7-
EH SN TWA ELET, ZOmMFOBMHICR L CHEFEIC ) Z2FT73512F, Fo—
Y EFERHLET,

FIE

%:%V71UWTﬁm¢571UfEK\%%N7h774w%¢ﬁbi¢ ZoH—=n
TaT7 A NDENEIUIDONT, Fx—r I —IEHTE7 =Y —%F ELET B
[ZOW T, LDAP H— 2B 516 AT % LDAP Hr—~ 7' 7 7 A L OFERL (5
N—=V) ZZRLTIEIN,

Fr—r 7Y EERLET, IOV TE, F=—r 72U DR 335—) 22
LTLEEN,

Fx—r 72V N T )y T EETTARXR—= DY RAF—IZH L TA =7 MILET, U
AF—DFREFEDFEMIZ OV T, [Configuring the Gateway to Receive Mail | D4 S L
TLIEENY,

. LDAP - T 1)
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FI—

vIT

ATy I

ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

sr—vszyoks |

G¥) FAA =2 72 YIS, AN AREEEEED LDAP = Fa—3 7 7 & 2%
ANDEHDTOIHEATE T, FEICOWNTIR, TARLREE OEEZZRL T
STEEW,

RDERY
BEE R
« Fx—r 7T ) OER (33 =)

') DYERK

Frx—r 7Y —L, [AT LEE (System Administration) ]>[LDAP] > [LDAPH#— 71
7 74 /v (LDAP Server Profiles) ] X— CIERK L7,

FIE

[LDAPY— 3711 7 7 A )L (LDAP Server Profiles) ] 2— D [FEflli%E (Advanced) %27V v
7 LET,

[F=—> 7= %BI (Add Chain Query) ] %27 VU v/ LE7,

Frz—r 72 DAFHTIZANLET,

) — XA TEERRLET,

Fr—r 7TV EERTHEXITEIRT 27 2 OX A 7L, TRTHLETRIFIULZRY 4

ho VZUVAALTEHERTDHE, BEFA—NT = U =AFETDXA T DI Y ZFIHARE R
P—=RTa 77 ANPEREL, 72U 70—V REAKLET,

Fxz—r 72 VBTS2 28R ET,

BFA—NT =PIV =2AICL-T, ZITRELLIAICZ 2 Y RFATENET, L > T,
RO ) 2F x—r 7 2 VITBENT 55613, KVRENZRZ ) DRTIVIHDO =
UNEATEND LD RIAFIZT D2 L2 L £,

Jx V% T ANLET, [Z72UDT AL (TestQuery) |[Hh¥ %7 Vw7 L, TARTH2—
Farsf bX2AT7 L —XEREF ANV T RVAR%E [T AR /XF5 A—% (Test Parameters) ]
D7 4=V RIZAN LET, MR [#E AT —H A (Connection Status) | 7 « —/L RIZFER
SINET,

(BIEFIRE) {f} b—2 UV &Z T AN = VNTHEHT 25G81E, = Xn—7XEET7 L
AT AN 7T UIZBINTEET,

GE) F=—r 7 UOERPKTLEDL, 2072V & 7Y v 73774 =D

U A — 2B T BN H D £7,

KHEEZERFEL, RIFLET,

LDAP 7 T 1) .



B waricezToLs by A—RR PEERLE

wap sy |

IDAP[C & BAT 4L R IN—RX NREHLE

TALVZ R N—_RANLBT, BEOHDLIERFED., I bDIAMEFFOZEEITA »
TV EFETDHLICE TR LET, EFA—NAT— My =A%, ZEHENZDOLGHTIC
BN A—NR Y I Ao TNDEMNE I NERNTSELZRLET, ThEx KREIZFEITTD
L HEEDOHDEEZFIL. FOT FLRIZARLAZEETIEL WA, BT KL AD
M fE (N—_ZK) | ICESTRHETED LI £9,

B A—AT = U =A T, LDAPZIANMGEY =) 2T 2L, T4 L7 FU A=
A h#E (DHA) ML CHHIET&E %9, LDAPRZ T ANERETDH L X, 4L 27 bV
N R NEERS IR A SMTP 1o 3t —3 g HIIZ T D, T —2 a2 —0OHFTIT I i ik
RTExET,

ESPEREY=]

«SMTP h >N E—2a DT 4 L7 U N—_R FEERLIE
NEEF L —NTDOT 4 LT F U N—Z NG (36 2—2)

(34 ~—v)

SMIP honNt—> a7 L9 M) IN—RX NHRERSLE

DHA % Bh1E3 5121, KA A > 721F % Recipient Access Table (RAT; Z{5& 7 7 & A 7—7
V) WAL TEE, LDAP X ANRGEZ SMTP 1 /3t — a VINTTEITLET,

SMTP 1 o \t— g U HIZA vE—U% R v 73 5(21F. LDAP T AND 7= LDAP
PN T a7 A NNERELET, KIZ. LDAPZIFAN Y =Y 2 SMTP I >\ bt—3 3
ZFETT ALY A F—FBRELET,

R7:ZFANTIT)ESMIPAINtE—2 3 RICEFTTBHELESIZETE

= LDAP Queries: | ¥ Accept
accept Query: | redfish.accept v
¢ work Queus
Non-Matching Recipients:
@ | SMTP Canversa tion
If the LDAP server is unreachable;
¢ Allow Mail in
@ Return error code:

Code: [351

Textt  Femparary recipient validation er

b Routing

b Masquerads

b Group

YAF—=TETTLHLDAPZIT AN T ZRELTZH, ZD Y A7 —IZEMIT b/ A —
N T7a— R —OHFODHAP (74 L7 b U N—_A N IE) BREERET D LB
b ET,

. LDAP - T 1)
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SMTP hoit—vavdmnT4 Ly by n—~z rwgpsit i

8:SMTPHh Y t—2a VICERE FOY TF5L512A—)L 7A—RY L—%RET D

Maz. Recipients Per Hour: i
P & Unlimited

c T

Max. Recipients Per Hour Code: | [4g2

Max. Recipients Per Hour Text: }Too many recipients received this hour

Flow Cantral: | Use SenderBase for Flow Control:
& on O off

Group by Similarity of IP Addresses i | This Feature can ondy be used if Senderbase Flow Control is off,

& off
P
(significant bits 0-32)

Dlr'ectonr Harvest Attack Max, Invalid Recipients Per Hour: r

eeeeeeee [DHAP): Unlirnited
@ |s |
Drop Connection if DHAP threshaold is Reached & o
within an SMTP Canversa tion: on off

Max, Invalid Recipients Per Hour Code:

S50

Max, Invalid Recipients Per Hour Text:

U 2P —(ZBEMIT N A= 7 —RY—DORT, T4 L7 bU N—~R NEEEL I
DF=DDRDIER #HELET,

[ & 72V DM 7252538 D K%L (Max. Invalid Recipients Per hour) ], T DU A F—

MU E—FKRASDLZITIRDEN2ZEFO IR S0 O KETT, ZOLEWE
X, RATHEGOREEZR LET, i, #Lh7e LDAP ZE4 %8 CTD 78 SMTP 7 /N
t—varflii ey 7ENTEAvE—VoREKE, V-7 Fa—HNTARAY UV ZAENT
A=V DORHTYT, e 2iE, LEWEEZ 5 EHRELZEAIC, S RAT
MR 2T, Bgh72 LDAP ZEE S COTD Ky FENIZA v =V N3 THEH EL
F3, ZORET, BEFA—NAT =P oA IFLEVHEICREGE L LWL T, Bix R
ny7IEET, TT7HNVEITEH, TV v VRAF—TO1RRBHZY OZEEHDORK
Blx25 T, FIAX—F VR FT—OEAIX, | KHbHZY OZEFEORKENIT 7 *
Jb b TTIREHIR T, ZORKRE%E [ZEHIBR (Unlimited) | ICRETDE, TDOA—L 7
11— R 2 —Z% LC DHAP (34 X —7 W27 0 £8 A,

* [SMTP %75 C DHAP L & WMEIZEIE L7256, ##ia Re >~ (Drop Connection if

DHAP Threshold is reached within an SMTP conversation) |, 7 4 L7 kU /\—~Z F B[S
EDOLEVEIGELEEEIZEFA AT — N oA Lo THfiA Rry 7385 L)
ICRRE L £,

o [FE 2 — Rd 720 O RZ(EH % (Max. Recipients Per Hour Code) ], ##i% Ku v 79

HEXIMERATZa— R ERELET, T 741 O a— KX 550 TY,

 [RERT F R N7 ORRKZEEE (Max. Recipients Per Hour Text) |, N7 v 7 U7=#6¢

WXL CHEHT 27 %A MEBELET, 7740 DT F¥ X ME [Too many invalid
recipients] T3,

LEWVMEIZELZHGA1E, ZEEPENTH-TH A vy E—v Dz Run—FFEHITNT
A A =R ffuéhé\_c‘: IxHY T A,

LDAP 7 T 1) .



wap sy |
B czs2—mcoF Lo by n—RZ FEEHLE

EEX1—ARNTODTA LI ) N—RX FRERLIE

T4 L7 FU N—_ZNLE (DHA) DIZEAEIE. RAALVETEZEET 78 A T—7
b (RAT) IZANLTEE, LDAPZIT AIURGEZ Y —2 2 —NTHETTHZ LIZL->TH
IECEET, ZOFEEERTDIE, BEOHLEEEN., ZEEDNEDNNE S 0 % SMTP A
PNy a D Z I TERLS RN ET, ZRITANRIZURRESIN TN L E
I, VAT AIEA v E—VEZITANT, LDAP Z I ANMGEEZ U —2 2 —HNTHETLE
T ) T2l AyvE—vYOxz o Xo—7REFICE, ZEEVED THLIGEIT AT A
A=V NEEEINET,

BEEIER
e U—0 Fa—HNTT 4 L7 b)) N—_ZANKEFIETH20ODRE (36 2—)

J—H X2 —KHNTTALY FY N—RZ FHEHIET A-ODERTE

T AL R AN—=A_RZANEBEEGIET 5120%, F1DIZ LDAP — " 77 7 A L EHEL T
LDAP ZF ANEA X —T7NWIZLET, LDAPZIF AN =Y A X—T NI LD, RO X
N, ZOZTANZ =V BFEHT L) A F—2RET D LI, ZEEL—H LN
GO A— N TN AT HEIITHRELET,

WIZ, A= 78— R —%2RELET, ZOKRY —lE, FTEORBNIZEEIP 7 R
VABHTZ0 ENIETOENIRZEGET RV AE VAT ANZITANDINEERZRLET, 20K
EBZDHE, VAT AIZORENDHA (T4 L7 R N—_ZX NLE) THDH L HB LT
TI—hAvE—UEEELET, ZOTT—F AvE—VIZEENDHFERITKDO LB T
7

LDAP: Potential Directory Harvest Attack from host=('IP-address', 'domain name
'), dhap limit=n, sender group=sender group,

listener=listener name, reverse dns=(reverse IP address, 'domain name

', 1), sender=envelope sender, rcpt=envelope recipients

A= 7 — R U—=THRESNELEWVEICET S ETE, VAT ACE>TAYE=Y
MANTASNETR, TUUBISEZ RS Z <z AN T Fry7EEd, L
TeMio T, IENREERITIET FLADBRY Nl SN ETH, BEOLLEEHIT. Lox
BEIRZF AN Z B TE £ A,

ZOENAZEN T X O E 1L, BUTE AsyncOS IZEE STV D L — MHIFREEREIZEL TV

£, OFV, BHEANZOBIEL A X —7 M LT, EREE/TY v 7 ) AF—0 HAT
NDA = 7u—RY v—=OFTRIELET (HAT DT 74/ FDA—L Ta— iKY —

ZEe)

F/z, a~v RIA4 2 A H—T A AT listenerconfig 2~ REFEHA LT, THEHRTE
THIEHLTEET,

ZORRIL, A= 7er— KU —% GUI THET D EXIcbRRENET T 56U &
F—IZk LT LDAP 27 = U BB A DHA)

. LDAP - T 1)
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SMTP

SMTP SB3E %47 5 =650 Async0s Dz ]

1R 720 DN ZEEREANNTHE, ZDOA—L 7 a—RY —(Z% L TDHAP (5 4
V7 R U AN—RA NBEERGIE) RA R —T R0 ET, TN T, RNT Vv r )R —
T 1R H 720 R 25 o BHHZEENZTANGNET, FIFTA4X— K VR F—DH
X, 1S 72 0 OEZIEFERITT 7 40 b TIRERIR T, = ORI A [HEHIR
(Unlimited) JIZBRETH L. FDA— 7a— K o —|Zxt LT DHAP (1 X— 7 LIZ7%
D EHA,

l:lrLM:lIEé j 7’—’ 0) ASVHCOS ODEIQEE

AsyncOS TiE, SMTP FBFEAY A — b SN TWET, SMTP Auth (X, SMTP H— ZHEGET 5
IIAT v NEBIET DA D= ALTT,

ZDOAN=RL=FHTHE FFEOHMICHTET 22—V, ZOMEED A —/1 P — 2
TP TERL TS (AESCHERRENDS) L& LA NP —NEHH L TA—ILE2EE
TXA LI EF, A— L a—HF—x—T =z b (MUA) 1F. A—1LOEEFRITT D
EEITRREESR (Fr LY/ VARV RA) ZRITTEET,

SMTP F8REIE, FEEA—V VL —IZR LCHEATEET, ZhzRATE, ETA—L
F—=hT 2 ANEy NT—7 DTy P TIIRWESIC, B A— AT — 7= L—
T RO X 2 T AL TE T,

AsyncOS Tlk, =¥ — 27 L7 vy VORISR E LTKD2 OB R—FIHTWET,

*ILDAPT 4 L7 bV ZfEHT 5,
« B SMTP H— " Z{E 35 (SMTP Auth #53% & SMTP Auth %{E) .

9:SMTP Auth DYR— b : LDAPT 4 LY b)) R b7 E£1=IE SMTPH— /N

Remate MUA client

£
SMTP Auth LDAP Query —
Connections: Mechanism: Connections:
« SMTP + PLAIN “LDAP LDAP

+TLS + LOGIN + LDAP/SSL

- D Y

OR
-+
SMTP Conversation — E

Connections:
« SMTP

SMTP Server(s) acting
= TLS as Authentication Server

SMTP RAFF R AR TE LTS, HAT A—/L 7u— KU I —NTHEE IS SMTP Auth 7' &
7 7 A V% smtpauthconfig =~ > R&EMH L TIER L ET (U AF—T0D SMTP #iEDO A %)
It (41 =) M) .

ESPEREY=]

« SMTP FBFEDFRE (38 ~—)
« SMTP FBREZ =V O E (39 _—7)
« 552 O SMTP $— R T SMTP #BGE (FakZ 9% SMTP Auth) (40 ~<—3)
* LDAP {325 SMTP i8iE (41 =X—)
« I TATV MEHEERMEA LT SMTP £ v 3 VORGE (44 _X—2)
* 3815 SMTP #8GE (45 ~X—)

LDAP 7 T 1) .



wap sy |
B svrezimoxs

e X/ L SMTP #iFE (45 =2—3)

SMTP ZEEDEEE

LDAP $— &M U CRAEEZAT 9 513, [LDAPY— 717 7 A L %iBM (Add LDAP

Server Profile) ] £721% [LDAPY— 371 7 7 A /L Z&iwHE (Edit LDAP Server Profile) ]~3—
(¥721% 1dapconfig =~ K) T/ VU ¥ A7 & LTSMTPAUTH % #4R L T SMTP #%;
7V EERLET, ET D LDAP V— SOENENIIDONT, SMTPEFET R 7 7 AL L
L CfiH7 5 SMTPAUTH 7 =V % | D ETE 7,

SMTP FBGEZ =V iZi%, TLDAP A > R] & TRELE L TONRRATL—X| O2FENH Y
79, TEMEELTORRTZL—X] 2EATHEXIE, EFA—NVT—b U zAI2L-T
LDAPT 4 L7 FURNDNRAT L —XT 4 —)L RBFIGFEINET, AT L—XX, F'L—r
TXA DN, Kb, EliEy v a SIVTHEM S TW A AREMERH D £, LDAP/SA K
EHATLE, BIA—NT—F U= A1E, 72747 Mok TRk &SN LT v v b
ZiH L CLDAP —_"~Du 7 A &t LET,

REEIER
BMEE L TONRRAT L —RADEE (382—)

BHELTOINRIL—XDIEE

OpenLDAP O#E (RFC 2307 IZH5<) TiL, 2 —T 4T DFA T %Wy a TR, £
DERICLT L a— RINTENRAT =% Hll 52 Lo TWET (e 2T
[{SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=] ) . ZDOHITIL, /AT L—XEFpIE 7 L—r
THXAND/NAT L—X|Z SHA i L THh 5 base6d =2 a—F 4 7 Lz DTY,

B A—NT = T oA T, RAT7L—XERET 5T SASL A 7 =X 5 E MUA & O
TORIvT— MR TOIL, BFA—NAVT— U xA L MUATEDFEEZFERT D 0ERE
LET (BR—=FENTWD AL =ALIZLOGIN, PLAIN, MD5, SHA, SSHA., CRYPTSASL
TT) . TDOH%RT, 7T T4 T U ALLDAP 7T — X RX—R T 57 =) ZFITLT/IAT
V—XETELET, LDAPHNTIE, vy a THENZT VT 4 v 7 AN T L—XZf)
WCTWBZENRHY T,

« LT 4w I AP TNRWEESIT, LDAPNICKEMENTWVWE AT L—ANT L—
VTXRARNTHDLERREINET,

s VT U T ANFTNTWDERIE, T T7AT LV AZFDO/NNy v a2t/ XA T L— X% JL
BL, MUAICE > THRESNT-2—HFL E XA T L —RXDM T HHWNIE DL LD Ny
ahFEITLT, Ay aBONRRATL— XL LET, BFA—NATY— T A T
R—=rENdNy a2 AFIESHAL & MD5 THY, NAT7L—X7 ¢ —)L FNTIX

RFC 2307 DHEIZIESNWT, Ny T afb/SAT L—XDFNIN Yy Y a A=A LDH A
THBIMEET,

« LDAP H— "D H1Z1E, OpenWave LDAP — "D X 912, B L&A T L—XD
ANCHRE b2 A 72 ML b Db H Y | ROV IZKHS{LZ A 735D LDAP &ML L
THMSNTWET, 20X REEF, FHENEE LT 7 4L F O SMTP AUTH i

. LDAP - T 1)
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smrp ity oiE

BACFRTHDERBRENT, ZONRATL—RLESMTPH "t —3 3 v THREShE
NRAT L= NHENET,

FTF A =T — T AL, SMTPAuth a0 H5EE DO 21— 4 %% 17 E-> CTLDAP 7 =V |
EHaL, o7V EFHLTZ VT THRA MNEREI ANy v a b SNz AT7 L —X7 ¢ —)L
RERASALET, KIS, SMTPAuth 7 LT o U ¥ L CTHRESNIZARA T L—XZx LTy
T a NLERIGERITEIT L, TOREEZ LDAP DL D/RA T L—RA LB LET (v iz
&47®&&ﬂ%éﬁAiﬁD@<) —H L7Z8A 1%, SMTPAuth B >3t —3 g 03 eid T
SINFET, —BL2WGEARIE, =7 — a— ) ﬁéhi?‘o

SMTP nnmnIEﬁ Tl @E&IFE

%= 6:SMTP Auth LDAP 7 T') D7 4 —JL K

Bl

7 IT) D4R

7 Y —3FF (Query
String)

FEEE LDAP N1 RRATIT O, NATZ L —X%@MELE LTERE L TITO MEEIR T
iﬁ‘o

54 > K (Bind) ]: LDAPH—/ S~/ A VRITICIE, 7 T4 7> Mok THE S
VT v v EERLET (Shk FLDAPM/M ERFOET) .

SMTP Auth 7 = VU CEH S D [RIRHERE O | R A fRE LET, Z 08T, o LDAP H—
NEETHEELEBEZBA U ¥, A 2 FRIERFICKEDE Yy v a v XA LT 7
MRAET HOEFIICIE, T2 THRET ARIFEROR A ZRE LET (— %%K@
B DIEIET X TE SMTP Auth (ICEI D Y THZ ENTEET) , SA U RBIEZ &I, #HiL
WEEGEDS | D SVE T, 550 oI, ftho X A 7O LDAP 7 =V THAEINET,

[)E & L TD/NA 7 L —X (Passphrase as Attribute) ]: /XA 7 L —XZ 5 L CREREE AT D
ZiZ. T [SMTPFEFED /N A 7 L— XD JEME (SMTP Auth Passphrase Attribute) ] 7 4 —/L K
fAX?wa%%ELifo

W DFRFHDGEFECE T2 LDAP 7 =V 25 ELET, 77747 T4 L7 RUDY
= U ®f : (&(samaccountname={u})(objectCategory=person)(objectClass=user))

SMTPERGED /N A 7

L—XDJEM (SMTP
Auth Passphrase

Attribute)

JEMEE L TRAT L— X% 5 L= 3RGE (Authentlcate by fetching the passphrase as an attribute) ]
ZRIRLTZGEIE, "AT7 V=A@  Z 2 CRELET,

WOFITIL, [ AT LEH (System Administration) ]>[LDAP] ~<X— Y %ffi [l L C LDAP &% E
PublicLDAP| %% L, SMTPAUTH 7 = U ZiBML C\E 9, 7=V 55 (vid={u})
I%. userPassword JE 4 & LT 5 L O IT/ER S LTV ET,

LDAP 7 T 1) .
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B 20wy —/ @mTo SMIP R (S5 £ M 5 SMTP Auth)

10: SMTPEREEY T 1)

M sMTP Authentication Quer

Wamne: | [FublicLDAP smitpauth

Query String: =

User Identity for Test Queries: I Test Query
Test SMTP Authenticatio Psswudl—

o Authenticate via LDAP BIND

Maximum number of concurrent connections for this query: |1

"o Authenticate by fetching the password as an attribute

SMTP Authentication Password Attribute: |userPassword

Authentication Method:

SMTPAUTH 70 7 7 A VDRENFZ TTH L, £DF7 U % SMTP FBFRERT2 XL 912V
AF—HFRETEET,

520 SMTP Y —/\{EHT® SMTP FEFE (¥5:X Z {29 %5 SMTP Auth)

ATy
ATvT2
ATv73
ATvT4
ATvTH
ATvT6

ATy T1
ATvT8

SMTPEIED Xt — a VDD ESINT -2 —T 4/ L XA 7 L —X% BlD SMTP ¥ —
NEFHLTHRIET D LI EFA—NT— VoA BRETETET,

FRREEAT O — T, A= N EBIRET L =IO LD THY . SMTPFRIEER~DIHE
TP EITWET, AT LIz s &%, BEHA—L =T L D A —/)L D SMTP 5% % #t

1ITCx£4, 2ok, [EXEA2HHT 5 SMTPAuth) EFFENDZEHHVFET, 7 LT
VV%»@&ﬁ%®SMW#~A RS () S TEREEDTOILDE NG T,

FIE

[y b7 —72 (Network) ]>[SMTP:EAE (SMTP Authentication) ] % %K L 7,

[ 77 A&BM.. (AddProfile.) 1227 U v 7 LT,

SMTP iBGE7' 1 7 7 A VD—EDA4RTE AT LET,

(a7 7 A% A7 (Profile Type) ]| C [zt (Forward) ] 23R L F7,

[Next] #27 Vw27 LET,

HRE— SOARA MG/NP 7 R R LR — M2 AN LET, FBAEEROEEREITME T D55 A
VE—=T 2 A AEBIRLET, FRFERORRKBERRELET, RIZ, EFA— LT —F U=
A D HERRE — NA~OBHGEICKT L CTLS #MHE T 50 E ) aikE LEd, T 5 SASL
AH=ALY, [FL—r (PLAIN) & [RZ7 A2 (LOGIN) 22 HERTEET (BEHTES
Be) o ZOBPRIL, Y — AT ICREINET,

ERZFEL, RFLET,

AL Ty A NVONERNE T T D . FDOT a7 7 ANEY A F—=ITH L TAX—T I T
EFET, FEMZOWTIL, U A F—TO SMTP ZEFEOAEME (41 2—2) ZBRLTLZE
VY,

. LDAP - T 1)
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Loap %Y % smrp 23 [

LDAP Z 29 % SMTP Z2:E

ATy I
ATvT2
ATv73
ATvT4
ATy 75
ATvT6
ATvI1

ATvT8
ATvT9
ATy 710

LDAP X— 2D SMTP GRAET 1 7 7 A )V ZAERKT £ 121X, SMTP #FEZ = U % LDAP —/ 7
07y ANEMHIZ [ AT LEB (System Administration) ] > [LDAP] ~S— T 570> UDIERL
LTEBIMERDVET, 207077 ANV EHEHLTSMTIPREIET 17 7 A VE{ERR L &
9, LDAP 7' & 7 7 A MOIERR T EDFZEIZ DWW T, LDAP 7 = U (22T (2 8—)
EZRML T I,

FIE

[y b7 —72 (Network) ]>[SMTP:EAE (SMTP Authentication) ] % i®K L £ 7,
[7'm 757 A/N%B (AddProfile) %7 U v 27 LET,

SMTP BBEE 71 7 7 A L D—EDL4HTE AT LET,

[7m 77 AN A7 (Profile Type) ] T [LDAP] Zi&R L £,

[Next] 7Yy LET,

DOFFET' 0 7 7 A W35 LDAP 7 = U Z3&IR L £7,
77¢wF@%vmﬁﬂ%bmy7&¢/%::—#5@mbi¢oEmﬁmﬁ\mmL
[&mwSHA][Cwm][mmﬂ mﬂﬁ]ﬁ&wkiﬁoLDAP#»vW:;oiﬁ%%m%ﬂw%X7
L—XDOFENZKEBALZ A TN Ens581%, [72L (None) ] @R L T 720y, LDAP
Y=L > THEBLZ A 7N /”J'JI/T4'T4 ELTIRIFSNDHEIT (f:%: Z.1X OpenWave
LDAP #—N) | B IR A A =2 —nHRIRL T 23V, 7 7 4/ OB EALa%EIL,
LDAP 7 = V2L v RAMEH SN D GEIIEH S EE A,

[(#7 (Finish) 1227 VU v 27 LE9,
EHEEFEL, RIFLET,
AT B 7 7 A NVOIERNTE T T5 L, 0T a7 7 A V) AF—IZxt LTA F—T /M T

XF4, MOV TIE, U RF— T@SMWmﬁ@ﬁﬂm(MAHV)%%%LT<H§
v,

RDRERY
ESPEDEYS]
o U A} —"ToD SMTP RiEDHF Nl (41 =X—7)

U Zj__—Go) SMTP an\nIEO);EQj]1t

[y T —72 (Network) ]>[SMTP:EAE (SMTP Authentication) ]-~X—" T, FEITT DHFEFED
Z A7 (LDAP N—RAE2E SMTP finik~— ) Zf5E L TSMTPRGGE [7'e 7 7 A /v Z1E
L7zb, [y FU—2 (Network) ]1>[U ZF— (Listeners) ]~~— (F72i&
listenerconfig 2~ F) ZHHAL T, 207077 A% AF—ZBEAHT 2 LB
HoET,

LDAP 7 T 1) .
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B xr—<oswrzzosmt

\)

GE)  FEEEAO—PE, 22—V DOFDHE DA —/L 71— KU > —DOH T RELAY ##t¢
BENTFA SN ET,

1 o077 7 A NN TEBOEEY —NEEETDHIEHLTEET, SASL A H=X 14
CRAM-MD5 & DIGEST-MDS5 1., TBFA—NF— U oA LEEYS— O TIXVR—
FENEREA,

woOFITIL, U AF— [InboundMail] T SMTPAUTH Y u 7 7 A AMER &N D Loz, [V
A —%HwE (Edit Listener) | X— Y TRELTWET,

R 11:SMTPEREE TR D 7 A L% [) RF—%#wE (Edit Listener) ] X—T TREIRT B

Edit Listener

Name: 'W
Type of Listener: | Public
Interface: | [Datal  v| TcPPort |25

Bounce Profile: | [ Default |

Disclaimer Above: | [Mone

L L — ]
Disclatmer text will be applied above the message body,

Disclaimer Below: | | Naone v'
Disclaimer text will be appned below the message body,
SMTP Authentication Profile: fnrwardmg hased V|
Certificate: ’ﬁ!
I SMTP &ddrsss Parsing Options: | Optianal settings for cantralling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings far custamizing the behavior of the Listener

b LDAF Queries: | Optional settings for controlling LDAP queries associated with this Listsner

SMTP Call-ahead Profile: [‘NE;; """"""""" =]

Ta Ty ANEEATALIICV AT —ERE LD, O U A F—TOSMTPFRIEZ # AT,
ik, FRENEETALICERA N T IR T—T VDT 74 )V NREZLEHETCEET,

B 12: A—JL 78— R >—TO SMIPRFED A *—TLiL

Encryption and TLS: | O Use Default (Off) ® off O preferred O Required
Authentication: 8
SMTP Authentication: | & Use Default (0ff) O off O Preferred O Required

If Both TLS and SMTP Require TLS To Offer SMTP Authentication
Authentication are
enabled:

r—X |

L. [SMTPFRFE (SMTP Authentication) ] 7 « —/L R TiX, U A F— L~L T SMTP &
&%%ﬁbi#oDW%_mw]%@ﬁbt A%, SMTP HFFIC T DR E
ﬂl75>75)2b %T\ ZD U Xﬂ—"—‘/c n»uu i/f?\ 7/1/0\_72 D ivtlf/l/o

2. 2&OOT 7 b ([SMTPFRFE (SMTP Authentication) ]) C [#4ZH (Required) ]
PR LIEGEE, AUTHF— U — RRBITSNDODIRTLS BRI =— F Sz
(24T m)%m EHLO =~y R&RITLTZ) # &R0 FT,

ESPEDEYS]
* SMTP #8FE & HAT AR U o — DT (43 X—)

. LDAP - T 1)
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smrp sziE s HAT Ky v —oiE ]

s HAT JZIEHEAS (43 X—)

SMTP Z25E & HAT R > —DERFE

HAT BIiEHES

EEHFEIEEEIN—TLLTELHLN, TOHKRTSMTIPRFER I =— 3 UsBEET 5
DT, RARNT 7 EAT—7/ (HAT) OREITHEIILOCEEAL, VE—FA—/LEKR
MREERT D L XL, B A NS — N = THDICEDREE TN —TNEE T DB
FELT, TOEEEITN—T DA =)V >—%ii Liﬁ“ 7zl ziX, UVE—h MTA
lsuspicious.com| 7% SUSPECTLIST &) B EH 7/ N — 2@ L TV A 5E1T
lsuspicious.com| @ SMTPAUTH =¥ =—3 3 > OfE R & X HBIRIC THROTTLE R —
A ENET,

7272 L. SMTPAUTH %M H L CRREA Z T D XEHF OW X, THEF O] EEH LI1TReY
£, SMTPAUTH & v ¥ 3 VICEE) L= A O EIx FRELAYJ WCEEINDHDT, E
BHNCZEET 7 A T —7 /L (RAT) & LDAPACCEPT (334 X2 &N E4, ZOREE, &%
BERFIAVE—VEEBTA—NT = T2 BRATY L—TC&FEd, Lo T, @HIND
L— MR 22 » MU BB DLEET, SlEE /AR 7,

HAT BIEFE G ER A D & XL, HATEHFEE I N—T L A—)L 7a— R U—Oi%EICHK
SWTARLZGIE Ry a8 L. RBAbiZZi L. RELAY A —/V 7 a— KU v —»NFF
ENET,

Ay —UZEHE LV UL THATHEGR ZE(TT 20 E 20 ERELET, T 7 4/L hTid, HAT
Ik o THEG ENTEEIT SMTP I ot — g VOB — Ao —U% b 705
THRTEINET,

HAT ME7 ) ETEFA—ABMESRESND &, AsyncOS TIXSMTP 7 >3t — = > ORh
g, Avbt—YZEHELUL (RCPTTO) THEGEZFEITTEET, ZOHETA Y
T—VEEGRTAHIET, AvE—VOEGPBIESNA v E—V BT AT 57290
AsyncOS TR SN A vE—VICBTH LV EEMREREZEBUSTEET, 21X, 7y
TEINTEA Yy E—VDT RLABIOEZEEDT RULANL A—VEFRTEET, Fi2,
HAT {55 DIRIEIZ L - T, B(EM MTA 23 & FafT S d aletEb/h & <720 £97,

HAT BIEE S & A R — 7 /UC T D & IROBEREAEL £,

* MAIL FROM 2= RRFFR[INDHD, A vE—T 7V =7 MIERS R,
BT A—NDEEDIODT JEANELSEINTZ VNI A vE—URRRIN, TITO
RCPTTO =~ FAER EN S,
« SMTP AUTH % i F§ L CHEM MTA 23385E SN 554, RELAY AR U U —3FFr] &,
A—LEEE EBVICKETE D,

E@?ET% RIET DI |Z. CLI ® listenerconfig --> setup 2~¥ ./ R % i FH LE9, Z OHEE
X, T7 AN R TET 4 E—T Mo TVET,

WDFNZ, HAT OPREHRS 2R TET 5 HEE2HAL £,

example.com> listenerconfig

{1

Currently configured listeners:

LDAP 7 T 1) .
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B /s 7 ramEzeaLEMIP Ly Y3 v oRE

1. listenerl (on main, 172.22.138.17) QMQP TCP Port 628 Private

2. listener2 (on main, 172.22.138.17) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> setup
Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do the rejection at the
message recipient level instead for more detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.

9547 MEIBREZFRAL-SMTP v > 3 > DEEE

BT A—NT— T AT @%f — N =Tz a—FDRA—=VT TFTA4 T MNEID
Mﬂptyyay%wﬁﬁét W27 AT v MFHEOHERZ Y R— M LET,

SMTPFBRET & 7 7 A W EAER T 2G50, FEEZ MR T 5 & XM 2t ERFELDAP
JxVEERLET, £, 79472 FMEAERMEATE R o255, &1 A—NVF— |
VA N —FEIIT L5 DD SMTIPAUTH 2~ > RIZ T +—/ Ny 7T 50 9 hEIRTE
TEFET,

. LDAP 7 T 1)
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ssmrezir |

MR Ca— VRIS D7D TA T v FiFAEZHEHAT2HBE. 7747 MEHEL R
f_fctb‘l“—"fﬁ‘i“—"j‘@T“—ﬁ’75§§5FT‘§“Z> IO ESNTVAIRY A— L EEETEDHNE
DI B 7= 012, SMTP REEZ = U i T& £,

F{5 SMTP :25E

&

ATy T2

SMTPRRREIL, BEA— NV L —%a2—PH LR T L — X% FH L THRAET % & ZI2HEH
T&EET, [BE] SMTPRRRET 2 7 7 A W ZAERL L T, ZO7 0T 7 A VBB ALV
® SMTP /b— MZBEAT £9, A—AMERITOEONC, BEFA AT — T = A [ INE
BRIVFUyVEFERALTT vy AR —A A—L UL —ica /4 LET, SMTP 3
X, #FE7 1 h =0® PLAIN & LOGIN V74— k LE9,

FIE

f& SMTP REE 71 7 7 A )V EERR L £,

%

1. [*v hU—7Z (Network) ]>[SMTPFZ:E (SMTP Authentication) ] Z 4R L £,
2. [Fu77A/V%EBM (AddProfile) 1227V v 27 LET,

3. SMTPREFET R 7 7 A VD—E D4R E NI LET,

4. [Fa 77 A NZ A7 (Profile Type) | T [15{§ (Outgoing) ] ZiERL 7,

5 [k~ (Next) 1%27 U7 LET,

6. RRET 0T 7 A NOREIM 22—V R/ EARXT L= AN LET,

7. [#%7T (Finish) 1%227 U v 27 LET,

AT w71 TERLTZiEE SMTPRBRE Y e 7 7 A VEEHTH L 912, SMTPL— hEREL
7,

1. [%v FU—72 (Network) ]>[SMTP/L—  (SMTP Routes) ] %R L £,
2. T—7ND %G KAA > (Receiving Domain) | 7 AT, [ZDOMOTXTDRAA
(All Other Domains) |V > 27 %27 U v 7 LET,
3. SMTP /b— hDFEHeHR A hDA4HI% [5656 A & (Destination Host) JIZ AT LET, Zi
X, BEA—NVORGBIEHESNDINEA—L U L—DKRAX M TT,
4. FEESMIPFERET 0 7 7 A V& Ry T XU A=a—nbE#ERLET,
5 EHAEZHEEL, RFLET,

O+ >4 & SMTP 25k

SMTP #BiFE A 7 = X (LDAP X— A, SMTP k¥ — 1\ _—2 F£7213 SMTP %{3) 2 &
A== 2 ETREINTWBEEEIE, UTOAXRV IR A — b JIZiEegInE
hd‘o

(‘%ﬁ&) SMTPuunEEEyJ uunftéﬂf_:’-‘_‘qj_& 'fﬁﬁﬁ XN A B = Xﬁ%uafiéﬂiﬁ—
(FL—r TFAPNDNRAT L—ANERINDHZLITH Y FHEA) &

LDAP 7 T 1) .
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B - vosmwarRioge

.
—~

NI Hl@ b

~

SMTP RRGERIK : FRREE Nz —H L FH I A=A A b InET,
FRREY — TG A FTRE - =L e A D= XA b FER S E T,
AALT T AR D HREY =N (T AN =D, STV val%
BAA—NT— T = A LIE) DRFEEREZFORIZH A AT 7k LESA,

g OF OF

NN

o~

A—H DS ER LDAP SEEFDERE

ATy T

ATy T2

ATy T3

Xy NI—=Z7 EOLDAP T 4 V7 N AL Ca—VERAET H L2l EFA—LF— |
VA EHETEET, ZOXIIRETDHE, 2—FREHDLDAP —H 4 L /XA T L—
REEAL T A TEDLLIIZRD £9, LDAP V— N4 HGE7 = U 2% LT-
b, BFA—NT— MY 2 AT XDINTRAEDE 2 A =7 VIZLET (GUID [V AT A
HH (System Administration) ]>[—¥— (Users) |X—, F721X CLI ® userconfig =
~UREEALET) .

FIE

A—HY—THIO UV b ERETH-HODI T —%EKLET, LDAPH— T r 77 (LT,
LDAP 7 4 L7 NUNDO2—F T AU NaeRBETDH-00O7 =) 2/EHK L ET,
TN—=TAoNR=9 T 9T —%EBLET, 2—FRRHEOT A L7 N T—T DR
YR=INE S BT ST oD =) ZERR L £,

LDAPH—/NZFERAT &S ICHEREEE LY F7yTLET, ZOLDAP I — 22 —HFR
AECHEHT 2 L9 ICEFA—NT— VA A RX—TVICL, 22— e —/L% LDAP T «
L7 FUNDOZA—IZFY Y TET, FEMICOVWTIEL,  [Distributing Administrative Tasks |
DED [Adding Users] #ZH LT 7230,

GE) [LDAP] X—T D [Z7 =Y DT A K (TestQuery) | ™% (F72iX 1daptest =2~
R) ZEALT, 72U Db IRESNDMRPHFHFLIZLBY THDL I L 2R L E
T, FEABCOWVWTIE, LDAP 7 = U D7 Xk (19 °—2) 2L T EEN,

RDEARY
ESPERENS

a—HPF—TFThHhT s 7Y (46 X—7)
CTN—T RNy T Y (4 =)

A—4HY—FhookoxTY

SR — P ZGRAET H 72012, AsyncOS 137 =V 2 L CED=2—H DL a— K% LDAP
F4L 7 FURNTHEL, 2—FD 7L F—LNBHEN TS BIEEZ RO E4, IR L
P X H A TIIE LT, AsyncOS IZE > TT 740k 72U —LF 750 NEENR AT &S
FI, THU U IRRIL T2 —FITHERTDLLIICEFA—NT = T oA ZRET D

. LDAP - T 1)
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gn—F 2run—vvFszy |

ZEHTEET, LAUTIE, RFC2307 THES N TV L EMES LDAP 2 —H L a— FNTE
FEINTWBERLENH Y £7 (shadowLastChange, shadowMax, I3 O shadowExpire) , L—
P— L a— FRFET D RAAL 2 LLDN—Z DN BN TT,

WDFIZ, AsyncOS IN—H 7 4 7 k% Active Directory ¥— 3 E TR T 5 & Il H &
NAET 73V D7) XFEFHEa—F DTNV x—A@EMEERLET,

R7I:TIHNW DI THho kYT XFHEEM : Active Directory

Y—nN—547 TOT47T4LY Y

~—Z DN (77v7) (2—¥—1La— &R 512 EMEE
e X— A DN ZFEHTHVLERDH Y £9)

7 T ) LA (&(objectClass=user)(sAMAccountName={u}))

Z—HFD T R — ADKEHI X TV | displayName
% JEtk

WDOFRIZ, AsyncOS N—H 7T k% OpenLDAP ¥— N ETHET L L EIZHHIND
TN IO Y LTI E2—F DTV 32— LEEERLET,

RETIH N EDI—YF THOU YT XFHEEM : OpenlDAP

H—NnN—44F OpenLDAP

~—Z DN (7Z7v7) (2—¥P— La— KRR 212 EK
72 _X—A DN 2 HTH2LERH D £7)

=)y g1 (&(objectClass=posixAccount)(uid={u}))

I—HD T — AN Z LT | gecos
% J@

HIN—T AUN—Sw T HIT

AsyncOS X, Z—HNEFEDT 4 L7 b TN —TF DAL R=nE I N2 5L 05 A
HCTHL7 UV EERLET, 74 L7 M) TA—T ANy THDORA LU N—2 T2 Lo
T, FO2—HFDT AT LNOT 7 ERAFFRAINREY £7T, GUI D [ AT LEEE (System

Administration) ]>[=—%— (Users) ]-X—3 (F 7213 CLI ® userconfig) THMIBFRALE A F—
TZTDHEEIL, 2= = —/LEZLDAPT 4 L7 NURAD I NL—TFICHID B TET, 22—
P—m— UL oT, ZOZ—P =BT X7 LANTHOT 7 B AFFARRE D £7°, SRR
Shica—¥F—0HA1E, =M fix D2 —F =TI T L7 b Z—7128 Y 4T
SET, 22X ITEWVWHIT L7 MU Z—TFNO2—H|Z Administrator 72— /L % E|
02T, Support E\VNH T 4 L7 RYU F—T D—H|Z Help Desk User 27—/ L&) M4 CF
7

LDAP 7 T 1)
|
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B /—Txon—vurs1y

I ADZ—FREIHEDLDAP Z L —FI2E L TEY . 22— o — LR 58415,
B OIRER R —LDT 7 AFRH AsyncOS IZ XL > TEDO—FIftGanEzT, &k
X, =—37 Operator HE[R % > 7' /L —7" & Help Desk User He[R & Ff> 7 N— 7@ 54
2. AsyncOS 17— (2 Help Desk User 7 —/L O HERR &1 0 24 C £,

TN—T AR =2y P NAEDEDLTZODLDAP 0 7 7 A VERETDH EEIT, T—
T L a— KRR EN TS T 4 L7 U LLDR—ADN Z AN L, Z)L—T A N—
DZ—HHZBENINTWDEMEL, Z—TAREMs TV b EEZ A LET, LDAP
=T a7 7 A LTRIRS e — N Z A TSN, 2a—FLH T N—T 4D
BHEDT 7 4V MEL T 7 4V ~ 7 U LFFID AsyncOS IZE > TATSNET,

N

(GF)  ActiveDirectory h— "DLA X, 2—FREFED T N—TD A 3= E 5 0w kT 5
T2ODOT 7 x /v bD 7 =) XFEFNT (&(objectClass=group)(member={u})) T9, 7272 L.
3% LDAP A% —~ 2B\ T, [memberof] MV A F CTa—H4 Tl < fkAI4 2
FEHENTHDHAE, {dn} 2 {u} ORDYVICHERTEET,

DT, AsyncOS 23 Active Directory — S LTI /L—7 A N"—y FIERERKET D &
TEHENDT 74V b7 =) XFH EEEERLET,

RIGTIHILRDTL—T A=y T 5T XFFIEEX : Active Directory

A E v TOT4TTa4LIRY

~—Z DN (75 7) (UN—F La— K& R0 5123 8K
B2 _X—ZX DN 2 HTHMLERH Y F9)

Z—WREED T N—T D A 3— | (&(objectClass=group)(member={u}))

ﬁi DHEHMT LD 2V = | 1) 4% LDAP A F—= (24500 C memberOf
RSl U R RO HTI— A TR < 4 A
INTWDEAIE, {u} DDV {dn} &2 ff
HATxET,

KA UN—D—WH (F7213% D | member
a—HFD L a— RODN) &S
TWBEME

TN—THDBEMS TS EME  |en

WDFIZ, AsyncOS 75 OpenLDAP H— R LTI —7 A R_—2 v TEREMBT DH L &I
HEHENDT 74V 07 =) XFF L REEZRLET,

. LDAP - T 1)
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2L~ oTy F 1—52E

RI0:FTIHNLCDIN—T AinN—9F 5T XFF| &Rk : OpenlDAP

H—N— 4T OpenLDAP

~N—Z DN (750 7) (Unr—FLa—ReRo5ICITEK
7a_—Z DN AT 24BN H Y £9)

ZI—WFREED T IN—T D A 83— | (&(objectClass=posixGroup)(memberUid={u}))
WE DMy S n s 2] —
pa2l

EA U N—Da—HWE (F7-13% > |memberUid
2—HF DL a— KODN) BEMHE i
TV et

TN—T BN EI N TWD @M cn

ANLIBRERSREAND T Y 1 —HFR5E

AL RSO T Ra—FREED 7 =V L%, 2 — PR A RLEREHEREIC 2 7 T 5 L &
=Y ERIET D007 =) T, b—2 Wi, 2=V &2 RrLET (=—HFor A
YHERLET) . b2 v {a}id, 2—FOEFA VT FLREZRLET, LDAPZ =Y
\ZL-T ISMTP:] MEFA—/LT FLANLREINSGZ LiEH Y A, 72721, AsyncOS
X0 ET FLANSBRELET,

A LR RE D = R—H 7 7 & ARRFEIC LDAP 7 = U AT 5121k, [Fah7es =V
L LTHET S (Designate as the active query) | F = v 7Ry 7 A4 2 LTI, T
TIT I T4 772 RNBLGE, O VIET 48 —T MRV ET, [VAT LEH
(System Administration) ]>[LDAP] " X— Y &PV X2, T2 T 4 7727 Y ORRIZT A%

VA7 (%) BERINET,
PN H A FIHESNT, ROT 74V~ 72U STFHNT Y Ra—HRIES U 12 S
NET,

« Active Directory : (sAMAccountName={u})

« OpenLDAP : (uid={u})

s FEAERIEZENLS (Unknown or Other) : (752 7)
T 74NV RTIEL, 774~V A—/VEMIT Active Directory — D4 13 proxyAddresses.

OpenLDAP H— "DOHA1E mail T, MEADZ =V L A—VEHEEASITEET, 72U %
CLI CTERT % I1Z1X, ldapconfig =~ > K@ isqauth 7 a~ > K& L £7,

)

GE) a—HFourAg U BIcEHDA—L T FLAEKE AN SEL5A1E. (mail=smtp: {a})
LW ) CFHNEHEH L ET,

LDAP 7 T 1)
|
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. Active Directory T > F1—HR5ED R EH

Active Directory T > K 1—4H25F D&

OpenlLDAP T >

&R R
* Active Directory = R —HFRAEDFER] (50 ~—)
* OpenLDAP =+ U 7 AHA DO ER (52 ~X—)

it~

o« ANRMLEHE~DTZ Y Ra—% 7T 7 B ADERE

—
E 1

Z Z TlE, ActiveDirectory h—/ 3Lt = I\:L_"j‘uu FEZ U OFREDFZRLET, ZOFIT

I%. Active Directory $—/ NIk} L T/NA 7 L—XBEEEFEH L, A —/V)Ef 1% mail &

proxyAddresses %/ L. Active Directory ¥—/MZxtd % = R —HREEIZILT 7 4L hD

7Y TN R LET,

R 11:LDAPH— /N & RINLREAD T ¥ KA—HEBEE DR EH - Active Directory

A NRRAITL—XZEHEA BRBITNA YV T 5EHDEEEDLI—
HYEERT H0. ERRRERETHIVLELHYEY)

Pr—N— 2 AT TIT 4T T4V MY

AR—k 3268

~—2 DN (77v7)

Pifge 7 m k3L (77> 7)

VDB (sAMAccountName={u})

A — L)@ M mail,proxyAddresses

N1 — R DR

E D

: :Tbi OpenLDAP "j“—/\ & T ]\:l ‘]j_wu uﬂ57 @I ) @E&E@@J’Eﬂ? L/iﬁ—o :@{ﬁljffj:

OpenLDAP H—3|
L. OpenLDAP #— 3|

‘@40

XL CEAGEA A L, A — V@M mail & mailLocalAddress % {# H
IR ATy Fa—YEEETIET 740 by =) SCFEAI A L%

R 12: LDAPH— /N & R/INLRBEND T Y KA —HEREEDEREH : OpenLDAP

A E#

P H S OpenLDAP

R— k 389

~—2Z DN (77v7) (HOAF—~<TIXEAEI 72— 2 DN O A E
REnszEnbHY £9)

. LDAP - T 1)
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PRV T PP Y EDN |

AR E#

ki o han (772 7)

7 =) L5 (uid={u})

A — )L @M mail,maill.ocalAddress

ANLIREED T A )7 AHEI T

ANRBBHEHEAT 25513, ARLRHOA )V T AHE7 ) ZEH L TEFA—L oA
VT RAENDIZEL DD E, ZEENTA VT AT LIZRHEEN 2% TS 2 L1372k £
T, 722k, BDHZIEHENA—/L T KL A john@example.com, jsmith@example.com, K
UYjohn.smith@example.com D A —/VZZ TR AH E LET, =AU T AHEEZMEHT L&, Z1E
FEDZTID AR NBANX LBZT 700 £9, EEEE, Zoa—FoxAg ) T 24T
EEEINDIAvE—TDTTA~VEFA—LT RLALE L TEIRENSZT RLATT,

Av—VERELTTIATVEFA—LT FLRCEET HI0E, ZEEOREE A —
NTZA VT AERBT 12007 U ZER L THD, ZEEOTTA~VELA—LT KL
ZDJEMZE [ A —/VEME (Email Attribute) ] 7 4 —/V FICAS L £,

AR I EHEERE D A X N EENC LDAP 7 =V 23 512X, (A7) L LTHRET D
(Designate as the active query) ] F = v 7R v 7 A& A NI LTLKEEIWY, TTRXTI7T7 47

R T IUNHLEE, T2V IET 4 v—T 20 £, [VAT LEH (System

Administration) ]>[LDAP] N— T ZFW L X, T T 4777 U ORICT AZ U R
(*) BDERINET,

Active Directory " —SOEEIE, 77 4/ D7 =) T
(/(proxyAddresses={a})(proxyAddresses=smtp:{a})) T, 7 7 4/ b D A —/LJEMEIX mail T,
OpenLDAP % — DOEE1E, 7 7 40 hD 7 =) CFF1T (mail={a}) T, 7 74/ hDA—)L
JEIEE mail T, MBEDOZ Y EA—VEEEZERT DL TEET, BUENEEOEA
X, B~ TREIY 3, ANTDEF A —NVEBEPEES L2551, BAIOET A —/VEME
LT, Z#ET 5 a0 H DA EEFF OB M (72 & 21X proxyAddresses) Tid7e <, fE%
1D TEHT 2 —EoRE (& A mall) ZANTHZ EE2HELET,

27 =1 % CLI TYEK 5121, ldapconfig =~ R isqalias 7 2~ R&EMHALET,

EEEE

* Active Directory =4 U 7 A GO &R (51 ~—)
« OpenLDAP = A U 7 ZfiE O ER] (52 =X—2)

Active Directory T ') 7 R & D& TEH

Z ZTliX, Active Directory h—/"E A U T X E 7 =V OFEOHZRLET, ZOFIT
I%. Active Directory % —/NMIxt L CEARFELZ MM L, Active Directory % —/NIxt4 5= 1 U
TAFEEHO 7 =) CFFNEEE L, A —/VEMEE mail ZEH L ET,

LDAP 7 T 1) .
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B oventonr =1y 7 2B DB

R 13:IDAP Y —INERINLIREET A ) 7 RIREDERFEHI - Active Directory

FREEA R E4
VAR AC & 04 TIT4TTF 4L R
R— b 3268
~—ADN (77 7)
Bt 7w b oL SSL Zf#i /9% (Use SSL)
7 = LS (

)\ (mail={a}) (mail=smtp:{a})
A=V gtk A=) T KL A

\}

GE)  Zoflix, BHOAEZENE L TWET, 72V BLU0OU, £7/4013Y U —RET. BE
CREIZEL-TERRIGAENDY FT,

OpenLDAP T 1 ') 7 A& D& EHl

Z ZTiX, OpenLDAP #r— b A U T AfE 7 =Y OREDOHFZ R LET, ZOHITIX
OpenLDAP #— NTxt L CTEAFGELZEH L, OpenLDAP % — NZxid 54 Y 711‘;“\)5@0)
7 Y LFHNERE L, A— V@R mail 2L ET,

R 14:LDAPH—/NE RINLIRBET A 1) 7 RERADREH : OpenLDAP

REEAR E4

PN H AT OpenLDAP

F— h 389

~— 2 DN (772 7) (HOWAF—~ TIEEAEA I ~—Z DN O H %
RKEharZendHv E£9)

P m kL SSL ZfM4 % (Use SSL)

7 =V CFH (mail={a})

A=)tk A=)V T RLA

. LDAP - T 1)
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a—vaszonzos [

\)

GE  Zoflix, SiRAOREZERE LTWES, 72U BLO0U, F23>Y ) —RiE . R
EREICE > TRRDGEVRHY £7,

— A B DERTE DB
Z ZTCIX, ActiveDirectory h— 3 & =y R —HiBII4 7 =V O EDOHIZRLET, Z O

T, Active Directory t—/MIxt L CEAFRELZ M L. Active Directory —/MIkt4 52—
P OFBARBH D7 =) CFINEREE T,

F 15:LDAPH— /N & RINLIBBET A ) 7 REFEADEREF - Active Directory

REEAR E4

VA el o TITA4TT 4LV MY
Rk 3268

~~—* DN (77>7)

PEgi 7 m kL SSL Zf M4 % (Use SSL)
7= 355 (proxyAddresses=smtp: {a})

\}

GE)  Zoflix, #OREZHAE L TWET, 72 UBLO0U, £V ) —&iElT, B
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FE A= — b7 oA P2FH UKD LDAP b — N2 L7285 815, 24 L7 7 O

WCETDHET, ZOP— TR LIEEFRICRVET, XA L7 0 MORMICETDE, UA
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nections far all hosts: [10
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ns in the arder listed
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ATY T [VAT LEP (System Administration) ]>[LDAP] ~X—C, fftET 5 LDAP — X 77 7
ANEFRLET,
RATYT2 LDAP Y= 7077 A b, WOBEALZRELET,

s erver Attri butes

LDAP Server Configuration Mame: example.com |

Host Name(s): | [[dapservert example.com, Idapserverz.example.com, Idapservers.example.com
Separate muftiple entries with commas.
Maxirnurn number of simultaneous connections for all hosts: |10 |
Multiple host options:
( Load-balance connections among all hosts listed

¢ Failover connections in the order listed
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