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drop_msg_based on_sdr verdict:
if sdr-reputation (['awful', 'poor'], "<domain exception list>")
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quarantine unknown sdr verdicts:
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{quarantine ("Policy") }
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DAFTE LR WGAIEL ™) ERRENET,
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Quarantine Messages Based On Sender Domain Unscannable: if (sdr-unscannable (""))
{quarantine ("Policy");}
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7 4% —E X (Security Services) |>[A v E&—Y FT v ¥ 7 (Message Tracking) | 1—
DICBE L £,
*SDRIZEASWT A v =V 2T A NZ Y T HbDarT oY ELFAyE—V T 4
WEPENEL TWD Z & 2R LET,

FIE

AT9 1 [£=% (Monitor) |>[Avt—Y FTvF 2 (Message Tracking) JIZKEIL £,

ATv T2 [FFEEE (Advanced) 1227V v 7 LE T,

ATV T3 [AvyE—U A b (Message Event) | DD [EFH RAA L E 27— 3 (Sender
Domain Reputation) | &2 U v 27 LET,

ATy T4 YE SDRPEZEIBINL T, SDR P —ERNLZITE - RHEICESNTA vE— U ER
LET,

ATy 75 (fTE) SDR F = v ZIZRMLIZGEICA v — V2 FKRTHITIE [A ¥ v U ARH]
(Unscannable) 1 #F =v 7 LET,

ATvT6 (EE) R SDROEFE AT IV IR LT, BT IV ICESNTRA v =TV 52 TR
Li—a—o
ATvF1 [#8F (Search) 127U v 7 LET,
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77— hOXRT

LUFOFRTIZ, SDRICKH LTERSNDSGT 7 — . 77— bO@H, 77— FOEKEZFLH

L/ \55 —a—o
AVR—RV MNT5—H4A Ayt—T LA NG A—4
MAIL.IMH.SENDER DOMAIN | The SDR lookup failed. Reason - | ‘reason’ - SDR 7 = U 23 4:Rg L
LOOKUP_FAILURE ALERTS |<$reason> 7= PR,

%, SDR 7 = I KRR L7z

Ba ik E SN E T,

mEANE SN

SDR 7 4 V& U U THERIIA— N a ZIZEHEZIAENE T, 1 ZTEAEOFERIL[IFHR (nfo) ]
F721X [T 37 (Debug) ] LV TT,

SDR 7«2 ) vomag T k)

SDR 7 4 V& U v ZIEHRIZA — /L a7\ EEAENET, 1FE A EOFHRIL [1EH (Info) ]
F7213 [T /37 (Debug) ] LV TT,

CEEFERAAL L L 2T — g VORIDOER (13 2—)
CEFERAAL L V2T a DU I ZANDAAL LT 7 b (14 3—Y)
CEEHERAAL L L aT—1 a O RARA N (14 2—2)

CEEZRAAL DL E 2T — g rO—ENARTT— (14 2—)

FEEBRAAMY LEAT—23a VDRIEDERK

Zoflowa 7iE, SDR H— B R IZEHE T D EEOFRFERILD 72 $H1Z SDR IZFEESUWNT 7 ¢ /L F AL
BINhol-Ave—U2FRrLTWHWET,

Mon Jul 2 08:57:18 2018 Info: New SMTP ICID 3 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 08:57:18 2018 Info: ICID 3 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 08:57:18 2018 Info: Start MID 3 ICID 3

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 From: <senderl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 RID O To: <recipientl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 Message-ID '<000001cba32e$f24ff2e0$d6efd8alsS@com>"
Mon Jul 2 08:57:18 2018 Info: MID 3 Subject 'Message 001’

Mon Jul 2 08:57:19 2018 Info: MID 3 SDR: Message was not scanned for Sender Domain

Reputation. Reason: Authentication failure.
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CLI C sdradvancedconfig 2 ¥ R&EMHT 5L EFA—/F7— U =A% SDR F—E X[
Pefoi T DRI MBI R T A= Z R ETE LT,

EEBRAMY LEAT—23a VD) I IR MDRALT IR

ZofFlor 7%, SDRYP—EREFEETIEEDOY /A N XA LT 7 hDT-HIZ SDR IZHS
WT T 4 VEZRBEINR o A v —V%F R L THVET,

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com>

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS@com>"
Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Message 001'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain

Reputation. Reason: Request timed out.
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SDRU VT A RNEALT T NMIRDHE, AvE—URNAXy R L LTvY—27 S, &HE
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SDRIZFESWT 7 4 WV EIMBIN2 -T2 A v E—UNRERL TWET,

Mon Jul 2 09:04:08 2018 Info: ICID 7 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:04:08 2018 Info: Start MID 7 ICID 7

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 From: <senderl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 RID O To: <recipientl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 Message-ID '<000001cba32e$f24ff2e05$d6efd8alS@com>"
Mon Jul 2 09:04:08 2018 Info: MID 7 Subject 'Message 001'

Mon Jul 2 09:04:08 2018 Info: MID 7 SDR: Message was not scanned for Sender Domain
Reputation. Reason: Invalid host configured.
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CLI C sdradvancedconfig 2¥ > R&EfT5 L. B A—/V7—F U =A% SDRHV—ER(Z
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Zoflow 7%, AR T —D7Z0HIZ SDRIZEDSNT T 4 VXU IR oTc A v —
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Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4
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Mon Jul 2 09:00:13 2018 Info: MID
Mon Jul 2 09:00:13 2018 Info: MID
Mon Jul 2 09:00:13 2018 Info: MID
Mon Jul 2 09:00:13 2018 Info: MID

Mon Jul 2 09:00:13 2018 Info: MID

Reputation. Reason: Unknown error.
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ICID 4 From: <senderl@example.com >

ICID 4 RID O To: <recipientl@example.com >
Message-ID '<000001lcba32e$f24ff2e0$d6efd8al$@com>"
Subject 'Test mail'

SDR: Message was not scanned for Sender Domain
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