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FIN, TITUVREBIURELRLS 2D 7,

ATYITN [AvE—VRE (Message settings) | £7 a2 T, ROXHTLET,

s BEE~DOEF 2T RIBEHEZ A R—7 VT DL, [REICEF 2 7 RIBEEZ AN
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L&, TR T 7 A NVIRRAT y RE—H—E X LR EINET, B AT — b
VxAZ7nbEya=rr401I0%, BT O LT ey A0 [Tueya=r
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[F L& BHHTI
« ¥—H%—VERAH A 7L LT Cisco Secure Email Encryption Service ZfiHH L, = ~a—7
D= VE—=va VR R—TVIRREET, Wb m 7 7 A VEERLET, F—
P —BERZ LD LA v =V OB SEORE (5—Y) 2L TIEIN,
» Cisco Secure Email Encryption Service T Xu—70Or—H JE— a3 VB FR— I
TWLHZ LB LET,

FIE

ATYF1 [BXx 2V T 4% —E A (Security Services) ]> [Cisco IronPort#E - A — /L5514t (Cisco IronPort
Email Encryption) 1 %72 U > 7 LE7,

AT9 T2 WO SLTn 7 7 A VR E £,

AT w73 [WEEERE (Notification Settings) | &7 > ard[uv—h T4 XEnf=x e —7 (Localized
Envelopes) | Fry 77X 7 A bl — L2 @RLET,

ATy 74 [FEIE (Submit) 1227V v 27 LET,

AT9 75 [EEAMEE (CommitChanges) 127 U v 7 LET,

PXETY S VDBRFN—C 3 UADEH

[Cisco A —/VEF E{LE% 7E (Cisco Email Encryption Settings) ] ~X— 121X, PXE =2 > OHE
D=V a3 VBIWEFA—NAT = 7= AT LKA vy B T T 7 A VIRERES
NET, [BEF¥= VT 4% —ERX (Security Services) |>[h—EAT v 75—k (Service
Updates) ]2—<° (F£721% CLI ® updateconfig =~ > K) Zffi~ T, HEICPXEx- V%
BT HEOICEFA—NT =NV =2AA ZRETEET, FFMIZONTX, =X T 7
T—hEZRLTIZIN,
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F 72, [IronPort A — /L5 E{LE%E (IronPort Email Encryption Settings) ] ~S—’® [PXETL 2 ¥
DO FH (PXE Engine Updates) 1727 > a v d[5 3 <HEH (UpdateNow) 1HR% > (F72iL CLI
® encryptionupdate = v KN) ZfiH LT, FEICZ U 20752 TEET,

EBIET HAVE—VDRE

BB 71 7 7 A VONERE. EOBFA—N A vt —V 5 LT RENEZRDLIED
T T ANEEERT HAVLERS D EF, 2TV T FIE, BEBEBTA NV EAX Y
VLTA =V EE SN BT 20 B LET, a0 T UV T4 ARITED Ay
T—UDREMEI BT DM SNTED, BT A—NT— MU AT A v E—UEESLL,
EREINTEF—%2F—F—NICEEFELET, ZOTTITA4T R, BHT L —V— &k
ETHOD, Bafb7n 7 7 A VTHRESNLEREL, hoR S LR EE AL £,
T—HIREG LA ¥ v DRI SN BTH, A ve—VEEB (L TEET, SOV T
X, DLPENT 7 ay (Avb— 7273 30) R LTEITTIHT 7 a vy DEHRES
LT &N,

ESPEREENS

» TLS #2fe 2 i AL oD VI (10 ~—2)
c AT Y TANG LI A = PO AL & AR (11 =)
c AT Y TN R LIRRRO X v =P O (12 3—)

TLS Efi Z SN bH Y IZEA

FAACHICEEShERERaY hr—cESs, BFA—AF— b oA, AvbE—
VEELT AR VIS TLS ##ia r LT A v — V%X a T2V L—T& %7 (TLS #
GEAMETREARSA) . BFA—ASF— by =g, #fE%ar br— (WA (Required) .
HELE (Preferred) . £721372 L (None) ) OTLSHE LML T LY 74 L2 TEHEN
12T a TS NT, Ay =V ERSLT D70 TLS B TAE T O IREL £

AT T A NVEERRFRIC, T A v —UERRE LT 50, 7 TLS B TiEfE 2R A
T, TLSHERAMEH AR T THNITA v b — V2 b T 50 ETE £T, KROEXTIE, I
A 7 ¢ L BZ DN TLS i TDO A v b — P DORELRB LS. BFA—NLT— |
TxAN, RALUDOREEHRI b —LD TLS REICESNWTED L ITA v —V 2k
ETanERLTC0ET,

R2ZEFA—NWT—FIAD TS HHKR—

REEXDID FO—)L |TISEGENEHARIETHIIGED |TLS EENERFATHIEEDT

TLS %5 Toay gvay

L TR —FEES L TCEEL | mo e —7 25 L CEELE
7, KR
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IVFUY T4 LA EEALES ve—vorete s ]

EEZXI FO—)L |TISEGENMEARIEETHHIEED |TLS EHEAERFATHLIEEDT

TLS %€ FTovav g3y

TLS HiE TLS #H TEE L E9, R —7EFE L L TERFELE
‘a‘o

TLS 78 TLS A CTEE L £, VEIAFEHITAYE—DDNNT
A

EEHI L P — )L TTILS A4 F—T7 /I THHEIIOWTE, BEFA—NEZET LD
DF— T oA DFREESHL TSI,

AVFUY T4 LA EBRALE A v t— S OEE L & AEERE

ATy T
ATw T2

ATvT3
ATvT4

ATvTh

ATvT6

ATy T1
ATvT8

ATvT9

ATy 710

X L& BHIIC
AT U T AN ERET DI OOFMEOMEEIMET DI, 2T T4 ¥
OBEEZBIR L T IZE,
c (BB AvtE—U~DiG{b~y X —DfiA (13 X—=) 2R LTI,

FIE

[A—/LAR Y >— (Mail Policies) > [%8{g 27 > 7 4 /L% (Outgoing Content Filters) | (2%
BHLET,

[7 4% (Filters) | © 27 > a T, [74/V%%EHN (AddFilter) 1227 VU v 27 LET,

[ (Conditions) ] &2 2 a T, [§fF4EM (Add Condition) 142V v 7 LET,
WEtT Ay E—VE2T74NVE ) T T D52 BIMUET, T2& 21X, WEERERE 5L
THIDIT, A EEIANCHEDOHEE L2137 L —X ( [Confidential] 72 &) Z&Te A v
=T EWT DR EBIMTEET,

[OK] %7 Vw27 LET,

EET, [TZ7 v ar%iBM (Add Action) 1227V v 2 L, [~v & —0iBEN (Add Header) ]
ZIER L, BINMORSAERELZIET DSt~y X —% A v —VITHALET,

[77 v ar (Actions) |27 > a> T, [77 v ar&iB (AddAction) 1227V v 27 LET,
[7 7 ¥ arZziBi (AddAction) 1V A R b [ b L TA T SBUSORET 7 > 2 ) (Encrypt
and Deliver Now (Final Action)) ] Z3&R L £,

FFZEET DA v =V FITESbT 57, TLSHHt 2 LI EORAT RN R LI & &
DHA =Vl 5b T 202 RIRL £7,

AT T4 NFICEEMT O ST e T s AV RIRL £,

b7 m 77y A3, AT — Y= EF2 VT4 LUk, BLOAYE—Y 2
RE—7D7 4 —~vv MEIZETHE, BIMLOA v —UREELBELET, KL~
R7yANEALT Y T A NFIZEEMN TG, 3T Y T 4 VAT T ORI E
NeREERESLA v E—ICBHLET,
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B -7 v ssERLERESRD A vE—SOBEL

ATy TN
ATvT12

ATy 713
2Fv 14

A=V olLE AN LET,

[OK] %27 Uv 27 LET,

WORKDALT Y T4 NFF, AvE—UKRLTABA I F UV ERBET AT
TANEERLET, TV T Y TANETERINTWAT 7 v aid, &1 A— VeSS
ELCERMET D EHEL TV ET,

K 2:B5karToy 70104

Content Filter Settings

Mame: | [censitive_content

Currently Used by Policies: | Ao poficies currently wse this rule.

Description

| [encrypt messages that contain sensitive material

| |
order: | [2 v (or2)

| add condition...

Order | condition Rule Delste

o Message Body only-bady-cantains(**aba", 13 i}

Order | Action Rule Delete

Wb T 7 v a B Lctk, [15E (Submit) 1227 U v 7 LET,
EHERFELET

RDBERY

ATV TANEEBIMLED, ZANMEEREA—L R —ITBEMTHLERH Y F
T, O =—XS LT, T4 IR —Tar s oY T4V BEAAF—TNITT 5D,
FREFTANEEREDA =NV RY) —IZHMAT A EE2HERLET, A=K —DH:
FEIZOWTiE, A=V R —DEESBBL T ZE,

AT T4 IV 2 FRALERBEROA Yy E—UDESEIE

BEHFICA v b=V EW AL T 23T Y T4 W F BT 21213, IROFIEICHE-> TS 72
SV, BEROIE AL LT, A v B — VPN ROMBOBEFSIZHER, N TOLHENTET L7zkF
T, Aye—UhHsfbsh, BfEShs ZE2BRLET,

[Z L& BHIIC

c AT U T 4 NE ERERET D ODOKMOMAEEZBET ST, oy T Y T 4K
DOWEEZSRL T EEN,

c (BEE) Avt—U 0Ol y X—OfA (13 =) 2ZRL TS0,
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&
2ATFw T2

ATvT3
ATv74

ATvTh
ATvT6

ATy T17
ATvT8

ATvT9

ATy 710

ATy 71
ATy T2
ATy 713
ATvT14

Awyt—

*yt—s~orsitays—nEA [

FIE

[A—/VAR Y I — (Mail Policies) ]>[31g 2> 7 Y 7 4 /L% (Outgoing Content Filters) |25
gHLEd,

[7 4% (Filters) | &7 a T, [74VH%ZBM (AddFilter) 1227 U v 27 L%,

[ (Conditions) ] &2 2 a T, [§fF4IEM (Add Condition) 142 U v 7 LET,
Wb dT 2 A vt —V2 7 g N2 ) U 7T 5542 BMLET, T2E 21X, WEERZRZL
B0, L FRIIARTEEDOHEFEE 721X 7 L— X ( [Confidential] 72 &) Z&Te A v
=T EWET DA BINTE ET,

[OK] %7 Vw27 LET,

EET, [77 v a v (AddAction) 127 VU v 2 L, [~y & —0DiEN (Add Header) ]
ZBRIRL, BMOBESALREZIRET DM 5 b~y X —% A v — VAL E T,

[7 73 a3 (Actions) |27 v a T, [77 v ar%iBM (AddAction) 127 U v 27 LET,
[7 7> arZiEfl (Add Action) ] U A b [BEREOKE 51k (Encrypt on Delivery) ] % i8R
LET,

FHCAEBT DA v —VEFICHE LT 20, TLSHEHZ N LIk EORITR AR LI- & &
DHA =V % B T 20 E R ET,

AT T A NZIZEEMT D AT e T 7 A VB EIR L E T,

b7 m 77y A, AT — Y= EF2 VT4 LU, BLOAYE—Y 2
R —7 D7 p—~v MUCETHHE, BIOMMORA v—VREERELET, B
R7yANEALT Y T A NFIZEEM TG E, 3T Y T 4 VAT T ORI E
NIEREEREELA v E— IR L ET,

AvE—=VOWLEANLET,

[OK] %7V w7 LET,

Wb T 7 >a &MLz, [13E (Submit) 1227V v 27 LET,

EEERFELET,

RDBRY

AT TANEEEINLEDL, ZANZEREA—/L RY O—ITENMT HLERHY F
T, MEO=—XUL LT, TNV IR —TarToY 74 EZEL F—TNVITT 5D,
FINETANEZERFEDOA =NV R U—ICEHATHZEEZRIRLET, A=V KU —0H:
FEIZOWTiE, A= RY —DOMEEZBRL T ZE,

~DEESENY T—DHEA

AsyncOS TlE, a7 Y T4 NFETA v =V T AN Z 5o TSMTIP~y ¥ —% A
T—UIHEAT D Z LT, B ERIEE A v =BT E 9, B b~y #—1%, B
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Cisco BF * —/LEES 1t |
e

TN LT 7 7 AV TERSN TV DO SLREL LEEXT DI LT, f{E
SN SALHRE L A v B — VI TE £7,

\}

GE)  Cisco W5 EALT T IA T L AL T T 7 HEDA v —VEAHT D L HITRET D SN
%Dij‘o

FIE

AT T1 [A—/KRY ¥ — (Mail Policies) > [3{E=2> 7Y 7 4 /L% (Outgoing Content Filters) ] 7=
W [ZEa 7Y 7 0/v% (Incoming Content Filters) ] 1Z#EA T,

RTwT2 [74% (Filters) |87 > a T, [74/F%iBI (AddFilter) 1227V > 7 LET,

AT9F3 [T/ ar (Actions) |7 v a T, [77 v arzBI (Add Action) 1227 U 27 LT
[~y X —OEMNMREE (~y X —OBNFRE) 128N, BMORSEREEZIFET 570
IZA vy =Vt b~y X —Z2 AL ET,
7o & 21X, Registered Envelope & 251514 24 it CHIREIALIZ T 25 81L, ~y ¥ —4 L LT
X-PostX-ExpirationDate, ~~ % —®fi & LT +24:00:00 % AJJ L £,

RDBRY
EPEREYS
s BT b~y X — (14 X—2)
o B b~y Z—Df] (16 _2—7)
LT Y T 4 N EOMERRDOFEMICOWTIER, T T BB LA
=V ORF S L BIEFELE (11 =) 2L T &,

A=V T4 NEEFH LAy X —HAIZONWTIE, Avt—Y 70X EFHL
FEFA—L R —0EHESZRBL T EEN,

X =3 o A
=L [ R IES
WDOFRIZ, A v B—TIBMARERBF B b~y X —%F R LET,

RIBFAIBEEAYST—

MIME ~ vy 5 — Bl fi&

A=V TLRERIBEEA F—T VT 50 |[RIE (Reply) | R ¥ v &ERREITIERR
ERL, AvE—Y R—IZ[EE Reply) | R |ICTDEINERT T —IVE, truellHET D &
FoaRRLET, ZONyH =L, Ave—|RF U E2RRLET, T 74 /L MBI true
VI AR E 2B L £, <7,

X-PostX-Reply- Enabled
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g2t~y i— [

MIME ~ vy 54—

B

=}

X-PostX-Reply-All-
Enabled

Aye—vTien ERIGRE] 214 x—7
T DMERL, AvE—Y "= Z[2AIC
B1E (Reply All) | AR¥ v &=FKRLET, 20D
Ny H—F, FTIANL DT T A IVREL
EEXLET,

[2BITE (ReplyAll) (R ¥ v aForEiz
IFIELRRIZT D0 &R T 7 —/VfH, true lZF%
ETHERZ U HRRLET, T 7401
fEIX true T9,

X-PostX-Forward-
Enabled

A o=V DOREIREREE A F—T T DD
L, AvtE—Y N—|Z [zt (Forward) ]
REERRLET, ZONYF—IE, T 74
NEOTa Ty A NERER FEEXLET,

[#525 (Forward) | AR%¥ v & FRREITIEER
RICT DM ERT 7=, truelZRET D
EREZERRILET, 7 74V MElT true
/C:‘To

X-PostX-Send-Return-
Receipt

BREIHEER A A F— T ST ANERLET, =
EFNEERrT Nu—F2L &, FHEFIT
FEEREZZELET, 2O~y X —iE, 7
TN DT T ANVREE EEXLET,

BRETERZ EET A0 LRV ERT 7 —L
i, truelZFRETDERZ L HERLET,
5 7 )V MEIZ true TI,

X-PostX-Expiration Date

X{E AIZ Registered Envelope DA AR D H 11
R E LET, ARBIREIL, F— h— N2
X Y Registered Envelope ~? 7 7 & A )3l R &
AUE T, Registered Envelope (£, A vE—T D
RPN LWV A=V BTN LET,

IO~y Z—iE, Ay — VIR SLRRE 2B
ML £,

Cisco Registered Envelope Service %[ L T\
L%6. A vE—T%{E%IT hitp://res.cisco.com
D Web¥ A MZrZ AL LT, AvE—V8
BERE T A v B — Y OF IR AR E, I,
HIfRCTE £,

FEXHR 72 B ATSOIRER] 2 & 2o SUFEFIME,  FHXRY
7R 4y, BICIZ+HH:MM:SS R, A%
172 BT+ D R EFE W E T, T 7 41
FTIE, AHIRIZH D FH A,

X-PostX-ReadNotification

Date

X{EHIIZ Registered Envelope @ [BAEIHAR] @
A} %% E LE7, Registered Envelope 28 Z D
IR E IR EN Lo TG, v—h L F—
Y= NTEME AR LET, 2O~y X —akf
D Registered Envelope (&, Cisco Registered
Envelope Service Tidtret7, m—/1 ¥ —
P—NTOLBERELET, O~y X —IE,
A= VIS EREZ B L £,

FHSRH) 72 AR 2 & 2o 30T IME,  FHH
7R, 4y, BPIZIE +HH:MM:SS B2, FHxf
K72 BAHZIZ D IR &2V E T, T 7 4L
N CIE, AWIRIEH D FHA,
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MIME ~ vy 54—

B

=}

X-PostX-Suppress-Applet-|

For-Open

BET7 Ty heT 42— /WITHNn LN
NaERLET, HEET Ly ML, T
PEIETA v —VOUMT 7 7 A VDFHDIVE ||
T, 77Xy haeT4b—T T 5L, Ay
Y=V T 7 A NEF— =R TES S
NET, ZOF7varE T 4v—7MIT D
L. AvE—UoORENC L VERRND LD
2720 0, 7T UVREICEA LR 2D
£, O~y E =X, TN IOTOT 7
ANEEE LEXLET,

BET Ty T 42— MZT BN LA

WD T —)Ul, Ty hET 4 E—T L
T BT true ICRELET, T 74/ b
fE X true T,

X-PostX-Use-Script

JavaScript # & £\ 2 X —7 2 %EFTD
MLU7Z2W &R LET, JavaScript &8 £ 72\
TR —=7 L REHEOA L E2—F LT
T Nu—7%u— i VCBRET S 7o fib
A1 % JavaScript % 7 & 721 Registered Envelope
DZETT, ZEEIEL. AvE—YE2RDITZ
Open Online A Y v K, F721% Open by
Forwarding A > v ROWTnE M HT 2 03
BHYVET, ZFED KA DS — T = A
({2 &V JavaScript 23 HIBR S 4L, BEE{b ST
A=V ERETERWEESE, 2o~y X —
EENET, ZONyF—FA = VIS
LR EZBMLET,

JavaScript 7 7 L v b &GO D E D IR
D7 — )\, JavaScript & F 72\ T I//\“EJ~
T HEFETHITIE, false ITHELET,

7 # v MEIX true T,

X-PostX-Remember-Envelope|
-Key-Checkbox

FT7I4 T _Ru—72ET 5D, =

PN —TEEOX—DF v v 2 HFFAT D |1

MLV ERLET, = \a—7 F—0D
Xy v /TR ZEHEPELVWIAT L—
REANDL, [ZOxzr_Ra—FD/NRAT— R
%5287 % (Remember the password for this
envelope) | F = v 7 Ry 7 AkAd T Lt
A ERDx R —FOE X —NZEHD
A= TRy yvaInET, Tl
e, ZEHITIFOa L Pa—F T _Xa—7
%ﬁ%ﬁfétbmﬂx7v—x%%5ggﬂ
ﬁTéZEiEs‘b@iﬁ/u TDNy A —

A v — VI AR EZ B L 7,

TR F—DF v v ak A f—
CFBD, [ZDT R —TDINAT —
K% FfE 3% (Remember the password for this
envelope) | F = v 7Ry 7 AERRT DM
LW D T — Ul 7 7 4 /v MBI true
<7,

FEle~Ny 5—

ZDIETH, BEfb~y Z—Dfl

D15

zZRLET,
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1754 L COBHDEHTIAA—T —212—IN=T 5 |

&R R
s JavaScript # & £\ _Xa—T7 DA F—T 4L (17 =)
AT TA4 L TOREDDZ R —T =% A X =TT DH (17 X—)
« Ay b—UHEBHIROA R—T 4 (17 ~—7)
T 7Ly FOBEYGE (17 =)

7254 TCORFEDEHI O RO—T X*—F/ R2—TILIZT 3B

TR —7 F—DF ¥ v ok A FRx—7 /I LT Registered Envelope % 2557 5 121X, D
Ny L=k Ay —VIZHALET,
X-PostX-Remember-Envelope-Key-Checkbox: true

[ZDxZo_Xa—TD/RAT— R&FE T 5 (Remember the password for this envelope) | 7= v
7 7R v 7 A3 Registered Envelope (2R RS NVE T,

JavaScript ZE2F LWV T oANO—TDA +—TI)Lik

JavaScript % & 7 |2 Registered Envelope #1552 121%, RO~y ¥ —% X v —VICHAL
£

X-PostX-Use-Script: false

A5 3 D securedoc.html if§fsF 7 7 A V& B < & Registered Envelope 73 [4 27 A > CHI<  (Open
Online) | VU v 7 &R RS, [BI< (Open) | RZ VBT 48— M0 £,

Ayt—CHPHRDA R—T L

EER, 24 B THDIHIRPUIND XOICA v =V ERET DITIE, RO~y X —% Ay
— /&:T%]\ Li—g—o

X-PostX-ExpirationDate: +24:00:00

EEH% 24 FFRIT, ZEFIZEORGLENTA v E—VEHE L THNEEZ D Z N TEE

9, ZHLIFE, Registered Envelope Tid, =X —7OAARNUINT-Z & E2RT A v E—

URERENET,

BEE7ILy FOEME

WET 7Ly "aT 42— L, A=V 7 7 ANV EX— P —R_THEFSTBHIC
T, WD~ F—% Ay — A LET,

X-PostX-Suppress-Applet-For-Open: true

\}

GE) #HET7TF Ly hETFT 4= LTWAES. A vt —C0BENTIZREMR 00 F
TR, 7T UTREIIMKELRLS Y £3,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



