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FCEET, NS—B{ER LD, BEERNRLEHELET,

A4 %DAYE—DRTE

2 —H7N SSH, FTP, F£7/21Z Web Ul i L TEFA =N —F U= AIZIEFICTZ AL
7B, Ve AT —mFIRT D K DI AsyncOS R ETEET, V=L AT —%
ERALT, WEOEX 2V T 4 BREZIFETA—NT = T2 DXRANT T 7T 4 ZZH
THMHER IR TEET,
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CLI T adminaccessconfig > welcome 2~ > REZHH LT, U/ A T —Z2{ERLET,
U =V B =D K EIE 1600 LT T,

U )V Lo =X, BT A=V — U = A O /data/pub/configuration 7 4 L7 KU IZH D
T ANPOBA YR — R TEET, NF—Z2{ER LIS, EENEEZMHELET,

FEMIZ DUV CIE,  [CLI Reference Guide for AsyncOSfor Cisco Secure Email Gateway] % 2P LT
<TEZEvy,

Xa7 >zl (SSH) F—DEHE

sshconfig 2~ > REMA LT, ROBIEEZEITLET,

VAT ATRESN 22— T AH T b (admin 7 7> b &ETe) O authorized keys
TrAMIEFX 2T Y=k (SSH) Affa—% F—ZBML7Y ., T 60X —%HIkR
Lm0 CTxFd, 2k, RATL—XF v LU TlERa SSHY—Z2fH L Cz—
T AT NERFETEDL LT T,
« KD SSH H— DR ELMETEET,

« ABHF—FREET LT U X A

BT ATY XA

cKEX 7 /LY XL

*MAC XV v R

BN F— g X

\)

GE) BIA—NT—FTANBMOERR R~ ~Da s 77 A VD SCP 7 v =% FAT
TOHLGEIHEHENDFA X —%2RET HICI1E,. logconfig -> hostkeyconfig %
RALET, SO VT, 722 LTEEN,

hostkeyconfigZ# il 75L&, VE—FARARDF—Z2AF Y L, EBFA—NVT— U=
AIlBmTE £,

ESPEREENS

5l H LWABIF—DA A b=/ (32 %—Y)
« ] : SSH Y— G EDOHE (33 <—)

Bl FLLWVAREF—DA R =)L
OB TIX, BEET AU FOFHART—%2 A A =L LFET,

mail.example.com> sshconfig

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

B EEsRI05%
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- sshy—rmEome ]

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

(1>

5] : SSH H—/\EBEDIHE
WIZ, SSH — "REZMET D HIEOH ZRLET,

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
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[rsal, ssh-dss, ssh-rsa]> rsal
Enter the Cipher Algorithms do you want to use
[aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl?28,aesl28-cbc, 3des-cbc,blowfish-cbc,
castl28-cbc,aesl92-cbc,aes256-cbc,arcfour,rijndael-cbc@lysator.liu.se]l> aesl92-ctr
Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl 60, hmac-ripemdl 60@openssh.com, hmac-shal-96,
hmac-md5-96]> hmac-shal
Enter the Minimum Server Key Size do you want to use
[1024]> 2048
Enter the KEX Algorithms do you want to use
[diffie-hellman-group—exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-shal,
diffie-hellman-groupl-shal]> diffie-hellman-group-exchange-shal
ssh server config settings:
Public Key Authentication Algorithms:
rsal
Cipher Algorithms:
aesl92-ctr
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
diffie-hellman-group-exchange-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings

(1>

JE—FSSHaOT Y FEFT

CLITIE, VE—hSSHa~vy FETEMEML Cavy RERITTaEd, Lex i, &
A=) — KT A Tadmin 7 H 72 MIG L TSSHARF—NREEIN TV DIHEAIT. Fv
LUV ENRWIE—RRA ISR Oa~y REFTTEET,

# ssh admin@mail3.example.com status

Enter "status detail" for more information.
Status as of: Mon Jan 20 17:24:15 2003

Last counter reset: Mon Jan 20 17:08:21 2003
System status: online

[rest of command deleted]

S —Y—FHOEADE=ZRY Y

B8 BRIEFIR

B A—NT = T2 AIZONT, 77T 4 | =V ET[A 7 a (Options) 1>[7 7
Ta—HFTRTOEty v aiBMERR~TS |7 4778y 3 (Active Sessions) | % 7
Uy 7 LET

A RIA L A E—T A AT, W,
whoami 8 L N who 2~ REZEH L E£7,
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BE# BIEFIE

BT A—NF— Tzl ue A L |a~ry R4 A X —T A ATlast 2~
2P ERRELET L R R LET,

£, UE—FBARDIPT KLA, usA
VIR, w77 D MR B K OVEEHRH G
TR D
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