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W= NVEERCTEFET, AvkE—T 740K F, AvE—Y T4V =)L RXAyE—
TUNE T I arhbERENET,

BEIEE
c A=V TANE L (3—Y)
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expedite:

T 4 NEL,

if (recv-listener == 'InboundMail' or recv-int ==
'notmain')

JL— )LDIRE

{

alt-src-host ('outboundl"') ;
skip-filters();
}

T aryDIgE

else
{

alt-src-host ('outbound2"') ;
}

UE=E) &7 7> a »DiEE

RET 72 a VI TEDLZ LITERLTLIES N,

&> 45) B
expedite2: 7 4 VE AL

, , , JL—ILDIRTE
if ((not (recv-listener == 'InboundMail')) and

(not (recv-int == 'notmain')))

{
alt-src-host ('outbound2"') ;
skip-filters();

}
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notify('customercare@example.com') L notify("customercare@example.com")ljiéfiig>%)¥§§%

T“ﬁ‘ﬁi\ i‘t notify("customercare@example.com') fj:*%jci 3 _b‘%\éi L i ﬁ‘o
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WZOWTIE, 2T oY ZAF 3y O—BDOLEVWE (75—) 2BRBLTLLEEN,
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MOMIME $853) 1EIRS 7 7 AV ER72 SivET, AsyncOSIEA v E—T D X F ZE 72 MIME
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7= & 21X, LAFOXIX, Microsoft Outlook MUA D A v & —T %R L CWET, 22Tl
[Document attached below.] EWISENR T L —0 THXFARDAvE—UARLE L TERS
h\ ]*#:L)l Ve ]\ rThis is a Microsoft Word document.doc] ﬁ§%{ﬂ‘77/fﬂ/k bf%ﬁ?éj’b
TWET, ZLDA—FREFA—NLEZZDOEIITHRZTND RHYIOHZN T L—r TF A
FC2EHDOHOBNAT Y 77 ANTHLYNTF/N—h AytE—U8 LTTIERL) 720,
Ciscold, AvtEB—V0 AL RFIOTL—r THZ MRS &HBIIC, doc 7 7 A L
oy (EEMIC2FEHE OMIME ) % KB L TR 20—V Z2ET 72012, A v E—
CIANZT R T7 7 A0 LW EEEZMHA L TVES, 72720, RFCS152138 K 1N1522
THONLTWDOHREIC LD L. A v =Y ORI <TD MIME #5570 bR S L E T,

R1: TRAT7AIL] ZEOAVvE—D

B Microsoft Word document attached - Message (Plain Text) ]

E.'_'%&Ep\yﬁ_'&}Replyﬁanl_l|£"$Furﬂard|-j EEWR. < |ﬁ|_:-j * | -~ F ~ AF | (@!EMThisisSpam

I File Edit Wiew Insert Formak  Tools  Actions  Help

From: Senk:  Thu 4/22/2004 1:52 PM

To:
Cc:
Subject:  Microsoft \Ward document attached

Attachments: @Th\s is @ Microsoft Word Document, doc (30 KB}

Document attached helow.

BFA—NT = 2L, vNATF = A E—VORILERINT7 7 ANV EXFIL TSI
W, BESNDIEIMELZT 572021, body-variable % 721% attachment-variable X v & —37 4
NEN—VEEHTLEEIZ, W DO0Dr — A THEENPLETT,

e TXRNIBLGN1IODA vy E—T (-9F D, [Content-Type: text/plain] F 7213 [Content-Type:
texthtml] O~y X —% & A vE—) BHDHGEE, EFA—NTF— bz 1EA v E—
VERERL LR LET, a T UV EATRERDLYE EFA AT — U oA
X, ENEH—DORM 7 7 AV ERRLET,

e aA—RINTT 7 A/ (uuencoded 72 &) IXBFA—/ A v E—TYDOARILICHENE
T, IARRELEES, = a— NENET7 7 AVBRMN 7 740 E LT, fliH
BLUOAF vy &, BOVOTXFAMRTFAMALE LTRARINET,

s H—DT7 XX NSO FIEF I 7 7 AV ERBRINET, Tt xIE, zipZ 7 AV
DHTHEMSND A =1L, W77 AV E RIS ET,

ATV REXrYUD—HOLELME

Ay —=URLELIIRN 7 7 ANVHNONRE = BB TDH T 4 VE — L& BINT 5854,
INZ = PROPDMEN D DR D RO L EVMEZIEE TE £9, AsyncOSI{EA vE—¥
EAXYTDHE, AvE—VEBIWRN T 7 A RO T —BOFD T2=7 ) 45
LET, m/DLEWVEICHZZ2WEE, IERER T ue LM SLEE A, ZO LS WEITK
DT 4 IVF = VITHRETE £7,

* body-contains
* only-body-contains
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» attachment-contains

* every-attachment-contains

» dictionary-match

» attachment-dictionary-match

drop-attachments-where-contains 7 7 ¥ 3 VIZLEVWVMELZIRETHZ L TEET,

\}

LELMEDEX

Ayt—UKRXE

GE) A~ X —F3o o R_Ruo—TOZEELEEEEAFT YL TDT4NE L—)LZ LE N

HEFEETE A,

ESPERENS

s LEVWVEOHESL (8 3—)

A=V ARLLEHRMNT 7 ANDLEVMERTT (8 =)

s LEVWERAT Y 7 =T 3— MU MIME #7r  (9 =—7)

ca TV T4 vat IV EERHLELEWVEOR TV T (10 8—)

HESR /N D L2 WVMEZIREET D121, 3% — & true &I 572 DI BE s — D i
N ERRELET,

if (<filter rule>('<pattern>',<minimum threshold>)) {

7= & %1%, body-contains 7 4 /L& /L—/LC, f [Company Confidential| 73 72< &% 2 [A]F
OINDMEN DD T L HEET DT, RO ZER L £,

if (body-contains ('Company Confidential',2)) {

T 74V N TIEL, AsyncOSIN AL T UV AX ¥ U T A VWE BRGTHERIC, 74 FEar X
AL, LEWVERFD L THEATHWRWGAIE, 1O LEVMEZEIY B TET,

aVFUY T4 aFYDOHEICH LT, Y —r v TFORNEEET AL TXE
T, arTrY T4 vatUOFEMIONWTE, [T A MY Y= OFEEZSRL TL
72 &N,

AT F7AILDOLENMERDT

B A—IN A vE—Dld, BEHOEDPOBREINDZERH T, A vE—URLELIX
W7 7 A NVNDOIRE — 2 RS DT 4V Z =D L EVEEZFRET 5 &, AsyncOS 11,
A=Wy RN T 7 ANV B E AT N LT, LEVWE [Ra7 | 24k L E
To AvE— 7 4V THED MIME f53 Z 6 E L2V R Y (attachment-contains 7 o /b
Z =172 E) | AsyncOS [ZRA v =Y DT X TOEHG TROD ST —EEGF L, —FHoD
EHMPLEVVEIZZELTWANE I ZHILET, 728 20X, LEVMED 2 D body-contains
A= T4 NERNHDHELET, ALIT1IOO—ERHY ., Isft7 7 A i1 >DO—FMN
DDA YE—TVEZELET, AsyncOSNI DA v —VERA LSS, ARFB2 20—
2720 LEWERA T Z L5 &R L ET,
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FEEIS, OB 7 7 A VRSB DA, AsyncOSITIRM 7 7 A VT L IcAa T 245 LT,
—HDORaT B LET, 72& 20E. LEVMED 3 @ attachment-contains 7 A V& JL—)L
DHHELET, 200N 77 ANDBOLAvE—VEZEL, FRMNTZ 7 A M2 DD—
BENEENET, AsyncOSIZZDA v =T %400 —FEEM L, LEVER I 7N S
ATWD WL £,

LEWMERT 2T TILF/8— MEE MIME 345

BT NOEEERT AT, FLarsrYyo2o0R (FL—r 5% A k& HTML)

DL, AsyncOSIFEME L1260 —EE G LERA, RbVIZ, FHo0—H%
e LT, EE a2 # R L3, AsyncOS (T Z DA~ L F /38— kb X v —TDfMDERSH>
HOARAATITEMLT, GitAaTEERLET,

7= & 20, body-contains 7 A V& L=V EREL, LEVMEZ4IZRELES, TL—r T
FA M, HIML, BLO220RM 7 7 ANV E G0 A v —V2ZELET, A vE—IFK
DX 7EELHEHLET,

multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream

application/octet-stream
body-contains 7 A /L& JL— UL, X \y'!ZH\‘/“O)text/plainiSJ:(ﬁtext/html W I B AS L
T, ZORAyE—=VDRAa7zAMLET, KIZ, ZNHDOAaT OFFRALE L, RN
KEDAAT ZRRLET, SHIC, TOMREEZRMNT 7 A NVNEDOAATITEML T, K
AT ZHBLET, Ay E—VICROBO—BEDRHDLE LET,
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

AsyncOS 1 text/plain & text/html #53 DO—E & T 5720, AaT7 32K LET, ZiUL,
TANG =)V b U =T LR LS VEZZ L TV EE A,
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B -7 vrrsaruzgALELENEOR T Y VY

ATV T4 atrYEFERALEELEVMEORTT Y VYT

arvrFUY T4 vat Ul EERTLE HEO [EH) ZEE LT, L0 EEIZREDHRE
TIANE T Ivavk NI H—T&ET, & xiE, Tbhank) EWHHFETIEA vE—V
T A4NHEE Y H—ET, Tbank] O%IZ Taccount] &V HEERH VD, S HIZABAL—T 4
VIBBENEENLTODIUR, Z4NE T varE NI H—9TH30ERHLELET, 2%
KT DI, BEAERTE LT 47 vaF VAL T, FEOHBEEZITHBEOMALED
BOBEEELZEZ LET, a7 oY T4 73atVaEIRB— T ANAVENT 4 VHF
N—NDO—EEFMT 225G, 2T YT 47 at ) OELEEHL TRENRA T %
WELET, LexiE, Roarv Ty bELERELCay T YT o7 a bt VaEERL
7= LET,

®1:aA0ToY T4 3T )DH

FEE/IA~Y—KID BH
ABA %4%& 5 3
7572~ (Account) 2

N

ZoaryrYy T4 vat )k dictionary-match ¥ 7213 attachment-dictionary-match A
= T 4 = VICEEATT D L AsyncOS 1 A v E— VN TR ST S HEE
DEA AR ADEE [RAa 7 12, ZOHEOEAZBEMLET, LEE, Aye—
A HGEE Taccount] DA LV AZ U AMWIODOEFENTNDA Yy E—VDOEFIAATIT, H6N
BIMENET, Avt—Y 740 ZOLEWVED 6 IZHESIVTVNDEE, AsyncOS T2 D
LEVER a7 Nl SN LET, E£0id, FHEBOA Y AZ AN DT OEEN
TWAHEELAFHMEIZ6IZRY, ZORaATIZEsTIANE T2 aryBN ) H—EnZE
7

Ayt—U TJ4ILFHADOAND TR EEORTX B

Ay — 7 4L FNT, AND £721Z OR 7 A b 23+ 554, AsyncOS [TRE/RT X k
AL ERE A, LER-T, 2L 2E, —FDOAND T & h 38 false DA, b9 —H DT A
MIEEHhENERHA, T2 MIELSLHICEHMTENA2DITTIEARWED, EELTLLEE N,
DV IZ, AND BELTOR 7 A hFHIlI SN D56, H& BMEORNT 2~ 23BN Tl &
NET, 22T ROT 4 VF TlL, rept-to-group 7 A F LV HHE Y Y — 204720

remote-ip 7 A P RULTRANCFHE SN ET (IS, LDAP 7 2 PO RHE D Y — R &
<RV ET) .

andTestFilter:

if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

...}
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VAT MIENLHFICRE TN =TT B, RO L H IR F£1,

if ((testl AND test2) AND test3) { ... }

ZDGE. VAT ANRINIAIT D DIE, (testl1 AND test2) D T A k& test3 DA kD
T, BANZ2FHHD AND Z3Fli L £, 3 2D7 A MFRTTHL 2R MR 55E
test3 MERMNIFEITEINE T, TAUE. (testl1 AND test2) D TR MR 2FIZR BT TT,

o~
Awt—2 T4 )LEF )IL—IL
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- sdr-age (<‘unit'>,
<‘operator'>
<‘actual value’>)

- sdr-unscannable
(<'domain exception
_list'>)

External Threat Feeds:
domain-external-
threat-feeds
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EEHERAAL L LE 2T —
vary 7 4ngZ )T w5
LTL &,

BT A NS — kD = A TEE

SNHA =T, TNTDOA Y=V T AL ZT

EFI S NETN, T 73 a v ERELEGAIEFDOT 7 a il Ay —IIZ

x4 5 LA DML M Ik S E

RAvB—2 T4 NETrvary 3R—=Y) &%

B, ) 74N F 3T RTCOAyE—VICEAT A EHTEET, iz, L— NV IiTinEiER
(AND, OR, NOT) #fiflL AT AL b TEET,

IL—ILTCHEAT SERKIT

= IVDEFRAEHT 27 P v 7 T A MO—E T, ERFHBEZITWET, EREFHRIT
BHEC R ABEARNHLVET, ROFRIZ, AvtE— 740 Z A— L CERERZEAT S
EOBRZE L THEHALTSZEN,
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B - cemyaEmEn

RIIN—LTHERT HERRR

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

IEMEHL (abe)

T A NH =)V DIERFEN TN E—FT D E W EnDDk
EHFBHROSEOERPTFEIOWTNLOESLS & —ET HHEAT
‘ﬁ‘o

f:&/iéi\ IE/#E%E%% ’VGCOI‘gJ X rGeorge Of The Jungle] .
rLa Meson Georgette as well as Georg) @%i?ﬁ”&*

(Georgy

Porgy] .

ﬁbi‘a—o

ALy b (M)
RAFEE (s)

FAGLSE (8) 2GT—/VIXFINORRBOHE KL, ¥ T v
(M) ZEL—WIFIN DD H & —B L £,

7= & 2 0E, IEHREHR ceorgs) 1XXFF lceorgl DHE—F L F
‘ﬁ‘o

ZEDSy X —E BT DI, 8" LHRELET,

N

XL A Ty b
7 (e)

X7, ZEH, Ty bv—7 (@) ZE&ELA—iE, YEOTEEK
LRI LET,

f:k%\_ﬂi\ IE/{:EE‘%EEA |—AGeorqe@admin$J
DHE—HLET,

EeveE il |—Georqe@adminj

(= N )

EUA R () 28 —/WHMEED 1T (SBITaR<) E—HL
£7,

=& z20F [~ . .admins] &W I EMFEHIT Thacadmin] BL O
|—sunadmlnj @%i%ﬁl I—F L FETA, Twindzadminl E1E—
HLEEA,
TAZY R (¥) | T ALY AT (%) Egie—nid, TEENCHEE ST 5 3

70l GTEE QRS Y K SN TV B LT L—KLET, E
YA RET ALY RSB BE (0 1 AEROLFH @fTE
<) L—HLET,

= 2_@:\ [~p. *Piper$ ] L Eﬁ%%fﬁii ’—PPiperJ . [Ipeter
Piper) . [P.Piper] . |—Penelope Penny Piper] @ EoXFHIE

APV ER 38

7 ()

MRESIIRR L TOZA Ty —FIEALET, v—F A W) &
EIUFRZOLODHIT—EL, Ns) 1T RAGEEEFOHIT—EL,
A iEF v Ly FLBORIZ—ELET, =& 2L,

[~ik\.ac\.uks) 1T Tik.ac.uk] EWILFH DO E —F L F9,

BEE MR S3 A= —CbRER= A —7 e LTHEMLE
T, TOH, ERKXATHESZHENT 256, 2 DO TN
WBETY, EATRIIE THEERIZ) RSN DHRE S 1 DOHDE
D, EHREBL AT ACESAET, FROMEZRET 2561
[rik\\.ac\\.uks] EANTHZ LI T,
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ryt—sn7 sy vrcoEszR0ER [

KXFENLFERFIL
72N ((21))

h—=27 2 )1, EHRBOE D OS5 TRILTFE/NIFHR B S
NN EERLET, ZO =7 &, RIFL/NCFEXHNT
DIEHRBLOEHICEE 5 & KT &/NCFR—EXG s 7
WHREDMTOILET,
7=& z20E. T(2i)viagral EWIHIEMFIIL, [viagral .

lviaGra) . [viacra] &—FLET,

7(@';5 U J& L@;ﬁ {min, max}

1 DHID h—7 > O K LIl EfRET D IERRIAXRLEN T R —
FENTWET,

7= 20X, Troi2,31) 13X Tfoo)] BEO lfoco) E1E—F L F3235,
[fo] <° [fofo] ElX—FHLFEHA,

if (header ('To') == "~.{500,}") EWVH AT — Kk X hiL, 500 XF
PLEMMERA SN TS [Tol ~y X —&RFELET,

FE(]) B, 2F 0 Tor) HETFICHYLET, [ABIUBI BERE
BThr%a. Tasl 1L TA) & TB) OWTunic—8T 530F
e —HLET,
fl&%\_fi\ (foolbarj WD FHIT (fooj 2 (barj Ll —ELE
SR [ foobar) &fi*ﬁbi“@f/uo

EPEREYS

A=V DT 4 NE ) T TOEREROMER (29 2—)
« EBRIERBOMHICETLIHA R4 (30 —)

« EBIERBLEIEASCH Xy b (30 %—)

nT AL (30 8—)

o RILF-E/NLFOXH] (30 _X—)

« WERIIR T 4 NV H DIERL (31 ~=—)

« PDF & EHIERH (31

)

AvtE—CDTANE Y T TOERKREDER

TANEZEHER LT, ASCHUADOTERTZ a— FENTWNAERA v E—V0RE (v 41—
LRI OXFHNE NS — BB TEET, BRIICIE, RUAT ATIIIROGHNICH 5 IE
ASCII XFAMBET HIEIREIL (regex) ZFEHTEET,

A=Y Ay F—

* MIME 5} 7 7 A V44 O 35|

o A yb—URI :

* MIME ~ v # =372 WAL (RERDOIERDOE T A —L)

e a— RZRT MIME ~» ¥ —723% 10 | MIME &8558 72 WA ST

e a— RPREBEINTWVWAS LT N— | MIME £ vtE—3

o FEEOARILDH B, MIME ~y ¥ —TCTra— RBREEINTHRNED
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B csxsosmcEssH4 k51>

A o=V EREALDIEROWS (T 7 A Va2 ET) ORGICERRRLHATE
Fo U7 7 A LD 54T E LT HIML, MS Word, Excel 72 E 540 5 A 7% %I T &
T, B LD FERE Y M LT, gb2312, HZ, EUC, JIS, Shift-JIS, Big5. Unicode 72 & 7%
HYET, EREHRORA v —Y 74V & L=V EERT HICIF, 20T Y 7 404 GUI
BT 0, THRARNZT 4 X TT 7 ANVEERLTOD Y AT AL VR — N LET, 7
HZoWTIE, TCLIZERA LAYy E—Y 7 o VX OER (119%—2) | BEO 2%+
VEMEDORE (143 5—Y) | ZBRL TS,

ERRBEOFERICETHHA 512

TVT 4y 7 ATERLS XN EREERET 55003, EREROLHITFYy Ly b (1Y) |
REIZ FVELES (8) ZZNZNEET LLENDH Y 7,

)

GE)  ZEOXTFHEWRETL2HAC 1] 2EHT 2L, FRIETXTOXFANIN—H L ET,
Rz, T ZEHLTIZEN, 72E 2L, subject L—/L (36 X—) D 2%FH
OB ZTFES LET,

Flo, XFELTORY A RERAETHIZIE, ERXATCE I A K2R —7FT50ERH
DNEIT, =& ?_bi\ sun.com & U D IEHFRBLT |—thegodsunocommandoJ LW R~ LFE
T2, ~sun\.com$ & WV EHFEHIL Tsun.com) &V LFFHNDOIE—FH L FT,

Hffimicix, & 2 CHHAT D IEREHR O A Z A L1Z PythonreModule €Y = —/b A% A LD
IE;:‘E%{E"C'@‘O Python AHRA /V@Efﬁi%fﬁ@%ﬁfﬂﬂlol/ Q=N http://www.python.org/doc/howto/
MNHT 7 ATE 2% [Python Regular Expression HOWTO | #5512 L TL &0,

ERRBFEIEASCUXFELEY

—WOEFETIX, THEE < THFEER) . [RFELT) EWIHIENRGFEELERA,

HEEZAMER T 2307 (IESERIT Nw) LRINDLF) OMG7R ENLEIT /e 5 MR ER
RKHLTIL, v r— RS AR ARYGE, £idmra— FRRAREE, BEPBELET,

nTAbk
EREBORET A ML, V=T A= =T 2 =ZfHLTIT) ZENTEET, K
(e IR N D= S
rcpt-to ==
"~goober@dev\\.null\\....$" (matching)
rcpt-to != "“goober@dev\\.null\\....$" (non-matching)
AXF ENXFOREA

FRICHIRL SN TV A E 2R E . EHRBICTIIRCF LN CFNRB S E T, EHRET
foo %*ﬁ?ﬁ%#é%é\\ FOO %’ Foo Li—i‘,’z Li"i‘/\/o
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PRI |

RERTE T 4 ILZ DIER

PDF & IEFR&KIR

WOBNL, FCEZAT D 205D 7 4 V2 TR, mPIOBIOTTH CPU O m < 720
£9. 2BADOT A NZ OGP RALEREIRZHEH L TOET,

attachment-filter: if ((recv-listener == "Inbound") AND
ceeccccccccccccccccccccccccceeeceeeeecccc(((attachment-filename ==
"\\.3865") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ads$"))
OR

(attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR
(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.1nk$")) OR (attachment-filename == "\\.mdb$")) OR
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.ws$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.ws£f$")) OR
(attachment-filename == "\\.wsh$"))) { bounce(); }

ZOBITIE, AsyncOSIZIEHIRBLT 2 % 30[B] (W7 7 A V2 A 7 & recv-listener DE 41
ZUT 1 EF D) BHENT O MERH Y £,

Wb DIZ, WOX 727 4 VFEERLET,

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.
(386 |exelad|ade|adplasplbas|bat|chm|cmd|com|cpl|crt|exelhlplhtalinf|ins|ispljs|jsell
nk|mdb|mde |msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb|shs]|
url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)$") {

EREHT Y ORBIERIE 2 B2 T, [0 OBEMRLAULORY TN TULET 5 24
TR LI B 7207 A N Z OFH G RIBICEEICR Y £, F/-. HODOFNZLE~XTCPU A —
N—r~y RMETLET,

PDF DA FIEIC L 5 TE, AX—AREITR RN ENRHV £, ZOXIHIRGFH, Axxy
VYR, N=VNOHEGEOAEIZESE | B A= LY TORAEZRALE T,
722, 1 DOHFFEOFIZEEDO 7 4+ M7 + v b A ANRET DG, ElESD
PDF 22— RO AF ¥ o UV UNHGEESATEHRIT 200 L D £, ZDXH1
R ENTZPDF 7 7 A VCTIERRBUCEIDMEZITI &, AF v m o P UAITPHI LR
REBETHERH Y 77,
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Sy

AY—HKID
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7= & 21X, PowerPoint SCEIZIHA L7 BGEOHIZ, HFENO L TF-ZT EIZRR D 74+ 0 R 7 +
VR AXPRESN TV DL bDORHLELET, ZOT 7V r—a shbAERIZPDF
EAX Y TV UREAID L R IR AR — R BT A S IVE T, PDF O
JRIRC,  Tcallout] &9 HFEN [lcallout] F7zik lcallout] EEREINDZZ ENHY ET,
ZOWTNNORRAIERKI Tcallout)] EMELIILTDHL, —BERLEWVWIRRIIRY
£7,

A=V ONEEAX YL THA = L— LA TS, A~— ID 2FHT 5
T — A NORFED N — 2 R TE 97,
A<—HKID T, T—HHNORDN N — 2 ERETEET,

7LV vw N — REE

o KERSIRFESR S

« CUSIP F >\ —

« ABA F /N —

TANETA— D ZFEHT DI, ALERIBRM 77 ANMDa TV EAT Y T
BT 4NE JL—)LTIROF—T — REFHLET,

R4 AVE—D TAILEADRI—FID

*F—J—K|RXT—FHFID BrLEL]

*credit Iy b —REF|14, 15, BXR16HTD 7 LYy b h— RESEZH L
iﬁ—o

W& A<— K ID X enRoute 7 — FZ&FBILEH A,

*aba ABA ¥%4&% 5 ABA i54% 5 A5 L E T,

*ssn A REE S KEHSRER AN L ET, *ssn A~— FIDIZZ >
Va, BUF R, AX—=2A0H DS RER T 3 L
F9,

*cusip CUSIP &% & CUSIP &= %&i#kal L £,

BEEIER

o A<w— K ID DL (32 —)

AT—KrID DEX

T4 NHE N— )L TA— NID ZFEHAT 256, ROFIOL ST, KXELITIHRMF 774 1%
AXY T DT ANE L—)LDPRTA<—KID ¥—U— R&5| % CHAET,

ID Credit Cards:
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if (body-contains ("*credit")) {
notify("legaldept@example.con") ;

}

Flo, arFryy T 4 rsvaF oL Tarry Y 7 4 EANTAw— MND &2 HHT
HTLHTEET,

(F) A~¥—FIDF—U—FFEFEOEHARICMOF—U — REAGDE THEATE £
o T2& 21X, Trcredit|*ssn] W) RXZ—NIFZITIEH D T A,

GE)  *ssn A~ — N IDIZEDRRHEEB T2, *ssn A~— N ID IO 7 o V255 B
VHTHHATEHERRGENRHY £9, 7=& 21X, Tonly-body-contains| 7 ¢ /L& Seff %
T2 LNTEET, ZOHE. BEKELCTFIINA v =V ARLDOTTO MIME #
TNAHET DG E DOHAD true THDH EHESNET, L L ROLHIRT V4
ZERCE £,

SSN-nohtml: if only-body-contains (“*ssn”) { duplicate-quarantine (“Policy”);}
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B oot n—nosmes

\)

(F) BFA—NT—bU=AlE, AvE—varrryorvr oy 7 AL LTGEMENTE
X—U—R( leredit) . Tssn) . Tleusip) . £721% laba) YOFMEZ) DD LT, Av—
NG Ve e s MU= S
Bl 0 Ay B—VICRONWT NP DOERDHSREFR SR EENTWDLEE, EFA—/L
= Y = A IFHSREFFE A~ — Ml & L TRIBLETS
( TXXX-XX-XXXX] Tssn XXX-XX-XXXX]| . Tssn: XXX-XX-XXXX] 72 &, )
Bl: TLI74 99 RDBENRT— FERIF
RDT 4 NVEZ—ZAFR LT, A~— MBI FORNIF — T — RBFE LRV A~V — Ml
BT 2R L ET,

ID Credit Cards:

if (body-contains ("*credit", 1))
{
notify("legaldept@example.com") ;
}

51D

[credit] 1ZZ7 V¥ y M A— RESDA~— MBI TF 2R L,

M) x, v—n% Ttuuel LFHET 272D BB REARO—BHZ R LET,
Bl : TLIT 1w RIFEDRT— FERIF

WDT 4 VZEfERR LT, A~— MEBIFORNZF—Y— K (( Teredit] . Issn) .
lcusip) . F720X Tabal ) BWHEET HHEEICOHR, A~— Nkl 2R L ET,

ID Credit Cards:

if (body-contains ("*credit", 1, “prefix”))
{

notify("legaldept@example.com") ;

}

515 DA
[credit) 327 V¥ y b H— FESOA~— M#AlF27R L,
M) 3, v—v%& Ttruel EFHET 2 72D B BEREKRO—BH AR L,

(L7 4vr 2] d, A=— FBATFORNICF —T — RBFPWDTWBGARIZDO I, L—)b
2 Ttrue] THAHZ EERLET,

Ayt— T 4)LA IL—)LDERBR &

WD 7 arTiE, FHISNAESESERA =Y 7400 F —IZOWTCHH L., #
OB E R LET,

ESPEREY=]

e true L—/L (36 ~—73)
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rvt—2 7408 L—rouBss |

s BN —r (36 ~2—3)

* subject /L—/L (36 ~X—7)

s LR —TZEHL—L (37 X—)

s IN—TNZ L _Xu—TZGFEL— (37T X—)
e Ru—FEEFHENL—L (38 2—)

o« JN—THNZ L _Ra—TEEHE L (38 3—)
CKEH I N—T — (39 =)

o« RILHYA X b—/L (39 X—7)

e UE—KIP/L—/L (40 X—2)

e ZZY RF— L—L (40 R2—3)

e ZFIP A H—T = A A J—)L (41 =)

e AffL—L (41 _—2)

ey H— L—/L (4] =)

e EHEL—L (42 X—)

 ZEHEHL—L (43 =)

o 7 RLZHL—L (43 _—)

e KL AX ¥ —L (43 X—3)

AR AF Y (44 3—2)

o Wbkt —n (44 X—20)

T AN A AT =)L (45 =)

s INMFT T ANKN— (46 X—)

*DNS U Z k JL—)L (47 _—2)

cIPL BT —all— (483—2)

T4 aFl — (48 X—)

« SPF-Status /L —/L (50 ~<—3)

e SPF-Passed /L —/L (52 ~2—3)

*SMIME 77— FU = A AvtE—Y b—)L (52 X—2)
* SMIME 7" — k7 = A BRREF A b—/L (52 X—2)
» workqueue-count /L—/ L (52 ~X—73)

« SMTP FBiE At —HF —FL—/ (53 2—)

« BAAFEL—L (55 2—2)

o~y X —i DR LEHUL—L (58 X—)

cURL LE=2TF—3 g b—/b (60 5—3)

sURL Z#7 3V b—/b (61 _—7)

TR LI 7 A —b (61 =—2)

s Avt—UFHAL—NL (62 X—)

e afgt— (63 —3)

o (B A — VO L—L (64 ~=2—)

« BEEBERBEEL—L (65 <—)

* RIEZ2RD MIME ~ v # —fgHiL—n (65 <—)
o HIPRAZEfE EL—L (65 ~—)
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. true JL—)L

true JL—)L

BEMEIL—IL

subject JL—/L
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*ETF DO RKAA v LB 2T — 3 b—b (66 X—)
*SDROKAA v LEaT— 3 b—b (66 3—)

true L —/UETRXRTCOA v =L~ LET, &2 E, ROL—NVIET A MRS ERDT
RTDA v ET—IWIZDONWT, IPA v Z—T7 A A% external IZEFE LET,

externalFilter:

if (true)

alt-src-host ('external');

valid/L— V%, A v — TN ARRE £ 72 IR 72 MIME 35 058 £ 10 TV B AT false &
WL, FRLUSNOEEITtrue IR LET, 72& 21E, ROL—MTIT A MRIEDOA v E—TD
5L AREE A v —U R T _T Rey X LET,

not-valid-mime:
if not wvalid
{

drop () ;

subject b=/ U, IFE~y X —DIENEE LT EHERBLE —BT 2 A vE— V& BIRL £ T,

T ZIE, ROT7 4 v F X, 4D [MakeMoney...] & W) FEATIHEE DT X TOA v E—
EHEIELET,

not-valid-mime:

if not valid

{

drop () ;

}

Ny B —DETH#%ET 53 ASCIL LT EIEETH 2 N TE £,

Ny X —IZETABRIEEITHOHE. ~y X —OBEOEIZITEFI I TONZEE (X vtE—
DNy X —DENN, HIBR, BEEITO 7 4 VKB ) NEFNTWDAICEEL T
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SV, FEAHCOWTIE, Ay E—Y S~y X — b= LB LURHE (6 ~—) ML T

éb\o
WDT 4 IVHE, Ny B —=NZEORE, £72F A v EB—JlZ~y X =R 0 EAEICtrue 2 L
i—a_o

EmptySubject To filter:

if (header ('Subject') != ".") OR
(header ('To') = ".") {

drop () ;

}

\}

GE)  ZO7 4 F L Subject ~y H—& To~sy X —NEOHEGIZtue IR L ETH, ~v ¥ —
DIV E S true L ET, FHELIEAY X =B Ay E—=VRNICRVWEETH, 20
T 4 VH X true IR L ET,

IoRO—TZEEFEIL—I

rept-to /b—/Ud, WTNDOT RN —FZEENRE L EREBLE BT A vk —
FRINLET, 2 xiE, ROT 4 H 1L Tscarface] & W9 LFENEEGLE L A—LT KL
A TICEEINTTRTOA Yy E—VF Fay 7 LET,

\}

GE)  reptto —/L TR T 2 IERRBLTIL, RUFL/NXFERShEEA,

scarfaceFilter:

if (rcpt-to == 'scarface')

GE)  rept-to/b—UEA v E—=VIESVTVET, A v —VICEBOZEERHREINT
WOEE, W L ADOZEFERNL—LE—B L Thiud, & LICAER T To
ZEHEIZHTHA v E—VIZEHASINET,

HIL—THIRO—TZIEE)L—IL

rept-to-group /L—/LiE, WINPD T o No—F(FZEBEE LT LDAP JL—7D A
ThoHAvE—VZBBRLET, L xIE, ROT 4V Z1T TExpiredAccounts| &9 LDAP
TN—TNOEFA—NVT FLZTIZEEFE SN TXITOA Yy E—VZ2 Fry P LET,
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B = co—mzEsr—n

expiredFilter:

if (rcpt-to-group == 'ExpiredAccounts')
{

drop () ;

}

\)

6=

rcpt-to-group Jb— LI R ‘y‘IZ**“/\\L:%O‘\U\“Cb‘i?o A /”Z*“‘/K%E%W)%%%b)%ﬁf
SENTWAHEAE. WTI 1 ADZEENRL—L L —E L TWIUE., HE LB+

NTOZEFEHFIIHT A vy E—VICHEHSNET,

IoANO—TEEH/IL—IIL

mail-from /L —/LiX, TN —T7EEEPBE LLIERRELE T HIA vE—TU2E®IRL
iﬁﬂo =& 7’J:t\ &@7 A IVH %iﬁﬁ“é L admin@yourdomain.com z&n J‘ii‘{%éﬂfljﬂf\f@
Ay—UNEEBICHEINET,

\)

GE)  mail-from /L— /L AT 2 EHERTIL, KCFE/DXFTIIRBIENER A, ROFIT
I, EUVA R R —T MBS TOET,

kremFilter:

if (mail-from == '“admin@yourdomain\\.com$"')
{

skip-filters();

}
HIL—THIoRO—TEIEEZE)L—IL

mail-from-group /b—/UiE, T Xu—TEEFENEE DAL THE L7 LDAP 7 /v —7|C
BLTWE (R—BERBTIHEIT. BEEOESFA—NVT FLUANREELZLDAP 7/ /1 —
TICEL TV Aye—VEBRLET, TEXE ROT A NVFE2FTTDH L,
[KnownSenders| &9 LDAP 7L —T7DEFA—NLT RLAIZLDEEEINTZTRTOA Y
T—UNEEBICH N ENET,

SenderLDAPGroupFilter:

if (mail-from-group == 'KnownSenders')
{

skip-filters();

}
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EEFEITIL—T IL—IL
sendergroup A v — T 4 HF, VAT —DHRA RN T I7EBAT—T)L (HAT) TEDE
BEIN—=TR =T I0IESNT, Avb—UFBBIRLET, Z0—MT =] (—%
ERET DHE) £ =] (F—BE2HRBETH546) #EHAL T HE L EHFE (K
OFN) LDO—FETAMLET, TLExE, ROAvyE—T T4V L—VF, AvE—
COREE I N—T N EBKEL lnternal] & —HT 55 10 true KL, ZOLAITA v E—
CERBA =V RAMIEEFELET,

senderGroupFilter:

if (sendergroup == "Internal")
{

alt-mailhost ("[172.17.0.11");

}

AXHA4XI)L—IL

KLY A XENIA v E—VDOYA XD LT, "X =7 7 ANV B EHRET, body-size
=W, R A ZAERESINTBE & i L, R T A v —V%BRLET,
e 2iE, ROT 4 NVEIIRLY A RNS AT, FEBRZDHTRTDORA vy E—I%2 T A
L/iﬁ—o

BigFilter:

if (body-size > 5M)
{

bounce () ;

}
body-size T 5 LWD L 9 7otk TE £,

1 LB miELE
AR
body-size < 10M
. LUr
body-size <= 10M
, ALt LT REWN
body-size > 10M
: Uk
body-size >= 10M
FELW
body-size == 10M
, FHELL RN
body-size != 10M
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PA ZAGENNTY 7 4 7 AZAEMT 5 LEFTT,

HE L
1034 b ( T10J IZFL)
10b
13 F N1 |k
13k
5 AHNA R
5M
Joc 40 XHNA b P BFA—AT—FT=A TIE100 AHA M
BRDOA Y-V TEERA)

JE—HKIPJL—IL

remote-ip /b —/UE, A vE—UEEELIEARARNDIPT RLANKEEDONNZ — ¢ —FT 5
MEIMEMERT DTCDODT A NEIATLET, IPT FLRL, A F—Fy b 7uhan
N—=Uar4 (IPv4) F3AF—Fy F 7r halr =T g6 (IPve) ZIEETEE
T IP7 RLANRZ—E, AHEE 7 V—7 ORI IZFE# S 41TV 5 allowed hosts 7t &
L CTHEESNET, 72721, so. IPR. dnslist #ieB KOS —Y — N arn #kR& %
D

allowed hosts #FL CTlE, IP 7 KL A (FRA M TIER) DNEF & EE TOFRPHAO % F5E T
TFET, HE2E ROT 4V FlT10.1.1. OFRD 1P T RLANBA 2V x7 FERTORWMEED
Ave—% "y A LET, xo X1 500 51, 52, 53, 54, F7-1F 55,

notMineFilter:

if (remote-ip != '10.1.1.50-55")
{

bounce () ;

}

ZIEVAF—IL—IL

recv-listener /V*‘/l/&i\ %Eﬁﬁf% U 7\'7—*"(%1% L?LC){ /’IZ*“:/%J%:FR Ljﬁjqo U 7\'7—?‘%
E BUEV AT A ETHRESNTND VAT —DNTNND=y I R—LThHLULENRDY £
T, T ZIE, DT 4 NFZETTDH L expedite LW LFTOY ZF = H2A5 LIcT X
TORA =Y R blicHhInEzT,

expediteFilter:
if (recv-listener == 'expedite')
{

skip-filters();

}
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gEr1vs—7z12 00—

ZFEPAEA—T AR IL—IL

BffiL—IiL

mwdﬂ”“”@\%%H%{V&H7141%mfﬁﬁbk}V?HV%EWLiﬁo4V
B—T 2 A AL, BIEVAT MCERESNTNDEA v E—T 2 ADWT IO =y 7 F—
LATHLIVERDY £3, ToL 21X ROT 4 V21X, outside & W I AHTDA L F—T = A A
MHEZFELTETRTOA =V ENRNT A LET,

outsideFilter:

if (recv-int == 'outside')

{

bounce () ;

}

date/b—/UIE, BUED ARF LH5E L7222 e L9, AfPL—1id, MM/DD/YYYYhh:mmss
EWSTERD A DAL T HGRLFH B SNET, ZoL—E, FED K CKE
W) ORTEITRICFTT 2L AR ET 25E 1@ R T, CRELS D B ATERZ 6
LTS Ay =V MBI 2HAFMENRET L2 LRHV ET, ) ROT 4 V21T,
2003 E 7H 28 H @t':?& 1 Eﬂ—]_:ct ) f&&z campaignl@yourdomain.com ﬁ)%%1§éﬂ7’t—§—’\f@f b4
=V ENT U ALET,

TimeOutFilter:

if ((date > '07/28/2003 13:00:00') and (mail-from ==
'campaignl@yourdomain\\.com'))

{

bounce () ;

}

\}

GE) date /b —/L% $pate A v —3 T 4 L HMBEE ERF LN E DI LT EEV,

ANy A — )L—)L

header () /L—I L%, X ‘)“E‘—“‘/\\/\‘)&\\‘_‘ﬁ‘iﬁ)/):lﬁ]w@%'ﬁﬁ éﬂf‘/‘éq%ﬁiﬂﬂ)f\/ﬁ‘— (“/\y
H—47) =BT DHNEINEMHERLET, T D/L— LT subject /L— /b & [RIERICIEBIR L &
e 5 2 L b TEETD, HRETOTIHAT L b TEEd, ZOHA Avte—Y
WZED~y X —n3HIUL Ttruel  RFHUE MMalsel &720 9, =& 21X, ROBFITE~y
H— X-Sample @ﬁﬁ\ iO)J:U\:@/\/ﬁ‘—@1ﬁﬂC (sample text] kb‘5j€$§”7ﬁ§é\jﬁhfb\
DMEIMEHR L TCVET, =BT 58I, AvE—VURANT U AIhET,

FooHeaderFilter:

if (header ('X-Sample') == 'sample text')
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{

bounce () ;

}

~y B —OETHRET HIE ASCH LFEIET 2 ENTEET,
WOBITIE, HEEZITOTIC~y ==L Z@H L TWET, ZO8HE. ~ v ¥ —x-Deletede
MROMD L ZD~NyH =R Ay E—VnbHIBRENET,
DeleteMeHeaderFilter:

if header ('X-DeleteMe')

{

strip-header ('X-DeleteMe') ;

)

Ny =TT AEERIT O BE . ~y X —OBEOEIZITAER R TN EE (X vE—
DD~y A —DEM, B, BEEEITI) T ANZRERE) NEERTWSEICEELTL
IV, FEMICOWTIE, AvEBE—U Ay — L— B IO (6 —) 2R L T
S,

random /b —/LIE, 07205 N-1 (N (Z/L— L DHDD-> Z THHE SN HEBEMH) £ Toills
AR LET, ZON— /L Tldneader () L—/VERBRIZHEZITH Z & b CEFETH,  [HIA)
EACTHMBEHT b T Ed, HIEBEATIEL, ARSI NZEED 0 TRWIGAID true
CRHisNnE T, L 2E ROTZ A ZIFHTROARE LTEFRLLDT, 245D 1 OFf
T Virtual Gateway 7 N L' A A 3EIR S 4L, 78D 2 57D 1 OFEZRE T Virtual Gateway 7 F L A
B B IRSINET,

load balance_a:

if (random(10) < 5)
{

alt-src-host ('interface a');

;lse
;lt—src—host('interface_b');
load_balance_b:

if (random(2))
;lt—src—host('interface_a');

}
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else

{
alt-src-host ('interface b');

}

rept-count /b —/Ud, body-size =L ERIBRIZ, A v =T O EE O EEEUE & bl L
T, ZON—NEHEATLELE, 2R —EIIZHOL—PICEFA—NEZRETLI LA
BHIEC& ., F72 KRR A — L EE % v o= 3 IE O Virtual Gateway 7 R L AfH T
NDEIICTHIENTEET, ROFITIEZ, ZEBELED 100 ZHZ 2 EF A —/VDFFED
Virtual Gateway 7 KL A Z#EH L TR EINE T,

large_list filter:
if (rcpt-count > 100) {
alt-src-host ('mass mailing interface');

}

7 FLREIL—IL

addr-count () * b= T A4E —LiE, 1 ’DJJJ:@/\/ﬁ*‘jC?ﬁ'J%ﬂ%%K\ %?71@%
EEREHEL, ZEHFOBBEELVR—NLET, 2074 0Z1E, =X —TDO%(EH
TIERL A v B—URILD~y Z—IZ% L THERET D /578 rept-count 7 A VX Jb— L & B
DET, ROBITIE, ZOT 4 NF = ZE D EWZEH Y A R Tundisclosed-recipients |
VI A YT RZEEZHZ N TNET,

count: if (addr-count ("To", "Cc") > 30)

{

strip-header ("To");

strip-header ("Cc");

insert-header ("To", "undisclosed-recipients");
}

AXRX*v>2 )L—IL

body-contains () b—/WiL, ZETHEFA—INEZTDORMNT7 7 ANV EAFY L, /3T A —
X CEBRBINTHEONRY - OFEEMELET, ZUTIE, BUEA T —# ZAEEE L OES#
H‘“' %ﬂfl/\é{ﬂ%\{*7 74»73‘%@?&%&?0 body-contains () /V*}VT@i%E;&??%;d’%& Lﬁ’_
MAEFITONERA, AXY Oy vV % [AX ¥ E{E (Scan Behavior) | X—I F 721
CLI® scanconfig AV Y RTEET L LICRY, AF ¥ OMRLERD, FLIFAFY O
KR DIRINTH MIME # A 72 ERTEET, £lo, AF¥ ¥ UER%E true EFHIT 5729
R D MERNH 5 —BOR/NEEFRETHZ L TEET,

T 7 4L h TlX, MIME # A 7723 video/*. audio/*. image/* AN TH BT XTOUWNT 7 7 A /L
MAFY L EINET, BEOT77ANPEENTND zip. .bzip. .compress. .tar. .gzip D
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

BT —HA TR 7 7 ANVBATF Yy SNET, Ax v oxtGgeesd, [RANSINT] 7T—
HA T T7 7 A (Lzip I TNWD zip 72 ) OFERETEE T,

A OWTIE, A%y VEIEORIE (143 X—Y) Z2ZRLTIZE0y,

AsyncOS WASLA X ¥ &2 FATT 5356, EHRAZHEH L TAXOTF A NERMNTZ 740
EAX Y LET, RTFRPLEVEEZRET 22 ENTE, AX Yy U VU N I OiK/ND
B EREBE O—BE Rt T 5L, ZORUT true EFHMISNET,

AsyncOS (XA v &—VDOKFED MIME #5325 Hii L, 7% A MERIZ/2>TWEHTRTO
MIME#y % A% v > LET, KUIOED TMIME % A 78T % 2 MIIRESN TV D HA,
AsyncOS |L7 F A M3 A2 LE T, AsyncOSIIA vE—V THESNT-T a3 — RZHES
WTTZra— REREL, 7% A % Unicode [ZZ# L £4, Z D%, Unicode fEIK TIEHIF
BERFLET, AvE—YTZra— FREESNLTHRWEAIE, [AF ¥ BIfE (Scan
Behavior) ]’\o‘_‘:/i 721% scanconfig A< }‘T?‘Elﬁﬁiﬂéﬂfii‘/:"— %ﬁ){ﬁﬁﬁ éhiwgﬂo

A =T DAF ¥ UIFIZ AsyncOS 23 MIME #8755 % -l 9~ 2 JFiEDOFEMIC OV TIE, A vk —
VAL ERA v E—VHRMHT AL (65—) EBRL TN,

MIME #8533 7 % A K CTraWA. AsyncOS 1 zip £720% tar 25 7 7 A V&I 570, JE
Sl 7rANEHMHLEST, 722 L%, XXy 2 P37 70D
a— R&E#EBI L, 77 A4 /VD7—%% Unicode EATIK L E3, ZD%. AsyncOS I% Unicode
I CIEHAEBZ MR LET,

WOFITIE, KLDOTHA B LR~ 74 /L C [Company Confidential | &\ 9 SCFFI 2R L
E9, ZOBITIE, B LEVEP2ICRESNTWD D, AFx ¥y T PRI OLTF
a2l EHT 5 &, BN T HA =V T RTCAT AL, EEHBMICES LT,

ConfidentialFilter:

if (body-contains ('Company Confidential',2)) {
notify ('legaldept@example.domain');

bounce () ;

}

A=V DOERILDIHEAF ¥ T DAL, only-body-contains M L E T,

disclaimer:
if (not only-body-contains('[dD]isclaimer',1) ) {
notify('hresource@example.com') ;

}

encrypted /UL, A v =TV ONFITHE LT — X NIFEETHINEIDERELET, =
D= IR EALT — X2 OFT a— NiIfT7hd. A vb—YORNFICKE LT — % BNFEET D0
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EONDAHRERELET, ZONL—E, 2—FREEALENTZEF AN EEETERVE
T BHEEITERTT,

\}

GE)  HH I —iE, AvE—VORNEOR S bENTT —F DB ERBTEET,
WAL SRS 7 7 A VIR L £ A,

encrypted | & true L —/ L L [AIRRIZ, RXT A —Z TS, iR ITWEEA, Kbz
TP ENTZHA I true, M SN2 E 10 false IR L E T, 2 ORRER AT
THINEA Y E—VDAF Y BN EILR D720, [AF ¥ VEIE (Scan Behavior) | X— %
771X scanconfig A~ RCERBINT-AF Y UVRENMEHINET, 7> a3 VOREDFE
ANZHOWTIE, AF vy VEEORE (143 ~—2) ZZRLTIEE0,

WDT7 4 VHiE, VAT —REHTEEINLZTRXTCOEFA—NVEHERL, A vE—VICK S
BENT=T =2 NEENDHEIT, %HT DA v—0 BCC TIEBHRIN%E TIZEE i,
N ASIET,

prevent encrypted data:

if (encrypted) {

bce ('legaldept@example.domain');
bounce () ;

}

BMET7ANL 24T IL—IL

attachment-type L —/UI A v —VNOERSMN 7 74 LD MIME % A 7&2fER L, HEIN
o= =T HNEIDERERILET, ZO/F— L[ AF ¥ VEIE (ScanBehavior) |
R—TUFEZIX scanconfig A ¥ FTHEHAT BN (RA¥ v CVEEORRE (143 ~—2) 2%
) LRICERXTHLILENHY, AT vva () OEAD—FTT ALY AT ETA LR
A—RELTHEMTEET, AvE—VORMN 77 ANVNZZTHRELIEMIME X A 7 & —#
ToEAE, ZOA— T Ttuel ZIELET,

COMBEZETTHICEIA v E—VDAF Y U RNMEE R LD, A%y VEWEORE (143
N—) THHAINTWATRTOF S g Rl ESNET,

A=V OUMN T s ANEBETHIEDIHEHATED A v —T 7 4 VX L—)LOFEHIC
ST, BT 77 A4V DZF v (106 2—3) ZHBLTLIFFEN,

W7 4 N2, VAFT—RATEEINZT A TOEFA—LEHEREL, MIME # A 7'M
video/* THOAWMT 7 7 ANDBRA v E—VICEENDIHEIE. U THIAvE—UNR AT R
EhEd,

bounce video clips:
if (attachment-type == 'video/*') {

bounce () ;
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w274 ILBIL—IL

attachment-filename /L — UL X v B —NOKIENS 7 7 A VD4 il & DR L. BESIN=N
B— b =T BN E BB LET, 2O TIIRIF LN CFRIER ENEST, 20
S CIEAR—AOFEL XA ESND 20D, 77 A NVADKREBIZAR—ANH HIRRETT
I—REINTWDHE, T4 NHFZORMN T 7 AN EAXY T LET, AvE—VORMN7 7
ANVDNTNDPNIRE L7 7 AN E—ETDE, ZOL— T true ZIELET,
RO FITIER LT &N,
« BT 7 A NVOZABHEIMIME ~y X =06 % v 7F v SNLET, MIME~vy X —IZH D
T 7 ANGLDRBIIZIAR—=ABH L5503 H 0 £7,
T T ANBT —TA T OGS, BTA—NT— N = A 1XT = A TOWNENG T 7
ANLERIF L, AFXy UBRELN—V (AFxx VEMEORE (1433—) 258) %
FALET,
WM T T ANBNIBEDIENE T 7 A FEETA2MDT) ThLHGE. T—A47Th
HEEFRRENT, ZOEM T 7 A NVOLARNIRG SN ERAL, 2FV, ZOT7 7 A
JUI attachment-filename b— /LTI INFETA, ZOLI BT 7 A LDfE L
TIE. gzip CIEMEINT-FEITAREY 7 AL (exe) RENH VY T,
CUMT T T ANDEMOIERE T 7 AV TH D5 (foo.exegz 72 L) | IEREI A
LCEMZ 7 ANVNORED 7 7 ANEA TaRBLET, W77 A8 ET—T
AT 77 ANVNOEMDIEREZ 7 A0 (46 X—) SR LTI EIN,

A=V ORMNT7 7 ANEBETDTOIEATE D A vE—T 7 4 ¥ L— L OFEMIC
DNWTIE, B 7 7 AV DAF Y (106 ~—) 2L TIEIN,

ROT 4N ZE, VAT —RRHTEESNICT N TOBEFA—NVEHR L, 77 A VAD * mp3
THLBMN T 7ANVPA v E—=VICEENLHEIT, FATIOIAE—VUBRNAT L ASNE
ﬂ—o

block mp3s:
if (attachment-filename == "' (?2i)\\.mp3$') {
bounce () ;

}

BEEIER
AT T T ANLLET —HAT T AINNOEMDTENE 7 7 AV (46 ~2—)

AT F7ANBET—HAT I7AILADERDERB I 714U

WIZ, T—=HA7 (gzip THER LT b D72 L) IZH L HMOERN T 7 A Va2 RET L6 2R L
i‘j‘o
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quarantine gzipped exe or pif:
if (attachment-filename == "' (?i)\\. (exe|pif) ($]|.gz$)"') {
quarantine ("Policy");

}

DNS ') X + JL—IL

dnslist () b—/UiE, 7= U DFEITIZDNSBL 5 ( lipdrvw 77 7] ELFENRET) %
AT 2870 v 7 DNS UAR MY —R"ZRELET, EEEHROIPT FLAFKESHL (1P
N 1234 DEAIL432112720) Do ZHNOV—RZ{IZT VT v 7 AL LTGEMESNE
T (=B OEENPE Y A RTRWGAE, V=T L7 4 v 7 AR50 Y
A RPEMSIET) o, DNS 7 U —AER S, A7 AIZIEDNS RBUSE B 1P 7
RUARS— RO U A MIRNZ EZRT) FEIPT RLVA (T RLAREON-T=Z &
o) MIRSNET, KINDHIPT FLRE, #H, 127.0.0 oFkTIx, ZTI T, xIEL, 0
MBH255F CORIFEEOKTETT (IP7 RLAHIPFIZH TSN TOERTA) . — P —N
i, VA MEROEBIZESWTENENRE R BT EZIRLE TN, TS0 — T3
TO—HIZX LRI CAERZR LT,

dnslist () 1%, header () b— L & AARIC, HEE /T -HEHE A c& 4, BEl<TiL, &
//rg%%{gj‘é & true 7&?5& L\ Fﬁgﬁi‘f&b‘f}%/ﬁ} (DNS ‘H“—/\b‘EU%KﬁE@%é\fi &) ﬂi false
PIRLUET,

WDT 4 VR EEITTH &, FEHE N Cisco Bonded Sender [EHH—E R a7/ F AZR LV R
ENTWEEE, ZOXA v —UNEEbIcHhENET,

allowedlist bondedsender:
if (dnslist('query.bondedsender.org')) {

skip-filters();

}

A7 a7, HFX (2 FEAEA () 2L THRRAREZ XTI L2 b TE
32_,9)«0

WDT 4V Z 1L, =300 [127.0.0.2] DEEINDAvE—T% Ry 7 LET, INEN
FHLUSNONETHNIE., 0 —/Uidfalse IR L, 74 L ZIXERINET,

blockedlist:
if (dnslist('dnsbl.example.domain') == '127.0.0.2") {
drop () ;

}
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B rcas—an—n

IPLEaT—>3vil—iL
reputation/L—/VIZ XD, IPLVE 2T — g A3 THRMOME L CF v SNET,
> =, =REOTRTCOUKERFZHEATEET, AvE—VIZIPLEaT—Ta R
AT RN E (ZRNETRAATRESLSHER SN TRV, IPLE 2T —va s ¥—
ERA 7Y =N DIREERGCE Dol E) | LEaT—varAar Lok
FTRTRMLET BIEPNTNDLDMEL Y REWEZITNEV, WTALDEEFELNER
FHELSRWEWSHRIATEERA) o RIZHBIT D no-reputation b— /L ZMHT5H & |
IPLE 27— g Aa7 ) lnone] THLNE D NEMERTEET, ROFITIE, IPLE=
T=YarP—EANLERINDILE 2T —va Ly AaT R LEWVED-7.5% FEDHAIC,
A wvt—0 [Subject:] TDEHAIZ [+++ Badrep ***] IS ET,
note bad reps:
if (reputation < -7.5) {
strip-header ('Subject');

insert-header ('Subject', '*** BadRep S$Reputation *** S$Subject');
}

FEMCHOWTIE, EEELY2T—Yary 740N Z U 07 OEZBMLUTLLEZ N, TV
FARN VAT LDNRANRNZA T 7 gy (99—2) BB LT FEN,

IPLEaT— g b— )LOfEIF-10 ~ 10 TTH, NONE & WOHOEDBIRENLIEEHH Y F
F, NONE {2 DUWNTHREIZ ENMERPEIL, no-reputation J—VEERLET,

none rep:
if (no-reputation) {

strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');

}

F4OaFrY) L—IL

Ay E—URXIT, [dictonary name) WO ARIDOa LT Y T4 7y aF VIilhHIERK
BlET7- mﬂ%%#é\i nNTWn3d j}%/ﬁ\\ dictionary-match (<dictonary name>) JL—IUiX true & ngﬁﬁ
SNET, ZUDOT 47 v aF UNHELRWGEIL, V—biT false MBS ILE T, BEE
DEFRDOFECONTIEL (RXF L/DXFORBIRHEBERERAORER L) | [THFALY Y —
2] DEEZRLTIZEN,

RDT 4 VZIE, Y Aan Tsecret words] EWIHFFICHDLHBEZTLA v E—VE A% ¥
YIHE, BHEILTIA VR I—Ry at—%kELET,

copy_codenames:

if (dictionary-match ('secret words')) {

bcc ('administrator@example.com') ;

}
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WOFITIL, A vE—TDOARILIZ, [secret words] &) EEEICH 2 VTN OHZENE £

ﬂfl/ \é le N %@)‘ V'{Z“—yﬁ§ POliCy <1: A 5 BF’%%EI U 703\%{5 éﬂi '9‘—0 only-body-contains
o L VX2 Y | body-dictionary-match o TIL, TXTD a3 T Y ER5 03 Z 1L E HUE B

IR BT AR EEH Y EH A, KT YHGORaT (wAF3— MREEHS D

BREINET) FEFESRET,

quarantine data loss prevention:

if (body-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

WDT7 4 NVZTE, HAPEE LEHECODIHELE BT L LRSI ET,

quarantine policy subject:

if (subject-dictionary-match ('gTest'))

{

quarantine ('Policy');

}

KOFITIE, [Tol ~yHX—DEFA—NVT RLAERAEL, FHEEIT IS Far—%
EEFELTWET,

headerTest:

if (header-dictionary-match ('competitorsList', 'to'))
{

bce('administrator@example.com') ;

}

attachment—dictionary—match(<dictonary_name>)/V‘—/Vﬂijigag)dictionary—match/b‘—/bgfEﬂ

BRICHERE L £ 9708, BRI 7 7 AL TT,

WDT 4 IVETiE, A vB—YDRM T 7 A4 1T Tsecret words) &9 FEEIZH DT 40
OHFENEENTWNDE, ZDO X vE—T0 Policy &) Fgiff= U 72X E SN E T,

quarantine codenames_attachment:

if (attachment-dictionary-match ('secret words'))
{

quarantine ('Policy');

}
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B serstatus L —

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

header—dictionary—match(<dictonaryiname>,<header>)/b*‘/VkiJigaa)(ﬁcﬁonaryﬂnakﬂl/b*‘/b
ERIERICHERE L £ 9728, MK RIT <header> TIHEE LT~y ¥ —T7, ~v ¥ —HDRILF
ENCFIERB STz, 72 & 21X Tsubject) T% [Subject] THIREL 77,

ROT 4 NVE T, AvE—=TD Tee] ~v X —IT Tex_employees] &9 FEEFIZH DV
DOBENEGENTND L, TDA v E—U7 Policy &9 REET U 7ICHE SN ET,

quarantine codenames attachment:

if (header-dictionary-match ('ex employees', 'cc'))
{

quarantine ('Policy');

}

HEHBNTYUA NV R —REMEAT22nTEET, BEFA—LVT FLADOE VA RET
AT =TT HBETH Y A,

SPF-Status /L—)L

SPF/SIDF #i5E SNl A — V&2 Z(5 4 B 3A . SPE/SIDF MFEDFERIC L » TRARBT 7 v a v
EFATT D L NBEITRDBE0 DY T, sphstatus /b— /LA D L BED SPFIRGE
WER L OBANAREICZR Y £9, FEMICOWTIE. RAEEE BB LT X0,

\}

GE)  SPF#RIMEHRA U TSPFRRAEA vE—Y 742 L— L EHRTELTWAEES., Avik—

PIHIEN R D50 SPF #AEMAE TN TWD EEX, TOA—ME, AvbE—V
WNOHRIEDWNT NN —LE—FT 5L M) V-3 ET,

SPF/SIDF #FEAE R & OREEITHITIL, RO EFHLET,

if (spf-status == "Pass")

1 DO TEBOREHE G L TTF = v 7T 558, ROMILEHEHATE X7,

if (spf-status == "PermError, TempError")

SHIT, RO AMHH LT, HELO., MAIL FROM, PRAID IZxf L THiEFEE R A TF = v 74
HZEHLTEET,

if (spf-status("pra") == "Fail")

WOHNZ, spf-status 7 1 /L% DfEF 2~ LET,

skip-spam-check-for-verified-senders:
if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;
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quarantine-spf-failed-mail:
if (spf-status("pra") ==
if (spf-status("mailfrom")

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status ("mailfrom")

spr-status L—)L ]

"Fail"™) |

"Fail™) {

"SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

} else {

if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom")

or spf-status("mailfrom")

"Fail"

== "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

if (spf-status("pra") ==

or spf-status("mailfrom")

or spf-status("helo") ==

"PermError, TempError"

"PermError, TempError"

"PermError, TempError") {

# permanent error - stamp message subject

strip-header ("Subject");

insert-header ("Subject",

"[POTENTIAL PHISHING] $Subject™); }
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SPF-Passed /L—/L

ROBNZ, spf-passed &~ —727 SN TWRWEF A —/VEZ[RHET 5720 D spt-passed /L —/L &
RLET,

quarantine-spf-unauthorized-mail:
if (not spf-passed) {
quarantine ("Policy");

}

\)

() spf-status L—/ b L H72 1 spfpassed /L—/L (% SPF/SIDF Rl % fifi ¥ 7p 77— LB I Hi Al

ﬂﬁbiﬁ—o ﬁ@*ﬁ%ﬁ%%bi‘ spf—passed/b“‘/VﬁzA*%L/Tl/‘fcfl/\%)@éf Lf*&bhij—o
None, Neutral, Softfail, TempError, PermError, Fail, &V 7 fERICHKSNT, A >
T=UADT I v a e FATTDHITIE, spe-status b— VA LET,

SMIMES — b xA Ayt—2 )L—)L

SMIME 77— F U = A A=Y b—/LTiE, A v E—U0 SMIME B4 SILTWDH0, I
FEENTWDED, FREFBABIOE SIS N TWDEIDEHERLET, ROAyE—V 7 ¢
NE T, AvBE—YUMRSMIME A vb—UTHA0E ) iR L. S/MIME M L=
REE 7 IFE S IR LS AR L £,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEANZOWVWTIE, SMIME v % =2V 7 4 —EREZZBL T ZE,

S/MIME 5*— + ™9 = A REEFAIL—IL

SMIME % — F W =4 A vt —URIFFEHL—IL T, A vt —UNERICBRIESATND
M, TWHEEINTWED, EFRIFEFBLURAES N TV EINEHRLET, ROXA vE—
TANETIE, AvE—UMNS/MIME X v —THDENE I NEfER L., S MIME #1548 L
TRRREE T FIC R L= 855 1R EE L £ 7,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEAMZOWVWTIE, TSMIME t% =27 ¢ —E 2] 2B LTLIEZE,

workqueue-count JL—/L

workqueue-count /L= UL, V=0 X2 —HFEFEOMEMAELET, >, == <=2 EDT T
DI ER A T £,
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smrp ZitEs1—5—3L—L [

RDOTANZE, V=7 Fa—FEMBL, HELIZELY ZTNTA N LOMEBZEN L
TO

wgfull:
if (workqueue-count > 1000) {
skip-spamcheck() ;

}

SPF/SIDF D FEMIIC-DU T, SPF B XU SIDF #FFEOEAZ SR L T 72 &0,

SMTP u:L.\nIE;ﬁJ%:L -'j- ﬁ)l/_)[/

BAA—NT =R T A NRA v E—VDOEEIC SMTP FBAEZHH L TW D54,
smtp-auth-id-matches (<target> [, <sieve-char>]) L —/LZ XA vE—T D~y X —L T Xm—
THEEEHEEEEFEEHEDO SMIP Rt —HF ID LRAEL, ATS—T 4 v 7 Ile~y ¥ —% 5Tk
BAYE—VEHMNLET, ZOT7 A NZE2EATLE, ROTELOFRBEDOH D A v E—
ChBEEEZII T v 7 TEET,

smtp-auth-id-matches /b —/L1E, SMTP Z3E ID # R D Ehigesct 4 & teilig U E 9,

P L

*EnvelopeFrom | SMTP 53D o _Xo—7FEEHEDT KL A (MAIL FROM) #Hi#g L=
kR

*FromAddress From ~ v X —InGEAT SN7=7 L AZEE L E£9, From ~» % —IZi&
BEHOT RLAZFERTE 5720, 20925 1 OB —EF il —#E /i

SNET,

*Sender Sender ~» ¥ —TRESNTWST FL A& LET,

*Any IDIZb b, WIEFEHASMTP & v v a U HICER S A v E—U L
—HLET,

*None FOREFE 7+ SMTP & v & a U HHTERR S Ve oo A v =P & —BL &

+, RERA T g L OBEITEMTT G |

TANBZICEDMETMETIEH Y E A, RKXFLAALTFREMENEEA, AT a0 T
sieve-char /7 A — ?ﬁﬂ?bﬁéﬂfb\é%é\ FrEDLFDH%ITHES T B L ADEE O
PRI B S E T, 7o X, NI AT T+ BWEENTWDHE, 7T R A
joe+folder@example.com D IB T+] T VBOESNT 4 VH T EREINET, T RLAN
joe+smith+folder@example.com DI ElE. [+folder] DAHVPEHINFE T, SMTP RG> —Y
ID SCFFA Bl 2 — W4 T, BREME T A —/V T FLATRWESIE, R0 —
PLEFOHRPREINE T, AL VEZIIHONL— NV THEET 20BN H Y £7,

F 72, $SMTPAuthID %% L C SMTP iRiF2—W ID 2~y X —IZfHATHZ LN TEF
—é‘o
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BELFHL—H—BL—IL

WDOFIL, SMTPZRGEID & EF A — VOl OHI T, smtp-auth-id-matches 7 A /L& JL—)L
XD T—ET 2N EIDERLTWET,

SMTP Z23E ID Sieve XF |LLBTH7 FL X —HOHE
someuser otheruser@example.com X
someuser someuser@example.com o
someuser someuser@another.com o
SomeUser someuser@example.com o
someuser someuser-+tfolder@example.com | x
someuser + someuser-+folder@example.com | o
someuser@example.com someuser@forged.com X
someuser@example.com someuser@example.com o
SomeUser@example.com someuser@example.com o

RDT 4 B, BREFE A SMTP & v 32 VIR ENTZT RTORA v — T 2R L.
From~y % —@7 LA Lxr_u—7%KEFEHD SMTPREREL— ID & —E$ 5 ) iRk L %
Fo TRLVRALIDB—HTDL, 74 VFFIRALCEFALET, —BHLARWVWES, &
A=NT = U= A1FTA -V EEHEL £,

Msg Authentication:

if (smtp-auth-id-matches ("*Any"))

{

# Always include the original authentication credentials in a

# special header.

insert-header ("X-Auth-ID", "$SMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and

smtp-auth-id-matches ("*EnvelopeFrom", "+")

{

# Username matches. Verify the domain

if header ('from') != "(?i)@(?:example\\.com|alternate\\.com)" or

mail-from != " (?i)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated

quarantine ("forged") ;

}
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} else {

# User claims to be an completely different user
quarantine ("forged");

}

}

EAFEIL—IL

signed LV —/UEA v E—VDBEL B LET, ZONL—/ME, A vbE—VOBLOFELR
T MEEZELET, 20—k, BADASNIDER T2 a—F ¢ 7 L—LZHiE-> T
WA, BLXOCMS B4 T — 2 AlfErE (RFC3852, &7 a3 5.1) ICHEHLL TV 5 0% T
LET, BANRaLT Y E T HENE I MNIRAESNT, AEHEOFIME LRI EH
Ao

/kUD@J“Cb:L\ signed /V‘—/V%{ﬂfﬁﬁ L"C/\/&’—%%ﬁ{ﬁﬁf /‘IZ*{/QC*@)\ L/iﬁ—o

signedcheck: if signed { insert-header ("X-Signed", "True"); }

WOFITIL, signedV— IV ZFEH LT, HEDEEEIN—TNOZELTZRELDA vE—
PO T A NE Ry T LET,

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert () ;

if (attachment size > 0)

{

drop_attachments("");

}

}

ELMEFAABHEIL—IL

signed-certificate /L —/L13, X.509 FERAEFATE L7213 A v — VB ED, faE LI IEHEH
E—HLTWASMIME A vE—T%BRLET, ZONAL—L2BRHELTWD DT X509 FE-A

EOHTT,
Z D)V— )L DFEIL I signed-certificate (<field> [<operator> <regular expression>]) CT9°, &IHH D
WEIIRD LB TT,

o <field> : 5| CHH E 7= T4 “issuer” (GEITH) F721E “signer” (BLH) .

« <operator> : == £ 7213 =,

« <regular expression> : FBITH £ IXBLFE EZRET DO DIHE,
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EZ2AE

177t (Issuer)

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

Ay —=VICEBOBLBERN SN TWD5E. WTILhORITHE £1IXBLEFE DN ERERBL L
—HET DL true VIRESNET, ZDN—/LE—FFEHIE T signed-certificate(“issuer”) 35 I Y
signed-certificate(“signer”) D X 5 IZHEET D & S/MIME A » & —ICHITH LI LB L E N
EZINTWDEAIT true DS NVET,

ESPERENS

cELH (56—

e 7470 (Issuer) (56 ~—73)

c ERIRITCOT R =T (56 ~—)

* $CertificateSigners 7 7 > 3 VA (57 ~—)
Bl 1 (57—

A o=V BAFEICE LT, ZO/—/1E X509 FEBHE O subjectAltName fE3ED & rfc822Name
LGP —rr o A L E T, BAFERAEIT subjectAltName 7 ¢ — /L KRB WA, 72132
D7 4 —)V R rfc822Name £ M7 5H . signed-certificate(“signer”) /L— /13 false &K L F
T ENTIEHY £33, rfe822Name A N EBIEH SN TV D HE, 2O/ — T T X T4
ATZIERRBERE L LD LA, RIS —B LR R T true IR L ET,

FATHE 1L X509 GEFIZEDZE T4 TF . AsyncOS IFREEN B RITH 2 5 L.
LDAP-UTF8 Unicode SCFFINZ A L E47, KIZHZRLET,

» C=US,S=CA,O=IronPort

» C=US,CN=Bob Smith
X.509 GEHETIIFITHE 7 4 — /L RDBMERTZ0, signed-certificate(“issuer”) 1L S/MIME A v
T—UIZ X509 FEAERH L0 E ) D EiHli L £ 7,

ERRHETOIR—TU0E

LDAP-UTF8 Ti&, EMHTITHHATE 222 =7 AN ERS LTV ET, LDAP-UTF8 T
DILFO TR —TRBLOZEAMI SV Cik,  [Lightweight Directory Access Protocol (LDAP):
String Representation of Distinguished Names]  (http://www.ietf.org/rfc/rfc4514.txt) Z S L T<L
TZE,

signed-certificate /L—/L CO T A —7 )L—/L|L, LDAP-UTF8 CEHZR SN A —7 )L—
WVEFRRY 2R —ERNNE R FOLE T A r—7 LET, LDAP-UTF8 Tii, =
27— TR L TR R TCELLF AT T a VT Ay —TT52 N TEET, &%
X, D2 OOXTFHNE, LDAP-UTF8 D= A —7 )L— /L TiEW\ T4t [Example, Inc.| %
ELLETbDOEEINET,

» Example\, Inc.
» Example\,\ Inc\.

—J7C. signed-certificate /L—/L Tl [Example\, Inc.] DHB—FH L EF, A=A U A R
DT A7 — 7L LDAP-UTF8 TIEFF Al STV E A, BETIH WD, BRI T
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$CertificateSigners 7 > 3 L .

PR SAVEHR A, signed-certificate /L —/L CHE T 5 IEHRBAZERR T 25 51F, = A7 —7L
HARL THORRTEDLFIEZ AT —T LTSN,

$CertificateSigners 77 > 3 V&

i1

77 D= :/%;ﬁ $CertificateSigners @i\ %Zu %EEﬂ%@ subjectAltName %%ﬁ\%ﬂi% I_/7LT_\ 7]
XV IBERDOBELEDY A T, | N\OBLEIZEBOETFA—NT RLADRHLH5E
HEEARELZETY X MIERSINET,

7o & ZIE, Alice ZHTD 2 DOFEHETA v —VIZBEA LI LET, BoblTHSD 1D
DFEAETRA v —VIZBA L TWET, T XTOFEFET 1HO-NEREIC X BTSN T
WET, AvE—UNSMIME ZAX % U A@IBT 5L, SN T —ZIZIX3 >OHEE NS
EFNET,

[

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}I

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}I

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']

}

]

$CertificateSigners %iﬁbi/ﬁ(@; 9) L:}E'}Eéﬂiﬁ‘o

"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

ROFITIE, FEAERITEDKEICHDDEE, L~y F—RASET,

Issuer: if signed-certificate("issuer") == " (?1)C=US" {

insert-header ("X-Test", "US issuer");

}

WOBITIL, BLFED KA A D example.com TRWGE, BHFICEMINET,
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. ANy F—# YR LEHIL—IL

ANy F—HEYIRL

NotOurSigners: if signed-certificate("signer") AND
signed-certificate ("signer") != "example\\.com$" {
notify("admin@example.com") ;

}

ROBITIE, A vE—VIZXS09FAEHERHDHE, ~y X —NBMShET,

AnyX509: if signed-certificate ("issuer") {
insert-header ("X-Test", "X.509 present");

}

WORFITIL, A vE—VOFERAEICELEDRNVGAE, ~y X —NBINshvET,

NoSigner: if not signed-certificate ("signer") {
insert-header ("X-Test", "Old X.509?");

}

EHIL—IL

A~y =0 R LRV — VI, (BB ORS TIROSEED A v — VN BE SN2 0B
Shd e, true ¥ LET,

< i 1 RFRLIAICE T4 o b o2t S,
cJEWE 1 RFHILNICFE L= o Nm— 7R EHENLO ORI S,

ZON—NEHERTHZET, KEEEA— NV ERIETEET, & 21X FFED Web ¥4
M TITONDBIEF ¥ =T, M KEDE T A —NDBREINDI LBV ET, 7
VFANRBTZ UV NI DL I BRETA—NEERRA—LE L TR, B A—/LOEFIX

BEiEXnERA,

Z D)V— )L DL header-repeats (<target>, <threshold> [, <direction>]) C9~, 4IAH O EMRITIK
DEBYHTT,

« <target> |21 subject F 7213 mail-from Zf5E L £7, AsyncOS (X5 —75 >~ FDEDOMY K
Lz M LET,

s <threshold> (%, W7 | FERICZAE L7z, FE8E L7 target IR UfEE FFO A v E—T DT
T, ZOREBZD L, Vv— VT true ERHSIVET,

» <direction> |& incoming, outgoing, FE7=IX I DM FTH, I D/L—/L T direction HEE I
NTOWRWES, BEA v E—VEREA v E—UPA—LiHliSRE LT T FERL
7

Ny AR LEHUL— D true LR SN DTS, Y AT AT T — FREEINET,
VAT LT T— b EBH,
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~ys—gyELESL—LEzomoL—LofE [

\)

GE) ~uXA—T 4= )L RIChHr~FERT eI o CROONAENEENTWELEE, L—
JTSERRLTFINE b T v o IR E R LET, TOL—LTIE, A~y X =N
ZEHDRA = ERINET,

Ny B —H ) R LBV — VT, BAET A A = D8R AR | BN ORE TR L £
T, 20D, HEENTWVAB LEVVEIZELTLLZDOL—AN M) T—ENDETIZ, 1
SOBENDELDZ ENHY 1,

ESPERENS

o N A —H# R LREL— L & Z DD L— VDO (59 RX—)
o 5] (59 X—3)

Ay —f2 )R LEISIL—ILEFD/MDIL—)LD BB

il

N L0 R LEEOLV— L E Z OO — VBB G DY CEAT 521X, AND A £
FIZORERFZHEHLET, &2 AvkE—Y03 72y FOFATY X MESHETHIC
E. ROT7 4 N2 R LET,

Fl: if (recv_listener == 'Gray') AND (header-repeats('subject', X, 'incoming') { drop();}

AND FE 721X OR A T2 H L Ty ¥ —fi 0 K LIEHUL—L & DD — V&L A D
AT A1, ~v X — 0 R LAV — VRGBS T RGBS < E T,
FEED A =126 LTy 0 IR LRV — L 035 S 72 W56, subject F 7213
mail-from [ZFEE SINTZ LEVVHELE DR E LTI FEnERA,

A~y A0 IR LEIEBUL— IR G AR Y iR ISR SN S 72, OREE T L—
ILEHHLBEDLE THHAINAESIT O — LVOEWEIZRRY 5, RO T 4 VE OHI T,
OR HE T2 L CTEL & L—L b~y Z—i 0 K LR — VB DE LTV E
7,

fl: if signed OR (header-repeats('subject', 10)) { drop();}

ZOBITIE, ZDOT7 4N FTRIINDEAD IIED A B —U N E UL DELTE A Y
U ThLIES. Ny AR LERL— I INEDR v =R L E A, 105
HOAvE—UR, 9OFBHETOA =V LRILHLA~NY T —DRBEHLA v E—VTHDLY
A, LEWVEIZELTHTYH, 74 NAMXEBRESNEZT 7 v a v aETLET,

ROPITIZ, EEORR T, 74 ZRaETRRICBWTHE CHEADOEEA vE—T 2 X
PLEMH L2 B EIc, ThEZET DR CAA DX v —3, R —REECxE Sk
R

fl1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy');}
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WOFITIE, 74 NV ZPMEEORE T, BEIREIICBOWTHE L X —7FEEEZD1 D OR
FAvE—V% XML EREB LIZ8GEI. TRUBRR L= "o —7 % EENLEESIND
Ayt —Un Rey 780, WESNET,

f2 : if header-repeats('mail-from', X, 'outgoing') {drop();}

WOPITIZ, 74 NVEZIMEREDOR R T, BELIRFMICBW TR CHFADOEREA v =Y F T
REA v =V XU LB LI5GE1s. ZRLIER T 2RO T XTORA v — U0 E
HEICHEMSNET,

£3: if header-repeats('subject', X) {notify('admin@xyz.com');}

URLLEaT—>3 v L—)

URLLE 27—V g —LTlE, AvE—VICEENTWAURLDO L2 T — g A
TIWHESWTA =Y T 7 varzERLET, BERFFMICOWTUL, BEEOH D URL
FARIFEE LS ARV URLD L DIFR#EDURL L E 2T — a VEIZURL T I VICE DT 4
NEY T B IO —L ZBRBLTLEE N,

Z D=V DEFFITIRD LB Y TH,
*msg filter name XZDORXAT—T 7 40 VXDOLETTT,

* allowedlist (I (urllistconfig =~ FEMH L T) BRI TS URL U A FOAHTT
T, YA NOREITEETY,

LEAT—2 a3 v H—EXNLRAT7HRESINDIGEICT I a vEETTHICE
url-reputation L—/VZfERH L £9,

url-reputation L —/V AT D550 7 4 NV F O L2 RITRLET,

<msg filter name>:

if url-reputation('<min score'>, <'max score'>, '<allowedlist>',

'<include_ attachments>', '<include message body subject>')
{<action>}
ZZT,
*nin score B Wmax score (X, 77 ¥ a VilHAKHOR/NA 2T LigKAa 7 T, &
ET DEIFHEHEICE ENE T,
B/INAaT R RATTIE -10.0 005 10.0 ETOFHFANOEIETHLMERH Y 7,

e XA —VDWRN T 7 A /LND URL & A% v 1 5121%. include attachments FHEEL
F, Ml T IZA Y=V 77 A VD URL A% ¥ U SARITHY . E T0) 1TA >
TV T7 7 A NVDURL A% v U BEITRNZ EERLET,

s A=V DAL EAM4 W@ URL EAX ¥ 95T, include message body subject %
RELET. M 1 13A Yy E—VARLEMHALD URL A v U BAHTHY . i T0) X
Ay —URILEAFA D URL 2% ¥ U BFH TRV L 2R LET,
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LEaAT—2a v —EXDNLRATHMREINGWESIZT I3 VvEETTHICIE
url-no-reputation JL—)L A E L £,
url-no-reputation /V*}V%'fﬁﬂqjﬁé%é\@ T4 IVEDOELERIC R LUET,

<msg_filter name>:

if url no reputation('<allowedlist>',

'<include attachments>', '<include message body subject>")

{<action>}

URL A7 31U JL—IL

Ay —=VICEENTVWAURL DA T IVIZEASNTA Y= T/ a2ERETHEE
(2. URL A7 IV A LE4, EERFEMIOWVWTIE, BEOH S URL £7213LEF LL 7
WURL NS ORFEDURL L B =27 —3 3 VEIXURL AT I VI KD 7 4 & U 7 .t
BLONL—L 2SR TSN,

url-category /V—/V%’fﬁ%ﬁﬁj—é%é\o) 7 4 VH DOREL & IR Liﬁ‘o

<msg_filter name>: if url-category ([‘<category-namel>’,’<category-name2>’,...,

‘<category-name3>'],’<url allowed list>’,'<include attachments>', '<include message body subject>")

<action>
ZZ T,
*msg filter name XZDORXAT— 7 4 VHDOLETTT,
caction (IA Y E—Y T4 NVE T g TT,
® category—-name fj: URL 77 5“ = U ‘/Cﬁ‘o %g%(@ﬁ% = U %?Efﬁzﬁﬁé%ﬁ\fi\ %77 5“ = U f&j]
Y TREIY Y, ELWAT VA EHERR T DICIE, 2T Y T4 S D URL BT
TYGEMETET 7 v a v EHER LTS, A7 Y OB L BNZSWTIE, URLY
THAVIZOWVWTEZZRL TS,
*url allowed list (¥ (urllistconfig =~ RZEM L T) EZISNTWVWD URL U A M4,
AICY,
o A /’YZ““V@#J%{*7 7/(/1/|j<]0) URL %X?V'\” V'ﬂ‘é WJZ}:\ include attachments %?EHEL
FT. M T BEAYE—VIRA 7 7 A LO URL AF ¥ U BHEHTHY . il T0) 1EA >
=PI T 7 ANVDURL 2% ¥ U BAR TRV EERLET,
o A /‘YZ‘—‘\/O)ZIKjC &ﬁ:g W@ URL 75_’} ﬂF’V \/?5 ﬂ:ﬁi\ include message body subject %
FELET, fH M) 3A v =YKL EFAHD URL A XX U BAEHTHY . 8 10) 1%
A= TURILEMHHD URL ZF ¥ U BAY TRV EamLET,

WELERAFTZ7A4ILIIL—IL

R LR 7 7 A =3, B L TCOWDBIRMM 7 7 A VB A v E—VIZE TN TWDHEES
IZtrue EEElILET, BB LRI 7 7 AL &%, AF v TP UNRAX Y U TERNE
OB E LTRT 2R 7 7 A LDZ & TT,
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51

ROFTIL, AV E—VICEENTWDIHMBELIZIFT 7 7 A A ENnbs L, AvE—TiF
Policy @B~V 7 IZR@BfE S v E 3,

quar_corrupt attach: if (attachment-corrupt) { quarantine("Policy"); }

Ayt—IFEIL—IL
A=V DEFIHESNTRERIA v — T 7o ar 2WMABANHY £, 7L 213,
WROESBGENDHY £7°,

cBITIIHAAE—VICa VT TCTHEREL BN LET
s SHENEETE WAy E—VE Ry LET

A=V NV EFEHLT, AvbE—VOMLERLOEIEIIIGUTEAyE—Y T2
varErmnET,

N

GE) Zor—nTlE, N7 7ANVBLIONy X —DEFEITHER L A,

SEOBEHBEDMLEA

BFA—NT— MU =A1E, AvE—VOFHEEZRET 5 DIHMALOEFERET V%
HFHLET, BFA—NAT— U =AEL R LAy E—URIEZRH L, SRz
WZELET,

ST YL, SN TR PO SHEOERERE L., T2 B A—NLT—
P2 AIZELET, BEFANTF—b U =A1E, HOBWVHERELOSEEAYE—VDF
FEEHIRLET, BTFA—NAT— U= AL ROTFTIVFAONTNNT, AvE—VDOFEE
Z DHBIAREE] &R LUET,

R SNEFSENRETA—NT — MU = THFR— F SN TWRNWGESE
BIA—NT = T oA BA =V DOFEEMRHTE WG S
CEEMHT D CELN TR SN T R R FOAFHYA AW 50 A FRTEOEBA,

Ayt— T4 ILEDEX

<msg_filter name>: if (message-language <operator> "<languagel>, <language2>, ..., <language
n>") {<action>}

ZZ T,
*msg filter name (T DA vE—T 7 4 )L HDLHITT,
* @%%Li\ == if:bi 1= "C\»j‘o
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* language £, TDA v —Y T4 VEZIIRET DA vE—VSHEOMTT, #EHEO=
MU ZIRET 2HEIE, A TREID ¥, PAR—FSNTWDL Ay -V FFELED
VDARMIONWTIE, 2Ty T4 AL DA =V FHOLEEESRLTLIEEN, 8
X, Ao ([ THEATWET,

caction (IA Y E—Y T4 NVE T g TT,

il
WOBFITIL, BHEVBFETERPSTEA v =V % Fey 75 HEZRLTWET,

DropMessagesWithUndeterminedLanguage: if (message-language == "unknown") { drop(); }

ROFITIE, v TEEOA v E—VIZn VT EEORBEHFHEAZIBINT 5 G2 R L TWET,

ussianDisclaimerRule: if (message-language == "ru") { add-heading("RussianDisclaimer");

<Y ORHIL—IL

~ I uRHV— IV EERT DL A vB—TICRMS SN~ e AR T A VR FR
ELEZT 7 AN A FIZONTHRHETE 7,

)

GE)  T—HATERFHDIAL T 7 ANV 7 aBNEENTWDGE, BT 7AW A v E—
Vinb Fry7EShET,

Y ORHEX

<msg_ filter name>: if (macro-detection-rule (['file type-1', 'file type-2',...
,'file type-n'])) {<action>}

ZZ T,

*msg filter name [T DA v E— 7 4 LZDAHITT,

¢ file type I[ZIE, ROV R—FENTWVDET 7 AV XA TONTNNERETEET,
® Adobe Portable Document Format
® Microsoft Office Files

®* OLE File types

cactionlIA Y=Y T4 NVE T U5 TY,

151
WwoOBNL., ~ 7 a3 EFZ72 Microsoft Office Isfit 7 7 A L EEIe A v —T% Fa v 745 5H1E
ZRLTWET,
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Drop Messages With Macro-enabled Office Files: if (macro-detection-rule (['Microsoft
Office Files'])) { drop(); }

WOBITIE, <7 a3 F7e PDF IBRXORM 7 7 A VB G A v — U RREED 2 —FIT%E
Eansde, oA vtE—TiIRuy 7SnET,

Strip Macro enabled PDF: if (rcpt-to == "joelexample.com") {
drop-macro-enabled-attachments ([ 'Adobe Portable Document Format']); }

BEA—ILDBEHIL—IL

BESNTHFEET FLA (From: ~y ¥ —) ZRORERA =YL, 2D X578
AyE—VICHLTT 7 v a D ZEBREITRDIGENHY £,
ZTDXIMA =T BT HITIL, forged-email-detection L— L EFEFH L ET, ZD—
NWEBRETDHERCIE, arvT oy T4 r7vaf e, Ave—VITBEORREERS S & R
FTOOLEWE (1~100) ZfHETLILERHY £,
forged-email-detection /L —/LIE, From: ~> X —4 a7y 747 at JNOa—H LI
BLET, ZoFmrrapic, HECLY, ETA—NAST = I =A13T 47 aF VHOK
2—PIFRER 27 2 E 0 Y TET, RIBIERLET,
s From: ~ v % — 73 <j0hn.simOns@example.com> C, 2> 7> VTF 47 v aF U |Za2—W
[John Simons| NEFENTWVWDIEHEA, BT A—NTF— b VA1l L>TIDO2—H|T 82
DFREZ T RE D HTHNET,
* From: ~~ v % — /% <john.simons@diff-example.com> C, 2> 7 YT 4 7 g+ V|Za2—H
[JohnSimons| MEENTWDHHEAEIE, ZO—HIT100 DFERIER 2T RE D Y THR
£7
BAREAR a7 @< BRI DIEE, A vbE—URMBREIN TV DI E L e 9, Fll
PEZ 7 PHRE LT LEWVEU EDOSEIE, 742 77 a N Y T—ShET,

FEICOWTIE, BEA— L OREEZR L TIZ S,

Ayt—T T4 ILEDEX

<filter name>: if (forged-email-detection(“<content dictionary>”, threshold)) {<action>;}

ZZ T,
s filter name [T A v E— 7 4 VL F DLRETTT
« content_dictionary [Z 22T Y T 4 7 ¥ aF U OLRITT
e threshold (X, A v & —VITBIED RIREMEN B D & AT T2DD LEWME (1 ~100) T

1

DA =T 4 AT, A BE—NOFrome~sy X —%F 4 73 aF U NOREE L ik
LET, ar7o Y7473 aF VHNO—FORUERA T N10L ETHLEE, DAy
Y — 7 4 VI From: ~y X —%ZHIFRL, mo_Xo—7RERICEEHZET,

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }
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BEEER®RIIIL—IL

duplicate_boundaries /L —/V &AM+ 2 & HEETHMIMERERREEND A v =V & BT
TETS

A\

GE) W7 7 A V_—AD/L—)L (attachment-contains 72 &) F7/-1X7 7 v 3 v
(drop-attachments-where-contains 72 &) [ZEREFE DA v — (FEET 5 MIME HR %
ale) TIEHBELEEA.

Ayt—T T4ILEDEX

<filter name>: if (duplicate boundaries) {<action>;}

15l

RDOA =2 74021, BEET D MIMEBERREENLTXTORA vy -V % MREEEL £
D

DuplicateBoundaries: if (duplicate boundaries) { quarantine("Policy"); }

FRIELZRKD MIME Ny & —i&HI)L—)L

REFR~Ny F— N— L2 LT, RERKERXDO MIME ~y X —% & A v — % HH
‘(“% iﬁéo

Ayt—T T4 LB DEX

<filter name>: if (malformed-header) {<action>;}

451
WOHITIE, RIEREXDOMIME~y X —NHDHT X TDRA v E—V % MREET 5 HiEE2RL T
b\\i‘é—o

quarantine malformed headers: if (malformed-header)

{
quarantine ("Policy");

}

Hh IR L EREIL—IL
HERC S A — L 2 BT 5 &L B LEEOEN D OFBE A v E— VST T,

Hh IR B HERAE 3L
<msg_filter name>: if (geolocation-rule (['country name-1', 'country name-2', ...
,/country name-n'])) {<action>}
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ZZT,
*msg filter name [T DA vE— 7 4 LZDAHITT,
® country name LRI L7 [E 04 RTTT,

caction lIA Y E—Y T4 NVE T U9 TT,

15l
ROFNZE, Countryl & Country2 MH2AfE LT A v =V iEd 5 HiEEa R LET,

Quarantine Incoming Messages from Countryl and Country2: if (geolocation-rule
(['Countryl', 'Country2']l)) {quarantine ("Policy");}

ETFOFAAL Y LEaT—Y3 2 )L—)L

BlELT, UTFTDOAYE®E— T 4V L— LR LT, ETF =P 2L TA
T —VHNOEEDODHDH AL U EHREL, OO A vE—lIcx L ORI saE LE

D

quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

518D EREA

* ‘domain-external-threat—-feeds' |X. FAA V L EaT—v g Avb— T4 LZD
S— LT,

. ’etf_sourcel'@i\ A= DN B —DEEDOHDH RAA U E2RETAT-0IFEHER
% ETF Y —A T,

* ‘mail-from', 'from' . RAA DL E 2T — 3 VAR TH-OIHEH I D08
N~y A =TT,

® 'domain_exception list' 1. RAAL OB R ]\@%Eﬁfj—o RAA L DFISY A b
PEELRVERE M) LRRSNES,

1

PLFOHEITIX, ‘Brrors To:’ AR L~y X —D RAAL VN ETFICE > TEERNHL L L TH
HENESHE, AveE—URRESNnET,

Quaranting Messages with Malicious Domains: if domain-external-threat-feeds
(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}

SDRORASL Y LEaT—2a3 v IL—)L

RAAL L LE 2T —2 a3 b=V EFHLTSDRICESNWTA v —T% 7 0 VAL L
FOXOMA =TIk L CHEU RSN TE E9,

CEEHED RAAL DOHE
« KEED AL ORIEEEH
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I
REERALOUECESNTAvE—SET 2 0E

CREEHD RAL VR AX ¥ LR

FEEBRAAMVOHEIZCEDVTAYE—CF T4 LR 0IE
A\

CE)  #HERINDTryF 7O LEVMEIL [Poor] TY, SDROFEMIZOVTIZ, CiscoTalos
(https://www.talosintelligence.com) (ZERIVEHOHEL IV,

drop_msg_based on_sdr_ verdict:
if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop () ;}

FENEFNOBBIIIRD L B0 TT,
* 'drop msg based on sdr verdict' X, A vtE—T 7 4 /HDLEITT,
* 'sdr-reputation’ . RAALA L VEaT—val A /“‘Z*‘f/ T AL IVH @/I/*‘/I/VC“TO

e 'awful', 'poor' I&. SDR WCESNWTRA =% 7 A VA BET B2 DREEZED KA
A HIEOHIPH T,

* 'domain exception list' . RAAL DB A FDOARTTY, AL OfFISY Xk
PEELRVERIE [ LRRSNET,

e 'drop' 1%, A v —VICEAINAET Vv a T,
451
IFD A v—TliE, SDR HED 'Unknownr' DA, A vt —URNBEINET,

quarantine unknown sdr verdicts:

if sdr-reputation (['unknown'], "")
{quarantine ("Policy") }

EEBRAA VORBERBIZCEODVWTAYE—CF 70 L2 0
~

GE)  [BEHE FAA ORI (Sender Domain Age) 1473 = > id, KD AsyncOS U U —
A THIBRS L E T,

X

<msg_filter name>
if sdr-age (<‘'unit'>, <‘operator'> <‘actual value’>)
{<action>}

ZRNENOHAITKRDO LB Y TY,
e ‘sdr-reputation' IX. FAA LV LEaT7T—v a3 Avb—2 74 VHZD)L—)LTY,

. 'sdriage'ﬂi\ SDR |23 T A /’Yz—f/%74’/1/5%£f¥j‘éfl&)ﬁ:1ﬁﬂ% éﬂéé{%%‘ r
A A v ORIEEEH T,
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B ozt oRFr SFTREICESNTA v E—TE T (LB 0B

e wunit' 1L, FEE R AL COREREIZESW TR v =% 7 4 VE LT 272D
‘days’, ‘years’, ‘months’, 'weeks' 473 = > T,

* ‘operator' I, EEHE RAAL ORRFFRICESNWTRA vy =V 7 4 VA UBET B 720
D R T,

o—> (RDE LD KREW)
«—>= (ROMELLE)

e—< (RDE LD /S
o —<= (ROELLT)

o= (KOEEZH L)
e—l= (ROEEZELL 720

e — Unknown

* ‘actual value' [, BEE AL VORBIFFIZESNTRA v =% 7 4 VX T 5

TeOIER ST T,
1
LUFDORA =T TiE, HEE FAS CORBRENAHREGE, A vyE—YidFny7Sh
E
Drop Messages Based On SDR Age: if (sdr-age ("unknown", "")) {drop();}
LIFDA =T, BEE FAL CORBRHA L LD bENEE. Ayt—VF
ny FENET,
Drop Messages Based On SDR Age: if (sdr-age ("months", <, 1, "")) { drop(); }

EEEZERAA VDR XY UARAEERICESVTAYE—C2 T 0 L2 0
X

<msg_filter name>
if sdr-unscannable (<'domain_ exception_list'>)
{<action>}

FNENOBRBIIRD LB TT,
e 'sdr-unscannable' |X, RAA LV LEaT—Tar Avke—2 740020 —)L T,

'domain_exception list' L. RAAL OB Y 2 kD4 ﬁﬁfj‘o RAA DFIS) A b
PIFAELIRVE R [ L RRENET,

151
PLFDOAvE—UTlE, AvE—UNRSDR F = v ZICAREKOEE. A vE—URNBESn
9,

Quarantine Messages Based On_Sender Domain Unscannable: if (sdr-unscannable (""))
{quarantine ("Policy");}
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« &7 7 2 a s (deliver, drop, bounce 72 &) 1IA v =V OB ZET L, %D 7 4
NWENZEDEI R DB AEFF LER A,
CHERIT I aild, AvE—VEISLIMET LI L ETRT LT Vv a v EEITLE
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Y

GE)  EEKAE—V T4 B T vaid, BENTT, £E7ANENERLT 7 ay
ERETOHEBEOT7 A NV ZIZA v E—UR—ET 2556, TXTOT 7 a U nRES
. BHENET, 270, ALT7 273 arZEETHAEBOT7 A VAZITA vyE—URN
—HET LA, MOT7T 7 a PN EEEIN, KBEOTANE T a yNEAIVE
R

ESPEREENS

s T Y4NE T ar—ER (69—

T varER 81 ~—)

s —HLIZABFDOFRR (84 X—)

A= T4 NE T a rOFBALE (85 —)

TJ4ILE2 T7Harv—ER

A=Y 74 NEF, BEFA—N A= L, ROFRIRTT 7 ar2wmAd 5
N TEET,

REAVE—D TANETHIIY

B XX SR BA
EETeAR A b D2 |alt-src-host A =V OREIHEAT B EE TR
i ARG EIPA VH—T A A (Virtual

Gateway 7 KL R) ZEWLET, &
fEIEAR A & (Virtual Gateway 7 KL/
A) EHET v ary (943—Y) &
ZRL TSN,

ZEHDETE alt-rept-to Ayb—VOZEEEER LET, %
EZFLEET 7 ay (93 —) %
ZHRLTL7EEN,
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A— LR A DL

alt-mailhost

A=V DRERA—N TR N
EHLET, BERANEET 7 g
v (93 =) ABRLTLKIEE

W,

notify

A o= T 2 REENOZEE
WIZEELET, @B L= v —i@a
T vary (87%—Y) LT
<TZEW,

o B — D@

notify-copy

notify 7 7 3 a > L [AEE T,
bee-scan 7 7 v a DX Hllar—%
FEELET, BABIOa v —@mT
vvay (87 3—) ML TL
7ZEW,

BCC

bece

AvE—VEavr—L (Avk—¥
VY r—Tay) | Zoav—%xE
TR EFZICEELET, 754
VRA—ARrar—T7r7ar (90
=) EZRL TN,

BCC (A L 4L |bee-scan A — U E R CHOSZAEE ITEE

HHY) L., ZDAYE=VZH LA v E—
CTHAHINPDE T~ Fa2—T
WMEBLET, 774 K —Hhy =2
=77 ar (90—) 25
LTLEEN,

T—=HhAT archive A vt—T% mbox TEKD T 7 A VIT

(Archive) T—HATLES, T—HIAT TV
vary (95—) SR LTLE
S,

s ?uiiiiii?ie . quarantine_name TH&i& L 7= @i~ U

(Quarantine) . - TICAvE—VEEETLHLOI T

ERELET, Btk LOERT 7
ar (92—v) 2ZRLTE
él/\o

B (Ref)

duplicate-quarantine
(quarantine name

fRESHIREE= ) 7IZA vy =D
AE—ARELEY, MRl Lo
Trvary (92~—2) ZBHLT
<TZEvy,
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#R1E B BLl)
~y 4 —DHlk | strip-header Ay e—VORUSHNC, FEE Lo~y

H— A= 0HIR LET,
N~y B—HIRT 7 gy (96 ~2—
V) BEBRLTLEE N,

~v X —@ffi A |insert-header Ay E—VORUEHNT, ~y F— L fE
DO E A= IFEALET, ~v
H—FANT 7 ay (962—) %
ZH LTI,

~w K —F % A | | edit-header-text BELE~y X —TFTFAME, 74
D VA UTHRE LT CFANCE &
Bz F3, ~v X —TFAMNRET
Jvay (97—Y) BB LTL
7ZE0,

AL DORFE edit-body-text() A B —UAROHIERFIIC KT
LETEHIBR L, FBE LT A MC
BEXRZET, COT74NVZIF, Ay
©—UARILND URL 72 & ORFED =
YT EHIBRE L OERT S 5AIC
FHTEET, KUWET 7 a v
(97 =) 2L TLTESN,

HTML DZ5#a html-convert() A v —Y RIS HTML ¥ 7 % Hll
RL, AvE—DFL—r TFA
MBDEFELES, 207 4 V2L,
A=Y NOTRTOHTML 7 F
AN TL—r TxA MBS
BEIER L ET, HTML £#i7 7
vary (98 —Y) |

A2 7u 7 7 | bounce-profile BEDNRT A TadrAA)VE Ay
A NDOEY YT T=IEIVSTES, Ny RS
By ANT IV ary (993—)
EZRLTIZEN,

T L F A A 3 A | skip-spamcheck Cisco VAT LDT VF A/NNKN AT
T BDISA /XA LR A yE—=VIZHEA SN E D1
LET, TUVFARL VAT LDON
ANRAT I vay (994—2) &%
LTS 7ZE,
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skip-marketingcheck
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ZHLTLEEN,

skip-socialcheck

V=T Fy NI =7 ALK}
THT I a DA, T LA
A=)V T 7 g DA% (100
N—=) EZRRL TN,

skip-bulkcheck

PNV AT HT 7 ard
INANR, T A A=) T 7 var
DINAINA (100—2) ML T
TEEW,

TUOTFTTAINA Y
AT IDINA IRNA

skip-viruscheck

Cisco VAT DT VT TA VA A
TANMA =TI SN KD
WLET, TUoVFUAINLA AT A
DINAIRZAT 7 gy (100_—)

ERBLTIEIN,

j77’/f/V L=
T—ary7 4
VAVINZ ISP 6)
7 7 A I DR
A INA

skip-ampcheck

TDA =V T 7AN L E 2T —
vary Z4NE ) TRBIOT A
JVOHTHNE ] ATV RN T L A RERR
LFET, 774V LEaT—2 3
TANE Y TBIONT 7 A4 VoM
AT DA NRA T 73> (101
N=V) EZRL TN,

TANAT T NS
VAT T4V ED
Ay = T HLER
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skip-vofcheck

DA E—UNUANAT U NI
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SN EHICLET, 7T UL
A VAT IDDINAINA T 7 gy

(100~—2) ZZML T LEEW,
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W77 A LD R
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drop-attachments-by-name

A=V OUMT 7 7 AND I B FR
E LT IEREHE —&KT 240007 7
ANETRTCR ey LET, &7
D7 7 ANBEENTODES, 7—
1A TTRRDIRS 7 7 A4V (zip,
tar) . Microsoft Office DVRAT 7 7 A /L
(doc, docx) . EFA—NDRST 7
AL (winmail.dat) (X Fv v 7 ZivE
T BT 7 ANDAX Y A vE—
T4 NZOR (1155—) BB
LTL7EE0,

W7 740D R
oy’ (A7
i)

drop-attachments-by-type

A=V OUMN T 7 ANDH B R
EL7-MIME %A 7 %7137 74 v
PRI ST HAMIME X A 7 D7 7
ANETXT Ry LES, 7—70
A TR DIRM T 7 4 v (zip., tar)

PIZST D77 AR DHEE. 2
DS 7 7 A ME Fa y 7ERET,
BN 77ANDAF Y Ay —
T4 NADOH (115—) B8R L
TLIEEW,

W77 A4V R
oy (77 A
& A TR

drop-attachments-by-filetype

Ay —VOUN T 7 ANDOL, R
ELET7AND [T 4 H—TY
M E—ET277 A NVETXTK
oy 7 LES, T—hA THROES
77 AN (zip, tar) WIZEZST 577
AN LG, ZOWRMN 7 7 A4 i
Fey7EnEd, sz o0 T,
W77 ANDAFTY L Ayb—
T4 EZDOR (1155—) 2B L
TLIEEN,

W77 A4vD R
=27 (MIME #
A 7B

drop-attachments-by-mimetype

A=Y T 7 AND DB, K
EDMIME ¥ A 7D7 7 A VET X
ThRry7LEYd, 20727 a3T
127 7 A NYEE T2 X D MIME % A
T OHRNFATONT, T—HA T DN
ROWMERL SNFEHA, 7711
DAFY L A= 7 4L HFDOF|
(115~—2) ZZHLTEE0,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B -vs7rva—ux

1B X ZBA

7 7 A )L\~ 2 |drop-attachments-by-hash T ANy 2 U A NNOEED
YA MIESE 7 7 AV SHA-256 L& —8T 5 A v
774D R =T NOTRTORA vE—TiRA
= TrANE Rry T LET, 7ML

SHA-256 7 A M H\Z—ET D A v —
VI 7 s A NVE Ry 7T5 (143
R=2) BRXOBRMNZ 7 ANNBT 74
)V SHA-256 7 4 V2 L —ET 555
WA vE—V% Ry 95 (143
N—=) SR LTIEIN,

{I}J%{i"7 7/])}1/0) ]\ drop-attachments-by-size % /“Z_f/@{%%fd‘7 7/])/1/0) 5 %\
v (AR ’ ! o— = a— R CHEE LA
il R (A NHNL) LLEDY A X THD

Tr7ANVETRCRey 7 LET,
T —=NA TREME T 7 A VOBAE, =
DT 7 a o TCIEIEERMRRE T O A
R ENT, 73— REITHRIOD
EEEDOWRA 7 7 A N DH A ZHRFHAIE
nNET, 774 0DRFF L Ay
=T 7o ZOH (1153—) %
SZHRLTLITEEN,

i?ﬁ'ﬁ‘77/])/l/@ N drop-attachments-where-contains A /?_V@{ﬁi{ﬁ‘77ff/1/@ 5 -{;)\ ;J:E
2y 7 (NAHD) ELIIERER G T 7 A Vad
TRry 7 LET, ~F—r 034N
B, L& UWETHRE Lz had
ETHOIVENDHYES, T—IAT
T 7 AN (zip, tar) (X, FITEEN
TWD T 7 A L DOWTIH D IEHFKB
E—HT GBI Fey TS ET,
W77 ANDAF Y A yE—Y
74 N OF (1153—2) 2BHL
TLIEENY,

FFvar aArr M, Fry /S
NITAH 7 7 A NV OEBIHEH SN D
TXANEEBRLET, ISF7 741
D7 v H—L, B A v E—TITiB
mEns721FTd,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

Jin875va0—8% I

#R1E

B

Bl

~7uangEnD
W77 A0 R
=

drop-macro-enabled-attachments

BELETZ7AN ZA O~ 7 a i
BN T2/ 7 7 A VB _T R
oy 7 LET,

GE) T—=HhA T EITHE ORI
TrAMI~wIT e RNEGER
TWDEE, Bl7 7 A0
AwtE—=Unb Ry 7 &
nET,

FEL

drop-macro-enabled-attachments
([‘file type-1', 'file type-2',
.., 'file type-n'],

“custom replacement message”)
ZZT,
* file type W—!j:\ /k@']j‘/—l“o*‘ I é
NTND 77 AN FATDNT
NPZERETEET,

® Adobe Portable Document

Format
® Microsoft Office Files

* OLE File types

* custom replacement X vt —

TEE, BT 7 ANDEIBRS
HEXFIAYE—VARLDO—FT
WCBEED YV AT MMERA vE—Y
BBMSNETH, Thifbo
TEMSNDEEDA vE—TT
R

~ 7 uaftr—n (63 X—) &5
HBLTLL &N,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



B -vs7rva—ux

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

#R1E

B

Bl

M7 7 AVD R
ny7 (FELO
—E)

drop-attachments-where-dictionary-match

FEEOHGE & O—FIZ ISV TG
TrANERIRLET, ST 7 A1
T D W& d MIME #5455 O
FENRFEOHE L —BT 25 (O
O, —PEFDO LI VVEIZEL T
D%E) . T s A NVDES AV
POHIBRSNET, IRF7 7 A LD A
Xy AvkE—U 74 Z06 (115
N—=) EZRL TN,

7w XA —DEM

add-footer (footer-name)

A=V D7 v HZ—E L THRESRE
ZEMLET, FEc- VWX, 7
FAMNVY—R] OFED [Xvt—
VHREFHAZ T #BRLTE
YN

L L ooiahn

add-heading (heading-name)

AvE—VORHLE L THRESRHZ
BINLEY, FEicoWTx, 5%
AR VY= DED X y¥—
MEHFHERA Y 7| R LTS
VN,

FLAEIF DI 1k

encrypt-deferred

BUEHHZ A v B — Vb L ¥,
A v —UITFDOF FIROME I
P, TRTOUFENTE T LT IF i THE
FbE, BlfE S ET,

EZH: D S/MIME
B4 IR =1L

smime-gateway-deferred
(“sending profile”)

BUERRC, HEESNTZEE T 7 74
NEHLT, A yE—Y0S/MIME
BLFETIIE S L EIATLET, BE
FED S/IMIME B4 /5 5{bT 7 2 a v
87 ~—) ZZRLTLIEEN,

S/MIME &4 /i &
1t

smime-gateway (“sending profile”)

BESNZEETe 7 7 AV EHERL
TSMIME B4 £ 7213k b 23 T L
TAyE—VZEE L, ZOH%OILER
IIAX >y 7 LET, SMIME &4 £7-
I EAbT 7 ay 81T—) &
ZHRL T I,

B Ayt 78 EERLEBFA—IL K S —OFA




| #9v€—Y 742 EERALEEFA—LRY O—0ER

Jin875va0—8% I

#R1E

B

Bl

A= X2 TD
SENII

tag-message (tag—name)

DLP RY S — T 4 V&Y 7 THH
THHAL LHFEE A > E—I3B
LEd, DLP AU o —%5%E LT,

AX XY URBREA =T Z TN
HAVE—VIZRETHZENTEE
T, Avb—Y X TIIZEHERTIE
ERINFEFA, AvE—T XTB
m7rzvary (1R2~—=2) & [F—
ZIHKPIE] OEEZSRLTLLES
AR

=R7a s N NVARIE]
hn

log-entry

HABZ<A R LT FANE, TFA
k A —/L &1 ZIZ INFO L~LTIEN
LEd, ZOTFAMIUIT 73w
EEEFERTHZENTEET, v
T RIEFEAYE—Y Ty
ICRRSNET, SR OV TIE,
ey NVBMTZ7var (102
=) | BEZRLTLES N,

URL V' E =27 —
va Ko
URL%Z7T ¥R M
B4

® url-reputation-replace

® url-no-reputation-replace

URL VB =T —
DIV Sk

URL Dl 2 1
Fi <

® url-reputation-defang

®* url-no-reputation-defang

URL L B 27—
Vg NIEESWT
vAaDtxal
T4 Taxl
URL%Z VU XA L7
~

® url-reputation-proxy-redirect

® url-no-reputation-proxy-redirect

URL £7-213%D#EI{EZ URLDO L B =
T— g VICESWTEFRELET,
LE 25— gy —E 205 URL
DA 3T HPIAE S U720 R & ALEE
A2, o7 7 a2 LE
KR
URLVEaTr—ary7rryay
(102X—) =L TLEEND,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



B -vs7rva—ux

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

#R1E

B

Bl

URL %7 = J |2
3% URL #7 %
2 BT E

url-category-replace

URL % 7 = U |2 J
& URL OfalR
20 Br<

url-category-defang

URL &7 =V 123
3% Cisco ¥ =
V7 4 ekl
URL%Z U XA L7
5

url-category-proxy-redirect

URL 72132 0®{EZ URL O H 7 =
VIZEESWTERLET,
URL 73V 77 ayv
D) ABRLTLLEE N,

(105 ~2—

A2 A — L DR

fed

BREINTZ A v B —0v5 From: ~ v
H—ZHIFRL, =X —7EEFET
BEWZ FET, BEA—/LVORET 7
var (106~—v) 2ZHL T
YN

ARV — g U7
L

no-op

BRI EITENER A, FL— 3
VL (1062—2) MR LTLE
él/\o

DDA vE—
T ITANE A
o7

skip-filters

A o=V L THDO A v E—
T4 NI L DBEIIAThILT., Ay
T —DIFBEFA N N TS
ZTOFEFHBLET, FEOVDOAY
YT Y NBEEAX TS T VT
Y85 =) ZRLTLES
AR

* X o b—0 R |drop Avk—V&% Koy 7L, BEELE

= I, Fav 7 7r7var (86 3—
V) BBRLTLIEE N,

* X o —3g) s |bounce AvE—VEEREEHEIIRLET, U

AV VAT vay (86%—Y) HHM
LTLEEW,

IS kL | enerypt

THUE

Cisco Email Encryption Zff f L C, %
BAYE—VEESALLES, Wk
Trvary (81—Y) #BHLT
<&,

=

»

KT I a

/
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
woranon—7 |

BEEIE R
T AN T —T (79 X—)

DMII2F7ANTIL—T

FEDZ7 7 AN ZAT (Texel 72E) R—WARBMN 7 7 A NVDITNV—T%
attachment-filetype /L —/LX° drop-attachments-by-filetype rules /L —/L CIHRETE F 7,
AsyncOS (FIAfF 7 7 A LV Z L T ORIZEHI AL TWDL T N—FIZHELET,

BEDT7 7 ANIATOURMN 7 7 AN EEERNA -V ERESED —HEATZHE A
=T T4 NVEBERT DG EIE. T A NVE TR T DT 7 AN A TOWRST 7 A VDD
B Eb1obbE, TANRITIAE—V~DT 7 arZ2FETLERA, & 21T, RO
TANET exe T 7 AN HA T TIHRWRMN 7 7 ANV EELA v E—VE Ry T LET,

exe check: if (attachment-filetype != "exe") ({
drop () ;
}

Ao —UIEBEORMN 7 7 ANDBSDGE, B A—NT— b T = A ITMMOUWA 7 7 A AN
cexe 77 ANTRWEAETYH, IMF7 7 A1 DD7< b 100 exe 7 7 A VDOFEITA v
t—TE Koy 7 LERHA,

R6:FHAI7A4NLTN—T

WMITFANITN—T | ZF Y oREDIT7AIN 34T
%

~==T7 )L * doc

* docx
* mdb
* mpp
e ole

* pdf
* ppt

* pptx
o 1tf

* Wps
o x-wmf
e xls

* xIsx

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



B seor -7

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

BMEITFANTIN—T
£

AEx v UoRHEDITIFAIL AT

FATHREY 7 A /v

. exe
* java
* msi
* pif
(G¥)  Executable Z/V—7 %27 4 NZ V745 dl 77 AV
Eser 77 ANVBAF Y ENET, INHDT 7 AN H
A ZIHEBNC AT ¥ o TEFEH A,

JEifE

sace (ACET7 — WA NEHGET 7 A V)

e arc (SQUASH JEMET —H A 7))

+ arj (Robert Jung ARJ [£f5 7 — 414 7)

* binhex

«bz (Bzip [EME 7 7 A V)

*bz2 (Bzip [EME T 7 A /L)

s cab (Microsoft ¥ ¥ x> b 7 7 A /L)

« gzip* (JEHfE 7 7 A /L - UNIX gzip)

e lha (JEHET —75 A 7 [LHA/LHARC/LZH])
srar (JEMET — D4 7)

e sit (FEHiE 7 — A 7 - Macintosh 7 7 A /L [Stuffit])
o tar* (JEMET —H A7)

 unix (UNIXJEHET —H A 7)

o zip* (JEAE7 —H A 7 - Windows)

+z00 (ZOO JEMET —H AT 77 A IL)

*INHDT 7 AME TRXAF Y| OFRIZTDHLENTEE
j—O

T % A b (Text)

o txt
* html
e xml

* bmp
* cur
o gif
*ico
* jpeg
* pcx
° png
* psd
° psp
*tga
o tiff
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

7ovaves [

BMEITFANTIN—T
£

AEx v UoRNEBDIFAIL AT

AT AT

* aac
* aiff

* asf

e avi

* flash
* midi
* mov
* mp3
* mpeg
° 0gg

* ram

* snd

* wav
* wma
* wmy

T a EHN

bee(). bee-scan(). notify(). notify-copy(). add-footer(), add-heading(). insert-headers() D47 7
valiE, T2y a Y OFATRIIIED A v —VOFERICEBNICE I B SN DFTEDE
BaEH L TN RTA=ERH0 T, ThbORRRERILIT 7 v a VEREMHEINE
To BIA—NT = U= THROT 7 v a VEBBRYFR— SR THET,

R7:AvE—DITAWE T aVEHR

T X Bz

TRTO~y X — (All AvE—=VDO~Ny X —%IRLET,
SAllHeaders

Headers)

ALY A X (Body Size) sBodysize A=Y DOV A X% A NEMNTKLE

D

Signers)

SEEDEAL T (Certificate

SCertificateSigners|

B4+ & FIEBH E O subjectAltName B 3E 7> B B
BULICBAE R L ET, FMICOVWTIE,
$CertificateSigners 7 7 * = VA (57 ~—
V) ESRLTLLIES,

HA (Date)

$SDate

HAED A% MM/DD/YYYY JBER TR L F
kR

(Dropped File Name)

Fey &Nz 7414

Sdropped filename

HITIZ Ry TSN 7 7 ANVADHEIRL
F9,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
| RZEE T

=H EX & EA

Ke w7 &7 7 A4 W4 caronbed filonames Fey7ENET77AMVDY A MeRRFLE
(Dropped File Names) PPets 9" (Sfilenames & [FIEETT) .

Ny 7 Ene7 7 AV Ny 7INET7 7 ANDEA T 2RKRLE

Sdropped filetypes

% A 7 (Dropped File 7 ($filetypes & [FIERTT) o

Types)
T _n—7%EE Av—Y DT Nu—7%EE (Envelope
$SEnvelopeFrom N
(Envelope Sender) From, <MAIL FROM>) %KL £7,
TN u—TfEE A=V DFTXTOT L Nu—T 5

$EnvelopeRecipients

(Envelope Recipients) (Envelope To, <RCPT TO>) ZiKL £7,

7 7 A 4 (File Names) i lomomos A=V T 7 A NVDLETIOY A N A&
Hr<XEY TIRLET,

77 A NP A X (File Sfi1emises A=V DR T 7 ANDY A ZXDY A L

Sizes) o~ XKEI) TIRLET,

77 ANE A7 (File Sfiletvoes A=V T 7 ANDEAL T DY A B

Types) yp Bh U~ EEY CRLET,

7 4 V44 (Filter Name) P lterta WMBRR D7 4 V2 DE4FTHZIR L ET,

GMT H K M imes tam A B — 0 Received: {TIZFR R I N5 BAE
(GMTimeStamp) ° O HI % GMT B TR L £,

HAT 7' )V — 7% (HAT o A b=V DORERERIEEE B LT Z%

Group Name) F BEIN—TDOLAIZIRLET, KEES

N—T LBV X, U5
[>Unknown<] NfEAINFE T,

—H L7ZN% (Matched AX Y v 7 4 V4% )b—/L (body-contains 7
SMatchedContent . — —
Content) EDTANBEAL— AR TV F 4 73
FVEEL) R T—LIEARZELE
ﬁ—o
A=) 7a—RY — , A=V OREERICEEFICHET I
SPolicy

HAT RV v — D& H K LET, FHRIE
FINTWERY —ABEH I THRN
HE. XF5 [>Unknown<] 2MAASE
‘a_O

(Mail Flow Policy)
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
EASCI Ty hErvt—D Tans 7ozl [

=H EX & EA
~v 4 — (Header) SHeader ['strin SIRFFCHEN o~y ¥ —DEZE L ET
. T GEOA v VIS T By =B D
Be) o “HESIM/FNMMERNINLIGELHY
iﬁ‘o
RA R R— A SHostnane BIFA—NT = U= DFEA M EZRLE
7
NER A »~—ID (Internal WEITA v =203 272 ST
SMID N .
Message ID) WHAyE—YID (MID) ZiRL £,
RFC822 Message-1d] D & 13702572 1F
BELTLEEW ( [Message-Id] #HUGT 5
(21X $Header 2 L EF) .
{8V A7) — (Receiving SRecvlistoncs Ave—VEZELLEV AT —D=y 7 x—
Listener) LICEESHZ ONET,
A H—T AR N Ave—VEZEFELIEA LV E—T A AD
(Receiving Interface) =y I X —LEIRLET,
UE—RFIPT FLRA SRomotels BIA—NT =V =AM A=V 2K
(Remote IP Address) LIy AT ADIPT RUAERLET,
UE—RFEARNT RL A s omotenot BFA—NT =R AIZA =V %EE
(Remote Host Address) LIZV AT LDRA M ZIRLET,
muf;?~yayx:7$R . EEHEDOIP LY 2T —varAarlwiRL
cpRReaen ET, LEaF—ar 2arBRVEA
X None) IZE XX HINLET,
Subject . Ayt —VOHHERLET,
$Subject
1534 STime BIEH OB COBUMERZ 2K L E 77,
Timestamp orimeston A v E— O Received: {TICER S5 BIE
i D A% BUEM O IAHIE > TR L E T,

REEIER
cFFEASCH XLFEY e A= T4 NVE T2y a B (83 2—)

JEASCUXFEEY FEAYE— TR THOOIVER

ZDVAT AT, ISO2022 AX A NLFa— K (N A —fEHTHERAINIZ a2 —RORHF
AN) TELeT I a VEBOIWEEEZFAR— L TWET, £/, BHNTELSE TS M &

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Avt—C I4 L2 EFRALEEFA—L KU S—0#EA |

B —aLr-nzozs

EMTEET, ZNOORENKE S TEP/ER S L, UTF-8JERD, SIHFF CHENZ
FIRIFTREZ2 A v —2 L LTHMESNLE T,

—HL-ABDOXRT

Attachment Content 554, Message Body ¥ 72 1% Attachment §ff:, Message AL, £7-1%
Attachment NERM & —ET 5 A v =V L CRRBET 7 v a Y EARE LTS E. RS
TeA =YD LIENEZF R CTEET, AvE—VAXERTTLE, —BLEHNE
M CTHFIE R S E T, £7-. $MatchedContent 77 > 3 U B AEMHL T, —FH LN
BaAvE—VOWHIIEDD ENTEET,

A=V T4 NBEFa TV T AN E D=V B H— Lo a—LRREEN D A
Y —UERRTDHE, TANE T a v EEBRIIE N = LRl NED (7 4V
T varE ) H—LNEEHID) GUITEREINDZ ENHY £, GUIOERIL, i%
Vo T oV EFETDHIOOHLZE L THERTALDT, 47 YDO%ERMRY A RT
HDHETRY FHA, ZhiE, GUITHEHENOINE—Fa Yy 73, 7402 THEHEND
HOFZEFE TIEARWEDERZ D £, ZoRMBEIE, A vE—VKRINTOMGMERITH LT
DHEETIFEY ET, A vE—VDE I — NNO—E LTI EZIUIKHIET DT 4V Z L—)L
LI ERIRTET T VFIE LS FRENET,

2:Policy 15T TRTRREN-—HAS

Matched Content

= Palicy
Attachment Mame | Matched Content Condition
FP1.1.txt = M35 38930 USA Facilities 662-646-0523 jsamuelson@acmecorp.com 7/17/06 & DLP Classifier: Contact Information

4929132070312710 Acme Corp Irene Gibbs 808 Sumner Street Greenwood
M3 35930 USA Publishing 662-646-0522 igibbs@acmecorp.com 2/1/07 =
4485231592071860 Acme Corp Kathy Lopez 808 Sumner Street
Greenwood MS 36930 USA Marketing 662-646-0541 klopez@acmecorp.corm
2/1/07 4716298862510192 Acme Corp Marty Smith 808 Sumner Street
Crernunn A MS ZRO3M ISA Frnineerinn AR5 -RAA-NEAZ

Headers

|

¥-IronPort-AW: E=Sophos;i="443,262,12465818600";

d="txzt'7scan'208";a="178202"

Received: from dZ.vmw023-bsd04.ibga (HELC vmw023-bsd04.ibga) ([172.22.107.1]%
by cie0goz.ibga with ESMTR; 28 Jul 2009 16:25:03 +0530

Message-ID! «792087.518002035-sendEmail@vmw023-bsd0d =

From: "user@test.com” <user@test.com s

To: "userl@test.com” <userl@test.com =

Subject: DLPTEST

Drate: Tue, 28 Jul 2009 08:42:11 +0000

®-Mailer: sendErmail-1.55

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525,714612664"

Message

Test

Message Parts

Marne Size Details

[message body]

LS

ASCII text, with CRLF line terminators
FP1.1.txt 1K | ASCII text

. AvE—D TR EFERLEEFA—L RIS —DER



| #9v€—Y 742 EERALEEFA—LRY O—0ER
Avt—v 7408 7ovavosmes |

Avt—U T4 IR T a3 DiREAEH

KD arTE, FHSNISESERAvE—V T4 NE T 7 a0 Tl L,
ZOFERLET,
e [BOVDRAYE—Y T4NBEAX YT T gy (853—)
s Ruy 77 r7vary (86 2—)
e NRULUAT I ay (86 2—)
WEELT 7 ay (87 =)
B LINa—@HT 7 v ay (87 %—)
e 7TV R —Ry ar—T gy (90 2—)
cfEEER L OERT 7o g (92 8—Y)
cZEHEERET 7 ar (93 3—)
HUEHRANEET 73y (93 2—Y)
« E{ECAR A b (Virtual Gateway 7 KL A) BHT 7 v a3y (94 ~X—Y)
T — AT T ary (953—)
e~y ZA—HIERT 7 ar (96 —)
e~y HA—FEANT 7 ar (96 X—Y)
ey L= TXAMNRET 7 ay (97 3—)
s RXMRET 7 ar (97 =)
s HTML #2772 3 > (98 X—)
e NRNULA T T AN T I gy (99 —)
T UFANRD VAT LDNANAT 7 gy (99 _2—)
e T ARA—=ILT I3 DRAL 3% (100 ~2—3)
T UTUANA AT ADINAINNA T 73 (100 =X—)
T TAN VL EaT—valy T4 NE NV TBIOT 7 A NG AT LO/NALIRRA T I
Tar (101 =—Y)
e T UFTUAINA VAT EDNNAIRNA T 7 ray (100 —)
A=V XTBEMT 7 ar (102 X—)
enJ U RNUBMT 7 ay (102 %—2)
«URL LV aT—yary77vay (1024—)
cURL A7 IV 727 ar (1053—=2)
e AR —v gl (106 =)
c BEA—LORET 73y (106 X—)

(RYUDAYE— T4V EBERXTY T 7O 30

skip-filters 7/ ¥ a VEFTTHE, AvE—T T4 NFIZLDA -V DNEBAF v
TIN, AvE—VITBEBTFA NS T I FEBLET, BETA AT — T A TT
FANRDMNAF Y LV ETUVFIAINVARAFT Y UIMER TE B84, skip-filters 7 7 ¥/ 4 N
TLIEA Y=V INEDAR Yy O RER Y F9, skip-filters 77 ¥ a i, A v
=T T ANEDT T H N NORKET 7 v aTY,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B cnvs750a0

7k@7 A V2, customercare@example.com G:@%ﬂ%ﬁé% L. boss@admin ?ET@)( v —U%

TelEBHIZEELET,
bossFilter:
if (rcpt-to == 'boss@admins$')

{
notify('customercare@example.com') ;
skip-filters();

}
Koy 77753y

drop 772 a v &FATTH L, Ay E—VIFERE SN TICHIESNET, A v —VRAES
WCIHRST, A v —VOARDEICHEFESNT, TS OLE S —UThbh £
Ao

WDT7 4 NVH1E, £ georgebunitehouse.gov (WA ARG L. ZOBIMAD Tspam) THAE
HDAYE—VEMELET,

spamFilter:

if (subject == '~SPAM.*'")

(

notify ('george@whitehouse.gov');

drop () ;

}

INDUR T3y
bounce 7 7 ¥ a I, X /'IZ‘—“\/%%{E% (I://\Qm‘—‘7o%1§%) &:EL\ %hu%@@@ﬁ:
TTWERA,
7k®74fl/§wji\ @yahoo\\.comf%@bé%%)‘*‘/VT’ vaﬁ)%ﬂéfgéﬂf:ﬁ“/\“(@)‘ vt—
VERLET (NUUALET)
yahooFilter:
if (mail-from == '@yahoo\\.com$")
{

bounce () ;

}
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BEEiE7o a3y
encrypt 77 ¥ a UL, BREINIREEALT 07 7 A VEMEH LT, B A —LZEH IR
bENTA =V ZBHELET,
WDT 4 NVZIE, A= DMAIT (encrypt] EWVIFBAINEFEENTWDLLEIL, DA v
=V EREELLET,
Encrypt Filter:
if ( subject == '\\[encrypt\\]' )
{
encrypt ('My Encryption Profile');

}

Y

GE) DT 4NE T varEERTHICE. *y NU—27 T Cisco B LT T4 T A
NHHD, FAR F— P —EZARNRESNTWAULERHDET, £/2, ZOT7 4V H
T varyEERATHICE, BELT e T s A VOBRENLETT,

ECIERFD S/MIME Z&/BESET7 0 >3 >

smime-gateway-deferred 7 7 ¥ 3 » Tld, BMEHFIC, FEESNTXET w7 7 A V2 M L T,
Ay —YDSMIMEEA 2T L2 FT L ET A v — VITROLBLBFEI A, 3~
TOMBENFE T LR CEA I b T, BfEEShEd,

WDT 4 VZTIE, BERIC, FFEDEEHEMND DT XTORE A vE—I1x LT S/MIME
WEbaFITLET,

smime-deferred:if (mail-from ==
"user@example.com") {smime-gateway-deferred ("smime-encrypt") ;}

SMIME Z& F-[XESLTI >a Y

smime-gateway 7 7 ¥ = ClE, fRESNTZEE T 07 7 A L ZEH LT S/MIME B4 £ 713
BELEZFITLTAyE—VEREL., ZOROUBEIIAFT vy S LET,

WD T 4 VHTlE, FFEOEBFENL DT XTORIE A »— Ik LTS/MIMER; 51k % 5
1ITLTC., BIHRICEAE LET,

smime-deliver-now:if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}

BHMBLVCIE—BMT I3y

notify%ctotnotify—copy77 va ‘/ﬂi\ ?Eﬁ? Lf:?é%){“—/l/@iﬁ“ L"C\ A /ﬁ~y®1ﬁi%%
FBAA—NVTIEELET, notify-copy 7 7 > 3 %, bee-scan 7 7 > g v L [EREIZ, TTD A >
t—Yoabt—HEELET, BEAEICIIKROANBRREENET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B exssvac—anrsoas

e AylE—=UDRA—VERET T F A VKFENOESE Lt R — T EEE B LR o
n—7"%(5% (uarL rroM B L OV repr TO) FHEDNE,
c AyE—T DNy H—,
cAvbE—UERBRHE LA vE—Y T 4V Z DA,
ZAEHE., AT, EEILT FLA, BIOEMT V7 L— RERETEET, KROT 4 V¥
E, VA XDRAMBEZHR DA v E—VERIRL, —HTHX v bE—YOEALNITOVTHE
A v —% admin@example.com ([ZWEfE L, HIZICA v E—VEMWIELET,
bigFilter:
if (body-size >= 4M)
{
notify('admin@example.com') ;
drop () ;

}

ER S

bigFilterCopy:

if (body-size >= 4M)

{

notify-copy ('admin@example.com') ;

drop () ;

}

TR —TZEEFENRTA=Z L LT, AIBREEOEFA—L T FL A (LOFITIE
admin@example.com) ZIHECTEXET, T/, AvbE—VDTXRTOT RN —TZEEZIEE
T57 7% 2 Y IH seaveloperecipients (77 ¥ 3 VAR 81~—Y) #BM) &iaET5
ZEHTEET,

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients');

drop () ;

}

notify 77 ¥ a Y TR R TIDDA T v a Ul BEHFMATE, i~y ¥ — =o_Xn—7
KEE, WAy E—VIHEHTOEREAT FAL Y Y —AZEETEET, ZNHD/T

B Ayt L2 EERALEEFA—IL R L —0ER
88



| #9v€—Y 742 EERALEEFA—LRY O—0ER

aanrrrL—+ ]

A—=RIZONEFTHRET HUENRDDHT-D, =X —TEEFHELRET DHE0WHMT
TL— FERETLHGIMA ERET 2HLERH Y £,

WL NT A= EXT 7 v a B8 (T 7 v a B8 Q1_—) #5) ZHEETCEET,
ZOEBIITEDORA =V NO RS LT — X CEEBX ONET, T 740 b T, AT
’—Message Notification] ZEREINTWET,

TN =T EEHENT AL L LT AREREOETA—AT FLAZFETEET, &
2. A=Y R = RXRAE DAy E—RICICERTET D $EnvelopeFrom J 7 ¥ a
ERERETHZ LB TEET,

BT 7L — b RXTRA—=2F, BEFEOBET T L— FOLRNCRY £, FEICoOWT
WX, BE (114 =) 2R L TEE0,

/K@{@Jﬁiﬁmﬂﬁﬂéﬁﬁﬁ Lfl%@TTﬁ) ﬁ:% M ’—[bigFilter] Message too large] kiﬁécl: 5
WCEBL, VH— R RAETTOREFITHE L., [messagetoolarge] 7> 7 L — R &HH LT
I/\i—a—o

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com', '[$FilterName] Message too large',
'SEnvelopeFrom', 'message.too.large');
drop () ;

}

F7-. $MatchedContent 7 7 v a VAEHAEHEHA L T, BEFEZIIEFHE I o T VY T 40
AWM H—=ZINeZ EHBBHMTHIEHTEET, sMatchedcontent 77 v a U EEIL, 7«
NEHE NI —LlearT Y aERRLET, 2T, ROT 4 NVZ1E, EFA—/LIZABA
THY Y MERPEENDELEIT, FHEIZEALET,

ABA filter:

if (body-contains ('*aba')) {

notify('admin@example.com', ' [$MatchedContent]Account Information Displayed');

}

ESPEREYS
EET T L— (89 ~2—)

[7F A MU Y —A (Text Resources) ] ~~—3FE 721 textconfig CLI A~ R&EH LT,
notify() B & Pnotify-copy() 77 a vy THHATHTFA N Y VY —RERDH AL LBHT

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B o5 rn—koae—7r0ay

VL — hERETEET, WRZLBET S L— FEER LARWSES, T 74V DT v
Tr— M ENET, TNV EIDOT T L= MIUIA vV Ay X —RNEENET
D, TT7ANNTREAARAZ L@IT 7 — MIIA vE—V ~y X =G ENEFA, DA
A LABHIZA v — Ny X —%2E0 DT, sallbeaders 7 7 ¥ a U ERAHEH L 4,

FEAZOWVWTIE, [FFA RV Y—2] OFEEZHRLTITEE,

WOFITIE, A=V DFA ZANKEVGERITROTZ 4 VIR NI H—SNnbE, KEDZ
FEICKHLT, AvbE—URRETELZLERTEFA—NADBEEINET,

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}

IS4 R h—RyaE—F7svay
bec 77 v alE, Ave—VOmEiAat—%, BELLZEHFICEHELET, ZOW0HX
A= VTN r—va rEBEENTWET, DA vE—TiIZiTa BT @i
BENT, ELL A —NZEHICATRAIND Z LFRNTD, Ay =Y ORDREE
CZEREITIa T —NREEENEZ L ZEAMLARAWEAERH D F9,

WD T 4 IVH I, johnny B sue ICIFEIND A v =V DZFINEIUITONT, T4 K
H—Ry a—% mom@home . org WK ELET,

momFilter:

if ((mail-from == '"johnny$') and (rcpt-to == '"“sue$'))

{

bcc ('mom@home.org') ;

}

bec 727 a vy TR KRTIDDOFTFa gl aEATE, at— LAy —IfEHAT
DL~y =z R —7%EE, BLRatmailhost #FEETEXET, TNHD/RT X —

ZILZDIEFCTHRET DRERD LT, T \n—7REEEZRET 25814 2HEET
DMEND Y £,

T RTGA—=Z\NIT 7 a VB (T2 v a5 81—Y) 228M]) ZHRETEET,
ZOERIITEDOA v =V NG LT — 2 CTEEBAONET, 7 74V FTlE, LD
A /‘IZ‘—‘:/@ﬁ:% ($Subject &@LV\]E) ﬁ‘%ﬁﬁéﬂiﬁ—o
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TR —FEEFENRTA—FL LT, AORTEDEFA—NT FLAEZRETEET, £
72 Avt—DN =0 RREBTDORA v = R CICERET D sEnvelopeFrom 7 7 2/ 9
EERET L EHTEET,

&@{@ijﬁﬁﬁ@WJ%i{}iaﬁ Lfl%)@f ﬁﬁ% [ [ [Bcc] <original subject>) \—E&ﬁéﬂ ) 5‘—
V7R A X badbouncelhome . org IZFRAE AV TWE T,

momFilter:

if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))

{

bec ('mom@home.org', '[Becc] $Subject', 'badbouncefhome.org'):;

}

4% B D/T A —H T alt-mailhost T,

momFilterAltM:

if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))
{

bcc ('mom@home.org', '[Bcc] $Subject', 'S$EnvelopeFrom',

'momaltmailserver.example.com') ;

}

A

IE

= Bcc () notify (). bounce() @%\74’/1/5 T A V’Egﬂ%’/ﬁﬁ—ék\ 7‘\‘7 f\g“—7lﬁ”:‘7
ANVAMRBATDEENHVET, 794 RIh—Rrat—T 4 VZ T 7 a ik,
DAy E—VDERRAC—ThDHA Yy E—VEFHBWERLET, BT VT T
va g, Jud A y*!z O~y X —EGie A vb—VEFHEEKR LET, FNICTIE
HVETH, ANV F A NAREGEENTVWDIEERHY £, XUV RA T 4NHE T
7yayw\ﬁ@x/t—ywmmmm%ﬂn4b%ah%yt—y%ﬁﬁWWLi

To 320 BLNTROEAEIZONTH, HILWAvE—VET Vv FIANA AF v
RT UF ANL AF v L DE R LT ) ER A,

BEOBRA MIFEETLHEE, vec) 77 ¥ a Y EBEBEIFFOCHTZ ENTEET,

multiplealthosts:

if (recv-listener == "IncomingMail")

{

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.4');

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



. bee-scan() 7V 3 >

bee-scan() 7V 3 >

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.5");
bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.6'");
}

&R R

¢ BEOMAITEEENTEA—LOBCCHEIUAF ¥ (136 ~2—)

bee-scan 7 7 ¥ a Uidbee 77 T a L RRRICHERE L £ T8, EMESND A vy E—UVITH LW
Avb—=T L LTHbNATD, BFA—NL LTI 2% REB L TEEINET,
momFilter:

if ((mail-from == '“johnny$') and (rcpt-to == '“sue$'))

{

bce-scan ('mom@home. org ') ;

}

fRBE S S UVHERT I Va3

quarantine (‘quarantine name’) 7 7 v a L, MREEZ U 7 EFEEN A X 2 —ITAND A vE—
VN7 T 7 eRELET, BEEC OV TOREC O VTR, THE) oEEZZRL TS
V), duplicate-quarantine ( ‘quarantine name’) 7 7 /3= VEFEITTHE, AvE—TDa
E—RRESN TV OIRHET Y TIZ bR E SV ET, WREE= Y 74 O RICF & /N CF1T
XAl S L ET,

WREEZ 7 7 DT bl A v —U1F, BT A=A T T4 OFRD OB Z it L E T,
A=V NATITADORRIZEEST DL, Ay =V SULOREECEY 277 7
PRESNTWIUT, U TD5F2—ICAD T, ThSoLEERESLET, AvE—
CIINA T TA L DORRBIZBEGEL 2L, BT TIZIFRE S EE A,

Lo T, Avb— 7 40HC quarantine() 7 7 ¥/ 3 OBV . FD%IT bounce () ET-
X drop() 77 ¥ a VDBl Bh. REDOT 7 a iV Ave—DI3 M 774 v OKRE
WZEE LW, A vye—VEREEC Y 7TICRESNETA, A vE—T 7 0 VEZICIRBET
Iy arNEENDIHAEBEETTIN, AvE—VET v FARLERET VFUAINLA R
Fxrr, FHEaUTUY T 4NFAICEIY Ry ENET, skip-filters() 7 7 ¥ 3 LT K
DAyE—VIFIRYV DA =Y T4 N E2HEIXLETR, a7y T4 VEZBRHEAIN
DPWAMBYET, HExITE AvE—T T4 NERA v —VICRlEY T 7 2% E L, A
IZEE D skip-filters() 7 7 v a Y bRXELTWDIEHA, BT A—N LT T4 DDOT
7 alENAyeE—UR ey FENLGEERE, AvE—VIFEOVOAvyE—V T 4
NH T RCAFy 7 LI BT S ET,

WOBITIE, A vE—IUT Tsecret word) & W) FEEIZH L WNTNUOOHFERFEN TN D
L. FOAvE— X Policy [@BE= Y TIZERFINET,
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quarantine codenames:

if (dictionary-match ('secret words'))

{

quarantine ('Policy');

}

KOBITHE, & BRHITmp3 7 7 A MEROWH 7 7 A L& T T Fi oy 7T HARAY 2 —
BHLHBLDOERELTWET, ZEAYyE—VIC mp3 BRORT 7 7 A VBB H5E5, 20
AT 7 7 A NVTHAIBRE AL, RO DA v —Y (RLEMOBA T 7 A V) 1ZARDOZEHITE
FENET, TORA v E—=VICTRTORMN 7 7 A VBTN SN TWD a v —03 ek (Policy
fREE= Y TIZE(E) ShET, 7Ry SNERMN 7 7 ANVEZETLZRERD 56, AXK
DZAFENFIA v —VERREC Y 700V ) — 2T 5L 0ERT LI LENTEET,
strip all mp3s:

if (attachment-filename == "' (?2i)\\.mp3S$"') {

duplicate-quarantine ('Policy"');

drop-attachments-by-name (' (?1)\\.mp3$") ;

}

REFEEET 7 a Y
alt-rept-to 7 7 ¥ a UE, AV E—VORMERHIRA vt =V DT R TOZEELHBELLX
BECEFELET,
WDT 4 NVEE, T _a—TZEEDT LA freelist.comPFENTNDETRTDR v
T—TUEEEL, TOAvE—VDTRTOZ(EHE % system-1istsemyhost.com(ZAE B LE T,
freelistFilter:
if (rcpt-to == '\\.freelist\\.com$")
{
alt-rcpt-to('system-lists@myhost.com') ;

}

EERAMEETI Va3

alt-mailhost 7 7 ¥/ 4 :/Li\ J%_‘%:IJ:R L/f:)l /’[Z*V@'@AJ\VC@%{%%@ IP 7 FI/X %\ ‘T’Eﬁéb
THIEIP 7 RUAE IR A MAICER LET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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. FEETARR ~ (Virtual Gateway 7 FLR) EE7I 3>

\)

(51) alt-mailhost 7 7 ¥/ 3 V%?ﬁéﬁﬁ“é CI:\ ?V%X/QA X%"\? ‘/ilcli D X/\()Agféj\iﬁéﬂ
A E—UNEHISNZNWEDICTDEZENTEET, alt-mailhost 77 ¥ 3 Ui
quarantine 7 7 23 VB L THEITEIN, HHE LA =/ KA MIA vE—T%KEE
]\/i—é‘o

ROT 4 NVZIE, TRTOZEFIZONT, ZEEFDT RLAZBA I example.com [T L
£

localRedirectFilter:

if (true)

{

alt-mailhost ('example.com') ;

}

:2’“::}: ) . Jjoe@anywhere.com Kéﬂgéﬂé A /'{Z“—“/@ Envelope To 7 }\ L AN
joe@anywhere.com 272 V) . A vE—I% example.com D A —/LAR A | IZEE Z3E T, smtproutes
avy FTHRESNBIN—T 4 7 E#RIE, 5IERE A v =YDV —TF 1 7T S
NET, (e—V RAALDEFA—NDON—T 4 7 2B, )

)

(/i) alt-mailhost 7 7 ¥/ 3 ‘/fﬂiﬂ‘o‘_‘ F%%%?Eﬁ;f% i“ﬁ_‘}\/o :@T;?%ﬁf%/# 5 &:61 75‘3/)
DIZ SMTP /b— Rz L £ 77,

WKDT 4 NVEIL, TRTOA YT —%192.168.12.51C VXA L7 M LET,

local2Filter:

if (true)

{

alt-mailhost ('192.168.12.5");

}

ZEIEFTXRA + (Virtual Gateway 7 KL R) ZEF7H 3>
alt-src-host 7 7 ¥ a E, A vbB—VORETLFAMNEEELLEELCICERE LET, BE

TARANMI, AvE—VDOEETERDIIPA L F—T A A, FEFIPA L F—T A AD
TN—TICX R ENET, IPA U F—T oA ADTIV—TNEIREINTHE. VAT AT
B A—IVDOEERZ, Z7V—THNOTRXTOIPA v F—T =2 A& LETRA L F—T A
2L LTHERT R EZHREYIRLET, 2D, ZHRICKVIEDEFA—NAT— T oA
BEOWRET— b= AT FLRAZFRETEZET, FBHIZ OV T, Virtual Gateway™ 7 7 /
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
7—h1775v3> |}

Y= LTI RTORR SN FAAL S TOED A=V T — T = ZBRLTL
ZEU,

IPAUH—TxA A, BUEVATATHRESNLTWDIP A v F—T =2 A AEITIP AV
=T 2 AR TN—TFEFICELTEET, ROT A NZIE, IPT RLVANR1.2.3.4THDHY
F—F RAIMDSZELEZTRTOA =I5 LT, BfE @E) PA v Z—T = A A
outbound2 ZEHT A — o oA ZER L E T,

externalFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('outbound2') ;

}

ROTZ 4 NZIE, IPT RLRAR1.2.3.4THDLHIVE— R KRAINOLZEFELETRTORA vE—
DICH LT, IPA v H—T =2 A AD T )V—"7 Groupl ZHEH L £,

groupFilter:

if (remote-ip == '1.2.3.4")
{

alt-src-host ('Groupl');

}

TF—hATF7oay

archive 7 7 ¥/ = :/ﬂi\ LD A /“YZ‘—‘?/ (T’\VC@)( /‘!Z‘—“/“\/&‘—kﬁ{gﬁ%éu\ﬂ) D
E—%, BEFA—NT—F VA EOmbox BXDT 7 A WVITRIFLET, ZDOT 73T
. AvE—VERET LR 77 A NVDARINRANT A—ZE LTHEHESNET, VAT AF
T ANE ORI, FBE LT 7 A NVATHEBNICR 7 Y727 V7 a Va2 E L ET,
Flo, BBFEOT7 AN EZ 0l T7ANVERETLHIELTEET, 742740 Z s
77/(/1/0)145)556%%6;*\ filters -> logconfig YT aw KC74v% 11 T AT g V%%ﬁ%
TEET,

\)

GE) logconfig I~ FiX fitters @'5_7:["\7:/ }\Tj—o :@'}j‘7:1‘?:/ ]\@%/_ﬁfi?ﬁﬁﬁﬂllo
WL, CLIZER LA vE—Y 740 L2 OFH (1195—) 2R L TLIZEW,

mbox TERUFABHED UNIX A — /LR v 7 ZATEA T, A v —V 2T T H57-002—TF ¢
VT A RZHEHBESNTOVET, ITEALEDUNIX VAT 5T, Tmail -£ mbox.filename]
EAJNILT, Z77ANVERRTEET, mbox BRI TL—0 TF AN THLHTD, HiEOT
XANZTF 4 X EFHL A E—CONRERRTHIENTEET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B ~osuamrooay

ANy Z—HIBgRT D

ANYF—EAT Y

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

WOFITIX, T X —TEEFH N joesnitheyourdomain.com & —HTHHEIC, A vk—V
D A= joesmith & W) BT IRFEINE T,

logJoeSmithFilter:

if (mail-from == '~joesmith@yourdomain\\.com$")

{

archive ('joesmith') ;

}

>3y

strip-header 7 7 v a UId, A v B—CORED~y X —%{~, BMETHRIZEY T H1T%

AyE—UnBHIRLET, Ny X —PEEHIHEEIT. ~v X —DTRXTDA VAKX R
( TReceived:] ~v X —72 &) MNHIEINET,

WOBEITIE, TXTORA vE— TEERINT x-DeleteMe ™~ X —NHIFR SN E T,

stripXDeleteMeFilter:

if (true)

{

strip-header ('X-DeleteMe') ;

}

Ny =T B EEERIT OB, ~y A —OBAEDEICITLE I TR AR (A vi—
O~y =0, HIER, EEEITO T 4 VFLERRE) BEEFNTHHAICERL TR

SV, FEANCOWTIE, A v =Y A~y X — =B LUGHE (6 ~—) ML T2
S0,

vav

insert-header 7 7 ¥ a E, Avb—IZHF LI~y X —ZFALET, AsyncOS (&, A
LTe~y X =R ZWIZ LTV D0 E D MEREEL EH A, AREND A v E—URE
A—=NDA B —Fy M ERHTZ L TWDENE I ML, =—FPRES THRTL2LERSH Y
£75

ROBITIE, x-Company &V~ H—IRA v B—UIZRWGEIZ, 2O~y X —IT My Company
Name <1: A 5 1@75)?}}Hﬂiﬂéﬂi—§ao

addXCompanyFilter:

if (not header ('X-Company'))

{

insert-header ('X-Company', 'My Company Name') ;
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insert-header ( 77 N ‘/T@i ’\/5v 0)5“3?‘1 ]“ 73'5 ASCII X?é’%ﬁﬁﬁf%i—é— 7’1_711_
L. A/&~% I GRESESFO =) ASCH T LAMER TE £ A, Alattkz i KIRIC
OBHH, T AKR— b 22— FiZ Quoted-Printable & 72 F7,

\}

GE) strip-headers T 7 a V& insert-header 7 7 VA V%;ﬁﬂ%ﬁ/\b“@‘é ZElck D 7730)
AvE—VIZHEREDA v =TV Ny X —2EIWMADLIENTEET, BEITE-
i RIU~y X —2BEEEATLZ ENTEXETD (Received: 72 L) | FNLSD
BVEFE U~y X — 52 ERE T 5 & MUA DNRELT 256803 D £7° (Subject: ~
& EEBIEENT 25672 L) .

N~y L =T DEMEEIT O HA. ~y X —OBEOEIITE R TONZER (X vk—
DD~y A —DEM, B, EEEITY) T4 NZAERE) NEENTWAEICEELTLE
VY, FEMCOVWTIE, Av =Y Ao X — L= LB LUGHE (6 3—Y) 2L T
Sy,

ANYSE—FXXNRETI 3V

edit-header-text /7 7 ¥/ = /;’i’%ﬁi'@‘é k Efﬁ%fﬂ@%fﬁ% E%{%ﬂ% LT, ?Eﬁz Lic~y
=T XA NeEIMWMALILNTEET, ZOT7ANFEI~y F—NTERKRE —ET D
TXANERBEL, HE L ERKRBICE SR E7,

72 2iE, BT A—NTRDO L) It~y T —nbDHHDE LET,

Subject: SCAN Marketing Messages

WROT 4 2%, [SCAN] &) T F X FxHIERL, [MarketingMessages] &9 7 F R |k
T~y X—HNIZEELET,

Remove SCAN: if true

{

edit-header-text (‘Subject’, ‘ASCAN\\s*’,’’);

}

TANBIER =T RLIR LT, RO~y X —EIRLET,

Subject: Marketing Messages

AXwmETIay

edit-body-text ( )( /“YZ‘—‘T/ 7 /{/I/& @*ﬁlﬁ |¥ Edit-Header- Text () 7 /f/l/& L ﬁ*ﬁfﬁ‘ﬁ\
A \‘/'Tz—“)@/\/ H =Tl 7 < RPN LBERF SR T,

edit-body-text () A /V[Z—“\/ 7/]’/1/5 Li/ka)*%jt%{iﬂq L/ij—o %?‘B@/\Oﬁ A—H ﬂi*ﬁ?ﬁ‘?@f:
DOIEHEKB T, 2FHDONT A—=ZIEBROT-HDOT F A LT,

’
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- U YO,

Example: if true ({
edit-body-text ("parameter 1", "parameter 2");

}

edit-body-text () A /'{Z“*‘:/ T A4 IVFITA /‘IZ»—‘I/ZIKXCOD%WWL@E?T%TTO %H/:EO) MIME
HoanAyt—T0 TR ERRENDD ST 7 A40] LRRENDDOFEMIZOVNT
F. Ay E—VUARLEA Y E—VIRMIT AL (6 =) EBRLTITEEN,

WOBITIX, A vE—U5 URL BHIFRS L, [TURLREMOVED] &9 7% A MIE X
ZHNTWET,

URL_Replaced: if true {

edit-body-text (" (?1) (?:https?|ftp)://[*\\s\">]+", "URL REMOVED");

}

ROFITIEL, A v E—V ORI HASREFEZDHIFRS I, [XXX-XX-XXXX] £V )T F
A MIEEHWI LN TVET,

ssn: 1if true {

edit-body-text (" (2!1000) (2:[0-6]\\d{2} 7 (2:[0-6]1\\d|7[012])) ([
=1?2) (2100)\\A\\d\\1 (210000)\\d{4}",

"XXX-XKX-XXXX") ;

}

)

GE) Iﬁﬁ%’;ﬁf&i\ edit-body-text () 7 /f/1/5 TiZA~—HFID %ﬁiﬁﬁf% i“@f/\/o

HTMLZ# 7o 3>
RFC 2822 TIEETF A=/ A v bE—U DT F A MEXPHEINTOETHA, RFC2822 A v
T—VHAOMD AT YD N T AR— N EEBT A0 OPEEMKE MIMEZR L) BHY
F 9, AsyncOS L htnl-convert () A v —Y 7 4 WX EfEH LT, ROMELIZL Y HTML %
TFL—r THRAMIBHBTEET,
Convert HTML Filter:
if (true)
{

html-convert () ;

}
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Cisco A vy &=y 74 M Z X FFEDMIMEH A A v E—2D TR THLH0 IR 7 7
AN THDLIHEHBILET, ntml-convert () A v =T 7 4N FITA v =T RILDBHAL
g, A yt~9®2|§5(k?ﬁ31¢774’/1/0)%‘5%!]3&:01/\’(@\ AvtE—URILEAyE—
VIt T A (63—) BEZBL T I,

html-convert () 7 o4 /L2 D LENO HTML % #4250t BRIk > TR 97,

AvE—=UNTL—rTF AN (textlplain) THDLEGH, AvE—VFERINTICT 4 V4
@i LET, A vE—URHMARHTIML A vE— (texthtml) THoHHE, TXCTHHTML
B TNIEA v B—=UNOHIBRE, Y ORI HIML A v 2= IZhb S ET, %
TOF7 +—~v MITObRP, HIML 237 L —> TF A MDD Z Lidd 0 8 A, i
73 MIME (multipart/alternative #3&%) T, [ U= 27 VT text/plain #545 & text/html #5523
FNTWBIEE. 74V ZITA v =T O text/html #3457 % Bl L T text/plain #8027 L £ 97,
%@ﬂﬂ@MIME§74'7 (multipart/mixed 72 £) TiX, 9 TOHTML A0 D Z 7 03| &
. AvE—VICERASNET,

)( vt— 7 4V H TIHE, html-convert() 7 A NVHZ T 7 a NINEHEDO A v —TITH
ERRET DT T, Ay E—UBEDER i@‘< FHAThhEEA, A vyE—YOEHEIX
ﬁ““\“(@kﬂ?ﬁ)mT LEERIATORE T, ZUCE v, BERNIMOT V2 T 7= /75>7|:

DAy E—VHWHST L ENTEET,

NODR TAJdr7AIL T3y

bounce-profile 7 7 v a X, REFHADNNT LA T Ty A )VE Ay —2F8H0) Y TE
To (RNUUVALIEEFA—NVORH Z2BH, ) Ay E—VZEETE VWSS, XU X
TRT AN TRESNIZAT AT T v a UPMERERET, ZOHREIL. U AT —DORE
MOFEID B THATNDEINRNY AT a7 7 A0 (EIDYTHNTWDLEGE) ITEEL TEHES
WET,

RDT 4 )V HDORFIT [ EEEINDEFA—ILDD SN #—|Z Tx-Bounce-Profile:
fastbounce] MHATXTODEBELF A —/VIINT A a7 7 A/ [fastbounce| 23EH|VY Y TH

NnEJ,

fastbounce:

if (header ('X-Bounce-Profile') == 'fastbounce') {
bounce-profile ('fastbounce');

}

TFUOFRINLSDRTLDINAINRA T3y

skip-spamcheck 7 7 ¥ a Ui, VAT AIIRKRESINT ALV T U R—=ZADT VFA/NAKT 4 )V
BV TG XRUNANAT LI VAT AIERLET, 3T Y R—=ADT F AL
TANE D TPEESIVTNVRWEE, EEA Y E—URHLNUD AL AF ¥ U OXf
BIRESNTOARWERIE, 2072733 FETLTHEA v =B BIIH Y A,

WOHFITIE, AvE—YDIPLE2T—var AaT7RNEWEAIZ, A vykt—Tiktd 5
VTUINR—ADT VFANKT 4 IVE Y THEREN S N A SN ET,
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allowed list on_reputation:
if (reputation > 7.5)

{

skip-spamcheck() ;

}

&R R
c EEY L—PRREEIC E D X D ITHEET D0
¢ ANRLT ANENSED BT A—NT— N A ERRA v E—T ORG#E
GULAA—=IL T2 avDINAINR

HEDA vy — I LA A=A T2 arz@mH LRSS, ROAvE— T4 VE T
JrvarEMEALTAALRATEET,

A= T4V ETY |

vayv

skip-marketingcheck 2T 4T A—IVKTBET I a DA IRA
skip-socialcheck V=X Ry T =T A—=ZKT DT I a DN AIRA
skip-bulkcheck IV T A= VCKET BT U v a DA NR

ROFITIE, Y AT — “private_listener” TZE LA Yy E—VIE, V=T v b Ry NU—7
A=ATHT DT VA AN T 72 a2 A NATHLENDL T EHELTHET,
internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck () ;

}

TFOFIANR DRATLDINAINR T3y

skip-viruscheck T a \/Vi AT A \—uxﬁ::éﬂfplj/l} /I/XT%;E ./XT.ZA%‘?‘/\"C/\/]’ A
ATHEIVATACHRLET, TVFUANA VAT ANRRESNHTWARWES, £/20%
A=V NHLNLOTANVAAF ¥ VOMBRITHESILTWRWERIE, 2077 g
ZFEITLTHA v E—VICEEIIHY A,

WOFITIE,  lprivate listener] &9 U A F—TZEFELIEA vE—VIZH LT, 7 F AL
VAT HNET UTFUANA VAT DK DB A RASTVET,
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TFANLELF—2aY TANEYLTBEUTF AL RF LD R Fovay ||

internal mail is safe:

if (recv-listener == 'private listener')
{

skip-spamcheck() ;

skip-viruscheck();

}

TJ7A4IL LEAT—3> T3 0BEKVIT7AILDMIURATLDINAINR T

g3y

skip-ampcheck 77 2 UE, A vE—U NV AT ATRESNTZ T 7 A/ LEaT—v 3y
TANEY TBIORT 7 ANGHENANRATHZEE2FATHEY, VAT AICHERLE
T T AN L E 2T —2ar T4 NE Y TBIOT 7 A VOIRERE S TWRNEGEE,

FREAYE—URHON LD T AN L EaT—vay T4 F ) U TRBIOT 7 A V5
Hr A v U ORRITHRE SN TWRWEGERIL, 207272 a B2 FZTLTHA vy -V
TH E£HA,

WOFITIE, PDFIRfT 7 7 AN EEDRA v E—URN T 7 A0 LE 2T —ay T4 0E Y
TEBILORTZ 7 AN ENRLNATDHZ EEBEELET,

skip amp scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}

DANWNATIORTLAY T4ILEDRXv U TMBINAINA TH 3>

skip-vofcheck 7 7 ¥ a i, AvE—VYDUANAT ORI LA T TANFILDAF Y=
VRN RAEIND LD VAT AR LET, VANVAT O RNT VAT T4ED
AX X =V TN A F—=T MR TWRWEAE, 20T 72 ar2FTLTHAyE—Y
IZEETIH Y FH A,

WOFITIEL,  Tprivate listener] W9 U A F—TZEFELILAvE—VIZXH LT, VALAT
TRTVUA T TANEDAF ¥ =2 IR ASA RZAIPLTOVET,

internal mail is_safe:

if (recv-listener == 'private listener') Outbreak Filters

{

skip-vofcheck () ;

}
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Ayt—

CRTEMTOaY

tag message T aviE, DLPRIV > — T4 VB2 Y T THEATHIAZ LHGEZEEA v
WAL ET, DLPRY v —Z2REL T, AR UHBEA v E—V X TRHDH A v
*‘V@CBE%T%.’) TENTEET, AvE—V X 7IREHEMTEIRRENETA, ¥ 74T
(X, [a-za-20-9 -1 DFHDILFD 5 AEEDO S D EMAGHOE THEMATE ET,

A= DT7 4B Y U SIERT S DLP R Y — DR IEDFHEMZHONWTIL, [F—F M
KBhilk] OEEZSRLTLEIN,

ROBFITIE, AT TiEncryptl] BDEENDA v E—VIIA v =V X T ZHAL TWET,
Cisco Email Encryption MEH TE 25513, A v EB—VOBMERNIICA vE—VE2Z DA v E—
V47T ST 5 DLP R Y v —ZAFR & 97,

Tag Message:

if (subject == '""\\[Encrypt\\]")

{

tag-message ('Encrypt-And-Deliver');

}

Ry T r)EMTIV I

log-entry 7 Z v a it WAXVAAXLETXFARNE, TFA K A—)L 17T nro LUV
TEMLES, TOTFRRAMNUTT 7 v a VEBZHENT 22 LNTEES, 2077y ar
BT DL TRy TRHERR T XA MR, A=Y T4 NERT 7 a2 F 7Lk

HIZBET 2EHREFATEES, 7 = M)Ay E—Y TR U TICHRRINE
D

WOFITIE, A v =Vt LOBEFERNEENTWVD LU SN d A ve—U 0Ny
VASINEZ EERT e o FUBNEASILET,

CompanyConfidential:

if (body-contains ('Company Confidential'))

{

log-entry('Message may have contained confidential information.');
bounce () ;

}

URLLEaT—2a>r 703y

AvE—VIZEFNBURLOLVE 2T — gy 2a7 % LT, URL E-13F0EEELE
FLEd, BEARFEMEFICHOWTIE, BEEDH D URL £7201F2EFE L < 22V URL 725 Off#
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URLLE2F—3av®SxRLET*2 rBST S [

DAy E—JICEENAURLOET : 74V ZTOURLLVE 2T —> 377X URL T
FVOTIarOfff a2 LTI,

INLDOT 7Y a T, —VIRETT,
URL L E=2T7—vay 77 ¥a rO&HMIRO EBY TT,
*msg_filter name [ Z D A =T T 4V HDAHRITT,

*min score B L Wmax score ld, 77 v a viEAFHORK/NA T LKA T T, #
M#EHIIE, FEET2EbEENET,

B/NAaT LR RAaTIL -10.0 005 10.0 £ TORPHANOEE TRITHIZRY T8 A,

s L ATV ar P ARL AT PRES NGV EOT 7 v a VETRET DI,
ZDOT 7 ard Inoreputation) NN— a3 EMHEHLET, ZHUITOWTILIFEOIET
AL E T

* allowedlist I (urllistconfig a< ]\%1§ﬁ% LT) E%éhf‘/‘%} URL U X | @%ﬁﬁ
TY, #F U A FOEEIIMEETT,

* preserve_signed DNEIZ 0 F72X1 AN LET,

N-ZDT I arERBLEDA E—VPFICHEAT S
c0-ZDT7varETXRTORAyE—IZ#HT 5
preserve signed BEBELRNWE, 7733 VEIRBADA =V FICEHSNET,

ESPEREY=]

cURL LEaTF—3 a3t 3% URL 2T F A MIBE#T S (103 2—2)

cURL LEaTF—3 3 03 % URL OEBETR Y BELS (104 ~2—)

cURL L EaTF—3a i SX CiscorXxa T4 7uaXCURLEZIYX ALY +T 5
(104 ~<—2)

URLLE2T—2 3 VICEDEURLZTHR MCEHRT S

LEaAT—2arY—ERADLRATHRESINIGEEICTI Va3 v EaRTTHICE
url-reputation-replace 7 7 ¥ a Y EEH L £,
url-reputation-replace 7 7 v a Y EMHHAT AT 4 VW E OHELEZRITR L ET,

<msg_filter name>:
if <condition>

{url-reputation-replace (<min_ score>, <max score>,’<replace text>’, '< allowedlist>',<
Preserve_signed> ),}

replace_text &, URL #{EXHZ 57 F A L TT,

LEAT—23 v H—EXDNLRIATHRBESNGIMEEICT Va3 EETTHICE
url-no-reputation-replace 7 7 v a V&AL E9,
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url-no-reputation-replace 77 > a Y AT 57 4 W Z ORELZRITRLET,
<msg_filter name>:
if <condition>

{url-no-reputation-replace ('<replace text>', '<allowedlist>', <Preserve signed>);}

replace text |&, URL Z#EXH# iz 57 F A N TT,

URLLEaT— 3 VITEDE URLDOBEREI YR

LEaAT—Ya v H—ERANLRAT7HNRBEINJIGEEICT I a vEETTHICE
url-reputation-defang 7 7 ¥ 3 Y &M L 7,

url-reputation-defang 7 7 ¥ a VY EMHEHT D7 4 VX O E IR LET,
<msg_filter name>:

if <condition>

{url-reputation-defang (<min_score>, <max score>, '<allowedlist>', <Preserve signed>);}

LEaT—2 a3 v H—ERADLRAT7HIRBENGIMESICT I3 vEEITTHICE
url-no-reputation-defang 7 7 >3 VL £ 1,

url-no-reputation-defang 7 7 ¥ 3 VAWM 57 4 W Z ORISR LE T,
<msg_filter name>:

if <condition>

{url-no-reputation-defang ('<allowedlist>', <Preserve signed>);}

URLLEaTF—SavizEDZCiscotxal) T4 7AXVIZURLZYSEALY T 5B

LEaAT—2a v H—EANLRATHRESNBIGEEICTI a3 vEETTRICE
url-reputation-proxy-redirect 7 7 ¥ a Y &HEHA L £,
url-reputation-proxy-redirect 7 7 ¥ a Y EAEHT DT 4 VX O ERITR LET,
<msg_filter name>:

if <condition>

{url-reputation-proxy-redirect (<min_score>, <max score>, '<allowedlist>"',

<Preserve_ signed>);}

LEaAT—Y a3 v H—ERADLRAT7HMRBENGMESICT I3 vEERITTHICE
url-no-reputation-proxy-redirect T4 V%{ﬁﬁﬁ Li?o

url-no-reputation-proxy-redirect 7 7 3/ 49 VEEHAT AT 4NV E O AR LET,
<msg_filter name>:

if <condition>
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{url-no-reputation-proxy-redirect ('<allowedlist>', <Preserve signed>);}

URLAT3Y) 7o Lay
Avb—VICEENDURLOIT I 2 LT, URL £7213F0@E2LE L4, HE
BREEMZOWTIE, EEDOH D URL F2ITEFE LRV URL ML DOHRED A v —VIZE
NAHURLDEE : 74 VA2 TOHOURL L 2T —a X URL AT IVDOT 7 a>dD
i 22 LT EEN,

INHDOT I a rTE, V—VIEIARETT,
TRTOURL BT AY 77 arrOEEDITROEBY T,
+ msg_filter name (X vE—2 7 4 L H DLFITT,
s category-name | URL 77 IV T, EEONT TV EIEBEETHHEF. £ 73V %0
U TREINET, ELWITIVLAEMRTAIZE, a7 74 vZD URL T
TUEMERIIT 7 a 2R LT IEEW, 53 Y O & FIZOWTiX, URLAY
TAVIZONWTEZRRL T I,
« url_allowed _list (% (urllistconfig =~ > RZEH L T) EZEIN TS URL U A kDA
V(:‘ﬁ—o
« unsigned-only : 0 £721% 1 Z AT LE T,
l-ZDT I VarERBLDA yE—VREFICEAT S
c0-ZDTIvarETRTOAyE—ICHEAT 2

BEEIER
cURL 7 IV IZESX URL #7 F 2 MCEHT S (105 2—2)
cURL T TV IZHS% URL OEREZTY RS (105 2—)
cURLAT I VICHSECiscokFxaUT 4 7aXFUICURLEZ VXA L7 b5 (1063—
D)
URL AT T YICEDZURLEZTHR MZEMHRT S
url-category-replace 7 7 v a Y EMHHTH 7 4 VX DL RIS LET,

<msg_filter name>:
if <condition>

url-category-replace ([ ‘<category-namel>’,’<category-name2>', ...,
‘<category-name3>'],’<replacement-text>’, ’‘<url allowed list>’, <unsigned-only>);

replacement-text (£, URL ZEX#Z 5T F A N T,

URL AT ICEDE URLDERZEEY & <
url-category-defang 7 7 ¥/ 4 VERFEHT A T4 IVEDEL BRI R LUET,

<msg_filter name>:

if <condition>
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url-category-defang ([ ‘<category-namel>’,’<category-name2>’,..., ‘<category-name3>'],

"<url allowed list>’, <unsigned-only>);

URLAFTTVICEDECiscotxa!)T4 JAFVICURLZVFA LY RT3
url-category-proxy-redirect / 7 3/ = VEEHAT AT 4V E O ARSI LET,

<msg_filter name>:
if <condition>

url-category-proxy-redirect ([ ‘<category-namel>’,’<category-name2>', ..

.

‘<category-name3>'], ’<url allowed list>’, <unsigned-only>);

ARL— 3Gl

FRXL—va LT 7 v a i, BEEFITLERA (no-op) . @A, FEEE, Koo 77
EXEOMDOT 7> a rBHERHLR2WGRICA vy =Y 74NV ETCIOT 7 a2 TEE
T, 2R ERLEHLWA vEe—Y 7 4o VX OEIWEEER T DHEIC, BER LT 7
varvEEHATEET, AvE—Y TANAEPRENELEL, [AvE—T 7 4 V¥ (Message
Filters) | L R—F X—=VZFHLTH LWA vE—2 740 VX OEMEEZE=% L, B
JET DI T 4 N E ETETCEET,

WIZ, BAER LT 7 v a vz A ye—Y 702 THEATLHZRLET,

new filter test: if header-repeats ('subject', X, 'incoming') {no-op();}

BEA—ILDBEET I3y
BIEI N A v E—U 05 From: ~y X —%HIFRL, =0 "o —7 R EETEIBRAET,
DAY= T 4 VE L, A yE—VHNOFrom:~y X —CREEORELHRL, a0T v

VHEOHEO~yF T ZAaTNTI0L ETHDIGEE. A vkt —Y 7 4L H L From: ~v
H—ZpEL, mo_Xn—7%KEHELESHZET,

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }

R IT7AINDRAF v

BAA—NT = T2 TR TV ARy FE2HHALT, SLOFRY —LEE LN
AvE—UNOIMNT7 7 ANVERIBRTEET, TOA v E—VIIZOEEFRETEET,

W77 ANDT 4 NEZ Y TR EDT 7 ANIAT, T4 =TIV b BMfFT774
IWONFIZEESWTAT) ZENTEET, 74—V ML TR 7 7 A4 VO IERE
RREEAHRT ALK, 2= FITEBEOH LI 7 7 A VOIET (exele &) #—fi%
M7 PraE 7 (doc/2 &) IZEHE LT, AHINELEINTZ 7 7 ANVBIRMNTZ 7 AV 7 4 V5 %@
WTEDLEICTHZENTE RV ET,

W77 ANDar T oV EAX Y T LB, a7 oY AX YIRS 7 v A VT — 4
ZHIH L, ERRBUCEDMREZFITLET, BT 7 ANDT =2 L A X T =X O T
BB L 720 £9, Excel £721X Word LEA AX® v VT2 AE. 7740 A%y 2
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U UtT exe, Jdll, bmp. .tiff. pex. .gif. .jpeg. .png. Photoshop H{EDKHDIALT 7 4 Vb
BHTEET,

FBAA—NT = T2 A DAL T UV RAFYF T, ROT— DA T 77 ANV Ta T
VAR U EFITTEET,

*ACET7—HhA7

CALZ T — AT

sApple T A AT A A—T
«ARI 7= A7
cbzip2 T— A7

*EGG 7T —A4 7

« GNU Zip
cISOT 4 AT A A=V
sJava 7 —H AT

* LZH

* Microsoft ¥ ¥ x> b 77— A 7
eRAR ¥ /LF/R— K 77 A )L
*RedHat /Ny 7 —¥ ¥ 32—V 7T —HA 7
* Roshal 77— 4 7 (RAR)
*UNIXAR 7 —H A7

* UNIX [£Hf 7 —H A 7

» UNIX cpio

* UNIX Tar

XZT —NAT
«ZIP T — AT

» 7-Zip

* ARC
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B siorroxsrocEAT s vE— 704

\)

GE  ar7uy A%y FHET 7 A VOFEMEZRTT HIT1E, Web A ¥ —T7 =4 AT[E
X = U7 4% —E R (Security Services) ]>[AF ¥ »EIfE (Scan Behavior) ]-~X— & fifi
F39-% 72>, CLI T contentscannerstatus =~ > REHHLET, ZNbSDT7 7 A E, T v
TTF—=h P —REFEH L TCHBNICERSNET, 207 7 ANV ETFETHEHT S
LA, AX Y VEMEORE (143 X—2) 2L T 7EE0,

FEIE B
I T T ANDAF Y TERHTHAyE—Y 7 0% (108 X—)
o A A—=U4H (110 =X—2)
A A=V ARy TV ORE (110 —3)
o A A—VHHHERIZEANTET 72 a VEITORA vE—Y 7 40 V2 O (112°—2)
@I (114 X—)
T FANDAT Y A= T4 ZOH (115 2—)

AT 7AILNDRAZT Y THERT DA YyE—D T4ILE

ROFICTEHENTWDA = T g VBT a3, ETRWT 7y a T, R
77 AT Ra &, A v E—COWENFITINET)

AT arOaRrs M, v =LA vE—VIZBMENSETHFAIT, Avke—
TUNE T a B BN T77ANMVDAFYy s Ayt —2 7 4 L Z2OH (115 2—)
HM) AT b TEET,

RERATFANDRE Y VTCHEAT DAV E—C TJALE Ty

#5R1E BX S5 EA
{%\%1?]‘7 7/(}1/0) F‘E 7 drop-attachments-by-name % /“XZ%\I/@@%H‘7 7/1)/1/0) 5 ‘,6\ ?Eﬁiﬂ
v (% ﬁﬁ%lj) (<r2gular expressiin L/f:IEi:E%}E & #ﬁzﬁ‘é% Fm@ 77 AN
>[, <optional I _XC Ry LET, T—HA T
comment KOUAT 7 74 (zip, tar) PITHEST

>]
D77 ANNEIEGE, ZORMNT 74

MIRaey7EnET, ™S 7 741D
AXx o Ayt —T7 40 0 ZOF (115
N=) EZRLTLLEZEN,

{Zﬁﬁ‘j 7/‘,}]/0) ]\\‘D 7 drop-attachments-by-type )( /-E%\:/@%H‘7 4 /r/I/O) 5 ‘6\ *Eﬁiﬂ
70 (y/l) 70/1:31”) (KMIME type Lf:MlME 57/1' 7Di f:6i77/])/1/1ﬁ:9§¥‘
>[, <optional comment ICEMUTAHMIMEZ A 707 7 A VAT
. RTRRyFLET, 7—04 THAD

W7 7 A (zip, tar) WIZIZHET 5
TrANRD LA, TOWRNT 7 AL
T Rey7snET,

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER

FT7ALDORF Y THATEAvE—2 7105 [

#R1E

#X

Bl

W77 400 Ra v
F(TFANEAT
i)

drop-attachments-by-filetype

(<fingerprint name
>[, <optional comment
>1)

A=V OB 7 7 AND L HE
LET7AMND [ 7 40 FH—FY ]
BT T A NETRT Ry L
9, T—IA THROUEF T 741

(zip, tar) NICZYT D7 7 AN DD
e, TOWMT7 7 A VT ey 7 Eh
£

W7 7A400 Ra v
-7 (MIME Z A 75l])

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment
>1)

A=V OWRMNT7 7 AND DB, FEE
DMIME A4 7D7 7 A4 NVETTK
oy ZFLET, TOT7I7arTiET 7
A NAEREFIZ X 5 MIME % A 7 OB
Ty, 7T—IA4 7 ONEOHERH =
nEEA,

W77 40D Ry
7 (YA XB)

drop-attachments-by-size
(<number
>[, <optional comment

>1)

Ave—VORMZ7 7 ANDIH, v—
T a— FERTHEELLETA X (A
NESE) L EDOY A X THL T 7 A V%
TRCRey S LET, 7T—IA4T7 77
ANVETNIERN T 7 A NVDOGH. ZDT
7 a %, EMERTO YA X & MG

T, EEOBEKROY A ARl E

R

W77 A4 NVDAF ¥
N

drop-attachments-where-contains

(<regular expression
>[, <optional comment
>1)

A=V OWRMNT77ANMD I FEE
LE-IEREHZEL 7 7 A V2T TR
vy LET, T—HAT 77V
(zip, tar) 1L, TIZTEENTND 7 7 A
ILDWT DB IERRBLE —8T 255
WZRe Yy 7ENnEd,

77400 Ry
7 (FEE L O—E5))

drop-attachments-where-dictionary
-match (<dictionary name>)

DT A4NET I a vk, REEOMGE
EDO—FKIZESWTHAT 7 7 A L ZHIBR
LET, WIS77A40THD RSN
% MIME #7 O FHEE S EEE O HEE & —3
T 5856 (o, 2—FERO L X VWVE
IZELTWDLIGE) « M7 7 A VNE
TA=ANOHIBRSNET, IR’TT7 7 A
INDAF Y At— 7 4 )L EOH
(115 =) L TIEIN,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]




B —osn

A4 A—

~

\

ﬁj\

il

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

A=Vl LoTIAA—TEGLLORHY, WU TRV T YRRV AT Y T
DI EMRBIIRDGERDBVET, A A=V VU EFEHLT, &1 A—/VAOHEY)
ThRWaArTF U ERELET,

AA=TFITAPIE, AA—VRBHEEZET 27 VT ALEFEHL T, ARz 7o
YORBEEEHELET, INH0T AT XNE, e AL, BBROERSA T — Ry
FEBHTEET, TF I, REdlRa T oY OB L O, BERNOIIR
DHEAT L HBENOMOEIZIT HUEADOEIS ZFETE T, LEOEIE D EWOEZRIT,
RO THHAREMNE L 20 £9, TATY AT, WnARBEHETHENLEREA,

ARA=UHBHINE, ToFIANABIOT Vv FRARNA A%y 2P OMGEEIINEE
HET20DTIEHY FHA, ZOMHERIL, ETA—/VNOWEE TR\ T Y 2 RFET
L2 ECEY, IR COMAZRET 270D LD T, A A=V Afdyr o
AT DL, A= /VORBEL ST, B X OMER O TEET,

BIA—NT—RNT 2 TA A=V ERETDE, A A=V 7 4 VEIL— L EFHA L
T, BOLWETFA—NERIIRFEYREFA MK LTT 7 ary2F T TCEET, A
A=Y AFx ¥ UTCIE, ROZATORMNT7 7 A V&2 AF ¥ TEET : BMP, JPG, TIF,
PNG. GIF, TGA, PCX,

ARV T 7 ANEAR Yy T DL, Cisco 74 A=V MZEXOT7 A0 2 A4TN
BEEN, AA—TFIAWIIA A= ar T oV EST 57403 8% HHLET,
AA=TY PO T 7 A NVITHDIAENTWDEE, 20T Y AX v FIE7 7 A V&2 L &
To A A=V ORERIZ, A vE—VRETHEINET, A vE—VITA A=V RN
B AvE=TYORATF0LERY ET, ZHIEIDPRERD [Clean)] THDHZLERLET,
ZDID, A A=V RRNRA vy —VICHT 200 RIT [Clean) & 720 £7,

A A=V HAFY U IO UDETE

GUI oA A=V A 2 =7 MET 2121E, ROFIAZFETLET,

FIE

ATY 1 [BX=2 U T 0% —E R (Security Services) ]>[IronPort-{ A— /347 (IronPort Image Analysis) ]

DIEIZHEA F T,

ATY T2 [A%) (Enable) 1227V v 7 LET,

RBLTEZ L2 Ay —UNRNERII., OVNTRERRENFRINET,

ARG T ANZN—NVEMEHTDE ROGEOIRERIZESNTT 7o a VERETE

ij_o
«[EH (Clean) ]: A A—JICHEEI TRV LT UVIEH Y A, A A =D ORERIT
A= BRTEHEINDTZD, A A—TURRNA v B—% A% v o5 &SRR
WX [IE% (Clean) | &7210 F7,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

ATy T
ATy T2

ATv7T3
ATvT4

ATy TH

1 2—vomaeonz i

s [ LU (Suspect) |: A A—VITHGI TRV T YR DAREMERH D £77,

» [RiEY) (Inappropriate) ]: A A—VIZ@EIThRWVWa Ty ndbv £,
CNLDFHBERIIT, A A=V T FIAFDOT AT XKL, W TRV a T YR
b DA R TREAT D S TohET,

ROMEHPHERE S NE T,

« [IE% (Clean) ]: 0~ 49

s [B&> LV (Suspect) ]: 50~ 74

 [RiEY) (Inappropriate) ] : 75 ~ 100

RDARY

FWEABRTET DI LIV A ATV AFZ Yy 2R cCEET, ZNICKY, BBHEEHGT
TENTEET, e xiE, BHENEAL TWAESIE, BEAEKS LET, iz, f A—
VAX ¥ U THEUTRVW T YRR EN TWARWESIT, BEZ2ESKRELET, KE
BIEILO0 (—EIRH L2vy) & 100 RBENRETH D) ORIOETT, 774V NOFEED
65 ICRRET D &AL £,

BEIEE

o A A—TVRHTREOME (111 ~—)

FIE

[t = VU7 ¢ ¥ —E R (Security Services) ]>[IronPort{ A —"/3#7 (IronPort Image Analysis) ]
DNEZ T F T,

[REDMYE (Edit Settings) 1% 727V v 27 LET,

ARV OREERELET, 774N FORED 65 ICRET DI LA HIRLET,
[IE% (Clean) ], [E&4 LV (Suspect) ], 3 LU [A#Y] (Inappropriate) | OFFMI A 3% & L E
R

EOHMPMHEZRET DA, ERERLRNEHIICLTLEEY, T, TR TEHRAHFHLT
<&,

BB T, /A ROBHERIZSIRNA A=V DAX ¥ LA XA 5K 912, AsyncOS
FHRELET HELE) , T4/ FT, ZORTEIF 100 7 BLICERESNTWET, 100 &
TRNRMDA A—TVEBAF Y T8, RMPEAET D ARENELRH D 7,

imageanalysisconfig =~ > RAfEH L TCLI TA A —U ik €2 AT 252 H TEET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B ==0r1ve—vourzarozs

BEDAytE—

RDBERY
BEEIER
FEDA v —VDHIEA AT OFRR (112 %—)

COHERIAT DRR

FFEDA v E—V DL EaT—3a r AaAT 2R THITIE, A—ralE25RBLET, A—
NI IA A=V A/ERIZ T 7 AN, FFEDA =YD 7 7 ANVDAAT RRRS
NET, £, 87T 7ANMNNOA A= RNAF ¥ VA[RENE I IOV TOFER S ER
SINFET, Zoalilif, EA AU TIERL, EAvE—VOURN 7 7 A LV OFERICET S
BN FTREINET, HE X, Ay EBE—VIZIPEGA A—Vh2ETezip 7 7 A VIS S
TWieGEE, v/ 0xy M UIZIZIPEG DARHITIEZR L, zip 7 7 A VOLABINFRINET,
ih;ﬁp774w_@@@4f UNEENTWDEE, v/ = M UIZIETRTOA A—
VOBRKAATINFEREINET, (unscannable] DEEIL, WTIDDA A=V NAF ¥ T
RN EEEWRLET,

Bz, AaTrBEO X IRFEORE ([EH (clean) 1. [E&4> LV (suspect) |, F72iX
[ Y] (inappropriate) ]) (ZKBRS LD NICET D 1HF#RIZH Y FHA, 2L, A—nrnrl%
FEALTHEDA vE—VOBMEZ B TX A2, AvbE—ICR LTETINET 732
VNZE ST, A= MR A A=V F TR D LA A—UREENTW N E S 0 db
N0 ET,

2o z1E ROA— L ol TIE, A A= AF Y ORR, Aov®— 7 4% L—)L
ko T Ry aniim 7 7 AV ERLTHVET,

Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg'

is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment
'Unscannable.jpg' score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

A A=V ERICEDWVETIOLaVvETOAYE—CT 4 IILED

FER

A A= EAX—T NI LTS, A= T g V2B LT, 8 8FhAvtE—

DOFIIC LTS ESERT 72 a v 2FTTHHLERH Y £, 72 & X, BBV &3
EINZAvE—UEEEL, Rl arToyaEagel il sniz 2 ve—U %R 20
ERHHELET,
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
4 A—SHROFBESVTHEN T 7 A LERET 53070y T4 La0tR ]

\)

GE) VAT, REHIFELIIED LWETi SN A v =% Ry 7P ERiE AT A
LAANWZ EERHRELET, RbVIZ, BTHREL TRV Y RO OWTHIRT 5729
2. ER LAy E—V0a bt —%FEEL 3,

WDT7 4 VL, 2T YRR E IR LWEEILY 72 ond A vi—T %R
LTCWET,

image_analysis: if image-verdict == "inappropriate" {

strip-header ("Subject");

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" ({

strip-header ("Subject") ;

insert-header ("Subject", "[suspect image] $Subject");

}

}

BEEE
« A A=W OFHICESWTEN 7 7 A VZ2RET a7 Y 7 4 v Z O (113
)

A A= EOSVWTHRHA T 7ALERET S 0TUY T4ILEDER

A A=V iEA X—TNZT D e, avT oY T 4 EEBERR L TA A — D0 ORI i
DWTEM 7 7 ANVEHIRT 50, SESERA v E—VORMIIZH LTI EIERT 7 V=
VEFTTDHIICTANVZERETEET, 2R, REbharsroyasaie A vt—
ChIREET S LICELIE LET,

A A=V OFHIIZIES W TS 7 7 A V2 HIFRT 21213, ROFINEZEITLET,

FIE

ATy T [A—/AR U ¥ — (Mail Policies) |>[%f5=> 7 Y7 4 /L% (Incoming Content Filters) | % 7
Uy 27 LET,

ATV T2 [74NHFZIBM (AddFilter) 1227V v 7 LET,

ATFYT3 a7y T4V EOLRTEAN LET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B —comuzcgs<rrravone

ATy T4 [773ar (Actions) | T, [77 v ar%iBM (Add Action) 1 &7V v 7 LET,

ATV TS [ 77 A VERIZ K - THRAZ 7 A V& BRZE (Strip Attachment by File Info) ] C. [4 A — 4347
H]7E  (Image Analysis Verdictis) 1% 27 U v 27 LET,

RATYT6 ROAA—T W OFHEIN BRI L £ 7,
« 5& LV (Suspect)
» Ay (Inappropriate)
o Rl d U< i35k LY (Suspect or Inappropriate)
o« 2% % . ARH (Unscannable)
« IE% (Clean)

A A= HEIZEDILCTILa VDETE
A A=V O ESIL T 7 a U ERET HIE, ROFEEZETLET,

FIE

RTwF1 [A—/LAKRY > — (Mail Policies) ]>[3%fF=2> 7Y 7 4 /L% (Incoming Content Filters) ] % 7
Vw27 LET,

AT T2 [74NVF%ZIBM (AddFilter) 1227V v LET,
RARTYT3 arvsoy 74 ZDL4RTIEATTLET,
ATv T4 [5M (Conditions) ] T. [&MF%iBH (Add Condition) [ %7 VU v LET,

AT TS [ 7 7ANDT7 7 A4 1EH (Attachment File Info) ] T, [ A— Y04 HE (Image Analysis
Verdict) %27V v 7 LET,

ATV T6 ROWT DR A IR L E T,
« 5 LUV (Suspect)
« AY) (Inappropriate)
o Rl E U< i35k LU (Suspect or Inappropriate)
¢« 2% ¥ A H (Unscannable)
« IE% (Clean)

ATy T [77ar%EM (AddAction) (%27 VU v 7 LET,
RTY T8 A A=W OFHIICESNTA v = I LTCEITTHT 7 v a v aRIRLET,
AT EREEEFL, RELET,

GUI D [T F A KU Y —A (Text Resources) ] X— 3 F721E textconfig CLI 2~ R&MMH L
T, WAZLEINT VT — 2T X AN V=R LTRETHIELTEET, Zhb,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

FI7ALORFry Avt—2 T4 0508 [

W7 7 ANDT 4V H —)L Ef A DY TERT 5 S EF) Y — LT3, @7 L—
MIFEASCHUXLFAEZ Y R—FLTWVWET (For L — 2T HeE, = a— REERT
HEIITEREINET)

WOHFITIE, TN textconfig A< FEMEHL T, strip.mp3 &\ I L ETOBENT 7 L—
FEERLLET, ZHUE, BEIA v E—VOARHFAINE T, KIS, RST7 74007 4
WE =V EER L. mp3 77 AR A = BHIRENZEA. PELTCWERES
SETCIE .mp3 7 7 A NADHIBRSNIZZ L2 lAT HETFA—ANERFRINDIIICRETEE
R

drop-mp3s:
if (attachment-type == '*/mp3")

{ drop-attachments-by-filetype ('Media');

notify ('$EnvelopeRecipients', 'Your mp3 has been removed', 'S$EnvelopeFrom',
'strip.mp3');

}

A OWTCIE, maB L ar—@mmT 7 v ar 87 —Y) ZEZRLTILEIN,

BREATF7AILNDREY D A ytE—2 T4 IL2 DA

ANy A —DHEA

WIZ, M7 7 ANVITK L TFITSNDT 7 v a Ol RLET,

e~y X —DFA (115 X—)

e T AN EAAICEATMS T 7ANLD R v T (116 X—)
T4 a T IO—FIZLDFN T A D Fay T (117 _X—)
« RESNTIRMN T 7 A VOl (118 ~=—)
fRESNTWRWRM 7 7 A VO (118 RX—2)

ZOFITIE, M7 A NMTEEE L3 T Y BEENTWVDEAIT, AsyncOS 23~y # —
ZHALZET,

WOFITIL, HDEF—U—RKREENDINEI N, AvE—VOTRXTOIRMN 7 7 A V%E R
¥y LET, TXTORMNT 7 A4 MITF— 7‘_‘]\75)7(##?“5%1:\ T AHZ LD x-Header DD
HASNET,

attach disclaim:
if (every-attachment-contains('[dD]isclaimer') ) {
insert-header ("X-Example-Approval", "AttachOK");

}

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



AvtE—U JANBEFEALELEFA—LRY v —n@EA |
B o517 8m8 774000y T

WOBITIE, FEDNSA TV T—=Z DRI =V PWHDHNEI D, RN T7 7 ANV EAXT Yy LE
T, 7 4V HZ X attachment-binary-contains 7 A /L ¥ JL— L& LT, PDF R¥ = A |k
M FALESNTND Z L BRI NI = ERBLET, ATV T —=FRCEDZ— 3 F
BT D56, DAZ L~y X—PASIET,

match_ PDF_Encrypt:

if (attachment-filetype == 'pdf' AND

attachment-binary-contains ('/Encrypt')) {

strip-header (‘Subject’);

insert-header (‘Subject’, ‘[Encrypted] $Subject’);

}

T77ANERATI2&BHHGFT774 0Dy T

WORFITIL, W7 7 A4/ Texecutable] 7 /V—7" (Lexe, .dil, BLW.scr) DAY E—Y
MOHHIBREI, BIBRENTZT7 7 A NVDOL4RTEZ Y A NTHT XA NBA v E—VITBMENET
($dropped7filename T va s EREHEHLT) o drop-attachments-by-filetype 7 7 3/ 5 o
IR 7 7 ANEHER L, 3XFOT7 7 A NMERFIETTIERL, Z7AMVDT7 4 TT—TY
Y MIESWTHRMN 7 7 A VEEIBRLET, 12507740 47 ( Tmpeg) ) ZIEELE

D, 277 AN EZATDFTRXTDOALN ( [Media)] ) ML) TEET,

strip_all exes: if (true) {

drop-attachments-by-filetype ('Executable', “Removed attachment:

S$dropped filename”);

}

/J/—(@WJVCLi\ 3:‘/“\‘\13_70%1§%L7ﬁ F‘)(/])‘/example.com V\j@\:ﬁ?{bfcﬂl\} Vt_yﬁ‘%\ Iﬁ“
U lexecutable] 7 /V—T7DIffF7 7 AV (Lexe, .d11, BELW .scr) M, HIFRSNE T,
strip inbound exes: if (mail-from != "@example\\.com$") {

drop-attachments-by-filetype ('Executable');

}

/k@%’ﬂi\ i‘//\‘\mb‘7°%1§%75§ RAA Y example.com V\]@:ﬁ’{fbfcﬁb\f ‘Y'IZ‘—‘T‘/\‘ﬁ)%\
T7AN ZATOREED A /N (Twmf] ) BLOIE L lexecutable] 7 /v—7 Difft7 7 A
% (.exe\ .dll, j%i(ﬁ.scr) b\ﬁ]lJEf%ézhiTo

strip_inbound exes _and wmf: if (mail-from != "Q@example\\.com$") {

drop-attachments-by-filetype ('Executable');

drop-attachments-by-filetype ('x-wmf');
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
Feovaruo—BzsbEETr L0k T ||

WOHITIE, W7 741D lexecutable] FHIEFRI NV—TD, TVE DR 7 741D
AHIE S EIICIEESNTOWET (072733 TiE, G774 LVD 7 7 A4V ZA 7
MERINERA) &

strip_all dangerous: if (true) ({
drop-attachments-by-filetype ('Executable');
drop-attachments-by-name (' (?i)\\. (cmd|pif|bat)$"');

}

drop-attachments-by-name 7 7 3 3 > Cl¥, £ ASCIl XLF%&2HHR—HFLTWET,

\)

G drop-attachments-by-name 7 7 ¥ 3 L. MIME~> X —TXx ¥ 7F ¥ IN=7 71 V4
IR L CERERBREEZFITLET, MIME~y X =0 bX ¥ 7F vy Shic7 7 A V4
T, BBRICAN—=ADPFETLHENH Y 7,

WOHFITIE, W7 7ANNA =TI exe ET 77 ANDT 7 AV XA T THROVEGAX
Fay7FanEd, 7L, 7402 BT D77 ANV A T 22T ELTHOD
W77 ANBHEDEA =V ~DT 72 arBFEITLETA, To& 2, ROT 4 VZ X
exe 77 AN AT TRV 7 7 ANV EGOA vy E—VE Ry P LET,

exe check: if (attachment-filetype != "exe") ({

drop () ;

}

Ay B —=VIEEDORMN 7 7 ANVDRDL5G. BT A—NT— N = A IMMOBST 7 7 A LD

cexe 77 ANNTHRWEAETH, BT 77 ANLDL7 LB 1 9OM exe 77 A NDEAITA >
t—U% Ry LERA,

T4 3FTVO—BIZEBRHT7AILD KOy T

Z @ drop-attachments-where-dictionary-match 7 7 ¥/ 3 v Cld, FEEDHFE L O—HKITE SV
TN 7 7 ANVERIBRLE S, 67 7 AV Th S LT &5 MIME #5y O HEED & O H
LT WA (5o, 2RO LECEICELTOBEA) | IR 7 A L
A= LHIBRENE T, ROBITIE, [secret words] FEENDHGENIRAM 7 7 A LN TH
HEhd &, 77 AVDBHIBRENES, —BOLEWEIFITICRESNH TV D RISIERL
TLESN,

Data Loss_Prevention: if (true) {

drop-attachments-where-dictionary-match ("secret words", 1);

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B seshremeorLome

RESNLFE T 7 ILOIRE

attachment-protected 7 A VX TlL, A v —YHNOERS 7 7 ANV AT — MEEI LT
HZ0ETANLET, ZEA—NMIKHLTCZOT A NEZEHH LT, N7 7 A VB AF v
ARENE D I ERER TEE T, ZOERITHEV, | DO ELI LI A N EEEORE b &
TN A L NR—%ETezip 7 7 A ML, RSN TWD E RS ET, Ak, A—7
VRAT— RNBESNTWARWPDE 7 7 A VT, 2 BE—CHIRIR AN AT — RR#E ST
2L LThH, (RESNTVWDLITRARESNEE A, ROFITIE, RESHIZTA T 7 A4 LDE
HE=Y 7 [Policy] TG SN ET,

quarantine protected:
if attachment-protected
{

quarantine ("Policy");

}

RESNTOEWVNREF I 7 ILOEH
attachment-unprotected 7 A JLEIE, A v =T NOUST 7 7 AIPINAT — REE I LTV
PN ET ARNLET, ZTOXAvE—T 7 0 VF T, attachment-protected 7 A /L& L Af TR
WICH 0 EF. ZO7 4 A5 EEIRA— A LT, RS TORNA— L& RIS
ENTEET, ROBITIL, AsyncOS 23E[E U AT — TR STV TWRWIRGT 7 7 A L & ki
L, Avt—U%ZREHEL TWET,
quarantine unprotected:
if attachment-unprotected
{

quarantine ("Policy");

}

Ayt— D4 )2 EFERLIZ, AvE—20KH 77
1T1ILDEEDHALST7 74 LD

e LT, UTFDOAyE—Y 74NN Z NV—UELEZFEH LT, ETF= V> TA vE—
PO T ANVHNTEERLD E L THEEIND 774V ERBL, ZOX IR A vE—T
W% L CE) et e LET,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
cusEALEAvtE—S T4 1a08E |

Strip malicious_files: if (file-hash-etf-rule (['etf sourcel'],
<'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,

"file stripped from message attachment"); }
ZNENOHBITRD LY TT,
* ‘file-hash-etf-rule' [X, T 7 7 A MEHRDOA v E—2 74 VL FZDNL—LTT,

s 'etf sourcel' [, 77 ANDNY 2l SNWT Ay E—VDEEOHD 7 7 AV ER
9D 720 &4 % ETF Y — AT,

* 'file hash exception list' X, 774 Ny O)WJ%U A }\O)%Eﬁf—’&o 7J7AN
Ny Y aDFSNY A SBIFIE LR WSS ) ERRSNET,

e 'file-hash-etf-strip-attachment-action' I, %7%‘@3?)577/])/1/73)é\iﬂ5f -
WL CHERAT A7 7 a T,

LIFOHITIE, Ay bE—VICETF 2o VUl L > TERENRH D & LTHRIE S iRGS
TrANVPEENDG G T 7 A VDBREENE T,
Strip Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action

(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

CLIZERL-AvtE— J40ILADEE

CLIZBEH LT, AvE—U 70 v ZOBMN, HIR, 7277 4 74LBET 77 4 71t A R —
MNTZZAR—=br, v7 F 7 a ORENARTT, IROKRT, avr N 7avr RN
ONWTEEOTHHALET, ROKRT, av o REPTa<wr RiZoWnWTEEHTIALE

j—o

RI:AVvE—D TN AHYTaTUFR

=8 B

filters AA v avwr R, Zoawy NExEEEAT, F3EMEHRE A3 5 X 9 Bk
SNET (72& 21X, new, delete, import 72 &)

new FLWT g VEEERLET, BATZHRE LARWEE, BIED Y —7 R
T4 EPBEMSNET, BITERE LIS E,. V7 v ADORFEDLTIC
TANEDRASNET, FECOVWTIE, HTLWA v E—Y 7 4 L X DIE
B (121 X—=2) Z#ZMRLTEE N,

delete BETEFIZ— A EEEELTC, 74 VX EHIRLET, ZEHICHOW
T, AvybE—Y 700X OHIEE (121 =) 2B LTI EEN,

move BEFEDO 7 4 NV Z W~ 2 4, 3O WTE, BTILWA vy E—Y 7 41
2 OFERE (121 =) 2BRLTLLEEW,
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B

B

set

TANEET I T 4 TERTIET 7T 0 TIREBISGRE L ET, S OWT
. LA =T 70 VX OER (121 =) 2R LTLTEIN,

import

TANEZDOBIEDE Y N T 7 AN (EFA—/LT— 7 = A O /configuration
TA4LZ MY) RICRFESILTOWDH LnvE y MCEE#Z 9, FEMco
W, HTLWA v =Y 7o V2O (121 X—2) 2BRL TS
VY,

export

TANZDOBEDE Y N (BT A—/V7— k7 =4 @ /configuration T 4 L
7 RUAD) 77 A M AF— R LET, #IZOVTE, A vbE—Y
TANSFOEI AR=F (126 %—) ZBBLTIEE,

list

1 DU EDOT7 4 VEIZETAEHRE —ERRLET, sFMiZOVW TR, A v
=T T4 H VA ROER (1262—) ZBRLTLLEEN,

detail

FEED 7 4 VAT DFEEHR (7 4 v V—VEEKROARL 2 E) ZH)
LET, FHEHIZOWTIE, AvE— 740 VFOMOTFTR (126 2—3)
LT TEEN,

logconfig

7 4V E D logeonfig b 7 A =2 —& AS)T D & archive() 7 4V T U=
vinbuZ BT A7) T arEmETEET, Al oOVnTE, T4 uH
R BT A7)y a Ok (127 5—) #2RL TSN,

)

CE) T4V EZEECTT DI, commit 2~ RERITTHIHLENDH Y £9°,

RT A=, RO3IODEA THRHY F3,

z10: 7 4 LAEE/INSA—4

segqnum

TANE DY A NNOMBIZIESNTT 4 VX 2RTER T, & 2E,
sequm 73 2 DA, VA RNDO2BHO 7 4 V2 ERKLET,

filtname

7 4 NVH DERL,

range

range |L, BEEO 7 4 VA2 ERTHEIHEHT L2 8BV, IXY) OF
NTERINET, X &Y IE #HEHRET H7-DDERM & %D segnums
TY, &z, To-a) 13X, 2, 3, A BZHOMNEICHDL 7 A NVEERLE
T, XFELRXY OWThEAKTS L, BHIBOU XA NE2RLET, -
ExE T-a) BRIDBADOOT 4N HERL, (2-) X, EHUSO
TRTCOT7 4 NEEFELET, F—U—FRallzfEHL T, 744 % U A b
WNOTRTOT 4 NVEEERTELTEET,
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ESPEREY=]

cHLWRA vtE— 7 4 LEOIERL (121 ~2—)

e Ayt —T T4 L EZDOHIKR (121 X—)

e Aot —T T4 X OBE (122 2—)
A=V TYNEDT I T AR_R—=2a L T AT I T 4= gy (122°3—Y)
CHEFIRY S —T 4N E DA R — k(125 X—)
A= T 4N EDOT T ZR— T (126 2—)

« JE ASCII XLt v hDOFERR (126 X—)

e AvE—Y T4 H URAMDOFERR (126 X—)

c Ayt —U T4 NEOFEHOETR (126 ~—)

s T4 NH T BT ATV T g DRk (127 =)
cAvk—VOTra—FNDEFE (128 X—)
TN A=V T 4K (130 =)

HLWAYytE—2 T4 IL2DERK

new [segnum|filtnamellast]

HLWT VAT DELZIRELET, AT 250, ¥—U—NlastzfET 5L, A
NENTZT A NEPT 4 Z U A FOREBIZBNMSNET, —7 0 ZEGFTE S5 S%E®
NHYET, BUEDO Y X hOFPHZBEZ 5 segnum IZA T TE £ A, R filthame 2 A /)
T 5 L&, A7 filtname, segnum, E£7213 last Z AT 5 Kok FET,

TANE NN LIZD, FEITTZANZ AT )T e AT H0ERHY £3, ADNEKTL
b, TOTAERIZE VAR () ZAN LT MY 2T LET,

ROFMETIE T —BRAELET,

« Ul VAR GNBIED V— 1 AR B ORHEBZ TV,

o 7 4 VAT 7= filtname 23— E TIE 7RV,

o 7 4 VEIAHT T filthame N TFHRIEE TH S,

s T AN IHELT T —PNREL TN D,

e A B =T 2 AR FFELRWS AT LY ) —REBRST DT 7 a2 EITTD
T AV,

Ayt— T4 I)L3 DHIBR

delete [segnum|filtnamel| rangel

BELEZ7 AV ZEHIBRLET,
WOEMETIT= T —0N AL ET,
BT LIZLRID T 4 IV HDBTFE L7V,
HELEY—HF U ABRDT 4 VEBEIE L7,
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move [seqgnum|filtnamel|rangeseqgnum|last]

BHIDNTA—=ZTRELLETZ AN %, 2FADONT A= THRELLZSLHICBE L ET,
2EHDNTGA—=ENF—T— Rlast ThHLGH. 74 NZIET7 4 NF A NOEKIZBH S
nNET, BEOT7ANZEBBT 256, ZNHD7 4 VX OMEIHNZRIEFIZZED Y 5 A,

RO TIT= T —NFEL T,
BT LIZLRID T 4 IV DBTFE L7V,
BELTE VU REREDT 4 U BNFLE L7,
« =l VAR ENEIED Y~ AR S OREAEB L TN D,
cRENILTH I — 7 U AREE I,

A=V T AN DT I TAR=2320ETATIOT4AR—=2 3y

BEIND A vE—Y 7 4L%1%, active 7z inactive DWTHTH Y, & BT valid £7=
WXinvalid DWW TN TT, A vytB—T 7 XL, active & valid D5 DIRKEETH AT
DOHMMINMEH S NET, CLIZEH LT, BEfFD 7 1 /L X % active )5 inactive |IZEH L F
T (0%, FORLET) . FELRY (ERI3HRENT) VAT —FRidA ¥ —T7 =
A AEZRLTWDLHEG. £O7 /v %L invalid TT,

)

GE) 74V 273 inactive THDHME I 2E, W SHMTE 9, AsyncOS Ti. inactive
THLTANEDT A NEAGELS an R EREFICEREINET, 74 VZEANT)
FLFAR— T 2L IO EMHENT 5L AsyncOS L7 /L # % inactive & L
Tv—27LE7,

72 & z1E, RO L HITEEL (Milterstatus] E WD ARTO T 4 VEZEZATTLET, filter -> set
YT a<w s REFHL T, 207 4V % inactive ICLET, 7 4 VX OFEMMPE RS, =
0V NEEEFIZE D> TWDAICER LT ZEW (BLFofIT, KFTRENNTHWET) |

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

filterstatus: if true{skip-filters();}

1 filters added.
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Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> set

Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:

[active]> inactive

1 filters updated.

Choose the operation you want to perform:
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- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:

[1> all

Num Active Valid Name

1 N Y filterstatus

filterstatus! if (true) {

skip-filters();

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>
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BEEIE R
A= T4 NEDT I T A= a EIT AT VT 4 _N— g (1258—2)

A=V DANEDTITAR—=230FETATOT4R—=23Y

set [seqnum|filtname|range] active|inactive

BELEZ A NVEZERELZIRBICRELET, REOL—LFKRD EBY T,
e active : IBIR L7277 4 /L Z DIRBES active IZFRE L £97,
e inactive : IR L 727 4 /L Z OYRAE A inactive 23X E L E 1,

WKOFEMTIF=T —nNBAELET,
« 878 L7z filtname @ 7 ¢ /L2 IMFELE L 720N,
FEELIE—HF U AERBDT 4 VB PFEE LR,

\)

GE)  inactive TH D7 4 L ZIE, XD HHBTEET, TV (T4 E24) O%Dan
UM, LR () IZEEESRET, CLIL FEICATI SN, A AR — b éﬂ
27 A VA O EENDSE . HEII  inactive & v —727 SvEd, =& xid
mailfrompm! 73, mailfrompm: DOV TR RSN ET,

BRIRYS—T A ILE2DA ViR—

import filename

WEIND T A NZHEZLT7 7 ANVDARITYT, 2077 AME, 77747 ADFTP/SCP
J— K7 4 L7 KU D configuration7 4 L2 kU NIZAFAET 543038 Y £7 (interfaceconfig
avy REFALTA Y Z =72 A ADFTPISCP 77 B AZHHZILTCNDELE) . 774
JUTED AFE N TET S, =7 =D FETIUERE SNE T, BIEO T 4 V¥ &y FRNICF
HETLHTRXRTCOT 4 VHIF, A VR—=bFSNTT7 0 VZICEESHDY $9, FEC OV TR,
FTP, SSH, BXUSCPT7T 7 B AZBM L T &, BIEDOT 4 V¥ JA FET 7 AKR—h
L RAovbE—=V 74N FDOTy AR—F (126—2) 28M) | TOT7 7 A NVERELTA
VIRN—hTBHZLEEHEREL E9,

A=V T4 NEEA A= T H5A, T I a—RERRTLIEIIROONE
To
WOSEMTII= T —0n B AELET,

o 77 AINBHERELIR,

o« T A IVELIN—ETIXR W,

o« 7 4 VAT filtname S FHRIGETH 5,

o T A NHIIHEXL =T —DFEL TS,

A VBE—T 2 A ARE FELRVWS AT A VY —=252BW T 57 7V a v &2F 715

T AIVHE,
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IAt—U T4 ILEADIHY REKR— bk

export filename[segnum| filtname| range]

MEOTZ 4 NEYEy N, BFA—NT— T =2ADFTP/SCPL— T4 L7 FUICHD
configuration 7 4 L7 N UND 7 7 A WIZFTEDIEAXTH I LET, Bl oV CTlE, FTP,
SSH., BLUSCP 77 EAZEH LTIV,

A=V T4 NE ) AR= T DGE, HEHTLIZa - REERT L OKROONE
R

WOEMETIT T —0 AL £ T,
HRE LTZLBIDT 4 VA BIEIE L 72\,
EE LTV U REEDT 4 L BNIFLE L7,

3E ASCIl XXFt v FDORT

Ayvtz—T 2

Avyvte— 7

ZDOYVAT AT, CLI TFH ASCI XXF2S UTE-8 THEERENET, BEVWDOX—IF)L/F 4
ATV ANUTF-8 Z YR — KL TWRWES, T4 LVENREFRICEREINETA,

T4 NEIHNOIEASCH L FE2EFHTIHOBWHERR, 7ANVZETXA N T 7 A LV THREL
Thrb, FOTFAN I 7 ANEBBFA—NT = T2 AIA VER—FT5Z L TT (FpiR
Vo—T 4N ZDA iR— bk (125 3—=) 25H]) .

14 ILE YR FDOERTR

list [segnum| filtname| range]

BELIZZ ANV E ORI EHETIC, MEEARENCTRRLET, BRINHERITKRD &
BT,

« T4 NE L

« T YNH I U AEE

o 7 4 LA D active/inactive JRHE

o 7 4 )L Z ® valid/invalid JRHE

ROFMETIE=T —BRELET,
c FAHDIRENNIETH 5,

1 ILE DFMDRT

detail [segnum|filtnamel| range]

T 4 NH DERILRCBIMOREEE R/ &, FBE L7 4 VX OFEHRE T X TERRILET,
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T4 A5 TR )T 3 0DER

logconfig

YT A=a—% AT L. archive() 77 ¥ a NI X o THERINTEA—INVRY T A T 740D
TAUNE ol AT aVERECEET, TN6DOLF T g 0%, @HED logconfig A~
FCEHSNOA TV a & KKEPTWETR, 722 RT 257 0V F 2 BNE I THIBR S
HTEILESTOHR, a7 EERETITHIBRTE £7°,

FEIANE O T P TRI YTy a ANUIROT 7 40 MEPRE SN TWET, O,
logeonfig h 7 a~v > REMEH L TEETEET,

« Hif5J77% : FTP Poll
s 77 A ¥ A X 10MB
« 77 A INDEIEL - 10

FAMZOWTIL, X7 OBEZZBLTEEN,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit
Enter the number of the log you wish to edit.

[1>1
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Choose the method to retrieve the logs.
1. FTP Poll
2. FTP Push

3. SCP Push

Please enter the filename for the log:
[joesmith.mbox]>

Please enter the maximum file size:

[10485760]1>

Please enter the maximum number of files:

[10]1>

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Enter "EDIT" to modify or press Enter to go back.

(1>

Avt—DOIT a—FDEE

localeconfig I~ N2 H LT, X =B DA =T DAy =B LT v H—
DT a— ROEFIZET D AsyncOS ODENMEAZ R E TX £,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main
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body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

BOIOT a7 NI, ~y =N (274 ZIZE-T) BEINTWESHA, Ay
Uy =D A= RE A=V ARLI BT DL IICERT ONE I DEIEELE
j‘o

2EHOT 0T NI, Ny X =0Ty RBAEEUNY Z THRESN TV RWES, B A—
NT—= R 2 A PNy X =T L TRy E—V RO a— RElifil T 2 0ERH 50089
M HlE L £,

3FHOT v T ME, REFHORAZ T (BLOEROTZ 23— ) BAyE—IARLT
EO XD ITHEET A0 ZHIET 2720 EA S ET, Sl N, [FFA R U V—
A] OED [REFHRAZ T e a—FFRA] 22 LTIEIN,

AFZBEHOT a7 NI, AvE—VARXOT a— N7 —BNERSNZHEIC, REFRE
AL T OENEERET DD INET, [T (Yes) | 2@ RTLHETa—RT—
FER SN, GEFEEAZ O IPMMTbRLET, Wz (No) [Z2EIRTEE, Avtv—TITHh
BHEET XX MRMNENET,
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HGUTIL AvE—2 T4 LA
WOFITIL, filter 2~ FEFEHALTH LW 4 & % 3 D/ER LE9,

s DT 4 IVZ DLEIE, big_messages T7, ZTiE body-size JL—)LEfER LT, 10
MB LY KREWRA v E—V% Ry 7 LET,

Q2FHDT 4 VX DAHIE, no_mp3s T9, T2 attachment-filename /L —/ /L& {FH L
T op3 7 7 A MERF PV 7 7 AN 2B A vy —VE Fry T LET,

3EFBHDT 4 VEDLRIIL. mailfrompm T3, Z LI mail-from — /L& LT,
postmaster@example.com 7> 5D A— )T T administrator@example.com DT A
YR I—=Ry at—2FERLET,

filter -> list W7 A<y REZEHL, 74NV EZDYV A NERRLT, FTANVENTIT 47
THHTHDZ EaMRLET, KIS, nove V7 a~r FEFEHALT, RHIERED T 4V
DOALEZ ANEZET, KEZEIZ, BEEEELTCIANAZEZEMLET,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop () ;

}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
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- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
no_mp3s:

if (attachment-filename == "' (?2i)\\.mp3$"') {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.

mailfrompm:

nwA

if (mail-from == postmasters$")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

YT A=Y T LE .
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- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y big messages

2 Y Y no mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1>1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
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- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1Y Y no mp3s

2 Y Y mailfrompm

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1> 2

Enter the target filter position number or name:
[1>1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.
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- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y mailfrompm

2 Y Y no mp3s

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> entered and enabled 3 filters: no mp3s, mailfrompm, big messages

Do you want to save the current configuration for rollback? [Y]> n
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Changes committed: Fri May 23 11:42:12 2014 GMT

O T4 ILEDH

ZOHETIEH, EBEOT7 4 NVZOHERL, &7 4 VX IZOWTHEIZHEA L E7,

EEEE

e F—F U L—fhiET 4 LH (135 2—2)

e ARYT—TEHT 4 H (136 X—)

N—TF AT BIRRAL Y ZTS—T 47 (139 ~—)

« 77 AIVSHA256 7 A N EZIL—FTAHAA =Y 77 ANE Ry 45 (143 22—
)

N T 7 AN T 7 AV SHA256 7 4 NH E—BTHGARICAyE—VE Ry 15
(143 ~<—20)

1) L—FRIET 4 ILA

D74 NHE, WOXIITEBFA—IN T RLARIZ%, RO @ BIO! XFNREENT

WHA =T ENTALET,

® user%otherdomain@validdomain
® user@otherdomain@validdomain:

® domain!user@validdomain

sourceRouted:
if (rcpt-to == "(%[|@[!) (.*)@") |

bounce () ;

FT A=V — b7 oA 1X, GEKD Sendmail/Qmail > AT LAZTEHT 720 L EHEN
L., ZOEI Y —FRA=FT 4 BOY L—y I OEEBEZTEREAL, INHOFRFDEL

(% 72 L) IXIEHREFA—NT FLAO—ERTHIAREENRH DT, EFA—NT—F

VA ZINbEART RLAL LTRITAN, REFHOXZEEL I A FERE L, KROW
W —NELES, BFA AT —FV=AE, INHDA =2 L—LER
Ao

TDEIRTANAIL, TOXATDA =T EV L —TEDLLIIEL> CTREINT-A—
T —AMTA ZEA L TWD 22— 2 R#ET DT OICATE DG E S NVE T,
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\)

GE) ZOXHIRIATOT FLAZUHT LI, VAF—2RETHLLTEET,
FEAMZOWTIE, Web A v X —T oA ZAZMHLTY AT —%AEkd 2 2 &2 X D80
TRDOY A= T HSBBLTLIEEN,

R)—BRITAILAE
MR ICHESERMTSE T 4v 2 (136 —)
R AMALICEEENTE A= LD BCCBLUAF ¥ (136 X—)
HEED—YETav s THT7 4% (137 4—)
A=V DOT—HATEBLRRNey T 740k (137 °—)
e KEW [To:r| ~vZ—D7 4% (137 <—)
¢« 724 ™ [From:] 7 4/V% (138 X—3))
cIPL a2 — a7 4% (138X—)
cIPLE=2T7T—vary 7 VFOER (138 X—)
77 ANKLDOERERIRT 45 (138 X—)
e ANy HX—HNDIP LY 2T —a L AaT7DRRT 4NZ (139 X—)
e RY =D~y T —~DIFAT 4 L5 (139 X—2)
c BRDZEFEDNRT A T 4 E (139 —)

HRICEDETEMT D7 1/L43
DT A4NHIE, A EDOHBENEEN TVEINE I NTESWTEAERELET,

search for sensitive content:
if (Subject == " (?i)plaintiff|lawsuit|judge" ) {
notify ("admin@company.com");

}

mAathtITEEINIA—ILOBCCBELURF v

TDT 4 A E, BAMALICEEINTEA vE—UE Ay L, T Rat—EERR L
F9, FEEL header-dictionary-match () J—)VEfER LT, i%ﬁk‘ﬁ@%b‘%ﬁé\ﬂﬁﬁ%_@ DIZSIN
BIETEET (a2 atVU—L (48—=) 25 .

competitorFilter:
if (rcpt-to == '@competitorl.com|@competitor2.com') {

bcc-scan ('legal@example.com') ;

B Ayt 78 EERLEBFA—IL K S —OFA


b_ESA_Admin_Guide_14-0-3_chapter5.pdf#nameddest=unique_205
b_ESA_Admin_Guide_14-0-3_chapter5.pdf#nameddest=unique_205

A= T4 EEFERLLETF AL R S—DER
I
prE01—¥%70v535704% |

BEDI—Y42709935T740)L4
DT 4NEEFEATLE, BEDT RLANODE S A—NET oy LET,

block harrasing user:

if (mail-from == "ex-employee@hotmaill\\.com") {
notify ("admin@company.com") ;

drop ()7

}

IAyt—SDT—HhA4TELVFRAYT J4I)L4A
TP ANEATIN—BT DA v b=V ORE R TTEB L0 e v 7 LET,

drop_attachments:

if (mail-from != "user@example.com") AND (attachment-filename ==

'(?1)\\. (asplbas|bat|cmd|cpl|exe|htalins|isp|js)$")

{

archive ("Drop_ Attachments");

insert-header ("X-Filter", "Dropped by: $FilterName MID: $MID");
drop-attachments-by-name ("\\. (asp|bas|bat|cmd|cpl|exe|htalins|ispl|js)s$");

}

RKEW Mol A FT—DT4I)LA
[To] ~y X —DIEFIIRENA vE—VERELET,
archive () {THMEH L C#beT 7> a Y EZMEEL, drop() A F— 7 NVETITT 4 &—T L

WL TZetembEd,
toTooBig:
if (header ('To') == ""~.{500,}") {

archive ('tooTooBigdropped') ;
drop () ;

}
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ZZAO TFrom:] 7 1 JLA
7223 @ [From| ~v X —ZELET,
D7 4 NHE, Tfrom] 7 RUANREATHD SIEIERERUTHIGTEET,

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == ""$|<\\s*>") {
drop ()7

}

F72. EnvelopeFrom NZEMHD A v —T% Ru v 7T 2581E, ROT7 4 Vv ZE2EHLET,

blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == "~$|<\\s*>" OR header ("From") ==
"ASI<\\s*>"))

{

drop ()7

PLEAT—23VT4)LA

IPLEaT—ars 74057

note bad reps:
if (reputation < -2) {
strip-header ('Subject');

insert-header ('Subject', '***BadRep SReputation *** $Subject');
}

PLEAT—L32 T4 ILEDER

HFEDRAALLDIP LV EaTF—LarRAa? LXVWVMEOEE .

mod ipr:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop ()7

}

T77AINRBDERKRIT T 4 ILA

ZDTANEZE AyE—VKRIXOY A AOFMHZIEE L, ERKRIIC—ETLR/RMG7 7141
BB LET (ZORF—NZ—HT 57 7 A V4L, Treadmezip) . [readme.exe] .
lattach.exe] . 72 &) .
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filename filter:

if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?1) (readme|attach|information)\\. (ziplexe)$")) {
drop ()7

}

}

AYSE—KHDIPLEATF—2a RAT7DRTIT4ILE
Ny B =D TREFEINEZDOT, A= ol TERTEET (X7 OFLZSHR) |

Check ipr:
if (true) {
insert-header ('X-ipr', 'SReputation');

}

RYS—DAYZ—~DEAT 14 ILA
FOX—L Ta— KU R T TR R LET,

Policy Tracker:
if (true) {
insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}

SHDZEBEEDINVUAR T4ILE
3OLILEDEA RAAL 5 50 NEBADZEEDPEESNTVOREET A —/L A vE—
VETRTINAYALET,
bounce high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "@example\\.com$") ) {
bounce-profile ("too many rcpt bounce"); bounce () ;

}

W—TF A0 BEUVRAAA R T—T 4089
* Virtual Gateway 7 « /L2 OffiH (140 ~<—3)
FfEEVRF—DT A NVZIZHTBRC U A F =D (140 =—)
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. Virtual Gateway 7 « /L2 DfEA

cH—DU R F—DT 4 HF (140 2—7)

RS =T 4T RAAL DRy T4 (FH—DU A F—) (141 _—)
AT =T AT RAAL DRy T T4 (EHEOY ZF—) (141 ~—2)
DA T =T 4T RAL DRy T 7404 (141 =)
=BT O T 4 Z (142 X—)

Virtual Gateway 7 « JL 2 DA

BT = O oA ZEHL TR 7 4 v 72X LET, VAT A2 F—T oA A
lpublicl] & [public2) MFETHE LET, T 74/ FOBUEA > % —7 = A Al [publicl |
TT, THCED, BEFNT 74 v 73T R C2EADOA X —T oA AN L ) ITH#H S
NEd, XTUABIOZEDOMERED X A T DA =TT 4 NV H @il LWz, 20X )
72 A — Vi publicl 2> HEME SV E T,

virtual gateways:
if (recv-listener == "OutboundMail") {
alt-src-host ("public2");

}

BIEELVRFT—DT4ILAIIKHTHRL Y RFT—DFER
BlfE EZBICRCY AF—2FEHLEST, 2074 HZTiE, X7 U w2 U AF— Ilistenerl |
TEZELEAYE—V%, A X —T A A istenerl ] MHIXETEET GRELIZ/ATY v
I AT BT, MAEDOT 4N EEEYy NT v T THMERDY £7) .
same_ listener:
if (recv-inj == 'listenerl') {
alt-src-host('listenerl');

}

B—QUARFT—DT 1A
H—DU AT —TT7 4V EZEHRESEET, L 2iE, VAT 2286 TEITT I TITRL.
A=Y T4 NEEUBTIEHAOY A —%HELET,

textfilter-new:
if (recv-inj == 'inbound' and body-contains ("some spammy message")) {
alt-rcpt-to ("spam.quarantine@spam.example.com") ;

}
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RT—420F FAq4 O KRAQy T J4)LE3 (BE—D) RAF—)

AT =T 4T RALY (NEROT RLANL THD EBY, H—0) 27 —THIET D) M
HEHINTWDEFA—NERay T LET, LTFOIP 7T FLAE, BED AL
mycompany.com &3 L TUVVE T,

DomainSpoofed:

if (mail-from == "mycompany\\.com$") {

if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

}

}

ART=T4 0T FA4oORAOYT T4ILE EHD)RF—)
ATk & 7 U a8, #8o0 ) 2 — %A LCEIfEL £,
domain_spoof:
if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) {
archive ('domain spoof');
drop ()7

}

BDRT—T 4209 FALDOFrFAY T 74I1LA
WS ALV AT =T 4 TR T 4 V7

reject domain spoof:

if (recv-listener == "MailListener") {
insert-header ("X-Group", "$Group");
if ((mail-from == "Q@test\\.mycompany\\.com") AND (header ("X-Group") != "RELAYLIST")) {

notify("me@here.com") ;
drop () ;
strip-header ("X-Group") ;

}
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IW—ETDBEIT4ILE

D74 NEEMHEALT, A=A NA—TERAEIE T HLEREZHR, 51, BLOHKTLE
T, ZDO7 4 VZIX, Exchange t— NF 7213 Z AN OHET THA LTV S HER O RTRE % A4
T HIOIKL B ET,

External Loop_Count:

if (header ("X-ExtLoopl")) {

if (header ("X-ExtLoopCount2")) {
if (header ("X-ExtLoopCount3")) {
if (header ("X-ExtLoopCount4")) {
if (header ("X-ExtLoopCount5")) {
if (header ("X-ExtLoopCount6")) {
if (header ("X-ExtLoopCount7")) {
if (header ("X-ExtLoopCount8")) {
if (header ("X-ExtLoopCount9")) {

notify ('joe@example.com');

drop () ;

}

else {insert-header ("X-ExtLoopCount9", "from

SRemoteIP");}}

else {insert-header ("X-ExtLoopCount8", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount7", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount6", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount5", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount4", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount3", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount2", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopl", "1");

}

\)

GE) 7 74/L R TIE, AsyncOS ITHENIC A — L DN—T 2R L, 100 [BL—7 L7z A >
=% ey LET,
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J7 A JLSHA-256 7 ¢ LR IC—BT B A v t—SERTFALE ROy TS |

77 AJISHA-2560 4 LR IZ— T 5 A Vv E—VUFKFI7aA4ILE FOY

795

T ANNy 2 ) A NNOEED T 74/ SHA256 & —HTH A o=V NOTXTO
A=V T7 7 ANVE Ry 7 TAHIE, ZOT VX EERALET

File Hash Message Filter: if (true)
{ drop-attachments-by-hash ("SHA-256 hash 1list"); }

BT 7AILMNT7AILSHA-256 7 1 LR E—BT BIBEIZAvE—
CEFOVIYD

A=V T ANVNT ANy 2 A NNOREED T 7 A /L SHA-256 i & —Ed
DEBEICTRTCOAyE—VE ey XTI, 2074 vEEFEHALET,

File Hash Message Filter: if (attachment-hashlist-match("SHA-256 hash list"))
{ drop(); }

AEx v UEEDERTE

AX XY U NTA=BERETHI LT, RLEBAFT 7 ANDAFX ¥ VEIE (A% ¥ o HIZA
Xy T TN T 7 ANDEA T E) ZHIETEET, ZhOLDORTA—XEFETDHIC
I3, [AF¥ VEiIfE (Scan Behavior) ]’\cﬁyiflﬂiscanconfig a<w s REHEHALET, A%y
VENMEOREIL T 0 — NUREETH LD, TRTOAXF Y VOBEICEEL T,

\)

GE)  zipREDEM 7 7 A VICTEENDIMIME X A TH Ax v T H8E, AF v U AR
lcompressed] F721% Tzipl F721% Tapplication/zip] U A FEEDDZLENRHY £,

FIE

ATY T [BEX =2V T 4P —E A (Security Services) ]>[A % ¥ EifE (Scan Behavior) |27 VU v 7 L
i‘ﬂ‘o
RATYT2 B 7 7 AN BAT DOy B TEERZRLET, ROWTINEFEITLET,

CHLWIR 7 7 AN EA T D~y B T H2BINT S, [vy 70BN (AddMappin) ]

7V LET,

REZ7ANVEFEALTRN 7 7 AN AA T~ B TDY AN VR— 95, [A

YAR—HFVU AR (ImportList) ]% 27 VU v L, configuration 7 4 L7 KU /NDHEEYS T D%

ET77ANEA L AR—FLET,

GE)  ZOFEZFATTLHOITIE, RETZT 7 ANVN, BEFA—NANT—bFT=AD
configuration 7 1 L' 7 b VICAFET A RERH D £3, HET 7 A VOEHES
LTl zZan,
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BETFDORMN 7 7 ANEA T~ B T EEET DI [WE (Bdit) 1227V v7 LET,

ATYT3 Ia— S VREEITVET, ROFIEEZFTLET,

a)

b)

(78— VRE
707 LET,
LIFOMET 4 —V RERELET,

(Global Settings) ] T, [Z B —/ 3LE%EZHE (Edit Global Settings) ] %

J4—ILFK

L]

LRORIZHEIMIMER A T/ T4 o H—T
DO MDRFTFAINDEBEEDT I3y
(Action for attachmentswith MIME types/
fingerprintsin table above)

W 774N 24T~y VT TERIN
TWAIRM 77 AN BFA THRAX Yy T 5
D FEIFAXF ST ENEBEIRLE T,

AX Y UFTERGT7AILEYERLOKEK
ZRE (Maximum depth of attachment
recursion to scan)

AXx T AT 7 A LVORY IR L Dk
KUV ERELET,

AX Y UFBRREFI7AILYA4 X
(Maximum attachment size to scan)

AX v T BT 7 ANDORKRTA X%
BELEd,

BT T7FANAZT—RRAE Y
(Attachment M etadata scan)

W7 7ANDART =R Axy L T5
M, FREFEAR Y TTEINERELET,

AEIT7ANRFT XYV EZALT b
(Attachment scanning timeout)

AX X L DAA LT Y MR EfREELET,

AIGIDEHTREY U ENGEWMEE. &
FTIT7AUDBNE—UIT—HTEHILDER
FLZEI (Assumeattachment matches
pattern if not scanned for any reason)

AF ¥ ENIRWVIRES 7 7 A VAR Z —
N T DD ERIRTINE ) EIEE
L/i—g’«o

Aye—CESEL. BEOFHFIFAIL
ZHIBRTERWWEEZDT Y 3> (Action
when message cannot be deconstructed to
remove specified attachments)

EDWM 7 7 A MR MRS 5T A
TV ENTEARN L XICETT DT Y
v RRELET,

AVTUVEREFAYE—V TR ITS—
DBE. IRXRTDITAINFENAINALF
9 (Bypassall filtersin case of a content or
message filter error)

QT UVERIIA Y- T4 E T
T —DPEITTXITDT 4 )V H H XA IR
THMNEIMPERELET,

AEHEBEESNTVEWEEIERTHIHE
1t (Encoding to use when noneis specified)

T a—F 4 VI BNEESNTWRWES
RS a—F 4 o 7 EREELET,

TBRALBEADF N A v 2— D BB
ZADLDIZEWRT HEMIMET 289 9)
(Convert opaque-signed messages to
clear-signed (MM E unpacking))

RBRIRBL DN A v — %R
BAHD S DIZEHT H(SMIME T 73y 7))
MEIPERELET,

Safe Print D& 5E
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2% v omienzE [

J4—ILE B
K77 A/ P A X (Maximum File Size) |Safe Print TH ] XD WA 7 7 A LV DEK
W77 A0 A4 XA LET,

GE)  [KRK77A41VHA X (Maximum
File Size) [fENE 1 A —/L 7 — b
TxAD[TYURNT AT T 4V
4 (Outbreak Filters) ] (ZF%E L7=
[(AFY T HRRA =T A
A (Maximum Message Size to
Scan) EZH X 556, A v&—
VERAE=VRMNT 7 A VITE
FA=NNAT T DT T N T
LA T4 NETEAFT Y S
FHA,

AR~ — % (Maximum Page Count)

A w—Y O 7 A LT Safe Print % i
AL THATEIX=VoRE KA AT LE
7,

RF¥ o 22 hOME (Document Quality)

Safe Print THI ) SNV A IRAF 7 7 A /W ITHELE
ENDHAA—VHEBEERTSICE, [T
74V ME (70) O (Use Default Value
(70) 147> a v @R LET,

G¥) [ AHXLfEDANF (Enter Custom
Value) | A7 a V&EERL T,
Safe Print CHI /IS NDIRAS 7 7 A
INDI AR I A A — VB E A
NTHZLbTEET,

Ty AN AT OER (File Type Selection)

A= DU 7 7 A /L% Safe Print THj
NT2HEHEH AR 7 7 AV T —T
( MMicrosoft Documents| 72 &) 753572
Ty AN BATERRLET,

Watermark

Safe Print CHA SN DT 7 7 A LT
Watermark #1809 512X, [A%h
(Enabled) 1A 7> a v &ZHIRLET,

GE) [ AR 5T FANDANT] (Enter
Custom Text) | 7 « —/V RiZ
Watermark O A X KT XA N &
ABILET,
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J4—ILF

Bl

F /3—~3—37 (Cover Page)

SafePrint THI ] SILAUMST T 7 A /MZ T 73—
R—=TZBMT 51X, [F%) (Enabled) ]
F T a s EERLET,

GE) [ AR LT FANDANT] (Enter
Custom Text) |7 4 —/V RIiZH/3—
R=TDHAZ LT HANEANT]
LET,

FHMIZOWNWTIZ, A v EB—V0O0M 7 7 A V% Safe Print TH AT A DEF A —/L
F—= P 7oA DREFEESR LT TEIN,

NRAT— R TCRESNERHAIZAMIILDRAX Y Y
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
2% v omienzE [

J4—I)LFK SR BA

NAT — R RSN/ 7 7 A LVD A |[ZfEA—N T 7 4+ 7 (Inbound Mail
Xy U EANCLET, Traffic) | E72IX[BEA—NVNT T 4 w7
(Outbound Mail Traffic) ] D F D [A%h
(Enabled) | A7 v a v &#&IRLT, &1
A—=NTF—h Tz DaALT YV ARy )
EREL, BEAE—UERIETIREA >
TV NO/NRAT — RCR#E SR 7 7
ANONEEAX ¥ L TEET,

GE) B A =N — U =A TDLP XA
T TV URETIR o TY
HELET, ZOHEE, RNATU—
ROMHICEKEIT D &, NRAT—
RCRESNTIRS 7 7 A LVON
RN, HESNIZDLPARY v —I(Z
-S> TDLPZ Y TAF &
NnNE9,

BE AT UV AFY TN Ay
=T DORLING/RAT— R
R L. W7 7 A VDN
BEIEHIIAX Y TEH L
LET, Z0%HEG, N"AU—
R & UAT 7 7 A /L3 Cisco
AMP Threat Grid 2158 SV E
T (BEFA—NTF—FU=A
THRESNTWVWEHA) . =
D7 7 A NWET 7 A4 VG
IR FET,

IT UV AT YT, XA
2T —hFCTAvE—TD
RKINH/RAT — Rafit L
T, AFX Y UDETTH
L il En AR T — RiE
B A—NT— T = AT
FINEFA,
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2% v omienzE [

J4—ILF

Bl

[4%h (Enabled) 147> 3 v &@RL Ca—
PERDNSAT L—X%ER L, EEA Y
TV ELEREA Y E—VNDORRT —
RCRESNTIRMN 7 7 ANV ERE ET,

BEOL—PEFR AT L—XEBINT 5
BAE. T2 (AddRow) 1227 VU v 2
L/i—a—o

GE)

o XK 128 LTFDL—HEFRK/ AT L—
REAERRTEET, &

RS ODA—YPEFR AT L —%
fER C& £,

« MBS T D — P ERD
INAT L—R% [NAT— R

(Password) ] 7 4 —/V RIZAJIL T,
=P ERD/NNAT L— ADEIEE
EERTEET,

EREA—NDOIR) A vB—TRILHM
I ENTZSZA 7 L—R1T, HEA Y
T—Y DAY — NMREINTIRMT T 7
ANEBHRL DI SN D 2 —HE
FORATL—RL 0 bELEESNET,

FBEA—NDFH) 2—FERD/RA

TUL—X L, BEAvE—VDORAT—
RSN/ 7 7 A V2B 72
WEHEND A v E— KB
SINTNRAT L= L) B EnE
R

(A7vay) [—PF—EJFD/RAT—F
DA% (Apply User-defined Passwords
Only) |F=v 7Ry 7 A 2—HF—FFD
INATL—=ADHEMA LT, ZEBIT
EEAYE—VTRRTU— TR
M7 7 ANVZR<GEIT. ZO0F =7
RNy 7 2 BRLES, ZOF =y 7Ry
JAZERTHE, BEFA—NT—FTUx
A1 WAV = FTRESNTIRNS 7 7 A
N BRIZEF A — VAot S h
TN AT =&AL EE A,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B <= csnusve—vorve—vnmErsoasonE

J4—I)LFK SR BA

() [V —EROSITHAAAT—F
{4 (Probable User-defined
Password for Analysis) |47 a >
RE AN LRWNGE, [2—
P—EFRD/SNAT — RO A% 5

(Apply User-defined Passwords
Only) |F =y 7Ry 7 AEIT 7+
v R THENZRY ET,

URLZANWNEB )T T avRIZBHES |[URL 74 V&2 U7 T 7 a2 VHICHRHEES
NEBEBIT—ICLBDRF Y URAAYE— | Wi BT —NERT, 20T A%+
CIEHT ST Ay FIEESTAF Y U TERVA v E—VIT
SLUTETTHT 7 v a v &iEELET,

MEIS—ICLDRFY URAA v €= [IFMHT 7 A UIHTZ T —DFERT, A vtE—
L7 vaz CEIAVTUY ARy S TARY L TER
WERIZIATT DT v a v ERELET,

RFCERIZCE DA RAFXT ¥ UARAA YyE—VI2 |RFCERNEFT, AvE—Vrhars5y
NTBHTFTIaY YV ARy FTAX ¥ U TERWIGEIZHET
TAHAT I arvEEELET,

c) [FE (Submit) 1%27 U >27 LET,

ATvT4 (EE) avT VY ARy T 77 A NVETFEHTEHLET, [BEOa LT UV AX YT 77
4 ) (Current Content Scanner files) | T[4 7 <®# (UpdateNow) &7 U v 7 LET,

WHE., SNoD77AME, Ty 7T—h B—_EEH L CHBMICETRSNE T,

(/3':) CLIT contentscannerupdate 7%1%)% LT\ :ﬂ%0)7 7/(/1/72$@JTE¥E'§45 Z k %)
T&EE7,

ATYTS BEHRAMELET,

AXvUTELHWAYE—SDAYE—UNEB7HS 3 VDERTE

EFA—NT = T2 ADarT YA FT2EHLT, LTOMAIZEID 2%y 2
WA Y=V R TE L 0ICRDE L,

o 7 7 A VAR SRR
« RFC X

*URL 74 WX V7 77y arypiciishicigs=ey—

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER
*yve—vomiE [

AT UV AF XY Lo TAF Y U ENBWVA v E—TIZKT 5, ROWVTHRND A vE—
IR T 7 g VAR TX £9,

s Avyk—VD Ry

s Ave—UEZEOE EESMR

« WU —fRHE~DA v =T DE[E
Web A > X —T7 =24 AD [EF =2V T 1 —E A (Security Services) ]>[AF ¥ »#E (Scan
Behavior) ] X— YT [/ B — VLR EDME (Edit Global Settings) | R¥ %27 Y v 7 LT,
AT UV AF X FICH o TAF Y VENRWVA v E—=DICHT A v —VRBT 72 a
AU THERT 2 Z &R TEET,

Ay—TDEUE

A=V EEETLIHAEIC. ROBIELFETTEET,

Ay —VOHLEELLET,

c AyE =T ADH AL L~y X —DE

A vE—VOZEHEDOER

« REFEIEAR A R ~D A v —D%F

)

GE) Zhoorryasid, AR TIZISOY AL, 2—FDINL—TDEFEE X
Pl =— X2 E5bE T, SFEIFEREFEFLIEIRER) O —T, 206077 a %
BEEITT RN TE, SEIFITHAEDEARZ N TEET,

Ayt—TDHREBIE

AT UV AR FICL S TAF YL EINRNVA v E—VDTFF A e, BEDOT XA FIF
SRS E 72T T 2 2 LI LW EF LT, 2—YREZITGHAI T, #Al sz
A=V WANEZ D ENTEDL LR FT,

)

GE)  [AvyEB—YOH4%ZIEIE (Modify message subject) ] 7 «—/L R ClE, ZEAIIME SN E
HFhe ZOT7 4=V RIZANLETFA ROHRAEIZITRNTAN—ZBMT 5 Z & T,
FIVCFADOA =L L, BMTXANETHZENTEET GEMTF R b
AV TV OWL ORNGENT 2551587 ¥ 2 FORi, 4 U Lo 0% A
BT A ITBINT ¥ A POBAICAR—RZBMLET) . =& 20X, (warniNG:
UNSCANNABLE EXTRACTION FAILURE] & W) T F A M& AU U VDML ORIENT 58
BlX, ZOBATHEMOAR—RZBINL £,

AT UV AX Y FILL o TAF Yy U ENRNA v =V DOUNITEINESNDT 74V DT
FAMIKDEFLY T,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B o —me~tvtr—vois

pficha) BR2~ADTIAHILFOTEXRX FDOEM
TS — [WARNING: UNSCANNABLE EXTRACTION FAILED]
RFC & [WARNING: UNSCANNABLE RFC NON-COMPLIANT]

URL 7 4 V&V 2 773 g | [WARNING: DECODING ERRORS WHEN APPLYING URL
iz S fEET 5 — FILTERING ACTIONS]

A YtE—CADARE LAY E—DE

AT UV AF XYL o TAF Y U ENRNTRTOA v E—ITBINT 5, BINOE A K
L~y = EBRTEET, TV (Yes) |27 Vv 7 L, "o —ABIORTFRA N2 TERHK
L/i‘é—o

Ayt —CDZEBENDLER
AvbE—VOGEZFELER LT, AT oY AX Yy FICLoTAF Y U INARNA vE—UN
BOT RLRIZEEENDLHICTEET, [T (Yes) 1227V w7 LT, HTLWLWZEED
T RLVAZADLET,

REBERRA FADA v E—DEE

AT UV AX XY FTICL o TAF Y U ENRNA v E—UIZxt L, BIOZEHR 7213565085 A
MIBEMERETAHZENTEET, [IFWV (Yes) 127U v 7 LTRET FLAEZITHR A
M ANTTLET,

72z, arT oY AX Y FICLoTAEY U ENRWVWA v =%, BREDOA—/LR Y
7 AFETIIER 72 A — VP —oNZ, ZOBOTHEDT=DIIN—T 4 JTTEET, ZEENHE
BoORAvye—VOREIE, REBZEHFICEEFEEINDS I =T 1 DOHRTT,

RS —fRBEANA v E—DMEE

MREEICESTA 7 I 7 NBRESND L, 20TV AF Y FICLoTAF Y EINANA v E—
ViE, BT AN T T DENLBEOEH S E | EHE BB L TWEET, AvbE—UN
KA TITADORBICEET LD L, A vE— 212U FOREECET A 7S 7 RRESINT
WU, N TAF2—ICAVET, Ave—UN S T4 ORRBICERE LR TN, R
B ) TR E S EE A,

F2Ex0E, av Ty TN EFA =% Ra y PERITRETAEAEND Y T3, £
DOBE. A vb—TF B S ET A,

N

GE)  EFA—NT— U= AIZRY VRN ER SN TORWEE, A v — V2R
UTIWZEL Z LTt EEA,

Ay —=UERY —REEHCIED 2 ERBEIRT D L, ROBINT 72 a v 2RITTEET,

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER
Ry o—m~ 2 v t—oniE ]

cAv—VOHAEETLET,

A= ADH ARSI~y Z—DIB

AvE—COHBANYT—DEE

BEEDT F A M UFHNERIBICEBMNT 2L T, R =[BRS E LN A v — V2 AT
HE, =PI, I A= RABILIEY, V=MLY TDH I ENEICTE D
o E9,

)

GE)  [AvEB—YOM4 EETE (Modify message subject) ] 7 o —/L FTlE, ZZHITEHE SN E
Hhe TOT7 4=V RIZAN LT A NDOEBAETITENTAR—REMT 5 Z LT,
FIVTFNOA =L L, BMTXANEFTHIENTEET GEMTF R b
AU TN OMEL ORNTEINT 25581387 ¥ 2 O§T, AU P04 0% 5
BT ABAITBMNT XA FOBAICALR—ZAZBMLET) . 728 21F. [(WARNING:
UNSCANNABLE EXTRACTION FAILURE] & WD T XA N&A4 U VT NLOMH4 ORiENT 58
Bl ZOBRAITEEDO A= ZBMLET,

RY S —REEICEONT- A v =V O ITBMENLBEEDT X A K,

pLichas) HBADTIAILFOTXR FDENM
TS — [WARNING: UNSCANNABLE EXTRACTION FAILED]
RFC &K [WARNING: UNSCANNABLE RFC NON-COMPLIANT]

URL 7 4 /v Z V27727 g |[[WARNING: DECODING ERRORS WHEN APPLYING URL
sk S -4 5 5 — | FILTERING ACTIONS]

AYytE—UADARE LAY E—DEM

Y SR SN RTO A v b — DIGENT B, BIOD XY B~y ¥ R TE
ET 0 (Yes) 122U w2 L, ~oyA—SBLOTF 2 NEERLET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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