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<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML

</config>

</contig> P L& ZIIREHMORIIHRET 2MENH Y £3, XMLIEXOfEIL, EFA—/L
=R = A D configuration 7 4 L7 kU {Z&H % DTD (Document Type Definition) % fif f L
THATB X OWREESNE T, DID 7 7 A VDAL config.dtd TY, loadconfig 2~¥ v K&
FERALIZEEICa~ Yy R I U THRAE 7 — DG SN2 5GE6. ERidne— FEhEHA, &
ETZ7ANET v — KT 50, BFA—AT— 7= DHEETDID 4 72—
L, BEZ7 7 ANVERIETEET,

U\'ﬂ—ﬂO)jﬁffo)%é\T%\ &E77/l)ﬂ/ M—: (%J:ﬁ[i@& 7(3?)5 <config></config> Fﬁﬁfﬁ
FINMER) FEHRET 7 A LD complete B L N unique 7727 v a v (ERROESH
77j)/é\ij’b\ <config></config> &7?‘”:{?@?5%6\) ;:‘_—’/( :/7j70‘_ ]\VC% i‘h

lcomplete (584%) | &iX, DTD CERINIY 77 v a v OGY VB IO T ¥ 72k
DEENDZEEBHRLET, 1oL 2iE, WONEFEET v 7'a— RELITMITLET,

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosu

</config>

DEEE, 7y 7 u— FRICHEE= 7 =28 ELE T, L

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosupport enabled>

</config>

ZO%GEIE, BRET T = RAELEE A,

funique (—&) | &, 7y 7B —FELBMOVMTONDIBETZT 7 A NVOYTEY v a v
D, EEELTERUTRNIEZERLET, 2L xIE, VAT AXIDODERA M LIFF
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DI ENTE 721/‘7’?_5{)\ &@W?g (E%k <config></config> ’77%@@’) %777073“‘ ]\'@‘
5 Z LIEARE T,

<hostname>mail4.example.com</hostname>

FRONBTHFEINET, 2L, VAT ATIIERDO Y AT —%2EHRTE 520D (VA
T EICBRDIZEET VA T T ANERINET) |

<rat>
<rat_entry>
<rat_ address>ALL</rat_ address>
<access>RELAY</access>
</rat_entry>

</rat>
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FE ORETFANERIIRET 7ANDY T s a7 v ra— REFIITT 2581, 5
P ORBEMENRD D, IRESNTOVRWEEREEINDLZ ER”HD £,
RET 7 ANDT 4 AZFEHRDOEN Y Y TR, BIEBTA AT — R U oA IRGFESNTND
T—HDOELD LNIWGE, BRET 7 ANVTHRESNZ 4+ — X il 372912, kb
T— X NHIBRS I ET,

EHL T EERENE YT

REZT7ANDEY T a2 T v — NERITHBITT558IXEENNLETT, ¥ 728D
Nk, ar7 4 Fal—var 7 rANDT v — RRICREDENEEINEY A, 2
L, ZAX T EED5 L, REORENEHINET,

7= & %3,
<listeners></listeners>

FRONKZT v 7u— KoL AT LNLTNTOY RAT—RHlRShE T,
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AR RETFANOY T BT a v ET vy Fa—RLin, BE0fHF=0 LizE. Web A o & —
T oA AEIICLINLEIRI S, KEOHRET —FPEISNDZ ENRHY T, BloTn
fan, SUTAA B =Tz A, FRITEHER—FOT 74V biRELFEH L CEFA—
W= T =AM ICHER T RWEAIE, Z0a~vy R TH—E 227 42—/ LN T
LIEEW, F72, DTD TEHRSINTZHRTEEXID LS DML RWERIT, Zoa~<r ReE#H
LBNWTLZEN, FILWREZ 7 A NVET v7a— RT LRI, WTRET —F &2y
Ty LTLIEZ,
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O3 IRHYT 3 DIRRIL—XDA—FKIZDONWTDIEEE

INATL—=ANMERa 7Y T A7 ) Frarzgieary74Xal—var 7y )Ven—
FLESELTS (& xiE FIPY v ¥ =2 %ff/) | loadconfig 2~ > RIIAH R/ AT L—
RNZONWTELE LEY A, FIPZ v aikii L, logeonfig=~ > REEH L TIELWWIRAT
L—RXERET D FE THENERINET,

XFty b Ioa—T4 0TIV TOXESIE

XML 2227 4 ¥al—3 a3 77400 lencoding] ML, 77 A VEA4T T A L THE
FTOHLEDIEH LTV XFtE Y MIERZRL, T1so-8ss9-1] THOHILERHY 7,
showconfig I ¥ o/ K. saveconfig I ¥ K. E£720% mailconfig A~ R&EFITT BN~
vAa—T 4 VTRBERT FANVTHREIND Z LITEE LTIV,

<?xml version="1.0" encoding="ISO-8859-1"?>

BRFR T, 2O a—7 4 v P afoRET 7 ANETFen— R TEET,

ESPERLY=!
« VT AGMEENIZEFA—NT =P = DFREDH— R

WEDEED) Y k

BHEOREZ VY M2 &, BFA—NT— U oA BILOHRRT 7 40 MEIZRED
To Uty P ORNIRELZRGFTDLENDHY £9, GUITZORY 2L TixEx Y
Ty FFLZ LI 7T AZ Y RETIII AR - PSR TWEREA,

HIFTREFOYIHPRE~D Y £y b 4_=2) ZZRL TSV,

HEIT7AILDRT

RET 7 A /VOFEMIL, showconfig I~ REFH L TOAELRTE ET, showconfig I<
NiZ, BIEORELAWEEICH I LET,

mail3.example.com> showconfig

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--

Product: IronPort model number Messaging Gateway Appliance (tm)

Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]
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XMLZ7 7 A NDTNVIINZAHZ NS LES, R—FDT7 41—V %
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F—h, TONTVUAT T4 NE —)b BRI — AT
LAET v T T—= T v I T MR (BEFA AT U=
AWT v T T— P EERT HDHE) A FX—7 VI LET,

BroBIcw, 4y, BlEETs () . m (4) BEXOh ()
PEOET, HEEHL T —7 0T 512, 0 (Be) %
ANTTLET,

GE) [ =VUF ¢ $—E R (Security Services) ]>[7 —
X EKBh 1k (Data Loss Prevention) ] <X—7225 D
. DLP OHET v 77— M AP TEET, 7=
L. NI _RTOY—E20HET v 75— b
A X—T VT HRERDY 3, FEHIIZONT
X, DLP = P rBIRNar 7 oY BANEFOHE
FZOVTEZZRL TS EEW,

EHLEH T OO VEHD
7 o— hEkE

[HENE R EENFED T L 2L TN/ > TV B A
BEINDTT7— NOSFECHELZ AT LET,

KEICm, h, T dB3EEN, H, B, £330 %2 R/ LF
T, T 7 A/V MEIX 30 BHTT,

A 23—TA4R
(Interface)

FREINTWDEEXF2T 4 AV R—F v DT v 7T T— %
77T — k= RZNE DY LBRICERT SRy hU—7
AUH—T 2 AEBRIRLET, FIfRERTaxy 5—4% 4
VE—T 2 A ARKRINET, T 7 AN T, BEFA—L
e THEHTLHIA L Z—T = R L ET,

HTTP 7O % #—n
(HTTP Proxy Server)

GUILIZERENTWA Y —EATHAENAZ AT v a oo
F =N,

Taxy PN EEETLL, TANTOF—ERADT v 7T —
FOEHITEATEET,

HTTPS FR#% 2 #—
(HTTPS Proxy Server)

HTTPS 2l LA 7 a v o7 e H—, HTTPS /o ¥
TH—NREERTHE, GULICERINTWNATF—EADT &
TIrF—bhCHEHAENET,

ATy T8 EREFEL, RFLET,
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B =o7o77—rons

BE} 7y T T—

ATy T

ATy T2
ATvT3

T
9

FIE

[E¥=VUF 4 ¥ —E A (Security Services) |>[V—EADT v 77—k (Service Updates) ]

NR=IZBE LT, [EHREEMmE (Edit Update Settings) ] %27V v 27 LE7,

Frxy IRy 7 A%F LT, BB v 7T — ha A R—T /M LET,

77T — MR ROT v 77— b OfERE CICFHET D) 2 AN LET, BHFOHKI
(43) BEOh () ZBMLET, &K7 v 77— MAk&iZ 1T,

T ITT—R3—/\SIBREDAMNEEZRILT 2-ODEFA—ILYy —
fo A DERE

B AN — LT 2 T, BFA—AT— T2 A BT v T F— Y= LBET S
W2, YRaADT v I T —E = R"OFEREOANEEER TEET, 2047V a UBRES
NTWAEGA, BEEICKRIT D &, BFIF voran— Rand, fElR7T v 77— v 75
grsnEJ,

ZOF T a v ERT HI2IE, updateconfig 2~ REFEHLET, ROHNT, ZOF 7=
Y EWRT D HEE R L TOVET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?
[Yes]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
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Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

JOX Y —/NEDBIEXEETE-ODT7 T4 TV ADEKTE

B TRNT B X =2 L TWD5E, e X VitEOZEAITH T 5 CAGEY]
E2BFA—NT =PV =AITBNTEET, 2LV, BEFA—AVT— V=37 %
= NEEEEELET,

ZOF T a rEERT DX, updateconfig 2~ REMHAL LT, kOB, Z0A4 73
VERMRT D HEE R L TVWET,

mail.example.com> updateconfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwWIBAGIBATANBgkghkiGIwOBAQUFADCBgDELMAKGAIUEBhMCSU4x
DDAKBGNVBAGTAOTBUTENM . + « e vt e ettt e e ettt et ettt e e e et eee s

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>
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for Cisco Email Security Appliances.]
(http://www.cisco.com/en/US/products/ps10154/prod_command_reference listhtml) ZZ R 1 T<
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[CLIReference Guide for AsyncOS
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(Close) 1227V w7 LET,
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AT LT 77 L— R (System Upgrade) ]2
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G¥) YA SN NAT L= AR SN cary T 4 ¥ ab— a7y AV,
GUI @ [f#7E 7 7 A /v (Configuration File) ]2— X CLI ® loadconfig =< >
Fhbr— RTEEHA,

AT 4 K2l —ary Iy ANDA—EE A=V TEETIHRIT. 77 A&k

FBT2BBFA—NT RLAEZANLET, HEOBEBTFA—NLT RLAZRET HHE1L.
H = TRYY ££9,

[#i1T (Proceed) | %27 VU 27 LET,
A VA M= VFOGE RIZHENET,

a) b AFOTar T MIUSETE LI L TLIEEN,
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WELIZA X —T A AD 1 DTFTP £72I T HTTP 24 3x—7 M LET,
YERL L72 XML G%E 7 7 A V% FTP THAS T 520>, E721EGUIA V¥ — 7 = A AR D AT F
7T

RLEDNR—=a VDO XMLBRET 7 A Ve —RLET,

=7 VA NTay 7 A MEREEERT L2548, =7V A NTrY VAN T—X
R—R% A VFR—FLTHEHILTLET,

EEERFELET,

WINTET LB A—NT— b = A1, BRI 472 AsyncOS N—V = U2 L CHBE)
L\i‘a_c

I]IIII

1 —
A% JE
AsyncOS IZ L > T, IRDZ A IV T THEREND A — LD Na—TEREELRETEE
R
* Anti-Virus &8 2%0
N UA
«DMARC 7 4 — Ry
« 1 (notify() ¥ & U notify- copy() 7 4 IV H OEE)
- PRBEER (3 X OWREEE BRI 5 Ta e —ikE] )
s LR— b
c ZOMDTRTDOA Y E—Y
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BET RLADOERR, 2—H— BIORAAS AERETEET, FAAL CAIART— |k
VA AL OBMESERTHILHTEET,

VAT LATEREINTZE A=V A vE—VORIET KL A% GUI %7213 addressconfig =~
Y REMHEHLTCLI CTEETE £,

FIE

AT T [VAT LEH (System Administration) ]>[IX{E5:7 K12 (Return Addresses) ] ~— Y DJEIC
HEHET,

ATv 72 [REDHwE (Edit Settings) 1227 V7 LET,

ATV T3 1 DEIFEHOT RUA~DEE

ATy T84 BEREREEEL, RIFELET,

VATLIREBNTGA—2DLESVMEDERE

FARE DO ZFITIS T CPUM SRR 2 — DR KA v =V & EFA—AVT—h
VA DSESERREATA—ZOLIVEZRETEEY, FHESNZLEWELBATT
AT 7—beRET oLl BFA—NT - U= 2RETDHILLTEET,

\}

GE)  CLIZBEHLTYATADNVA NRTG A—=Z DL EWEZFET D121, healthconfig =~ >
REMHLET, FMCONTIEL, CLIOA 7 A >~ F72iE [CLI Reference Guide for
AsyncOSfor Cisco Email Security Appliances] 2R L T 72 &0,

[ L& BHIIC
LEVWHEZFEERSIELET,

FIE

ATY T [VAT LEH (System Administration) ]>[3 AT ADIRAE (System Health) 1227V v 7 L&
—é‘o
AT T2 [BEOHE (EditSettings) 1227V v 7 LET,
ATV T3 ROFTva v BRELET,
CPULHED LEWVEL NV EZFRELET (—k )

BIED CPU BEHENREEFAD LEWMEEZBA LA, 77— NeZETH0E 50
EHRELET, RAIOT 7 — "B EEINIE, BAOT 7 — "B M) =S THhH 15
ZYLANIZ, CPU RN BENEY Z 5% B2 7256, BIMOT 7— MR EEINET,

LRT LEE
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GE) A — VAL a = 2D CPU EHRZIFIZESNT, ZI6D7 77— 2B R
H—EnE4,

e AFY RNV RU U TOLEWVELLERELET EEH) .

BAR I AT Y AT » FERHERBERELO LI WMEZB BT, 79— NaZ(ET
BNEIMERELET, BAIDOT 77— bR EFEEINTZHR, AT ITIR=TURAT IR
BOIDT 7— & bYA= L7l E150% B 27256, £7201315007 7 — MMEREDO%.
BIMOT T — MR EEEINET, FlIE, LEVED 10 IZRESIN TV DIGE,

e AEY AU THERARN10.1% IZETDH &, AIIOT 77— IR FEINET,

e AEY AU S HEHRNIS1%IZETDHE, bI—ETT—INRERFEINET,
NEX 2 —DORERA v E—VHOLEIVVELLEEELET (Xt —2%)

T, FEXF2—DA v —VENREFELHD LS VEEBZZEBEIC, 77— Fa%1(E
TEHEMEINERELET, BRIIOT 77— bR FEENTH, 15LNICEES 2 — Dk
KAV =SB EOOT 77— 2 U H— LI EE 150% B2 284, Bmo7 o —h
BDEEINET, 2&x1E. LEVWED 1000 ITRESNTWAEE.

NEEF 2 —DRERA =B 1002 IS L EXIC, BYIOT 55— FREESN

F L7,
15 S UUPICHERE X 2 — DR R A v — N 1510 18T D E. 79— R85 19
EEEINET,

GE) COMBEDT T — MIT T, VATATIT— KBTI VICBLET,

ATy T8 ERzZEEL, RFLET,

RDEZRY

TOMSREDT S — FEBZELEEAIE. VATAT T — MIBESNLTWAZ L aRLTL
a0V, ZOHBIZONWTIE, 77— FZEFOEM (51 2—) Z2RLTIEIN,

BFA—IT— b, A DKRDIEE

ARz TR LT, T A=A = b f ORIEEFBTE £, ~ AT =y
U EFATT B L BED AT =5 A0 I ORIET —4 (BK3NH) BSOS, BFA—
B b A DIRIED T S E

\}

GE) Y ATLTIOSZETTIICNE. AT —Z2 a1 BAUEOe S FT—2RNE5ENT
WAHMENRH D £97,

ANIVA Ty T EFETT BHITIE.

LR LEHE
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*Web A X —TxA AT, [VAT LEH (System Administration) ]> [ A7 ADIKAE
(System Health) ] ~{— B8 L T, [~V AF = v 7 %%E1T (Run Health Check) ] % 7
Uv 27 LET,

«CLI T, 2~ K healthcheck % %fT L £7,

OHTRERICE Y | WERT AIZV AT A TROMBEN 1| DPL EFRA LI E S iR SivE
B

o U Y —REKE—NF

o A — VAL D IEIE

» High CPU usage

s mWAE M E

cEWAEY RXR—=T AT T

NAF 2y ZIZBNT, BT A—NAT— b= A TLEOREN 1L ERAEL TS Z &
DRSNS, Y AT AREZHER L TRELT 5 2 L 2B L TS, FEliC W T
(=N
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118881-technote-esa-00.html
EBRLTIZEN,

TI—= Ay E—VITHBAER SN OEREEF AL Ay E—UTHY, EFA—ILT—F

VA THRATDHARY MIETAHERPEENTVET, ZNHDA Xy MIE~ A F—0
HDAV Y —ETOERBE (FLIFTEKE) LARHY, —BUICEA—LVF—F U1 D
FrEoa R R—3r bERIFEECEELCWEYS, 79— HMI, EX— L7~ U =AT
ARENET, BETHTI— M Avb—TVofE, ERE, BLXOEET 22—V EIEFIC
PR LAV THRETEE T, 77— ME, GUID [V AT L8 H (System Administration) >
[77—F (Alerts) ]-— (F£721% CLI @ alertconfig 2~ > F) TEHLET,

77— FDEKXRE

AutoSupport

77— M, WOBEKREIZE> TEESINET,
s 7 UT 4 T ISR METT,
L A E =Y U PMBERREE T T —, T ISR VB AREME S B Y
7,

AFHW TR, ADIN—T ¢ UHERE TR SN D IEH,

F3 7R — N EA RO AT DEFEOEGEAREICT D720, VX?ATEEEéZHK@"\“C
DT T = Ay E—VE2VRAAEFETLEIIICEFA—NT = Y = A %F ﬁf%i'ﬁ”o z
DOIHEIE AutoSupport & FEEIL, VAR DBERO=—RX~DT 0T 7T 4 772X
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b ET, E72. AutoSupport (X AT AOK@IE, status I~ RO, B L O
ENTWD AsyncOS /N—V g VAT H LR — b &R E LET,

T 74N M TIEL, 77— ZA 73 System CTHKE L ~/L7) Information DT 7 — F &5
HEDIHEINTWNWAET 7— FEZEHIX, VAACE G INIEAvE—VDat—%&%(F
LET, WENZT 7 — M A v bE—U2EBEREE LRWEAIL, ZOREELT A B—7/LICTE
T, ZOMEEE A X—TNETXT 4 =T MIT DT, 77 FREMDORE (52—
V) BZRRLTLIEEN,

7 75— FDEME

B A—NT— b T2 A 0D [77— F2[EH (Alert Recipient) | CHREIN72T FL ATk
FEESND7T 77— M, FEORERITK L TER SN SMTP L— MIIEWET

TIT—= A vE—VIEETA AT = U oA NORMBEOEIICHEH S ND 720, H#EIC
AsyncOS DIEHERA — VEUE AT L&A LEEA, D VIZ, 7T7— b A vE&—13 AsyncOS
THEHKRRY AT LAENFAE L THEWET 2 L 9 IZiE S, Rl TEET 281 A —
VAT LATREINET,

7T —hk A—/L AT AlX, AsyncOS LRI—DOFEELALEFAL, ZDO7D, TI7— b
A v—UlE, RO X IO A —NVEME L I3E TR 28EEZ T 2 RN H Y £,
e T T—hF A=, EEDDNSMX La—RFRBLIOPALI— ROy I T v 7 %f
AL CESE S ET,
e 77— M AvE—IIDNS = R 2300y al, ZOF ¥ v =0T 30

HITEZV 7y vadnEd, T, DNSIEERHZH T 77— M S E
R

e 7T —hFAvtE—VEHTV—7 Fa—FBBELRWNTED, UANAELIZIANRLDAFX ¥
VRN TT, Ak —Y T4 B EFZa T Y T4V ORI L E TN E
A,

-77*%%/? /iﬁh%:~% WLWE=D, N ADOT e T 7 A IIVFEITEE
SehlE OHIRRIZIT R EEZ T EE A,

\)

(SI) (7‘]—703‘/ 3 . -TLS "j_/_\ko*‘ }‘ Z3§ alertconfig CLI =2~ ]‘%{%ﬁﬁ Lfﬁiﬁfhéﬂ\ FQDN *ﬁ%ﬁ

23 [SSL #% 5% (SSL Configuration) ] D% EX— Y THRGEDH) + b— _R—FEHEICLH D
[#:i#4 (CommonName) ]. [SAN : DNS4 (SAN:DNSName) |7 4 —/V K, F7iZZ DM
735 FQDN JEAN E D & fEd L £

\)

GE) (A7 3 -TLS AR — F 2 alertconfig CLI 2~ RaAfEH L TADME S, X509 FiFEDs

[SSL ##5i% (SSL Configuration) ] DFXEX— THRGEDH) « b— RFEHEDOEL TV
Y X LEMERLET,
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Date: 23 Mar 2005 21:10:19 +0000

To: joel@example.com
From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:

update via http://newproxy.example.com failed
Version: 4.5.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX
Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.

EEXOREN

TV TR, HETLHT I NOMEE T T — MNEBRZFMICHE X T, =
EZIE, T T — N EE N System (77— b OFEFE) (ZBIF D Critical (FEKE) OIEFHMAE
BaNTc L EDOHrBHMEZETHEIICHKET HZET, 77— MEHISFEDT 7— D
HuERETHLIICRETEET,

)

GE) v RART7T LDty M7 v 7B AutoSupport & A F— 7 /MZ LTEHEE, FRELLEEFA—LVT R

&
ATy T2
ATvT3

ATy T4

ATy TH

T R_RTOEREBLWN AT 7= 2ZELET (T7411) . ZOREITXNHD
THERETX E7,

FIE

[ AT LEH (System Administration) ]1>[7 7 — & (Alerts) ] Zi&#R L 7,
[Zf5#%IB/ (Add Recipient) 1% 27 U v 27 LET,

ZEHEOEBFA—NT FLAEZANLET, BHEOT FLAZH o~ TR > TANTHZ L

EE) vAa$R— by 7 =7 VI —ABLOEKRYFR— MBMOT 77—
ZAET DI, [V U —ABLOYAR— M@K (Release and Support Notifications) | %4 12 L
S

ZOZEENZET DT 7= DI AT LERELRIRLET,
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B 75— rsxmozx

ATvT6 EREzEEL. RFLET,

e =, 11—
75— FEREEDERTE
WOREIL, TXTOT 7 — MIEH S ET,
S

GE) B OMERT D72DICEFA— NI — MU = AT D7 77— FO¥EEFKT S T alertconfig
CLIa~y REFEHALET,

FIE

ATV T [7T7— (Alerts) | _— T [RELME (Edit Settings) &7 U v 27 LET,
AT9 T2 77— FOEEIM AT D Header From: 7 KL A% A9 570, [HEIAERK (Automatically
Generated) ] ( lalert@<hostname>] % HEhA L) ZEER L £ 7,
RT973 EELETY 77— b eBET 2 ETIHET 2BRERET 2581, Ty /Ry s 2Aedy
WCLET, Ffc O NWTIE, BEELEZT 7—hOERE (83 3—2) 2R TIZ30,
cH B LT T — M EETHETICAET 2R EOVIMEL T E L £,

CcHBLIZT T — FEMMET L E TR T DB ORKREZIEE L7,

AT w 74 [IronPort AutoSupport] 47"+ a > &4 \29 5 Z & T, AutoSupport & A F— 7 /NI TE £,
AutoSupport DFEAIIZ OV TIX, AutoSupport (49 =X—3) ZHM L T 72X,

* AutoSupport 731 F—7 /L DA Information L)L D System 77— b EZIETH L 9T
WESINTZT 77— ZAEFIT, 8 AutoSupport LAR— FREEFEEINET, Fov IRy
JAENT L TT 4 =T NI TEET,

AT9TE EREEZFEL. RFLET,

TI— FRETIE, 77— FOSKBREMELREZHIE L £, REITITRO X 5 72EH R
b ET,
* RFC 2822 Header From : 77— b & XMET 54 A X7 (T RV AZ AT D0, 774
V@ Talert@<hostname>] ZfEH LE7) . £7z. alertconfig ->from =~ RZEH L
T, ZOfZ CLI TRETDHI LB TEET,
cH B LT 7 — MERET D £ TS 2R EOIHME,
cH B L7277 — Mk ET D E TR T 2B O R KA,
* AutoSupport D AT —HZ A (A X—TNVEITT 4 E—T ) |
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« Information L'~V ® System 77— M &Z5T D L O ICREINICT 7 — MAFE~D,
AutoSupport DD AT —H A LiR— kN D.[E,

BELE75— LDEE

AMME#E@LKT7—F%%E¢6ET R+ 2B LZIEECE £, ZOE
EOWCHRELESGE, BE LT 7— OV~ =& ESnT, RbVICTXToEELE
77-%ﬂ)7»&4A_%mémi#(%ﬁﬁ IKEDEBETA—NVEZETHAREENRH Y
F9) . BELET 77— MHET 2 E TICRHET 208UE, 77— MEHET 572 ONTHIN
LET, BN 28803, AiEORHERBEO 2 (5OEEZ 2R L TT, 2F0. ZOfE%ES
ICERET D E, 77— MISE%, 158#%, 35k, 758%, 1558%., 315K LV T2
M CEE SN ET,

BASHIC, FERRBITIEFICRERBEICRY £3, [EETLIT7 57— Ave—V2KXET
BRI T DR OF%L (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 1 74—V FZfER LT, FERBOMEICHIRZZT D ZENTEET, L aid
WIIMEZ S FIICRRE L, K EZ 60 ICRET DL, 77— MISHE, 158#%, 35 */f(ﬁ\
60 ok, 120 L Vo oA TRHE SN E T,

=H7 75— FORT

BIA—NT— N2 AT OT 77— e RFT5DT, 77— A v E—VEHEKELIX
HIBR L7285 A I GUIB L ONCLID F CHRARTEET, 2N6DOT7 77— i, BFA—NLF—
Tz ADBE T — RTEERA,

BHOT7—hDY A NERRTDHITE, [TF7— b (Alerts) | X—VIZHDH[ YT TT—h
ZZF~ (View Top Alerts) | %27 Y v 73 %7, CLI T displayalerts 2~ > R&fH L E
T GUITY 7—h%&, Hff, L b, 772 TFAL, ZEHECL>THELET,

T 7 F I Fﬂi\ BIA—NT—b T zAZ [y TF7S5—k (TopAlerts) 17 1> K7IZ#k
RTDTEDITHRRSOEDOT 77— e fRFLETETA—NAT = N = A PMRETHT 77— K
@ﬁ%fﬁﬁﬁ“é L. CLI Talertconfig->setup 2~ > RAEMEHLET, ZOHEELENIZT S
WZIE7 7 — FOEE 0 ICAERE LET,

& BA

WOFRIZ, LT 77— DV ARNERLET, RIZIEX, 77— b4 (Cisco THEH IS
WiFtiR 1) . 77— FOEBEOT XA b, P, TEKRE (critical, information, F721%
warning) BLOA v =V DT HF R MIEENDL /T A—H ((FETLHE) BEEhTn
F9, 77— FOEBEOTHFANTIE, NTA—FEITESHEZONET, L& 2IX, ROT
T—hF AvE—UTEHAYE=VDTFA M I$ip] Db ENTWES, 77— KK
W2 T8ip) IZEBEOIP 7 FLAICEEHBZONET,

T UFANRAT T—h (54 =)

<
|

|
—
=

T UFTANAT T—h (54 2—)
e T4 L s NUESKE (DHAP) 77—k (55 X—2)

LR LEHE
|



B 777150 75—+

eN—FKy=7 77—k (56 X—)

« ANLREEET 7 — k(57 =)
ct—7VANTHRYZIUAKNTT—h
VAT LT T—F (59 —2)
T TT=2TT—h (12°=V)
T INTVLAYT T4NE T F— ]

I TARZY T TT—h (T4A=—)

TFUOFRINLTS5—F
WDFIE, AsyncOS TER SN EEFSERT UV FARLATI— DIV A ITT, 77— h

DA L ERERLH SN TOET,

RIRETDHABEELHETUFRINLTI—FDYRX

(73 ~—2)

(58 =—3)

2T LEE |

75— +4%& Ayt—T LA INTGA—=5
AS.SERVER.ALERT $engine anti-spam - $message $tb lengine] : 7V F ANRL T D
_ . N e
TUT 4 T)Ng TUF AN D UNIREEN
RELEGBICHEESNET, ‘message] : R 7 Avi—,
ftb) : AN FD L=y,
AS.TOOL.INFO_ALERT Update - $engine - $message lengine] : 7> F ANRL T IUD
5 . Al
T, 72 F AND TV AT EN A LTz
BEICEE SN ET, ‘message) : A vtE—%,
AS.TOOL.ALERT Update - Sengine - $message fengine] : 7> FANRLZ LT D
§ Al
JVT 4 TN, TUoFANRLZ UV OEFEIC
RSN Y—L0 1 SIcERDY, 7 v/ | Imessage] : A vE—,

F— M SR BBAICERE ShET,

FUFIALINR T T— b

WDFKIE, AsyncOS TERSIND S EFIERTVFUANATIT— DI ARTY, 7TT—
N O L ERENGEH SN TWET,

B o x7LoEE
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R2FEETDHAHEENHDITUVFIAILRATS— DY X

FoLo bygEmgs oHar) 75—+ ]

77— & Ayt— LEREA INTA—4
AV.SERVER.ALERT $engine antivirus - $message $tb fengine] : 7V FTANVA TPV
/AV.SERVER.CRITICAL DHEAT,

IVT A4 TNy TUFTAINA AT Y S

TP UACERIR NG LA | Tmessage) R A=

BEINET, (th) A2 D kLR 2,
AV.SERVER.ALERT.INFO $engine antivirus - $message $tb lengine) : 7o FUANA TV

| PEAT,

B, 70 F VA NVAAF Y m D

ICERA Ry MR LA E S | Imessage) : 1B AvE—U,

NWET b : A XV FDRL—ANRy T,
AV.SERVER.ALERT.WARN $engine antivirus - $message $tb fengine] : 7V FIANA LV

) DEAT,
ik TUFIANA AT LTV
WCRIEDN A LI A It G £ 7, Mmessage] : 2/ A vk—,
'tb) : A XU FDFL—RANY 7,

MAIL.ANTIVIRUS.ERROR MESSAGE | MID $mid antivirus $what error $tag (mid] : MID

JVF 4 H, AvE—YDAFy o | Twhat]  BEELETT—,

a:\\T\/zz/rf}/ixﬂH’\/ﬁiﬁh% ltag] : VANLAT T NI LAV

R LG RICEEINET, FESHTNEEL) |
MAIL.SCANNER. MID $mid is malformed and cannot be scanned | mid| : MID

by $engine.
PROTOCOL_MAX RETRY voome fengine] : fEHlSN TV D= T,

TIUT 4 TN, AYBE—UBNRIERZD,
AXxy TUVUEAE—VDOAF Y
ANTRMLUE Lz, BafTOR KB %
il L7272, AvkE—TFz Uiz
AX X INTICLEINET,

T4LY F)ESKE (DHAP) 75—+

PLF DKL, AsyncOS THEREIND S EFXERDHAP 77— DU A N TY, 77— hOih
Bl ERENRTEHINTWET,
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RIRET DAL HET ALY NESKETS—FDUR b+

DZSN & |

75— b

0

Ayt—T LB /

LDAP.DHAP_ ALERT

LDAP: Potential Directory Harvest Attack detected.
See the system mail logs for more information
about this attack.

B, T4 v NV ERBCREO TR & M
LIEGaIcEHEsnET,

N—FK9z7 75—+

LIFDFRIZ, AsyncOS THERIND S ESERN—RUV 27 77— DY A RTY, 77—
O & EAREN SN TVET,

RARETDHAEMNDIN—FIZ7T 75— FDUR

73— 4

Ayt—T LA

INS A—4

INTERFACE.ERRORS

Port $port: has detected $in_err input errors, $out_err
output errors, $col collisions please check your
media settings.

iE, AV H—Tx A AT —ERH LTS
BICERSNET,

lport] : A X —7=A
24,

lin_err] : HEDA v E—
CUBEDO AN =T —K,

lout_err] : FfedDA
T—VLBEOH =T —
.,

fcol] : BEDOA v E—
LIBE D37 > M ETZEEL

MAIL.MEASUREMENTS FILESYSTEM

The $file system partition is at $capacity% capacity

i F 2 R—F 19 U NT5% DA
RISV AICAEENET,

[file_system] : 7 7 A /Ly
AT DAL

lcapacity] : 77 A /LA
TLAOFERE (%) .

MAILMEASUREMENTS FILESYSTEM,

CRITICAL

The $file system partition is at $capacity% capacity

TVT 4Ty T4 AT IR—=F 43 90
% DFEHFRIZELEEGS (95%. 96 %, 97 %
) ITEESNET,

[file_system] : 77 A /L
AT KD

lcapacity] : 77 A /LA
T LD (%)

SYSTEM.RAID EVENT ALERT

A RAID-event has occurred: $error

B EOR 7 RAID-event 358 /E L7 1B A 105
Fan%7,

ferror] : RAID =5 —®
TH A B,

B o x7oEE
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2ism7s5—+ [

75— 4 Ayt—T LERHA NG A—4
SYSTEM.RAID EVENT ALERT INFO |A RAID-event has occurred: $error ferror] : RAID =5 —®
T XA b,

&, RAID-event NWHRA LG EITEEIN
7,

ANLIBEET 5 — k

LLFDFIL, AsyncOS CAEK SN D S EXERANRLEHT 77— DOV A NTT, TI7—+D
A E EREN R STV ET,

REFEETDHARENHDIR/NLIFETS—FOY R

77— k& Ayt—T LA NG A—4
ISQ.CANNOT _CONNECT OFF BOX |ISQ: Could not connect to off-box quarantine at $host:$port | Thost] : A 7R 7 &
. N | fREED T FLR,
i, AsyncOSH (A 7R 7 RA) IPT KL AZHEE "
TERVEAICEFE SN ET, lport) : A7H>y 7R
PR CBded DR — b,
ISQ.CRITICAL ISQ: $msg lmsgl : FREND
_ - - Ay—v
VT 4T, ANLREEHCE R T =28 L
BEICEE I E T,
ISQ.DB_APPROACHING FULL ISQ: Database over $threshold% full lthreshold] : 77— b
I . | ZBT OO LE
%%oZNA%%?*ﬁﬁ&ﬁWVWWCﬁ%%QKﬁ‘w%D¢ e
FEENET,
ISQ.DB_FULL ISQ: database is full
T VT 4 T, ANKREET — X _X— AR T LI o
e EICEE SN ET,
ISQ.MSG_DEL FAILED ISQ: Failed to delete MID $mid for $rcpt: $reason mid] : MID
i 2 S AIEHED S OTEF A — L OBIBRICRIL L7z | Trept) @ SR 20T
BalcHEEnE S, Fall]
lreason] : A vt&—¥
DHIER S e B
ISQ.MSG_NOTIFICATION_FAILED |ISQ: Failed to send notification message: $reason lreason| : JBEINIEE
N | SNRWELH
i, WA Y- VOREITRB LG EICRE S

NET,
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77—t Ayt—T LA INT A=A
ISQMSG_QUAR_FAILED Bk, A vtV ORREC R LB O Sk
R
ISQ.MSG_RLS FAILED ISQ: Failed to release MID $mid to $rcpt: $reason mid] : MID
ik, Xyt —VOBMICER L-SAIcEEsnE | Tropt)  ZIEH R
+ lall)
reason| : A v&—
DMRFL S A7 W
ISQMSG RLS FAILED UNK RCPTS |ISQ: Failed to release MID $mid: $reason [mid] : MID
ik, ZEHEBREOTD, A vt— OBkl | lreason) @ X vE—Y
LG BICEESNET, MFER S Mg B
ISQ.NO_EU PROPS ISQ: Could not retrieve $user’s properties. Setting defaults | lyser] : =) R=—#
. - %
. AsyncOS 73—V DIFHZ FfF TE RWGEIC
EEENET,
ISQ.NO_OFF BOX HOST SET ISQ: Setting up off-box ISQ without setting host
5, AsyncOS 2MMTIRHEAZ ST 5 Lo ITRIES T
TWDHEDOD, IHRIRBENER STV WA I
(Y3

t—JURKNTBEYIURKNTZ—F

WD, AsyncOS THER SN S EFSERE—T7 VAN TRy I VAN T I7—FrDY R L
T9, 77— hOFPALERENTH N TNET,

K6 FEETHEAREMNAHDIE—TYRNTAVIYRFTS—FDYR

DHFREINT-T 4 A7 @A BERLE L,

To— k4 Ayt— LEREA NG A—4H
SLBL.DB.RECOVERY_ FAILED | SLBL: Failed to recover End-User Safelist/Blocklist database: lerror] : =7 —®OFEK
*$error’.
IVT 4N, B—TVANTRYZYANT—HFX—2
DFIHIZRR L £ LT,
SLBL.DB.SPACE_LIMIT SLBL: End-User Safelist/Blocklist database exceeded allowed disk | Tcurrent] : 5 —& ~_—
space: $current of $limit. Z A & (MB)
JVT 4N, B=7VANTRYZ YRAKNT == [limit] : 8&E 7=l

FRAE A& (MB)

B o x7oEE
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I
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WDFIE, AsyncOS THERSIND S FIERVAT AT I— DY A NTT, 77— hOii
e ERENEHINTWET,

R7:FEETDHAREENHSIVATLTI—FDUR T

AVR—RU MNTI— M | A yt— D L5 ,

o
N
»
|
hy

AMP.ENGINE.ALERT Advanced Malware Protection O [fHIZ B 55
77— hOMERZEESZRBLTIEIN

AMP.ENGINE.ALERT.WARN TI—=bTXADN: T2 AN T N—T2 | /NT A—4% . KGO H
% Cisco Threat Grid Y — X — 2B TE 4
AT L7, Cisco TAC |2 LT, YR—k
T TEE N,

77— kLl A (WARNING)

P B AN =T AN, Av— |
THOY NIDEFER LT 7534 T AT

JL—74 ® Cisco Thread Grid - —/3—~D %
IR T DL, TI9— "R BEEINET,

AsyncOS API 77— | [ AsyncOS API for Cisco Secure Email Gateway | -
- Getting Started Guide] @ TAlerts| 27 /=
VEZRLTITEIN,

b Vo A=Ky T ATOA vy —TDEH

COMMON.APP_FAILURE An application fault occurred: $error lerror] : =J5—OT7 %A GEFIE
FL—2Ry )

IS R T 7Y =g VREENEAEL
AT EENET,

COMMONENGINE AUTO UPDATE | <Slevel>: <$class> '$engine' : —E R =P DAR,

ENABLED BTk D 3 T,
W AR E RO U <Sengines | AP ERDTT

IR LTHEIC > TWnET, TN TIox * Sophos
VOYORBT Y UEREZ TS Z LI« McAfee
%m0 ET,

« LA A=)V

LR LEHE
|
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COMMONENGINE_AUTO UPDATE
DISABLED

<$level>: <$class>

'$engine' : —E R =T U DAHL,

ALERT

Wi : BRIHED Ty Vo <Sengines | 1 £ BT

i LTS Ao TUVE T, HEEo= | Sophos

L DT E—SVREA— U THHEHEED |« MoAfee

ICLARVIEY, Zox=r Py oHBER %% ‘

FED 2 L IEb D £ A, s TVA A
COMMON.KEY EXPIRED _ Your "$feature" key has expired. Please contact lfeature] : AZRWEHE T ARERED
ALERT your authorized Cisco sales representative. £ 811,

BE, T4 A X—OFEHHIRP NI

GAllikfEsnET,
COMMON.KEY_ EXPIRING _ Your "$feature” key will expire in under $days lfeature] : AZRVERE T ARERED
ALERT day(s). Please contact your authorized Cisco sales | 4 af;

representative.

ldays| : AZhIR2NINLD £ TOH

il TR F—OHBHIRNYIND | %,

GallikfEasnEd,
COMMONKEY FINAL EXPIRING | This is a final notice. Your "$feature" key will [feature] : HRWEIE T ARERED
ALERT expire in under $days day(s). Please contact your AR

authorized Cisco sales representative.

ldays] : ARG D ETOH

ik, T4V A XF—ORIWIRBEIND | %%,

L OmpO@mmMmE L TEESNET,
KEYS.GRACE_EXPIRING _ COBBAA—NTF = T A DOFTRTOE | ldays] : 77— FEERETOMYT

X274 =R T4 ANRHIRIIN
1272V ¥ L7, Theemail gateway will continue
to deliver mail without security services for $days
days.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

TIVT 4T, HEEFA—NT— T =A
DT A AFFHHARIZOWT, TR O
BHARH p s B EMIRIC R E S E T,

WMok 34k,

W WIR OZERZ W T, AR
A== T A DT L ADH
AR (16 2—) BB LT
YA

B o x7LoEE
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KEYS.GRACE FINAL EXPIRING
ALERT

This is the final notice. All security services
licenses for this email gateway have expired. The
email gateway will continue to deliver mail without
security services for 1 day.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

VT 4 TN, EFA—NT— T =A
A AOHEZHBIRD 1 HENZERE S E
R

BT O OWNTIT., (RAEE
A=V =T DTA B ADA
AR (16 X—3) &ML TL 72
éb\o

KEYS.GRACE EXPIRED ALERT

Your grace period has expired. All security sevice
have expired, and your email gateway is
non-functional. The email gateway will no longer
deliver mail until a new license is applied.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

VT 4 TN, EEFA—NT = T =A
OREFHMZWE S5 L RESNET,

MR OZERIZ SOV T, KAEE
A=V =T A DTA B ADA
AR (16 X—3) 2L TL T
AR

DNS.BOOTSTRAP_FAILED

Failed to bootstrap the DNS resolver. Unable to
contact root servers.

etk @A — /LA — N1 = A 73— | DNS

P—RIZNEDED Z ERTERVEAIS
EEINET,

COMMON.INVALID FILTER

Invalid $class: $error

BRI NI T 4V E PFET D EAIEE
SNET,

lclass] [Filter] .
2 EDWTID,

lerror] : 7 4 V2 DNEZh 2 FEH 2R
T 2B MOE#H,

['SimpleFilter ]
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IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKD.HOST REMOVED
FROM_BLOCKED LIST

The host at $ip has been added to the blocked list
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh allowed list.

The host at $ip has been removed from the blocked

SSHEZNM L TEFA—NT—F T oA ~O:
Ba B TWDN, A7 VT vy vk
FRLARWIP 7 RL A, 24BN 11 (|
PLESATICRI L7256, SSHO 7 ry 7 Y
A MZBMEnET,

ML IP 7 RLANPD2—PFREFRFICH 7 A
YEBRE. FDOIPT RURITHA Y A MZ
BMEiET,

FFaY AN EOT FLRIL, bR 7Ty
JUANMIBEENTHNTHT 7 BARFFAIS
NnETJ,

T MVIEMTIBRICT ey 7 YU R EBH
BRYICHIFRS N ET,

lip] w7 A &3ITLIZIPT FL

Xo

LDAP.GROUP QUERY FAILED
ALERT

LDAP: Failed group query $name, comparison in
filter will evaluate as false

7 VT 45V, LDAPZ)V—7 7 =) —|Z%
LG EICEEENET,

lname] : 7 == U —OD4HT,

LDAPHARD ERROR

LDAP: work queue processing error in $name
reason $why

7 UF 45y LDAPZ =) —% (§_TD
P— NTEAITLT2%) ERICKRLTELEIC
EEINET,

: 7 =Y —D4Hi,
T —NFRAE LB,

lname

fwhy |

LOG.ERROR.*

IVT 4N, SEIEREXF LT TT—,

MAIL.FILTER.RULE MATCH
ALERT

MID $mid matched the $rule name rule. \n
Details: $details

¥, Header Repeats /L — /L7 true & FEAfl <
NLHRTHEESNET,

Fmid|
o

D A=Y O—EOMAE

lrule_name] : —# L7zl —L D4

ﬁILJ‘O
[details] : A v ®—YF 1T —L
B89 2 FEME R,

B o x7LoEE
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MAIL.PERRCPT.LDAP GROUP
QUERY_ FAILED

LDAP group query failure during per-recipient
scanning, possible LDAP misconfiguration or
unreachable server.

VT 4N, BZEEDAX v VR
LDAP 7/ /v—7" 7 = ) —(ZRW LT 5E 125
FEnEd,

MAIL.QUEUE.ERROR.*

JUF AN, A= Fa—DXFIER

IN— R T —,

MAIL.OMH.DELIVERY RETRY

Subject - 'Alert: Message Delivery failed for
$hostname. DANE verification failed for one or
more Domain(s).'

A & — - The message delivery failed due to
DANE verification failure for all mail exchange

(MX) hosts in $hostname. & 1- A —/L'7"— Fh 7 =
AIA v =V ORMEZFERITT 200,
AvE—VENTUALET,

"host' - DANE BRFEDN KL L7=R A K,

MAIL.RES_CON_START _
ALERT. MEMORY

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
RAM utilization for this system has exceeded the
resource conservation threshold of

$memory threshold start%. The allowed receiving
rate for this system will be gradually decreased as
RAM utilization approaches

$memory threshold halt%.

VT 4 H, AEVEHENSZT LY
Y —2HifI L EWMEE I LIS E Ik E S
ﬂi‘g—o

. ﬂ<7\ I\O)Zlﬁﬁo

Imemory_threshold_start] : A€V
DE—y MR o/ —t 2 L
EUME,

lmemory_threshold_halt] : A< U»
TIVDIZDIZ Y AT AHBMEIET 58—
Ty b LEVWE,

lhostname |

MAIL.RES_CON_START _
ALERT. QUEUE_SLOW

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
The queue is overloaded and is unable to maintain
the current throughput.

JUT 4 H, A—)L Fa—NwARTE R
D, VAT LYY —RERKNA R —TNIZ
o =HAICERESNE T,

Thostname| : 7 Z kD4R,

227058 |}



B ox7275—+

DZSN & |

ALERT. QUEUE

‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Queue utilization for this system has exceeded the
resource conservation threshold of
$queue_threshold_start%. The allowed receiving
rate for this system will be gradually decreased as
queue utilization approaches

$queue_threshold halt%.

TVT ANy Fa—FEHRR AT LY
Y — AR L E WVEZ IR L7255 224G &
nEJ,

AVKR—FRUNT7I— 4 Ayt— LA INTA—4
MAIL.RES CON_START This system (hostname: $hostname) has entereda| Thostname| : & kD4 i,

lqueue_threshold_start] : ¥ =—®
2—ty BT o/~ FLE
UM,

lqueue_threshold_halt] : & =—7237
DO AT APMEIET D/ 3—E
v L EWE,

MAIL.RES_CON_START _
ALERT. WORKQ

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Listeners have been suspended because the current
work queue size has exceeded the threshold of
$suspend threshold. Listeners will be resumed
once the work queue size has dropped to
$resume_threshold. These thresholds may be
altered via use of the ‘tarpit’ command on the
system CLI.

e V—7 Xa—DV A XANPKRETED
72, U AT =N R IR SN AICEE
SNET,

;AR A NDL4TH,

lsuspend_threshold] : U A F—73—
FE SNV —7 Fa2—D TR A
X

lhostname |

lresume_threshold| : U A —73F
BanbdU—7 %o2—0 LRI A X,

‘resource conservation’ mode as resource
utilization has dropped below the conservation
threshold.

i, BT A—NT—bTxAD [V Y—2
fif) T— FREEBRESNIZGEICEE SN E
j—o

MAIL.RES CON_START _ This system (hostname: $hostname) has entereda| Thostname| : &2Z F D4,
ALERT ‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
IVT 4N, BEANT—FT AN
M) Y — i) ET— FICR-> TG E Ik E
SHhET,
MAIL.RES CON _STOP_ALERT |This system (hostname: $hostname) has exited lhostname| : A h D4R,

B o x7oEE
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MAIL.URL_REP_ FROURL A7 Y £y hOEFEZSZRL | —
CLIENT.CATEGORY CHANGE | C<72&y,
MAIL.BEAKER_ URL 74 NVE VT DRT TN a—T 4
CONNECTOR CERTIFICATE INVALID |~ 7 ZZ L T< 7231y,
MAILBEAKER CONNECTORERROR
FETCHING_CERTIFICATE
MAIL.WORK_QUEUE PAUSED _ | work queue paused, $num msgs, $reason Tnum| : V—72 fo—IFET S
NATURAL A v—I%,
JIVT 4N, T—7 Fa—RNHIhiz
LAICERE SN ET, lreason) : 7—7 ¥ a—Hlrsh
7o B,
MAILWORK QUEUE UNPAUSED | work queue resumed, $num msgs lnum| : V—7 X a2—|2fF7ET 5%
NATURAL A vt—T%,

2UT 4 Hv, U—7 Fa—0NHEAINTE
LA EFEEINET,

NTP.NOT ROOT

Not running as root, unable to adjust system time

He

A root & L CNTP BNEITEHN TV W
T2 DIZET A — N7 — b7 = A DR % %
TERWEAICEE SN ET,

QUARANTINE.ADD DB_ERROR | Unable to quarantine MID $mid - quarantine mid] : MID
system unavailable
TIVT 4T, Ave—TRREEESY Tk
LTENTERVEGRICEESNET,
QUARANTINE.DB_UPDATE | Unable to update quarantine database (current lversion| : fHIN7-AF—~ "—
FAILED version: $version; target $target version) EN
T UT 4 T, RBET— % X—A03 7T v | Ttarget_version] : XD AF—~<
T— R TERWVWEBICHESNET, N—=Va
QUARANTINE.DISK_SPACE | The quarantine system is unavailable due to a lack | [fj le_ system| : 77 ANV AT LD
LOW of space on the $file system partition. £ 81
20T 4 T, BRBEROT ¢ 2 2 fildRs 7 v
oG A ICHESNET,
QUARANTINE.THRESHOLD | Quarantine "$quarantine" is $full% full lquarantine] : [@EHfED 4 A,
ALERT

g Rt U 7 OB RN 5%, 50
%. ERILXTS% ICELELEAICEESNE
7,

Mfull) : FREEE= U 7 O B HE,
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QUARANTINE.THRESHOLD | Quarantine "$quarantine" is $full% full lquarantine] : FREfED4 A,
ALERT.SERIOUS o e
VT 4 v, WEHET ) T OREM R | Tfull) c FREET U T O R,
95 % T L2 B eIk E S E T,
REPORTD.DATABASE _OPEN_ | The reporting system has encountered a critical ferr msg) : BAELI-ZT— A v
FAILED_ ALERT error while opening the database. In order to e

prevent disruption of other services, reporting has
been disabled on this machine. Please contact
customer support to have reporting enabled. The
error message is: $err_msg

IVT 4N, VIR— | DN T—H
R—ZZBTRVEAICEEENET,

REPORTD.AGGREGATION
DISABLED ALERT

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc.). Once disk usage
drops below $threshold percent, full processing of
reporting data will be restarted automatically.

[ e =y

i, VAT ADT 4 AV HEBEBARRELTH
LHAICEEINET, v = FUIZH
T5T 4 A7 EREN e JERARO LEWE
T 5 L reportd | TENET 4 E—T L
WL, 77— F2EELET,

threshold] : L &\ VA

REPORTING.CLIENT.UPDATE
FAILED ALERT

Reporting Client: The reporting system has not
responded for an extended period of time
($duration).

L, LR N 2 DU P LR— kT4

BRI TE R oI HBITRESNET,

[duration] : 7 7472 FBRLR—
kT =T ~DOWEDLEEFITT S
Reffl, Z OfEIX. A FA I DT
KOXLFHITF ( [Th3m27s) ) .

REPORTING.CLIENT.JOURNAL.
FULL

Reporting Client: The reporting system is unable
to maintain the rate of data being generated. Any
new data generated will be lost.

IJUF 4 H, LER— PN —
HaRAF CERWLGAICEREINET,

B o x7oEE
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REPORTING.CLIENT.JOURNAL.
FREE

Reporting Client: The reporting system is now able
to handle new data.

Eil, LAR—k T UNHOHH T — 4
ED

PERIODIC REPORTS.REPORT
TASK.BUILD FAILURE

A failure occurred while building periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

JUF 4 H, LIR—bh PN LIR—
FEER T E WG RICEE S NE T,

lreport_title]

P UR—RDZA bV

PERIODIC REPORTS.REPORT
TASK.EMAIL FAILURE

A failure occurred while emailing periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

7 UT 4 S, LViR— hEETFA—ILTERE
TERDPLTEHBITEEFEINET,

lreport_title]

P VIR— DA B

PERIODIC REPORTS.REPORT
TASK.ARCHIVE FAILURE

A failure occurred while archiving periodic report
"$report_title’. This subscription has been removed
from the scheduler.

VT AN, VIR— b ET —IA T TER
Mol GEICEE SN ET,

lreport_title]

P VIR— DA B

FAILED ALERT

$ip with reason: $why

ik A
= Ho

LY ARG

SMTP FBREHLIE Y — "D EEARRE TH
SNET,

SENDERBASE.ERROR Error processing response to query $query: fquery] : 7= VU—9%7 FL X,
response was $response B )
lresponse) : 525 L72IGE Draw 7 —
&%, SenderBase 7O DI Z MBIz | X,
T—RELILGEICKRESNET,
SMTPAUTH.FWD_SERVER SMTP Auth: could not reach forwarding server lip; : VE—hF H—10DIP,

f'why |

C T =N LTCHH,

SMTPAUTH.LDAP_QUERY _
FAILED

SMTP Auth: LDAP query failed, see LDAP debug
logs for details.

i LDAP 7 = V) — 0N RER L2 3AIT IR E

SNET,

227058 |}
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AVR—RU M7 S5— 45 Ayt—T LB INT A—45
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : A& L7-xT5—,
FAILURE. server gracefully: ${error} $what:=reboot
REBOOT ek, RO AT ARy hF T

L CWHBRICHED A LT GBIk E s

7.
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : A L7-x=5—,
FAILURE. server gracefully: ${error} $what:=shut down
SHUTDOWN i, VAT LE VY MU UL TOVDER

IR LIS a Ik E s E 7,
SYSTEMILOGIN FAIDURES [OCK ALERT | User "$user"” is locked after $numlogins user' 1 L —H DL R

consecutive login failures. Last login attempt was
from $rhost

THH R LT 7 A U RIT AR RS 72 -
2dila— Thu s BAr vy s Ehb
EEEINET,

'numlogins' : #REHADT 7 — L&
VM E

"thost' : U E— R RA FDOT KL A

SYSTEMRCPTVALIDATION.UPDATE | Error updating recipient validation data: $why why] : =F— A vtE—U,
FAILED

7 UT 4 e ZAZEREEDT v 77— b

KL TZG BT E SN E T,
SYSTEM.SERVICE_TUNNEL. | Tech support: Service tunnel has been disabled
DISABLED

B, v A3 $R— b = 2ARIER S

Iz b U R OGEITEE S NET,
SYSTEM.SERVICE TUNNEL. Tech support: Service tunnel has been enabled, lport] : ¥—E R P RMIHERE
ENABLED port $port nNaFE— k.

T, A= FR— b b= ZPIHER S
NIz B RVBFENDOGEITEESNET,

B o x7oEE
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IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKDHOST REMOVED FROM
BLOCKED LIST

The host at $ip has been added to the blocked list
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh allowed list.

The host at $ip has been removed from the blocked
list.

I

He
Ho

SSHZNM L TEFA—NT—FT oA ~O:
BB TWDN, A7 VT vy vk
FRLARWIP 7 RL A, 24BN 11 (8]
PLESATICRI L7256, SSHO 7 ry 7 Y
A MZBMEnET,

ML IP 7 RLAND2—YFREFRFICH 7 A
VB E. FOIPT RURITHA Y A MZ
BmEiET,

FFaY AN EOT FLRIL, bR Ty
JUYARMIEENTWTHET 7 BARFFAS
NnETJ,

T MVIFMTIBRICT ey 7Y R EBH
BRYICHIFRS N ET,

lip] w7 A &3ITLIZIPT FL

Xo

WATCHDOG_RESTART ALERT
MSG

<$level>: <$class>, <$hostname>: $subject $text

v ==y
= Ho

B A—NT— b U AL, RO TD
NNAGM BT AT H T Ry 7 —
ERAEFHLET,

o ARDLRER

o UAIVAXKE

« T UF w7 = TR

« T LA A—)L
LoD onThaREIE O
Tk F Ry 7B RTRE LR WEA

TxvF Ry - R IV FHE
L, BHECT 77— b EEELET,

[ 4] (subject) ]: =P iZ@E
BEOUAvTF Ry 7 77— 04
[ 7% AR (text) ]: =P UIC
EHEDOU A F Ry 7 77— DT %
2k
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MAIL.IMH.GEODB UPDATE
COUNTRIES'

o

ML (METEHROFH (Geolocation
Update) ]: #H— hRHEDED Y 2 k3%
FINTWET,

BINE7=E : <Sadded>
HIBR X v7-[F : <S$deleted>

UGN CTHAT K EE 7 Vv—7, A vE—
CIUNE . BIRa T T4 VED
REEMRLET,

‘added” : IROEMBEMSLET,
<iso_codel>:<country nam
el><iso_code2>:<country name2>,

“deleted” : IRDENHIFRS N E T,
<iso_codel>:<country nam
el>:<iso_code2>:<country name2>,

MAILUPDATED SHORT URL DOVAN 1T

158 (Info) . FHEURL FAA DU A R
FHEInTnES,

B /z KA A 2 <$added domains>
HIBR S 4172 K A A > : <$deleted_domains>

’added_domains’ : YRD K A A > 380
S ET, <domains_1>, <domain_2>
"deleted_domains’ : IRD K A A A3H|
FrE4vE T, <domain_ 3>, <domain_4>

MAILDOMAINS NOT REACHABLE

Ak A

ek IR R A A 38R S7- URL 3
A= DEFA—NT— b T2 TIIT 7k
ATEFEFHA, <$domains>

BT A—NT = T2 ADNZNEDRAAL
WHEGTE D LT 20, 7747
Y — LD — VAR L E T,

<$domains> : KA A L Dh v ~XEIY
UA B,

MAILUPGRADE CONHG CHANGEALERT

5% (Info) . 7 v 77 L — |z —FF
BN AT ML o TER SN HEITHE
EEYERR

text' : ATV FwILTFAFy
VBRI LA AN T e —NLERE
DT 77— RPIZETINEL
oo AT IV hILTF ATy
BLOT VA A—ABRED T 0 —r3)1
BREEMR LT TEEN,

CERTIFICATE.CERT EXPIRING
_ALERT

AEBE TScertificate| 1& $days H #4212 HFR )
U £7,

T T—  L~L o EEE (WARNING)

[certificate] : HIFR N IT-OUV TV B FERA
EDL R,

ldays]
8

c ARBIRS NS £ TOR

CERTIFICATE.CERT CRITICAL
EXPIRING ALERT

AEAAE TScertificate] | $days eI ICHARR
Iz v £,

77—k~ 7 VT 4 /b (CRITICAL)
707 ¢ v GEREOEIMRIX, 5 H
AT,

[certificate] : HIFRNIT-SVNTU B EERA
EDA4H,

ldays] : HEc&s%vgHE (HH :
MM :SS) ., 7=&ziE. 4 H 10:12:20
B (4 days 10:12:20 hour(s)) T,

B o x7LoEE




| vz27LE8

v257875—+ |

AViR—RU MNT7S5— R4

Ayt—T LA

INTA—4H

CERTIFICATECERT EXPIRED ALER

SEHAE [$certificate] DA ZHAR NG TV
iﬁ—o

77— R~ 7 YT 171/ (CRITICAL)

lcertificate] : HAMRA UL TV 3EAE

D4Rl

MAIL.APPNO_ACCESS_KEY

77— 7% A I : [Cisco Advanced Phishing
Protection 7 7 7 KH— 2 DH IR D 3R —
VIR LU E L7z, API AccessUID &
AP1 7 7 & AREHEZ B L T TE S0,
(Failed to poll for the Cisco Advanced Phishing
Protection Cloud Service expiry date, add API
AccessUID and API Access secret key.) |

SHEH  APLT 7 B A — L RAEEN AT S
ot 7-% . APP DEZHIRIZ DWW T D 7
T UIZRIRLT, 79— FFBREEINEL
77

ML

MAIL.APPINVALID KEY

77— hT7F AN APLT 7 & A ¥ — DL
72728, Cisco Advanced Phishing Protection 2/
70 R —EZDOFDARIZONTOR—Y
VTR L £ L7z, (Failed to poll for the
Cisco Advanced Phishing Protection Cloud Service
expiry date because the API Access Key is

invalid.) API7 7 & A UID & fl k% Fak &
THMENHY EF,  (Youneed to
re-configure the API Access UID and secret key.)

B APLT 7 B AF®— BN AT SN
o iotzd, APP OFEFHRIZ SOV T D7
T UIZRIRLT, 79— MBREESINLEL
77

ML

MAIL.APP.EXPIRED

77— ~7 %X I : Cisco Advanced Phishing
Protection 7 7 7 K — " A DHZHEAR A3 )
. T2 > TWET,  (The Cisco
Advanced Phishing Protection Cloud Service has
expired and is disabled.) A a7 H 7 b=
A=V ICEE LT, =X EZ TR LW
HME L TL &V, (Contact your Cisco
Account Manager to renew the service and enable
it.)

#LAA : Cisco Advanced Phishing Protection 77
7 R Y — 2O NIRRT THEL)IT 2 -
TWET, APPT7 A L A& HH LT, APP
P —EREANCT H2HENHY ET,

e L
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MAIL.APP.EXPIRY REMINDER

77— F7 %A I : Cisco Advanced Phishing
Protection 7 7 7 F¥—E AL
$eaas_expiry_date [ZHIFRGINIC/2 0 £,

(Cisco Advanced Phishing Protection Cloud
Service expires on $eaas_expiry date.) A =
TAY Y MR =V ITE#KE LT, A
ZHEHF LT ZEV,  (Youneed to contact
your Cisco Account Manager to renew the
service.)

i AEHIRD 3 HEimne 75— M2 EH
EESnET,

/T A—4% : eaas_expiry_date
eaas_expiry date (Cisco Advanced
Phishing Protection 7 7 7 K —E 2D
A RNHIR)

MAIL.APP.SERVICE
UNAVAILABLE

77— 7 %A b : Cisco Advanced Phishing
Protection 7 7 7 R#—EZDHF, (Cisco
Advanced Phishing Protection Cloud Service
update.) 7 7 U R¥—bE R L D@ ZENLT
EFEH A, (Unable to establish communication
with the cloud service.)

FLEA ¢ 10 [EhERE LT A —/ L% APP (ZHRIE T
XMool APPY 77 R —bE 227
AT EHA,

e L

MAIL.APP.SERVICE
AVAILABLE

77— F7 %A b : Cisco Advanced Phishing
Protection 7 7 7 R#—EZDHH, (Cisco
Advanced Phishing Protection Cloud Service
update.) 7 7 R¥—E R L OIE(E ML S
ALE L7z, (Communication with the cloud
service has been established.)

FEA  APP 7 T U RY—E X IFIHHET
—é_ﬂo

ALY

TYITT—2 75—

WDFIZ, AsyncOS THEREND AR S DS ESERT v I T —X T7— DI A %
SLET,

B o x7oEE
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REFRETDAEMSHETYIT—E2T5— DR

7orILas 7408 75—+

75— b

Ayt—T LB

INDA—4

UPDATER.APP.UPDATE
ABANDONED

$app abandoning updates until a new version
is published. The $app application tried and
failed $attempts times to successfully complete
an update. This may be due to a network
configuration issue or temporary outage

T TV =g U4,
D PRAT L2 EE,

lapp]
lattempts

e Y h— g NI v ST — e

Pk L CWET,

UPDATER.UPDATERD.
ANIFEST FAILED ALERT

The updater has been unable to communicate
with the update server for at least $threshold.

lthreshold]
DILFH,

 NEIDSHEAEI D L& VME

b RO =T = A S ORUSIZIEKL

LE L7,

UPDATER.UPDATERD.
RELEASE NOTIFICATION

$mail_text

mail_text] : @+ 27 F R b,

I

He
Ho

VY — 2D mMmTT,

Inotification_subject
]\ o

DT AT XA

UPDATER.UPDATERD.
UPDATE FAILED

Unknown error occured: $traceback

ltraceback] : P L —ANv 7,

IUT 4 HI, T T — hOFETITIAL
LE L,

TIObTLAY 4L T5—Fh

WDFIL, AsyncOS THEMEIND SEFIERT U NI LAY T4 NVE T T7— DY A KNTT,
77— FOBHEERENTHSNATHNET, TU NI A7 70020, REE (BERBICX
T RNT LA V) HEHENAV AT AT 7= THUOBRENIBEENHDLZ LICEEL
TLIEEW,

R FETDHAREENHLITIV N ILAY T4ULE TFT53—FDUYRX b

75— h4A

Ayt—T LA

INSA—4

VOF.GTL THRESHOLD ALERT

Outbreak Filters Rule Update Alert:$text All rules last updated

at: $time on $date.

ltext] : 77— hF 7
F— DT FA R,

B, 7RI A7 74N EZDOLXWMEREE SN

GEllkESNET,

ltime] : HJKT v 75—

k DL,

ldate
k@ HfF,

LT Y T T —
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77— k4% Ayt—T LA INT A—45

AS.UPDATE FAILURE $engine update unsuccessful. This may be due to transient lengine] : 777 —Fh
network or DNS issues, HTTP proxy configuration causing IR LT U,
update transmission errors or unavailability of
downloads.ironport.com. The specific error on the email gateway | error] : FEAL7c=
for this failure is: $error F—,
ik T UFANRA TV EILCASEL—IL DT
TT— MR LGB ICEE SN ET,

DIRZIVVT TZ53—h

WDFIE, AsyncOS TERSNDESESERITAX YV T TIT— DIV ARNTT, 77—
FOF E ERENEH S TNET,

RI0:FET HAREMLAHEISREYV T T5—FDYR b

To— k4 Ayt— LEREA INTA—7H
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | Tname] : =3 > DHR A FAB LY
AUTH_ERROR $ip - Serror - $whyS$error:=Machine does not

appear to be in the cluster

U7 S (F230nng

lip] : UE—HF A FDIP,
T VT 4T, PRRET T —DRE LG E .
e . r T —|Z T
WCIKEENET, vV U BRI TREDA Y Zv]\ihyj =7 BT SRR T X
INTRWGEITEE D A[EEMERH Y 77, °
CLUSTER.CC_ERROR.DROPPED | Error connecting to cluster machine $name atIP | Tname] : <=3 > DH R FAB IO

$ip - Serror - $whyS$error:=Existing connection
dropped

U7 NFES (Fzidndhg) .

lip] : UE— K KA FDIP,
B, 7T AL OERN K ey 7SRz )
g r : 7 —\Z B3 Vida
WA SEE S E Xv;/hyj T 7T SRR T ¥
CLUSTER.CC_ERROR.FAILED Error connecting to cluster machine $name atIP | Thame| : <3 > DFR R MBI

$ip - Serror - $why$error:=Connection failure

VT NELS (li3nwnn .

i, 7T AL SOERICRILIZSEC | Tip) @ YE— R FA RO IP,
= _ s g o
EEINET, fwhyl =5 —\CBT 230727 %
D2 N
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | Tpname] : <=3 > DF A MBI

FORWARD FAILED

$ip - $error - $why$error:=Message forward
failed, no upstream connection

IVT 4 vy BAA—NT =T = AN
D ITAZDY Y ANT —H ML TE R
Mol BHRICEREEINET,

U7 NS (Ezidndan .

lip] : UE— K FRX FDIP,
fwhy| : =7 —CB8T 25EM172 T %
2 k.

B o x7oEE
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CLUSTER.CC_ERROR.NOROUTE

Error connecting to cluster machine $name at IP
$ip - Serror - $why$error:=No route found

lname] : <=3V DOFRA MBIy
U7 NEE (2030 .

IVT 4 TN, BT FZALZORO~ | Tip) @ UE—FBRARDIP,

Tl L— B/TE7 AT = g g =

TN PERBTCR A EEC | fwhy) x5 ol BT %

RIESNET, “h
CLUSTER.CC_ERROR.SSH_KEY | Error connecting to cluster machine $name atIP | Thame| : <3 > DR A NEB LNV

$ip - Serror - $whyS$error:=Invalid host key

U7 NES (Ei3ndhnns .

7 YT A J, MR SSHAA b =2 | Tipl : VE—F KA LOIP,
- RO E o - vy —
HoTGEISEREINET fwhy) : =5 —\CBIT HaEM7 T %
Z ]\ o
CLUSTER.CC_ERROR.TIMEOUT | Error connecting to cluster machine $name atIP | Tname] : <3 > DR A F4AB IOV

$ip - Serror - $whyS$error:=Operation timed out

U7 vEE (E30vng) .

b WRE SN EERN 2 A 2T R L] Tipl : VE—KERADIP,
PEITERE _ vy —
IR E SRS, fwhy| : =7 —(CEET 25EM72 T %
A b,
CLUSTER.CC_ERROR_NOIP Error connecting to cluster machine $name - lname] : vV DRAMBLOY

$error - $why

U7 NS (Ezidndan .

IVT 4N, BAA—NT—b T AN Twhy] : =T —IZBET 25727 %
JIGARDRD~ o DFEMRIPT RLUA| A K,
ERGCTERDPSTHGEITEE SNET,

CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - ame] : <V DHRAREBIOY

AUTH_ERROR

$error - $whyS$error:=Machine does not appear
to be in the cluster

VT NES (Ei3nFhn) .

'why] : =7 —ICBT 25M72T ¥
TUT ATy T TALD Y ATERET | 2 R,
HERICRRRE= 7 — 3R AE LG AICEE S
NET, v BT TAEDA L NTRN
BalciZ DR H Y £,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - name] : v U DFEAREBLOY

DROPPED

$error - $whyS$error:=Existing connection
dropped

B UMW T T AZDORDO~ T D
NPT FVAZRETET, F T AFZA~
DN Ry 7 LIS EICEEENE
j‘o

U7 vEE (E3vng .

fwhy| : =7 —IZBT 25T %

2k,

227058 |}
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CLUSTER.CC_ERROR _ NOIP.
FAILED

Error connecting to cluster machine $name -
$error - $why$error:=Connection failure

lname] : <=3 DOFRA MBIy
U7 NAVES (EF0vThn) .

FORWARD FAILED

el RAREHGT T —NRAEL, <~ | Iwhy) =T —ICBT 28T *
NI TAZDB D DEMNRIPT KL | A b,
AEBGTE oG e IcEt G E
R

CLUSTER.CC_ERROR _NOIP. Error connecting to cluster machine $name - lname] : > DHRAMBLOY

$error - $why$error:=Message forward failed,
no upstream connection

U7 NEE (Ezidndan .

NOROUTE

fTwhy| : =7 —IZBF A5 T %
IVT 4 TNy v NI TAZDRD | 2 |,
SUDHRNRIPT FLAZESTES, &
FANGT = T2 AN NIT =S &
A CX o A G SN ET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : > DHRAMBLIOY

$error - $whyS$error:=No route found

U7 NEE (E30vng) .

SSH_KEY

TVT 4 TNy =N TAXDOB D~ | Twhy] : =7 —ICBET 25677 %
SUDHMRIPT FLAZEETES, Bl A b,
DV ~DN— N EBRTE R 8;
BlCEFEINET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : <YL DHRARNEEBIONY

$error - $whyS$error:=Invalid host key

VT NELS (li3unwdnn .

TIMEOUT

IVT 4 I, =N T AEZORO~ | Twhy) =T —(ZBT 52T %
VUDFMIRIPT RL ARG TE, A A K,
72 SSHR A b F—2 PG TE R0 o7z
BElCEEShET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lhame| : <> DFRANEEBLIORY

$error - $why$error:=Operation timed out

U7 NFES (Fzidnhg) .

L, VNI TALOP O~ DR | Twhy) - =7 —ICBIT R T %
WRIPT FLAZIFTE S, FRESHIZ| A K,
BAENZA LT U R LICGBICEESNE
B
CLUSTER.SYNC.PUSH_ALERT |Overwriting $sections on machine $name lname] : <Y DFRA MBI OY

T VT 4 NV, BRET — X BEMIN G
. UE—FARZX MIEESNEEAITE
FanEd,

U7 NFES (E7zidvndhg .

[sections] : EEHDI T RAHZ &7
VENLAPIFAR

B o x7LoEE
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2y ro—vzzEozE |

2y FI—UREEDEE

ZOkB7varTiE, BFA—NT =MV 2A DXy MU =7 BAEOBEIH AT DHEREIC S
WCHBILET, THOOBRETIE, VAT L8y b7 v 7 U4 F— ROMHTY AT ALY
N7 w7 74 —F (£7-idsystemsetup 2~ F) ZFHLTEELHA M, DNS,
BLONV=T 4 VT OREMELET 7 EATEET,
ZZTIE, ROBBEIZOW T L E 9,

* sethostname

* DNS 3% /& (GUI 35 L (M dnsconfig =2~ RZFIMH)

s —TF 4 T FE (GUI, routeconfig 2~ FE L Usetgateway 2~ N&F|H)

*dnsflush

« /X2 7 L—X (Passphrase)

Xy NT—7 T EA

e /A NF—

DARATLRAMNEDER

VAT AOBANCIE, KA NSRS NET, ERENEA M EANT D BESD Y %
To BAMAEERT B

*Web A X —T7 A AT, [Fv hTU—2 (Network) |>[IPA > % —7 A A (IP
Interfaces) %7 U v 7 L, [%# (Management) %7 U 7 LC[AH A b4 (Hostname) ]
THRA M EZERLET,

» CLI T sethostname =<~ > F&f#fH L £,

N

GE) EWEMETDLET, HILOKER MNITEDTRY /A,

> ~ — E = -
KAAL Y 2—L O XT L (DNS) SBREEDER
GUI D [ v hT—7Z (Network) ] A ==—0 [DNS] ~— % 7=1% dnsconfig =~ > KT, &
FA—NHF— T DDNSREBEZRETXET,
WOBEMERETETET,
o f X —F v h®DNS Y —_FEziZa—PME O DNS »—REZFHAT D0, BILOHH
925 BARAY 72—
*DNS NI 7 4 v 7IMERHTHA L H—T =4 A
cWiB|EDNS /LY I T v TINEA LT 7 T D E TR SR
*DNSFv v/ U7
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DNS H—/\DIEE

AsyncOS TlE, A ¥ ¥ —F v h®D/L— K DNSH— 3 2—HME O DNS — 3 F70F A1
H—F v h®DJL— bk DNS — B L OFEE LI-HEB DNS h— & c& £9, /¥ —
I FON— h =BT D EE T, FFED KA AERTINBE— " 2iEET D2
EHLTEET, MEBEDNS H—NFH O RAA A SND oD, Y% KA 2T 5
MER Y — ) (Bcfer)72 DNS L o — R&4ft) THOIMERH Y £7,

AsyncOS Tlx, 4 > % —F > FODNSH—_ZEH LAaWiEEIc TA7Y » b DNS #—
EYAR—FLTWET, 2—FMBEORNI —"ZHH L TWE5EEIE, IS0 KAA B X
UBAE T 25 DNS =% ETHZ L HTEET,

(27U v FDNS| Z&ET DAL, in-addrarpa (PTR) T b U & [FRRICERET D L EN
HVET, ZOkD, Lz Tengl 72V —2F—LV— 1234120 XA L7 T DHEE
W2, T_XTO eng =2 FUNR 17216 * N —21ZHD5A. A7V v b DNS &HEIC

leng,16.172.in-addr.arpa] #fEETHLERH D £,

BRIV ETSAF YT«

ASIFT %% DNS — N2, BECTT T4 A4V T 4 ZBETEE T, AsyncOS TiE, 774 4
U7 4 D0IZHBITVDNS =D &5 A £ 797, DNS — DS E L7 WEE . AsyncOS
WSRO TFZA AT 4 o — RO ERAET, AL TT7A44 VT 1 Z2F>DNS H—
NIZBEHEOZ NI EERETDIHE. VAT AF 72 ) —2FT T NCRICT T4 4Y
T4 HFFODNS =% U 2 IS T U X MGRPET, VAT DIRAO 7 =) OF
RGN DD T2 A4 L7 7 N T5F THEHRHFEL., TOHKKD 7 = VI3 L CEHEIEIX Y
HOLRWRHIFE L ET, TO%RBEKTT, FFRRFMIZ. DNS Y — OIEfMEREFHT & 8%
ESINTWELTIAFT VT IETFLET, FALT 7 NOERZIIT T4V 7 1 IZBR7%
<, TRTCOIPT RVATHUTY, RUIDOTIZTAFV T L ITITHRBENT A LT U R
ESINTEY, ROTITAFVTLITTEVEWSIA LT T FBRRESINTWET, &R
ZA LT T MERITH 60 TT, 1207 T4 AV T 4 ZRELTWDEA, 407 T4 4
VT 4T 28— "DF A LT T MIOIZR D ET, 20D TFAF VT 4 ZixELT
WAGE, RUIOTTAF )T 41T DK — "0 A LT MIISHIZRY, ROTT
ATV T AT DET—NOX A LT T MIAS IR ET, T4 4V T 4 N3 ODY;
By AALT T MEISH, 108, 452 7,

72 zE, 4 OODNS B —REREL, 2207 TA4F VT4 0%, 12T T4V T 11
. b1 DT IA AV T 4 25 FHELIZE LET,

RI:DNSH—/N, TS3AF YT 4. BELUEA LT FERDH

IS544y  |[¥—n BALTY ~ (B)
F 4
0 1.2.34, 5.5
1.2.3.5
1 1.2.3.6 10
2 1.2.3.7 45

B o x7LoEE
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1v8—2ykn—tH—nomd ]

AsyncOS &, FI7A A VT 4 0OICRESNTZ20DY —RET U A AEIRLET, 7744
U7 40D =R 12X 7 LTWAEE, b)) 120 —"BMERENnET, 77144
TAODY—R"PRH LT LTWDEE, 7744V T 4 1OHF—s3 (1.23.6) HMEH S,
BAKNC T TA AV T 42 (1237) O —_"R(EHSHET,

HALT D REEIE T TAF )T 4 00— EBRUTHY, T4V T 41D
=T LV REWVEFEARESIN, 7744V T 4 20%—NIEE HIZEWERFBENERE S
nE7,

A8 =3y b JL— b H—/\OFEMH

AsyncOS DNS U Y /L83, EPERER BT A — VR E DK EE 72 KRB D[R DNS 85t & VA © &
DEIICEEF SN TWET,

)

GE)  F7HNVEFDNSH—RIIA v Z—Fy b b— b = RUNEERETH L ERIRLTZGEA.
BRE SN — NI — R e T2 o TRV R A A D7 = ) % BRI T & 2 M0
HYFEI,

HE[EDNSILY I TYTDRA LTIk

BIA—NT =T oA FEFA—NVOEZEORE, VAT —ICHEHRL TNWDLTXTOY E—
FARAPMIKFHLT ITZTEDNS VY 7 T v 7| OFETERLET, (CEDNSAYIT v %
FITTHZLET, VAT ATV E—FARARDIPT R LU ADIEYSME 2 L OREEL £77,
AU, BECAR A RO IP 7 L RIZxEd 5151 & DNS (PTR) /vy 277 w7 & Zhllke
SPTR VY 7 7 v 7FERICHTHIESIZ DNS (A) vy 72T v Innie ) E£9, 20Kk, v
AT HIANY I T v TORERNPTIR IV 7 T v 7 ORERLE =T I2NEI ET =7 L
FI, RN —ELRVD, AVa—RRBFELRWGEER Y 77 A VX, —BT 2%EE
DR, YAFAFIFRARNT7E®Z25—7)L (HAT) NOT FY) E—FHTH5IPT RLAD
HEFEALET) . ZOFRRIRZA LT T MERIXZ O v 7 7 v IR S, e
YRUETTAFTT 4 (18%—) TSI TWD 72 DNS ¥ 4 A7 7 MZidiE A
SINFEHA,

A DNS P — DT 7 )L MEIZ 208 T9, DNS - — NI D b U BNFEETLHE. &
2 A LT U MElL (DNS = O x #5]&E DNS/Vy 7 7 v 7T DL A LT 7 FOfE) BT
9, 72& 21X, DNSH— DN 8T, Wig|EDNS/IVy I T v T DHEA LT T kOfEN 20 7
DYe. GRS A LT T ME 8x20) =160 T,

Wiz To) ZANTH5ZLT, 3_XTOY R F =k LTT r— L5 & DNS Ly 7
Ty TDEALT T N TEET, Hx ORICRE LGS, W5 EDNS LYy T v
TIEFITENT, ROVITEED X A L7 U MEENTSCICERENNET, /o, ZEFA MO
FEAEICARA FDIP Ly 7 T v I~y B 7 En-—4 (CN) & 5846, TLS iRiEsz
WERDD AL VNCETFA—NT = T2 A DA =N EEETLI2OE[IELET,

LR LEHE
|
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B A—NT— MY oA OFEEIFIC, FNICAyE—Y IDNSFY v a7 — A RNT vy
TN L F L7 (Failed to bootstrap the DNS cache) | 23Mf 5 &N7=7 7 — FVERKEIN S
ENRHVFET, AvE—TiF, VATAIZLDT T A <Y DNS b—"~DW\EENTE
ol ZEERLTVWET, TOFRRIT, Ry MU — 7ML SN DENIZ DNS 7
AT ENE L TA N o2 GE, T— DX A I T TRAELET, ZOX vE—URHO
AA IV T TCERRENTESGE, Xy NI —ZMEPEAELTWDHD, £/ DNSHETHR
R = RAPREISN TN EERLTVET,

DNS vyl adDy 7

GUI D [¥ ¥ v 2 %47 (Clear Cache) 1A% >, F7iddnsflush 2~ RZ&EH LT, DNS
Xy v aDTXTOFEREZ V7 LET (dnsflush 2~ > ROFERIIZ OV TIE,  [CLIReference
Guide for AsyncOS for Cisco Secure Email Gatewayl] #ZM L CT<7Zx\VY) . @—A/L DNS ¥ &
TOAPERINTZBRC, ZoREEFHTEET, a~vr FIETCIETIN, Frvviad
FFRAHIC R PERE MR T T D AlRetEny & 0 £,

G574 AN A—HY—A23—T A RXA%EFHALT-DNS ZEENHRTE

ATvT1
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATy 71
ATvT8

ATvT9

FIE

[rv U —72 (Network) ]>[DNS] Zi#&R L £,

[FREDME (Edit Settings) %27 U v 7 LET,

A B —F > FD)L— bk DNS B — " F 72 iZa—P P E O DNS — &l 5 0, £7213A
VA —Fy h@D)— bk DNS —"ZfEH L THRE DNS b —NE I ETHNEBINLFET,

2—PME O DNS —R"EHEHT 58550, —IDEZASNL [TZ2EMN (AddRow) ] %7
Uy 7 LET, T —N"TZOEELZBYIRLEST, 2—PWMED DNS — "% AT 58
Bt 77944V T 4 LREFFCHEE L ET, sE/iZ oW TIE, DNS —R0fEE (78 ~X—

V) ABRLTLLEE N,

D RAALNZKF LU TIREDNS 4 —RZHETHHA1E. RAA > LR DNS — 3D IP
T RLAZANLET, (T72BM (AddRow) 1227 Vw27 L, FAAL VEBIMLET,

G¥) RAAL &5 T ~TREAHZ LT, 1 OODNSY— N2t L THEED RAL %
ANTEFET, IPT RLRED L <TRYID Z LT, BED DNS — % A ST
HZ EHLTEET,

DNS Fo 7 4w T DA v E—T 2 AZERLET,
W& DNS Vw7 7 v P h ik d 5 F TS I EAE AN LET,

[F¥ v =2%27 U7 (ClearCache) #27 V7 LT, DNSF¥ v a7 UT73T5H52LET
TET,

EHzEEL, RFLET,

B o x7LoEE
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PP k574 v —toiE [

TCP/IP 57 14 v IL— FDERE

ATy I
ATy T2

ATvT3
ATv74
ATvTH
ATv7T6

—HoOxy U=V BRETIE, FEOT 7 ANV N T U= A LSND T T 4 v I —
RS2 LERHY £,

EFETA—NAT— NI =2 AflFA v F—Fy N Tr halL i—g24 (IPvd) BXOS v Z—
Fw b 7a bhan =306 (IPve) OWMFTDREZT 4 v 7 )b— EFEHLET,

AHT 4 7 )— KX CLI T routeconfig 2~ > REMH L CEET L0, 72Xk FNEIC
PEWET,

FIE

[*v T —72 (Network) 1>[/V—7 4> 7 (Routing) ] Zi®IRN L E7,

BT 2 AXT 4 v 7 = DX A7 (IPv4 £721XIPv6) D7=DIZ, [b— b ZEBM (Add
Route) 1 %27V v 7 LET,

N— b DARTEANTILET,

A IP 7 RVAZ AN LET,

P R =2 ADIPT FLAEZAHLET,
EHEEZFEL, REFELET,

TFTIHILEST—b+bOT A DETE

ATy I
ATy T2

ATvT3
RTv74

TNV — T = A BRRET DL, CLI Tsetgateway 2~ > K& 50, 713Kk
DFNEZTENET

FIE

[*v hU—2 (Network) 1>[/V—7 4> 7 (Routing) ] Zi&R L FJ,

EESHA X —Fy b7 bhar =Y arDlzbll, »—h UARNT[T 74/ hLb—
I (Default Route) 1 %727 U > 7 LE7,

F—=brT=ADIPT FLAZEELET,
EHEEZFEL, RFLET,

SSLEXTEDIETE

[SSLAEFFDOFEE  (SSL Configuration Settings) | ~X— 3 % 721 sslconfig =~ > R&HH L T,
B A—NT— YA D SSLETEEMETEET,
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B ossixzom:

FIE

ATy T [V AT LEH (System Administration) ]> [SSL A& RKFFDF%E (SSL Configuration Settings) | %
7Yy LET,

AT T2 [REDOHE (Edit Settings) %27V v 27 LET,
BE TALD AsyncOS S—T a2 (120121 72 8) o7 v 7 7L —RKLiHE, 7
7 # v b D SSL 5513 AsyncOS 14.x LIETRD L ) ICET SN E T,
« GUIHTTPS D154 :

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ! kRSA: @STRENGTH:-aNULL: -EXPORT:-IDEA: ! DHE-RSA-AES256-SHA

e AN KSMTP DIHE :

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
!'aNULL: ' kRSA: @STRENGTH: -aNULL: -EXPORT: -IDEA: ! DHE-RSA-AES256-SHA

¢« 7 RN KSMTP OIS :

ECDH+aRSA:ECDH+ECDSA:DHE+DSS+AES:AES128:AES256: ! SRP:
!AESGCM+DH+aRSA: ! AESGCM+RSA: !aNULL: !eNULL: ! kRSA: @STRENGTH: ~aNULL: ~-EXPORT
:-IDEA: !DHE-RSA-AES256-SHA

ATY T3 BRHIS LT, REFTLET,

« GULHTTPS SSL Z##&7& L £, [GUIHTTPS] C. 45 SSL L mia izt eEL
iﬁ‘o

« {2 SMTP SSL Z iR & L 9, [%1ESMTP (Inbound SMTP) ] . 9% SSL F & I
TR ERELET,

« 5{2 SMTP SSL Z#% & L 9, [%/ESMTP (Outbound SMTP) ] . flifl9 % SSL K&
B b R ERE L7,

s EDOMDTLS 7 FA T v b —ERERELET, B A—/7— MU = A 0 FIPS
T— ROBEA., [EDOMDOTLSY 74 7 > h¥—E A (Other TLS Client Services) ] Tid.
TLSv1.0 TN T 7 4L b TN/ 0 £3°, [LDAP) B X lUpdater] D TLS 7 7 A
TR RIIX LT, BFA AT — b= A TTLSVI.O TR EZH N TEET,

ROFaEBFLTITZE0,

« (GEFIPS =— FO#E) TLSv1.0 R & vIl FREZFRFICITANCTEEEA, 7277
L., 2060 FRULX TLS vi2 R ELICHERICTE £9,

 JEFIPS &— R CTTLS v1.0 AN/ > T D FALD AsyncOS N—V = > (B : 12x £7=
1313.0) 75 AsyncOS 13.5.1 LARICT v 77 L—R95 &, TLSVI.0 3T 7 4/ h THEL)
W2V ET, Ty 7T —RRICETA—NT— U= A TTLSvI.0 FREFEZT S
VERD Y F9,

* AsyncOS 13.5.1 ABEClE, SSLv2 38 X WVSSLv3 HFiT¥A— F S EHA,

B o x7LoEE



| vz27LE8
SAML20 £ L=v o oL 44 o4 (5s0)

e EAF AT — T A NFEIPS T— FOHFAE, TLSv1.0 FRIFVR—rEhFEHEA,

s BV AT — R T A NIEFIPS T— FOFE, TLSv1.0 FRXIZT 7 4 /v N TENZR
nE9,

ATy T4 (X7 ay) [TLSEI L7 7 — bk (AlertsoverTLS) 1. [7 7 /37 KSMTP (Outbound
SMTP) 1. [7 v 77 —% (Updater) ]. X [LDAP] — "% —ER|ZDONT, B A—/L
=R T2 A NET A ECFQDNIRGEZ FATTE 5 L 92T D12, (AT % (Enable) ]
Frv IRy I AeA A LET,

AT TS (FFayv) [TLSZIL=7F7— b (AlertsoverTLS) 1. [7 7 k737 KSMTP (Outbound
SMTP) 1. [7 v 77 —% (Updater) ]. X [LDAP] #— % —ERZDONT, B A—/L
F— b7 oA NETAEFETXS09MAEZ EITTE 2 L2151, [A91ZT 5 (Enable) ]
Frv IRy I RAEF N LUET,

ATw 76 [FEIE (Submit) 1227V w27 LET,

AT9 71 [EELME (CommitChanges) %7 U v 27 LET,

SAML20 #{#ERL=>>T )L YA 274> (SS0)

o TN Y A A (SSO) & SAML 2.0 IZ2DWT (83 ~—)
*SAML2.0SSO DU —7 71— (83 ~1—3)
* SAML 2.0 |ZBH T 2 EEHIE L Ff0FHE (84 X—)

cBEFA—NHF— T A TDHSSO DHEEHE (85 2—)

UYL AT (SS0) & SAML20(ZDL\T

BA A=A =R T = AL SAML2.0SSO #HR—h+5LochVELE, Zhicky, &
Bl — T AL N T SAML 2.0 SSO XS —EA~DT 7 ZIHEA LTV AR L7 LT
YUY NVTETANT— T2 DWebA HX—T A AlZua s A TExET, 2L 213,
SAMLID 7't /34 % — (IdP) & L T Duo. Microsoft ADFS, F7-1% Azure & H %N L7854
SAML 2.0 SSO ##R— h 45— R F 1 ( Z— (SP) & LTEFA—NT— V=A%
WETEET, 2—WFIT—EH A A T, 3-3TD SAML 2.0 SSO ®HiHh—E AT 7
T ATEET,

SAML2.0SSO WV —% 7 A—

SAML20SSOV—27 7u—%_  IROKIZERLET,

LRT LEE
|
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B sy zrssEcsnsE

R 3:SAMLDT—% 70—

i

Web Browser

SAML 2.0 [ZR89 %=

s i

e Tk

e

User requests for 3 resource
For example: User logs in to the
appliance

=1

5P redirects to IdP with SAML
authentication request

Browser sends SAML
authentication request to |dP

| Microsoft AD, Azure or Duo)
-

@

Relays SAML Assertion tothe
Service Provider
=1

5P provides access tothe

reguested resource

Service Provider [SP)

Lo

FIH L HINEIR

(84 ~—73)

(85 ~—72)

o fPREIH (85 ~—)

—fi&

@
@

IdP authenticates the user

©

IdP redirects to 5P with SAML
gssertion

Identity Provider (IdP)

SAML\IZX B v TNV A A id, 797400 2a—WF— A4 H—T x4 A (GUI) TD

A CEET, SAML 727 7 A /LD

(CLD ZfEfT&Ex7,

2y

AxX

WX, GUl Eta~vr R I A F—T AR

| SN ¢



| vz27LE8

ns7yt |

BAA—NT =R T2, TliE, VP—ERTa S X =L DTS T =D AKX A ]

DDIHFRTE

ag7ok

TEET,

2—PILEFA—NT = T2 6u 7Ty FLTH, i SAML2.0SSO %7 7V &r—
varmrobu 7T NINAZ EITHD FHA,

HIREIH

JTAE LYLTSAML 7’0 7 7 A VERETH I LIXTEEHA, T-3TD SAML

i, v LULICHIIIR S E T,

BFA—IT—FD14THSSODETEHZE

e
il

FI§
AU RFERIEFIT7II Y B#

ATy | FifESRtE2mE L9, AIFESRME (85 ~X—Y))

ATFYy T2 EF AN~ T2, —E R0 | BIA—NITY— Tl B —E R 1
NAX—L LTHRELET, NAXL =L LTHETD (86 %—)

ATw 73| (IDPT) BAFA—NT—bUxA% |BFANT—F U= LBETHLD
BETA2LOICID 7 F—%2RE|ICID 7, B —%FRETH (892—
LET, V)

ATV TR EFA—NT— T2 TID 702 A |BEFA—NT =T = TOID Fan
X —hHELET, A F—DFHE (93 ~X—)

ATV TS| BT A—NT— T = A TSAML Z{# |SAML ZiFD AL

M LTANRRREZ A2 L £,

bS53

W R—NSINDTAT T 4T 4 T a A H—

o B o T Rl(E DR E

(86 ~=—7)

HR—rEINBTATUTA4 T4 TONLE—

MBCHERT2ID 7oA X =R EFA—NVT = T2 THR—FINTWENE I 2%
MR U9, HAEREELDOID 7L X —IRkDO LB Y T,

* Microsoft Active Directory Federation Services (AD FS) 2.0 LI

* Duo Access Gateway

(85 <—2)
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DZSN & |
B cr27rEcoans

e Azure AD

\)

(¥ FEEOEHESAML2.0ID 7a A X —%2FH LT, EA—/%”— 7= A TSAML Zfff L C
SSO #RETXE T,

X1 7B EDIIRAE
%7("—‘/1//7 }"7I4EID7U/\/])§ @Fﬁ@ 1;.%‘{2%1)7“4“({%13%@—67’; g
TR DFEAZEEZRE L 7,
e BV A—NT— Tz A TSAML BFEERIZEL T D, F721FID v /31 ¥ —TSAML
TH—ra vz aib T 284, ACELEHEE/IXMEETX 5 CADIFHE, BIO
BhEAT T O TV DR S — 2 FfS L £ 7,
«ID 7'u /XA X —"TSAML 7 —3 a VZBELTHEE1L. ID 7'r/ o X — O E % B
SLTCEFA NP2 A4V HR—FLET, BFA—NST—FT =1L DFE
BEZHEH LT, BL4ELSAML 77— g U 2R LET,

HiZEIoP ¢
B AT — T oA DOAEAEZERS L7 AR — b 212iF, fEAEOMHH 25
LTLEE, W, EFA—NLT— }“7I4ﬁWﬂW%Ltﬂﬂﬁﬁip&ﬁﬁﬁf%@ EEA
A=NT = Yz P —EARAT BN F—L LTRET D & X pem BERITEHLS D 24
R 7,
REEZ pix BB pem IBERUCEHLT H121E, ROBIEEZITVET,
*OpenSSL Y — /L& X7 —RLTA A= L, BFA—INT— T oANLESE
L7cREETZ 7 AL (pfx) A R — b LET,

cROa~wy REFETLT, itEL pemﬂ%iﬁ’(iﬁxﬂ‘f— ML E7, openssl pkcsl2 -in

<certname>.pfx -nokeys -out cert.pem

cRDawy REFETLT, MESX—% .pem A T=s AR —F LFE T, openssl pkesl2

-in certname.pfx -nocerts -out key.pem -nodes

KDy REFTLT, MEXF—DHRAT7 L —X%HIFRL £, openssl rsa -in

key.pem -out server.key

BIA—LT— b EY—ERTONS F—E LTRET S
Y

GE) ID7ueXSfE—TOV—ERT o X —OREMILI. BEFA—NT =T TOY—F
AT AN B —REICESNTRESNE T,

LR LEHE
5| I
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| vz27LE8
BFA—LT— kv E¥—Ex IO E—sLTBETS [

1R BHHIIZ
ARSI (85 4—) AR L TLEE W,

FIE

ATYFT1 Web A L H—T =2 A AEFHLTCEFA—NT— voflul A LET,
AT9 T2 [VAT LEH (System Administration) ]>[SAML] IZEEI L £,

ATY T3 [—bR7 /31 F—DEN (Add Service Provider) 1% 7 VU v 27 L%,
ATv T4 ROFEMEANTILET,

J4—ILFK Bz

a7 744 (Profile =R Tu A — T a7y A VOLETEATILET,
Name)

aAYIJ4¥alb—L 3BT

747 4 1D F—eRTaNfF— (ZOHE, THEHAOEFA—VT—
JxA) O u—NVREBEOLEIEASLET, BE., V—
R TN, — T 4T 4 ID O URI T,

£, i ID DO ID 7 A Z—NSAML 7 ¥ —3 3 o Ca—VEEETLHD
AT 21

DT 4— )V RIIRETEERTA, DT, F—TH—E R
TuaNA F—FHETDHEEIZ, ZOENBKLEITRY 7,

TH—varyaria—~v BEENEFICET LIZER T, ID 73 =3 SAML 7% —
URL varaEET S URLZ AT LET,

THY—araryya—<URLIZ, EFA—NVFTF—hoxA
DT 7B AFEREND URL T, ID a3 f X —TH—
ER FaN, =R BETAHLEXIC, ZOENNLEIZRY E
R
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B =7 r—tyzqsv—axTosqs—cLTRETS

J4—ILF

B2l

SP FERHE

P—ERAT NS X —DFEFAEL, ROWTNNDHFETA
AR—hTExET,

B A—NT— MU oA THEAFBRRELEEAESL R
0y FE ) A NNLERLET,

FEAEAE A AR — P L TRE S — L BEEAHT E 9, GERE
X Ceert) BRI L, WEX—IL (key) FRUZTT DHEN
HYEJ,

* PKCS#12 7 7 A WEXTREBAEEZ A R—FLE T,
PKCS# 12 FEDFEAE TIZNN AU — RABMATT,

(ERE) FEREER D4 (Signing Authentication Requests)

T 7T AT AT SAML RGEERICEL T L5

1. BIANT =T oA DO INIZGEAE L Bt
o TWAREX—%7 v 7r—RNLET,
FERAE X cert B TT v 7 — RT3 0 RH D £7, 7t
ANZDONWTIE, BEXF 27 RBEOFEHE 86 ~—) %
S LT IEEN,

2. BWEX—DNATL—X% AN LET,

3. [B4AEK (Sign Requests) ] Z#iBIRN L EJ,

(EE) BEtanz7H9—3>0DES (DecryptEncrypted

Assertions)

SAML 7% — a3 U &IEELT 5 X5 ID 7 a oA X —%5%

ET D56

1. BFA—NT =T oA DO SHIZGEAEL, BEAT
FToNTWEIRMEX—%7T v7/a— RKLET,

2. BWEX—DNAT7L—X% AN LET,

GE) B —1T key PN CTHLMERNH Y 7, FEH]

EOMEAFIFEIZOWTIE, B 2 7 2200E OFERE
(86 X—) HZHBHL T EZIV,

VAT LEHR
88



| vz27LE8
BFA—NT— oA EBETRES 0 Ta s 5—z8ET 5 I

J4—I)LFK EBA

BLTY—a v SAML 7% —3a VNIBATHEIICID Fu g X —%5&E
T 556, [B4 T —3 3 (Sign Assertions) ] Z&EIR L E
TO

OFTvarEERTLHE, BFA AT =T =AIZID
TanNA X —DFEHELEBINT 20 ERHY £3, EF AL
F—=RUxATOID 7a/NA X —DFE (93 X—V) =M
LTL7EE,

FHRREEAM WD E AN LET, ID e, X —F, =F57— s T
ZOEREFEHLET,
SO iR sx e B bhbeheDEFA—NLT RL2Z A LET, ID

TanRA =, =T—a S TIOBEREEHALET,

RTw 5 [fF (Submit) 1227 Vw7 L, AEEZa2I v hLET,

AT v T6 [SSODFE (SSO Settings) | X—VICRKRINDI—ER T aNS X —DAXT—H (=
74T 41D ETY—va V& URL) & [P —EAT BN S —FE (Service Provider
Settings) | X—VICFERINDLHTID DR EZEFEEZEOET, ID Ve X —TH—EX 7
AN, B —ZFHET DHEEIT, TNUOOFEMBLEICRY £,

MENZSE LT, AT —F %77 A NVE LTI AR—FCEET, HEDTET LD, [A
27— Dz AR — bk (Export Metadata) | %27V v 7 LTAZT—% 77 A NVERIFLE
To —HDOID TR NA HX =TI, AZT—F T A NnbH—ER Fa g X—Dfl%
n— RTEET,

RDRARY

EBEFA—NT— b2 LBETAHILIICID Ve M X —%5RELET, BEFA—1LT—F

VoA EBETHLIOICID IS X —%FTETDH (89 X—) ZZBLTILEI,
EFA T — R, EBETHESICID TONA H—EHET S

1R BRI
WONFIZDOWTHER L TS0,

CEBF AN~ T BF—ER TSNS F b LTRELET, BFA—LF— |
VA P —ERT AL F—L LTRETS (86 5—) 2BBL TS,

e —ER TR, L —DRAZT—=ZOFFMR A =N TNDD, ERFIAET—F T 7
ANPTZI AR— RSN TWD, EFA—NAT = VA 2 —ERATu (X =L LT
WETD 86 ~—) ZZRMLTIZEW,

LR LEHE
|



DZSN & |
B =7 s rozqt@ETa£51c A ERET S

FIE

RF YTV ID T HSAS F =T ROV EETLET,
CH—EATBAL S (BEVOET A=A — LU= A) OREIEFHTHRLET,
CID TS F AL TF =S T A MDA TS F—DREIE R — F 5 D
LEFALTVDHAE, AFF—2 77 A LA v R = FLET,

BT AT — 7 =A0 SAML GRREESRICEA T 5 & 9 ITHKEADL G 7213 SAML
TH—a L ERIEELT 5 PEOHAIE. LTMHT 2 EE ID T e X —IE L E
R

ID 7 u A Z—EHDOFIECONTIE, LFZBRLTIEE0,
cHEIFANT = U A LIBETDHEIICADFS R ET D (90 X—) |
BT A—NT — Tz A LiET 5 L D IZ Duo Access Gateway Zax £ 95 (91 °2—)
CBITA—NT =PV =A LBET DX DIT Azure AD ZiRET D (92 °—2)

ATYT2 DTN BT —DAEZT =R EEBIRBDLNETNIA LT —H 52T 7 A LTI AR—
FLET,

RDEZRY

B A—NT = Tz ETID 7T u A X —DOFREEERLET, EFA—NT— b U=Ag
TOID 7a A X —DFRE (93 —) ZZHMLTLEEN,

BFA—AST— b LBETHESICADFS ERET B

LT, BV ETA—NT— b A Li@ETDHELOICADFS QOLIE) #RETDH7-
OIZFEFATTHVLERHH X AT OETT, BEPDOFHFMZRFIEIZ DOV TIiE, Microsoft D~
ZaTNESRLTIEIN,

Vb= R=F g b LT —ERT S = (BEFA AT = T =A) OT = a v
oY a—< URL ZBMLE7,

o[V L —s3—F ¢ hT A} (Relaying Party Trusts) ]>[7"2/37 ¢ (Properties) ]> [ID
(Identifiers) ]>[V L —/3—7 41D (Relaying Party Identifier) | C, #—E A7 @/ /A ¥ —
(BEFA—NT—=b U=A) O T 474 IDEASLET, ZOER, EFA—L

P R 2 A DY —ERT N, T —BEDT LT 4T 4 IDELRIUNE I DAL
£

« BAHAD O SAML FRREERZEXE T2 L)Y —E R TufF— (TTFITA4T )
ERERESFOSEIL, =X T a S X —0itE GRAEERE BEAL T HOIEH S
nd) [V L— =71 k7 AL (Relaying Party Trusts) ]>[7" 237 4 (Properties) ]
>[%#&4 (Signature) | D FT.cer BATT v 7’u— RFLET,

B o x7LoEE



BFA—IT— bz A Li@BIET B K 512 Duo Access Gateway # R ET % .

F b &7z SAML 77— a U & EET H L O IZ ADFS ik 2 561%, —EvXx
TN B — (BEfA—NT— U=A) OiEELZ[Y L——7 1 7 X | (Relaying
Party Trusts) ]>[7'12/37 1 (Properties) ]>[# /L (Encryption) ] FC .cer [EATT >
Tr—RLET,

«[ULb— 2 3—F 1 FZ7 AL (Relaying Party Trusts) ]>[7" 2/ 7 1 (Properties) ]> [FEA
(Advanced) |OF T, EXaT /nyia 73 X L% SHA- L IZERELET,

o &2 SPNameQualifier 2 & D 5720 DT AKX b )L— L EBIMLET, RO T 7 A Vi
Yo TNDI AL N )V—)LTT,

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>

issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=

c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]

"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

cHERN—NEREL, BT A—/L T FLZAD LDAP BMEREERZX AT (BFA—
T RLR) ELTEETHIRITEHFAZEBMLET, /o, BITEHEHFAZBML T,
TN—T @D LDAP BIE 2 LEER Y A7 CRIEED I/ NV—7) L LTEETDHEIIC
L\iﬁ—o

BFA—IGT—rozA L@IET B & SIZ Duo Access Gateway £ EXET 5

T, BEWO BEFA—LT— 7oA L#EET 5 L 52 Duo Access Gateway % X &9 5
T DICFATT HMBNR D D X A7 DI T, 5880 O8EM 722 FIEIZ SV Tld, Duo Security
Dv=aT VEZBRLTILESN,

*SAMLT7 %—2 a3 UV EZERBIONET I —E X Xl X —xT v RiRA 2 b LT,
P—bv27aRf Z—D (BFA—NT—b T2 AD) TH— g3 22—~ URL
ZBIMLFE9,

* [Duo& Bl X% /L (Duo Admin Panel) 1>[7 7'V Z—< = > (Applications) |>[7 7 U 7r—
v a v ORi# (Protect an Application) 1> [SAMLY—E A2 7' 1 /,31 % — (SAML Service
Provider) ] C, ¥ —E A7 oS X — (BEFA—NT— UxA) OZT 47 4D %
ANLES, ZOER, EFA—NT— M2 DY —ERTBNL FX—FBEDT T 1
T4 IDEEFEUNE D D EERLET,

« BAANY O SAML FBREERZXET D L) — e 2T g — (BEFA—LT— |
7 xA) ERERE A DOEE X, Duo Access Gateway (ZRBilE Y — A Z R ET DI, —E
AT A X —DFEHE GRREEREBAT DI IND) & cear BXTT v 7
n—RLET,

LS SAML 7 ¥ —3 a3 U &2 XET 5 & 912 Duo 24T 2 EIEIO%E 1%, Duo
Access Gateway [ZFRAE Y — A Z R ET DRI, —EAXA T o M X—D (%ﬁ% — )L —
N xA D) GEAEL cer BATT v 7r—RNLET,
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B oE7t— s o EBETHE 51 Aure AD 28T

[Duo PR XL (Duo Admin Panel) [>[7 7'V 77— 3> (Applications) 1>[7 7'V 7r—
v a v OfRi# (Protect an Application) ]>[SAMLY—E X7 1 /34 #— (SAML Service
Provider) ] C. NamelD JZ:\& LT [RFFE (unspecified) | ZEIR L £,

s [Duo& /XL (Duo Admin Panel) 1>[7 7'V~ —< = > (Applications) [>[7 7V 7r—
v a OfRi# (Protect an Application) ]>[SAMLY—bE X7 1/ 34 % — (SAML Service
Provider) 1 T, ¥¥ a7 /Ny o 7a U X L% SHA-256 I[Ci%E LET,

s [Duo’&¥E /X% /L (Duo AdminPanel) ] T[SAML-#—E R 7 1,31 X —3%7E (SAML-Service
Provider Setting) | &% E 7 7 A /L& L THRIFE L. Duo Access Gateway CTE DX E T 7 1 /L
ZSAML 7 7V /r—yars L TA AR —hLET,

BFA—NT—brIzALBIETHESIC Azure AD %R TET 5

LT, BFEVWOEFA—NT— b U= EBETDLIIC Azure AD #FEITTHLENDH D
H AT OREBE T, BN OFEMARFNEIZ OV TIL, Microsoft Azure AD D~ = =7 V&5
LTL &N,

«SAML 7 #—2 a3 VA ZEBLOWET 59— 27 m " X —ijll7 & LT, H—EX
TN T =D (BEFA—NT— V=2 AD) TH— g ar2—~ URL ZBIIL
7,

[ X =TT A AT 7TV r—3 3 (Enterprise Application) 1>[FT LW T 7 U r— g
(New Application) 1>[F+Z U —UANDT 7V —3 3> (Non-gallery application) ]>
[ Z %A A (Single Sign-On) > [ZEARSAMLEXE (Basic SAML Configuration) ]
(28D Azure R—Z WZH—ERT R AL F—D (BFA—NT =T x=AD) 2T 4
T4 IDEANLET, ZOENR, EFA—NVT =T DY —E AT 03[ H—3RiE
DxET 4T 4 IDIEERENE D EfERLET,

« BHAD O SAMLFRREERZEE T2 L) — XA T u " F— (BFA—AT— |
= A) EHEREAOEEIX, [SAMLEA GEHE (SAML Signing Certificate section) ] &
Jvvay (¥ =754 X7 7Y r—3 a3 (Enterprise Application) |>[Hr L\W\7 7"V
r—3 a2 (New Application) ]>[¥¥ 7 U —LIsDT 7Y r—3 2 (Non-gallery
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ForLET,
A=V RSYFUITDERE: AvE—V T vFUTIZIDNT 4 (2—Y4, &
FA—=LT RLA, BEORAAS YY) #FRLET,
eARYS—, DAIWR, BEUVT7 I LT LA VRHDERTE :
e UANAKRZ L DN X BTN ST, w7 =T EEETAHAHEMDH 5 IDN
RAA Vv EEGD A v E—VZ2FRLET,
c ANRNDETEITNT 2T DOREEMERH DL ET T NI LA T T 4L EZ Lo TRHRHEN
72IDN RAAL v EEe A v —VEERLET,
Ry Ty NE ATV T ANE BEODLPA v =T Vv a il ko
THRHINZIDN RAS U2 G A v E—VR2FRLET,

s AINLDIEBEDERTE :

o ANRA, FATVOHDHANLLE LTHRHEINZIDN KA L VEET A vE—T%
FoRLET,

e IDN RAA VEGUEFA—NAT FLAZ®—7 VA e Tuy 7 VR DI T Y
B L F 9,

\}

GE)  BUE. IDN FAA U E2FFOZERIT, [A/NL0E P (Spam
Quarantine) | X EN—Y D [T Ra—FDOfRHET 7 & A
(End-User Quarantine Access] 77 3 a2 > Tt R —HFGEH K
MB[72L (None) JIZREINTWAHAIZDHA, = Ra—FD
REEICT 7 A TE £,

* [SPFH#% /% & (SPF Configuration Settings) ]: IDN KX A & i L CTA v¥&—® SPF
MRREZ EAT L E T,

« [DKIM## AR E (DKIM Configuration Settings) ]: IDN K A1 > & L C DKIM &4 &
Ay —VORGEEFITLET

« [DMARCH;E 7% (DMARC Configuration Settings) ]: IDN KA A VU ZH L TA vE—
@ DMARC fRiE% EIT L £,
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