TIOKILAY T4I)L73

oL, WOBETHRSNWTVET,

T U RNTULAT T4 VFDOHEEE, on page |

T NT VAT T 4V FZDENE, on page 2

T U RNT LAY T 4 VH OREEEBEE, on page 10

T RNT LA T4 FDEP on page 14

T NTVLAY TANFDE=HXY T onpage 2]

T RNTVUAT T A NEBERED 8T TN 2 —T 27, on page 28

TORILAY T4IL3DHE

T RNT LA T T 4 VRITRIFRER A V AN, BLOVYINED 7 ¢ v o o 7 FEIkE L O
N 2 TR E Vol FETANAEOBBENFAE LRIy NV —7 2 R#ELET,
TANIESN, V7 N =T OFFHBARESND E THIZ LB E RN TERVEEOT
VFNT 2T X2 VT4 VT =T EFERY . AN IER LT E X LT—
AENEL, 2—PFIZINHDORA v E—UNREET L L 2RO T A A LA TET
A= NG — Ny = A IZHEFEREEFELET,

VAAIERA VIR, BEEAE—UNREERLIIT VN T LA DO THLI LR
W 2 — NV ERET D707 a— 0 7T 4y 7 NE—UEREALES, 7V NT
VA D—ERDARMEN DDA v E—VIE, Y RAanb T v I T ENET U RT LA
7 O E 7213 Sophos 38 XL U'McAfee IZ L > THITSNDFLWT »F 7 A )L RAEFRIZEED W
TEELHWEND £ TREESNET,

N IR IE T A NV AEDOHBETHER SN D A v — Uik, ESICRZ VA, ZEHEFH. €
LCHEHMZ A A4 AFEL Web BEX 2 ) T ¢ —EARNLRNWT 4 v 7B L
N~ =T WebW A FaBBTLEZ20AXLAURLEFEHALES, TV RT LA 742 0T
A —CONEESH L., ZOFEOIET A NV AEOKEL BT 57-DIZ URL U > 7 2
RLET, TUNT LAY T4 ZFEWebtFX= T 4 7kl ko TIEIC a7
Web A b~D KT 7 4w 7BV ZA VLT NT 57O URL ZEEHZ, 2—FRT 7 &R
LESELTNS Web VoA EREERH DN LILRWT L 2EBET D00 FE 721X Web A b
e Tay 7 LET,

TYRTLAY T40NE .—



TY9RTLAY T404 |
B orovqo50ns0mk

ToORILAY T4IL32DENME

ESPERENS

c AvE—UVDEIE, UK A L7 MBI OMEE, on page 2

« %@ 717 2V, on page 3

* Cisco Security Intelligence Operations, on page 4

o AT XA MMlJGAF ¥ L T, on page 5

o A vB— U OIRIE, on page 5

«URL DY XA L7 I, onpage6

o A w—UDZT, on page 7

N—NDEAT T ETT AT NN—NVEBIRT Y N7 AT JL—)b, onpage 7
« 7D N7 LA 7, onpage8

« & L)L, on page 9

FyE—UDEE, JEALY FELMELE

T RNTUAT T 4 VEREREIR. T ANV AREGD S 2 — AR T B 7= DT 3 D DOREIE % (F H
L/jzjﬁo

cBIE, TUNT LA T4 VEZT, TANVAEGED—ERETITIET A NV AEOKETH D
ﬂ%ﬁ@@é%y?aV%%%Lifo%%®%\%%%%w5%b?:4i7/f?a
NENTET U RN T LA 7EREZE L, KBO—HTHHENE I DHERT HT-DITA v
r—UEAEAXT YL LET,

A\

Note Z XLMHODA Y=V NT T KT LA 27 7 4 LEIT
KoTT U T LA 7 EBAIINTH, £DRA Y
—VET U N T LA T RBEICEE SN EE A,

e EAL LY by U7 ERTEWeb A FOWTNNCT Z7EAL LD &35 L, Cisco

WebEFX a7 4 77X NLoTREEZV XA LY T DHLIICHETVANAEDK
BORA Yy E—VNOURL #EEHRZET, 7o, Web A "R EZEEFTH D
BAlE, O Web A ML T =T REENDAREMERSH L Z & E 2 —PIZEET S
AT T v alifiizFza L, Web VA MR A T T4 27> TWDIEAIE, =7 — Ay
t—VERRLET, URLDOY XA L7 FOFEMIZOWTIL, URLOU XA L7 K, on
page 6 ZH L TS 7Z2E VY,

cEH, VAN AMDOEHEA v —Y D URL EXHZICMAT, T NI LA 27 7 4L
I =PI A v =V ORAFIZON T2 —FIZBEET LD v —VOHLEEH
LT, Avt—VYARID LICREFHABMTEET, nin'afﬂ_ DNTIE, AvE—VOE
H,onpage TAZHL T 723V,

B 7y9rJL49 2404



| 7o9roL1s 2404

E@ATIY

gan73y |

TIRTVUAYT T4 VEEREIL, A v —VICEST U NI VAT DRD2ODHT U )M
SOREERRBELET, VANV AT U RNT LA 7IE, 7 7 A NVICHRIZZ E DN T A LA
BEEND A vE—TT, FEVANZEOBEIC i HNEB Web A b ~D VY T ZRRBT 5
T4 v TRAT. BBl BL O = TR G TR ET,

FTIFIVEITT ORI LAT 74 VEERRIT. T T LA 7 HORREMRH 2 T AV ANRD
DMNEIPEZEA v E—VEAFY U LET, BFA—NT = Tz TT U FARLR
XY EAF—TMITDHERIE. VANVAT U N T LA ZIZINAT, ETANAEOEB O
Ax ¥ A F—T VI TEET,

Note

TORNTVLA T T4 IVERETANAEOEBE AX Y T 57200, B A—NT—F T =
A 121X, Anti-Spam F 7213 Intelligent Multi-Scan D Z A & A % — 73>Jé T,

ESPERENS

c UAI)AT 7 NT LA, onpage3
s T4y, =Ny =T R, BIREOMODIET A )V AMEDE B, on page 3

JAIWATILTLAY

TURNTVAY T4 VEBREEFERATHZET, VANVAT U RT LA T EOKBBIZENT
BNIRAF = BB ENTEET, TUMNT LA TR, RN oAV AETIT8E
TFEOUANADERRMEEL TN T 7 A NEFEFORA v =N T ITA R_R—F xy hU—I B X
VA U H—Fy FERB L THIERCIER T2 L EICRELET, ZNHOH LWV A LAE
TXTANADOERRINA 72—y MR LIZGE, &b EEHREIRILY A LAY

J—ZENTHST v FIANARE—=NT v I F— LU ANAEREZ V) —2XT5HF
TOMMTY, 7=& 2 HFRTH, TFRNOBEMEZZITAZ LE, v VU7 EHEEUALAD
P EMZ D 9 X THEFIZEETT, VANVAERNY UV —ZAINDE TORI \%L<%ﬁ
SNTZTANRTTa— VB L, ETA—NVA LT TANT I TF ¥ E2EIRITEVIAT Z
EMRFRETT,

TJ4900, IO T7ERA. BLUZOMDIED A ILREDER

FHEo A A i@””}f&%a/\jfb\é)‘ =%, FHOREELHLDA =0k ) I1ICikE

ENnTWT, %<® D BOZEFICEEINET, TRHDOXA vE—UI0iE, [RETE
HEREDZD &®1oiti@ﬁ®%ﬁﬂ%é%A#&biﬁo
o ZASH OEAE SN,

«HTML 27 2 V0E, V=%V 32y b= BIOA T A VIR EDOIERDEE
JLIND DEF A=V EBET 5 X DI FI SN TnET,

cHLWIP 7 FLAZFEL, HMMZTA I 4 0 ThHsD Web A &L T % URL,

THUTETFA—NBLPIWeb EX 2 U T 4 —ERIZ, £D Web VA FBRIENE D D
HBr & 272D DO+ RIEFRB 2N EEERLET,

TYRTLAY T40NE .“



TY9RTLAY T404 |
. Cisco Security Intelligence Operations

« URL Hifir— b 2 & L T\ 5% URL,

INHOEMTRTICLE ST, ZNHDA =% ZNLE LTHRET 2O E Iz L <
ROET, TURNT LAY T4 VEZBEREICL > T, ZHDIET A N AMEOERITT 5~ /L
F LA YOfENEE I, 2—R~1 2T &2y a— Rz, BEABHREHT LR
Hle Web A ML L7052 2B ET,

CASEIA vE—YWICURL 2%ATHE, TOAYE—VEBRGEOT Y T LAY L—)b
EHEELT, ZORA b=V NREEOIET A NVAEDT U T LA 7 O—EE D Il
L. WIZBEBL NV EFHD YK TET, BRSNS LT, EFA AT — b T =A1E, £V
2L DBBDOT — 2 2 HEDEND £ TREE~DEEZESE, Web¥ A MITZ7EALLD
ETHECiscoWebEFXa VT 4 7aX o ~ZBGEEZIXA LY FTHEIICAvE—VAD
URL #EX 2 £, 7oXid, TO Web A M~ T =7 NEENLAHEENH D
Lra—WEETHIRAT T v a XR—UERRLET,

Cisco Security Intelligence Operations

Cisco Security Intelligence Operations (SIO) X, 7' B — VB ElER, L E 27— 3 Tk
DL —EAR, BEREERGITEZEFA—NAT — MU oA ISREOMHT, L V58174 X
DR SR TRt T 2 X 2 U T 4 a v R T LA TY,
SIO IR D 3FEED 2 A R—3 > b £97,
« SenderBase, HAFHMOHELELEHE=F ) 7 Xy NV —27 BLOWesET —#
NS
« Threat Operations Center (TOC) ., &¥ = U7 1 HHFED 7 10— L F— 235 O SenderBase
WX o TINEE SN2 FATRE R G A T 2 BHEN O A7 A,
* Dynamic Update, 77 b7 LA 7 FAERHZ, EFA—AT— MU = A ICHBICHE S
HVTNEAL LT v TTF—h,
SIO X, 7 wm—s3LSenderBase Ry NV —2 DV TNEA LT =S %, RO T T 1
JRBE— L LT, TY NI LA 7 ORI TH 2 B 23 LES, TOCIE, 7—
el Ba—LTT YN bA 7 OWREEOER L ~VERITLES, EFA—LT—FU =
AF, Ty T T—FENEEBRLNVET T N T LA V=NV EX T a—RL, TN EE
HLTTTIZT Y N T LA VRBEC ) TICh DA vE—V L RRRICEZEA v E—V 2 AX ¥
YLET,
BIEOTANA T NT LA ZIZBET 5 1EHIL. RO SenderBase @ Web 1 h CAFTX &
ﬁ—o

http://www.senderbase.org/

WDSIOWeb VA T, AL, T4 vy, By = TEAAORITEEOBRAEDIE
T A NAMEDE D) A MPREEEH SN TOET,

http://tools.cisco.com/security/center/home.x

B 7y9rJL49 2404



| 7o9roL1s 2404
EPEEPIS T EDESN |

AVTHFRAMERAFY I ODY

TORNT LA T4 NZIZIE, YAaMBOa L TH A MEaAx vy =Y (CASE) 2
FERENTWET, CASElL, A vt =T FEBICKT D) T XA LOSHIZHESWNTH
DO EHIRNCTHE SN TV A, 100,000 2B 2 Dl A v E—V B2 ER L TnET,

TDANAT I N7 LA 7 DOEE, CASEIZA v E—VORNE, arTF A M, BLOWEE 2
WMLTT 7T 4 T N—ND M) H—ChHHAREMEOH D D%, IEfEIZHEN L EF, CASE
X, THTT 4T = SIOMLRITIND I TIVEAL DT U NT LAY — VAR
BOET, BEAYE—VZEFHMA L, MBOEHR L~V EF VYK TET,

FETAN2ZEOBERE MR T 572D, CASEIZURLICKH L TAYyE—V&2AF v L, 1D
FFEEO URL B3R IND & SIONBMT 2T v T LA 7 — A EERALTAvE—
OB IVEFHE L £,

A=V DB IIIEDNT, CASEIL, 7Y M7 LA 7 2h<TEDIA v E—V R —
EWIMIREET A Z L2 L ET, SIONERMT 27 v 7T — a7 v 7T LA 27 L—v
WCHEASNWT Ay E—VEFHICEX 5L )10, CASEITHAF v OfRLIRELET, EH
LARLVREL R BIEE, BEEF DA v —VOFAX ¥ OBENEL 20 3,

A=V END EEIZ, CASEIZA v E—YOFAXZ Yo biTVET, A% ¥
VIFIZ, CASEICE D A=V NANRATHEIN, UANVAEEGe LTSNS E. Ay
t—UEHERETE ET,

CASE OFEMIIZ- DUV TIE, Cisco Anti-Spam : 2 Z M LT 72 &0,

Ayt— MBI

TORNT AT ETTBEFANBKEORAEL, V7 2T RN F BT v 7T—FL
=DV ) —ZADOBOHIMIZ, v N —7 La—FRRHIETHRE & T, ZOHH
W2, BROTA N AF 70— U ERETE, £1ARIER Web 1 MIv LT =7 ZEE L
720, 22—V OMBERBFREANELZVTDHZENTEET, BONZHREICRZD LW A vE—
CEREET ALK ST, TURNT LAY TANFE, 2—FBIORR Y hT—7 Z{Ri#
L., Y2aBLOFEOMDORZ—IZH LWT U T LA 7 i+ 2 A2 52 £,

TANAT O RN T LA IRRAETDHE, ToT7TF— ENET T M T LA 7 b—LB XU
LW U FUOANAL T =T XL, ZOEBFA—INORMNTZ 7 ANNT U —2 iU
ANATHDZENTHENLETTIHRN 7 7 AV EZERED LWA v =R SN E T,

INBAEDIE T A NV AVEDBIBITIE, Web B X 2 U T ¢ —E R L DM Z BT 5 72012
A T A TR B AREE DO H DAL Web 4 b ~D URL, F/2iZWebtX =V 7 o
ZEBEET 2720, (B TE 5 Web ¥4 k2 & HIZE T URL %iffi ¥ — B 2 Z#%H 9% URL
WEENET, BV OLEWVEEZEIZTURLEZEA TS A v —TOREEIC X - T,
CASEIZSIONMEMT 27 v 7T — hENTT U b T b A 7 =N IH ST A v =T DN
REHIHMETEX 5720 TR, Vo7 &N Web A B4 T T4 0272570, Web ¥ =
VF7 g4 YV a—vaiilkoTr7 eyl TEHIFEEL, Avbe—VEBEiOE FICLTEL
ZENTEET,

TYRTLAY T40NE .n


b_ESA_Admin_Guide_14-0-1_chapter19.pdf#nameddest=unique_673

TY9RTLAY T404 |
B wovsiisr

DB DHA Y E—VIIKTLHT T NT AT T 4 VFORREEFIEDFEIC DWW T, BhkE
B, on page 122 L T2 &0,

URLD Y EA LY b

CASENRT U RT LAY T4 NEDERETA Yy E—VEAX Y T 558, LoD LWHNE
WA TA Yy BE—UARIZURL BHE0E I DB LET, CASENL, BIrShi=7Tv 7
LA N—=NVEFERLT, ZOA vy —URNEBTHLNE D 0 EFHE LT, WICHET) 725
LAV TAy =% 2aT7 V7 LET, BBRL-VSLT, 7Y NT LAY 74 L%
I, ZEFHEDN CiscoWebEX =2 V7 0 TtV XA L7 hERDE I, AR ENT-
RAAL L HIFELTWADURLZRS T RTCHOURLEZEZHZ 52 LIk - TRIEEEZRELE
Ty AvE—VUNRNEIVRELRTUINTLAIT7O—ETHD EEbNDEEIL. TOC 2% Web
A MZOWTEBIZHELLHARNDTEZDICA v =V DOERMEZESEE T, BERNAAL U ~D
URL O/SA NADFEMIZ DOV TIE, URL EEHZB IR R A A D31 73Z, on page 23525
LT EEN,

BT A—NT— b T 2ANA =% ) U —ABLOEME L% T, ZEHITLD Web W
A h~DOT 72 AOFEITHRHNITE, CiscoWebtEF 2T 4 70Xl LoTCIEA LT &
NET, ZhiE, YAIZES>THERA RSN TV T, WebP A F235| & e &
HRTEE72 856, £ D Web A ERERTH DL AIREMN S D Z L 22— PFICEETHAT T
ValElAERRLET, Webr A "N A T TA o GEIE. AT vy aBElEIcTET —
A=V NFERENET,

ZEBHBNA =YD URLZZ Vw7352 LI LA, CiscoWeb X7 ¢ 7k
Nt =P D Web 7TV HICA ST v alifieFm LT, A vE—U DRI O T
HELET, ROKIL, A7 7 vy a@lmDEEOHZR L TWET, ZEHIE, [Z0EE
R4 % (Ignorethiswarning) 1% 2V v 7 LT Web¥ A h~Edes, [T (Exit) 227V v
JLTEBHL, 779 U4V RUELERIALZ Z ENTEET,

Figure 1: >R ADE X1 YT 41K DR TT v 1 BIEDESE (proxy_splash_screen)

The requested web page may be dangerous

Cigco Email and Web Security protects your organization's network from malicious software. Malware is designed to
lnok like a legitimate email or website which accesses your computer, hides itself in your system, and damages files
Your ermnail administrator has configured this prevention system to ensure against such damage

m ignore this warnin

CiscoWeb EFX 2T ¢ XN T 7 EBRATHME—DFHEILZ, A vE—UNO URL 2 E X
WzHZ ETT, Web 77U TCURLEZANLTH, 70X U2ET7 7 BATEEHA,

B 7y9rJL49 2404



| 7o9roL1s 2404
rvt—snzE |

\}

Note -7’5 aWMEDOHEBIEZ I AZ~A X LT, Sttooa, @KL EROHtED TS
VT AV T RFERTHIENTEET, VA MNIEENDLIGEICD Y Ra—PFKRT Hi@
OB AR~ A XL T EEN,

P

Tip 2 RLDOFREMNRHH A v E—V D URL 29X T CiscoWebt¥ = U T ¢ Fukxy —E 2R
WCUXAVY FTDITE, BDAX L~y X —%FHL T, BEEEED LW A/XANO URL %
CiscoWeb X2V T 4 Zuaxc ) EFA L7 +T5  REHFIZSHRL T IZE,

Ayt—NERE

T RNTVvAT 7 4 VERSREIR, FEVANAEOEB CTHDLA vE—V DA v —VRLEE
LT, URLEZEZHZL721TR, AvE—YRRbLWEBTHLLEWVWI T IT— b E

2—PIHLET, TURNT AT 7 0 VEERRIT, e~y X —%2EB LD, AvtE—
AL EHICA v E—=VONFIZOWTHREFHRZBIMLIZY TEET, FElc WL, Ay
T — &, onpage 212 L T 72 &0,

BB OGEREEIT, [A—/ R YU 2 — (Mail Policies) ]>[7 % A U —2R (Text Resources) ]
N=UNbREFET T L — FEMEH L TER SN ET, FMICOWTE, 7FA MY YV —
ZEROMEZZIRL TS TEE 0,

IW—ILDRAA T FETTF4TIL—ILELIUTHORITLAY IL—IL

TIRTUAT TANZTIE, TETT AT IL—NABIRT TR LA 7 L—LD2DODF
ATON—NVEFEH LT, BENRT O N T LA 7 E2BRBELET, 7O NT LA 7 4 V2%
BRI, Znoo22o00— vty hEFEHA LT, BOAIMEEZRDL, MBICHERKS7-, —&E
DEERHNEEL R T H & T, T4 NI BEEICFEDT U M7 LA 7 IZEfICREL S
bEDIZENRTEDLEIICLTCWET, TURNT VLAY T4 NEDOL—LEBIORT 7 v a v
I, KE FIZEEN TS DO TiER, BHEOHICAZXA LR TEY ., BEESLe
Ao =TI EBIIT 7B A LY, BEESNZHEBEZMERA LY TEL L9172 > TV E
7

ESPERCRS
* J# S5 /L— /L, on page 8
« 77 N7 LAY DN—)L, on page 7
TIOLITLALIDIL—IL

T M7 LAY —/iZL, Cisco Security Intelligence Operations ®—#Cd 5, Cisco Threat
Operations Center (TOC) TIERENDHD T, IRF7 7 A NDE A TTETF T, AvtE—
UERICERELY T TWET, 77 b7 LA 27 b—E, SenderBase T —# (U T NHALE

TYRTLAY T40NE .n


b_ESA_Admin_Guide_14-0-1_chapter21.pdf#nameddest=unique_699
b_ESA_Admin_Guide_14-0-1_chapter21.pdf#nameddest=unique_699
b_ESA_Admin_Guide_14-0-1_chapter19.pdf#nameddest=unique_526
b_ESA_Admin_Guide_14-0-1_chapter19.pdf#nameddest=unique_526
b_ESA_Admin_Guide_14-0-1_chapter28.pdf#nameddest=unique_752
b_ESA_Admin_Guide_14-0-1_chapter28.pdf#nameddest=unique_752

. BISIL—IL

ik JL—IL

7YrIL1s 7404 |

SOBREDO NI 747 T—4%) BLOZEOMOSHHWDBE A vE—T T A —2DHED
T R T7 74NV EAT T7ANGLDF—=T =, ELET o FIANAZ T DT
TF—h) BHEALT, UTAVAALTT Y T A 7 &3, BilELET, 7T LA
I N—MZE—EDOID B fHT o, GUIOIEIEREAT (e 237U T LA 7 IREE
L) TH— a2 57-DIEHINET,

Z'a—s3)L SenderBase % N —7MMEDUTNANEA LT —HT, ZOR—AT A& HE
St TURT LA T OMENPREPECH D REZHHILET, TOCIE, 7—F%2Lta—LT
DA =2 FETXER LSV ERITLET, BEL-ULIT0 (B L) 55 GE
WIZMERR) OFPHOBIE TR L, A v BV NI A aDBERIZLLHMD 7 — F T = A OFH
WK HBASHTWRWER T 2 AlaerE 24l L £ GEIZ OV TIE, &gl L1, onpage
9ZZHLTLIEEN) , HEL~UE, TOCIZED TV b7 LA 2 — e LTRITSN
£

TORTLA T V= LNTHAEDED I ENTEDRMEICT, 2E2ETROEIRLDNRH
D\i‘é—O

T FANEAT Tr7ANEBEATEFA X, T7ANEAT LT 7 ANELF—T— R
v

s T ANGLF—T—FET 7 AN F AKX

T TANAHFT—T—F

e X wt—T URL

« 77 A W4 & Sophos IDE

THETTF 4T — L, CASEND—EHDOL—LThHY, A vE—0RBMEEEEEO Y A LA
TURNTULAT Ayvb—VORMEEIEMRICHKELET, ZNbD0—/LiX, JRERT A LA
= RADHF T, BHOBED A v —VBLOBEMOBA /A v —V 2L, fERSh
FHOTT, TEFTF 47— F, a—SRORHIIc&bE T, BT v 75— FEE
T, THETT 47 —ix, BEFOT U R T LA 7 — IV EHELT, HIZT T T LAY
Aot —VEBHLEST, 77 F T LA 7 —)LiX, 77 M7 LA 7 OR[EEMN B HIRREDNFE
ELTZEEIZHEMIRDETH, THETT 4T —ME (DWolcAd F—TMIEND L)

MR ) L 7 — LR B CAMM 2 RE DR X 2R — IV TT U 7 LA
I Ave—VEMRLET, SHIZ, THXTT AT =X, BEFA—NV N T 700 7BK
O O /N ES L OV N2 BRI SR RIS L, BRIEICT v 75— b LT AR #4124t
LET,

TorkTLAY

TORTVUAT T4V Z =)L, ERIZ, BEFA—NLDAvE—VBIORMNT 741
DO—HEOKHNE (Z7ANTAX, Tr7ANEAT, T7ANEL, AvE—VORNERE) I
BLREAT T SN L -~ (B :4) TF, eI 77 A NVABIHEDF—TU—F (=&
Z1E Thello] ) BEENTZ exe ERD T 7 AL (4 XL 143 KB) DiRfrEnrz, &bhbLw
BT A—IL A E—UORAENEML TSI L%, CiscoSIO NVBAM LI EEELET, &
DIHE BT DA v —I I T 8B L~ Z LT 7 7oA 7 — AR EITENE

B 7y9rJL49 2404



| 7o9roL1s 2404

ZBLANIL

gL~ [

T TTZANBTIE, BEA—AT = Vo A1E, HLIBITENEZT U M T LA 7 —LE
ST E T T4 TN N a5 LIl TFzv I L, ¥Ura—RKLET (TURNTVLAT T 4
NE =N DT v T — b onpage 1I92ZBM) , THETT 4T —iE, TURT LAY
N—EEBEBEIIZXT v 7T — hEhEH A, BTFA—NAVT— U=/ T, EbLWA vE—
COMREECOWT LEWVEEZRELET, A vE—T OB L VBREEED L& WELL LD
B AvE—VIET YN T LA VRS TISEEESNET, FETVA N ADOEED A v —
COEFIZOWTLEVEZREL T, bLWA Yy =V THRAIN/ZURL T RTEEX
¥z720, Avb—URIXOEHICERNEZEMLZY TEET,

WDOFEIZ, HFLINVDOIERRTA T4 FERIFEEOE Y FERLET,

LARJL[JRY Bk

0 7L A=V BNERTHDLY A71TH A,

1 % (Low) A= RNEETHD Y A7 IHETT,

2 KEIZH | AvE—URBETHD Y A7 ZELHTT, it TEEb L
BT,

3 h A=V BRHERSNTNWDET Y T LA 7 O—ETHDHN, A vE—

CONEPEB THLHNOEDY) A7 B0 £7,

4 i A=Y RNKBMET 7 P T LA 2 O—ETH D L RRER ST
Bin. A vt— CONERIERICERTT

It

5 K A=V ONEN, HERISKBILE 72T R, o3RI R

BT NTLA7 D= THD I EPHERSINTNET,

B L ~NLVBLOT 7 T LA 7 L— LD ONWTIL, 77 NI LAY 7 4% L—)L,
onpage 18 ML T IZE Wy,

ESPERENS

o BRBEZ I L~ D L EVMERRE A A R A >, on page 9
« AT BEL— LI L OV L — L, on page 10

[REEZBILANILD LEMEREHS K514V

FREEZE L~ LD L2 VMEZFEHT2 2 & C, FHEFIZRVOH D A v —TU% L0 HERE
TIXHEBAICRRECE 2 L 91220 £97, RVME (1 £72132) 1%, K FEmA7Z2R3REE T,
2 DA ye—UnREHESHET, KFHZ, @A a7 (4 £72035) (XVEMN 723 EM T,
ARETHDAREENREDLD TEWA v =V 0A BRI NET,

TYRTLAY T40NE .“



TY9RTLAY T404 |
B =77 sEr—rssvEmL—L

TANAT T RN T A7 BILOIET A NVAEOZHR O FIZE U L VA2 S vE T3,
TANABEL L OEOMOEBITS LT, B sEMORFHMZEETCE £, FMco
Wi, BhAOBREE, on page 1222 L T 72& 0,

VAL, T AN MED 3 BHELELFT,

aAVTF  BEIL—ILBLUERIL—IL

ALTF T ANEE MO 7 AN EEdp (zip) T—HATREDT 7 A A TT, TOC
. T HAT T ANNORED T 7 A NAES 5L — L& RITTE £ T,

72, TOCIZLY, HBDHTVANAT T RTLAIN, 1 DOD exe &ZTe 1 DD zip 7 7
ANVTHER SN TWD EHBI SN G1E, zip 7 7 A VD exe 7 7 A /L (zip(exe)) (&
LB RETDEEDT T R T LA 7 = RNRITENET, 277 Lazip 7 7 A AVHICE
FNDEOMDO T 7 ANEAT (T2 2T XtT7 7AN) IZIFREDOEB L XNV ERELEHE
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TorIL |BELARIL| A

149 L=
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BELET,

zip(*) 2 ZON—E, BENTHDE T 7 ANDE A TR, T
D zip 7 7 A NVDER L~V 2ITRELET,
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A v LTINS —HEOTFIRZEE L ET (BT A=A T T4 L OFEMIIHONTIE, &
A=V XA T T A NZONTESRBLTLLEZY) , AvE—VEEFA—N LT T A
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TORNTVUAT TAIVEEREDT 7 N7 LA ZIEBET Y 71k, A vbe—U BB Th D &R
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LEiE, BRI T O R T LA ZRBEC Y 7nb ) U —RAEINDH T Eidenied, HEELTL
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~—J ENTBEAIE. ZOA v EBE—VF AR —FREIH o TR ENET (T4 LR
MR U 7 E XA N AREEC Y TICRB S A5G b H Y £9) , FEc OV TIE, 7Y b
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LX) CHEELTBLLIENEETT, EAX Y (TUNTVULAT T4 N ZDORIBLIOT
N7 LA JIREEC Y T bR ST L &) BEDRER, MohOYEn S A vie—Y
WX, 2EIMRBEESND Z &3V EXRA, T2, TN T LA T 7oV ZREICEY . AvE—
VIR L THREIR T 7 2 a U RFEITEINDZ EEFARAVWI EICHEELTLEEY, TU T
LA T 74 VERBEREIL.  (BROWUEEDT=0HI1Z) A ve—V%RHET 20, 232 vE—Y
TNATTA L DROFNEICHEE L ET,

EEEE
T NT VAT T4 THA T IVE X OUL—/LFETT, on page 13

TORILAD 4794 ULELITIL—ILFET
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DIZJRFR NV — VNS EHEINET, KVFELWEHRBSHBHL TN &, LVEK-oT-
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=L (BED IS, MEESNTL—L | LA vy =1, HEIR
TI7RITLA7 |y b T, AvkE—Y0ON | ICHREESNET,
WZH3<) K., AUTXFARN, BIOE
EEOHTLET,
T=5 4 TR LA7 | zip (exe) 77 ANVNEEN |.exe NEEND zip D
JL— L HA =T EBHELET, |7 7 A T T R ChERE
INFET,
T=10 4y T 7L A2 |50KB Z#E 25 zip (exe) 50 KB AKiifi® .zip (exe)
JL—)L Tr7ANNEGEENDAvE— | T7ANAPEENT-A
CHEREEL £, ©— DT TR AR
nNE9,
T=20 %y TORTVAT | 77 ANEIT [Price] NEE | ZOEMBEZ—FH LN A
JL—L L5 50~55KB D zip (exe) |T&— I3 X TRABERER X
T ANNEENDA vE— | NFET,
CalREEEL £,
T=12 W TIRTVLAT | H LW 7 =F ¥ Z2HH LT [FEoTNDHTRTDA
JL— )L 22Xy LET, =%, BKEOT T
ANVA T =F v L
TA¥y o LET

TOLILAY T4 ILE2DEE

774N a—F A2 —=Tx4 X (GUD) IZrZA L, A=a—0D[EFXxa2VT 14—
B A (Security Services) | ZiEIN LT, [TV b7 LA 2 7 /% (Outbreak Filters) %7 U v

7 LET,
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Figure 2:[7 9 LA % 7 4 JL% (Outbreak Filters) J* A > R—

Outbreak Filters

Dutbreak Filters Overview

Glabal Status: | Enabled

Adaptive Rulss: | Enablsd

Mazimurn Message Size to Scan: | 512K

Receive Emailed Alerts: | No

_Edit Global Settings...

Outbreak Filter Rules
Rule Updates

Rule Type Last Update Current Yersion
CASE Core Files Never Updated 3.1.0-012

CASE Utilities Never Updated 3.1.0-012

virus Outbreak Rules Never Updated 20050715_000000

Outbreak Filter Rules (higher number indicates greater risk. 1= lowest threat, 5= highest threat)

4 oUTBREAK_no0zazy | V2 are seema unusual valume for file extension(s) pif. We are raising the Threat Level ta 3, We
5 cUTeREAK_a0n342s | 2 are seeing unusual velume for file extension(s) exe. We are raising the Threat Level to 3.

5 oUTBREAK_no0zazs | V2 are seema unusual volume for file extension(s) zip(sxs), zipielexe), We are raising the

5 cuTeREAK_aonsaan | W2 are seeing suspicious urlis) propagating through multiple sources. We are raising the Threat
5 oUTBREAK _nonzaay | |18 37 seeing suspicious urlts) propagating through multiple saurces. We are raising the Threst

Rules last updated: Wed May 25 22:36:12 2011

| Update Rules Now

[7Y N7 A2 7 0% (Outbreak Filters) ] ~— %, [TV M T LA 27 7 4 X OB
(Outbreak Filters Overview) | EHBIAED [TV b7 LA 7 7 4 )L X DL—/L (Outbreak Filter
Rules) | (fFETHHE) DU A RD2OoD® 7 v a Vv INFERENET,

roT, T NT VAT T 4 VFIFA F—T ), AdaptiveScanning [T K — TV, FEK
A=Y A ZFSRKICRESNTVWET, ZNOLORELXELT HITIE, [Fr— UL
FRE & (Edit Global Settings) 1% 7 U v 7 LET, 7 a— L EOMREICE T 2 7M1
ONWTE, T NI AT T4 NEDT a—r)LERTEDOHERK, onpage 1625 L TL 72X,
[T N7 VLAY T 4 vHDN— b (Outbreak Filter Rules) ] &7 ¥ 3 2, Kz R—x
Vb Qb= VARET TR V=L Db ETe) ORET v 7T — Lo, Hff, BX
OR=Ta DY A RE, BEL_NVELIZT T R T LA 7 T 40F =D A RHRE
nEJ,

TURTLA T = LDFEMIONWTIE, TV T LA 7 4L H L—/L, onpage 18%
LTLEENY,

ESPEREENS

T U RNT LAY T4 NEDT 0 —N)VERIE DR, on page 16
T NT VLAY T 40H JL—)b, on page 18

e TUNTULAY T4 EREEL A—/L AR 2 —, on page 19
T URNT VLAY T4 NEERELE T U N7 LA 7[R, on page 25

TOLITLAY T4L% .
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TORITLAY T4IL3D5 O0—/NLERTFEDER

&

ATy T2
ATvT3

ATvT4

Procedure

[E¥= VU7 ¢ H—E R (Security Services) ]>[7 7 b7 LA 2 7 4/L% (Outbreak Filters) ]
27V v 7 LET,

[/ v — VLR E %W (Edit Global Settings) 1 %27 U v 27 L7,
BTSC T, REFTLET,

T NTVUAY T4 NEETa—r A F—T NI LET,

T HTT AT N—IVDAX X oA F—T M LET,

CAX YT BT FANDRRKYIA RERELET (A X, N TANTEHZ LICHEE
LTL7EEW)

T RNTVUAYT TANEDT T— oA X —T I LET,

*WebA 2T ay "I X o TEAFZ—TMILET, WebA ¥ T 73 FTy
XU EBBLTIIEEN,

EHEEEFEL, REFLET,

What to do next

Z OFEBEIL. outbreakconfig CLI =1~ > FiZ X > CTHAEH AIHE T ( [CLI Reference Guide for
AsyncOS for Cisco Secure Email Gateway] #ZM) . ZHEAMA 726, 5L THEL 7,

Note

Web A v 2 —T 2 A AZFEHLTCURLOEX L T2 A 2 —T T 52X TEEH A, CLI
ZHEALTCURL OB X T &2 A 32 —T I T B FIEICHOWTIEZ, URL D122 & URL @
AvE—=Y 7 vX T OFEMOARME, onpage 172 L TS 7Z3 0,

&R R
T U NT VLAY T 4 NHEREDL ML, on page 16
« THTT 4T —/LDFEME, on page 17
T T NT AT T4 NEDT T — DAL, on page 17

*URL DX > 7 L URLDA vE— b7 vFx 2 7 OFEMOAZNLE , on page 17

TORILAY T4 L2 EEDEMIL

T RTUAT T4 NEERRE 70— NVICHNCT DI, [T R TV AT T4 E DT
17—/ E  (Outbreak Filters Global Settings) [X—Y D [T 7 N7 LA 7 7 4 VAT
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% (Enable Outbreak Filters) | DA{IZH DR v 7 A% AN LT, [ (Submit) 1227 U v 7
LET, FANIT U N TVvA T TANEDTA B ABKECRBE L T LERDH Y £7°,

Wo Tz A7 B— VU R=T W LTI, T RT LA 7 7 0 VEBERERIX, FEE A —
NARV— (T740 K RV —8FT) 12X L TEINCA R—T NV ETIXT 4 E—T I
TEET, FMCONTEX, T N T A2 7 4 VZBEREE A—/L 7R U 27—, on page 19% &
L TLEEN,

T RTUAT T 4 IVEREEEIL. T F ANRAAF Y VA F—T N2> TWNDBNE H MNT
B2, arv T ¥ A M#EICAT Y Y (CASE) ZMH L TUA LV AEDOE R Z K
LET, 2L, FVANAEDOBEE AT Y T 5720, BFA—NVT—hVxAT
Anti-Spam F 721 ¥ Intelligent Multi-Scan % 27 2 —/NUIZA X — T VI T HRERH Y £,

Note

VAT LDy N7y THRICTA B AICFERE Lo s (TIE4 : £% 2V 7 1 22H1)
%, [BEF¥ =2V 7 40—t R (Security Services) |>[7 7 N7 LA 7 7 4% (Outbreak Filters) ]
~N—YT[H%) (Enable) 127 Vv 7 LT, 748 AR EZHA, FETIVLENDHD F
—é—o

TETT4 T IIL—ILDERE

Adaptive ScanninglZ, 7V N T VAT T4 NEDT XTI T 4T N— &AL FX—T WM LET,
A=V ONFIIETDUVANA LT =F ¥ I AN LEEREH TE nGaid, —F
DIFRELETZITHRE (T 7 ANV A X7 E) BDMERHINT, AvE—YRTURT LA 7D
To D AREMENRE Z4VE T, Adaptive Scanning # HZCTHI2IE, [TV VT LA 77 4%
D7 v —rLVEETE  (Outbreak Filters Global Settings) ]X— @ [i#)i/L—/V & G MZT 5 (Enable
Adaptive Rules) | DFEICH DR v 7 A% A2 LT, EE (Submit) |22V v 7 LET,

TIORILAY TJ4IL2DT7 53— FOEMIE

[77—k A—/L (EmailedAlerts) 1 &9 TNV DffWeRy 7 Akt 2L T, 7V K7L
AT TAINEEREDT F— e A X—TNWIZLET, TUNT LAY T4 NEDELA—IL
TI—bhDA X —TMUIE, BIZT 99— bV A FX—TNMILT, TUNT VAT 74
NWENZET LT 79— DPHESIND LT HODOEOTT, HMESNDLT 77— B XU
BHROEBEBLFA—NT RLAORTEF, [77— bk (Alerts) | X—T D [ AT L& (System
Administration) ] ¥ 7 CRELET, TUNT VLAY T4 N EDT T — FOFRTIZET HEEMM
WZOWTIE, 77—k, SNMP F 77 BIXORXT U KT LAY 7 4 /L4, onpage 28%
LTL7ZENY,

URLOBOFUJEURLD A vE—2 b yF U TOFMOBEIL

URLBEOn 7ou JINEL, Ayt —Y T o ZTOFEMO Z OFROFRRIL, T 74
b N TN > TWET, ZHUZiE, ROA X hour T REENET,
e Ay B—UHNOBEDURLOATITYMNURL AT I 740X LT
A=V RNOEEDPURLDLE 2T —Y gy Aa7NURL LE 2T —T 3y 7 4L
2 L—FL-
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<V REMEHAT L0, Web A v F—T =24 AT [EF=2U T 49— A (Security Services) >
[URL 7 4 /% VY > 7 (URLFiltering) | ~—I\ZBEI L 7,

ESPERCRS
T NT VLAY T 4 NH L—LDEH on page 18

TORITLAY T4IL3 I)L—)L

7 N7 LA ZJL—/LiX, Cisco Security Intelligence Operations 7 HRIT SN E T, B A—/L
F=R 0z AAIETH LT TR T LA I N—NE ST EIlT =y 7By rrn—RLE

T ZOT7 v T T MEREEETEET, SECOVWTE, Ty IS L= FBIUT v

T—heFura—RTL500h—"EEEZSBL TSI,

EEEE
T RNT VAT T 4K —)LDOEEL on page 18

TORILAY T41L3 IL—ILDEE

N

TUONTVUAZ T4 NE V= VTABNICAY D e — RENDeH, 2a— IR 2B HIT—
@J%‘g&)@ iv@_‘/\/o
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RoTVWD (DFED, BEOUANVAEDIRMT 7 7 A NVEA TRBIETIET v FIANAY T
N =T DT v 7T —MIEGER TS, FHIFTTICEHETII RS 2o TW0D, £H1EZED
W5 OEE) AN DY 9, ZOHEIE. INLORMEERFOX v — U EIREEL TE<
VETHY FHA,

(W= %59 T v 77—k (UpdateRulesNow) %227 Vv 7952 LICK-T, YA2dD
TP TF—= b =0, Ty T — b ENET O T LA V=V EFFHTE Y0 — KT
xFET,

Note

V=% 453 <7 v 77— (Update Rules Now) [ AH id, BT A—NT— U =A DBE
BFEOT T N TVLAIN—NE [T7F7yva) LA, T T—FENET T T LAY
N—VEEEWZ D200 T, YAa0T v 7T — M= R TRER T v 77 — A7 0
LA, BT A—NT— R NV AIFZORE %7 ) I FTHETT U RN T LA T IV— VR D
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&R R
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FTIOcrTLALY T4NLE L—ILDTYTT—F

TN RTIE, BIA—NT =R U zAFSHTEITHLWT TR T LA 7 4 VH L—
NOX T rua—RERITLET, ZOMERIEX, [EX%=V 7 % —E A (Security Services) ]>
[h—ER2DT » 77—k (Service Updates) ] ~—Y TEETE £, FEMICONTIE, ¥—
R T v 77— b EaZRLTIEIN,

TORITLAY TaILABEREE A —IL R O —

TORNT LAY 74 VHBEREOREITIL, A=AV RV —TLIZRETELHLORH D 97,
TORNT VAT 7 4 VEFEREIE, BT A—NT =R U oA TA=IVRY =T L2 F—T b
FFT =TI “C?SiT A=V R —=TLIT, FFEDT 7 A NMLEFB LR AL
YETURNT LAY T4 VEIER @@f@ﬁl%@%“(%iﬁ‘o Z OEREIL. policyconfig CLI =
~ v RIZE > THEMAEETT ( [CLI Reference Guide for AsyncOS for Cisco Secure Email
Gateway] ZZ M)

Note

T RNTVUAT T 4 VEBERENIET A N AVEDER A A% ¥ 572912, Anti-Spam F 72 1%
Intelligent Multi-Scan A ¥ ¥ & B A — /N7 — N = A T B— NI A X —TWIZT Db
R 7,

FFEDA =/ R —IZRT DT T R T LA 7 74 VAERORELELE T HITIE, EET
LRV =D [T N7 A2 7 4% (Outbreak Filters) ]§U0)) &7y LET,

BEDA—NVR) =T LTT U T AT T4 NVIERREA X —T ML, HAZ<A
AT HINE, [T NT VAT TANEERINCT D KEE AKX ~AX) (Enable Outbreak
Filtering (Customize Settings)) ] Z3%&R L £,
A= R —ZK L TRDT 7 N T A7 T 4 VEFELRERTEET,
- FREEZ L~
o e RFRBECRFF I
cFETANAMEDE A v — T E @B BT RIRRCBE
A NAFT LT 7 ANALRF DI AT
c Ay —UEEDOL X UME
cHABLTHANBIOT Y T LA 7 4V Z %L (Sthreat verdict, $threat category,
$threat type, S$threat description, 35X TN $threat level 72 &) Z{HH L THA Ny ¥ — %%
HLETS,
c MDEA A=)~y X —Z IR ET,

* X-IronPort-Outbreak-Status
* X-IronPort-Outbreak-Description

« BT A—/V7— 8T A F£7213 Exchange — 372 EORFESEHLICA v E—VEHEEFE L E
R

«URL Fx#iz

« B DREFIE

TYRTLAY T40NE .“
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TY9RTLAY T404 |
B s croLsnpoz:

[T RNTVvA T TANEERNCTD (T 74V EDA—VRY —gEZMkAK)  (Enable
Outbreak Filtering (Inherit Default mail policy settings)) ] Zi®IR LT, T 7 4/ DA —/L K
VL OVWTEREINTNDT Y NI LAY T4 NEREEMMLET, 7740 A=
RV —TT T RTLAT T4 VEERE A R—T ML TWAEGEEIL, ZOMT XTDA—
WARY = FAAZ A R LIRVRVEI LT U T LA 7 74V REEERLET,

RECLKE LD, ERZHELET,

BEIEE
o fREEL LD L X VMEDFLE, on page 20
o I KFABECREF, on page 20
« 77 A NAERA- X A T DA 73Z on page 20
« A b—ZH, on page 21

frREE L NILD L EMEDERTE

YA RNBT T RN A7 OBBITKT 5 [REET 2B L~ (Quarantine Threat Level) ]
LEVEZERLET, BTN IWVIEBERBESND A v E—VI3Z R0 | HFBREWVIZ
RS2 A v =23 R0 4, Y 2ad, 774V MED 3 ZHEL £,

FEIZOWTIE, FREEEE L~ LD L EVMERREN A K74, onpage 9= ZML T2 S
U,

B KRt (R ¥

Ave—YNT U NT LA VR TICHEE D RRIEHEZFRRELET, AL AEORSMS
T ANEGUAREEOH DA v —V BT 4 v 70w r =T Uo7 EZofh
DB FLARED & H A v —UICk L TR 2R ZEE TS T, VLA
DEOEGEIT, A v — V2 REECBIEFICRIRHZEE 32 1203 [RBE BT IC A >
t—U%3%E LE T (Deliver messages without adding them to quarantine) | = v 7R v 7 A%
T LET,

Note KU —T[AvE—IDEF (Message Modification) %A F—7 /LI L7ARWRY . FE7A L
AMEDE I A R CTE 8 A,

CASElE, A vb—JICBB L~V EE Y Y TH L & |IIREHR M ZHE L CWES, B
A== N T = A1E, BEY A T T D IR IEBE R R 2 88 2 72 W R Y . CASE 23 #fESE
THREMOEIDOM, BEEINd A vEe—V52RELET,

T7AINWHERF R A TDINA 1N R

KD T 7 AN A THNLNRATHEICRY V=% ERTEET, A RSRENLT 74
NAAEAEF1T, CASEIC LD A v =D B L~ VOHENSEANSNES, 7277 L. s
T 7 ANVIIKT B DEFA =N X2 )T 40 AT T4 OB I IThILET,
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I7ANEEFOAA AR a7+ T70ns147 |

T 7 A MIEETZ A RAT BT, [’ 7 7 A VD AX ¥ D /3A /XA (Bypass Attachment
Scanning) 1 %7 U > 7 L, 77 ANMERFZIEBRETIIASTI L TG, HEE 2B (Add

Extension) &7 U v 27 LE7, AsyncOS L, [/ XA /XA 57 7 A WILIET (File Extensions

to Bypass) | U A MIILBE 524 T2 R R LET,

NANRZASNDILEF DV X FINBYLEFZHIBRT 2121%, [ "2 T 57 7 A WAEET (File
Extensions to Bypass) ] U A hDILET OO I IHT A 2227 ) v 7 LET,

ESPERCRS
o 77 ANLTA-DINA/NA 2w 2T F 77 A /DF A, onpage 21

T7AIALEFDINANR : AVTF T7AILDEAT

Ayt—UEE

T 7 AR H A RAT DA, Ay T 7 ANVANDO T 7 A (T2 & 20 zip ND .doc
T7AN) AL NRATAHILARF DY X NMIEENTWHIUT, XA RS2 EINFET, =& 23,
INANRRFTBIIRFDOY A M doc ZBMLIZGEAIE, 2> TF 774 MZEENTWND G
DHLEDT, TXTD doc 7 7 A NV ARA NRZENET,

BIA—NT = T2 AN T 4 TOBITERITYALT =T Web A h~DY 770l
FHETANAMDEREFFOA vE—VEAXY VT H5AIE. [AvyE—TVDEE (Message
Modification) | %A r—7/LIZ L E T,

A=Y OB LIS T, AsyncOS (ZA vE—T AR L, §XTO URL 2 EX
iz T, AvbE—UME Web A FEBZ 9 LT 5HE CiscoWeb X =T 4 7%k
HLTZEEEZVXA LI FTHZENTEET, EBFA—NT— NV oA TA vE—VITH
HEHZBENLT, 2—PIA v E—VONERED L, FREAETHLZ L 2EETS
ZEHTEET,

FETANAMEDEFEA v —VEBHET 72012, A vb—VBFE A R—T T D HLERN
HoET,

BEIEE
« A v —UEHEOEE L)L, on page 21
« A v =Y DOMA4, on page 22
T NT VAT T 4 )VEDEF A —)L X —, on page 22
o fUERBE S A — L AR A |, on page 23
s URL EBXHZIB LR AA L D/NA 73Z, on page 23
« B O E I, on page 24

Ay —UEROEBLANIL

UARINE [AvE—VOEE - B 1L~ (Message Modification Threat Level) ] ® L & U ME
AERLUET, ZOREE, CASEILL > TREINDFB L ~MTHESNT, Ay —Va%
HFHENEIMPERELET, BHFEDNNIWIFEELETIND A vE—1FEL< 20, BTN K

TYRTLAY T40NE .“



B ot—ons

Iyt—SDH4

)

TY9RTLAY T404 |

FWEEEREIND A =3l Rh0ET, vRAE, T4V MED 3 BHEEEL E
TO

EHESN) 7 2 BUIRTANVAMEDBEA v — P THANy X —DT %X FaLES %
L, 2= PRy =V NMEEDTDICERINZ L ABMTEET, WAFLTFHARE
T 1\71//])7 74/1/52%%( ($threat_verdict\ Sthreat category., $threat type.

Sthreat description, 83X T $threat level 2E) OWITINETIIE S, Ao~y X —D
ATEIFRISEN L 9, BEEFAT DL, [ OF A (Insert Variables) 1 %7 U > 7

L. ZHOU A SPHERLET,

[A v E—Y D4 (Message Subject) | 7 4 —/L R TCIX, ZZHITEHINETA, ZDOT 4 —
NWRIZADN LT A ROBRAETIFRNCAR—RBMTHZET, ZV T NLDA -
AL, BT XA NEGTLHZ N TEET GBINT XA AU VL4 ORNZEN
THHEEILEMT X A SO, AU P FAOHHDOHAITEMT 25A1TENT ¥ X D%k AH
ICANR—=ZAZBMLET) , 72& XL, [MODIFIED FOR PROTECTION] & W) T F A & A4 Y U
O ORNZBINT 25815, ZOBRAICEEDO AX—2ZBMLE£7,

Note

[A v =Y D4 (Message Subject) 17 « —/L R ClE, US-ASCI XF/2 T &M HTE 9,

TIObTLAY T4NLEADEFA—ILAYH—

WD~y X —% A y—J|0BINTExET,

ANy B — 7+—< vk £l TFay

XoFIQLERL S x-TronPort-Outbreak-Status: | ¥-TronPort-Outbreak-Status: | o 3T D A v & — I CTHL)
Sthreat verdict, level|Yes, level 4, Phish (Enableforaﬂlnessages)
Sthreat level, - Password . }F'j/])/l/x‘HZT 17 ]\ 7 1//], z

Sthreat category -

TD#HH%) (Enable only for
non-viral outbreak)
« #7%% (Disable)

NoROSOFIN x-TronPort-Outbreak- |X-IronPort-Outbreak- « 5

Description: Description: It may o ﬁE;ﬁ

Sthreat type

Sthreat description trick victims into
submitting their
username and
password on a fake

website.
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\}

wamnks—n Az~ [

Note

REBBEA—IL KRR+

INHEDNYE—ITHESNTA =TT g VE ) 7T AEAR. (B A — /LR A
MEBRELT) TURNT LA T4 NVETUBEEINTA v =2 E AT = T = A1T
RL, IO~y X —|Z—HTHar TV T4 NEEFHALTAyE—V 2 Ay 95
VERH Y £7,

TURNTUA T T4 NBZICEVMBINTA v E—VIZH L Tary 7Y 7 4 F_N—ADA
Xy U EETTIHEAR, AW ENEZA v =V B A AT = = ITRT LT Y
FNTVA T TANZERET HHERDHY £3, Zhd, REAA T I TiEasrsry
TANE AR LV DRICT T NT AT T4NE AXx VINEITINDHTZDTT,

[REsE5 A —/L7s A b (Alternate Destination Mail Host) ] 7 4 —/L NI, JLEHED A v —

EIDICAF Y T AHALEDIZEETDEFA—NT— T 2ADIPT FL X (IPv4 F721Z
IPv6) 721X FQDN Z# AL £,

URLEEMRI B IV RA AL VD/NA /R

AvE—VDEBLNNVNA Yy E—VERO LI WVMEEZBXAGE. TUNT VA7 7 4 V4
BEREIIA v E—VNOTRXTOURL Z#FEEH#2, TNOHDOURLEZZ Y v/ T5La—¥%
CiscoWebtFx 2T 4 70FLDAT T aX=JF AL 7 FLET, GEHIIZOW
TiX, URLO U XA L7 K, onpage 6L T ZE, ) A vE—T OB L~V HE
BEO LEVMEZBZDHE. TTIA TV ANA v =Y OREEBITOE T, IEDIET A
NWAVEDT U N T LA 7 BEITHOSE, A vt —YOREHITOCIZ, 77 M7 LA 27 OF]
BRIENHDA v E—UND ) 7 DT XTDED LW Web V1 F&ESHT L. £ Web
A MARETHDNE D BT 58 % 5 2 £9, CASE1E, SIO et 257 v 77—
ENET VT LA I N—NEFEALTAYyE—VEFEAX YL, AvE—URT U MT L
A7 DO—ETHLNEHAWE LET, R RIS, BT A AT =R VoA 1TA vE—
DR DR L £,

AsyncOS X, A RAEND RAAL VEFRLTWD URL &, A vbE—YHROTRTO
URL Z#F&#ix £,
[URLOZEXH#2z (URL Rewriting) | CIIROA 7> a v &HTE £,

c [REA DA v E—TOHAZ) (Enable only for unsigned messages) |: Z DA 7 3 1T
X o T, AsyncOSiE, A vE—VEROLEWMEZIZTOEIDIRELDA vE—TN
DURL Z#EFEZHZ 5N LRV ET, 72ZL, BASNEAyE—VIIEENEE
lve URL EBEEHZIZONT, VAT Z ORREDOHAZHELE L £,

TYRTLAY T40NE .“



B zeoanzs

BEHORAEERIR

TY9RTLAY T404 |

A\

Note E7 2 —N"7—hTxALSDFRY hU—7 EDY—
WNERITT T T4 7 2 A DomainKeys/DKIM E4 D
RREZHE T 5856, EFA— AT — U =413
DomainKeys/DKIM-signed A v &—N® URL % %é’r
BT, Ave—VOBELAEERHILILVTLHL
NTEET,

S/MIME Z i L THE AL S TV D55 721

SMIME B4 NG END5E., BT A— VT —hU=x
ANFAVE—TVEBABEHR LA LET,

[FTRTDOAYyE—UTHS (Enableforallmessages) | : Z DA 7 =3 12k 5T, AsyncOS
i, AvE—VEEOLEVEEKZTNEZLTXTDOA v E—HNO URL 2 E &t
ZoNDEITHRYFET, BLAEINEAvE—UbEENE T, AsyncOS BNEL Sz
Aot —VEEETDH L BAHITENIR £,

«[#%h (Disable) 1: DAL a ET7 vV T LAV T4 ZITK L TCURL EXHZ %

F o=z LET,

RY—HEHELT, %E@F%4>%@NRL%ﬁE#%@%T%i¢ RAA %A 8
AT HIIE, IPvA7 R A, IPv6 7 R LA, CIDR&PH, &AM, #5HRA M, £ER
AA U HE[RAAL L DAF ¥ %34 73 A (Bypass Domain Scanning) ] 7/{~/1/ RIZ AT LE
T, O M) EZRETLHEIE, W~ TREY £7,

PRARARAAL 2% UHREIE, URL 7 4 A% ) o 7 CHERA&END 7 a— SRR U 2 R C
ITWETH, EEHR T, FFr U A FOFEMIZOWTIE, URLZ 4 V& U 7 OFFR[ Y A |
DIERLZ B LT IE &0,

EFA—NTF— P Tz T, B LWVWA v =0~y X —0 FEIcaEEEA v — V%8
MLT, 2—PFIA v E—VORNEEEESTLZZENTEET, ZOREFHEITIL, AvE—
COEAFIIELTHIML £ 7L —> TF A MBMEHTE £,

&R B 5603 TH (Threat Disclaimer) ] U A 22O 20 EHFIHEDOT 5 A b &2 @INT
B, [A—/LAR Y r— (Mail Policies) |>[7 %A U YV —A (TextResources) | U7 &7
Vw2 L, [REFHET 7L — b (Disclaimer Template) ] & H L THr L e E S0 2 {ERL
LET, [RHEFHT 7 L— b (Disclaimer Template) (21X, 77 b7 LA 7 EEIERIC E'?J
THEENEGENE T, [AEFED L E2— (Preview Disclaimer) %27V v 2745 &
BHREFHOT L2 —42RRCTEET, DVAZLAREFEA v - TlE, BHEEHEH L“C
A=V DB L~ BBDZA T ij:U"”’@Z@nﬁﬁﬁ%ﬁﬂ““C%iTo FRERFHA v
T VOERIZONTIE, 7F AN VY —2FROMEEZBRL T EEN,
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| 7o9roL1s 2404
ForTLAs TonatieeTy LA v [

TORITULAD T4IVEHEEET O NI LA U IR

TORNTUVAT 74 VEAEREICK VIR SN A v =13, 7Y T LA JIREEC ) 713
FBanEd, ZoORHE=Y 7ix, AvtE—V%BHET 2720 Lv— (T M7
AT NV—=NDFEET T N TV A7 ID, THETT 47 M= LOGEIE—RATNERRENE
T) ITHESNWT, RBEEC Y 7 b TR TO A v — U ZHIBRE I3 T D ERIC&LD [~
V—] Ea—2bdI LERITIL. ZOMDH LW HIREEEL RERICHEE L £ (RBEtOEAIES
EOFERIZONWTIE, RV Y—, UANLA BEXOT U T LA VRSB L T TZEY)
P~ —Ea—DFMIoONTIE, [T7 b7 LA ZB@EE (Outbreak Quarantine) ]38 XU [/L—
=) —IZ X 5% (Manage by Rule Summary) ] £ =—, on page 26 2 L T 7231,

EEEE

T U NT LA VIREBEDE=%Y 7 onpage25
«[7 7 b7 LA 7 @B (Outbreak Quarantine) |3 X ONL—/H~ U —(Z X5 H (Manage
by Rule Summary) ] £ = —, on page 26

TOLITLAVRRDE=2") 2T

EYNCRE SRt ) TIXE EAEE=2 ) U 7 2B L LERADR, FIZUANVAT T
N7 LA T OREREITRAEZRD, ERORA v —UPRET D ARENRH LML, TU b
TrA 7R ) TICHERE AL D T L AR L ET,

EHOA e —=VRRHES NI SE. 7 b7 LA ZIRBEOBGEIZ Lo TE, ROWT AN
HELET,

cBEEDOT 74NN T ayB[U Y —A (Release) ] IZFXE SN TWDEETX, PREFY
MOHRNEIINZ & &, FHERET Y 7284 — =T a— L7z L A v — 0k
SNET, A== —DEDIZA v E—UPRBINDENT, W7 7 A VOFIER,
4 DT X-Header DB E WS T 73 a VR A v =k LTEITEND LD
W2, T N7 LA 7 RHEEZRETEET, TNHDT 7 ¥ a OOV TIL, [RifE
Ay —=VICHBMCHEASNAT 74V s 77 ar28RBLTLEEN,

RBEEDT 7 4 N T 7 v a U [HIE (Delete) JWCERE SN TWAHEAIE, MREHHR O]
RGN E &, IR ) THAF—N"—Tn— L7 XA vbE—V0nHIBRENE
7T

e F—R—To—F, BREEZ Y 7RSIV DL XIZESHIZA v E—UNBIMENTBEIC
FAELET, Zo%AE. APHREICIEWA =00 (WTFLbRbEWA vE—
UnHEIERD FHA) L T LW A v =S RERNZEL £ T, A vr— UK
SNTWEET, = N"—Ta—DDIZA v E—URRREINAEIZ, IfF7 741D
BB, M4 DZEE, X-Header DB E W77 7 va VR A vE— ifbf?%?Téﬂé
EoE, TU NT LAV RBEARETEE T,

FREESNTWD A v E—UF BILWAL—AREITINLTEICHAT Y ENDT2D, TU
N7 LA IR ) TICH D A v — VITAMIIRP N DN SND Z EBIELAET
D

ZNTH, T4V N T 7 a I [HIER (Delete) [ICEESNTWDEHAE, 7V RT LA
VIR Y 7AFE=ZTAZENBEETY, Y23, FEAEOa—PFZH LT, T 740

TYRTLAY T40NE .“
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TY9RTLAY T404 |

. [79 T LA YmEE (Outbreak Quarantine) 13 &K UV L—ILH <) —IZ& S EHE (Manage by Rule Summary) ] E 21—

77y a s [EHIER (Delete) [WRELRWIZ EAHEELEST, 7V NI LA V@) 7
INHEDRA =0, £TRIET U N T VA IRBEDT 7V N T Vv a COERIZET D
SRR OWTIL, BREEA v —VICHEBIMICERA S NS T 74V T 7 v a v EBRL TR
éb\o

R, B LW—n DT v 77— Mo, 77 N7 LA 7R TICRREEO T
TV RA v —UNHLEAE. FEZEFORA v =V OARMIBRAESEDLZ L TEE
To AvE—VORFEHMAZESLT ZEICEY, B 7O A ANKRELRDIGER DD
720, HELTIEIN,

Note

AyE—=URTURNT LA 7R TICEES>TVDIIZT v FUA VA AR v U (A—
NRY =8 TERL) 77—V T 4B —T M ENTEEIE, T2l 2 X v — Ui
MENDHENCH ) —ET U FIANA ZAF Y U EFEA F—T ML ELThH, DAY
TV ENTEEDT VT TANA AF v STETINEE A

Note

TIRNTVUA 7T 4 VKRR, BFA—NT = T2 A TV FUANAAT Y VoA F—
TN THHERATEET, 2L, TV I9AT UV ATT UVFARAM AT Y U, X —T
ILTIRWERIE, T NI A 7 T4 VFIFETA N AVEDOBERZ A%y T EHA,

[72 kT LAVt (OutbreakQuarantine) 5 & WIL—ILHY T ) —IZ k5 EE (Manage
by Rule Summary) 1 E 21—

GUI @ [E=%4 (Monitor) | A==2—IllHDH VA NADOWREELE 7 Vv 7352 LT, 7Y R
TLA IR Y T ONEEFRTEET, 77U M7 LA ZRBECIE, BIMOoE2—Th o,
TURNT VA TREED [— = U —IZ X5 (Manage by Rule Summary) 1V 27 $ 560
ij‘o

Figure3: 77 F T LA JRBED JL—IL Y1) —(Zk 5EE (Manage by Rule Summary) ]') 2%

Quarantines

Quaran tine Messages Default Action Status Settings

Spam Quaran tine & 2565 | Retain 14 days then Delste

Outbreak o | Retention Varies
[Manage by Rule Sumnmary] Action: Relsase 0% Full

Folicy 0 | Retain 10 days then Delste oseredl)

wirus 0 Retain 30 days then Dalsts D% Fll

ESPERENS

eV —bEa—DfHICLDT Y N T LA ZEEECY TNDO A v —TIZxd H—b
ID (23N A v t—T T 7 ¥ a3 DFELT, on page 27

B 7y9rJL49 2404


b_ESA_Admin_Guide_14-0-1_chapter37.pdf#nameddest=unique_763

| 7o9roL1s 2404
H3Y— E2—ORAICESTYI R TLA VBT Y FHOA v E— ST BL—LID &SV A vt—S 7o avnzi ||

HI)—Ea1—DEFERICKETIORILA VBRI ZADA vE—JIZ/T B5IL—ILIDICE DNV AYE—DTFY
a3 VDET
V=YV —iZ L 5% H (ManagebyRule Summary) ]V > 27 %7 Y v 27 LT, L—/LIDZ
LT N—=TIESNT=T U N T LA VIRHEONED ) A NaRRLET,
Figure 4: 72 R T LA V@D JL—IL Y < 1) —(Z &k 5 EHE (Manage by Rule Summary) ] £ 21—

Outbreak Quarantine Summary

Manage by Rule Summary

All
Select Rule ID Number of messages Average message size Total size Capacity
O EXE_BAGL 4 16 KB 0.1 M8 0.0%
4 16 KB

FBNCA v E—VZBR LR Th, ZOE2—00/EDT Y VT LA 7 13T 47T 4
TN— VT 5T _XTOA =06 LT, gl AIBR, £ RFEIFER 2 1775
EOICEBHRTEE T, £, MBELIZVA MDY — M FEITTEET,

Z OFEREIX. quarantineconfig -> outbreakmanage CLI =2~ > Kb bl T& 97, FEMlc oW
TIX. [CLIReference Guide for AsyncOS for Cisco Secure Email Gateway] ZZH L T 7230,

TORILAY TJ4IL3DE=R) YT

FFA—NT =R T2 A20F, TURNT AT T A NFBEREDONRT p—< AR LRI 2 F
S ETREEOY—AREENTNET,

ESPERENS

« T NI VLAY T 4HF LiIR— |, onpage 27

e TUNTULAT T4 NEOWELL—/L U X |, on page 27

« 77 N7 LA 7 IREHE, on page 28

« 77—k, SNMP +7 v 7 BIORT U T LAY 7 1/L%, onpage 28

TORILAY T4 LiR—F

BFA—NT = T2 ADT T NT VAT T4 NBDOBIEDAT —Z ZF LOREITMZ T,
DT O N TVUATRLT TN T VLA T T AN ZIZK > CIREES - A v — BT 5158
MDERENDT T NT LA 7 40H LAR—FTT, ZOHFEHRIE, [E=% (Monitor) ]>[7
U hTvA 277 4% (OutbreakFilters) | ~—Y TRRLET, FEMICOVTIX, TETA—
NEXR2VT 4 F=H ] OBEESHLTIEIN,

TORILAY T4IL2OBEEIL—IL YR+

MELIONL—L VA NI, TU T LA 7 4 VZHEREDBIEDIRABIZ B L THRAL O
IRt LET, ZofHRIE, [E¥=2VY T 0% —E R (Security Services) |>[7 7 T LA 7
7 4 V% (Outbreak Filters) ] X—I CTHERLFET,

TYRTLAY T1LE .“



7YrIL1s 7404 |
B orovqomm

T T LA YRR

TURNTUAVRBEEERL T, 70 T LA 7 T4 N FOBFRLSVD LEVEIZEY, 7
FI7HTFINTNDAyE—VOREE=FLET, £z, V=L T LOREHEA vy E—TDY
A RbEHATEET, M ONTX, [77 b7 LA 7@k (Outbreak Quarantine) ]38 LT
==V —|2 X 5% E (Manage by Rule Summary) ] £ = —, on page 265 L UVR U v —,
UANA, BEOT U T LA 7EHEZSRL T Z30,

75—kr.SNMP b3y T, 8EXUVTIORITLAY T1LE

T RT LA T4V AREREIL. EHIIZ AsyncOS 77— R L SNMP T v 7LD 25D
B2 A 7TO@EMEYR—FLTWET,

SNMP k7 v &, W—DT v 77— EBRRE LT & ZTER SV E T, AsyncOS O SNMP
N7y TOFERICOWTIE, TCLIZ#H LELEE=4% ] OEEZSH LTI EIN,
AsyncOS DT 7 N7 LA 7 7 4 VEAERRIZIZ, 2 20 F A 7 DT 77— K (A4 XBLUOL—
V) BHEINTHET,

AsyncOS 77— NI, 7O N7 LA ZIRBEET ) 7 OH A ANERTA XD 5, 50, 75, BLD
95 ZHBZ HT-ONCAERSNET, 95% D LEVMEEZBA-E XIEKRSNDET I— FOEK
FEIZ CRITICAL, ZDfhd7 5 — k L X UWMEDEEIEWARNING T, 75— M. [REE= Y
TOYAZXNRRKEL 72D, LEWVEEZBR L XIZERSNET, REE=Y 7O A4 X0 &
<7eh, LEVWEZ Fll-7- e & 3ERESnE A, 77— FOFEMICOWTIE, 77— %
ZHL TN,

F7o. AsyncOSIFL— /LR FITENTo L &, LEVERER SN L &, i3 — v E2iT
CASEx=> Vv DT v 7T — M ICRIBENREAE L XL T I— AR LET,

TFOCITLLAD T4V EABED S TN a—TFTa0)
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