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R
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Administration) ][>[7 A & A% — (Feature Keys) | X—T & FK/RT B0, F 7213 featurekey
AR REFITTLHILICE o THERTE ¥, GElICOVWTR, I A F—25]RL
TLEEW, )

Cisco Anti-Spam : #I%
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BEEIER
« URL B D RS KO
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Procedure
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a) [A%) (Enable) 1 %7V v LET,

ZRLBEVTLLA—L0ER ||


b_ESA_Admin_Guide_14-0-1_chapter40.pdf#nameddest=unique_154
b_ESA_Admin_Guide_14-0-1_chapter21.pdf#nameddest=unique_675

ZRLBEUVT LA A —L0ERE |
. IronPort Anti-Spam X ¥ v > DERTE

b) TA B AEKESR—TDOTFICA T a— L, KR (Accept) 1227 Vv 7 LTIA4%
VARKNIEE LET,

ATy 73 [JO—NILEREZHwE (Edit Global Settings) 1 %27V v 27 LE,
AT 74 [IronPort Anti-Spam A ¥ ¥ = 7 % 4%hZF % (Enable IronPort Anti-Spam Scanning) | 5= » 7

ANy 7 AEERLET,
DRy I A NZTDHE, BT A—NT— T oA OWEEN T 10— U A =T W78
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AREMEDR B VD £,
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for Scanning Single Message) || _ 150 poaggen Ay L4, 57 40 ML 60 BHTT
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RET DS LET,
« Cisco Intelligent Multi-Scan DR E (8 ~<X—)

« Intelligent Multi-Scan & 7" LA A — /LD 7 v —/3LERGE (20 <—2)
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ATV T2 VAT A ®y N7 v U 4% — FT Cisco Intelligent Multi-Scan % 4 1 —7 /L2 L T2
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a) [B#% (Enable) 1227V >y 27 LET,
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/ng'f!j \—EIAE' Liﬁ‘o
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TLAA—ILDR3EE
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Figure 1: ' LA A —)LEEY)1—3a>OT—9 70—

Apply configured actions

J—% 20— (Workflow)

Procedure

BIA—NT— R T A1X, BEEAYE—VEZELET,

BT A—NT =T A1, T LA A=NVRENRBEDNE I DEMERLET, LA A=V
HRED o TWDEAIE. AT v 3ICEAE T, ZNUNDEEIL. AT v 7 8IZi#EA
iﬁ‘o

BFA—NT =T =21, AvBE—URANRA, UALR, FiE~v AT = THEENE 9 9
EHER L E T, BEOEAIE. AT v 7 8ICHERE T, TNUNDEEIX, AT v 7 41TER
iﬁ—o

EAA—NT = T x2Af1T, AvE—UNT LA A=ANEIDNEHERLET, A vE—U0
T VLA A= VDAL, AT v 7 5ICHERET, TNUANDOEEIT, AT v 78I R E T,
B A—NAVT— b= A%, HIBR, BUE. NU R ANNARGHEZ Y 7 ~DORHER &, RES
NERYV =T arEEALET,

B AN — T =A%, BEREGEIENENZ > TWDEINE I DEHRLET, 48
BB EIEDRH N> TV D HEAIR. AT v 7 TICEARET, TNLSNOEEIZ, AT v
8 A ET,

B AN =T AT, BEEIERY ATEDONNF—% A v—DITEMLET, Tz,
B A—NT =T =2A1F, A=V RINOEFORGEIED V7 25z 9,
EAA—NT— T z2AL, BFA—NDT =T Fa—DIROEBETA =B L F
K
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B z2nzaepotes

What to do next
ZEDOERIE~DIV—T 4 T ET, BAA—NNY AT A TR SN D EFOREIZ SN T
X, BA—IL AT T AL NZDONTESRBLTLIEEN,

BEEIER

o DRI OMFA T, on page 12
c BT A=A T T A N DNT

REREREROMLEA
ROT7w—F v — T, BERREFILO LI HZRLET,

Figure 2: R £ G EEFILED T —Y T O—

End 15 er receives @ message with
Eraymail banner

v

End 15 er clicks on
the Urs ubsaibe
button

Urs ubscribe Service extrads the
original unsukbs aibe URI

v

Urs ubscribe Service cheds the
reputation of the LRI

Is the LRI
malidous?

Y

Urs ubscribe Service exequtes
umsubsaibe process on behalf of the

A 4
end user
Urs ubscribe Service d& plays a block
paEetothe end 5 er l

Urs ubscribe Service di plays the
status to the end user
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| RALBEVT LA A—LDEE
L4 r—LotssvresiiErross |

J—4% 20— (Workflow)

Procedure

ATFY Tl T Ra—HFRT LA A=) RNF—%2ate A v —V5ZELET,
RATw T2 =y Ra—) HEFE#EK (Unsubseribe) 1V 27 %270 v LET,
AT W T3 BEMRER— AL, STORMEE L URL ZfhiH L £,
AT T4 BB —E XX, URIDOLE 27— 9 2R LET,
AFYTE URIOL Y 2T —3 g s LT, BEMERY — 23 ROWNTNNADOT 7o a V2 EITLE
7
« URIIZEEN H 556, BEMEERY— B AIEEE L7 e 223789, = Ra—%
W7y R=VEFRRLET,
« URIIZEZEN/2WIEA, URILO X A 7 (http £ 7213 mailto) (26 U T, BREMERT— 2 A
X7 LA A= VIR EE IR EEIEEREZEEFE LET,
o BURMBRL) L7256, BEMRY— BRI N 2 — I [BREDN RS E Lz
(Successfully unsubscribed) ] £V 9 AT —X 2 &2 FR L ET,
o AIDBUEIE BRI KR L7256, BEER— B 213 [BEE 7 a2 20T
# (Unsubscribe process in progress) ] L\ 9 AT —X 2% Fx L, BMEEILEDO AT —
B AEBPICE S URL 2R LET,
Ty Ra—HFIXZD URL ZEH L THTAT— X A5 BT LN TEXET, &
WOFATRE . BEMERY— E R34 RO/, EHICREEIEZEREZEXE L E
D
T R a—FRENSEUEEL T e AD AT —F A 2R LERE. RO X512k
nET,
o (RHOBATRIEDG) 4 FERLANIZ W T DR L7256, BE iR —
BRI R 2 — I [BEDMERR S E L7z (Successfully unsubscribed) ] &9 A
TR AERRNLET,

o (HIOBITREDD) 4RI T NOER G RI Lo 7256, BREiErR
P—E A F K 22— [BETE E® A (Unable to subscribe) ] £EWVVH AT —H
AuERRFL, T A A= NEFHCHEEILTH72HD URL 2 LET,

JLAA—ILOBES L UVRELGEREFILEDERTE
« LA A= )LD & 2RI EMEE IR OB, on page 14
« VT ABRERLTD T LA XA — /LD L OL 272 B8R, on page 14
o 7 LA 2=V ORIHE LOLRZ2EUSE EOAF L, on page 14
« LA AV OB & RARTREURE LD FHE A —/L RY 2 —OFRE, on page 15
« J LA A=) A% ¥ HIZEII S 72 TronPort-PHdr > 4 —, on page 16

ZRLBEVTLLA—L0ER ||



ZRLBEUVIT LS A—LOEE |
B /. —rommzenmEsLoss

A= TANEEERH LIS VA A=V T 7 a D/ A /34, on page 17

« S LA A—=)DE=HY 7 onpagel7

« 7 LA A=) b— LD FEH, on page 19

« TV Ra—WFIZFREND EELEER (Unsubscribe) ] — D% A4~ A X, on page 19
e Ra—HDE—7Y X I, onpage 19

« 17 DR, on page 19

LA A—LDKE L REBRIEFLOEY
c LA A—VERITAICIE, TUVFARAMAARAXY U E T O — LI FZ—T T B
ERdH Y ¥, ZiulldIronPort Anti-SpamBERE, 1 T U P b LT A v KRR,
FLEXT U NTLA T T4 EZONT NN EERATEET, [ARABIRT LA A—L
DOEH, onpage 1] ML TS EIW,
o BRIRMEIEIEDOSE
o HARRNE(EE IR —ZBIMLE T,
s Fa—HDOwriE, 4 ¥—3y MEHTEREZ 77 R X— XD —
AR CEDNER DY £,

DIRAEBRTODT LA A —ILOBEEE & UVRE LG EFHER

T LA A= LD L OZRREEERT, v~ L, IJ—T LV T A
B L YL TA =TV TEET,

Tl A—LOBREB L UVRLELEREFLOFMIE

FIE

ATY T [BX 2V T 4P —E A (Security Services) ]>[IMSE L/ LA A—/L (IMS and Graymail) ]
Vit N D= S I

AT T2 [V A A—Li&E (Graymail Settings) 1227V v 7 LE T,

ATV T3 [T A A—=NHEANTT S (Enable Graymail Detection) ] A4 12 LE 7,

ATy T8 [BEBEEEIEEZA2ZT 5 (Enable Safe Unsubscribe) | #4212 LE T,

ATy 75 (LR [BET v 77— F&fZT 5 (Enable Automatic Updates) | % F = > 27 LT, =V
CUORBT v T — MR LET,
BIA—NT = T 2A1E, Ty 7T — M= \DOREOT L D ATKERT v T T — N
L ET,

ATvT6 [FEE (Submit) 227U v LET,

RFyTT (fEE) [/ o— SLEofitk (EditGlobal Settings) 147 U v 7 LT, Avt— 2% %

YOLEWEERELET, sHMIC OV T, Intelligent Multi-Scan & 7' LA A — LI 7
o— N LEE 20 %—) BT XN,
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| RALBEVT LA A—LDEE
Tl A—LOEH EREGEEFIEDEEA—IL KR —DRE .

ATvT8 EHRaEEEFEL., RFLET,

RDEZRY

CLI TZ LA A= Dfttds K OVZRRRUEE LD 7 0 — VR E T 21213,
imsandgraymailconfig @ CLI <> R&fEH L £9, FEAZOWTCiE,  [CLI Reference Guide
for AsyncOSfor Cisco Secure Email Gateway] 2 LT 7Z2&0,

TS A—ILDRE EREBEREFLDEEA—IL K O—DHRE
[ZC®HBHEINZ
T LA A= LD L OZ R EMEE 1D A%, on page 14

Procedure

RT9F1 [A—/L iKY > — (Mail Policies) ]>[315 A —/L /K U >>— (Incoming Mail Policies) 1% 27 U »
7 LET,
RFYT2 BEFLHA—LREY—0D[F LA A=/ (Graymail) [FIOV 27 %27 ) v 2 LET,
RT9T3 BHISEU T, ROFT v a a2 RIRLET,
« 7 LA A= ORI
o LRIREUEE LD F ML
s FReDT 7 a v BT RTOA v E—VFERIIRBLDA v E—OWTICHEHT 20
IR LET,
Note S/MIME ZfEH L TS SN TW D55 £ 721X SMIME B4 X & 556,
BT A—NT =R T2 1IRA =V BBARERERLIRLET,
CSFEISERITVA AN BT (=TT 4T A= V=¥ Xy NT—7
A=, BLOUILT A—)L) IZXLTHEITTLHT Vv a,
 AyE—UOHIER, BUE. NU AL FE (AANLREET Y T ~0) [REEE
Note LBRREEFIEA T v a VEERT 256, BEEIRIET27 7 a v
ERETHLENHY E7,
cREBERA R A~DRA v =TV DEE
s A=V DER
« WAL L~ B —DiENN
RN —TZEHFA~DA =T DEE
Note TUA A=A v =V 2 RET RN =T ERICEET 256, A
Tl EMmEnER A,

A=Y DT— AT
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B /o1 x—n x5 omizEmE s ironPort-PHr ~ v 5 —

Note  JHEINZS LA A—LDRZEE=LTEHEE, B —TLIZF LA A—
MEHEAENCTEET, SEIERT LA AN BT IVICHT DTV
VarERETHLELDY FEA, ZOVFIVATIE, BFA—AS— b
Uik, RIBESNES LA A= NICR LTS T 7 v a v EETLER
Po

ATy T8 EREFEL, RFLET,

N

What to do next

Note

TVVAA—MRHOREA—NVAR) O —%FETHILHLTEET, 2OV FIUATIEH, ©4
REMEEIEIIBRETE NI LICEE LTSN,

CLITZ LA A= OB LOLEREFEIEHORY > —%2%ET 5HI121E, policyconfig
ZREHLET, FEMICOW L, [CLI Reference Guide for AsyncOSfor Cisco Secure Email
Gateway] #ZH L T 7ZE0y,

LA A—I)L AxX ¥ >HIZEME T IronPort-PHdr ~ v 4 —

WDGE, TV A AN Z DAL > THREENDTRTDO A vE—IZ, IronPort PHdr
~y H—=nBEhEhEd,

cBFA—NT =P T2 A TTVUA A= NI DR T a—r WA ThH D,

T A A=V ZAF % U PEEDA—L R O —IZx LTHELTH 5,

A\

B L AA—NAXTYy UBREFED A — LR Y —IZxF L
THDZ RS> TWRWEE, EFA— VT — R U A
T LA A= N DN a—rUCE ThUE
T _TO A v —|Z IronPort-PHdr ~ > Z — 73BN &
nET,

IronPort-PHdr ~ v ' — 213 BAL SN2 BE OFESEAE ENTEY ., BRICL2EFILITEE
Hh, ZO~yH— i\ 7 LA A= VORTIZETAREDT Sy ZIZET 5 BIE R 2 24t
LET,

GE)

ANRBKNRE DU ETET U RN T VAT T4 VA PREFED A —)L R 2 —IZ%f L TAR R
B4 TronPort-PHAr ~v % —iZ. BFEDA—I)L RY > —%BBTHTITORA v E—JITB
mEnE,
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| RALBEVT LA A—LDEE

AvtE—U T4 LA EFERALEILAA—=ILTHIa0D

Ayt—Y TN EEALET L A—LTFovavnngiz ]

INA ISR

BEDA v =DV T LA A=V T2 a VAR LARAVES, KOAvE—T 7 4 V8 %
RLTI LA A= T I a " f RATEET,

Ayt—UTANE T3y | ERHA

skip-marketingcheck =TT 4T A= )IHRT BT I v a DN IR

skip-socialcheck V=) Xy NI =0 A—=)UIIKITAHT 7 a DA
INA

skip-bulkcheck NIV T A=)V AT 73 a DA /XA

ROFITIE, U AT — “private_listener” TE LA vy E—VIE, V=Y v b Ry FU—2
A—CHT DT VA AN T I a e A NATHRENDL T LIRELTHET,

internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck
0
}

LA A—ILDE=R)Y

ROVR—=F A LT, SN VA A=V 57— 2 2 FRTEET,

LiR—k EENDT LA AL T—4 EE2
MEZE (Overview) | X—Y >[%ME | V—A—N BT 3V (=T 47, |
A=< U — (Incoming Mail V—x b, BROOLY) TEDFERFZ| (Overview) ]
Summary) ] L—=A—= N Ayb—VDHE, TL—A— | =Y

V% 7( “/'[Z_V@?(ﬁ%féﬁo

ANRLBEVT LA A—ILDEHE
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B /o x—rox=syoy

ZRLBEUVT LA A —L0ERE |

[N = —¥ (Internal Users) ]-<—
Vs [a— A=) T u—0DFEM
(User Mail Flow Details) ]

TL—RA—=NHT3Y) (=TT 47,
V=¥, BRUONLY) TEDOERES
L—A—)L Ay —208E, §TO
2—HFDT L — A=)V A =V DRE,

[N = — (Internal Users)
> [—H A—/L T —DFEH

(User Mail Flow Details) ]> [N
z— (InternalUser) ] (KU /L &
Uy Ea—)

[ ~=

TVAA=NHT Y (=TT 47,
V=¥, BRUONLY) ZEORIES
LA A= A=V, SBESIN
ra—HFDT LA A=) A vE—V DR

LAR— b+ BEFENBTLAA—IL T—4 EE0
[3218 A —/V (IncomingMail) ]3— |7 L — X — /LD _EALIREE, [%f5 A—v
VS[TL—RA = AyE—VD L (Incoming
NEE(EF#  (Top Senders by Graymail Mail) ]2—
Messages) | D%
[521 A —/v (IncomingMail) [ X— |7 L—RA— )V BT IV (v—FT 47,
U>[ZEA—NVDOFM (Incoming | V—I ¥ /b, BLUOLY) TEOEES
Mail Details) ] L—=A—L A y—=U0E, TTO

IP7 RLVAR, RAA 4, Fl2idry b

J—0 F—=F—DT L —A =)L X yE—

T ORI
[5218 A —/V (IncomingMail) [|X— |7 L—RAXA— VBT IY (v—FT 47,
US> [ZEA—NVDFEM (Incoming | V—I v/, BLUOLY) TEOEES
Mail Details) |>[EEE TR T 74 |L—A—/L A vyE—U0OH L EESN
JV (Sender Profile) ] (KU X7 [J2IPT KL A, RAA %, Fiidxy
VB a—) ND—2 F—F—D T L —RA—)L A

=T ORI,
[N~ —H (Internal Users) |~3— | 7' L —A— L& ZET 5 bff—y Fa— |[[NE2—
V> [TL—A—D i —F |, (Internal

(Top Users by Graymail) ] Users) |<<—

AsyncOS 9.5 LIRRICT v 77 L— Kk, A=V KD —DT »F AN

A—=IVDAX Y U A FT—T I LT2GEIE. IROMICEE LT EE N,
=TT AT A=V OIE, Ty T L— RORBIIBRE SN~~~ T 4 T

A=V DRFTT,

WRETCY—FTT 47

T LA A= A=V OB, Ty T b= ROt She~ =0T 4 7

Ao—UOEITIEENEEA,
BAITENTZA v —=VOMEIZIE,. Ty 77 L— RORNCHE SN 2~—FTT 4T A

=Y oBbLEENET,
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| RALBEVT LA A—LDEE
TLAA—ILL—ILOEH .

LA A—IL IL—ILOEH
P—EADT v T T — e X—TNILERAE, VAIDT v 7T —hF =057 1A
A—=VEHY ) 2= a v DAXy U — L ERGTEET, LrL, —@HoTF U AT
(72, Y= RAOHBT v 7T = eT 42— N LTS AERIE—ERDOBHE)
T T T FPEEL TV RWER) | J LA A=V — L ETFETEH TEET,

T VLA A=) = VETFETEHT DL, ROWTNHEFEITLET,

*Web A X —T7xA AT, [EFx=2UT 4% —ER (Security Services) ]>[IMSI LU/ L
A A—/L (IMS and Graymail) | ~<X—IZBE L T[4 T <HH (Update Now) %7 U v
7 LET,

« CLI C graymailupdate =~ > K& EfT L £7,

BEfFD 7 LA A —)L JL— )V DFEMI & fERR T 5121, Web A ¥ —7 = A AT[IMSE LN/ L
A A—/L (IMS and Graymail) ]~—Y® [JL—/LOEH (Rule Updates) | 23 570>, £z
% CLI C graymailstatus =~ > R&#H L £,

IV RaA—HIZRRTEIND [EEMERR (Unsubscribe) 1 R—SDHhRXE2 <A X

Ty Ra—REEEILY) 7 &2 7 ) v 7T 58 BEMRT—EXICE Y, BEEELES 2R
ADAT =B A% R T AAT T RORGELESN—UNRERINET (BB ROMt
#7x, on page 12% M) , [EX = U7 ¢ —E A (Security Services) |>[7 v X—T 7
A%~ A X (Block Page Customization) ]Z /] LT, BlfE(F1L~— Dol OO 7
YT OFRR (R¥n A EEEERRE) 2RI A ATEET, ZOBBIZONT
X, A MTEERSL2HBICT Y F 2—WICERT 2O AL~ A X 2SR LT
AN

IVRFA—H¥DE—TYRF
DO R 2= READDEFA—NLTHT L bDE—7 U X FERELTWVAHEAIT,
T—T VR NDEEENOLDIT VLA A= A= T LA A=V ATy oD ilto
TAF v rInNFEFFA, B—7Y XA MOFEHICONWTL, E—7 VA MBI T 2y 27U R K
P LB EFICESSBE T A —ABEOHIEEZZR LTI,

Oy nxR=
T A A= VOREE I OZEREEEIERIL, korZicEEZAEnET,

cHLA A= Ty, TLA AN Ty, RATF—H A REREDIERNE
ENFET, FEAEOERIT[EHR (nfo) | E72I1X [T /3y 7 (Debug) | L~V T,
LA A—=NWNT—HAT, T—HATENTAvE—Y (RXY EHBD [ T—IAT
Ayl—=V T vaAlBEMTORTWD A vyE—Y) BREENET, ZoERIT,
mbox JEXDa 7 7 7 A )L TT,

c A—)LOY, T LA A= VORI OVZEREMEE IO — DB OV T ORFH
NEFENET, IFEAEDOERILER (nfo) 1F721X[T /37 (Debug) 1L TT,

JLAA—=ILOBRERLUVLREREEFLED STV a—TFTa 0T

HRTRIMEIE 1L A FELTTE 720, on page 20
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ZRLEEVT LA A—L0ER |
B zenmemprzzaosgn

RERWEEFLEEFRTTELRL
EifE]
BEEIEY 7 %0 ) v Lite, =m0 R a—P [LE2EEEILETEEEA] L) Ay
T—URERENET,
fRiR A%
ZOMENE., B — AN Ra—FoRb 0 IR EE I EFEITTERWES
WCRAETDHZENH Y £, RIS, BEEERY — B ANLRREMEEIEE EIT TE 20— %1
BT rEn OdvR LET,
e BRfE45 1E URL F 7213 mailto 7 R L A3 [E - T\ 4,
BMEEILICZ Y R a—HF D7 LF ooy L EERT D Web 1 b,
e L R a—WPIZHBDEBEBFA—NThHU MalZ AL, BEFEIEERZHERT S X
I NZBIRT D Web A b,

» Web %4 |k T captcha Zf#k4 25 & 5 FR I, BEMERRY — B A T captcha & fif#i{f T X 72
AN

A BT T 4 TIREMEF I B NEE LT D Web FA b,

T Ra—W 0 [BEFEfAEK  (Unsubscribe) ] -3— Y0 FEIICE/RE TV D URL 2 L CiE
iRK & FEVCTIT A 7,

Intelligent Multi-Scan &5 L A A —)LEHD Y O—/\LERTE

BIA—NT = U = A DANV—T"y il T 272912, Cisco Intelligent Multi-Scan & 27
LARA=NZE S TAYE—VEAX Y T HLEWVEEZALT U NERETEET, Th
B OEXEIE, Cisco Intelligent Multi-Scan & 27 LA A —/LOFKEIZILHETT,

1. [EF=2VUT7 4P —E R (Security Services) ]>[IMSE LU/ LA A —/L (IMSand Graymail) ]
BIRLET,

2. [/u— LRk iE Z e (Edit Global Settings) 127 U w7 LE9,
3. Cisco Intelligent Multi-Scan & 7' LA A — /LR TAF v 45 LEVVEZER L £,
F 7 A0 FOEIZRD LB Y TT,
SRK U TFIEHICAF Y LET,

: S

B ZoOREIE., FLA AU E L EMEE
WA SN ER A,

cIMBIZAF ¥ LAWNWTLEEN,

4, Avb—VEAX Y UTHEXTEA LT Y T A E AN LET,
BEAERETIHAIE. 1~ 120 D8EE A LET, T 74/ MEIX 60 7 TY,

B X SLBEUTLAA—LOEE



| RALBEVT LA A—LDEE
RANRLHER) V—DER

KD Z—HFTIE, AX XYL TARIKA v E—UH A XX A LT 7 MELEFE T 5
ERHYFEFHA, KA =TV A XOREE/NSL LT, BFA—NAT—FT=AD
AN—"T"y NERELTEDAREENRH Y £,

5, AHAZFMELTHELET,

AINLHERR) O—DESR

BERA—ILIRY =T, ANRNLLRBZENDAvE—VL, ZNHDA v =T T{TONDET 7
varERELET, . AUV V—RHEINDIAvE—TVEAF Y UTHIZUUUEREL
iﬁ—o
T AN POFRBEOFERE ALK o—Ic LT, RASRELRETE T, Hloa—
PIZFIR D ANDIRN Y =BT G 6, F72 D A /S DERRBUE & R DD A — /L R
Dy —%EHLET, BU =T8I0 ODARAGE YY) a—2a v Pida A F—7 T
xFT, LRV VI FEA R—TNMZTHZ LITTEERA,
[ L& BHIIC
e Ay BE—UNANRENEINAF Y T HI20OD BT A=V — N = A OFEFIE, on
page 20T —TND, ZZETOTRTCOAT v T HRITLET,
« WO A TR L T IE &,

o BMER K OBGME L St LW A/ S A D L EVWMEIZDOUVNT, on page 24

o RIER : BE & HIE SIVIZANRKIKT 27 7 g o EREE B LD AR AT
57T 73 =3, onpage 25

c EHOKREILNODARER~—rT 4 7 A vE—, onpage 25

BHOANRLRY Y a—va kA F—T M LIGE B2 A— /LR v —T
DBRILDANRLTRAF ¥ o =P OFME - 3EH], on page 27

o ANLFIRA X ¥ BN S LD~ ¥ — , on page 29

o [ANRLHRT —HAT | O ZICANRLET —0A 7T 5551E, n 7R L TES

U,
e RBFEA—NV AR MIAvE—VEFETLHGEIL. BEARANET 7 a 2L T
<TZEWY,

Procedure

RAT9F1 [A—/LAKRY > — (Mail Policies) ]>[315 A —/LR U *»— (Incoming Mail Policies) ]3—IZ
BihL x4,

E S

RATw T2 [A—/LAKY T — (Mail Policies) ]>[J3f5 A —/LK U >»— (Outgoing Mail Policies) ] ~<—1Z
BEILET,
RATY T3 [ARL%E (Anti-Spam) 18I T, EEDOA— NV KRV =DV 27 %70 v 7 LET,
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B < onmtys—oxs

ZRLBEUVT LA A —L0ERE |

ATV T4 [ZORY T —DANRLKKEAF v & HHTT % (Enable Anti-Spam Scanning for this Policy) ]
B arTiE 2= PRRY = THAT D ASLHRY Y a—va v EERLET,

ATy Th

FRENLA T
R

F 7 4 RUSND A=V R —DIFE .

g0F, A R—T N LTEANRNLAKEAT Yy YY) a—a kS F

FTI7FNIDORY) —EHEHTHE, FORX—TD

moAd7> g 037 4 B—T MY £97,

TOA—ILR) —IZH L TCARAKREAF Y V2T LD TCT A =T NMITEHI L TEE

R

ANSBTID 2 EPWERET A=, ARAELRDNIBET A=, BLOY—rT 4
T A=V OREEITVET,

rTFoay Hl:L]

ANAE LSO AT v a v EERINLET,

L A—ILDA
o B AINET
% (Enable
Suspected Spam
Scanning)

=TT A TE
FA—LDAF ¥
YEAMCTD
(Enable
Marketing Email
Scanning)

BtE &I SN2 AR LD AR ¥ NI ARDFREAF ¥ U NEIOBEIT
WIZENTT,

DT arE
A=V
9% (Apply This
Action to
Message)

Btk & HIE ST A NL G L BRI LWANRA 3 AE R~ —
TAYT A=V TLERILT 7 v a e BIRLET,

s T UNY

+ N v~ (Drop)

« /37 % (Bounce)

1% (Quarantine)

(EE) AR
MZiEE (Sendto
Alternate Host)

M ENTEA v =B OSEE A —LIRA B (SMTP/LV— b 721X DNS
IOREINTWD EDLUSND A — )L P—3) ([TEFTEET,

IP7 RVAETIFANEANLET, FAMMEATTS L. Mail
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LT, BEERZARTO2LENH D £7,

BERELRDAR IS ND &, BEIDPSHBIRNCAER S, R—FLD[T AT OB (Manage
Accounts) |7 v a VZERTEET, ZOBREBKIDITHMANT XRTOEFA—NLT— U=
A THEHATEET,

GE)  EEEIDIX. BEOHMBICEL TWA CiscoEA—L X2 UT 4 F—hou=ANb
TN EEEHANT 2200 —EDID TY,

N OT X TOEFA—NT— T = A1Z2OT, CiscoTalosTEF A —/IVAT —H AR—H
D BAERR ST ERID 2B L 97,

1L WebA v ¥ —T7x2A AFHALTESFA—NTF— U= fIZul L LET,

2. [ AT LEPL (System Administration) ]>[Cisco Talos &1 A —/LV AT — & AR — X LGk
(Cisco Talos Email Status Portal Registration) ] (28 L £,

3. BAFANT—P T2 ARNTTRAIZD—ETHIERIT, T— K27 T AL L~YLIIHRE
L/i‘é—o

4. [B4%ID OF%E (Set RegistrationID) %27 U v 7 L£7,

5. [#$&ID (RegistrationID) ] 7 1 —/L KiZ, Cisco Talos &1 A — /L AT —H ZAR—H L5
G L7288k ID # A ) LET,

6. BEEZEEL, RELET,
7. BIA—NT =P T2 ANT TRAEZDO—ETII2WIEE, BN T XTOETA—L7F—
o2 A TAT T 1 ~6Z0IKTHLERDY £7,

CLI T portalregistrationconfig 2 ¥ N PREHLTCEEID #ETHIEHTEET,

BHoTHEINEAYvE—VDROAANDHRESE

PRI OWTIR, BLFESR LTS E &0,

B R SLBEVTLAA—LOEE
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CiscoE A —)L t¥2U74 7551 R [

+ [How to Submit Email Messages to Cisco] R = £ > K (https://www.cisco.com/c/en/us/support/
docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5)

s Cisco Talos E& 1 A —/V AT —HZ AR —HF )LD~V 7 — (https://talosintelligence.com/
tickets/email submissions/help)

Procedure

ATFY T BoTHEENTZA v =V DY A a~OHfA 715, onpage 300 TELH BRI DIEIZFH
éhﬂ\éﬂlﬁ%;‘%ﬁbiﬁ“
AT9T2 BoTHEEINIA v E—VE TV ATRET D121, ROFEOWTNIEERLET,

*CiscoE A=/ X2 UTF 4 7774 O, on page 33
o THEINTZA v E—V DM 7 7 40 & L TOHRLE, on page 34

o THEENTEZA Y E—VR YV AaTRET S L. Tg HND[THT Y OB (Manage
Account) | BZ v aldH b [ A— Vi@ & LAA— K (Email Notification and Reports) | 7~
A UTER LA T Y g VSO B A — Vil aE%E LET,

Note [ET A—/Li@Z & LR — b (Email Notification and Reports) | R ¥ > D FIiZH D [
PE{E8 (My Submission Notifications) ] 3 XN [~ A X5 LA —  (My Submission
Reports) | A7 a id, 774/ M THZIZEREIILTOET, FEHIZOWTIE,
KD URL (28 % Cisco Talos # - A —/V AT —H AR—=L VD~V T X—V 2B
TL &V, https://talosintelligence.com/tickets/email _submissions/help

What to do next
5{E 218089 % J515, on page 36

CiscoEA—)LtExalT4 T34 DER

Cisco Email Security Plug-In /&, Microsoft Outlook ZfHH L C2—H% (B A —NVEHE LT
Ra2—3) Bio THEHENTZA v E—VEVAI~RJETELLIICTHY—LTT, 20
77 7' A4 % Microsoft Outlook D—# & L CRMT 54546, LA— b A =2 —7 Microsoft
omwk@ww4y& T A ATEMENET, ZOTFITA L DA=a—2 AL T,
HMoTHBEENTEA v E—V 2 LR— N TEET,

Z DD IFEHR

« IRDO~— /5 Cisco Email Security Plug-In # 4 7> m— R CTX £9 :
https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=284900944 & flowid=41782&softwareid=283090986,

FEABIZ DWW TIX,  [Cisco Email Security Plug-In Administrator Guide] http://www.cisco.com/c/
en/us/support/security/email-encryption/products-user-guide-list. html & 2R L T < 7230,

ZRLBEVTLLA—L0ER ||


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html

ZRLBEUVIT LS A—LOEE |
B =oossshirvt—SoRRT 7ML E LTOEE

ROTHEINEAVE—DDRFT74ILE L TDERE

Ayb—=UORTIVIIEL T, UTFTORIZEREINTWET R AIZRFCS22IRMAN 7 7 A /v
LLTENTENDORB S THEENTZA v E—VRIRETEE T,

BF |EE EEAE EEICET I 1—Y0E
A= BEE
LD
E{E
AN | RAERBBLOEE L RN A—)L, A |spam@access, 2—HDZE LA IZhL
L) | NWT oy TIFIEY Tﬁi,& « & | ironport.com %éﬂifﬁ\ a—
TAV|BDOHHED (T4 AN | Ay —TERANLER
v | AL wAT =T, FEkRY) T w | phish@access, X7 4 v v s RARL
7 b £7, ironport.com £7

virus@access, ANLE L TR SIVE

L7z, —HFITIEY 722
Ave—VERRLE
Outlook 77 7' A > | 4,

D [EEEA— L
(Spam) 1.
(a7
(Phish) ]. £72i%
[T A LA

(Virus) R % v

ironport.com

EY | ANATIEHRL, B4 (E#7) 7 |ham@access, =TT A
FA =y INL] EBEHTINET, A=Ay —Vd~v—
TTALTIT LA A=)
Outlook 77 7 A 2 | o R S U700,

D [EHEA—/L T
72\ (Not Spam) ]
N

mate ironport.com

B X SLBEUTLAA—LOEE
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BoTHEENEAvE—SOEH T 7L e LToER [

B E&E EEARE EEICET S 1—Y0E
A— BEIE
LD
EE
~v— | =TT 7L, BHADV T EA |ads@access, AN ELTHREENT
“ ANVTHLHIERR (ASLTIEILY) i onhort com b, 2= PFEFESRA Y
5 |EFAATT, @HEFT2I VT | EevERALET,
gy |vavemaT, RERGAbHY F |Oulock 7T 7
L 5, ®W~?74/?
. B (Marketing) ] 7R

A =Y, R ISR USRI |
A— | E#RIZA—VEER LEFREERH Y
% 9, L BETNYTUERY

ATLIED, T4 THALRLYE

BNRBEZOBNET, EXRY 727

Ta v R—ADY T 4 VT E

A—ZIE, BERERRER A B = X L3 B

N E7,

TUoAA—=)IE, ~—TT 478X

ONEFOMDIEL 2NV T BA A —L %

Gl LV IREH AT Y T,
Ik NIV THY T AT YT g _—2A |not_ads@access, =TT 4TI T A
~— | THRWVWIEBOEF A —/L (ANAT ironport.com A=) & LTELTHRH
a ey, . EARSEG IR SINTH, 2—HFFA >
_ 5H DT, U EIEIBEEE X
st — N
o =TT 4TI T vA
7]
. A=)V TlE7enb o &R
7 v
y RLET,
)(_
L

WOBEFA—=NT T T EDONTNNEEHA L TA v —VE AT D &, R REEES
ZEBTEET,
» Apple Mail

* Microsoft Outlook for Mac

* Microsoft Outlook Web App

* Mozilla Thunderbird

ZRLBEVTLLA—L0ER ||



B zezewsrarnsz

A

ZRLBEUVT LA A —L0ERE |

IE

Microsoft Outlook 2010, 2013, 2016 for Microsoft Windows i [ L TW A& 1%, it-> CTH¥HE
EINTEA =V EWET L DIZ, Cisco Email Security Plug-In & 7213 Microsoft Outlook Web
App T 2X4ERH Y 9, T, Windows H D Outlook N ME/p o~y X —%2ZDFE F
WL TAYyE—VEmRETE RO TT, £, IR 7740 E LTIRD A vE— ViRt
THZENTEDLGARIZDHR, BNV T Ty N7 r—LEHLET,

EIEZEMT DL

ATy I

ATy T2
ATvT3

ATv74

EE DM RENTZEF A — VB E 2T -7 5, CiscoTalos EEF A — VAT —H AHR—
AN TEEEERBI OB TE £7,

FIE

YAADY LT v VA LT Cisco Talos F 1+ A — VAT —H AR —H )L
(https://talosintelligence.com/email_status_portal) {22 274 > LE T,

Cisco Talos &1 A —/V AT — X AKR—H )L %15 (Submissions) 127 U w7 LET,

[Z7 42 A7 a s (FilterOptions) 1 &7 U > 7 L, W7 ANEA T a @R E
D
AFvar) AveF—REZ &Y v 7 LT, BEOHMZBRLET,

RDBRY

FEAMIZ DUWNTIE, Cisco Talos B A — VAT —H AR —H )LD~V T R—
(https://talosintelligence.com/tickets/email _submissions/help) & ZM L T 72X 0,

BIE)LU—BRICEITHEEEADIPT FLADRE

1 DL ED A —NAflinte— = b (MX £720EMTA) . 7 A AMF P —E RN E
A=NT =T oA LEFBANEZERET LB EOMORy U —7 DOy DICELE
INTVDLGHE, BTFA—NT = VoA ITFETL~YIVDIPT RLAZRETHZ LIET
XFEHA, DV, A= T —0/L MXMTA oREENZ XL YR ET, =770
IronPort Anti-Spam 35 & ! Cisco Intelligent Multi-Scan (IP L' B =27 —> a U —E X&) 1%
SNTEEEH OIEMEZL IP 7 R L RITEGF L ET,

IVa—varsit, #EIVLV—2FHTAIIICEFA—NT— VA BZRETHIET
T BT A—NT = T =AM IZEHRET DT XTONTMX/MTA DLHETE TP T KL A, 3BETT
IP7 RVAZERETDDIMERAT D2~y X —%HELET,

B X SLBEUTLAA—LOEE
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| RALBEVT LA A—LDEE

wiEyL—z@ALrzEs ]

FEIEE
 HIE Y L—ZAMH L7856, on page 37
cEHBRVV—ZMHT L EF AT — U = A DFKIE, on page 38
e ARV L—MEREIC E D X 9 IZHEET 50>, on page 44
MHT DA~y X —ZIEET D1 7 DEIE , on page 46

BE) L—ZEALIRES

WORNT, HED L—OFICHAN R Z TR LET, 0—H/L MXMTA 12X > T A—AH
BIA—NT =R Uz =S TND72D, IPT FLRAT89.1 LD A—/LXIPT K
LA 102340060 X IR ZET,

Figure 6: MX/MTAIZ& 5 A —)L ) L— : 5

Firewall
N IP: 7.8.9.1
/L j/“_\h/x -\\'. . = l
. . -
\. Internet « Bening
| Machine

|

MX/MTA

IP: 10.2.3.5

Cisco Email Security appliance

ROBNZHID2>DOHZ R LET, ZOFIL, D LEHTHY, Xy NT—TNTORA—/1LD
UL —HiEE, BFA—NT = NIV x2A ~OZFELRNCEMTE S, Xy T —7 NOEHK
P NZBIT D A= VOB EEZ R LUET, BIATIE, 7891 MLDA—NVNT 74T 04—
NEEEL, MX BEXOMTA TLREESNTHD, BFA—NAT— oA IZEESNET,
BB TlE, 789.1 MEDA—)Liia— KARZ U B EIMMDOA A TDNT T 4 v o—F
VI TTIAT AICEES I, —HO MX DWTANICEHEINTHS, BFA—LF—
MY = A B S ET,

ANRLBEUT LA A—ILDEE .
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B == —2ms3 82— Lr—tYz10%E

Figure 7: MX/MTA IZ& % A —JL 1) L— : #ikik

IP: 7.8.9.1

) e
p #B

A ¢
‘. Internet '.
| _—ur

s W l MX
/l MTA
Hop 1 l Hop 1

IP: 10.2.3.6 \ }
h--*-ﬁ= = 0261
]

Mail Filter

Firewall

IP: 10.2.5.1-n

Hop2 —»

Cisco Email Security appliance

BEIVL—ZERAIDEFA—NAT—FI A DEE

BEIEE
« 55V L—BERED A *—7 L1k, on page 38
« E{5 Y L—?DiBiN, on page 39
s L —&NTAvE—VDAYE—T ~vF— onpage 40
EEY) L—HEeDA r—J )Lk
S

Note o —7/L MX/MTA 3 A =& B AT — U =A12Y L= 2%E0H, EFY L—#
BExR A R —T T LT RSN,

Procedure

AT T [fv bT—2 (Network) ]>[#%18Y L — (Incoming Relays) ] Z &R L £7°,
ATy T2 [A%h (Enable) 127V v LT,

. ANRLBEUT LA A—ILDEE
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ATvT3

EE) L—DEM
WAT B HEY L—%Bm L ET,

AT T1
ATv T2
ATv73
ATv74

ATy TH

wzyL—oemn ]

EHERGFLET

CEIANT = T2 A E A E—VE) L —THRy hT—T DK~ Y, BLO
s TTDMNHEEHDIP T RLARSTHINI~y X —,
[ZC®H BRI
INHORHREMEE T TH5DICHERERT, V—SN7AvE—VDA =T~y
A — onpage 40% B L T 72 &0,
e LDINHEEHZDIP 7 R AZFBIT 5 I A X NFT-1% Received ~ X — 245 2
EIYDERELET,
e WAL D~y X —EFHT L84
VL —ENTEAYE—VDRETLIP T RLAZ AT L EHER~Ny XA —2RELE
R
¢« £ MX, MTA, F7IZLOAMEEICICHR L TV Ao~ ik, ZFEA v E—Y
WZITEDANEEEZE D~ X =L IPT RLAZBINT A%, ZO- U E2REL
iﬁo

Procedure

[*> RU—72 (Network) ]>[#%15V L — (Incoming Relays) | Z&#R L £,
[VL—mENM (AddRelay) 1227V v 27 LET,
IOV L—DARIEANLET,

MTA, MX, E7FEGRA v E—VZ ) L—F57DICEFA—AT — T = A28 LTV
HMDO~ v DIP T RLAZ AN LET,

mwitimm?ﬁvx U CIDR =, F/-13IP 7 LU AR AEH T ET, =& %

EBTANEZETIEBEOMTA 3%y hU—7 O v VIZEE L TWAHEAIZ, 7%
TVMHA%a@m7kvx® G, 72 & 201X 102.3.1/8102.3.1-10 x AT T H5EE01H Y
7,

IPv6 7 R L ADY4 . AsyncOS [FIRDOFER A AR — M LET,
®©2620:101:2004:4202::0-2620:101:2004:4202::ff
®©2620:101:2004:4202::
®2620:101:2004:4202::23

®2620:101:2004:4202::/64

TLOIEREEEDIP T F L RAZ@HT o~y X —ziHE L ET,

ZRLBEVTLLA—L0ER ||



ZRLBEUVIT LS A—LOEE |
B o—csntrve—sorvt—vnvg—

Ny H—F AT HEEIC, KROaa E AT H0ETHY A,
a) Ny H— ZATOER
TAL I~ HA— (HESE) F 7213 Received ~v X — &R L £ 7,
b) HAX L~y HE—DfH
JL—SNERA =BT 2 L— v v 2B ELE~Ay X =% AT LET,
RIH 2~ L ET,
SenderIP
F72E
X-CustomHeader
c) Received ~» ¥ —DHH
IP7 L ADHNIEE SN D LFETLFIN AN LET, PT FLAZHET D TRy
7 BEATLET,

RATYyT6 EHEAREL, RIFLET,

What to do next
WaEATH Z EBRFTLET,

« DHAP DEHIRDO A vt —VNHDH A=/ 77— KU —%2EEHE I NL—T7I1C) L—TF
LRV EBMLET, SICOWTIE, EFEYVL—BXU0T 4 L7 FY N—_R P
Bfj Ik, on page 44% SR L T 7230,
s NI UX U ITBIN NI TN a—T 4 VT ERDICT HICIE, RIS~y X —EIR
TEICEFANT— b V20X TEFELET, EHTI~ X —%EETD
17 DF%IE , on page 46 M L TL 72 &0,

BAEIE B

AV E—TUNANRDINEIMAF Y T DD EFA—NT — U = A DRIETE, on
page 2
JL—&NfzAvE—2DAvtE—ID Ay H—

JL—&N7EA v =V DTOEEHE OB~y X —D XA TRROWVTN»EF TS &
SICBFA—NSF— T = A BRELET,

o I AH I~ H— onpage 4l
* Received ~ v % —, on page 41

B R SLBEVTLAA—LOEE



| RALBEVT LA A—LDEE

HRABLANYH—

Received ~ 'y 4 —

nzxan~vi— |

HAL Do~y X —% AL TCIHOEEEEBTLHREIND HFIETT, TOREHEITE R T
BT, TOHAL ANy X —%BINTHMLERDHY 3, ZO~y X —0OfEIE, JM58
DEEVVDOIPT RLRIIRAZERTHENET,

SenderIP: 7.8.9.1
X-CustomHeader: 7.8.9.1

=7V MXMTA TRER » TRED A=V EZET D56, DAY L~y X =& AT D
ZEW EREY LR A X =T ST DME-OTHETY, T2E X ROKTIE, /SAC
ERNADOWSTNIP T FLA 10235 FTELH—HT, NACHEH2AYy T, SNADIF 1Ay
7Y, ZORWTE, By THEPRRDGEVRH DI, DAZ L~y Z—ZHALT, &
FYL—=BELSBESND LI ICT 28R H Y £,

Figure 8 MX/MTAIZ& B A —JL Y L— : FERY TH

IP: 7.8.9.1
Firewall
o _

7~ " e N Sending
.‘:’,:”' C y. - / Machine
¥
:r,fl ‘. Internet )
g e

L

=:. IP: 10.2.3.4 D
Hop 2 ¥ M
L

/ MTA
Hop 1

3 IP: 10.2.3.6

Cisco Email Security appliance

BEIE R
« H{5 VU L— 3B, on page 39

MX/MTA ZRET DR, BIEIP T RLAZETeH AZ b~y B —DARAI L@ 722
SRWEE. BEV L—HEREIX. X v bB—T D [Received:] ~v X —#FET A LIk -T
EEIP T RLAOHBNZFITT 5L O ICHETEET,  [Received:] ~y X —% 350
EX, 2y hT—7 Ry 7] OBRNEIZETHDHIPT FLADOEAICBYEREL £,

SFY, BHIOFy T IZhH~vv (K MXIMTAIZ LD A= U L— : JgE] 010.2.3.5)
X, Ry R Dy IMLORy TENEIZE LWKLERD Y £7°, 2[5 A — BB
DEFA—NT— T AL TWE Y U ~DRIDONRZ D Z LN TEx A4 (1K :

ZRLBEVTLLA—L0ER ||



. Received ~ v 4 —

ZRLBEUVT LA A —L0ERE |

MXIMTAIZ LD A=Y b— RER Y 78] T L TWD L 51, sk y 78Tk
%) . DAZENy X —5FEHTHLERHY £T (I AX L~y X — onpagedl 5 M)

FEMT SRS FFE I CFHNB LW T L TR T 2%y N —7 Ry 78 (F721% Received:
N~y A—8) ERELET, Ay iE, BRI, Ave—UiRvrUoMTIREIND I EE
BLET (BFA—NT—b UL DZETRy T LThHV Y FERERA, FElIC
WTCIE, T2~y X —ZHET H 0 7 OE ,onpage 46 S L T 7Z &) , AsyncOS
WX, FEINTZA Y TEITHRT 5 Received: ~ v X —WNDIENTRI R LT F 7213 0T3O EA))
DAN VAL HADOIPT RLAZSZRBLET, & 21X, 28y 7E2EE LTEHEAE.
FBFA—NTF = T A EWIT LT 2 2O Received: ~ v X — 0N SHVET, b5
LFEHEMRIP T FLRABEONLRWEG, EFA—AT— MU = A 138~ > D FERE
DIPT RLAZEMHALET,

WDOEID A=~ X —DG5E, Ay a () 2Ry 7E2EBE LRGSR, M~ v
DIPT RLRA1L7.89.1 T, 2720, Hhy=a () BROITRE L FEEE LTEGA T,
B2 P 7 RUABREOND A, ZO%A, HEV V—HBIEIXT -7 1 Tho LR
I, Birv O IP (1023.5) BNMEHSET,

M - MXIMTAIZ L D A=V U L— 3R] OB TEREY L—ITkD L BYH TH,

¢ /NA A :1023.5 (Received ~v ¥ —%fEHLT2Hy7) BLW

« X2 B :10.2.6.1 (Received ~v X —ZHHL T2 K> )

M. MXIMTAIZE D A=) b—HE3R ) IR E912, B A—AT— R = A ETIZN
KOMDAR Y FHBMT HA v E—VDEF AN~y X —DOHEZROFIRLET, ZOH
X, ZEHEOZEHICEE LA BV TERIND, L LDO~y FX— (BT A—V
TF— b Uz A TIEEH) 2R LET, BET LRy 7L 2120 7,

Table 1: —&E® Received: ~v 5 — (/XX AfI 1)

1 Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by smmail5.customerdoamin.org with
Microsoft SMTPSVC(5.0.2195.6713);

Received: from ironport.customerdomain.org ([10.2.3.6]) by

smemail.customerdoamin.org with Microsoft SMTPSVC (5.0.2195.6713);

2 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.ord|

with ESMTP; 21 Sep 2005 13:46:07 -0700

3 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWul008155 for

<joefool@customerdomain.org>

4 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1])
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefool@customerdomain.org>

B R SLBEVTLAA—LOEE
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Received N 54— .

5 Received: from linuxl.thespammer.com (HELO linuxl.thespammer.com) ([10.1.1.89]
by sending-machine.spamham.com with ESMTP;
Received: from exchangel.thespammer.com ([10.1.1.111]) by linuxl.thespammer.com
with Microsoft SMTPSVC(6.0.3790.1830);
Subject: Would like a bigger paycheck?
Date: Wed, 21 Sep 2005 13:46:07 -0700
From: "A. Sender" <asend@otherdomain.com>
To: <joefool@customerdomain.org>
EiRoFRDOAE

EIA—NT = Tz TlE, INEDO~Ny X —% AL ET,

BIA—NT = NIz ANRAyE—VEZELET (Ry e LTAHT S i) |
AOIDFR Y7 GEEY L—) |

B2k, AU, EEMMTA TF, IP 7 KL A1X7.89.1 TT,

BT A== T = A TiE, ZH5 D Microsoft Exchange ~ > %4 — % M5 L 97,

ORI, I~y F—% <, AILEFA—NV A=V D~y F—2RLET

Table 2: —& 0 Received: ~ % — (/XX Al 2)

Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.ord|

with ESMTP; 21 Sep 2005 13:46:07 -0700

Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]1) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWulO008155 for

<joefool@customerdomain.org>;

Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1]
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefoo@customerdomain.org>;

WO IZ, GUI D [V L—@iENN (Add Relay) | X— Y TiXE INT/NA A (FR) OFEFEY
L—% R~ LET,

il
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. BEUL—DHEECED LS IZEHET M

Figure 9: Received ~y 5 — {1 & THRESINI=FERE) L—

Add Relay

Incoming Relay
Mame: (2 | [IncomingRelayOne

1P Address: (7) |1D‘2.3.5

Header: [ ) Specify a custorn header

(@) | Parse the "Received” header
Begin parsing after: 'é,‘ I[
Hop: @ | 37w
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« {8V L—?DiBNN, on page 39

BEREUL—DHEEICEDLSICTEET HH

=R

<GV L—& 7 4L H, on page 44

«HFHEVL—, HAT, IP L EaTF—ar2ar, BLOEEH 2 /L —7, on page 44
CERVL—BLOT 4 L7 b U N—_Z NIKEEB IR, on page 44

« EEV L—FB LUk L— X, on page 45

CHIFRY L= LA A R YT 4 B (LR ) onpageds
cAHAEVL—BXOAvyE—Y F7 v F 7 onpage 45

« HEY L—Lu X7, onpage 45
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PLEAT— 3 RaA7. BEUREEZEBSTIL—T

HAT R Y ¥ — Z—71F, BREYV =20 OFHRITBIEIIMEH L TWERFA, 72720, &E
JL—HRETiE bt aTr—Ya r 2arpiigianszo, Avk—Y 74002810
$reputation 2545 & L CHAT RV v — 7 L — 72 v I 2 L— F T& £,

JL—BLUTaLI M) N—RX FHRERLE

UE—FRAMB, Xy FU—27 ETHREYV L—L L THDLR TS MX £721EMTA IZ A v
T—UEEDLIETT 4 L7 NUERKES L ERADGA. BT A AT~ T =A1X

T4 L7 N JE %IJZ%I%JL (DHAP) WA X —TNMIZRESINTZA—L 7o —K /—%%O
EEHIN—TIZV L—ED Y THERTND E, ZOEREY L—0o0RE Kay 7 LE
T, ZiuE, U 1/~75)%?“~“T0>>< vE—UN, EHORA v HED B AT — b
U AR SNV OBFIELET, BT AN — U= A1T ) E— FR A RDREEET
D LERHTET, BEY L—L& L THEEET S MX 72013 MTA I ETLAR A b A — L%
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| RALBEVT LA A—LDEE
wruL—ssvrL—2

ZELFTET, ZOMELXEREL T, EEV L—015 A vt —I%%E LT 572912 DHAP
DEHRDORA v =B E AN Ta—RY =2 EEE I NV—TIZ) L—ZBINLET,

EEJL—BELUFL—X

Fo—21F, FMETLIP T RFLADLEaT—Yary2a7ofbvic, fROBFEEY L—D
IPLEaT—yarZ2arzRLET,

BEYVL—E¢EEFA—ILEXaAYTa0 EZH (LAR—F)
EIEY L— 2 AT A5

cEL AN X2V T 4 T=H LR— MR IP B X O MX/MTA O 5 DT — 2 /3
GENET, 7L 2T SMB~ (IP7.8.9.1) B HNE MX/MTA (IP 10.2.3.4) %4 L
TSHEDOEA A —NVNEESNTZHE. [A—/V 7 a—%~< Y — (Mail Flow Summary) ]I
X, IP7.89.1 D SEHD A vE—TIZA T, WERY L— MX/MTA (IP 10.2.3.5) 75
DSEHDORA =V NEREINET,

s IPLPtaF—rarRAarii, EFA— L EXFxa2)T 4 F=F LR—FTELI#HES
NEHA, BEEINV—TNE LIRS N2WEALH Y £7,

BEUL—BEUAvE—T FSyFLy

BEYL—2MAT 2L, AvE—U T v X0 T ORMIN—VIT, ABERLO P T KL
ABLULE2T—var2a7ofb0ic, AvE—YD) L—0DIPT FLRABERY L—
DIP LY a2T—a  Aa7BNERENET,

BEEUL—EBXT

wkoaZoORFIT, EEFZEOIP LT —Yaxarid, YW 1{TEICRENET, FD%,
EEY L —OMENMTON T, ELWIP L 27— 3y Aa 7N SITRIRENE T,

1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG UNKNOWNLIST
match nx.domain IPR rfc1918

2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

3 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From:
<joe@sender.com>

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:

<mary@example.com>

5 Fri Apr 28 17:07:29 2006 Info: MID 201434 IncomingRelay(senderdotcom): Header
Received found, IP 192.192.108.1 being used, IPR 6.8

6 Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-1D
'<7.0.1.0.2.20060428170643.0451be40@sender.com>"'

7 Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject 'That report...'
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B =s=zvr—cx—nny

8 Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from
<joe@sender.com>

9 Fri Apr28 17:07:29 2006 Info: MID 201434 matched all recipients for per-recipient
policy DEFAULT in the inbound table

10 Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

11 Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam negative

12 Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative

13 Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery

BEYL—EA—)LOY
WoHNE, EEFEYV L—EHRzrEate, — e s 2 NV ERLET,

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay (myrelay): Header Received found,
IP 192.168.230.120 being used

AT BNV E—ZHET HO0TDERTE

BFA—NANT =T oA TlE, A v E—VRRESNERATHEL TW ey X —Dh R
LET, LR oT, =R TEMILd~y Z— (Microsoft Exchange D~ & —7¢2 &)
R, BFA—NT = U2 ANA v =V 2ZETLLESITEMT2BMO~y 77—, LB
SNFERA, RSN~y F—%RET 2 H1ED 1 D1, AT 2~y % —% AsyncOS =
FUTIEGDDLLIRETDHI LT,

Ny A =D XU TREERETHINE, aX 707 a— LR EEZSRLTLIEE N,

E-ARYGTIL—ILDOTY TT—

fEFHFFERRICRIET D & fH® Cisco Anti-Spam 35 X T Cisco Intelligent Multi-Scan /L— /L
DT T T — MR TEET,

Procedure

ATY 1 [BX =2 VT 4P —E A (Security Services) ]> [IronPort Anti-Spam] % #&R L £,
E e

AT9 T2 [BX a2V T 4P —E A (Security Services) ]>[IMSE LU/ LA A—/L (IMS and Graymail) ]
ERLET,

AT9 73 L= OFEH (Rule Updates) | &7 v arzHRKnrl, RETWET,
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W) SCFFIR RS NE T,

Ty I T FIMERIREN L O AR |

% BT

7y T = RPN AFRIRERG ATV —V [[5F SCEH (UpdateNow) 127 U 27 LET,

What to do next
REEIER

*H—ERT v 7T}
c TuFY A= NERALLET v STk

T T TV RBIOT v T Xy ru— RTAb0OY— NG

ANLXEREDT R +

L

it

=it}

B & BAEFIR

FBEER

%&hi%{f?x I U | x-advertisement: spam "™ >/ 57;__
£, ZEMLT, REZTAMLE
¥

T A M&ZHME LT, Cisco
Anti-Spam Tl
X-Advertisement: spam & VY9 i
XD X-Header 503X T
A=V EARLATHD LR
mLUET,

TNy X —Ff T TEE LT AN Ay
£ —IZi, CiscoAnti-Spam (2 &> T7 7
TRFRE ST, A=/ AR o —Tk LT
ELTT 7y ay (ARLERARY —D
JEF% ,onpage2l) BNFETINDZ L&

WTEET,

WDONWTNDE Z D~y X —IZEA L F
T

s IOy —HFULT AN A yE—
ZEETHSMTP 2~ K& L E
9, Cisco Anti-Spam %7 A 35 7=
DEFA—NT =Tz A ~DA—)L
%[5, onpage 48 SR L T 72Xy,

strace A< REFEHLTZI DO~y F—
EEHET, TANAvE—UEFEH
LI A— L 7a—DF Ny 7 b L—
AHRBRLTLLEE N,
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S BRAEFIR
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ANRBHRT | A o F =y R EEARY) O
CUoOHEMNEE | A=V AR — L& L TR
At L £ i 2 AP L9

[B13EE 9~ X ISR TGO 7 7 r —F D
—BZOWTIE, ALK OANEE T
A N TERWIE onpage 49% S L T<
EEW,

ESPEREY=]

« Cisco Anti-Spam &7 A N 572D B A — /L7 — N = A ~D A —/LiE{g, on page 48
o ARLRROEINEE T A R T 72\ J7IE, on page 49

CiscoAnti-SpamZ TR T =D EFA—IT—FD T A ~DFA—

JLIE(E
[ZC®HBHEINZ

AR DRERERED T A+ SMTP O 151, on page 49D Fl 2 #E8 L T 7230,

Procedure

ATvF1 A=) KU 2 —T Cisco Anti-Spam Z HFZNZ L 7,
AT v T2 X-Advertisement:spam & W)~y X —5ETeT A NE A —ILEZDA—)LRY U —Il&FEN

TWLa—HITEELET,

Telnet TSMTP 22~ REMH LT, 77 EBATEXAT RLRIZZDAvE—VEEELE

B

ATFYT3 RIZ, TARTHIUIDA—=IVR Y 7 AETRIT, A=V R =R ELTZT Vv ar
WCHASNWTT AN AvE—UNELLEEENZZ 2R LET,

WRITHI 2R L ET,
MEATHEE SN TN D,
CBIMOH AL I~y Z=DRBEMS TN D,
« Ay —URRET FLAITEAE Sz,
s AvE—UNReyFINk,

ESPERENS

o ZRDLHREREDT A K 2 SMTP Ofii H i, on page 49

B X SLBEUTLAA—LOEE



| RALBEVT LA A—LDEE
z25LxtEmEDT 2 - - sMP owEAs [

ANLXARFREDT A b - SMTP D fERHI
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TF A MESRE T T ALERD D ET,

# telnet IP_address_of IronPort Appliance_ with_ IronPort Anti-Spam port
220 hostname ESMTP

helo example.com

250 hostname

mail from: <test@example.com>

250 sender <test@example.com> ok

rcpt to: <test@address>

250 recipient <test@address>
ok

data
354 go ahead

Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted
221 hostname

quit
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BMEET A P LARNTLIZE N,

s B EENTD, BEEINTA—NVELITII Y N T U R R=ZA NENTZANRL A vk —
DN X BT,

W p o~y A—, BERIIP, V7 =F v R E R WA=V EERT D & RN RIERE
W20 £,
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