LDAP 7 L)

oL, WOBETHRSNWTVET,

« LDAP 7 = U O, on page 1

* LDAP 7 = U \ZF83 5 1F2, on page 13

s ZAEFEMELE T2 ANY =V 27 5, on page 21

I~ N T RLASND A= )LiEEIIN—T 47 72 27 5, on page 23
e RO —TEEEEEIRMZDT2ODOY AT L— R 7= OfEH, on page 24

cZFENITN—T A NR—=THDHNE I DEHBIT D 7 V—7 LDAP 7 = U OffE, on
page 26

FEEDRAA V=T 4 T FTHIDD RAA L X—=2Z 7 U Offi i, on page 30
« —HOD LDAP 7 =V 2 RITT5720DF =—> 7 U OffiH, on page 32
*LDAPIZL DT 4 L7 RU /N—_Z BRIk, on page 34

« SMTP FBFEAAT 9 72D AsyncOS DFXIE, on page 37

o 2 —HF DI LDAP FRFED X IE, on page 46

« 2N LIEEEERE~D = > K = —FFE, on page 49

« ARXAL[EEEO =AY T AfiE 7 = VU, on page 51

o — W5k OF%E DI, on page 53

* AsyncOS %5 LDAP ¥— 3 & il S 5 72 D OF%E, on page 53

o =L 7 =Y DT A I, onpage 54

LDAP ¥ T ') D

2—PERP Y NI =T AT T AT FYNOLDAP 7 4 L7 U (Microsoft Active
Directory, SunONE Directory Server, OpenLDAP 72 X D7 4 L7 F V) (TS TV DA
X, AvtE—YOZTF AN, V—T 47, BIORIEOTDIZLDAP —NZxtLTr7 Y
BIATTHEIICEFA—NT— NV A ZHRETEET, BEFA—NAT— T =A1F, 1D
FIIIEELD LDAP — N C S D L) ICRETE ET,

TITH, FITTEXDLDAPZ U DH AL, LDAP & ETA— N7 — oA ENHEEEL
TA Yy EB—UO0EE, ZIT AN, V—TF 4 VT 52T 5L, BLOLDAP L+ 2 L 9
BAA—NT =" oA ZERET D IHEIOWO TR LET,

LDAP 7 T 1) .
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ESPEREY=]

* LDAP 7 =V |22\ C, on page 2

« LDAP & AsyncOS & O#HEDEFH A, on page 3

s T AT — N A % LDAP $r— N L i X8 2 72 9O DOFXIE, on page 4

« LDAP % — 2RI B E R A KMI19 D LDAP —3 710 7 7 A )L DAERK, on page 5
* LDAP #— 307 A I, on page 8

« FFED Y AF—"TIHIT9 5 LDAP 7 = U DAL, on page 8

* Microsoft Exchange 5.5 (213 2 L3 ¥ 48— |, on page 11

LDAP 7 TV [TDWLT

2—PERR Ry NT—7 A>T TFTARNTIZF¥NOLDAP 7 4 L7 B VIS TWVD
LA, ROHBTLDAP — Nk LT/ =) 2 ET T L BEFA—NT— T =A
ERETEET,

ZHFANI T, BEFOLDAPA > 77 AT 7 F X 2HEHA LT, BREAYyE—Y (X7
U2 URAF—=TD) OZFEHEA =T RUADRNFZ#ERTEXET, dHlIZONT
X, ZEERRECZ T AN =V 232, onpage 21 2L T &0,

W—F 42T (ZAYT7I0) o 2y FT—ZHNDOLDAPT 4 L7 F VIS LTV
HIERICEANT A v =V % WYIRT RLARA—LRA h~I—F 4 7T 559
W2, BIA—NST— Mo A ZFETETET, FFMIcOVWTEL, ¥ —F Yy T R
ANDA—=)VIEEIINV—T 4 7 72 2T 5, onpage 232 ML TS Z &0,
SEBRERREL, = VDA — NI TA TV NEBEFA—NT— U 2 ABOSMTPE v ¥ =
VERGET D7D T AT v MNEREOHEINE AR T S 7 =) AERTE £, B
WZOWTIE, 7747 > FEHEOFIMEOMERZ B L T 7ZE0,

YABAL—FK, BEA—NOHHIIT R —TREH, HEA—NVOHHIEIA vE—V
~w #— (To:, Reply To:, From:, CC:/2 &) #~AHL—RKT&xEJ, v AHL— KD
A ONWTIL, =N =T R EHEEEEWRX LD AL — K 7 OffiH, on
page 24 ZH L TS ZE W,

e JIN—T TV, LDAPT 4 L7 hUKND T N—TIZHSNTRA v =TT HT 7
VarvEFEITTDIICEF AN VoA ZRETEET, ZTOLITHRETDHIC
T, =T 272V A —T 7o NE EEEEMITET, EFRFAD LDAP 71—
PN TBA = L TE, AvE—=Y T 4NV AIFEHTEAEEDORA v E—
T varEFTTEET, I ONWTEL, ZEEVRINVL—T AL NN=THLNE DD
ZHBT % 7 v—"7 LDAP 7 = U Offi ], on page 26 B L T 72 &0,
RALR=R G, RAALR—RAT Y BAERTEE, EFA—NT— T xA
RV AF—ETCRASL TR R 72 ) 2FTTEET, B ANV~ U=
AMRAAL L R=RA7 Y RFTTHELEIEL, EOI Y EERHT 0% RAAL ZHESD
WTIRIE L, D RAA BT 5N TS LDAP— Nk LT o7 =) Z#EIT L E
7T

cFr—2HOITY), F=— I VEERTDHE, BETANT— b T =AIZ—#HDOI =
VEIEFICETIELZENTEET, Fo—0 I UDBREEFALOL XX, ET AL
P N2 A = ANDI ) % 1 DT DFE[T L, LDAP T 754 T U AN EE
BIRRER RSN D L ETEEILELET, Fo—v —F 47 7 —Tld, EFA—

. LDAP - T 1)
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LDAP & Asyncos & niiEnttas [

NTF—= R U oA DEXBRZONTZETFA—NVT FLAZEIZ, FAURED—HEHDOT =—
72 —FH{IATLET,

TALY RYN—=ARZX AL, LDAPT 4 L7 R MR LT 4 L7 U N—_Z R
BEICEIICEFANT NV =AM ZHETEET, T4 L7 U N—_X LIk
X, SMTP I o= a o HIATHIZ e, V= Fa—DOFTITH>Z b TEET,
ZAEHENLDAPT 4 L7 M UNTROMNLRWEAIC, BIEANT L RAELITT I, £D
Ay —UEKE Ry TAENERECEET, TOME, ANRLEEHEIIA—NLT K
VAREN b DONE D pERJITE 7<) E£F, LDAPIZL ST 4 L2 F U "—=2
N BB Ik, on page 342 SR L TL S0,

SMTP $23E, AsyncOS T, SMTP FEFEN VR — %éhfwiﬁ SMTP Auth (X, SMTP
PN CHHET D7 TA TV NERIAET HA D= AL T, ZOMEZFIHATS L, 21—
FIEVE— MERT 5 L & (T2 & ZIXABOMREI wéﬁA)?% AL — Al
HALTA—NLEZFETELLOICRD ET, FEMICONTIX, SMTP RGEZITH 72D
AsyncOS DF%TE, onpage 37 ML T 7E S0y,

NERFREE, B AT —bhU=AlZnl AT 52—V ORGEZ LDAP T 4 L7 U
EHEHLTUT) LHCETFA NS — MU oA ZRETEET, Flllc VWL, =—W
DS LDAP FBREDFRE, on page 46 2 L TL 72 &0,

ANLBELIY FA—HREE, —r Re—VREfEmcn 74 o352 —VFEREET 5 &
I, BFA—NT— P2 ZHRETETET, IOV TIE, ANRLREEEHE~D =
v K 2 —FRGF, on page 499% M L T 72 &0,

ANLIBREIA ) TRAHE, AXLNCET I EA—NVEMEEHT2HEG, 2072
AL Ty Fa—HYoxA VT REHETDHE, 20 Ra—PFRA VT ADA—)L
7 RUVRAZ EICRBEmm 22 TS 2 & 1372 <720 £9, FRHIZ OV TIL, A NAREED
TA VT AAEZ =V, onpage 51 L TS0,

LDAP & Async0S & D E#E DT A&

LDAPT 4 L7 N EBEFA—NT— b =g LEEESED L ZEEZITAN, A vE—
CN—T 4T BEIONY X = AT L — RIZLDAPT 4 L7 MUY —REEHATEET,
LDAP JNV—T V2V A= 7 g N FEHTHE, A=V ELA—NT— ]
VA TCZEINTEZORYPFNCET AL — LV EZERTE £,

KDOKL, BFA—INT—F T ADBNLDAP & ED L HITH#HET A E2 R L THNET,

LDAP 7 T 1) .
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Figure 1: LDAP 3% 7€

. Appliance
Firewall i
- / f with LDAP enabled
Sending MTA
=
@ HELO ."’
1 4

® o

DC=example, DC=com

+ Recipient email address (local)
* Mailhost information

* Mail routing information

* Group information

« SMTP AUTH

1 FEMUMTA 2537 Y v 7 R — TA] [IZSMTPfRHTA v —URRESNET,
2. BFA—NT—FU=A1T, LDAP B — N LT/ = U ZFEITLET, D LDAP ¥ —
N[V AT LEB (System Administration) ]>[LDAP] <X—¥ (£ 7 v — L

ldapconfig 2~ F) TEZRINFET,

3. T—=HMNLDAPT 4 L7 MUnbZESNET, VAFT—THHT DL [V AT LHE
I (System Administration) ]>[LDAP] ~X—2 (F72i% 1dapconfig 2= ~¥ > ) TEHEI
NIe 7 =Y IE U T, IROLEEDFATINET,

cAvE—TVEHLWZEET RLRCV—T 4 7550, FayTEEEFAT R
T5

cAvE—TVEHLOZEEDRA—NVFAMIN—T 4T T 5

« Ayt—Y ~yH—From:, To:, CC:% 7 TVI|ZHESNTHEEHZD

e AvyE—Y 7 4 )LHZ )L—)L rcpt-to-group F /- /dmail-from-group TiEF Il
o, TWLBEDOT 7 vay (FA—7 7= ) EfBabETER)

\}

Note 4% LDAP h— NICHH T D L HIC B FA—NT— VoA ZHETEET, TOHA.
FEHDOLDAP Y — &AL T, B— AT IR 7 2 — /A —"—%%T79 X 5 IZLDAP
T Ty ANERETEET, HED LDAP H— N & X 25 HIEOFEIZ DWW T,
AsyncOS Z #4580 LDAP H— N L S5 729 DFEIE, on page 5322 L T 2 &0,

BEFA—IT— I TAZIDAP H— N\ BESIEE-HDETE

ZIANN N—=T g T AV T BROY AL — DD EFA—NT— |
DA %LDAPT 4 L7 NI LHHEESHSI21X, LLFOFIEIZHE S T AsyncOS 1+ A — /L7 —
Y A BRETHDMLENDH £,

. LDAP - T 1)
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ATv T

ATy T2

ATvT3

LDAP + — 1= HIRHEHMT 5 LDAP H—/3 7077 A Loter ]

Procedure

LDAPH—R FOI7 A LERELET. $— 7177 A /LT, AsyncOS 76 LDAP H—
NICHHT DD OROEREFRE LET,

s T YR ERDY—DLETEFR—
« ~X— 2 DN
o P —INEDINA 2 RDT= D DOFEREEF

=TT 7 A )VOREFEDFEMONTIL, LDAP I — T 5 B 248419 % LDAP
=TT 7 A VOIERK, on page 5 ZZ L T EE 0,

LDAP = 707 7 A L EFRET D & ZIT, AsyncOS 7> b DHEEGESE & 72 5 LDAP $— /3%
1 DEIFEEGRETE £,

AsyncOS 7 BHEFL DV — N ITHHE T 2 K 9 ITRIET 2 HFIEIZ DWW T, AsyncOS % #1410 LDAP
PR L HHEE X B2 DFRE, onpage 53R LTLEE0,

uMPUIUE&mL$¢ LDAP 7 = U %, UMP%%A7D774WT RELFET, ZZ
RET D7V, ERICHEHTHLDAP DFEE L A X —<IZHbE THEL T IEE N,

ERT& 5 LDAP 7 =Y DX A FIZ-DOWTIX, LDAP 7 = U |25\ T, onpage 2% M L T<
ZEUN,

7 =Y OFEIRFIEIZOWTIEL, LDAP 7 = VBT 5 1E2E, onpage 132 B L T 72 &0,

LDAPY—NTAT7AINENT) v Y YRF—FLFTITAR—F JRF—ITRH LTS F—
TIVIZLET, LDAPY— AT a7 7 AN E AT =X LT =T MZTDHE, DY A
F=IZE o T, AvE—=VOZIF AN, V=T 47, EITEEDOEICLDAP 7 = U A 34T
SINDEITRY ET,

PRI OWTIE, FFED U AT —"THEITT 5 LDAP 7 = U OFZNL, on page 8L T 72
X,

Note TN—T 72 BFETDHE XX, AsyncOS & LDAP Y— & 2 S 45720
SOICHREEENVLETT, IN—T 72 ) OREFIEZOWTIE, ZEENR T V—
T AUNR=THDHNE I MEHBIT S 7 V—7 LDAP 7 = U Offiffl, on page 26% &
LTS, =y Ra—PEEE 2T ANRNNBHRAEDO 7 =) R ET H & &
1L, ANLRBEEEE~D LDAP = R —W 7 7 B R % A X —T W T HMENH
DET, ANLRBEEOFERIZOWTIL, TANSLRHE OFEAZSRLTIEIN,

LDAP H—/\IZE T A BEREIEINT HIDAPH—/ N T O T 7 A4 ILDIERL

LDAPT 4 L7 b U ZfEHT 2 L 912 AsyncOS Z 5% E T 521, LDAP H— BT B %
35 LDAP — " a7 7 4 VEIER LT,

LDAP 7 T 1) .
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B woar v —/SICBIT BEHREBMT B LDAP Y —/3 TO T 7 A LOER

ATy T

ATy T2
ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

ATvT8

ATvT9

ATv710

Procedure

[V AT LB (System Administration) ]> [LDAP] ~2—® [LDAPY— /X7 11 7 7 A )L & B
(Add LDAP Server Profile) 127 U v 7 LET,

=R T 77 A VDOLETEZ AT LET,
LDAP h— DR A ME AT LET,
BEDRA N EANTTT D E, LDAPH— DT = — )L — = — R T UV IR TE

HEICHRET, RO N EBETLAHAIE. H v TREIY £9, FEICONT
1%, AsyncOS Z 5D LDAP Y— /N L HHE X 25 72 0O DOFRIE, onpage 532 B L T 72 &0,

PREFEEER L E Y, BARGEEERAT 2, 2P LE R T L —XERETH L
HTEET,

LDAP % —/ 3D ¥ A 7% [Active Directory], [OpenLDAP], [ E721TZ LA (Unknownor
Other) | HIIRL F77,

R— P ETZ AN LET,

Active Directory F 721Z R/ Z DDV — 3 X 4 T OYE 77 4/ ROR— M, SSL72 L
7% 3268, SSL & Y 7% 3269 T,

Open LDAP H— /" % A4 T D5 77 4/ DR — MME, SSL72 L23389, SSL &V 73636 T
T

LDAP $—/XD_X—Z DN G#pl4) ZAHLET,

A—=PHENRAT =R L GRRET 25613, " A7 =X s Tns=2 Y
NDOFEEDNNE—FLHICEENTWDIREND Y 7, 2Lz ~—FT 17 7 —7
WWELTWD2—YDETA—/LT KL AN joe@example.com THDH ELET, ZO2—HFD
TR UIE RO L DITRY £,

uid=joe, ou=marketing, dc=example dc=com

LDAP — "L DBEIZSSL AT 20 E ) a2 BRI L £7,

Note (473 = - [LDAPZ B — Lg% (LDAP Global Settings) ] ~<— 3 [LDAPH—
NEEBEDORREE (Validate LDAP Server Certificate) | 473 2 VS BIN S 41, [SSLAEKL
KEDFXE (SSL Configuration settings) ] ~—3"C FQDN RAEN AN > TV H5E
DF) = NGEAEICH 5[4 (CommonName) ]. [SAN : DNS4 (SAN:DNS
Name) | 7 4 —/V N, E72ITZOW 55 FQDN RN E S E e L £ 7,

Note (A7 3 -[LDAPZ 7 — VL% 7E (LDAP Global Settings) ] <— T [LDAP#—
NFERHEOREE (Validate LDAP Server Certificate) 47> 2 V8@ IR I3, [SSLAEAL
RO E (SSL Configuration settings) ] S—3C X 509 MRAEN AN 72> TV D GHE
DH) Y= NGERAEOFLT VT ALz HER L ET,

[FEAll (Advanced) 1T, Fv v =Dkt fERHZAN LET, ZOMEIT, T viazk
R ook ST,

REFTDoF Y v 2 2 P ORRBEEANLET,

. LDAP 7 T 1)
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ATvIN

AT T12

ATy 713

ATV 714

ATy 715

LDAP + — 1= HIRHEHMT 5 LDAP H—/3 7077 A Loter ]

Note DXy vald, LDAP YV — T L IZRFFSNE T, EHD LDAP — &3 ET
DEEE. N T =~ U AEH EZEL720IT, LDAPF ¥ v v a Oz /NS < BRE
TOMENHY T, Fo, BTA—NT IV TOSEIERTOEADATE
VEEHSENEWGES, ZOEERELSTDHE, VAT LONRT7 43— ABNKTT 5
AREMEDN B 0 £,

[FIRFREfe DR A T) L £,

omwFﬂiyyyﬁwt@VMMP#~NfD774w%&E¢5FA b OBk
XU A N THE Sz LDAP — M Th S nvE 3, 72 & 20X, [FREEREE 10 &%
EL, 3BDOY— 3% L“CT&M@D»—]\/\7///7%1T“)ia/\%i\ AsyncOS |Z L -
TH— S ~OFHEN 10 TOMERR S, HEEOREIT 30 720 £7,

Note R DI REUZIE, LDAP 7 =V — Il &N 5 LDAP R b & EN £,
7277 L. ARAIREBEEEEE I 6 L CLDAPRRIEZ AT 285 41%. kv %<
DRI ND Z ENH Y £,

o PEfoe N )t/héném’MMP%~Am@%ﬁ HEFF 9 2 BN B B e RAEFIE] (B
A7) ZRETXET, 60~ 86400 DRI D ZIRIR L F 9,

P —R"~OPHRE T A N T H72DIT, [?X kH—/3 (Test Server(s)) | AR¥ %27 U v/ LE
o BEDOLDAP Y —AZELIHEAIE, $TXTOV =0T 2 bRFTENES, T A b
DFERIN (B AT — 2 A (ConnectlonStatus) 17 4=V RIZRRSNET, SR OV T,
LDAP #—/ 37 Xk, onpage 8 SR L T 72 &0,

IV EERLET, F4T5F v IRy I A4 NILT, 74—V RIZAHLET, &
RTx2001%, [KFE (Accept) 1. V—7 1> 7 (Routing) ], [¥ AN L— R (Masquerade) ].
[Zv—7" (Group) ]. [SMTPFZAE (SMTP Authentication) ], [FMEBFEFE (External
Authentication) ], [A/NAMEEET > K= —¥F8EE (Spam Quarantine End-User Authentication) ],
[A/SA[EEE= A U 7 2#4A (Spam Quarantine Alias Consolidation) ] T,

Note Ave—VEZEERIIEET L EEXICEFA—NT - U= A N LDAP 7 =) %
FITTEDHEIICTHITE, %S TDHUAFT—IZXH LTLDAPZ = U %A X —7 )LZ
THMLERDHY 9, FHHICONTIE, FFEDY AF—T3FITTHLDAPZ = U OF
2k, on page 8 S L T 72X,

IV T ARNTHOIL, [Z7=U DT AN (TestQuery) | ARF %27V v LET,

TARNNRIGA=ZEASILT[TAMDFEIT (RunTest) %7 U w27 LET, 7 A MOFERMN
[t A7 — 4 A (ConnectionStatus) |7 4 —/V FIZFER~EINFET, 72V —DEXRSCEMEICE
HAMAT5E1E, [B# (Update) 12727 U7 LET, FHHIIZOWTIE, LDAP — 307
Z I, onpage 8% ZH L T ZE 0N,

Note ZEINAT L—RATONA  REFHFAT 5 L HIZLDAP —"NEEINTWHEGEA
X, NAT7L—X 74— )L ERETHLI7 DT A MNIEKE R 9,

EHERFEL, RIFLET,

LDAP 7 T 1) .
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Note P— EREOHICHIBIZH Y THAN, FETEXDH7V X, h—1HICOE%[F
FZF AL, =T 4T 1D, vAHL—K1>D, FA—F 7T 15DKT
j—o

LDAP H—/\DT X +

[LDAP #— 71 7 7 A L OEN/FRE (Add/Edit LDAP Server Profile) | -X— Y@ [T A b —
73 (Test Server(s)) ] R > (F£721% CLI @ Idapconfig 2~ > RD test 7' a2~ F) ZHHL
T, LDAP =R~ a2 7T A M LET, —NK— b ~OER N LTz K L 7o &
R Ay E—UNRFRINE T, HEOLDAP F— B ES N TV DIHEIL, £ — D7
A RBFATSNT, MRBEBNCRRENET,

BHEDRAFT—TETITSHLDAP 7 T ) DAL
Ao —VEZEETILEET I EEICEBF AN~ T AN LDAP 7 =) #FEITTE
HEITTHITIT, YU TEHY AT I LTLDAPZ = ) A4 X — 7T HMNERH Y £
j"o

EEEE
« LDAP 7 = U O 7 v — )L iE DK, on page 8
« LDAP #—/X 7’1 7 7 A JLYERL D51, on page 9
e TV w7 JRAF— LD LDAP 7 = U OHF L, on page 10
« 7T A _—K JAF—TODLDAP 7 = I DA % —7 L4, on page 10

LDAP 2 T M4 O—/\JLERTEDIERL

LDAP 7/ 0 — N)LERE T, T XCOLDAP N7 7 4 vV B BFA—NTF— b U= TED X
NS D a2 ERLE T,

Procedure

ATy T [VAT LEH (System Administration) ]>[LDAP] X— 0 [XE % i (Edit Settings) | % 7
Vw7 LET,

RAT9 T2 LDAP b7 7 4 v 7 IHHTHIP A U X —T oA AERIRLET, B A AT —h VoA
TA LV HE—T2AAD 1 OPEBICT 740 M LTERIRSNET,

ATV T3 LDAP A ¥ —T = A AT 2 TLSiEHEZBIR L 7 ((Fv hU—72 (Network) 1>
[FEPAE (Certificates) ]3— F 721X CLI ® certconfig 2~ R&fiH L CGEM S 7= TLS
FERE, o> MTA & OB S LIEEOMELZR L T ZEW) |

AT v T4 LDAP V— NGEEARGET 2 551%, W@t 7y a v a@ER L £,

. LDAP - T 1)


b_ESA_Admin_Guide_14-0-1_chapter30.pdf#nameddest=unique_210

| wapszy

oap +—/3 7077 1 LiesoE

AT9TE ERzZEEL, RFLET,

LDAP H—/\ 7027 7 A4 JLYERL DI

A\

WITRTHITIE, [ AT LE B (System Administration) ] [LDAP] N=UEEHLTEFA—
W=D A DA REL 72D LDAP V—NE2EE L, ZEEEZT AN, V—T 1
7. BIOAIL—FKDI/ ) ZFRELET,

Note

LDAP #£5ti8fTO X A 57 7 ML 60 B TT, ZOWEIZIE, DNS/Lv 7 7 v 7 L gkZ Db

DIZMAT, BFA—NT = U oA AEOFERENA > K GE4T5508) baEnvET, 4
BIORIEIT, R U —SNORIOKRA MIxHF 28708722 biIciTbhvEd 2 2L Lok
ANE <KD YA NTRHRELESGS) . T—SHIZARR BT D72 W0WGEEE, £0
RA N ~OERES#ED IR LEITINET,

Figure 2: LDAP—/\ 7027 7 A ILDHRE (1/2)

LDAP Server Settings

Server Attributes

LDAP Server Profile Mame:  [publicLDap

Host Namets): | [myldapserver example.com
Fuily qua/med hosmame or IF, separats muitiie entries with & comims

Authentication Method: | ) ananymaus
Use Password

Server Type: (2] || Active Director

Base DN: (2] [de=example, de=cor
Connection Protocol: | [] use 55

= Adwanced: | Cache TTL (time-to-live): 300 Seconds
Maximum Retained Cache Entries: 10000
Maximum number of simultaneous connections for each host: [10

Multiple host aptions:
@ Load-b
) Failow

o
Server Attribute Testing: | Test Server(s

ians amang all hasts listed
ions in the order listed

#HIZ,  TPublicLDAP] &9 = 7 *— A% myldapserver.example.com LDAP H— 32 5%
F9, BT 10 (F7 40 ME) ICRESNTEY, HELDAP +—N (FZX b)) Or—
RNFGUAXT o a 3T 74NV bOEELR-oTVET, I TEHEOKRA FOA4HTE,
H=EGI DY AR LTIRETEEY, 72U ORERIT, A— 13268 (77 4/ Ma)
T9, SSLiZ., ZDOARAR MO 2 bzl LTIA Rr—7 M > T EH A, example.com
D_—Z DN BNEFINTWET (de=example,dc=com) , F v v I = DTEfE Al HERER X 900
ﬂ\%k/v:IVhJ®%k@ﬁuwm_ﬁﬁéhfwiﬁowﬁﬁﬁ VINAT L= A58
FEICERESNTVET,

ZEHEZITAN, A= =T 400, BEXORSAHL—FOI Y REHZSHLTWET, 7
T —Z T, RXFENCFEREPIENFET, ELWVERENEIND X 92T 51T1E. 1B
W= L TWARERH Y 9,

LDAP 7 T 1) .
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Figure 3: LDAP 5 —/X 7O 7 7 4 ILDHRTFE (22

Mame: | [publicLDAP accept
Query String: [(procynddresses=smtp: {a}) alzstuen
Mame: | [ubiolbar rauing

Query Strind: | i o calAdaress={al] _Test Query |

Recipient Email to Rewrite | [maiRoutingaddress

the Envelope Header:

Alternative Mailhost Attribute: | [(zilHost

SMTP Call-Ahead Server Attribute (optional):

This attribute is used only if an SMTP Call-Ahead server is configured, Go to Network » SMTP
Call-dhead.

12 Masquerade Query

Mame: | |pybliclDAP.masquerade

Query SHING: [ SiRoutingAddress=1a}) Test Query

Attribute Containing Externally Wisible Full Email | [1aillacaladdrass
Addi

ress:

Do you want the results of the returned attribute | (&) yas
ta replace the entire friendly portion of the | () o
original recipient?

NTYwd YRF—LEDLDAP 7 ') DEIE

ZOBPTIE, ZEEZIT AN LTLDAP 7=V AT 25X 52, ATV w7 U RAF—

IboundMail] ZHH L ET, I HIZ, ZEHEZTANOHEELZ SMTP " t— 3 U H
AT IO ELET GERIZ W TR, ZEEHRIE T ALY = ZfiH7 %, on page
210 LTLZE)

Figure 4: ') R+ —TDRIFTANEL—T 42 TDI T) DA F—TILiE

= LDAP Queries: | = Accept

Accept Query: | exampleTest.accept v

& | work Queue

Non-Matching Recipients: |Eounce

{¥]  sMTP Conversation

If the LDAP server is unreachable:

O Allow Mail in

@ Drop Connection, return error code:

Code: [q51

Text: I‘Fampurary recipient validation er

When the Directory Harvest Attack Prevention threshaold (maximum
invalid recipients per hour] is reached:

Code: [530

Text: I‘I’oo many invalid recipients

Drop Connection if the Directory Harvest Attack Prevention
threshold {maximum invalid recipients per hour) is reached within an
SMTF conversation.

b Routing

b Masquerade

b Group

TS3AR—F JRFT—TOHDLDAP Y T ) DA #+—TI)LiE

ZOBITIE, LDAP 7 Y AL T AD L —RE(TI X O, I X—F U RF—
[OutboundMail] ZHH LET, v A I L— KtRD 7 4 —/L RIZiL, From, To, CC, Reply-To
BV ET,

. LDAP 7 T 1)
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Microsoft Exchange 5.5 [Z X 9~ 5 #L3R Y 7R— k .

Figure 5: ') R+ —TDIYRAAL— K YDA F—T )Lk

= LDAP Queries: | I Accept
b Routing

= Masquerads

Masquerade Query: exampleTe
Addresses to Masquerade:
[] Envelope Sender
From (Header)
To (Header)
CC (Header)
Reply-Ta (Header)

» Group

Microsoft Exchange 55 (2% 9 5 #L5E Y R— b

AsyncOS (21X, Microsoft Exchange 5.5 % VAR — N 5720 OREL T a U RdHY £3, T
0 HH LvwI— 2 D Microsoft Exchange Z# i H3 23581%, 2047 arvz A x—7
T HEITH Y £ A, LDAP — %8R ET 5 & ZIZ, Microsoft Exchange 5.5 7R — k
HAR—T VT D E S RIRTE I3, BT 21203, CLIZEHNT 20 ERH D £

T, WIIRT LT, ldapconfig -> edit -> server -> compatibility YT o~ REETL

T, BHRNZ Ty) &&A2FET,

mail3.example.com> ldapconfig
Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1> edit

Enter the name or number of the server configuration you wish to edit.

[1>1

Name: PublicLDAP

Hostname: ldapexample.com Port 389
Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be
bounced/dropped.

accepted or

LDAP 7 T 1) .
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- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

[1> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[1> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility mode? (This is not
recommended for versions of Microsoft Exchange later than 5.5, or other LDAP servers.)
[N]> vy

Do you want to configure advanced LDAP compatibility settings? (Typically not required)
[N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute "objectClass")

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

. LDAP 7 T 1)
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- AUTHTYPE - Choose the authentication type.
- BASE - Configure the query base.
- COMPATIBILITY - Set LDAP protocol compatibility options.

(1>

LDAP » T V) (ZB89 B 1E%

LDAP Y — 7 a7 7 A )LNIZ, EFTLIZWLDAP 7 Y DX A T L2 1 oDx 2 b Z{E
BLET, LDAP 7 = U Z{ERkT % & &%, EBRICHEHT 5 LDAP — D7 = UL TAT)
THMERDY £, fEkT 25272V —i%, EBIEHATHLDAP T 4 L7 N —ERXD

FEIZADETHENMLETH D Z EIHEE LTI, B, MREA O =— X2 -7
E2CHLWA TV 27 b 7 TARBEBUENRT 4 L7 FUICEBIENRTVWAHATY,

ESPERENS

*LDAP 7 =V @ % A 7, on page 13

o NX— 23R4 (DN) , onpage 14

« LDAP 7 = U @3, on page 14

« % =7 LDAP (SSL) , on page 15

e V—7 47 7= —, onpage 15

* LDAP % — _"~DEX DA K& 7 T A7 2 MIFFAT % , on page 15
«LDAP 7 =1 ®7 X I, on page 19

* LDAP % — "~ D N T 7))V 2 —TF 7, on page 21

IDAP VT )DRA T

cBRIFANT T, FEMIZHOWTIE, ZEHEMIETZIT AN = U 29 5, onpage 21 %
ZRL TSN,

N—TFT AT VT, FEIZOWTIE, YTy N T RLASD A= VIEEIT L —
T 72 BT %, onpage 23 B L T EE W,

« SEBAEEEEEY TV, sEMICOWTIE, 7 74 7 ¥ MEAEOH OB E S LT
SV,

cYXRAAL—F T, FEMZONWTIE, =N —TREREHEIMRDDD~ AT
L— R 7=V Offi, onpage 24% S L T 72& 0,

cTIN—T I, FEHIZOWVWTIE, ZEENTNV—T A X—=ThH o0 E D nEHBT
%7 N—"7"LDAP 7 = U Offiff], on page 26 S L T 72 &1,

s AL UR=R VTV, FHMZONWTIE, FFED RAAL V=T 4 T T D7D R A
A2 R—2 7 O, onpage 30% B L T 720,

cFI—2 I, FEMIIONTIE, —HEDOLDAP 7 =V 2FETTHHDOTF =—r /T
U OfEH, on page 32 S L T 730,

ROAWIDIZDIZ 7 ) ZRETHI LB TETET,

LDAP 7 T 1) .
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wap sy |
B <~—=suz on

s T4 LY MY N—ARZRKHIE, FEHIZ OV TIE, LDAP 7 = U {25V C, on page 2% &
LTLEEWN,

« SMTP ZBEE, FEMIZ DOV TIL, SMTP #EREZ1T 2 728D AsyncOS DFEXIE, on page 37% &
LT 7EE,

« SVEREREE, FEMICOWTIX, = — DA LDAP FBRED R E, on page 46 SR L TL 72
W,

c ANLRBETY FA—HREEY T —, FEMICOWTIE, AN LREEERE~D = R 22—
HRERE, on page 499 B L T Z &0,

s ANLBEEZA YT REEY T ) —, FEHICOWTIEL, ARAREEO =AU 7 At 7 —
U,onpage SIS L T IZE0Y,

BELEME VL, VAT LA ETREFADOTRATOY AF—|ZHHATEET,

N—R A% (DN)

FT4LZ RUDN—F LUk [ Rz LIFONE T, _X—RZ2D4HIE DN (Distinguishing
Name) T, Active Directory (35 X TNRFC 2247 (ZHEDS < HE#E) DRX—ZADN D7 +—~< > k
TlE, DNS RAL VIR RAL L arR—x b (de=) IZEHLESNET, 72& 21X, example.com
DX—Z DN % [dc=example, dc=com| TT, DNS A DKM NIEFICRBLEIND Z LICHE
LTLEEN, ZHUTiE, EBROLDAPRENKREND Z &b, SN/ LbHY £,
KEIHEAT DT 4 L7 B VICEERO KA U BREENTOBEAIE, 72U ORBEOR—2
ZIOLEFANTHLOTEIABETHLZEbHY £, DL I RGBT, LDAP ¥ — Nk
EXRIEET DL EIC, XN—RA%Z INONEJ IZRELET, 2L, ZOXIIIHRET D LR
DRNREMMET LET,

LDAP 7 T ') DEX

LDAP RANTAR—ZRFHTEET, 5IAFTHLLETIH Y FHA, CN & DC OHEL
TlE, RKXFE/PLFRRBIESNERA,

Cn=First Last,oU=user,dc=domain,DC=COM

7 VI AT T HERL TIE. KXFE/PLENXBIENET, £72. ELLEfETB720I1C
T, LDAPEEEL —H L TV AMERH Y £7, 72L& 21X, 7'm 7 N TmailLocalAddress &
AL & EICEITEND 7 =Y X, maillocaladdress & A L7- & & L3 AY £4,

BEIEE
« h—2 >, on page 14

WD ~—27 % LDAP 7 = Y N CT& £,

c fa) T—VH@F AL 4
c{d} RAAL U4
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N

%27 AP ssU [

* {dn} #%&54

« (g} TIN—T4

o {u} =—H4

« {f} MAIL FROM: 7 K L A

Note

(fi h—7 VEMFHTE DI, ZT AN =Y —DHTT,

7= 2iE, A= EZT AND T2 D Active Directory LDAP H— N Zxt9 5 7 = U %, RO &
T £

(|(mail={a})(proxyAddresses=smtp:{a}))

Note

ER L7227 = U 1%, [LDAP] X—Y D [T A I (Test) |#ERE (F£721% ldapconfig =~ ND
test 7 a~v U R) ZEALTTANT D2 EAMIHELET, MIfFLZ LB OREREN
WEINDZ ExEERLTHL, UATFT—IZx L CLDAPHREZ A F— 7 /LZ LT E &, #F
AZDONWTIL, LDAP 7 = U @7 A |, onpage 192 B L T EE 0,

4% 217 LDAP (SSL)

AsyncOS & LDAP #— & O EIZ SSL # i+ 2 L9 ICRETE £4, SSL 2T 5 &
IIZLDAP = 7' m 7 7 A VERE LTEHEOEEIIRO L 512780 £,

* AsyncOS [Z, CLI ® certconfig TRXE 4172 LDAPS iEIEZEH L £ 9 (A B4l E
DIER )

LDAP H— N2 L > Cidk, LDAPS iEFHEDOFEHZ VR — b5 L O ITRET HIEER L
EIZ D FT,

o IEWHE D LDAPS GEFAEMN 2 WIGAIL, T Bt ENMEA SN E T,

W—TaT 91—

LDAP V—7 4 7 7 =) OFIROGIRIEH Y A, V=T 4 L TIEERIIT—F R T
YT ET, 7272 L, AsyncOSIZIE, /V—T 4 ¥ T DRAN—T Z 1T DI 0GB S
MOFELZHNDEELH Y £7,

LDAP H—/\~ADEZDNA 2V &I 5472 MIFFRIT %

EL 7Y BHATHEIICLDAP T 4 V7 N H—REFRET DI &ENNBENZRDGEN
HVET, BLHIZVEHATIHE, 7I7A4AT 2 MREBELHTH—NINA  FLTZ72) %
FATTED LTV ET, ) BEAZ TV ZFFAIT 2 X 91T Active Directory & 3% &3~ 5 BARHY
7R FMAZDUNTIE, Microsoft $ A8 — M A 7 320528 &M L T 72 &y, URLIFRD LB
0 <Y,

LDAP 7 T 1) .
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B ssza0wyr7yT

wap sy |

http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%$3B320528

F0%, R 72 ) EITEAO=2—VE 1 OHELET, 2oL dicThE, FEDI T4
Ty AL EA ) EZTMTDHEIICLDAP T 4 L7 b B RERT S0 EEIH Y
FHA,
22T, ROFIEIZHOWTHHALET,
o TE4] FBFEZFF 95 & 9 I Microsoft Exchange 2000 Y— %% v N7 v 79 2% 5k,
o [BEANA VR ZFFT 5 X 912 Microsoft Exchange 2000 — %2t v b7 v 7§ 5%
%,
« AsyncOS 7% LDAP 7 — # % Microsoft Exchange 2000 -— "5 [[EL A ) & TE
4] BAEOM G EZMEH L TR T2 L 91cty N7 v 7925 5k
2—WEFA—NLT FLRAZMWEDEL LW BT B4 £7201% TEANA VU F) #%5
ZFFAT 5 121X, Microsoft Exchange 2000 H—/NMZxf L CHREED T 7 & AFFAI & 5% iE T D W #E
NHYET, ZOXIRBENEEITHESIODIZ, SMTP 7 — h 7 = A ITkT HEREA—L
A=V DOEMEERIET 57202 LDAP 7 = U 24+ 5854 T,

BEIE R
« EAGRRED T >~ BT 7, on page 16
* Active Directory DEX /XA > RD¥ ~ 87 w7, on page 17
* Active Directory 32352 B9 % 71, on page 19

E% nrl..\nIEa)'t’ vy Ty 70

ATy T

ZIZTCET A ey Ty I FIEEZFEITT S & Microsoft Windows Active Directory PN Active
Directory #—~/335 J. U Exchange 2000 H— % 2 RKGBFED 7 = U TRIED T — & i1 T
5191270 £7, Active Directory ~D [FEL /A > K] ZFFA[3 5 FNEIZ OV TIE, Active
Directory DEL /XA > RDE > R 7 v 7, onpage 172 L T 7EE0,

Procedure

WL L 72 % Active Directory 7 7 £ AFFR[ AR L £,

ADSIEdit A F v 7' A VETIXLDP =—7 1 U7 ¢ ZfEH LT, EL N D Active Directory 47

Yl NOBYEICKRTT AT VB AT A EEIETHILERH Y £,
cJZYDHRTHD RAAL LD, RAAL VAT THFAFDAL— b,
cEBFA—NERI TV OHRTHLHA—TRNBELTVEL0UBLINRCN ATV =27 T
fQTfO

WDOFEIZ, VERa T FTITRCUCEA SN TWANEOH LT 7 A 2R LET,
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Active Directory DE£ /N ¥ FDtEy 7y T .

A—HFT Pz |#ER i T RRHFRADZAT
9k

o= NEDO—ERR AT FI AT N AT =T b

oY= NED LR R MRREN AT 2 M | ATV Y b

Eei= NIV A THA— |2—W AT V=T N | TaxTg

va VEAELY

i

B A—NDOFTvay |a—FFTV=s b | TrRT 4
DFEAHHY

i

AT w72 Active Directory DT 7w AFF A % E L £,

+ Windows 2000 Support Tools 7> 5 ADSIEdit % B % £,

s [FAAL X —I 7 a3 7F A (Domain Naming Context) | 7 4V F & RO EF, =
DT FIVHIZ, RAAL LD LDAP RARH YD £7,

[RAAf X=X 7 a7 %A (Domain Naming Context) | 7 AWV X %427V v 27 LT
[Za /X7 ¢ (Properties) | &7 U w7 LET,

c[E¥=2VYT 4 (Security) 127V v LET,

o [FEAIEXE (Advanced) |27 U 27 LET,

«[BIN (Add) 1227V v 7 LET,

cax—W A7 s bk [428 (Bveryone) 1527 Vv 27 LT[OK] %227 Y v 7 LET,

o [HEFROFESE (Permission Type) | ¥ 7% 27 U v 27 LET,

« @A (Apply onto) ] v 7 AD [#kA& (Inheritance) | %27 V v 27 LET,

o [##BR (Permission) 17 27 £ AFFAID [FFF] (Allow) | F = 7Ry 7 A% AN LET,

AT T3 Cisco A vE—0 T A=A DORE
2~y KFA» {2 =7 =A% (CLD ® ldapeonfig /il LT, ROM@AINE L1
LDAP — N> U B1ERR LE T,

* Active Directory ¥ 721% Exchange % —/SD 7R 44

« N— | 3268 (Port2)

« RAAL O — MR 27X A MC—ET 5 <X—2 DN
cFRREZ A T [EA

Active Directory DEZ /N1 > KDty F7 v T

T oty T v I FIREZEITT H & Microsoft Windows Active Directory PN Active
Directory —/33 X UV Exchange 2000 — Nk T DA A o K 7 = U TRIED T —F %Al
HTE5X95127e0 9, Active Directory & — SDEA/SA » FIZX VY, = —H4 anonymous
ET T DRAT L= ANREEEINET,

LDAP 7 T 1)
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\}

wap sy |

Note

EBHY ET,

EA AV RERITT S & XM END /AT L— ) Active Directory B —/MNIEE &5
&L BEREICRIRT S 2

Procedure

ATy I

ME L 72D Active Directory 77 B AFFRI 2 MR L £ 77,

ADSI Edit 27> 7' A F 72X LDP = —7 1 U7 ¢ ZfEH LT, LLF® Active Directory 4~
T/ bORBMICHT DT 7 B AFAIAEIET 2HERH Y 7,
c JZUDHGETHDL AL LD, AL VARIFIT 2 THFANDOAL— ],
BT A—NMERI ) OB THLI—FRELTNDLO0UBLVCN AT V=7 hOF

~NTC,

WDOFRIZ, VBRI T FIT_RCWCEHINTWARLEOSH LT 7R 2R LET,

¥ DEtHHY

A—FFIIzo kR K 7 RHADS A
7
B n A N D BEF T LT F AT R ATV
Ehw A PR D — iR AR A T V27 b 47020
P4 = A NIV I A THA—|a—=WF FT7V=T K~ | TrRT g
va VgAY
e A B A—NDOATva |2—HF F TP b | TrRT g

AT w72 Active Directory DT 7 & AFF A % E L £,

 Windows 2000 Support Tools 7> 5 ADSIEdit % B & £,
[RAAf =7 a7 %A (Domain Naming Context) | 7 A/ H & ROFE3, Z

DT F VAT,

RAA D LDAP NANH Y 3,

s [FAAf > F =7 a3 7F A (DomainNaming Context) | 74V X &E7 Y v 7 LT
[7'm 37 1 (Properties) | &7 Vv 7 LET,
c[EF¥=2VUT 1 (Security) |27 Vw7 LET,

- [FEAHRRE (Advanced) 1&72 Y v 7 LET,

s[GBI (Add) &7V vZ7 LET,
ca—W ATV FES T T4 (ANONYMOUSLOGON) %7V v 27 LTC[OK] %7

Vo7 LET,

s [FEFROFELE (Permission Type) | ¥ 7 %27 U w7 LET,
« @A (Apply onto) ] w7 AD [#k& (Inheritance) %27V v 27 LET,
o [HEFR (Permission) |7 27 B AFFAID [FFA] (Allow) | T =y 7Ry 7 A4 A LET,
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Active Directory DR ICET 53 E .

ATY T3 CiscoAvE—r T A— T oA DRE

[ AT LB (System Administration) ]>[LDAP]*—" (F£721% CLI ® ldapconfig) %
LT, ROEMREZHE LT LDAP — S = b U ZEKR L £ T,

* Active Directory & 72 1% Exchange —/ D7 A 4
« R— | 3268 (Port2)
. I\)‘/l’ Y DON— NAFIHT 2 TR A MZ—E9 %5 X—Z DN

s WFEHX A T )NAT L— KX NX—R (cn=anonymous & L —H & L THEMHL, "AT71L—X
X772 7)

Active Directory DEE(ZBHT 5T E

* Active Directory ¥—/373 LDAP i & 52 \F 11T 2 78— M, 3268 & 389 T4, Z/m—n
N AEaT~OT 7' AROT 7 /v~ A— hi 3268 TT,

« Active Directory #—/37% LDAPS £f5i & 5 \F{11F 28— ME, 636 & 3269 T9, Microsoft
5L T LDAPS 239K — K &5 D1, Windows Server 2003 LA _E T,

B AN =R T A1F, T u— A HE T THHDLRAL v ar b —F TR L
TLIEEY, ZHUT, BHEORXR—RKT 272 ) ZRCY—"ZHH L TIITTED L
2T 572D T,

o 7Y B IEFIZTEITT 5121, ActiveDirectory DF T, T4 L7 R A7 V=7 MIxtd
Pt FFAl &2 7 v—"7" [BEveryone) ([ GT2ME R H Y £3, ZiUTiE, FAAL
AEITT I TERA ROAL— R bEERET,

o —f%XMIIC, 2 < @ Active Directory FE2ECiE, mail @M= N VIZ—FT 2HD

[ProxyAddresses] BYE=> MU BFIEL £,

* Microsoft Exchange BSREEN[FE U A 7 7 A T 7 F Y NICHEEH Y | AV EZFRFHL TN D
&1, Bxchange BREEDM TA—NEN—T 4 735 L X2, X578 MTA IZJR % J71A)
D— MIBFHITLED Y EE A,

LDAP VTV DTA

[LDAPY— 710 7 7 A L% BI/#wEE (Add/Edit LDAP Server Profile) |- X—Y @ [7 =Y DT
A K (TestQuery) 1 ARH > (F72IECLID test 7 a~w> R) #HALT, 7=V X472
CICRE LT LDAP Y — x5 7 2V 27 A M LE T, BRP/ERINDIZT TR, 7
T VT A NDOEAT—VOFFEMbERRINET, TA NI, 72U XA TOEREIITK
LTATH ZENTEET,

ldaptest I~ KiZ, ROFIO LNy F a<w FE LTHEHTE £9,

ldaptest LDAP.ldapaccept foo@ironport.com

LDAP H— @D [ A b4 (Host Name) | 7 « —/V RIZEE DA A N & A LT=5E1T
L LDAP —NIZXH L TCEFA—NT = T A DT A M TONET,

LDAP 7 T 1) .
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Table 1: LDAP ) T ') DT X +

wap sy |

DTIVDBAT

ZIEEN—HT H5E (PASS)

ZEEN—HBLLEVEE
(FAIL)

ZfEHEZ T AN (KRS

(Accept) IR ldapaccept)

Ay —VEZFANET,

ZISHINER) - ok — g
CVEIFEBENY O RAFE TR
Avt—TV% ey (A
T—REIZL D) . DHAP:
=

N—=T 4T

(W—T g7
(Routing) ].
ldaprouting)

7 T OFEICFESNTOL—T 1
YITLET,

DAy = VOB AAT L
\i—a—o

CANVL—F ([wAD
L— F (Masquerade) ].

masquerade)

J ) NTERINT-EH~ >
oo Ty A —%EE
LET,

ZDA v E— DR EEHT
7,

TN—T A=y
([Z'Nv—7 (Group) ].
ldapgroup)

At — T 4 VH JL— LT
LT Ttrue] #iKLFET,

Aw— T 4V E JL—)LT%E
LT lfalse] #iRL £,

SMTP Auth LDAP H— /B S FS A |5 BT L— KT L
([SMTPFEFE (SMTP 7L — X%l U CRRAEAATYY | SMTP FRAEDFRITIZR L %

Authentication) ], £9, OF Y. SMTP RBAENT | T

smtpauth) ?bﬂi To

NEFRAE (externalauth) |/73A ¥ AR —¥F L a— F. BI2AA VR, a—H L a— S

T Ra—HTFDI7 N —7 AR —
> N L TEBINE Tmatch
positive] 2SR ILET,

FO2—FDITN—T A R—
>y T L CERBINS
negative] 2R ILET,

[match

AR DR~ DT R —
%F%géﬁ (isqauth)

T Ra—H T H T MIxtL
T I'match positive| 73R S E
D

— T ANRATL—X/pL =
Ve F:l”—‘]j-uunmo)uft i%ﬁyb
7,

AL REED A ) T AR

/Ex\ (isqalias)

Fotr STz A WA DEIE S
THDHEL AL T KL AR
SNET,

ANRLBHERETETEEA,
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LDAP 4 — S ~D D F S5 TN va—F 1> [

\}

Note = VI\Z ANT2EHAL TR, RXFLAXFRRFISNET, o, ELSEET 01
X, LDAPFEEL —H L TWAMERDH Y £, 7-& 21X, 727 b Tnaillocaladdress &
ATTLTEEEICETENDSZ =V X, maillocaladdress & ASJL7- & & EITEALR D F4, R

aE, B LT3R THOZ = V{220 ldapeonfig =2~ > RD test V7 a~ > REEHLTT
A ML, ELWFERDIEIND Z & A2MRT DL Hm<HEREL 7,

LDAP H—/IA~ADEHD STV a—F a9

LDAP Y — "B E LA —NT— s T oA DHEERRETH HEEIE. RO T —DO TN
FREINFET,

® Error: LDAP authentication failed: <LDAP Error "invalidCredentials" [0x31]>
®* Error: Server unreachable: unable to connect

® Error: Server unreachable: DNS lookup failure

P RNPRBIFEREICDFNE LT, V=" ETANENZAR = OO, 7747

¥ 4 —/LCAR— FBBAV TN RN kbt%zfﬁtiﬁ‘LDAP%wva@h [ AN Ny
b 3268 F 7213 389 M F &AL E 7, Active Directory (%, A— k3268 Z i L C, ~/LF P —
NRECHHING 7=V hZa 7 ic7 78 A LET GERIZOW T, H%®F774
TUx—ER] 22T &) . Async0S 4.0 Tik, SSL A L C GBHEITHR— b
636 T) HMP#*NkﬁﬁﬁéﬁﬁﬁLméﬂibﬁo#ﬁpowfﬁ\ﬁ%:7LD@

(SSL) ,onpage 152 L TS EEWY,

P NIPBEARRIC R DIRK & L TIZOMIZ, AN SR A MBI RETH D Z &
NEZHLNET,
[LDAP % — R 7’10 7 7 A V& BIN/FRE (Add/Edit LDAP Server Profile) ] X— D [T A k #—
73 (Test Server(s)) ] (F721% CLI @ 1dapconfig I~ KD test Y7 a~< 2 K) ZEHA LT,
LDAP h— "\~Dfia 7T A N TEE£T, FEMITOVTIL, LDAP #— 307 A I, on page 8
EBRRLTLLIEEN,
LDAP — 3 E[FHEARETH 5545
«LDAPZ I AN EII~ AN L — RELIFV—T A VI NI —2 Fa—ZH L TA x—7
IR o TWDIGEIL, A—/MEV —7 Fa—NICHED £7°,
* LDAP ZJ ANIFA X—T Ml >TELF, sl (Fa— bR v—F=xy
7708) W74 NFZRATHEA SN TOLEGEIX, TDT 4 /v F OFHfifkE R23 false (2729
i‘g—o

REBRIATRITANI T 2ERHIT S

BEFEDLDAPA V7T AT 7 F v Z2FH LT, HEREAYyE—Y (XTY v JRF—T0)
DFEFEEA—NT FLADF NG ZERTEET, 747 FIRNOAZ—YTFT—ZITHTHE
Fix, REEFA—ATF— b O 2ARNT 4L 7 PP —=NIZH LTI ZFT LI XICHE

LDAP 7 T 1)
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Y

wap sy |

HINET, Frxvian A XL, BEFA—NT = U =ABEG LT — 2 ZRFFT DR
O R S ITRERTRE T,

Note

¥el7esz{5%# (7= & %213 administrator@example.com) (Zxf L CLDAP 52{F ALY = U Z /3o /X
AFTHIEHTEET, TORIICHET DL, ZIEET 7EAT—7/1 (RAT) ZfEHL
£, ZOREDHFIEIZOWTIX,  Configuring the Gateway to Receive Email | DR 2 ZH L
TLTEENY,

ESPERENS

« ZIF A7 = U D, on page 22
* Lotus Notes D35 D1 AiL7 = U DOFRTE, on page 23

ZITANI T OB

WDFEIZ, T AN ) OFlERLET,

Table 2: — & #9735 LDAP R4 TO LDAP 7 ') XF5IDH] : ZIFAh

I DRR ZIEEREL
OpenL DAP (maillocalAddress={a})
(mail={a})
(mailAlternateAddress={a})
Microsoft Active Directory AddressBook | (| (mail={a}) (proxyAddresses=smtp:{a}))

Microsoft Exchange

Sun ONE Directory Server (mail={a})

(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

L otus Notes/L otus Domino (1 (I (mail={a}) (uid={u})) (cn={u}))

(] (ShortName={u}) (InternetAddress={a}) (FullName={u}))

a—W4 (M) ORGEZITH) ZEHTEXET, ZOZERRITNEIODIE, T4 V7 MUK
MENTWVZRNWRAAL DAL EZITAND LI LTZWGEETT, T AN ) %
(uid={u}) 1T E L TSV,

. LDAP 7 T 1)
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Lotus Notes DIFEDZITANYT T 1) DFRE .

Lotus Notes DIZENZITANT T DEHTE

BT —

LDAPACCEPT ¢ Lotus Notes & Z#A G 25615, HEESSLIETI, Notes LDAP (2K
éﬂf%éi—%®ﬁﬁﬁﬁ®i9;&Eéﬂfwékbi?

mail=juser@example.com
cn=Joe User

uid=juser

cn=123456

location=New Jersey

LDAP T 4 V7 P UIZHFE LW Z—FTHBIZH 0 b 57, Lotus IXZ D2—V~DE
A=k FBEINTET RLALSNOEA (72 & 2% Joe User@example.com) T o> THAT
ANET, L5 T, AsyncOS 1d, ZDOa—HFDOFR/pa— A—L 7 FL 2% T _XTH
DIFHIEIFTEERA,

ZOMRED 11X, MOBRDOT FLADATY v 2@ Bh5 209 HDO T, Fco
VW CiE. Lotus Notes BHEE IZRIWEHHE T &V,

— Y P T RLAADA—ILEEIZIL—T 94 Y

VTV ZEERT S

AsyncOS Ti, =A U T RIE (BHH—5 > b T RVASNDLDAPV—T 4 7)) BHHR—
FEIET, AsyncOSIZE ST, JLDA =L A v E—VIZA VTR Z =57y N T EIZRID
FHLWNWA vV TEEIHIONET (72 21X, recipient@yoursite.com ~D A & —1%,
newrecipient] @hotmail.com X° recipient2@jinternal.yourcompany.com 72 £ ~®, Z i Z UM L7
AyE—VTEEIBIONET) . V=T 47 72 VE, MOET A — VLIS AT LTI
TANVT T 7Y LTINS L H Y FT

BEIEE
N—T 4 7 7 Y O, on page 23

IW—T 429 9T DOH

Table 3: —fi& )75 LDAPRETO LDAP Y ') —XFH DB : W—F 125

ST DORER BDA—ILRR bADIL—F 4 25

OpenLDAP
(mailLocalAddress={a})

LDAP 7 T 1) .



wap sy |
B > : maiLHOST £ MAILROUTINGADDRESS

7T OHER BOA—IKR bADIL—T 4 2T
Microsoft Active Directory S5l AR ONATREMED 0
Address Book

Microsoft Exchange

Sun ONE Directory Server
(mail={a})
(mailForwardingAddress={a})
(mailEquivalentAddress={a})
(mailRoutingAddress={a})
(otherMailbox={a})
(rfc822Mailbox={a})

Active Directory @%%W_ Ko T, proxyAddresses BEo= KV ﬁ)%g@(ﬁ@ﬁ‘é ZEBDHY
FI ., ZORBRMEOMEIX Active Directory 2 o T smtp:user@domain.com & V9 R TN X
NL1D, ZOT—HIILDAP V—T 4 V7 /=A VT AYLRICIIEA TEEEAL, ¥—F >
k7 RLAXZENZENRID attribute:value T IFET 20803 H Y F7°, Microsoft Exchange
BERENRFECA 77 A N7 7 FYRNICEBEH D, BV EZRHE L TV DA X, Exchange BREE O
FICA—NEN—T 4 73 5HLEIT, BEITMTA RS MO — MIEFIILED Y £
A,

&R R
s JL—7 1 7 : MAILHOST & MAILROUTINGADDRESS, on page 24

JL—T 4 >% : MAILHOST & MAILROUTINGADDRESS

N—T 47 7 =) OEEIE, MAILHOST OfEIZIP 7 KL A TlaR <, MR ATREZR R A M4
ThHHZENBETY, ZhITiX, PNEYZ: DNSconfig 28 4B 72 2 D3 —fiRH) T,

MAILHOST I%, /Vv—T 4 > 7 7 =V TIFEMEAEE T3, MAILROUTINGADDRESS i,
MAILHOST 7238% & S TW AR WIS IINATT,

I RO—JREEBEZXETBRRALS-OOIRAL—FKY
) DFEHR

VA= REF, BrA LD —TREE ( EEH] £721X IMAILFROM] &
FEEND Z b H Y £9) BEL W To:, From:, CC: DE~y X —%h ERFHADT TV |ZHES
WTEEHZ ZHEETY, ZOBEORNRFZEF D10 R RAL ] THY, Zh
WEoTEEDORAL L Z1ODY A FDBERAT 47 TEH L9 0 £4, fho—f%H
RERELLTUL, XY NIT—T AT TANT I T ¥ % [FET) 72Dl ETA—IN~yF—
DIXFHNNOET T RAL U ERVERS (TARY w7 ) LW 0RHY 77,

ESPERENS

e v AML— R 7Y DO, on page 25
e [ZVL2RU4) O~ AH L— K, on page 25

. LDAP 7 T 1)
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Table 4: — %17 LDAP R T LDAP 7 =) —XFHI Dl : RXRAhL— K

JIT)DREZR YRAAL—F

OpenLDAP
(mailRoutingAddress={a})

Microsoft Active Directory Address Book

(proxyaddresses=smtp:{a})

Sun ONE Directory Server
(mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})
(mailRoutingAddress={a})

(JLVFR)&] DIRRAADL—F

I—YEREIZE>TIL, LDAPT 4 L2 Y =N AF—<DHIZ, A=V NV—TFT 4T T
RLZ2Rom—HL A—)L 7 RLADSMZ 7L RU4 ] BREERTWAZENnHY 4,
AsyncOS Tlx, = R_Rue—T%EH (BEA—NVOEE) RAvE—V v F— (ZFEA—
NDOYE, To:, Reply To:, From:, CC:72&) %, Zd [Z7L 2 R4 TR L — RTX
F9, 7L RU T RLVRIZIE, BRET A=/ T KL ATIE@BEILTF AT S 78 WRERC
T OBIHAG, A=A Brwhl) BDEENTHTENENERA,

LDAPZ T URH T~y X —r~vAH L —RTDHLEIZ, 7L KU A=)V TFH|2{K% LDAP
PR OFERTEIMZ H0E I NERTREIEN T T, ZOEWERA x—71IC
o TNTYH, =X —7HEFEI2IT user@domain 83 DA BPFEHIND Z LIZEE L TL
FEW (ZLy RUAIFN—NVIIKTB7-0) .

FEAER) 72 LDAP ~ A H L— RO & X L[EIBEIC, LDAP 7 = U OFERNZE (BREN0 £/213T
THRIA b AXN—R) OHHIT, v A L— NFITbivERA,

ZOMRER A X — T NI T AT, LDAPR—ADVAHL— R 7Y % U 2 F—|Z%f LT
ETHEEIT ([LDAP] N—=UFERIX ldapconfig I ¥ R) . ROERIZX LT ryJ LIPS
| =

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]

72l 21E. OXSBRIDAP = FURHAHLELET,

ek B

mailRoutingAddress admin\@example.com

mailLocalAddress joe.smith\@example.com

mailFriendlyAddress “Administrator for example.com,” <joe.smith\@example.com>

LDAP 7 T 1) .



wap sy |
B sE2000—T A0 —ThHEnESnEHNT 5T L—T LDAP & T DA

Z DEENA R —T W72 > TV D EAIZ, LDAP 7 = U 73 (mailRoutingAddress={a}) T, ~
A1 b— K@M (mailLocalAddress) 72 HI1X, RO X HIZEZH 2 S ET,

FTDT FLR (From, To, |[YRAL—FEnfzAv 45— YAAL—KREhf-zoA0—
CC. Reply-to) TEEE
admin@example.com From: “Administrator for MAIL FROM:
example.com,” <joe.smith@example.com>
<joe.smith@example.com>

FEBMNTIL—TAIN—THBINESIMNEHFNTES
JL—JLDAP ¥ ') D{EH

IDAPT 4 L7 NI NTEEINTZIN—TIZZEENBE L TWBENE D A, LDAP —
x5 72 2 FEH L CHBITE ET,

Procedure

ATYT1 A vE—IT rept-to-group F 721E mail-from-group /L — VAT 5 A vt— 7 4 VX & AE
B LET,

ATwFT2 RiZ, [VAT LEH (System Administration) ]>[LDAP]~—3" (F7-(% 1dapconfig 2~
) ZBEHLT, EFA—NAT = T A DA RELIRDLDAP Y — "2 EHEL, Z/L—
TRAN= T (iR 7 ) 2R ELET,

ATY T3 [*y bU—7 (Network) ]>[V A7) — (Listeners) ]2— (F72/% listenerconfig ->
edit -> ldapgroup 7 a2~ R) ZHEHLT, 2o/ v—7 7Y —% 1 A F—{ZxL
THZLET,

What to do next
REEIER

o« Z)V—"7"27 =1 ®OHl, on page 27
« Z)V—"7" 27 = OFIE, on page 27

. LDAP - T 1)
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SN—745x

SN—745x

ATy T

sn—7 5906 |

') DI

Table 5: — {975 LDAP RETOD LDAP Y T ') XFFHIDH| : T —T

I DR TJn—7

OpenLDAP OpenLDAP Tid, memberOf EIEILT 7 /b b TEHAR— b Sh
£H A, LDAPEHHICL > T, ZORMEE L BN A
FovICBEMSNTNDZLRHY £,

Microsoft Active Directory
(& (memberOf={g}) (proxyAddresses=smtp: {a}))

Sun ONE Directory Server
(& (memberOf={g}) (maillocalAddress={a}))

72& 21X, LDAPT 4 L2 MU T [~—FF 47| T N—T DAL 73—73 ou=Marketing & 57
FINTWbHELET, ZOFEEEHL T, 2O NV—TNEZET DA — VAR
TRV ZE&NTEET, AT v 71T, AvE—VIEATLIA v =Y 7 4 V7 2Rk
L. A7 Y7 2E3TLDAP VY I T v 7 A=A LA F—T M LET,

A —
') DEXTE
WITRTHITIE, ~—F7 T 17 71— (LDAP 7 /v —7 [Marketing] & L CiEFR) DA
VOR—IME DA — )L E IR —ILEMER Ak marketingfolks.example.com IZCEME L E 9,

Procedure

MDIZ, TN—T A=y FIZH L THENIC T DA v e—IEHTS, Ayvt—
VIANB R LET, ZOBITIE, AERT D T 4V H D T nail-fron-group /b /L A Al
HALET, AvE—VYD55, = _Xn—7%EFHD LDAP 7 /L —7 Imarketing-groupl | (Z
BLTWDZENHALIEDITT T, REEERA MTEEINET (T4 E2D
alt-mailhost 7 27 /= :/) °

TN—T A NR—=2 77 4 —) REE (groupName) (L, AT v 72 TEHFELET, FL—
7 @k TgroupNameJ YENEN marketing-groupl & xRS NET,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

MarketingGroupfilter:

LDAP 7 T 1) .




wap sy |
. TL—TF 9T DEE

if (mail-from-group == "marketing-groupl") {

alt-mailhost ('marketingfolks.example.com');}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

A= 7 4V H Jb—)Vmail-from-group & rcpt-to-group DFFAIIZDOWVWTIE, A v&—
TANE =)L B LT TIEEN,

RATw T2 KT, [LDAPY— T 17 7 A L%/ (AddLDAP Server Profile) ]-X— & HH LT, &
A== T 2 A DAY RIEEEIRDLDAP Y —NEERL, JNA—T A N—2 T %l
ROEO7 =) EERLET,

ATFwF3 Wiz, 7Y v U ZF— [nboundMail] TLDAP 7 =Y ZHA LTI/ N—F L—F 1 7
ZATH Ko HEH LE T, [V AT —%#E (EditListener) " X—Y&HH LT, BIOAT v 7
THELZZLDAP 7 =) A X—7 WIZLET,

IO YNRETEND E. VAT =DBZITFANTA v E—VIZ L > TLDAP — 254 5
JZUNBPYHT—=ENT, F—T A=y FREE SN E£d, PublicLDAP2.group 7 =
VT4 Tz, [ AT L% (System Administration) ]> [LDAP] _X— Y CEFZINTWET,

. LDAP - T 1)
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Bl: SL—F HTUEBRALTRALEIALADFz v ER%FvTT5 [

Figure 6: ') R+ —TDJI—T 9 L) DIRE

Edit Listener

Listener Settings
MWame: | |incomingMail

Type of Listener: | Public
Interface: | [Data1 %] TP Port: [25

Bounce Profile: | | Default v

Disclaimer Above: [None |
Disclaimer text will be applied above the message body.

Disclaimer Below: | [none >

Disclaimer text will be applied below the message body.

SMTP Authentication Profile: | [yone | £|
Certificate: | [test (v
b SMTP Address Farsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings for customizing the behavior of the Listener

= LDAP Queries: | b Accept
===
b Mesquarade
= Group

Group Query: | PubliLDAPZ group |

SMTP Call-ahead Profile:

ATy T8 EREFEL, RFLET,

Bl : SIWN—T T Y EFERLTRANLEDSILADF T VI ERAE Y

795

A= T A NBFASATITA L DHODITTCETINLEDT, F—7F 7 &+
HELBHEDITN—TIZONWTIANALEANRADF = v 7 B2 AXy 7 TEET, 72& 2R
HNDIT Z)V—T~DA =TIl ONTIE, ANRNAETANADT =y 7 EAF YT LT
TRCZELEWVWEWHIEERH S E LET, LDAP La— RKDOHIZ, DN &7 L—74 & L
AT D7 —7 2 MU EERLET, 2O —T4IE, IRODNT > kU THk S
£7,

cn=IT, ou=groups, o=sample.com
LDAP =T a7 7 A Va2l L, RO NV—7 72 Z2fE LET,
(&(memberOf={g})(proxyAddresses=smtp:{a}))

WIZ, 2072 Z2 ) Z2F =1 L TAR—T NI LET, TNT, AvE—IUNREFDY 2
F—TEZEINEEXC, 2O — 7 UR N H—ESNET,

ITIN—=TDRXAN=ZONTIEITANALE ARLDTF =2 V2 A%y 7T 572012, RO
Avt— 74 NNZEER LT, BEAYE—UF LDAP Z LV — 7 Ll L CHRELE T,

[1> - NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.

LDAP 7 T 1) .
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B 550t n—F 0T 200 ALY R—2 5 T OBERA

\}

IT Group_Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com") {
skip-spamcheck () ;

skip-viruscheck() ;

deliver();

}

1 filters added.

Note

ZDRAyE—T T 4 VFND rept-to-group 1Z1F, Z—T4 & LTASIE 72 DN (en=IT,
ou=groups, o=sample.com) XM INTWNET, Avt—Y 74 VZNTHEHLTNDL 7 L—
TENBELWZ L EERLTLIESV, 7 4 VX DFEITRHZ, LDAPT 4 L7 b UNTED4
il & D FEFATOND L O IZT 572D TH,

U 2F—NZFANTZA v = I L > TLDAP Y — N9 572 U R MY H—Sn T, 7
N—=T AUNRN=y TRRFESNET, AV E—UZEENRIT I N—T DA L N—D%E1E,
A= T Y NANEDERICHESTIANAL ZANADTF = v 7 BNTIHEAF v FENT,
AvB—UNZEFIREINET, 74 VX TLDAP 7 = OfEREF = v 7 T 5120,
LDAP — x4 5 LDAP 7 = U Z{Epk L, £DLDAP 7 =V % U A —Zxf L TA X —7
AT DUENRH Y £,

HED AL ANIL—T AT THIZHD AL R—
RAIVTDER

RAA =272 Y Lid, LDAPZ =V &4 A THNC T N—T L, FED R A A Bl
I 2T FEDOY AFT—IZHV Y TIEHDTT, RALSR_R=ZR 7Y BMEHINLDHD
1T, BED LDAP h— "B ENZNIRR D F AL VZBEA T BTV H 23, 73T LDAP
=Nt T 5272V ZFE LY A F— ETETTLHHEGTT, 2 xiE, MyCompany] &
V9 &4k THisCompany| & [HerCompany| 24L& EINT % & LE9, MyCompany (% H
D K A A > MyCompany.example.com (Z/1 2. C HisCompany.example.com 35 J T}
HerCompany.example.com @ R A A U Z#EM$ 5 & 2, FAA T ELIZHO LDAP H— 3%
HA LT, & NAA BT O EEBDOHEREMHL TVET, ZD3 DD RKAAL
D A=)V ETRTZITAND DT, MyCompany (X KA A > _—R 72 ZERLET, =
FU T, MyCompany.example.com % Mycompany.example.com, HisCompany.example.com, ¥ J T
HerCompany.example.com D A —/)LZ[F LY A F— ETZIFANDL T ENTEET,

. LDAP - T 1)
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ATv T

ATy T2

ATvT3

krqvr—zszyots ]

Procedure

RAL 2 R=R 7Y THERTDHRAAL T EIZ 1 DTD, =T a7y VEERLE
To ZOY—=RNTaT7ANDENLTNICKH LT, FASLN=R2 72 VRS L27xY
ERELEYT RIAN, V=T 4 772E) o FEAICOWTIE, LDAP ¥ — N4 5
ZR&ANT D LDAP — % 7’10 7 7 A JLDOAERL, on page 5% SR L TL 72 &0,

RAAL L R=Z2 72 EAERLET, RAAL U R_R—=R 72V 2AERT 5 L X%, &V —"Tn
Tr7ANNE 2 BRINLET, £/, 0= 2379 50 % Envelope To 7 4 —/L N
WCEDSWTRET DL, BIA—NT = NI ZAX—TMILET, 7= U —DEK
FIEOFIZOWTIL, RAA =2 72U OERL, onpage 31 5L T 2S00,

RAAL L _R=R T2 Y %NT ) v 7 EINETTARX=F DY RAF—ZXH L TA R—T ML E
T, U AT —OFEFIEOFEMIZOWTIL,  [Configuring the Gateway to Receive Mail | (D& %
ZIL TN,

Note RAAL L _R—A 7V IhICt ., AXARBEERSEED LDAP = Fa—H 77 & A%
ANRBBHADOTOIEATE £4, FEMCOVTIE, [ALREE OEABRL T
<TZEW,

What to do next
REEIER
o« RAAL =2 72V OERK, on page 31

KALR—ZX 5T DERK

&
ATy T2

ATv73
ATvT4

ATy TH

RAA L R—=2 7YX, [VAT LB (System Administration) ]> [LDAP]> [LDAPH—/
7177 AL (LDAP Server Profiles) ]~2— TYERE L £7°,

Procedure

[LDAPH—/ 371 7 7 A /L (LDAP Server Profiles) ]~3— D [fEAIERE (Advanced) %7V v
7 LET,

[RAA B ETOENM (Add Domain Assignments) | %227 U v 27 LET,
RAAf L _R=2 72 —DARTZATI LET,

I — A AT ERIRNLET,

Note RAAL =2 7Y ZAERKT 5 L ZIZBIRT D7 2 & A 1, T XTHR U TR
TUERVEEA, 72V ZATHERTLHE, EFA—NT— T =A1TEDOZA
T EFHAARERY— AT e Ty A ANBEGEL, 72U T 40—V REAERL
EJ a8

[FAA EY YT (Domain Assignments) | 7 4 —/L RiZ, RAALHEAHLET,

LDAP 7 T 1) .
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B =owaszyeeavarvoF—> s Ty0ER

ATvT6
ATy T17
ATvT8

ATvT9

ATy 710

ATvIN

D RAAAZEEMNT L7 =) —2@R L £,

IV DRAALRTRTEMEINDE T, T2EMLET,

EO7 V2 —HLRNWEZICETT D, 774NV DIV EANTEES, 77401
7Y =2 AN LIWEEIE, [ L (None) ] Z3EIRL 77,

Jx VT ANLET, [Z72V DT AL (TestQuery) | KX %27 Vw7 L, TARNTDH2—
FarsfbXAT L —XEREF ANV T RVAR%E [T AR /XF A—4% (Test Parameters) ]
D7 4=V RIZAN LET, fERD [ AT —H A (Connection Status) | 7 « —/L RIZFER
SINET,

(AIEFRE) {f} b—2 V&2 Z T AN = UNTHEHT 25GE81E, = Xn—7XEET7 FL
AT AN 7T UIZBINTEET,

Note RAAL L R=Z2 7Y DEEBPE T LIS, 2o 237 ) v 0513754
NR— DY A F—IZEHEMTDMERIH Y T,

KHEEERFEL, RIFLET,

—EDLDAP VT ) ZETT HE=HDF—2 7D

{5

ATy T

ATy T2

ATvT3

Frx—2 7 VE, BTA—NT—FT AL > TEFIZETHRIT SN D —EHO LDAP
7 =) CHRENET, BFA—AF— R =AE 20 [Fx—r] OFOKs =Y DEF
ZRIT L. LDAPH — "\ EHEEMR VAR ANEIND & (F2F [Fo2—2 ] ORED
J Y CEHERVARAPNIRINONERT D L) FAT48FILLET, FTo— b—T 4
YT Y TE, BIANAT N APREERIONTZETA—AT RLAZEIZ, (A
CREDO—HDOF =—2 72V EHFIETLET, Fo—r 72U RELODIL, LDAPT 1 L
7 FUAROxT Y RVIZBWT, SESERBEBHEICELO (FER—0) EREHITWD
LE T, =& %213, JBYE maillocaladdress & mail N2 —HFEF A —/L T RLAZKNTH7-
EH SN TWA ELET, ZOmMFOBMHICR L CHEFEIC ) Z2FT73512F, Fo—
Y EFERHLET,

Procedure

Fo—r JZYNTHERTLHZ7) T, — 7°r1 Ty ANVEERLET, ZOH—N
TaT7 7 ANDENENUIONWT, Fe—r 72— TL572) —Z2RELET, M
\ZDOWTIX, LDAP B — NIZBET B A2 #6975 LDAP % —/3 7’11 7 7 A JLDAERK, on page
SEZRLTIESN,

Fx—r 7TV EEHRLET, FFICONTE, F=—>2 7= U OERL, on page 3325 L
TLESNY,

Fx—r IV ENRT Yy 7 ELFTTAR—DY AT =T LTA X =T M LET, U
AT — DR EFTEDFEMIZ OV TIE,  [Configuring the Gateway to Receive Mail] DF A S L
TLEEN,

. LDAP 7 T 1)
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Note RAAL L _R—RA 7V IhICt, AXARBEERSEED LDAP = Ra—HF 77 & AL
ARXBGEHD T DA TE £, GOV TIE, TANLATREE OFEEZSMHLT
<TZEW,

What to do next
REEIER
« Fx—> 7 U OERK, on page 33

Fr—2 I DIERK

Fr—r 7Y —iF, [VAT LEP (System Administration) ]>[LDAP] > [LDAPH#— 71
7 7 A )V (LDAP Server Profiles) ] ~*— 3 CERK L £,

Procedure

AT v F1 [LDAPY— 371 7 7 AL (LDAP Server Profiles) ]-3— D [FEHIRE (Advanced) %27 U v
7 LET,

RTY T2 [F=—r 7=V %iBM (Add ChainQuery) %27 U v 27 LE7,

AT9T3 F=—2 72 VDL4HIZEALET,

AT T4 7)) — B A TEBRLET,
Fx—r 7Y EBERTHEXICRINT 72O A T, TXTRUTRITIIUIRY 18

o ZVEVEATHEFRTDE, BFA—NT— b0 2A1TZDEA T D7 Y %R HTREZR
P—=RTa 77 AN EREL, 72U 7 40—V REAKLET,

ATFYTS Fr—r 7 VICEBMNTAH 7Y 2RIV ET,
FBFA—NT =P 2AfIZL->T, ZZCHRELENEIZZ =Y RNFITENET, LEEN-T,
BEOI/ ) 2T o—0 7 VITEBMT 55681, LVERENR7 VD% TEYVAD I =
UNRFEITEIND L) RIBEFICT D2 Ea2HELE L $9,

AT9FT6 72V ETARNLET, [Z7=UDT AR (TestQuery) |[HR¥ %227 Vw7 L, TANTHL—
Yol bRRATL—XFEI A=V T RUA%Z [T A K /%F A —4 (Test Parameters) |
DT 4=V FIZATILET, #ERD B AT —4% A (Connection Status) | 7 « —/b RIZFR
SNET,

ATy TT (BEEFRE) {f} h—2 v aZF AN 2V NTHEMAT581E. =X —T % EHT FL
AxT AN 7Y IZBNTEET,
Note Fz—2 7 DIERBKE T LI, 2072V %7 v 7 EE7 74— O

U2 —IZBEMT 2 E R H Y 7,

ATv T8 EHEEEL., RFLET,

LDAP 7 T 1)
|
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B waricezToLs by A—RR PEERLE

IDAP [C K AT 4L R IN—RX NXE[LLE

TALVZ R N—_RANLBT, BEOHDLIERFED., I bDIAMEFFOZEEITA »
TV EFETDHLICE TR LET, EFA—NAT— My =A%, ZEHENZDOLGHTIC
BN A—NR Y I Ao TNDEMNE I NERNTSELZRLET, ThEx KREIZFEITTD
L HEEDOHDEEZFIL. FOT FLRIZARLAZEETIEL WA, BT KL AD
M fE (N—_ZK) | ICESTRHETED LI £9,

B A—AT = U =A T, LDAPZIANMGEY =) 2T 2L, T4 L7 FU A=
A h#E (DHA) ML CHHIET&E %9, LDAPRZ T ANERETDH L X, 4L 27 bV
N R NEERS IR A SMTP 1o 3t —3 g HIIZ T D, T —2 a2 —0OHFTIT I i ik
RTExET,

ESPEREY=]

«SMTP 7 v E—ya DT 4 L7 b U ~N—Z NZEERIE, on page 34
AFEX2—NTOT 4 L7 b Y = FNEERIL, on page 36

SMIP honNt—> a7 L9 M) IN—RX NHRERSLE

DHA % Bh1E3 5121, KA A > 721F % Recipient Access Table (RAT; Z{5& 7 7 & A 7—7
V) WAL TEE, LDAP X ANRGEZ SMTP 1 /3t — a VINTTEITLET,

SMTP 1 o \t— g U HIZA vE—U% R v 73 5(21F. LDAP T AND 7= LDAP
PN T a7 A NNERELET, KIZ. LDAPZIFAN Y =Y 2 SMTP I >\ bt—3 3
ZFETT ALY A F—FBRELET,

Figure 7:Z 1T AN T )& SMIPH N\t —2 3 VhZEFTT DL S ITHRE

= LDAP Queries: | ¥ Accept
accept Query: | redfish.accept v
¢ work Queus
Non-Matching Recipients:
@ | SMTP Canversa tion
If the LDAP server is unreachable;
¢ Allow Mail in

@ Return error code:

Code: [351

Textt  Femparary recipient validation er

b Routing

b Masquerads

b Group

YAF—=TETTLHLDAPZIT AN T ZRELTZH, ZD Y A7 —IZEMIT b/ A —
N T7a— R —OHFODHAP (74 L7 b U N—_A N IE) BREERET D LB
b ET,

. LDAP - T 1)
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SMTP hoit—vavdmnT4 Ly by n—~z rwgpsit i

Figure 8: SMTP 3 L\ t—2 3 VHITHRE FOY 95 & 51TA—L 20— RY—%2HET S

Rate Limiting: Max. Rscipisnts Per Hour:

& Unlimited
c T

Max. Recipients Per Hour Code: | [4g2

Max. Recipients Per Hour Text: }Too many recipients received this hour

Flow Cantral: | Use SenderBase for Flow Control:
& on O off

Group by Similarity of IP Addresses: | This Feature can only be used if Senderbase Flow Control is off,

& off
-
(sigrificant bits 0-32)

Directory Harvest Attack Max, Invalid Recipients Per Hour: r
Prevention (DHAP): Unlimited

fE ]

Drop Connection if DHAP threshald is Reached & on O off

within an SMTP Conversation:

Max, Invalid Recipients Per Hour Code: B

Max, Invalid Recipients Per Hour Text:
[Toa many invalid recip

Y AF =B B A= Tr— KU =D T, Fq LS b Y AR BRI
DI OROEH & RE L ET,

[ & 72V DM 7252538 D K%L (Max. Invalid Recipients Per hour) ], T DU A F—

DY E— KN KRANDPDZITIRD W72 Z 58O 1R SHT7-0 ORI T, O L WHE
I, RATHEGOMREBAR L ET, Ziud, 272 LDAP {550 CDI® SMTP 41 2/
t—variiRryrENTEAvE—VOREE, V—0 Fa—NTRY LRI
A=V DOEFHTY, e xiE, LEWEL 5 ERELLEEIC, M Sz RAT H
MR 2T, Bgh72 LDAP ZEE S COTD Ky FENIZA v =V N3 THEH EL
T3, ZORET, BETA—NAT— bV oA X LEVHEICERZE L SHWIL T, #kix K
0y 7EgET, T4V RTIE, NT Y v URF—TO 1R ST OZEEDORKK
Bix25 T, TT7AX—F URFT—OHEIE, 1 KO OZEEORKEIZT 7 +
Jb N TCIEERHIRCF, Z O K% [HEHIFR (Unlimited) JICRETDHE, TDA—L 7
17— R Y 2 —IZ% LT DHAP |IA x—7 /L2720 £H A,

* [SMTP %75 C DHAP L & WMEIZEIE L7256, ##ia Re >~ (Drop Connection if

DHAP Threshold is reached within an SMTP conversation) |, 7 4 L7 kU /\—~Z F B[S
EDLEVEIZELIZE EIZEFA—AT = P = ICH o Tt Py 7SE5 K5
ICRELET,

o [FE 2 — Rd 720 O RZ(EH % (Max. Recipients Per Hour Code) ], ##i% Ku v 79

HEXIMERATZa— R ERELET, T 741 O a— KX 550 TY,

 [RERT F R N7 ORRKZEEE (Max. Recipients Per Hour Text) |, N7 v 7 U7=#6¢

WXL CHEHT 27 %A MEBELET, 7740 DT F¥ X ME [Too many invalid
recipients] T3,

LEVMEICEL-SAE, ZEEDNE TH-oThb A v E—Y Dz _uo—7EEH I T
A AyE—UREEINDI LITHY £ A,

LDAP 7 T 1) .
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B czs2—mcoF Lo by n—RZ FEEHLE

EEX1—ARNTODTA LI ) N—RX FRERLIE

T4 L7 FU N—_ZNLE (DHA) DIZEAEIE. RAALVETEZEET 78 A T—7
b (RAT) IZANLTEE, LDAPZIT AIURGEZ Y —2 2 —NTHETTHZ LIZL->TH
IECEET, ZOFEEERTDIE, BEOHLEEEN., ZEEDNEDNNE S 0 % SMTP A
PNy a D Z I TERLS RN ET, ZRITANRIZURRESIN TN L E
I, VAT AIEA v E—VEZITANT, LDAP Z I ANMGEEZ U —2 2 —HNTHETLE
T ) T2l AyvE—vYOxz o Xo—7REFICE, ZEEVED THLIGEIT AT A
A=V NEEEINET,

EEEE
e U—7 Fa—NTT 4 L7 b N—~_ NEEELS LT 572D DFXGE, on page 36

J—H X2 —KHNTTALY FY N—RZ FHEHIET A-ODERTE

T AL R AN—=A_RZANEBEEGIET 5120%, F1DIZ LDAP — " 77 7 A L EHEL T
LDAP ZF ANEA X —T7NWIZLET, LDAPZIF AN =Y A X—T NI LD, RO X
N, ZOZTANZ =V BFEHT L) A F—2RET D LI, ZEEL—H LN
BRI A =N BN AT H TR ELE T,

WIZ, A= 78— R —%2RELET, ZOKRY —lE, FTEORBNIZEEIP 7 R
VABHTZ0 ENIETOENIRZEGET RV AE VAT ANZITANDINEERZRLET, 20K
EBZDHE, VAT AIZORENDHA (T4 L7 R N—_ZX NLE) THDH L HB LT
TI—hAvE—UEEELET, ZOTT—F AvE—VIZEENDHFERITKDO LB T
7

LDAP: Potential Directory Harvest Attack from host=('IP-address', 'domain name
'), dhap limit=n, sender group=sender group,

listener=listener name, reverse dns=(reverse IP address, 'domain name

', 1), sender=envelope sender, rcpt=envelope recipients

A= 7 — R U—=THRESNELEWVEICET S ETE, VAT ACE>TAYE=Y
MANTASNETR, TUUBISEZ RS Z <z AN T Fry7EEd, L
TeMio T, IENREERITIET FLADBRY Nl SN ETH, BEOLLEEHIT. Lox
BEIRZF AN Z B TE £ A,

ZOENAZEN T X O E 1L, BUTE AsyncOS IZEE STV D L — MHIFREEREIZEL TV

£, OFV, BHEANZOBIEL A X —7 M LT, EREE/TY v 7 ) AF—0 HAT
NDA = 7u—RY v—=OFTRIELET (HAT DT 74/ FDA—L Ta— iKY —

ZEe)

F/z, a~v RIA4 2 A H—T A AT listenerconfig 2~ REFEHA LT, THEHRTE
THIEHLTEET,

ZORRIL, A= 7er— KU —% GUI THET D EXIcbRRENET T 56U &
F—IZk LT LDAP 27 = U BB A DHA)

. LDAP - T 1)
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SMTP

SMTP SB3E %47 5 =650 Async0s Dz ]

1R 720 DN ZEEREANNTHE, ZDOA—L 7 a—RY —(Z% L TDHAP (5 4
V7 R U AN—RA NBEERGIE) RA R —T R0 ET, TN T, RNT Vv r )R —
T 1R H 720 R 25 o BHHZEENZTANGNET, FIFTA4X— K VR F—DH
X, 1S 72 0 OEZIEFERITT 7 40 b TIRERIR T, = ORI A [HEHIR

(Unlimited) JIZBRETH L. FDA— 7a— K o —|Zxt LT DHAP (1 X— 7 LIZ7%
D EHA,

FRRL 1T D T2 ASV“COS D TE

AsyncOS TiE, SMTP FBFEAY A — b SN TWET, SMTP Auth (X, SMTP H— ZHEGET 5
IIAT v NEBIET DA D= ALTT,

ZDOAN=RL=FHTHE FFEOHMICHTET 22—V, ZOMEED A —/1 P — 2
TP TERL TS (AESCHERRENDS) L& LA NP —NEHH L TA—ILE2EE
TEXBRLHIIRVET, A= a—HF x—Tx F (MUA) X, A—NVOEEERITTH &
ZITFREESR (FHr LU VIV AR R) ZRITTEET,

SMTP F8REIE, FEEA—V VL —IZR LCHEATEET, ZhzRATE, ETA—L
F—=hT 2 ANEy NT—7 DTy P TIIRWESIC, B A— AT — 7= L—
T RO X 2 T AL TE T,

AsyncOS TlE, =Y 7 LT U Uy /VOFRRELF R E LTRD 2 O R — F IR THWET,

*ILDAPT 4 L7 bV ZfEHT 5,
« B SMTP H— " Z{E 35 (SMTP Auth #53% & SMTP Auth %{E) .

Figure 9: SMTP Auth DY 7R— b : LDAPT 4 LY b)) R R 7 E1zIE SMTPH—3

Remate MUA client

£
SMTP Auth LDAP Query —
Connections: Mechanism: Connections:
« SMTP + PLAIN “LDAP LDAP

+TLS + LOGIN + LDAP/SSL

- D Y

OR
-+
SMTP Conversation — E

Connections:
« SMTP

SMTP Server(s) acting
= TLS as Authentication Server

SMTP ZRFE R ARE L7725, HAT A—/b 71— R U o —RNTHH &5 SMTP Auth 7' &
7 7 A V%, smtpauthconfig =< > REFHEH L TEMRLET (U AF—TOD SMTP FZFHIEDOHZ)
b, on page 41 %5 MR)

&R R
» SMTP FEAEDER E, on page 38
* SMTP Z8AEZ = U OF%JE, on page 39
« 552 O SMTP H— & i T SMTP #BGE (#nk % 3% SMTP Auth) , on page 40
« LDAP %19 % SMTP 32ilE, on page 41
I TAT ]\uﬁﬁﬂiéﬂfﬁﬁ L 72 SMTP & v 3 3 > DFFF, on page 44
* %8 SMTP # ik, on page 45

LDAP 7 T 1) .
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B svrezimoxs

e 27 L SMTP F&3iE, on page 45

SMTP ZEEDEEE

LDAP $— &M U CRAEEZAT 9 513, [LDAPY— 717 7 A L %iBM (Add LDAP

Server Profile) ] £721% [LDAPY— 371 7 7 A /L Z&iwHE (Edit LDAP Server Profile) ]~3—
(¥721% 1dapconfig =~ K) T/ VU ¥ A7 & LTSMTPAUTH % #4R L T SMTP #%;
7V EERLET, ET D LDAP V— SOENENIIDONT, SMTPEFET R 7 7 AL L
L CfiH7 5 SMTPAUTH 7 =V % | D ETE 7,

SMTP FBGEZ =V iZi%, TLDAP A > R] & TRELE L TONRRATL—X| O2FENH Y
79, TEMEELTORRTZL—X] 2EATHEXIE, EFA—NVT—b U zAI2L-T
LDAPT 4 L7 FURNDNRAT L —XT 4 —)L RBFIGFEINET, AT L—XX, F'L—r
TXA DN, Kb, EliEy v a SIVTHEM S TW A AREMERH D £, LDAP/SA K
EHATLE, BIA—NT—F U= A1E, 72747 Mok TRk &SN LT v v b
ZiH L CLDAP —_"~Du 7 A &t LET,

BEIEE
c BMEE LTO/RRAT L—XDEIE, on page 38

BHELTOINRIL—XDIEE

OpenLDAP O#E (RFC 2307 IZH5<) TiL, 2 —T 4T DFA T %Wy a TR, £
DERICLT L a— RINTENRAT =% Hll 52 Lo TWET (e 2T
[{SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=] ) . ZDOHITIL, /AT L—XEFpIE 7 L—r
THXAND/NAT L—X|Z SHA i L THh 5 base6d =2 a—F 4 7 Lz DTY,

B A—NT = T oA T, RAT7L—XERET 5T SASL A 7 =X 5 E MUA & O
TORIvT— MR TOIL, BFA—NAVT— U xA L MUATEDFEEZFERT D 0ERE
LET (BR—=FENTWD AL =ALIZLOGIN, PLAIN, MD5, SHA, SSHA., CRYPTSASL
TT) . TDOH%RT, 7T T4 T U ALLDAP 7T — X RX—R T 57 =) ZFITLT/IAT
V—XETELET, LDAPHNTIE, vy a THENZT VT 4 v 7 AN T L—XZf)
WCTWBZENRHY T,

« LT 4w I AP TNRWEESIT, LDAPNICKEMENTWVWE AT L—ANT L—
VTXRARNTHDLERREINET,

s VT U T ANFTNTWDERIE, T T7AT LV AZFDO/NNy v a2t/ XA T L— X% JL
BL, MUAICE > THRESNT-2—HFL E XA T L —RXDM T HHWNIE DL LD Ny
ahFEITLT, Ay aBONRRATL— XL LET, BFA—NATY— T A T
R—=rENdNy a2 AFIESHAL & MD5 THY, NAT7L—X7 ¢ —)L FNTIX

RFC 2307 DHEIZIESNWT, Ny T afb/SAT L—XDFNIN Yy Y a A=A LDH A
THBIMEET,

« LDAP H— "D H1Z1E, OpenWave LDAP — "D X 912, B L&A T L—XD
ANCHRE b2 A 72 ML b Db H Y | ROV IZKHS{LZ A 735D LDAP &ML L
THMSNTWET, 20X REEF, FHENEE LT 7 4L F O SMTP AUTH i

. LDAP - T 1)
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BACFRTHDERBRENT, ZONRATL—RLESMTPH "t —3 3 v THREShE
NRAT L= NHENET,

FTF A =T — T AL, SMTPAuth a0 H5EE DO 21— 4 %% 17 E-> CTLDAP 7 =V |
EHaL, o7V EFHLTZ VT THRA MNEREI ANy v a b SNz AT7 L —X7 ¢ —)L
RERASALET, KIS, SMTPAuth 7 LT o U ¥ L CTHRESNIZARA T L—XZx LTy
T a NLERIGERITEIT L, TOREEZ LDAP DL D/RA T L—RA LB LET (v iz
&47®&&ﬂ%éﬁAiﬁD@<) —H L7Z8A 1%, SMTPAuth B >3t —3 g 03 eid T
SINFET, —BL2WGEARIE, =7 — a— ) ﬁéhi?‘o

SMTP nnmnIEﬁ Tl @E&IFE

Table 6: SMTP Auth LDAP 7 ') D7 4 —JL K

E2X:0] H I DLEHEI

7 =) —3C78 (Query | #8AE% LDAP /XA v RERHTIT O, NATZ L —X&EMEE LTHRE L TIT ) A BEIRTX
String) £

54 > K (Bind) ]: LDAPH—/ S~/ A VRITICIE, 7 T4 7> Mok THE S
VT v v EERLET (Shk FLDAPM/M ERFOET) .

SMTP Auth 7 = VU CEH S D [RIRHERE O | R A fRE LET, Z 08T, o LDAP H—
NEMTREE Lf:%z%iﬁﬁzﬂifoc DEFAL, NV REBIERFIZKEDE Yy v a vy XA LT T
MRAET HOEFIICIE, T2 THRET ARIFEROR A ZRE LET (— ﬂ&“é@&:zi
B DIF i#«T%SMWAmh FHOETHZENTEET) o XA U RRBAEZ LT, #rL
WEEGEDS | D SVE T, 550 oI, ftho X A 7O LDAP 7 =V THAEINET,

[)E & L TD/NA 7 L —X (Passphrase as Attribute) ]: /XA 7 L —XZ 5 L CREREE AT D
ZiZ. T [SMTPFEFED /N A 7 L— XD JEME (SMTP Auth Passphrase Attribute) ] 7 4 —/L K
fAX?wa%%ELifo

W DFRFHDGEFECE T2 LDAP 7 =V 25 ELET, 77747 T4 L7 RUDY
= U ®f : (&(samaccountname={u})(objectCategory=person)(objectClass=user))

SMTPREFED /N 7 EMEE LT AR T7 L— X5 TG U780 E (Authentlcate by fetching the passphrase as an attribute) ]

L—ZXDJgEM (SMTP | ZRIRL72581%, "AT7 LV—X@ha Z 2 CRELET,
Auth Passphrase

Attribute)

WOFITIL, [ AT LEH (System Administration) ]>[LDAP] ~<X— Y %ffi [l L C LDAP &% E
PublicLDAP| %% L, SMTPAUTH 7 = U ZiBML C\E 9, 7=V 55 (vid={u})
I%. userPassword JE 4 & LT 5 L O IT/ER S LTV ET,

LDAP 7 T 1)
|
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B 20wy —/ @mTo SMIP R (S5 £ M 5 SMTP Auth)

Figure 10: SMTPE35E- T )

M sMTP Authentication Quer

Wamne: | [FublicLDAP smitpauth

Query String: =

User Identity for Test Queries: I Test Query
Test SMTP Authenticatio Psswudl—

o Authenticate via LDAP BIND

Maximum number of concurrent connections for this query: |1

"o Authenticate by fetching the password as an attribute

SMTP Authentication Password Attribute: |userPassword

Authentication Method:

SMTPAUTH 7' a7 7 A VORENT T TH L, O/ ) % SMTIPFRFEIZEMATH L5112V
AF—HBRETZTET,

520 SMTP Y —/\{EHT® SMTP FEFE (¥5:X Z {29 %5 SMTP Auth)

ATv T
ATv T2
ATv73
ATvT4
ATvT5
ATv 76

ATy 717
ATvT8

SMTPEIED Xt — a VDD ESINT -2 —T 4/ L XA 7 L —X% BlD SMTP ¥ —
NEFHLTHRIET D LI EFA—NT— VoA BRETETET,

FRREEAT OV — NX, A=A EBERET D=L 3RO LD THY . SMTPFRIEER~DIGE
P EfTVET, REECR Lz & &1k, A A =L =2 KD A —/L D SMTP #53% % fi
fTeaEd, oM. TEREE2ME 35 SMTPAuth) SMEEnsZ bV E4, 717
VV?N@&ﬁ%ﬁSMW#_A ZiRE (e y) SRTHRENTHLILD 1 E TT,

Procedure

[y hU—2 (Network) ]>[SMTP:2iE (SMTP Authentication) ] % &N L £,

[Fv 77 A &BM.. (AddProfile.) 1227 U v 27 LEd,

SMTPIF a2 7 7 A ILD—BDLEIZ ANTT L E T,

[FuZ7 7 A% AT7 (Profile Type) ] T [#5it (Forward) ] 28R L F9,

[Next) 27 V v 27 LET,

R — ROARA RA/IP T RV A LR — M2 AN LET, BREEROEREIIMH T 2561
VE =T A AEERLET, RRERORAREZRELE T, KIZ, EFA—ALT— U=
AP BERE — S~ OFHIT L CTLS Z A ET 0 E I ERELET, HT % SASL
AH=ALL, [FL—2 (PLAIN) (&[22 A2 (LOGIN) |/ HERTEEd (FHTES
BE) o ZO@BRIE, RS- A"TLICRESNE T,

EREFEEL, RFLET,

WAET 07 7 A NVDOIERMETTHE, TOTaT 7 A NVE ) AT = LTA X—T M T
TET, FEMICOWVWTIL, U AT —ToO SMTP RO Eht, onpage 412 S L T E X0,

. LDAP - T 1)
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Loap %Y % smrp 23 [

LDAP Z 29 % SMTP Z2:E

ATy
ATvT2
ATv73
ATvT4
ATvTh
ATy 76
ATvT1

ATvT8
ATvT9
2Fv 710

LDAP X— 2D SMTP iRGET 7 7 7 A )V ZAFRT 2121, SMTPERGEY = U % LDAP #h—/ 7
07y ANEMHIZ [ AT LEB (System Administration) ] > [LDAP] ~S— T 570> UDIERL
LTBLIRERHYET, 207077 A NVEHEHLTSMTPFRIEY v 7 7 A )V AEVER L &
7o LDAP 7’1 7 7 A VOIERRIFIEDFEMIZ DWW TIL, LDAP 7 = U |22\ C, on page 2% &
LTS EEN,

Procedure

[*r> F U —2 (Network) ]>[SMTPF:FE (SMTP Authentication) ] % &R L £,

(e 77 A %iBM (AddProfile) 127V v 27 LET,

SMTPEEF 7 r 7 7 A VDO—E DL AT LET,

[ ~7 7 A% A7 (Profile Type) ] T [LDAP] &R L £,

[Next] #27 V v 7 LET,

ZORFET 1 7 7 A JAZHEHT S LDAP 7 = U 28R L £ 7,

T 74N ORI E Ry 7E T A== B@IR L £, @RI, [SHA]
[&mwSHA][CWm] wmm][MDﬂﬁﬁ%@ﬂ??oLDAP%~vw:;<rc%%ﬁm§@/%z7
L—XOHNIKG 5L Z A TS 555 . [7Z2L (None) ] #EIRL T 72 &V, LDAP
H— T Lo THE 1[254’7#/%31/7‘47‘4’ k L TRIFESND %A1 (72 & 213 OpenWave
LDAP #—N) | IR TR E A =2 —nb@BIRL T EE W, 7 7 4/ h Ol 5L EIE
LDAP 7 = V2L v RBMEH SN D GEIIEH S EE A,

[# 7 (Finish) 1227 U > 7 LE7,

EREEEFEL, RELET,

AT O 7 s ANVDIERBETTHE, FOTFa 77 A NE ) A F—ZxtLTA RX—TNICT
TFET, IOV TIE, U AF—TO SMTP FRAED AL, onpage 412 B L TL 7230,

What to do next
EPEREYS
e U 2F—"TPD SMTP BFED A %1k, on page 41

U 7\7'——6‘0) SMTP n:L\ﬂIEa)ﬁﬁ‘j]'ft

[r> FU—2 (Network) ]>[SMTPF&FE (SMTP Authentication) ]X—C, FAITT DAL
B2AT &MWA%XitiSMW%%“%X)%%ELTSMWm£r7D774”J%W
L6, [*y bU—2 (Network) ]1>[V AF— (Listeners) ]~3— (F7=1%
llstenerconf:l.g a<w ) EEHALTC, Z2o7a e A NE ) A S —ICBER T B MNENRN
HYET,

LDAP 7 T 1) .
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wap sy |

Note =EZps% oD —F |z
NI ENET,
1 >DO7F a7 7 A VN TEEORE

CRAM-MD5 & DIGEST-MDS5 i,
NEE A,

X, 2—HFDOFDIEDA—L 71— KR 2 —@H T RELAY #4528 E

EV—NERETHILHLTEET, SASL A=K A
BT A—NT— T oA LEEEY—ROBTITHR— &

woOFITIL, U AF— [InboundMail] T SMTPAUTH Y u 7 7 A AMER &N D Loz, [V
A —%HwE (Edit Listener) | X— Y TRELTWET,

Figure 11: SMTPERSE T O T 7 4 L% [') R+ —%#R& (Edit Listener) ] X— T:EIRT S

Edit Listener

Listener Settings

Name:

Type of Listener:
Interface:
Bounce Profile:

Disclaimer Above:

Cisclaimer Below:

SMTP Authentication Profile:
Certificate:

I SMTP &ddrsss Parsing Options:
b Advanced:

b LDAP Queries:

SMTP Call-ahead Profile:

IncorningMail

Public

[patar v T rort 25

| Default |

None ]

Disclaimer text will be applied above the message body,

[Nnne |
Disclaimer text will be appned below the message body,

fnrwardm_g_:l_n_ased _\:_|
[test &

Optional settings for cantrolling parsing in SMTP "MAIL FROM" and "RCPT TO"

Optional settings for custorizing the behavior of the Listsnsr

Optional settings for controlling LOAP queries associated with this Listener

Tu 7y ANEFEHATHLD
b EREMNEETALOL

Figure 12: A —)L 28— K1) —T®O SMTP RN A *— T )Lk

Encryption and
Authentication:

TLS: | O Use Default (Off) ® off O preferred O Required
SMTP Authentication: | & Use Default (0ff) O off O Preferred O Required

If Both TLS and SMTP Require TLS To Offer SMTP Authentication

Authentication are

enabled:

WY AT —ZHRELES, £DY 2 —TO SMTP #FF &4 7],
CHRARNTIRBAT—TNDOT 74V NREEZEETCEET,

r—X |

[NV RV RV o0 A

L. BMWw&(%HMMWMwMM]74%WPTi Y ZAF— LT SMTP #
AEZHIE L £, Wiz (No) ]%&E?ﬁbt
ZD U Xﬂ—"—‘/c n»uu j:/l)Z‘ 7/1/0\_72 D ivtlf/l/o

Alif. SMTP FRGEICB T Ao E

2RI L725

(27947 m)%m EHLO =2~ > RZ3AT

2. 2&OOT 7 b ([SMTPFRFE (SMTP Authentication) ]) C [#4ZH (Required) ]
AL, AUTH F—U — R FEAT S5 DX TLS 23 % =
L7z) #%&720ET,

TyvT—hEhiz

EEEE
« SMTP uAL,\thE& HAT T ) =D

. LDAP - T 1)

FX7E, on page 43
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smrp sziE s HAT Ky v —oiE ]

« HAT JEIEFE AT, on page 43

SMTP Z25E & HAT R > —DERFE

HAT BIiEHES

EEHFEIEEEIN—TLLTELHLN, TOHKRTSMTIPRFER I =— 3 UsBEET 5
DT, RARNT 7 EAT—7/ (HAT) OREITHEIILOCEEAL, VE—FA—/LEKR
MREERT D L XL, B A NS — N = THDICEDREE TN —TNEE T DB
FELT, TOEEEITN—T DA =)V >—%ii Liﬁ“ 7zl ziX, UVE—h MTA
lsuspicious.com| 7% SUSPECTLIST &) B EH 7/ N — 2@ L TV A 5E1T
lsuspicious.com| @ SMTPAUTH =¥ =—3 3 > OfE R & X HBIRIC THROTTLE R —
A ENET,

7272 L. SMTPAUTH %M H L CRREA Z T D XEHF OW X, THEF O] EEH LI1TReY
£, SMTPAUTH & v ¥ 3 VICEE) L= A O EIx FRELAYJ WCEEINDHDT, E
BHNCZEET 7 A T —7 /L (RAT) & LDAPACCEPT (334 X2 &N E4, ZOREE, &%
BERFIAVE—VEEBTA—NT = T2 BRATY L—TC&FEd, Lo T, @HIND
L— MR 22 » MU BB DLEET, SlEE /AR 7,

HAT BIEFE G ER A D & XL, HATEHFEE I N—T L A—)L 7a— R U—Oi%EICHK
SWTARLZGIE Ry a8 L. RBAbiZZi L. RELAY A —/V 7 a— KU v —»NFF
ENET,

Ay —UZEHE LV UL THATHEGR ZE(TT 20 E 20 ERELET, T 7 4/L hTid, HAT
Ik o THEG ENTEEIT SMTP I ot — g VOB — Ao —U% b 705
THRTEINET,

HAT ME7 ) ETEFA—ABMESRESND &, AsyncOS TIXSMTP 7 >3t — = > ORh
g, Avbt—YZEHELUL (RCPTTO) THEGEZFEITTEET, ZOHETA Y
T—VEEGRTAHIET, AvE—VOEGPBIESNA v E—V BT AT 57290
AsyncOS TR SN A vE—VICBTH LV EEMREREZEBUSTEET, 21X, 7y
TEINTEA Yy E—VDT RLABIOEZEEDT RULANL A—VEFRTEET, Fi2,
HAT {55 DIRIEIZ L - T, B(EM MTA 23 & FafT S d aletEb/h & <720 £97,

HAT BIEE S & A R — 7 /UC T D & IROBEREAEL £,

* MAIL FROM 2= RRFFR[INDHD, A vE—T 7V =7 MIERS R,
BT A—NDEEDIODT JEANELSEINTZ VNI A vE—URRRIN, TITO
RCPTTO =~ FAER EN S,
« SMTP AUTH % i F§ L CHEM MTA 23385E SN 554, RELAY AR U U —3FFr] &,
A—LEEE EBVICKETE D,

E@?ET% RIET DI |Z. CLI ® listenerconfig --> setup 2~¥ ./ R % i FH LE9, Z OHEE
X, T7 AN R TET 4 E—T Mo TVET,

WDFNZ, HAT OPREHRS 2R TET 5 HEE2HAL £,

example.com> listenerconfig

{1

Currently configured listeners:

LDAP 7 T 1) .
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B /s 7 ramEzeaLEMIP Ly Y3 v oRE

1. listenerl (on main, 172.22.138.17) QMQP TCP Port 628 Private

2. listener2 (on main, 172.22.138.17) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> setup
Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do the rejection at the
message recipient level instead for more detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.

9547 MEIBREZFRAL-SMTP v > 3 > DEEE

BT A—NT— T AT @%f — N =Tz a—FDRA—=VT TFTA4 T MNEID
Mﬂptyyay%wﬁﬁét W27 AT v MFHEOHERZ Y R— M LET,

SMTPFBRET & 7 7 A W EAER T 2G50, FEEZ MR T 5 & XM 2t ERFELDAP
JxVEERLET, £, 79472 FMEAERMEATE R o255, &1 A—NVF— |
VA N —FEIIT L5 DD SMTIPAUTH 2~ > RIZ T +—/ Ny 7T 50 9 hEIRTE
TEFET,

. LDAP 7 T 1)
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MR Ca— VRIS D7D TA T v FiFAEZHEHAT2HBE. 7747 MEHEL R
f_fctb‘l“—"fﬁ‘i“—"j‘@T“—ﬁ’75§§5FT‘§“Z> IO ESNTVAIRY A— L EEETEDHNE
DI B 7= 012, SMTP REEZ = U i T& £,

F{5 SMTP :25E

ATy T

ATy T2

SMTPRRREIL, BEA— NV L —%a2—PH LR T L — X% FH L THRAET % & ZI2HEH
T&EET, [BE] SMTPRRRET 2 7 7 A W ZAERL L T, ZO7 0T 7 A VBB ALV
® SMTP /b— MZBEAT £9, A—AMERITOEONC, BEFA AT — T = A [ INE
BRIVFUyVEFERALTT vy AR —A A—L UL —ica /4 LET, SMTP 3
X, #FE7 1 h =0® PLAIN & LOGIN V74— k LE9,

Procedure

PEE SMTP EEFE 7 2 7 7 A VW EAERR L £,

a [y FU—2 (Network) ]>[SMTP#GE (SMTP Authentication) ] iR L £,
b. [ 7 A/L%ZBI (AddProfile) 1% 7V v 7 LE9,

c. SMTIPEIEF 7 7 A ND—EDL4HETEZ A LET,

d. [FmZ7 7AW A7 (Profile Type) ] T [i5{5 (Outgoing) ] ZiERL 7,

e [k~ (Next) 127 U7 LET,

f. RAET 0T 7 A NVOEFEHN 2 =YL ENRAT L= A LET,

g [T (Finish) 1%272 U > 27 L&,

AT w7 TR LTZEE SMTPBGE Y e 7 7 A VEFHTH L 512, SMTP/L— hEFRTE L
7,

a [*> FU—2Z (Network) ]>[SMTP/L— I (SMTP Routes) ] Z R L £,

b. T—7 1D [5%1F KA A > (Receiving Domain) | 1T AT, [ZDOMDOTXTHORAA
(All Other Domains) |V > 27 %27 U v 7 LET,

c. SMTP /b — FDFESEAR A F DA% (565574 A & (Destination Host) [ IZASILET, =
E. BEA—AVOBRGEITHEH SN A—L U L—DFRA M TT,
BE SMTIPRFES 0 7 7 A VA Ry FH T Ama—nbBIRLET,
EHEEZEEL, RMFELET,

AX> 4 & SMTP 25T

SMTP ZR3E A = XA (LDAP ~<— & | %ﬂ?%@ﬁ%ﬂm%x F 7713 SMTP ¥/2) N &
A== Uz ETCREINTWVDEEIL, U TFTOA Ry MR A= 7 |ZidkdInE
ﬁ—o

(ll‘%ﬁﬁ) SMTP [TV uEEkyJ uu\%ﬂiéﬂfli“—‘ﬁ: k N @-:)EH éﬂf:f jJ :XA %)%Eﬁéﬂij—o
(FL—=V THXFAIDNRRAT L—=ANEEHRINDIZ LEHY FHA)

LDAP 7 T 1) .
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B - vosmwarRioge

.
—~

NI Hl@ b

~

SMTP RRGERIK : FRREE Nz —H L FH I A=A A b InET,

FRREY — TG A FTRE - =L e A D= XA b FER S E T,

AALT T AR D HREY =N (T AN =D, STV val%
BAA—NT— T = A LIE) DRFEEREZFORIZH A AT 7k LESA,

g OF OF

NN

o~

A—H D5 ER LDAP SEEEDERE

ATy T

ATvT2

ATvT3

A—HYT7hov

Xy NI—=Z7 EOLDAP T 4 V7 N AL Ca—VERAET H L2l EFA—LF— |
VA EHETEET, ZOXIIRETDHE, 2—FREHDLDAP —H 4 L /XA T L—
REEAL T A TEDLLIIZRD £9, LDAP V— N4 HGE7 = U 2% LT-
b, BFA—NT— MY 2 AT XDINTRAEDE 2 A =7 VIZLET (GUID [V AT A
HH (System Administration) ]> [ —% (Users) ] ~—, F£721X CLI ® userconfig 2~
YREFEHALET) .

Procedure

A—Y TAINERRTH-ODV T —ZERLET, LDAP — T a7 7 A LT,

LDAP 7 4 V7 NUNDOZ—HF ThHo v NeRBET L7007 =) kL £,

GN—T AVNR=29 T HTY—%5ERLET, 2—FBHFEDT 4 L7 NY T —T DA
R=ES PR T AT 00 7 =) BEKR L E T,

LDAPH—NEFERT S &3 CHEREEEZ LY F 7Yy TLET, ZOLDAP I — & a—H5R
FECAERT LI EFA—NT— NV =AM A X —T ML, =—Fr—/L% LDAP 7 «
V27 FUROZ L —FIZEY Y TET, FEMIZ OV TIX,  [Distributing Administrative Tasks |

DEFED [Adding Users| S L TL7230,

Note [LDAP] X—T D [Z7 =Y DT A K (TestQuery) | ™% (F721% 1daptest =2~
R) ZEHLT, 72U bIRSNOMRPEIFLIZLBY THDL I LR LE
9, IOV T, LDAP 7 U D7 A |, onpage 192 ML T I2&0,

What to do next
REEIER

e —H T HU k72U, onpage 46
o TN—T A R— w7 7 onpage 47

oI

IR —F ZREET B 72T, AsyncOS 1F7 =V i L T2 D2 —HF DL 22— K% LDAP

T4 L7 FURNTREL, 2—FDOT /L X —ABEMENTWDEEE Ao ET, BRLZ
PN AT LT, AsyncOS (12X > TTF 7 4L b 7:11 U—_,TF 74V N@EMEBRATIEN
FI, THU IR L TN D2 —PITHERT LR IICEFA—NT = VoA ZRET D

. LDAP - T 1)
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ZLEHTEET, LHUTIE. RFC 2307 THUE SN TV D JEMED LDAP 22— L a— FNTE
FEINTWBERLENH Y £7 (shadowLastChange, shadowMax, I3 O shadowExpire) , L—
P La— RBFEET D RAL Y LULDR—Z DN BUHATT,

WDFIZ, AsyncOS IN—H 7 4 7 k% Active Directory ¥— 3 E TR T 5 & Il H &
NAET 73V D7) XFEFHEa—F DTNV x—A@EMEERLET,

Table7: T 74 )L bDA—F THho 2 b U L) XFFIELEM : Active Directory

VA G Active Directory

~—Z DN (Base DN) (772 7) (=¥ Lra— xR0 5T ERE7
N—ZA DN ZFEHTHLERNHY )

7 T ) LA (&(objectClass=user)(sAMAccountName={u}))

Z—HFD T R — ADKEHI X TV | displayName
5 @M (Attribute containing the user’s
full name)

WDOFRIZ, AsyncOS N—H 7T k% OpenLDAP ¥— N ETHET D L EIZHEHAIND
FTIFNEIDOI ) LFEFNEa—F DT X—bEEERLET,

Table8: T2+ )L bDA—Y FTHho Y kT XFF BN : OpenlDAP

Y= OpenLDAP

~—Z DN (Base DN) (7Z7v7) (=¥ La— & iAo0 520X 8K
72— A DN ZfEHT 2 MERH Y £7)

V=)=l (&(objectClass=posixAccount)(uid={u}))

Z—F DTV R — LA S FL T | gecos
% J@M: (Attribute containing the user’s
full name)

HIN—T AUN—Sw T HT

AsyncOS 1L, Z—TRFFEDT 4 L7 Y TNA—T DAL R—=nE I a4 25 Lo B
MTb7)2HALET, T4L27 b IA—T AU NR—=V y THOA L N—2 v FIT Lo
T, OOV AT ANDOT 7 BAFRAMRED £9°, GUI D [ AT LEH (System
Administration) ]>[—% (Users) ]*X— (F721 iCLI@userconﬁg) THMNRRRRE A A R —

LT L&, 2= 0 —LEZLDAPT 4 L7 N NDO T NL—12E| ) Y CTE9, n~%
0—/ LKoo T, %OD:L—*M:/XTAWT%OTﬁtanFTﬁ>ﬂ%i Di‘@“ IERFRRE S L7z
I—TDOFHIE, v = Flx D2—F TR T4 L7 ") TA—FAIZEY B TERET,

ez ITEWHIT 4 L7 MY Z—T WO —HZ Administrator = —/L & E| 0 24T,
Support £WVD 7 4 L7 N U Z)L—T D —H|Z Help Desk User 2 —/L &2 E ) 4 TETF,

LDAP 7 T 1) .
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I ADZ—FREIHEDLDAP Z L —FI2E L TEY . 22— o — LR 58415,
B OIRER R —LDT 7 AFRH AsyncOS IZ XL > TEDO—FIftGanEzT, &k
X, =—37 Operator HE[R % > 7' /L —7" & Help Desk User He[R & Ff> 7 N— 7@ 54
2. AsyncOS 17— (2 Help Desk User 7 —/L O HERR &1 0 24 C £,

TN—T AR =2y P NAEDEDLTZODLDAP 0 7 7 A VERETDH EEIT, T—
T L a— KRR EN TS T 4 L7 U LLDR—ADN Z AN L, Z)L—T A N—
DZ—HHZBENINTWDEMEL, Z—TAREMs TV b EEZ A LET, LDAP
=T a7 7 A LTRIRS e — N Z A TSN, 2a—FLH T N—T 4D
BHEDT 7 4V MEL T 7 4V ~ 7 U LFFID AsyncOS IZE > TATSNET,

Note

Active Directory 1 —"OBEE X, 22—V RRFED 7NV —T DX =0 E S Inm T 57280
DT 7 v b DY =V LFHNL (&(objectClass=group)(member={u})) T3, 7=72L. #HHIT 5
LDAP AF —~ |28 T,  [memberof] @V A b CTa—H4 Tl @Bl PERHINTND
BalE, {dn} & {u} ORDVIHEHTEET,

DT, AsyncOS 23 Active Directory — S LTI /L—7 A N"—y FIERERKET D &
TEHENDT 74V b7 =) XFH EEEERLET,

Table 9: T 7+ IV b DT I—T A 2nN—y T 5 T XFFIEEMK : Active Directory

H—nNE247 Active Directory

~—2Z DN (Base DN) (75 7) (UN—F La— K& R0 5123 8K
B2 _X—ZX DN 2 HTHMLERH Y F9)

Z—WREED T N—T D A 3— | (&(objectClass=group)(member={u}))
MEIMEHET 572007 =Y — | Note

fE 3% LDAP A % —< {23\ T memberOf
SCFF

U A bOHRT =YL TR < I 23
ENTVAHAE. {u) RD VI (dn) 21
ATEET,

KA UN—D—WH (F7213% D | member
a—HFD L a— RODN) &S
TWBEME

TN—THDBEMS TS EME  |en

WDFIZ, AsyncOS 75 OpenLDAP H— R LTI —7 A R_—2 v TEREMBT DH L &I
HEHENDT 74V 07 =) XFF L REEZRLET,

. LDAP - T 1)
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Table 10: T2 A I b DT I—T A R—2y T H T Y XEH & EH - OpenlLDAP

HY—nNE247 OpenLDAP

~—2Z DN (Base DN) (750 7) (Unr—FLa—ReRo5ICITEK
7a_—Z DN AT 24BN H Y £9)

ZI—WFREED T IN—T D A 83— | (&(objectClass=posixGroup)(memberUid={u}))
WE DMy S n s 2] —
pa2l

EA U N—Da—HWE (F7-13% > |memberUid
2—HF DL a— KODN) BEMHE i
TV et

TN—T BN EI N TWD @M cn

ANLIREBEEEE~ND T Y F 1 —H 25

AL RSO T Ra—FREED 7 =V L%, 2 — PR A RLEREHEREIC 2 7 T 5 L &
=Y ERIET D007 =) T, b—2 Wi, 2=V &2 RrLET (=—HFor A
YHERLET) . b2 v {a}id, 2—FOEFA VT FLREZRLET, LDAPZ =Y
\ZL-T ISMTP:] MEFA—/LT FLANLREINSGZ LiEH Y A, 72721, AsyncOS
X0 ET FLANSBRELET,

A LR RE D = R—H 7 7 & ARRFEIC LDAP 7 = U AT 5121k, [Fah7es =V
L LTHET S (Designate as the active query) | F = v 7Ry 7 A4 2 LTI, T
TIT I T4 772 RNBLGE, O VIET 48 —T MRV ET, [VAT LEH
(System Administration) ]>[LDAP] " X— Y &PV X2, T2 T 4 7727 Y ORRIZT A%

VA7 (%) BERINET,
PN H A FIHESNT, ROT 74V~ 72U STFHNT Y Ra—HRIES U 12 S
NET,

« Active Directory : (sAMAccountName={u})

« OpenLDAP : (uid={u})

s FEAERIEZENLS (Unknown or Other) : (752 7)
T 74NV RTIEL, 774~V A—/VEMIT Active Directory — D4 13 proxyAddresses.

OpenLDAP H— "DOHA1E mail T, MEADZ =V L A—VEHEEASITEET, 72U %
CLI CTERT % I1Z1X, ldapconfig =~ > K@ isqauth 7 a~ > K& L £7,

Note

2—HFou T A URHIEHD A=V T RUALERE AT SE58551E, (mail=smtp:{a}) &\ 9
7 ) TN EE L ET,

LDAP 7 T 1) .
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. Active Directory T > F1—HR5ED R EH

Active Directory T > K 1—4H25F D&

OpenlLDAP T >

ESPEREY=]

* Active Directory = = —HFHFED X E 45, on page 50
* OpenLDAP =1 U 7 A5 D% E, on page 52
« ANLREE~ DO R —Y 77 v 2AOBRGE

E 1

Z Z TlE, ActiveDirectory h—/ 3Lt = I\:L_"j‘uu FEZ U OFREDFZRLET, ZOFIT
I%. Active Directory $—/ NIk} L T/NA 7 L—XBEEEFEH L, A —/V)Ef 1% mail &
proxyAddresses %/ L. Active Directory ¥—/MZxtd % = R —HREEIZILT 7 4L hD
7Y TN R LET,

Table 11: LDAP H—/\ & RINLFREE~ND T > KA—HEEDEREDH| : Active Directory

REEAR RRTL—X%ER BERICNS Y FT3-00EEED1—
HPEERT 2D, EZRRERET ILENHYEY)

B BT Active Directory

R— b 3268

~—2Z DN (Base DN) (772 7)

Bigi 7o b a (77v7)

V=) ==l (sAMAccountName={u})

A — V@M mail,proxyAddresses

> \‘- E}'L.—l—|
" -U-IZIIL.\I:IIEOD EX;E@@IJ

Z T TIE. OpenLDAPH— b x> Fa—HEHGEEY =V OREOFI 2R LET, ZOFITIE
OpenLDAP H— Nt L CEAGRREZ A L, A — VBT mail & mailLocalAddress % 14 H
L. OpenLDAP #— MZxtd 5oy Ra—HWRBERTIET 74V D7 =) SUFHEEH L E
R

Table 12: LDAP 4 — i\ & RIS LFREEAND T Y RA—FEREEDREH : OpenlDAP

REEAR E#

PR AT OpenLDAP

FH— 389

~X—2Z DN (Base DN) (7Z7v7) (HOAX—<TIEEER /< —Z DN Off 735
RKsnzaZEndy £9)

. LDAP - T 1)
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PRV T PP Y EDN |

AR E#

ki o han (772 7)

7 =) L5 (uid={u})

A — )L @M mail,maill.ocalAddress

ANLIREED T A )7 AHEI T

ANRBBHEHEAT 25513, ARLRHOA )V T AHE7 ) ZEH L TEFA—L oA
VT RAENDIZEL DD E, ZEENTA VT AT LIZRHEEN 2% TS 2 L1372k £
T, 722k, BDHZIEHENA—/L T KL A john@example.com, jsmith@example.com, K
UYjohn.smith@example.com D A —/VZZ TR AH E LET, =AU T AHEEZMEHT L&, Z1E
FEDZTID AR NBANX LBZT 700 £9, EEEE, Zoa—FoxAg ) T 24T
EEEINDIAvE—TDTTA~VEFA—LT RLALE L TEIRENSZT RLATT,

Av—VERELTTIATVEFA—LT FLRCEET HI0E, ZEEOREE A —
NTZA VT AERBT 12007 U ZER L THD, ZEEOTTA~VELA—LT KL
ZDJEMZE [ A —/VEME (Email Attribute) ] 7 4 —/V FICAS L £,

AR I EHEERE D A X N EENC LDAP 7 =V 23 512X, (A7) L LTHRET D
(Designate as the active query) ] F = v 7R v 7 A& A NI LTLKEEIWY, TTRXTI7T7 47

R T IUNHLEE, T2V IET 4 v—T 20 £, [VAT LEH (System

Administration) ]>[LDAP] N— T ZFW L X, T T 4777 U ORICT AZ U R
(*) BDERINET,

Active Directory " —SOEEIE, 77 4/ D7 =) T
(/(proxyAddresses={a})(proxyAddresses=smtp:{a})) T, 7 7 4/ b D A —/LJEMEIX mail T,
OpenLDAP % — DOEE1E, 7 7 40 hD 7 =) CFF1T (mail={a}) T, 7 74/ hDA—)L
JEIEE mail T, MBEDOZ Y EA—VEEEZERT DL TEET, BUENEEOEA
X, B~ TREIY 3, ANTDEF A —NVEBEPEES L2551, BAIOET A —/VEME
LT, Z#ET 5 a0 H DA EEFF OB M (72 & 21X proxyAddresses) Tid7e <, fE%
1D TEHT 2 —EoRE (& A mall) ZANTHZ EE2HELET,

27 =1 % CLI TYEK 5121, ldapconfig =~ R isqalias 7 2~ R&EMHALET,

EEEE

* Active Directory T U 7 Z#iH D&k iE i, on page 51
* OpenLDAP = U 7 Zifii Dk EHl, on page 52

Active Directory T ') 7 R & D& TEH

Z ZTliX, Active Directory h—/"E A U T X E 7 =V OFEOHZRLET, ZOFIT
I%. Active Directory % —/NMIxt L CEARFELZ MM L, Active Directory % —/NIxt4 5= 1 U
TAFEEHO 7 =) CFFNEEE L, A —/VEMEE mail ZEH L ET,

LDAP 7 T 1) .
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Table 13: LDAP H— /N & R/XLIREET A ) 7 REEE DERESH| : Active Directory

FRREA R E4 (Anonymous)

P —/% X A7 (Server Type) |Active Directory

RK— 3268
~—Z DN (Base DN) (7Z77)

P m b SSL Zf#i /9% (Use SSL)
7 = LS

(
| (mail={a}) (mail=smtp:{a})
)

A=)V Bt A—)L T KL A

Note = ofliZ, HHAOHREZHMNE LTHWET, 72U BLO0OU, i3V V) —&EL, BREE LR
T J:ofﬁfoéé%/\#ébmiﬁ‘o

OpenLDAP T 1 ') 7 A& D& EHl

Z ZTiX, OpenLDAP #r— b A U T AfE 7 =Y OREDOHFZ R LET, ZOHITIX
OpenLDAP #— NTxt L CTEAFGELZEH L, OpenLDAP % — NZxid 54 Y 711‘;“\)5@0)
7 Y LFHNERE L, A— V@R mail 2L ET,

Table 14: LDAP - —/\ & R/NLIRBET A 1) 7 RERA DREH : OpenLDAP

REEAR E4

PN AT OpenLDAP

F— h 389

~—2 DN (Base DN) (772 7) (HOWAF—~ TIEEAEA I ~—Z DN O H %
RKEharZendHv E£9)

P m kL SSL ZfM4 % (Use SSL)

7 =V CFH (mail={a})

A=)tk A=)V T RLA

. LDAP - T 1)
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a—vaszonzos [

\}

Note - oofix, FHHOALEZHME LTWET, 72 UBLIOOU, 013V U —REIL, BELR
Giofﬁﬁé%A#%@iTo

— R B DEZTE DB

Z ZTCIX, ActiveDirectory h— 3 & =y R —HiBII4 7 =V O EDOHIZRLET, Z O
T, Active Directory t—/MIxt L CEAFRELZ M L. Active Directory —/MIkt4 52—
P OFBARBH D7 =) CFINEREE T,

Table 15: LDAPH—/\ & RINLIREBET A V) 7 REB DEREHI - Active Directory

AR Ef

S RN Active Directory

A—k 3268

~—2Z DN (Base DN) (7Zv7)

Pt 7w b 2L SSL Zffifi19"% (Use SSL)
7= X (proxyAddresses=smtp: {a})

\}

Note - oofix, FHHOALAEZHEMNE LTWET, 72 UBLIOO0OU, 013V U —REIL., BELR
FIZL > TREDZGEENRDHY £,

{1

Async0S Z#E 3D LDAP H—/\ L EE S E B-DDETFE

LDAP 70 7 7 A VERIET D & X2, éé%)‘“*ll//f“*F'?l/l'ﬂB@ﬁﬁﬁ'ﬁk@é%ﬁii@
LDAP #— DU A k&8T5 L 9| _px”éf% £, HEDLDAP b — 2T 51T

LDAP H— TR S TV AIERAFE 10D K ) ISR ET HLENDH Y £, £72. %L
HFE—T, FEHT 558G Ta%&%ﬁ—“@fxﬁhbiﬁ@iﬁh (La— REHAETE RN —
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