IW—T 14 7B L UVERIEMEDRTE

ZOFEF, WO THMEINTHET,

s —J ) RAAL L DEFA—/VD)V—T 17, onpage |

« 7 RLADEZHLZ, onpage 7

e A YT AT —T)LOVERL, on page 8

o A L— KOMERL, on page 16

o RAA 2~ v 7HEEE, on page 26

¢ N VA LB A —/LOMLEL on page 32

o SR JEHIENC K D BT A —/VEME D FE, on page 42

o« /T 2 AHRGIE, on page 52

« BT A—NEUE /N T A —F OFXE, on page 57

* Virtual Gateway™ 7 7 / 0 P —Z A L TTRXTORA STz RA A TORERLD A —
JV %7 — K7 = A, on page 60

o 71— LR EE IEFERE DL, on page 70

o RS . B A —IL /A T F A >, on page 73

O—AIIL FALDEFA—ILDIL—T 1T

BIA—NEZETDHEDOOT— V2 DEETIE, 2o F—TTA X — MU= A REIC
% LT SMTP #2221 FAR_X— b URF =L TV w7 YRF—F AL~
ARXLELE, 26OV AT —X, FEOERALIE L= (HAT EHEREH) | FFE R A
ALDA=NEZE LY T Y v URAF—ORAT BEKEH) THLIICIAZX<wA X
SNTWET,

B A—NT = T oA T, A—Ea—h)V AL BT, [Fv h7—2 (Network) ]
>[SMTP/L'— k (SMTP Routes) ]<—3 (F720% sntproutes 2~ K) AL THESH
T2RANIV—T 47 LET, ZOMREIL, sendmail D mailertable FEREIZEL TV ET,
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Note

GUI TCYVATALEY NT v U4 —R (Fida~vr RIA L A X —T = AT
systemsetup :"’\7:/]) ZFEITL (B " T v FEA A=) OEEZSR) | BEANER
EHEELIESEAS. FOELXIZANLERAT= U R Z22, BFA—AS — T A TREY
@SMTP/V~I\I/1\)7§> FINTWET,

ESPERENS

* SMTP /L — | O, on page 2

« 7 7 4/ h® SMTP /L— I, on page 3

« SMTP /L' — | DJEF, on page 3

« SMTP /L — k O[]}, on page 4

* SMTP /L— I & DNS, on page 4

e SMTP /b— F B LTV 7 — |, on page 4

« SMTP /b— k| A—EUE, BERA v E&—43%L, on page 4

« SMTP /b— | & J&{5 SMTP 33, on page 5

« GUI ZfEH L72RIEE T A —/LiE(E D SMTP /b— FMEEE, on page 5

SMTP /L— F DL E

SMTP /b — &2 &, FFE KA A ‘/@@L&T@fﬁ%f — /L& B D Mail eXchange (MX;
7("—/1/55@) RARNUH ALY FTEET, & &I example.com NS
groupware.example.com ~D<¥ v BV HERTEET, ZoO~wv 7k, = Xa—
7x14%7 R L ZI|Z eexample.com D3 £ D E AL A —/WIE, F\?Zb Y |Z groupware.example.com

$‘Ej£é§hi—§‘o VAT AL BEDODEFA—NAEREDOLIL Z. groupware.example.com C

MX) Vo7 T w7 HFITL, IRICKART TA] vy Ty 7HETLET, ZORBEMX
BRAMEI DNSOMX La—RZU A FSNTWLRETRS, EFA—ARILA LI b
SNTNWD RAAL DA NTHLULELH D FH A, AsyncOSF XL —7 TV AT AT
. BFA—NVT—RFV A THRRKA4TOSMIP L — h~v v BV 7 ERETEET, (SMTP
Jb— k OHIPR, on page 4% &)

,@%%A EHERATHE, FANE TOENZEVICTD) ZENTEXET, .example.com 72 &

DR \l\%/f/%?'ﬁﬁé*f%’)k example.com CREDABTRTDORAAL N MUIZ—FHLE
To =& 23, fred@foo.example.com L wilma@bar.example.com [, Ffljik L~y BT
BLET,

SMTP /L — & 7 =7 WZAR A R BRRWNEEIE, DNS 2 L TMX Ly 7 7 v TR EITE
9, FERIE SMTPL— kT =7 /U LTHTF = v 7 SHLER A, foo.domain O DNSMX
T b UM par.domain DEFE. foo.domain [ZIEE I NDHT X TDEF A —/LD par.domain I
ﬁﬂn éj’bi? bar.domain Z)\%{HA@TX ]\’\0)’\7 D4 =4 /7 %ﬁzﬁk L/fx_%lil\ foo.domaln“\:li‘{n
SNDEF AT ELEZ T EE A,

SFED ., IR P I EEY A, a.domain 705 b.domain ICV XA LY FENBHT
FU2ZH Y, bdomain 2D a.domainliZ VXA L7 FENDLZL MU DREORIZHDBEE., A—
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NDON—TIIERENE e ZOHE. a.domain lIEE SN D BT A —/LIiX. b.domain T
EéﬂflMXﬂ'\‘X ]‘ &Zﬁﬂfgéﬂifo }iiﬂl\ b.domain ﬂ:éé{%éﬂé%%f“‘/ldi\ a.domain
THEINT- MX AZX MIBMEESNE T,

FTRTOEFA—NVEIE T, SMIP/L— F 7—7E, ERBIRICHEARONE T, vy
783 okbAEENLT PURBRENET, 2L 2 E, SMTP L— b 7—7 AT
hostl.example.com & .example.com D FIZDONT< v B2 I WRHAHEAETL, hostl.example.con
Oxy FUMBMEAINET, it BETIE WD .example.com T MU DOBITHB LT
BaETh->Th, 2Oy M OHGBREENLT Y N THLDTT, £ 5 TROERIE,
TN =T ZEED KA THRHED MX )V 7T v TRFEITESNET,

FIA4IL D SMTP JL— k

Bk —U— RO A LT, 574V ESMTP L — FE2EFETDHZLEHTEET, X
AN SMTP/L—k U A R THIOS Yy B 7 e —FHLAWEADT 7 4L ME, atz =~V
THREINIEMXFA MV EZAL L7 FERET,

SMTP v— bk = MY ZAIRIT 256, 574V D SMTP V— bidatn: & L T—EFRRE
NEIY, 7741 FDOSMTPL— MIHIBRTEERA, AMLTEEEZZ ) T35 & DOHLAHE
<7,

T 74 DO SMTP/V— h &R ET DI, [y 7 —72 (Network) ]>[SMTP/L— K (SMTP
Routes) ] R—TUFEAIT smtproutes IV F%ﬁ%ﬁﬁ Li?“o

SMTP /L— FDEHE

N— R BT 5120E, [y hU—27 (Network) ]>[SMTP/L— L (SMTP Routes) ] ~X—
(£721% sntproutes A R) ZEEHLET, FrLv— MEERT HITiE, £9. ke
Te— NEAERRT D RAAL U ERITI R AL L O—E2RET HHENH Y £3, KIZ, 5B+
A RZERELET, 5B A ML, BREMAAMMELTANTEZZEL, IPT RLAEL
TANTHZELTEET, IPT RLRIE, A F—Fy b7 r bar,—Y 34 (IPv4)
FFN—=Y a6 (IPv6) ZHRETEET,

IPv6 7 KL ADHE | AsyncOS FROEXEZHR—FLET,

®2620:101:2004:4202::0-2620:101:2004:4202::ff
®2620:101:2004:4202::

®©2620:101:2004:4202::23
®2620:101:2004:4202::/64

TR E—HTHEA Y=V Ny 7T 50, BiEkRs AR A B /dev/null ZHRET
HZ L TEET (DFEY, T TN F— MT /dev/null ZIRETH I L T, BEFA—NL
F—= R 2 A TZEINZA—ADPEEINRNEIICTDHZENTEET)

ZAEMD R AL ANEEDOBHAA N EFHETEET, MX L a— REFRERIC, EhEN0%5
TARANMIZTTITAF VT 4 FZBERE VLY THENTOWET, HIEESRE 0 Y THNs50R
A NI, ZEUMRAAL DT T A< V3R A N THLZ L ERLET, —EIZH DML
RAMI, N7y LTHERENNET,
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TIAF VT o BECsEIE. [Ty Revy) FATHERAINET, 770 Rr e
X, SMTP Bl SV TN T, BT LB A v =TS LDOTEHH Y FHA, T2 1
DLLEDFEIEAR A FBRE LW aiE, B2 VTANOARA MIA vE—UREE &
NET, BESNTWDLTRTOLEERA MPIGE LWGAE, A—VIFZE/M AL O
Fa—lZ AL, FLHFA F~DORMENIEL TRALNET, MXLa— RKROFEH~D7 = —
NA—R—= I TORERTA)

CLI T smtproutes 2% R L T — F&MET 5L XX, RRAMELITIPT RV A
\ZHET T pri= EXDRIZT TA TV T 4 2ED B THLODEL 0~ 65535 (0 [TH/RmMD T
TAFTIVT 1) ZHEALT, BLHERAMITIAFTV T4 2RETESET, Lz
hostl.example.com/pri=0 0)7"'7/1’%‘9 VAP SEN host2.example.com/pri=10 /] %)4[%< fcﬁ =3
T, BEOT Y EEETDHEIE. v TREID £,

SMTP /L— ~ DR

Jb— M. K 40,000 HEFRTE £9, ALLIC K AHMMRT 740k b— NI, ZOHIIR
WEENET, LaNoT, 3999 E TOH AL LL— b &, BillRd—U—RFTH5HALL
HERATAH 1 OO —  EEHZETEET,

SMTP /L— k & DNS

k72 % —U— R USEDNS 2 LT, MX /L v 77 v 7OEITICE VERE R A A L DIRD
Ry THERETDHED EFA—NT = VAR LET, ZHIE 7 RAL 58D A —
WERFERA N~NV—T 4 T H0ENH D & &R TT, 72 & 2L, example.com ~O
A — L MEFED Exchange 11—/ MZEE SV D K 91T 256, SMTP L— MIKD L 927
nET,

example.com exchange.example.com

72120, &F8ERY T RAA 2 (foo.example.com) 560D A — VDAL, WD X H 72 SMTP
J— R ERBEMLET,

.example.com USEDNS

SMTP )L— +EELUT7 53—k

[ AT L8P (System Administration) ]>[7 77— k (Alerts) 13— (F7I% alertconfig =~
Y R) THEESNET FLRIZEFA AT = oA PLEEFEINET 77— MI, ZnbH0
FEAEIZ% L CESE S 72 SMTP b— MW E T,

SMTP/L— k. A—JLEE. BEUA Y E—U R

FIE 1 ODA =210 AOZEENNT, AN F U Exchange — BT 554
AsyncOS Tl TCP Hifia 1 SBIZ . A—/L 2 FTIZIZ 10 DRIA DA v —DTHARL . Ay
=% 1 OOAEELET,
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smtP L— k& 34z smrp ziE [

A5 BEIRRERECT N, 12D A vE—UN 10 DERLD RAAL D 10 A\OZEFHFICEREE
NBEE. AsyncOS T 10 O MTA (2335 10 DESfiZ &, TEN 1 SDOEBE A — /L%
Ffg LET,

D 1ODERFBA vE—VICI0 N\OZEZENNT, 2EADRIXOERFRY >— 71— (10
:7/u%—:7) JET H%E. 10 AOZEE 2B DA U Exchange VY —NZB LTV TH, A vE—
I ENET, 2FV., 10 DRI&x DEF A= 12D TCP B CEUZ SN E T,

SMTP )L— + & #{E SMTP 23

BIE SMTPRERET 0 7 7 A L EER L7265, SMTP L— MI@EATEEd, Zhick-» T,
Xy NI =02y VIlHHA—NY) L—P—NOBFRIZE T A—/VT— F T = A PELE ST
WA EIT, BIEA—NVEBIETEX 9, 55 SMTPRZAEDFEMIZ DWW TIX, J8{5 SMTP 78
%%%L1<téwo

GUI Z{FR LI=FRIEEF A —ILEED SMTP )L — FEIE

B A—NT— T = A DSMTP/L— M EET 521X, [*y U —72 (Network) ]>[SMTP
Jb— b (SMTPRoutes) | X—YZEHLET, 7—7 LTy B 7 OBEMN, £E, BLUH
PR CEET, SMTPL—h x> M) BT AR — bERIEIA VA= FTBZERTEET,

ESPERENS

* SMTP /L — k @3B, on page 5
« SMTP /L — kD=2 A7 — |, on page 6
« SMTP /b — R DA »7R— I, on page 6

SMTP )L— ~MD3EHN

&

ATy T2

ATy T3

RTv74

Procedure

[*> FU—2 (Network) ]>[SMTP/L— bk (SMTP Routes) ] X—® [/L— b Z&iBM (Add
Route) 1 %27 Vv 7 LET,

ZERAALA L EZANSNLES, 222, FA M, RAAL L IPvET RV A £ IPv6 7
RURAZRETEET,

%%$x%%ﬂﬁbi¢ozzmm\$x%% IPvd 7 KL A, £/ 1Pv6 7 KL A& HRE
TEET, EHOsEEARA N EBINT 5121, [TOEM (AddRow) 1227V v 27 L, HLW
TIZRDFEER A &2 AT LET,

Note R— MEFEEET DL, 56968 A M [<port number>] ZBANL E3 (f :

example.com:25)

HEHDFEIEARA N ZBINT 5551, 0~ 65535 DB AP A LTHEA NDODTIA XV T %
EOYTET, 0BFROEWTTA VT 0 TT, FEMIZOWVTIEL, SMTP /L— K DJEZ, on
page3ZZM L T2V,

L—741 76 UREKEDET I}
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B svrr—rozozk—t

ATy TH

EHEERFEL, RIFLET

SMTP L— kDI Y XKR—F

ATy T

ATvT2

Host Access Table (HAT) 35 X O Recipient Access Table (RAT) D& & REEIZ, 7 7 A V& =T
JAR—FBLOAS VA=K LTSMTP b — b vy BV T AERT 52 b TEXET, SMTP
J— hex /7 AKR— b 5I21E, ROFIEIZENET,

Procedure

[SMTP/L— K (SMTPRoutes) | — D [SMTPIL— k%EI Y X7FR— k (Export SMTPRoutes) ]
7 Vv LET,

Ty ANOLRETIEA L, EE (Submit) 1 %27V v 7 LET,

SMTP L— F DA Y R— b

ATy T

ATy T2
ATvT3

ATv74

Host Access Table (HAT) 33 JUf Recipient Access Table (RAT) DIG&H ERIEEIC, 77 A V&
JAR—=FBEIOA VA= LTSMTPV— b vy BV T EETT L2 EHTEXET, SMTP
N—bEAVR— T DL, ROTFNEHENE T,

Procedure

[SMTP/L— | (SMTP Routes) ] ~X—®D [SMTP/L— k%A > 7R—  (Import SMTP Routes) ]
27y LET,

T AR—=KLIZSMTP L — h &G 7 7 A NVEIEBIRL £7,

EfE (Submit) 1227V v 7 LET, AR — MZXo TEEFOSMTP/L— kA3l & #i
ZALNDHTENBEEINET, TFARN 77 A VHNDOTRTO SMTP b— b3 A VAR— R &
ET,

[/ >FR—F (mport) 1227 U2 LET,

TrANAIZ Taxy b #EETEXET, XF #) THEDLTIXaAL MERRSN,
AsyncOS |Z L - CHEH XN ET, WihlZRLET,

# this is a comment, but the next line is not

ALL:

What to do next
ZOEFRT, BT AN =P DOFEITIRD L D720 F7,
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Figure 1: /X TJ1) v ) ) RF—RICEER S iz SMTP)L— k

ZRFLRAOEZTHZ

. Internet <

# SMTP

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACRLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

7rLzozzaz [

The smtproutes command was
used to route mail accepted on the
public listener InboundMail for
example.com to the host
exchange.example.com.

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

Cisco Email
Security appliance

Ethernet interface: Data 1

|

‘ IP interface: PrivateNet (e.g. 192.168.1.1)

exchange.example.com

AsyncOS Tlix, BT A— N AT T4 T Ru—TEEEBLOZEEDOT NLAxE
X DHEPMEEHV FET, T RVRAOEISH L, 2&21T/8— b F— RA AL UIZEEE
NIZA—NEBIV XA VLT NTBHHEERL, NSV T7TFA N T 7T 2REBT (A7 75) HE

WEEHTE £,

RORIZ, FEEBLOZEEOBETA—NT L RAZEFEZHRZ 57202 S 5 S5k
OWEZRLET,

Table1: 7 FKLADEEH]Z Ak

TD7 FLR

KE#&

HaE

EEXMR

*@anydomain

user@domain

TAVTATFT—TL (= s RO —TZEHD
A VT AT —TIVOVERL, I
on page 8% Z:f) o 7 u—/)UITE

e A YT ABEFA—
VT RUVAFER IO
TA YT R E
p
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B = v7x7—oronm

TTDOT FLR | EEE Hae EEXR
*@olddomain *@newdomain RAA Y=o ” (R e R —SZEHD
A A v~ 7 HEHE, on page 5.
2655 R) o U RAF—Z LI
*@olddomain | *@newdomain VAN L—FR (RAHL—| ez _u—TEEEH,
K DAL, on page 16% & B LV To:, From:, F
FE) 721X CCr o~y & —
s URF—T LI

IAYTRT—TILDERK

\}

TAVTAT—TNVEFEATLE, I NERITEEROZEZICA v E—VE2 VXA LT N TE
F9, TAVTARLZ—FHMDOTA VT A~D~ v BT T —T %, —HDUNIX &
2T A Tsendmail 27 4 F 2L —3 3 D Jete/mail/aliases HEEE & [FIRED HF1ETIERR T
£7

U AT —NZELTEF A=D1 —T7%{E4 (Envelope To £ 71X repT T0 & HIEIEN
F7T) DA VT AT =TV TEREINTNDIZA VT RELE-HKT DL, BEFA—NLDTUX
n—7ZEET FUAREESHBEZ ONET,

Note

RAT F = ZDOEBMNEA Y E— T4 VZORIETIC, VAFT—IIZA VT A T—T L%
Frvl L, SEZEFEFELET, TEBIA—N RS TIFTL O T] OEZFSRLTLE
éb\o

Note

TA YT RAT—TIHEREICLD, BT A—NDZ R —FZEENERICEXHRI ONE
T ZHUE, EFA-NDOTZ RN —TZEFEEIRIT. BEFA-NEREISNTZ RAL
VNN —T 4 T T BT D smtproutes A K (N A LTZEF A — /LMWL on page
REBM) LIFRRYET,

EEEE
AV U R IA KD A VT AT —TVDFRIE, on page 9
e A VT AT =T NDOTI ZAR—FBILNA 7 — I, onpage 10
T A YT AT =T LDz Y DI, on page 10
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AX R SAVIZEBIA)TRA T—TILDERTE

TAYVTAT—=TWIE 7 arTERLET, 87 a VOEHEITIIRAL Y 2T
Ak (DB Va IBEETLERASL DY AL) BBV, FORIZ Yy TDY A F)KEE
ij‘o

NAA L a2 THRANMI 1D ED RAL CETTEHS RAAL DY AT, B~ TK
G, ALy () LX) THAET, RAAL UL T BT M 70, BX
OB Y A R TR E N 2 3CFHTT (RFC 1035, £27 a2 231 @ TR SR D40
EHM) 9 RAA Y (examplecom 72 &) X, U RTHED RAAL T, #H4 KA
A NEBT DI TXTINTRDD L) T NTO RAAS iE, —HThHLHERLENET,
7LC 3_’_ 2_51\ }‘7( A arrTFxA }\ .example.com fi\ mars.example.comj@i(ﬁvenus.example.com
EBLET, FAAS 2 THRRMORITT, vy 7 (A VT RLZEHY AR OU A
FRHYET, v v 7iE ROI IR ENET,

Table22 TA ') 7R T—JILDHEX

ZiD (LHS) XY xXF £33 (RHS)

—HIB1 25U LA VT | an L F [ 1 OULEDOZEET RLAEIZA VT
2D A K 2D A K

EBOxA YT ATE, ROFAZHEHTEET,

username BT LA VT AEEELET, HITTD [ RAA ) @R
T NLNTHESNTWOILERH D £T, ZD/RT XA —=Z R3320
N S (9N S5

user@domain — I AIEEREFA =L T FRLAZEELET,

EDVITHTVEROTA )T A% o~ TREI > TANTEET,

Eﬂ@%%1§%bi\ user@domain ﬁ?iﬁ@%ﬁéiﬁ%%)‘ —)L 7 K LA, iflfi}%”@i/l’ U 7 A ;’cff
HETEET,

TA YT AT 7 AT, BB RA AL D [ Ta— L) =AU T2 (BEERAA
TR, Tua—rVCHEAENDA A U T R) | A U T AT I O EORFERAY 22 K A A
VDBHDBRAAL L arTHA N, FRIEFOWGTEEETEET,

TAVTAD [Fxz—r) (FRHR M) BERTDHZEIITEEI0, 2R E
A=) T RLATKRDLAIVENRLD £,

sendmail 2> 7 4 X2 b— a3 Dar T XA NEABMEEEF-E57-2012, AvE—U% R
=4 /7°ﬁ‘5f:&>®¢ff7iﬁkf£§ﬁﬁ'ﬁff§>é /dev/null ﬁ)‘b‘ﬂ‘f~ 3 éﬂ(‘b\iﬁ‘o A YT R FT—T7)
WCE o TA Y=V N /dev/mul T vy B 7 END L, BEELIDCZPESLET ( TCLI
WEAEHBLIOE=FV 7| OBEZSR) , SEHFIIZTANONETN, Fa2—IZITA
nonERA,
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B 7271019 2K— rBEUA LR—

ESPEREY=]

e A YT AT —T7 /LD on page 10
» aliasconfig =< > KD, on page 12

IAVTFARAT—ITILDIYRAR—rELUTA VR—F

TA VT AT —T )& A R — M 5121%, SEICFTP, SSH, B3LNSCP 77 & A &l L,
B AT = T IZT 7 EATEDLEIICLET,

Ejﬁﬁ@i/f U7 =R 7‘*‘7/1/%{%@3*5@:{1\ aliasconfig A~ F‘@exportqj‘j:"?‘/ R % fif
HALET, 774V (Z7ANVAITESTHE) 1. VAT—0 /configuration?% [%S72))
ICEZRAENET, ZOT77AVECLUDHTERL, A VA —-FLETZENTEET,

(77 ANMIARERIEARD T N BRHDLGEIT. 77 ANVDA VR— MR T =B S
nET)

TA YT AT —T)VT7 7 A)V% /configurationT A L7 b UIZELE L. aliasconfig 2~ K
D import V7 a~wr RaflL 774 V2T v u—RKLET,

T—TNDOITONRIATT U NRN—FE B 2EHATLIE, ZOTBaA T U NERET,

AT 4 X2 L=V a VOEERKMEIND L), “T A VT AT—=TN 77 A NVEA
VIR— LB T comit I RERITLTL A&,

IAY)TFRXRT—TILOIY Y DI

avw RIA A H—T x4 A (CLD) Z2EHLTC=A VT AT =T by R ZHIER
THLEE, BICRAL Y TV—TEERT DL 01k bET, [ALL (any domain)| =
VU ERERTLE, TRTORALS VICHEAINDI A VT ADEFE &Y A MNRFEREN
T, 0%, HIBRTH22A4 VT AOFEZRINL 7,

IAY TR T—TILOH

\}

Note

ZOT—=TNFIOFTRTOZ hYIE, 2 AT RERTHWET,

# sample Alias Table file

# copyright (c) 2001-2005, IronPort Systems, Inc.

# Incoming Envelope To addresses are evaluated against each

# entry in this file from top to bottom. The first entry that

# matches will be used, and the Envelope To will be rewritten.

# Separate multiple entries with commas.

B 7 B L URERREDEE
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# Global aliases should appear before the first domain

# context. For example:

# admin@example.com: administrator@example.com

# postmaster@example.net: administrator@example.net

# This alias has no implied domain because it appears

# before a domain context:

# someaddr@somewhere.dom: specificperson@here.dom

# The following aliases apply to recipients @ironport.com and
# any subdomain within .example.com because the domain context

# is specified.

# Email to joe@ironport.com or joe@foo.example.com will

# be delivered to joseph@example.com.

# Similarly, email to fred@mx.example.com will be

# delivered to joseph@example.com
# [ironport.com, .example.com]
# joe, fred: joseph@example.com

# In this example, email to partygoers will be sent to

# three addresses:
# partygoers: wilma@example.com, fred@example.com, barney@example.com

# In this example, mail to help@example.com will be delivered to
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# customercare@otherhost.dom. Note that mail to help@ironport.com will
# NOT be processed by the alias table because the domain context

# overrides the previous domain context.

# [example.com]

# help: customercare@otherhost.dom

# In this example, mail to nobody@example.com is dropped.
# nobody@example.com: /dev/null

# "Chains" may be created, but they must end in an email address.

# For example, email to "all" will be sent to 9 addresses:
# [example.com]

# all: sales, marketing, engineering

# sales: joe@example.com, fred@example.com, mary@example.com

# marketing:bob@example.com, advertising

# engineering:betty@example.com, miles@example.com, chris@example.com

# advertising:richard@example.com, karen@advertising.com

aliasconfig 2~ > KDl

:@{@JTMA aliasconfig I ¥ ]\%‘f@‘zﬁﬁ LA YT R ?““7/1/75:1?}52 Ljﬁjﬂo ijﬂx
example.com D R A A2 2T XA MEHEELET, RIZ, customercare DT A U T R ZVERK
L/\ customercarelexample.com &:%{géﬂfij—’\.’c@%%f — L3 bob@example.com,
frank@example.com, $LT} sally@example.com {2 VU HALVL7 hEndE I LET, BT,
admin D7 1 —/3L TA VT ZZAER L, admin (23815 S 2B A —L8
administrator@example.comL: U &4’ vz ]\ éﬂf) K 5 Iz Li?—o %?\’ﬁ@:\ %EA}JD)EHKI/I) U T A
TR SnET,

T—7 VO HREZ, admin D7 2 — )L =AU T AL, example.com DEMD AL a
TX A MOFNIH N S IET,
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mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

11> 2

Enter new domain context.

Separate multiple domains with commas.

Partial domains such as .example.com are allowed.

[1> example.com

Enter the alias(es) to match on.

Separate multiple aliases with commas.
Allowed aliases:

- "user" - This user in this domain context.
- "user@domain" - This email address.

[1> customercare

Enter address(es) for "customercare".
Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.
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- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

3. example.com

[11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:

- "user@domain" - This email address.

- "user" - This user for any domain

- "Q@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.
[1> administrator@example.com

Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bobGexample.com, frank@example.com, sallylexample.com
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

(1>

ZOBEERT, BT AN T = U= OREITRO L D720 £,
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Figure 2 EF > — LS — b9z ICEESNETIA VT RT—TIL

*_ Internet

+ SMTP
Public Listener: InboundMail The Alias Table feature was
Host Access Table (HAT): configured to create the following
aliases:
WHITELIST: $TRUSTED
admin:
BLACKLIST! $SBLOCKED -
administrator@example.com
SUSPECTLIST! STHROTTLED
[ example.com ]
UNENOWNLIST: SACCEPTED
customercare!: bob@example.com,
spamdomain.com REJECT frank@example.com,
.sepamdomain.com REJECT
sally@example.com
251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED i
Note that alias tables apply to all
Recipient Access Table (RAT): email traveling through (received by)
the appliance, from both private and
‘IP interface: PublicNet (e.z. 192.1658.2.1) ‘ public listeners.

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7

| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: QOuthoundMail
Host Access Table (HAT):

RELAYLIST: SRELAYED
ALL: $BLOCKED
Default sender domain: example.com|
Received: header: DISABLED

YABDL— FDER

~AHL— RiE, AER LT — 7 Mt »> T, o _"n—7%EE (FEH £721XMAILFROM
EHIFENET) . BIO) AF—TUEINDLEF A —/LD To:, From:, CC:~v X —%E
THEZ DHREETT . ZOMBEO e FZEF D10 B KAL) THY, ZhicL-
THEED RAAL L Z1DOOYA ENORAT 4 7 TELHXDITRY T, o—xry7p3idk
ELTE, Ry NI AT TANT I Fxx BT 2D, BFA—N ~y X —DX
FINOET T RAAL U ERVERLS ([ARNY BT ) 0O H0RHYET, vAHL—
REEREIX., 7T A _X—hK URF—=LXT Vw7 URF—DOWFTHRIHTEET,
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A\

Y AH L— K & altsrchost .

Note

v AH L— FHEEIL, VAT AR L TRETDH AV T AT —T7/URE L T8 )
AF—HNTHRELET,

U A —iZ, LDAPREEZITANT = —DHEEL CLDAPV—T 4 7 7= U —DHi, A v
T —UMNU—Y X2 —NICH AR, ~SAHL— R T —T LT EE R L TZEZELLEL
1, [BEFA—N S TTALNTDONT] OEEZSRLTLITEE N,

VAL — RHRRICE D, = RN —TEEEBLORE LEE A —/L® To:, From:, CC:
T 4=V ROT FUARERIZEZBI ONET, (BT VA F—TLiIZhlx D~ AT L—
R ARG A—FEIBETEET, 22055 HFEOWTNNEEHLE T,

AER LT~ B T DART 4 7 T —T VA
«LDAP 7 = 1) Z{#i [,

COHTIE, AFT 4 w7 T—=TNeERTH5HEIOVWTHALEYS, 7—7 1oL,
—H#BD UNIX 3 A7 AT sendmail 2> 7 4 F = L—3 3 D Jetc/mail/genericstable F§HE & A7
BHMERH Y £, LDAP~Y AL L—F 72U OFERIC OV TIE, LDAP 7 = U 25 ML T<
EEN,

ESPEREY=]

¢ ¥ A7) L — K & altsrchost, on page 17

< A H L— K & altsrchost

— I, v AI L— FERETIET N =T REENEE WAL, Ay -V TEITSND
ENLBEOT 7 v aid, ~AHL—RENET RLANDL ThU—) ShEd, =720,
CLI 75 altscrchost v > K& FAT L7256, altserchost ¥ » B2 713567 KL AnE R
H—ENET OEVERHDO~ AL —FENTLT RLATEZRWY) |

FEHEIZ DWW TCIE, Virtual Gateway™ 77 v U —ZHH LTI RTORA NI RAAL T
DRERLD A —)V 7F— K7 = A, on page 603 L ERE : BB A —/V /XA 77 A, on page 13%
ZHRLTIESN,

ESPEREY=]

CAET 47 v AH L— R T —T7LORERL, on page 17

« 7T A RX—hK URAF—H~w AL L— K 7T —7 /LD, on page 19
« VANV — K T —T DA HR—k  onpage 19

o ¥ A7 L — KD, on page 19

AATFA4 9 IRAL—RK F—TILOHEK

VYT DAET 4 v AHL— R T —T )V ERET HIZIE, listenerconfig 2~ KD
edit -> masquerade 7 a~ > RE2FEHLET, £/o, vy EVIREENDLI T 7 A NVEA
R—=hT&EFET, vADL—K T—TNDA KR — |k onpage 192 L T ZEV, Z0D
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Y7 avr FZEY, ANT FLA, 2—=H4 BEPRALS VEHLNT FLABLU KA
AN T T T =T NNEERB L OMERF L E 7, LDAP~ A L— K7 = U OFEHMIC
DOWTCIE, LDAP 7 = U &ML T 72 &0,

AvE—UNUATACHEAINS L X, T ARBRIN, ~v X —IC—HR oD
A E—UREEBRZONET,

RAAL LD AHL— R TFT—TME, ROX IR ET,

Table3: R AHhL—FK T—JILDHEX

ZiD (LHS) XY XF £i1 (RHS)

—HTH 1 OU LD — | AT (AR—AFE T | EERIBEOL—VPELR R AL
PLLRAAL L DY A+ |1XF 7 30F)

WDOFIZ, v AHL— R F—7 L THESR P ERLET,

ZiD (LHS) £i1 (RHS)

username username@domain

Ty RUIE, —HTRa—VPLEIEELET, EUO—FLI—HTLEEETA—
VA vE—=UiE, —EERY, FUOT RLATEXHBz bNET, A0, 8227 KL
AThHOHVLENDY £7,

user@domain username@domain

oy MNIE, —ETAEMRT RLAZBELET, LUDEERT RLRIZ—HT5
EEAvE—VIE, BAOT RLVATEEHMZ ONET, HAIT. BL2RT KLATHH M
ERH Y FT,

@domain @domain

ORI BHEDRAAL VOEEDT RLVAZFEELET, ELDOITD KA AL 14,
FODRAAL VTEEZHBZONETN, 2—VFHAEFEELHY TH¥A,

@.partialdomain @domain

ORI BHEDORAL VOEEDT RLVAZFEELET, ELDOITD KA AL i,
FODRAAL VTEEZHBZONETN, 2—VFHEFEELHY TH¥A,

ALL @domain

ALL=> "V, FOFFEOT FLRAI—F L, AUOT FLATEEH2 9, AL,
RAA ORI T@) 220 ERHY ET, 2oz bV, 77— ANONEICE
R WITERERKIZRY £,

Note AL TV MU, 94— F VR F—DOHRIEHTEET,

s —E, v ABHL— K F—T L TOHBNEFICES T LET,
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o 7 7 4V h CTIEZERFIZ~y X —® From:, To:, 83XLWCC: 74—V KNDOT KL A)—
L, EXH2OoNET, oo —TREEHFICHLTEZIHRILILOICAHT v arvE
WETHIEHLTEET, mo "\ —TEEEBIOEZ I IR~y X —IX, config
Tavy R L CTAEE 20 %z £,

« T T INDITORIATT =5l s #) ZHTLE, 2072 A M7 U RNEE
T #DDITORBET, TRTCaALITHLERRSNTEREINET,

e AN — R T =T ML, new T a~wr RTER LD, 77 A0 R—FLTEE
MZ X > T, 400,000 =2 k UZHIR &AL ET,

T3AR—F YRF—RAYZADL—F T—=TIL OB
# sample Masquerading file
@.example.com @example.com # Hides local subdomains in the header
sales sales_team@success.com
@techsupport tech support@biggie.com
user@localdomain user@company.com

ALL @bigsender.com

YAAL—F T—=TILDA4 ViR—F

W D sendmail D /etc/mail/genericstable 7 7ANEA R — FTX ijﬁo genericstable
Ty ANEA A= T HITIE, JBIZFTP, SSH, BLU'SCP 77 B A &8 L. EF A —/V
F—h Uz AT 7B ATEDLEIICLET,

genericstable 7 7 A IV%E configuration T4 L7 R A TA= PN masquerade YT avr FD
import W7 A~ REFHA LTI 7 AV ET v 7 a—RLET, a~vr RE, ROIEF Tl
Li‘é—c

listenerconfig -> edit -> listener number -> masquerade -> import

FUF, export M7 avr REHHL T FOay 7 4 Falb—Ta a2 ¥ rn— RT&EE
To 774N (77 ANVAIXESTHEE) X, configuration 7 4 L7 R U IZEZIAENE T,
D77 ANE CLIOAFTEREL, AV A—FLETZENTEET,

import"j‘j:lvr/ KNEfEHT 25 & =3, 77/(/1/§:ﬁ§j37231:/ D @%‘ﬁ’@iﬂf‘/\é Loz
LCLZE W, e N (ElARH> THIANRWGEAERE) b L, 774 1vDA
VIR— FMRIZCLI T =7 =0 A LET, A v AR— MR —038ETLE. 77
ANEERT B TNA VR — SN EREA,

JUAF—Dar 7 4 X2l —alyOEBEENEREMEINS LI, genericstable 7 7 A /b
AR —FL7EEZETHUT commit I REFITL TS ZE0,
I RXHL— LD

:@{ﬁjfﬂi\ listenerconfig ) masquerade “9'73'7\/ F%ﬁiﬁﬁ L C. PrivateNet A2 —Tx
A A EIZ®H S [OutboundMail] & WO ARTO T T A X— ks URF—HIZ, RAAL L ~vATL—
N7 —7VEER L ET,
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EP. YAB VL= FICLDAPZMEMT 247 a v 285 L%, (LDAPYAIL—RJ T
U OZEMMIZHOWTIL, LDAP 7 =Y 5B LT EW)

RIZ, @.example.com DE(5y KA A L FRFLD example.com|Z~V Yy B 7 ENNET, Tk D,
BT RAA L example.com MIZHDEBED< L U MHIEEINDET X TOEF A —/LRN
example.com{l¥ Y BV 7 ENFET, IHIT, 2—V4 joe I3 KA A I joeRexample.com | <
By rENET, MFOTY b 2RI 1D NAL Y v AD L= T=7ABHA S
AT, masquerade.txt EWVVIZRIDT 7 A W AR—FEINFET, configh 7 a~vr K&
HEHALT, CC: 74—V RDOT FLAOES A PN/ Y | RBICEENHEESHES,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.
- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[1> masquerade

Do you want to use LDAP for masquerading? [N]> n

Domain Masquerading Table

There are currently 0 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

Usernames like "joe" are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.

=71 vissvmEsEoxt I}



B <x».—ron

B 7 B L URERREDEE

Hosts like @training and @.sales are allowed.

[1> @.example.com

Enter the masqueraded address or domain.

Domains like @example.com are allowed.

Full addresses such as user@example.com are allowed.
[1> @example.com

Entry mapping @.example.com to @example.com created.
Domain Masquerading Table

There are currently 1 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

"o

joe

"

Usernames like are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username(@
Domains like @example.com and @.example.com are allowed.
Hosts like @training and @.sales are allowed.

[1> joe

Enter the masqueraded address.

Only full addresses such as user@example.com are allowed.
[1> joel@example.com

Entry mapping joe to joe@example.com created.

Domain Masquerading Table

=T 4 T BFUERE#EDSRE |
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There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> print

@.example.com @example.com

joe joe@example.com

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> masquerade.txt

Export completed.

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
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- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> config

Do you wish to masquerade Envelope Sender?

Do you wish to masquerade From headers?

Do you wish to masquerade To headers?

Do you wish to masquerade CC headers?

Do you wish to masquerade Reply-To headers?

Domain Masquerading Table

There are currently 2 entries.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

(1>

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port

B 71 B L UREHE:
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Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[r>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

should
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- SETUP - Change global settings.

(1>

INTZ A —TTAX = T A D
Figure3: 754 X— bk YRF—RICEZEINFZIRAL—F

Internet -+

¢ SMTP

L

ax &

Public Listener: InhoundMail
Host Access Table (HAT):

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

WHITELIST: $TRUSTED
BLACFKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

B

Ethernet interface: Data 1

KAA D <y THEE

YAF—HIZ TRAAS v =T ZRETEET,

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: QuthoundMail
Host Access Table (HAT):

RELAYLIST! SRELAYED

ALL: $BLOCKED

Masquerading:

Default sender domain: example.com

Received: header: DISABLED

o
=
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FRDO LT £,

Cisco Email
Security appliance

Two entries were added to the
masquerading table for this
private listener. The first entry
masks all subdomains of a
network (e.g.

exchange .example.com is
rewritten as example.com). The
second entry rewrites the bare
address joe as

joe@example.com.

BETDY AT =LA Y w v

T—TNWVEERTEET, RAAS LV o T T—TNIZEENTWVWBE RAL T B Ry
T =T, EZEEOT R =S EENEXZ SN ET, ZOMBAEIL. sendmail D
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[NAAL Y T =T BEREE 7213 Postfix O [T —7 /1) HEEEICI TV E T, ZOMEET
X, =X —TZEFEOLPEEEZT. [Tol ~y X —FFESHEIONEEA,

Note

RAA v =y THREDERIL, RAT DERITT 74V b RAA OFHHEZICEALET,
[BEFRA—IL A TFANTHONT] OEZZBBLTLLEEN,

RAAS L =y THEETEILS HLEETIT, BREOLVITL— FAL VDOERFA—VEZIT AR
F9, AR SHBMOSHERNLIZGEIC, EFA—NAT— M2 KA U<y
TEERLTEILTE RAAL DA =% AN, =N —TZEE 22X OBHED
RAAL NCEEBZ D ENTEET,

Note

K 20,000 DFIEDEA KA v ~ v BV T ERETETET,

Table 4: KA A > <y 7T T—TILOEXDHI

A =l Bl

username@example.com | USEr Nname2@example.net EFRNTIER7T RLAD I

user@.example.com | USer2@example.net

Gexample.com user @example.net FERIT RUVA, £RI35E8EBM N A A
EFIE! e
@example.net

@.example.com user @example.net
EJ/ xS

@example.net

IROFITIE, listenerconfig 22 N domainmap YT av s REFERLT, X7 Yy UR
7 — [lInboundMail] AD KA A v ~ v 7 %H/E L E T, oldcompanyname.com R A A EBILW
FDOYT RAAL HD A —VIT, example.com N A A NIvy B 7 INET, v v 7L,
e oz ENET, ZOBlE, WHDO AL %2 Y AT —ORATICEET =27
Fal—varbFREVET, FAMY vy THRBICLY, BRICT o "n—TZEE
joe@oldcomapanyname.com 2 joe@example.com [ EXHZ GNET, —F., UAFT—DRATHN
e ]\)( /]) Ve oldcompanyname.com 75?[%< L v Joe@oldcompanyname.com DA */Vﬁlﬁﬁ'ﬂj’b%ﬂ
T, 2N —TZEEEEIRZTIN—T 7 ENET, o, =AUV T AT =7
RREBRRVET, =AU TR T =TV TiE, WRIZRT FLAICRREND Z L BLET
T, MEEO=2—V¥4edomain] % [[A L2 —H 4 enewdomain] (2% 7T 2L IITHERET D2
LITITEERA,

mail3.example.com> listenerconfig
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Currently configured listeners:

1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

B 7 B L URERREDEE



| v—F4 v B&VEREREDSE
PRSP TN |

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> domainmap

Domain Map Table

There are currently 0 Domain Mappings.

Domain Mapping is: disabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import domain mappings from a file.

[1> new

Enter the original domain for this entry.

Domains such as "@example.com" are allowed.

Partial hostnames such as "@.example.com" are allowed.
Email addresses such as "test@example.com" and "test@.example.com"
are also allowed.

[1> @.oldcompanyname.com

Enter the new domain for this entry.

The new domain may be a fully qualified

such as "@example.domain.com" or a complete

email address such as "test@example.com"

[1> @example.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.

- EXPORT - Export domain mappings to a file.
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- CLEAR - Clear all domain mappings.

[1> print

@.oldcompanyname.com --> (@example.com
Domain Map Table

There are currently 1 Domain Mappings.
Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.
- EXPORT - Export domain mappings to a file.
- CLEAR - Clear all domain mappings.

[r>

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Enabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.
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krqr 2y T 7—Innq vk—tssvzozk—+ [

- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

(1>

B&EEE
s RAAS LV =T T—TNDA R—FBLORT 7 2R — b, on page 31

TT—TLDA VR—=bEEVTY XK=k

RAA =y T T—T N A VR— NEIEIT 7 ZAR— T 51201%, SEICFTP, SSH, BL W
SCPT7T 7 ®A BMRAL, BFA—NT—F T 2AT7EBATEDLIICLET,

IV TTDH AL DT NUNEENDTHRA L T 7 ANEERLET, =2 b VIR
AT (FT7XFEIFIAN—R) TREID £3, T—TNOITORETT =5 #)
EEATLLE. TR AT REShET,

7 7 A V% configuration 7 4 L7 ks VIZEEE L, domain 7 2~ RO import B 7 a~ K
EHEALCTZ 7 ANET vy r—RNLET, a~vy NE, ROIEFTHEMALET,

listenerconfig -> edit -> inejctor number -> domainmap -> import

F70E, export T avwr FEEHLTCEEFEDO a2 74 Falb—va a2 ¥ yrn— RTEFE
T 77 AN (77 ANVAIXASTHE) 1L, configuration 7 4 L7 h VICHEZIAENET,
D77 ANECLIOAMABTEEREL, A A —FLETIENTEET,

import W7 A<= REMHAT AL XX, 77 A MIAENRT L NI DOHEREENTNSE LI
LTL7ZaN, Bgh7em MY (ARG > THUPRWEGRRE) RbbdE, 774 0DA
VIR— MRIIZCLI T =7 =03 ELET, A AR — MRICEX= T —03BET L, 77
ANBIKRT Yy B TNA VR —FENFERA,

VAF—=0ar7 4 Xalb—ra X OERRKMINLELIIC, RASfV~y T T—T N T 7
ANEA LR —=F LB T comnit I~ RERITL T EEW,

INTZUH—TTFTARXTF— Tz DFEEITRD L D720 £,
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Figure $:/371) w9 YA+ —RICEZESNIz KA Ty T

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL:! $ACCEPTED

A domain map for the public listener
“InboundMail” was created. Mail for
the domain and any subdomain of

example.com ACCEPT Sidcompanynens oom i I‘]]apped "
newcompanyname.com ACCEPT :
ALL REJECT the domain example.com.

Recipient Access Table (RAT):

Domain Map: enabled

@.oldcompanyname . com

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7
| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OutboundMail

Host Access Table (HAT):

RELAYLIST!: $RELAYED

ALL: $BLOCKED

Default sender domain: example.com
Received: header: DISABLED
Masquerading:

@.example.com @example .com

joe joe@example.com

IND VA LEEFA—IILONE

N VALTEEFA =T, HOHDEEFA—ILVEREICBVW TR EER2WVWEDOTY, EF
A== T oA T, FEMCRETE DI EIERFTET, XU UVALTEEFA—LEAL
HTExET,

COHETIX, BFA—NT—= b2 THEEA=INMITESWTRENTY VR EANT B ITED
FIENZ DWW T L TWA Z EWICEELTL 73V, BFA—NT— MU =2 A BNRIEA =T

B 7 B L URERREDEE
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ESNWTERBANY A ZHIET 5 FIEICHOWTEHT 2101, AU U ARREEEHALET (N
7 AL, on page 43% &)
EPEREYS

o BlfE AR ATREZR EE 1~ A — /L DULEE, on page 33
cH LW R T a7 7 A LOLERK, on page 41
s YU RF—~DNRY R T 1T 7 A I)VOiEH, on page 41

ECIEARFIEE B+ * — /LD ALE

AsyncOS A _L—7F ¢ 7 VAT LTI, BUERATRERE A= ([(RTUALIEA vE—
D) E, RoOAT IV ICHESRET,

Thont—32] vV R

BHIDO SMTP AU N\t—2 30T, UE—F FAL U AYE—DFNDVRLET,

VTR AT A | IR ERTTRER A v =, 2 2, 2a—HF DA — LRy 7 AN
WolEWNWTT, TIHDAytE—UiF, B THRITCTEET, Wl : SMTP
4XX =5 — a—F, )

N R AR U | KBHICEE TE WA v =D, T2 2E, ZO2—WIZLD RAA
WIELOTFELERA, ZNHDA =V, FafTanEztA, W :
SMTP5XX =57 — a— kK, )

BIE] (FEfE THUNE—30THLN ) INHUR:
JE—F RAS UK, AVvE—DFEBIETHEOICRITANT, BTOHNIVALET,

V7 R R R | —EICEBMEARAIRER A v —, T2l 2iF, 2—HFDA— LRy 7 AN
WolXWNWTT, ZHbDA vytE—IiF, B THEHRITTEET, @ : SMTP
4XX =5 — a— K, )

N— R R KERINCEME TE R WA v E—, e xiE, FO2—FIFEDRAL
WXL OTFELERA, ZNHDA v —U0F, FafranEzti, W :
SMTP5XX =5 — a— K, )

GUID[* > hT—2 (Network) | A ==a—D [/ A7 w7 7 A/ (BounceProfiles) ]~3—
v o (EiT bounceconfig I~ R) #fEHLT, B35V R F—ZLi— KBV 7
OB RE— 3 NT U AD AsyncOS DB HIEEZRELET, Ny A a7 7 AL
PER L7=6, [*y hU—2 (Network) ]>[V A7 — (Listeners) ] ~X—¥ (F7=ix
listenerconfig I ¥ R ZflHL T, 7u 77 A2 A7 —ICEHALEST, AvE—
TANZ LT, BEDA Y E—VIIAY A Ta T 7 AN AR S THILHTEE
T GEMICOWTIX, AvE—Y T4 NZEMEHNLIZEF AN R o —DEHESRL
TLEE, )
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B oo zssvn—r Yo RcET 2R

&R R
« VT MR URABRLUN— R AT AT T DR, on page 34
e N UA T T 7 A)NDINT A= on page 34
e N— R /N7 A & status =T > 1, on page 38
e NRE—a NG UABRXRSMTP L — hD A vtE— 7 )V H T L 3 onpage
39
e N U A T a7 7 A )LD, on page 39
« BfE 27— Z 2@ HTE A, on page 40
o BEELL X > 2 — 3 on page 40
o PEIEEIE X > — 3 L n— R /17 2 X on page 40

JYIRNYUZRBEUN—K NY U RIZET AEE

NN E—=Tar VT NRYUADEE, VT M AT A AN NI ZEE~DRE
DB RIT DT ER SN ET, B0 EAREEDOY 7 b Ry R AR
FEOIRLBESELZLDHVET, [NV A7 17 7 AL (BounceProfiles) ]~=—
P F 7213 bounceconfig 2 v REEH LT, Y7 M N RA ARV NDNRTA—F %
HELEST, (RNRURTaT77AND/RT A—H onpage3s 5, )

TNV ETIE, "= AT ALTEZEHEI LAV A XA yE—URERIH, T
DEBHICEEESNE T, RAvE—VF AvE—vYzrXm—T70Ox oo —7%(E
BT RVATERINLET R RITEE S ET, Envelope From bl — <1 — 7%
BHEEZEWLET) . ZOMEELT 12—, RBYVITHA— R AT U RICHET 51
WEn s 77 ANCEHAZELTEET, (eXr 7)) OoEESHR, )

o ¥ a2 —NTORKKHELITHRITORRKEEOELOMNET L L, VT M AT AT
N= RN RIZRY ET,

INOVR TAT7AILDING A—4

NG ATaT7 7 A NVERETHEXT, WONRTA—FEFHLCT, Avke—VTLIChY
Ne—2 a3y Ny AT 5 HEEZRELET,

Table5: /N9 VR 7O 77 A IILDINT A —4A

BRERATEY | VI INRATUALEA Y E—VFEME LETZDIC, N—RRXT U Ay
(Maximum =L L THbND X DIZR DN, ZEFDOR A MIEERIRA D

number of NAE, 774/ FOFRITEEIL 100 T,

retries)

Fa—DHEXEME| Y7 XU A LAy E—VEREE LETZOHIC, N—F XU L
() A=V LTINS L DIZRAHINC, Z[EHE DR A MIEERN
(Maximum R LN DIZERLSNLDIEH, 77 40 ME 259,200 % (72 FEfH]) T

number of seconds| -,

in queue)
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Rz 7a774nnx554—4 ]

AytE—U%FBR
T95FETOHME
R (B
(Initial number
of secondsto wait
beforeretrying a

message)

VT KNG R LT A vV ERINCES LIE T £ TORERR, 7
T &V ME 60 BT, HEERITRIEAZ KRS VEIZCRET D E, Y7 b
N U ADBATHEME T LET, WICHEEZ BT 512, hSvEIC L
9,

AytE—U%FBHR
T9HFETORK
TR (FD)
(Maximum
number of seconds
to wait before
retrying a
message)

VT RN UA LA =V EEUE LT E CIOFRA%T 2 e K, 7
74V ME 3,600 F (1FFH) T4, Ziud, ROBITE TOMRTIE R
<. HRATRE Z 3T 572D TE 269 1 DD/RT A—XTT,
WA TRIBR O BRI, RRFRATRIRICHIRES N E T, fHRINH
FATHIR R RHFRITHREZ B 2 25613, sRERITRIBAEH S hvE
T
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N—FI/I\H 2R

A ytE—TMEE
(Send Hard

Bounce

M essages)

N=R ATV RAZH LTI A X ye—V%EETLNE D NEERE
LET, ZOFT T a NG RGEIE. NV A A=V A iE
RCT&xFEF, 774V FTIE, NV R X yE—TTDSN X (RFC
1894) MMEH SN E T,

DA =2 (fF4 EARL) DEFEICESNWTHAZ A XSy
VARAyE—UEEFETLHIELTEET, LE T, PEREOA vE—
VICFFEFETCNAT VA Ay —UEEEFEL, MMOSFEOTXTOA
T DIIFWBEDONT A Ay — VR EETH LN TEET,

[[@%17 > 7 L — b (Notification Template) ] FC[4TDENM (AddRow) ]
7V LT, AveE—VOSHEEMEHATHIT L — M EEIRLE
ﬁ—o

Note  FT3 L box bURHIBRENTORNWI L 2B LET
([AvE—TDFHE (Message Language) ] % [7 7 4 /L b
(Default) JWZRIE) » T 74N F T MU DAY REHT
TL— MIEETEET,

Ao —=VDOEEEIL. RO F VA TIEIT 74V b ERBRENET,

s A —UDFEN, OB T L — b M) TEINLI-EEE
LR DA,

A=V DEEN, BFA—NT = U x2A THR—-FEN TV
WIGE

B A—NT— R T2 ABA Y E—VDFEERH T RWIEE,

s AvE—VORNE (4 EARL) 850 34 MR THH5GE

BIR OB (PEFEDO A v —IIETPEFEONRT VA A v —U% %G
L. OEFEDOT R TORA v E—JIZITHEBEBONT A A vE—U 8 %E(E
T3) #B/ETAELS. BT — NOTF—TEFRO LD F
7,

Message Language Template
REFE [zh-cn] v ||| bounce_chinese

Default ¥ || [ bounce_ent glish

N7 A DN DSN D status 7 o —/L RERNTT 578 9 &R 4 %
e TEET, NIV OGAE, EFA AT — RV A IDSNAT —
2 Za— R (RFC3436) KL, O a— REfERAT —F ZWHAD
Status 7 4 —/V R THEHA L E T,
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NOUR TATF7AILDINS A—4 .

BOERIE ISk L TEEE X b — D2 RETINEIDERELET, 20
F T a UBREHREAIX, TDA =Y (4 EERL) OFFEICHESD
WTH AL LOBIEE S A v —V 2R CEET, & 21X, PEED
Ay E—=VIIHERE CEBIEEE X v — VAR E L, tMOFFEDOTRT
DAy B—VITHGFEORBEEE A v — V2R ETHIENTEET,

[#&17 > 7 L— b (Notification Template) ] FC[{TDiEM (AddRow) ]
27V 7 LT, AvE—VOEELEMNTLT 7L — FaBR L%
D

Note T4V RO MU DBHIBRSA TV RN 2R LET
([A v E—TDFFE (Message Language) 1 % [T 7 4/V &
(Default) JIZRXAE) o 7 74N b N DAY AT
T — MIEETEET,
A v —VDOFFEIL, ROVTVATET 74V M ERBRINET,
« AyE—VOFER, MoWET L — =2 b TRIRLESEE
LR DGE,
c AvE—VOFEN, BTA—NT—FU oA THR— IR TV
WA
cBIA—NT = T2 A BA =V OFHEEBRHTERVEGA,
c AvE—UONE (4 LA 2350 A MR TH L HE.

AR OF (FEFEED A v —VIEHEEOBLEEE A v —TU 555
L\m®§%®TAT®X/ﬁ VITIT T GEOIRIEE L X v — DB kG
T2) ZRETIHHAS., BT L — b OT—TNFIRO L ST £
j‘o

Message Language Template
RiBEE [zh-cn] v ||| bounce_chinese r

Default ¥ ||| bounce_english T

Ao —UHORNHEE, BELUEET ORAEFRITREZEET 2 L
bTEET,

BEZEA Yy 2—
T MiEE (Send
Delay Warning
M essages)
IND U RFEDZE
EDEE

(Specify
Recipient for
Bounces)

AvE—UDONRT U REL L TTF 740 hOyRa—7FEEET FL A
T3 BIO7 RLRIZTAZ LN TEET,

IL—T4 /7%;6@31::%& EDERTE .



. N—F N R Estatus ATV K

L—T 1 VI B UERIEKEDRE |

INYURBLUE
EAYEZ—I~D
DomainKeys E 4

DFEMA (Use
DomainKeys
signing for bounce
and delay

messages)

N A A yE—=VBRIONRIEA v —YOFEAL AT % DomainKeys
7T 7 A NAEERTE £9, DomainKeys DFFAMIZ-2U Tl DomainKeys
& DKIM @Gk 2 2 L T< 12 a0,

Fa— Ve
(Global

Settings)
INLDEEFITIICIE. NV XFTBT74)L (BounceProfiles) | R—S D [FB—/\)L
REZRE (Edit Global Settings) ] o #=ERTHh, £=ECLIT bounceconfig A<

UREFEALTTFIAILEDAY R JATJ7MILERELET,

BETRERR b E
)49 BHET
DI DFFHEEFE

() Unitial
number of seconds
towait before
retrying an
unreachable
host)

VAT MEHER AR R A b~ AT £
P B, 77 L i 60 BT

EEFEERR FD
RAHAHFATHE
f@ (Max interval
allowed between
retriesto an
unreachable
host)

VAT ANBEARAREIR R A h~OFRIT 2% T DRI, T 7 40
& 3,600 B (1B T3, AR RRE T2 LTWATZDIZEE DN &)
WCRINT % &, HRITEOR/IETRG L, ¥ 7 LIz A Mxtd 2
ZOHOFFRATTIE, MREZR~AIEIXZL TWEET, KT, ZOKK
Wz 720 F9,

N—FKI/INDREstatus AT R

IN=RART VAR =V OERPA =T NVDGEA
N RN VAR = UPVERS D T2 NT

B A—NT— T oA TERAEHD
status 33 & O status detail =~ > ROWD T 7

YEADPHEZTNEET,

Counters:

Reset Uptime Lifetime|

Receiving

Messages Received 0 0 0
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horE—2ay KOVABEUSMIP L— kDA vt—S 7408 75va> ||

Recipients Received 0 0 0

Gen. Bounce Recipients 0 0 0

FEAZOWTIE, TCLIWC L AEEBLOE=X ) 7| OEEZSRLTIEIVN, N— KA
TUA A=V DERNT 48 —TNVDOGE. ZEFTHN—FK AT UAREALTEH, 2
NHOAT I ENLE L A,

Note

a3y

Avk—vzrRua—7SOxrXa—7%EET FLAX, AvyE—Y~y X —>0 [From:]
EFR72 0 9, AsyncOS Tk, N—F R U2 XA yb—VhkzoRXu—7%EHET KL A
EIFRRDETFA—N T FLARIZEETHEIICHETEET,

INOUZABELUSMIP L— FDAYE— T4 LR 7O 3y

SMTP L — h= o B TEBLIORRA = T4 E T vaid, Bonk—varn_"yy
ADFERE L TEFA—NT = U oA TERSNIZSMIP N U AR =V DN—T 4
JIEEASNEYA, BFA AT U2 ThNE—2 a3 RV RA A vk —U0
ZEENDE, TORA =YD X —TEEFEHICEET HSMIP AT AR v =0
ERENET, ZOHE, BTA—NT— MU oA TEEBRICA v E—UDRERIND =0,
VL —HIZHASINTEA v E—VIZEH I DT XTO SMTP V— MIEH I ERE A,

N TOTJ74 LD

INH2O0DHITIR, BB AT T A RTA—=2RNMEREINET,

Table6:15) 1: /N9 VX TAT7A )L IS A—4

ING A—4 [l
e KT TE# (Max number of retries) 2
F 2 — D KEEH (7))  (Maximum number of seconds in queue) 259,200 B> (72 FFfE])

HRIT T 5 F copmlg KERE ()  (Initial number of seconds before | 60 #
retrying)

HaTT 5 F TORKREER (7))  (Max number of seconds to wait | 60 F5
before retrying)

Bl Tk, ZEHE~OERYOEREIZ. t=0 TETINET, ZUT. AvE—VRE AL
PR A ITHRASHESR T, 7740 FOYIEFERITRHIL 60 D TH D720, Hh)
DFFRATIIN 1 3% O t=60 TETSNEY, BRITHRIFRE S ET, BRITHRIT. &
KFAITHIRCTH D 60 BAMH L TRESNET, D7D, 2EDOFRITIE, t=49 120
THEITENET, RRFRITEEII2 TH D720, ZOFRITOERICZEDZFEED N— R A
TUA R E—UNERENET,
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Table 7: 51 2: INO VR TFRT7 AL IS A—4

INT A=A &
AR FEAITIEEL (Max number of retries) 100

¥ 2 — DR AFH (7))  (Maximum number of seconds in queue) 100 £
BT 9 2 £ TCOMER KRR ()  (Initial number of seconds before retrying) 60 £
BT T 2 £ CORRMFHRFM (7))  (Max number of seconds to wait before retrying) | 120 ¥

B2 TliX, HPOBEUEIXt=0, HAOFHRITIZt=60 TEITSINET, 2EHDEAME (t=120
TRAETDHIICATVa—L) OERNICA vy E—UBA— R AT 2ESNET, R85,
ZORFSTX 2 —NTORKEFEITH S 100 BZ2EEmL TWA 72D TY,

BEEAT—2 @M

VAT AL THERENDNT VA Ay =V, T 74/ N TEIN—FE YT FORHD
/317 2 A C Delivery Status Notification (DSN; Bf§ 27— & A@%n) &2 HEH L 3, DSN

%, RFC 1894 (http://www.faqs.org/rfcs/tfc1894.html 2 ) CTHEIN TWAHEXTHY |

(A t—=2% 1 NBLEDOZEFITEE Lo & EOFEREZ LAR— M T 5729012, Message Transfer
Agent (MTA; A v — Ve —V =2 b)) FRTETHRA—N F— T =A THEATE

5 MIME 27 Y 24 T 2EFR] LES, 7740 b TR BREAT—F Z@HZITRAE
AT —H ZADMH, BLORA vE—VDP A XB10k LY b/ASWDHRIZTEOR v —UNE
FNET, AvE—UV A X110k LY b REWVGE, BEAT—F ZA@MIE, A vt—
ANy H—DHBNEENET, AvE—Y Ny X =R 10k ZB2 5T, BEAT—H# A
WA TN A= TONET, DSNICI0kE D b REVWA v E—Y (A vE—
UoNy =) BEDDHYATE. bounceconfig =< > K max_bounce copy /X7 A — X & T
FET (ZONRTFA—HFICLINLORFMTEET) |

EBEZELEA YE—D

VAT ATEMREIND B A ~&— (Time in Queue Message) ] T, DSN M3t A
ENET, TIANVENRTA—REERTHITIE, [Fy hT—72 (Network) ] A ==—@ [\
7 A7a 7 7 A )L (Bounce Profiles) ]~—3 (F72iL bounceconfig =~ > R) %A L T,
BEFEDNT 2T 0T 7 A NVERRET DDHHIAER L, LLFONRT A—=2DF 7 5V Mz
EHELET,

« BIEES A v —UNEE SN D E/DHEME,  (The minimum interval between sending delay
warning messages.)

o PBIEEIE X » 2 — UNIRE SNDZEEHT2V O KE, (The maximum number of delay
warning messages to send per recipient.)

BEZEAYE—ULN—FKNAH IR

[3F = — CTORKAFFRFR (Maximum Timein Queue) |#%/E & [BIEEE X v — Di%{F (Send
Delay Warning Messages) | O fe/IMHIFRRR E O W 7 % IEH I/ SWIRFRICERE LB a1, R

B 7 B L URERREDEE
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FLLm oz 7a 71 Lok |

Ay —VITR LTRSS & — R AT U ZADM TG Z BRI ET 5 Z ERARETY, R
A TE, BEEEA v E—VOREEZA X —T VT H5EIE. ZhODOREDT 7 4/ ME
ARONREE LTHEMT 2 Z & 2R L9,

SHIZ, BIA—NAT =PV 2 IZ Ko TERSNDIEBRELE A v b —VB LAY XAy
T—=UF, PR KRTIS 3BIET 528D Y £7,

HLLWVANY R O 74 IILDER

WOHFITIX, [NV A7 1757 AL (Bounce Profiles) | ~<— %4 L T, bounceprl &\ 9
BRIDNT AT T 7 A NVIPMERINET, ZO7r 77 A LTiE, "—RKAT U 2EZR
72T _RTCORA v E—UBMUET KL AT D bounce-mailbox@example.com [Zi5(5 SV E T,
BIEEE A o —VIFA X —T NV T, ZEHEHVEEA v E—UN1I>HESNET, &
HA Y=V HOT 7 0 MELE 4 R (14400 7)) T

ESPERENS

« T T FNEDNRT AR T T 7 A ILORRE, on page 41
* minimalist /X7 > A 7 11 7 7 A )LD, on page 41

TFTIFILEDINNHUR TO7 74 ILDIRE

NYURATaT 7 ANERET DI, NV A TR T 7ANDY XA NTLARTEZZ Y v 7 L
£T, TIANVIORNTG AT Ty ANVEREST DI ELTEET, ZOBITIE, 7741
}‘ 7°T3 77/])/1/7%?,fﬁ$ LT\ maximum number of seconds to wait before retrying unreachable

nosts % 3600 (1 FFfE) 256 10800 (3 BFfE) 2L £,

minimalist /\™9 > X 7O 277 4 )LD

WOFEITIE, minimalist & WO LRTONRT R Fa 77 A ARERENEST, ZOFa 774
NTIHE, AvE—URANT 2305 EXICHERITEINT (R KRERITEE 0) . BT
FAET DIRKIFFRIDESNE T, "R AT RA Ay E—VFT48—7 LT, V7
kN AT S NE AL

JRF—AD/INHR TAT7A4ILDER

NG URATa T 7 A NVEEMRLIZS, [y U —2 (Network) 1>[Y A7F— (Listeners) ]
~N—VEld listenerconfig A~ FEHI LT, 2O 077 A% ) AT —|THHT
TET,

WOFITIL, bounceprl 7' 1 7 7 A /L3 OutgoingMail Y A F—|Z#H S hvE 7,
ZOKRT, BEFA—N T =MV oA OREIFTRDO LI FT,

I =71 vissvmEsEoxt I}
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Figure 5: 754 R—k YRF—~DNI VR TAT7 A IILDEA

Public Listener: InboundMail
Host Access Table (HAT):

WHITELTST: $TRUSTED Note: This public listener remains
unchanged.

BLACKLIST: $BLOCKED

SUSPECTLIST: $ THROTTLED

UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCEPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname .com ACCEPT
ALL REJECT

‘ 1P interface: PublicNet (e.g. 102.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

T Ethernet interface: Data 1 ’7

| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OuthoundMail
Host Access Table (HAT):

RELAYLIST: $RELAYED

ALL: $BLOCKED This listener was modified to use a
bounce profile named bouncepri.
Hard bounces are sent to the address:
Default sender domain: example.com| pounce-mailbox@example.con.

Received: header: DISABLED

Masquerading:

@.example.com @example.com

SEEFIEIC KL DEF A —ILEEDEHE

REOBEBFA—NVBREHRCTEEIND L, ZEHFRAALCTRIENELDLZERHY £7,
AsyncOS Tlx, BT A—NT— U = A THEHRESEF A —VT— MU = A T R A
AUBICEHEENDIA v —VEAEEETHZEICLY, A v r—VREEHEMCERTX £
ﬁ—o

EEd =y o — ke (GUI Tl [A—/LR Y 2— (Mail Policies) > [X{Ec=v bro—
(Destination Controls) ], CLI Ciddestconfig 2~ > R) ZfHT 2L, WOEAZHIEITE £
hd‘o

» L'— IR, on page 43
» TLS, on page 43

B 7 B L URERREDEE
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L—rsiR [

« /N7 AFRGE, on page 43
« N A 717 7 A/ (Bounce Profile) , on page 43

L— kIR

o [[FIRFEE%¢ (Concurrent Connections) | : U E— FFRAX MIM L TEFA—NAVT—F T =A
MBI Z D &3 D RN

[T OEKA vE—% (Maximum Messages Per Connection) | : & A — /L7 —
T = A D LW A BRI T DR, 2008 RAA VTEET DA vE— V%,

 [32{5# (Recipients) |: B A—/N7— b U oA PREDOHWIRIZFFED Y £— R A MT
*FLCEET D AEEH

o [HIER (Limits) ]: %8562 &, BLOMGA A M TRz, HllRZwEA T 5 Hik

TLS

e UE— b ARA MIXT D TLS#:#i4% A, AlRE, SHDOWTIUZT 57 (TLS OEEE, on
page 472 M) .

s TLS B 72 Y E— h AR A MIH L TA v E—U0EE 3D & X2, TLS x T
T—2a URRBMLIEGAEILT 7 — 2R ET L0 E 90, U, AL CHALTIEZR
. Fa—RRBmETT,

e UE— b RA MIHT DT XTORIE TLS ##5i THEHT 2 TLS iEHEDEI Y 24T,

INT) U RREE
e N UARGEEFA LT, 7 RVRA XX T HEITTHNE DN (N7 ZHGE, on page
5222

N 2R AT 74)L (Bounce Profile)

HEEDVE— FHRANMIH LTETFA—NT— Tz TEHEINIZ A AT a7 74
W (TT7HN DR AT T 7 AVE, [Fy hT—2 (Network) >[N >R 71
7 74 /L (Bounce Profiles) ] X—Y CHELET) .

RIBED RAAL ANHT 27 740V PREZHIET 52 &b TEET,

EEEHE
« A—NEUEIHEHT 5 A v ¥ —7 = A4 ADOPE, on page 44
« 7 7 4V~ OEMEHIBR, on page 44
« EE0a s b r—/L D, on page 44
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B 1 rmeeEmyso8—Tz1z0%RE

A—ILEEICERT S A2 —T 24 ADRE

HIiA 2= A A% deliveryconfig 2 < K, A v— 7 4% (alt-src-host) . F
TR — b = A 2 L THRE L2WEaIE. A % —7 = A Z1E AsyncOS /L—
T AT T ML TRIRENE T, AN, THSE) 2%RT 25 L AsyncOSIZ k-
TERENET,

PRIk D LB T, B—I N T LRI, AV F—T A ADRy NN AT A F—
TxAADIPT RLAZHEATHZ L Tl#BlEnEd, Ebbb, [fy bV —27 (Network) ]
>[A 5 —7xA A (Interfaces) ] ~X— I FE721F interfaceconfig A< REFEHALT (D
VWIET AT ADE Y N7 v 7 RIC) REINET, 7 RUAEMPELLGEX,. L0 BEW
Exy b AZBMERESNET, 5EEN T —DLOBE . Ny MIEdRa—h A v F—
Tz ARBETREEINET,

RSN T — DN TIERWEE, X7y MIT 74V bor—% ([Fy U —2 (Network) ]>
[V—T 4> 7 (Routing) ] X—TF721F setgateway I~ REMFH L CEE) Tk L TEE
SNEt, TIHNALEFA—FZDOIPT RLA TR —H LTy, HhA v —T =4 AL, v—
HINVT RVADH A F—T 24 ADBRPNV— VIS TRED £9, 72 & XL, AsyncOS
T, 774NV B A—FDIPT RLABRFEN TN TR EENLRIPT RLABLUFR Y b
YA PRI NET,

N—T 4 7 T—TNE, [*y hT—2 (Network) [>[/b—7 4 > 7 (Routing) |<— (F
72% routeconfig A~ r) ={#EH L’C%’i‘fﬁﬁéﬂiﬁ”o N—T 4T ?‘—7/1/’C#ﬁw9‘ﬂ5i~\/
MU, T740 M — b0 BEBEINET, L— FBREERNICR 21T E, BRENEL
nET,

T 74 )L ~DOEMEFHIR

G RAA T LI, HHOBREX 2—03HV £, 20D, FAA LT LiZhx DR
Rppfehl B ([X{5c= > b r—/b (Destination Controls) |17 —7/VCHRE) bV ET, &5
2, [EESE = b r—/L (Destination Controls) ]7 —7 /L CTEAKRHITR IV THVRN—ED N
AL ZEIE, T=TNVTRELEO 17740~ (Default) | HIBRAEEH L £,

EEL£a FO—)LDOFEHA

GUI C[A—/VAR Y 2r— (Mail Policies) ]>[£{§%c = kv —/ L (Destination Controls) ]-<—
¥, 721X CLI Tdesteconfig =~ REMAH LT, EELE=a hr—nx MY 2B,
£, BIOHIBRL 7,

ESPEREY=]

IP 7 RL A /N— 9 OFEEE, on page 45

o FAAL THRT D8, A v b—T 0 ZIEFHFOEDEPL, on page 45
« TLS O, on page 47

« N ARRES X 7 OEEE, on page 47

« N7 U ADEEE, on page 48

B 7 B L URERREDEE
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P7 LR i—varvoaE ||

B LWEEHa b —/L = U DB, on page 48
o SRR E DA AR — FEB X WT 7 AR — |, on page 48
« 58 5Hl4# & CLI, on page 52

P7RLAN—Da DEE

RAAL G THIP T RLADAR—V 3 VERETCEET, BFA—NTF—FT A
IA v —Fy b 7r halr—Ya 4 (IPvd) BIOA U H—X% vy b7 hbalr—Ug
> (IPv6) O FEFEHLET, BT A—NT = TV =2A DY AT —%T7 v haLombEz
L1 2OONRN=2a UEEATLLIICHETEET,

IPv4 FE 721X IPv6 (2t LT [WZH (Required) |REZIEELIZGE. EFA—NAT— U= A
ITHRESNTZNN—Ta D7 RLAEBH LT RAAL v~z rIvm=—Ta v LET,
RAALUNIPT RLAON—=V g U EBEDRWGS, BT A —/MTEEINETA, IPv4 F
721X IPv6 @ [HELE (Preferred) |iREZHELT-HE. BT A — VT — MU = A IR E
ENTNR—=Ta D7 FLRAZBHA LT RAL VDG ER T — a0 L, YORL
NEIFERRE TR WG RIIMIZ 7 +— Ny 7 LET,

AL VST DR, AvtE—Y ZEBFOHOERE

TTIA TV ATETA—NERETAHEEGHIRETLZ LKV, EBFA—NT—b U= A
MODEA—NEWH VE—FFEANCHEDHANIZ NV—T"7 =7 P — NIZARD DD 1
Wk oIz TcEET,

RAAL L ZTEIC, FEOHMIZV AT ATHIB LWL 21T 286, BEAvE—Y, ZE
FORKBEEEV Y THZENMTEET, 20 17y KR4~ T—TWE, #Ek=a b
7 —/LRERE ([ A —/V7R U — (Mail Policies) ]>[1%{g5c =2 h o —/1 (Destination Controls) ].

E destconfig A< K (LLai D> setgoodtable ¥ R) ) ZEHLTERLET, KA
AR ERET DL, ROWLEHENLET,

domain.com

Ep

.domain.com

Z O EMFHT S & AsyncOS T sample.server.domain.com M X 5 72 %7 K A A DL

A b=V ERETE L9200 4, FFMRY T RAAL T RURAZERNC AT %4
BiIH A,

Hefgi, A vbE—v ZEFEIZOVWTL, EET HHIBR2A Virtual Gateway 7 R LA & 2 AT 4
BEOELHICH L THHASINDDONEFELET, (Virtual Gateway 7 K L AHIRTIX, 1P
AVE—=T oA AT L ORIREFREZEHELET, VAT ARKOHIRTIX, EFA—LT—
N A THFAI SN DR D GFHEEEH L ET, )

Fro, EFRULHIRS RA L U ARICEA SN D0 E I ERELET,

Note

BAEDT AT T 74V M. FAAL U HT20 500 #E, #5iH-0 50 A vEv— T3,
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B 1 imvans 2ve—v. 2EEOROEE

IRHDEIZHOWTIE, ROKXTHHAL E7,

Table 8: [%{E5c 0 > kO —JL (Destination Controls) ]5— 7L MD1&

J4—ILF SR BA

[ RE R e BT A—NT = U2 H o TEEDHT A M L TITh D R EERD
(Concurrent BRE, (RAAL T, NIV —T 92T DRA NEEGH5 LN TE
Connections) 7, )

efotdo T2 ) O | B LWERE BB SN D £ TIZ, BFA—AT— MU = A DDRFEDR A b
KAy E—=VH|ITRHT DR -FEEERICH LTSNS A vE—YORKE,

(Maximum
Messages Per
Connection)
ZfE&E FEEOHIRINIZHTF A SN D ZEE ORKE, [72L (None) ]I, Hi%Z KA

(Recipients) A UNIH LT, REEOHIRB 2N L 2R L ET,

B AN — T A BZEFOREHRZ D/ (1~607%) ., #

Mz [0) Z2¥ETDHE. ZOKERT 4 B—T7 M7 7,

Note ZIEHERIBRELEFTDHE, T TR 2a—NICHDITRITORA vE—
ORIy hERET, BT AT — U AT,
B LWEZEEHIBIZESWTA v =V E LT,

il R o> 3 HIRRDS B A A o 2RIEM Gafl) ShonE 2 hefEELET,

Lﬁﬁ? S OWEE. B A v T— . BEHEOHBRTE ST
PR > AT AR L 4 Virtual Gateway 7 KL ADO E LB IS O
IR LT

Note IP7 FLADIZN—=TZFELThH, TS — U= A ZREL
TWRWEAIE, (8T — h Y = oA T EICEHBIBRZ 3 E L 72w
TS, ZOoREF, REF— by = A ZEHT2 L 91T
ESINTV AT LORENGIZLTWET, KIEF— oA D
BEFIENZ DWW TIL, Virtual Gateway™ 7 7 / v P — & H L TF
NTDORA SN AL L TOWED A=V 7 — T =4, on
page 60 B L TS ZE W,
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TLS D EHE

\}

nsozz |

Note

il FR 23 Virtual Gateway 7 R LA Z EZHA SN HGATH. VAT A2KOHIRZ (A7 —
7 = A O TR LT {E% Virtual Gateway DHIfRIZEET D Z LI L > T, VAT ALK
[REZhEMICEETEET, L2, 400FEFS— MV oA 7T RUADREEINTWNT,
KA A Y yahoo.com (2% LT 100 & W %< ORIRER 2 BN L 51T 512, (KA — b
7 = A OflIR % R 25 IZRE L £ 7,

delivernow A< R&ETXTD KA A %t L/Tiﬁt'ﬂ‘%) L. destconfig A~ ]\Tlﬁﬂfﬂéﬂ
TWLTRTOAT 2Ny hSLET,

N A A L B[ T Transport Layer Security (TLS; 7 VAR — gtXx=2U74) ZRETDHZ
b TEFET, WA (Required) [FXENEESNTHE, BFA—NT == DY ZAF—
MDD RAAL L OMTACK LT TLS #Efe Ak A v m— SN ET, XA T— 9 URET
5L, BFA—MIZOER AT L THESNER A, FEICOWTIE, BUEHRFD TLS I &
UREERGEO A EZZ L T 7230,

TLS Bt N B RAA VNI A v =V ZEET HERIC TLS X v = — a UK L7255
B BITANT =NV ANT T NEEETHINEIDEEFETCEET, 77— K Ay
T UIIERR LI TLS R A m—2a VDS RAAL VARG ENET, ETA—NT—
N zAX, VAT LT 7= DAL TOEERREL VT T—NaZETHELOREIN
T RTCOZEHFIT T— M Ay E—VEFELET, GUID [V AT LEH (System
Administration) ]>[7 77—k (Alerts) ]— (F721% CLI @ alertconfig =2~ > F) Zf#H L
T7 79— hOZEEEZEHTEET,

TLS#fE T 7 — b & A X —7 /W HITiE, [1BF%E = k= —/ 1 (Destination Controls) ]~~—
TO [V a—)VERE E i (Edit Global Settings) ] % 2 U » 7 %7213 destconfig -> setup 7
vy FEEALET, it RALSCEETERLS, Fa— UARRETT, BT AL
TF= MUz A BREEZFEITLIZA v =V DFRITONTIEL, [E=% (Monitor) ]>[A vt —
U hTvF¥ T (Message Tracking) | X—YFERiFA— a2 FEHLET,
FTARTORIE TLS el AT 2Rt ELIRET 2 LENH Y £F, [EfEk=r hr—n
(Destination Controls) ]-~~— D [/ = — LVERE ZfmbE (Edit Global Settings) ] % 7213 destconfig
>setup V7 A~ R LT, SEAELZHEE L 3, SEHZEORGFIEIZ VLT, GEY
ZOFEHEZSRLTIEIN,

T T— OB ONTIE, (VAT LAEH | OEZBBL TSN,

NIRRT DEE

EEEND AT Y ARFED X X2 TPTONDNE I DEFETEEY, 7740 b
WXL THRETSIZE D, FEDOSEICKILTIETHAZ L TEET, YAaTHE, 774
L MR LT Y V ARRGER A 32— T WS LT, BRI 72 BRabxge & LT LW sEde & 1E
5 Z L ARHELEL E9, FEHICOWTIE, /ST 2 ARRGE, on page S22 ML T E X0,
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B vzoss

N ZADER

FLLEEEXRD Y

ATy I
ATy T2
ATFvT3

5SS HI IR TE D A

L—T 1 VI B UERIEKEDRE |

UE—FRRMIBUET 2HROZEHE OB LR TE L7217 TR, 2O AL TS
NHENRDUATa Ty ANVERETDHIELTEET, BETDHE, AU A TR T 7 AL
L destconfig 2~ RO SFEHDON T LMIFRRENET, NV AT 0T 7 A )VEFRE LR
BElE, 774N RO AT Ty A APMERINET, FECOWTIE, HiLny
A 77 7 A IVONERL, on page 41 B L T X0,

kOo—)L T2 Y DEM

Procedure

[£1Z 52 DE00 (Add Destination) 1227 VU v 27 L%,
TRV ERELET,
EHEZFEL, IRMFLETS

VR—=FBEUVTY XK=

BEDORAA LV EFERLTCHDLEAE, TXTORAL L O%REEary fa—Lxz M) &2F
BTOIH—OREZT 7 ANVEEKRLT, ETA—NT— b T2V FR—FNTEES, FHE
77 A NVOIERIL, WindowsINIGRE T 7 AV EBRTNWET, RAL L DNRFIA=F Tk V3
NZFEEDBRN, B va Bl LT RASVANMERIENE T, e xiE, B Va4
[example.com] %‘f’fﬁm L/T\ KA 4’ Vexample.com @/\Oi)l —X 7557‘/1/“70@: Ljﬁjﬂo E%éﬂ
RNTRTONFGA—=ZE, T 74NV OEELEa s ha— L MLk ET, 7
TAN NORETEay ha— L N DONRT A= EERT DHITIE, BREZ 7 A M (F7+
Uk (DEFAULT) ] B a v EEDET,

RET7ANEA R — T DHE, BIA—NT— b V= DXEFHLa he—Lz NI R
FTRCEEXINET, 2L, REZ 7 AV (F740 b (oEFRULT) | B Y a UREEN
TWRWEAE, T 740 by M EEESREYA, TOMTRTOBGFOREL= > b
n—/L =2 Y FHIBRSNE T,

RET7ANVTIE, FALATH L TRONRT A—=FZERTEET, (F74/ b (DEFAULT) ]
T 7 ¥ g VIZid vounce profile /X7 A —H RS TRTDONT A —=FPLETT,
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semmsEns vRi—rsrvzszf—+ [}

Table 3: 3515520 FO—LEET 71 ILD/INF A —4

NS A—HBZ

B

ip sort pref

RAALATKILTA v Z—Fy b bar =Yg VERELET,
ROWTINDOMEZE AT LET,

+ IPv6 [Preferred] D& O pREFER V6

+ IPv6 [Required] D¥5{ D REQUIRE v6

« IPv4 [Preferred| DI35H D pREFER V4

* IPv4 [Required] DA D REQUIRE v4

max_host_concurrency

WA=V T = U = A2 L > TREDRA ML TIThh 5 F{EH:
Tt O B KK

RAAL NI L TIDNRNT A—FEERT HHEITE, linit type B X
[0} limit apply INT A —H %E%ﬁ—éﬂ\gﬁ‘% ) iﬁ‘o

ex messages per comnection

BLWVEERD PR SN D ETIZ, BFA—NAT— T =A DOREDR
A M 2 =R EHRHIT L TR S0 A v B— Y DR K,

recipient minutes

B A—NT— T oA DZEZOBEEH A58 (1 ~60%) . %
FBEAREZEA LR2WEIICT 561, REEOETFICLET,

recipient limit

FEEOBIFINICEF I SN DZEHE ORI, ZEEHIREZEH L X
T DHEIF. RERDEFICLET,

RAAL K LTI DONRTG A—Z ZEFKT DA 1L, recipient minutes,
limit type. BT limit apply T A= B ERTIVLENRDHY 7,

limit type

FIBS RAAL VEIEEZD RAL VNHREINTHEA—VHIP T R
LADELLIZHEA SN 200 EEELET,

RONTNDNOEZAT LET,

¢ 0 (F721% host) : I\%/f‘/@%é}
o1 (£7-13 Mx1P) : A—JLEHLIP 7 R L 2ADEE

limit apply

HIBRAS o AT AAfR & 4 Virtual Gateway 7 KL A0 85 525 S
LO0ERELET,

ROWVTNNDEEAT LET,

¢ 0 (F721% system) : VAT ABRKDOLE
*1 (£721% ve) : Virtual Gateway D5

bounce validation

N UARRET RVA XX Tt AT 0 E I aEELET,
WOWTNHOEE AN LET,

0 (E721X off)
e 1 (¥721% on)
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B exsnmscos k- rsLuTs K-k

INSA—H % ERBA

table tls RAAL LD TLS REEMELET, M ONTIE, BUERFD TLS 35
K OGEAERGEOAMEE SR L T &V,
WOWTNHOEE A LET,

0 (71T org)
o1 (FE7/2iZon) [HEEE (Preferred) | OBH

/
/
/
/

2 (i 7=1x required) FLZ\ZE (Required) i O)%/El\

*3 (E72lT on veriry) [HELE (RRAE)  (Preferred (Verify)) | D3
PN
=

o4 (jf 7’:’_ ﬂi require_verify) : rLlZ\?,E: (@EE) (Required(Verify)) ]
DEE

LFEINTIE, RLFLNLFOXFNTH Y £ A,

bounce profile ERHT DT R a7 7 A VDA, 5740~ (DEFAULT) ] PE[E 5T
arvbhr— Ty ) TIEATEERA,

send_tls_req alert |WMZAM TLS #ERN KRN LT-GEICT 7 — M EEET N E S D,
WOWTNNDOEE AT LET,

°* 0 (F7=iL off)

*1 (F721% on)
INF T e— N VERETHY ., [T 74/ 5 (DEFAULT) | &5k
fe—L = b)Y CORMEHTE X,

certificate A TLS B CEA SN AFEAE, ZudZ7a— A ETHY ., 7
74 b (DEFAULT) 1 IE(Ed2 v ba— L2 MY CORMERTE E7,

Note FEAEZEE L R2WGAIE. TEOEHEFENIEID Y ToE
T, TEOMRAFELMLHT D Z LTt F a7 TTRnizo,
WE OMFIITHERETE A,

N A A  examplel.com, example2.com, 3L T 7 4/ hDEEEa L he—/L = M O]
EWRITRLET,

[DEFAULT]

ip sort pref = PREFER V6
max_host_concurrency = 500

max messages per connection = 50
recipient minutes = 60

recipient limit = 300

limit type = host

limit apply = VG
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| v—F1o9BLUREREDRE

semmsEns vRi—rsrvzszf—+ [}

table tls = off

bounce validation = 0
send_tls req alert = 0
certificate = example.com
[examplel.com]

ip sort pref = PREFER V6
recipient minutes = 60
recipient limit = 100
table tls = require verify
limit_apply = VG

bounce profile = tls failed
limit _type = host
[example2.com]

table tls = on

bounce profile = tls failed

FFEOHFITIX, examplel.com 35 X O example2.com ([Z DWW TR DEFE=a > hr—L = Y

WERSNET,

examplel.com

IP Address Preference: IPv6 Preferred

Maximum messages per connection: 50

Rate Limiting:

500 concurrent connections

100 recipients per 60 minutes

Limits applied to entire domain, across all virtual gateways

TLS: Required (Verify)

Bounce Profile: tls failed

example?2.com

IP Address Preference: IPv6 Preferred
Maximum messages per connection: Default

Rate Limiting: Default
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TLS: Preferred

Bounce Profile: tls failed

[iXf§5c= > h m—/L (Destination Controls) ]“X—D[7—7 /DA »/R— k (Import Table) ]
NG VN S el e destconfig -> import ¥ REFHRALCT, BEZ 74 VvEL v FR—FLE
9, [BfESc = hr—/L (Destination Controls) ]-X— D [T —7 /v Dx 7 A7R"—  (Export
Table) ]735 V. FT-lE destconfig -> export 2~¥ o REMEH L T, BEkLa br—n1
FMUVZINI 7 7 A NMIZTAR— b THZEHLTEET, T AR—FINTZINI 7 7 A LIT
X (F740 b (Default) | RAAL VEBT L MY EEFENTHET,

CLI T destconfig =~ FEMEH LT, #Ek=ar hr— L = M ZRETEET, Z0=
<> FIZ2WTlE, [CLI Reference Guide for AsyncOS for Cisco Secure Email Gateway] % % [#
LTL7EENY,

INTD 2 RFREE

(R Ay —1F, ZEMOMIAICL > TEEENDIHLWA v =TT, TOE
FA=NOZ R —=TREERF LT N0 —TZEFEE L TESNET, 2oy s
AlE, LD A v —UPNEUE AR AR/ & 21T (BAFIX, ZEET RLABFELRWZD) |
HEEIFZEOT R o—7%EFE (MAILFROM:<>) TR —FZEHICEDEINET,

ANLEEEFZ, BoT bz E LIV VAR BICLDEFA—NA LT TANTI I T ¥
SNOBBELZEFTETHOLTNET, TOXIREEL, RMOEYRA =L P —NZEoT
EEEIND, KRNI VAR vE— 2o T ThivET, EARIC, A SAREHEDMER
THTREATEH, A—7 VL —BLIWQN Vv 2y hT—27&2RHBLTEEIER A
A TR D H LT FL A (R —TZEH) ICETA—NAEFEELET, 20
LA vE—UTIE, o X —TREFEDBEINDGTLD, ANATESR FAL VD
EEINELIICALET (24X Moejob (Va—var) | LLMEENET) .

WIZ, BRhler "a—FZEHFICLDHDERETFA— NI LI, ZERMOA— LY=L
THLWEFA—L (R R A vE—) DERSH, —HICEFER AL (mrXo—
TIREET RUANMEBESNIZ RAAL V) OFEFA—NVEEELICHEINE T, ZORE.
DX —= N RAL T, [RRoTsieBNiBE SN RN U AEZELET, 2D
NYUA X y—=VF, HEFTCLBESZENHV T, 20X 570 DoSHEIZL Y,
BIA—NALVTITARNT I FXYNE T LT, =7 v EBIENRRES A —NVOEZEELT
e /I

RO T A FRE LTo /T o ARV T 5728, AsyncOS (21X [NV A FRFE (Bounce
Verification) | WHBE SN TWET, /A X—T/WIZTDHE, NTUARFEIZE > T, ZDE
A= NTF = T2 APOEEENTEA v =YD R —FREET FLRAZE 7RIS
NEF, KIS, BEFA—NAVT =PV TRELIEAY A ARA =D T, mo_Xn—7%(F
FIZZDETPMFNTWENEIDPNT =y 7 ENET, ELRART R (ZOF THfFNT

B 71 VB L UEREHREDS



| v—F4 v B&VEREREDSE
mE . axvsenyozii [

W5) Thiu, 27PN S TEEINET, 7B TNRNAAT R X yB—UF,
BIOME 1T 2 7,

N ARGEZER LT, BEA—VICESWTERNAY VA Ay -V BEHETEET, &
?7‘ — T = U = A TEEA—IMZEDWTRENT R B2 AT D HIEOHIEIZ DWW T
I, NT A LB TF A —/VOMPE, onpage 322 B L T 7230,

ESPEREY=]

o MEE . X X7 LNy U ARG, on page 53
e N UARGEEEA L T AT VA A yt— 2 h—L%BiIE, on page 55
A TIRLDNRY U ASTE A v =Y DOAERZIT AL, on page 54

BME: ax 7N VR

N ANGGE R A H— T VT BIA—NEZERETDLE, BFA—NT = U AIZXD,
Ay—VDxTrNn— 7%@%7hvx#%%@z%hi¢ot&zi\Mmummm
joe@example.com 7% MAIL FROM: prvs=joe=123ABCDEFG@example.com {2725 & LET, D
Bl 123... LWV O XFINE, INY U ARGREY 7] THY | B A—T— %W:%’iof
BESND LTI, moNn—TEEHCBNESNET, ZOZ7E, N ARGERE T
FINTFXF—ZHL TEKRINET (F—DFREICHOWTIE, N U AREET R I/X@ﬁﬂ'r
7 % —, onpage 54% B L TL f:éb\) o TDAYE=UNNRNYLRATHE NYUAN
DT _Rua—TZEHT FLRICEEILZONNY  AREEY I aENET,

T 74N TIEV AT ABIR TR VU ARGEY X0 7oA X —T NV ETET 4 =TI TE
FT, BFED RAAL NTH L TR ARREY X2 T2 A F—T NV EIET 4 =7 M2t 5
ZELTEFET, FEALEDYE, TNV RTA =T ML TEE, BT LK R
A A & [BEH 2 e — b (Destination Controls) | 7 — 7 /MZHIZE L £9 (EKEFka b
7 —/LOff , on page 44% M)

A=V HZTFREDT RLARTTIZEENTWAEAIL, AloX FRnBmEnEti
(%%%—w& R AWBNRT AR =% DMZNDETF A —/L7— b = A ZEYE
T5%55) .

BEEIER

« EENT A A v — U OB on page 53
e NV ARRRET RV AD X X7 % —, on page 54

BENDVR AytE—0NIE

BN Z TR EENTOWDONAY CRFEME S NET, Z 7 DBHIBRS L, = _Xu—7 550
wrESnhEd, 2k, BFA—N AT TAL D RAL U=y TRHOEBERZRICHEELET,
B AT — T =g TH T OFNTNROANY ALK T RIEHIAN TN T o 2D ILER
FiEE LT, HHETI00, TNELI AL L~y X —ZBINT 500 ERTE LT, 50
WZOWTIE, N U ARRGER EME DO E, on page 562 S L T 7Z& 0y,

IL—T4 JQ?DJ:UEEL:#E EDERTE
|
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B v zpamrrizosxsy £—

)

N U ARRRES T DFAE LIV S, # T OERIER Sz —NET IN546, £
Ay—=UNTHEYHEWEE, TORA v E—VE T ARFETE éntﬁﬁ_%ofw
bivET,

Ll xiE. ROA— LB FITiE, BFA—NTY— R THEEINEAT AR vE—IN
IRENTWVWET,

Fri Jul 21 16:02:19 2006 Info: Start MID 26603 ICID 125192

Fri Jul 21 16:02:19 2006 Info: MID 26603 ICID 125192 From: <>

Fri Jul 21 16:02:40 2006 Info: MID 26603 ICID 125192 invalid bounce, rcpt address
<bob@example.com> rejected by bounce verification.
Fri Jul 21 16:03:51 2006 Info: Message aborted MID 26603 Receiving aborted by sender

Fri Jul 21 16:03:51 2006 Info: Message finished MID 26603 aborted

Note

N A A=V EMA OFN A —)L H—s3 (Exchange 72 &) IZEUET 25 G1L. £ DN
RAAL K LT ARGRES X2 72N LT EEN,

AsyncOS TlE, N7 ANRX /LD MAILFROM 7 RL A (<) REESNEZA—LTHD L
ﬁ@éhi# 2T EOT L RO —TZEENREENDAREEOH HIENT A Ay E—

Bl KRS RRY U—REHEINET, 2O X5 RGAE. 7 H TOXF—JTEY
émxéw# ED—EBIHRLILET,

INDDRRERET FLRADR XU T £—

X TX—E, NUUVARRGEY T EERT D EXIZE AN~ U= THEHASNDT
XA RNLFHNTT, RAALUPBREINDGTITORA—/MITiE— Ebf&ﬁﬁﬁf%hét
O, TRTCOEFA—NTF— T4 TRILF—Z2FHTDHZ ENEBHTT, DL
T, HOEFA—NT— IV TREAyE—VDZ o Xa—FFEHIC ﬁ75>h“7"5:h5
BE. HOBEFA—NT =R T2 A MR RAEZELTH, TOEENNT VARKIER X
OEE S ET,

B2 7Nz i7ﬁﬁmﬁ%%ﬁw%0if 72 ziE, TARBIO Y BITE X7 X — 2 G EEHE
TEFET, TOBE., BAANT— P 2AIZTHLEOV B LWVWINETOTRTOF—%
ﬁ%bf\57@H%t%/%%y%@£biokbi¢o

BRTIGELDINIURENT- A vE—DDEENZITAN

AsyncOSIZIE, NV ARGEIZBEH LT, Z 7O 0TV RNWART U RAEEFHET D0 EH 7
ZETT O HATRELH Y 9, 774/ FREF W Z] THYH ., Z 7 DT
NG AT ThHD ERRINET, EHIT, BFA—NT = Uz A TE[A—ARY —
(Mail Policies) >[N o AfRiE (Bounce Verification) |X— Y CERINTT 7 v a3 LITiE-
T, AvbB—UBRERENDD, ETEIAZ b~y X =0 nET, TEv) Z@RL
%%ﬁ B A—INT = T oA TIEE T ONTORNRT U AFIARTH D & RS,
ZFANDNET, ZHiE, ROE SR F VA THATE £,

B 71 VB L UEREHREDS
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N RBHEEALTAY VR Ave—3 2 b—L%HE [

BAA—NEA—D T VANMIEETHZ 2R L WD =R NBEELET, Ln
L. A=V 7 URANTIE, = Na—TEEEOEEEY hHDA vE—YDREZITA
NTWET, ZOLIREE, 2=V X & A v —VEFZ T ANRONEEAL (X7
ITEMPICET IND720) |

Procedure

ATYT1 a—PFRA—=NVE2HELLD LTD AL V& [IMES = hr—/L (Destination Controls) ]
T MZEML, ZEORAALNIKTHEX L TE2T 4 8—T VI LET, ZOREET,
2—PIEMERL A=V ERETEET,

ATFYT2 L., ZORAALLIDEDNY LV ZTIEE T FNTWRNTZD . N A2 (E 5
A—=FT DI, EDORAAL VOEREEITNV—TEERR L, KR (Accept) | A —/L 7 — 7K

Vo—D[Z TR LAY A4 E 7727 (Consider Untagged Bounces to be Valid) /37 A —
A FZ—TMILET,

N AR EZFERALTIND R AytE—0 X F—LZHLE

Procedure

ATV TN ZX T =52 ANLET, BHICOWTIE, NT U RRGET KU ADX T T F— DR E,
on page S5 B L T Z &0,

RT9T2 NYUABGERELWME LT T, IOV TIE, N > AMRGER EE DO E, on page 56% 5
LT IEEN,

ATwF3 [EEd=2 hr—/L (DestinationControls) |2 L=/ "0 ARpGEE A F—7 M LET,
PR OWTIE, BHMEET v b a— LD, on page 44% SR L TL 2S00,

What to do next
REEIER

« NV ARRRET RV AD X Z T % — D% E, on page 55
« N 2 ARRRER E B O RXE, on page 56

« CLI 21 L7230 > A RREEDAE K, on page 56

o N ARRRE L 7 T A X FGE, on page 57

INOURBET7 FLADR T {H+F—DHE

[N ARRET KLU ADH 7} % — (Bounce Verification Address Tagging Keys) ] D U A k
WZiE, BEOF—, BLXOBEIHEH L TELEHBRESN TN —2RENET, Fillo
F— %JEWTE) IE, ROFNEEFEITLET,

I L—741 76 UREKEDET I}
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B =—our

Procedure

ATYT1 [A—/LKRY T — (Mail Policies) ]>[/37 > Z#iE (Bounce Verification) ] 2— T, [F—%
B (NewKey) 127 U v 7 LET,

RATYT2 TXRAMLFIEZALL, [FE (Submit) 1227V v 27 LET,

ATvT3 EREARMFELET,

What to do next
BEIE
» I —DHIBE, on page 56

F—HIk

HWT RLA XX T F—2HIBRTHIE, TAE T A= a—HHIRT 51— /L %8R
L. k&% (Purge) 1 27V v 27 LET,

INT) 2 AREEEX E B D EXFE
PN ARFERE T, BN VAR RE LI L EICEITT BT/ v a VERELET,

Procedure

ATy T [A—=NR U~ (Mail Policies) ]>[/37 > AfFE (Bounce Verification) | Z 3R L %9,

ATy T2 [REOHE (EditSettings) 1227 U v 7 LET,

ARTY T3 B R A ETDHDMN, DAL L~y H—% A yt— BT 50058 R L E
To Ny X —FBINT25AF. ~y X —DARTEEEATILET,

ATy T4 VEIELU T, Av— MisMEREZ A F—T M LET, ZOREEHRATIE, GEREA—
NWERBEA—NLDOMGTI OOV AT —%2HH L TWEEETH-TH) HEA—N A vE—
V. BEOHANRA =V = NTEBEIND T VAR A yE—T %80 2 ZRGELEE ) & H B
BNz CTE D L HlIc L ET,

RTvTEs EREEZEEL, RELET,

CL ZER L=/ Vo AR DHERK

CLI Tbvconfig =~ > N5 K Wdestconfig 2~ > REMFEH LT, NU LV ARAELZRETE ET,
—nboa<wy RIZoWTIE,  [CLIReference Guide for AsyncOS for Cisco Secure Email Gateway
LT TZ3N,

B 7 B L URERREDEE
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nyvagiess29%% [

INDURRIEEY S RREERTE
N U ARRREX, WG OEFA—NVT— b 72 TRL (N A% —] ZFEHL TSR
D, Z7IRAZRETEHELET, RALX—2FHT 25513, EHEEDOVATATHIEYRAN
DU AEZITANONDMENH Y £F, BEEONy X —2 T /X% =L, FEFA—INTF—
b = AIZEATIEH Y FHA,

== =, 0= AL

BT A—ILEEENT A — 2 DERTE
deliveryconfig 7~ > RiZ, EFA—NVT— VoA NOEFA—NLVEZEET L LN
HINTA—=BERELET,

B A—NT =Rz A1F, SMTP & QMQP & W I D A —L7 1 b L& L TA—L
EEZAELET, L, TRTOREETA—/WEL, SMIPAMA L CRfESNET, 0k
. deliveryconfig =2~ RTCIE7'E Fa/LOIRENRETT,

Note -~ 7 o g Nl ENTWAEEE-IZa~r RITiE, V—T 1 » 7 OESENEMIC 2 A
52 A0, BEEZIFTALONEENTHET, SFEMCOWNTIEL, 8 T2y hv—2 &
IP7 RLADEIDH TSR TLIEEN,

ESPERENS

774NV NOEUFIP A > ¥ —7 = A A, on page 57
« BfE FTREM: & U FEHE, on page 58

« 77 A /v b OIKIRIRFEREL, on page 58

« deliveryconfig ™, on page 58

TFTIAILEFDEEIPAA—T (4R

TN NT, BELA—NEBIZIEIP A =T 2 AETEIIPA V H—T =2 AT N—T
MEHSINET, BIERESNTOWDLEDIPA VX —T oA AEZEIIPA X —T = AT
N—TTHLRETEET, FFEDA ¥ —7 = A APREINROEEIE, AsyncOS 1L, (5
FEARANEBIETSHE X, SMTPHELO 2~ RTCF 74V FORUEA v Z—T = A R L[
AT ONTZARA M LES, IPA U F—T = A AZRET HITIL, interfaceconfig =
~ U REMEHLET,

BT ARG VB =T A ADHBRREHAT 5 & & OL—LIKRO & 359 TF,

s UE—FDBEF AN —NBRREFHA L HX—T 2 ADNTNUNERUYF TRy bk
oD% E., NI 74y 71 3—8BT DM 04 —T =4 A LERNET,

« auto-select |ZF%E L7234 . routeconfig ZEH L TRRE LA X T 4 v 7 b— EBEIC
0 ET,

I =71 vissvmEsEoxt I}
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cZITRWGE, 774NV M=V LELCY TRy hEZHDLA o F—T = A AR
EHSNES, §XTOIPT FLATHEICHT 20— FREFEDOSHE, A ARER D
LI bR RA =T =4 APMEH S ET,

BC{SEIEeTE oo U #dE

A

Caution

COEEZANITDLE Ay E—UREMEEHTE R AR, Ayt —VOBKIZORND
ZENHVET, o, BFA AT — P U = AL RFC 5321 ([THEHL L 72V IREBIZ 72 0 97,
FEHIZ DUV TIE, http://tools.ietf.org/html/rfc5321#section-6.1. 2 S L TL 72 &\,

BOAE ATREME D 0 BEREN N2 D &, AsyncOS Tld, A v —UARIMBEUE SN T bZEE
RARNBA =V DOZEEMRT HETORIIHAALT U T HTXTOAyE—V% TR
ErREtESH Y ) THHEARLTHRWET, ZOWEEZHENTL L, ZEFESRA M TERT S
TRV ZEOMRPET ONDGEIT, AvE—Y0abt—2@EZE LR TEALE
7, AsyncOS Tlt, ZOZEEEGAREMEH Y L L TA— L o JIlisHkL, TOA vE—V
EETLELOELTRARLET,

774k OBRAFEEG

BT AN = NT A BREA -V OB THNLT 57 7 4V N O KRR L5
ETEET, (VATLAEBEROT 74V MIRAA LT E1210,0008#6E TT) ZOHIFRIZ, Y
AF =812 ) OERKFEREEA > E—VREH (VAFT—H10 0T 740 ML, 774 ~—
kU RF—T600 e, 237V v 7 URF—TI1000 8 TT) LEblcE=F) 7 EnZE
T, 774NNV ENESVEERET DL, F— FU oA BBV Ry hT—7 ZZFEL L7220
kTR N TEET, L2 HED T 7 AT U A — A RKEOH Y R— L7
WA, D X 9 BRBE Tl 2 AN E K T Denial of Service (DoS; ¥— B A HEA) L35 =
EZENDZEnHY T,

deliveryconfig 045l

/j/'{@ﬁjfﬂi\ deliveryconfig I~ VY ]\%—f{ﬁﬁﬁ L\ [EE1§EJ"§E‘I‘$§) D (POSSible Delivery) ] 75_’/])
F—TNMIZLT, TIANVINDA L Z—T x4 A% [BE) (Auto) [IZRELET, VAT AL
RO RFAE A~ —VBUFIE, 9000 #25: TT,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

B 71 VB L UEREHREDS
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| v—F4 v B&VEREREDSE
deliveryconfig 0 {5 .

2. PublicNet2 (192.168.3.1/24: mail4d.example.com)
3. Management (192.168.42.42/24: mail3.example.com)
4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery"? [Y]> y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

INTEFA—NT =T A OREIFKRDOLDIZRY T,

I =71 vissvmEsEoxt I}
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. Virtual Gateway™ 72 / O —%#FALTTRTDRR FENz RAL D TOERDA—ILF— b+ A

Figure 6: 5855 & &K U'BLIE/NS A — 2 DERTE

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACEKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

Ethernet interface: Data 2

Cisco Email
Security appliance

-

Ethernet interface: Data 1

Virtual Gateway " 77 / O —

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: OutboundMail

Host Access Table (HAT):
RELAYLIST: $RELAYED

ALL: SBELOCKED

Default sender domain: example.com
Received: header: DISABLED

Masquerading:

~ O

FA destconfig entry for the host

small-isp.net was used to limit
100 simultaneous connections, or
10 simultaneous connections using
Virtual Gateway addresses.

The deliveryconfig command
was used to use Auto-selection of
interfaces for email delivery and
the Possible Delivery feature was
enabled. The system-wide
maximum outbound message
delivery was set to 9000 total
concurrent connections.

ZHFEALTIRTORR

FENTZF AL VTOEBBDA—ILT—Fo A

Z DIATIE, Cisco Virtual Gateway™ 7 7 / 1 ¥ — & Z OF| ., Virtual Gateway 7 K L A D

iE

R

Ji%. B X Virtual Gateway 7 R L ADE=F B L OEHTIEICHOW TR L £,

Cisco Virtual Gateway 77 / BV —TlE, RA M THTXTO RAAL I L TRARLIPT R
VA, RA MM, BEORAAS VEHERA L T X —TTA X AN~ T = A ZREL,
FIUHEE A —NVT— P PV 2 ARNICHEANLTWAEHEAETH, TNHD RAAL KL T
B2 \CABEZEDE T A — /LR Y o —HEB LA RLRE 2 ER T FT, T_TCHOET
A=V =T = A ET N CHA AR — b U = A 7 B L 2O 255 TT,

B 7 T B L URIERS

=
EDER
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M=

ESPEREY=]

« #EZL, on page 61

« Virtual Gateway 7 K L A D% 7E, on page 61

« Virtual Gateway 7 K L A D& =% on page 69

* Virtual Gateway 7 K L' 2 Z & OEUE B D& BE, on page 69

BEND AL — LB FA—NTEEEOGVAI 2= —va VEEBTE L8912, VX
2 3P H D Virtual Gateway 7 7 / =¥ —Z A% L £ L7z, Virtual Gateway 7 7 / 1 27— & {fi J{]
THE, B AN — T = A ZHEO Virtual Gateway 7 KL AZHEI L, £DT KL A%
FEHLTETFA—NEEZETEET, 45 Virtual Gateway 7 K L 221X, BllxDIPT R A
WAL, RALY BIUOEFA—N Fa—0RE52060FT,

BlaxDIP T KLU A LKA N %4 Virtual Gateway 7 KL AZEI VS THZ L2k, 7F—Fh
VA RHTCTEEINDIEFA—ADZEEFA N TELI# I, BERE %%H/Wb)x
NAERRENTTay 7 SN0 IENTEET, BTA—NAT— U AT
WmMGmmw7vaikKSMWHmo:vfoELme%%%H%T%émgﬁ%
RS FT, DD, ZIEM O Internet Service Provider (ISP; A/ > X —% v s —E R 7
BN L =) BWDNSVy 7T v T HFETTLHE, EFA—NT— MU= A TiX, £ Virtual
Gateway 7 K I/Xf‘XEE“Cﬂéfu SNTEEFA—NLDIPT RLALE —HIEDHENTEET, £
<OISP TIHREE T A — N ERHT H7OICHEDNS Ly 7 7 v T EFERH LTSz, 2
@%%@#a ﬁ%fﬁo@m@»777/f?@m7Fuxﬁ%%M$xb@m?ﬁv
AL —FLARWgA, ISP T, EEENVAFETHD L AR LT, EFA— VAT L HE
2 < 720 97, Cisco Virtual Gateway 7 7 / B ¥ —TlX, Wi DNS/V v 7 7 v T REEM O 1P
T RUVAELFIZ—HT LD, AvE—URERET 7y TLEIOEBITET,

% Virtual Gateway 7 FL A TO A v —V 8 Bla DA vt —Y Fa—1CE Y THNET,
ZAEH R A N THRE D Virtual Gateway 7 KL AMNMDLDE - A —/L &7 1 /7 LTWDiGa, £
DARABLDA v E—VFTF 2 —TFHSN, BEIIZZA LT RLET, LT ry 7
éﬂ“(lﬂfoﬁb‘/“J[J@VirtualGatewayfr:wlj\? WZHARLT RAAL DA v E—ViE, EFICEAE
SINFET, ZhH6DOF2—1F, BEETENNOLDE LTHROIVETH, VAT LEH, ¥
7. LAR— N ORETIL, BIRRRBLE BT T O Virtual Gateway ¥ = — 23— (KD H D & L
THOIVET,

Virtual Gateway 7 K L X D& E

Cisco Virtual Gateway 7 R LV AZFRET HHIIC, EFA—/VOEELE LTEHSNALIPT R
LADOEy hEEID K THLERHD 9, GEHIZOWTIE, 8 Txy hT—2 L 1P T
RUADOEFIN B T) 2B LTLZEN, ) F7o, IPT RLARHENRAA MAITRREND
EIIEDNS =P ELSBRESINTWHILENRDH Y £9, DNS — 3P EL S FEINT
WAL, ZEEFRANTHIDNS Vv 7 7 v IREITIND & BN IPIARA N4 OXT IR
wEnET,

IL—T4 /7%;6@31::%& EDERTE .
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B res— oz TERTAHLLIP A V8 —T 2 ROER

ESPEREY=]

BT — T oA THATHH LWIP A X —7 = A ADIERK, on page 62

Ay E—UNLEGEHIPA X —T 2 A A~D~ v BT, on page 64

« altsrchost 7 7 A /LD A > 7"R— b, on page 65

« altsrchost D[R, on page 66

s altsrchost 2~ & FAICHD e~ v B 73Rl ENT=T F A b 7 7 A /L O, on page 66
« CLI %#f L 7= altsrchost ~ > &2 7 D3B I, on page 66

RET— b A TERIDIHLVIPA 2 E—D 24 ADERK

IP7 RLAERRA NS L7256, Virtual Gateway 7 RV AZHET H7-DI2, £TIEED
IP/7RA RADXT TH LWIP A X —T = A AEAER L ET, TN, GUID [Fy hT—
7 (Network) ]>[IPA > % —7 = A A (IP Interfaces) ]-~<—3/, F /=i CLI ® interfaceconfig
avy REMHLET,

PALHE—TxARAERELIZL, BEOIPPA L H—T oA AEA L H—T A A TN—T
~NEFEATEET, NI N—F, EFA—NLVOERMERIC [T Fuvr) KX CIE
T\ 2fE H S5 Virtual Gateway 7 KL A IZE DY THZ LN TEET,

WHIRIP A B —T = A AZEKR L2 6, 2 DO JFET Virtual Gateway 7 KL A Z5RE L,
BWPALE—T oA RAFFRIFIA L E—T oA A TN —TNEFEEINBETFA—I Ty
/\o‘——‘:/%ﬁiﬂi\% Li—é—o

ealtsrchost A~ 2 REMHT 5L, FEOKREHRIP 7 FLAEIZT o Nun—7FREHET
RUADIERNOHEARDIP A ¥ —7 = A A (Virtual Gateway 7 K L A) F72idA >
B =Tz AT N—FICBF AN~y BT L TRETEET,

Ayt =T T4 VHEFHALT, FFERARDIP A ¥ —7 A A (Virtual Gateway 7~
FLVR) FHREFA v E—T oA ATN—TH2EHLCT7 T I7FZ2DRX v E—2EUET D
72D T 4 NVEERETEET, EEFELAA N (Virtual Gateway 7 KL A) BET 7 3=
YESBRLTIEIN, (ZOFEFAROFELY bR ERH Y | 8I1TT, )

IP A =T A ZAEARKT DM HOVWTIE, ik BT A—NT— b V= ~DT 7k
2] HZRLTLIZSN,

ZZET, ROKNIIRT EIICERINTZRDOA 2 —T 2 A HANT, BF A=V — ]
VoA OREEFEHLTEE LR,

Figure 7137V 9 A VA=A RETSAR—k A B —T 14 ZADH

‘ IP interface: PublicNet 192.168.2.1 ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

Ethernet interface: Data 1 ’7

| IP interface: PrivateNet 192.168.1.1) |

WORFITIL, [IPA > Z—7 =4 A (IPInterfaces) | — Y TEHA VF—T = A4 ADMIZ2 D
DA B —7 x4 A (PrivateNet 33 L. O PublicNet) 23iRESNTWD I L MR TE £,

B 7 B L URERREDEE
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Br— by TEATAHLLIP A 2—7 x4 20kR [

Figure 8:[IPA >3 — 7 =4 X %&#m% (IPInterface) ] X—

IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...

Name ‘ IP Address , Hostname , Delete
.I\':I.:;nag.ernent [ .‘1.9‘2‘:1‘6“8‘.‘4‘2‘.42.-’24 .r-rl.a\|3.e:v.(.amp\e.curn ﬁ .
“PrivatENet [ 192.168.1.1/24 ‘“ma\|3.a>cam-p\e.corn I @
"PublicNEt i 192.168.2.1/24 :-..ma\IB.Examp\e.corn [ w

WIZ, [IPA o H—T = A ADiEN (AddIP Interface) ]-X— Y % L C, Data2 A/ —H% % v b
A H—T xA A EIZPublicNet2 & WO ARTOF LA F—T = A ZA&{ERRLET, IPT N
L A 192.168.2.2 M & 41, 7 A b4 maild.example.com MFE SN TWET, X 52, FTP

(R—1F21) BEUSSH (R— b 22) A X —T IR0 £9,

Figure 9: [IPA >3 — 27 = 4 AMDEN0 (Add IP Interface) ] R—

Add IP Interface

IP Interface Settings

Mame: | [Publichetz

Ethernet Port: | | Data 2 -

1P address: | [1az 168.2.2 *
Netmask: |255‘255.255.D i
Haostname: Imail4.examp|e.com

_U.
o
=

Services: | Service

M Fre

Appliance Management

*

| Owrre
O Hrres (23

O redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

*

| IronPort Spam Quarantine

[ rranPort Spam Quarantine HTTP

im

D IronPart Spam Quarantine HTTPS
| O redirect HTTP requests to HTTPS {HTTP and HTTPS Services will be turned on)

[ This is the default interface for IronPort Spam Quarantine
Quarantine login and notifications will originate on this interface.
URL Displayed in Matifications:

Hastname

(exarmples: Ao ffspamGuurld, hitp //10.1.1.1:82/7)

o these fems are committed.
** Hypperinks and LRLs affected by these changes will not be usable until the changes are committed.

Warnings -* Please exercise care when disabling or changing these iferns, as #this could disrupt active connecdions fo this applisnce when changes

Cancel

INTEFA—NT= Uz A DI T4 Fab—2a MFTROL IR T,
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Figure 10: 3ID/XT ) v 4 oA —T =4 XADEM

IP interface:
PublicNet
192.168.2.1

IP interface:
PublicNet2
192.168.2.2

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance
Ethernet interface: Data 1 T

‘ IP interface: PrivateNet (e.g. 192.168.1.1) ‘

Virtual Gateway 7 RV A ZfiHT 25 &, ROKIIRT Lo ar7 4 Falb—a U AHET
D

Figure 1: 1 DDA —HY 32y b 4 V2 —T 24 R LIZH S 4 D0 Virtual Gateway 7 F L X

"

*_ Internet -
# SMTP

Public
listener:
InboundMail ﬁ SMTP * SMTP

¢ SMTP f SMTP

IP interface:
PuhlicNet
192.168.2.1

IP interface:
PublicNet2
192.168.2.2

IP interface:
PublicNet3
192.168.2.3

IP interface:
PublicNet4
192.168.2.4

Ethernet interface: Data 2
‘ Ethernet interface: Data 1 ‘

| IP interface: PrivateNet (e.g. 192.168.1.1) |

[ ]

AODIP A L H—T A AIFNTNA—NEMEIHEATEE TN, 1 F—F v bnbD
A=V HZFT ANDLICHREEINDIDE AT Y v URAF— 127505 TT,

AYE—UNSBERIPAVEI—T A RAANDIVELY

altsrchost I~ F%{%Hﬂ—g«é & N %%%f *‘/I/bx*‘ k '7 I/]) é’\ ’?é%)l **/I/@EE%T_E CE 726
BEDIP A % —7 A A (Virtual Gateway 7 KL R) [Z& 7 A MbT 5 Z &3 b Hifl
THIJEANRFIETT, 2720, A vtE—YZRED Virtual Gateway (v v B 7T HFRICE
DIZHRS) TR FEPMLETHIUL, A vt —U 74 VX OFEREZRGFT L T3V, i
WZOWTIE, AveE—V 74N EE2FEHLEEFA—NVRY U —0@EHAZSR LTI EEN,
altsrchost A< 1\75’@5%?‘5 L. Yk@b‘fﬂﬁ%:%fjb\f\ A A _/VODEEA{%EP&:{iﬁHj_E)
IPALE =T AARAERIFA L H—T oA A ITN—TE2EETEET,

CEEEDIPT FL A
e R —TFEEEZHET RL A

B 7 B L URERREDEE
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Y

altsrchost 7 7 1 LD A ViRk— b .

BFA—NORETICT AP AL EZ—T oA ZAFERFIA L E—T oA A TN—TFEET S
Wi, BEHFOIP T FLAFREIZ o Re—TEEET RLAEZIPA VF—T =4 AFTIZ
AVE=T 2 ARITN—T (A B =Tz A AL FETNITN—THTHE) EXTICTDH~vy
v R — L ET,

AsyncOS Tl&, IP 7 RL R _"u—7R®EET NLADOW iz~ vy 7 F—L gL
F9, IPT7 FLAFEFT o R =R EGET FLARWTNNDOFT— L —FT 256, Wit
THIPA LU H—T7 2 A ADREGEREBICHEHINET, —EHLA2VWEAIX. T 744V NORE
AU B =T =2 A ANFEHENET,

—E B D b B % — Z ESIEITR L E T

BEBDIP7 LR |[EHEZFOIPT FLRATZLE-HTHLERHY 3,

5] 1 192.168.1.5

EEBHDIVAO— |=r~m—F%EBIE. 7 L2 hnse 5T 20BN 0 &
TiLtEE +.

{EJ . username@example.com

A—H4& (Username) | = _o—7%EHT FLAD ¢ il E TOMMICK LTa—H4
%ﬁ(&#ﬁéﬁiﬁ‘o @%E%%é.\bf)%)%%ﬁ\&) ) ij‘o WJ . username(@

KA 4 > (Domain) T ROaO—TEEET RLAD e it BT THEDIIDITH LT R AL
VAL E—BEEET, e RBEEGOLILENHY FT, #:

@example.com

Note

U Xﬂ—*‘bi altsrchost 71““7/1/‘(1‘%?&%7‘1 b4 7 L/\ 7%73 Lr— F'I%i&%ali b4 7 Lf:ﬁéi))
BAYB—TU T YNERTF 2w 7 SNDATETIZ, BEAA—NERHFEDA X —T7 oA A5
ELET,

altsrchost 2< 2 RNOV 7 a< 2 K& H LT, CLI T Virtual Gateway |2~ v B2 7 &= 1ERK
LET,

-9°8 BTLL]

new L~y B 7 2FEBTER L £,
print vy T OBIEDOY A M ERRLET,
delete TF=T NN~y BT 1 OHIBRLET,

altsrchost 7 7 1 )LD A > 7R— bk

HAT, RAT, smtproutes, ¥ AN L — K 7—7 )b xTA U7 AT —7)LEEEEIZ, altsrchost —
YEVIET s ANEZ T AR — R BELOS VAR L TERTEET,
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Procedure

AT wF1 altsrchost 2+ RDexport 7 a~ 2 FEHHLT, BFO= NV ET7 740 (77 A V4
IXHTHRE) =7 AFR—FLET,

ATY T2 CLIONIT, 774 NVERELET, GEHIZOWTIX, FTP, SSH, B JXONSCP 77 & &
EER LTSN, )

RTFY T3 TXANZTF A EZEZHALT, Z7A40MZH L=y MY 2ERR LE3, /L— L2 altsrchost
T—7 BT AR RN EETY,

RTFYTE T7ANERGFELTA L Z—T A4 XD laltsrchost] 4 V27 FUICEREBL, £ v R— FTX
Hr ol LES,  GEIZOWTIE, FTP, SSH, BLUSCPT7T 7 B AZ B L TLZ& W)

AT w75 altsrchost @ import 7 2~ RFAMEA LT, fELIZ7 7 AV EA VAR—FLET,

altsrchost O #l|fE
altsrchost =2 h U i%, &K 1,000 i F TEFRTEE T,

altsrchost A< > FRIZEMLGIYEVIDEE IN-TTRX N 7714 ILDH
# Comments to describe the file
@example.com DemoInterface
paul@ PublicInterface
joe@ PublicInterface
192.168.1.5, DemoInterface

steve@example.com PublicNet

import BB E WNexport V7~ RiZ, 1 {THEALTHEITIN, HEHIP T FLAFEITT X
O — 7 EELT NLADITEA 2 —T oA ALy BT LET, A— LSO LFMN
LRDHIBEHOT O Yy I PRX— AXR—RLUANDLFENGRD2FEDOT 0y I BA 2 —

TaAALETRY T~ () ElFAS—2 () TREV ETF, AL MTEF -
T THiEYD, BHIRET,

CLI Z{EF L 7= altsrchost ¥ v E > 45 MiEHN

WDOF|ITIE, altsrchost F—T NN INT, BEO~ BV IR EDNRENET,
D%, 250 MU BMERSIET,
o J—T" =T P —/N7K A b gexchange.example.com > 5 D A —/ L%, PublicNetA{ > & —
Tz AIv BT INET,
cEEHIPT FLA 1921683535 (L 2E, ~—F T 47 Txo_—rv Avt—Vr
7 VAT L) MHD A=V, PublicNet2  »H—7 = A RIv v B ENET,

Elf?l W—\ %%E@fl&)@: altsrchost ¥ EOV7‘75§HZ|I7‘3 éﬂf\ %Eﬁ’ﬁ%ﬁéﬂijﬂo

B 7 B L URERREDEE
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CLI Z{#HF8 L 1= altsrchost ¥ v E > 4 D&M .

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[11> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)
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3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: maild.example.com)

(11> 1

Mapping for 192.168.35.35 on interface PublicNet2 created.
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> PublicNet2

2. @exchange.example.com -> PublicNet
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

ToflicB T ar 7 4 Xal—Ya ryOEEEZRORICELET,
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Virtual Gateway 7 KL ADE=4 .

Figure 12:45] : ERT B IPA U3 —T A RFE=IFA 2 E—T A R TIL—TDER

IP interface: IP interface:
PublicNet PuhlicNet2
192.168.2.1 192.168.2.2
‘ Ethernet interface: Data 2 ‘ The altsrchost table was
T ) modified to create these
mappings. Messages from
@exchange.example.com use the
% * interface PublicNet, and
messages from 192.168.35.35 use

— =:. the interface PublicNet2.

exchange.example.com 192.168.35.35

Virtual Gateway 7 FLXDE=4

Virtual Gateway 7 K L A Z &M A OBUEHEF A — /L Fa2a—D0H 0 £33, A7 LEH
nX 27, LiR— b OBRETIX, SEMZREBS 53T Virtual Gateway ¥ = —28—{KD §,
DL L THbivET, Virtual Gateway ¥ = — Z L IZR[EEFRA NDAT—H A EE=F T 5|
IZ. hoststatus 35X W hostrate =~ > REFEH L EF, (CLIKLAEHRBLINE=F1 7]
DED [F=H Vo TIMERTEDL R =R FOHAIY | 2SR L T ES0,

hoststatus 2~ > FiE, FEDZEEHEFA MIETLIEF A —NVEIMEOET=X U UV TEHREIKL
F9,

Virtual Gateway 7 7 / 1 ¥ —Z ] L TW 2551, 45 Virtual Gateway 7 N L ZZBE3 2 15
HERRINET, ZOa~vr RiE, IRINDFA MERDO AL H AT LHLERSH D F

T, AsyncOS F ¥ v ¥ 2 [THM STV D DNS [l E . ZEERA MM LREBICKSLZT
FT—H R ENET, BENDT —F I, &FBIZFEIT L7z resetcounters 1< 2 KD DO RFET
T

RENDHEHERIT, DU H2 e F—TD2o0h T IV I NV—FbENFET, EHIT, K
ENHMOT —ZITIE, HEDT VT4 ET 4, MX La— R, BEOSXX =T —0R"bH 1 £
T

Virtual Gateway 7 KL X C & DEEEHEDEIE

DY AT L RNT A—=ZTE, VAT L LoYUL L Virtual Gateway 7 R LA LUV TTRRED
%‘g‘/@—é—o

Tl 21E, —EOZEEISPTIE, &7 747 2 FARA MIFFRI STV 28k & HilR LT
WET, FD7D, FFIZET A — /DO Virtual Gateway 7 K L A THUE STV 5 & &
2, ISP & OBMRZERT 5 2 L NKETT,

destconfig =~ > N, BIWMIES — b = A 7 FLRITxT D EBIZ OV TiE, su el
K DET A —IVEUE DOEEE, on page 2SI L T IZE W,

Virtual Gateway 7 R LV AD [ 7 V=7 ZAElT 5 &, Z—773 254 D 1P 7 K L A THi
SN TWDEAETH->ThH, Virtual Gateway D2 > K 1A /N— T —T )L EN T N—T|Z
HWHShET,
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T2 & ZiE, 254DORIFIPT RLAD I A—T52EKR LT, [Ty RFuevy) FATIEEIC
HHTLE Ity hTry7FEaTns & LET, £72, small-ispcom DV R KA /3—F—
TNT, RGN Y AT A DOBATE 100, Virtual Gateway 7 KL ADHAIX 10 THH L L
F4, Z20ar7 4 Xal— g TlE, FOSA—FRNO 254 HOIP T KL 2T ~Tizxt
LT, 83t TI0L 0 2L OEHAHL Z LT A, 70— 1E, B—O Virtual Gateway
7T RLAELELTHbNET,

7 0—/\)LEEFIEHRED

A\

BEDZEH., ZEHERAAL L, FRITIIPT RLAREFA—NT = T =4 DDBA v E—
TEZELRNE DT DHITIE, AsyncOS D [ v — L E1%1E  (Global Unsubscribe) ]F¥#E
ZEA L ET, unsubscribe 2~ REfEHT 5 &, [/ 2 — VLEFE{E 1 (Global Unsubscribe) |
UZAMZT RLRAZBIAIBRLIZY . ZOMRBEAIB LI OENCT 52N TEET, [
2= VUCEEELRE SN 22— RAAS v EFA—ALT RLA, BEOIP 7 FLAD
JART, TRXRTOXEET FLARTF =y 7 SNET, ZEERY A MNDOT FL R & —
THHE. ZEFIZ Ry 7ENDEh— K X 23, Global Unsubscribe (GUS; 7' & —
SIUVEMEREIR) BT P SENE T, (B T A MZE, BT AREEN Fr Yy TS
NIZD =R N ARSI DR SNET, )mm@%:/ﬁi B A—NEZ
BHEICEETHHEMATON DD, VAT ATEESNDITRTOA v E—VRNBESHLE
7

Note

[7 v —/ NLEd(E121E (Global Unsubscribe) ]#EREIZ. A —VU > 7 U 2 M OZARIOHIBRS
A=V 27 URANOEFRNREFIRDDLOTEH Y A, ZOBEEIT, Rt
TATAZEFA=ADPRESNRNEIICTLET7 2= =T AD=ALL LTEMEST S Z
EEEBELTNET,

[ 2 — L EdfE1E 1k (Global Unsubscribe) 112 I35 K 10,0007 RV AEZfRETCEET, [Fu—
ASVEERE LR (Global Unsubscribe) JIZIBIIE 72T RLRE, RO 4250 ) BT IO
Kx s FET,

Table 10: 7' 0 — /N )LECIE{E L DI

username@example.com TR OEBEBFA—IL T KL X

ZOEE, BERAAL L ORESZEERYT
Oy 7 TAEDIERINET,

username(@ a—P4

—PAREE, TRTD RAA - ThREL—
PR OT R TOXEELETny 7 LET,
T, 2=V LORIZT v b~—7 (@)
2T £

B 7 B L URERREDEE
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cU£EA Ly A— LEEEE~07 FLaogen [

(@example.com RAA

RAA HESLX, FFE R AA 58D T RTD
ZEEET7T vy 7T HOIEHINET,
X, BRI AL VORNZT > h~—
7 (@) #=fHrEd,

@.example.com S RAA

BT KA A BSCE, FFE R A A V388 LT
ZOFRTOYT FAL VHEOTRTOELR
Faerny 735l snET,

10.1.28.12 IP7 FLA

IP7 RUAESCX, FFEIPT RLUAZEDT N
TOZEFEET oy 7 T57-0IEHEINE
9, H—IP7 RLATHEE NAAL &K A b
L TWAHEEIT, Z ORSCHMER] T, #X
L. — e Ky NGV OA 77> NPT
KL AT,

ESPEREY=]

« CLI 2l L7z 7 v — 7 SLEUEAF L ~D T B L A @D387, on page 71
« Ja—rOVEEEIE T 7 A VD AR — R B LA AR — |, on page 73

CLUZERLEJ O—NILEEFLE~ADT FLXDEM

:@@J’Cli\ T RLXA user@example.net 75§7T3—/§/1/Ea1§1'$ﬂ: A ]\(:Ej]l]éj’b\ A /“TZ‘—‘“/
BEN— RANT U ZTHEIITHEEPERESNET, ZOT7 FLRAZHEEIND A vE—IEIAN
VUAINET, BFANT— RV AIZKVBEUEOERNZA vE— VR A EE
D

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as

"@example.com" or "user@" are allowed, as are IP addresses. Partial hostnames such as
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"@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?
1. Drop

2. Bounce

11> 2

Global Unsubscribe is enabled. Action: bounce.
Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Added username “user@example.net” to global unsubscribe

Do you want to save the current configuration for rollback? [Y]> n

B 7 B L URERREDEE
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TO—NLEEELET 7 A LDTH ZRR— &0 vk—+

Changes committed: Fri May 23 11:42:12 2014 GMT

SAO—NIBERLEI7Z7AILDOI I RAR— B LUA ViR—

HAT, RAT, smtproutes, A¥7 v 7 YAV —RT—=T A UTAT—T), RAA
v =y 7T —7 )b altsrchost =2 N U ERIERIC, e — SUVEMEEIES S NUIET AV E
T AR—FBIOA VAR FLTEETEET,

Procedure

AT w71 unsubscribe 2~ FDexport 7 a~> REMHEHL T, BEFOZ NV 277 A (77 AV
ZIXASTHRE) L7 AR—FLET,

RAT9 T2 CLIOIHT, 77 A NVEBRGLET, GEHIZOWTIEL, FTP, SSH, 3L WNSCP 77 & A
EERL TSN, )

ATV T3 TXANZTAXEFEHALTC, Z7AMZH LW Y B L £,

TrANVNTZ Y M) EXYISCE, S8ITLET, HHEIER—TFT 0 T VAT ADOHST

FWAEHEHTE E9 (<CR>, <LF>, F£72IE<CR><LF>) , 2 A2 MFTF A "—55 #) T

WBED, BEINET, e ROT77ANLTiEH, B—0OZEHEBETFA—L T KL A
(test@example.com) . $FE KA A DT RTDOZEE (@testdomain.com) . EE KA A LT
A CARTZ FFOT R TO2—T (testuser@) . BLOFFIEIP 7 KL ADLEDOZEH
(11.12.13.14) RSN E T,

# this is an example of the global unsubscribe.txt file
test@example.com

@testdomain.com

testuserd@

11.12.13.14

ATV T8 77 A NVERFELCA VX —T =4 AD configuration 7 4 L' 7 MU IZFEEL, A A — hT&
HEOICLET,  GEIZ OV T, FTP, SSH, BXLUSCP7 7 EAZZML T ZSVY, )

AT 75 unsubscribe @ import 7 a2~ REHEMA LT, fELZ7 7 A VEA L FR—MLET,

FESR - BEFA—ILINMTS5A4 Y

ORI, ZEPOBME~DN—T 4 T ET, BFA—NABYAT LTL—=T 4T END
R OMEZRLET, SEEIET EOOIEICETSNET, ST TIEERICHPALES, &
Cisco Secure Email Gateway D& F A — /XA T T A 2 v—T ¢ 7B L OREHRE] DA
EOEHZE, V=7 a2 —TCEITINLHIUHERLET,

ZDONRATTA NTHENDEREDREDKE 7L, trace 2~ REEHLTT A M T&EE
#o#ﬂuowfﬁ\Fh77w/;—74/7J®$®T?Xk%yt~9%ﬁﬁbtf—
N Ta—DF RNy hL—RA] ZBRLTIIEEN,
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Table 11: Cisco Secure Email Gateway DEF * —I)L/NA TS5 4 > : BF A —ILZ{EHHE

HaE

Bl

RARNT IR T—T
)L (HAT)

AR A DNS 25 H WEE

(Host DNS Sender
Verification)

EEHEIN—T

TN u— 7 A EERGE
(Envelope Sender

Verification)

EEE RGBS T — 7 v
(Sender Verification

Exception Table)

A—)L 7a— iRy —
(Mail Flow Policies)

$EED ACCEPT, REJECT, RELAY, 7zi% TCPREFUSE,
BR7T U MT v REEREEL

IP7 RLRHT-Y DEREIRA 3T o R

PG DT O KA v = A B LA vE—V%,
A=V hTo B IO B2 O ORRZEEFH.

TCP U v AL Fa— B A X,

TLS : no/preferred/required

SMTP AUTH : no/preferred/required
ARIEZRTEAD FROM ~ v X — % Fi OB F A — LD Ry 7
EEHEREGIIN T — T VNOT Y U NED A —LEFIZZTANDLMER L E T,
SenderBase 4> /A4 7 (IP 7'm 7 7 A U v 77 v —iili])

Received ~ v # —
(Received Header)

ZAFT ANTZE S A — T 5 Received ~v X —DBM : /47,

TITFIE RAAL YV

(B 22—V T RLAZT 74V~ RAL U ZBILET,

/N ANRGE

BIENRAT A A=V ZERA =L LTHRIELET,

NAA Y =y
(Domain Map)

RAL Y = T—TNHNDORAAL L E—HTDHA v E—VIZEENTVWEIEZEHEOT
v Ru—TEEOEERZ,

ZEET VR AT =TI
(RAT)

(RXTV v JAF—DH) RCPTTO B LN A X A SMTP BN DZ1E#H D ACCEPT
* 721X REJECT, ¥l & Ic Ay NU T DONRARREHFALET,

TA VTR FT—T )L
(Alias tables)

- L

TN TREEEEEMAET, (O AT LR RBIRE,

listenerconfig D% 7 2~ FTIEH Y THA)

aliasconfig I3,

LDAP Zf5H D% AfL
(LDAP Recipient
Acceptance)

ZAEFHZ T ANLD LDAP fiEEIL. SMTP B o\t —3 3 U CIiTbET, Z{EHH LDAP
T4 L7 BYTRONLRWVGEE, AvE—iE ey rEnsmn v 2snEzd, €
bV —7 ¥2—WTLDAP HFEA1T) KO IR ETHZ L b T4,
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9
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LDAP Z{E&ED ZAEEZ T ANDLDAP BRIV —7 ¥ 2 —WNTiTb
ZITANh NET, ZEFENPLDAPT 4 L7 U TROMB RN
e, AvtE— Ry Sndn A3 nE
T, 8P VIZSMTP B >3t —3 3 > LDAP WL & 1T
FEIRETDHZLELTEET,
YAAL—F AW L—RiE, V—2 Fa2—TfThbhvEd, A
L— KT, AET 47 T—TNNEEHT N
- LDAP < -
i;ﬁ—P LDAP 7 = ) — %M LT, = —7%EH,
To:. From:, CC: ~v X —%EX Mz £,
LDAP JL—T 4 LDAPZ =) —f, Avb—IN—TFT 4T EIET
g RUVAEEBRZOOIZFTINET, 7 /L—T7LDAP
T —I. AvE— 7 4K L—)L
mail-from-group 35 X U rept-to-group & #HE L CTEIE L
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Ayt—T Jg A= T4 NAFA =0 4558 L0 b
JLZ (Message WA SIET, * Ay bE—U%RHE= Y TIZEET
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FUFRINLY | REZBBEAM | TVF AL RAF Yy 2P0 TR, AvkeE—U%
DRAFYY |BELT, SHICAHTI-OIHEEZELET,
(Per
FUFIALR |Redpient | T YT UANA AR L THL A M AERINT B
Scanning) |PICAYE—VERELET, AvE-YEATY S
Sh, ARETHIIE, EETBEESNET, * A vk—
CHREEET Y TICRETE ET,
EERTILYT FER=LT =TI, M7 7 AV BE LT o
7 A1 TEBEHTLATEOIL, 774N L2 T —T g A

arvyTroY J4
JLE*

X T AN EFEITLET,

ATV T4 NEREASNES, A vE—V%
FREET Y TIZEETE £,

TorILAY TONTVVA T T A NVEEREEHATDE, TANLA

TA4ILAE* RENOHRFETEET, * A v —U%REET D 7IC
EETEET,

RET—Frox BEDIPA v A —T 2 AEFIFIIPA v X —T A

4 ADITN—TEN L TA—=ILEZEELET,

BLIEHIMR 1.7 74V IMEEA v =T =2 AZRELE T,
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(Domain-based
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L—T 1 VI B UERIEKEDRE |

RAAL VHALT, #EETS— bV =2/ BLOV AT A
BIROERT U by v NERE, T2 30 R
Tu7r AN BEMOTLS L7 7 LA
no/preferred/required % EFE L £ 7,

FAALR—=X
DIL—T 1425
(Domain-based
routing)

TN =T REHEEZESHRZT. FALTESY
TA=NEN—T 4T LET,

A a—NILEE
=1k (Global

FEDU A M- TxREEZ Fry 7 LET (VA
T LKL RITRE) o

unsubscribe)
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