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WZOWTC, ZENENBIADOT 7 arw#FTLCREET D Ko IciRETEET, K : vAL
AEAFX XY T DA E—UEMBET AT a ] . VAR AF v TV URASR)
R EIT, VAT ANITTET Vv a rOMEERLET,

MDZEA =T A TIZHONT, ENENETT LT 7 a raBRTEET, 77V ar
WCOVWTIFBER LET (R =V 0ET 7 ¥ g VO EDREK, onpage 112 2M) , =&z
. VANVRERE LA v =20, BRLERMN 7 7B ke y 7S, &
A= IVOBZNEEINT, WAXLT T— "B A =V OZEFITEEINDI LI, U
ANAFREFRETEET,
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Ayvb—VIMEEINTLERRINET, ZNODA v E—VIFZOFEREINET,

EElLEnf-Avt—CDNE

A=V B L E IR HE SN T =V FRBHATOIC, TP B AX Yy U E5ET
TERPOTHARE., TOXA =TI LI TWd ERRENET, BElkahTnb
Le— 7 XN AvE—UY, BEARETT,

Wbt o vyt —2 7002 — (B biiiv—La22/) &, s bk
A=V TEIVANAAFT YL T 7 a OBWVCHEELTLZE N, BafbAvE—
YT A4 NE =T, PGP 721X S/MIME THE S L ENTZFTRTDOA v E—T% [Ttrue) &FF
L E3, BEB(LL—/L TR TE 201X, PGPE L O'S/MIME T b &M= F — X DHT
T, NAT—RTR#FESNTZZIP 7 7 AV, b LLIERE S & iz =27 2 % 5 T Microsoft
Word F£721F Excel R¥ =2 A v MIgHTEEEAL, VANV R XX 2P0, NRAT—
RCHREINTA v =V N7 7 A VT TRT S fbEnTnb ] ERARALET,

S

Note  AsyncOS /3—3 = L 3.8 LIFIZNH T v 727 L— K LC, Sophos Anti-Virus A ¥ 2% ET 5
ek, 7Ty 77— RRIC b A v =V 00 OEEZRET HLERH Y F
R

AX v UTELWAYyE—2DNE
AFXy s BADLT U MEICEGELZBEES., NI =L =P NMEHAARATREIC
ol GE8IE, AvE—VIEAF Y U TERVWERREINTET, AF o TEhNEv—7 X
NizAvkv—I%8, BEERETT,

DAINLNRIZRERE LA v E—DDUNIE
VAT AN T ANV E Ry T TERY, FEA vV EREIEE TERWEEN
HVET, ZTOLIREESIT. EKRELTUANAADREENDA v E—UD Y AT A TOULH
FEERETEET,
EfbA vt —Y, AXy U TERVWAvE—Y BIXORUANR A E—=VOREA TV 3
iE. EnbFEIL T,

Ayt—TNET L3 UDEREDER
« M3 577 a2, onpage 12
o [REERS KOV A LV AXFR A ¥ ¢ >, on page 12
o A=V DS~y X —DZEHE, on page 13
e AV VI A yE—TDT —HA 7, onpage 13
« BHNDE(F, on page 14
s A=V DAL L~y H—DiB]N, on page 14
o At —UZ(FHDIEE, on page 14
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« REBEEARR MIA v E—T %% D, on page 14
« WAL T T — MNEFHIDIEE, on page 15

BWElbEshicAvtE—Y AFX o TERWVWAyE—Y FRIITVANVAGEOA v E—T D
BHATIZONT, BRNCEDT 7 v a 27750 (Avke—Y&2RFey 735, #ilL
WA E—VOFRM T 7 ANE LTRA vy E—VEEET D, AvE—Vh2Z0FERIET S,
FIFAE—VET UFUANRGBHET Y TIZEET D BHERS IO A VA RAT ¥ o,
onpage 12245 M) ) ZTIRL 7,
BRLIEA Yy E—VEH LWA v =V 7 7 AV E LTERET DL OICE AT —
F VA ERETDHE, ZEFENAY /ﬂ‘/l/@mm‘bt{f‘ﬁ'77/l)/l/75f&@i T B
EBIRTE LI ET,
A /ﬁ%y%%@iiﬁﬂﬁﬁéw FEFAE—TVEH LNV A v E—VORMG T AL
THEUET D2 L 2RI LT3 . IBIITCIROWBEZ R ETEET,
« A=V O DER
e FVTFIN A= DT —H AT
« BB DOEE, ROT 7 v a . GUIOD [FEM (Advanced) (&7 ¥ a Vb FEFT
TEET,
A= ADH AR L~y E—DIEN
A= UZEHEDOER
 REBFEEARA b~D A =V DEE
e WAZ LT T — MBEFDERE

Note

INOLOT 7 v a i, AP TIEH Y A, 22—V N—T7 DX F S F g
==X EbE T, SEIEFRERERIIRERY O—T, INoDOT7 7 v a v EHEEIX
TRCE, SESFITHARDEDLZENRTEET, oA T va v el L, S
EFRAF Y URY —OERICETHHEMIONTIT, BROEZ g v BIORY A L A%H
REICBT 2 EFIH, onpage 172 L T2 &E W,

BESNEZA v E—DICk T 2IES 7Y a %, [IAX b~y Z—%B0 (Add custom
header) | B X [H A& LT 7 — MliF1 % 1%{5 (Send custom alert notification) ] D 2 DDA T
To ZOMTRTDOR =T XA FIZONTIE, TRTOILES T v a T 7 ERATEE
D

REREUVISMILARNERF v

@%7?ﬁ@ﬁﬁahtfy?%¢ BT AA ST TA DR OB A L E T,
AvE—UNNRATITAVORRBIZEET DL, AvEe—TI1 20 LORBECET 7 7 7
;iﬁéﬂfww%°\5%?ié%:. WCADET, Ave—U0N AT T4 ORBIZEEL
TR, BB Y TICEERE S E Y A,

Tl ziE, arT Y 74N ZEFEAyE—UER Fay PTERITRET 56X H 0 308, £
DEE. A vE—VidREISNER A,
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VAT HZED UANABREENLTND (FRIFEFEN TV DL ARERH D) LYl &
A vt—U0%, lavarchive] T4 V7 MUWCT—HA 7 T&xEd, ZOEXIL. mbox XD
77 77 A/ TCY, [Anti-Virus Archive] 227 7 A7 V7 a AR EL T, VA ILVAMN
EENTVDRA v =V ERITRBICAT Y U TERDPATEA V52T A T T HH0HE
N0 ET, FEMIZONTIE, 2725 TEIN,

Note

GUI Tix, HBAIC LY 8 (Advanced) (V> 27 %27 Vw7 LT[AVVFTNADA -V %
7 —7 A4 7 (Archive original message) | # &R HLENRH D £,

AyE—CDHBANYT—DEE

)

FrEDT ¥ A N UFHNERIEIBINT 5 2 & T, MblShicA vyt —VaEES L, 2—H
DEVHRICHEN SN A vy =V 2HRILZD, Y—FLEDTELL9I2RV £,

Note

[A =2 O ZETE (Modify messagesubject) |7 ¢ —/L RCIEL, ZEHITEHINERA,
DT 4=V RIZAN LT F A MOBRAETZITIANIAR—ZBMTHZ & T, VT A0
Ave—UL L, BIITXANERTHIENTEET BIMTXFA N2 T Lrot4
DENZBINT 25E13EINT F A FOFT, AU P04 0% AIBINT 256 13BN T X
A RDBRAHIZAR=AZBMLET) . /=& 2L, (wARNING: VIRUS REMOVED] & UMD T F A b
AV OO ORNEMNT 5551, ZOBRAICHEBED A=A %BIMLET,

TI7HN DT HRAMIROEBY TT,
T FIANAGRATERDT 7 4 /v MEBATT XA |

HE HRIZEBMENDTIAILEDTEFR L

R =1t [WARNING: MESSAGE ENCRYPTED]

B LTV 5 [WARNING: VIRUS DETECTED]

BEIILTWS [WARNING: VIRUS REMOVED]

AX ¥ AT [WARNING: A/V UNSCANNABLE]
(Unscannable)

BEDOAT—INEZUTEIA =IO T, BEAA—NTF = U2 AR R =%
LCIAT LT 7 v a vka—FZMmbE 5, S TR S IVZEa A v B —UMMER S
NET (L ziE, 2—PFITHFLTUIA v =D UA N RABEE SR TWSD RS T
TH, AvE—VOMOMBIEIRE LS TWDEERHY £7) .
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VAT AZKY A=V UANAREGEENTWD LB SNZEEIC, T4 MO
HEREE, ZEH. BLXOZOMO2—FE2TZ20NTNnIcEkEFETEEd, Toho
=P EWARNRIEET 2581E, BEO7T N Az a2 ~<~TREY £9 (CLIEB L UGUI
DWEIT) o T 7 AN FOEE, A vE—IFROEBY T,

T UFTANARBEDT 7 v B

HIE BN

BEEINTY [ ROTANVARA—LRA =V THRIHSNE LTz <V A L A4> (The

2 following virus(es) was detected in a mail message: <virus name(s)>)

ETT2T7 7 a v BELTOWLIIRMN 7 7 AR ey 7anE L (£
TG L TOWDIRM 7 7 A AVDMEE SIVE LT2) o (Actions taken: Infected
attachment dropped (or Infected attachment repaired).)

i 51k R ESNTVDTZD, ROA vE—C2 A NARHET DUk > T
RIIAF ¥ TCEEHATLE, (The following message could not be fully
scanned by the anti-virus engine due to encryption.)

AF X UARH | ROA =V VA NVAMRE DAL S TREBICA Ty TS EHA
TL7., (The following message could not be fully scanned by the anti-virus
engine.)

BHLTWD | IROBEERFTRER VA VAP A=A =V TRIBESIVE LTz:i<v A L

4>, (The following unrepairable virus(es) was detected in a mail message: <virus
name(s)>.)

TUVFIDANA ATy TN o TAZT Y U ENTTRTORX v E—JIBNT 5,
BMOH AL I~ X —FERZTEET, T Yes) 1227V v 7L, ~vF—4BLOT
FRANEERLET,

F7-. skip-viruscheck 7 7 I/ 3 VEMERAT AT ANV EER LT, BHEDOA v E—FT A
NAAXY U EEWTLEIICHLTEET, TVFIANA VAT LADNANRAT I a
EHRBL T I,

At —UREEDER

Ay —VDOZEFEEER LT, AvE—URRO7 RLRAZEEINDELHICTEET, (I
W (Yes) 1227V v 7 LT, BILWZEEDT FLAZ AN LET,

REBZEERRMIAYE—%ED

BElbEShiAvE—Y, AFy U TERWVWA v =Y, FHRIEIUANAITERE LA vE—
DNIZONWT, BARDZEHEEIISAERA MTBMEZHET D L O IGBRTE E4, 1TV
(Yes) 1227 Vw7 LTRET RVAERIIEA AN LET,
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bt bk

ez, RO LWA v EB—URFHEDRA—ILR Y 7 ZAEZITHEHO A —L P—3
T, B CTHEBETDHIZENTEET, ZEENELO X v E—VDEAT. (WEZEE
NAHIE—L1 >DOATI,

oy

B Bt
o o
Nk

HRELTS5— FBHDZEE

FEEH. ZEH. BIOFOMOZ—Y (A= T RLR) ICHAZ NENEEETEXET,
ZOEDITIE, ZORTEEERTIANI. TTHAZ L@MEERTHISHENHY $9, FM
IZOWTIE, TF AR UV —ZIZOWNWTEBRB LT &N,

Figure 1: 9 A LA A¥x v VERTLEAvE—COWEBICET 24T ay

.. Internet >
Internet mail

IronPort Email Security appliance
with Anti-Virus scanning enabled

3 &

[] Scanned —¥irus found but

[] Scanned — virus found [ Scanned —
and repaired jinable to clean no virus
[] Could not scan: unscannable found
[] Scanned — virus found,
attachment dropped [[] Could not scan: encrypted
The message is “known clean.” The message could be infected.
Drop message, deliver message,
deliver message as an attachment
to a new message, or qu?rnnnne i
Deliver message, and optionally: message, and optionally: message.

O Modify message subject
Q Add custom header to message
O Archive original message

Q Send notification to sender,
recipient, and/or others

Q Send custom notification to
recipient

O Modify message subject

Q Add custom header to message
O Modify message recipient

O Modify destination host

O Archive original message

Q Send notification to sender,
recipient, and/or others

Q Send custom notification to
recipient

Note =7 )L LTClik, 7o F VAN ARF v %, ALLOWED _LIST &E#H 7 /L— 7 NEI 58
7Y w7 U AF—@ $STRUSTED A—/L7a—RY > —THDAR>THWET, A—/L 7a—
R —% i LIZE A —IVEEEDT VA NL—LVDERK 2R LT EEN,

EEBEBIUZEBODIINL—TZEDTUOFIAILARRYY O—DETFE

A=V R —Da—PF DT UF AR
JVTCEEARBIZIE T T,

fEilx DRY >— (F7x0 NS 1L, [T 740 &M (Use Default) ] 5% EME & V9B
MOT7 4 =N KRBV £9, ZOREIFX. T 74NV EDA—VR) —REEMWEKT D LD

BIRL F7,

R & ME T DABT, HRA -V ERIEA—

Iz
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B 2255086805 L—TCLOTUFIM LR KY L —DBE

ATy T

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 17
ATvT8

TUFUANR T IV a i, A=A YU T — (Incoming Mail Policies) | & 7213 (%15
A—/LARY 2 — (Outgoing Mail Policies) ] ZfiH L TZEHE LI/ x—7 M LE T, GUI
% 7213 CLI @ policyconfig > antivirus 2~ FZEH L TA =L RY O —2RETEET, 7
VFUANAREE T A=A F =TT LT tkIE, TERR LT A — L R Y —I2xf L
T, IN6DT7 7y arZillxICBELEY, SESERANRY =T LT, Red7
Jia rERETEET,

Procedure

[A—/LAR Y 2— (Mail Policies) ]>[5%15 A —/L7R Y 2»— (Incoming Mail Policies) | & 7213 [2%

1§ A —/LR Y 2 — (Outgoing Mail Policies) ] ~<—IZBEIL £,

RV —RETDTTFIANZA X2 T4 Y—E2ADV 7 %7V v 7 LET,

Note T4V R) —OREERET DL, T 74NV MTOV 2 %7 ) v LE
R

[Evy (Yes) 1E723 [T 740 F&fEHA (UseDefault) 1227V v 27 LT, TORY) —D7T

VFUANAAF Y A F—T M LET,

OV DORYIOBREMIT, TORY —Zx L TH—EARAL F—=T NV THDLINE I %k

EFLET, ML) (Disable) 1227V v 7 LTIRCOY—ERET 4 =T M TEET,

F 7V U D A=V R —TiE, [1TV (Yes) | #BIRTHZ LT, [IEEIN-A Y

t— (Repaired Messages) |, [F5 5 b &7z A v&— (Encrypted Messages) ], [AF ¥

ARHE72 A v &— (Unscannable Messages) . BL O[TV A NV AR L= A v&— (Virus
Infected Messages) | fEIN D47 4 —/L RRA R—T T2 0 £,

TUOFTANARAFY o =YL ET, McAfee £ 7213 Sophos D= 8T
TET,
[A>vBE—VDAF v (Message Scanning) | i E &Mk L E 97,

FEHIZOWTIE, A vE—Y A% ¥ UEIE, onpage 9 SR L T2 E 0,
MEH 7= A v &— (Repaired Messages) ], [t &7z A »E— (Encrypted

Messages) ]. [AF ¥ ' AEEZR A »E— (Unscannable Messages) . BXON [V A /LAY L
7= A v — (Virus Infected Messages) ] D% € &Mk L £,

A v — VHLERERE, on page 108 L NA v — VAT 7 3 9 Vv OFRE DK, on page 11% 5
L TLSIEEN,

[1EF (Submit) 127 Vv 7 LET,

EREZRAAFLET,
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DA IINANEREEICET HFTEEIE

W77 AND Ry T 737280 TUOFUANA AT Y COBWEFIRE SRR £,
VAT AN, [VANVAPBRHSIWEBE TE WA, BYELERG 7 A vE Rey 745
(Drop infected attachments if a virus is found and it could not be repaired) ] & 9 IZFE I LTV D
BalE. vANVAMERIEAF v o TERVMIME #5013 TR TR v =Y bHlRE L E
o XD, TUFUANVAAF Yy OHNE, FEAEEIZT Y —Te A vE—VIZRY
T3, GUI A VNZFRENTZ [AF ¥ U REE/ZR A v — (Unscannable Messages) | CiEF%
ENDT 7 vavid, FTESND I LRIFEALELY FHA,

[VANVADIHAF ¥ (Scan for Viruses only) BRI TIX, ZhboD7 7 v a AIEER A v
-V E Ry 7 TH2E T, Ave—V% [7U—2) LET, RFC822 ~v & —I(C
FRY . RFC822 ~v & —BHIRNKBEI LTz, F2iT 2 OMOBBEICHER L2551, AF vy
TERDPAIGHEDT 7 a VRETENET, LIEL, TV FUANVA AT Y R [TA L
ADIHAF X (Scan for Viruses only) | IZFESALTWRN G, [VA VAR SIUEET
ERWES, BRYE LM 7 74 v%Z2 R v 7% (Drop infected attachments if a virus is found
anditcouldnotberepaired) 2NN IV TWRWEGEIX, AFX v CERDoTGEDT 7 v 3
VINFATEN D FREMEIZIEF 1T Em < AR D T,

WORIT, —WRIRT v FIANAREA S a v 2R LULET,
— W T T OA N ARES T g v

iR TUoF 94 ILRERE

7 A IV ADSREFANC FAE BMEOFANLOFRFOY T LA,
TANWAED A = THM | AF v AF ¥ DH,

CL AT B Ky TSR | e
MR E S - bz | 2 ) T YT EN A v — Y RET 5.

LAEDY EH A, RFPUTEGNAvE—T: A=V Ry 7T,
WALV A v — Y BT S DML T, O
R 5.

TANAEDRA v = Av®—V% Ny 45,

URF LR Y v— A7y T 5,

TELMRVEL D RFF 2 AL M RAFrY A%y L TUER,

ZREELET H)—=rF7yFTEN=AYy+E—2  [VIRUSREMOVED] & L
THUET D
AX v UTERVWAYE—U /A7 7 A0 E LClintd
D

LS A v —Y : v —s LTI 5,

DANAED A v — RS 20, ~—2 LTk
o
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K%

TFUF 94 ILREEE

L VRSFHRR Y o—

KMIZzaAL0OrOy T 45,
Axy>  Ax v LTEHE,

g)—=rF7yFTEN=Ay+E—2  [VIRUSREMOVED] & L
THUET D

(FVEEALAR)—TX, 2V =0T o7 L AvE—
ET—IATLET)

AX v UTELRWAYE— WA %D, RBEET S, £/~
Ry X LTT—hA 7T 5,

e fbshic Ay E—2 v —27 LTIRET 5, EEA
FYUOTERNA Y-V LTAET S,

TANAYEDRA v E—2  T—hH AT LT Ray 745,

REFIRAR Y =Tl B a—%
FhEd 5
TANA R y— YD AREME
N HHDIE, % TEEENN
REMRTEDL LT, Rk
A—)ViR v 7 ATIEE SN E
75

BMIZ77ALOKRKO YT LR,
AExv: AXy DI,

D)= TFvTENEAYvE—2  BUET S EH. 207
Jva NIETEIRERA)

AF X UTERVWA =T I/’ 7 7 A )L, alt-src-host,
F 72X alt-reptto 77 > =3 > & LCHRET 5,

RSN A v =Y AF YU TERNWA v E—U L L
THET 5,

DANAPED A v —2 : [REET 2 E A ICERT 5,

TFOFIALAINARATHOSaDI78— 54 TS5 4

KON, ToFIANAT I arBLOF T a R, EFA—INTF— T x A TUHX
NHEAE—JIZEDL I ITEEL RITINERLET,
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Figure2 7 > F9ANA FTHavDIA—FAT TS5 A
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[
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Clean, no

wiruises faind

|= Anti-Virus snabled inthe

applcatie Host Access | i & o Iﬁl:&gﬂarcmz
palicy? (i nses, palicy wil MNor . e n;T;i ;
use lizener HAT default) s gy

-
Yas

|5 Anti-Virus enabied
N
[}

Yes

Has AntHvinss bean N
snabled ghobally on the 2, >
ayalem?

b4
Attempt bo
_Sucoees

A
Yes

——Failure -
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Ant-VIrus fasturs Kay?
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& i ts "Drop
ilure mfecied
EET ) altachments”
n enablad?
Incaming
Email
L M.
Color Key: Options I | Artiors | | Sean Results | | Final Resuts

Note

NVFLAY TUoFTANA Ay VERELESEIL, Cisco 774 T 2 AIHHNC
McAfee =2 P TUA A AF ¥ &2 FIT L, RIZ Sophos TP TUANVA AF ¥ &
FITLET, 7774 T AL, McAfee T PN T AN AZBH LARWRY I, Wihox
VUOVEMHALTA vy E—UEAF Yy LET, McAfee TV VN T AN A BB LEESA
X, BIA—NT = Uz AF, A—NVHRV—TERBINLET VT UANAT 7 ar (&
. REEe ) 23T LET,

TUOFIAINARRZT Y T T AT H-HODEFA—IL
FH—r9zAANDH A—I)LDZEE

&

Procedure

A=V RIS —DIANA AF Yy oA FT—T VT LET,

[Ex=VUF ¥ —E R (Security Services) ]>[Sophos] F 72i% [McAfee 7 1 /L A%}R (McAfee
Anti—Virus) ] “\O‘—‘\/\\\ FIX antivirusconfig IA<¥ ]\%{ﬁﬂ% LT/ ‘—/\‘/V%Hﬂiﬂ%ﬁio <,
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B 779 2250 V£ R M T B ODBF ALY — b I T4 ~ADA—LDEIE

ATy T2

ATvT3

ATy T4

ATy TH

5. [BEFA—NEXx=2UT 4~F—% (Email Security Manager) ] ~— (GUI) F7=i%
policyconfig @ antivirus YT a<w N2 H L C, Lﬁ‘ﬁ?@f —J)L R ‘:/“—‘UDEQE%*%E‘Z L¥
j—o

BEDOT XA N =T 4 X &BE, ROLFHNE A=A ETIAT2HEHET, 11T7CAL
3

X50!P%QAP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! $H+H*

Note FROITIE, TFA N ZT 4 X U4V RUTIITTERINDAOMLERHY 9, £
DD, BWFTHAN T4 XD 42 RITRKICL T, SATET_XTHIBRL %
T, £2. TA R A vB—VBAEO [X50..) ([ZiE, BFo [0) TlER< 693X
Fo o] ZANLET,

DV =aT )NV E A a—H TRHADEAIX, PDF 7 7 A V£ 721X HTML 7 7 4 L) 5
HHEZOITZabet— LT, TFA M T 4 XD M TEE9, 2072 ab’—34 554
X, BT TR TORDRERLTELITIAR—RZHIBRLE T,

7 7 A )L % EIcar.coM &\ ) LB CTHREL £,
T 7 ANDY A XL 68 ~ 70 /51 MRV FET,

Note DT 7ANBTANATEDHY EHA, IEBELZD, fOT7 7 A VTR LTZD
FFa s Ea—XIlEEEZRVTELOTEDHY FHA, HEL, fLoa—HIC
T I b EERBVEDIL, FARNEKT LIE 207 7 A MEHIR LT &,

7 7 A JVEICAR.COM BB A—/V A v = IR LT, AT v 7 1 TRELIZA—/L AR
VLB D U AT IR LETS

TAMRA Y=V THRELEZEEND, VAT —THEND I LEHERLET GEHIZOW
TIE, AvE—VEZITAND FAL VBLIOR2—FOBEMESRL TIIEEN, )
vAaPSNDT— b~ A (7= & 21X Microsoft Exchange H—/3) TH[F A —/LiZxtd 257 A

NAAXXY L VT 2T 2 A =L LTWABEAIL, 77 A NVEEFA—ILTERET
DIEMEELWZ ENHDHIZD, HEELTLLEE N,

Note TAN 77 AV, FIEBERAREE LTAXF Yy ENRET,
VDAF—FEDOTANAAF Y ANCERELET 73 a2 LT, FOT 7 a VB R—7
NThHY, THEBVIZEMEL TS Z LE2ERLET,

ZHUE, WOWTNDOT 7 arwF 7752 LT, RbLEHEICERTEET,

a TANAAFx Uk, [AFX v L TEE (Scanand Repair) | E— REZIZ[AF v DA
(ScanOnly) ] E— RIZL T, W77 A% Rry P LARNWE I ITHRELET,

*EICAR 7 A b 77 A NVEIRMNTZ 7 AN E LIZE T A—VERELET, EfTshiz
T arin, [UANAREY LI A v — (Virus Infected Messages) ] (DRLEE T¥
ELENE (TA VARG LI A vt — U DOMLEL on page 11D E) & —FH LTV
HZLEMERLET,

b. VANVAZAF¥ %, [AF ¥ LTEE (ScanandRepair) | E— RELIL[AF ¥ DA
(ScanOnly) ] E—RIZLT, W77 A& Rey 745X 0ICRELET,
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*EICART AN 77 ANVERMN 77 ANE LIEEFA—NEEELET,

s EITENTT 7 v a v, S A vE— (Repaired Messages) | DULEET%
ELTEZAR (BEINZA v E—O/EE, onpage l1IOEE) E—HLTWBH I L%
R LET,

TYFIANARFY DT A NHTANA T 7 A VOBIFHIET HFEMIZ OV T, RO
URL &M L T 72 &V, http://www.eicar.org/anti virus test file.htm

ZOR—=U TR, A — Ra[fER4 SO T7 ANV ERELTCWET, 7T 4T Millcy
ANVAARAFY L )T NI 2T A LA R—=)LLTWAEAIL., ZNHDOT7 7 ANV E Xy a—
RLTHIHT 2013 L W20, HFEE LT 72X,

DAINAREET7AILDOEFH

ESPEREY=]

*HTTP ZfEH L7 TV FUANA T v 7T — FOEFFIZ-OUV T, on page 21

o 7w T — b B SERIEDOHERK , on page 22

« E=H Y B IXOFH TO Anti-Virus 7~ 77—k 5= 7, on page 22
cEBFA—NT =R T2 TOT U FIAINAT 7 A )VOEH O, on page 22

HTTP 2EALE=-7VF9AILR 7Y TTF5— FOEEBRIZDOLNT

Sophos 3 & (X McAfee [T 72 1T SNV A NV AD T A NVAEFREHECT v 77— ML FE
T TNHOEFIX, B A—NT— VoA IZETHLERHY £,

TNV TIHE, BTA—NT =NV =AX, 5SHTLIET v 7T — b aeFzvrT5E91C
BREINTWET, Sophos B LU McAfee DT > F T A NVA TV ORAEIL, — NTEH
Web A R 67 v 77— R LET,

T T B AN T 2T B—RLTWAHEIL, Ty 7T —h DX A A
TR ERA, Ty TF—FOF T a— RREREFETLE, o m— g
ALTTNLET,

VAT LANEA LT T NETIZ, Ty T T — MRET T 5 E CRET D RRFEMIE, T TF Y
ANAT v 7TF— MARE Y 1 SEWVEICERZINZ, BINRETT (EX2V 70—
A (Security Services) |>[F—EADT » 75—k (ServiceUpdates) | CTEFTINLTWVET) |

ZOBRGEMIT, HROEEOBNT T TA T VAR, BTETI0FEBAORENT v 7T —
My rm— RT 5551 LbHET,

| TFOoFIAILR .
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[Ex= VU7 ¥ —E R (Security Services) ]>[V—ERADT 77— K (Service Updates) ]
RV TUANARFRELRETEET, L, VAT EART U F VAN AOEL %5
T FEREH MR T DMELRETCE T, BIREICET 25O VT, —E A
Ty 7T =R ESRLTIEIN,

EZAYVIBLUVUFEHTO AtiVius 7Y TT7—k Fxvd

[BEX%=UF ¥ —E R (Security Services) ]>[Sophos] ¥ 721% [McAfee] ~*— %7213 CLI ®
antivirusstatus 2 REFEHL T, B A—NFTF— NI =2 TKHFDOT >V FIANVAT
VUBIOEBI T s ANBA AR ISNTND I EEER L, WORKOT v 77— kR
FATSNT DR TEET,

T, FEICT v 7T — b EFTTHILELTEET, FEITOT U FUAINATU D UOR
1 ,onpage 2L TS a3

FENTODT7UFIAILRA IO VDEH

Procedure

AT T [BEF =V T 4P —EA (Security Services) ]>[Sophos™ - /L A%} (Sophos Anti-Virus) ] £ 7=
1% [McAfee” A /L A% (McAfee Anti-Virus) | ~—UICBEN L 7,

AT w72 [BHEDMcAfee/Sophos™ A /L AxtHK 7 7 A /L (Current McAfee/Sophos Anti-Virus Files) |7 —7
LT, [T <EH (UpdateNow) 127 U w7 LET,

BIA—NT = T2 BEFOT v 7T — b aEE L TH¥ v rn— NLET,

What to do next

Z UL, antivirusstatus 3 X (R antivirusupdate 2~ > REfEH L Ta~v o KoM (&4 —T =
A ATHHRTEET,
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X, tail =~ RZFEHAL £,
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