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TXAN VY —REHL, ROX AT PEENET,
<38
o FREER L OHIEE
« T/ AR— b B LOS R R
T RTOTFTHFAN VY —ARAFATDTL—2 THFAN AvE—VDER
« —HDTHFAK VY —RA XA TFDHIML X—AD A v tE—DEFR

ESPEREY=]

« 7F A b U Y—ADBEN, on page 12

e 7X A K U Y —ADHIEER, on page 13

e TX AN YU Y—ADTY AR— |k, onpage 14

e TX AN Y Y—ADA KR — I, onpage 13

s HTML X—AD 7 F A kU Y — XD, on page 14,

TEXERAL)Y—XDENM

AT T1
ATvT72
ATvT3
ATvT4
ATvTH

ATvT6

Procedure

[A—/LAR Y 2 — (Mail Policies) 1>[7 %A kU Y —2Z (Text Resources) ] IZRHEIL FT,
[7%A KU Y—2%;8/ (Add TextResource) | %27 Vv 27 LET,

(487 (Name) 1 74— /L FIZTF A+ VY —=2D4HTEZ A LET,

(A7 (Type) 1| 74—V RDBLTFHARN UY—ADX A TEBRLET,

[TF A b (Text) | £721Z [HIMLE L7 L—>F % 2 | (HTML and Plain Text) ] D EH 5
NDT 4 —VRIZ, AvE—YFEXANEASLET,

TEARVY—=ANT L=V TFARAvE—VORZHFANTIHHEAIE [TF AR (Text) ]
T4V REHALEY, TFAF U Y—ARHIMLEBIO T L —2 THFRA KM A vE—UD
W5 %A 5840, [HIMLB X O L—7 % A & (HTML and Plain Text) | 7 4 —/L K
ZREHLET,

EHzEEL, RIFLET,

B 7xxrvv—=2



| 7%zxFUY—2

72k )y—20HE |

What to do next
BAEIE B
s HTML X—Z2 D7 F A k U YV —ZXADME, on page 14,

THFRAL )Y —ZADHIER

&

ATy T2

ATvT3

[ L& BHIIC

TXAL UV —AOHIBROEZEI TR LT EE0,
CHIBRENTZT AN VY =AML TNWDETRTORA = 7 o X2 1T, BRHEL
T~—27 &hE7,
CHIBRENTZT AN VY =AML TCWNWDETRTCOaLT VY T4 VHTAFX—T )b
DEFIZRYETN, SHBEH LI NET,

Procedure

[A—/VR U >~ (Mail Policies) ]>[7F A KU Y —A (TextResources) ]-<—\ZKEEL, H

BT 57F%A MY =D [HIER (Delete) 1FNCHDLIAIFT A2 %7 ) v 7 LET, MHER

A=V RRRINET,

[HIB% (Delete) 1227 V> 27 LT, 7FA L U Y—ZA%ZHIFRLET,

Note AT UV EREFA BT T4V ONTNOOBRETERINTNDT XA b
VY —RAFHIBRTE EH A,

REERFLET

THEARDVY—RDA VR—k

ATy I

ATvT2
ATvT3
ATvT4
ATvTH

I L& BHIIC

AVR—=bT D77 ANH, BT A—7— kT =xAOconfiguration T 4 L7 ~ VIZ/FET S
LB LET

Procedure

[A—/LAR Y 2— (Mail Policies) |1>[7 %A kU Y —2RZ (Text Resources) ] X—IZRHENL
[7TF%A KU Y—ZADA AR — b (Import Text Resource) | %27V v 27 LET,

AVR= TD7 7 ANERIRLET,
Tra—RRFXERELET,

[Next] #27 V v 7 LET,

ZETEEIRL, THFAPN VY —RA XA T ERERLIOSERL 4,

THEALYY—R




A

B =+ vv—zozszt—

ATvT6

EHEERFEL, RIFLET

FEXERAMYY—ZADITH RR—

ATy T

ATy T2
ATvT3
ATvT4
ATvT5

[Z L& B

FEARNY V—2F I AR— T EEST. TEXAN TP AAREFA NS — T2 D
configuration 7 4 L7 F VITIER &5 Z LIZHERE L TS ZE W,

Procedure

[A—/LAR Y — (Mail Policies) ]>[7T ¥ A VU Y —Z (TextResources) | ~<—ICHBENL .,
[TFABRY Y —2ADxTr AR — | (Export Text Resource) 1 %7 U v 27 LET,

T AR—=FTEHTXAR VY —REERLET,
TXARN VY —=ADT7 7 A NVHEANSILET,
FEANTrANDT L a— RERNZERLET,

[(EE (Submit) | #27 V27 LTCTFAN U Y—RAE2ETLT XA N 77 A /L% configuration
T4V 7 FUITHERLET,

HTMLA—XDTFA bk YY—XDPE

GEHREREO—HOTF AR VY —ZF, HIML XR—ZAD A vt —VBIOTL—r 7%
AN AytE—VOmMGFEMEH L TERTE £, HTML X—2D A vtE— y&fv%y%%
AF A=W GEEHTEARN VY —ARNBTLA—I Ay —ICHEH IS
HH&N~X®?%XF)/~X%/ﬁ~¢ ﬁ%f~w%/t~y®7%xlitiMML

_%ﬁéh TV —V TFARN AvE—VFEFA—N A vE—VOTFANERLEZS
v—/ﬂ CHEAHSNET,

MML&—X@%%xbUV—X%Emit IRMET A5A. GULICIE, HTML =— R%F
HTHBETICY v F TXANDOANEAREICT Y vF TR MEERNEENET,

HIML X—ADT XA h UV —2A%2BMBLORET25H61L. WOSIZEE LTI EZN,

cHIML N— 3 LNZHESWT, Avke—VD07L—0 TF A X=V g U2 HEIRICAE
KT AHEOBIRTEEST, FH0F, FL—r TFA M=V g VAEBICERETEET,
e[Z— Kt =2— (CodeView) | RZ %27V v 7 FTHZLICED, VyTFTHFAR T 4
4L HTML 22— R Z8UID X D52 LN TEET,

)/%7#2%i74&f%f %éﬂﬁmHmﬁn~b%Gm1Aﬁﬁé %, a—
FEa2—lZ80#x, HTIML=— RZFETANLET, & 2L Zhid, <1mg src>
HTML % 7 % L T —NIZH DA A=Y 7 7 A N~DOBREFHENT AT
WET,

B 7¥xtyv—2x



| 7#xryy—2
HIML R—2 07 %2 b 1 y—2D 1 viti— rs&vzszk—+ [

&R R
cHTML X—ADTF A K JY—=ZADA U KR—FBILNRTZ ZHR— |, on page 15

HIMLR—XDTFRX b ) Y—RDA VR—bFELUVITY XKR— b

HTIML XR—ADTFA K VI —RETHAN T7ANVIZIT AKR—F LD, TFAKF 77
ANIE HTML N—ADT XA KN JY—RA%A R — K L7 TEEF, HTIML X—ADT
XAV Y —=RET 7 ANMITZI AR—= T D55, 774 VCIET AN Y Y —2ADOK N —
Va KT AROE TV a BN EERET,

® [html version]

* [text version]

IOt va OIEFITEETIEIH Y THA,
722X, 2 AR=FENEZT77AMIE, ROTXAIMREENDZERHD F9,

[html version]

<p>Sample <i>message.</i></p>
[text version]

Sample message.

HTML R—ADT XAk UV —=RA%T 7 AR— FRBLOS VR — FT2HAIE. ROAL—L
EHA RTA B LTLIIEE N,

« L= T XA A YE—UNHIML N—2 g Vb HEIRIZAR S 5H HTML R— &
DTHFANYV Y —=R%x ) AR— L5856, =7 AR—bFIN7 7 A M2

[text version] N/ AV Vﬂlé\iﬂﬁi‘@f/\/o

e TXANT 7 ANDLA R — T BHE X, [html version] EZ > a » FOFTXTDHTML
aO— RIERRENZTHF AR UY—RAOHIML A vt —VICEBBENEST (TFA Y
VA FATPHTIML A v —V %V R — T 554)  FIERIZ, [text version] B Z
Yary FOTRTCOTHAMI, ERENTZTFARN Y Y—2DTL—0 THAK Ay
VI EBmINET,

*HTML XR—ZAD7 ¥ A h U YV —=REAERLT H720OIT, 22D, EIIFELRWN

[html version] 73 ‘/%/—E'.\?B’77/(/l/75>%4’ f/ﬂf‘—‘ I\?é%{i\ %%f b‘}l//ﬁib‘ k
7 = A1 [text version] B/ v a DT FA R EHEALTHIMLBLOT L—r 7 F A
A ytE—=VDMW G EERLET,

TFAMVY—ADER

TRCOXATDOTHAN VY —R|L, [TFA I Y —R (TextResources) ] ~<— 7=
CLI @ textconfig =~ > RZEH LT, RIUHETERINET, —EEkIND L, £4A
TTERLEONGEZ LET, REFET VT L— MBLOEAT T L— M, T4 EB
OV RF—THEHINET, —FH., TVTFUANVREAT T L—ME, A=K v—58
X7 U FUOANAREMBTHEHAINLET,

TEREYY—X .



A
B saszEroo—+

ESPEREY=]

« SO HIET 7 L — I, on page 16

c MBEFHAL T LT 33— R, on page 19

« WENT 7 L— I, on page 22

s T T UAINVAEET 7 L — |, on page 22

o N AR LU b fa@E T > 7 L — |, on page 25
W55kl > 7 L — |, on page 27

= — %
BREZFIETVIL—F
B A—NT =T =A1E, VAFT—=BZELLEHERETRITOA Yy E—=VDTFA D
EFEHIET (N —F 7 v F2—) T 74V NORBEFRHEEBNTE Y, ROFFEE
LT, BFA—NTF—F Uz TAyE—VIZHREFHEZBINTEET,

e YR F—M6, GUILE72IE listenerconfig I ¥ K&2fEH$ 5 Hik (U AT =N DR E
HIHT X A M DB, on page 165 2H) |

«a LT U T 4J)VH T U3 Add Disclaimer Text ZMEHATHHIE (7Y 74
WVEDT 7 v arEBR)

s Ay —T T4 )NH T U3 add-footer () T 5 51E ( TUsing Message Filters to
Enforce Email Policies] DE & ZM) |

T HWERMIET v T A NVEHERT D5 (T2 HEONIEESR)

A B—OHBINT 4 v T ERIEINA T 2T OEATH DL AREEND L 2 —
PICEHT DRI T T T AT T4 NZIZK L TA v =V DEEEEHT L HE (A
t—VOEEELR) , ZOXA T OBMTENESNDHREFEIL, TF A D RIZEN

SNET,
Tl 2R, EEANLEEINLIEA v E—VICEFHEES L, oA vb—Y ) $3%E
FHAEIMTE ET,

HBEFHT XA P2 AT ORNC, RBEFEHT 7 L— FEERT 2 0ERHY £9, GUIT
[7F A MU Y —2A (TextResources) | ~—T %M (7F A~ U Y —ZDiBJN, on page 12%

ZM) F7203 textcontig I~ & H ( [CLI Reference Guide for AsyncOS for Cisco Secure
Email Gateway] #ZM) LT, iHT57 %X M FFIOE > FEAFERBLIOERL £,

BEIE R
« 7 A VE NS ORI HRHEDIBNN, on page 17
« URFT =06 DMEFIET X A ~OiE, on page 16
s RBEFHBLOWT V& T 7 2 a ¥, on page 17

JAF—DoDREFETF R LDIEM

HEFET XA Y YV —=AZAER LT, VAT —TZET LA v =DM 57 F 2 b
AN EBRRLET, AEFHET I AN AyE—V0 EELITITHICENTEES, 20
Baelx, X7V v (LAY R) VAT =T TAX=F (TTURITUR) JRF—D
WA TE £,

. TERFYY—X
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| 7%zxFUY—2

JensansorasEnen [

TXAMBLOHTIML b SN D A v tE— (Microsoft Outlook Tlk, Z DX A T DA v
t—% [multipart alternative] &FFOVET) X ETL25G, EFA AT — U =A13,

A=V OWGTOMPNIREFHEAZY T LET, 2L, AvE—UNRBELEHLO
TV THLGE, BANENI Rl ar T oV IEERESNE A, WbV IC, aEHE
AL X - T [Content-Disposition inline attachment| & V9 il S— R 3MER SV E S, ~
ILVFRX— K~ Xy —DFEMIC OV T, TUsing Message Filters to Enforce Email Policies]
# D [Message Bodies vs. Message Attachments] Z ML T 7230,

T4 LA LDEREEIEDEM

T AIVH T U3 add-footer () FINEA LT UV T4 NE T v ay [GESFIALDEB

Iy #EALT, A ybE—VOREFHICKHEDERE AT XA NUFFEMINTHZ LR T
TFET, HERIE ROA Y=V T 4 VZ )L—)LT, LDAPY V— [Legal] (2@ T 52—
PNHEEINDETATOA v =, legal.disclaimer LW THRRMXTFH AL F
R

Add-Disclaimer-For-Legal-Team:
if (mail-from-group == 'Legal')
{

add-footer ('legal.disclaimer');

}

BERERLUVIAILE THOaVEH

A=Y T4NE T I va rEREGEHTLZEHTEET GEMIZOWTIX,  [Using
Message Filters to Enforce Email Policies] D #(Z& % [Action Variables] #ZM L T 7Z23WY)

REFHT 7 L— MME, ROEFZHEHTEET,

Table 3: 7 > F 74 JL R BHRZEH

T BEHZ 5E

$To A=V DTo~Nv A —lEZXHBZONET (o Xa—7ZFHIC
TE B bNFETAL) .

$From A =0 From: ~y X —IlEZXBRZONET (X —7%EH
WCIEEE#Zz bnEREA)

$Subject DA =V OHLITESHRZONET,

$Date BAEO R (MM/DD/YYYY JER) ICEE#Z b ET,

$Time BEORZ (va— A VIERH) ICE B2 O ET,

$GMTimestamp BEORZB X OAA (GMT) ICEEHBZONET, BT AL Ay
& —® Received: T TR ONDEA & FEETT,

TEREYY—X .



B a=sEssvo 8700 a08%

A

ZH

BEEHASIE

$MID

A=V N CHMNT H7-DIHHT S A vE—ID (MID) IZi&
xHaz HE T, RFC822 Message-Id] D & 8RR 57-FE L TL
72&Wy ( [Message-1d] ZHuf59 % 121% $Header ZfEH L £9)

$Group

A=V DAYz NI, EEED T DHEEEINV—T D4
ACEEHZ bNFET, BEEITN—TIZLTBINZWGETE, ST
[>Unknown<] 2MFAINFET,

$Policy

AybE—UDA Yy MNEIZ, EEFEICEMA L HAT R > —0D4
AICEEHLI ONET, FANCERINTWDARY O —ABEHINT
WRWIEA . CF4] [>Unknown<) 2MfASNET,

$Reputation

FEEHDIP L 2T — g  AaTilEExlizbonET, LE 2T —
gy AaT NS None] I[CTESH#Z HbILET,

$filenames

A=V OFMNT 7 ANDT 7 ANELDH ~EHY Y A MBS Z
HIVET,

$filetypes

AvE—=VDORN T 7 ANDT 7 AN Z A THRTH~KE U X b
WCEZHZ bET,

$filesizes

A=V OFRMN T AN A XOT L ~KY)Y Y R MIESXHZ LN
F7,

$remotehost

A=V HBBEBFA-NT = VA ITEE LIV AT LDOKRR M
EEZONET,

$AllHeaders

Ay— Ny H— Az HENFET,

$EnvelopeFrom

A=Yz u—71%EE (Envelope From, <MAILFROM>) |Z
EEHZ ONET,

$Hostname

BFA—NT—RT = DFRAMNITEESHZ ONET,

$header[‘string ’]

DA =V —HT o~y X—=NEENLHE. B FE~y
F—OEICESHBZ ONET, “EHIAFMEMSNDBELHY E
‘a’_‘O

$enveloperecipients

Avt—YOxrNn—7Z(5FH T T (Envelope To, <RCPT TO>)
WICE SR ONET,

$bodysize

A o= IDFA X (A NHAL) IEEHZ HRET,

$FilterName

W DT 4 )V Z D4R L E T,

$MatchedContent

AXx T 4V H Jb—/b (body-contains 72 ED T 4 L F JL— LRI L
TV T4 vatEEGE) M)A LERNEEZRLET,

B 7xxrvv—=2



| 7#xryy—2
C3 S POPP T T EERNCEN

EH BEEH]ZBIE

$DLPPolicy )% > 72 Email DLP R U > — D4 RNCE S 2 ST,

$DLPSeverity BNOEREICESHEAONES, HIIUHE Low) 1. [T (Medium) ],
[m (High) 1. £72X [EKX (Critical) 1 DWFHTI,

$DLPRiskFactor Aot —VOBBENEDOY A7 BERRAaTICEXHB:ORET (RaT
0~ 100) .

Sthreat_category TA T UANA G, vV =T R EDT Y N T VA7 T ¢
WEBEDSA T ICEERZ BNET,

$threat_type TIRNTVUAT T ANEEEATIT)VOY T HT IV ICEESHBEZ SNE
I, e E Fr U T iRk &8ENDOT 4 v T AOEB| R
EDRH FET,

Sthreat_description |77 T LA 2 7 4 L X HEOBIICEE A LNET,

$threat_level A=V DOBBE L (RaT 0~5) ICEXHZONET,

$threat verdict [A >y B—TV DK - L~/ (Message Modification Threat Level) ] L
TVMEIZE T, NEv) 7203 Tz IcEEBZONET, Ay
T—VICEEND VA NVAEIIET AN AZADEBL~ID [ A vl —
COER - B L~ (Message Modification Threat Level) ] L & U MELA
LA, ZOEBOMEIT TV IEREINET,

A=V T4NE Ty a CEREREFRTEMNTSI2E. (GUID[TFHFA LY Y —X
(TextResource) ] X—Y F7/zlTtextconfig a~ 2 Rnb) A v —TDOMREFREAER L, &
BAESBLUET,

add-footer() 77 ¥ =5 > Cl&, 7 v # —% inline attachment, UTF-8 coded attachment, quoted
printable attachment & UL CEINT 5 Z & T, FFASCH T HF A hEHR—FLET,

REFEAAVTEEHT - FAK

AsyncOS 121X, b X Fxra— N EGOREFHAY VT OEZELT T 5720124
HAENDBEENFELET, 7 740 FTIE, AsyncOSIXET A —/V A vE—T DRI/ —
MR ENA XD Z. ﬁf%%é%ﬁﬂ%biﬁ‘o localeconfig A~ RN TERIE Lf:ﬁxﬂ&fﬁ
AL T, KRR —FEeRBEFHOT 3 — F‘ﬁfﬁﬁ@é%ﬁ@éﬁfﬁ%ﬁ&ﬁf%i?o %
[0S b DR ESNBTT A — A v b= VERERT 5 2 LT, 2 ORENIR LT <
20 E9,

To: joe@example.com o B
From: mary@example.com

Subject: Hi!

<ZEH1T>

| Fxzruv—2 I}



A
B sszmxsoTemgoa— st

Hello! A — |
ZDAyE—=VIEAF Y | BAOBAFS—
YENFELL,

Example.zip 2 % H OB/ R— b

BAIDOZEAITICHS A v BE—YOARLITIE, < OMIME R— FREENTWDLEARH Y F
T, ZLDOFE. HPIONN—FE TR F720F T2 ) EMEER, 2 BB UBED — |
X 72 yF A M EREERVET,

GEFHL 72y F AN (LEEOH) EFEALO—HE LT, EFA—NVIIEDDL D
EMTEET,

To: joe@example.com ~y A —
From: mary@example.com

Subject: Hi!

<ZEEAT>

Hello! AL — |k

DA E—VIFEAXY | AXLTED LN HBEFHE
ryEanE L,

Example.zip A DUREF 78— |

—EIZ, AvE—VOARXELEGEFHOM T a— REXOR BN % &, GEFH
DARNZEFEN (AT A4 ) HROT ZyF AL FELTEHEENRNE ST, AsyncOS 1T
A=K EA vE—VOALEF Lz a— KT ra—FLEoELET, oF
D, MBEFHEALOT Yy a— FHFAR KT H56. ELEATHFHOT R M (KX
D) £ TAVNCERTEDLLFENEGENTWVDIEAIL., REFHIIAN VIS gD bRE
T, =& z1E. US-ASCI LF DA% & 1SO-8859-1 = o — RENZGEFHENER S ND
AIREMEN H V £97, FERMIC, ZORBFFHIIMERS T4 0] CRRINET,

7277 L, AEFEPIALLEHAEDE L2V E, localecontig I~ REFH L, AXT
FANEFEELITER L TREFHOZ a— RHRNE—HIHEDH X 51T AsyncOS Zi%iE
TAHZET, EFHEHAA YV E—VORLIZEDDLZ LB TEET,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.

B 7¥xtyv—2x
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aEgEzs v Teguzoa—raz |

[1> setup
If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding

the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[r>

localeconfig A~ P@?,flﬁﬂi&:/)b\fﬂi\ r%%){ *‘/]/bi?‘ k '7 = A TDA *‘/V%fﬁ@%&‘ﬁj
DEZZRLTIIZSN,

Fxzruv—2 I}



FEALYY—2 |

B aa-7—+

BT TL—F

W7 7 L— ML, notify() BL W notify-copy() 7 A/V¥ T/ v a v CHERHENE
T, BAT T L— ML, TUFUANREAI LV ERENDT T U A L ARE O
EETIEASCHTH A NBLOT 7 v a v EHEEDDHZ LN TEET ( [Using Message
Filters to Enforce Email Policies| DF|(Z# 5 [Action Variables] Z%&MR) , 7= & 213,
$Allheaders 77 > a VB AEFEHA LT, TOA v E—I DNy A —52 G057 LN TEFE
T, BEHHOFrom: 7 RLAZRETEE T, EFA—NAT— b U oA IZERSND A vE—
COBRIET FUADHREEZSRL T ES,

WET VT L= R LD, arT Y T4 BLIOA v = 74V E LB S
DI ENTEET, ROKIE, [grapewatchers@example.com] (2 [grape text] AN IE(F X
N3 X9 notify-copy() 7ANE T aZRE LZaryT oY 74 0HERLTHD
e

Figure 1: 3> 72 T 4 )LRIC K HBEHDHI

Edit Content Filter

Edit Filter

Name: |grapechec:l-c

Currenthy used by policies: | DEFAULT

Description: | [Looking for grapes.

Order:

Apply filter: | @ If one or more conditions match
9] Only if ALL conditions match

| Select New Condition... v| | Add Condition ..I
Condition Delete
body-contains("grape”) g
| Select New Action... v| Add Action |
Action Delete
Inntlf'y-cupy ("grapewatchers@example.com”, "Found onel!”, ", "grape_tex‘t")l w

[ Suomic

TFUOFIOAINRBMTYTL— K

TUFIAINZEAT L — M, IRD2ODEA THRHY £,

CTUFVANRBHTYTL—bh, TUoFUANRBHMT 7T L— M, TDOA v E—Y
T ANV ABENITA SN TORWEAICER SN ET,
T UFIANRAVTF TUTL—bk, arTF T — NI, TDA v E—UNR
7740 E L TEFESNIBICHER IR ET,
TUFTANABT T L= ME, TANEZORDVICT o FIANAT D THERHEN
HUSMT, EARMICEAMT 7 L — M EFERICER SN E T, A— R —OfRETIZEG
THEHAF LABHERECTETET, VA NLANKRBEHAD From: 7 RV AEZFRETEET, &

B 7¥xtyv—2x


b_ESA_Admin_Guide_14-0-1_chapter40.pdf#nameddest=unique_1141
b_ESA_Admin_Guide_14-0-1_chapter40.pdf#nameddest=unique_1141

| 7%zxFUY—2

nzxan7oFosrzEareIL—+ |

FNZOWNWTIE, B AT = U= AIERSND A v E—VDORET RUADOREE S
LTL7Z&EW,

BEEE
CHARZLT T UA AT 7 L— |, on page 23

WAL TUOFI9A4INARBHNMTTL— K

WORE, DAXDL T U FIANVABHPREEINTZ A=V R —%2RLTWET,
Figure22 » —)L iR —TDTF UFIA4 IR AT+ T T L— bO@EHF

¥irus Infected Messages:

Action Applied to Message: |De|iver as Attachrment (RFCSZZ) to New Message % |

Archive Original Message: | Mo o~ ves

Modify Message Subject: | ¢ g, & prepend  Append

I[WARNING : VIRUS DETECTED]|

= Advanced Add Custorn Header to Message: | & = Yes

Header: 1 I i

\.-'alue:.?l

Container Motification: | | anti_virus_container
Preview Message Body =

(see Mar! Poticies = Text Aesources = Anti-lirus Container
Template)

&R R
« T UTF UA L ABEIZESL, on page 23

T UOF IR BEINEL
AV AKHRIBAN A VERR T DR, ROFICEHH SN TV DB EREZHERTE £,

Table 4: 7 > F 74 L R BHEH

EH BEHRZ HE

$To AvE—YDTo:~y X —ICEESWZONET (X —7%F
FlIBEEHIONERA)

$From Ao —I0 From: ~y X —Il@EExHz bNET (oo —71%
FBHREICFEEHRIONETA) |

$Subject DA =V DOHAICEEHRZ DILET,

$AV_VIRUSES A=V THRENETRTOTANLZADY X MIEXHZ B
E3e

i . “Unix/Apache.Trojan”, “W32/Bagel-F”

TEFARDY—=R
I
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B 77y zmazy

A

ZH

BEEHASIE

SAV_VIRUS TABLE

s3— k Z & 12 MIME-Part/Attachment £ & 7 A )V A & ;74T — 7 /112
BEHzoNET,

il : “HELLO.SCR” : “W32/Bagel-F”

<unnamed part of the message> : “Unix/Apache.Trojan”

SAV_VERDICT

TFUANADHEICES A ONET,

SAV_DROPPED TABLE

Fay FPENTEZTRMN T 7 ANVNDT—TNVCEEHRZ: bET, K17
1T, N—=FERE T 7 ANL ENRN— NIHETEIOALADY 2 b
WL DR ENET,

5] : “HELLO.SCR” : “W32/Bagel-, “W32/Bagel-d” “Love.SCR” :
“Netsky-c”, “W32/Bagel-d”

$AV REPAIRED VIRUSES

BRBIOMEEINZTRTOUA NV ADY A MIBEZHZ HILE
—g—o

SAV_REPAIRED TABLE

REEBIOMMEEINTZTRTONRN—=Y LA L ADT—TIVICEE
ez b Ed, # : "HELLO.SCR" : "W32/Bagel-F"

SAV_DROPPED PARTS

Faey 7E&NE7 7 AN4D) 2 MIBEE#Z SET,
5] : “HELLO.SCR”, “CheckThisOut.exe”

SAV_REPAIRED PARTS

BEINEZT 7 ANLELII = DU A MIEEHZ LNLET,

$AV_ENCRYPTED PARTS

Wb SN 7 7 ANAELITS—FOU X MIEXHZ O ET,

SAV_INFECTED PARTS

TANAEGL T 7ANDT 7 ANEDOH <KEIY )R MNIES
Wz bNnET,

$AV UNSCANNABLE PARTS

AXy VTCERDPSTET 7 ANBETLNIN—FDY A MNIEEHZ
LIET,

$Date BEOBA (MM/DD/YYYY BX) ICEEHZ O E T,

$Time BUEDOREZ] (m— A VR ICE S bR E T,

$GMTimestamp BEORZB LOAA (GMT) @Sz bhET, B A—L
A v —® Received: {TTH.HN LA L [FERTT,

$MID Ay —=V N CHT D2 DIEHTH A =2 ID (MID)

I Xz HiLE T, RFC822 [Message-1d| Dfff & 1T HE /257201
B LT 7ZEW ( [Message-1d] & HfG4 %121 $Header i L %
) .

B 7¥xtyv—2x
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Ny RENS & vEStxmEnT > TL—+ [

ZH

BEEHASIE

$Group

AvE—VDA Ty NRIZ, EREN T LHIEEE I NV—T
DELBNZEZEHZ ONET, BEHF I NV—TILBIN R WEGEER.
54 [>Unknown<] A INET,

$Policy

Ayb—=UDA Yy MRZ, BEFICEA LZHATARY >—0
ALENCEEHZ ONET, FRNCEZRINLTWARY U —4 0
INTWARWES., UFEF] [SUnknown<] 2MEAINET,

$Reputation

EEZOIP LY aTF—YarRariiBIslmzoNnET, LE 2
T—a vy AaATRRWEEIT Nonel ICEE#Z GNET,

$filenames

A=V OUMN T 7 ANDT s ANELDT <X A MIE X
iz ohnET,

$filetypes

A=V DRMN 77 ANDT 7 AN ZA T HRT I~ XG0 Y
A NMIEXHBIONET,

$filesizes

A=V T 7 AN YA XD~ XY U R MIEZHZ
bhE7d,

$remotehost

Ay =& BT ANT = MUz AEFE LIV AT AORA b
HICESHONET,

$AllHeaders

Ayt —U Ny X —CEEHBmLONET,

$EnvelopeFrom

Ayv—rvDxr X —7%EFH (Envelope From, <MAILFROM>)
ICEEHZ ONET,

$Hostname

BIA—NT = Uz ADERAMIZEZHZONET,

Note 564 1T K CTF/NLFERBILEHA, TmEZE, 7F AN U Y—AT [$to] & [$To) I
F4% T3, TOAvEt—IT AV | BENZEOLE, LT <None> TEEHZLNET,

TXARN VY —REEFKR LTI, [A—/LAY 2 — (Mail Policies) ]>[E5fF A —/LAKR Y v—

(Incoming/Outgoing Mail Policies) ]>[7 1 /v AXIKERE # i (Edit Anti-Virus Settings) ]3—
VFET2lE policyconfig -> edit -> antivirus I~ REFEHAL T, BEINZA Y
=V AF X TERD T A =V, BELSNTEA v b= EIXVA VRN
DA =V LT, TOA Y E—UNRRFC822DT ¥ v F AL MELTEEND LD ITH
ELET, MOV TIE, WAZ LT 77— MNEHOFEEEZSHRL T IEI,

NI VRABHE L VESERBEMNT T L— b

N Z@EEB KO SLROEm T > 7 L— M, AT R@ERB LA v — Ul Bk
JOE A O SN D LSME, EARMICEmT 7 L— R LRI S E T, ek e

Fs¥ztuv—2
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A

B v cEassvrskamENESY

Ty ANERETIZ, XRUVA TaT7 A VEBIRH AL A XA v — Vb RBOER N & iR
ELTWEEAIGRET I AL L RN U ABNMEIRRETE £7,

ROKE, NT A TaT7 7 A)VTHRESNIEAY A EMT 7 U— bR L TWET,
Figure 3: /1X"7) R TR T 74 )LDy > Z@HDH]

Send Delay Warning Messages:

© Use Default (Na) @ ves O Mo
Message Cormposition
Message Subject:  [Message failed

Motification Ternplate:

Preview Message =

Minimurn Interval Between Messages: |144EIEI | seconds

Maxirmurn Murnber of Messages to Send: Il

~

Note x40 57 L— 2T 58A1E. RFC-1891 ® DSN Z{EH L T 2 &0y,

ROKIL, Belbt7e 77 AV TRESNZEF AR T 7L — &R L TWET,
Figure 4 B 5L TR 7 7 1 JLDOIE ALK BGEEN DI

Notification Settings

Use systern generated notifications by defsult or create custorn notification templates can be configured in Mail Policies = Text Resources

HTML Notification: | Systermn Generated
Preview Message

Text Motification: | System Generated
Preview Message =

Encryption Failure Notification: [ :
Uiz Message Subject:  [[ENCRYPTION FAILURE]

Message Body: [r:ﬂaxS\ze b
Preview Message =

&R R
o N7 AN O S E ARG A ZEHL, on page 26

N D RBHINE S VS IERBUBINE

XY AR E T IERE AL RRGE AN 2 AR D BRI, IROFIZFEH S 40T 2 18 2850 2 i ]
TEET,

Table 5: /37 > R @A ZE

ZH BEEMZ SHIE

$Subject DA =T D4,
$Date BAEO BT (MM/DD/YYYY FBER) IC@EE#z S E T,

$Time BEDORL] (v — A VERH) ICE &z bR E T,

B 7xxrvv—=2
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T Bz HiE
SGMTimeStamp BUEQHZIEH LR (GMT) ICEEHMAOhET, BT AL Ay

£ — D Received: 1T CHR.LNB R L FEETT,

$MID A=Y ENBTHIT H7-DIEHTHA v E—ID (MID) 12
EXHz b E T, RFCS22 Message-Id] O & X825 7-DERE L
TL7ZEW ( [Message-1d] # 5G9 % I2i% SHeader ZfEH L £77)

$BouncedRecipient | R INFZEZOT RL A,

$BounceReason SEEnF
$remotehost A=V BIA—NT = U2 A IZEE LIV AT OB M
WCEEHz bNET,

Est@MTIL—Fk
B bi@mT 7 v— ME, 7Y MUY REF A — V&R 5{bT 2% K 912 Cisco B A —/b
WEb a2 E LI SN E 4, Zo@mTiE, ZEEVHELEn-A v —Y52%0E
LicZ éZ@mml, Avb—VaHROCFIHAHPA L TWET, BEbA v e—U L HFICHE
LI AL LG IALEM AR E CE LT, Wb v 7 7 A VL E2ERT HEE. HTMLEAE
KOT XA MEROW S OB SLBMEIRE LET, Z0kd, DAL LT BT 7 A VEIER
T 555G, 7XF A MERB L HTML EX O G O aZE T 2 LENH Y £7°,

| Fxzruv—2 I}
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