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ATYF1 [BEXx =2V T 4% —E A (Security Services) ]> [Cisco IronPort#E - A — /L5514t (Cisco IronPort
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ATvT2 BREFEOREIT a7 7 A VERE T,
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T HEOICEFA—NT =M= ZRETEET, FFMIZONTE, =X T 7
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T UDREMEI BT D YIS NTED, BT A—NT— MU AT A v E—U RS L,
EREINT=F—%2%—V—NIEELET, ZOT7 T T4 T AL, HHTDLF— P — %k
ETHEOD, Bolb7m 7 7 ANV THRESNTERESL., MO S ELMHEH L £,

T 2RI A ¥ X VRIS NI B T, A v E—V RS L TE T, G OWVT
. DLPENT 7 ay (Avk—Y 7273 a3) CHLTETTLIT V7V a v DEXHEES
LT EEn,
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» TLS H2fgi & 5 5L O 0 IZFEH, on page 10
c AT U TANBEMEH LT A v — VOBl & BIFFELE, on page 11
eV T VY T 4 NEEFHEHLTEUERFD A v — T DO EAl, on page 12

TLS Efi Z SN bH Y IZEA

RAAL VHICERESNEZEGE oy be—clk3&, EF AT~ u=A1X, AvE—
VERE LT AMRDVICTLS #iia NN L TA vy E—V a2 X272 L—C&xE3 (TLS #
ENMERRER S R) o BT AN — b= AL, EEEka be— (W (Required) |
HELE (Preferred) . F771372 L (None) ) OTLSEE LRI T Y T 4 VETEESIN
o7 7 a Al SNT, Ayt =V T 50 TLS # CHET 20 RE L £ T,

AT T A NVEERRFRIC, TR v — U ERE BT 50, 7 TLS B TiEfE 2R A
T, TLSEHFRNERA R THNIZA v —V 2B LT 202 ETCEE T, ROETIL. B
FALHIE 7 ¢ L Z BIRNZ TLS Bt TDO A v b — P DR R D 5GE. B A—NV7T— b
T AN, RAALORERa Fr—LD TLS REICKESNWTEDLITA v =V ik
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Table 2: BF * —IL7— b2 A D TLSHR—+

EEZXID FO—)L |TISEGNEHARIETHIIGEED |TLS EENAERFATHEEEDT
TLS %5 Toay a3y
L TN —FEE L TEEL | R —7 S b L CEELE
7, KR
TLS HEE TLS #&H CTEE L E9, TR u—7 e b L CEELE
T,
TLS 28 TLS #&H TEE L E 9, URIAFRITIA Y E—DNRT
A
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BEEfRa Ly b=V TTLS 24 2—TNMZT D HIEZOWTIE, B A—NE2ZETHZD
D= I oA DREESHL T TEIN,

VTV TS EFRALEA v E— DSOS & BRI

ATy T
ATy T2

ATvT3
ATv74

ATy TH

ATvT6

ATy T17
ATy T8

ATvT9

ATy 710

ATy 7N
ATvT12

LB
s AT Y TANG ERET DO ORMOBREIMHS DT, 2T Y TS
OFEZ SR L T ZE,
s (BB A vbB—U O b~y X —OF N, onpage 13 B L T 72 &0,

Procedure

[A—/LAR U >— (Mail Policies) ]>[%fg =27 > 7 4 /L% (Outgoing Content Filters) ]2
LT,

[7 4% (Filters) | © 7 > a T, [74/VZ%EN (AddFilter) 1227 U2 LET,
[&:fF (Conditions) ] 727+ 2 T, [&MF%IEN (Add Condition) ] %27 U v 27 LET,
WAt T A=V 74V 2D T TH502BMLET, L& 2IE, WEERER 5t
T BT, B ERIIARHEDOHGEE 217 L— X ( [Confidential] 72 &) Z&Te A v
=T R T DR BINTE £,

[OK1 %27 U v o LET,

BT, [T7 v ar&BM (AddAction) 1227 YV v 7 L, [~y & —DiBEN (Add Header) ]
ZIRIRL, BMOK SR ELXIBET A5~y X —%2 A v —VITHALET,

[77 32> (Actions) |7 v a v, [T7 v ar&iBl (AddAction) 127U v 27 LET,
[7 7 ¥ a vz (AddAction) 1V A R [ b L TAT SBUSORET 7 > 2 ) (Encrypt
and Deliver Now (Final Action)) ] Z##N L 77,

FCAEET DA =V ST 20 TLSHEHi A LG0T R LTz & &
DIHA =Vl ab T o2 L £7,

AT T4 NZZEEMNT DS T e T A VBRI E T,

WeElk7m 7y A3, T 2% — V= EX207 1 LV, BRUOAvE—Y 2
R —7F D7 —~ v MUCBETIRE, BIOMOA v —VREEBELET, Bk
a7y ANEIALT Y T4 NVFICEEMNT G, 2T Y T FIT IR ORRE
NIEREER LA vy - IEHLET,

A= OMLE NI LET,

[OK] %7 Vw27 LET,

ROEDA LT T4 NEE, AV E—UARLTABA 20T VY ERET L a T
TANZ R LET, ATy T4 NVFTERINTWDLT 7 v a d, B A—LVERS
fELChET D EfRELTWET,
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B -7 v ssERLERESRD A vE—SOBEL

ATy 713
2TFv 14

Figure 2524t F oY 74 ILA

Content Filter Settings
Name: | [sensitive_content

Currently Used by Falicies: | o policies currently use this ruls.

Description: | [enerypt messages that contain sensitive material

order: |21 (or 2)

| Add Condition...

Order | condition Rule Delste

1 Message Body only-bady-contains(**aba", 1) @

Order | Adtion Rule Delete

b7 7 v a rEEM L&, [AE (Submit) 1227 U v 7 LET,
EHEERFLET,

What to do next

AT TANEEBINLTEL, A VEEREA IR =BT 2HERH Y F
T, MO =—X|EC T, T7FNV IR —Tar T oY T 4N E e F—TIT 5,
FINITANEERFEDOA =NV R O—ICEHATHZEZRINLET, A=V KU —0#H
FEIZOWTiE, A=V RY —OEEZZBRBL T EE,

AT T4V EFRALEEEROAYE—DBEE

ATy T

ATy T2
ATvT3

FEHFIC A v b=V R AL T 23T Y T 4 W F BT 21213, IROFIEICHE-> T 72
SV, BUERFORE S L1, A v =V RROLBOBERIHES, T TORENTE T LIhF
T, Ave—UhEEsfbsh, BESh2 ZE2BRLET,

XL B

c AT U T 4 NHEREET D OOFMNOMEEBRT DL, 2T Y T4
O EEZ SR LT ZEN,
o (fEE) A vE—V DO b~y X —Dff A, on page 132 ML T 7Z&W,

Procedure

[A—/LR U 2— (Mail Policies) ]>[%{g =27 > 7 4 /L4 (Outgoing Content Filters) ] (2%
#HLET,

[7 4% (Filters) | £ 27 >3 T, [74/VZ%ZEN (AddFilter) 1 %27 Vv 27 LET,
[ (Conditions) |7 2 = T, [§&fF%BN (Add Condition) 1% 7 U v 7 LET,
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ATvT4
ATvTh
ATvT6

ATy T1
ATvT8

ATvT9

ATy 710

ATy
ATvT12
ATy 713
ATvT14

Avyt—

*yt—s~orsitays—nEA [

WEbT Ay =274 VE ) T2 BIMLET, L& 23X, WEEREE 5L
TAHZDIT, A EIIATCHEDOREE 217 L —X ( [Confidential] 72 &) Z&Te A v
=T EWT DR EBINTE LT,

[OK] %7 Vw7 LET,

fEET, [T7 ¥ a %M (AddAction) 127V v 7 L, [~y & —DiEM (Add Header) ]
EER L, BIMNOR SALREELIRET A b~y X —% A v —VICHALET,

[727 v ar (Actions) |27 > a> T, [77 v ar&iB (AddAction) 1227V v 27 LET,

[7 7 v arZiEf (Add Action) ] U A b [BEREOKE 5k (Encrypt on Delivery) ] % i8R
L\i‘a_‘o

FIECABT DA v E— VI LT 50, TLSEHA T LR EORITHRRR Lz L &
DIHA =V %k BT 20 E R ET,

ATV T A NZIZEEMT DR T e T 7 A NV EEIR L E T

b7 m 77y A, AT — Y= EF2V T4 LU, BLOAYE—Y 2
R —7D7 r—~v MUZETIRE, BLOMMOA v — VR EERELET, BS{L7
BT A NEALT Y T4 VEIEEAT A, I T Y T4 LRI IRD ORB S
NIEREEREE LA v E— IR L ET,

Ave—VOlLEANTILET,

[OK] %27 Vw7 LET,

Wit T 7 v a v aEBM L%, 5 (Submit) 1 %27 U 27 LET,

EREARELET,

What to do next

AT T ANEEBIMLEL, TANMNEEREA—I R —IZEBMT H0ERH Y F
T, MO =—XJSE LT, T 74NV PR —Tar sy 74 NEEA F—TIVIT5H,
FTEXTANEZERED A=/ R =TI EEABIRLET, A= R —D#:
TEIZOWTIE, A=V R —DWEEBRL T ZEW,

ADEFEIEANY T —DHEA

AsyncOSTlX, v Ty TANZETFIA v =V T 4 NV F 2o TSMIP~y X —% A
T —VIHAT D Z & T, BB LRREE A v = ICBMTE 9, Kb~y ¥ —i%, BE
ok b7 e 7 7 A LV TERIN TV LR BLREL EEXT 52 ENAMRET, BE
SN biie s A v —VICEMATE £,

Note

Cisco W5 AL T 7T A T L AZT7 T I/ EDA v b=V 2WHT H LI ITRET HLERDH Y
=7,

Cisco EF A —/LEES1E .
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ATv T

ATy T2
ATy T3
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Procedure

[A—/LAR Y >— (Mail Policies) ]>[%{g =27 > 7 4 /L4 (Outgoing Content Filters) | % 7=
WX [ZfEa 727 0 /v% (Incoming Content Filters) ] ZH#EAE T,

[7 4% (Filters) | © 27 > a T, [74/VZ%EN (AddFilter) 1227 V27 LET,
[77 v ay (Actions) | ©7 > a T, [T7¥ar%uiBI (Add Action) 1227V v 27 LT
[~y Z—OENMEE (~y X —OBN/FRE) 128N, BMOGEREEZIREET 5720

WA =V E b~y X =% A L9,

7o & 21X, Registered Envelope & 151514 24 ] THIREIALIZ T 25 51L, ~y ¥ —% L LT
X-PostX-ExpirationDate, -~ % —®DfE & LT +24:00:00 # A7 LE 7,

What to do next
FAEIEH

« 55t~ >~ %' —, on page 14

o B5 5k~ Z— D4, on page 16

LT Y T 4 N EOMERDOFEMICOWTIER, T T BB LT A
t— VDR b & ANFELE, onpage 1122 L T E S0,

A=Y TANEEEA LAy XA ONWTEL, Ave—Y 70V F AL
TLEFA—NVR) T —OEAEZRLTIIZEN,

ESEAN Yy A —

WDFIZ, A v =T IBMARERE T b~y X —% R LET,

Table 3: EF » — LISt~y & —

MIME ~ vy 54—

B

B

X-PostX-Reply- Enabled

A=V TRAIMEE A X —T T D h

ZRL, AvE—Y N—IZ[EEFE (Reply) ]
B hkFRLET, ZONHE—T, AvE—
VITHE SRR E A B L £,

[E{E (Reply) | HR¥ v &FoRFIFIEER
T ANERT T —UE, truelZRET DL
KA EFRLET, T 74V MEI true
G

X-PostX-Reply-All-
Enabled

Av—UTREeR [RRIGRE) 24 3x—7
T HrERL, AvE—Y =2 [REAEIC
BME (Reply All) | AR¥ v &2FKRrLET, 20D
Ny H—IE, TIAN DT T 7 AR EE
EEXLET,

[©EICIRIE (ReplyAll) [7RZ v &2FrEl-
ILHERRICT D0 %R T 7 — /U, true IZ3%
ETHERZ U HRRLET, T 741
fEIX true T9,
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g2t~v5— M

MIME ~ vy 54—

B

=}

X-PostX-Forward-
Enabled

A=V OREREEERE A L —T T D
BRL, AvE—Y A
RE L EFFLET, 2O~y F—E, 774

DT T 7 A i%iiﬁbiﬁ

\Z [#52% (Forward) ]|7R

[#52% (Forward) | AR%¥ & FRREITIHER
T BN E T 7 — )V, truellRET D
ERZEFRRLET, T 74V MElT true
‘(“‘d‘o

X-PostX-Send-Return-
Receipt

BEMER A A X — T T HERLET, %
EHENEEpT_a—T %L &, %ﬁ%
BEERZZELET, 2D~y F—

TN DT T 7 A IVEE E%Li%LiT

BREMERZ L ET DN LRV E R 7 —L
I, truellfRTETDHERZ U EBFRRLET,
7 7 /b MBI true T,

X-PostX-Expiration Date

[ AIIZ Registered Envelope DA Zh AR D H £
ZRE LET, ARBIREIL, F— P —IC

& ¥ Registered Envelope ~0 7 7 & A )3l R &
FUE 9, Registered Envelope X, A vE— D
WIRAGIN L) Ay —TERRLET,
ZO~y X —iE, A vE—VICH S LR E LB
muEd,

Cisco Registered Envelope Service ZfEH L T\
L6, A vt —UREETR T hitp://res.cisco.com
D Web A MrZ A LT, AvE—VF
HHSRECT A v B — U OB 2R E, JHHE.,
HIBRCTE £

(ERSREORAS EI H%Hﬂaﬁﬁﬁ%éiﬁciilﬂ o FHXHHY
7oL 4y, BICIZ HHH:MM:SS L, AH%E
%&Eﬁeiﬂﬁﬂt%ﬁwi¢077ﬁw
FTIX, ARHIRIEH D FHA,

X-PostX-ReadNotification

Date

{5 HIIZ Registered Envelope @ [BAEHIBE] @
A} %5 E LE 7, Registered Envelope 28 Z D
WIRE ClICRFENR T HE, B — L F—
Y= NITEHEAER L ET, 2O~y X —%FF
D Registered Envelope (&, Cisco Registered
Envelope Service CIIHREE T, = ~7:1/1/ F*—
%~NT®#%ALi#O:@A/ﬁ
A=V AL EZBIML 7,

Wﬁ%&ﬁﬁ%ﬁﬁ%@@i?ﬂfomﬁ%
7R, 4y, BPICIZ+HH:MM:SS E K, AR
ﬁﬁaﬁxdeﬁﬁ%ﬁwi#077fw
T, AHIRIEH D FH A,

X-PostX-Suppress-Applet—|

For-Open

BELT Ly FeT o v—7 T 50 L7
Wk RLET, B b7 7Ly Mok, 7
FSUPBRETA v — D7 7 A VDD )
nNET, 77y hETov—T T H L,
A=Y OWMN T 7 A MEF— P — N THE
Feantd, 2ot 7rvarEsT4k—71
(2B L, Avbt—UOBENT X 0 E A )
HEER TR, 7T UVBREICIRE LR
<BRVET, ZO~vH—IX, 77V DT
a7y ANLVEREEY LEEXLET,

WELT Ty VT 42— MIT B L
fxu%m?‘—w{ Ty "ET 4 —T

T DT true ICRELE T, 7 74/
]\1ﬁ:]:true T,
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MIME ~ vy 54—

B

=}

X-PostX-Use-Script

JavaScript Z & £V R —TEKET D
MLV E R LET, JavaScript 25 £ 720
T _Ru—7LiE ZMEEDOaI L E2a—F LT
TrRu—TEa = VZHRET S oD
A1 % JavaScript 14 & 721 Registered Envelope
DI ELTY, XFHIT, Ave—YERDITIT
Open Online A V> K, F721% Open by
Forwarding A /v ROWF &4 25 05
B ET, ZEEDO AL DTS — T =A
(2 &V JavaScript 23HIBR S 4v, Bk S
Ay —VERETERWES, 2O~y X —
ZEVWES, O~y X —iFA - VIS
bR EZEBMLET,

JavaScript 7 7 L v N &GO D E D IR
D7 —/)VfE, JavaScript & £ /2T N1 —
TEEETHITIE, false ITERELET, T
7 % v MEIE true T,

X-PostX-Remember-Envelope]|
-Key-Checkbox

F7I7A4 TN\ n—7ERETLD,
R —TEHEDF—DF ¥ v 2 EFFAT D
MLV ERLET, =g —7 F—0
Fy v TR REFEPIELVWIAT L—
X AL, [2OT L _Ra—FD/RAT— R
%Z50E 9% (Remember the password for this
envelope) | F = v 7Ry 7 A% AN Lz
A RO R — T DEEF— N EED
A 2—H TRy yvaInNET, Tl
%, HEHITFDa  a—FZ Tz _o—7
AHBETHOI AT L =% 9 —EA
NTHMEFTHY EHA, ZO~yH—IL,
A= I AL EZBML 7,

TR —7 X=X ¥ v a2kt F—7
JZT B0, [ZOx= o _RE—FD/RAT —
KN%F0fE 95 (Remember the password for this
envelope) | F = v 7Ry 7 AERRT HH
L72WIND T —VE, 7 7 % /v MBI true
<9,

ESIEAN Yy A —

-
—

D15

DIETIE, W5~y ¥ =Dl R L ET,

ESPERENS

« JavaScript & & £ 72\ T _Xa—7 DA 31— VL, on page 17

AT TA L TORE DD R —T

Z A F—7 VT D, on page 16

o X b= H RO A 1 —7 11k, on page 17

LT 7Ly hDEL, on page 17

754 TORFEOEEH I RAO—T X*—%A R—TIJLIZT S

TR —7 F—DX ¥ v a2k AR —7 /LI LT Registered Envelope % 2557 5 121X, IRD
Ny H—" A yE—VITFHALET,
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JavaScript ¥ 2= HVToA0—T0A 2 —T Lt ]

X-PostX-Remember-Envelope-Key-Checkbox: true

[z _Xa—TD/RAY— R&FE7T % (Remember the password for this envelope) ] F = v
27 7R w7 A 73 Registered Envelope (23R &L E 7,

JavaScript ZEEF LT oARO—TDA4 *—T L1k

JavaScript % 7 9 |Z Registered Envelope Z 15592 121%, RO~y X —% X v —VITHAL
\i j‘o

X-PostX-Use-Script: false

ZAG 3 ) securedoc.html sfst 7 7 A V& B < & Registered Envelope 25 [4 7 A > CBI < (Open
Online) ]V > 7 L3RRS, [BI< (Open) | ARZ BT 4 B—T M7 7,

Ayt—CBFHEBRDA 21— TILE
EER. 24 R CHHIRENEIND LA v E—VERET HITIE, RO~y FX—% Ay
—VIHALET,
X-PostX-ExpirationDate: +24:00:00
HEEH 24 I, ZEHEIZZFORS(LENTA v E—VE2BE L THNEEZRD Z N TEFE
9, ZHLIFE, Registered Envelope Tid, T X —7 ORI UINT-Z &£ 2RT A v E—
URERINET,

BEILT7TLy FOEML

@EM77v/b%74t T, AvbE—VORMN 7 7 ANVE X — P —THEHELTS
I, MONy ZF—% A=A LET,

X-PostX-Suppress-Applet-For-Open: true

)

Note EEALT7 7L v FE2T 4= NI L TWAEE. A v —OBRENTIEER A 2000 £
N, TTUVREIIMERELRLS Y £9,

Cisco EF A —/LEES1E .



Cisco BF 4 —/LEES1E |
B s=st77Ly romni

. Cisco EF A —/LEES1E



	Cisco 電子メール暗号化
	Cisco 電子メール暗号化の概要
	ローカル キー サーバで暗号化する方法
	暗号化ワークフロー

	電子メールゲートウェイを使用したメッセージの暗号化
	電子メールゲートウェイでのメッセージの暗号化のイネーブル化
	キー サービスによる暗号化メッセージの処理方法の設定
	エンベロープのデフォルト ロケールの設定
	PXE エンジンの最新バージョンへの更新

	暗号化するメッセージの決定
	TLS 接続を暗号化の代わりに使用
	コンテンツ フィルタを使用したメッセージの暗号化と即時配信
	コンテンツ フィルタを使用した配信時のメッセージの暗号化

	メッセージへの暗号化ヘッダーの挿入
	暗号化ヘッダー
	暗号化ヘッダーの例
	オフラインでの開封のためエンベロープ キーをイネーブルにする
	JavaScript を含まないエンベロープのイネーブル化
	メッセージ有効期限のイネーブル化
	復号化アプレットの無効化




