S

Ayt—2 T4 I3 EFFERLEEEFA—
LR S —DER

BF AN — by =AF, MR T VY AR VBLORA v =Y TN B )T T
7TV —% {2 TWATEOREDORX Y NT—Z B MEFITEHT S & &2, BEDOKRY

—ZHEALT, BEDA v —V 2T LN TEET,

ZOETIE, AU —O@EHAOTDICHHRERERE (27 Y AFxyr mvr Ay
T TUNE BT AN T4 NE AT T 47 aF ) O RS DY
WCOWTHB LE T,

ZOET, WOETHEINWTHET,

« #EZE, on page 1

s Ayt—T 74 NHDaR—F N, onpage 3

« Avk—T 7 4 LA OULEE on page 5

e Avk—Y 7 4 )LH JL—)L onpage Il

e Av¥—T T 4 )VF T3, onpage 68

« A7 7 A LD A % 2, on page 105

A=V T Y NBEFA LI, Ay —VORN T 7 A NVOEEDOH D7 7 A VORI
(117 =)

cCLIZEA LA vE—Y 7 4 VX DEPE, on page 118

« A v—Y 7 4 )L H D, on page 133

o A%y VEITEOREE, on page 142

A= T4 NRIZKY, BIA—NT = T2 TAyE—VEZELZEEIT, 5
BB 5 ik A Rl L2 FRBll e L — NV EERLCE £3, A v'—Y 7 o 2L, FEEORE
DEFA—IV A v —VIREDORRIR L Z T VBN H D Z L #fEE L ET, Cisco A ¥
= 7 g VBT, FBEOHEEIIK L TA Yy E—VNEEAF Y T 52 LI0k > THNA—
NARV—%EHATHIENTEET, ZOEL, ROBETHEEINLTNET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |

A Y= TANEADAVKR—RIU b, AvE—T T4 KLY, AvE—TVD%E
FRICZEN S 2B T 5 5kl L2/l — VBl CT& Ed, 741 ¥ L—1LT
X, Ave—VERFRMN 7 7ANVORNE, Xy NT—2ICETH1EHR, AvE—V
Ra—7 Avbt—U N — FLEAvE—UARLIIESNTA =T %A L E
To TANET 7 a Al BHEZAER LD, AvE—YDRey /| RNy
T—=HAT, TIA VR I—ARy at— BHEEToZVTHIENTEET, FEMIC
DNTIE, AvE—Y T4 NFOa R —F b onpage 3L TS 7E30,

e AytE—T T4 ILZDMIE, AsyncOS N A vE— 7 4 VE BT 5546 AsyncOS
MAX X T HAR, LEOIEE, FATINLGT 7 a i, AvykE—Y 7402 DA
K, AvE—VONKEEELLIZAREMEDOH 5 FRTOLE, A v E—DOMIMERE, =
VTV F U THIICGRESNELEWER T, 7 ) —OfEER SOV DhonE
RIS & E9, IO VT, A vE'—Y 7 0 VX DME, onpage SEEM L TL
ZEW,

e A= TAIE L=, KT 4 NNHITIE, T4 NVH TR TE D DA vE—
BERTDHDV—NADDVET, Avb—I T4 VEEERT 256, ENOLOL—VEE
#LET, FEMICOVWTIZ, Ay =T 74 0% L—)b, onpage 3B L T 7EE VY,

cAYE— TY WA THIIY, KT 4 FITIE, LT true [CEHI SN AIT
A=K L THEITTDHT 7 arDbET, FITTEHT7 7 v aidid. &7
svary (AykE—VORUE, Fuy 7 AU 2l) | FlhEAvkE—YE2I 510
HCTELIBET 7 ay (N X —ORESCHANLRE) O200XA4TOT 72 a )
bV FET, FEHICONWTIX, AvE—Y 74 H¥ T 73, onpage3xBMR LT
W,

AT TFAINRFYD Ayte—D T E, 774NV AF Y A=Y T 40
ZEERLT, BALORY —LBELRNVWA v —UnBIRN 7 7 A LV EBRETEE
T TOA Y E—VIIZDOFEFERETHIENTEET, B T7 7 AT, ZNEORE
DEAT, T4 =TV b, ARICESNT I AN TEET, A A=V TFITA4Y
EHHALT, A A—VIRN 77 AN EZAR Y T ELTEET, A AT FIA4Y
i, A A—VREMEENET 2703 XLAEMHEHLC, REdlnas 7 Y OmrReErE 24
WrLEd, 2607 LITY XAT, 728 201E, EBENOIRSH T — Ly FZ BT
%i# TP, R a T Y OREICHENLS X D2, EBENOIRD & A

@W@m@@u1¢5M@@ﬁA%%ET%iTOm@@%A#ﬁwﬁ@i\T
E@?%éﬁ%@ﬁ%<@@iﬁo7wﬁUfA@\w#&éﬁ&f%%%Liﬁhoﬁ
HZDOWTIE, IR 7 7 A VDA ¥ >, onpage 105% B L T &0,

«CLI ZFERALEAYvE—2 T4 ILADEE, CLLIZ, AvE—Y 74N FE2EIET D72
OOavy REZIFTANET, HEXE AvE—Y 74 0FD) X MERR, WO
2. AVEKR—F VAR THRLERGLGENRH D 7, FEMICOWTIE, CLI %
EHLIEA Y=Y 7 4 VX OE, onpage 118 ML T 230,

cAyt—UTANEDB., ZOHETIE, EBREOTANZOFIEZRL, BT 4 NVZITONT
EICEBI L E 7, FERIIC OV T, A vy E'—2 7 40 L Z Of, on page 13342 L T<
EE,

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER

rvt—v 7o nanavk—xot ]

Ave—2 T4 LAV R—R2 B

A= T4 NZIZEY, A vE—VDOZERHIENG BT 5 FikZflal U7 Rkl 72
W= NVEERCTEFET, AvkE—T 740K F, AvE—Y T4V =)L RXAyE—
TUNE T I arhbERENET,

ESPERENS

s Av¥—T 7 4L )L—/L, on page 3
s Avy¥—T T 4)VH T3, onpage3
« A= 7 4 )V ORI, on page 4

Ayt—2 J4)LR )IL—IL

A= T4 NE =L 5T, TANVETUHTERA =% B LEd, L—L
1. PSS AND, OR, NOT 2 L CHlAGbLED Z & T, BHRT A FE{EkTx %
T, —nHix, o ZEBFEALTI A= TH L TEET,

Avt—T T4 I)LR2TFTOay
Avl—Y 74 AFOAE, BIRENTA v E—VICHLTT 7y a 2373528 T
7,
T a i, RO2ODFATNHY £17,

« T 7 2 a v (deliver, drop, bounce 72 &) 1IA v =V ORBZET L, #%D 7 4
WNEICEDE LR ETFAI LER A,

CHERMET 7 a it AvE—VESBIMHT LI L AT LT /v a v EEITLE
B

Note JERA v b — 700 T a0, BREUTT, 874 NVERBRRLET 7 a v i

ETHEBDT7 4 NVZIIA v =R KT IHHE, T_XTOT7 7 varyRNBESh, #HS
NFEY, 2720, AT 73 a v a#RBETHEEOT7 4 NH A =V BT DH5H

]
DT IvarnbEIEIN, KEOT4NE T2 varBNEHENET,

HEIEE

s 74K T a—%3R, on page 68

o T U a K, on page 80

s —H L7=NAEDFIR, on page 83

A=Y T4 NE T g O] LA, on page 84
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Ayt—T T4 ILEDEXH
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T A VAR DOEBRLERIZRO L D120 £,

A=V N— LT B A

NEFNZT 7 v a RS ET, else IBFET 55

By AvE—UBRL— B LW T else (INDT 7 2 a URFEITSNET,

BELETANELIZE ST, ZA4NEET
NEPEE LT 20 £,

7T 47, T IT 47 HIRTDEAIC. T4

Ao— T 4 F TIIROE L AFH L ET,

I

E:)

expedite:

T 4 NEL,

if (recv-listener == 'InboundMail' or recv-int ==
'notmain')

JL— )LDIRE

{

alt-src-host ('outboundl"') ;
skip-filters();
}

T aryDIgE

else
{

alt-src-host ('outbound2"') ;
}

UE=E) &7 7> a »DiEE

RET 72 a VI TEDLZ LITERLTLIES N,

&> 45) B
expedite2: 7 4 VE AL

, , , JL—ILDIRTE
if ((not (recv-listener == 'InboundMail')) and

(not (recv-int == 'notmain')))

{
alt-src-host ('outbound2"') ;
skip-filters();

}

T aryDEE

DT AN EIBRIZLIOTOWRTIODTFARN T 7 A NMIELE DA ENTXET,

B £ H AT, 74 ZOEEHCLERSY £, B—oHfFELITE
SIRFFE, EOMANCE L <HAGDLELIMNERH Y 7, 2L xiE, X
notify('customercare@example.com') L notify("customercare@example.com")ljiéfiig>%)¥§§%

T“ﬁ‘ﬁi\ i‘t notify("customercare@example.com') fj:*%jci 3 _b‘%\éi L i ﬁ‘o
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%) LFTHETIZaA L MERRIN, BRINET, 7272 L, Ebid filters —>
detail IZX S TT 4 N HEFRRL THERTE 579D, AsyncOS TlIfRFF S EH A,

Avt—2 T4 I)LFDNIE

AsyncOS IE A vt —3 7 4 N HF BWBET 5846 AsyncOS N A X ¥ T HNE, JEDNEE .,
FATTHT7 7 a it ROWONOBERIZKE S FT,

A= TAIILEDIEE, A vt—Y T4 AZ T, JBEFFT ORI A N THEFES R
FT, AvE—VOMEKFIC, AsyncOS (FHFA v E—Y T4V EEZNLNRY A MIE
RENTWAIERETHEA LET, KT 7 a rMTbhiia., oA vk —Ilax L
T, TR EDOT 7 v a NIETSNERA, FEHICONWTIEE, A vE—Y 7 4 VX DA
Z#,onpage 6 ZML T Z2E W,

« BRI, A vt—T T4 EZBRFHESALHHETIC, AsyncOS A vt —I0Txt L TIEITS
NH77vasilioT, ~yX—PBEIMELFHIRINDGZ EHY £9, AsyncOS
E, ERFFIZ A v B —VICFET D~y X = LT A v —Y T4 ¥ Trte R %R
TLES, FEMICOWTIE, A vE—Y ~y ¥ — b—/LI LUREH, on page 62 M L
TLIEEY,

c AytE—UDMIME#E, A v E—YOMIME fi5Ic L > T, AL & LTHbhD
A= E TS 7 7A40) L LTHRbIhD A vE—T 08 V))#IJUTEW}’LE‘@‘
47< DA =TT 4 NHIE, A vE—VORIERDG ORI, FIXUA 7 7 A VS

WAERT 2 L9 ICRESNET, SO OVTIE, A vE—URILE A /“!Z*—“/{?%“
77’/1’/1/ onpage 6B L T Z IV,

c FRRBUCHESIND LEWMERTIT7, ERKRBUI—HSELHH. 74V ET 7V ay
MIETINDETIE, —ERRELRTIRORWVEEAEHTS 2237 ) ZREL
F9, UKD, SEIERHFEBICHT DINEDOELMFTETHZ ENTEET, FHM
WZOWNWTIE, a7 A% 0 O—EHD LEVME, onpage 725 L T 72 &0,

cHJI)—DHEE, AvE—Y 7 4 LFNT, AND 721X OR 7 A K &l 5454
AsyncOS I IARE /2T A R EFI L A, I BT, VAT LDIENLHICT A M &L
BRNWZEICHEBET D ZENEETT, DbV, ANDEBLWOR 7 A R FHIT & 555
Ay MBMEOERNT A MBRPNCFHI SV E T, FElc OV TE, AvEeE—v 700 %
W@ AND 7 A k& OR 7 A b, onpage 10 L T &0,

EEEE

« A vk —Y 7 4 VX DNEF, on page 6

« Ayt—U Ny — JL—)LE L UG, on page 6

s AvE—URILERAvE—VRAT 7 AV, on page 6

c LT U AX X U O—FHD L&\ MH, on page 7

s Avt—T 7 4 /VHHNDAND 7T A k& OR 7 A I, on page 10
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B oot onzons

Ay t—

O J4ILEDEE

Aot —=U 7 g VZFNERFATT b2 Y A MSHERF S, U A MADOZNR G DNLEIZ K> THF
T EINET, AvE—TVOWNEKZ, AvE—Y 74 NI REIVIRONICESIECEA S
NET, TOTED, 9BOT 4 VERA v E—VIZXH LTI TICRKET 7 ay (RU R
E) BFEITLIEGA. 30BOT7 4 VZE, AvE—VOREILRA NEERTHESNHD F
Yho VALNDT 4 VEDOMEIZ, VAT LAa—HP A L Z—T 2 A AL S>TERTXET,
T7ANDHAVR—RENTET A NFIE, AR —FENEZT 7 A VNOZIL S OFHKRHINIA
oo & £9,

BAET 7 a k. TDOAyE—VIF LT, TR EOT 7 v a AI3ATESNEE A,

AT —=IUNT 4 NHF L=V L TN TH, IROWTIUNDOFIH T, 74 VEINFDRA
=TI LTHER LN Z 03B 0 7,

c T ANHEBHET VT 4T THD,

c T AN REGTH D,
c TANEDB, AvE—VDRKT /v arEFEITLERIOT 4 VA IS TRb B,

Ayt—U ANy A — )L—)LE K VEEE

Ay t—

TANEIE, Ny B — L= L EEAT AT, TDA vE—V D~y X —Ti37e< . T
BH] ~y X —%HMliLET, DFD,
CANZFITSINTT 7 v ailioT, ~yX—RBINENgE, BHOTXTO~y
==l EoT, ENEWRETEDLIITRY ET,
CHNCEITESINTT 73 a VLo T, ~y X =BV BRI NIZSEE, BOT X TO~y
A= =)L T, TNERETE R ET,
CHNCSEATSINTET 7 v a il o T, Ny X —PNERZINTGE, BROTXTO~y
B = =)L, TTDOA v =V~ X =TI, BREFELO~Ny X —PiHlisnEd,

ZOEEIX, Avk—=—U TR larT Y T4 VOl FICHER T,

VERXEAYE—DURFTTAI

B A A=, HEOBSPOMERESIET, RFC TiX, AvE—YO~y ¥ —
DB TRTOEDEYNALT/N—F [ Ay —URL] ELTHELTWETN, <D
2—PIFELEA =D TR & 7740 ZRlxOED LI TWET,
body-variable ¥ 721% attachment-variable &£\ 9 Cisco 2 vt—V 7 4 V2 E T 2855, &
FA=NT— R T A1F, FEAEO—N TR & TiRft77A40]) ELTEZLEH D
., Z< OMUANRZENLZRXIZL U HE Y 7 LED ERADLDEFITLIICKEAILE D &
LET,
bOdy—Vﬁl’i&bkEi?’t@i attachment-variable A vt — 7 4 L& L— L2 E BT, A vk—

?A/ﬁ DEHEDTXTOHEDNRA vE—UARLE BRI, FORARIFIAIHNIZH D MIME
SOBEHDOT XA NS ERRENET, FOarT o Yo%OTRTOLO (DFV, B
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MOMIME $853) 1EIRS 7 7 AV ER72 SivET, AsyncOSIEA v E—T D X F ZE 72 MIME
WAL, W7 7 AN E LTIBLS LD 7 7 A VOE D ZiAI L £,

7= & 21X, LAFOXIX, Microsoft Outlook MUA D A v & —T %R L CWET, 22Tl
[Document attached below.] EWISENR T L —0 THXFARDAvE—UARLE L TERS
h\ ]*#:L)l Ve ]\ rThis is a Microsoft Word document.doc] ﬁ§%{ﬂ‘77/fﬂ/k bf%ﬁ?éj’b
TWET, ZLDA—FREFA—NLEZZDOEIITHRZTND RHYIOHZN T L—r TF A
FC2EHDOHOBNAT Y 77 ANTHLYNTF/N—h AytE—U8 LTTIERL) 720,
Ciscold, AvtEB—V0 AL RFIOTL—r THZ MRS &HBIIC, doc 7 7 A L
oy (EEMIC2FEHE OMIME ) % KB L TR 20—V Z2ET 72012, A v E—
CIANZT R T7 7 A0 LW EEEZMHA L TVES, 72720, RFCS152138 K 1N1522
THONLTWDOHREIC LD L. A v =Y ORI <TD MIME #5570 bR S L E T,

Figure 1: TRF T 7 A IL) ZETCA v E—

B Microsoft Word document attached - Message (Plain Text) ]

E.'_'%&Ep\yﬁ_'&}Replyﬁanl_l|£"$Furﬂard|-j EEWR. < |ﬁ|_:-j * | -~ F ~ AF | (@!EMThisisSpam

I File Edit Wiew Insert Formak  Tools  Actions  Help

From: Senk:  Thu 4/22/2004 1:52 PM

To:
Cc:
Subject:  Microsoft \Ward document attached

Attachments: @Th\s is @ Microsoft Word Document, doc (30 KB}

Document attached helow.

BFA—NT = 2L, vNATF = A E—VORILERINT7 7 ANV EXFIL TSI
W, BESNDIEIMELZT 572021, body-variable % 721% attachment-variable X v & —37 4
NEN—VEEHTLEEIZ, W DO0Dr — A THEENPLETT,

e TXRNIBLGN1IODA vy E—T (-9F D, [Content-Type: text/plain] F 7213 [Content-Type:
texthtml] O~y X —% & A vE—) BHDHGEE, EFA—NTF— bz 1EA v E—
VERERL LR LET, a T UV EATRERDLYE EFA AT — U oA
X, ENEH—DORM 7 7 AV ERRLET,

e aA—RINTT 7 A/ (uuencoded 72 &) IXBFA—/ A v E—TYDOARILICHENE
T, IARRELEES, = a— NENET7 7 AVBRMN 7 740 E LT, fliH
BLUOAF vy &, BOVOTXFAMRTFAMALE LTRARINET,

s H—DT7 XX NSO FIEF I 7 7 AV ERBRINET, Tt xIE, zipZ 7 AV
DHTHEMSND A =1L, W77 AV E RIS ET,

ATV REXrYUD—HOLELME

Ay —=URLELIIRN 7 7 ANVHNONRE = BB TDH T 4 VE — L& BINT 5854,
INZ = PROPDMEN D DR D RO L EVMEZIEE TE £9, AsyncOSI{EA vE—¥
EAXYTDHE, AvE—VEBIWRN T 7 A RO T —BOFD T2=7 ) 45
LET, m/DLEWVEICHZZ2WEE, IERER T ue LM SLEE A, ZO LS WEITK
DT 4 IVF = VITHRETE £7,

* body-contains
* only-body-contains
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» attachment-contains

* every-attachment-contains

» dictionary-match

» attachment-dictionary-match

drop-attachments-where-contains 7 7 ¥ 3 VIZLEVWVMELZIRETHZ L TEET,

Note

LELMEDEX

Ayt—UKRXE

Ny X —FF o N —TOZEHE LR EEEAT Y T DT 4 NHF =V LEWEE S
ETEETA,

ESPERENS

o LEVMEDHESL, on page 8

e AvE—URILERMNT 7 ANDLXVMEAZT, on page 8

s LEVMER 2T U 7 <L F3— R MIME #347, on page 9

ca TV T4 va U EFEHLIZLEWEDA T Y 7, on page 10

HESR /N D L2 WVMEZIREET D121, 3% — & true &I 572 DI BE s — D i
N ERRELET,

if (<filter rule>('<pattern>',<minimum threshold>)) {

7= & %1%, body-contains 7 4 /L& /L—/LC, f [Company Confidential| 73 72< &% 2 [A]F
OINDMEN DD T L HEET DT, RO ZER L £,

if (body-contains ('Company Confidential',2)) {

T 74V N TIEL, AsyncOSIN AL T UV AX ¥ U T A VWE BRGTHERIC, 74 FEar X
AL, LEWVERFD L THEATHWRWGAIE, 1O LEVMEZEIY B TET,

aVFUY T4 aFYDOHEICH LT, Y —r v TFORNEEET AL TXE
T, arTrY T4 vatUOFEMIONWTE, [T A MY Y= OFEEZSRL TL
72 &N,

AT F7AILDOLENMERDT

B A—IN A vE—Dld, BEHOEDPOBREINDZERH T, A vE—URLELIX
W7 7 A NVNDOIRE — 2 RS DT 4V Z =D L EVEEZFRET 5 &, AsyncOS 11,

A=Wy RN T 7 ANV B E AT N LT, LEVWE [Ra7 | 24k L E

To AvE— 7 4V THED MIME f53 Z 6 E L2V R Y (attachment-contains 7 o /b
Z =172 E) | AsyncOS [ZRA v =Y DT X TOEHG TROD ST —EEGF L, —FHoD
EHMPLEVVEIZZELTWANE I ZHILET, 728 20X, LEVMED 2 D body-contains
A= T4 NERNHDHELET, ALIT1IOO—ERHY ., Isft7 7 A i1 >DO—FMN
DDA YE—TVEZELET, AsyncOSNI DA v —VERA LSS, ARFB2 20—
2720 LEWERA T Z L5 &R L ET,
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FEEIS, OB 7 7 A VRSB DA, AsyncOSITIRM 7 7 A VT L IcAa T 245 LT,
—HDORaT B LET, 72& 20E. LEVMED 3 @ attachment-contains 7 A V& JL—)L
DHHELET, 200N 77 ANDBOLAvE—VEZEL, FRMNTZ 7 A M2 DD—
BENEENET, AsyncOSIZZDA v =T %400 —FEEM L, LEVER I 7N S
ATWD WL £,

LEWMERT 2T TILF/8— MEE MIME 345

BT NOEEERT AT, FLarsrYyo2o0R (FL—r 5% A k& HTML)

DL, AsyncOSIFEME L1260 —EE G LERA, RbVIZ, FHo0—H%
e LT, EE a2 # R L3, AsyncOS (T Z DA~ L F /38— kb X v —TDfMDERSH>
HOARAATITEMLT, GitAaTEERLET,

7= & 20, body-contains 7 A V& L=V EREL, LEVMEZ4IZRELES, TL—r T
FA M, HIML, BLO220RM 7 7 ANV E G0 A v —V2ZELET, A vE—IFK
DX 7EELHEHLET,

multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream

application/octet-stream
body-contains 7 A /L& JL— UL, X \y'!ZH\‘/“O)text/plainiSJ:(ﬁtext/html W I B AS L
T, ZORAyE—=VDRAa7zAMLET, KIZ, ZNHDOAaT OFFRALE L, RN
KEDAAT ZRRLET, SHIC, TOMREEZRMNT 7 A NVNEDOAATITEML T, K
AT ZHBLET, Ay E—VICROBO—BEDRHDLE LET,
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

AsyncOS 1 text/plain & text/html #53 DO—E & T 5720, AaT7 32K LET, ZiUL,
TANG =)V b U =T LR LS VEZZ L TV EE A,
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B -7 vrrsaruzgALELENEOR T Y VY

ATV T4 atrYEFERALEELEVMEORTT Y VYT

arvrFUY T4 vat Ul EERTLE HEO [EH) ZEE LT, L0 EEIZREDHRE
TIANE T Ivavk NI H—T&ET, & xiE, Tbhank) EWHHFETIEA vE—V
T A4NHEE Y H—ET, Tbank] O%IZ Taccount] &V HEERH VD, S HIZABAL—T 4
VIBBENEENLTODIUR, Z4NE T varE NI H—9TH30ERHLELET, 2%
KT DI, BEAERTE LT 47 vaF VAL T, FEOHBEEZITHBEOMALED
BOBEEELZEZ LET, a7 oY T4 73atVaEIRB— T ANAVENT 4 VHF
N—NDO—EEFMT 225G, 2T YT 47 at ) OELEEHL TRENRA T %
WELET, LexiE, Roarv Ty bELERELCay T YT o7 a bt VaEERL
7= LET,

Table : 2272y T4 9237 Ol

FEE/IA<— Lk ID BH
ABA %4%& 5 3
7572~ (Account) 2

N

1

ZoaryrYy T4 vat )k dictionary-match ¥ 7213 attachment-dictionary-match A
= T 4 = VICEEATT D L AsyncOS 1 A v E— VN TR ST S HEE
DEA AR ADEE [RAa 7 12, ZOHEOEAZBEMLET, LEE, Aye—
A HGEE Taccount] DA LV AZ U AMWIODOEFENTNDA Yy E—VDOEFIAATIT, H6N
BIMENET, Avt—Y 740 ZOLEWVED 6 IZHESIVTVNDEE, AsyncOS T2 D
LEVER a7 Nl SN LET, E£0id, FHEBOA Y AZ AN DT OEEN
TWAHEELAFHMEIZ6IZRY, ZORaATIZEsTIANE T2 aryBN ) H—EnZE
7

Ayt—U TJ4ILFHADOAND TR EEORTX B

Ay — 7 4L FNT, AND £721Z OR 7 A b 23+ 554, AsyncOS [TRE/RT X k
AL ERE A, LER-T, 2L 2E, —FDOAND T & h 38 false DA, b9 —H DT A
MIEEHhENERHA, T2 MIELSLHICEHMTENA2DITTIEARWED, EELTLLEE N,
DV IZ, AND BELTOR 7 A hFHIlI SN D56, H& BMEORNT 2~ 23BN Tl &
NET, 22T ROT 4 VF TlL, rept-to-group 7 A F LV HHE Y Y — 204720

remote-ip 7 A P RULTRANCFHE SN ET (IS, LDAP 7 2 PO RHE D Y — R &
<RV ET) .

andTestFilter:

if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

...}
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rvt—v 7408 1—0 I

BH 2 A RDOERWT A NRRINCIATEINATD, HADIEFEZ ANEZ THEEIH Y F4
Mo TANDFATIAFZRAET DHLENH 551X, if LERA FSHTLEEIN, ZOHE
1T, TXARY I A NDOEWT A FNERITAT-OICHHERE LT,

expensiveAvoid:
if (<simple tests>)
{ if (<expensive test>)
{ <action> }

}
WIZ, b 90 LEHEZ BT LET,

if (testl AND test2 AND test3) { ... }

VAT MIENLHFICRE TN =TT B, RO L H IR F£1,

if ((testl AND test2) AND test3) { ... }

ZDGE. VAT ANRINIAIT D DIE, (testl1 AND test2) D T A k& test3 DA kD
T, BANZ2FHHD AND Z3Fli L £, 3 2D7 A MFRTTHL 2R MR 55E
test3 MERMNIFEITEINE T, TAUE. (testl1 AND test2) D TR MR 2FIZR BT TT,

o~
Awt—2 T4 )LEF )L—IL
FERA = T4 NNEE, TAN A EHEATEDR Ay E—VDalL v a BERT HIL—
AREENTHNET, 74NV Z V= VEEFZL T, true ZIKTA v —~DT7 gV E T
varuEERELET,
BEIEE

o« 7 4 VH — )L OB DR, on page 11

« =)L CE T 5 EH KB, on page 27

¢ A~ — b ID, on page 32

c Ay —=U T4 NE T a OB L, on page 84

TJ4IL3 IL—ILDOBEDR

WDOFRIZ, AvE—Y 74 NVFTHHATELL—LEEEDET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B - sr—romEozx

Table2: * yt— 7 4)L% JL—)L

L= B Bl

4~ % — (Subject subject P&~y B —NRFE D/ —

Header) v E—FHLTWBD, subject
JL—)L, on page 35% &M L C
<IN,

ALY A X (Body Size) body-size AL OH A R E—E OHPHN

D, ALY A X JL—)L, onpage
38T EEN,

T _n—7%EH (Envelope |Matl-from TR\ —7%E# (Envelope
Sender) From, <MAIL FROM>) 5%
Lieng—rve—%LTn5
D, TN —TEEHEL—
JV,onpage 37T ML T2

AN
TN—THNOT N — 7k |mail-from-group xR —7%EF# (Envelope
f5% (Envelope Sender in From <MAIL FROM>) 73, #i
Group) & L7= LDAP 7 /v — 7 NIZHF

ET B0, FNA—THNT N
1 — 7 &[5 /L—/b, on page
3TEBRLTLIEE N,

¥EEF 2V V—7 (Sender sendergroup EDREHEITN—TD, A
Group) FT—DORARNT I ®AT—T
v (HAT) (2T 20, %
&% 7 /v —7" JL—/L, on page
38 ZHRL T IZE W,
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TA4LE L—ILOBEDE .

L= EX & EA
TNh—THxz_u—7 rept-to x> _u—7%{53 (Envelope
(Envelope Recipient) To,<RCPTTO>) H3EiE L 72X

A= E—HLTWD, =
X — 75 L —)L, on
page 36 ZH L T 7ZE WY,

Note rept-to /b—/UL
A o= EESWN
TWET, Avt—
CNIEEBOZAZE N
RESNTNDE
Ay TR 1 AD
ZEENPL—LE—
HLTWUX, B5E
L7 ALBE 3T D
ZEECKT DAY
t—TICHEH SN E

ba‘o
TN—TFHNT N a—SfE |rept-to-group x> _u—7%{E3 (Envelope
# (Envelope Recipient in To,<RCPTTO>) 23, f5E L7-
Group) LDAP 7' /v — 7 NIZIFET 5

N, JN—7HNzrXa—7
/G4 /L —/V, on page 36 % 5
LT 7EEn,

Note rcpt-to-group /V—
I A v =105
SNTNWET, A v
= VICEROZAE
ENDDLGE. T
N—T DZAGHEN 1
AThti s
X, reptthe IZ LV $7
EXIN=T v ay
NA =D
TOZEFICHH S
nEd,

J%&— P (Remote IP) remote-ip VE—hFAIDOEFESR
e Ay =1, fRELZIP
T RUVAELIIIP 7R Y VI
—ELTWDh, UE—FIP
JL—/, on page 394 &/ L T
<TZEWY,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

L—Iv

B

B

SEA V=T AR
(Receiving Interface)

recv-int

Ayb—IlE, BESINZXZ
FA v H—7 A ARRHTHE
Wiz, HZRLTLES
W, ZEIPA X —T A A
JL—JV, on page 40

=15 U AF— (Receiving
Listener)

recv-listener

Ave—Vi%, BESNZY
AF—#RH TR\ e, %15
J A J— JL—/L on page 39%
ZHRLTLLIEEN,

Hff (Date)

date

BTERFZ TR E D H DRI
# >, AAF/L—/1, on page 40
EHRIL TSN,

-~ #— (Header)

header (<string>)

A= VITRED N~y ¥ —
MEENTNDN, N~y F—
DIERFFED /N F — 2 & —F
LTCWDED, Ny X —b—)L,
onpage 404 S L T ZS
VY,

S &% 2 (Random)

random (<integer>)

T VB LI L E O
M, ELEV—IV, on page 41 %
ZHLTZEN,

Z{5##% (Recipient Count)

rcpt-count

ZDEFA—IVDZEED AN
B, ZAEFHULV—/V, on page
DEZR/LTLTEEN,

7 KL 2% (Address Count)

addr-count ()

SZAZHE ORI

D7 4NZIE, m_a—
TOZEETERL Ay E—
VAR D~ H—ITxk LT
BET 5 A8 rept-count 7 o /LA
= ERRYET, T RL
AHV—)V, on page 42 % S
LTSN,
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TA4LE L—ILOBEDE .

L—Iv

B

B

SPF A5 —# A (SPF Status)

spf-status

SPF RGIEA T — & A &R L
T4, ZDOT 4 VE JL—)LT
X, & F & F 7 SPF RRGEAE T
o) —T&ET, AR
SPF/SIDF RV fE Z & (2572 %
TrvarEANITEET,
SPF-Status /L— /L, on page 49 %
ST EEN,

SPF&#% (SPF Passed)

spf-passed

SPF/SIDF MRGEIZ &% L7270,
DT A4NHE —T
SPF/SIDF f& % 7 — VfEH & L
T—fbLE 3, SPF-Passed
JL—/L, on page 51 &= ZH L T
<TEEW,

SMIME 77— b 7 = A A v
t— (S/MIME Gateway
Message)

smime-gateway

A v —I1L SIMIME B4 &
LTV DHM, sk Twn
L0, ETFBELB LUK S
fEETW5HDy, SMIME 7 —
FxAf AyE—T L—),
onpage S1ZZHL T ZE

A

S/MIME %7 — ko = A RFEH

smime-gateway-verified

SMIME * v & — I IZIE Ik
AEEN TS, HAE kS
TWB 0, £iFESLBE &
ORGFEEN TV 5 h, S/MIME
7= N = A RRRER AL — L,
onpage 51 L T ZS
A

A A—FHMii (Image verdict)

image-verdict

A A=Y A% % OFHIORE
BT 4K L— )L EfE
LT, SEIFERA AV
I DFIIZ DV TRIWE b
TAZENTEET, M A—
P 4HT, on page 109% SR L C
<TEEW,

U — 27 % 2 —% (Workqueue
count)

workqueue-count

U—7 Fa—LEE L
DGR (FLV. 20,
»72vN) . workqueue-count
JL—/L, on page 51 &= ZH L T
<IN,
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JL—IL B EREA
ARILAF+¥ > (Body Ejzy;i(;itini;ssiom) BELIE = —ET 5
Scanning) 7 P THRANERITHRMAT 7 A1

MAyE—=VICHFEATND
Do INE— 2 DFEAEREN
L & WMETHIE L7z i/NalEK
ULETHLIBERDY 7,

VUL, BUEAT—HX A
Wy E BT DT A v

EAX Y LET,
ARLAX ¥, onpage 43% %5
LT ZEN,

KT AF v (Body only-body-contains HeiE LTS H— b5

(<regular expression>)

THXRARDBA Y E—=UARLIC
GENLTNDD, =D
RN, LEVWETHEE
L 7o/ NEL B Cd 5 w3t
N ET, W7 7 AT
AFxyrENFEHA, ALA
X ¥ JL—/L, on page 42% %
LT 7EE,

Scanning)

S b (Encryption encrypted Ay —ViIE S kS Tn
Detection) D0, WAk L —IL, on
page 4% ML T 72X,

WAt~ 7 A4 14 (Attachment | 2ttachment-filename BELIZANE— E—ET5
Filename) T 7 ANLDOYET 7 A RN
Ayb—VIZEENTND
M W7 7 A 4 v—)b, on
page 45 L T2 &0,

W7y Aoz A47 attachment-type D MIME % A 7 O AT
Tr7ANNA = EF
NTWDh, Bft7 740 %
A 7" JL—)V, on page 44% L&
LTL7EEN,
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L= B B
R4 FAN HA - attachment-filetype 7 4 V=7 v ML
(Attachment File Type) FEDNE— & —8T 5

Ty AN BATOUMT 7 A
WAy E—=IIZEENTH
57 (UNIX D file 3= K
EIRIER) o WAET 7 A ViR
Excel £721% Word R = X
FNCH LG, WAL T 7
AN ZATD

ee, dl. bup, §f px. gf joeg
png. ¥ J U\ Photoshop A A —
VERETOHIELELTEE
R

BNl 7 4 VB E2ERT HIT
X, 77 AN B A TG
TPHOGLE HY 5, —H
SIS £ 7213 FEe | G2
HAT&xEd, =& 201E, exe
W7 7 A NVERBET HIC

%, RO EFHLET,

if (attachment-filetype ==

"exe")

FEIZ WX, IR T 7 A
NHET —NAT 77 ANH
DHIDEREZ 7 A /L, on page
46 B LT TZEY,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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JL—IL B B

Attachment MIME Type attachment-mimetype HE D MIME % A 7 O Ukt
TrANBA vy E—VIZEE
NTWB0, ZON—i
attachment-type /L — LT
WEF, MIME ifsfh 7 7 A
JVTHE &N MIME % A4 7
DHDGHIT S 4D RN FE72 Y
9, (BFA—NF—]
T AL, T ANEA TR
BIRIIICHE E STV WG
A RSN 7 7 A NVDH
A 7% ITFH) +5ZLiEH
DEXEA, ) BIT7 740D
AFx Y Avt—T T 4 )VHF
DB, on page 1145 L T<
a0,

7]}&{#774’/1//\\)\:/1 U Z R attachment-hashlist-match A ‘)'IZ*“:/“W_\ T ANy
Ta ) A NNDRET 74 v
7 SHA-256 fii & — K DU
T7ANVBEENTND E D
WERILES, 77 AL
SHA-256 7 4 VA1 Z—3 5%
Ay —VBAT A NE R
2 74 %, onpage 1413 L O
W7 7 ANNBT 7 AL
SHA-256 7 4 V2 L —ET %
BEllAvyE—YE2 ey
9%, onpage 14125 L T<

72 &0,
PREINT-RAT7 740 attachment-protected INAT — REEH#E I N TsAT
(Attachment Protected) Tr7AINNRRA =G F

NWTWBD, PRl ST
7 7 AV OIREE, on page 117%
ZHRLTLZE,
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B

B

REIN TRV 7 7 1
/L (Attachment Protected)

attachment-unprotected

attachment-unprotected 7 1 /L &
SR, RESILTORWVIR
77 AN EAFY L 2D
VMR LT85T true &K
LET, AFyr VU n
W7 7 AN EHmAED Z &
IMTEIYE, £DT7 7 A )b
RSN TV E R X
NWET, zip7 7 A NWVITHRHES
TN A AR EENRT
WAHEEA., ZDzip 7 7 A VX
FREShThRnE Rz s
*7,

¥ : attachment-unprotected 7
JL 4 4 & attachment-protected
7 4 B ERIE, FEICHE
BICIEdH Y £ A, A CHLS
Tr7AN AT Y DL
W7D 7 4 V2 ST true 23
BInsGandbn ¥4, Z
., e xiE zip7 AL
ICREINT A N EREX
FUTWIRWN A DT 7 A3
EFNTVLHAICRELE
K
RESILTORWIRA 7 7 A
LD, on page 117% B/ L
TLIEENY,
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B - sr—romEozx

JL—IL B B

RE 77 A vDREy s ey LR L5
T X A NEZIIBIOEM 7 7
AN, A =T DA
T 7 ANVIZEENTWND D,
NG — o DFERBIN, L&
VM CHRE L= i/ NER L E
THDHLENDY 77,

Z D )L—)V T body-contains ()
=L ERITHETA, 2o
=T, AvE—VOR
Ko TR Z#AF ¥ L
WEOICLET, 2V,
a—YRRMNTZ 7 A1E LT
BRTHGERL T ATy L
F9, 774 VDAFX ¥
U AvE—Y T 4 DR,
onpage 1142 B L T2 E
AN

(Attachment Scanning )

W7 7 A NVDAF Y ‘5(‘2EZ;EET;E;?ZZZ;ZZ;“MS BELI A= b —%T 2

NAF Y T—E N FIETDHIR
77 ANBA =18
FNTWD D,

ZDON—X
attachment-contains () /b—/V
ICELTWET A, ST
T —=HNDOINE — 2 DI
KLET,

(Attachment Scanning )
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TA4LE L—ILOBEDE .
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B

B

W77 ANDAX ¥
(Attachment Scanning )

every-attachment-contains
(<regular expression>)

DA vEBE=VDOTRTOU
7 7 AN, BrED I E —
VE—HTAETXFAINREE
TWDED, HEOTFA
BT _TORS 7 7 4 VNI
FETLHIVERSHD 3, O
FOEBIZFITINDT Y
Ta sk, BT A
x4 %
lattachment-contains ()| @
FmPE AND /A T9, AT A
Xy rEInNFEFHA, RNF—V
DOIAEEHA, LEVETEH
iE LT/ NEEEL = Th Dt
ENRHY FT,

WA 77 ANDAX Y Ay

t®— 7 4 )V HZ D, on page
142 B LTI,

W7 7 AN

attachment-size

Ay E—=VIZEENTVDHER
17 7 A NDY A XDEEED
HEANICILE>TWD N, =
DI)V—)VIX body-size L—Ib
EETWETR, Zo—b
TiE, AvbE—TO2EKED

R ZAF ¥ LignE&
FICLET, 2FEH, 2—H
DI 7 7 A LTFRTRT
HPETETF AT Y LET,

ZOVAXF, Ta—RT5
ANCRHMI S AVE S, IR’ 7 7
ANVDAFY A vE—

7 4 V2 O, on page 114% 5
LTSN,

N7V w7 7Tayr AR

dnslist (<query server>)

EEHDOIP T RLARNRT
Vo2 77y 27U AKHP—nN
(RBL) WITAHAET 573 DNS
U A N JL—/)L, on page 46 % 5
LT 7EEN,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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L= B EREA

IPLEaT7—3ar (IP reputation EEHEDOIP LY 2T —1 g

Reputation) ZaT7iFEn o0, IPLEa
7 —3/ 3 »Jb—/L, on page 47
LTS TESN,

I[PLE=T7—3 272 L (No|nro-reputation IPLE=2T—YarAarn

IP Reputation) None| OHEITHEH ZVE
I, IPLEaT— g b—
Jb,onpage 472 B L T 72
é l/ \O

5:“/( 7 U dictionary-match A \yﬂz.__:/“zigjca:\

(<dictionary name>)

dictionary_name CTiE L 7=4
oy T4 73 aF
U OIERKRBE T ITHENS
ENTWVENE I & HBIL
F9, NEZ—rOFEAREK
2, LEVWETHE L&)
[ ETHAEMERD Y F
4, 7427 aF VY /—/,on
page 472 ML T TZE W,

{Zﬁﬁ‘?‘{ saty *ﬁ atta}chn}ent—dictionary—match {Zﬁﬁ‘7 7 A JUIZ,

(Attachment Dictionary (cdfetionary_name) dictionary_name TH&/E L 724
Match) Aioar7oy T4 7> at
UDIEHRBENEENLTND
MEIMEHHILES, N
H— DFAERBD, LEW
ECHE L2/, BT
HOMENDYES, T 47
v a7 U Jb—/, onpage 47%
ZIRLTLLIEEN,

W57 4 7 a ) —3 subject-dictionary-match 4~ & —1Z, dictionary
(Subject Dictionary Match) (cdfetionary_name) name CE/E L7=4miD 2T
VY T4 v at ) OERE
BEITHEBENEENL TV D
MEIDEHELET, T+
7> a )Y Jb—)l, onpage 47
EZLTLIEEN,
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B

B

N~y =T 4 7 aF )
(Header Dictionary Match)

header-dictionary-match
(<dictionary name>,
<header>)

fRE Lic~y & — (R

INICF A X)) 12, dictionary
name CH5E L7z iD= 7
VY T4y aF U DOERE
BEITHEREENTND

MEIDEHLET, T+

7> a )Y Jb—)b onpage 47
EHIRL TSN,

AKXT 47 aFV)—
(Body Dictionary Match)

body-dictionary-match
(<dictionary name>)

ZDT 4 NVE T, FEED
HEEN A v — VAR EE
T true 2K L E T,
ZOT7 4 NEIE, T A
NTH D LB S 7RV MIME
HADOHREC—HLET, £
o, 2—FRERLIZLEN
EAH - SNTEHAD true %
KLET (F74VhOLE
WEIZ 1 TY) o 747 v
F U Jb—/L, on page 47% &
LTLEEN,

TrNU—TZGHET 4
v a7+ Y —% (Envelope
Recipient Dictionary Match)

rcpt-to-dictionary-match
(<dictionary name>)

TR —TRERI,
dictionary name THiE L 7= 4 i
DaALTY T4 at
DOIEREHRF-ITHENE E
T DNE I MBI L E
3, 7473 aF VY —/,on
page 472 B L T ZE 0N,

TR —TEEET 4V
v a7 U —% (Envelope Sender
Dictionary Match)

mail-from-dictionary-match
(<dictionary name>)

Ty Ru—TEEHIC,
dictionary name CTRE L 7= 4 il
DayTY T4 7vat
DIERFH F - IIHENE £
TSN E D R LE
+., T4 aF U L—,on
page 474 ML T ZE WY,
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B

SMTPERFER A — Y —%
(SMTP Authenticated User
Match)

smtp-auth-id-matches
(<target>[, <sieve-char>])

TR —TEEEOT R
AL A= Ny X —DT
R LA, EEH DOFBFEY
SMTP = —H% 1D & —£3 25 >
ErEHBILET, SMTP
FRREYE A —H—FyL—/L on
page 2% ML TS TZE WY,

1TV (True)

true

TRTCOA Y-V E—FL
F 9, true /L'—/1, on page 35
ZZRR LTSN,

H%h (Valid)

valid

A= VITT AN RE £ 721X

#2072 MIME $85223 8 2 %ty
\Z false IR L, ZH LSO
Eldtrue ZIKLET, Hoh7e
JL—)V, on page 35% B L T

{TZEW,

B4 # (Signed)

signed

Ay —UNBLEHTHD
ME S MEHRILES, B4
f} & L—/V, on page 54% £
LTL7EENY,

EAREWE (Signed
Certificate)

signed-certificate
(<field> [<operator>
<regular expression>])

A —UBAEETITXS509
AEERITE D RFED /NS —
E—HTBHMNE I A
LET, BAMEEREL—
)b, on page 54% B L TL 72
S0,

B Ayt 78 EERLEBFA—IL K S —OFA




| #9v€—Y 742 EERALEEFA—LRY O—0ER

TA4LE L—ILOBEDE .

L—Iv

B

B

2 —ig 0 K UIEEL (Header
Repeats)

header-repeats (<target>,
<threshold> [, <direction>])

EEDORF R TIROFRMED A >
T UDRE SIS B
Hjéﬂ%)k\ true %Ebi
‘d‘o

£ 1 RO R—{114
Ny B —Z Oy —
>

cWE 1 RHOFR—Dx
=R SS EE /A1)
Ayg—

Sy H—if R LR —v,
onpage 57T ZM L TL &
AN

URLLE =7 —¥ =2 (URL
Reputation)

url-reputation
url-no-reputation

Ay E—VIZEENTHDHIE
EOURLOLE 27— 3
A a7y, fRESN-HEN
WIZHDINE DD,

URLOLE a7 —v gy A2
TMERTE R0 E S D,

URLLV E 27— 3 b—)b
, on page 593 X UM & 1k
T4 — R+ 58 A—
NTF— T = A OFREESR
LTL7EEN,

URL ®7%7 =Y (URL
Category)

url-category

Ay —IIlEENTNHIT
BOURLOAT UM, HHE
SNTHATIVIZ—ET B0
E 9,

URL %7 = J JL—/ L, on page
602 L TLIEEW,

W LR~ 7 4 v
(Corrupt Attachment)

attachment-corrupt

WA LIRS 7 7 A VA
T—VICEENTNENE D
iR

R LIZIRMT 7 7 A L v—)1,
on page 60 ZH L T &
AN
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B

message-language

Ayt —T (4 LR 1
BIRLEWTRNAOSETH
BN,

A vt — U FFE/L— /L, onpage
61 ZMLTLIEE,

~ 7wt nacro-detection rule BEEFEREA v — Vi
‘file type-1'", . .
‘Eile typerzt, ~ 7 a AR T 7 A
., 'file type-n'l) DEFENTNDD,
~ 7 afEH{/L—/V, on page 62
LTSI,
18355 A — )LDk H ffzg?d;?mail‘detecion AyE—=VOEEILT R
ictionary name>", s
<threshold>) PBESINTWD D, Ay
T —® From: ~» ¥ —73 2
VT REEREO 2 —FITHE
LTWAELRILTF =y 7T 5
JL—)LT9,
793G A — VO /L—)L, on
page 63 ML T ZE VY,
S duplicate boundaries 2R eV, WY

MIME BERNEE N D0,

B FURFE/L— /L, on page
64% B LT IZ &,

RIEZR B D MIME ~ v &' —
OfH (Malformed MIME
Header Detection)

malformed-header

A b= IIARERTEX D
MIME ~ v #—MN&Fn T
BN
RNIEARTER D MIME ~ v & —

R /L— /L, on page 64% £ R
LTLEENY,
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PriE A  (GeoLocation)

geolocation-rule
(['country name-1",
'country name-2"',
'country name-n'])

ZEA =, BIRLE-
ENBFE S E LT,

Note ALETFHRA v E—
T A4 IE — L H i
BT sz, 777
AT A ETRANDL
KRV B
WZLET,

MR (& 1 ) V— /1, on page
64% B LT IZ &,

RAL DLV E 2T —3 3

Sender Domain Reputation:

- sdr-reputation
(<‘'sdr_verdict_range'>,
<‘domain exception
_list'>)

- sdr-age (<‘unit'>,
<‘operator'>
<‘actual value’>)

- sdr-unscannable
(<'domain exception
_list'>)

External Threat Feeds:
domain-external-
threat-feeds
(<'external threat
feed source_name'>,
<'header'> , <'domain

_exception_list'>)

EEHF AL T BESH

TeHEHEL —F L TWETN?

cHKEHERNASDLE 2
T—av

o SNHBE T 4 — R

ETFO FAA Y LE 2T —
v a3 ¥ JL—/L, onpage 65F /=
[ISDR D R A A > LV E 27—
v 3 JL—/, onpage 65% %
LT EEW,

FERIZ DWW T, AN
T4 — NEHEHTHEFA—
NTF— T = A OFFE 121
EEHERAAL L LE 2T —
vary 7 4ngZ )T w5
LTL &,

BIA—NT— P U= ICEESND A v E—VHNTRL, TRTORA Y=V T 4 NFT
R AL S NE TR, BT 7 v a VERELLESRIIEDT 7y a /i) Ayt —UI2

x4 5 LA DML M Ik S E

OR. NOT) 2L CHEATHZ L TEET,

IL—ILTCHEAT SERKIT

(Av®—2 74V % T 273 3>, onpage3 &M, )
TANATTRCOA v —VIClAT D2 b TEET, T, —/WTinEEeEs:

(AND,

= IVDEFRAEHT 27 P v 7 T A MO—E T, ERFHBEZITWET, EREFHRIT
BHEC R ABEARNHLVET, ROFRIZ, AvtE— 740 Z A— L CERERZEAT S
EOBRZE L THEHALTSZEN,
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Table 3: )L— )L CERT HERKRE

IEMEHL (abe)

T A NH =)V DIERFEN TN E—FT D E W EnDDk
EHFBHROSEOERPTFEIOWTNLOESLS & —ET HHEAT
‘ﬁ‘o

f:&/iéi\ IE/#E%E%% ’VGCOI‘gJ X rGeorge Of The Jungle] .
rLa Meson Georgette as well as Georg) @%i?ﬁ”&*

(Georgy

Porgy] .

ﬁbi‘a—o

ALy b (M)
RAFEE (s)

FAGLSE (8) 2GT—/VIXFINORRBOHE KL, ¥ T v
(M) ZEL—WIFIN DD H & —B L £,

7= & 2 0E, IEHREHR ceorgs) 1XXFF lceorgl DHE—F L F
‘ﬁ‘o

ZEDSy X —E BT DI, 8" LHRELET,

F ZEE, Ty hv— | XF, 2B, Ty hvy—7 (@) EEDL—UE, YEOTTER
7 (o) EERIC-ELET,
f:k%\_ﬂi\ Eiﬁi‘%fﬁ‘ |—AGeorqe@admin$J ﬂii?ﬁ” |—Georqe@adminj
DHE—HLET,
vUA R (1) EUAR () 2E0LV—VHMEED 1T (SfT2R<) & —%L

jzj;ﬂo

=& z20F [~ . .admins] &W I EMFEHIT Thacadmin] BL O
|—sunadmlnj @%i%ﬁl I—F L FETA, Twindzadminl E1E—
HLEEA,
TAZY R (¥) | T ALY AT (%) Egie—nid, TEENCHEE ST 5 3

NOFEIZEFTTEEOREM Y RSN TNAHXTF] L—FHLET, ¥
YA RET RS Y RSB BE (%) B AEEOTFH (fTE
Pr<) &E—HLET,

f:é:i&i\ |_AP.*Piper$J Ckl/\ﬁﬂ-:jﬁ%fﬁ‘bi ’—PPiperJ . [Ipeter

Piper) . [P.Piper] . |—Penelope Penny Piper| DEDLFHE b

APV ER 38

7 ()

MRESIIRR L TOZA Ty —FIEALET, v—F A W) &
EIUFRZOLODHIT—EL, Ns) 1T RAGEEEFOHIT—EL,
A iEF v Ly FLBORIZ—ELET, =& 2L,

[~ik\.ac\.uks) 1T Tik.ac.uk] EWILFH DO E —F L F9,

BEE MR S3 A= —CbRER= A —7 e LTHEMLE
T, TOH, ERKXATHESZHENT 256, 2 DO TN
WBETY, EATRIIE THEERIZ) RSN DHRE S 1 DOHDE
D, EHREBL AT ACESAET, FROMEZRET 2561
[rik\\.ac\\.uks] EANTHZ LI T,
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ryt—sn7 sy vrcoEszR0ER [

KXFENLFERFIL
72N ((21))

h—=27 2 )1, EHRBOE D OS5 TRILTFE/NIFHR B S
NN EERLET, ZO =7 &, RIFL/NCFEXHNT
DIEHRBLOEHICEE 5 & KT &/NCFR—EXG s 7
WHREDMTOILET,
7=& z20E. T(2i)viagral EWIHIEMFIIL, [viagral .

lviaGra) . [viacra] &—FLET,

7(@';5 U J& L@;ﬁ {min, max}

1 DHID h—7 > O K LIl EfRET D IERRIAXRLEN T R —
FENTWET,

7= 20X, Troi2,31) 13X Tfoo)] BEO lfoco) E1E—F L F3235,
[fo] <° [fofo] ElX—FHLFEHA,

if (header ('To') == "~.{500,}") EWVH AT — Kk X hiL, 500 XF
PLEMMERA SN TS [Tol ~y X —&RFELET,

FE(]) B, 2F 0 Tor) HETFICHYLET, [ABIUBI BERE
BThr%a. Tasl 1L TA) & TB) OWTunic—8T 530F
e —HLET,
fl&%\_fi\ (foolbarj WD FHIT (fooj 2 (barj Ll —ELE
SR [ foobar) &fi*ﬁbi“@f/uo

EPEREYS

A=V DT 4 NE Y T TOIEREHOM A, on page 29
« IEHIRBOMHICEAS 574 K A >, on page 30
« IEBIERBL & JE ASCII Xt v I, on page 30

*n 7 A I, on page 30

o RICFE/NLF DX, on page 30
« B2 7 1 V2 OERK, on page 31
« PDF & IEHIZH, on page 31

AvtE—CDTANE Y T TOERKREDER

TANEZEHER LT, ASCHUADOTERTZ a— FENTWNAERA v E—V0RE (v 41—
LRI OXFHNE NS — BB TEET, BRIICIE, RUAT ATIIIROGHNICH 5 IE
ASCII XFAMBET HIEIREIL (regex) ZFEHTEET,

A=Y Ay F—

* MIME 5} 7 7 A V44 O 35|

o A yb—URI :

* MIME ~ v # =372 WAL (RERDOIERDOE T A —L)

e a— RZRT MIME ~» ¥ —723% 10 | MIME &8558 72 WA ST

e a— RPREBEINTWVWAS LT N— | MIME £ vtE—3

o FEEOARILDH B, MIME ~y ¥ —TCTra— RBREEINTHRNED

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B csxsosmcEssH4 k51>

A=V ELEFALOEEOE Y W7 7 A VEEDR) ORAICESRRIZMEA T E
T, W77 A ND% A7 L LTHIML, MS Word, Excel 72 EZH DX A 7o/ HRICTE E
T, MR LRDHLTFE Y FE LT, gb2312, HZ, EUC, JIS. Shift-JIS, Big5. Unicode 72 & 7%
b ET, FHRIFHOA vE—T 74X L—LEERT DI, 20T 7 4% GUI
EHHT LD, TXRARNZT A XTI 7 ANVEER L THOL VAT AL U R— R LET, §f
ANZDONWTIX, CLIZH LA vy =Y 7 4 V7 D% onpage118] BL TAF v L H)
TEDFXIE, onpage 142 #SM L TS0,

ERRBEOFERICETHHA 512

TVT 4y 7 ATERLS XN EREERET 55003, EREROLHITFYy Ly b (1Y) |
REIZ FVELES (8) ZZNZNEET LLENDH Y 7,

)

Note 7= L5 8% AT DHEIC ) 2T 2L, ERIT TR COXFTHNR—KLET, b
DIT, Trs) AL TLIZEW, 72& 2L, subject /L—/L, on page 350 2 F& H DOFlH Z 1l
M LET,

Flo, XFELTORY A RERAETHIZIE, ERXATCE I A K2R —7FT50ERH
DNEIT, =& ?_bi\ sun.com & U D IEHFRBLT |—thegodsunocommandoJ LW R~ LFE
T2, ~sun\.com$ & WV EHFEHIL Tsun.com) &V LFFHNDOIE—FH L FT,

Hffimicix, & 2 CHHAT D IEREHR O A Z A L1Z PythonreModule €Y = —/b A% A LD
IE;:‘E%{E"C'@‘O Python AHRA /V@Efﬁi%fﬁ@%ﬁfﬂﬂlol/ Q=N http://www.python.org/doc/howto/
MNHT 7 ATE 2% [Python Regular Expression HOWTO | #5512 L TL &0,

ERRBFEIEASCUXFELEY

—WOEFETIX, THEE < THFEER) . [RFELT) EWIHIENRGFEELERA,

HEEZAMER T 2307 (IESERIT Nw) LRINDLF) OMG7R ENLEIT /e 5 MR ER
RKHLTIL, v r— RS AR ARYGE, £idmra— FRRAREE, BEPBELET,

nTAbk
EREBORET A ML, V=T A= =T 2 =ZfHLTIT) ZENTEET, K
(e IR N D= S
rcpt-to ==
"~goober@dev\\.null\\....$" (matching)
rcpt-to != "“goober@dev\\.null\\....$" (non-matching)
AXF ENXFOREA

FRICHIRL SN TV A E 2R E . EHRBICTIIRCF LN CFNRB S E T, EHRET
foo %*ﬁ?ﬁ%#é%é\\ FOO %’ Foo Li—i‘,’z Li"i‘/\/o

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER

PRI |

RERTE T 4 ILZ DIER

PDF & IEFR&KIR

WOBNL, FCEZAT D 205D 7 4 V2 TR, mPIOBIOTTH CPU O m < 720
£9. 2BADOT A NZ OGP RALEREIRZHEH L TOET,

attachment-filter: if ((recv-listener == "Inbound") AND
ceeccccccccccccccccccccccccceeeceeeeecccc(((attachment-filename ==
"\\.3865") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ads$"))
OR

(attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR
(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.1nk$")) OR (attachment-filename == "\\.mdb$")) OR
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.ws$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.ws£f$")) OR
(attachment-filename == "\\.wsh$"))) { bounce(); }

ZOBITIE, AsyncOSIZIEHIRBLT 2 % 30[B] (W7 7 A V2 A 7 & recv-listener DE 41
ZUT 1 EF D) BHENT O MERH Y £,

Wb DIZ, WOX 727 4 VFEERLET,

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.
(386 |exelad|ade|adplasplbas|bat|chm|cmd|com|cpl|crt|exelhlplhtalinf|ins|ispljs|jsell
nk|mdb|mde |msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb|shs]|
url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)$") {

EREHT Y ORBIERIE 2 B2 T, [0 OBEMRLAULORY TN TULET 5 24
TR LI B 7207 A N Z OFH G RIBICEEICR Y £, F/-. HODOFNZLE~XTCPU A —
N—r~y RMETLET,

PDF DA FIEIC L 5 TE, AX—AREITR RN ENRHV £, ZOXIHIRGFH, Axxy
VYR, N=VNOHEGEOAEIZESE | B A= LY TORAEZRALE T,
722, 1 DOHFFEOFIZEEDO 7 4+ M7 + v b A ANRET DG, ElESD
PDF 22— RO AF ¥ o UV UNHGEESATEHRIT 200 L D £, ZDXH1
R ENTZPDF 7 7 A VCTIERRBUCEIDMEZITI &, AF v m o P UAITPHI LR
REBETHERH Y 77,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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7= & 21X, PowerPoint SCEIZIHA L7 BGEOHIZ, HFENO L TF-ZT EIZRR D 74+ 0 R 7 +
VR AXPRESN TV DL bDORHLELET, ZOT 7V r—a shbAERIZPDF
EAX Y TV UREAID L R IR AR — R BT A S IVE T, PDF O
JRIRC,  Tcallout] &9 HFEN [lcallout] F7zik lcallout] EEREINDZZ ENHY ET,
ZOWTNNORRAIERKI Tcallout)] EMELIILTDHL, —BERLEWVWIRRIIRY
£7,

A=V ONEEAX YL THA = L— LA TS, A~— ID 2FHT 5
T — A NORFED N — 2 R TE 97,
A<—HKID T, T—HHNORDN N — 2 ERETEET,

VLT N h— REE

o KERSIRFESR S

« CUSIP F >\ —

« ABA F /N —

TANETA— D ZFEHT DI, ALERIBRM 77 ANMDa TV EAT Y T
BT 4NE JL—)LTIROF—T — REFHLET,

Table 4: * v 2—2 T4 ILADAI—KID

*F—J—K|RXT—FHFID BrLEL]

*credit Iy b —REF|14, 15, BXR16HTD 7 LYy b h— RESEZH L
iﬁ—o

W& A<— K ID X enRoute 7 — FZ&FBILEH A,

*aba ABA ¥%4&% 5 ABA i54% 5 A5 L E T,

*ssn A REE S KEHSRER AN L ET, *ssn A~— FIDIZZ >
Va, BUF R, AX—=2A0H DS RER T 3 L
F9,

*cusip CUSIP &% & CUSIP &= %&i#kal L £,

BEEIER

« A< — |k ID O3, on page 32

AT—KrID DEX

T4 NHE N— )L TA— NID ZFEHAT 256, ROFIOL ST, KXELITIHRMF 774 1%
AXY T DT ANE L—)LDPRTA<—KID ¥—U— R&5| % CHAET,

ID Credit Cards:
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rvt—2 7408 L—rouBss |

if (body-contains ("*credit")) {
notify("legaldept@example.con") ;
}

/o, arT T4 arIo—EHELTCarsT Y 74 AVFNTAY— MND ZfEHAT
HZlbTEET,

Z<—HKID F—U— RZ@EHOERERLMOF—TU — R EMAEDbETHATE EE A,
7=& z21E.  Txcredit|*ssn] EWVI R —=IIFEITIEH Y £ A,

Note

*ssn Av— N IDC K DRAHEER T2, *ssn A<— MDD 7 o V2 &b L b TE
AT EA880560380 9, /=& 21X, Tonly-body-contains] 7 4 /L ¥ 52 HT 5 2
ENTEET, ZOHRAE, BMEXTIINA v E—VAKLOTXTOMIMEEBIIFET DHE
DOHAMN true THD EHESINET, 7w 2R, ROXHI BT 4 VZEERTEET,

SSN-nohtml: if only-body-contains (“*ssn”) { duplicate-quarantine (“Policy”);}

Note

B A—NT— R T =A%, A~v— MBI oRNzENSz%—U— K ( leredit] . Tssnj |
lcusip] . F£720% Tabal ) DA v E—VIZHEENTNDGEITOR, A~ — MR % B
Li‘#o

e ziE. AvE—UICHmiEREE ( IXXX-XX-XXXX] ) BDEFTNTWAEA, 1 A—
NF—= Tz A1E, F—TU— R, DFVHSREREESOINGEM ST Tssn) ( Tssn
XXX-XX-XXXX] | Tssn: XXX-XX-XXXX]| 72 &) BHEETHHEICOIHR, A~— N1 &
L CTHaRERSZHRIE L ET,

Ayt— T4)LR IL—)LDERER & 5

WDt s arTiE, FHSNAIESERAvE—Y 74X —MIZOWTHAL, #
OB ZERLUET,

ESPEREENS
* true /L —/V, on page 35
« HZh72/v— )V, on page 35
* subject /L-— /L, on page 35
e TR — 7 5 /L — /L, on page 36
« J)—TFNT L _u— TGV —)b, on page 36

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B ootz n—nosmen

e =R —7FE(EH /L—/L, on page 37

s JN—TNxZ X —T7EFH/L—/L, on page 37

s KEH V' NV—7 )L—)L, on page 38

« K3ILH A X )L—)L, on page 38

+ JE— | IP /L—/L, on page 39

» 52{5 J A — JL—/L, on page 39

¢ ZIE 1P A ' #—7 = A A JL—)L, on page 40

o Hf}/L—/V, on page 40

s~ X — JL—/L, on page 40

* L&V — 1, on page 41

o ZAFFE$V— L, on page 42

7 KL 2¥LV—), on page 42

e KILA %K x> JL—/L, on page 42

e KILA X ¥, on page 43

o 55 {bRR L — /1, on page 44

W7 7 A H AT JL—)L, on page 44

s IS+ 7 7 A V44 L— )L, on page 45

* DNS U A K Jb—/L on page 46

P LE =27 —3I 3 b—/b, on page 47

e T (7 v at U JL—/l, onpage 47

» SPF-Status /L— /L, on page 49

* SPF-Passed /L-— /L, on page 51

*SMIME 7' — 7 = A A »¥E— JL—/L, on page 51
* SMIME 7" — k7 = A RIS 7»/L— /L, on page 51

» workqueue-count /L— /L, on page 51

« SMTP FBGEH A+ — —FHL—/L, on page 52

o B4 EV—)L, on page 54

o~y i ) 3R LIEIEUL— /L, on page 57

sURL LE'=7—3 3 » /b—/L  onpage 59

«URL #7 = U Jb—/L , on page 60

o 48 L7287 7 A /v JL—/1, on page 60

o A v —FRE/L—/V, on page 61

o v 7 a kL —/1, on page 62

o (2538 A — /L DR /L— /L, on page 63

« AL RGE/L— /L, on page 64

« NIEZ2JEA 0D MIME ~~ v # — gt /L— /L, on page 64
o HERAT [E 1 #/L— /1, on page 64

*ETF O KAA Y L ¥ 27— 3 Jb—/, on page 65
*SDRD KA A LE 27— 3 Jb—/L, on page 65

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER

true JL—)L

BRHEIL—IL

subject JL—/L

true JL—)L .

true L— LI TR TCORA v =V —HLET, 72& 20X, ROV—IVIT A MR ERDT
RTDA Y ET—IWIZDONT, IPA LV Z—T7 = A A% external IZEHE LET,

externalFilter:

if (true)

alt-src-host ('external');

valia /L= UL, A v — IHRITARE F 721380 72 MIME ¥ 3 & £ TV S 5412 false %
KLU, TRLSOGEFue I LET, 72& 2E, ROL—ITT A MFRO A v E—VD
DB AREER A v —VEFT_RT Ry 7 LET,

not-valid-mime:

if not wvalid

{

drop () ;

subject b= U, TFE~y X —DIENEE LT EHERBLE =BT 2 A vE— V& BIRL £ T,

T2 eZE, RO7 o ZiE, M40 MakeMoney...] W) EEAITIHEDL TR TDA vE—
TEREFELET,

not-valid-mime:

if not valid

{

drop () ;

}

Ny L —DETRFET DI ASCH UTFEARET D Z N TEET,

Ny Z—IZHlT D BEEAT O GG, ~y X —OBHEDHEICITRE P TON AR (X vE—
VO~ X =0, BBk, BEEITO T 4 VFAERLE) REENTOWDAICER LT
VN, FECOWTIE, A vE—Y Ny F— b—)LE L UG, on page 6 2R L TL 12 &
AN
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B =oco-—TzEzr—0

RDTZ 4 NVZNE SNy F—=NEDOGE, I A v =Dy =B3R5 E I true ik L
iﬁqo

EmptySubject To filter:

if (header ('Subject') != ".") OR
(header ('To'") = ".") {

drop () ;

}

Note = > ¢ /L4 % Subject ~ & — & To -~y F—NZEDHAIT true 2K LETR, ~v & —ip
WA btrueZIRLET, FEELTEAY X =D A v B—HNIZRWEETH, 207 4V E 1
true iR L £7,

IoRNO—TJZEH/IL—II

rept-to /b —/Ud, WTNNDO T N —FZEFENRE LI EHRBE BT A v -
FRIRLET, 2z, ROT 4 H 1L Tscarface] & W9 LFENEZEGLEFA—LT KL
A2 TCICEFEENTZTRTOA v —V %2 Fuy 7 LET,

\}

Note rcpt-to /L— /L CHEMAT 2 IEMEH TIX, KT E/NCFIRRAI S EH A,

scarfaceFilter:
if (rcpt-to == 'scarface')
{

drop () ;

Note rcpt-to JL— )L T X yt‘-?ﬁl%’jl/\flﬂij—o A /“E_yc:%géi@%{§%ﬁ)§£ﬁéhfl/\é
A, W1 AOZEEPL—/LE—FH L TWIUL, f8E LTELER T X CTOZEEITH
THAyE—VICEHAINET,

HI—THIARO—TZIEE)L—IL

rept-to-group /b —/UE, WITNNDT L Nu =T ZFEFDRHEE LT LDAP Z/L—7 D A N
ThHHAvE—TVEFERLET, 2 2FE, ROT 4V #1T TExpiredAccounts| & V>9 LDAP
TN—=THNOBFA=NT FL A TICERENTTATOA =V %2 Fry 7 LET,

expiredFilter:

if (rcpt-to-group == 'ExpiredAccounts')
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drop () ;

\}

Note rcpt-to-group JL—I T A ‘)JZ**‘\/"K%OW\“CU‘i?‘O A /?*V&Z%ﬁiﬁﬁﬁﬁ%‘b\éﬁﬁéﬂ
TVEEE, WTNNLADZEERL—L L —H L TWIUT, 8 LIEAER T X TOXAE
BT DA ve—VICHEASNET,

IoANO—TEEH/IL—IIL

mail-from /L —/LiX, TR —T7EEEPBE LLIERRELE —HTHIA v E—TU2E®IRL
giﬁﬂo =& 7’J:t\ /k@7 A IVE %iﬁﬁ“é L admin@yourdomain.com z&n J‘ii‘{%éﬂfljﬂf\f@
Ay—UNEEBICH A EINET,

Note  mail-from /L —/L T+ 2 EHFR TIL, KLFL/NLFIIEFENEE A, ROBITIE,
EUA KRR —7 N X TWVWET,

kremFilter:

if (mail-from == '“admin@yourdomain\\.com$"')
{

skip-filters();

}
HIL—THIoRO—TEIEEZE)L—IL

mail-from-group /b—/UiE, T Xu—TEEFENEE DA THHE L7 LDAP 7 /L —7|C
BLTWE (R—BERBTIHEIL. BEEOESFA—NLVT FLUANREELZLDAP 7/ /11—
FIZBL TRV A v E—U2@RLET, & 2E, KOTAAZEFITTD L,
[KnownSenders| &9 LDAP /)L —7FDEFA—NLT RLRAIZLDVEFEEINEZTRTOA Y
T—UNEEBICH N ENET,

SenderLDAPGroupFilter:

if (mail-from-group == 'KnownSenders')
{

skip-filters();

}
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EEZESTIL—TIIL—IL

sendergroup A v — 7 4 HF, VAT —DHRA RN TI7EBAT—T)L (HAT) TEDE
BEIN—=TR =T DI0IESNT, Avb—UFBBIRLET, Z0—MT =] (—%
ERETDHE) £2% =) (F—HZHRET256) 2EHL T, e LZERKE
OFN) LDO—FETAMNLET, TLExiE, ROAvyE—T T4 —F, AvE—
COREHE I N—TPNIEREH Mnternal] & —FHT 255 10 true KL, TOHAIEA v E—
CERBA =V RAMIEEFELET,

senderGroupFilter:

if (sendergroup == "Internal")
{

alt-mailhost ("[172.17.0.11");

}

AXHA4XI)L—IL

KLY A XENIA v E—TDOYA XD LT, "X =7 7 ANV B EHRET, body-size
=W, R A ZAERESINTBUE & i L, R T A v —V%BRLET,
e 2iE, ROT 4 NVEIIRLY A ZNS AT, FEBRZDHTRTDORA vy E—I52 N7 A
L/iﬁ—o

BigFilter:

if (body-size > 5M)
{

bounce () ;

}
body-size T 5 LWD L 9 7otk TE £,

1 LB miELE
RN
body-size < 10M
. LUr
body-size <= 10M
, ALt LT REWN
body-size > 10M
: Uk
body-size >= 10M
FELW
body-size == 10M
, FHELL R
body-size != 10M
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PA ZAGENNTY 7 4 7 AZAEMT 5 LEFRTT,

e B
10 31~ ( [10) IZFL)
10b
13 F /N1 |k
13k
5 AHNRA B
5M
s06 0XHTASA N BFE:BFA—NASTF—FT A TIE100 AT A N %
BRXDOAvE—VEUETEERA)

JE—HKIPJL—IL

remote-ip /b —/LE, A vE—UEEELIEARARNDIPT RLUANKEEDONNZ — ¢ —FT 5
MEIMEMERST DTDODT A NEFATLET, IPT FLRL, A F—Fy b 7rhan
N—=Var4 (IPv4) F3AF—Fy F 7r halr =T g6 (IPve) ZIEETEE
To IP7 RLANRZ =%, AHEE 7 V—7 ORI IZFEH S 41TV 5 allowed hosts 7t &
FEHLCTHEESNET, 72721, sBo. IPR. dnslist it KOS —U — N arn #FR& %
D

allowed hosts #FL CTlL, IP 7 KL A (FRA M TIER) DNEF & EE TOFRPHADO % F5E T
EFET, HExE. ROT7 4 0FF 10.1.1.x (XIE 50, 51, 52, 53, 54, 55 DWT D) DIE
KDOIPT RLADBEEINTWRNWT R TORA =T %N A LET,

notMineFilter:

if (remote-ip != '10.1.1.50-55")

{

bounce () ;

}

ZEV) AF—IL—IL

recv-listener /L—/UiE, ARIfI&E VA F—TZELIZA v E—VEBRLET, UV RAFT—4
X, BIEV AT A ETHRESN TR Y 2 F—D0WNTF D=y 7 X —LATHALERHD F
T, T2 2R, RO T A N X BFITT DL, expedite &I LBIO Y AT =55 5 Lizd
TDORA =N EHIcHhEnEd,

expediteFilter:

W3

if (recv-listener == 'expedite')
{
skip-filters();

}
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. ZEPAUEI—T4RXIIL—)L

ZEPAEA—T AR IL—IL

BffiL—IiL

\}

recv-int b—/UIE, ARIfTEA U F =T 2 A AR TZELIZA v E—VEBRLET, 1
=T 2 A AGT, BHEV AT ACHESNTWVEAL U H—T 2 ADWNTNDD = 7 F—
ATHDHULERDY 7, =& 21, ROT 4 VXL, outside & \WVILHRTOA L H—T = A A
MWHZELETRTORA =V ALET,

outsideFilter:
if (recv-int == 'outside')
{

bounce () ;

}

date/b—/UIE, BUED ARF LH5E L7222 e LE9, AfPL—1id, MM/DD/YYYYhh:mmss
EWSTERD A DAL TG FH B SNET, ZoL—k, FED K CKE
W) ORTEITRICFTT 2L ARET 25E 1@ R T, CRIELS D B ATERZ 6
LTWD Ay =V MBI 2HAFMENRRET L2 LRHV ET, ) ROT 4 V21T,
2003 E 7H 28 H @t':?& 1 Eﬂ—]_:ct ) f&&z campaignl@yourdomain.com ﬁ)%%1§éﬂ7’t—§—’\f@f b4
=V ENT A LET,

TimeOutFilter:

if ((date > '07/28/2003 13:00:00') and (mail-from ==
'campaignl@yourdomain\\.com'))

{

bounce () ;

}

Note

ANy A — )L—)L

date /L —/L% $pate A v —3 T 4 VHBEE EIRF L2V E 29I LT EE0,

header () /L— L%, X ‘)“E‘—“‘/\\/\‘)&\\‘_‘ﬁ‘iﬁ)/):lﬁ]w@%'ﬁﬁ éﬂf‘/‘éq%ﬁiﬂﬂ)f\/ﬁ‘— (“/\y
H—47) =BT DHNEIDEMHRLET, T D/— LT subject /L— /b & [RIERICIEBIR L &
g 5 2 L b TEETD, HRETOTIHAHT L b TEEd, ZOHA AvEe—Y
WZED~y X —nmHIUL Ttrue)  Z2FAUE MMalsel &720 9, =& 21X, ROBFITE~y
H— X-Sample @ﬁﬁ\ iO)J:U\:@/\/ﬁ‘—@1ﬁﬂC (sample text] kb‘5j€$§”7ﬁ§é\jﬁhfb\
DMEIMEHR L TCVET, —HTL58IE. AvE—VURANT U AIhET,

FooHeaderFilter:

if (header ('X-Sample') == 'sample text')
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asr—n |

{

bounce () ;

}

~y B —OETHRET HIE ASCH LFEIET 2 ENTEET,
WOBITIE, HEEZITOTIC~y = — L Z@H L TWET, ZOHE, ~ v ¥ —x-Deletede
MROMD L ZD~NyH =R Ay E—VnbHIBRENLET,
DeleteMeHeaderFilter:

if header ('X-DeleteMe')

{

strip-header ('X-DeleteMe') ;

)

Ny X —IZBT AEEERIT O BE . ~y X —OBEOEIZITAER R I TN EE (X vtk —
DD~y A —DEM, B, BEEEITI) T ANZRERE) NEERTWSEICEELTL
SV, FEMIZOWTIX, A v EB—Y Ny F— b—)Lis L ORI, on page 6 S L T 72X
v,

random /b /LI, 07235 N-1 (N (Z/L— L DHD)-> Z THHE SN DKM £ Toillz
AR LET, ZON—/VTldneader () L—/VERBRIZHEZITH Z & b TEFET 2, [HIA)
BACTHMEHT 2 b T Ed, HIEBEATIE, ARIIZEED 0 TRWIGEID true
CRHisNE T, L 2E ROTZ AT TROLARE LTERLLDT, 2450 1 OFf
T Virtual Gateway 7 N L' 2 A MBI S 4L, 78D 2 57D 1 OFEZRE T Virtual Gateway 7 F L A
B IR SNET,

load balance_a:

if (random(10) < 5)
{

alt-src-host ('interface a');

;lse
;lt—src—host('interface_b');
load_balance_b:

if (random(2))
;lt—src—host('interface_a');

}
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else

{
alt-src-host ('interface b');

}

rept-count /b —/Ud, body-size =L ERIBRIZ, A v =T O EE O EEEUE & bl L
T, ZOV—NEHEATLE, 2R —EIIZHOL—PITEFA—NEZRETLI LA
BHIEC& ., F 72 KRR A — L EE % v o 2— U 35 IE O Virtual Gateway 7 R L AfEH T
NDEIICTHZENTEET, ROFITIEZ, ZEELED1000FEZHZ 2 EF A —/VDFFED
Virtual Gateway 7 KL A Z#EH L CEEINE T,

large_list filter:
if (rcpt-count > 100) {
alt-src-host ('mass mailing interface');

}

7 FLREIL—IL

addr-count () A b= T A4E —LiF, 1 OJJJ:@/\/ﬁ%jCiﬁlJ%ﬂ%%iC\ %?71@%
BEREHT L, ZREORMIL L H— |k LET, CO7 4 AHIL, =osn—T DREH
TR A v BE—=URILD~ v X —1T% U THERET 5 W58 rept-count 7 4 V& JL— L L B7p
DET, ROBITIE, ZOT 4 NF = ZE D EWZEHY A R Tundisclosed-recipients |
LW TA VT RIZEEZHZ LN TWVET,

large_list filter:

if (rcpt-count > 100) {
alt-src-host ('mass mailing interface');

}

AXRX*v>2 IL—IL

body-contains () b—/WiL, ZETHEFA—INEZDOHRMNT7 7 ANV EAFY L, /3T A —
B CTERSNIFHFEONRY = OFREHRLE T, Zhiid, BEAT—X A L OB
H‘“' %%L“Cb\é{ﬁ'ﬁﬁ774llx73)/é?iﬂiﬁ‘o body-contains () /V*}VT@i%E;&??%;d’%& Lﬁ’_
MAEFITONERA, AXY Oy vV % [AX ¥ E{E (Scan Behavior) | X—I F 721
CLI® scanconfig AV Y RTEET L LICRY, AF ¥ OMRELERD, FLFAFY O
HRMOERINT D MIME # A 72 ERTEET, £/o, AF v VR % true LEHT 5729
W T D MR S0 —BOR/NBERETHZ L HTEET,
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ANAFxv >

sxzxv> M

57 )bk TliE., MIME % A 773 video/*. audio/*. image/* AN TH DT XTOHRSN 7 7141
75);(&?“\7‘/%“?—9’«0 %giﬁ@77/f/l/7j§/é|\iﬂfb‘%) .zip, .bzip, .compress, .tar, .gzip@
BT —HA TR T7 7 ANVBAF Y ENET, AxvodREed, [RA NSz 7—
et 7“7%’%4#774’/1/ (.zip W—*%fﬂjﬂéﬂfl/\é .zip 7R <E) O);ﬁ%%&ﬁ?f% i?—o

POV, A% v VEMEDORRIE, on page 1422 HIL T 230,

AsyncOS WAL AF ¥ 2 FITTH5E. ERFIAEZMFHALTERAIOTFA N ERM 7741
EAXy LET, RERNPLEVEEZRRET DI ENTE, AX v VU NI 0K/
F#E T ERFREO—HE2mHET5E, 2O true EFMEISNET,

AsyncOS [ A v E—YDOEFED MIME #73 Z#7Hi L, 7% X MERIZR>TWnHT_ToO
MIME#3 % A% v > LET, IKUIOED TMIME % A 78T % A2 MIIRESN TV DA,
AsyncOS L7 ¥ A M A2#M L E T, AsyncOSIIA vE—V THESNI-T a3 — RZHES
WTTra— REREL, 7% A F% Unicode |IZZ5Ha L £, D%, Unicode fHIK TIEHLF
BERFLET, AvE—YTZra— FREESNLTORWEAIE, [AF ¥ BIfE (Scan
Behavior) ]’\O‘—:/i 721% scanconfig A< ]“T?Eﬁiﬂéﬂfli‘/:"— ]\75)1%)5'5] é‘iﬂiﬁ‘o

Ay B—=TDAF ¥ UFEZ AsyncOS 73 MIME 153 2 5l 3~ 5 FIEOFERIIC DWW T, A v &—
UARLE A =T WRATT 7 AV, onpage 6 IR L TL W,

MIME #3337 % A B TWEE . AsyncOS 1% zip £721% tar 26 7 7 A V&3 570, &
sl 7 7 A et LES, 7—F 2Lk, AF v 2o V37 roxy
a— RE#BIL, 77 A/VOFT —HF % Unicode EATIKLET, ZD%, AsyncOS /L Unicode
T CTERKRILHRELET,

WOFITIE, KALDOT XA b EIRAF7 74 /L C [Company Confidential | &\ 9 SCFFI 2R L
£, ZOMITIE R LEVEP2CRESNTND D, AFx ¥y T PN IO
a2 E T 5 & ST HA =V TRTCAT AL, EEBMICES L9,

ConfidentialFilter:

if (body-contains ('Company Confidential',2)) {
notify ('legaldept@example.domain');

bounce () ;

}

A /t—y@jij(@ﬁ%xf'\'«\” V‘d‘é%/ﬁ\ﬂi\ only-body-contains %{ﬁﬁﬁ Liﬁ“o

disclaimer:
if (not only-body-contains('[dD]isclaimer',1) ) {
notify('hresourcel@example.com') ;

}
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encrypted /b —/UIL, A /?HV@W&*L:H%%{E?‘—‘& NIFETLH0E D MERELET, =
DN—IVIRE AT — 2 OF a— NI ThT, A v —VORNRICKFT — 2 BFEET 270
EIODNDHERELET, ZON—ME, 22— R ALINTEEF AL EZEETERVE
N DA TR T,

Note

b SNz —E, A v E—VORNEDORSLENTT —F DB AR TE T, Kk
SNTBAT 7 7 A TR L EE A,

encrypted | & true L —/ L E[AIRRIZ, /XT A —Z AT, HRBITWEEA, Kbz
T—Z PR SN EI true. BRSNS T2 GA I ra1se ZIR L E T, Z ORER AT
THITNEA Y E—VDAF Y BN EICR D720, [AF ¥ VEIE (Scan Behavior) | X— %
770X scanconfig 2~ RCERBINT-AF Y UVRENMEHINET, A7V a3 VOREDE
AZONWTIE, A% v VEIEORRE, onpage 14922 SR L T 7EE 0,

ROT 4 NVEZFE, VAT —FEHATEEINZT R TOEFA—NAEZMHRL, A v E—IICHS
{ESNTT =2 MEENDIEAIL, ST DA vE—U0 BCC TIEBTRI%E TIZHEE i,
N ASIET,

prevent encrypted data:

if (encrypted) {

bce ('legaldept@example.domain');
bounce () ;

}

BET7AIL 24T IL—IL

attachment-type L —/UI A v —VNOKRSMN 7 74 LD MIME % A %2R L, HEIN
TP = b =BT EINEHBILET, ZORF = F[AF ¥ VEME (ScanBehavior) ]
NR—=TFEEIT scanconfig ¥ ]\T{ﬁﬁﬁﬁ—é’%ﬁ (7\ X ‘/@J{’EODE)’{E, on page 142%5}3%)
LRICEATHLMEN DY, AT v () OELAD—TT ALY AT ZTA )V Fi—
FELTHATEET, AvE—VORMNT77ANVNZZTHRELIEMIMESY A 7L —&¥ 5%
WA, ZoN— X Ttrue)] ZIRLUET,

ZOMREEFATT DICIEA v E—VDAX Y UINME L 70 BT, A% ¥ VEEDERE, onpage
2 THAESNTWATRTOF Ao g o’ miHInEd,

A=V 7 s ANEBETDTOIEATE S A v —T 7 4 V¥ L— L OFEMIC
ONTE, I’ 7 7 A VDA% v 2 onpage 10525 L T 7ZE0,

WDT7 42, VAFT—RETEEINLZTRXTOETFA—/IVEHZE L, MIME ¥ 1 7'
video/* CHDOWMN 7 7 A NNBA v B—VIZEENDIEAIL. EET DA vE—VUNRAT R
EhExd,
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bounce video clips:
if (attachment-type == 'video/*') {
bounce () ;

}

w274 ILBIL—IL

attachment-filename /L — UL X v B —HNOKENS 7 7 A VD4 il % R L. BESN=N
H—r b =BT HENEIDEHRILET, ZORBETIIRLFE/NLFIIRESNET, 20
W CIEAR—ADFWEL RPN S NDT20, 77 A NVADRRBIZASN—=ANHDHIRETZ
a—RINTWDLE, Z4NVRIETEORMIT 7 AN EAFT Y T LET, A vE—VO0RMAT 7
ANVDOWTIDPEE LT 7 7 ANV E—KTDHE, 20— MiTtrue ZIK L ET,

WO FIHERE LT EEW,

c BT 7 ANVDAFNIMIMES Y X =1 bF% v 7 F v ShET, MIME~y ¥ —IZH D
77 ANHDRKRBINZIAR=ARN D LLGERH £77,

T T ANBT —TA T OGS, BTA—NT— N = A XT = A TOWNENG T 7
ANHERGL, A%y VBIEL—/L (A% ¥ VEIEORIE, onpage 14222 M) 2 L
£,

ST 7 AN UHEDIERE T 7 AV (JRER 2D T) ThH%GE. 717 Th
HEFRREINT, ZOEMT 7 A NVOARNIRG SN EEAL, 2FV, ZO7 7 A
JUI attachment-filename b— /LTI INFETA, ZOLI BT 7 A LDfE L
TiE, gzip CHEMEESNIZEITARE Y 7 AV (exe) 7 ENH D T,

CUMT T T ANDEMDIERE T 7 AV TH D5 (foo.exegz 72 L) | IEREI AL
LCHERMEZ 7 ANVNOBEED T 7 A NEA TERBLET, R T7 7 AN ET—D
AT 77 ANVNOBEMODEREZ 7 A /b, on page 465 S L T 7230,

A=V ORMNT7 7 ANEBETDTOIEATE D A vE—T 7 4 L% L— L OFEMIC
DWTIX, IR 7 7 A VD AF ¥, onpage 1052 ML TSI,

ROT 4N ZE, VAT —RRHTHEESNTT N TOBEFA—NVEHR L, 77 A VAD * mp3
THLBMN T 7ANPA v E—VICEENLHGEIT, FATIOIAE—VUBNAT RSN E
ﬂ—o

block mp3s:
if (attachment-filename == "' (?2i)\\.mp3$"') {
bounce () ;

}

BEIEE
T AN ET — DA T T 7 A NVNOEIMOEHE 7 7 A /v, on page 46
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B aior 87— h47 77 4L ROBROERT 7 1 L

A ITFANRBET—HAT I7AIADEHRDERB I 74 )L

WIS, T—=HA7 (gzip THERR L7 b D2 L) ([ZHDHHMOIEME Y 7 A V2 RET LB 2R L
i‘j‘o

quarantine gzipped exe or pif:
if (attachment-filename == ' (?1i)\\. (exe|pif) ($]|.9z$)") {

quarantine ("Policy");

}

DNS JX k JL—JL

dnslist () b— UL, 7=V OFEITICDNSBL R ( lipdr /by 77 w7 EHMEENET) %
R+ 2370 v Z7DNS U R P—_"ZRELET, HEEEHROIPT FLAFIKES (IP
N 1234 DEFAIL432112720) 2o ZHNOV—REZ{ZT VT 4 v 7 AL LTGEMENE
T (=B DEENE Y I R TRWGERIE, =TV 7 4 v 7 RERXE L7000 Y
A RBEMENET) . DNSZ = U —RAERK S, AT AIZIEDNS KBUSE o IP 7
RUARY— SO U R MZBRWTZ EZRT) ERIFIPT RVAR (T RVAREDNh-TZ &
ZoRT) NRENET, IBRENADIP 7 R AT, 127.0.0.x (x 1X0~255 D9 HIZIET
XTCo) OFAICRY EF IPT RUAHEHAITFFAI SN TWERA) , o —NF, U
A MERROBHICESWTENENR R 2B F AR L ETH, NSO — N TT T
HIZH L CR AR Z IR L ET,

dnslist () &i\ header () /I/**/l/k EH%LC\ glﬁiflfi:lﬁtt%&fffﬁﬁf% ijﬂo ﬁéﬁfli\ FL;
%é’%{%'@"é <E true %5@ L/\ E%?ﬁifotb\%é\ (DNS ﬂ‘%/\ﬁ)’éﬂéKﬁE@%ﬁ& t) & false
ZIRLET,

WDT 4 VR EFETTH L EEHD Cisco Bonded Sender [P —E 2 7Y1u /' F ARV R
SHTWAEE., FORXvE—UREEBICHTERET,

allowedlist bondedsender:
if (dnslist('query.bondedsender.org')) {

skip-filters();

}

A7 a7, FX () FEAEA (2 2L THRRZXTINE KT L2 HTE
i‘j‘o

DT 4 VZIE, =305 [127.0.0.2] DRENDIA v =% Ry P LET, 0ERN
FNLSNORNETHE, ZD/— Vi false IR L., 7 4V ZTEHESNET,

blockedlist:
if (dnslist('dnsbl.example.domain') == '127.0.0.2") {
drop () ;

}
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PLEaT—LaviL—IL

reputation/L—/VIZ XD IPLE 2T —T 9 A a7 PO E L CFov s ENET,
> =, =REOTRTCOUKERFZHEATEET, AvE—VIZIPLEaT—Ta A
AT RRNGE (INETRaATRESTLLHERINL TRV, IPLE 2T —v gy +—
ER 72 = mNGINEERGTE RN 8E) . L aT—Y g AaT7 Lol
FTRTRHMLET FEEANTNUNOME LY REWEZITNEZ N, WTFRrDEEELWET
IFELLS RN EW BN TEERTA) o KRICHIT S no-reputation L —/LZEHT 5 &
IPLE=2T—a>Aa7 ) lnonel] THEINE I DEMRTEET, KOBITIEH, IPLE=
T a P —EANLRENDH L E 2T —2a L AaT N LEVED-7.5% FRESEBAIC,
A wvt—0 [Subject:] TDEHAIZ [+++ Badrep ***] IS ET,

note bad reps:
if (reputation < =-7.5) {
strip-header ('Subject');

insert-header ('Subject', '*** BadRep S$Reputation *** S$Subject');
}

FRHZOWTIX, TEEELVE 27— a v 7207 OFEEZZRLTIEIN, T
FANRD VAT BOINAIRA T 7 a3, onpage 98 b B L T 72 &0,

IPLEaT— g b—)LOfEIF-10 ~ 10 TTH, NONE & WHOEBNIRENLILEELH Y F
F, NONE {2 DUV THREIZ ENMERPEIL, no-reputation I—VEERLET,

none rep:
if (no-reputation) {
strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');

}

F4OaFrY) L—IL

Ay E—URXIT, [dictonary name) & WOARIOa LT Y T4 7y aF VIilhbHIERRK
BlE7- mﬂ%%#é\i nNTWn3d j}%/ﬁ\\ dictionary-match (<dictonary name>) JL—IUiX true & ngﬁﬁ
SNET, BUDOT 47 v aF UNHELRWGEIE, V—/biTfalse MBS ILE T, BEE
DEFRDOFEICONTIEL (RXF L/DXFORBIRHEBERERAORER L) | [THFALY Y —
2] DEEZRLTIZEN,

RDT 4V ZIE, Y Aan Tsecret words] EWIHFFICHDLHBEZTLA v E—VE A% ¥
YIHE, BHEILTIA VR I—Ry at—%kELET,

copy_codenames:

if (dictionary-match ('secret words')) {

bcc ('administrator@example.com') ;

}
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WOFITIE, A vE—TDOARILIZ, [secret words] &) EEEIZH 2 WVT IO HZENE £

ﬂfl/ \é le N %@)‘ V'{Z“—yﬁ§ POliCy <1: A 5 BF’%%EI U 703\%{5 éﬂi '9‘—0 only-body-contains
o L VX2 Y | body-dictionary-match S TIL, TXTD a3 T Y ER5 03 Z 3L E HUE B

IR BT HREEH Y EH A, KT YHGORaT (wAF3— MREES D

BREINET) IEFESRET,

quarantine data loss prevention:

if (body-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

WDT7 4 NVZTE, HAPEE LEHECODIHELE BT L LRSI ET,

quarantine policy subject:

if (subject-dictionary-match ('gTest'))

{

quarantine ('Policy');

}

KOFITIE, [Tol ~yHX—D&EFA—NVT KLAERAEL, FHEET IS Far—%
EEFELTWET,

headerTest:

if (header-dictionary-match ('competitorsList', 'to'))
{

bce('administrator@example.com') ;

}

attachment—dictionary—match(<dictonary_name>)/V‘—/Vﬂijigag)dictionary—match/b‘—/bgfEﬂ

BRICHERE L £ 9708, BRI 7 7 AL TT,

WDT 4 VETiE, A vB—YDRM T 7 A4 1T Tsecret words) &9 FEEIZH 5 3 40
OHFENEENTWNDE, ZDO X vE—W Policy &) fgif= U 7IZEE SN E T,

quarantine codenames_attachment:

if (attachment-dictionary-match ('secret words'))
{

quarantine ('Policy');

}
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SPF-Status /L—)L

\)

spr-status L—)L ]

header—dictionary—match(<dictonaryiname>,<header>)/b*‘/VkiJigaa)(ﬁcﬁonaryﬂnakﬂl/b*‘/b
ERIERICHERE L £ 97208, MK RIT <header> TIHEE LT~y ¥ —T7, ~v ¥ —HDRILF
ENCFIERB ST, 72 & 21X Tsubject) T% [Subject] THIREL 77,

ROT 4 NVE T, AvE—=TD Teel ~vH—IT lTex_employees] &9 FEEFIZH DV TH
DOBENEGENTND L, TDOA v E—U7% Policy &9 REET U 7ICHESNET,

quarantine codenames attachment:

if (header-dictionary-match ('ex employees', 'cc'))
{

quarantine ('Policy');

}

HEHGBNTYUA NV R — RN TEET, BEFA—NAVT FLADOE YA RET
AT =TT HBEFTH Y T A,

SPF/SIDF #i5E SNl A — V&2 3Z(54 B 3A . SPE/SIDF MFEDFERIC L » TR BT 7V a v
EFATT D L NBEITRLL A0 D Y T, sphstatus /b— /LA D L HBED SPFIRGE
WER L OBRANAREICZR D £9, FEMICOVTIE., RAEEE BB LT X0,

Note

SPF #kRIME#H 72 U T SPFAREEA v E— T 4B L— L EBRELTWALEE. A vE—IIC
HIENE 2 DR D SPE#EBIER NG ENTWND L XX, TONL—UE, A vEB—UHNOHED
WERBNL—L =&+ 5L N A—snET,

SPF/SIDF #FEAE R & OREEITHITIL, RO EFHLET,

if (spf-status == "Pass")

1 DO THEBOREHE G L TTF = v 7 T 558, WOMILEHEHATE X7,

if (spf-status == "PermError, TempError")

SBHIT, ROETAMHH LT, HELO. MAIL FROM, PRAID IZxf L THiEFE R A F = v 74
HZEHLTEET,

if (spf-status("pra") == "Fail")

WOFNZ, spf-status 7 1 /L% DG 2~ LET,

skip-spam-check-for-verified-senders:
if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;
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quarantine-spf-failed-mail:
if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

} else {
if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom") == "Fail"
or spf-status("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"

or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject

strip-header ("Subject");

insert-header ("Subject", "[POTENTIAL PHISHING] $Subject"); }
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SPF-Passed /L—)JL .

SPF-Passed /L—/L

ROBNZ, spf-passed &~ —7 SNTWRWEF A —/VEZRHET 57280 D spt-passed /L—/L &
RLET,

quarantine-spf-unauthorized-mail:
if (not spf-passed) {
quarantine ("Policy");

}

Note

spf-status /L—/L & 72 V) spf-passed /L — /L% SPF/SIDF MiilEE % fif B 7 7 — LA I Bl L L
i@qo ﬁ@*ﬁ%ﬁ%%ﬂi\ spf-passed /1/"‘/1/&:/5\*%‘ L/Tl/\fcil/\%)@ <E L“C?&Ebzhi?‘o None\
Neutral, Softfail, TempError, PermError, Fail, & ¥ FEHIZ2FERIZESNT, A vE—T~DT
g v EFEITT AT, spf-status — L EFEH L £,

SMIMES — b xA Avyt—2 )L—)L

SMIME 77— h U = A A=Y b—/LTlE, A v E—U0 SMIME B4 SILTWDH0, I
FEENTWDED, FREFBABIOE SIS N TV DI EHERLET, ROAyE—V 7 ¢
NE T, AvBE—YUMNSMIME A vb—UTHA0E ) iR L. S/MIME M L=
FEE 7 IXE LI R L7255 1 3RRBE L £,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEANZHOWVWTIE, SMIME v % =2V 7 4 —EREZZBL T ZE,

S/MIME &*— k™9 = A REEEAIL—IL

SMIME % — F W = A4 A vt —URIFFEHL—IL T, A vt —UNERICBRIESATND
N, \BEEIN TS, FLFEF LB IOBIESN TV DI 0EMER LET, KOA vtE—
VI ANE T, AvE—UNSMIME A v tE—UThHENE ) AR L. S/MIME %1
U 72 RRE & 72 138 AU R L 72355 1 3RRBE L £,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEAMZHOWTIE, TSMIME t% =27 ¢ —E 2] 2B L T,

workqueue-count JL—/L

workqueue-count /b= UL, V=0 X2 —HFEHFEDOMEMAELET, >, == <=2 EDT T
DI E R A T E £,
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RDOTANZE, V=7 Fa—HEMBL, fHELIZELY ZTNTA N LOMEBZEN L
TO

wgfull:
if (workqueue-count > 1000) {
skip-spamcheck() ;

}

SPF/SIDF D FEMIIC-DUW T, SPF B X SIDF FFEOMEAZ SR L T 72 &0,

SMTP u:L.\nIE;ﬁJ%:L -'j- ﬁ)l/_)[/

TBAA—NT =R T A NA v E—VDOEEIC SMTP FBAEZHH L TW B 54,
smtp-auth-id-matches (<target> [, <sieve-char>]) L —/LZ XA vE—T D~y X —L T Rm—
THEEEHEEEEFEHEDO SMIP Rt —HFID LRAEL, AT =T 4 7 I~y ¥ —% 5Tk
BAYE—VEHMNLEST, ZOT7 A NZE2EATLE, ROVTELOARBEDOH D A v E—
ChRBEEEIZ T v 7 TEET,

smtp-auth-id-matches /b —/L1E, SMTP &:E ID R D Ehigesct 4 & teilig U E 9,

P L

*EnvelopeFrom | SMTP 53D o _Xo—7F%EEHDT KL A (MAIL FROM) #H#g L £
ER

*FromAddress From ~ v X —InGET SN7=7 LA L E£9, From ~» % —IZi&
BHOT RLAZFERTE 5720, 2095 1 OB —EF il —#E /i

SNET,

*Sender Sender ~» ¥ —TRESNTWST FL A& LET,

*Any Db b, WIEEHASMTP v v a U HICER S A v E—U L
—HLET,

*None FOREFE 7 SMTP & v & a U HHTER S e oo A v =P & —BL &

+, RENA T g L OBEITEMTT G

TANBZICEDMETMETIEH Y F A, RKXFLAALTFREMESNEEA, AT a0 T
sieve-char /7 A — ?ﬁﬂ?bﬁéﬂfb\é%é\ FrEDLFDHITHES T B L ADEE O
PRI B S E T, 7o & 20X, NI AT T+ BWEENTWDHE, 7T R A
joe+folder@example.com D B T+] XTVBOESNT 4 VH T EEINET, T RLAN
joe+smith+folder@example.com D¥pEld. [+folder] DAHVPEHINFE I, SMTPRGFE>2—H
ID SCFFA Bl 2 — W4 T, BREME T A —/V T FLATRWESIE, R0 —
PLEFOHRPREINE T, AL VEZIIHONL— NV THEET 20BN H Y £7,

F 72, $SMTPAuthID £2%c% i L C SMTP i8GE—H ID 2~y ¥ —IZfHATH I LN TEE
—é‘o
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smrp 2irEs1—y—2L—L [}

WOFIL, SMTP ZRGEID & EF A — VOl OHI T, smtp-auth-id-matches 7 A /L& JL—/L
XD T—ET 2N EIDERLTWET,

SMTP Z23E ID Sieve XF (LLEBTH7 FL X —HOHE
someuser otheruser@example.com X
someuser someuser@example.com o
someuser someuser@another.com o
SomeUser someuser@example.com o
someuser someuser-+tfolder@example.com | x
someuser + someuser-+folder@example.com | o
someuser@example.com someuser@forged.com X
someuser@example.com someuser@example.com o
SomeUser@example.com someuser@example.com o

RDT 4 LB, BREFE A SMTP & v 32 VIR ENTZT RTORA v — V2R L.
From~y % —@O7 LA Lxr_u—7%KEFEHD SMTPREREL—H ID & —E$ 5 Bk L %
Fo TRLVRALIDB—HTDL, 74 VFFI AL EZFALET, —BHLARVWES, &
A=NT = U= A1FTA -V EEHEL £,

Msg Authentication:

if (smtp-auth-id-matches ("*Any"))

{

# Always include the original authentication credentials in a

# special header.

insert-header ("X-Auth-ID", "$SMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and

smtp-auth-id-matches ("*EnvelopeFrom", "+")

{

# Username matches. Verify the domain

if header ('from') != "(?i)@(?:example\\.com|alternate\\.com)" or

mail-from != " (?i)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated

quarantine ("forged") ;

}
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} else {

# User claims to be an completely different user
quarantine ("forged");

}

}

EAFEIL—IL

signed /L —/UEA v E—VDBELEZHBLET, ZONL—/ME, A vbE—VOBLOFELR
T MEEELET, 20—k, BAVASNIDER T2 a—F ¢ 7 b— Uit~ T
WA, BEXOCMS B4 T — 2 AliErE (RFC3852, &7 a3 5.1) ICHEHLL TV 5 0% T
LET, BANRa LT Y E T HENE I NIRAESNT, AEHEOFIME LRSI EH
Ao

/kUD@J“Cb:L\ signed /V‘—/V%{ﬂfﬁﬁ L"C/\/&’—%%ﬁ{ﬁﬁf /‘IZ*{/QC*@)\ L/iﬁ—o

signedcheck: if signed { insert-header ("X-Signed", "True"); }

WORFITIL, signed/V— 1V EZFEH LT, HEDEEEIN—TNOZELTERBELDA vE—
PO T A NE ey T LET,

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert () ;

if (attachment size > 0)

{

drop_attachments("");

}

}

ELMEFAABHEIL—IL

signed-certificate /L —/L13, X.509 GERIEFATE L7213 A v —PBXAED, faE LI IEHEH
E—HLTWABSMIME A vE—T%BRLET, ZONL—LBRHELTWD DT X509 FE-A

EOHTT,
Z DV— )L DI signed-certificate (<field> [<operator> <regular expression>]) CT9°, &IHH D
WEITRD LB T,

o <field> : 5| CHH E 7= CF4 “issuer” (GEITH) F721E “signer” (BLH) .

« <operator> : == £ 7213 =,

« <regular expression> : FBITH £ IXBLFEEZRET DO DIHE,
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EZ2AE

177t (Issuer)

zz= [

Ay —=VICEBOBLBERN SN TWD5E. WTILDORITE £1IXBLEFE DR ERERBL L
—HET DL true VIRESNET, ZDN—/LE—FFHIE T signed-certificate(“issuer”) 35 L Y
signed-certificate(“signer”) D X 5 ITHEET H & S/MIME A » & —ICHITH LI ILTB LB N
EZINTNDEAIT true DS NVET,

ESPERENS

« B4, on page 55

« 54770 (Issuer) , on page 55

« IEHIFRE T R — 7 JLEE, on page 55

» $CertificateSigners 7 7 > =1 2244, on page 56
« 5] 1, on page 56

A ob—VBAFEICE LT, ZO/A—/1E X509 FEBHE O subjectAltName fL3ED & rfc822Name
LGP —rr o A L E 9, BAFERAEIT subjectAltName 7 ¢ — /L KB WGAE, 2132
D7 4 —)V R rfc822Name £ M 72 5HA . signed-certificate(“signer”) /L— /13 false &K L F
T ENTIEHY £33, rfe822Name A N EEBIEH SN TV D EHE, 2O/ — LT T X T4
ATZIERRBERE L LD LA, RIS —BL72RR T true IR L ET,

FATHE 1L X509 FEFIZEDZE T4 TF . AsyncOS IFREEN B RITH 2 5 L.
LDAP-UTF8 Unicode SCFFINZ A L £4°, KIZHIZRLET,

» C=US,S=CA,O=IronPort

» C=US,CN=Bob Smith
X.509 GEHETIIFITE 7 4 — /L RDBMERT20 . signed-certificate(“issuer”) 1L S/MIME A v
T—UIT X509 FEAENRH L0 E ) D EiHli L £ 7,

ERRETOIRT—TU0E

LDAP-UTF8 Ti&, EHFTITHMATE 222 =7 AN ERS LTV ET, LDAP-UTF8 T
DILFO TR —TRBLOZEAMI SV Tik,  [Lightweight Directory Access Protocol (LDAP):
String Representation of Distinguished Names]  (http://www.ietf.org/rfc/rfc4514.txt) Z S L T<L
TZE,

signed-certificate /L—/L CO T A —7 )L—/L|L, LDAP-UTF8 CEHZR SN A —7 )L—
WVEFRRY 2 R — RN E R FOLE T A r—7 LET, LDAP-UTF8 Tii, =
A — TR L TR R TCELLF AL T a VT Ay —TFT52 N TEET, 2& %
X, D2 OOXTFHNE, LDAP-UTF8 D= A —7 )L—/LTiEW\ T4t [Example, Inc.| %
ELLETbDOEEINET,

» Example\, Inc.
» Example\,\ Inc\.

—J5C. signed-certificate /L—/L Tl [Example\, Inc.] DHB—FH L EF, A=A U A R
DT A — 7L LDAP-UTF8 TIEFF Al STV E A, BETIH RN, BRI T
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PR SAVEHR A, signed-certificate /L —/L CHE T 5 IEH KRB AR T 25 51F, = A7 —7L
HARL THORRTEDLFIET AT —T LTSN,

$CertificateSigners 77 < 3 V&

7 7 D= :/%;ﬁ $CertificateSigners @i\ %Zu %EEﬂ%@ subjectAltName %:%75‘ %Ey?%‘ I_/7LT_\ 7]
X0 IBERDOBELEDY XA T, | N\OBLEIZEBOEFA—NLT RLADRHLH5GE
HEEARELZETY A MIERSINET,

7o & ZIE, Alice ZHTD 2 DOFEHETA v —VIZBEA LIZE LET, BoblTHSD 1D
DFEAETRA v —VIZBA L TWET, T XTOFEFET 1HHO-NEREIC X BTSN T
WET, AvE—UNSMIME A ¥ U A@IRT HE, SN T —ZIZIX3 >OHEE NS

ENET,

[

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}I

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}I

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']

}

]

SCertificateSigners /E%{Viﬁ(@; 9) ilﬁﬁéﬂi?‘o
"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

151
ROBITIEZ, FEFAFRITEDKENCNDGE, L~y X =R RASNET,
Issuer: if signed-certificate("issuer") == "(2i)C=US" {
insert-header ("X-Test", "US issuer");
}
WOBITIL, BLFED N AA D example.com TRWGE, BHEFICEMINET,
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ANy F—HEYIRL

~yg—gyELEHL—L [

NotOurSigners: if signed-certificate("signer") AND
signed-certificate ("signer") != "example\\.com$" {
notify("admin@example.com") ;

}

ROBITIE, A v E—VIZXS09FAEHERHDHE, ~y X —NBMShET,

AnyX509: if signed-certificate ("issuer") {
insert-header ("X-Test", "X.509 present");

}

WORFITIL, A vE—VOFERAEICELEDRVGAE, ~y X —NBINshvET,

NoSigner: if not signed-certificate ("signer") {
insert-header ("X-Test", "Old X.509?");

}

EHIL—IL

A~y =0 R UEBULV—VIiE, (BB ORS TROSEED A v — U BE SN2 0B
Ehd e, true ¥ LET,

< i 1 RFRLIAICE T4 o b o2 it S,
cJEWE 1 RFHILNICFE L= o Ne — 7R EHENLO ORI S,

ZON—NEHERTHZET, KEEEA— NV ERIETEET, & 21X FFED Web ¥4
M TITONDBIEF ¥ =T, M KEDE T A—NDBREINDI LBV ET, 7
VFANRBTZ VNI DL I BRETA—NEEF R A= E L TR, B A —/LOEFEIX

BEiEXnERA,

Z D)V— )L DI header-repeats (<target>, <threshold> [, <direction>]) C9", 4IAH O EMRITIK
DEBYHTT,

« <target> |21 subject F 7213 mail-from Zf5E L £7, AsyncOS (Z¥ —75 >~ M DEDOMY K
L an T M LET,

s <threshold> (%, W7 | FERICZAE L7z, F8E L7 target IR UfEE FFO A v E—T DT
T, ZOREBZD L, Vv— T true EFEHTSIVET,

+ <direction> | incoming, outgoing, FE7=IX I DMl TH, I D/L—/L T direction HEE I
NTOWRWES, BEA v E—VERERA v E—UPA—LiHESRE LT T FERL
ESC RN

Ny AR LEHUL— LD true LR SN DT2NS, Y AT AT T — FREEINET,
VAT LT T— b EBH,
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B s—suELESL—LEZOMOL—LOHA

\}

Note

Ny —T 4 — L RICHr~F I ae y CRUGNENEENLTWAEE. L—LiX
SEERBRLTINE N T X ITRBLEHRLET, ZOV—NLTIE, L~y X —NEAD A >
TR I N ET,

Ny B R LBV — VT, BAET A A = D8R AE | BN ORE THEREL £
T, 20D, HEENTWVAB LEVVHEIZELTLLZONL—AN NI T—ENBETIZ, 1
SOBENDELDZ ENHY 1,

ESPERENS

o o H—HE 0 R LEEOL—V & Do v — L OffF, on page 58
» 151l on page 58

Ay —f2 )R LEISIL—ILEFDMDIL—)LDBE

il

L0 R LEEOL— L E Z OO — VBB G DY CHEAT 521X, AND A 7%
FIZORERFZHEHLET, &2 AvkE—Y03 72y FOFATY X MESHETHIC
E. ROT7 4N ZEERLET,

Fl: if (recv_listener == 'Gray') AND (header-repeats('subject', X, 'incoming') { drop();}

AND F 721X OR A T2 H L Ty ¥ —fi 0 K LIEHUL—L & DD — V&L E D
AT A1, ~v X — 0 R LAV — VRN GLERIESIC T RGBS S E T,
FEED A =126 LTy 4 —# 0 IR LRV — L 035 S 72 WA, subject F 7213
mail-from [ZFEE SINTZ LEVVHE L DR E LTH T FENnERA,

A~y F =0 IR LEIEBUL— IR G AR Y B ICRHME SN S 72, OREE T L—
VLB EDLE THHAINAESIT O —LVOEWEIZRRY 5, RO T 4 VE OHI T,
OR HE T2 L CTELI & L—L b~y Z—i 0 K LR — VB DE LN TV E
7,

fl: if signed OR (header-repeats('subject', 10)) { drop();}

ZOBITIE, ZDOT7 4N FTRIBINDEAD IIED A B —U N E UL DELTE A Y
U ThLIES. Ny AR LERL— VI NGO R v =R L E A, 105
HOAvE—UR, 9OFBHETOA =V LRLHLA~NY T —DRBEHLA v E—VTH DL
A, LEVWVEIZELTHTYH, 74 NMXEBRESNTEZT 7 v a v aETLET,

ROPITIZ, FEEORR T, 74 ZREEIRRICBOTHE CHEADOEEA vE—T 2 X
PLEMH LB EIC, ThEZET DR CAA DX v —3, R —REECxE Sk
R

fl1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy');}

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER
RLLEaF7—v a3 u— ]

WOFITIE, 74 A ZPMEEORE T, BEIEEICBOWTHE L R —7FREEEZD1 D OFR
FAvE—V% XML ERE LIZ8GEI. TRUBRR L= "o —7 % EENLEESIND
Ayt —Un Rey 780, WESNET,

f2 : if header-repeats('mail-from', X, 'outgoing') {drop();}

ROBPITIZ, 74 NVEZIMEREDOR R T, WBELIRFMICBW TR CHFADOEREA v -V F T
REA v =V XU LB LIHE1s. ZRLIER UL 2R ST XTORA v — U0 E
HEICHEMSNET,

£3: if header-repeats('subject', X) {notify('admin@xyz.com');}

URLLEaT—>3 v L—i

URLLE 27— a3 —LTlE, AvE—VICEENTWAURLDO L E 2T — g A
TIWHESWTA Y=Y T 7 varzERLET, BERFMICOWTUL, BEEOH D URL
FARIFEE LAV URLD O DIFR#EDURL L E 2T — a v EIZURL YT IV ICE D7 4
NEY T B IO —L ZBRBLTLEE N,

ZDON—VDEEZIFIRD E B Y T,

*msg filter name XZDORXAT—T 7 4 VFDOLETTT,
* allowedlist (I (urllistconfig =~ REMH L T) BRI TS URL U A FOAHTT
T TR U A FOREIMEETT,

LEaAT—2a v —EXNLRAT7HREESNDIGEICT I avEETTHICE
url-reputation N—VEFEHLET,
url-reputation L —/V AT D550 7 4 MV F O L2 RITRLET,

<msg_filter name>:

if url-reputation('<min score'>, <'max score'>, '<allowedlist>',

'<include_ attachments>', '<include message body subject>')
{<action>}
ZZT,
*nin_score B Wmax score (X, 77 ¥ a VilEHAKHOR/NA 2T LigKAaT7 T, &
ET DEIFHEEICE ENET,
B/AINAaT ERRATTIE -10.0 005 10.0 ETOHFANOEIETHLMLERH Y 7,

e XA —VDWRN T 7 A /LND URL & A%y 1 5121%. include attachments FHEEL
F, Ml T IZA Y=V 7 7 A LD URL A% ¥ U SERITHY . il T0) 134
TV T7 7 A NVDURL A% v U BEITRNZ EERLET,

s A=V DAL L4 W@ URL B AX ¥ 75T, include message body subject %
RELET. M 11 13A Yy E—VARLEMHAD URL A v Y BAZHTHY . i T0) X
Ay —URILEAFA D URL 2% ¥ U FH TRV L 2R LET,
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LE2AT—2a v H—EXDNLRATHMREINGWESIZT I3 VvEETTHICIE
url-no-reputation JL—)LafE L £,
url-no-reputation /V*}V%'fﬁﬂqjﬁé%é\@ T4 IVEDOEL BRI R LET,

<msg_filter name>:

if url no reputation('<allowedlist>',

'<include attachments>', '<include message body subject>")

{<action>}

URL AT 31U JL—IL

Ay —=VICEENTVWAURLDOAT IVIZESANTA Y= T/ a2ERETHEE
W2, URL A7 I3V A L4, EERFEMIOWVWTIE, BEOH S URL £7213LEF LL 7
WURL NS ORFEDURL L B =27 —3 3 VEIXURL AT I VI KD 7 4 & U 7 .t
BLONL—L 2SR TSN,

url-category /V—/V%’fﬁ%ﬁﬁj—é%é\o) 7 4 VH DOREL &2 IR Liﬁ‘o

<msg_filter name>: if url-category ([‘<category-namel>’,’<category-name2>’,...,

‘<category-name3>'],’<url allowed list>’,'<include attachments>', '<include message body subject>")

<action>
ZZ T,
*msg filter name XZDORXT—T 7 4 VXDOLETTT,
caction (IA Y E—Y T4 NVE T g TT,
® category—-name fj: URL 77 5“ = U ‘/Cﬁ‘o %g%(@ﬁ% = U %?Efﬁzﬁﬁé%ﬁ\fi\ %77 5“ = U f&j]
Y TREIY EY, ELWAT VA TGRS DICIE, 2T Y T4 VS D URL BT
TYGEMETET 7 v a v EHERLTLES W, A7 Y OB L BNZ>VTIE, URLY
THVIZOWVWTEZRL TS,
*url allowed list (X (urllistconfig =~ RZEM L T) EZINTWVWD URL U A M4,
AICY,
o A /’YZ““V@#J%{*7 7/(/1/|j<]0) URL %X?V'\” V'ﬂ‘é WJZ}:\ include attachments %?EHEL
FT. M T BEAYE—VIRA7 74 LO URL AF ¥ U BHEHTHY . il T0) 1EA
=PI T 7 ANVDURL 2% ¥ U BAR TRV EEZRLET,
o A /‘YZ‘—‘\/O)ZIKjC &ﬁ:g W@ URL 75_’} ﬂF’V \/?5 ﬂ:ﬁi\ include message body subject %
FELET, fH M) 3ZA v =YKL EFAHD URL A% X U BAEHTHY . 8 T0) 1%
A= TURILEMHHD URL ZF ¥ U BAYTRNT 2R LET,

WELERAFTZ7A4ILIIL—IL

R LT 7 7 A — U, TR L TCWAIRMN 7 7 A VB A v =V IZEENTWVHEHEE
Wtrue EEMHLE T, R LM 7 74003, AF v PN AF ¥ U TERNE
DR E L CGERINT 27 7 A D Z & T,
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&R R
« f41], on page 61

il

ROFTIL, A E—VICEENTWDIHMBELIZIFT 7 7 A A ENnbs &, AvE—TiF
Policy f@#fE— U 7 ICRRBfE S E 3,

quar_corrupt attach: if (attachment-corrupt) { quarantine("Policy"); }

Ayt—IFEIL—IL

AvE—VDEEIIEASWTERRLDIA =T v a BWAHEERHY FT, 72L& 213,
WD EDIGEERH Y 7,

cBITIIHAAE—VICa VT THERELBNMLET
s SHENEETERWVWA Yy E—VE Ry LET

A=V NV EFEHLT, AvE—VOMLERLOEEIIS LA yE—Y T2
varErmnET,

N

Note - —LTiE, N7 7ALBLONy X —DFEITHERLEEA,

SEOBEHBEDMLEA

BFA—NT— U zA1E, AvbE—VOFHEERET 5DIHMALOEFERET V%
FEALET, BFA—NT—b T zA1F, FALEA Yy E—URTEMB L, SEREZ UV
WCELET,
SR YU, SN ET A NHNOESEORREIREL, TNEEF AT —
P72 LET, BFA—NT—b 72T, HOEWEREZLOSELA v E—VDF
FBLHIRLET, BIA—NST— V=AML, ROTTFTIVFONTNINT, AvE—VDOFFE
Z PHBIREE] &AL ET,
B INTESENREFA—NT =Y oA THR—FEINTWRWVWES
cBEFA—NFT— N T oA NA v E—VDEELIBETERVWES

s EiEMt Tk LN TN EN T T A FOEE YA X250 N1 MR DOEE .
Ayt— T4 ILEDEX

<msg_filter name>: if (message-language <operator> "<languagel>, <language2>,..

., <language
n>") {<action>}

»-wa
— — N

*msg_filter name [ Z D A o — T 4 EDLETTT,
* @%%Li\ == if:bi 1= "C\»j‘o
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B »

* language £, TDA v —Y T4 VEZIIRET DA vE—VSHEOMTT, #EHEO=
N ZEET HHEIE. A TRV ET, PAR—FINTNDLA v E—VFiELHED
JRRMIOWTIE, avT oY 74N EZDA v —VFEOLRMEEZBR LT EEN, H
L. Ao Z ([ THENTWET,
caction (IA Y E—Y T4 NVE T g TT,
£
WOBITH, EHIEETE ol A v E—VE KRy 74 5 kAR LTOET,

DropMessagesWithUndeterminedLanguage: if (message-language == "unknown") { drop(); }

ROFITIE, BT TEEOA v E—VIZn VT EEORBEHFHAZIBINT 5 HEEZR R L TWET,

ussianDisclaimerRule: if (message-language == "ru") { add-heading("RussianDisclaimer");

<Y ORHIL—IL

~ IRV EERT DL A ve—VICRMS SN~ e AR T 7 A VR TR
ELEZT 7 AN A FIZONWTHRHETE 7,

)

GE) T—AATERTHDRALT 7 AN 70 PREENTVDLHE, BT 7 A /WEA vy E—UD
bhRryZshEd,

Y ORHEX

<msg_ filter name>: if (macro-detection-rule (['file type-1', 'file type-2',...
,'file type-n'])) {<action>}

ZZ T,

*msg filter name (X2 DA v —T 7 4 VX DLHITT,

s file type (ZIX, ROYHR—=FEINTWBET 7 AN XA TONTNNERETEET,
¢ Adobe Portable Document Format
® Microsoft Office Files

®* OLE File types

cactionlIA Y=Y T4 NVE T U5 TY,

151
WOBNL., ~ 7 a3 EFZ72 Microsoft Office Isfit 7 7 A W EEIe A v —T% Fa v 745 5H1E
ZRLTWET,
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Drop Messages With Macro-enabled Office Files: if (macro-detection-rule (['Microsoft
Office Files'])) { drop(); }

WOBITIE, <7 a3 F7: PDF IBRXORM 7 7 A VB G A v — U RREEDZ—FITi%E
Fansde, oA vE—TiERuy 7SnET,

Strip Macro enabled PDF: if (rcpt-to == "joelexample.com") {
drop-macro-enabled-attachments ([ 'Adobe Portable Document Format']); }

BEA—ILDEHIL—IL
BIESNEEET VA (From: ~y ¥ —) ZEORERA v -V BHEL, 20X 57
AvE—VIZKLTT 7 a #0052 ENMBIZRDGERH £,
ZTDOXIRA =T BT HITIL, forged-email-detection /L— L EFEFH L ET, ZD—
IWEBRETHERICIE, avTory T4 7vat e, Avb—IIE8E0ORREMN S B & 77z
TOOLEWE (1 ~100) ZHETETHLENH Y T,

forged-email-detection /L—/L{X, From: ~y X —% a7 Y T 47 v a T VNO2—F LIk
WLET, ZoFawrfic, LY, ETA AT — b U =A1ET 47 v a I ANOK
Z—PIZHEPMER a T 2E Y B CTES, RIZFERLET,

s From: ~ v % — 73 <j0hn.simOns@example.com> C, 2> 7 VT 47 v aF U |Za—W
[John Simons| NEENTWVAHLGE, BT A—NT— U zAIZL>TZO2—H|Z82
OFLEA T RE D B THNET,
* From: ~ v % — 73 <john.simons@diff-example.com> C, 2> 7 VT ¢ 7 v aF V22—
lTohnSimons] NEEFNTWAEAIL., 2D —HIZ100 DFEEIMEZ a7 8380 BT HA
7,

HPWEZR a7 NEL AU DI Y, A v =V BREIN T AN EL 20 3, FiEl
PR T PRE L LEWVELL EOEAIE., 74 Z T varBN I T—snEzT,

FEICOWTIE, BEEA— L OREEZR L TIZ S,

Ayt—T T4ILEDEX

<filter name>: if (forged-email-detection(“<content dictionary>”, threshold)) {<action>;}

ZZ T,
s filter name [T A v E— 7 4 L F DLRETTT
« content_dictionary [Z 2> T Y T 4 7 ¥ aF U OLRITT
e threshold (X, A v & —VITBIED RN H D & AT T2DD LEWME (1 ~100) TT

1

DA =T 4 AT, A BE—CNOFrome~sy X —%F 4 73 aF U NOMEE L ik
LET, ar7o Y7473 a T VHNO—FORUMEA T N0 ETHLEE, DAy
Y — 7 4 VI From: ~y X —%ZHIFR L, mo_Xu—7REFICEEHBRIET,

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }
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BEEER®RIIIL—IL

\)

duplicate_boundaries /L —/V &AM+ 2 & HEETH5MIMERERREEND A vE— V& BT
TETS

Note

W7 7 A Vv _X—AD/L—)L (attachment-contains 72 &) F7/2ILT7 7 v a v
(drop-attachments-where-contains 72 &) (ZJEARFE D A v — (E#EHT H MIME FR 25
te) TIHEMELEEA,

Ayt—T T4ILZDEX

<filter name>: if (duplicate boundaries) {<action>;}

1

WDA = 74 VAL, BEETDHDMIMEEANEGENDTRXITOA -V RHEL £
K

DuplicateBoundaries: if (duplicate boundaries) { quarantine("Policy"); }

FRIELZRKD MIME ANy & —i&H I)L—)L

REFRA~NY F— N— L2 LT, RERIERXDO MIME ~y X —% & A v — % HH
‘(“% iﬁéo

Ayt—T T4 LB DEX

<filter name>: if (malformed-header) {<action>;}

1

WOHITIE, RIEREXDOMIME~y X —NHDHTXTDRA v -V % MREET 5 HiEE2RL T
b\\i‘é—o

quarantine malformed headers: if (malformed-header)
{
quarantine ("Policy");

}

IR HERIL—IL

HENLERE A — V2T 2 &0 BERLIZREDEN D DERA v — V2 M TE £,

Hh IR B HERAE 3L
<msg_filter name>: if (geolocation-rule (['country name-1', 'country name-2',...
,/country name-n'])) {<action>}
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ZZT,
*msg filter name [T DA vE— 7 4 LZ DAHITT,
® country name LRI L7 E 04 RTTT,

caction lIA Y E—Y T4 NVE T U9 TT,

15l
ROFNE, Countryl & Country2 MH2AfE LT A v =V MiEd 5 HiEEa R LET,

Quarantine Incoming Messages_ from Countryl and Country2: if (geolocation-rule
(['Countryl', 'Country2']l)) {quarantine("Policy");}

ETFOFAAL Y LEaT—Y3 2 L—L

BlELT, UTFTOAYE®E— 7 4V —ELEFER LT, ETF =P 2L TA
T —VHNOEEDODHDH RAAL U EHBREL, FOXko A vE—lIcx L ORI saE LE
K

X :

quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

518 DEREA

* ‘domain-external-threat—-feeds' |X. FAA V L EaT—v g Avb— T 4 LZD
S— LT,

. ’etf_sourcel'@i\ A= DN B —DEEDOHDH RAA U E2RETAT-0IFEHAER
% ETF Y —A T,

e ‘mail-from', 'from' . FAA DL E 2T — 3 VAR TH-OIEH I D08
N~y A =TT,

® 'domain exception list' X, RAAL OB R ]\@%Eﬁfj—o RAA L DFISY A b
PEELRVERE M) LRRSNES,
1

PLFOFITiE, ‘Brrors To? WA X L~y X —D RAAL VN ETFIZL > TEERHD L LTH
HENTBE., AvE—UBBESRET,

Quaranting Messages with Malicious Domains: if domain-external-threat-feeds
(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}

SDRORASL Y LEaT—23 v IL—)L

RAAL L L E 2T =23 b=V EFHLTSDRICESNWTA v —T% 7 0 VAR L
FOXOMA =TIk L CHEU RSN TE E9,

CEEHED RAA DOHE
c KEED R AL ORIEEFH
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B ez ougcgsnTAve—UE T L2 0E

CREEHD RAL VRN AX ¥ LR

EEEFANVOHEICTEINTA Yy E—DF T LA NE

\)

G¥)

HIESh D7 m X 7O L& VML TPoor) T, SDR MFEMIIZSUWNTIL, Cisco Talos
(https://www.talosintelligence.com) [ZEBWVGHELZI N,

drop_msg_based on_sdr_verdict:
if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop () ;}

FENEFNOBBITIRD L B0 TT,
* 'drop msg based on sdr verdict' X, A vE—T 7 4 /HXDLEITT,
* 'sdr-reputation’ . RAALA L VEaT—val A /“‘Z*‘f/ T AL IVH @/I/*‘/I/VC“TO

e 'awful', 'poor' I&. SDR WCESNWTRA =% 7 A VA BET B2 DREEZED KA
A HIE OHPH T

* 'domain exception list' . RAAL DB 2 FDARTTY, AL OfFIS Y Xk
PEAELRVERE M) LRRSNET,

e 'drop' 1%, A v —VICEAINAET 7 v a T,

451
AFD A »E—2 Tk, SDRHIED 'Unknownr' DA, A v —IUB"ESNET,

quarantine unknown sdr verdicts:
if sdr-reputation (['unknown'], "")
{gquarantine ("Policy") }

EEE A DOBBRBICEODVWTAYE—DF T4 L2 0E

\)

GE)

[EEE R A A o OfkiEE#  (Sender Domain Age) 147 > 3 %, IRD AsyncOS V J — AT
HIFR S AL ET,

X

<msg_filter name>
if sdr-age (<‘'unit'>, <‘operator'> <‘actual value’>)
{<action>}

ERNENOHRITKRDO LB Y TY,
e ‘sdr-reputation' IX. FAA LV LEaT—v a3 Ayb—2 74 D)L—)LTY,

. 'sdriage'ﬂi\ SDR |23 T A /’Yz—f/%74’/1/5%£f¥j‘éfl&)ﬁ:1ﬁﬂ% éﬂéé{%%‘ r
A A v ORIEEEH T,
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e wunit' 1L, FEE R AL COREREIZESW TR v =% 7 4 VE LT 57200
‘days’, ‘years’, ‘months’, 'weeks' 4" = > T,

* ‘operator' I, EEHE RAAL ORRFFRICESNWTRA v —U % 7 4 VA UBET B0
D R T,

o—> (RDOE LD KREW)
«—>= (ROMELLE)

c—< (RDE XD /S
o —<= (ROELLT)

o= (KOEEZH L)
1= (ROEEZELL 720

e — Unknown

* ‘actual value' [, BEE AL VORBIFFIZESNTRA v =% 7 4 VX AT 5

TeOIER ST T,
1
LUIFDORA =T TiE, FEH FAS CORBRENAHRGE, A vE—YidFny7Sh
E
Drop Messages Based On SDR Age: if (sdr-age ("unknown", "")) {drop();}
LIFDA =T, BEE FAL CORBRHA L LD bENEE. Avyt—VF
ny FENET,
Drop Messages Based On SDR Age: if (sdr-age ("months", <, 1, "")) { drop(); }

EEEZERAA/VDRF v UFRAREERICESVTAYE—2 T 0 L2 08
X

<msg_filter name>
if sdr-unscannable (<'domain_ exception_list'>)
{<action>}

FNENOBRBIIRD LB TT,
e 'sdr-unscannable' |X, RAA LV L a7 —Tar Avke—2 740020 —)L T,

'domain_exception list' I, RAAL OB R ]\@gﬁﬁfj‘o RAA > DFIS) 2 b
PEAELBROVEAE () LRFRShET,

151
PLFDOAvE—UTIE, AvE—UNRSDR F = v ZICAREKOEE. A vE—URNBESn
9,

Quarantine Messages Based On_Sender Domain Unscannable: if (sdr-unscannable (""))

{quarantine ("Policy");}
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B rve—vonaroeay

Avt— T4 )R THO 3y

Aobt—=U 74X OHL, BRENTZA v =R LTT 7 a 2877526 T
—g—O
T YaillE, RD2ODXATRBEY 9,
« &7 7 2 a s (deliver, drop, bounce 72 &) 1IA v =V OB ZET L, %D 7 4
NEILLDE LR ETF T LERA,

CHERMET 7 a it AvE—VESBIHT LI L AT LT 7 a v AEITLE
B

Note

HRMEA =T TN Z T a it BENTY, £7ANERERRLT 7 a V&t
ETDEBDT7 AN A =V R—ETDHEE, TXCOT 7 v a URRES, @A
NWET, 7220, RCT 7 a v ZETLH2EBOT7 4 NV ZIZA =V R —ET 2556, Hi
DT I arNEEEIN, REOTANEZ T 7 a yPREHSVET,

ESPEREENS

s 74K T a—%FR, on page 68

o TV a R, on page 80

o —H L7=NAEDFIR, on page 83

A=Y T4 NE T 7 g OB L, on page 84

TJ4ILE2 T7HaV—ER

A=Y T4 NEF, BFA—N A= L, RORIRTT 7 ar2wAT 5
ZEMWTEET,

Table5: * vy &2—2 T4 LA 7Hay

B1E X i BA
EETEAR A b D2 |alt-src-host A =V OREIHEAT B EE TR
i ARG EIPA VH—T A A (Virtual

Gateway 77 KL A) AR LET, £
fEIEAR A & (Virtual Gateway 7 K L/
R) BT 7 a3 onpage 93% SR
LTL7EENY,

SIEHEOER alt-rept-to AvE—VOZEEEZETELET, %
BHAEET 73 a2 onpage N%& M
LTLEE,
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#R1E

B

Bl

A— LR A DL

alt-mailhost

A=V ORFIRA—NRA M
EHELET, BEFRANEET 7 3
»,onpage NEZMRL T IZIV,

notify

A=V AWM AR OZEH
CHELET, BBk LU0 a v —i@m
7 7 a2, onpage86& B L TL 72
él/\o

o B — OB

notify-copy

notify 7 7 3 2 > L AIEE T8,
beec-scan 7 7/ v a DL H Il —%
EELET, BaBINa e —wmmT
7 3 ¥, onpage86F B LT 2 &
AN

BCC

bee

Av—Tkat—L (Ayvt—v

VU r—vay) | Zoabv—xE
AL TCHIDOZEEICEELET, 774
VRO —Ry av’—7 73, on
page 89 ML T 72Xy,

BCC (A ¥ 4L
HH)

bee-scan

A v — U hk I COZEE ITEE
L. TDOAvE—VEHLNA vE—
CTHLINDL T —T Fa2—T

WMELES, 794 K h—ARr =
v'— 77 =3, onpage 89%& B L

TLIEEY,

TN
(Archive)

archive

A =% mbox TERD 7 7 A LI
T—AATLES, T—=HIAT 77
T =, onpage 94E S L T 7ZE

AN

fR#

(Quarantine)

quarantine
(quarantine name

quarantine_name THE L 7z Rt~ U
TICA v e—VERETLES 7T
ZRELET, Wil JOERT 7
a3 v, onpage 9 EZML T X
AN

B (bR

duplicate-quarantine
(quarantine name

fRESHIZRBE= ) 7I2A v =YD
abt—zkfE LT, Rk L OER
77 =, onpage9l E B L TL 72
I,
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B -vs7rva—ux

#R1E B BLl)
~y Z—DHlkx | strip-header Ay e—VORUSHNC, FEE LI~y

H—Te A=V OHIBRLET,
~v X —HIFRT 7 2 3, onpage 95%
ZHLTIZEN,

~y H—0OfF A |insert-header Ay E—VORFHNT, ~y F— Ll
DXE A= IHALET, ~v
A —fHANT 7 a > onpage 95% 5

RLTSZEN,

~y X —FF A | |edit-header-text BELE~y X —TFTFAME, 74
DL VA UTHRE LT CFAINCE &
BxFET, ~v X —TXRMET
7 3 Y, onpage 96 B L T 2 &
U,

AL DORE edit-body-text() A = UARI S IERFEIIC BT
LETEHIBR L, FBE LT A MC
BEXRZET, COT74NVEZF, Ay
©—UARILND URL 72 ¥ ORFED =
YT EHIBRE L OERT S 5AC
EHTEET, AUHET 7 v a v,
onpage 96 ML T IZE WY,

HTML DZ5#a html-convert() A =R H HTML % 7 % Hl
L, Avbk—YD7L—0 TF A
MBS EFELES, ZOT7 4 VZ1E,
A=Y NOTRTOHTML 7 F
ANETL—2 THFAMAERHETD
BEEHLES, HTML £#7 -
v 3 2, onpage 97,

A2 7 u 7 7 | bounce-profile BEDNRT A TFadrAA)VE Ay
A DEY HT T=VICEID G TES, Ny R T
a7y AT Y a s, onpage 98%
ZRLTIZSN,

7L F AR LA | skip-spamcheck Cisco VAT LDT VF ANK VAT
T DDA INA LWA v E—VICEA IR K5I
LET, TUVF AL VAT LDON
A /XA T 7 23, onpage 98% SR
LTL7EENY,
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Jin875va0—8% I

18 0E WX 599
JLg A— 7 2 | skip-marketingeheck T AT A= MK BT

g DINAINA

2y DINANRA, T A A=) T
7 v a DA XA onpage 9% £ R
LTLZ&EW,

skip-socialcheck

V=T b Ry KT —7 A — Tkt
TDHT 7 alDNARA, A
A=)V T 7 a DA XA onpage
9EZRLTIEEN,

skip-bulkcheck

IV A=) T DT 7 a D
A IRAR, TVUA A=) T I as
DINA 78R onpage 9% B L TL 72
0,

TUFTANVA Y
AT LDINA INA

skip-viruscheck

Cisco VAT LDT VF A INVA A
TANMA =TI SNV E D
WLET, TO0FUANVLAR VAT A
DINAINA T 7 3, onpage 99%
ZRLTSZE N,

774 LEa
T—ar 74

skip-ampcheck

TDAE—JI T ANV LT —
vary T4 NE I TRBIN T A

2V TRBEIW VI STV RN D & &R
7 7 A IV D R LET, 774/ LEaT— g
PP TANEY L TBIOT 7 A VoMY
AT DDISA XA T 7 9 2 onpage
10022 LT ZE0,
A VAT 7 k7 | skip-vofcheck DAY E—URUANAT T NI
VAT T ALIED VAT T4 NVHETAFy = 7L
A Xy = J LB SNV EHICLET, 7T UL
DAX 7 AVAT ILDINAIRAT 73 9, 0on

page 92 ZML T2 E WY,
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#R1E

B

Bl

W77 A LD R
=B AN C At 1))

drop-attachments-by-name

A=V OURMNT 7 ANDS B f7
E LT IEREHE —&T 240007 7
ANETRT Ry LET, —ET
L7 7 ANPEENTWDEA, 7T—
1A TRRDIRS 7 7 A4V (zip,
tar) . Microsoft Office D¥RfT~ 7 A /L
(doc, docx) . EFA—VDWRST 7
AL (winmail.dat) (X Fv v 7 SivE
T 77 ANDAX Y A vE—
¥ 7 4 VX D, on page 1145 SR L
TLIEEW,

W77 A4 vD R
oy (ZA47
i)

drop-attachments-by-type

Av—VOUMt 7 rANDI L, R
E LT MIME ¥ A 7 £72137 7 A v
PRI S T AMIME X A 7 D7 7
ANETRCRay T LET, 7T—74
A TR DIRM T 7 4 v (zip., tar)

WICRES T D7 7 AR HDLEA. 2
DEMNT7 7 AT ey FENET,
W7 7ANDAF Y Ay —
7 4 IV Z D, onpage 1142 2 L T<
720,

W77 A4V R
oy (77 A
& A 7H)

drop-attachments-by-filetype

A —VORMNT77ANVD I, f8
ELET7AND [T 40 H—FY
N &—HTDHT77 AN ETTHK
0y 7 LEY, T—hA TIROER
77 AN (zip, tar) WIZEZH4T 57 7
ANBH LS. ZORN T 74 W
Ry 7EnEd, FElc >N TR,
W77 ANDARFY L AvE—
7 4 )V H DOl onpage 114% M L T<
7ZEW,

W77 A4vD R
=27 (MIME #
A 7B

drop-attachments-by-mimetype

A=V T 7 AND DB, K
TED MIME ¥ A 7D7 7 A VET X
ThRryZLEYd, 20727 a3T
127 7 A NEE T2 X D MIME % A
T OHRNFATONT, T—HA T DN
ROWMRL SNFEHA, 7711
DAX Y Avt—2 T 4 )% DH,
onpage 1142 ZH L T ZE 0y,
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Jin875va0—8% I

#R1E

B

Bl

Ty ANy a
U R MZESLE
774 N0 R
=4

drop-attachments-by-hash

Ty A NNy a ) A NNOFRED
7 74 /L SHA-256 fH & —E3 2% A »
TV HNDOTRTD A v —VFRA
Ty ANE Ry LET, 77 A
SHA-256 7 A M H\Z—ET D A vt —
VT 7 ANVE R vy 95, on

page 14138 KNS 7 7 A VT 7 A
JV SHA-256 7 4 VX & —&T 556
\ZA Yy E—=U% Ry 79 %, onpage
14122 LT EE0,

W7 740D R
2y (AR
Al

drop-attachments-by-size

A=V DRMN T 7 AND OB
n— T a— NERTHEE LA
X (A NHAfL) PLEDOY A X THD
T7ANETXTC Ry S LET,
T—NA TR T 7 A NDEE, T
DT 7 a o TCIIIEERMRRE T O A
RFEHII ST, 73— REITORID
EFEROUAT 7 7 A DY A ZXHFH &
NEJF, 774 NVDAF Y Ay
= 7 4 L Z D, on page 114% 5
L TLZEEN,

W77 A4V R
a7 (NAER)

drop-attachments-where-contains

A=V OUMT 7 7 AND I B, IR
ELTZIERRRAE G 7 A Va2
TRryZLET, NF—rDOFRAF
B, LEWETHRE L f/NalElL
EThrVERHDEST, T—IAT
T 7 AN (zip, tar) (X, FIZEEN
TWB T 7 A LDV T DD IER R
LT ARSI Ry S ENET,
W77 ANDAF Y A yE—
7 4 V% Ol onpage 114% /L T<
720,

FFvary aArr M, Fry /S
NIZUAE7 7 A VO EBIHEH SN D
TXANEEBRLET, ST 741
D7 v HF—I%, Bz A vE—TIZE
MENDETTT,
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B -vs7rva—ux

®1E (378 A

/A ﬁ‘é\iﬂé drop-macro-enabled-attachments *‘éﬁ; LET7AN BATO~T anm
W7 7 A LD R HNCTR S TR 7 7 A VT =T R
ny7 ny 7 LET,

Note T—AA T E TR DAL
TrANMI~wIT e RNEGER
TWDEE, Bl7 7 A0
AwtE—=Unb Ry 7 &
ET,

FEL

drop-macro-enabled-attachments
([‘file type-1', 'file type-2',
.., 'file type-n'],

“custom replacement message”)
ZZT,
* file type W—!j:\ /k@']j‘/—l“o*‘ I é

NTWBET 7 A ZATONT
NnERETE E7,

*® Adobe Portable Document

Format
® Microsoft Office Files

®* OLE File types

* custom replacement X vt —

TEIE BT 7 ANDEIBRS
HEXFIAYE—VARLDO—FT
WCBEED VAT MMER A vE—Y
PBBMSNETH, Thibo
TEMSNDEEDA vE—TT
R

~ 7 v ffti/l—/L, onpage 62% S L
TLZEw,
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Jin875va0—8% I

#R1E

B

Bl

77 A D R
vy 7 (FELO
—E)

drop-attachments-where-dictionary-match

FEEOHGE & O—FIZ ISV TG
Ty ANEHBRLET, W77 AL
T 5 L &5 MIME #5550 H
ENEFEOHEE —ET LS (O
D, —PEFZRD LEVMEIZEL TV
H5E) BT 7 ANVDNET A=V
MOHIBRSNE T, B 7 7 A LD R
Fy Avb—T 74 ZDOH, on
page 114 ZZM L T2 &0,

7w X —DEM

add-footer (footer-name)

Ayb—VD7 v Z—E L THRESRE
ZEMLET, G- VWX, 7
FAMNVY—R] OFED [Xvt—
VHREFHAZ T #BRLTE
YN

L L ooighn

add-heading (heading-name)

AvE—VORHLE L THRESRHE
BINLEY, FEicoWTix, 7%
AR DY—RA] DED X y¥—
MEHFHERA Y 7| LTS
VN,

FLAEIF DI 1k

encrypt-deferred

BUEHRHZ A v b — Vb L ¥,
A w—UITFDOF FIROME
P, TRTOUFENTE T LT IRf i THE
FbEd, BlfE S ET,

EZ: D S/MIME
B4 IR =1k

smime-gateway-deferred
(“sending profile”)

BLEIFIC, FEESNIEEET a7 74
NEFHLT, A yE—Y0S/MIME
BLFETIIE S b EIATLET, BE
KD SIMIME B4 /5 54k T 7 > a v,
onpage 86 x B L T IZE Wy,

S/MIME &4 /i &
1t

smime-gateway (“sending profile”)

BESINEEETa 7 A VEFEHL
TS/MIME &4, £ 7213 5 &2 ET L
TAyE—VEEEL, £OHOLEL
FAF vy 7 LET, SMIMEZ4 %7
IIKF 51T 7 > 3 >, onpage 86 % £ [
LTLEE,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B -vs7rva—ux

12R1E X SRBA
A wB— & 7 |tag-message (tag-name) DLP RY > — 7 4 &Y 7T
SEN] THH AL LHFEE A vB—IB

LET, DLPRY o —%REL T,

AXXY R BREA =D X T0RH
HAYE—VIZRET HZENTEE
T, Avb—v X TIIREENTIE
KRENEHAL, AvE—T 2758
N7 7> a > onpagel0l & [ — 44
KBk OEEZZBLTIIZE N,

o/ ok @ia|Lteg-entry HABA R LTZTHFA N, THA
i k A—/L 1 72 INFO L~ LG
LET, ZOTHFANIEIT 73
ElaHT s enTEEd, vl
T RVIEFEA Y=Y R TR
WICRRSINET, =7 = VBN
77 v a v, onpage 1012 L CL 72

S,

URL L B =T — * url-reputation-replace URL 72132 OEIFZ URLDO L B =
PENEIE 5ok * url-no-reputation-replace T— g NCESWTEELET,

T XA MZ o = __ = N
g&%7% B LEaF—i =y $—E x5 URL
= DA 3T DM S 2RV AR A LS
URL V' B =27 — * url-reputation-defang DUiE, @l T 7 v a e L%
g st HoSx * url-no-reputation-defang B
URL OfifR 2 B v URL L E a7 —var 7 r7var,
(239 onpage 101ZZH L T ZE 0y,
URL V' E =T — * url-reputation-proxy-redirect
g N HESNWT ® url-no-reputation-proxy-redirect

vAaDtxal
T4 Taxl
URLZ U XA L7
N
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Jin875va0—8% I

#R1E

B

Bl

URL %5 = U |2
3% URL #7 %
2 BT E

url-category-replace

URL % 7 = U |2 Jk
& URL OfalR
20 Br<

url-category-defang

URL &7 = Y 123
3% Cisco ¥ =
V7 4 ekl
URL%Z U XA L7
5

url-category-proxy-redirect

URL 72132 08{EZ URL O H 7 =
VIZHEASWTEERELET,
URL 7 =Y 77 3 2>, onpage 104
FHBLTLL N,

REEA — L DR

fed

AEEINTZ A v —U 05 From: -~
ZF—%ZHlfRL, = No—7%EET
BEEWMAET, BEA—NLVOBRET 7
a2, onpage 1052 L T2
Uy,

ARV — g U7
L

no-op

BEISATENERA, AL — 3
>72L,onpage 10522 L T2 &
U,

DDA vE—
T ANE A
o7

skip-filters

A v—VIR L THD A v EB—

T 4NV L DA ThILT., Ay
T—VIEET AN RN T T %
ZOEFHEBLES, FEOLOAY

=V TN EEAX TS TS
v,onpage 84 S L T 7ZE W,

*Ay—0 R |drop Avk—U&k Fry 7L, BEELE

= ¥, Ruwv>” 727 a3, onpage 85
LT TEEN,

* A =/ |Pbounce Ay —VEFEEICRLES, U

A VAT /a3, onpage 85% 5 M L
TLTEE Y,

IR L | enerypt

THUE

Cisco Email Encryption Zff f L T, %
BAYE—VEE AL LES, Wk
77 3, onpage86& B L TL 72
é l/\o

»

S

KT a

/.
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

&R R
s ST 7 AV 7 V—, on page 78

DMEII2F7ANTIL—T

FEDZ7 7 AN AT (Texel 72E) R—WARBMN 7 7 A NVDITNV—T %
attachment-filetype /L —/LX° drop-attachments-by-filetype rules /L —/L CIHRETE F 7,
AsyncOS (FIAfF 7 7 A NV Z LT ORIZEHH I AL TWD T NA—FIZHELET,

BEDT7 7 ANIATOURMN 7 7 AN EEERNA =V ERESED —HEATZHED A
=T T4 NEEERT DG EE. T A NVE TR T DT 7 AN A TOWRS T 7 A VDD
B Eb1obbE, TANRIZIAYE—V~DT 7 arZ2FETLERA, & 21T, RO
TANET exe T 7 AN HA T TIHRWRMN 7 7 ANV EELA v E—VE Ry T LET,

exe check: if (attachment-filetype != "exe") ({
drop () ;
}

Ao —UIEBEORMN 7 7 ANDBEDGE. B A—NT— b U oA 1TMMOUWA 7 7 A AN
cexe 77 ANTRWEAETH, IMF7 7 A1 D7 EH 100 exe 7 7 A VDOGEITA v
t—TE Koy 7 LERHA,

Table 6: /T 274 T IL—TF

MMITFANITN—T | ZF XY oH/EDIT7AIN 34T
%

~==T7 )L * doc

* docx
* mdb
* mpp
e ole

* pdf
* ppt

* pptx
o 1tf

* Wps
o x-wmf
e xls

* xIsx
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woranon—7 |

RET7ANTN—T | RXXYUREDT7AIL 24T
%
FATIRET 7 1 " exe
* java
* msi
* pif
Note Executable 7V —7% 7 4 VX Vo 735L, dl 77 AV
Lsar 77 ANVBATF Y U SNET, TNHDT 7 AL H
A FIIBEBNCAF ¥ o TEEH A,
JE i sace (ACE T —HANEMT 71 V)
e arc (SQUASH JEMET —H A 7))
+ arj (Robert Jung ARJ [ERET —H A 7)
* binhex
«bz (Bzip [EME 7 7 A V)
*bz2 (Bzip [EME T 7 A /L)
s+ cab (Microsoft ¥ ¥ £ % v b 7 7 A L)
« gzip* (JEAfE 7 7 A /L - UNIX gzip)
e lha (JEAET —75 A 7 [LHA/LHARC/LZH])
srar (JEMET — A4 7)
e sit (JEHiE 7 — A 7 - Macintosh 7 7 A /L [Stuffit])
o tar* (JEMET — DA )
«unix (UNIX JEAET —A A7)
o zip* (JEAE7 —H A 7 - Windows)
200 (ZOO JERET —HA T 7 7 A )V)
FINHDT AL (R ATy ) ORRICTHZENTEE
R
TX AL (Text) * txt
* html
e xml
[EEES * bmp
* cur
o gif
*ico
* jpeg
* pcx
° png
* psd
° psp
*tga
o tiff
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| RZEE T

WMITFANITN—T | ZF Y oHREDIT7AIN 34T
%

AF 4T - aac
* aiff
o asf

e avi

* flash
* midi
* mov
* mp3
* mpeg
° 0gg
* ram
* snd
* wav
* wma
* wmy

TOLavEH
bee(), bee-scan(), notify(). notify-copy(). add-footer(). add-heading(). insert-headers() D% 7 7
TasliE, T v a VOFTRICITD A v — P OERICHBICE SR DD FTEDE
BEEMLTNDNRTA—=203H0 E£T, ZNDDORBRLRERITT 7 a VB EMTNE
T, BIA—NT =N TIEROT 7 ¥ a VEHRYR— IR TWET,

Table7: * vy £—2 T4 L2 7O avEHR

EH 538 £ EA
TRTO~y X — (All A=V D~y X —%IRLET,
SAllHeaders
Headers)
ALY A X (Body Size) , A=V DOV A XA NRALTIRLE
$BodySize
_a_o
REEOEAL T (Certificate SCortifiontes: BT & FEIHE D subjectAltName F3 2> 5 B
ertiricateosigners -
Signers) TEVBLEBAEFRLET, FEEICOVTIL,
$CertificateSigners 7" 7 ¥ = 845, on page 56
EZBLTLZEN,
HfF (Date) opat BIfED B ff% MM/DD/YYYY IR Tl L &
ate
7
Favy a7 A4 . ETIC Ry PENET7 7 A NLDHREIREL
. Sdropped filename
(Dropped File Name) - £
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7ovaves [

=H 558 EREA
Puyféﬂk774w%swoedﬁbmmsPnyféﬂt774wmuxh@§%bi
(Dropped File Names) prees 7" ($filenames & [FIEETT) .

Ny 7 EneT 7 AV
% A 7 (Dropped File
Types)

Sdropped filetypes

Koo 7SN T7 7 ANDE A THFRLE
9 ($filetypes & [RIEETY) .

ToRn—TEEE
(Envelope Sender)

SEnvelopeFrom

Avt—V DT _u—7%EE (Envelope
From, <MAIL FROM>) #ikL 7,

TR —TREE
(Envelope Recipients)

$SEnvelopeRecipients

A=Y DF_XRCHOT RN —TZEH
(Envelope To, <RCPT TO>) ZiKL £,

7 7 A V4 (File Names)

A=V DRMN T 7 ANVDLHETIOY A %

(Mail Flow Policy)

S$filenames ¥ ‘/VIZ@J ) T@Li‘ﬁ_o
77 AN A X (File Sritens A=V DORNT 7 ANDY A ZXDY A L
Sizes) R~ XD TIRLET,
77 ANE A7 (File criletvpes A=V T 7 ANVDEALTDY A K
Types) ® L~ EEY CRLET,
7 4 V44 (Filter Name) , WFLR D7 ¢ VH DLETER L £,
SFilterName
GMT H CCMTimestam A =0 Received: {TIZFR R I N D BAE
(GMTimeStamp) i O HI % GMT B TR L £,
HAT 7 v —7"% (HAT saron A=V OFERITEEEFE DR L Tk
Group Name) ° BHEIN—TOLHIERLET, REHS
N—TIZARIN IR WA TT, SUFF]
[>Unknown<) 2MHA I FET,
—H L7ZN% (Matched A% ¥ 7 4L H J—/)L (body-contains 72
SMatchedContent . _ .
Content) EDOTANBEIN— R T YT 47
TV EET) #R)T—LIARZELE
j‘o
A=) 7a—RY — spolicy Ay —VORERICEEFRICE SN

HAT AR U & — D4R ZIR L ET, FHIZE
FINTWBRY =R I TV
WE . XFF) [>Unknown<| DMEAINE
j—O
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B osascixFey rervbe—S T8 7o M

T X ERBA
~ v % — (Header) SHeader [ strin SR CHlENT =~y X —DfEEE L 7
s T EOR VST DNy DB D
e o _HESIHA/MMERAINAGELH D
\iﬁ‘o
HRA R R— LA SHostname BIFA—NT = T2 A DKRANMEKLE
7
NER A »Z—1ID (Internal WETA v E—T 2B 5 70 HINT
SMID . .
Message ID) WHAyE—=YID (MID) ZiRL £,
RFC822 [Message-1d] D & 1372572 1F
BELTLEEW ( Message-ld] #HifG4 2
\Z1X $Header Z#EH L E9)
{8V A7) — (Receiving SRecvlictoncr Ave—VEZEFELIZV AT —D=v 7 13—
Listener) AZEZXHBZONET,
XEA S =T 2R sRecuTnt Ao —VEZE LAV HE—T A AD
(Receiving Interface) =y I F—LERLET,
VE—RIPT RLRA CRemoterp BFA—NT =RV AIZA =V %EE
(Remote IP Address) L7V AT LDOIPT RLUAZIRLET,
UE—FKART RL A s remotenost BFA—NT =T AIZA =TV %EE
(Remote Host Address) LIcV AT ADERA ML ERLET,
mve;?—yayxn7$R s BEEDOIP LY aT—varyAaTwiRL
cpatation T, LEaTF— gy AarRRNEA
I% None) IZEZ#Z HIET,
Subject ' A=V ERLET,
$Subject
1534 cTime BAEM OB COBRAERZ 2R L £,
Timestamp orimescon A —® Received: {TIZHER S5 BUE
’ D R 2 BAEH ORI G- TR L E T,

&R
«JEASCH XFEy hEAvE— 74V E T 73 a3 254, on page 82

JEASCUXFEEY FEAYE— TA LB THOOIVER

ZDVAT AT, ISO2022 AX A NI F-a— K (~y A —fEHTHEAEINIZ a2 —RDORHZ
AN) TELeT Iy a VEBOIWEEEZ Y R— L TWET, £/, BHNTELSET A M &
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| #9€—Y 7408 EHERALEBFA—LKY S—0DER

—gLrnaorE [

EMTEET, ZNOORENKE S TEIPER S L, UTF-8JERD, SIHFF CHENZ
FIRIFTREZ2 A v —2 L LTHMESNLE T,

—HL-ABDOXRT

Attachment Content 554, Message Body ¥ 7-1% Attachment §ff:, Message AL, £7-1%
Attachment NI & —ET D5 X v E—VICR L CRRBET 7 v a VARE LIS E. RS
TeA v E—VAO—HMLIENEZF R CTEET, AvE—VAXERTTLE, —BLERNE
M CTHFIE R S E T, £7-. $MatchedContent 77 ¥ 3 U B AEMHL T, —FH LN
BhEAvE—VOWHIIEDD ZENTEET,

A=V T4 NBEFI TV T AN E D=V B H— Lo a—LRREEN D A
Y —UEFRRTDHE, TANE T a v EEBRIE N =L NED (7 4V
TIvarE ) H—LNEEHID) GUITEREINDZ ENHY £9, GUIOERIL, i%
Vo T oV EFETHIOOEHLZE LTHERTALDT, 47 0 YDO%ERMRY A RT
HDHETRY FHA, ZhiE, GUITHEHENOINE—Fa Yy 73, 7402 THEHEND
HOIFZEFE TIERWeDERZ D £, ZoORMBEIE, A vE—VKRINTOMFMERITH LT
DHEETIFEY ET, A vE—VDE I — NNO—E LTI EZIUKHIET DT 4 VX L—)L
LI ERIRTET T FIE LS FRENET,

Figure 2: Policy %92 T ') 7R TREFESNI-—BHAE

Matched Content

= Palicy
Attachment Mame | Matched Content Condition
FP1.1.txt = M35 38930 USA Facilities 662-646-0523 jsamuelson@acmecorp.com 7/17/06 & DLP Classifier: Contact Information

4929132070312710 Acme Corp Irene Gibbs 808 Sumner Street Greenwood
M3 35930 USA Publishing 662-646-0522 igibbs@acmecorp.com 2/1/07 =
4485231592071860 Acme Corp Kathy Lopez 808 Sumner Street
Greenwood MS 36930 USA Marketing 662-646-0541 klopez@acmecorp.corm
2/1/07 4716298862510192 Acme Corp Marty Smith 808 Sumner Street
Crernunn A MS ZRO3M ISA Frnineerinn AR5 -RAA-NEAZ

Headers

|

¥-IronPort-AW: E=Sophos;i="443,262,12465818600";

d="txzt'7scan'208";a="178202"

Received: from d2,.wmw023-bsd04.ibga (HELC vmw023-bsd04.ibga) ([172.22.107.1]%
by cie0qg0z.ibga with ESMTFR; 28 Jul 2009 16:25:03 +0530

Message-ID: «792087.518002035-sendEmail@vmw023-bsd0d =

From: "user@test.com” <user@test.com s

To: "userl@test.com” <userl@test.com s

Subject: DLPTEST

Drate: Tue, 2& Jul 2009 08:42:11 +0000

®-Mailer: sendErmail-1.55

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525,714612664"

Message

Test

Message Parts

Marne Size Details

[message body]

LS

ASCII text, with CRLF line terminators
FP1.1.txt 1K | ASCII text

A=Y T4 LFEFERLEBEFA—ILRY O—D#EHA .



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B rve—sonsrovaonnen

A= TANE T3 DA EH
ROE7 v a T, HHESNAIEIERAYE—V T ANET 7 a AZO0TREHPIL,
DBl RLET,
« (BYDOAY®—Y T4 NEEAF YT T/ 9, onpage 84
s Fmw 7 77 3, onpage 85
« N7 A T 33, on page 85
« B3 5{L7 7 3 3 >, on page 86
s HENFB L O B —lHT 7 =3 1, on page 86
« 774 K A=Ky at— T 7 3, onpage 89
- [RHfEd K OMEELT 7 2 3 >, on page 91
« ZAGHEWT 7 2 a >, on page 92
s BfEARA NEE T 7 2 2 1, on page 92
« EEILAR A N (Virtual Gateway 7 K LX) ZEH T 7 2 2 >, on page 93
« 7 —HAT 7=, onpage 94
o~ X —HIRT 7 2 =3, on page 95
o~y X —{ENT 7 =3, on page 95
ey B — T FXNMRET 7 3 L, onpage 96
« RIHwET 7 2 3 >, on page 96
« HTML & #7 7 3 =1 >, on page 97
« R A T Ty AT V3, onpage 98
s T UTFANRKN AT LDISA /XA T 723, on page 98
« S LA A=) T I a DA 3R, on page 99
T UFIANA AT LDINA RA T 733 2, on page 99
cTFAN L EaT—val TANE VU TBIOT 7 A VNV AT LONA ISR T 7
v = 2, on page 100
T VT TANA VAT KDL /NA T 73 =9, on page 99
« Av—U BT 7 3, onpage 101
e/ = NYIBHINT 7 ¥ =3, onpage 101
*URL L'E'=27—3+a > 773 2, onpage 101
«URL 47 =V 77 =, onpage 104
o AL —3 3 72 L, on page 105
o (AiE A — )V ORRIT 7 >3, on page 105

(RYUDAYE— T4V EBERXTY T 7O 30

skip-filters 77/ ¥ a VEFTTHE, AvE—T T4 NFIZLEDA -V DNEBAF v
TIN, AvE—VITBETA NS T I FEBLET, BETA AT — N TT
FANRDAX Y TV FUANARF Y URMER TE D56, skip-filters 7 7 ¥ a V& HE
TLIEA Y=V INEDAR Yy O RER D F9, skip-filters 77 ¥ a i, A v
Yt T ANEDT T FINNDERET 7 a T,

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER
FavyF7ovay .

7k@7 AV 2, customercare@example.com G:@%ﬂ%ﬁé% L. boss@admin ?ET@)( v —U%

TelEBHIZEELET,
bossFilter:
if (rcpt-to == 'boss@admins$')

{
notify('customercare@example.com') ;
skip-filters();

}

Koy 77753y

drop 772 a v &FATTH L, Ay E—VIEERE SN TICHIESNET, A v -V EE
WCIHRST, A v —VYOARDEICHEFE ST, TS OLE S —UThbh £
Ao

WDT7 4 NV H1E, £ georgetunitehouse.gov (WA ARG L. ZOBIMA D Tspam) THAE
HDAYE—VEMELET,

spamFilter:

if (subject == '~SPAM.*'")

(

notify('george@whitehouse.gov') ;

drop () ;

}

INDUR T3y
bounce 7 7 ¥ a I, X /'IZ"‘V%%{%% (I://\Qm‘—‘7o%1§%) &:EL\ %hu%@@@ﬁ:
TTWERA,
7k®74fl/§wji\ @yahoo\\.comf%@bé%%)‘*‘/VT’ vaﬁ)%ﬂéfgéﬂf:ﬁ“/\“(@)‘ vt—
VERLET (NUUALET)
yahooFilter:
if (mail-from == '@yahoo\\.com$")
{

bounce () ;

}
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
R PED

BEEiE7o a3y
encrypt 77 ¥ a UL, BREINIREELT 07 7 A VEMEH LT, B A —LZEHICHE
bENT-A =V ZBREELET,
WDT 4 NVZIE, A= DMHAIT (encrypt] EWVIBAINEFEENTWDLLEIL, DA v
=V EREELLET,
Encrypt Filter:
if ( subject == '\\[encrypt\\]' )
{
encrypt ('My Encryption Profile');

}

\}

Note -7 L& 77 araliH1T5I20F, *y hU—2IZCiscofsBALT 774 T ANH 5
D RAR =P —EARREINTWAELERHY E9, F/2, ZOT4NVE T I3y
AT A, B b a7 s A VORENMLETT,

ECIERFD S/MIME Z&/BESET7 0 >3 >

smime-gateway-deferred 7 7 ¥ 3 » Tld, BMEHFIC, FEESNTXET w7 7 A V2 L T,
Ay —YDSMIMEEA 2T 5L 2 FT L ET A v — VITROLBLBFEIZHES, 3~
TOMBENFE T LR CEA I bsn T, BfEEShEd,

WDT 4 VFTIE, BERIC, FFEDEEHENH DT XTOREA vE&—I1x LT S/MIME
WEbaFITLET,

smime-deferred:if (mail-from ==
"user@example.com") {smime-gateway-deferred ("smime-encrypt") ;}

SMIME Z& F-[XESELT7TI >a Y

smime-gateway 7 7 ¥ = Cld, fRESINTZEET 07 7 A L Z{EH LT S/MIME B4 £ 713
BELEZFITLTAyE—VEREL., TOROUBEIIAFT vy S LET,

WDT 4 NVE T, BEOEEENLDOTXTORIERA v E—II2k L TS/MIMERB{L % 5
1ITL T, BUERIZEME L £,

smime-deliver-now:if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}

BHMBLVCIE—BMT I3y

notify B & WNnotify-copy 77 ¥ a id, BELIEEBE A —NICK LT, A vb—VOMES
FTF A=V TEELET, notify-copy 7 7 3 3 Ud. beescan 7 7 > 3 » L [FEIRRIC, TGO A >
T—Yoabt—LRELET, BAMEIIIKRONENGENET,
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
EassvaE—ammrovar I

e Ayl —UDRA—VERET T A VHFENOESE Lt R — TR EE B LR X
1 —7"%(5% (uarL rroMm B L OV repr TO) FHEDNE,
c A=V DNy H—,
cAvbE—UERBRHELIEA vE—Y T 4V Z DA,
ZAEHE., AT, EEILT FLA, BIOEMT V7 L— FERETEET, KROT 4 V¥
E, VA XDRAMBEZHR DA v E—VEBRIRL, —HTHX v bE—YOEALNIT OV THE
A v —% admin@example.com ([ZEfF L, HIZICA v E—VEMWIEELET,
bigFilter:
if (body-size >= 4M)
{
notify('admin@example.com') ;
drop () ;

}

ER S

bigFilterCopy:

if (body-size >= 4M)

{

notify-copy ('admin@example.com');

drop () ;

}

TR —TZEEFENRTA=Z L LT, AIBREEOE A —/L T FL A (LOFITIE
adnin@example.com) FIHRETEET, £, AvE—YOTRTCOZ L Re—TZEHELIEE
57T 7 a B sEnvelopeRecipients (77 3= VA, onpage 80 &) ZHETHZ
EHLTEET,

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients');

drop () ;

}

notify 77 33 VCIIR K TIODDF T a UglaEATcE, 4~y X —, = Xa—7
EEH, BHA v —VIHEHT I ERFATIA NV Y —AEHBETEET, ZNHD/RT
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. Notification Template

Notification Template

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

A—=RIIZONEFTHRET HUENRD LD, =oXa—TEEFHELRET DHE0WHT
T L= NERRET G EEET DMNERH Y £7,
P NT A—=R\ZXT 7> a VB (77 v a B, onpage 80 &) ZfETEET, =

DEBIITEDOA v —V PO RG LT —# TEEBZONET, T 740 N T, 41T
[Message Notification] CRXE S TWET,

TR =T REENT AL E LT, AIRMEBOETA—NT FLAZEETEEY, %
. Avt— DY R =2 IRAETEDO A v E— LRI CICHET S $EnvelopeFrom J 7 ¥ 3
BERERBETHZELTEET,

WHT o L— b NT A= F BFEOBMT 7 L — FOARNIR Y £, FEMIZONT
L. %N, on page 1132 B L T &0,

/K@{@Jﬁiﬁmﬂﬁﬂéﬁﬁﬁ Lfl%@TTﬁ) ﬁ:% M ’—[bigFilter] Message too large] kiﬁécl: 5
WCEBL, VH =2 R RAETTOREFITHE L., [messagetoolarge] 7> 7' L— F&fH LT
I/\i—a—o

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com', '[$FilterName] Message too large',
'SEnvelopeFrom', 'message.too.large');
drop () ;

}

F7-. $Matchedcontent 7 7 v a VAEHAEHEH L T, BEFEZIIEFHE o T VY T 40
MM H—ZINeZ EHBBHMTHIEHTEET, sMatchedcontent 77 v a U EEIL, 7«
NZZ NI —LlcarT oY aRRLET, e ROT7 4 vZi%, EFA—/VIZABA
TAU Y MERPEENDHEIC, BEHEICEMLET,

ABA filter:

if (body-contains ('*aba')) {

notify('admin@example.com', ' [$MatchedContent]Account Information Displayed');

}

ESPEREY=]

* Notification Template, on page 88

[7F% A KU Y—A (Text Resources) ] X—3F721F textconrig CLI 2~ R&EH L T,
notify () BE Wnotify-copy() 77 ¥ a > THHTIHITHFA RN U Y —R LB D AKX LBHT

B Ayt L2 EERALEEFA—IL R L —0ER
88



| #9v€—Y 742 EERALEEFA—LRY O—0ER
I5q4vkha—Krat—7svay |

VL — hERETEET, WRZLBET S L— FEER LARWSEAE, T 74V DT v
TLr— M ENET, T4V EIDOT T L= MIUIA vV ANy X —RNEENET
B, T7AN R TIEHAZ NBEBHNT T = NMUIA v =V Ay X —FEENEEA, B A
A LABHIZA v — Ny X —%2E0 DT, sallbeaders 7 7 ¥ a U EHAHEH L 4,

FEAZOWVWTIE, [FF AR Y Y—2] OFEEZHRLTITEE,

WOFITIE, A=V DFA ZANKEVGRITROTZ 4 VIR NI H—SNnbE, KEDZ
FEICKHLT, AvbE—URRETELZLERTEFA—NADBEEINET,

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}

IS4 R h—RyaE—F7svay
bec 77 v alE, Ayve—VOEi4Aat—%, BELLZEHFICEHELET, ZOW0EX
A= VTV r—yva rEBREERTWET, DA vE—TiIZiTa BT @ik
BENT ELL A —NZEHICNATRAIND I LFRNTD, Ay =TV ORDREE
CZEREITa T —NREEENEZ L ZEMLARAWEAERH D F9,

WD T 4 VAT, johnny N sue ICIFEIND A v =V DZFINEIUITONT, T4 K
H—Ry a—% mom@home . org WK ELET,

momFilter:

if ((mail-from == '"johnny$') and (rcpt-to == '"“sue$'))
{

bcc ('mom@home.org') ;

}

bec 77 aryTIIRRTIDOFTFya Bl EaHEATE, at®— LA vye—IfEHAT
DL~y =z R —7%EE,. BLRatmailhost #FEETEXET, TNHD/RT X —
I DIEFTHRETAHLENRDH D7D, o —TREELZRETHIBHE T4 EEET
HVENRDHY FT,

L RT A —=R\ZXT 7 v a VB (77 v a B8, onpage 80% &) ZfETEET, =
DEBIITEDA v =IO HG LT —# TEEMIONET, 774V T, TORA Y
‘[Z‘—‘\/@ﬁ:% ($Subject LA LV‘]/}S) ﬁ‘gﬁfféﬂij—o

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B o5 rn—koae—7r0ay

A

TR —FEEFENRTA—FL LT, AORTEDEFA—NT FLAEZRETEET, £
72 Avt—DN =0 RREBTDORA v = R CICERET D sEnvelopeFrom 7 7 2/ 9
EERET LI EHTEET,

&@{@ijﬁﬁﬁ@WJ%i{}iaﬁ Lfl%)@f ﬁﬁ% [ [ [Bcc] <original subject>) \—E&ﬁéﬂ ) 5‘—
V7R A X padbouncelhome . org IZFRE AV TWE T,

momFilter:

if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))

{

bec ('mom@home.org', '[Becc] $Subject', 'badbouncefhome.org'):;

}

4% H D/T A —H T alt-mailhost T,

momFilterAltM:

if ((mail-from == '~johnny$') and (rcpt-to == '"sue$'))
{

bcc ('mom@home.org', '[Bcc] $Subject', 'S$EnvelopeFrom',

'momaltmailserver.example.com') ;

}

Caution

Bec () notify (). bounce() DT 4 NVE T avzFI745HE, Xy hU—=IHITUA L
AMRANTLEERSHET, TIA LV R O—Rrat—=T 4V T I alii, TDAy
T—VORERRAC—THILA vV ERHBUER L ET, BT V2T 7 a0k, TD
X/?~V®A/& %a@f/t VEFBUER LET, ENICTIEH D T8, ~v ¥ —

COANANEGENTWAEERNHLYVET, XUV RAT4NE T I7alidi, tOAAvyE—
/@Wmmm#mﬂ4b%aﬁ%/? VEHBIERLET, 32009 LWTNOHEIZ O
ThH, LAY E—VET VT TA IR ZAFX Y ROT VT AR A%y VOB & 1T
20 EHA,

BE DR A MTEETDHEIE. bec) 727 ¥ a 2BEEIFOHTZ LN TEET,

multiplealthosts:

if (recv-listener == "IncomingMail")

{

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.4');
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

bee-scan() 7V 3 >

bee-scan() 7V >3 > .

bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.5'");
bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.6'");
}

&R R

e BEAMALIZIRE SN2 A —/L D BCC B L UVAF % 1, on page 135

bee-scan 7 7 ¥ a Uidbee 77 g L RRRICHERE L £ T8, HMESND A vy E—TIETH LY
Ayt —T L LTHbNAT=D, BEFA—N LTI 2% RHB L TEEINET,
momFilter:

if ((mail-from == '“johnny$') and (rcpt-to == '“sue$'))

{

bee-scan ('mom@home. org ') ;

}

fREES S UVHERT I Va3

quarantine (‘quarantine name’) 7 7 v a L, MBEEZ U 7 EFEEN A F 2 —ITAND A vE—
VN7 T 7 eRELET, REHCOWTOREC O N TR, THE) oEEZZRL TS
V), duplicate-quarantine ( ‘quarantine name’) 7 7 /3= VEFEITTHE, AvE—TDa
E—RRESN TV OIRMET Y TIZEbICEE S VE T, WREE= Y 74 O KRICF & /N CFT
XAl S L ET,

WREEZ 7 7 DT bl A v —U1F, BT A=A T T4 DFRD OB Z i L £ T,
A=V NATITADORRIZEEST DL, Ay =K1 SULOREECEY 277 7
PRESNTWIUT, 8T 5F2—ICAD T, ThSoLEERESET, AvE—
CIINA T T A DORRBIZBEEL 2L, R TIIEERE S EE A,

L7 oT, Avb— 7 40H(1C quarantine() 7 7 ¥/ 3 OBV . FD%IT bounce () ET-
X drop() 77 ¥ a vl BhH. REDOT 7 a iV Ave—VI3M 774 Vv OKRE
WZEE LW, A vye—VEREEC Y 7TICRESNETA, A vE—T 7 0 VZICIRBET
I arPEENDIHABEETTIN, AvE—VRET v FARLERET VU FUAINLA R
Fyrr, FHEaUTUY T 4NAICEY Ry ENET, skip-filters() 7 7 ¥ 3 LI K
DAy E—VIFIRYV DA v =Y T4 N E2E2EIXLETR, a7y T4 VEZBREHAIN
DPAMBYET, HExIE AvE—T T4 NERA v —VICREEY T 7 2% E L, A
IZHE D skip-filters() 7 7 v a VY bRELTWDIHA, BT AN LT T4 DDOT
7 aliNAyE—UR ey FENLGEERE, AvE—VIFEOIOA -V T 4
NH T RCAFy 7 LI BT S ET,

WOBITIE, A vE—IUT Tsecret word) & W) FEEIZH L WNTNUOOHFENEFEN TN D
L. FOAvE—F Policy [@BE= Y TIZERFINET,
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

quarantine codenames:

if (dictionary-match ('secret words'))
{

quarantine ('Policy');

}

WOBITIE, HHEAET . mp3 7 7 A MERDWRMN 7 7 A VT _RTRr Yy T THARKRY > —
NHHHEDERELTWET, ZIEA v E—IIC mp3 BROEA 7 7 A VRHHEE. 2D
A7 7 A VITHIBR S L, BB DA ve—Y (RXEMOUWEE T 7 A4 0) ZARKROZEHITSE
FENET, TORA =T RTORMN 7 7 A VBTSN TWD a v —03 @ik (Policy
PREE= U 7ICHME) SNET, 7u vl SNERN 7 7 A V2R ETILERD HHA, Ak
DZEHIIA v e—VEBH=Y 760 V=235 L5 BRI L ENTEET,

strip all mp3s:
if (attachment-filename == "' (?2i)\\.mp3$"') {
duplicate-quarantine ('Policy"');

drop-attachments-by-name (' (?1)\\.mp3$");

}

RIEELEETI Ay

alt-rept-to 7 7 v a id, AvE—VOERERHIIA v E—VOT X TCOZEELIETE L%
BHEICETLET,

WDT 4 NEE, o R_Ra—TZEHEDT KL AT freelist.comMEENTNDTRTDA v
T—UEEEL, TOA v E—VDTRTOZ(EHE % system-1istsemyhost.com(ZAE B LE T,
freelistFilter:

if (rcpt-to == '\\.freelist\\.com$")

{

alt-rcpt-to ('system-lists@myhost.com');

}

EERAMEETI Va3

alt-mailhost 7 7 /4 :/Li\ J%_‘%:IJ:R L/f:)l /’[Z*V@'@AJ\VC@%{%%@ IP 7 FI/X %\ ‘T’Eﬁéb
THIEIP 7 RUAE IR A MAICER LET,
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\}

ZEIETAR b (Virtual Gateway 7 KL R) EE7H 3> .

Note

alt-mailhost 7 7 v a v BFETTHE, TUVTFANAAX Y ANZLD AL L GEHEINTZA >
T—UNREES N NE DT D ENTEFET, alt-mailhost 7 7 ¥ 3 13 quarantine 7
Iy a NERLTHEITEN, BELIEA—IL HRAMIAvE—=V2%ELET,

ROT7 4 NVZIE, TRTOZEFICONWT, ZEFDT RLAZBA K example.com [T L
ij‘o

localRedirectFilter:
if (true)
{

alt-mailhost ('example.com') ;

}

ZHUT LY, joebanywhere.com |[ZIE[E 4D A v — D Envelope To 7 K L A A3
joe@anywhere.com 272 V) . A v —I% example.com D A —/LAR A | IZEE E3E T, smtproutes
a~v FTRESNTBIV—T 4 U Z1E#RIT, §lEkE Ay b= 0N —F 4 U 7IZHEH S
NET, (B—=AN FAASLDEFA—NDONV—T 47 2B, )

Note

alt-mailhost 7 7 /4 VT&iﬂ—\o‘_‘ h%%%*gﬁéfé i’ﬁ_‘/uo :@@1@%/4 5 W_Li\ Z)‘b U e
SMTP /L — FZB L £97,

DT 4 NVEIL, TRTOA YT —%192.168.12.51C U XA L7 N LET,

local2Filter:

if (true)

{

alt-mailhost ('192.168.12.5");

}

ZE{ELAR ~ (Virtual Gateway 7 KL R) ZEF7H 3>

alt-src-host 7 7 ¥ a d, AvbB—VDEETARA NERELEEETICEARE LET, BE
TEHRA NI, AvE—VOREILERDIPA LV F—T oA A, FIEIPA L H—T = AD
TN—TIC KR ENET, IPA U F—T o ZADTNV—TNEIREINTHE. VAT AT
FA A —IVOBEUMERHZ, FTNA—THNOTRTDIPA v H—T o f A EETA X —T A
AL LU THERTZMBEABRYIRLET, 2FED, ZHIZXVIAEOETFA—NAT— U= AIZ
RO T — b7 =2 A T FLAZRETEET, FEMIZ OV T, Virtual Gateway™ 77 /

Ayt—Y 24 LaEERLEEFA—L R —0ER ]


b_ESA_Admin_Guide_14-0-1_chapter31.pdf#nameddest=unique_61
b_ESA_Admin_Guide_14-0-1_chapter31.pdf#nameddest=unique_63

B o750

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

Y= LTI RTORR SN RAAL S TOED A=V T — T = ZBRLTL
ZEU,

IPAUHE—TxA A, BUEVATATHEESNLTWDIP A v F—T =2 A AEITIP AV
=T 2 A AT N—TLEFICELTEET, ROT A NZIE, IPT RLVANR1.2.3.4THDHY
F—F RAMDOZELEZTRTOA =R LT, BfE @E) PA v Z—T = A A
outbound2 ZEHT A — o = A ZER L E T,

externalFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('outbound2') ;

}

RDTZ A NVZIE, IPT FLANR1.2.3.4THDLVE—FRARDDLEZELIZTXTOA vE—
DICH LT, IPA v H—T =2 A AD T )—"7 Groupl ZHEH L £,

groupFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('Groupl');

}

T—hAT 7o ay

archive 77 ¥/ = :/ﬂi\ TLD A /“YZ‘—‘?/ (T’\VC@)( /‘!Z‘—“/“\/&‘—kﬁ{gﬁ%éu\ﬂ) (DR=!
E—%, BFA—NT = VA EOmbox BXDT 7 A WVITRIFLET, ZDT 73T
. AvE—VERET LR 77 A NVDARINRANT A—ZE LTHEHESNET, VAT A
T ANE ORI, FRE LT 7 A VA THENICR 7 Y727 V7 a Va2 E L ET,
Flo, BBFEOT7 AN EZ 0l T7ANVERETLHIELTEET, 74270 Z s
77/(/1/0)145)556%%6;*\ filters -> logconfig YT aw KC74v% 11 T AT g V%%ﬁ%
TEET,

Note

logconfig A~ FiX fitters @#7:17:/ ]\‘/Cj—o :@"j‘j:“?:/ f\@%ﬁ/}ifﬁﬁﬁfﬁﬁiolﬂ“(
. CLIZMH LA vtE— 7 4 VX OEH onpage 118 ML T 72& 0,

mbox JERUFABHED UNIX A — /LR v 7 ZATEA T, A v b —V 2T T 57002 —TF ¢
VT A RZHEHBESNTOVET, ITEAEDUNIX VAT 5T, Tmail -£ mbox.filename]
EAJILT, Z7ANVEFRRTEET, mbox ERIZT L —2 TF AN THDHZD, TBOT
FARNZTF 4 BZEHHLTA v E—VONEEFRTHIENTEET,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
~vs—tirrsva |}

WOFITIX, T _Xa—TEEH N joesnitheyourdomain.com & —HTHHEIC, A vE—V
DA B =7} joesmith & W) BT IRFEINE T,

logJoeSmithFilter:

if (mail-from == '~joesmith@yourdomain\\.com$")

{

archive ('joesmith') ;

}

ANy A—HIETIay

strip-header 7 7 v a UId, A v EB—CORED~y X —%{~, BIETHRIZEY T H1T%
Ay—UnbHIRLET, Ny X —PEEHIEEIT. ~v X —DTRXTDA VAKX R
( TReceived:] ~v X —72 &) MNHIEINET,

WOHEITIE, TXTORA vE— TEERINT x-DeleteMe ~ v ¥ —NHIFR SN E T,

stripXDeleteMeFilter:
if (true)
{
strip-header ('X-DeleteMe') ;
}
Ny L —ICBT DEEEAT O GE .~y X —OBHEDEICITLE I TON AR (£ vE—
TONSy X —DBN, Bk, BEEIT) T ANV E) BDEENTWDRICERLTLE
EV, FEMICONWTIE, A vE—Y Ny ¥ — Lb—L 3 L OFHIG, on page 62 BB L TL 72 &
AN

NYF—/BATIa Y

insert-header 7 7 ¥ a E, A v b= IZHF LI~y X —ZFALET, AsyncOS (&, A
LTe~y X =R ZWIZ LT DM E D M EREEL E¥ A, AREND A vy E—URE
A—=NDA B —Fy M ERHTZ L TWDENE I ML, =—FPRES THRTL2LERH Y
£75

ROFITIE, x-Company & U Iy B =R R =T R WA, :ODJ\Vy_‘a:My Company
Name <1: A 5 1@75)?}}Hﬂiﬂéﬂi—§ao

addXCompanyFilter:

if (not header ('X-Company'))

{

insert-header ('X-Company', 'My Company Name') ;
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B s—sxxrmerroay

}

insert-header() 77 3 a V' TlE, ~v X —DT XA MIFF ASCII XFxFHTEE, 7277
L. Ny X —Z100iF (BEESFO720) ASCH LT LMEH TE A, Witttz Rk KRICE
OBHH, T AKR— b =2 22— FiZ Quoted-Printable & 72 £ 7,

Note

strip-headers T 73 & insert-header 7 7 /3 V%ﬁ‘ﬁ%‘/ﬁ\b“@:é Zkizky . LD A
TV HIEEDA v =V Ny A= BEIWR L ENTEET, HAICEI->TE AL
Ny A=A T 5 2 ENTEETD (Received: 72 E) | ZNLADGEIZFE T~
F— 2 EEEE T 5 & MUA 2NEELT 256238 0 3 (Subject: ~ v ¥ — 245 alfd 4
LB L) .

Ny B —IZET A RIEEITHOHE. ~y X —OREOEIITNITIITONTZEE (X vt—
DD~y A —DEM, B, BEEEITI T ANZLERE) NEERTWLEICEELTLE
X, FEIZOWVWTIE, A vE—Y N H— b—)LE L UG, on page 6 2R L TL 12 &
AN

ANYF—FXRMRETI VA Y

ARXwWET U ¥ 3

edit-header-text 7 7 ¥ a V& FITTH L, EREFOEHMEREEZFEHA LT, EELZ~y
H—T XA NEBEEWZIDILENTEET, ZOT A NHII~Ny X —NTEREKRE HTD
TXANERBEL, HE L ERKRBICE SR E7,

Tzl 2, B ACRO LD R~y =0 obDE LET,

Subject: SCAN Marketing Messages

WROT 4 2%, [SCAN] &) T F X FxHIERL, [MarketingMessages] &9 7 F 2 |k
T~y X—HNIZEELET,

Remove SCAN: if true

{

edit-header-text (‘Subject’, ‘ASCAN\\s*’,’’);

}

TANBITIA =DM LT, RO~y X —ZIRLET,

Subject: Marketing Messages

’

~

edit-body-text () A v —3 7 4 )X OBEHEIL Edit-Header-Text () 7 A /L& L RIEETI 3,
A =T D~y X =TI < ACHBEE R T,

edit-body-text () A /V[Z—“‘/ 7/]’/1/5 Li/ka)*%jt%{iﬂq L/ij—o %?‘B@/\Oﬁ A—H ﬂi*ﬁ?ﬁ‘?@f:
DOIEHEKB T, 2FHDONT A—ZTEBROT-HODT F A LT,
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N

nmzmrova ]

Example: if true ({
edit-body-text ("parameter 1", "parameter 2");

}

edit-body-text () A /'{Z“*‘:/ T A4 IVFITA /‘IZ»—‘I/ZIKXCOD%WWL@E?T%TTO %H/:EO) MIME
WM A vy e—2D TR ERBREINDD IIMET7 740 ] L RIRENDDOFEMIZ-DONT
L. AvbBE—UARILE A=V 741, onpage 65 SR L TS0,

WOBITIE, A vt—T75 URL BHIERS 4L, TURLREMOVED] &9 7 %A MIfE X
A HNTVET,

URL_Replaced: if true {

edit-body-text (" (?1) (?:https?|ftp)://["\\s\">]+", "URL REMOVED");

}

WORITIE, A vE—VORIDBHASREESDHIFRS I, [XXX-XX-XXXX] W) 7%
A MIEEZHBZONTHET,

ssn: 1if true {

edit-body-text (" (2!1000) (2:[0-6]\\d{2} 7 (2:[0-6]1\\d|7[012])) ([
=1?2) (2100)\\A\\d\\1 (210000)\\d{4}",

"XXX-XX-XXXX") ;

}

Note

E/%H#)Aj—ifﬂi\ edit-body-text () 7 4 NVHTIEA—KID %f{iﬂqfsc" i“ﬁ_‘/uo

HTMLZE#7 - >3 >

RFC 2822 TIEETF A=/ A v bE—U DT F A MEXPHEINTWOETA, RFC2822 A v

T—VHAOMD AT YD N T ARR— N EEET 7D OPEEMKE MIMEZR L) BHY
F 9, AsyncOS L htnl-convert () A v —Y 7 4 VX EfEH LT, ROMELIZL Y HTML %
TFL—r THRAMIBWTEET,

Convert HTML Filter:

if (true)

{

html-convert () ;

}
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B oozxdosran7ovay

Cisco A v &= 7 4 V213, FFEDMIME#D S A vyt —2 D TR ThHoH0 RS 7
AN THDLIPHEHBILET, ntml-convert () A v =T 7 4N FITA v =T RILDBHAL
R Td, A yt~9®2|§5(k?ﬁ31¢774’/1/0)%‘5%!]3&:01/\’(@\ AyE—URLEAyE—
VT 7 7 A /b, onpage 6 SR L TLEE 0,

html-convert () 7 o4 /L Z D LENDO HTML % #4250t BRIk > TR 97,

AvE—=UNTL—rTF AN (textlplain) THDLGH, AvE—VIFERINTICT 4 V4
@i LET, A vE—URHMARHTML A vE— (texthtml) THoHHE, T CTHOHTML
B TIEA v B—=UNOHIBRE, Y ORI HIML A v 2= IZhb S ET, %
TOF7 +—~v MITObRP, HIML 237 L —> TF A MDD Z Liddb 0 A, i
73 MIME (multipart/alternative #3&%) T, [ U= 27 VT text/plain #545 & text/html #5523 &
FNTWBIEE. 74X ITA v B—T O text/html #3457 % Bl L T text/plain #8027 L £ 97,
%@ﬂﬂ@MIME§74'7 (multipart/mixed 72 £) TiX, 39X TOHTML A0 D% 7 034 Fr &
. AvtE—VICERASNET,

)( vt— 7 4V H TIHE, html-convert() 7 A NVZ T 7 a NINEHEDO A v B—TIH
ERET DT T, Ay E—UBEDER i@‘< FHAThhEEA, A yE—YOEHEIX
ﬁ““\“(@kﬂ?ﬁ)mT LEERIATORE T, ZUCE v, BERNIMOT V2 T 7 v = /75>7|:

DAy E—VHWHST L LENTEET,

NOUR TAJdrAILToay

bounce-profile 7 7 ¥ a X, REFHADNNT LA T T v A )VE Ay =08 ) Y TE
To (RNUUVALIEEFA—NVORH ZBH, ) Ay E—VZEETERVWESG. NU X
TRT A NTRESNIZAT AT T v a UPMERESET, ZOHREIE. U AT —DORE
MOFEID B THATNDOINRNY AT a7 7 A0 (EIDYTHNTWDLEGE) ITEEL TEHES
WET,

KD T 4 )V HDOFIT [ EEEINDEFA—ILDD ISR #—|Z Tx-Bounce-Profile:
fastbounce] MHATXTDOEBEL A —/VIINT A a7 7 A/ [fastbounce| 23EH|VY Y TH

NET,

fastbounce:

if (header ('X-Bounce-Profile') == 'fastbounce') {
bounce-profile ('fastbounce');

}

TFUOFRINLSDRTLDINAINA T3y

skip-spamcheck 7 7 ¥ 3 Ui, VAT AIIRKESINT AT VY R—=ZADT VF A/NAKT 4 )V
BV TG RTARLNRATHEI VAT AERLET, avT oY R—ZADT o F AN
TANZY) CTPRESNTOVRWGE, FE3A v E—URH LN LD AN AF v o Okf
BICRESNTWARWERIE, 20773 a2 ETLTHA v E—VICEBIIH Y 8 A,

WOFITIE, AvE—VDIPLE2T—var AaT7NEWEAIZ, A vyt—iktd 5
VTFUINR—ADT VFANKT 4 JVE Y THEREN S N A SN ET,
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allowed list on_reputation:
if (reputation > 7.5)

{

skip-spamcheck() ;

}

&R R
c EEY L—PRREEIC E D X D ITHEET D0
e ANRLT ANENED BT A—NT— N 2 A ERRA v E—T ORG#E
GULAA—=IL T2 a2DINAINR

HEDA v — I LA A=A T2 arz@mHLRnEE, ROAvE—2 T4 VE T
JyvarEMEALTAALRATEET,

A= T4NETY |FREA

vav

skip-marketingcheck 2T 4T A=IVCKTET I a DA IRA
skip-socialcheck V=X Ry T =0 A—=ZKT DT I a DA IR
skip-bulkcheck IV T A= VCKET BT 7 v a DA NR

ROFITIEL, Y AT — “private_listener” TZE LA Yy E—VIE, V= v b Ry NU—7
A=ATHT DT VA AN T 72 a2 A NATHLENDL T EHELTVET,
internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck () ;

}

TFOFIANR DRATLDINAINR T3y

skip-viruscheck T a \/Vi AT A \—uxﬁ::éﬂfplj/l} /I/XT%;E ./XT.ZA%‘?‘/\"C/\/]’ VA
ATHEIVATACHRLET, TVFUANA VAT ANRRESHTWARWES, £720%
A E=UNHLNLOTANVAAF ¥ VOMBRITHESILTWRWERIE, 2077 g
ZFEITLTHAvE—=VICERBIIH Y A,

WROFITIE,  lprivate listener] &9 U A F—TZEFELIEA vE—VIZH LT, 7 F AL
VAT HNET UTFUANA VAT DK DB A RASTVET,
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. T7ANLEAT—2aY TANB) UV TEEVITFANDHVRTLDNANRR T3y

internal mail is safe:

if (recv-listener == 'private listener')
{

skip-spamcheck() ;

skip-viruscheck();

}

T77A4IL LEaAT—2ay T4 ) 0BKV T 7AW RTLDINAINR T
o3y
skip-ampcheck 77 3 3 UE, A vEB—Y NV AT ATRESNEZ7 7 AV LE 2T — 3
TANBEN U TBERT 7 A NG ENANRAT A EETAITHEY, VAT AZHERLE
T, Z77ANVE2T—v a7 4N Z ) U TRBIVT 7 A VGHRRE I TWRWEEE,
FEIEFEAE—UBHELN LD T AL LE 2T —S gy TANAEZ YU TBINT 7405

A% v L OFRICBRESHTOARVEAE, 07733 2FTLTHA vE— DI g
ESWE I

WOFITIE, PDFIRfT 7 7 AN EEDRA v E—URN T 7 A0 LE 2T —Say 74 0E Y
TBILORTZ 7 AN ENRANATDHZ EE2BEELET,

skip amp scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}

DANWNATIORTLAY T4ILEDRXv U TMBINAINA TH 3>

skip-vofcheck 7 7 v a i, AvE—VYDOUANAT ORI LA T TANFILDAF Y=
VTR ANANASIND LD VAT AR LET, VANVAT U RNT LA T4NLED
AX X =V TN A F—=T MR TWRWGAE, 20T 7 v ar2F-TLTHAyE—Y
IR H Y /A,

WOFITIL,  Tprivate listener] W9 U A F—TZEFELILA v E—VIZXH LT, VALAT
TRTVUA T TANEDAF ¥ =2 IR ASA RZAIPLTOVET,

internal mail is safe:

if (recv-listener == 'private listener') Outbreak Filters

{

skip-vofcheck () ;

}
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rve—vavemrsvar |

CRTEMTOaY

tag message T aviE, DLPRIV > — T4 VB2 Y T THEAT LA LHGEZEEA v
(AL ET, DLPRY v —ZREL T, AR U HBEA v E—V X TRHDHA v
*‘V@CBE%T%.’) TENTEET, AvE—V X 7IREHEMTEIRRENETA, ¥ 74T
(X, [a-za-20-9 -1 DFHDILFD O AEEDO S D EMAGbE THEMATE ET,

A= DT7 4B U SIERT S DLP R Y U — DR IEDFHEMZONWTIL, [F—F WM
KBhilk] OEEZSRLTLEIN,

ROBFITIE, 4T TiEncryptl)] BDEENDA v E—VIIA v =V X T EHHAL TWET,
Cisco Email Encryption MEH TE 25513, A v EB—VOBMERNIICA vE—VE2Z DA v E—
U H 7 CHESAET 5 DLP AR Y v —ZAFR & 97,

Tag Message:

if (subject == '"“"\\[Encrypt\\]")

{

tag-message ('Encrypt-And-Deliver');

}

Ry T r)EMT7IV 3

log-entry 7 Z v a it WAXVAAXLETIXFARNE, TFA K A—)L a7 nro UL
TEMLES, TOTFRRAMNUTT 7 v a VEBZHENT 52 LRTEES, 2077y ar
AT DL TRy TRHTERR T XA MR, A=V T4 NVERT 7 a2 F 7L

HIZBET 2EHREFATEES, 7 = M A Yy E—Y TR U TICHRRINE
D

WOFITIE, A v =Vt LOBEFERNEENTWD LRI SN d A ve—U 0Ny
VASINEZ EERT e o FUBMEASILET,

CompanyConfidential:

if (body-contains ('Company Confidential'))

{

log-entry('Message may have contained confidential information.');
bounce () ;

}

URLLEaT—2a>r 703y

AvE—VIZEFNBURLDOLVE 2T — gy 2a7 %L T, URL E-13F0EEELE
FLEd, BEARFEMEFICHOWTIE, BEEDH D URL £7201FEFE L < 22V URL 725 Off#
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B wriiEas—sa B SERLETER MCERT S

DAy E—JICEENAURLOET : 74V ZTOURL LV E 2T —> 3 £7-1Z URL BT
FVOTIarOfff #2RL TSN,

INLDOT 7Y a T, = VIRETT,
URL L E=2T7—vay 77 ¥a rO&HMIRO EBY TT,
*msg_filter name [ Z D A =T 7 4NV HDAHRITT,

*min score B L Wmax score ld, 77 v a viEAFHOK/NA T LKA 7T, #
M#EHIZIE, FEET2EbEENET,

BANATT ERRAITIE -10.0 05 10.0 £ TORBANOEM CTRITFNIERY TR/ A,
Lt aT—va P —EARL AT PRESNRWGEDT 7 2 a Y EEET DI
ZDOT 7 v ard Inoreputation] NN— a3 EMHEHLET, 2OV TILIFEDOIET
ML ET,
* allowedlist I (urllistconfig a< ]\%1§ﬁ% LT) E%éhf‘l\é URL U & ]\@%ﬁﬁ
TY, #FFAU R MOEEIMMEETT,
* preserve_signed DNEIZ 0 F72X1 AN LET,
l-ZOT 7T arERELDA yE—VIZTICEIT S
0-ZDT7 7 TarEdT N TOAyE—VITEAT S
preserve signed BEBELRNWE, 7733 VEIRBADA =V TICEHSNET,

ESPEREY=]

*URL LB 27— 2 IS & URL 27 & A MMIEHT 5, on page 102
«URL L ¥ 27— 3 23 % URL OfElZ BV B <, on page 103

sURL LB 2T —3 g 3% CiscotxFa VT4 7uaxU|ZURLEZ VXA L7 M5
, on page 103

URLLEa2T—2 3 VICEDEURLZTHR MCEHRT D

LEAT—2arH—EXNLRIATARMEINSBEIZTI 3 VEFRTT HICZ
url-reputation-replace T = \/Z/\_”{&i’i‘ﬁﬁ Lijqo
url-reputation-replace 7 7 v a Y EMHHAT A7 4 VW F DL EZRITR L ET,

<msg_filter name>:
if <condition>

{url-reputation-replace (<min score>, <max score>,’<replace text>’, '< allowedlist>',<
Preserve_signed> ),}

replace_text &, URL Z#EEXHZ 57 ¥ A S TT,

LEAT—2ard—EXNbRATIMRBENBWMGRICT I L a v ERTT SIS
url-no-reputation-replace T A ‘/é”fﬁ%ﬂq Li'@ﬂo
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
URLLE17—>3vicgs= RLoEBERYER< |

url-no-reputation-replace 77 > a Y AT 57 4 VW Z ORELZRITRLET,
<msg_filter name>:
if <condition>

{url-no-reputation-replace ('<replace text>', '<allowedlist>', <Preserve signed>);}

replace text |&, URL Z#EXH# iz 57 F A N TT,

URLLEaT— 3 VITEDE URLDOBEREI YR

LEaAT—Y a3V H—ERANLRAT7HNRBENJIGEEICT I a vEETTHICE
url-reputation-defang 7 7 3 Y &M L 7,

url-reputation-defang 7 7 ¥ a VY EMHEHT D7 4 VX O E IR LET,
<msg_filter name>:

if <condition>

{url-reputation-defang (<min_score>, <max score>, '<allowedlist>', <Preserve signed>);}

LEaT—2 a3 v H—ERADLRAT7HIRBENGMESICTI a3 vEETTHICE
url-no-reputation-defang 7 7 >3 L £,

url-no-reputation-defang 7 7 ¥ 3 VAWM 57 4 VX ORI LE T,
<msg_filter name>:

if <condition>

{url-no-reputation-defang ('<allowedlist>', <Preserve signed>);}

URLLEaTF—SavizEDZCiscotxal)F4 7AXVIZURLZYSEALY FT 5B

LEaAT—2a v H—EANLRATHRESNBIGEEICTI a3 vEETTBICE
url-reputation-proxy-redirect 7 7 ¥ 3 Y &HEHA L £,
url-reputation-proxy-redirect 7 7 ¥ a Y EAEHT DT 4 VX O EZRITR LE T,
<msg_filter name>:

if <condition>

{url-reputation-proxy-redirect (<min_score>, <max score>, '<allowedlist>"',

<Preserve_ signed>);}

LEaT—Y a3 v H—ERADLRAT7HMREBENGMESICT I3 vEERITTHICE
url-no-reputation-proxy-redirect T4 V%{ﬁﬁﬁ Li?o

url-no-reputation-proxy-redirect 7 7 3/ 49 VEEHAT AT 4NV E O ARSI LET,
<msg_filter name>:

if <condition>
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{url-no-reputation-proxy-redirect ('<allowedlist>', <Preserve signed>);}

URLAT3Y) 7H>ay
AvbE—VICEENDURLOIT I 2 LT, URL £7213F0@E2LE L4, EE
BREEMZOWTIE, EEDOH D URL F2ITEFE LRV URL ML DOEED A v —JIZE
NAHURLDEE : 74 VA TOURL L 2T —a X URL AT IVDOT 7 a>D
i #2B LT EE,

INHDOT I a TR, V—IVIEIARETT,
TRTOURL BT AY 77 arrO&EDITROEBY T,
+ msg_filter name (X vE—2 7 4 L H DLFITT,
s category-name |X URL 77 IV T, EEONT TV EIEBEETHHEF. £ 73V %0
U TREINET, ELWITIVLAEHRTAIZE, a7 74V ZD URL T
TYUEMERIIT 7 a 2R LT IEEY, 53V O & FIZOWTiE, URLSY
TAVIZONWTEZRLTI I,
« url_allowed _list (% (urllistconfig =~ > RZEH L T) EZEINTWD URL U A kDA
V(:‘ﬁ—o
« unsigned-only : 0 £721% 1 Z AT LE T,
l-ZDT I VarERBLDA yE—VREFICHEAT S
c0-ZDT I varEITRTOAyE—ICHEAT 2

FEIE
«URL 7 IV ICHSE URL 27 F A MIEHT S |, on page 104
« URL &7 2V |ZH-3& URL OfERZH Y R < , on page 104
cURL #7 T VIZHSE CiscotFx =V 7T 4 7aFU|ZURLEZ U XA L7 h3 %, onpage
105
URLATIYICEDZURLEZTF X MMZE#RT S
url-category-replace J 7 v a Y EMHEHTH 7 4 VX DL ERISRLET,

<msg_filter name>:
if <condition>

url-category-replace ([ ‘<category-namel>’,’<category-name2>', ...,
‘<category-name3>'],'<replacement-text>’, ’‘<url allowed list>’, <unsigned-only>);

replacement-text |, URL ZEEX# X 57 F A FTT,

URLATTVICEDEURLDBERZEEY K<
url-category-defang 7 7 ¥ a Y EMEHATEH 7 4 VX DL ERIZRLET,

<msg_filter name>:

if <condition>
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
URL 75U I®S% Cisco ¥ U7« FOXVIZURLEUSEALY 55 [

url-category-defang ([ ‘<category-namel>’,’<category-name2>’,..., ‘<category-name3>'],

"<url allowed list>’, <unsigned-only>);

URLAFTTVICEDECiscotxa)T1 JAFVICURLZEYFA LY RT3
url-category-proxy-redirect / 7 3/ = VAT AT 4V E O ARSI LET,

<msg_filter name>:
if <condition>

url-category-proxy-redirect ([ ‘<category-namel>’,’<category-name2>', ..

.

‘<category-name3>'], ’<url allowed list>’, <unsigned-only>);
0 > ~ ~
ARL—30%L

FRXL—va LT 7 v a i, BEEFATLERA (no-op) . @A FEEE, Koo 77
EXEOMDOT 7> a B LR2VWGRICA vy =Y T4 VA TCIOT 7 a2 TEE
T, 2R ERLEHLWA ve—Y 740 VX OEIWER R T DLEIC, BER LT 7
varEEHATEET, AvE—Y T ANAEREELEL, [AvE—T 7 0 V¥ (Message
Filters) | L R—F X—=UZFHLTH LWA v — 740 VX OEMEEZE=% L, B
JETDE T 4 N ETETCEET,

WIT, BAER LT 73 avaAve—Y 74V ECHEMATAEZRLET,

new filter test: if header-repeats ('subject', X, 'incoming') {no-op();}

BEA—ILDBEET I3y
BIEI N A v E—U 05 From: ~y X —%HIFRL, =0 "o —7 R EETEIBRAET,
DAY= T 4 E %, A yE—VHNOFrom:~y X —EREEOHELHRL, avT v

VHEOHEO~yF T AaTNT0L ETHDIGEE. Ayt —Y 7 4V H L From: ~v
H—ZpEL, mo_Xn—7%KEHELESHZET,

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }

AT 7AINDRAF

BAA—NT— b Uz TEar T oV AXFy T E2FEH LT, SH0FRY — LS Lz
AvB—UNORG 7 7 ANVEHIBRTEET, KOAvE—VFZOEERETEET,

W77 ANDT 4 NEZ Y TR EDT 7 ANIAT, T4 =TIV b G774
IWONFIZEESWTATI ZENTEET, 74—V ML TR T 7 A4 VO IERE
RREEAHRT ALY, 2= FITEBEOH LI 7 7 A VOPET (exele &) #—fi%
A7 PrE 7 (doc/2 &) IZEHE LT, ARINELEINTZ T 7 ANVBIRMNTZ 7 AV 7 4 V5 %@
WTEDLEICTHZENTE RV ET,

W77 ANDaLr T oY EAX Y T LB, a2y T oY Ay HIIRG 7 v A VT — 4
ZHIH L, ERRBUC KL DMREZFITLET, BT 7 ANDT =2 L A X T —Z O T
BB L 720 £9, Excel £721X Word LEA AX ¥ VT2 AE. 77140 A%y =
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B =07 roxxes

UUtT exe, Jdll, bmp, .tiff, pex. .gif. .jpeg. .png. Photoshop H{EDKHDIALT 7 4 Vb
BHTEET,

FBAA—NT =" T2 A DAL T UV AXY T TR, ROT—HA T 77 ANVEXNTarT
VAR U EFATTEET,

*ACET7—HhA7

CALZ T — AT

sApple T A AT A A—T
«ARI 7 —h A7
cbzip2 T— A7

*EGG 7T — 47

« GNU Zip
cISOT 4 AT A A=V
sJava 7 —H AT

* LZH

* Microsoft ¥ ¥ Er > b 77— A 7
eRAR ¥ /LF/R— K 77 A )L
*RedHat /Ny 7 —¥ ¥ 32—V 7T —HA 7
* Roshal 77— 4 7 (RAR)
*UNIXAR 7 —H A7

* UNIX [£HE 7 —H A 7

» UNIX cpio

* UNIX Tar

XZT —NAT
«ZIP T — AT

» 7-Zip

*« ARC
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FT7ALDORF Y THATEAvE—2 7105 [

Note

AT UV AX Y FEE T 7 A VOFEMERRT HITIE, Web A U H —T = A AT[EF2Y
7 4 P —E X (Security Services) ]>[AF ¥ L EIE (Scan Behavior) | ~— &Ml HIF 270,
CLI T contentscannerstatus 2~ > N2 L £, b7 7 A ML, 7Ty 77—k =
PHEALCHBMICESSNET, N6 7 7 A NV ETEITESTH2581F. Ax% v o @fE
DFEIE, onpage 142 ZH L TS 7Z 30,

ESPERENS

T T ANDAF ¥ AT HA v E—T 7 4 /L4, on page 107

« A A—4534T, on page 109

A A—=VB/HT AT v TP DFEE, on page 109

e A A=TUBHHERICIESNET 72 a VEITDO A v — 7 4 )V F ORERK, on page 111
* 1#%0, on page 113

T T T ANDAF Y A yE—T T 4 )L X D, on page 114

AT F7AIVNDRAZT Y THERT DDA YyE—2 T4ILE

WORIEH SN TWDRA =V T 4N E T 7 va i, &K TRrwWTI7yarct, (R
7 7A40E Ry 7EN, AveE—VO0EREITINET) &

FFarDaRrybME, T2 —DEIIA v E—VITBMENDETHA KT, AvkE—U
TUNE T I vav B N7 7ANVDAT Yy A vyE—Y 7 4 V% OB, onpage 114% 5
W) #HTZ b TEET,

Table 8: I 77 A VNDRAF v VTHAT A Vv E—C T LB TIa Y

=3 37 A
w77 A0 Ray drop-attachments-by-name Ay E—VOWAT T ANDI L, HE
7" (4wl (<r2gular expressiin LIZIERERBL L — B DARIDT 7 4 v
>[, <optional I _XC Ry LET, T—HA T
comment RKOUAT 7 74 (zip, tar) PITHEST

>]
D77 ANNEDIEGE, ZORNT 74

MIFey7IhnEd, ™F7 74000
AFx ¥ A= 7 /X OB, on
page 1142 Z ML T2 &0,

{Zﬁﬁ‘j 7/‘,}]/0) ]\\‘D 7 drop-attachments-by-type )( /-E%\:/@%H‘7 4 /r/I/O) 5 ‘6\ *Eﬁiﬂ
70 (y/l) 70/1:31”) (KMIME type Lf:MlME 57/1' 7Di f:6i77/])/1/1ﬁ:9§¥‘
>[, <optional comment ICEEMUTAHAMIMEZ A 707 7 A VAT
. RTFRyFLET, 7—04 THAD

W7 7 A (zip, tar) WIZIZHUT 5
TrANRD LA, ZOWRNT 7 AL
T Rey7snET,
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B siorroxsrocEAT s vE— 704

#R1E

X

Bl

W7 7A400 RKa v
F(TFANEAT
i)

drop-attachments-by-filetype

(<fingerprint name
>[, <optional comment
>1)

A=V OB 7 7 AND L HE
LET7AND [ 740 FH—FY ]
LT DT A NETRT Ry L
9, T—IA THROUEF T 74 v
(zip, tar) NICZYET D7 7 AN DD
Wa. TOWMI7 7 A VT ey 7 Eh
£

W7 7A400 Ra v
-7 (MIME Z A 75l])

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment
>1)

A —=VOWRMNT7 7 AND DB, FEE
DMIME A4 7D7 7 A4 VETTK
oy ZFLET, TOT7 I arTiET
A NAEREFIZ X 5 MIME % A 7 OB
Thhd, 7T—IA4 7 ONEOHERH S
nEEA,

W77 40D Ry
7 (YA XB)

drop-attachments-by-size
(<number
>[, <optional comment

>1)

Ave—VORMT7 7 ANDIH, v—
T a— FERTHEELLETA X (A
FNEAD) UEDOY A X THHLT 7 A V%
TRCRey S LET, T—IA4T7 77
ANVETNIERN T 7 A NVDOGE. ZDT
7 va %, EMERTO YA X & MG

T, EEOBEKROY A ARl E

R

W77 A4 NVDAF ¥
N

drop-attachments-where-contains

(<regular expression
>[, <optional comment
>1)

A=V ORMNT7 740D FEE
LE-IEREHZEL 7 7 A V2T TR
vy LET, T—HAT 77V
(zip, tar) 1L, TIZTEENTND 7 7 A
ILDWT I IERRBLE —8T 255
W Re Yy 7EnEd,

77400 Ry
7 (FEE L O—E5))

drop-attachments-where-dictionary
-match (<dictionary name>)

DT 4 NET T a it FEEORE
ED—FUZEADWTHAT 7 7 A V2 HIBR
LET, 7740 ThD LYW EIN
% MIME #85 O FIEE DN GEE O HFE & —3
T 5856 (o, 2—FERO L X VWE
WZELTWDEE) « M7 7 A VE
FA=AMOHIBRSNES, 77 A
IWDAX Y Awt— 7 4V HDOH,
onpage 114 ZZH L T 723,
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A4 A—

~

v

ﬁj\

il

T |

A=Vl LoTIA AT EGLLORHY, WU TRV T YRRV AT v T
DI EMRBIIRDGERDBVET, A A=V VU EFEHLT, &1 A—/VAOHY)
ThRWaArTF U ERELET,

AA=TFITAPIE, AA—VRBHEEZET 27 VT ALEFEH LT, ARz 7o
YORBEEEHLET, INo0T AT XNE, &AL, BBROERSA T — Ry
FEBHTEET, TF I, REdRa T oY OB L DI, BERNOIIR
DHEAT L HBENOMOEIZIHT DUEAOEIS ZFFETE ET, ILEOEIE M EWOEZRIT,
RO THHAREMNE L 20 £9, TATY AT, WnARBHETHENLEREA,

ARA=UHBHINE, ToFIANABIOT VFRARNA A%y 2P OMEERIINEE
HET20DTIEHY FHA, ZOMHERIL, ETA—/VNOBEE TR T Y 2 RFET
L2 EICEY, IR COMAZRET 220D LD T, A A—VUofiAfdyr o
AT DL, A—VOREEL ST, B X OMERORFES TE LT,

BIA—NT—RNT 2 TA A=V ERETDE, A A=V 7 4 VEIL— L EFHL
T, BOLWETFA—NVERIIREYREFA MK L TT 7 ary2F T TCEET, A
A=Y AFx ¥ U TCIX, ROZATORMNT7 7 A V&2 AF ¥ TEET : BMP, JPG, TIF,
PNG. GIF, TGA, PCX,

ARV T 7 ANEAR Yy T DL, Cisco 74 A=V MZEXOT77 A0 2 A4 TN
BEEN, AA—TFIAWIIA A= arTF o VEST 57403 X858 HHLET,
AA=TY PO T 7 A NVITHDIAENTWDEE, 20T Y AX v FIE7 7 A V&2 L &
To A A=V ORERIT, A vE—VRETHEINET, A vE—VITA A=V RN
B AvE=YORATF0LRDET, ZHIEDPREERD [Clean) THDHZLERLET,
ZDID, A A=V RRNRA v —UICHT 200 RIT [Clean) & 720 £7,

A A=V HAFY U IO UDETE

ATy T

ATy T2

GUI oA A=V A 2 —7 MET 2121E. ROFIAZFETLET,

Procedure

[E%= VU7 ¢ —ERX (Security Services) ]>[IronPort{ A —/3#7 (IronPort Image Analysis) ]
DN S F

[£7%) (Enable) 127V v 7 LET,

LT Z L amT A v —URFRIN, O REENFRINET,

AA=TGHT 4V E N—VEERT DL WROBGIFERICESNTT 72 a v ERETE

3
«[EH (Clean) ]: A A=V TRV LT UVIEHY T A, A A—IDHrORERIT
Av—VRKRTHAINDILD, A A=V BRNA v =V AF Y T 5 &R
IX[IE% (Clean) ] &720 7,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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ATy T
ATy T2

ATvT3
RATv74

ATy TH

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

s [BEH LU (Suspect) |: A A—VITHGI TRV T YR DLFREMENRH D £77,

» [RiEY) (Inappropriate) ]: A A—VIZ@YIThRWVWa T Yyndbv £,
CNLDFHBEERIIT, A A=V T FIAFDOT AT XKL, W TRNa T YR
b DA R TREAT D B TohE T,

ROMEHPHERE SN E T,

« [IE% (Clean) ]: 0~ 49

s [B&> LV (Suspect) ]: 50~ 74

 [RiEY) (Inappropriate) ] : 75 ~ 100

What to do next

WEEBRETDHIEICINA A=V Ay U EMFRECEET, LY, BHEZHOT
TENTEET, 72 z2E, BHENRAEL TWAEAIE, BEAKS LET, Wi, A A—
VAXy s CHYITRWI T Y RNBREINTWARWESIL, BEEZEERELET, BE
BREIZO (B L7evy) & 100 EEDNRE THD) OMOETT, 774/ hORED
65 IR TET D EAHELEL F9,

REEIE B

o 4 A= HTERE D FHEE, on page 110

Procedure

[E% = VU7 4% —ERX (Security Services) ]>[IronPort{ A — 4347 (IronPort Image Analysis) ]
DN HEAE T,

[RRE DR (Edit Settings) 127V v 27 LET,

A A=V OREERTE LET, T 74/ NOREED 65 ITRET D L2 HIELE T,
[IE% (Clean) ]. [%&#> L) (Suspect) ], 3 X [AEY) (Inappropriate) | DR 2 5% E L £
T

EOFPHAZHRET 256, ENRERLRNEIICLTIES, Flo, T TEEZ#EMLT
<TZEvy,

EE T, B/ A ROBEMEET-SIRNA A=V D AT v A 2T 5 K 91T, AsyncOS
ERELET HELE) , 7740 T, ZOREIT 100 BV B/VICERESNLTONET, 100
THNKEDAA—ThEAX Y U358 BB RAET DAREENH Y £7,

imageanalysisconfig =~ > RZfH L CCLI TA A — YOk 5 AT H EHTEET,
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BEDAytE—

A4 A—
TR

wEoAve—vopzEzaroxrs I

What to do next
EPEREYS
cFFED A v — Y DHEA 2T DFIR, on page 111

COHERIAT DRE

BEDA =YDV a7 — gy AaT EHRTH10E, A— el LET, A—
N TINEIA A=/ FETNTT 7 AN, FEDA v E—VDOPMT 7 7 A VDR T RERE
NEd, £, v ZIAIT7 7 A NVHDA A=V N AT ¥ VA[FENE ) IOV TOIER S FoR
SINFET, ZoulIlE, A AV TIEHRL, FAvE—VORMN T 7 A L OFRERICET S
HHRNERINET, L2 AvEB—VICIPEG A A=V e ETezip 7 7 A VISR &
TWeGa, v 27 oxy s UVIZIXIPEG DAHITIER L, zip 7 7 A VOAFINE R INET,
Fio, zip 7 7 A NMIBEEDOA A=V NEENTWEEE, v/ =2 FUZIETRXTOA A—
VOBRRKAATINERSINET, lunscannable] DEBEINL., WTNNDA A=V N AF ¥ T
XRNWZEEERLET,

a7z, AaT BN EO L IRFEORME ([IE% (clean) 1. [B&4> LV (suspect) ], F72iX
[~ (inappropriate) ]) IZKBES D ICBET HEHRITH D FHA, 727EL, A= r s %
ﬁfﬁ LTHEDA v E—VORMEZ B CE 5720, Avb—IICR L TEITENTET 7V 3

ko T, A= WITRIE A A=V FERRIFED LA A—UREENTWZNE S b
moET,

72 Z2E ROA—=N BT T, A A=V AFY VOFRER, Av®—T 74007 L—)1
WCEoT Ry SN zmft7 7 A NV ERLTVET,

Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg'
is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment
'Unscannable.jpg' score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

SHFHERICESNET I L3 VEADA v E— ST 4 LED

AA=VJMEA =T MILTED, AvE—V TN ZE2ERLT, SEIERA v E—Y

DFHEIZK L CISEIERT 7 v a VEFETTLMLERDY £, 72L& 23, MER &R
SNTAYE—VZEEL, NElRa T oy zaghelfilfianic A vy — V2 REEST 24
HRHoHELET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B A ostolBIES0THER T 7 A LERET BT VY T LA DR

\)

Note

4 A=DHHD

VAa T, REYERIIRDLWEFMiENEZA v —V% Ry PERIIAAT ALY
TLEAEMRLET, RDVIZ, BCHEZRELTRLY ROWHIZOWTHIET 57012, ExK L7
AvtbE—UDav—rREELET,

WDT7 4 VL, 2T YRR EIEERD LWEEILY 72 bnd A vb—T %R
LTCWET,

image_analysis: if image-verdict == "inappropriate" {

strip-header ("Subject");

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" {

strip-header ("Subject") ;

insert-header ("Subject", "[suspect image] $Subject");
}

}

ESPERENS

o A A=V BT FESWTIHN 7 7 ANV ERET LT 7 4 VX OERL, on
page 112

FHEICESVTHRHA T 7ANERETDHILTUY T ILEDER

AA=VGEAR—TNMCTDE, ATV 7 4 FEER L TA A— T 50 ORI
ST 7 7 A NVEHIBRT 20 SESERA v E—VOREICH L TSI ESERT 7 s
YEFETTLHEDCT AN I ERETEET, LT RNEdhar 7oy aegie A vt—
VERBET 5 Z LITRELIZE LET,

A A=V ORI IE S TEAN 7 7 A V2 HIBRT 21213, ROFIRZFEITLET,

Procedure

ATFwT1 [A—/LKY P — (Mail Policies) ]>[3%fg=> 7> 7 4 /L% (Incoming Content Filters) ] % 2~/

Uy 7 LET,

ATFwT2 [74 V& %EM (AddFilter) 1227V v 27 LET,
ATFYT3 arTUY T4 FDOLRETIREATILET,

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER

A4 A—

B e e e D o |

ATy T4 [773ar (Actions) | T, [T 7 v a%iBM (Add Action) 1 %7V v 7 LET,

ATV TS [ 77 A VERIZ K - THRAZ 7 A V& BRZE (Strip Attachment by File Info) ] C. [4 A — 4347
H]7E (Image Analysis Verdictis) | %27 U v 7 LET,

ATV T6 ROA A =TT OF A HEIRL £,

« 5&b> LV (Suspect)

« A3y (Inappropriate)

o Rl d U< i35k LU (Suspect or Inappropriate)
o« 2% % L ARH (Unscannable)

« IE% (Clean)

SHIFHEIEICTH Y3 v ORE

A A=V O ESIL T 7 a U ERET HICE, ROFEEZETLET,

Procedure

ATy T [A—/AR U ¥— (Mail Policies) |>[%f=> 7 Y7 4 /L% (Incoming Content Filters) | % 7
Vo LET,

AT T2 [74NVHFZIBM (AddFilter) 1227V v 7 LET,

RATYTI avT Y T4 NS DOARTEANTILET,

ATw T4 [§ (Conditions) ] T, [&fF%iBM (Add Condition) 147 U v 2o LET,

AT TS [T 7ANDT 7 A NVIEH (Attachment File Info) | T, [ A—Y0HHE (Image Analysis
Verdict) | %27 Vv 27 LET,

ATV T6 WOWTINNOFHli 2RI L 7,
« 5& LV (Suspect)
« A5y (Inappropriate)
« ARG U< 135D LY (Suspect or Inappropriate)
o« 2% ¥ . ARA] (Unscannable)
« IE% (Clean)

AT9 71 [77 a8 (Add Action) 127V 7 LET,
RTYT8 A A=V OIS TRA v =X LTIFATT LT 7 v a U EBBRLET,
ATvT9 BEREEEEL, RIFELET,

GUI D [T F A R Y —Z (Text Resources) ] ~— F 7% textconfig CLI 2~ RAfEH L
T, HAZLEHT VT L— R 2T XFAR )Y —RL L CHETHIELTEET, Ihvd,
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B siorroxxry 2ve—9 700508

W7 7 ANDT gV H —)L Ef A DY THERT 5 S EF) Y — /LT3, @7 L—
MIFEASCHUXFAEZ Y R—FLTWVWET (For L — 2T H e &, = a— REERT
HEIITEREINET)

WOHFITIE, TN textconfig A< FEMEHL T, strip.mp3 &\ I L ETOBENT 7 L—
FAERLET, ZHid, @A v =Y OAITHASHE T, KIS, IRFT7 7 A LD7 o
NE = VBB L, mp3 7 7 A VIR A v E—UnbHIBRENIZGES. TEL TWEZES
FETIC mp3 7 7 A ADHIRE NI 2 & 2 BAT BT A —ADNREEND L) ICHETE X
R

drop-mp3s:

if (attachment-type == '*/mp3")

{ drop-attachments-by-filetype ('Media');

notify ('$EnvelopeRecipients', 'Your mp3 has been removed', 'S$EnvelopeFrom',
'strip.mp3');

}

PRI OW L, AR XN B —i@iT 7 v 3 >, onpage 86 B L T E &V,

BREATF7AINDREY D A ytE—2 T4 IL2 DA

ANy A —DHEA

WIZ, M7 7 ANVITKR L TIFITSNDT 7 v a v Ol R LET,

o~ X —OFF A, on page 114

« 77 AN EATIZEDUAT 740D e v 7, onpage 115

c T4 aF VORI DN T 7 A D R 1 v, onpage 116
o (R STZIRAE 7 7 A LV ORFEE, on page 117

o« RSN TWRWIRETZ 7 A L O, on page 117

ZOFTIE, RN 7 7 A MTIBE LT T oY RNEEN TV DHAIT, AsyncOS 3~ & —
EHEALET,

WOFITIL, HDEF—U—RKREENDINEI N, AvE—VOTXTOIRMN 7 7 A V%R
X v T/L/iTO TRTOERM 7 7 A MTHF—T — %75‘@@?“5%{5\\ T AHZ LD x-Header DD
HASNET,

attach disclaim:
if (every-attachment-contains('[dD]isclaimer') ) {
insert-header ("X-Example-Approval", "AttachOK");

}
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I
Jran 4Tz rER T r0rny T |

WOBITIE, HEDNSA TV T—=ZDRE =V PWHDHNEI D, IR T7 7 ANV EAXT Yy U LE
T, 7 4V HZ X attachment-binary-contains 7 A /L ¥ JL— L& LT, PDF R¥ =2 A |k
M FALESNTND Z L BRI NE = EBRBLET, ATV T —=FRICEDZ— 3 F
BT D56, DAZ L~y X—PASIET,

match_ PDF_Encrypt:

if (attachment-filetype == 'pdf' AND

attachment-binary-contains ('/Encrypt')) {

strip-header (‘Subject’);

insert-header (‘Subject’, ‘[Encrypted] $Subject’);

}

T77ANERATIZ&BHRGFT774 0Dy T

WORFITIL, W7 7 A4/ lexecutable] 7 /V—7" (Lexe, .dil, BLW.scr) DAY E—Y
MOHHIREI, BIBRENTZT7 7 A NVOL4RTEZ Y A NTHT XA NBA v E—VITBMENET
($dropped7filename T va s EREHEHLT) o drop-attachments-by-filetype 7 7 3/ 5 o
IR 7 7 ANEHER L, 3XFOT7 7 A NMLRFIZTTIERL, Z7ANVDT7 4 TT—TY
Y MIESWTEHRMN 7 7 A VEEIBRLET, 12507740 247 ( Tmpeg) ) ZIEELE
D, 277 AN EZATDFTXTDOALN ( [Media) ) ML) TEET,

strip_all exes: if (true) {

drop-attachments-by-filetype ('Executable', “Removed attachment:

S$dropped filename”);

}

/J/—(@WJVCLi\ 3:‘/“\‘\13_70%1§%L7ﬁ F‘)(/])‘/example.com V\j@\:ﬁ?{bfcﬂl\} Vt_yﬁ‘%\ Iﬁ“
U lexecutable] Z/L—7"DOUAfT7 7 A4 (Lexe, .dil. BLW .scr) 25, HIFRIILET,
strip inbound exes: if (mail-from != "@example\\.com$") {

drop-attachments-by-filetype ('Executable');

}

/k@%’ﬂi\ i‘//\‘\mb‘7°%1§%75§ ]“)l/])‘/ example.com V\]@:ﬁ’{fbfcﬁb\f ‘Y'IZ”—‘T‘/\‘ﬁ)%\
T AN ZATOREED A /N (Twmf] ) BLOIE L lexecutable] 7 /v—7 DRl 7 7 A
% (.exe\ .dll, j%i(ﬁ.scr) b\ﬁ]lJEf%ézhiTo

strip inbound exes and wmf: if (mail-from != "@example\\.com$") {
drop-attachments-by-filetype ('Executable');

drop-attachments-by-filetype ('x-wmf');

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B varvo-msamoriroray7

\}

WOBITIL, W7 7 A4 LD Texecutable] FRTERK NV —T, LVEZDIRMF7 741D
AHTEED LIRS NTWET (077 v ar T, M7 74 VD7 7 AV Z A 71
ERSNETA)

strip_all dangerous: if (true) {

drop-attachments-by-filetype ('Executable');

drop-attachments-by-name (' (?i)\\. (cmd|pif|bat)$"');

}

drop-attachments-by-name 7 7 3 3 > Cl¥, £ ASCIl LFZ2HHR—rLTWET,

Note

drop-attachments-by-name 7 7 3 3 1. MIME ~v Z—Tx ¥ 7IF ¥ N7 7 A V4 IThE
LTERERBBEAZIATLE T, MIME~NYy X=X ¥ 7' F v I 7 7 A VA, &EIC
AR—ANFET DHENRH 0 £7°,

WOHITIE, W7 7ANNA =TI exe ET 77 ANDT 7 AV XA T THROVEGAEX
Fay7FanEd, 2L, 7402 E BT D77 ANV A T 22T ELTHOD
W77 ANBHEDA =V ~DT 72 arBFEITLETA, To& 2, ROT 4 VZ X
exe 77 AN ZAT TRV 7 7 ANV EGOA vy E—VE Ry LET,

exe check: if (attachment-filetype != "exe") ({

drop () ;

}

Ay B —=VIEEDORMN 7 7 ANVDRDL5G. BT A—NT— N = A IMMOBRST 7 7 A LD

cexe 77 ANNTHEWEAETH, BT 77 ANLDL7 LB 1 9OM exe 77 ANVDEAITA >
t—U% Ry LERA,

T4 3FTVO—BIZEBDHRAT7AILD KOy T

Z @ drop-attachments-where-dictionary-match 7 7 ¥/ 3 v Cld, FEEDHFE L O—HKITE SV
TN 7 7 ANVERIBRLE S, 7 7 AV Th S &I &% MIME #5y O HEED HE O H
L —ET WA (5o, 2RO LECEICELTOBEA) | IR 7 A L
A—NADBHIRENET, ROFITIE, [secret words| FEENOHFENIRM 7 7 A4 VN TH
HEhd e, 77 AVDBHIBRENES, —BHOLEWEIFITICRESN TV D RISERL
TLESN,

Data Loss_Prevention: if (true) {

drop-attachments-where-dictionary-match ("secret words", 1);
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RESNLFE T 7 ILOIRE

attachment-protected 7 A VX Tld, A vt —YHNOTRS 7 7 ANV AT — FEEI LT
HZ0ETANLET, ZEA—NMIKHLTCZOT A NEZERHH LT, N7 7 A VB AF v
ARENE D MM ERER TEE T, ZOERITHEV, | DO SLI I A N EEEORE b &
NTWRNA L NR—%ETezip 7 7 A ML, RSN TWD E RS ET, Ak, A—7
VRAT— RRBESNTWARWPDE 7 7 A VT, 2 BE—CHIRIN AN AT — MR#E ST
7L LThH, (RESNTVWSEITIRARSNEE A, ROFITIE, RESHIZTA T 7 A4 LDE
HE=Y 7 [Policy] IZE SN ET,

quarantine protected:

if attachment-protected

{
quarantine ("Policy");

}

RESNTOLEWVNREF I 7 ILDEH
attachment-unprotected 7 A JLEIE. A v =T NOUST 7 7 AIPINAT — REE I TV
PN ET A RNLET, ZTOXAvE—T 7 0 VF T, attachment-protected 7 A /L& L Af TR
BICH 0 EF. ZO7 4 A5 EEIRA—MMA LT, RS TORNA— L& RIS
ENTEET, ROBITIL, AsyncOS 23E[E U AT — TR SNV TWRWIRGT 7 7 A L & ke
L, Avt—U%ZREHEL TWET,
quarantine unprotected:
if attachment-unprotected
{

quarantine ("Policy");

}

Ayt—U T4 I3 EFERALEZ, AvE—P0KHT77
1TILDEEDHALHAT7 74 LD

e LT, UTFDOAyE—Y 74 NZNV— UELEZFEH LT, ETFZ V> TA vE—
PO T rANVHNTEERLD E L THEEIND 774V ERBL, ZOX IR A vE—T
WZxF L CE) st e LET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B cwzemLrrve—v o 1s0EE

Strip malicious_files: if (file-hash-etf-rule (['etf sourcel'],
<'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,

"file stripped from message attachment"); }
ZNETNOHRBITRD LY TT,
* ‘file-hash-etf-rule' &, IR 7 7 A NMFRDA v =2 T4 VL ZDNL—LTT,

s 'etf sourcel' [, 77 ANDNY 2l SNWT Ay E—VDEEOHD 7 7 A VER
9 D720 &% ETF Y — AT,

* 'file hash exception list' X, 774 Ny O)WJ%U A }\O)%Eﬁf—’&o T7 A
Ny Y a DB A SBIFIE LR WSS ) ERRIINET,

e 'file-hash-etf-strip-attachment-action' I, %7%‘@3?)577/])/1/73)é\iﬂ5f vl—
WL CERAT A7 7 v a T,

LIFOHITIE, Ay bE—VICETF 2 VUL > TERENRH D & LTHRIE S iRGS
TrANVPEENDG G T 7 A VDBREENE T,
Strip Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action

(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

CLIZERLEAYE— T4 LEDEE

CLIZBEH LT, AvE—Y 740 v ZOEM, HIR, 7277 4 74BET 77 4 71t A AR —
MNTZZAR—=br, v F 7 a ORENDARTT, IROKRT, avr FeHh7avr RN
ONWTEEOTHHALET, ROKRT, av s REPTawr RiZonWTEEHTIHALE

j—o

Table 9: » v &—> J4)LA HTaT UK

=8 B

filters AA v avwr R, Zoavwy NExEEEAT, F3EMEHRE A4 5 X 9 Bk
SNET (72& 21X, new, delete, import 72 &)

new LT sV EEERLET, BATEEE LRWGEA, BIfEDO Y —7 v A
T4 EPBMSNET, BITERE LIS E,. V7 v AORFEDLITIC
TANEDRASNET, FECOVWTIE, HTLWA v E—Y 7 4 L X DIE
Ji¥, on page 1202 ZH L T 72 & Wy,

delete HETEITS = VAR EEREL T, 74 VEEZHIBRLET, FMicon
TiX, A=Y 74 ZOHIER, on page 12022 L TS 720,

move BEAFDT7 4 VB EW~EXET, FMICONTE, LAy =T 7 4L
2 OVERK, on page 12025 LT 2 &0,
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B

B

set

TANZET 7T 47T EBHET 77 0 7THREICRELET, FEMICONT
E. LW R vy te—2 7 4 VX OFERL, onpage 120 S L TS 7230,

import

TANZDOBIED Yy N, T 7 AN (EFA—/LT— 7 = A O /configuration
TA4LZ MY) RICRFESILTWDSH LnE y MCEE#Z 9, FEMco
WTIE, LA v =T 7 4 v OVERL, onpage 120 B L T 72 &0,

export

TANZDOBEDOY Y NE (BT A—/V%7— k7 = A D /configuration T 4 L
7 RUAND) 77 A MET AF— R LET, #IZOVTE, A vbE—Y
7 A H DT AR — K, onpage 124E B L T 7Z& L,

list

1O ED7 4 VAT 2 RE BRI LET, FEMICONTIE, Ay
= 7 4% U A NOER, onpage 1252 B L T 7Z&E W,

detail

FEDT 4 VAT DFEMER (7 4 V7 V—VAKOALR L) &
LT, SOV TIE, A vt—2 7 4 V¥ OFEMOE R, onpage 125% &
LT EEW,

logconfig

7 4V E D logeonfig b 7 A =2 —& AJ)T 5 & archive() 7 4V T 7=
vinbuZ BT A7) T arEmETEET, Al oOVnTIE, 74 vH
0y T AT YT a DAL, on page 1252 L TS 72 &0,

Note - ;L& %2HNCTHI21E, commit 2~ REFRITTALERH Y £,

PRI A—=RZT, IRO3ZODEZATHRHY F4,

Table 10: 7 « LA EIE/NS A —4

segnum

TANBEDY A NNONEIZIEDSNTT 4 VH ERTHEHTT, 2L 23,
segum 23 2 DA, VA MNO2EZBHO 7 4 VA 2R LET,

filthame

7 4 NVH DERLY,

range

range [ L, EEOT7 4 N2 ERTGHIHEHT L2 083H0 ., IXY] OF
ATCERINET, X & YT, #HZEET D720 D5 & &% D segnums
TY, 722X, To-a) 13, 2, 3. 4 BHONBEICHD 74NV FEFRKLE
To XELITY OWTrzEMET5E, EHIROU X M2RLET,
LI, T4 TR 4007 g VB ERL, (-] 1%, FEEEUSO
TRTCOT 4 NEZEFELET, F—U—FRallzEHLT, 7444 U A b
WOTRTOT7 4 NEERTIELTEET,

ESPEREENS

cHLWA vE— 7 4 L Z DIERK, on page 120
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o A vt— 7 4 V¥ OHIER, on page 120

e Avt—T 7 4 V& OKE), on page 121

A=V TUYNEDT I T 4 R_X—=ar kT 4T VT 4—3 3, onpage 121
s FHIARY —7 4 L H DA 2 KR— b, on page 124

c Avk—Y 74V H DT Y AR — |, onpage 124

« I ASCII 35 v F DR, on page 125

c Av—U 7 4 0F YR KNDFKR, on page 125

« Ay —T 7 4V ZOFMDIER, on page 125

s 7B al YT AT YT g ORERK, on page 125
s Ayt—YDxra— KOZH, on page 127

e LTI A yE— 7 4L X onpage 128

FLWAYE—D T2 DER

new [seqnum|filtname|last]

LT A NS EFAT DNEZARELE T, AT 20, F—U—Nlast 2fiETDH L. A
NENTZT A NERT 4 F U A ROEREBIZBNMSNET, —7 0 2386 S 0 S%E
NHYET, BEOU A MO#FHHEZBEZ D segnum ZA T TE FH A, RIAZ filtname 2 A7)

T 5 & A7 filtname, segnum, F7ziX last Z AT D X oIk bnEz T,

TANBEANT LTS, FENTTANZ AT VT e ANTLHMERHY T, ANEKTL
b, TOTAERIZE VAR () ZAN LT MY 2T LET,

ROFMETIET T =D AEL LT,

« Ul VARG NBED V— 1 U AR B ORHEBZ TV D,

« 7 4 VAT T filtname 28— B Tl AR,

o 7 4 VHEITAHT T filtname 23 FRIGETH B,

s T ANFIIHEXL T T —BFRELTND,

e A UH =T 2 A RARE, FELBRNWS AT LY ) —RAEBRTHT7 7V a 23715
T A,

Ayt— T4 I)L3 DHIBR

delete [segnum|filtnamel| range]

BELEZ7 AV ZEHIBRLET,
WO TIT= T —NFRELE£7,

BT LIZLRID T 4 VHDBTFEE L7V,
HEELIE L —HF U ABRDT 4 VEBHEIE L7,
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move [seqgnum|filtnamel|rangesegnum|last]

WHIDNTA=ZTRELLE T AN %, 2FADONT A= THRELLZSLICBE L ET,
2EHDNTA—=ENF—T— Rlast ThHLGH. 74 NZIET7 4 N0F A NOEKIZBH S
nNET, BEOT7ANZEBBT 256, ZNHD7 4 VX OMEIHNZRIEFIZZED Y 5 A,

RO TIT= T —NREL T,
BT LIZLRID T 4 VA DBTFEE L7V,
EELT VU REREDT 4 VEBNFLE L7,
« =l VAT ENEIED Y AR S ORI EB L TN D,
cRENILTH I —HF U AREE I,

A=V T AN DT I TAR=2320ETATIT4AR—=23Y

BEIND A vE—Y 7 4L%1%, active £ 7z inactive DWTHTHY . & 5T valid £7=
WXinvalid DWW TN Td, A vtE—T 7 0L XIiL, active & valid D5 DIREETH DHEIC
DOHMINMEH S NET, CLIZEH LT, BEfFD 7 1 /L X % active )5 inactive |IZEH L F
T (0%, FORLET) . FELARY (EFRIEHRENE) VAT —FRidA v ¥—T7 =
A AEZRLTWDHE. £O7 /v %L invalid TT,

Note

7 4 )V H Diinactive TH D02 E 9 2ME, B HHIBITE £9, AsyncOS Tl inactive TH 5
TANEDT A NVF TR aa V3 BEFFICERSES, T4 VF 2 AN EIFTA
R—=FT2LEXICZOECEFEHT DL, AsyncOS L7 4 /L % inactive & L C~—727 LET,

72 & 20E, RO X HITHE, [Milterstatus] E WO ARTIDOT 4V H B ASILET, filter -> set
YT a<w s REFHL T, 207 V¥ % inactive ICLET, 74 VX DOFEMMNFE RSN, =
O NI E Do TV A RICER LTLZE W BLFoBT, KFETRENTWET) |

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

filterstatus: if true{skip-filters();}

1 filters added.

Choose the operation you want to perform:
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- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> set

Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:

[active]> inactive

1 filters updated.

Choose the operation you want to perform:

- NEW - Create a new filter.
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- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:

[]> all

Num Active Valid Name

1 N Y filterstatus

filterstatus! if (true) {

skip-filters();

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

&R e
A=Y TUNEDT I T 4= a ETRNET 4T VT 4 X—3 3, on page 124
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Ayt—

S IDANEIDTITAR—2 3 FETFAT79T4R—2 3y

set [seqnum|filtname|range] active|inactive

FRE L7 4 VA E4RE LIRBIZERE LT, REOAL—/VTRO LEEBY TT,

s active : IR L7727 4 VX DIRFES active ITERE L E T,
« inactive : ZEIR L 727 4 /L Z DIRFE % inactive IZFXE L £ 77,

ROEMETIFET =0 ELET,

« JEE LT filthame D 7 ¢ /L& IMELE L 72U,
CFEELTE L= U RABBD T 4V PIEE LR,

Note

inactive TH D7 4 N Z 1T, WXL LR TEET, T (T4 VF4) OHBOaa D,
BEERF (1) AR IRET, CLINLFECTA SN, £idA R —bhahie7 4 V&I
ZOEINEEND A, BEIIZ inactive & ~—727 SE T, 72 & 21X, mailfrompm! 3,
mailfrompm: DfUH VIR RSN ET,

EFIRY =T 4 ILEZDA ViR—

Ay t—

import filename

WIIND T 4NV EZEZLT 7 A NVDAFITT, ZO77AME. 77747 2 ZADFTP/SCP
Jb—k :7:\‘4' L7 KV @conﬁgllration'?:% L7 KRy Wﬁiﬁﬁféd‘é\%i)\% U] i?ﬂ (lnterfaceconfig
a<vy REFEHAHL TS X —T7 A ADFTP/ISCP 77 B AZHMZILTWBIEAR) . 774
JUTED A ENTHNT SHL, =7 =B FETIUIHRE SN E T, BEDO 7 4 V¥ &y MNIHE
ETHTRTOT 4 NZIE, A VR—FENTET 4 NVZIZEE DY £, ZHMcOWTIR,
FTP, SSH, BLUSCP 77 A% BML T &, BUIEDT 4V H U A NExT T AR— b
L (RAyte—Y 740 FDT 7 AR—F, onpage 124%5M) | TO7 7 A VERELTA v
R—=h DL LET,

A=Y T4 NEE2AR— b NTHGE, FHTIZa—F2@RTLILIROONE
7,

ROFMTIFET =0 ELET,

« 77 A IVHBFEIE LRV,

o T ANHLIN—RETIER D,

o 7 4 VAT T filtname N TPHRIGETH D,

s T4 NHITHEL T — R ELTND,

e A H =T 2 AR FFELRWS AT LY ) —REBRIT DT 7 a2 EITT5
T AV,

O IT4ILADIY RR—

export filename[segnum|filtnamel| rangel
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BEO 7 4 NEEy N, BFA—NAY— T =ADFTP/SCPL—FF 4 L7 FNUICHD
configuration 7« L' 7 N UIND T 7 A WZFFEDIATH I LET, FEMIZOVTIE, FTP,
SSH, BLWSCP 77 BAZEBL T ZEV,

A=V T4 NE BT AR— TIHEE, FHTLI D a—RE2ERTLIIORDOENTE
-éAO
RO TIT T —NFEL £9,

BT LTZLRID T 4 VHDBFE L7V,

HEELIE YV —HF U ABRDT 4 VEBFIE L7,

JE ASCIl XXFt v FDORT

ZDOY AT AT, CLI TFH ASCI XXF7S UTE-8 THERAINET, BEWOX—IFL/5F 4
AT VA NUTF-8 YR — F LTWRWES, 74V EPRIEFICERINNETA,

T4 NVENOIEASCH LT E2ERTHRLBWVHEL, 7ANVFETXA N7 7 AV THREL
ThE, FOTFAN I 7 ANEBFA—NATF = T 21T, VR— 52 L TT (IR
U —7 4 VH DA R — |, onpage 124% BH)

Ayt—T T4I)LF JR FDRTE

list [segnum| filtname| rangel
WBELLE 7 ANV ZORLEHTETIC, MEEZERPATCERRLET, BRINDIERITKRD &
BY T,

« T4 NVE L

s T ANHE —lr U AE

e 7 ¢ JLZ D active/inactive JRHE

o 7 ¢ L& ® valid/invalid JRHE

ROFMETIE=T —BRELET,
c FEHDOIRENRNIETH D,

2yt—T T4 L2 DFEHDORT

detail [segnum|filtname|range]

T 4 E DORILRCIBIMOREEEHR 72 &, FBE L7 A VX OFEHRE TR TR LET,

T4 A5 HTRHO YT 3 DER

logconfig

YT RA=a—% AT L., archive() 77 a Nl XoTHERENIZA—IVERY T A T A4 LD
TUNE AT T alEBRETEET, ZNHOLT a0, @ED logconfig A~
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FCTHERSh LA TV a r E KSPUTHETR, n 72257 4 V2 ZBINEITEIERS
LZLICEoTDH, vV EERETITHIBRTE £,

BT4NE T BT A7) a AAFROTFT 7 )V MEREESNTWET, ZOHEIT,
logconfig 7 a~ o REH L TEHETEET,

« Huf5 779 : FTP Poll
e 77 AL YA X :10MB
o« 77 A NDERKREL: 10

FHZOWTIE, T 7] OoBFZZBBLTLEEN,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit

Enter the number of the log you wish to edit.
[1>1

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push
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[11> 1
Please enter the filename for the log:
[joesmith.mbox]>

Please enter the maximum file size:

[10485760]1>

Please enter the maximum number of files:

[10]1>

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Enter "EDIT" to modify or press Enter to go back.

(1>

AyvyE—TODOII—FDER
localeconfig I~ N2 H LT, X =B DA =T DNy =B LT v H—
DT a— ROEFIZET D AsyncOS ODENMEAZ R E TX £7,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main
body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body
whenever possible.
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However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

BOIOT a7 M, ~y =0 (2274 VZICLE->T0) BERENTWEEAE, Ay
Uy =D A= REA VAR BT DL IICERT ONE I NEIEELE
j‘o

QEFEHOT 0T NI, Ny X =D Ty FBAEUNC Y VT THREIN T RWEGE, B A—
NTF—= T oA BNy X —ZR L TAyE—VRLOT L a— RElfl T2 0ERH L1 E D
Dl L E 9,

3HAOT 0T M, REWHEOAS LT (BLUBMOT Y a—F) #i4 v & —VRLT
LD LS ICHIET 502 HIET B 0 ER SR E T, BRICOVTIR, [FFA R Y Y—
A OFEO REFHRAZ T a— A 22 L TZEn,

4FHOT BT MIL AvE—VURLOT a— R T —NAERINTIGEIT, AEFH
A G2 T OENEERET DO EET, 1TV (Yes) 12@8IRT L7 a—F =T —
A S, REFHAY VT MTONET, Wz (No) [ZBRTHE, AvE—TIlR
BHHRERHT XX MR ESRET,

BTN AvE—2 T4 L5
WOFEITIE, filter 2~ > REFERALTHLWT 4 2% 3 DEK L £,

s WD T 4 NH DARTIL, big_messages <9, it body-size L=V EEA LT, 10
MB LW KR&EWA vt —V% Ry 7 LET,
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2FHDT 4 NVF DAL, no_mp3s T¥, ZHUX attachment-filename /L—/ /L&A L
Ty mp3 7 7 AR F DO/ 7 7 AN B LA v =T Fu vy T LET,

3FXHDT 4 VEZDLHIL, mailfrompm T3, Z U mail-from L — /L &2EH L T,
postmaster@example.com MNBEDA—)v %'g—’\“fg}ﬂ’\\ administrator@example.com (D - 74

VR IH—ARy abt—EERLET,

filter -> list W7 A< REFHL, 74 NVXDIV A NEEXRRLT, ZA4NEBTIT 47
THANTHDZ L 2R LET, WRIT, move 7T a~vwr REFH LT, RUIEREDT 4 LA
DONEEANNEZXET, BB, BREBEL T A VZEAHICLET,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop () ;

}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.

no mp3s:
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if (attachment-filename == "' (?2i)\\.mp3$"') {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
mailfrompm:

nwA

if (mail-from == postmasters$")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y big messages

2 Y Y no mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1>1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.
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- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1Y Y no mp3s

2 Y Y mailfrompm

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1> 2

Enter the target filter position number or name:
[1>1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
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- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y mailfrompm

2 Y Y no mp3s

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> entered and enabled 3 filters: no mp3s, mailfrompm, big messages
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

74 )L DA

ZOHETIE, EBEOT7 4 Z OBl R L, 7 4V ZIZOWTHERICHH L £,
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B v—wirons

#+—

R o—iE

FEIEE
o A —7"2 U L—FhIE T (L4, on page 134
o NV T—Jii 7 4 V¥, on page 134
=T A TBIONRNAAL Y AT —T 4 7, onpage 138
« 77 AV SHA-256 7 4 VEZIL T HA =S T 7 A4 V& Ry 79 %, on page
141

NI T T ANINT 7 AV SHA256 7 A VX E—ETHLAEICA -V Ry 15,
on page 141

o) L—fhIE T 4 LA

DT ANEIE, WOEITETFA—NT FLRIZ %, B0 @, BEIOX! XFREENT
WHAYE—TEANATCALET,
® user%otherdomain@validdomain

® user@otherdomain@validdomain:

® domain!user@validdomain

sourceRouted:
if (rcpt-to == "(%|@|!) (.*)@") |
bounce () ;

}

BAA— VT — T = A 1F, KD Sendmail/Qmail ' AT AEIEAT L7120 LFHEN
L, 20X Y — =T 4 BDY L— oI OFBEEZITETA, TNLDOREDEL

(% 72 8) ITEYREAFA—NT RLAO—EThLAREENH DD, EFA—VT— L

U AIXINOEAHRT RLAE LTRZIT AN, REFAOZEEY A NERAEL, RON
WP —NZELET, EFA AT =RV oAX, ZNHDA vy E—UZMRICY L—LEH
oo

TDLORTANET, TOEATDORAvE—IF ) L—TXALHICHSTERESN-A—
T —AMTA ZHH L TWD 22— 2 {R#ET 5 72 DITHTE DGFTICRRE SN E T,

Note

TDEIBREATOT RVAZMET A LHIC, VAT —2RETHI L TEXET, B
DNTCIE, WebAf v X —7 = A AZFEH LTI AT —%{ERT A Z LI L DEHERD Y 2=
VT EZRLTL TN,

B24IL3

« MERICHDS T AT 5 7 4 L F, on page 135
o BEAMATIZIEE ST A —/L D BCC 38 L VA% % -, on page 135
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AytE—U T NBEFERLEEFA—ILRY L—0EH
I
prazaszaasso s i

HEED—YET a7 95T /L4, onpage 135

A=V DT—NATEBLORE v 7 4L F onpage 136

e K&E W [To:| ~v X —0D7 ()%, onpage 136

« Z€H® [From:] 7 4 /L4, on page 136

eIPL B a7 —3 a7 4/)VH, onpage 137

sIPLE=T—T a7 4 /L¥DERE, onpage 137

« 77 AN DIERERILT 4 /L4, on page 137

e Ny H—NDOIP L 2T —3 g AT DERT 4 /LA, onpage 137
s AR =D~y X —~DFF N7 1 )L X, onpage 138

« ZEOZAEHE DN A T 4LV H | on page 138

HRICEDETEMT DT 1/L43
DT 4NEIE, HAIEEDHEBNGENTNENE INCESWTEAEEELET,

search for sensitive content:
if (Subject == " (?i)plaintiff|lawsuit|judge" ) {
notify ("admin@company.conm") ;

}

mAathtITEEINIA—ILOBCCBELUVRF v

DT 4N E, BAMALICEE SN A v =V EAX Y UL, T Ra—2ERL
F7, E%%k header-dictionary-match () JL— )L % i LT, iﬁk‘lﬁ@%b‘ﬁﬁé}fﬂﬁ:@ DIZSN
EEECEET (T 427 aF VU b—),onpage 4752 5MH) ,

competitorFilter:
if (rcpt-to == '@competitorl.com|@competitor2.com') {

bcc-scan ('legal@example.com') ;

}

BEDQD1I—HET0v995T41)L4
DT ANEEMERTHE, BEDT RLANSDBEFA—LE2T oy 7 LET,
block harrasing user:
if (mail-from == "ex-employee@hotmaill\\.com") {

notify ("admin@company.conm");

drop ()
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IAyt—SNT—HA4TELVERKAYT T4 LA
T ANIA T R—ETF DA vt — VDR Er SR L O Ry 7 LET,

drop_attachments:

if (mail-from != "user@example.com") AND (attachment-filename ==

'(?1)\\. (asplbas|bat|cmd|cpl|exe|htalins|isp|js)$")

{

archive ("Drop Attachments");

insert-header ("X-Filter", "Dropped by: $FilterName MID: $MID");
drop-attachments-by-name ("\\. (asp|bas|bat|cmd|cpl|exe|htalins|ispljs)s$");

}

KEW Mol A F—DT4I)LA
[To| ~y X —MIEFIIRENA vV ERBLET,
archive () ﬁi%"{%ﬁﬁ LT}E@J&ETﬁ N ‘/%*ﬁ%ﬁ L. dl‘Op() A 7\_7/1/i7b15i5:/]' -7

WL TeehrmbET,
toTooBig:
if (header ('To') == "~.{500,}") {

archive ('tooTooBigdropped') ;
drop () ;

}

a0 From:] 74 J)L4
ZZHOD [From) ~v X —%=48ELET,
D7 4 X, Tfrom] 7 RUANREATHD SFIEFRERHIGTEET,

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == ""$|<\\s*>") {
drop ()7

}

F 72, EnvelopeFrom 3D A v —T% Ru vy 7T 5551F, IROT7 4 VZ 2L ET,
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blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == "~$|<\\s*>" OR header ("From") ==
"ASI<\\s*>"))

{

drop ()7

PLEAT—23 744

IPL 2T —ars 74057

note bad reps:
if (reputation < -2) {
strip-header ('Subject');

insert-header ('Subject', '***BadRep SReputation *** $Subject');
}

PLEAT—L32 T4 ILEDER

BEDRAALLDIP LEa2T—3arZ2a7 LEVEOET

mod_ipr:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop ()7

}

T77A4INRBDERKRIT T 4 ILA

D7 A4NEIFE, AvE—VURILOY A AOFMEZIRE L, EHERBIC BT HRG7 7 AV
EMBLET (ZORY—VIC—HTDHT7 7 A V4IX, Treadmezip) . [readme.exe] .
lattach.exe] . 72 &) .

filename filter:

if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?1) (readme|attach|information)\\. (ziplexe)S$")) {
drop ()7

}

}

AYS—HADIPLELAT—2a3 2 RAT7DRTI4ILE
Ny B DO SRR INDEDT, A=A n S TEECEET (n¥L 7] OEEBR) |

Check ipr:
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B c—orvs—~omA7 LA

if (true) {
insert-header ('X-ipr', 'S$Reputation');

}

RYS—DAYZ—~DEAT 1 ILA
EOrA— T7a— R v—NEREZITANTZERLET,

Policy Tracker:
if (true) {
insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}

W
S

DREEDINIDVA T4ILE

3OLUEDEEB RAA D S0 NEBZDIZEEDBESNTWEIREEFA—I A vE—
ChtT TRy A LFET,

bounce high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "Rexample\\.coms$") ) {
bounce-profile ("too many rcpt bounce"); bounce ();

}

W—TAVITBEEIV AN RT—=T 427
« Virtual Gateway ~ « /L& O[], on page 138
HBFEE Y AT —DT7 4 N HZITT DR T U A F—Dff A, on page 139
e H—DY AF—D7 4L H, on page 139
AT =T 4T RAAL DRy T T s (H—D U AF—) ,onpage 139
AT =T 4T RAAL DRy 7 40% (DY AF—) , onpage 140
CBDATS =T 47 RAAL D Rua w7 7 4)LH, onpage 140
— VB T ORI 4 V4, on page 140

Virtual Gateway 7 « JLZ D{E A

BT = O oA ZMEHLTCRN I 7 4 v 72X LET, VAT A2 F—T oA A
lpublicl | & Tpublic2) MFIETHELET, 774V hOEUEA > ¥ —7 =4 A [publicl |
T, ZHICEY, BEN T 74 v 73T R COLEHOA L F—T oA ZAZNT L9 I &
NEd, XU ABIOZEOMFERED X A T DA =TT 4 NV H Zi@iE Lz, DX H
78 A — L% publicl 2> HEME SN E T,
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virtual gateways:
if (recv-listener == "OutboundMail") {
alt-src-host ("public2");

}

BRELEVRFT—DIT4ILEIZHTHRIL) R FT—DFER

FELZEICRICY A FT—2FEHLET, 207 4 X Tk, X7 Y v U ZF— Tlistenerl |
TEELIEZAy®—V%, f X —T7 A A [istenerl] MHEETEET RELZ AT v
J AT BTEN, BAEDT4NEEEY N v T TARERSHY ET)
same_listener:

if (recv-inj == 'listenerl') {

alt-src-host ('listenerl');

}

BE—DYVAF—DT714)LA

H—DJ AT =TT 4 N A EHEREITET, L2, VAT AEBERTETTLOTIERL,
Ay =V T4 NGNS HHEHO) AF—ZHEELET,

textfilter-new:

if (recv-inj == 'inbound' and body-contains ("some spammy message")) {

alt-rcpt-to ("spam.quarantine@spam.example.com");

}

RT—T420F FAq4 O RAQyT 74 I)LE (BE—D) RXAF—)

AT =T 4T RAAL L (NEOT RLANLTHD LB, H—0 U A —Ti¥iEd %) 2
HEHENTWDIEFA—VE Ry P LET, ATFOIP 7 FLAIE, RED AL
mycompany . com R LTWET,

DomainSpoofed:

if (mail-from == "mycompany\\.com$") {

if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

}

}
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B <7 v rrqornyT s 80U RF—)

RT—T42F FA4ORAYy T 748 (E#HD) X+—)
AR &R C TN, #EOY A —%2H L CEEL £,

domain_ spoof:

if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) {
archive ('domain spoof');

drop ()7

}

AMDRT—T 405 FAL O KAy T J4)LA
B . ALY AT =T 4 VTR T 4 V4

reject domain_ spoof:

if (recv-listener == "MailListener") {
insert-header ("X-Group", "$Group");
if ((mail-from == "Q@test\\.mycompany\\.com") AND (header ("X-Group") != "RELAYLIST")) {

notify ("me@here.com");
drop () ;
strip-header ("X-Group") ;

}

IW—E T DBREI 4 IILA

ZOT AN ERALT, A=V =T ERESETWDLERZM, 71k, B LUK L
T DT 4V F L, Exchange T — N HIZITZ LSO LT THRAE L T DHERLO TR 2
TOEDITELBLET,
External Loop_Count:

if (header ("X-ExtLoopl")) {

if (header ("X-ExtLoopCount2")) {
if (header ("X-ExtLoopCount3")) {
if (header ("X-ExtLoopCount4d")) {
if (header ("X-ExtLoopCount5")) {
if (header ("X-ExtLoopCount6")) {

if (header ("X-ExtLoopCount7")) {
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\}

J7 A JLSHA-256 7 ¢ LR IC—BT B A v t—SERTFALE ROy TS |

if (header ("X-ExtLoopCount8")) {
if (header ("X-ExtLoopCount9")) {

notify ('joe@example.com');

drop () ;

}

else {insert-header ("X-ExtLoopCount9", "from

SRemoteIP");}}

else {insert-header ("X-ExtLoopCount8", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount7", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount6", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount5", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount4", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount3", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount2", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopl", "1");

}

Note

T 7 4V N Tl AsyncOSITHENIZ A — LD —TZMH L, 100 B)L—F L7 A vE—Y
Ry 7 LET,

727 AJISHA-2560 4 LR IZ— T 5 A v E—VUFK M I7A4ILE FOY

795

TrANNy 2 ) A NNOEED T 74V SHA256 & —HTH A o=V NOTXTO
A=V T7 7 ANVE Ry 7 TAHIE, ZOT 4V FEERALET

File Hash Message Filter: if (true)
{ drop-attachments-by-hash ("SHA-256 hash 1list"); }

AT 7AILMNT7AILSHA-256 7 1 LR E—BT BIBEIZAvE—
vEFOVIYD

A=V T ANVNT ANy 2 A NNOREED T 7 A /L SHA-256 fli & —Ed
DB TRTCOA =V ey XTI, 2074 v2EFEHALET,

File Hash Message Filter: if (attachment-hashlist-match("SHA-256 hash list"))
{ drop(); }
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AExv UEEDERTE

AX Y U NTGA—BEFRETDHIET, KXLERMFTT7 7 ANDAF v VEE (XAF ¥ U HIZA
Xy TTORM 7 7 ANDEALTE) ZHITEET, ZNOLDNRNTRA—=ZEFET HIC
X, [AF ¥ EIE (ScanBehavior) | — 3 F721d scanconfig A~¥ 2 REFHLET, AF ¥
CVEWEDREIT S 0 — VR RETH DD, TRTDAF ¥ OFEICEEL £,

\}

Note ;ip 72 COJEMGE Y 7 A WIZEEND MIME 4 A 75 AF v T 558, A% ¥ URA R
lcompressed] F721% Tzip] F 7% Tapplication/zip] U A N2 EDDILERNH Y £,

Procedure

ATY 1 [BEX=2 VT 4P —E A (Security Services) ]>[A %+ EifE (Scan Behavior) |27 U v 7 L
£7
RTVT2 77 ANV BT Oy B T HERLET, ROWVWTINEFITLET,

CHLWIRT 7 7 AN EA T D~y B 7 H2BINT S, [vy B 70BN (AddMappin) ]
Vv LET,
WET7ANEHEALTIRN 7 7 AN EA T~ B TDV AN A VR — T 5, [
VA=KV AL (ImportList) ]%# 27 VU v L., configuration 7 4 "7 KU NHEEMS T HE%
ET7ANEALR—FLET,

Note COFEZFETT LD REZ 7 ANVDB, BTFA—NAT— T =AD
configuration 7 4 L7 M VICHIET HZMERHV £F, RET 7 A VOERE S
LTS IZEW,

cBEEOTAT T 7 AN EA T~y B T EERT LI [E (Bdit) 1227V v 7 LET,

ATY T3 Ta—rVREEITWET, WOTFIAZETLET,
a) [Zv— L% iE (Global Settings) ] T, [Z 0 —/ L% E & MRt (Edit Global Settings) | %
7V w7 LET,
by UTOWEAT 4 —/NV FEwRELET,

TZ4—ILF BLL]

LRORICHBAIMIMER A T2 4 o H—T iRt 7 7 AN 24 T~ L T TERIN
DO MDTFT7ANDBEDT I3 | TCWBRNTFAN B T AFY 5

(Action for attachmentswith MIME types/ | s E7- 13 2% v S 20428470 L £,
fingerprintsin table above)

AEXYUFTEIRMIT7AIBYBRLDRK | A5 T DM T 7 A LD IR L O
FE (Maximum depth of attachment KL~ NLEEELET,
recursion to scan)
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2% v omienzE [

J4—ILF

Bl

AFx Y UTEIRRKEMAI7AILYAX
(Maximum attachment sizeto scan)

AXx T BT 7 ANDRKRT A X%
BELET,

BT T7FANAZIT—RRAE
(Attachment M etadata scan)

W7 7 ANDART =R AxX vy T5
M, FREFAR Y TTEINERELET,

AEIT7ANRFT XYV EZALT b
(Attachment scanning timeout)

Ax ¥ L DEZA LT MBI EREELET,

AIGIDEHTREY U EINGEWMEE. &
FTI7ANDBNRNE—=UII—HTEHIDER
FLZEF (Assumeattachment matches
pattern if not scanned for any reason)

A ¥ VENTRWIRET 7 7 A NV E R A —
N T DD ERIRTINE D EIEE
Li—g“o

Ayt—UESBL, BEDRM I 7ML
FHIBRCTERWVWEEDT Y 23> (Action
when message cannot be deconstructed to
remove specified attachments)

REDEAN 7 7 A NVEHIBRT D720 A v
TV ESRTERWEXIIFITTDHT 7
vareiEELET,

AVTIOVFERFIAYE—C T4 LA TS —
DBE. IRXTDITANFENAIRALFE
9 (Bypassall filtersin case of a content or
message filter error)

QT UVERIIA Y- T4 E T
DBEINTTXTDT (VR Z /3 78R
TOHENEIMERELET,

AEHEESNTVVEVWEZIZERT IHS
1t (Encoding to use when noneis specified)

T a—F 4 T BRERESHTWRNWES
T a—F 4 o 7R ELET,

TBRALBEBADF N A v 2— D B
EZLZDELDICE#RT H(SMIMET /8w D)
(Convert opaque-signed messages to
clear-signed (MM E unpacking))

RBHIRBL DN A v — D &
BAHDEDIZEHT H(SMIME T 73 7))
MEIMEFRELET,

Safe Print M} E

K77 AV YA X (Maximum File Size)

Safe Print CHII END AT T 7 A VDK
W7 74N A X2 ATILET,

Note [ K7 7 A1V A X (Maximum
File Size) JfEMAE S A —/L 7 — h
VEAD[TYNTLATT 4L
% (Outbreak Filters) ] IZf%E L7z
[AFr T HRRA Y E=UTA
A (Maximum Message Size to
Scan) [fEEZEZ 25L&, A vE—
TERA =Vt T 7 A VITE
FA=NIAT T DT T T
VAT T ANVETIEAF Y S
F¥ A,
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T4—ILF Bl

R~ — % (Maximum Page Count) A =IO 7 A /LT Safe Print &4l
AL THANTEIR—=VORKEE AT LE
—éAO

R 2 POME (Document Quality) | Safe Print THI SIL D U7 7 A /T HESE
INDHAA—VBEEEFERT HITIX, [T
74V M (70) OfEH (Use Default Value
(70)) | A7V armEERLET,

Note [1 A% 5o AN J) (Enter Custom
Value) | A7 a &R L T,
Safe Print TH ) SN DI T 7 A
VDI AL A A — TV FEEE A
HhTrZEbTEET,

T 7 ANE AT DR (File Type Selection) | A »&— D¥AT 7 7 A /L% Safe Print THY
N 5B MER RS 7 7 ANV T —T
(' TMicrosoft Documents] 72 &) 7235 LB/
TrANEA T ERIRLET,

Watermark Safe Print CHA SN DU 7 7 A i
Watermark Z1B09 5121%. [H%)
(Enabled) | A7 a v Z@INL £,

Note [B AKX 2T %A MDA (Enter
Custom Text) ] 7 4 —/V FIZ
Watermark D5 A X T F A b &
ATLET,

3 /3—~3—7 (Cover Page) Safe Print TH /] SN DRSS 7 7 A AT T 73—
NV &IBMT S, [A%) (Enabled) ]
AT a BN L ET,

Note [DAX LT XA RNDANS (Enter
CustomText) |7 4 —/V RIZH/N—
NR—=YDHAZ LT XA NE AT
LET,

FERZOWVWTIL, A v E— 007 7 A V% Safe Print TH AT 285 DOEF A —L
P T 2 OFREFTEESR LTI,

NAD)— R TRESNERR/AT7MILDRAF Y
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2xv ooz [

J4—ILF

Bl

INAU— RCHR#EI N7 7 A LD A
Xy EANILET,

[Zfg A=/ T 7 172 (Inbound Mail
Traffic) | £72IX[BEA—NV T T 1 v
(Outbound Mail Traffic) ] D F D [A%h
(Enabled) | A7 v a v &#&IRLT, &1
A—=NT =R T2 A DALT Y AF YT
EREL, BEAE—UERIETIREA >
=V NO/RAT — R CIR#E I NI/ 7 7
ANVDNEE A F v TEET,

Note WA A=)V — T =A TDLP A
XX VU UBNENI IR T
HELET, ZOHA, NAT—
ROtk +2 &, AU —
RCRESNTIRS 7 7 A LVON
R, HESNIZDLPARY v—|Z
> TCDLP YU TAF ¥ &
nET,
AT UV AR FRA Y
TV ORLNERAT — |
AL, ISt 7 7 AL ON
KeEFIIAXT Yy TEDH &
LET, ZOHAE, NATU—
K &R 7 7 A VDS Cisco
AMP Threat Grid |22 S
T (BFA—NTF—FT=A
TRESNTWAEAR) ., &
D7 7 ANLT 7 A IVSHTIT
LRI ET,

« I LT UV AF Y FE, NA
2T —hFCTAvE—TD
RKINH/RAT — Rafit L
I, AFX Y UDRETTD
L. HHEN T RRT— RiX
B A—NT— T = AT
FINEFA,

Important
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Bl

SINTHOHEE S AT — |

[£%) (Enabled) 147> a v &2@IR L Ca—
PEZRDNRAT L —REER L, BEA Y
T—UVELRREA vE—VHDO R T —
RCR#ES N/ 7 7 ANV EBRE £,

HHEOZ—PEFZ AT L— X584 5
YLaiE, T840 (AddRow) (227 U w7
LET,

GE)

o K 128 LTFDL—HEFR/NNAT L—
REERTEET, &

R S5ODA—PERIAT L —%
ERRC& £,

« MELIRMBEIEEITINT D —FERD
INAT L—R% [/RAT— R

(Password) ] 7 ¢+ —/V RIZAJIL T,
L—PERDONAT L— ADOEIE %
EHETEET,

s (BREA—NDH) A vB—IRILHM
LI SN ANZ T L—XT, HEA Y
=T DNAT — NRGESNTIRMS T 7
ANERLSTEOIHEH SN 2 —FFE
FONAT L—XL ) BRI ET,

CBEA—NDRHR) 2—FERD/NA
TL—XL, FEEAvE—TVDONRRAT—
NS NIRRT 7 7 A VEBIL T2
W END A v E—V AR B
ENFARRT =LY bERSNE
7T

URL Z4)LB YT F7o 3otz &
NEEEIS—ICEKDBAFVYURAA vtE—
DlIIxd BT aYy

URL 7 ANV EZ VT T 7 a Pt s
NG5 7 —=NRKT, a7V A%y
FICEOTAFY U TERWVWRA =T
SLTCHEITTHT 7 arwzHELET,

WMEIS—IC&DRAXT Y UFAAYE—D
1295793y

W7 7 A U= 7 —BER T, A v t—
ThAry7TUY AXyFTAF Y o TER
WEBICFEITT T 7 v a v ERELET,
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J4—I)LFK SR BA

RFCERICEDRAFXT ¥ UARAA YyE—VI2 |RFCERNEE T, AvE—VrharTFy
NTBHTFTIaY YV ARy FTAX ¥ U TERWIGEIZHET
TAHAT I arvEEELET,

c) [FE (Submit) 1%7 U >27 LET,

ATv7T4 (EE) avT VY ARy T 77 A NETFEHTEHLET, [BEOa T Y AX YT 77
4 ) (Current Content Scanner files) | T[4 7 <®# (UpdateNow) &7 U v 7 LET,
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