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on page 8
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WDEAT DY AF—ZVERRTE F9,

BIA—LERETEE005— 924 08E [



B oA

) RF—

BFA—NERET 20Dtz ORE |

s [/8T 1wy (Public) 1o £ VX —Fy FINLERTIA—N A=V v AL,
ZIFANET, TV w7 URTFT—IIEHDOEA b OBREZIE L., BoN-Hn=
FBHERICAyE—VEELET,

[FTZAR—=F (Private) o =—HF DXy NT—FT ROV AT LD (L ¥ —Fy b
TH Y NU—7 DINZWDZEZTIERL, BHENTEIINLV—T 727 BLNE A —/V
H—,3 (POP/IMAP) »5) (| BT A— N AvE—VEU v AL, ZIFANRET, 77
AR_— kU 2F—F, BRohiz BEMD) BHOKR Lo E2%ZIE L. 2ROZEE
WAy —V%ELET,

UAF—ZAEpT 5 & &3, ROFHRBIEELET,

s JRF—DTAIRT 4, TRTOY A F—IZHHT L7 e—UL 7 a7 1 BLOK Y 2
FllEADO T NNT 4 EERLET, e, VAFTIHEHTHIIP A F—T =
AABIOR—F, ZLTCINUNDNNT Y v FRFTTTARX— DY A FT—DELLNE
BETDHIENTEET, ZOFEOFFRIZONTIE, VAT —0OFEH, on page 2% &
LTLEEN,
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WEHIN—NEERELET, RE2E, VE—FKRAMNEERL, VAT —ICHHTEXD
MEIMEBERTEET, TOFEOFHFEMIHONWTIL, mANT 78R T—7 V%
LB a3 T AR A FOEZRESBR L TIEE N,

s IRKTUYY YRFT—DH) JVARFT—DAvE—CFZIFTANDIA—HIL FASY, &
DEZEENASNT Y v 7 VAT =X THASNIDEERLET, L 2IE MEfkT
currentcompany.com N A A Y EMEH L TWAHH, LIAL oldcompany.com KA A U ZFEH L
TWzEATE, currentcompany.com & oldcompany.com DD A vt —T&Z T AND Z
EMTEET, ZOHEOFHEMIIONWTIZ, FAS A ERTREET FLRITES#
O A ETITHESEZRL T IZ3 W,
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DZSMTP 71 > /3 —3 3 UHIZSMTP— N L i@E T 5 FIEIC B LET, UL~ T, #
BN U BAENCE T ANV — M2 BARLEZRETDEHIFRA N T 0y 7 TEET,
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‘ Listener ‘ Port

IP interface IP address
Physical Ethernet interface Physical interface

Security appliance
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TRTOYAFT—ZHEHEIND 7 n— S VREFZERTEET, GO NTE, VAT —D
7 a—/N)LERTE, on page SE S L T 72 &0,

BIA—NT =2 T AT —2EHBLOREST 2561, ROV—LETA RTA
ICHEELTEEN,

HEFHDIP A o H =T 2 A AT LITHBED Y A F—ZERXRTETETH, HJ AT —
HIpDR— eI 20ERZHY £,

T 7 AN RTIHE, VAFT—FETF AN T 57200 A — L e hark LT
SMTP #ffFH L £, f:f_b‘ Quick Mail Queuing Protocol (QMQP) Z{#H L CH& ?7‘—
NIRRT 2 XICT 7 IAT U AEZRETH L TEET, ZhEfTHIC
listenerconfig CLI =<~ ]\;}c—?f{ﬁﬁﬁ Li'ﬂ—o
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T RLVADWE T EYR—FLET, H—DJ R F—TLEELMhDTa halrR—Tg o F
TiEm A2 TCEET, VAL, BfA A e LTA— AR EICR T 7 han
N=VarzHLET, w&ziE, VAT —2NIPv4 & IPv6 DOl FIZERE S 41, IPv6 %
AL THRR MBS T 256, UAT—IXIPv6 2R LEY, 72720, UAFT—2IPv6
T RUVADHDFEMEFREINTWDEHAEIL IPVAT L ADREMEHT DA A MO
TEEHA,

Db 1ODY A — (F7 4V MHE) WY AT Lty N7 7 U4 PF— ROFAT
BICBEBF ANV — b oA BICRESNET, 2720, VAFT—2FEHTERT %
A, AsyncOS TIEINHDF 7 H /L FIP L E 2T —Y gy 2a 7 lidfEHEnEEA,
ClIOBLUCINT FIAT LA VAT Lty N v T4 PF—RTIE, T 744 b
T, AV H—Fy b %a>i%f~vvwf%ukwpwf/Ft7 7 NG DA A — LDk
DM FEITITZDD, 1 DD/ T7 Y v 7 VAT —%JEE B> TRELET, 2FEV, 1D
DU AF—TH T OWREEFAITTEET,

BIA—NT = T2 ADTANBION T TNy a—T 4 VR T D201, T
Vo 2 E737 74— ) 2 F—DRbYiz, TV IhR—) ZA4ATDY R —%1E
KCEET, VIR RFT—OERNRFIC, A v B—VEHIBRT DRIICED A v E—
VET A ATICEZXALNE I »ERBIRLES, GEHIZOWTE, [FARERT T
Va—T 4 7) OEEZZRLUTIEIN, ) AyE—U%HIBRT DRIICT 4 A7 ICHE
Al ZELV— MBI OF a2 —DHEOREICENLHLET, AvE—VE2T 0 AZICE
TIAERNY A F—1T, f/t—yimyx%Ab%@%%QEEV~h@ME:&j%
9, ZDOYAF—DHX A 7L, CLID 1istenerconfig 2~ R&EHH L72HEIZ7ZTF]
HT&xd,

X 325U EDA YRy bV EZ—T 2 RAEFFOBFA—NT = T2 ET IV EDRT
Vo278 TTA_X—=F ) 2R F—F, 32U LEDASA—Y Ry b A X —T oA AEFFDOEF
A—NGT = T2 A EFTNVECVRAT LAY NT o7 U F— R TER SN D, 5
W72 A A — N — b?m%%m%rbfwif 20DV AF—=PERSINET, DA
B—T A A LETA N REREEMRICT 27200370 v 7 JRF—L BlOIP
AE—T 2 AALTT U MUV REGREFERAREIZT 272007 A4 X— K JRXAF—T
7
B 201 A =Y Ry b AV E =T = AEFFO BFA NS = b= BTN EDAT

Vo2 URAF—I1Z, A=Y Ry F AL EZ—T A ANR2DETFD BEFA—NT— T =1 F
FINETIVRAT LAYy N T v U4 P — R ko> TEREN D, EENREFA—ILT—
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Tz AERERLTVET, AN\ RERB LT U MY > RO F 21845257
DIZ, B—DIPALE—Tx2AAT1ODY 2 F—0™MEKENET,

Figure2:3 DL EDA —H 2y b A VB —DT A REFIDEFA—NT—bIAETILLEDNRT )OI BELKUVTSA

R—pYRF—
J/"'*)(”’_"\_
/_JL -
"—\F Internet »f - Note  This public listener uses SMTP
e | protocol on Port 25 of the
e o PublicNet IP interface on the
* Data2 Ethernet interface to
SMTP
accept messages from the
Public Listener: Internet.
SEalicndMail IP interface PublicNet sends

| IP interface: PublicNet (e.g. 192.165.2.1) | messages (o destination hosts
on the Internet.

‘ Ethernet interface: Data 2 |

Cisco Email
Security appliance

IP interface PrivateNet sends messages to
} Ethernet interface: Data 1 | 3 5
internal mail hosts.

| IP interface: PrivateNet (e.g. 192.168.1.1) ‘

Note  This private listener uses SMTP

Private Listener: protocol on Port 25 of the
“OuthoundMail” PrivateNet IP interface on the
: Datal Ethernet interface to
accepl messages from internal
| — systems in the .example.com
domain.

Groupware server / Message generation system

Figure 3:2 22174 —H XY b A VA —T A REHDEFA—NT— b ITAETILLEDNRTY VI )RS —

1
V< \

o
-

L Internet -

Public Listener:
+ “MailInterface”

— “—"‘ IP interface: MailNet (e.g. 192.168.2.1) ‘

Groupware server / ‘ Ethernet interface: Data 2 ‘

Message generation svstem

Cisco Email
Security

"

Note -7V JVRF—F, /=P Fy A F—TxAAData2 LOIP A H—T AR
PublicNet 7R — k25 ECSMTP a2 ha L zEHL, A1 v Z—Xy M bDA vE—T %%
Z 1. .example.com FAALVHNONET T AT ENHEDRA v E2—% i LET, IP A H—
7 x4 AMailNet X, 1 % —F> b EOFEEARAFERNEFHDA—/LHRAMIA vE—TEDE
FELET,

BFA—LERET HLH05— kY 11 DRE



| EFA-LERETIODT—FIT(DEE

yrr—oro—rsiiE i

JRF—NDH A—/NJLERTE

&
ATvT2
ATvT3

E; 9EI'5

VAF—0r7a— LR EIX, BTFA— AT — Mo TREINTZTNTOY XA —
LET, VRAFT—N, £ ¥ — Z/F?DFﬂwaﬁﬁ/%(mM)%iUﬂ%Vz/6
(IPv6) 7 RLADWM ST aFFoA v X —T = A AT 28545, VAT —0OREIL IPv4 B
XOIPV6 b T 7 4 v 7 OWFICHEASNET

Procedure

[k hU—2 (Network) ]>[V A7)} — (Listeners) ] ZE&R L £7,
[ B—/NILERE ##wE (Edit Global Settings) 127V v 7 LE,
RORICERINT-REELELELET,

Table 1: ') RF—®M 57 O—/\JLERTE

HO—NILEE B
B KIFIRFHEE AL U AF—I|Z[ARFICHERE C X DR 2 E L ¥, C3x03 L UVCO6x0 &
(Maximum FIVDT 7 /b MEIZ 300 T, CIx0 ET /L DT 7 /L MEIE 50 TI,
Concurrent U ZAF—7D3IPv4 & IPv6 DTl 5 O & T AN D56, #cut2 >
Connections) DI THBLENET, 72 & TR KRG 300 DHA . IPv4B &
OV IPV6 25t D B KRR NG RT 300 282 5 Z LI TE R A,
AR TLS [RIRFBEGEL | X CD U A F—TORIFF TLS OB KB EHRELET, T 74/
(Maximum MBI 100 T, U 2 F—2IPv4 & IPv6 DOl 7D TLS ke &4 1T A
Concurrent TLS LG, HREII2 OB THEE SN E T, = & TR KRR
Connections) 100 DA, IPv4 35 L OV IPv6 O TLS Hifes 0 5 KRR & 31 100

ZBADZLIITEEREA,

R o2y

NRFfE (Injection
Counters Reset
Period)

AV aryillih 2B )y FINTGAICGRETEET,
ZHDOIPT RVADA T U ZEEH L TWDHIEFICE Y~ AT A
DA, W2 X HEBEIC (728 20, w W%Ti&<w fH
BT Viey hT2L20CRELET, Zhul T — X BEBREE
oA RITETHER LY, /XT.ZAO)/\7j‘“—<7/X -7 YN d
DNTHZEEFERECEET,

BAEDT 7 4V MEIE 1 BT, /b1
(14,400 #0) oM EEETXET,

Ayl va R EZESRL T ES,

53 (60 F0) 7D K 4 IFfH]
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B vxr—ovo—uss

BEFA—LERETHLOOT— bz OBE |

Ja—NLERE

Bl

RO I A DT
7~ F TORF B/

(Timeout Period for
Unsuccessful Inbound

Connections)

AsyncOS NI L= B E 0 L b D £ TEDOE EOREICT B4
IR 23 E LET,

LB U288 SMTP h o "t —2a v b ip | IEERA v E—Y A
YV a AT AHZ L7, SMTP 2 RE72/X ESMTP =
<V RBFITENBTET, BELEAA LT U MIELEZSAIR. K
DT T —REE SHL, HERD RSN ET,

421 Timed out waiting for successful message injection, disconnecting. |
EHR A=V A0V a v BREETDHET, SRR LZ
LRRSNET,

NTY w7 JURF—D SMTP BRICOLEATEET, T 74/ ME
X555 Cd,

TARTDOA N
RHEEfE DA 71 R il
R (Total Time Limit
for All Inbound
Connections)

AsyncOS WERBERVBA L LN ETEOET EOREICT 26808 %
BELET,

ZORET, RHRKIFRENMAEHAT L Z LD, YATLY V—
AEREFT D200 B DO TT, Z ORKEFRR O 80% AT 5
LLRDAE—URERENET,

421 Exceeded allowable connection time, disconnecting. |

BFA—NT— T A1, DN R KGR D 80% 2B A 5 & |
B A =V OBRTTHUMW SND Z &2V Tod T 2 Uil L &
9 & LET, AR 2RI H O 80% (ZEZE 4 2 BBV TV
D6, FET L WREMNH HME T, FHEGIRZIEET 256, 2
DLEVEIZER LTI ZE W,

RTY w7 ) AF—0O SMTP I ORMFEATE X4, T 74/ ME
X 15 45T,

2 DI RY A X
(Maximum size of
subject)

T2 DY A ZIPFRE SNIZHIRANTH D A v B —UPKRB I, L DA
DAy E—VIFESTENET, ZOEZIIHRET S &, HIRITEM S
NEE A,
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0T a—T4oonaEns 4 ve—vonE [

so—ALEE |56

HAT LR Ay —UREHE LYV THATHES 2 FTT 00 E I aRELET,
(HAT delayed 77 4/V M TiE, HATIZ L » TGS SN HERUESMTP I /3 —2 g
rejections) DRI AN — Ay —V R L bR TR T ENET,

HAT [E7)] RECTETA—APELTEND L. AsyncOS TiX SMTP
7‘3‘//\‘Jz~/a OB CIERL . A v B—U%EHL UL (RCPT
TO) THBEZRITTEET, ZOHETA v E—VEELSTHZ LT,
A=V OEENBESNA v =V NI 2T 5720, AsyncOS
FHESSINIZA Y E—VICET 5 LV FMREREBS TEET, &
ZIE, Tuev 7 ENTEAvE—VOT RLABIOEZEEDOT KX
MO A=V EFRTEET, /o, HAT HEGOBIEIZ L > T, EEM
MTA M S AT SN A AlREtE b/ h &< e b £,

HAT BIEE S & A R —T M 5 & ROBIENRFEAEL £,

MAILFROM @i~ RRFFR[ENDN, A vb—U 47V =7 MMIERK
gy,

BT A—INDEEDEDDOT 7 EABEEEINT-L NI A v —UNE
REN, TRXTORCPTTO =2~v>2 RRETINS,

SMTP AUTH Z il L TiEEH MTA 23385 F S 584 . RELAY RV
VeNEFREN, A VEEE EBDICEETE B,

CLI ® listenerconfig --> setup a=w s R E@Jf ET% iﬁ—

ATy T8 ERzEEL, RFELET,

What to do next
REEIER
O T =T 4 VTN EEND A v E— T DFKE, on page 7

sl N —_ . S J SO . oS =1 =
BEOIOA—TAVINEENDIAVE—VDERTE
WDONFGRA—=HDAv—Dxra— N FRELETHED, EFA—NTF— b U= ADH)
ExER T ET,
o Ny K —
o« X 772 LD ASCIH LS D~ X —
e Ty A —F Iy A =D a— FHEROFRA—K
ZOEEERET HITIE, CLI T localeconfig =~ > REMH L £7,
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BEFA—LERET SO — 11 DEE |
B oweb s REERLTURF—EERT 5 EICL ZERERDY A=Y

\}

Note Web (L F—T A ZAEMHHLTCZOEELARETHZLIZTTEERA,

CLINZ VA VT MOV TNIZHONWTIEL, REFEAY V7 L a— NN E 2K
LTL7Z&EW,

Web1f U 3—DJ A RZERALTYRFT—ZERT S
CICKBEFRERDODIUR=ZVY

Procedure

ATYF1 [*v bU—2 (Network) ]>[V A7) — (Listener) ] ZER L £,
ATv T2 [UAF—%IBM (AddListener) | %227 U v 27 LET,
ATYT3 WORIERSNTODORELHELET,

Table2: ') R +—KE

A i U2 —i2id, BHICEBRTE LI Bo4RI T T7Z&n, U
FT—HICERT D4 R1TIE, KRCFE/NCFREB S ET, AsyncOS Tli,
BEDOY A F—IZR—DAREMIT DI LixTEEHA,

URF—DH |[IROV AF— Z A TDONTINNEEIRLET,
§7<?W“ ST s (PUblO) Jo ST U w7 U RF T, A 2 E—F ey bk
Istener BEFRA—NEZETIEOOF 7 40 MRS ENET,

[FTSAA—F (Private) Jo 7T A —hk URF—F, FFTA4<—F (N
) Ry FI—7 CHERATLIEEFAME LTVET,

AH =T = | URAT =&l T OREFHBEFA—NT = T =AADIPA L F—T = A A
A2 BEOTCPHR— FEBRLET, ¥ —7 = ACHEMTLIPT FLAD
(Interface) |/N—Ta /NZXk>T, UARFT—ILIPv4T KL A, IPv6 7 R LA F72IIM
DRA=T g b ORI ANET, 77 4/4 TR, SMTP TiZAR—
k25 %ML, QMQP TiIAR—h 628 ZfEH L £,

Ny AT | RNy A Ta 7y A )VE2EIRLET (CLI@bounceconfig o< R&EfEHRAL
77 A TR ENTANAT A T T 7 A Va2 A RPLIEBRTEET, LAy
VAT Ty A NVOIERESRR)

FROBES |BEFA—NOLEELIETICHRMTLREFEZEBRLET (A—AFRY —
I8 (Disclaimer| (Mail Policies) ]1>[7 %A kU ¥— A (Text Resources) ] ~~—3 F721% CLI
Above) D textconfig A< NTIERINT-XLEE U XA M HERTEES, [F%
AN VY= OEZZR)
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| BFA—LERETBIODT—FI 1 ORE

ATv74

Web > 5 —7 14 REMALTY RF—%HHT B LickpEmERD Y=Y ||

TRLOMmES

TH (Disclaimer

BFA—AO LI TICRMNT2REFREZEBRLET (A=K —
(Mail Policies) ]>[7* A kU Y —R (TextResources) |~<— % 721% CLI

Below) D textconfig A~ FT{?&éﬂfli%% YA RNDNOBIRTEXET, [ %
AN UY—R] OEEHM]R)
SMTP G857 |SMTPRAET' R 7 7 A LV EFEE L 7,
07y A
(SMTP
Authentication
Profile)
AR URAF—~D TLS DT~ ODOEAELEELET (Y hT—7

(Network) 1> [fEBAE (Certificates) ] ~X—3F 7212 CLI @ certconfig I
Y RTEMENTGEAEEZ Y A LB RTE LT, o MTA & Ol 51{kiE
FEOMELZZR) .

(EE) MOETEFRIND SMTP [vatn rrov) B LY [repr Tol =2 R TOMEHT OHill4H
DREEZITVET,
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BFA—NERET 20Dtz ORE |

B oweb s REERLTURF—EERT 5 EICL ZERERDY A=Y

(Address Parser
Type)

RE SR BA
T RVA NR— | RONN—=Y—F A TONTNPEFEHL T, BFA—NVTF— =N
AT RFC2821 AT & OFRE FiR (ZHEYL 3 B 0 2 IR L £ 77,

Strict E— K ;

o Strict &— F[X RFC 2821 |Z#EML L F §~, Strict T— R TiL, 7 FL Afig
HTHIRFC2821 DM HEIL L £ 923, RDOBIFM IS L ONEBNEEREN & D
i‘a—o

« MAIL FROM : <joe@example.com>] DX 52, a1 DEIZAN—
ABFWATEET,
o RAAL VI TFTREFHTE 7,
« IMAILFROM| @i~y FE LW TRCPTTO] 2w RTiX, KLFEE
INSCTEINEBI &N E T,
s VU A NIIRHASRICEATE YA (728 2iE, RFC 2821 TiX
[ID.] L) 7pa—VHEERTEERA) .
IFoBINA T > a rO—8iE, £ 2= M TEETN, £Hr7TDH &,
RFC 2821 [ZHANMIIZIERK L E 7,
Loose E— K :

Loose fEHTIZIEAAIIZ AsyncOS D LLFTD /S — 5 w6 ORBEFEOEIETT,
BEFA—NT RLAD TRFZ] ZRELRL, RO L EZITVET,

eI AL MDEHR, XA RNINTZa AL (HyaTHENRLTWNS) B
PR—FEh, TNSHEFERINET,

« [RCPTTOJ =i~ > FEB LW IMAILFROM] =i~ RTIEEIN-E
T A=)V T KL AOFILIZIZILS v a B RETT,

HEEOFA P ERFLD Y 2B EATEET WHEVRA R LL
DEAA—IL T RLADBPREIND)

bty ba—W | M Rx=TWZT D&, (ZAF—TRERLT) 7 FLAD—F4HES
%A (Allow (128 By hOXIFEEHTEET,
8-bit User
Names)
SEY M RAAL |AFX—TNMZTDHE, TRVAD RAAL UERZIZ8 By O FEFEHT
Vi) TET,
(Allow 8-bit
Domain Names)
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Web > 5 —7 14 REMALTY RF—%HHT B LickpEmERD Y=Y ||

RIE

Bl

Wy RAA V%
FFA (Allow
Partial Domains)

AX =TT D E, B RAAL VEFERATEET, B0 FAAL Vi3 se
MRAAL L THEHZRL, Ry b2 LD KA AL TT,

WOT R AiE, #3 KA A OHITY,
* foo
* foo@
* foo@bar

T7HN RO RAAL U HERER EFIZEMES D202, 2047 v arvk
AR =T NTDHLENHY F£97,

[T 74/ bk AL > %BI (Add Default Domain) | : 58 2{Eff N A A 4
TR, TIHN D RAAL BB\ F A=V T FLAMEHALET,
[SMTP7T R L A fi##ir 472 a > (SMTP Address Parsing options) ] T [#5) N
A A &FFA (Allow Partial Domains) ] 7231 R —7 /UZ72 > TWRWR D |
ZOFTVa U NET 4 =TT, ZHUX [T AV REEE RAAL V)
HIREHEDOT FLABIOEREM N AL V42T ERVWZEHEDOT R
ANZEBMTHZLICE-T, VAST—=BY L—F 5B A—NEERETDH
FIRCEBLET Evizdl, VAFT—0 IZ20FED] 7 RLAD
PR N AR~ A R TEET)

WRDL AT LT, FEHET FURITEED RAA 2B () &9
CETA—NVEZEETDIHEG. ShEfEALTT 740 FOREE N A
YEBNTEET, LEXE ROV AT ATIIESA—NVOEEE L
L CHBIMIZSITS Tyoe) OHBNATISNIZEF A —ADBERSNET,
5:“71'/1/ }‘@Jiﬂg%ﬁ KA A V%%E—Té BN |—@yourdomain.comJ s ’—jOGJ
A&, SEREMIEIEH 4 joeeyourdomain. com YRR EILE T,

V=R )—T 4
> 7" (Source
Routing)

'MAILFROM| 7 FL 23 KW TRCPTTOJ 7 R LA TEEILL—T 4 &~
TR ENTHEOBEEZRE L ET, EETTLV—T 0 7% EHEO

(@) XFEMEMLCV—T 4 > T ERET S, BT AL T KL
B TF (B : @one.dom@two.dom:joe@three.dom) ., [reject] %% E
THL T RLAIHERSRET, Tstip) ZBET DL, 7 NLADRE
T—T 4 TEDBHEIBRS L, Ay E—URN@E EBVBRAINET,

BIA—LERETEE005— 924 08E [



BEFA—LERETHLOOT— bz OBE |

B oweb s REERLTURF—EERT 5 EICL ZERERDY A=Y

ATy TH

RIE

Bl

AT KL&
5% (Unknown
Address

VAT ATHUFTERWT RVA VT IV EZEL-EE0EEEZREL
4, BUEIE. IPVA LS OTRTTT, 207D, 728 2 X IPv6 7 KL A
VI OE,. 7u hanl LoLTHEHET 30, ZEHZTITA— R AR

Literals) TUAREITY)ZENTEET,
VTG INNEENDIZEET FURRAIEN— R N 2DRFEK LD F
T, EEEHET RLRATEGESNLGE8R3H0 T, A vE—VERYETE
WSS N RN UZAPRN= AT 2SR ET (ZEA— AT
)
EREINEGE, BEHLZEEOT RLART 7 hai LTI
ESREInET,

=P/ TR | X7 (T2 z2iE, %) 250a—V4E2ANTLHE, EESNET,

N EES

(Reject These

Characters in User

Names)

(ER) MORIZERINTND Y RAFT—OEEE I AX v A AT 572D DR E R EZHTE

L/i‘g—o

B 39

R FIRFEE A |7 Pl S D i KRB,

(Maximum

Concurrent

Connections)

TCPY v A | SMTP H— 33521 AFL D RIIC AsyncOS TEEL SN D EH DNy 7 1 7,

Foa—H g R

(TCP Listen

Queue Size)

CR & LF Y
%\ (CRand LF
Handling)

ZOFEED CR () LFBLOLF (BIT) XFEELA v E—T D0
HGEAZRINL 7,

+[IEE (Clean) | AvtE—VEFHFALETN, TOEED CRXFE
JONLF 305 % CRLF CFHICE# L3,

.[*EZD: (RejeCt) ]o )< yﬂz%ij%*ﬁébi—g‘o
< [BFA (Allow) Jo A v EB—IZFALET,
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ATvT6

Web > 5 —7 14 REMALTY RF—%HHT B LickpEmERD Y=Y ||

RIE

A

Received ™~ v #—

TRTODZAIE A —/VITReceived: ~y X —%BMLET, £/, VAFT—iZ

B (Add £ A vE—TZReceived: ~v X —ZIBMLTY L—FT2FB T A—NLEEH
Received LE9, Received: ~v X —NEFNRNEIITTHITNE, o4 T3
Header) FHEHL TS —7 1z LET,
Note Received: ~v & —lt, V—7 Fa2—OMETIIA v E2—IITB
MEnFEFA, ZONy X —FTEUEDOTZDIZA v E—VRF2—
NHHEE X IENESNEY
Received: ™~y X —%T 4 =T NIZTBE £V TTANT T T ¥ DI
WCIEESNDTRTDOA =Y THEH—XDIPT RLAEITEHRA
BANFRENDZEIZEST, Xy PT—7 DO bR URARIRRWE
INZTHZENTEET, Received: ~v X —%T 4 B—T /T DI
HEENMETT,
SenderBase IP~" | [SenderBase IP7' 7 7 7 A /L Z{#i [fl (SenderBase IP Profiling) ] % A Rr—7 /L
Q77 ANER |ICTE2NEINEBERRL, ROXLIICHEEITVET,
)Siﬁ éUi; P o [#&#t Z & DSenderBase? 1 L7 ™0 b (SenderBase Timeout per
Pf:: ﬁle;gffe Connection) ], SMTP g = L 0 SenderBase % 7 7 A 7+ A

EDLBLVWOHIFF v v 2T oneERLET,

(EE) koFEIZ

TEEITWET,

EFSNTND ZOY AF—(ZBEA T DAL/ LDAP 27 = U — & il 9~ % %

JAF—=DLDAP V7 = —% A F—T /I T DI, ROBEEFHLET, 2047 a v
ZRHEAT A1, LDAPZ =) —Z2/ER L TBLMLERHV £, 7V —DK XA 7ITiE,
BET DO T8 s arhbEd, 72 V—DEATEH Iy LTHTEY
varrEEFRLET,

LDAP 7 = I —{ERE D ZERIC DWW TIE, LDAP 7 = U ML T Z &,
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BFA—NERET 20Dtz ORE |

B oweb s REERLTURF—EERT 5 EICL ZERERDY A=Y

B

J9IT)—DRA
7
TIvT T
)

TR 7Y OEEE, FHTAE 2 EY X I0LERLET,
LDAPT 7t 7 v &2 U~ % 2 —DWNMEAIZFEITT S0y, SMTPH /31—
Ta TCHEITT IMNEIRETE £,

U—7 %2 —OWMBFIZLDAP T 7 B 7 MR FEITT BIEES. —H LW
FHEICRTT2EMELE LT, RuvAFERE ey AR ELE T,

SMTP 77 > /32— 3 CLDAP 77 v 7 2374 554, LDAP ¥—
NIZEFETERWGEICA—NVERIET A HIEERELET, AvE—v
HEAFRT L0, a— RED AL DNRETERi A Ry 73T 502 IRT&
F9, wZIT, SMTP I > /3t — 3 3 > T Directory Harvest Attack Prevention
(DHAP; 7 ¢ L7 b VIBGBERSIE) D L & WMEICE LISGE I i A2 R
0y T HNE I MEERIRLE T,

SMTP 7 /3t — g U CRAEHEDORGEEZTT O &, 5D LDAP 7/ = —
ORI K TEET, LR > T, 56X OLDAP 7 7 &7 M & A
F—=T M LTEHA, TAVZ ) = "OAMPERTHZ EICEREL
TLTEE,

FERIZOWTIE, LDAP 7 = U O E A SR L T 7E 30,

N—T 4T
T

N—T 4T 7Y —OFEIL. VARSI —%8IRLET, 35N
IZOWTIE, LDAP 7 =V OBEAZHR L T 7Z&0,

m)

I Y DT AT
L—=F

A L—RK 72 —DFAEIZ. VA ML) —%EKR LT, From
FFECCAYHE—T RLAREWoTz, v AHL—RT D57 KL REEIR
LET,

FEANZDOWTIL, LDAP 7 = U O A SR L T &0,

TN—=7 Y

TN—T 72 —DARIE, VA NS 7Y =28 L £9, GBS
WX, LDAP 7 = UV O EA B L T 30,

AT9 T ERzEEL, RFLET,

What to do next
REEIER

W RAL L TTH ] RAAL | RIEZRJER D MAIL FROM, on page 15
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| BFA—ILERETE-0D5— Y1 DEE

HAHKAL, FIHILE Kaq 2, FELERRO maLrrom [

M EAL, TIFILE FAAL 2, RIEXGRK O MAILFROM

T Ra— R EFERAEE A F—
RAA O ZT 4 2—TIC

g VU TCHERSY

L78E. 72130 A F—0DOSMTP 7 KL R it 4+~
LB A. VAFT—DFT 73V 8 KA AL VERIE

TN

MEHINRL Y F7,

TS OBEREIT AV

ZHEE) T,

CLEERA L TYRFT—ZERT 5 EICKDEBERD

vl

RDFK

JR =

2. U R F—OfErE L OMREICEE T 5 Z X 7 2] % listenerconfig 7 2~ > R

D—EE R LET,

Table 3: ') R+ —Z kT 552 XY

VAT —ERT 55 RY

av U RELUHTav R

FLWY 2 F—DfERk

listenerconfig -> new

U ZF—D T a— N )VEREOHRE

listenerconfig -> setup

JURF—DNRT LR TFaT 7 ALDFE

e bounceconfig, listenerconfig-> edit -> bounceconfig
E
U A F =~ DT IRIAD B T , , , ,

textconfig, listenerconfig -> edit -> setup -> footer

SMTP FAEDFXE

(RAT) ~DEF A= DT AL (3
TV w7 VAF—DI)

smtpauthconfig, listenerconfig -> smtpauth
SMTP 7 R L A iRt D% . . .

textconfig, listenerconfig -> edit -> setup -> address
VAF—=OFT 7 H /b RALVOHRE | , , .

listenerconfig -> edit -> setup -> defaultdomain
Received: ™~ X —DET A —/L~Di8
P listenerconfig -> edit -> setup -> received
ZDFFD CRBELULF LFD CRLF | , ,

listenerconfig -> edit -> setup -> cleansmtp
DR
RANT 78R T—=TNVOEIE

listenerconfig -> edit -> hostaccess
n—H)V RAAL VERITHEDO 22— | , ,

listenerconfig -> edit -> rcptaccess
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BEFA—LERETHLOOT— bz OBE |

AT —%ERT D2 RY AR FELUYTav ok

(TLS)

U2 F =Dk v — g v

certconfig, listenerconfig -> edit

AEAE DR (TLS)

listenerconfig -> edit -> certificate

listenerconfig =~ > ROFEHIIZ- DUV TIX,  [CLI Reference Guide for AsyncOS for Cisco Secure
Email Gatewayl] #ZM L T 7Z2E0,

BT A—NDL—T 4 7B LOREREOHEMICONTIE, A—T 1 7B L UBUEHHIED
BREEBZBLTIIZEN,

BEEE

HAT DFfff T A — 4 on page 16

HAT D&/ NS5 A —4&

WOFRTIL, HAT #EMI ST A —Z O EFR L TWET, LLFOEMEIZ OV TIE, %A1
KZBIMLTEFa A FERTH, BAIMEEBMLTATANS, "aRTZENTETET, X
FORVMEIFAA MERREINET, TAX Y RZBFWTRT A= L, ROFRITRTEEK
XA HR—F L TWnET,

Table 4: HAT 3£#1/35 A — 42 DL

INTA—=5 (378 & Bl
BEDTZ Y DIRRA v —v . &
¥ max_msgs_per_ session 1000
2 3/%Zb—i)§bf:@)0)§%j(§%ﬁ§ ma cpts per msg %;5% 10000
. X r ] r ]
Eg o 1k
BRA =2 A X | &
max message size 1048576
20M
ZOY AF IR ST &5 L0600
K 5 max_concurrency
SMTP N F— z3— &
smtp banner code 220
SMTP /N F— 7 F 2 | (%) pe
smtp banner_ text Accepted
SMTP i/ 3 ) — 22— &
smtp banner code 550
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| BFA-—LERET OO — LI DRE
tv8-7542 57—tz ]

N HA—4 378 fie el
SMTP #if5/3F— 7 F & k prasl ,
<*> smtp banner text Rejected
SMTP/ X F—7R A "4 % b on | off | default
X use_override hostname default
. el

override_ hostname newhostname
TLS % 1 FH on | off | required

tls on
A IS DRIFEAF v o DO on | off

spam_check off
TANA AX ¥ DK , on | off

virus_check off
1R 872 0 DR RZAGH L B

max_rcpts per hour 5k
lH%EFEﬁ%f: ) Dx7— == }\ max rcpts per hour code ﬁ% 452
DRKZAFEH R
lﬁ%ﬁﬁbeik)a)ﬁlﬂ?;z]\0)&% max rcpts per hour text j[ﬁzﬁu Too manyrecipients
REfa#4 (*) - T T
SenderBase M1 on | off

use_sb on
IPLEaT—YarAay -10.0 ~ 10.0

e sbrs[valuel sbrs[-10:-7.5]

DIEF rvalue2

1
T4 L7 P USRI &5 -
EEEESURRIESN T R
Kk

IR —TS5AXT— b AR

IOBETHEH, Z o Z—TTFA X T = T2 OETEITA L F—Fy DA — VBT
D, ZNV—71 T H+—s3 POP/IMAP — NE /It MTA ICETA—L%E U L—LF
T, TUX—TITARX =T AF, ENEREFIC, I —T7 027 =B LOZ0DM
DEA A=/ P —=30050D SMTP A v —VE2ZI AT, 4 2 —F v b EOZEE T
L9,
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ZORETIE, 272 &b 2200 AF—PRETT,

A UH =Xy FMNEDA— LT T EZTANDL IIICRESNTZ) AT —12
N N—T"T7 =2 T BILOET A —/L % —s3 (POP/IMAP) 25D A —)VIEVT &350 F At
HEolTERESNZY AF—12

BpHbR_XT VI 2y NI—I T T7A_X—F 32y U= HIZE@BIONRT Y v U RAF—
LTTAR— RN RF—ZEKTDHZLET, BXFa2 VT4, RNY —ilidll, ViR—TFT 47,
FHAICETA—NVEXBITEET, 22X X7V w7 VAF—TRELLEET AV
I, RESNTEANRLHREZ D DV BLOUVANVAHKAX Y L 2 PN E > TT 744 b
TAX YV ENETNH, 774 =K VURAFT—TZEINDIEFA—NVIFAFTy r ENEE
Moo

X : 2 H—TFA X~ T2 A DTV T JRF—=LT T4 R=) A F—F, ZO=T
VH—TTA R = T 2 A ERDEAA—NTF—F T oA TSN THNDE 15037 »
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