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R 2:[79 T LAY 744 (Outbreak Filters) ] * A o R—

Outbreak Filters

Dutbreak Filters Overview

Glabal Status: | Enabled

Adaptive Rulss: | Enablsd

Mazimurn Message Size to Scan: | 512K

Receive Emailed Alerts: | No

_Edit Global Settings...

Outbreak Filter Rules
Rule Updates

Rule Type Last Update Current Yersion
CASE Core Files Never Updated 3.1.0-012

CASE Utilities Never Updated 3.1.0-012

virus Outbreak Rules Never Updated 20050715_000000

Outbreak Filter Rules (higher number indicates greater risk. 1= lowest threat, 5= highest threat)

We are sesing unusual volume for file extension(s) pif. We are raising the Threat Level to 3. We

3 OUTBREAK_0003427 Vol

5 cUTeREAK_a0n342s | 2 are seeing unusual velume for file extension(s) exe. We are raising the Threat Level to 3.

5 oUTBREAK_no0zazs | V2 are seema unusual volume for file extension(s) zip(sxs), zipielexe), We are raising the

5 cuTeREAK_aonsaan | W2 are seeing suspicious urlis) propagating through multiple sources. We are raising the Threat
5 oUTBREAK _nonzaay | |18 37 seeing suspicious urlts) propagating through multiple saurces. We are raising the Threst

Rules last updated: Wed May 25 22:36:12 2011

| Update Rules Now | Clear Current Rules

[7Y N7 A2 7 0% (Outbreak Filters) ] ~— %, [TV M T LA 27 7 4 X OB
(Outbreak Filters Overview) | EHBIAED [TV b7 LA 7 7 4 )L X DL—/L (Outbreak Filter
Rules) | (fFETHHE) DU A RD2OoD® 7 v a Vv INFERENET,

roT, T NT VAT T 4 VFIFA F—T ), AdaptiveScanning [T K — TV, FEK
A=Y A ZFSRKICRESNTVWET, ZNOLORELXELT HITIE, [Fr— UL
FRE & (Edit Global Settings) 1% 7 U v 7 LET, 7 a— L EOMREICE T 2 7M1
SNWTIE, T NI LAY 742D T a—"LREORER (16 2—) #BRLTLEE
AN

[77 b7 LA 27 4 )L%D/L—/ (Outbreak Filter Rules) | &7 ¥ 3 Zid, FFEa L R—>x
Y Qb= VAT TRV DU ET) OFRET v 7T — NOREZ, B, B X
VCNR—=a DY RRE, BEL~NVEHIT T R T LA T4 H L—LDY R PR
nET,

T RNT LA =L ONWTIE, TUNT LAY T4 —b (193—Y) &
ZHR LT &N,

ESPEREENS

T U RNT LAY TANEDTa— NILEREOHER (16 <—)
T RNT LAY T4 E L—b (19 3%—)
cTUNTULAT T4 NHBEREE A—LAHRY — (20 X—7)
T UNTULAT T4 NEBEEL T U N T LA JIEEE (25 =)
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T ORNTVAT TANEDT T— oA FX—T M LET,

cWebA V52T ay NIRRT EAFR—TMILET, WebA ¥ T 7> a FTy
XU T ESZRLTITEIN,

ATy T8 ERzEEL, RFLET,

RDEZRY

Z OFEEEIL. outbreakconfig CLI =2~ > RiZ X > CTHAEH AIHE T ( [CLI Reference Guide for
AsyncOS for Cisco Email Security Appliances ]| #Z) . ZHZMx 726, H#E L THEE L E
@—O

\}

GE) WebA v Z—TxAA%XFEHLTCURLOR XL T A F—TNWITAHZ LT TEFHA, CLI
ZHEALTCURL O X T E2 A 2 —7 T BFIEICHOWTILZ, URL DX 7 & URL @
AytE—Y NI vX T OFMOEE (17 X—) ZHRLTLEIN,

BEEIE B
T RNT LA T EERROA ML (16 ~—)
T HETT 4T = (17 =)
T U RNTVAT T4 NEDT 77— OBFME (17 =)

cURLDOE XL 7L URLDA vE— hTvx o ZOEMOANME (17 =—2)

TORILAY T4 L2 HEEDEMIEL

TORNT VAT T4 VEERER 70— S VCENCT A, [TV N T LA T T4 NEDT
7 —/NLERE  (Outbreak Filters Global Settings) [X— D [TV N T LA 7 7 4 VE EZHMZT
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WolzAZa—r U Z2—T M LT%IE. T M T v A7 7 4 VERERRIT, K325 A —
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TEXET, FFMICOWTIE, 7T R T LA T4 VHBEREE A— L R v— (20—) %
ZHLTLEEN,
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BIfR7e<, avTF A M#EIGAF v =P (CASE) ZfiH L CTUA LV AEOES%KH
LET, 72720, EVANAEDEEEAX v T 57202, 77747 A T Anti-Spam F
721X Intelligent Multi-Scan % 7 2 — /U2 A F— T )VICTHRENRH Y £,

N

GE)

VAT LDy by IR TA B RCEE Lol E (FlE4 X2 U T 4 22 M)
W, [BEX% = U T 0P —¥E R (SecurityServices) |>[7V 7 LA 7 7 4 /L% (Outbreak Filters) ]
N—UT %) (Enable) 1527V v 27 LT, T4y AR EFL, METLLERD Y %

R

TETT4 T IIL—ILDERE

Adaptive ScanninglZ, 7V N T VAT T4 NEDT XTI T 4T N— &AL FX—T WM LET,
A=V ONFIIETDUVANA LT =F ¥ I AN LEEREH TE nGaid, —F
DIFRELETZITHRE (T 7 ANV A X7 E) BDMERHINT, AvE—YRTURT LA 7D
To D AREMENRE Z4VE T, Adaptive Scanning # HZCTHI2IE, [TV VT LA 77 4%
D7 v —rLVEETE  (Outbreak Filters Global Settings) ]X— @ [i#)i/L—/V & G MZT 5 (Enable
Adaptive Rules) | DFEICH DR v 7 A% A2 LT, EE (Submit) |22V v 7 LET,

TIORILAY TJ4IL2DT7 53— FOEMIE

[77—k A—/L (EmailedAlerts) 1 &9 TNV DffWeRy 7 Akt 2L T, 7V K7L
A T4 NVHEREDT T — b eARX—TNMILET, TUNT AT T4 NVEDETA—/V
TI— DA =T MbiZ, BIZT7 79— b P02 AF—TNZLT, T RTLAT T4
NECEHTHT 7 — "R EFEEINDLLIICTDHEHDOHLDOTY, FEINDHT T — MEBILUE
BHROEBEBLFA—NT RLAORTEF, [77— bk (Alerts) | X—T D [ AT L& (System

Administration) ] ¥ 7 CRELET, TUNT VLAY T4 N EDT T — FOFRTIZET HEEMM
WZOWTIE, 77— R SNMP F 77 BRXOT Y NI LA 7 408 (8X—V) &5
L TLSIEEN,

URLOBOFUJEURLD A vE—2 b yF U TOFMOBEIL

URLBEOn 7ou JINEL, Ayt —Y T o ZTOFEMO Z OFROFRRIL, T 74
b N TN > TWET, ZHUZiE, ROA X hour T REENET,
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B 5 outbreakconfig 5> FEEALTURLO O XL T EMICT B

T I RNTUAY TANEITLES>TAYE—SNOBED URL DEX#HZ -

INoDAXR ORISR EAENCT HIZIE, 2~ R4 A% —T A A (CLI) T
outbreakconfig =~ > R&MH L £7,

ESPERENS

« 5 : outbreakconfig =~ RZMH L CURLODa X 72 HhT5 (18 X—)
T URNT VLAY TN = LOEH (19 N—)
« B : outbreakconfig =~ > K& L CURL DuxX> 72/ 25 (18 X—)

{5l : outbreakconfig 37> FZFERALTURLOAFX VT EZFMIT S
IZ. outbreakconfig =~ RZHEHA L CURL DX 7% A 2 —7 MIT B0 Z2 R LET,

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.
[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>
Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs is currently disabled.

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.
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TY9RTLAY T404 |

B 7orovqo sonsmae a—nkyo—

ToRILAY

T4 ILAMREE A — LR O —

TORTUAT T4 NVEEROREICIE, A—AVRY I —TLICHETEDLHDORHY T,

TURNTUA T T ANEREIX, TTTAT VA TA—VRY =80 2—T NV E I
TAE=TMITEET, A—ARY) =T8T, HEDT 7 A NVIERFEBLO AL &7
URNT LA T4 VA BEREDWLERN RN T E E9, T OEREIX. policyconfig CLI =~ > K
W2 E > THEMAAETT ( [CLI Reference Guide for AsyncOS for Cisco Email Security Appliances
J =#ZH) .

N

GE)

T RTUAT T A VEBERENRIET A N AMED B & A% ¥ 3 5 72IZ, Anti-Spam F721%
Intelligent Multi-Scan A% ¥ > %27 7T A T A T — U X —T VT HHLENRH D

i—a—o

FEDA =N R =T DT N T AT T4 VEBERRORELEET HIT1E, BET
LRV =D [T NI vA2 7 % (Outbreak Filters) (5IDOV > 27 %270 v 7 LET,
FEDA—NVRY =T LTT Y T AT TANVIEREEA X —T ML, BAZ<A
AT DI, [TYUNT AT T4 N EZEGINTDH (REEZ AL ~AX) (EnableOutbreak
Filtering (Customize Settings)) ] Z3%®R L £ 7,

A= R =T LTRDT T T VAT 7 4 VERELHLTEET,
o FREEA R L~
o i R IR BEOR 7 1]
c ETANAVEDOBHA v — P & REEZ BN AR RL(E
CNANRNRT LT 7T ANLRF DL AT
A vE—VEEOLEVMHE
CHNABETHRANBIOT U NT AT 7 4 V2% ($threat_verdict, Sthreat category,
$threat type, Sthreat description, 35 TN $threat level 72 &) ZfHEH L THA~ Y X — %28
HLET,
c MDBEF A=)V~ X —Z BRI E T,
* X-IronPort-Outbreak-Status
* X-IronPort-Outbreak-Description

« 77T A7 A £7213 Exchange — N EORBSITICA v —VEBIRELET,

« URL #&#ix

« B O EIH
[T RNTVvA T T AN ETINCTD (T 74N EDA—NVRY —i&E LKA  (Enable
Outbreak Filtering (Inherit Default mail policy settings)) ] ZE&RL T, 7 7 4 /L hD A —/L K
VOV TERBINTWDT U N T LA T4 N ZEREXHEMLET, 774/~ A—
RY =TT U T vA 7 TANEEREA X =TI L TOLEEIT, ZOMFTOA—
NWARY = I AL A X LRVRVEICLT Y b T UA T 74 VAR EEERLET,

REALE LD, AHEMELET,
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matL Lo LznEnzz ]

ESPEREY=]

cfREEL LD L EVWEORKRE (21 X—)

o RIRBECREF (21 X—2)

o« 77 ANYERAZ A T DA RA (21 =)
c AyE—UEE (22 °—Y)

frREE L NILD L EMEDERTE

YA RINSET T N7 UA 7 OFBICKT 5 [REEET 2 & E L~/ (Quarantine Threat Level) ]
LEVMEZEIRLET, HFWVNIWIEERBESND A v =030 HFEHAREWVIZ
RSN D A v =30V ET, Y A3d 774/ MED 3 ZHEREL 7,

FEAMZOWTIE, FEEEZ IR L XD LEVMERREN A KT A4 (98—2) 2B L T
éb\o

PN L I3 Es

Ay —VNT U NT A VR ) TICHE E D RKEHEZFRELET, VAL AEORMS
T ANEGLAREOH DA vE—2 BT 4 v 7o~y T V7 EZoMM
DB A GLRREMEDH 2 A v — DIk L CTRR DRFIMAfRE TS £, v LA
DEBOEGEIT, A v — V2 REEEIE IR EE T2 1203 [RBE BN IC A >
t—U%3%E LET (Deliver messages without adding them to quarantine) | = v 7R v 7 A%
FACLET,

\}

GF) AUV —T[RAvE—VOEHE (MessageModification) |% A Rr—7 /MZLRWRY | FET AL
AMEDE B REECE £ A,

CASE %, A vt — BB L~V 2E 0 Y TH L X ZRBHRER 2R L g, 77
TAT VAX, BS A TR DI KIBEECRERI 288 2 72 W R Y | CASE 23 ELE ™ 2 HEH]
DESOR., BEEEN A v —V 2 LET,

T7AIWHRF R A TDINA 1N R

BEDT 7 ANEA T oNL RAT LK) V—aBETXET, A RRENET 7 A
NAAEAEF1T. CASEIC L DA v =D B L~ VOHENSEAN SN ES, 7277 L. ST
T ANMIKTHEEYDODEFA =N X2 T 40 AT T4 OB TOILET,

7 7 A NMIERTZ A NRAT BT, [T 7 7 A VD AX ¥ D3 A /XA (Bypass Attachment
Scanning) 1% 27 Vv 27 L, 77 A NWILRTZEREIIAN L TG, HL5EFZBI (Add

Extension) | %7 U v 7 L¥ 7, AsyncOS X, [/NA /XA T 57 7 A VPLiET (File Extensions

to Bypass) ] U A MIHLIET-Z A T2 FRLE T,

WA NZAENDHILRF DV X S BIEF ZHIBRT D121, [N /32357 7 A WL T- (File
Extensions to Bypass) ] U XA FOYLRF OO T IFT A 2227V v 7 LET,

TYRTLAY T40NE .“



TY9RTLAY T404 |

B o vmEzosq R avFF Ir L84 T

BEEH
« T ANMEETFTDNRANZ : AT F T7ANDEAT (22 5—)

T7AIALEFDINANR : AVTF T7AILDEAT

Avyt—TF®R

T 7 ANMERTHNRANATLHEE, AT T 77 ANVAD T 7 AV (Fo & Z1E zip N .doc
T7AN) bAANATLHIERF DY A MIEENTWIUE, NA RS ET, 72& 23,
INANRATHPEEF DY A MZ doc ZBMULTZHEX, 20T F 77 ANMIEENTND S
DHLEDHT, T_TOD doc 7 7 A NVINSA RASNET,

TTIATVANT 4w TOFITEIEI~YNAT =27 Web A b~D U 77 EIET AL
AMDEBEFFOA =V AF ¥ T DGAIT. [A v E—VDOEE (Message Modification) ]
A F—T M LET,

A=Y DB LIS T, AsyncOS (FA vE—T AR L, §XTO URL 2 EX
Wz T, AyE—U00 Web A FEBIZ 5 & 925 & CiscoWeb EF 2 U7 4 7 aifk
MLUTZEELZ VXAV MTHZENRTEET, 77947 VA A v —VICRERHREY
BIMLT, 2—FIA v E—VORNENGED LY, FTREIARETHL L2 8ETHZHT
%ij‘@

HETANAVEDEBA v —V 2 BT 272010, A v —VBF oA 23— TS T HHEN
HoET,

FAEIEE
c AvbE—VEROEB L (22 X—D)
c AvkE—Uofs (22 3—Y)
T IRNT VAT TANEDETA I~y — (23 4—)
o REESEIHE A —/L AR A B (23 =X—2)
s URL EEXMZBIOR AL DA IR (24 X—7)
c BBORIER (25 X—)

Ay —CEBROEBLANIL

Iyt—SDH4

UARINE [AvE—VDOEE - B L~ (Message Modification Threat Level) ] ® L & U ME
ZIBRLET, ZORET, CASEICE > TRSNDEH L ~ITESNWT, Avt—Tak
WP EIDERELET, HFNNSWIIEERIND A vE—VIFEL R0 BFNK
EWEFEEREINDA v E—VFA R0 ET, 23X, 774V MED 3 ZHEREL £
D

EERINZ) 7 2 E0ETANAEDERA v =V THE~NY X —DTF AN EET S
Lo 2= A v b= OBEOL DI AT SN L B TEET, DAFATHA L
T N7 LA 7 4 IVE I ($threat_verdict\ Sthreat category., $threat type.

Sthreat description, 3L Sthreat level 72 &) OWTNMNEIIM G %2, HFH~v =D

B 7y9rJL49 2404



| 7o9roL1s 2404
F9rILAY T4 0s0BFA—LAvi— [

ATEZIFBIBIN L £, BEAHAT DL, [£%OHFA (Insert Variables) 1 %27 U v 7
L. BHOU A SMBBIRLF I,

[A = DOH4 (Message Subject) 1 7 4 —/V R TCid, ZEHIFERINETFA, ZO7 41—
JVRIZAN LT HF R FOBAEITRNCAR—RBINT 52T, FUVPFALDAvE—
AL, BT XA NEZTLHZENTEET BINT XA 24U DF L OM4 ORNZEN
T LEGEITEMT A SO, AV DTS D% AITENT 2551TBINT £ 2 SOk A5
ICANR—RAZBMLET) , 72& 21X, [MODIFIED FOR PROTECTION] & W9 T F A h& A4 )
O DORNTEMNT 2561, ZO%AIEBEO A= ZBIMLET,

)

GE)  [AvE—UDM4 (Message Subject) |7 4 —/b R TIX, US-ASCII CF72 T &2 CE £,

TIbkTLAYD TANLNEADEFA—ILAYHE—
WD~y B—% A= ZBIMTEET,

AYyHF— | TAH—T vk i 73y

XioRQhek@t s x-TronPort-Outbreak-Status: | ¥-TrorPort-Outbresk-Status: e T RTDOA v E—THE)
Sthreat verdict, level |Yes, level 4, Phish (Enablefbraﬂlnessages)
Sthreat level, - Password '}F'j{/l/%’l‘i?'? }\71//],7

Sthreat category -

TOHFH%N (Enable only for
non-viral outbreak)
« #79) (Disable)

NoRODSOHI| x-TronPort-Outbreak- |X-TronPort-Outbreak- o« A%

Description: Description: It may . ﬂEéﬁ

Sthreat type

Sthreat description trick victims into
submitting their
username and
password on a fake
website.

GE) Zhbo~y =l INWT Ay e—U%2T7 42 ) o 7T 5881F, ((RESE5E A — /LR A
FEBRELT) T7UNTVUA T T4 NETUEINTEA vV T 774 T RAIZEL, 2
NHEDNY B =TTV T AUNEEFEH L TA =V A Y T H50END
nE9,

REHELEA—IL KRR +
TORTUUAT T AN ZICEVABEEINTZA v =L TCarT oY 7 )V Z_N— DA
X U EEFTHEAT. MWEBINEAvE—VE T I I5A T AICRTEINICT T T LA
T 7 4NHAERETDHDLENDHY £9, 2, WAL T4 0 TiEars oy 7404
AXy L DEBIZT TR TVVA T T4 NH ARy URFITEINDT-DHTT,

TYRTLAY T40NE .“



TY9RTLAY T404 |
B ovrezsmassvriqonnsiz

({358 A —/L7s A b (Alternate Destination Mail Host) ] 7 « —/b FiZ, WBEZD A v E—
HEIBIZAX Y VT DTDICEGET LT T IAT L ADIP T RLA (IPv4 £721X1Pv6) F7-
IZFQDN Z# A ) L £,

URLEZBMAB LU RAS D/INA /IR

A=V OBHLANVIRA v E—VERO LEVEZBR D256, TV NI LA 7 7 40
BERRIZA v E—VNOT R TO URL #EEHZ, ZHULHDOURLEZZ Y v/ 35 La—H%
CiscoWebEFx =7 4 RFLDRAT T yvaX=DIZU XA L7 FLET, GEMRIZOW
TIE URLD Y ZA L2 b (65—2) ZZRLTESV, ) AvE—YOFB LR
WREED L X VMEABRZ 2B E. 77 I9A T U ANRA v —VOBEEGITWNET, IO IEY
ANAEDT U N T LA 7 PNETHOSRE, Ay E—VOREHTITOCIZ, 7YV N7 LA 7D
AREVENR DDA v =B ) 7 SNHTNTDED LV Web A M 258 L. £ D Web
YA MBRETH D E D D HIlrd 285 2 5 2 E 4. CASE X, SIO BMEfT 57 v 77—
FENET TR T LA A=A EHHLTA v b=V EAF Yy L, AvE—YNT T T
LA D—ThHL0aHM LET, RFHHPSRED L, TTIA TR FA v E—VER
HiED R L £,

AsyncOS X, NA/NAIND RAAL U ZEBLTWS URL 2fR&E, A vE—YNOTXTO
URL ZHEE X £,

[URLOEZH#2z (URL Rewriting) | CIIROA 7> a v aHTE £7,

 [REALDA v E—TDHA%) (Enable only for unsigned messages) |: Z DA 7 = /1T
X5 T, AsyncOSiE, A vE—VEROLETWMEZHZTOEIDIRELDA vE—TN
DURLZHEZHRZ OND LRV ET, 2ZL, BAINILA yE—VITEENEE
lve URL EBEHZIZHOWNT, Y AT ZOREDHHAHELEL 7,

\)

GE) EA—NtEXa T4 TTIAT A LUSNOEY NU—2 ED
P —REET 7T A 7 2 A% DomainKeys/DKIM &4 O FRAE %
HYT 2568, 77747 A%, DomainKeys/DKIM-signed A
T—UNOURL A EHEEZM|MZITD, AvE—VOEAETIDTL
DT AHZENTEET,
S/MIME Zffi L THf 5k SN TV 554 £ 7213 SIMIME B4 )%
GENDBE, TTIAT U AIA v =V EBAFER LR
£,

[TRTDAYE—UTHS (Enableforallmessages) | : Z DA 7 3 12k > T, AsyncOS
X, AvE—VEREOLEVELZMZTPEA LT XTORA vy E—YNO URL ZE X i
ZNDEICHRYET, BLAEINEAvE—UbEENET, AsyncOS BNEL Sz
Ay b—VEEFERT L L, BAITENRD 7,

*[#&3%) (Disable) |: ZOA T aiZ7 UV T LAY 740 ZICxLTCURL EX#x %
Fo4v—T7NLET,

RV —ZEELT, BED FAAL L ~DURLZZEENSBRIATEET, RAAL L ZA R
24 5H121%, IPvd 7T RL A, IPv6 7 KL A, CIDR#HiH., A ML, ¥45ERA N, TR
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EBDOREEIR

grosnsE [

AA L E[RAAL L DAF ¥ % /3A 73NA (Bypass Domain Scanning) | 7 4 —/V RIZ AT L&
T, BEOT L MY ERET HHEIE. v TREID £,

A IRARAAL L AX vy UBEIL, URLT7 4V EZ U TR END 7 a— LR ) X T
ITWETA, BEHR T, FFrT U A FOFEIZOWTIE, URLZ 4 V& U 7 OFFR[ Y A |
DOIVERZ S LT EEW,

TTIAT VAL, OLWA =T~y —0 EEICOEFREA v —T%BIML T,
=YX vE— /@V\?ﬁ%%‘ﬂ:ﬁ“é ERTEET, ZTOREFHIZIT, AvE—TDOFA
IS U TCHIML £72037 b —0 %X BT £,

(BB T 5 EHFE (Threat Disclaimer) | U A M OAEAT 20T FHO T F A b 25 RT
B, [A =R Y v — (Mail Policies) [>[7 %A b Y — & (TextResources) | V7 %7
Uy Z L, [BFHT 7L — b (Disclaimer Template) | % L TH LW EFHEZER
LT, [REFHT 7 L — b (Disclaimer Template) 21X, 7V N7 LA 7 B EEHIZBE
TAHEBENEGENET, [REFHFHEDO L Y 2— (Preview Disclaimer) (%27 U v 7 +5&, &
BAREFAD T L Ea—%2FRRTEXET, VAXLGHEFEA vE—UTiE, 2EEFHLT
A=V DEB LNV BEOLA T BLOEHOTR AR R TEET, MEFEA v
TV OERICONTE, TFA N U Y —RAFHOMELZ BB L T EE,

TORILAY D43 HREET O FT LA VIR

TORNTVAT T4 NVERERRICEVIRBES NI A v 2=V, 7O M7 LA Z Bl ) 7123%
FBanEd, ZoORHE=Y 7%, AvtE—VZEHET -0 L—L (T M7
A7 N—=NVOBEET U NI A 71D, THETT 4 7 =N OFHIT—ALHPERENE
T) ICHESNT, BB Y 75T R TO R v —VEHIRE I3 BRI T~
V—] Ea—0H5Z LZRTIE. £0thodh 6 5EHEE FEICHEE LT (REEOERIES
BEOFZOWTIEL, RV v— UANLA BROT Y M7 LA VIRHEZSRLTIIZSWY) |
Y~ —Ea—0FMIONTIL, [TV T LA 7[%%& (Outbreak Quarantine) ]33 & ON[/L—
Y= —|2 X5 (Manage by Rule Summary) | E=— (7X—Y) #ZBL X
AN

ESPEREENS

T U NI LA VIREEDE=2 Y T (25 =)
[TV T LA 7@ (Outbreak Quarantine) |3 L UN[V—/LH <V —iZ X 5EF (Manage
by Rule Summary) ] B2 — (27 ~2—Y)

TOLITLAVRRDE=2) 2T

EUNCRE SNt Y TIXE A EE=2 ) U 7 2B L LERADR, FIZUA VAT T
N7 LA T OFAEREIIBAERD, IEROA v —UNEET 5 i REndH5MIE, 7 R
TUA R ) TISERE R D) L HER L £,

EBRDOA vy E—UNRHESNIZSE, 7Y M7 LA ZIRBEOREIZ L > TE. IROWT 0
FAELET,

7orIL4o 74045 IR
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TY9RTLAY T404 |

B vrovomor=5u>y

cBEEOT 74NN T a B[V U —A (Release) ] IZFXE SNV TWDHEETX, PREFY

RIDOWIRZ Iz & &, FREREEC Y 74— =T a0 — L7z & &I vB—U0 Rk
SNET, T—N"—Ta—DEDITA = PMRBSNDENT, A7 7 A L OB,
R DT . X-Header DIBMEWST2T 72 a v NA v =% L TEITEINE LD
W, T P T LA 7 RHEZRETEET, ZNODT 72 a r OFMIOWTIL, [REE
AvE—VICHBNIZEA SNDT 74V s T2 arESRLTIEZND,

WEEEDT 7 4~ 77 > a U [HIEE (Delete) JICERE SN TWAEAIE, HREHR O
AL E &, FREREE Y 7R — =T — L&A v =V NHIBRSNE
R

e F—nN—Ta—F RBEEZ U THRNSIFNDE XTI LIZA vE—URBN SRS AIT

BAELET, ZOBAE. AYRAICENA v =00 (WP LbEbENA v E—
VN EIRY FHA) L H LW A =Dl P RtEN 22 £ T A v — U0 EK
SINTNWEET, A= N"—Ta—DDIZA v E—URES DI, M7 7410
HIBR, -4 DZE T X-Header DIBME WST=T 7 v a VRN A v —IIk L CFEITEND
EoE, TU NT LAV RBEARETE E T,

RS TV D A vE—UF, FILWVWL—ARBITINGTERNIHAF Y U SNbHed, T U
N7 VLA VREE=Y TIZh D A v —VIXAIFRNUIN SRR SIS Z ERNIFEAET

—g—o

FNTH, 774N T 7 a R HIBR (Delete) [ICRESNTWDHEHAIE, 7V T LA
IRt T AT = FTHIENEETY, VAR, FEAEO—PIIH LT, T TN
Ty a s [EE (Delete) [WRELRWIZ EAHEIELEST, 7O T LA VR ) 7
MED A =0, £ TV N T VA @O T 74NV ST 7 a v OEFIZET S
PRI OWTI, WREEA v E—VICAEBNICEH SNAT 74V T 7 v a v ESRLTLE
AN

Bz, LW A—A DT v 77— o, 7V 7 A Z R Y T ICREFHIE D Tk
WAy =V RHLGEIE. L RTEOA v =V OFMIREESELZ LB TEE
To AvE—VORFHHZECT ZEICXY, Bl ) 7OV A ANRELBRDBE1H D
7o, EE LTI ZEN,

\)

GE)

Ay—URT I N T LA ZIREET ) T IS E 5 TOBMICT v F A VA AF B (A
ALY LT TERL) F B SUET 4 E— T M SRR, L 2 A v — ViR
HENBHNCH 5 —ET v FIANA ARy L EFEA X—T M LTE LTh, ZOA
T BRI S L X DT U FIA R ARy VIRETSNER A,

GE)

TIORNT AT T4 NEZEEIL. T IAT LV ATTUVFIANARAT Y 2 A F—T NI L
RS THHERATEEST, 2L, TF9AT UV ATT U TFRANARF % U BA 3 —T /LT
BRI, TURNT VAT T A NZITFHETANAEOEE & AX v o TEERA,
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[7 T LA mEE (Outbreak Quarantine) 15 KUV L—ILHF <) —IZ& S EHE (Manage by Rule Summary) ] E 21— .

[79 T LA Ykmet (OutbreakQuarantine) 5 & WIL—ILHY T ) —[Z kS EHE (Manage
by Rule Summary) 1 E 21—
GUI D [F=%# (Monitor) | A==2—IZHD VA MDOEEAZ2 ) v 27 $52LT TU b
TVUAVREE= ) T ONEEFRTEET, 7V M7 LA ZREEZIZ, BNMOE2—ThHD,

T RT LA VRO L— < ) —IZ L 5EH (Manage by Rule Summary) 1 U > 7 6 H Y
e

379N TLAIRED JL—IL <) —IZ& ZEE (Manage by Rule Summary) ]') > %

Quarantines

Quarantines

Add Quaranting...

Quarantine Messages Default Action Status Settings

Spam Quaranting 2565 | Retain 14 days then Delete AT Edit

Outhreak Retention Varies

o I—I Edit
[Marage by Rule Surmmary] Action: Release 0% Full s

Policy 0 | Retain 10 days then Delete ey Edit

Wirus 0 | Retain 30 days then Delete 0% Full Edit

EPEREYS
eV —Ea—0DffHICLDT Y T LA VREEZ Y THND A vE—Ikt4 51—
IDIZHESNWEA Y=V T 7 a vy OFET 27 X—)
YI)—Ea1a—DFERICKDTI N ILA VBT TADA vy E2—2I21d T HIL—ILIDICE DN Ay E—DTF Y
3 VDET
pv—nt= U —i2 Xk B5%8 (ManagebyRule Summary) (V> 27 %27 V> 7 LT, L—/IIDZ
LT N—TIENTZT U N T LA JIRBEONEDO Y A M ERRLET,
4:7IORTLALOREED IL—IL YT —IZ&BEIE (Manage by Rule Summary) JE 1—

Outbreak Quarantine Summary

Manage by Rule Summary
Al

Select Rule ID Number of messages Average message size Total size Capacity
(] EXE_BAGL 4 16 KB 0.1 MB 0.0%
Totals 4 16 KB

[ Select Action... (%]

HENCA v E—VE IR L2 TH, ZOE2—NBEEDT Y NI VLA 7 EH3T X 7T+
TN—VIZBET DT RTCORA =Tk LT, fiffik, HIBR, F7I3REEIRER 2 £ 5
FLOERTcEET, F/2. MEBEFHITIVA MDY — M FITTEET,

Z OF%HEEIL. quarantineconfig -> outbreakmanage CLI =~ > Kb bEH CT& £4, FEMic oW
TiX., [CLIReference Guide for AsyncOS for Cisco Email Security Appliances ]| Z#Z& R L T 72 &
AN

7orIL4o 74045 IR



TY9RTLAY T404 |
B orovqoons0ez800y

TIoORITLAY J4ILE3DE=ZZ) DT

TTIAT AR, TURNT VAT T A NEBERED R T —< ABIONEE 2 E=4T5
BEOY — RN EGENTWET,

EPERENS

T NTVLAY T4 E LR—F (283—2)

T UNTULAT TANEOMELL—L A (28 X—)

T NT LA UIREE (28 X—)
«77—h,SNMP h 7 v, BIOXT U RTVLAT 7 40H (28 5—)

TIOcILAY T4IL% LIR—F

TITIAT U ADT I NT AT T4 NEDBIED AT —Z AB L OREITMZ T, HEDT
URTULATRT T RN T AT T 4 NZIZE > TSN A v — 10T A @A R R S
N7 NTVvA7 74 0F LR— T, ZOFERIL, [E=4 (Monitor) |>[7T 7V F7 L
A 7 7 4% (Outbreak Filters) ]-X— CF/rLET, sEllZONWTIE, EFA— L EXx=a
V74 =% OFZZRLTILEIN,

TORILAY T4IL2OBEEIL—IL )X+

MELIONL—L VA NI, TU NI LA 7 4 VX EREDBIIEDIRABIZE L THALOTEH
ZREELET, ZOERIT. [BEX 2V T 40— R (Security Services) ]>[7 UV h 7 LA
7 4 /% (Outbreak Filters) ] X—Y TR LET,

VAV WAVE GoN Y
TUNTLATRBEZEHL T, T RT LA 7 74 NZ DB LA DLEWVEIZEY, 7
ST EINTNDA v b —VOREE=F LET, E7. L—A 2L ORHEA v E—0 Y
A NBFEHTEET, IO WNTIE, [TV 7 LA Z[@EBE (Outbreak Quarantine) ] 35 LT
Lr—n%< U —IZ X 5% (Manage by Rule Summary) | E=— (27 X%—Y) BLOKRY
U, UANLA BEXOT U NT LA VIEBEESRL TS0,

75—k, SNMP kS v 7. BLUFTYIRTLAY T4L4

T NI LAY T 4V AREREIR. EHIIZ AsyncOS 77— R L SNMP T v 7LD 20D
BB T O@MEYR—FLTHET,

SNMP 7 > &, W—DT v 77— PR RB LT & EITHER SV E T, AsyncOS ¢ SNMP
N7 v 7OFEMICONTIE, TCLIZEHLZEHEEE=F] OELZSZRL TIZI,

AsyncOS DT 7 b T LA 7 7 4 VEREICIE, 20D F A T DT F— b (YA RB LV —
V) BHEINTHWET,
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FORTLAY T4 La8EED RS TLva—T427 [

AsyncOS 77— hid, 7V N7 LA ZIREE= Y 7 O A ARFKRKYA XD 5, 50, 75, BLW
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