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2. [THhor hOEH (Manage Account) %227V v 7 LET,
3. [RAA®DiEM (AddDomain) 1%7 VU v 7 LET,

B R SLBEVTLAA—LOEE
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| RALBEVT LA A—LDEE

ATy T2

nuh

EotpfshiAve—snsza~onsnE [

4. RAA U HR—HZVITEET DI, [RAA Y (Domain) |7 ¢ —/L RIZHFKD R 2
A ANTTLET,

GE) MTHN R RAA L EATILET, 72L& 2L, example.com (BT A —
VT R U A user@example.com® N A A 4 TY, MEEWNICESZ D KA A~
DHLGEX, BTTRXTORAL U ZBMLET,

5 [EfE (Submit) 1227V 27 LET,

&8k (Register) (227 Vv 7 §5L, T TICAR—FNMCEGFEINTOWHAEHEICE T A —/Li#
MPEEINET, ZOFHFIIR—Z el AL, [ThHU> hOEE (Manage
Accounts) | @ [#E[RE K (Permission Requests) | =727 2 a > T [K&F (Approve) |27 VU v 7
LT, BEREREZARTDMNERH Y £7°,

BERELR AR SN D & BEID D HERIZAER S, N—=F LD [T 17 FOFH (Manage
Accounts) &7 v a NIFRTEET, ZOBEIDITHMANT XITOT T4 7 > A THEH
TEET,

G¥) B ID 1. FEEDOHMICB L TWA CiscoEA—L X2 T4 F—rT = A0
SITONT=EEEZEHANT A 7-DD0—FED ID TY,

RN OTXTOT T A4 T ATV, CiscoTalos EF A — IV AT — X AR—HZ L) BHA
B SR ERID 2B L £,

1. WebA v X —Tx2AABERLCT FIAT A2l A4 LET,

2. [V AT LEH (System Administration) ]>[Cisco Talos - A —/LV AT — X AR — & )L E Gk
(Cisco Talos Email Status Portal Registration) ] (28 L £,

8 TITIAT VAN TAREZD—ETHLIHEEL, T—FE/ TAFLVLICHRELET,
4. [BEID OF%E (SetRegistrationID) [ %27 U 27 LET,

5. [X$KID (RegistrationID) ] 7 4 —/V RiZ, Cisco Talos &1 A —/V AT — X AR —FLinD
G L7258k ID Z A LET,

6. AEAEZEEL, RELET,
7. TTIALTVANT T AZD—ETIERWEGEE., NI XTOT I3 A4 TV ATAT v
T~ 6 B IKTLENHD 77,

CLI T portalregistrationconfig I~/ REFEHLTEREKID 28R ET A EHTEET,

ROTHEINEAvE—DD IR ANDHEAE

FEAZOWTIE, LFESRL TS E &0,

+ [How to Submit Email Messages to Cisco] R = £ >k (https://www.cisco.com/c/en/us/support/
docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5) .
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ZRLBEUVIT LS A—LOEE |
B ciscorr—n X054 T5T0v0ER

s Cisco Talos #& 1 A —/V AT —HZ AR —HF )LD~ 7~— (https://talosintelligence.com/
tickets/email _submissions/help)

FIE

ATV TN BoTHESNIZ Ay E—V DU Aan~ORETE B1 =) O [FLHBHET) DHEIC
uﬂﬁéh’@\éilllﬁ%iﬁbi?

ATYT2 BoTHEINIA v =V % VAIHET DL, ROFEOWTNNEEHLET,

eCisScOEA— N tXa2 T4 T4 D (34—2)
RO THHEINTA v E—V DR 7 7 AL & L TDRRE (35 ~—)

Mo THBHEINTEA v =V AZHWET L L, A= LD [T H T FOEH (Manage
Account) 187 vaichsd [EFA—/Li@ME LAR— b (Email Notification and Reports) ] 7R
ZUTRIRLEA TV a VISV E T A — Vil EZE LET,

G¥) [# 7 A—/Lif & LR — b (Email Notification and Reports) AR ¥ > D FiZdH 5 [«
A {518 (My Submission Notifications) ]38 L[~ A #f5 L AR— F  (My Submission
Reports) 1A 7 a0, T 74/ TAZITRESINTCWET, FHIZOWTI,
k@ URL IZ& % Cisco Talos 77 A —/V AT —H AR—Z )LD~V T RX—T % 5
LT 7Z &V, https:/talosintelligence.com/tickets/email _submissions/help

RDEZRY
EE 2B 2 51E 37 =)

CiscoEA— )L X)) T4 TS53594 > DER

Cisco Email Security Plug-In (%, Microsoft Outlook Z i/l L T —#'— (B A —/VEEHE L =
Y Ra—H =) NESTHHENTA v E—VE TV Aa~JETEDL LT HY—LTT,
D7 Z A % Microsoft Outlook D—i & L CREMT 58546, LA— b A== —7% Microsoft
Outlook ® Web A ' #—7 = A AZEBMSINET, ZOT T T4 DA=a—%FEHL T,
Mo THHENZA vy E—VELKR—FTEET,

Z DD IR

* IRDOX— )25 Cisco Email Security Plug-In ## 7 o — R CT&£7 :
https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=284900944 & flowid=41782&softwareid=283090986,

FEAMIZ OV TCIE,  [Cisco Email Security Plug-In Administrator Guide] http://www.cisco.com/c/
en/us/support/security/email-encryption/products-user-guide-list. html & 2/ L T 72 &30,
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| RALBEVT LA A—LDEE

BoTHEENEAvE—SOEH T 7L e LToER [

ROTHEINEAVE—DDRFT74ILE L TDERE

Ayb—=UOHTIVIIEL T, UTFTORIZERINTWDET R AIZRFC822IRMA 7 7 A /v
LLTENTENDORB THEENTZA v E—VRiRETEE T,

BF |E& EEAE EEICET S 1—Y0E
A= EEE
LD
E{E
AN RAEARBBLOEE L RN A—)L, A |spam@access, 2—HDZE b LA IZhL
L/ INKIT 4y U ZITIES TR, ironport.com FanETn, =—Fix
T4V |BEOHLHD (T4, UAN A=V EANLET
v | AL wAT =T, Bk Y) Th 2w | phish@access, X7 4 v v s RARL
7 b £7, ironport.com £
virus@access, AL E LTRSS E
. L7y, = —HFIFEY %
rronport.com .
AybE—VERRLE
Outlook 77 7' A > | 4,
D [EEEA— L
(Spam) ].
A
(Phish) ], 721X
[VAILA
(Virus) R % v
EY | AL TIEARL, E%7 (E%7) 7 |ham@access, =T 4TI A
mate AN INLL EBIFERET, ironport.com AR “/“IZ"—f/\\{j:"\?“—
TTATIT LA A=)
Outlook 77 7' A > | L TR S e,
D [EHEA—/L T
72\ (Not Spam) ]
R VG
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B =oossshirvt—SoRRT 7ML E LTOEE

ZRLBEUVT LA A —L0ERE |

B E&E EEARE EEICET S 1—Y0E
A— BEIE
LD
EE
~— | =TT 7L, BHAD VT B |ads@access, AN ELTHREENT
“ ANVTHLHIERR (ASLTIEILY) i onhort com b, 2= PEESRA
5 |EFAATT, @HEFT2I VT | EevERALET,
Ly |vavemaT RERGAbHY $ |Oulock 7T 7
L 5, ®W~?74/?
. B (Marketing) ] 7R

A =Y, EEE ISR DB R T2IIE | 5
A— | BRI A= VEER LEFREERDH Y
% 9, XX, BETNYTUERY

ATLIED, AU T4 THALRLYE

BNRBEZOBNET, EXRY 727

Ta v R—ADY T 4T E

A—ZIX, BERRRER A B = X L3 8

=

TUoAA—=)IE, ~—TT 478X

ONFEOMDIEL 2NV T BA A —L %

Gl LV INEH A T Y T,
Ik NIV THY T AT Y T3 _—2A | not_ads@access, =TT 4TI T A
~— | THRWVWIEBOEF A —/L (ANAT ironport.com A=) LTELTHRH
a ey, . EARSES IR INTH, 2—HFFA >
_ 5 H DT, U EIGIBEEE X
st — N
o =TT 4TI T vA
7]
. A=)V TlE7enb o & H
7 v
y RLET,
)(_
L

KOETFA—NT BT TEONTNNEENLTA b=V 2Bk T 5 &, Kl RESED
ZEMNTEET,

» Apple Mail

* Microsoft Outlook for Mac

* Microsoft Outlook Web App

* Mozilla Thunderbird
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| RALBEVT LA A—LDEE
sEzentsrz

A

FE Microsoft Outlook 2010, 2013, 2016 for Microsoft Windows Z i L T\ 241, - Tl
SN A =BT HDIZ, Cisco Email Security Plug-In 7213 Microsoft Outlook Web
App ZHEHTHHLERH Y £, ik, Windows D Outlook XU FE/Rp A~y X —%ZDEE
WL TAyE—VREETERWEDTT, £, M7 7 A0 E LTIRD A v E— U EiRE
THZENTEDGRIZDOHR, ENAN T Ty N7+ —LEMHLET,

EIEZEMT DL

EE DM RENTZEF A — VB E 2T -7 5, CiscoTalos EEF A —/V AT —H AHR—
AN TEEEERBI OB TE £7,

FIE

AT TN v Rady V7 vy V&M LT Cisco Talos 1 A — VAT —H AR—H )L
(https://talosintelligence.com/email status portal) (2w 74 > LE T,
AT w T2 Cisco Talos &1 A —/VAT —H AR—H )L T [1£[F (Submissions) | %727 U7 LET,
RT9 T3 [74NZA T a (FilterOptions) 157 U w2 L, W27 4 VB AT a B LE
R
ATvT4 (ATvay) v =Ry &7 )y 7 LT, HEOBMEZRIRLET,

RDBRY

FEAIZ DUWNTIE, Cisco Talos B A — VAT —H AR —H )LD~V T R—
(https://talosintelligence.com/tickets/email submissions/help) &ML T 7ZE WY,

BIE) L—BRICEITEEEEDIPT FLADRE

1 DL ED A=V Hfrt e —V 2 b (MX 721X MTA) | 7 4 VX —ERRENRT
TAT VA LFERA—NEEFET LB~ EOBOR Yy NV —7 Oy DIZEE ST
DHE. TTIAT VA FRETL~YYDIPT FLAZRETLZ LT TEEEA, DD
W2, A—ida—FL MX/IMTA 2Bk Sz L 212 2 F7, 7272 L. IronPort Anti-Spam
F L O Cisco Intelligent Multi-Scan (IP L B 27— 3 U —E R ZHH) 13IMBE(EH O IERE
RIP T RURIHEIEL £,

IV a—vaii, BEEVV—2EATLILICT I IAT VA ERETHIETT, 777
AT VAN T DT R TONE MX/MTA OLEBTE IPT RLA, BETLIP T FL A%
THIDIERAT D~y X —%HELET,
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ZRLBEUT LA A—LDOEE |

B ==y —zemLr-mmm

BEEIE R
e HEY L—HAEH LT BREES (38 X—3)
CHERIVL—FMHTAET T IAT A OFE (39 2—2)
s AEEV L—D0MEREICE D X D ITHET L) (45 =)
T O X —ERET LT OHRE (47 =)

BE) L—ZEALIRES

KOBIZ, #HE D L—DIERICHEANRFIZRLES, 7—T/L MX/MTA 2L > T A—/L7A
TFGALT LAY L—&ERTWAED, IPT FL 27891 b0 A—/LTIP 7 KL%
1023460 X I ICRZET,

6:MXMTAIZ&BA—ILL—: BE5

Firewall
IP: 7.8.9.1
/ fr“_\}(r \\'. . = l
, 2 .
\_ Internet « Bening
| Machine

-

MX/MTA

IP: 10.2.3.5

Cisco Email Security appliance

ROBNZHN D2 >DOHZRLET, ZOFIE, D LEMTHY, Xy NT—TNTORA—/LD
VL—Jike, T I9A TV A~OZFELINCERBTE S, Xy T —7 NOEHT— T
BIFDHA=NVORBEZRUET, BIATIE, 7891 06DA—VNT 7 AT U+ —/Lii#
WL, MXBLOMTA TAE SN THD, 777447V AICEEENET, HIB T, 7.89.1
MHDA—NPa— RANT W ERIIMDIATDRNT T 4 == T T TITA4T
ANZEF S, —HO MX OWTINIZEFEENTHL, 77 I9A4AT7 VA ITEBESNET,

. ANRLBEUT LA A—ILDEE



| RALBEVT LA A—LDEE

BEUL—sATE7I517 2 0%E |
7:MXMTAIZK B A—)L ) L—: Hi5R

IP: 7.8.9.1
Firewall
="
N
‘ — Nacnime
i?f’r’f A ’/\; Internet 4? B
l’ 'm___\q\x - S _,n'

o W l MX

Hop2 —»

/l MTA
Hop 1 }

IP: 10.2.3.6 \
a0 =N 0261
|

Mail Filter
Cisco Email Security appliance

IP: 10.2.5.1-n

Hop 1

-

mff
—
il

VU—%2ERTE7TIAT7 VR DEE
BEIA B

HFY L—BRED A 2 — T 1k

(39 ~<—2)
c HIEV L—DIBIM (40 X—)

L —ENTEAYE—VDRAE—Y Ny X —
EIE) L—#EED 1 +—TJ Lt
A\

(41 =—2)

GE) B—ANVMXMTARBA—=NVET TI7AT LAY L—TF 2850, HEY L —HEx2 A
F—T ML TL &,
FI§

ATY 1 [*y hT—2 (Network) ]1>[#18 VU L — (Incoming Relays) ] &R L 7,
ATw 72 [B%h (Enable) |27V v LET,

ANRLBEUT LA A—ILDEE .



B ==v.—oemn

ZRLBEUVT LA A —L0ERE |

ATYT3 EREREFLET,

WH
——
onfi

AT T1
ATvT2
ATvT3
ATv74

ATy TH

1J L—®EM

AT AHEEY L—FBMLET,
T T IATVAWLERBA =TI L —FTDH5Ry NI DE <, BLO
« CDOANEBEEZDIP T RL ARSI N D~y F—,
[ZC®H BRI
INHORHREMEE T TH5DICHERERT, V—SN7AvE—YDA =T~y
H— (41 =) BB LT EE,
e TN EEEZEDIP T R AEFHET B AZ NE 1T Received ~v ¥ —EfEHT B0
EIYDERELET,
e WAL D~y X —EFHT L84
VL —ENTEAYE—VDRETLIP T RLAZSHET L EHER~Ny X —2RELE
ER
¢« £ MX, MTA, F7IZLOMEEICICHR L TV Ao~ ik, ZFEA v E—Y
ICTEDINBEEHE D~ X —2 L IP T RLAZBINT A2, O U 2&EL
F9,

FIE

[*> FU—2 (Network) ]>[#%15V L — (Incoming Relays) ] Z#R L £,
[VL—DEN (AddRelay) 1227V v 27 LET,
ZOU L—DARIEANLET,

MTA, MX, FHIFEEA v E—VEV L —F270DICT 7IA4 T VAR L TV bHitho~
VUDIPT RVAEZASLET,

IPv4 £7-1XIPv6 7 F L A, FEAECIDR B, £7/2I1ZIP 7 FLABHZMH T £4, =& %
X, B A—NEZETHEBEDOMTA 2%y T —7 Ox v VIZEE L TWAEEIZ, T3
TOMTA ZELIP T FLA0&M, 728 21$102.3.1/8102.3.1-10 Z A1 T 558035
F7,

IPv6 7 K L ADHE | AsyncOS (FROEAEHR—FLET,
*2620:101:2004:4202::0-2620:101:2004:4202: : ££
*©2620:101:2004:4202: :
©2620:101:2004:4202::23

®2620:101:2004:4202::/64

TDOINEIEEEDIP T N AZHBIT 5~y X —%2fTELET,

B R SLBEVTLAA—LOEE



| RALBEVT LA A—LDEE
YL—shitvt—onrvt—S~vs— |

Ny H—F AT HEEIC, KROaa E AT H0ETHY A,
a) Ny H— ZATOER
TAL I~ HA— () F 7213 Received ~v X — &R L £7,
b) HAX L~y HE—DfH
JL—SNERA v =BT 2 L— v v 2B ELE~y X —S % AT LET,
RIH 2~ L ET,
SenderIP
F72E
X-CustomHeader
c) Received ~» ¥ —DHE
IP7 L ADHNIEE SN D LFETLFIN AN LET, PT FLAZHET D TRy
7 BEATLET,

RATYT6 EHEAREL, RIFLET,

RDZRY

WEATH Z L et LET,
¢« DHAP OIEHIBD A v —U BB A— L 77— R o —%5FEEZEI/L—TI12) L—F
ey roEBMLET, SISOV TE, HERVL—BXOT 4 L7 U ~N—_X N IZE
Bk (45 =X—2) 2L TLEIN,
e "I R UITBIWN NI TN a—T 4 U ERGIZT A, FHEINA N X —F R
FTEHETTIAT o AORR T ERELEY, EHT D~y ¥ —2IEET D0 7 O
E (47 =) #BBELTLIEEN,

REEIER
A VBV RARNDNEIPAX Y T DIDDT T ITAT A ORETE (2N~
)

JL—aNt=AvtE—CDAVvE—D Ay S —
VL —ENFAvE—COIOEEFEOHBANCA~Y X —DF A THRRONTNLEZHHT S L
ST FIAT A BZRELET,
WAL I~y B— (42 =)
* Received ~v #— (42 _X—)
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. ARBL A~y H—

HARBLANYH—

Received ~ 'y 4 —

ZRLBEUVT LA A —L0ERE |

HAR Do~y X =% L TCIHOEEEEBTHHRIND HFIETT, TOREHEITE R T
BT, TOHAL ANy X —%BNTHLERDHY £3, ZO~y X —0OfEIZ, M58
DEE~VDOIPT RLRICRAZERTHENET,

SenderIP: 7.8.9.1
X-CustomHeader: 7.8.9.1

=V MX/IMTA THRER » THD A =N ZZ 5T DHEE DALY L~y =% AT D
T LM, EEY Vo REE A R T CT DME - OFIETY ., T8 2 ROK T, SAC
ENRAD ORGP T LA 10235 £ TEL ST, AACHEH2Ay 7, mADEF 1Ay
7T, ZORUTIE, By TEBRRDGEEND D0, WAZ L~y F—2EHLT, &
BUL—DPELSBREESND LT LRBERD Y £,

8:MXMTAIZ & B A—)L Y L—: FERY TH

IP: 7.8.9.1
Firewall
/ -

7~ " e N Sending
.‘:’,:”' C 5 i - g / Machine
N (
:r,fl \ Internet )
' T T

Y

=:. IP: 10.2.3.4 D
s MX
¥

/ MTA
Hop 1

3 IP: 10.2.3.6

Cisco Email Security appliance

ESPEREYS
c EEY L—oEM (40 R—3)

MX/MTA ZRET DR, BEIP T RLAZETeH AZ b~y B —DARAI L@ 72
WA, BEV LT, A v E—I0 [Received:] ~y X —ZFFETHZ LIcL-T
EETIP T RLAOHBNZFITT 5L O ICHETEET,  [Received:] ~v X —% {350
EX, Xy hT—7 Ry 7] OBNEIZ—ETHDHIPT FLADEAICBYEREL £,
DFD, KHIOKR Yy TIZH D~y (TR MXIMTAIZE D A—L Y L— : fKE] 010.2.3.5)
. Ry R DOy IMNLORy TENEIZE LWNKLERD Y £7, 2[5 A — BB
DT T T7AT 2V ANZHHE L TND Y U ~DRIDO/R AR D Z ENTE 554G (11X : MXIMTA
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| RALBEVT LA A—LDEE
Received N 54— .

WCEDA—NY L— REFRy 7] THHALTWAE LI, BARDHR 78I D) . A
A O~y X —ERATHILERH Y ET (WAX L~y F— (423—) 25H)

FRMT SRS F FE T ITCFHNB L OWAIT L TR T 2%y N —7 &Ry 78 (F721% Received:
~yX—H) ERELET, Ay iR, BRBIC, AvE—URv I UMTHIREIND I &%
BLET OFI7A T RACEDZERFRyTELTAVY FERERA, FEIZOVTIE,
T D~y X —ZRET L7 OKE @47X—V) 2L TLZEVY) . AsyncOS I,
FEE S » 7 xE T 5 Received: v X —WN ORI LFF 7213 L FHN O RO A
NV AL BAIDOIP T RLAZSRLET, w2 X, 2Ry 7E2\E LGSR, 77
FTAT A DBWIT LT 2 20D Received: ~ v X —BENT SN E T, TR LT HLER 2
IP7 RLALROMBRWES, 77747 AT~ v OEBEOIP 7 FLAEMHH L
£7,

WOFNDA—)v ~o X —OiE, iy a () E2Fhy7E2EELELAIL M~
DIPT RLAX789.1 TH, 7272 L. Ay = () BLOFN KRG FEEE LTS E1,
A2 IP 7 RUABREOND EHA, ZO%E, EEV V—HEIEZT -7 1 Tho LR
mERN, Bior~ o IP (1023.5) BNMEHASNET,

M : MXIMTAIZE D A=V U L— JEiR] OB TEHEEY L—IZkD EBD TT,

¢ XA A 110235 (Received ~y X —%FEHLT2Hy7) BLW

« X2 B :10.2.6.1 (Received ~ X —ZHHL T2 K v7)

M . MXIMTAIZ LD A=Y L— 5] (R T LIS, TTTA T AETIZNL D00
Ry THRBEBRT DA v E—VOEF AN~y X —OFlEROEFITRLET, ZOFIL, ZE
FOZEFRICHE LA v E—UTERRIND, IO~y F— (TT 747 A TILE
) ZRLET, BETDHIHR Yy 7T 212720 7,

= 1:—E® Received: ~y 5— (/XX A1)

1 Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by smmail5.customerdoamin.org with
Microsoft SMTPSVC(5.0.2195.6713);

Received: from ironport.customerdomain.org ([10.2.3.6]) by

smemail.customerdoamin.org with Microsoft SMTPSVC (5.0.2195.6713);

2 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org

with ESMTP; 21 Sep 2005 13:46:07 -0700

3 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]1) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWul008155 for

<joefool@customerdomain.org>

4 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.17])
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefool@customerdomain.org>
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. Received ~ v 4 —

ZRLBEUVT LA A —L0ERE |

by sending-machine.spamham.com with ESMTP;

with Microsoft SMTPSVC(6.0.3790.1830);
Subject: Would like a bigger paycheck?
Date: Wed, 21 Sep 2005 13:46:07 -0700
From: "A. Sender" <asend@otherdomain.com>

To: <joefool@customerdomain.org>

5 Received: from linuxl.thespammer.com (HELO linuxl.thespammer.com) ([10.1.1.89]

Received: from exchangel.thespammer.com ([10.1.1.111]) by linuxl.thespammer.com

FEROFEOATE
T TIITAT VAT, TNHDO~y X —EMHLET,
T IPITATVANA Yy E—VEZELET (Ky7ELThHU Y FERZW) |
DO KR YT (FEVL—)
cH2AR Y, T, EEMMTA T, IPT FLA1X7.89.1 TF,
T TAT A TiE, T35 Microsoft Exchange -~ & — & 48 L £ 7,
WDOFRIZ, I~y X =%, ALETA—N A=Y~y XA —5RLET

5= 2: —E® Received: ~ 5 — (/XX Al 2

1 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.ord|

with ESMTP; 21 Sep 2005 13:46:07 -0700

2 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.47)
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWulO008155 for

<joefool@customerdomain.org>;

by

3 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1]

by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefoo@customerdomain.org>;

WO IZ, GUI O [V L—DiBE (Add Relay) | _X— Y CTRE I /NA A (ikR) OE(F

L—ZRLET,

B R SLBEVTLAA—LOEE

il




| RARLBEVT LA A—LOEE
BEU LD L0L S 122850 [

9:Received ~y F—tETCHRESNI=FEY L—
Add Relay

Incoming Relay
Mame: (2 | [IncomingRelayOne

1P address: (7) |1D‘2.3.5

Header: [ ) Specify a custorn header

(@) | Parse the "Received” header
Begin parsing after: 'é,‘ I[
Hop: @ | 37w

BEEIE B
c HIEV L—DIBM (40 X—Y)

EEUL—DBEEICED LS ITEET Hh
CEREVL—ET AN (45 X—)
cHEEVUL—, HAT, IPLEaTF—ar2ary, BIOEEEIL—T (45 2—)
cHBEVL—BIOT 4 L7 MY A—_2 NLEFIE (45 3%—2)
cERBVL—BLOhL—2 (46 4—)
cERVL—LEF AN X2V T4 F=F (LE—F)  (d63—Y)
CEREVL—BIUOAvE—Y FTvF S (46 3—2)
cERFEVL—tuFX s (46 2—D)

BEEJVL—&ETaILE

ERYLV—HRETIE, IPLE 27—y a v — bR CHET 5 S ESERT 4 L HL—L
(reputation, no-reputation) |ZSEFXF/RIP L Va7 —TarAa7zRtLET,

EEJL—. HAT. IPLEaAT—>3 > RaA7. BELUEEFEIIL—T

HAT R Y ¥ — Z—71F, RV =20 OFHRITBIEIIMEH L TWERFA, 72720, &E
JL—HRETIE bt aTr—Ya r 2arpigianszo, Avk—Y 74002810
$reputation 2545 & L CHAT RV v — 7 —7HfEE v 2 2 L— F T&E £,

BEVL—BELUTALI M) N—RX FREL

UE—FRAMR, Xy FU—27 ETHREY L—L L THDLA TS MX £721E MTA IZ A v
T—UEERDIETT 4 V7 N UEERRESIEERADGS, TS IAT AL, T4 L7 b
)9’% SWERSIE (DHAP) 254 R—T7 VIR E SN A — LT 0 —R Y o —5FFOREH 7/ —
TV L—mEETHONTWDE, ZOEEY L—D000HkE Fuey 7 LET, Ziuk
u 1/—75:6@“&‘10)% vE—UNR, ERORA =V bEDT TTA4T L ACHERE IRV X
IHIELET, TTIF7A T AFVET—FRA MPRKBEETHD ERHTET, HEVL—L
L CHERET D MX F 721X MTA [T TR A bbb A — V& %G L £9, Z ORE% [

ZRLBEVTLLA—L0ER ||



ZRLBEUVT LA A —L0ERE |
B ==z —ssvrL—2

LT, BRIV L—D00AvE—V%%E LT 272012 DHAP OEHIRD X v2—U B3 H 5
A=) 77— R —EEEETN—TIZ) L—FBMLET,

EEJL—BELUFL—X

Fo—21F, FMETLIP T FLADLEaT—Yary2a7ofbvic, fROBEEY L—D
IPLEaT—yarZ2arzRLET,

BEYVL—E¢EEFA—ILEXaYTa0 EZS (LR—F)
EIEV L— 2 AT A5

cEL AN XY T 4 T=H LR— MIESNE IP B X OV MX/MTA O 5 DT — & /3
GENET, - 2T SMB~ (IP7.89.1) B HNE MX/MTA (IP 10.2.3.4) %/ L
TSHEDOEA A —NAVNEESINTZHE. [A—/V 7 a—%~< Y — (Mail Flow Summary) ]I
X, IP7.89.1 D SEHD A vE2—UIZA T, WERY L— MX/MTA (IP 10.2.3.5) 75
DSEHDORA =V NEREINET,

s IPLPtaF—arRAarifi, EFA— L EXFxa2VT 4 F=F LR—FTELIHES
NEHA, BEEINV—TNE LIRS NR2VGEALH Y 7,

BEIVL—BLVAvE—Y rFSyFT
BRYVL—2MAT2L. AvE—Y F T v F U 7 ORIN— V1T, SMBEREEO TP T KL

ABLULE2T—var2a7ofb0ic, AvE—YD) L—0DIPT FLRABERY L—
DIP V2T —va ryAayrnERrINET,

BEEUL—EBXT

wkoaZORFIT, EEFZEOIP LT —Yaxarid, YW 1{TEICRENET, FD%,
EEY L —OWMENMTON T, ELWIP L 2T —3 3V Aa 7N SITRIRENE T,

1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG UNKNOWNLIST
match nx.domain IPR rfc1918

2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

3 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From:
<joe@sender.com>

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:

<mary@example.com>

5 Fri Apr 28 17:07:29 2006 Info: MID 201434 IncomingRelay(senderdotcom): Header
Received found, IP 192.192.108.1 being used, IPR 6.8

6 Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-1D
'<7.0.1.0.2.20060428170643.045 1 be40@sender.com>"'

7 Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject 'That report...'

B X SLBEUTLAA—LOEE



| RALBEVT LA A—LDEE
gwEuL—esi—nns [

8 Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from
<joe@sender.com>

9 Fri Apr 28 17:07:29 2006 Info: MID 201434 matched all recipients for per-recipient
policy DEFAULT in the inbound table

10 Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

11 Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam negative

12 Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative

13 Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery

BEYL—EA—)LOY
WoHNE, EEYV L—EHwzrate, — e 2 NV ERLET,

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay (myrelay): Header Received found,
IP 192.168.230.120 being used

AT BNV E—ZHEET HO0TDERTE

TTFIAT UV ATIE, AvE—VRNZESNEHASTHEEL WAy X —DHBELET,
L7 -> T, a—A/VTBMEND~y & — (Microsoft Exchange D~y X —72 L) o 77
TATUVARA =V EZETDEXITEMTEEBMO~y X —i%, EShEHA, #H
SIND A~y X —FRET DHED 1D, EHT 5~y X —% AsyncOS =¥ U ZIZEH 5 K
IRETH I ETT,

Ny A =D XU TREERETHINE, aX 707 a— LR EEZSRLTLIEE N,

E-RYGTIL—ILOTYTT—k

fEFHEFERRICRIET D & fH® Cisco Anti-Spam 35 X U Cisco Intelligent Multi-Scan /L— /L
DT T T — MR TEET,

FIE

ATYT1 [BEX =2V T 4% —E A (Security Services) ]> [IronPort Anti-Spam] % %R L F 9,
E et

AT9 T2 [BXx=2 VT 4P —ERZ (Security Services) ]>[IMSE LU/ LA A—/L (IMS and Graymail) ]
IR E 7,

AT9 T3 PL—LOFEH (Rule Updates) |7 v ariaFEnrl, REfTWET,

ZRLBEVTLLA—L0ER ||
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B = ongorzr

ZRLBEUVT LA A —L0ERE |

B #] (To)

E3EE

HAVR=R FOEHOEHICONTS | 7 v 7T — ERET SN THRND, =303
it BRE STV ARWEGATEL,  [Never Updated] &
W) SCFFIR RS NE T,

Ty I T — FIMERREN L O AR |

T T L— RRAFRRER G AT — L
% BT

[57<HEH (UpdateNow) %27 U7 LET,

RDZBRY
ESpEREYS
*Y—ER Ty 7T}
e U HF—NERE LT v ST — b

T YT T V= RBROT v I T e XU rn— R 5720 —/ 3E

ANLXEREDT R +

TARN&ZHME LT, Cisco
Anti-Spam T,
X-Advertisement: spam & V) oyi
A X-Header Z 503~ TD
A=V EANLTHD LR
RLUET,

B&Y REFIR AR

%&hﬁ%?x I U | x-advertisement: spam "™ > &*‘ :@’\/5*‘7&{#0?(%{5 L7z7 AR A b4

E AN EHEHLT, BEEZ7TAMLE | BE—TITIE, CiscoAnti-Spam (2L > T7 7
R THRRESI, A=K —k LT

CELET 7V ay (RARNARERY —n
B Q2X—) ) BEFTEINDEE%E
MR TEx E9,

WONTNDE Z DO~y X —IHHLE
7
c DAY H =TGR T AN Ay
ZEETHSMTIP 2~ REMHLE
9, CiscoAnti-Spam %7 A b § 5729
DT TTAT A DA —)LiEE
(49 ~—) ZZMLTLIEEN,
strace IV Y REFEH LTI O~y X —
EEDET, TARAvE—UEMEH
LIz A= 70 —0DT Ny 7 hL—
AEZBRL TN,
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| RALBEVT LA A—LDEE

Cisco Anti-Spam 7 X +§ B7=ODT TS5 4 7 VR ~D*A—JLiEE .

S BRIEFIR EZIEE

ANRBXRE | A o H—Fy "L EBEAYO | BT R IERO RGO T 7 v —F 0
DO E | A= A Y —AEFH L TR —EIZoOWTIE, AL OAIMEE T

At L £ i 2 AP L9 AR TERWGE (50 ~—Y) ZZHL
TLEEW,
ESPEREY=]

* Cisco Anti-Spam =7 A N T 572 DT 7T A4 T A ~D A —)LikE (49 ~—)
o ANLKPROGINE T A N TERWHE (50 ~—)

Cisco Anti-Spam TR T B51=6ODT T34 T VR ~D A —)LiEE

ATv 1
ATvT2

ATvT3

[ L& B
ARXLXPREREDT A R+ SMTP OB (50 2—27) OHZFER L T ZE W,

FIE

A—)L 7RI —"T Cisco Anti-Spam %= H N L £ 7,
X-Advertisement: spam & WV )~y X —ZFTT A NETFA— NV EZDA—/V KR U—IZHEN
TV —HITEELET,

Telnet TSMTP 22~ REMH LT, 77 EBATEAT FLRIZZDAvE—VEEELE
j—o

WIZ, TANT AT FDOA—NVRY T RAEFHNT, A=V KRI—ICRELEZT 7V ay
WCHDSWTT AN Ayt —UNELLEEINZ & 2R LET,

I~ L ET,
AT EE SN TN D,
CBIOH AL I~y Z=DRBEMS TN D,
« Ay —URRET FL ARG Sz,
s Avt—UNR Ry rEINT,
&R R
« AXLRPREREDT A K SMTP OB (50 =—2)
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ZRLBEUVT LA A —L0ERE |
B < costzmEosz b SMIP OERA

ANLXARFREDT A b - SMTP D fERHI

COBITIE, TARNT RLADA v — V% RETHEIICA—L K L —&FREL, HAT
TF A MESRE DT OLERD D ET,

# telnet IP_address_of IronPort Appliance_ with_ IronPort Anti-Spam port
220 hostname ESMTP

helo example.com

250 hostname

mail from: <test@example.com>

250 sender <test@example.com> ok

rcpt to: <test@address>

250 recipient <test@address>
ok

data
354 go ahead

Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted
221 hostname

quit

ANLHARDANEZT A FTSREWGE

IronPort Anti-Spam & Cisco Intelligent Multi-Scan D /L—/ UL, {EFE 72 A S AKEE AL 72 dic T
lBEMSh, WENKKET 2 &3 ITHIRUINIZ R 5720, ROFIEOWTrEHH LT
BMEET A P LARNTLIZE W0,

s R EEINTD, BEEINTA—NVELITII Y N T U R R=ZANEINTZANRA A v—
DN X BT,

W p o~y A—, BEGEIP, V7 =F v R E BRI WA =V EERT D & G RIERE
W20 £,

o [BEBEDOBHWANL] FiFETF A N5,

IPLEaFr—Tari—bER TuavZ RN Avb—UT7 o X8R ER LT I#
GEDERNA L] ZED RS &, BEOBREERMEL 2 £,
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2iLsxgEnanter2 rceanss i

« IO A BKHEA L F 0 ko TR S N2 A8 A D TFEIE,
«LIFID A v 2=V DT A |,

AX ¥ v UV UFBEOEEICEE S X I L— VBB L, HEBR L ET, Lo
T, WAy E—VEFHALCTANTSE, TA MERBARLEMRIC/RY £7°,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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