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IronPort Email Security Appliance Fi.l'ewall//’
i 4”"'

Groupware Server
(Exchange™L, Domino™,
Groupwise™)

\Groupware Client

RIZ, listenerconfig 2~ RAMH LT, BHHA ¥ —7 = A X [T Sinkhole_1 &\ 9 44 H[D
VIR Fa— AT VAT —FERLET, UAT—DREODIORA N T A
7 =7V (HAT) &, ROBA MPLOFERZZITAND L) ICmESHLTVET,

» yoursystem.example.com

«10.1.2.29
*badmail.tst
e .tst

N

() HEOTU R THD tstiZE D, tst KAA CHNICH DT XTDRA A5 Sinkhole 1 &9
LEIDO) ZAF—|IZEBTFA—IVEFETELLIITR T,

1

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

EDIT - Modify a listener.

DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.

1. Private

. TFTRANERS TN a—TFa0T
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2. Public

3. Sinkhole

[2]1> 3

Do you want messages to be queued onto disk? [N]> y
Please create a name for this listener (Ex: "OutboundMail"):
[1> Sinkhole 1

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 1

Choose a protocol.

1. SMTP
2. QMQP
(11> 1

Please enter the IP port for this listener.

[25]1> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addressed are allowed.

Separate multiple entries with commas.

[1> yoursystem.example.com, 10.1.2.29, badmail.tst, .tst
Do you want to enable rate limiting per host? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a remote

domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M
Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000
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Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n
Listener Sinkhole 1 created.

Defaults have been set for a Sinkhole Queuing listener.

Use the listenerconfig->EDIT command to customize the listener.
Currently configured listeners:

1. Sinkhole 1 (on Management, 192.168.42.42) SMTP Port 25 Sinkhole Queuing
2. InboundMail (on PublicNet, 192.1681.1) SMTP Port 25 Public

3. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

(1>

A\

GE)  commit 2~ FEFEITLT, TNOHDOEENEBIRLLIICLTLIEEN,

Xa—A L TEATDY IR — VY AT —%ZFELT, HAT CA P/ a v AT A
ML EZITAND L OIERB LD, A0 P20 a P AT AEFERH LT, 77947
VANDELA—NVDEE B L FE T, status, status detail, BL Nrate 2~ REFHAL
T, VAT LDONT = ABET=H LET, /o, V774 a—Y— A F—T =
A A (GUI) TYATLEE=XTHIELEHLTEET, FBlcO VT, LFESRL T
S,

cCLIZFEHALI=E=X2Y 7
« GUI TOfd 2 A7
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2y RT—ODESZTNoa—T42T

TTITAT L ACKEy N =7 BEGORENRD D E BN BEIL. 7774 7 ANREYNC
BEL WA L 2R LET,

TFITSGATADSY FI—OEHETA M

ATy

ATy T2

ATv7T3

FIE

VAT AR L, BHEE LTS A LET, EFIIRI A TEDLE, ROAyE—Y
NERREINET,

Last login: day month date hh:mm:ss from IP address
Copyright (c) 2001-2003, IronPort Systems, Inc.

AsyncOS x.x for Cisco

Welcome to the Cisco Messaging Gateway Appliance (tm)

status T~ > K¥ 7213 status detail =~ > REMFH L E9,

mail3.example.com> status

EJ S

mail3.example.com> status detail

status 2> K&, BT A—NLEEICOWTE=X ENAFEROY 72y hE2ELET, KX
NAFHIERIT, ho o2 e —=Uo2o0 0TIV NV—TbENET, L—FREDE
F A= IVOEEIZONTOREN T =X Y > TIHERIZ OV TIL, statusdetail =~ > K&
LEd, hooZid, VAT LHNOEFEA X FOBUEE TORHERLET, hoo 2Tk
W2, FOHTEDY vy MU, BB AT AFEBLURKE., 3L 2T LOLEGIRIC
FELIZAXNY NOREHERFTEET, GEIZOVWTIE, CLIZEHL-E=4V 7
EBERLTLLIEEN, )

mailconfig a~< ]\%1i)zﬁ LT\ %ﬁg LTU‘%)E%%HO)T }]/X@C%%f‘—/l/%%fg Liﬁ‘o

mailconfig I ¥ iz k- T, 770547V11ﬁ@f£§£ﬁ®"9“’\f7j‘é\iﬂéx N D3 FEAH
HZEDTELT7ANIMERENET, ZOT7ANET FIA4T 2 AT DR D
BT A—NT RLRIZEEFELT, 7TT7I9A TV ARF Yy NV TEFA—INEEETELD
LERMERLET,

mail3.example.com> mailconfig

FRARERS TNV a—F Y .-_


b_ESA_Admin_Guide_13-7_chapter40.pdf#nameddest=unique_1780

FRRERT TN a—TF125 |
. FSINYaA—TFavT

Please enter the email address to which you want to send the

configuration file.

Separate multiple addresses with commas.

[1> user@example.com

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to user@example.com.

mail3.example.com>

ST a—TF428
TTITATVARRy NI—2 L CT 7T 47 ThHhDHIERERINTEDL, RO~ NEff
MALT, xRy UV —J ORMBEEE U HRA L P TRELET,

e netstat A~ NEEHT S &, YK@J:57L£Z\“7 ~U— 7 Bk (%’fgk%{gwﬁﬁ) NV
TAT T—=TN, Xy NT—T A X —T 2 ADIFEIERHHHERNERINTE
ﬁqo

T I T A TRy FDY AR

e Xy NT—F A H—T A ZADIKKE

=T 4 T T —T VDN

VYR Fa—DY A X

AV N N A A !
* diagnostic -> network -> flush 2 < REMHHTHE, X v MU —ZIZEHET 54T
DXY a7 T7vyaTEET,

* diagnostic -> network -> arpshow 2% R&EHTH L, VAT LADARP X v v =%k
KRTEET,

* packetcapture 2 ¥ REMFHTH L, 2o Pa— BRI TWE Ry NU—2 T
EZAF ST D TCPAP ML D3 N &3S L THRRTEET,

pmmm@mm%@ﬁﬁéﬁﬁ\*VF7—74V5—7I4X&74W5%%Ebi¢0
ZDT7 4 ZTiE, UNIX @ tepdump A~ 2 FER UERZEH L Ed, 7 > b Ol
ZBHAGT HITIT start 2, 15 1E9 51T T stop A LET, it 251 L7, SCP 7=
IXFTP %] L T /publcaptures 7 4 L7 RU ML 7 7 A V& X0 — KT 50ERH D
F7T, FEMICONTIX, Ty b X I TFrOFET 29 —2) AL TIEIN,
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T TIATVATHRY NI—0 RIZT I T4 T RBERNHY, Xy T —7 EORKBEDOE
TAL MIBIFETE A Z L 2MRTHI21E, BEL TWABEEDAR A MI% LT ping 2
~ U REHEHLET,

mW37yF%@%Ték\77?47VXW%*7FU*yﬁX%A@%ﬁ%%XkT
%iﬁ‘o

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (x.x.x.x): 56 data bytes

64 bytes from 10.19.0.31: icmp seqg=9 ttl=64 time=0.133 ms
64 bytes from 10.19.0.31: icmp seqg=10 ttl=64 time=0.115 ms
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss

round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms

N

GE)  ping A~ REKTTHITIE, Cul+C AT L2HLERH Y £
D

s traceroute A~V R&EMFEHT B &, TTIAT VAP SFR Y hT—J IR A h D E T
ARMLT, Ry NU—I ORy FICEHTN—T 4 VT ORMBEET Ny 7 TEET,

mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

FRARERS TNV a—F Y .-_
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4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Please enter the host to which you want to trace the route.

[1> 10.1.1.1

Press Ctrl-C to stop.

traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway (192.168.0.1) 0.202 ms 0.173 ms 0.161 ms

2 hostname (10.1.1.1) 0.298 ms 0.302 ms 0.291 ms

mail3.example.com>

diagnostic -> network -> smtpping I ¥ 2 KaEffEfd 5L, UE—FDOSMTPV— %7
AFTEET,

nslookup ¥ KZEFEHT5 & . DNS @*ﬁ%ﬁg%*ﬁﬁfg e

nslookup 2¥ o NTIX, TTIAT VAN, BELTWAHDNS (RAA v Rp—2H—E
R) = NMEHRANLEIPT RUARAZRLCREECTEX D L AR TX £,

mail3.example.com> nslookup
Please enter the host or IP to resolve.

[1> example.com

Choose the query type:

1. A

2. CNAME
3. MX

4. NS

5. PTR

6. SOA

7. TXT
[11>

A=192.0.34.166 TTL=2d

R 3:DNS DIHEDHEE - VT —DE AT

A RAMDA L H—Fy b T KLA
CNAME A U T AOIEHRDOL R
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MX A=)V T AF 2Ty

NS FRELEZY = DOFf—0 =N

PTR g —NA U H =y 8T RLRAOEFEITFA ML, &
9 TRWGE ML OFRITE 2 A >~

SOA RAA D THERBAG] 15

TXT T XA MER

tophosts 2 ¥ > N% CLI £721X GUI o fEH LT, TActive Recipients| DNEIZY — ~ L
EJ RN

tophosts A~ NN EN A’\;J*‘a:dﬁ)éi{ﬁzo ®§1§%ODUX ]\ﬁ‘ﬂéﬂij«o ZDza
~ VR, Ry U= BEEORMBEA, BT A—AERRFELLI LLTVSIHEOKRR b
FAX1IODOFRA N TN —FICREESNDINE IDEHERT L0IHLHET GEHICD
WTiE, TETFA—I X2 —OEROME] 22 LTZEW)

mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Soft Bounced Events

5. Hard Bounced Recipients

[1]1> 1

Status as of: Mon Nov 18 22:22:23 2003
ActiveConn.Deliv.SoftHard

# Recipient HostRecipOutRecip.BouncedBounced
1 aol.com36510255218

2 hotmail.com29071982813

3 yahoo.coml13461231119

4 excite.com9838494

5 msn.com8427633 29

~C

e tophosts 2~ > ROFfER L LTHOLNTZY A D B R A A 2% LT hoststatus =
v REFTL, FELSHNET,
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hoststatus 2 <> Rid, FFEDZEHERA MIETIE T A —NLEEOET=4 1) T {EH
Zi L ET, AsyncOS F ¥ v ¥ = [THEM STV D DNS [ &, ZEH R A M Btk
WIKSNTEZ T — bR EINET, BESNDT —Z 1L, BZEIZFLIT LT resetcounters =
< RPLORETY, GEIIOWTIE, A=V ERRANDAT—=ZADE=L ) Tk
ZELTIZSV, )

I EALD KA A 2% LT noststatus 2~ REE[TTDHE, T T4 T U AFEEA

YH—=Fy FOWTIMNITKT D DNS FRIRODO /N T —~  ADREZE) 75310 5 2 &7
TEET, ez, REMOT 7T 4 TRZEHRA MIX LT hoststatus 2 v K&

FAT L L & BEMOZEOEGENREIRE TERSNHEIE, BEDRA MRF Y
PR ETCIFRERRETRVNE DD LT T ITAT UV ARTRTORA MDHDHWNITKR
PR A MIBERRAFRE TRV E I DEMEZRE L T IEE 0,

T 7 AT T F—)VOMHERR F TR LE7,

TFIAT U ANRIE LS RET 2720121, AA— k20, 21, 22, 23, 25, 53, 80, 123,
443, B L1628 %Fﬂﬁ<zg73>§)5i}%/\7ﬁlﬁabi'§” (Z7AT U —I/VIERESK) |

Fy NT—27 LT 7T A7 2 AM B, dnscheck@ironport.com [ZxF L T A —/L & {7
LET

VAT LDOHEARIIRDNS Fx v 7 H#FATTHDIT, Xy FT—T WG
dnscheck@jironport.com |ZFE 7 A — /L& X(ELET, A— ML ARV FIZLDHET A —/LIC
ko, &@40@72 MZOWTORER LMK SN E T,
DNSPTR L a— K : Envelope From D IP 7 FL AN KA A @ PTR L a— R & —&F 57,
DNSA La— K : FAA > ® PTR L ==— K2 Envelope From M IP 7 KL A & —E4 5 ),

HELO ¥ F : surp wELO0 2 ¥ NIZU A M IfL7c KA A A3, Envelope From @ DNS 75 A K
4 & =BT DD

BIENDG R A E—DFFZFANDA—JL Y —/\ i surp aEL0 I~ RO Y A MIHD KA
AN, FDORAALLVDIPT RLAZRRITHMX L a— RRH 5D,

JRAF—D TN a—TFT a8
EBFRA—NDA T2l a B8NS B LN A25E1 . ROTFEZFEHRL £,

ATV arETOTCNDIPT RLUALZMEZR L, listenerconfig <2 R&EMHH L
THASNTVWDOIRA MR LET,

ﬁzﬁk L7z U X‘)“—@Cﬁffff’f% 5 & 5 P77 I\“I/7\75§?Fﬁfézhfb\iﬁ‘7ﬁ> listenerconfig

avy REFHALT, UAFT—OKAKNTZ7EAT—7/v (HAT) MR LET, RO

gy R&EHLT, VAF—OHAT 2 LET,

listenerconfig -> edit -> listener number -> hostaccess -> print

HAT!Z,. IP7T KLV A, IPT RLADTawr ., IRAM, RAL VR YRR LT, #
BEHEGT DL HOBRETEET, HEMIZOVTL, [EEAHF TSI TWAHR AR hDFE
Tl R LTLIIEE N,

. TFAMERST TN a—TFaT
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Fo, linmits T aw FEFEH LT, VAFT—IZFHF TSN T DR DR K& R T
HZ L TEET,

listenerconfig -> edit -> listener number -> limits

AVl varEIToTNDLY G, Telnet 72X FTP#FEH LT, 777947
ANZFETER LET, RICHIZRLET,

injection machine% telnet appliance name

TTFGAT LV ANT telnet A< REHH LT, VAT—NOEEEDT T4 7T AT
o A R N G- e R

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]1> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '""]'.

HDAH =T 2 ANDMDA A —T 2 AT TERWVERE, 77 I9A4T A
D Management, Datal, Data2 f > ¥ —7 = A AnH 3Ry MU —7 TR L TV 5 HIEIZ
MR H D AREMERH Y 37, FEMIZ OV TIX, FTP, SSH, 35X WNSCP 77 A& & W
LTLEEN, UAF—DR—F25Z% L Ttelnet Z#F{TL T, SMTP 2~ K& F#HT
ADTEFET (ZoFa ha iR L TWAHES) |

IronPort DFF AR A— L a7 BLOA Tzl ary TRy T gl E2F{HIC, ZEx
FT=BHEMEIDEHERLET,

Aoyl vary TRy T alZl\llix, TTI7AT AL, VAT AR L TV DERE
DR A MED SMTP NGl EINE T, A v V=7 var TR T a g, Ao 4—
X "D BEEHGERMGT D TAT U N T T TA T A OBEICET oY F T T
Ny a—T 4 T TEDIELHET, Z0ou 2l TiE, 200V AT A ek d
RTONRA SPFEER I, A A MZ [EF) E3ERFA A D %G oS
nET,
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B s 7 zxpen0B8Fs—LEEOFSTLYA—F 1Y

FEANZOWTIE, [FF AN A— N ulofH] BLO® I/ vyl varyaniy s
TOMH] 2R LTLEIN,

TFISATUOADLDEFA—IBEDO S TILS a—

T4

TTITAT U ANDDESA—VORMGIZHENH D L DN LA, kOFEEZRL TS
TZE,

RIEDS RAA VZIRESNTZ DO TH L0 E 2 02 Hl L E 7,
tophosts A~V REFHL T, BEFA—/ Fa2—ICHETIHIELTOERE AT LT, FE
DZAZED RA AL ANTEUEORENRAE T TRV EMER L E T,
[Active Recipients] DNEIZY — b T2 &, MBEDOH D KA AL BRI ET D,
[Connections Out] DJEIZY — M L7z& &, U AT —ITHE I TV D i RERIUTEL
TV RAAL DD ETh U AT IR 27 7 4 /v b ORKRERHIL 600 T, &
Z%A/ﬂéﬁgf@?77}‘ﬂ/ I mﬁ%jﬁ%ffﬁéﬁ&i 10,000 T (deliveryconfig o< R TREL
£9) o VAT —ICHT DRREHEIL, RO~ FTHRETE £,
listenerconfig -> edit -> listener number -> limits
U A —ITk B85 destconfig A~ RIZE > TEBITHIRBENTWETAD (V7
X?A@%jﬁiﬁi f:biﬂi?'ﬁ&“‘ ~ ]731/1) T RLRITX %)) o destconfig Iz Xk Z)E%ﬁﬁ@%u
R2fERT 5I2iE, koa~y RE#EHRLET,

destconfig -> list

hoststatus 2~ N&EHEHLEI,

tophosts 2~ ROFERE L TEONTZY A FDOE EfTD KA A 2% LT hoststatus
av U REFEITL, LSRN ET,

RARNDMERFRET, #Ez T AN TOET D,

FBELEFRA MIRTAHEEDOMX La— KD A —)L — IZRIERH D T A,
hoststatus 1~ ¥ RTIE, FFEDR A MIxf¥ 2 5XX =7 — (Permanent Negative Completion
Reply) 2355 EIT, RA MNOLBRISNZERTD [5XX] DAT—HF A a— K LN
FTREINFET, ZOHRAMIKTHEATORIE TLS B KW L7255 1, noststatus
g RCRILZEHENFERENET,

RAAL DTN T RNy A BEXORTHRARNA—LO{Ba T 2R EB IO L T,
ZIERA RBMERARENE I e TF v LET,

RAL TN S AFIZE, TTI5AT 2 ALEEOSZEERA MO SMTPLREETHD Y
FGAT U MV —OBENEEREINET, ZOXALTORT T 7 AL, FFEDZER
A NIETLIBEOT Ny JITFERHTEET,
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FHHIZOWTIE, RAAS Y TRy 7 n Z7OHEZR LTI 7ZE N,
N2 a7 ZE, N ASNEEZEEIET T ToFEr ik ES,
PRI OWTIE, NT R r T OEHESRL T EEN,

THERAR A=) a7, EFA—NDEE, EFA—NVOEIE, BIONNT U ADFE
MNGEEERSINET, chboa i, HFEDOA v E—VOBMEEEEL, VAT LT 3 —
VU AEGHT D O A THBRIEHRIRE 72 97,

N HOWTIE, T AN A— L g OfHESIB LT E X0,

%athVVF%ﬁmbf\7754777w%ﬁ$@D%5F%%VK%ﬁbiﬁo

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enter the remote hostname or IP.

[1> problemdomain.net

Enter the remote port.
[25]> 25

. L[Z‘EQ\:J:J‘LT\ T tlsverify 3~ I\%ﬁﬁﬁﬁ Lfﬁ{é TLS %ff}i’i%ﬁﬁj L. 5@:5‘6 KA A BT
5 TLS #i DM Z T Ny 7325 2 LN TEET, BRAMI T 5120%, BiET 5 K2
AR A NERELET, AsyncOS TiE, SF72 (KRFE) TLSFRTIZHESWTTLS
P e R L E 7,

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are
not connecting on port 25:

[example.com]> mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

FRARERS TNV a—F Y .“
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TLS

connection established: protocol TLSvl, cipher RC4-SHA.

Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS
TLS
TLS
TLS

TLS

INDA—T

certificate match mxe.example.com
certificate verified.

connection to 1.1.1.1 succeeded.
successfully connected to mxe.example.com.

verification completed.

AD STV a—TF4249

TTITAT VADNRT —< L AT HMER D D L b HEEIE. ROFIEEZHFHLT
<TZEV,

erate ¥ N & hostrate AY Y REMA LT, BUED T AT LADT 77 4 ©F 4 ZHERL

£,

rate 22 KL, BFA—NVENMECETAI T ZA b= ) U EREELET, §F
HNZDOWNWTIE, VTNV EA LT I TAET A DRRESRLTLIIEIN,

hostrate 2= Y NI, BED A —)L IR A MZBET DIV TNANHE A LDFE=H]Y :/71‘%5%&75?
WLET,

status I~ REHEHAL T, ZTNETOL— FZ B LT, REOE[|AZHER L ET,

e status detail 2~ K&l LT, AEDV @ﬁﬂﬂ%@%ﬁﬁ%}é\ Lij—o

status detail A< R&HT A E, VATLDAEY | CPU, T 4 A7 VO OfEFHR
., FRIERTEET,

)

GE)

AEY OMHEHRIT, HiZ45% KM THLILEN DY £3, AEY
O N 45% 82D L. TTT7A4AT A% [) Y —2HiK
FT— K] ICAVET, ZHIZE->T RNy F7) 713y XA
NEEHIN, VY —RADF—R_"—HT 27U S a3 nmphikX

N, BFA—NICEDRDOT T— b BREEENET,

This system (hostname: hostname) has entered a 'resource conservation' mode in order
to
prevent the rapid depletion of critical system resources.

RAM utilization for this system has exceeded the resource conservation threshold of
45%.
The allowed injection rate for this system will be gradually decreased as RAM

. TFAMERST TN a—TFaT
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utilization approaches 60%.

ZOWRPIE, BUEEENME T LTV T, REDOA Y27 v a MrbhTnd & Xizo
HFEAELET, AEVOMHEHENA% 2T EXITE, F2a—HNORX vE—T 0%
FART, BED AL U BA T AREEFRITERERAREIZR > TRV E I AR L
F9 (hoststatus I~ RE L hostrate I~ REMHEHLET) . /2, VAT LD
AT —HAALHER LT, BENRTHENA2nWE T LET, A1 Y= ariMERLT
B EKRE L TATY OEARDE VRS, VA3 B AX ~— PiR— M TEKEL 72
S0,

FRREN 1 2D R A A VITREEN TWE T,

tophosts IV K% H LT, BFA—I ﬁ?:—ilfﬁﬁ‘éﬁﬁ@'fﬁaﬁ&%libf\ FEE
DZIFED RAA ACEMEORERELC TV RN R L E T,

Fao—DV A XEHERLET, OV A XZHIEILZY, BIEBECUTHDERED KA A
VOZEHICHT D0, BT AN Fa—IlHDAvE—TUEHIR, NTU A H
Wr, 72XV XA L7 M52 ENTEET, FBHICONTE, BT A Fa—DFH
EERLTLESY, UTFToavr REFEHLET,

® deleterecipients

® bouncerecipients

® redirectrecipients

® suspenddel / resumedel

* suspendlistener / resumelistener

tophosts ¥ ]‘é’{ﬁﬂq LT, Y7 bRy ABIUON— F/\'?VX@?&%EE%BL&*E

[V 7 8 N LTaA X2 M (Soft Bounced Events) ] (A7 g 4) iz [»—F
N7 R LT25{57 (Hard Bounced Recipients) | (7> a > 5) TY—hrLET, FE
D RAALANKT D NRT =~ RZMER S D Z ERNEDbNASEIX. ERtoa~< 2 F
LT, TDORAL o ~DOEMEZHIE L F9,

Web A UA—DJ A RXADHNEBREIVL A VT DERE

Internet Explorer ® A#E— RO FEX 22 L TS 7E 30,
— b
77— bADRE

o« FDMDT 4 ATEHEN T £ —FITESNTNAENWITIT—F D RNTFT TN a—F ¢
v (24 8—Y)

FRARERS TNV a—F Y .“


b_ESA_Admin_Guide_13-7_chapter40.pdf#nameddest=unique_1799
b_ESA_Admin_Guide_13-7_chapter39.pdf#nameddest=unique_1771

FRRERT TN a—TF125 |
B zoto7 20EmAER+—2ISESNTNEENSTFI— kD RS TN 1—F 1LY

ZTOMDT 4 RVFEREN VA —RITHEDVTWVWESEWVWSITI—FD
SO a—TFTa29
fEiRE
ZOMDT 4 AT BN +—ZITHESNTNDHENWI T IT— b 2ZELE LT,
IR A %

I —FEWRTh T ANVEHIRTEET, TOMD T +—F DT 1 X7 FEIOE B 25
BLTIZEw,

N—FKDOTT7HEED S TN a—Tqa 29

IN=RT 2T T T I7AT  ADFEASE NIV DTA NI, TTT7A4 T 2 ADIRKERS LA
T—HAERLET, INLDA T —X OB OV T, [Ciscox90s Series Content
Security Appliances Installation and Maintenance Guidel] 7¢ &',
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list. html
MHBAFTELN—RT T HA RESRLTIEIN,

REGHE Y., 7794 7V AOHEICO W THLINE D~ =o 7V CHRTXET,

FISATORADERD)E—F)EY I

TTIGAT UV AON—RU Ty NBEULERIGEF, Y= FRX—=F DA TV N T T v
N7 —LEHAA B2 —T A A IPMID) V—NLE2FERA LT I9A T A v — %) E—
B ) T —hTEET,

HHIEIER
« VE— MEREEFHRII, BHEON—FY =7 TORMHTEET,
A OWTIE, U E— FEEERAOAMEEZSZRL TIES W,

ZOKREZ T 25 A 1. BHABBEICRLHNC, HONCOAEMI L TR LER D
D jzjﬂo

AN OWTIE, U E— MEFEEBRAOAEIMLEZSHR L T EE,
s RO IPMI 2~ ROBNRYR— K ZINTWET,

* status. on, off, cycle. reset. diag. soft

YR bSRTWRNawr FEETTL L. ERARE) =7 =28 ELET

[Z L& BRI
cIPMIN—T g L2052 LTT A RAEEHMTEE2—T 40 VT 0 ZBGL, ZELE
j—O

. TFAMERST TN a—TFaT



b_ESA_Admin_Guide_13-7_chapter39.pdf#nameddest=unique_1682
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
b_ESA_Admin_Guide_13-7_chapter39.pdf#nameddest=unique_67
b_ESA_Admin_Guide_13-7_chapter39.pdf#nameddest=unique_67

| FRFERSTLVaA—Fay
Foz=nrok—rogEm |

« PR hENTVDLIPMI 2~ FOMAGIEZBEE L £, IPMIY — LD~ =27 L&
ZRLTIESN,

FIE

ATy 1 IPMIZFERH LT, BBERI7 LT ooy Lz, BICRELEY E— FNBFREHER— MNIE|
DNETHNZIPT RLAIZ, YR —FSNTWVWAEROFBERAa~ FERHITLET,
2L Z2iF, IPMIZHR— T A UNIXZA TOIrnbid, OLIa~vr RERITL
F9,

ipmitool -I lan -H 192.0.2.1 -U remoteresetuser -P password chassis

power reset

Z27C192.0.2.10%, VE— MEREHEA—-MIEVYTOENTZIPT RLATHY,
remoteresetuser BL VAT — NiE, ZOMREZHENILEEXITANALEZ LT Uy

ILTCT,
RT9T2 TTIAT U ARHEEINDE T, L7l &b 11 oMb ET,

TOZAILYR—rDEHR

AT T TAT U ADT I = I NYR— K (25 X—)

T TFGAT UANSDYR— " —ZADF—F L BLOEGH (25 2—)

s VAADT I =N Y AR— FMHEEFEDOY - T 7 RAOFYEL (26 X—)
« Ry b Fy T F v DEFF (29 5—)

RET7ITSATUOADTYI =AY ER—Fk

AT T FA T v ADT 7 =NV HR— N E%ZT Db OEME,
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
\Z& % [Cisco Content Security Virtual Appliance Installation Guide] (ZFR# SV TV ET,

TFITSGAT AN DYR—ETr—ADA—TELXUEH
[Z L& BHINIZ

s MADMBEOYS. ZOFEIFERLRNTLSEE N, bz, Y AahAZ~vw—H
A= NMIRENAZFOMDOFED 1 S>EFH L THR— &,

WOFNEE, FERPLETHLEIERERSH 2T EBMNBREEA Loz
FIREICIR D B L £ 9

s ~VIZB LTI OB R 2 iat L TAHA T2 S0y,

T Ly Y R—=2

FRARERS TNV a—F Y .“


http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
b_ESA_Admin_Guide_13-7_chapter1.pdf#nameddest=unique_15
b_ESA_Admin_Guide_13-7_chapter1.pdf#nameddest=unique_15
b_ESA_Admin_Guide_13-7_chapter1.pdf#nameddest=unique_13

FRRERT TN a—TF125 |

B o xa070-nr9k—rELEOYE—F FoEROEMIE

ATy T
ATvT2

ATv73
ATvT4

SRADTYI AL YHR—FEBEHED)E—F T IEADERIE

e vVAaYR—FaIa=7~4
T TITAT UV ANL Y AT 7 = VAR — MIE#T 7 '8 A7 5121%. Cisco.com =—
VIDBRZDOTTT7A47T L ADY —EAZIHEMN T 5N TV DHRERH Y £,
Cisco.com 7' 12 7 7 A JWZBEREANT 1T TV D —EAZKO—E LS RT 5121,
Cisco.com Profile Manager (https://rpfa.cloudapps.cisco.com/rpfa/profile/profile_management.do)
27 7 EALTLEEW, Cisco.com D—H ID A7 GE1E, Bék LT ID ZHf5 L T
K&V, YAa Ty hOBRGFEESZRLTIIZS0,

Cisco.com —H ID & ¥R — R K ID 1L, LR EFTIEFEL T &V,

s ZOFIEEFHLCYR— M r—RE E, TTIA TV AOERET 7 AINVDBL AN
A =P R—=FMIEBEENET, T I7A T AORELEERE LTI RWEEA. BloJ
EEEHL T AZ =R — MIBRWADELIEE W,

« 7T ALFETIE, PAR— FEREBEFEINTZENOLDHEEF~ T ICEADO LD TT,

T TITAT UABRA U E =Ky MR ENEF A -V ERETELOLENDY £,
BEFOFEGIIETOEREEETOHET. F—AFTEHRL TIZEW,

FIE

TTIAT AL S LET,

[~V 7 LW AR — K (Helpand Support) |>[7 27 =1 /LH7R— MZRWEOE % (Contact Technical

Support) | ZER L £,

T A =LA LET,

[%1F (Send) 127V v LET,

GH) CCO = —HID E{EICAN SN ID I, FEREATEL X517 7747
AR SNET,

VAADANAB =T VAR ADI, WDFEEGH L CT T I7A T AT 7 BATEE
7
e A UH—Fy MNER SN T TI93A T v A~NDY T— KT 7 EAOENE (27 =—)
e AU H—Fy MTE#EEHR SN TWRWT 77 A4 TV A~D ) T— T 78 2D
(27 =—)
s UE—F T RADOE (28 <—)
« T =NV PR— DO bR OEE (28 2—)
o AR — b OEHRIKEBEOMR (29 X—)

. TFAMERST TN a—TFaT


b_ESA_Admin_Guide_13-7_chapter1.pdf#nameddest=unique_14
https://rpfa.cloudapps.cisco.com/rpfa/profile/profile_management.do
b_ESA_Admin_Guide_13-7_chapter1.pdf#nameddest=unique_18

| FRFERSTLVaA—Fay

o8 —Ry MEFENET T5A 7o R~ADYE— 7o 20EHE [

AV —2Y MERENFT TSAT UV ANDI)E— T I ADEHEE

ATy T

PFAR—MI, ZOFIETTFZ AT AL upgrades.ironport.com F /2% V—/N—f]T
TERL SIS SSH b RV TT 7T A4 7V AT 78 A LET,

IZ L& BHIIC

A B —F v FPORERERAR— b E#IILET, 7740 kT, T—F%T\_@T—

MIKE G OBRBE CTHELE T, VAT AL, BEFA—NAvE—VEBETIEDIC, 20
A= FENLTNRT 7B AT HIMERH L0 T, ZOR— MEHOBERIZ, 1EE
WNEDT 7 AT T4 — Vi ETHIINET,

FIE

TIIAT AR T AL LET,

RTvFT2 GUIYV Y RuDf EZHD, [~V7 &V AR— (Helpand Support) ]>[VE— T 7R

(Remote Access) | Zi®IRL F7°,

ATw 73 [A% (Enable) |27V v LET,
ATV T4 ROFEHREANTILET,

ATvT5

A3 —3v MZE

T3y SRER

U= RXFS (Seed | — FXFHNE, v RAa W AX<— HKR— hﬁ*@?i?%?yx

String) 2T 78R T 51 ORERIEME L LR T HT-DIEH I E
7T

tXaT bR VE— KT 7 8AEEHICEX 2T bRV EHHATLZOIC, Z0
(Secure Tunnel) Fxv IRy I A LET,

RN — h 2 A LET,

FI NV RTIE, A—F25TF, ZOFR— MIUTEALEDOEE T
BELET,

=15 (Submit) 127V v 7 LET,

RDBERY
YR—MILEEOVE—F TV BAPBBERL RoTc L &id, 77 =WV HR—FD X
NOEE (28 X—) B LTIZENY,

BEGEINTWEWT ITSATUoRANDYE— 79 EADEMIE

A B —Fy MIEBEERENTWARWT I A4 T U ADERE, A2 —F v MIEREINT
WAE2DT FIAT AN LT 782 ENET,

[F L& BRI

FRARERS TNV a—F Y .“



FARERT TNV a—TF42Y |

B 7r-nrvfk—rororrommt

&

ATy T2
ATvT3

T ITAT VA, A VF =Ry MIERHRENTWDE2OT I IF7AT AR — k22
T T D MENH D £7,

A UE =Ry MR SN TWDT FIA TV ATHENRT I I7A T 2 A~DIR— K b
FNVEAERT DICE, AV F—Fy MEREINTZT 7794 TV A~ND Y E— T 7 ®AD
bk Q7 —) OFIEEZFITLETS,

FIE

YR—= I WBERT TIAT o ADAT Y RTA A F—T =4 R/b, techsupport =
~U REANLET,

sshaccess * AJLET,

Zu T MIPENET,

RDERY
PAR—MIYEFOVE— R T BARME R ol b &EiF, KO Y7 2R LTLIES
v,

« UE— | T EBZDE (28 ~2—)

« T =NV P R—FDO b RAOEHE (28 =)

TIOZAILGR—FD FRILDOEIE

&
ATy T2

ATvT3

H7hZ L7z techsupport b > % /L1X, upgrades.ironport.com (27 HREEH SN E £/ £,
T D%, ML ENT-HEFITUMENEEAN, VoAU EN D & b XVICHEER TE F
A,

RNV EFETEDICLET,

FIE

TTIAT AT A LET,

GUI Y 1 Rudti bicdh s, [~V &3 AR — K (Help and Support) |>[VE— 727 EX
(Remote Access) | iR L F7,

[#%) (Disable) %7 U v 27 LET,

VE—F 7O EXDEMIE

techsupport 2~ > REMH L TIER L2V E—F 728X TH U ME, FET 7T 4 7{LS
NODETT /T4 7DEETT,

. TFAMERST TN a—TFaT



| FRFERSTLVaA—Fay
gx—rogskEoEz [

FIE

ATV Tl awr R4y A2 —T A A5, techsupport 2~ > K& AN LET,
AT F2 sshaccess & AT LE T,
AT w73 disable & AL ET,

HiR— b DERREOHER

FIE

ATY TN a~w U I A F—T A A0D, techsupport 2~ K& AT LET,
ATw T2 status & ASLET,

(] O = -
INTY B X TFvDET
Ry by 7F v, VPR— MEYENTCPAP T — B L ORZFOMIZT 7T A4 T A0D
HAVT Ry hEFRRTEDHE9ICLET, ZHERy NI—IREET Ny 7 LD,
EDOLIRIRYy NI—=T "NT T4 I BT T IAT VA REE RTINS TV A0 a2/
THZENTEET,

FIE

ATy T [~ TEH R~ (Help and Support) 1> [/3%7 » hF ¥ 7 F ¥ (Packet Capture) ] & 3R L &
-éAO
ATV T2 R"ry b ¥y T FyREOHEE :
a) [X7 v FF¥ vy 7T yi%E (Packet Capture Settings) | &7 v 3 T, [REZMmE (Bdit
Settings) 1 %7V v 27 LET,
by  (EE) ~7 v b ¥ 7 Fy O, HIRBEIGT A2 AN LET,
PAR—= MIYER, ZNOOREOFIELZHATL5E61HY £7,
RE DAL ZHE LW TH v 7 F v ]I 2 A3 2 & AsyncOSIZ7T 7 /v TR A& Al
MALET,
[7 4% (Filters) |87 v a > CREFATLET,

e WAL T 4 H L, UNIX O tepdump 2~ > R THR— F ISNTAEEORE L (host
10.10.10.10 && port 80 72 &) ZfEHATX £,

e ITAT U RIPIR, TTIAT UV AEZN LTAYE—UEREETIA—NT TAT
KR EDT TFITAT AR L TWDLESL D IPT KL AT,

FRARERS TNV a—F Y .“



FRRERT TN a—TF125 |
B rorseT7v0xm

e —NIPIX, TTT7A TV ANA v E—U%EUET 2 Exchange V— "2 ED7 75
AT VANER L TNWE<YVDIPT RLATY,

cITAT U R —RDOIPT RLAZMEH LT, FRIICT 774 TV ANRHDHHED
IIAT v NEEOY—REONT T 4w 7 BB T ET,

¢) [XfE (Submit) 127V v 7 L%,

ATY T3 [¥Fv 7 F v &BALE (StartCapture) |27 Vv 27 LET,
e X FF T 1 OFEITFEITTXET,
Ty IR X TFANETEINTWDLHEE, N7y v 7 F+  (PacketCapture) ]~—
VKX, FEATHOX X T F XY DAT—H R (T 7 A /YA ORI 72 & OBITEDOKEE
) NERINET,
s GUIIZFEREND DX GUI TRt S N/e/X7r v b ¥ 7 F ¥ 7217 T, CLI TRt L=
Ny B X T FRIEFRREINT A, FERIC, CLIKIXCLI TR SN BAED X v
%Y T FYORT—H AT NERINET,
T NXYTTF ¥ T AT 10O B SNET, Ty N Xy T Ty NKT
THRNANT y b ¥ TF X 77 A VDKV A ZHIRICEZE LTSGR, T07 7 A
NOIGLEWEDNHIBRSN (F—2BMEINET) | BIEORXYy b Xy 7T v 77—
A TEH LW ENET, X7y b ¥ 7 F v 77 AT —EIZ 110 ZITREES
hij—o

cGUI THIEENT-F ¥ I F ¥idEy v a vEITHEE SN ES, (CLITHETLE-Fy 7
Fxid, ByvarNKTLEEEEIEIELET) |

ATV T4 X T F v EEELEHMFEIT TSI LET, 3% 7 F v 2 BHIRICETT 25
A, [Fv 7 F ¥ &151E (Stop Capture) | %227V w7 LTEIELE9,

RATYTE Ny NX xS TFy TrAN~T I EALET,

NTy bRy T TF ¥ 7 7 A /LOEB (Manage Packet Capture Files) ]| U A N CT7 7 A L%
UV 7 LT, [Z7ANVDX T a—FK (DownloadFile) 17 U v 7 LET,

T ITAT VAD captures V7T 4 LT NUNDT 7 AT 7 EATHITIX, FTP £7-
1L SCP ZfEH L £,

RDZRY
PR=FTT7ANVEHEMTE DL T LET,

T ITAT VANDY T— 8T 7B AL LI2GA . BT 2 FTP £ 7213 SCP % i
LTy by TF v 77 ANMIT IV BRATEEY, VRAIDOT 7 = A0 PR— MY
FOVE— T I7EADAEYME 26 2—) ZZRLTIEIV,
cEBFA—NTIZ 7 ANEYR—MIEELET,

. TFAMERST TN a—TFaT



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



