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Tr7AN b EaT—va Bl —EATYHR— SN 7740 (43—2)

G¥)

VAIX, BuTA OBEEMIET 500, BIENREZEOHDL T 7 ANV IAT
EEHICTF 2y 7 LTWET, FILWEBDRESND L, Ty 77— =
ERNLCT AN ZATIREDFEMNT T 74T L AZEEEINET, [ZOMmD
BE R EEDOH D 7 7 A )V X A 7 (Other potentially malicious file types) 1473 =
VEFIRLT, ZOWRBEAIDICLET, ZoREEAINCT L, TTIAT
TR LT 7 AN A TIZMATHNHOT 7 AN 2 A4 THFEEFELET,

[77 ANV L EaT— 3 OFFMEXE (Advanced Settings for File Reputation) ] /R /L % 5
L. BRESCTCUTOF T a v 2 LET,

TFoay SR AA

779K RAAL TrAN L EaT—vay 7Y —IHRT S RAAL D4,
(Cloud Domain)

TrANLE2T— [N T Vw7 LEaT7—vary 770 RYP—NELFETTAX— ]
v = ¥ —s3 (File LEa2T7—2aly 770 R 777 RORAMERRLET,
Reputation Server)

TIAR— R L EaT—var 77U REBRT25EA1T, ROE
WMENSTLETS,

o [h—/,3— (Server) ]: Cisco AMPIRRSF A X—K 7T TR
TTIA TV ADRANLETZIXIP T RV A,

o [ABE%F— (PublicKey) 1: 2T FIA T AL T T A _— |
T RTTITAT AL DORIORE FAGBEITE N 58 % —
EANLET, ZhiE, 7I79ARX— 27 T R —"THEAS
NHXF—LRCTHOIMLERHYET, ZOTFIT7A4T AL
DF— T 7 ANVONEERELT, [ZT7ANVDOT v r—FK
(Upload File) 1227V v 27 LET,

G¥) HRNZ Y= RN DT T IA TV ACxF—T 7 A V%
Hyroma—RLTREBSLERHY 7,
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. T7AI LEAT—2a v e —EROEMLEE

T7ANLEIT—2aY TALBYSTETTALSH |
E

TF7oay

B

AMP for Endpoints = >/
Y — VDR

BHEWOT FF A T > A% AMP for Endpoints =1 > Y —/L AT 5
\Z1%. [ AMP for Endpoints 2 > — /L COT 7T A T > A DGk

(Register the Appliance with Secure Endpoint AMP for Endpoints
console) 1 %7 U > 7 LEd, #FMARFIIZONWTIL, AMP for
Endpoints =Y — /L & T 7T A4 T U ADRAE (16 ~—) &
LTLEENY,

Tr7A)N LE 2T —
> a Ao SSL#(E

(SSL Communication
for File Reputation)

F 740k AR—bk (32137) TER<A— b 443 CTEfET5I120E,

[SSL (A"— b 443) Offif (Use SSL (Port 443)) ] =412 L £7,
P —=/N—=~DSSHT 7 & AZHINZT D FHIEIZOWTIL, Cisco AMP
T FTAR~ KNI T I RTTIAT LV AD2—Y—TA Rt
LTLEE,

GE) AR— F 32137 CSSLBEZITHIIE. 774 T U4 —/L
TIOFR— N2 BERDH Y 7,

ZOFFvarEHfTLE T4 L aT—var - X
EOBERICT vy TA RN —A TRF U ERETEET, AT
L6, [—7% (Server) . [=—%4 (Username) ], [/SA 7 L —
A (Passphrase) |72 EwMAE AT LET,

[SSL (7K— b 443) Offf (Use SSL (Port 443)) ] 284 iz & T
L84, [REHERGEOFER (Relax Certificate Validation) ] & 4 (1
THE, (brxrr7raxy h— "OiEICEETE 51— MR
AESR DBEL NI WGEID) EEDGEERIEZ A ¥ v S TEET,
e ZIFEETEX NI b 7 axy b — "0 H B4R E
ZHERALTWASEAIL. 2oFFyarat Iz LET,

GE) [Z7 ANV EaT—a O E (Advanced Settings
for File Reputation) (D [7 7 A /L L E 27— 3 D SSL
#{% (SSL Communication for File Reputation) | &2 + =
Y C[SSL (AR— |k 443) OffA (Use SSL (Port 443)) ]
A A L4, CLI 2~ 2 K certconfig >
CERTAUTHORITY > CUSTOM, FE721% Web 1 > ¥ —
Tz A AD [Hy FU—2 (Network) ]>[FEFIE (U A
% LEBAESR)  (Certificates (Custom Certificate Authorities)) ]
ZHEHALT AMP AT LVIX LT —T g H—
N—=CAGEHEZ DT 7 T4 7T » ATIBINT % LEH
HVET, ZOFHELET—A"DPORELET ((RE

(Configuration) ]1>[SSL]>[Z 7 7 K H#—, (Cloud
server) |>[# V> 12— K (download) ]) .

N— FE— MEE
(Heartbeat Interval)

LV haART T 4 Tl A R MRS 5720 O ping DiE(FHEE
(SYHAL)

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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JrALLEaF—vaventiv—eroamteiz |

TF7oay SR AR

JZY—HZALT TN LEaT—vary 72V —=R34A LT 7 NILDHE TOREBRE,
(Query Timeout)

WMPRD X A LT D b T 7 AIVDMMBENH A LT 7 M7 D ETORBIE,

(Processing Timeout)

T7AN LEaT— | T7AN L EaT7—va P —NEDZDOTTITATVADYT T4
Tar A7 NID| Ty MNID (FELEY EHH)
(File Reputation Client

ID)

T7ANL FRARY | Ayt —UREFIREINRPoT, Fry 7 E7idkEit s
7 47 (File A vE—VICET AL AT T 4 THET T — N EMHT S
Retrospective) WZIE, [V bR AT T ¢ THET T — SO (Suppress the

retrospective verdict alerts) | &4 2 LET,

G¥) OB arOoOFEIZ. SAIADOYR—FNDOHA XL AR LIZERE LRNWT
TEEWY,

AT9TT  TrAADHICI FU R P =R T2581%, [7 7 A Vo OFEMERE (Advanced
Settings for File Analysis) | /N F/VZRBE L, HEIZSCTROAE T v a U EHELET,

I7ALLEaT—Yaraqanayv 71004 [}



TFANLEAT—La v T4 LB YLTETTALSH |
B o7 27— 3 ey —E RoEMEE BiE

AT ay ELi)E]

7 7 A VST — D
URL (File Analysis
Server URL)
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JrALLEaF—vaventiv—eroamteiz |

\’l
\i

B2l

NERT T o K Y — D4 HI

NERT T 0 R = RNERETDIHG. 77747 v ATHERICIE
W —REEBRLE T, i
HH T mv A&EH LT,

iz A LET,

(URL) . &£72i%
Z 7 K (Private analysis cloud) ] Z&R L £7,

LT TAR— oo

(A TREIS e o o — N, KERED
EWICBIE L E T,

7 7 A WVHTZA > 7 L 2 A Cisco Secure Endpoint < /L 7 = 7 4347 7
ST L AEERT BT T AN T T KRR L. D

ZDYARMCZ

« [TGH—s3— (TGServers) |: AZ > R7ar0, 72137 T A
#{t. E 7= Cisco Secure Endpoint v /L' = 75417 75 A4 7 2 A
DIPv4T RUVAETIAA M EATILET, &K 72D Cisco
Secure Endpoint ¥ /L0 = 7 547 7T A T L A EBIITE £7,

GE) VUTNEFIEL, AF U RT R E R T AZE
S 4172 Cisco Secure Endpoint /L = 7 5387 7°Z
AT ADBMEFZRLTWES, 77747~
2 DN Z R T DO TIEH Y EH A,

GE) 1 DDA VAR LVRZAZ Y KTy =R T 5

AB P —REEMTHILITTEEEA, AFX R
TaUERITT TAE DTN T HMLENRS D
iﬁ—o

12ODA VAKXV AZBINTCE DAL KT a s ¥—
NI EDOHTYT, VTAZ T—RKOBHRITTESE
TH—NZEMTEETN, TRTOY—NFH L
JITALZIZBLTWALERBLD 3, s T
AR BMTAZ LT TEERA,

o [FBRE/) (Certificate Authority) |: [V A2 DT 7 4 /L MBRER %
i3 % (Use Cisco Default Certificate Authority) | £721% [T >
Tu— R LERGER AT % (Use Uploaded Certificate
Authority) ] 2R L £7,

[Ty 7 e— RN LEgGER &7 % (Use Uploaded Certificate
Authority) ] ZERT 256, (B (Browse) 127V v 7 L,
DT TIAT LV ARLTTAN= I TYRTTIAT AL
DO FABEIMER T2 AR BRGAE T 7 A V2T v 7 e —
FLET, Zhik, 7794 _X— 7730 R —N"THEHIND
FEAELFRICTHOIMLERDH D £77,

GE) T 7 ANGHTDT=HIZT 77 A7 2 AT Cisco Secure

Endpoint~ /LU = 7 M AR — Z &g E L TV DA TR,

Cisco Secure Endpoint < /L' = 7 /3 7R — X )L
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T7ANLEIT—2aY TALBYSTETTALSH |

B AvPforEndpoints 2> v —LE 7 TS 4T L ROBS

ATvT8

ATvT9

2TFv 710
ATy 7N

o
\4
\’l
w

\i

B2l

(https://panacea.threatgrid.eu 72 &) IZ7 7 &AL, 77
AN RNTEE SN2 T 7 A NV EFRIRB JONBBF T &
F 9, Cisco Secure Endpoint < /L' ¥ = 7 3#H i — Z U T
7B ZF % TSV TR, Cisco TAC ([ZBRWEHE
<&,

TP AN I TGAT | T 7 AN =R DT 54T A0 547 MID (G
> M ID (File Analysis | AHt Y BH)
Client ID)

(FBEE) 7740 LEa2T =¥ a VHEMROMEIZF v v v 2 AMIREZHRET 5561
[F v v =23%iE (Cache Settings) ]/ 3%/ % R Liﬁ“o
FEREND T 7 AN A T O LREZHRET HIZIT. [L‘?{fl/‘f DOF%E (Threshold Settings) ]
NRINVERBLET, 2AaT7H8Z @L%b\fﬁé”tzt Bl 77 ANVBEGELTND DA
%waiﬁoﬁwwfmﬂ@ﬁ7/a/%@mbi#o

777 R —EXDfEAZMH (95) (Use value from Cloud Service (60))

o [ A% LMEDANT] (Enter Custom Value) ]: 7 7 4 /b h TIL 95 IZREINET,

EEEEEFEL, RIELET,

2271 I AD Cisco Secure Endpoint ¥ /v 7 = 757 75 A4 7 A& LT B5E1T,
Cisco Secure Endpoint ¥ /v = 75T ST AT LV ATIDT I IAT LV ADT I "&T
77 4 7L LET,

(22— ThHT veT 7T 4 7T D72 DM 72 FIEIL, Cisco Secure Endpoint ~ /L

VT DO R¥a XA NTHBHLTWET,

a) N—=VEIVarOFRIERRINET 7 AN TA T M ID EEZEOETS,
XTI T 4 7T D To2—H) BERINET,

b) Cisco Secure Endpoint ¥ /v 7 =T 5547 77 A4 T AT A A LET,

o) [&5Z%... (Welcome...) |>[2—HDEHE (ManageUsers) | Z#IRN L, [=—F D7HH
(User Details) ] (28 L E7,

d) EXA—N X2 T4 TTIAT L ADT 7 AN FAT > FIDICHESNT [2—
P—] THU L NERELET,

) TTIATUVAD [a—W| Thy U NeT 77471 LET,

AMP for Endpoints >V —ILET TS5A4 7O RXDHE

BENDOT 7T AT A% AMP for Endpoints = > Y —/L & AT 5 &, AMP for Endpoints =
Y=V TUTOBREEZFATTE LT,

TN IAL LRI A N EAERRKT D,

. T7AN LEaAT—2ay TaLE) 058774 UL0H
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AMP for Endpoints >V —ILET TS5 4 7V RADHE .

VTN HAL LR A MIH LWEEDOSHSH 7 7 A /L SHA #8725,
TV = a A Y A R ERAERT D,

T TV = a yFFR R U R MIH LW 7 A /L SHA 2B 5,

s WAL LK) —EAERT D,

e WAL LK) =2 T NAAZLBHI A NBEXOT 7Y r—y a3 VFA U A &
HAHT D,

« WAE N T N—TEVERT D,

s HAZ I T N—TNZHAL LR —ZBET D,

BERFE DT TIA T VAT T HIV DT IN—T NS T AL N T A—T BT 5,
HEEDT 7 ANVSHA DT 7 AV b TV 7 b OFEMERRT D,

7 77 AT A% AMP for Endpoints = > Y — /L LA T DX, T ITA T U AEaY Y —
SRS D ILEDNH Y £7,

TAEBIZ, 77 ANVSHAR 7 7 AV LEaT—var—NZkEshbd &, 77 A /L SHA
ﬂ LCTZ7AN b E 2T —var = _"=0nbE 017 HEIL, AMP for Endpoints =/ —
NDEICZ 7 AV SHA IZxE L T CICFIH TR HIEIC L EEXINET,

77 ANSHANT T/ a0 — S WMZEEDOH DL LD E LT~ —27 INTWDHEE . CiscoSecure
Endpoint 2> Y — LV TRILZ 7 A /W SHA 27 0 v 7 U A NMIBINT B L, 77 A VOHTES
R EEOHDL LD 1Z/20 £,

[%§f£V/V7 = 7 54 ( Advanced Malware Protection) ] L'7AR— b _"—IZiE, FHrLnvks v =

[T VR E~V T =T 7 7 4/ (Incoming Malware Files by Category) 1 23% YV 77,
_@t7 3 1ZiX, AMPforEndpoints 2> Y — N BZE ST 0 v 7 U A MIBRERSN
TWD 7 7 AL SHA OEIGD, [ A X L (Custom Detection) | & L CERRSNET, 7
By 7 UAMIBEEINTND Y 7 A VSHADEBAIE, VAR—FO[ZE LI~V =T %
87 7 4 /v (Incoming Malware Threat Files) 1 &7 > a [V 7B A A (Simple
Custom Detection) | & L CERINET, LA— LD [FEM (MoreDetails) (227> a DV
a7V w3 5L, AMPforEndpoints 22 Y — /L THOT Ry 7 U R MIBEFINLTWE T 7
ANVSHA DT 7 ANV R TV =y b FEMEZRRCE ET,

48 HHIIZ

AMP forEndpoints = > Y — /L ODEFT 7w AMEELE) 22— —T h o v "B 5 Z L R L
TL 72 &V, AMP forEndpoints 2 > Y — )LD —H—7 J1 7 > N ZVERT 5 FFIEOFEHIZ DU
TiE, Cisco TAC IZBRIWEDELZEUY,

(7 ZAZMENTREDEE) 7 7 AZLINTERETIE, v /A LTV T I T4 7
A % AMP for Endpoints = > Y — )VIZDHBELTE ET, 7774 7 2 A% AMP for Endpoints
A= NIAL Y RT R E— R TTTICREEL TWDSLEIE, T IA T A2 T AL
IZBIMNEEHANFE) TREA MR L T IZ3 0,
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T7ANLEIT—2aY TALBYSTETTALSH |

B AvPforEndpoints 2> v —LE 7 TS 4T L ROBS

ATy T

ATy T2
ATvT3

ATvT4
ATv S5

Tr7AN V2T —vay TN F ) U ITREIMEEN, RESINTWDZ Ea2fERLTL
FEW, 77 A0 L aTF—ay T4 AR T EENCLTCERET S HECHONTIE,
(77 AN VE2T—2a o —EX0OFMMELERT | 2R LTIIEEN,

FIE

[E%=UTF ¢ ¥ —ER (SecurityServices) |>[7 7 A /L L EaxT— 3> &34 (File Reputation
and Analysis) | Z 3R L 7,

[T B—/NILEREZHwmE (Edit Global Settings) | %7 U v 7 L%,

Web AV F—T A AD [T 7 AN b 2T —a k77 A /L5058 (File Reputation and File
Analysis) | "X—Y T, [Z77 A/ E =27 —3 =3 (FileReputation) | @ [FFHIE%E (Advanced
Settings) ] /SR /WIZ & % [AMP for Endpoints~D 7 77 A 7 A D4k (Register Appliance with
Secure Endpoint AMP for Endpoints) | %27 U v 27 LE9,

[ AMP for Endpoints~D 7 77 A 7 . A D%k (Register Appliance with Secure Endpoint AMP for
Endpoints) %27 U v 7925 &, AMP for Endpoints 2> Y —/L D1 7' A =TV RNFRINFE
D

THEHO—Y—nm 7 A EH T, AMP for Endpoints = Y —/Lir 7 A U LET,
AMP for Endpoints DFEBFE~— T [FFA] (Allow) 227 Vw27 LT, 7 I7A4 T ARk
e

RDBERY
ROFIHE :

» AMP for Endpoints 2>V —1A_X—TD [T H T b (Accounts) |>[7 7V r—a v
(Applications) &2 ¥ a BT 5 &, 7754 7 > AH AMP for Endpoints =2 > >/ —
JZBEESINNTNDMNE I M EMRTEET, 77747 A41E. AMP for Endpoints
A== [T 7Y — 3 (Applications) |E7 ¥ a SIRRINET,

cBERESNTT T IAT AL, TIANIDORY — (Fy hU—27 KU —) HEGEAT
FoNET 7AN DI N—T EEITNV—T) [ZBMESNET, 7740 R —IZ
X, 7y 7 U A NERITFFAY R MOBEMEND 7 7 A VSHAR G ENTWET, AMP
forEndpomts DRELEBHENDT T I7A TV ARCHAZ~AALT, 7Ry 7 VALNE

WEFFRT Y 2 MBS LTV DB D7 7 A )L SHA #1834 25613
https.//console.amp.01sco.com/docs T AMP for Endpoints D —H—< == 7/1/%7?5?@ LT<
=12

[T ANV E 2T — =3 UEE (File Reputation Settings) | X—Y D 757 A /L1 Ea
T—ar7 747 MID] Offik. AMP for Endpoints = > Y — LR — & )L CTHER LT
TTIATAD [F34 ZGUID) DENFLCTHDZ LR LET, ENRRST
Wb E, TFTA4T AL AMP for Endpoints DFEADY, w3 LAV ERRITS T AL L
~JVTCIELLHE L EH A, AMPforEndpoints #§RE 2351218, 7774 7 ZAD%
PRARIR L OB LR BT RENH Y 7,

. T7AN LEaAT—2ay TaLE) 058774 UL0H
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g% 7y untnesEszE ]

« T T AT v AERt % AMP for Endpoints =2 > Y — /L)y BBEERRT HI21E, T 7947
VAD[TZ7 7 AN EaT— 3 (FileReputation) | &7 23 @ [FEEEE (Advanced
Settings) ] C [B&kfi#ER (Deregister) 1% 27 U v 73 57>, F721L AMP for Endpoints ? =1
v —_— (https://console.amp.cisco.com/) (27 7B AT HMENRH Y £, FEMIC
DT, https://console.amp.cisco.com/docs "¢ AMP for Endpoints D —H —~ == 7 )L %

ZRLTIES,

CE) Zr7A4nvEar—rar P—N—2RlOT7 =2t Z—ICEHETLE, TTIAT AT
AMP for Endpoints =2 > Y — /L6 HE)WIC B ER S NWE T, 77/ v b BT — g ¥—
NlCBIRENTZRCT =2 ¥ —%2FEH LT, 77747 A% AMP for Endpoints =2 >~
V= VIR T D MERH D £7,

GF) J7I7AFLNNTITr7AN LEaT—vary —N_"—%EHTT5L v/ LTWETY
T AT AIXHENIZ AMP for Endpoints =2 > Y — L BAEREER SN E T, 7 T A X NOAh
DFTRTOT U OBEFEMREL TLIEEN, 770 LEa2T—T gy =" | E
NERUT =22 2—%EHLT, $XTDTFF A7 A% AMP for Endpoints =2 >~ —
JACHEBERT DLERH D £7,

GE) BEEOHDLTZ77ANSHANZ Y —r LHESNDYE. D7 7 A /L SHA 5 AMP for Endpoints
a2V — VTR A MZEBMEN T2V ERTOILERSH D 7,

BE: J7MILDHREICLELER
LT w7 759K 77 A MBS —E X BT 2501E. KOS E25HR, 7—
Bl Z—DnBEafRT ALl L T I,

BEFOT T IAT U AD T NA—ERIE. LT 7 A A= NIIMRTE SN E
o FTILWT 7 A NG =TT FIA T A/ I N—THUHENHY £3,

« 77 A NSRS ) TICREES - A v — D, IRFEHIB SRR T S £ TIRIES N E
7T, RV 7 CORGHBEINRBT S L. A=V 7 7 A VONREES U 7 ) b fif
HEN, AMP = VUi s THAFZF Yy ENET, 0%, 77 A MIDHOT-0HIZ
LT 7 A NG =T v 7 a— RENETH, Ave—URE ) ET7 7 A L5
HrfgBfE— Y 7ICEE SN Z L 1Eh 0 A,

3 NIl

http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides
-listhtml 2>% Cisco AMP ¥V = 7 3O~ =27 VW EZB L T &,
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T7ANLEIT—2aY TALBYSTETTALSH |
B 009 059 274009 —ERDH) 7TSATUR IL—TORE

(INTVY T 95D R IT7AILDHY—ERDH) FTS3AT VR
GIL—TDEE
HEOT_XTOarT oY ¥Xa T4 TTIAT AT, HEBNOITEEDT 7747 A

MOSHTHICEEESND 7 7 A NVICET 7 70 FNOSHTREROFEMAEREIND K o 1cd
HIZE, IR CDOT T IATVAZRBUT T4 T VAT N—TIHEETHHENDY £97,

N

CE) <=2 bV TCT T IAT UV ADITN—THRETEETST, 7T I7A4AT LV ADTNV—T13,
FAE LYV TRIETHZ LI TEER A,

FIE

ATY T [BX=2VU T 4P —E R (Security Services) [>[7 7 A VL EaT— 3 &4 (FileReputation
and Analysis) | Z®RL 7,

RT9T2 (BIA—NTF—bI Uz TAY—= K TA VU ABEN o> T DIEEITEM) [T 774
7 > AID/44 i (Appliance ID/Name) |7 4 —/L RIZZ/L—7 1D # FETASN L, [5F<7
J—71t (GroupNow) 1 %7 U > 27 LET,

E s
(BFA—NT =Tz TASY—FITA B ANENR > TWHBEEITHEA) ¥ 2T A1
FOVAR=—b T AT NIDBRIZNA—T71D & L CTHERNIREK S, [T 74T AT —
Z'ID/4 R (Appliance Group ID/Name) | 7 4 —/V RIZERSNVE T,
e
T IIAT LRI ODITN—TFFEFICBTH IR TEFET,
e vV UNINDOTH 7 —FTIBINTE 9,
VLNV EIET T AL ATT T IA TV AD I N—T e RETEET,
s IR N—TITBEMENTWDROIDT TT7AT LV ATHDLIEE, J—TI2bnnRe
TWIDZIEELET, ZOIDIFRIFEENCFRRFISIL, AN—REEHHT LIET
TEH AL
T TIAT VAT N—TIDIX, OHICT v 7 e —RLET7 7 A VDT —X23G7T5
TRTCODT T TA TV ATRILTHLIMERSY £, 72720, IDIZTV—THNOLIKE
DT TTAT VATIIBIESNE A,
T TIAT AT N—=TID ZEHT DL, BHEITTITHEDINCRY £F, EITILED
D EH A,
c IN—THNDTXCDT T TAT L ANT T RNDREL T 7 A Vg — —& i {5
BEDICHEETHLERNLY £,
AT —RTA VYV T NEN IS TWDYGE, TTI9AT VAFAY— T AT b
IDZFHA LT/ v—7bahE T,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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s L—TR07 7547 20kE |

ARTYT3 [T7ANGH I T R VR—= DI2ODT T T4 T 2 AD Y —71t (Appliance Grouping for
File Analysis Cloud Reporting) 17 v a2 > T, 77 A NG 7 V—71ID # AJJLET,

c T N—TITBMENTWAEYIOT T34 T L ATHARE. JL—FllhinhRe
TWID ZfELET,

« 2O IDIFRILFLENLFBRXF S, AR—AEGZH5HLITTEEE A,

cHBELEIDIZ. ST vy 7a—RLE7 7 ANMVDTF— 2 /T 54 _XTCO7 75
AT ATRUTHAVLERHLYET, =7 L. DIFLEOIN—T T F5A4 T AT
RREESVEH A,

« RIEZRZNV—TFIDZ AT Lizdy, F213o S 030 HE T/ L —7 1D 2B H 4 5 L8
BH BHEAETE. Cisco TAC IZIWEDLEALERH D F7°,

c COERFIFTSIIKBENET, 2 Iy FTOSEEIHY FHA,

cTN—=TRNDFTXTDT T ITAT L RINT T70 FRDE LT 7 A Vo — "2 92
LOICRET DHERDHY £,

T FIGAT AT OO T NA—FFFIC BT A N TXET,
s WO THLIN—T I~ U BITEETN, BIMTEH5DIT—EFEDHLTT,

ATy T8 [5FT< I —71 (GroupNow) 1527V v 7 LET,

DPHIIN—TRDOT TSAT7 U ADIER

FIE

ATy T [BEX=2 VT ¢ —ER (SecurityServices) [>[7 7 AV L ¥ 27— 3> &3#Hr (FileReputation
and Analysis) ] Z@RL 7,

RTYT2 [T7ANDH I 7T RVAR— b OROT 7747 A0 7 V—71t (Appliance Grouping for
File Analysis Cloud Reporting) 1 &7 v 2> T, [7FTS54 T ADEKT (ViewAppliances) | %

7w LET,
RATYT3 BEDTTIAT Y ADIT ARSI SAT 2 MID 2R3 2123, BLTOSLFTEZML

£

FIS5ATUR T27AIWLGHY 547> bID DGR

EA—=N X274 T |[EXx=2VUT 1 H—¥E A (Security Services) |>[7 74/ L E =

TIAT A 7 —3 a3 & 5387 (File Reputation and Analysis) | ~<X—Y D [7 7
A NV DFERIERE  (Advanced Settings for File Analysis) |22 v =
Ve
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B o7 LEa7— 23y R vV BEUTFAABHOA—L KY S —OFE

TFISATUR T27AILGHY 547> b ID DGR

Web X =27 4777 |[[BX=2YUT 1 —E A (Security Services) |>[~¥/L 7 =7 %K &

AT VA L ¥ =7 —3 3 (Anti-Malware and Reputation) ] X—T D [V 7
ANV HTOFERERE  (Advanced Settings for File Analysis) &7 2 =
Ve

X VT4 BHT 7T |[[EET 7T A 7 A (Management Appliance) |>[fERIEH Y —E
AT A A (Centralized Services) |>[Ex=UT 47 7747 A (Security
Appliances) | ~~— D T

TJ74I LEaAT—Ya3 0 AX v oBELEVT7AILAHTDA—IL R
1) —DEXRTE

FIE

ATYT1 [A— KU — (Mail Policies) ]>[5%15 A—/L R Y >»— (Incoming Mail Policies) ] F 7
[A—/L RV — (Mail Policies) ]>[24{§ A —/L7K YU — (Outgoing Mail Policies) ] % E&4R L
FT (EE60ENT51E)) .

ATV T2 BEFTHA—ILRY —D [FER~/L 7 = 75 (Advanced Malware Protection) | 47 7 AP
DYV rE7Y 7 LET,
ATV T3 A7V a v ERIRLET,

« I 7L I AD Cisco AMP ThreatGrid 777 A 7 2 A7, B LOHEML SN F
T RIZT7 7 ANEEEGE LIS WA, (77 AV 2 AT % (Enable File
Analysis) | &4 712 LET,

T FANNPAR Y U RAITHD ERRENDIBEEINCT TIA TV ANETTEHT 7
varERIRLET, 7T ITATUVARUTOEBTT 7 A VA% v TERWGA,
W7 7 A VIZAF Yy U ARBEE AR EINET,

cAyE—U IS5
e RAT— RSN T — DA 7 £ ITER 7 7 A v
*RFCEMDHDH A vE—,
$200 mHER DT T AN EGRA yE—Y
SHEILLERA NENTZF T 7 ANEGLA vE—
s AR L2 A vEe—

B o7 L LEaAT—2a Y T4 LB YT ETFALSH



T7A4IL LEAT—23Y TR TET7AILDH
IFALLE2LTF—2ay 2% ubsUT7 A0 A—L K o—oBE [

cL—FHIRR : 7T AT AR T ANLDT v u— REIRIZE L2012, 774
W= NI LS TAF Y SN TN T 7 A L,

* AMP H—E XHAMERFT :
s 77 AN LEaT—v gy P ABREHARA]
« 77 A NGHT— B ABMER AR
e T FAN LV EaT—vary I —DXA LT T b

cTFANT v T u— R 7Y —DZA LT UL

cAMP TV VNI H o TAF ¥ U ENRNA v E—VIZHT 5, MOWNTIND A vE—
BT 7 g v EREBRETEET,

Ak —TYDO Ry
c A ob—UBZFOEEEGF

e RY —[REE~D A v —T D[

e Ayt —UERBMETALEAIE. ROBMOBIEEZERLET,

CTLDA Y E—TVET —NATTHENEI D, T—HATINTA =D, 777
A 7 AD amparchive 7 4 L7 b VITRE SN E T, FARRE SN AMP 7 — I A
7 (amparchive) B 27 H 7T A7 U7 v a U PRMETT,

s A=V OMW4EET LT (] : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) =Y Ra—WIZEEFT 5085 M,

c HHEDMNLSHIMEH TED X ITTD72DIT, DAZ L~y X —%BINT L0 E D
AR

A=V OZEZFLEEFELT, AvE—UBROT RLAICEEEINE LY TS0
EI [T (Yes) 127 Vw7 LT, HILWZEHOT RLAEZAHLET,

¢ AX X UTCERNA =V ERBOSIEARA MIEET H0E 5 h I (Yes) ]
7V LTREEIP T RLAEHIIHRA N EANLET,
c RY U—IRBEIZ A v B — VR RETIHEIE. ROBMOERIELZEINL £,

s kuy T HZ T YR NNERY —[EEEEIRIRT 2008 90, RO 7 Z 733 TH
NTVEEAE . Avbt =BT AN, T T4 2 ORI R ET 5 & R E )
N, BAA—N AT T4 L DMOTRTCOZ DN LoTAF YU ENET,

CTEDA =BT —HATTEINEI D, T—IATENTA =2, 775
A 7 > AD amparchive 7 4 L7 b VIZRE SN E T, FARRE SN AMP 7 —H A
7" (amparchive) B 7 YT X7 ) 7 g URNIETY,

s Avb—U O EEE LT (fl : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) =Y R2—H|ZEEFT 50 E 9 ),
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T74IL LEaAT—23 Y AFx v UBLUT7ALAHDA—IL K1) >—DEE

 BEEDHN<HIITEDL LT DO, DAZ L~y X —%BINTH0ED
RN

T T ANDEEOHL 7 7 AN THDHERRINDYEIT AsyncOS NFEITT H B
NHHT7varyae@RLET, ROZEEZERLET,
s AvE—VEEET LN, ElRIT Ry T 50,

DAY=V ET —=NATTLHINEID, T—ANATENTAyE—VIF, TF7F
A 7 AD amparchive 7 4 L7 b VIZRE SN ET, FARRE SN AMP 77— A
7 (amparchive) B2 7 A7 U7z VR TT,

N =TT 7 ANEHIR LR T, Ay E—VE2RET DL 50

s A v —VOM4EEE LT (B : [WARNING: MALWARE DETECTED IN
ATTACHMENT(S)]) =¥ R —HF|ZEEFT 3008 9 by,

cEHEPMNSHICTED L DICT D7D, DAZ L~y X —%BINT 200 EH
AR

AV E—VDZEEELEELT, AvE—URRO7 RLRAZEEEND L 5T 50
EM [IFW (Yes) 1227V w27 LT, HILOWZEEDOT RLAEZANLET,

CHEOHDLA vV ENRBOFEA MTEETINE I D [T (Yes) 1 &7
Vo Z LTREBIP T FLAERIIARA N EATILET,

« T ANGHTDTDIZIRSN 7 7 A VEFEET HEEIE. AsyncOS WEITTRET 72 a
EERLETROZ EABRIRLET,

Ay —VEERIET L. FEREET 50

DA =T EHT = NATTLINEID, T—AATENTAyE—=VIF, TFZ
A7 > A®D amparchive 7 4 L' 27 F VITRE SN ET, FARRE S L2 AMP 77— A
7 (amparchive) B 27 H 727 U7 a U PRMETT,

s A=V OMH4EEE LT (] : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) =Y Ra2—HWZEEFT 50 E 9 ),

CEHEDPMN<S T TED X DICT LD, DAZ L~y X =% BT 500 E 9
AR

A=V ELZELEE LT, AvE—URROT RLRIZEEEND L 5T 50
EID, [1FW (Yes) 127V w7 LT, HILWZEEDOT RLAZ AN LET,

« T ANGHDIDITEEIND A v =V EREOSEIA A MIEETL0E D
2 [EV (Yes) 1227V w27 LTREIP Y RLAETZIIARR MAEANLET,

o (BFEEANRY I —DHEOHR) BHROHEDN HEERD D) AR INZRFE T
Ra—PICEEEND A v E— VIR L TIFITTHERT 7 v a v 2R ELET, [A—
VIR v 7 A HEMEE DA %K (Enable Mailbox Auto Remediation) ] 2442 LT, LLF®
WETNLDT 7 a CEERLET,
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ATy T4

DWMDE=DICEELERET7AILDH LA vE—2 DIREEE

&

ATy T2

ATy T3

BHDEBIZEE LB T 7 A5 * ve—ookE [

s [EFA—NT FLR|ZHE (Forwardtoanemail address) |, fiE L7-2—¥% (72L& %
X, BPA—NVERERY) ICEBEOOLLIS 7 7 A NV EEEET LT, 2047
TaraEERLET,

cAvE—VEHRLET, BEOHLBMN T 7 AN 2Ty R2—F DA =Ky 7 A
MOERICHIRT 2581E, 2047 v a CERIRLET,

CHEELIZBEBFA—NT RLAIZIRELTA v E—%HIBR (Forward to an email address
and delete the message) ], fAiE L7iz—H (7z& 2 IX, EFA—NVEFHE R Y) ITE
BEOOLIM 7 7 AN EEELT, BEOHIRMG 77 ANV Raa—HFDA—)1
Wy 7 ANBERICHIRT 25613, ZOF 7T a VEBRRLET,

GE) Office 365 ' —E A TIIHFED 7 /L ENED A v —Y OHIFRE R —
FLTWRWeD, 26D 7 408 ([HIBREAT A 7 2 (DeletedItems) ]
BE) Mo AyE—UEHIRT LI EIFTEER A,

BEE [A—/LR w7 ZHENMEHE (Mailbox Auto Remediation) | DEREZWeET D
AN, A=Ay JATOA =V OBE 2R LET,

EHzZEEL, REFLET,

SIS EENZ 7 7 AN BBV =7 %2 —I12V U —2F5KbYIiC, BEETS XD
T TIAT U AERETEET, BHESNTZA ve—T L ZNEDRMNT 74 ML, FREED
O DIFFRHICEBIZOWTHAX YV ENET, 77 A VGHERN L E 2T —va v A%y
FTTHHATED LIRS T2RICA v =V RIS NT-HA1E. BESNTEBITE AT ¥
IR SN E T,

FIE
[A—/L KRV — (Mail Policies) ]>[5%1§ A—/L R U > — (Incoming Mail Policies) ] % 7=1%
[A—/L RV ¥ — (Mail Policies) ]>[24fF A —/L7AR Y 2»— (Outgoing Mail Policies) | % &R L

FT (EHE00EETDIEI) .

BEFDH AR —0 [FER~/L T = 7Bl (Advanced Malware Protection) ] 77 7 AN
DV ) 7 LET,

[7 7 A NSH DR D A ~&— (Messages with File Analysis Pending) &7 >3 > T,
[AvE—VICH#HAT DT 27 > a3 (Action Applied to Message) | K1 v 7 X 7 ik [
(Quarantine) ] ZiEN L £,

MREES T2 A B =37 7 A VO HIREEC Y 7TITRESNE T, 7 7 A NV atrlREiEO A
(26 ~—) ZZMRLTIIZEN,
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T7ANLEIT—2aY TALBYSTETTALSH |
B o onmromm

ATy T4 (BB [77 A NVONPMERE T DA »&— (Messages with File Analysis Pending) =72 + =
YT, UTFOAT v a v ERRLET,

CTEDA Y=V ET = NATTLONEI D, T—=AATINIZAyE—=VIE, TTI7A47T
A ® amparchive 7 4 L' 7 M VIZIRE SNVET, FATREINTZ AMP 77— A 7
(amparchive) @27 Y727 U 72 a U BRMETT,

e A=V O EEE LT (B : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) T Ra—H 28BS 208 5 D,

T T ITAT U AMEDRMEA vy =V OBRUEHTIT T 7 A VT OHEDRE SN2 H6 .
W77 AN E Ry T LNEINEBRTEES, 774V DOFT g AE [
Z (No) 1T,

EHEVDHNLHIE TE DL IICTEHDIT, DAF L N X —ZBINT D08 9D,
G¥) AT v FATHBELEZ LEROT7 7 a o RNEHENDLIDIL, A v E—U N R Y

TRV —=ASNDHEELETTT, AvEe—URElc) 7ICxEsns &I
FEA S ERA

DA E—DT —hA 7,
o A= DERE,

o WAL L~y F—DBM,

ATYyTE5 BEHEAREL, RIFLET,

RDEZARY
ESPERENS
77 ANGHTIRBEOER (26 ~—2)

274 IV #HhREE D F

o 77 A NVOWREBEOR T OMRE (26 X—)
o 7 7 A VSHRBEEIN D A~ — O FEHALEE (28 X—)

77 A ILS IR DR E DRSE

FIE

AT9 1 [£=% (Monitor) |>[RV > —, UANLABIORT U 7 LA Z@#E (Policy, Virus, and Outbreak
Quarantines) ] R L £7,

ATY T2 [77A NS0 (File Analysis) [ W@EEY) > 27 %227 U v 7 LET,
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ATvT3

ATv74

ATy T5

ATvT6

ATy FT17

sraunhmsosenme |

TR A E L ET,
T 74N RO RHNOEEST L Z LR LEEA,

PREHMRRIEZIZ AsyncOS DEITT HMER O LT 7 AN NOT 7 v a VERELET,
WRHET + A 7 ICZE S TN 2 < 2o T2y f%\ﬁibtﬁﬁﬁﬁﬁm%®@%m@fyﬁ~
UL ENT2 L 2D X OITRIET DT, [BREA— =T —FIIA v =TT 7 4L
cOT 7 varEEAL TERE MR Liﬁ“ (Free up space by applying default action on messages
upon space overflow) ] DIRIR & MEFR L £,

TIAN DT I aryE LT[V ) A (Release) | Z#®INT H5H61%
DEMNZY V=23 D A vE—IIC

. PREZHARE A3 R
WHT5BMOT 7= /%Eﬁf?ﬁﬁfé’f F9,

j—«

v &R

4 D2 (Modify
Subject)

BINTA3T7FANEASN L, FOTFXFANETLOHLDORTEHAD
EBLHIGEBMT 50 a3 R L FE T,

e zE REHCIVY =T B STV D ATRE
=V THLZLEBEELET,

PR % A

G¥) FEASCI LT Z G4 2 1E LS £t 572012, 4
IZ RFC 2047 129> TR SN TWDHIXLENH D 77,
[X-Header ®iBMN (Add |X-Header (ZIZ A v —VIC6 L CEITENTT 7V a VAR TE

X-Header) ] 9., ZOFRIT. BHEDORA v =V NEE SNIZHEBICOWVWTO

MWL L &R EITRLDL X T,
LHTEMEEAD LET,

B

Name = Inappropriate-release-early

Value = True

W7 7 AN EBRE
(Strip Attachments)

W7 7 ANVZHIERT 2L T, Ay =V ehlc~ry =
TInORHEL T

ZOWRME~DT 7 v 25T Ha—YEEELET,

11— 14

o—W /b 22— (Local | B— /b 2—F DY X M, BEEZT 7 BATE o — L &2FF>

Users) 2—YEFNEENET,
TRCOEHEIIEBE 27T 7 AR EZFSZD, VAT
ITEBENERA SN ET,

571‘ mu nﬁéﬂf;i“—‘ﬁ- %nﬁmu HE%EQTL? LT£< L[Z‘%:ﬁ)g}) D i'ﬁ‘o

(Externally Authenticated
Users)
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B o onmeEERo 2 v E—CoFB0nE

14 48

AAZ ba—HFa—) | ZOFT g%, RBlE~DOT 7 8 AMERE RSP EH 12D
(Custom User Roles) AL DL 22— m— L EER L TWAEAILDRFERINET,

ATV T8 EHEFEFEL, RIFLET,

77 AL HIREEREERAD A v £ — O DFEHNIE

FIE

ATy 1 [£=% (Monitor) |>[RV > —, UANLABIORT U 7 LA Z@#E (Policy, Virus, and Outbreak
Quarantines) ] R L £7,

ATV T2 BOT 7 A NGHREEOITT, [A v E—Y (Messages) [FIOHFNWEZEZ7 Vv 7 LET,
RATYT3 BIIEL T, AvE—VICUTFDT 7 v a v EFTLET,

* HIBR (Delete)

VU=

c[REE S DY U — A DIFRIE

HELIEZEFA—NL T FLAIZA v =YD a b —%21%E

hREDRD T 7 14 LT D IREE

thi B hil 7 > A LT DRREED FEMIZ W TIE,  [Cisco Email Security Appliance Guide] @

=

% [Centralized Policy, Virus and Outbreak Quarantine] % 2R L T 72 &\,

TJ7A4IL LEAT—23 0 ERHDXAY S —

X~ —%EHLT, AvE—VUBRT oy T7OT 7 var R TtAyvEe—Vh~—27T
EFT, AN RV —TAy b=V X~y X —%XTT L, WIZarToY 7404
FHERALT, 206D RA =00 AT g LV ERET 7 a UEEIRLET,

I CIERICF/NCFER B S ET,
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KRy TENt A vt—SEERHFELET 7 A LZET 2800 Fai—F~0ikfE [

Ny B—% BAMEE (KXFENXF (A
XAl
X-Amp-Result 1E% (Clean) TrAN L 2T — gy P—ERIL
L ~ X W — 173 M
DB % (Malicious) %kﬁéﬂt% v — I A S B
A F X ARNH]
(Unscannable)
X-Amp-Original-Verdict | file unknown L a7 —3 gy LEXVMEICES
verdict unknown DEIOHE, Z D~y F—id, TTOHE
WA RMEONT N TH DA
FELET,
X-Amp-File-Uploaded |true A o= ENTZ T 7 A VDT
false B CTEGE SN TVWAEHSE, 2O~y X —
X Ttrue] T

FOy Jant=Avt—CFRIERG T 7MILICET 58 I K
A—HADEIE
O LW 7 7 ANVETIFOBRA =0, 7740 L 2T —Y gy Axy Ik

DNTRe vy 7ENDIEEIC, = F2—FICH L CGBREEZEET HI2E. X~y X —F T
A D~y Z—bavr oy 74 VHEFRLET,

SELGTILYITHEHEY SRS

— T EHEFERT ARG, 7T7AX, IA—7, BIO~IUrO{HEL~LVT, GER~YLVY =
THEIE A=V R —% A F—T I TEET,

TARLA F—TvTr LULTEBNTALERD Y £9°,
TITIAT VA TN—=T %I T AA L YL TERELBZNTL I,

Advanced Malware Protection DfSIREICBEHT 57 5 — FDEERLZ{E

Advanced Malware Protection|ZBi# 27 7 — h 2B ETDHLHICT T4 T U AREREIINLT
WHZ LEMRELET,

UTDBEIIT 7—FaxE LET,
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. Advanced Malware Protection D FIZEICBIT 57 5 — FDHERLZE

75— L DEREA 24 7 (Type) EKXE (Severity)
FTVIR (TTAR=F I TTUR) O =AU =T R ks

Cisco Secure Endpoint ~ /v = 7537 7 F A
T UANDE Ry N Ty L, T AL
LEaTr—varnofhir—e2ofa%1k e

BRENWCHPASINLTWA X 2ETH U b &T
TT 4T TDHDMENHY T,
HREF — 2 HAREINIC /2 £ LT (T R_RTOMREIT R D HEYE)
Tr7AN L EaT—varE i3z 7 s ANG | VA NVARBLOY | B
Mrih—bERIZBETEEE A, AMP (Anti-Virus and

AMP)
TI0 RY—EREDBEPHSLENE LTz, | VA NVARREBLO [ 1FH# (Info)

AMP (Anti-Virus and

AMP)
LE 27— arBLOOITT o Do RNr 4y | DA VARREB LY [ 1E# (Info)
F Ry 7 = RZLVBEBHIND AMP (Anti-Virus and

AMP)
Tr7AN bEaT—va b OHENERIN| VA NVARKREBLY [ 1F#H (Info)
L7 AMP (Anti-Virus and

AMP)
IHTHRICEECTEDL 77 AN ZATNERS | UA VAR EB L [ (Info)
Nz LT 7 AN HATDT v 71— K |AMP (Anti-Virus and
A R—TNICTEET, AMP)
—HEDT 7 AN H AT DR RIE | A NV ARIREB LY | #E
TExFEH A, AMP (Anti-Virus and

AMP)
YR—=FENTWDETRTCDT 7 A ZAT | TANVZLERBLO [fF#H (Info)

DA~ L RICEIR SN ET,

AMP (Anti-Virus and
AMP)

MR/ 7 7 A NS —ERAF—T9, 20D
T —HEETHITIE, CiscoTACIZZ 7 A
JVOIHTID OFE 2@ iE T2 0B R H D £,

AMP

x 7 — (Error)

ESPEREY=]

s 77 AN LT =gy = _FELT 7 AT — SO R B D 45 AR

77—k (B6e~—)

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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Advanced Malware Protection #8E DR EE L R— b DERE .

« T ANDEBHEDEEREREOT 7 a v DF(T (353—2)

Advanced Malware Protection #8EDENEE L A~— FDEKTE

X2 VT A EET S IA TV ATUR— NEENERT 2551, BT 7747 U AICH
TEFTA A~ NVTETA—Y =T A ROEA—LLR—T 47D My 7 ® T Advanced
Malware Protection] &7 > 3 ' C, HERRTEHZHEAL T A0,

o] — > o]
274NN LVEaLT—YavELVT7AILDHD LKR—
cERSIYXRDD

« SHA-256 Ny > 2l LD 7 7 A VORI (31 ~2—2)

e 77 AN LT = a7 A NS LR— D=2 (32 X—)

cFDMDLR—=FTOT 7 AV LEaT—ay T4 E F—EZDFE R (34 L2—)

e Ayt — NT v F L UHEEEL Advanced Malware Protection FEREIZ DWW T (34 ~2—2)

SHA-256 /Ny > 22K B5 T 74 IILDE A

T ANVHIIHBICERTEX LD, T I7A T RATEF2T Ny va 7ral) XA
(SHA-256) ZfEA LT 7 7 ANVDID AWM LET, 7T 74T LV ANARIOELDHETC
TP ANEFUIRTAEE . T RTOA A% ANE L SHA-256 & L TR SNE T, EH
DT TITAT U ANR LT 7 ANERIT D56, 77 AVDTXTDA L AZ L AZIEFRT
SHA-256 ID 2% V) £,

FEAEDLR—FTIZ, 77 A4/UITFD SHA256 ETY 2 FE&NnET (EiEER
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T7ANLEIT—2aY TALBYSTETTALSH |

TJ774IL LEaAT—23 &7 74 ILDHLEAR—FDODR—D

LiR—

B

Advanced Malware Protection

T7AN LT =Ygy =PRI LoTHEINE
T AN RX—=ADEWERLET,

HENEEINTZT 7 A MIHONTIE, [AMPHEDT v
77— K~ (AMP Verdict Updates) | L R— hZZM L T 72
SV, ZHHOHER, [EER~L Y = TR (Advanced
Malware Protection) ] L'7R— MBS LEH A,

JE#E 7 7 A NETIT — A TEBT 7 A NNEEEOH
L7 7 ANBIHESNTIGE, BT 7 A NVERIET—7
A THEIHT 7 A D SHAED I [EE R~ L7 = 7 B
( Advanced Malware Protection) ] LA — MI&ENE T,

[T TVRIZE~VDT =T 77 A/ (Incoming Malware
Files by Category) | &7 > a3 %, [ A X LFH (Custom
Detection) ]2 %8S 41% . AMP for Endpoints = > >/ — /L)
bEELETr Y7 U R MIBERSILIZT 7 A /L SHA DF]
BERLTVET,

AMP for Endpoints = > Y — /LRGN T 0 v 7 U A

MIBERENTWD 7 7 A )V SHA DEB AL, VER— O
[ZfE Lz~ o = 7B~ 7 A /L (Incoming Malware Threat
Files) &£ 7 v a > Gy 7V A% Lk, (Simple Custom
Detection) | & L CERrINET,

LAR— b [FEH (MoreDetails) ¥ 27 v a > TU 27 %7
Y73 35&, AMP for Endpoints 2> Y — /L CHOT 1 v 7
UAPMIBESNTWE 77 A /VSHAD 7 7 AV F TV =
7 NUFEMER R TEET,

[UAZK (LowRisk) ] HIEDFEMZ LAR— FD [ AMP IZ
K VEINTZZIE 7 74/ (Incoming Files Handedby AMP) ]
B g MIERTEET,

. T7AN LEaAT—2ay TaLE) 058774 UL0H
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JrALLEaF—vaveTrAuntiLE—ror—o |

LAR— b

B2l

Advanced Malware Protection [~ 7
A V53HT (File Analysis) ]

SHTRNCEE SN T 7 A VOB & e (E7- 1T R
HE) 2RRLET, SMAT 94T A3305 781
WSA Tt ReT oy LET,

1000 /25 7 7 A VKRR 2 RN T D121, T—F &
esv 7T ANE LT AR—FLET,

RUINET 4D e KT 7 A NOERORMEZ G TR
IROHTHRERDF RSN ET,

SHAIZBAT 5 F DMOIFR A BT D0, £E7 7 AV
S _N—OTHOY v 2527w 7 LT, Z7 A0
EONT LTz — NI 2 BMO Mz R rT52 L8 T
=7,

GE) [EfG/ T —H AT T AN LT 7 A
VAT RICIER ST A AL, T 5 OfliH
7 7 A ND SHAETZ TS [7 7 A V45HF (File
Analysis) | VARA— MIEENET,

Advanced Malware Protection 1
Bar— g

Advanced Malware Protection |35 R 4> 7= ¥ a5 1 & B
ERAEYTHID, BT —¥ TR OEMRERNTRME S
nNd &, BHOHPENEDLDRELENH Y T,

[AMP L E' =7 —3 3 (AMP Reputation) ] LA — hZ

X, ZOTTIAT AT S, A vyE—VZERIC
HENEDSTT7 7 ANVHERIIVET, ZOROFEM
ZOWTIE, 77 ANVEBHEDT v 77— h (2=

V) EZRLTLIIEZIN,

1000 B2 DHIET » 77— haRRT DI, T—F %
oSV T T ANE LTI AFR— N LET,

1 DD SHA-256 (Zxf L CHIE N[BT 35501%.,
ERBE IR EFTOHEDHNZ DL R— MIFRREN
ESc N

i AT REZn fe REFRFEFHIN (AR — MZEER S 7= FERHE
FICBR 72 <) ITHEE D SHA-256 DEE 25215 A4 ~_T D
A=V EFRTHITIE, SHA256 V7% 27U w7 L
F9,
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