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T DA v E—VIEZOEERMETH I ENTEET, RN T 7 A ME, TNEORE
DEAT, T4 H—=TFV 2 b, ARICESNT T4 NVEZTEEST, A A=V TFT74%
EHERALTC, A A—VHRMN 77 AN EAT Y TH2 L TEET, A AT FIA4Y
i, A A—VERNEENET 2703 XLAEMEHLC, REdlnas 7y OmReErE 24
WrLEd, chbDT7ITY XNE, 2L 20E, BgENORIRSH 7 —Ly hERHT
é’fiﬁ“ T4, R a 7Y OREICENLS L 92, BEBRNOIRD & A
EBAN OO I T LI BOEEEZRETEET, EAOFIENEWEGIX, R
%ﬂfhéT EMERE LR E9, TATY XAE, WL IFIETHENLERA, &
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CLI ZFERALIEAYE— J4ILEADER, CLIIX, Avt—Y 74NV X EEBIET D

Wha<wy ReEZIFTANET, 2Ex2E, Ave—Y 74 0FD) A NERR, WO
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NEPEE LT 20 £,

7T 47, T IT 47 HIRTDEAIC. T4

Ao— T 4 F TIIROE L AFH L ET,

I

E:)

expedite:

T 4 NEL,

if (recv-listener == 'InboundMail' or recv-int ==
'notmain')

JL— )LDIRE

{

alt-src-host ('outboundl"') ;
skip-filters();
}

T aryDIgE

else
{

alt-src-host ('outbound2"') ;
}

UE=E) &7 7> a »DiEE

RET 72 a VI TEDLZ LITERLTLIES N,

&> 45) B
expedite2: 7 4 VE AL

, , , JL—ILDIRTE
if ((not (recv-listener == 'InboundMail')) and

(not (recv-int == 'notmain')))

{
alt-src-host ('outbound2"') ;
skip-filters();

}

T aryDEE

DT AN EIBRIZLIOTOWRTIODTFARN T 7 A NMIELE DA ENTXET,

B £ H AT, 74 ZOEEHCLERSY £, B—oHfFELITE
SIRFFE, EOMANCE L <HAGDLELIMNERH Y 7, 2L xiE, X
notify('customercare@example.com') L notify("customercare@example.com")ljiéfiig>%)¥§§%

T“ﬁ‘ﬁi\ i‘t notify("customercare@example.com') fj:*%jci 3 _b‘%\éi L i ﬁ‘o
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WO AND 7 AKREORTAL (10_—2) 2L TSN,
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CANZFITSINTT 7 v ailioT, ~yX—RBINENgE, BHOTXTO~y
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B = =)L, TTDOA v =V~ X =TI, BREFELO~Ny X —PiHlisnEd,
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B A A=, HEOBSPOMERESIET, RFC TiX, AvE—YO~y ¥ —
DB TRTOHLDEZ VT N—F [Aove—UKRL] ELTHELTOETRN, £<0
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TIAT VA, AFEAED—TN TR & 7740 ELTEZ2DLESDE, %<
DMUANRNZENOGERAIZL XV T L LD ERBLOEFEICEIICKAIL LD ELET,

body-variable % 72 1% attachment-variable * v &— 7 4 VX L— L& E BT, A vE—
ym/ﬁ DEDTXTDEDNRRA vy E—URILE BRI, £ONFITIAILNIZEH HMIME

DOFPIDTH A My ERRENET, ZOarToY0BOTXTOLD (HFED ., B
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7= & 21X, LAFOXIE, Microsoft Outlook MUA D A v —T &R L CWET, 22Tl
[Document attached below.] EWISHEN T L —0 THXFARDA v E—UARLE L TERES
., F¥x=a A b [This is a Microsoft Word document.doc] ﬁ’ﬁ%{ﬂ‘77’/])/l/2: Lfﬁﬁéﬂ
TVWET, ZLOA—YREFA—LEZIOLIITRATND RIIOEHEIDT L—2 T F A
FC2EHDOHODANA T 77 ANTHLYNTF/N—h AytE—U8 LTTIERLS) 20,
CiscolZ. AvbB—20 K] (BHIOTL—r FF A MBS EXHBEIZ, doc 77 A /L
oy (EEMIC2EE OMIME#y) & KB L TR 20—V Z2ET D 72010, Ay E—
TIANET M7 7 A0 EWOHEEZMEM L TVET, 72721, RFCS1521 36 £ 101522
THONLTOWDOHREICL D L. A vy B—=YOARLLT~TD MIME #5570 bR S L E T,

R1: TRAT7AI] ZEOAVvE—D

B Microsoft Word document attached - Message (Plain Text) ¢ ]

i CaRenly | CliReplytoall | S Forward [ = | ¥ S K| -9 - A @ ! (3¢ This Is Spam

! Fle Edit Wiew Insert Format  Tools  Actions  Help

From: Sent:  Thu 4f22f2004 1:52 PM

To:
Cc:
Subject:  Micrasoft \Ward document attached

Attachments: @Th\s is & Microsoft Word Document. doc (30 KE)

Document attached below.

TIITAT AL, VT NR— M A vE—VORIERGT7 7 A NERHL TS0, fE
SNLEEE T H7-DITIL, body-variable F 72 X attachment-variable A v &— 7 4 )L & L—
NEERTLIHEIC. WS OO — A THEENVLETT,

o THRANIBGNTIODAvE— (DF Y, [Content-Type: text/plain] F 721% [Content-Type:

texthtml] O~y H—%Eie A vt —) BoHIGE, 7T 74T AFA vE—V2K
ERLERRLES, 2T oI BATNRRLGE, 77747V RE, ThEHE—0
W77 AV ERRLET,

e a—RIN/TT 7 AV (uuencoded 72 L) IFEFA—/N A v b=V DOARITHENE
T, TR ELESAE, mra— RENET7 7 A VIR 7 7 A v E LT, i
BLOAXY &N, BODTIAMRTIFAMALE LTRARENET,

s H—D7 XX FNUSANDOEHFIEF I 7 7 AV ERBRINET, T xIE, zipZ 7 AV
DHTHERSIND A vE—ViF, 77 A0 E RS ET,

ATV REXrYUD—HOLEME

AvT—VRLFEFIIRMN 7 7 ANVNONRSE — 2 BRaZRT 57 4V Z L—)LZBINT 5854,
NG = NI D BN D DR DRI D L EVVEZFEE TE £9, AsyncOSIEA v E—
EAX YT DL Ay E—VBIORMNT 7 A MZH S o e —BDBD T2a7 ) 245
LET, &AL EWVEISHTZZ2WEEE, IERZES IS ue LRHiShEE A, 2O LS WEITR
DT 4 NE N—)VHRETE £7,

* body-contains

* only-body-contains

* attachment-contains

* every-attachment-contains
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* dictionary-match
* attachment-dictionary-match

drop-attachments-where-contains 7 7 ¥ 3 VIZLEWMEZIRETHZ &L TEET,
S

GE) ~u A —FEFm o RN —TOZEFLREEEAX Y T BT 4 H — LI LEVEER
ETEEHA,

HEEE

« LEVWEOHSL (8 X—)

A VB —VKL LT T FANLDLEVEZRT (8§ 2—)

e LEVMEA T Y 7 =)L F 38— MV MIME #8%y  (9 ~—3)

e TV T4 vatVEREALEZLEVEDORaT Y T (10 R—)

LEMEDNEX

HIBUR /N D L EVWEZIEET 212, ~F—r L true Rl 2 72 DICLER—E DK
NEEFREL £,

if(<filter rule>('<pattern>',<minimum threshold>)) {

7= & 21X, body-contains 7 - /L& /L— L, f [Company Confidential] 230 72< & 2 [A]K,
DINDMEND D EEEET DT, ROELEHERA L ET,

if (body-contains ('Company Confidential',2)) {

T 7 AV NTIE, AsyncOSB AL T UV AF X U7 4 VH BRGFT BRI, 74 v Ea R
ANl LEWVERFID Y THATHWRWEGAIE, 1O LEVHEEZFID Y TET,

avTFUY T4 vat VMK LT, RXE—r v FORNNEERETH L L TESE
T, arFUY F 4 vaF Y OEMCONTE, [TXFRA MY Y—2] OBEZZRLTL
fiél/\o

AvE—URXERFTT7AILDOLEMERTT

BT A=Ay E—UF, BEOHEZPOERINDGZERNHY £3, A vEB—URLERIZL
AT T 7 ANNDONRE = BRRTHT 4 N Z =D LEVEZRIEET S L. AsyncOS I3,
A=y RN T 7 ANVO—BOKESIT L LT, LEVWE [Ra7 ) 2L E
T, Ave—Y 74 VHTREEEDMIME #5052 E L72VRY (attachment-contains 7 o /v
B =72 ) | AsyncOS (FA v E—TV DT RTOHD TROD-T—EHZEZAFL, —HD
EEBRLEIVVEIZZELTWANE > aHlrLEd, =& 20E, LEVMED 2 D body-contains
A= T ANERNHLELET, KL 20—FBRNHY . 774121 2D—FN
HHEA =V EZIELET, AsyncOSNZ DA vt —T A LA, Aitin2o0—#%
W20, LEVER 7 Z4li/c LT\ EHlr LET,
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FEEIS, OB 7 7 A VRSB DA, AsyncOSITIRM 7 7 A VT L IcAa T 245 LT,
—HDORaT B LET, 72& 20E. LEVMED 3 @ attachment-contains 7 A V& JL—)L
DHHELET, 200N 77 ANDBOLAvE—VEZEL, FRMNTZ 7 A M2 DD—
BENEENET, AsyncOSIZZDA v =T %400 —FEEM L, LEVER I 7N S
ATWD WL £,

LEWMERT 2T TILF/8— MEE MIME 345

BT NOEEERT AT, FLarsrYyo2o0R (FL—r 5% A k& HTML)

DL, AsyncOSIFEME L1260 —EE G LERA, RbVIZ, FHo0—H%
e LT, EE a2 # R L3, AsyncOS (T Z DA~ L F /38— kb X v —TDfMDERSH>
HOARAATITEMLT, GitAaTEERLET,

7= & 20, body-contains 7 A V& L=V EREL, LEVMEZ4IZRELES, TL—r T
FA M, HIML, BLO220RM 7 7 ANV E G0 A v —V2ZELET, A vE—IFK
DX 7EELHEHLET,

multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream

application/octet-stream
body-contains 7 A /L& JL— UL, X \y'!ZH\‘/“O)text/plainiSJ:(ﬁtext/html W I B AS L
T, ZORAyE—=VDRAa7zAMLET, KIZ, ZNHDOAaT OFFRALE L, RN
KEDAAT ZRRLET, SHIC, TOMREEZRMNT 7 A NVNEDOAATITEML T, K
AT ZHBLET, Ay E—VICROBO—BEDRHDLE LET,
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

AsyncOS 1 text/plain & text/html #53 DO—E & T 5720, AaT7 32K LET, ZiUL,
TANG =)V b U =T LR LS VEZZ L TV EE A,
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B -7 vrrsaruzgALELENEOR T Y VY

ATV T4 atrYEFERALEELEVMEORTT Y VYT

arvrFUY T4 vat Ul EERTLE HEO [EH) ZEE LT, L0 EEIZREDHRE
TIANE T Ivavk NI H—T&ET, & xiE, Tbhank) EWHHFETIEA vE—V
T A4NHEE Y H—ET, Tbank] O%IZ Taccount] &V HEERH VD, S HIZABAL—T 4
VIBBENEENLTODIUR, Z4NE T varE NI H—9TH30ERHLELET, 2%
KT DI, BEAERTE LT 47 vaF VAL T, FEOHBEEZITHBEOMALED
BOBEEELZEZ LET, a7 oY T4 73atVaEIRB— T ANAVENT 4 VHF
N—NDO—EEFMT 225G, 2T YT 47 at ) OELEEHL TRENRA T %
WELET, LexiE, Roarv Ty bELERELCay T YT o7 a bt VaEERL
7= LET,

®1:aA0ToY T4 3T )DH

FEE/IA~Y—KID BH
ABA %4%& 5 3
7572~ (Account) 2

N

ZoaryrYy T4 vat )k dictionary-match ¥ 7213 attachment-dictionary-match A
= T 4 = VICEEATT D L AsyncOS 1 A v E— VN TR ST S HEE
DEA AR ADEE [RAa 7 12, ZOHEOEAZBEMLET, LEE, Aye—
A HGEE Taccount] DA LV AZ U AMWIODOEFENTNDA Yy E—VDOEFIAATIT, H6N
BIMENET, Avt—Y 740 ZOLEWVED 6 IZHESIVTVNDEE, AsyncOS T2 D
LEVER a7 Nl SN LET, E£0id, FHEBOA Y AZ AN DT OEEN
TWAHEELAFHMEIZ6IZRY, ZORaATIZEsTIANE T2 aryBN ) H—EnZE
7

Ayt—U TJ4ILFHADOAND TR EEORTX B

Ay — 7 4L FNT, AND £721Z OR 7 A b 23+ 554, AsyncOS [TRE/RT X k
AL ERE A, LER-T, 2L 2E, —FDOAND T & h 38 false DA, b9 —H DT A
MIEEHhENERHA, T2 MIELSLHICEHMTENA2DITTIEARWED, EELTLLEE N,
DV IZ, AND BELTOR 7 A hFHIlI SN D56, H& BMEORNT 2~ 23BN Tl &
NET, 22T ROT 4 VF TlL, rept-to-group 7 A F LV HHE Y Y — 204720

remote-ip 7 A P RULTRANCFHE SN ET (IS, LDAP 7 2 PO RHE D Y — R &
<RV ET) .

andTestFilter:

if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

...}
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BH 2 A RDOERWT A NRRINCIATEINATD, HADIEFEZ ANEZ THEEIH Y F4
Mo TANDFATIAFZRAET DHLENH 551X, if LERA FSHTLEEIN, ZOHE
1T, TXARY I A NDOEWT A FNERITAT-OICHHERE LT,

expensiveAvoid:
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recv-listener

Ave—UiE, FBESNEY
A —fRH T2, %6
U AF— 11— (393—)
EZRLTIEIN,

Hff (Date)

date

BIEREZI IR E D B BFF ORI H
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-~ % — (Header)

header (<string>)

Ay E—VIHRFED Ny X —
DEENTNDD, ~yF—
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BEHEC R ABEAERNLVET, ROFRIZ, AvtE— 740 % A— L CEHRERZEAT A
EOHZE L THERLTLEIN,
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B - cemyaEmEn

RIIN—LTHERT HERRR

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

IEMEHL (abe)

T A NH =)V DIERFEN TN E—FT D E W EnDDk
EHFBHROSEOERPTFEIOWTNLOESLS & —ET HHEAT
‘ﬁ‘o

f:&/iéi\ IE/#E%E%% ’VGCOI‘gJ X rGeorge Of The Jungle] .
rLa Meson Georgette as well as Georg) @%i?ﬁ”&*

(Georgy

Porgy] .

ﬁbi‘a—o

ALy b (M)
RAFEE (s)

FAGLSE (8) 2GT—/VIXFINORRBOHE KL, ¥ T v
(M) ZEL—WIFIN DD H & —B L £,

7= & 2 0E, IEHREHR ceorgs) 1XXFF lceorgl DHE—F L F
‘ﬁ‘o

ZEDSy X —E BT DI, 8" LHRELET,

N

XL A Ty b
7 (e)

X7, ZEH, Ty bv—7 (@) ZE&ELA—iE, YEOTEEK
LRI LET,

f:k%\_ﬂi\ IE/{:EE‘%EEA |—AGeorqe@admin$J
DHE—HLET,

EeveE il |—Georqe@adminj

(= N )

EUA R () 28 —/WHMEED 1T (SBITaR<) E—HL
£7,

=& z20F [~ . .admins] &W I EMFEHIT Thacadmin] BL O
|—sunadmlnj @%i%ﬁl I—F L FETA, Twindzadminl E1E—
HLEEA,
TAZY R (¥) | T ALY AT (%) Egie—nid, TEENCHEE ST 5 3

70l GTEE QRS Y K SN TV B LT L—KLET, E
YA RET ALY RSB BE (0 1 AEROLFH @fTE
<) L—HLET,

= 2_@:\ [~p. *Piper$ ] L Eﬁ%%fﬁii ’—PPiperJ . [Ipeter
Piper) . [P.Piper] . |—Penelope Penny Piper] @ EoXFHIE

APV ER 38

7 ()

MRESIIRR L TOZA Ty —FIEALET, v—F A W) &
EIUFRZOLODHIT—EL, Ns) 1T RAGEEEFOHIT—EL,
A iEF v Ly FLBORIZ—ELET, =& 2L,

[~ik\.ac\.uks) 1T Tik.ac.uk] EWILFH DO E —F L F9,

BEE MR S3 A= —CbRER= A —7 e LTHEMLE
T, TOH, ERKXATHESZHENT 256, 2 DO TN
WBETY, EATRIIE THEERIZ) RSN DHRE S 1 DOHDE
D, EHREBL AT ACESAET, FROMEZRET 2561
[rik\\.ac\\.uks] EANTHZ LI T,
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ryt—sn7 sy vrcoEszR0ER [

KXFENLFERFIL
72N ((21))

h—=27 2 )1, EHRBOE D OS5 TRILTFE/NIFHR B S
NN EERLET, ZO =7 &, RIFL/NCFEXHNT
DIEHRBLOEHICEE 5 & KT &/NCFR—EXG s 7
WHREDMTOILET,
7=& z20E. T(2i)viagral EWIHIEMFIIL, [viagral .

lviaGra) . [viacra] &—FLET,

7(@';5 U J& L@;ﬁ {min, max}

1 DHID h—7 > O K LIl EfRET D IERRIAXRLEN T R —
FENTWET,

7= 20X, Troi2,31) 13X Tfoo)] BEO lfoco) E1E—F L F3235,
[fo] <° [fofo] ElX—FHLFEHA,

if (header ('To') == "~.{500,}") EWVH AT — Kk X hiL, 500 XF
PLEMMERA SN TS [Tol ~y X —&RFELET,

FE(]) B, 2F 0 Tor) HETFICHYLET, [ABIUBI BERE
BThr%a. Tasl 1L TA) & TB) OWTunic—8T 530F
e —HLET,
fl&%\_fi\ (foolbarj WD FHIT (fooj 2 (barj Ll —ELE
SR [ foobar) &fi*ﬁbi“@f/uo

EPEREYS

A=V DT 4 NE ) T TOEREROMER (29 2—)
« EBRIERBOMHICETLIHA R4 (30 —)

« EBIERBLEIEASCH Xy b (30 %—)

nT AL (30 8—)

o RILF-E/NLFOXH] (30 _X—)

« WERIIR T 4 NV H DIERL (31 ~=—)

« PDF & EHIERH (31

)

AvtE—CDTANE Y T TOERKREDER

TANEZEHER LT, ASCHUADOTERTZ a— FENTWNAERA v E—V0RE (v 41—
LRI OXFHNE NS — BB TEET, BRIICIE, RUAT ATIIIROGHNICH 5 IE
ASCII XFAMBET HIEIREIL (regex) ZFEHTEET,

A=Y Ay F—

* MIME 5} 7 7 A V44 O 35|

o A yb—URI :

* MIME ~ v # =372 WAL (RERDOIERDOE T A —L)

e a— RZRT MIME ~» ¥ —723% 10 | MIME &8558 72 WA ST

e a— RPREBEINTWVWAS LT N— | MIME £ vtE—3

o FEEOARILDH B, MIME ~y ¥ —TCTra— RBREEINTHRNED
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B csxsosmcEssH4 k51>

A o=V EREALDIEROWS (T 7 A Va2 ET) ORGICERRRLHATE
Fo U7 7 A LD 54T E LT HIML, MS Word, Excel 72 E 540 5 A 7% %I T &
T, B LD FERE Y M LT, gb2312, HZ, EUC, JIS, Shift-JIS, Big5. Unicode 72 & 7%
HYET, EREHRORA v —Y 74V & L=V EERT HICIF, 20T Y 7 404 GUI
BT 0, THRARNZT 4 X TT 7 ANVEERLTOD Y AT AL VR — N LET, 7
HZoWTIE, TCLIZERA LAY E—U 7 0 L2 OER (1183%—) | BLO 2%+
VEMEDORE (141 2—2) | ZBRL TS,

ERRBEOFERICETHHA 512

TVT 4y 7 ATERLS XN EREERET 55003, EREROLHITFYy Ly b (1Y) |
REIZ FVELES (8) ZZNZNEET LLENDH Y 7,

)

GE)  ZEOXFINEWETHHAIC [ 2T L. EBRIIETRITOXFHIN—-HLET, b
DIz, Trs) ZEHALTLEEN, 728 20E, subject L—/L (35 X—) D2 FEHOHINZ
AUTEZE LET,

Flo, XFELTORY A RERAETHIZIE, ERXATCE I A K2R —7FT50ERH
DNEIT, =& ?_bi\ sun.com & U D IEHFRBLT |—thegodsunocommandoJ LW R~ LFE
T2, ~sun\.com$ & WV EHFEHIL Tsun.com) &V LFFHNDOIE—FH L FT,

Hffimicix, & 2 CHHAT D IEREHR O A Z A L1Z PythonreModule €Y = —/b A% A LD
IE;:‘E%{E"C'@‘O Python AHRA /V@Efﬁi%fﬁ@%ﬁfﬂﬂlol/ Q=N http://www.python.org/doc/howto/
MNHT 7 ATE 2% [Python Regular Expression HOWTO | #5512 L TL &0,

ERRBFEIEASCUXFELEY

—WOEFETIX, THEE < THFEER) . [RFELT) EWIHIENRGFEELERA,

HEEZAMER T 2307 (IESERIT Nw) LRINDLF) OMG7R ENLEIT /e 5 MR ER
RKHLTIL, v r— RS AR ARYGE, £idmra— FRRAREE, BEPBELET,

nTAbk
EREBORET A ML, V=T A= =T 2 =ZfHLTIT) ZENTEET, K
(e IR N D= S
rcpt-to ==
"~goober@dev\\.null\\....$" (matching)
rcpt-to != "“goober@dev\\.null\\....$" (non-matching)
AXF ENXFOREA

FRICHIRL SN TV A E 2R E . EHRBICTIIRCF LN CFNRB S E T, EHRET
foo %*ﬁ?ﬁ%#é%é\\ FOO %’ Foo Li—i‘,’z Li"i‘/\/o
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PRI |

RERTE T 4 ILZ DIER

PDF & IEFR&KIR

WOBNL, FCEZAT D 205D 7 4 V2 TR, mPIOBIOTTH CPU O m < 720
£9. 2BADOT A NZ OGP RALEREIRZHEH L TOET,

attachment-filter: if ((recv-listener == "Inbound") AND
ceeccccccccccccccccccccccccceeeceeeeecccc(((attachment-filename ==
"\\.3865") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ads$"))
OR

(attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR
(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.1nk$")) OR (attachment-filename == "\\.mdb$")) OR
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.ws$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.ws£f$")) OR
(attachment-filename == "\\.wsh$"))) { bounce(); }

ZOBITIE, AsyncOSIZIEHIRBLT 2 % 30[B] (W7 7 A V2 A 7 & recv-listener DE 41
ZUT 1 EF D) BHENT O MERH Y £,

Wb DIZ, WOX 727 4 VFEERLET,

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.
(386 |exelad|ade|adplasplbas|bat|chm|cmd|com|cpl|crt|exelhlplhtalinf|ins|ispljs|jsell
nk|mdb|mde |msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb|shs]|
url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)$") {

EREHT Y ORBIERIE 2 B2 T, [0 OBEMRLAULORY TN TULET 5 24
TR LI B 7207 A N Z OFH G RIBICEEICR Y £, F/-. HODOFNZLE~XTCPU A —
N—r~y RMETLET,

PDF DA FIEIC L 5 TE, AX—AREITR RN ENRHV £, ZOXIHIRGFH, Axxy
VYR, N=VNOHEGEOAEIZESE | B A= LY TORAEZRALE T,
722, 1 DOHFFEOFIZEEDO 7 4+ M7 + v b A ANRET DG, ElESD
PDF 22— RO AF ¥ o UV UNHGEESATEHRIT 200 L D £, ZDXH1
R ENTZPDF 7 7 A VCTIERRBUCEIDMEZITI &, AF v m o P UAITPHI LR
REBETHERH Y 77,
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Sy

AY—HKID

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

7= & 21X, PowerPoint SCEIZIHA L7 BGEOHIZ, HFENO L TF-ZT EIZRR D 74+ 0 R 7 +
VR AXPRESN TV DL bDORHLELET, ZOT 7V r—a shbAERIZPDF
EAX Y TV UREAID L R IR AR — R BT A S IVE T, PDF O
JRIRC,  Tcallout] &9 HFEN [lcallout] F7zik lcallout] EEREINDZZ ENHY ET,
ZOWTNNORRAIERKI Tcallout)] EMELIILTDHL, —BERLEWVWIRRIIRY
£7,

A=V ONEEAX YL THA = L— LA TS, A~— ID 2FHT 5
T — A NORFED N — 2 R TE 97,
A<—HKID T, T—HHNORDN N — 2 ERETEET,

7LV vw N — REE

o KERSIRFESR S

« CUSIP F >\ —

« ABA F /N —

TANETA— D ZFEHT DI, ALERIBRM 77 ANMDa TV EAT Y T
BT 4NE JL—)LTIROF—T — REFHLET,

R4 AVE—D TAILEADRI—FID

*F—J—K|RXT—FHFID BrLEL]

*credit Iy b —REF|14, 15, BXR16HTD 7 LYy b h— RESEZH L
iﬁ—o

W& A<— K ID X enRoute 7 — FZ&FBILEH A,

*aba ABA ¥%4&% 5 ABA i54% 5 A5 L E T,

*ssn A REE S KEHSRER AN L ET, *ssn A~— FIDIZZ >
Va, BUF R, AX—=2A0H DS RER T 3 L
F9,

*cusip CUSIP &% & CUSIP &= %&i#kal L £,

BEEIER

o A<w— K ID DL (32 —)

AT—KrID DEX

T4 NHE N— )L TA— NID ZFEHAT 256, ROFIOL ST, KXELITIHRMF 774 1%
AXY T DT ANE L—)LDPRTA<—KID ¥—U— R&5| % CHAET,

ID Credit Cards:
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Ayt

rvt—2 7408 L—rouBss |

if (body-contains ("*credit")) {

notify("legaldept@example.con") ;

}

/o, arT T4 arIo—EHELTCarsT Y 74 AVFNTAY— MND ZfEHAT
HZlbTEET,

A<—FID F—U— NZilE O EREFHCHOXF—U — R EHAEGDOETHERATE EFEA,
7-& 21X, Txcredit|*ssn)] EWINRNF—=INIEITIEH Y A,

~

— vV

6=

*ssn Av— N ID I K BFHEEE T2, *ssn A<— M IDEMhD 7 o VX 5L TR
3882560360 9, 72& 21X, Tonly-body-contains] 7 4 /L ¥ 52 EHT 5 2
ENTEET, ZOHE, BRELTHINA v E—VKLOTXTOMIME GIFIET 54
DHEN true THDH EHESINET, 2R ROXHI BT 4 NV FEERTEET,

SSN-nohtml: if only-body-contains (“*ssn”) { duplicate-quarantine (“Policy”);}

T4 ILA JL—)LDERBA &

WDt s arTiE, FHAISNASESERAvE—T 7400 H —MIZOWTCHAL, #
DOFZRLUET,

ESPEREY=]

e true L—/L (34 ~X—73)

B —L (35 8—3)

* subject /L —/L (35 ~X—7Y)

e Nu—TFZEFHNL—L (36 3—)

« IN—THNT o RNu—TZEEL—L (36 2—)
ez RuE—FREEFEHEL—L (37T R—=D)

« JN—TNZ R —FEEHEL—L (37 4—)
cEEHITN—T —b (37 =)

o KLY A X —)b (38 X—7)

e JF— K IP/L—/L (39 X—3)

e Z[ZEY R F— —L (39 2—)

e ZFIP A H—T = A JL—)L (39 =)

o Aff—L (40 =X—2)

e Ny H— L—)L (40 X—3)

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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. true JL—)L

e HEL—L (41 =X—)

s ZEFEHEN—L (42 =)

7 FLAEL—/L (42 X—)

e KL AF v L—/L (42 =—7)

e KL AF Y (43 3—2)

o WS bRt L—L (43 X—2)

T AN H AT —IL (44 RX—)

M7 T ANKN—L (45 =)

*DNS U & k Jb—/L (46 ~=—)

eIPL BT — g b—)L (46 X—)

T4 aF Y — (47 =)

e SPF-Status /L—/L (49 ~—3)

e SPF-Passed /L —/L (50 ~2—73)

*SMIME 7' — bV =4 AvE—Y b—)b (51 ~—2)
* SMIME 7" — k7 = A BRREF A L—/L (51 X—2)

» workqueue-count /L —/ L (51 ~X—7)

o SMTP FBAEFE A —H —FL—/L (52 X—)

« BAAFEL—L (54 2—2)

o Ny KX —fE R LEHL—L (57 X—)

*URL L' EaT7—v g b— (59 =)

«URL 17 =V sL—L (60 <—2)

B LW 7 7 AL —L (60 2—73)

e Ayk—UFiEL—L (61 =)

e i — (62 —)

o EA — VO HHL—L (62 ~—)

« BEBERBIEL—L (63 N—)

« RIEZ2ERD MIME ~ v # —fgHiL—L (64 _X—2)
o HIFRLT EREEL—L (64 ~2—)

sETFDORAA L LEa2T—v g2 b—/b (65—)
eSDRORKAA LV LE 2T —v gy Lb—/b (65—)

true JL—IJL

true L—/UIT_XTOA v =V —HLET, &2, KOL—NVIET X bRtHRERDT
RTCDA =TI DONTC, IPA VF—T = A A% external IZEFE L £,

externalFilter:

if (true)

alt-src-host ('external');
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BEMEIL—IL

subject JL—/L

anur—n ||

valid/L— LI, A v — VITINTAREE F 72 134N 7 MIME #3523 6 £ TV B 35A 1T false &
KLU, TRLSOGEIFue I H L ET, 72& 2E, ROL—IIT A MFRDOA v E—VD
)BT AR A v =V BT _RTC Ry LET,

not-valid-mime:

if not valid

{

drop () ;

subject b UE, AR~y X —DEREE LT ERERBLE —BT 2 A vE—VERIRLET,

TmeZIiE, RO7 o Zid, B4 70 MakeMoney...] W) EEAITIHEDL TR TDA vE—
TEEELET,

not-valid-mime:

if not valid

{

drop () ;

}

~y A —DIETRFET 5 ASCH UFEARET D 2 ENTEET,

Ny X —ZBET AEERIT O BE . ~y X —OBEOEIZITAER R I TN AR (X vtk —
DO~y X —DIBN, HIER, BEEITO 7 A NVZNERR YY) NEFR TS EICEELTLE
S, FEHICOWTIE, AvbE—Y Ny X— L— A BLOEEE (6-2—) BB LT
él/\o

WDT 4 NVEIL, ~y X —NEOEE., FT03A v = I~y =02 WEE T true Z#IK L
F9,

EmptySubject To filter:

if (header ('Subject') != ".") OR
(header ('To"') != ".") {

drop () ;

}
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B =oco-—TzEzr—0

\)

GE) D7 4 HiF Subject ~v X — & To~y X —NEDLGAIZ true I LE TR, ~v X —07%
WSS btrueZIKLET, FBE LAY Z =B A v —HNICRWESTH, 207 4%
true I L £,

IoANO—TJZEFHIL—IL
rept-to L—/WE, WPNPDT L N0 — FZEEPEE L EHEERE KT 5 A v —

BBIRLFET, =& x0E, RO T7 4 V2% [scarface] &9 UFEINEGIeELA—NLT KL
AW CIWE B EINTEZTRTOA =% Fay 7 LET,

\)

GE)  reptto L—/L TR T 5 EHEBL TlL, KT E/NCFIIRBI S ER A,

scarfaceFilter:

if (rcpt-to == 'scarface')

GE) rept-to b= IUEI A v B —VIZESNWTNET, A v b= ICBHEOZEEFENH Hiéi}’bfb\é
7/7!:!\ b‘ﬁ‘hﬁ!l}\@ 'fm%i))/l/_/l/t ﬁb’(l/\hi :J: E L7 AL S ‘j—’\f@ 'fm%
THAyE—VICEASNET,

HIL—THRIUARO—TZIEE)L—)L

rept-to-group /b —/UE, WITNND T Xa—TZFENE LT LDAP Z/L—7 D A N
ThHAvE—VEBBRLES, 2L XIE. RO T ¢V 21E TExpiredAccounts] &9 LDAP
TN—THNDEFA—NVT RLARETIZEEINZTXTOA =% Ruy X LET,

expiredFilter:
if (rcpt-to-group == 'ExpiredAccounts')
{

drop () ;
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\)

G¥) rcpt-to-group Jb— LI R ‘y‘IZ**“/\\L:%/SU\“Cb‘i?o A /”Z*“‘/ﬂ:@%t@%%%@%“fféﬂ
TWDE%E. WTID T ADZEENL—LE—F L ThIUE, & LIZUBR TR TOZE
BT oA v Ee—VICEASNET,

IoANO—TEEH/IL—IIL

mail-from /L —/LiX, TR —T7EEEPBE LI IERRELE —HTHIA vE—TU2E®IRL
iﬁﬂo =& 7’J:t\ &@7 A IVE %iﬁﬁ“é L admin@yourdomain.com z&n J‘ii‘{%éﬂfljﬂf\f@
Ay—UNEEBICHAEINET,

\)

GE)  mail-from /L—/L CHEHT 2 EHRFH TIL. KXFE/NPLTFERERSNERE A, ROBITIE,
EUF RPRZ R =7 I TWET,

kremFilter:

if (mail-from == '“admin@yourdomain\\.com$"')
{

skip-filters();

}
HIL—TRHIoRO—TEIEZE)L—IL

mail-from-group /L —/U{X, Tl _Xu—TEEENERE 7O THE L7z LDAP 7 /v —7IZ
BLTWD (F—EEHRRTIHIHEIL, BEEFEOEFA—NLT RLABNEE LTZLDAP 7/ /1 —
TICEL TR Aye—VEERLET, TEE ROT A NVFE2FATTDH L,
[KnownSenders| &9 LDAP 7L —T7DEFA—NLT RLAIZLDEEEINTZTRTOA Y
T—UNREEBICHENE T,

SenderLDAPGroupFilter:

if (mail-from-group == 'KnownSenders')
{

skip-filters();

}
EEZBTIL—TIL—IL

sendergroup A v — T 4N HZL, URF—DOFHRAN T IZEAT—7/ (HAT) TEDE
BEIN—TN—BTHNIESNT, Ave—VEBBIRLET, Z0L—E =] (—#
ERBETLHHGE) 00 =) (R—BEmBET256) 2HL T, f8E LEHRE (K
OfN) LDO—HETAMLET, LT ROAvE—T T4 VHF L—F, AvE—

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



B osxsrx—n

COREFE T N—TRERKE lnternal] & —HT 2551

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

UEMREEA— L RA MNMZEELET,

senderGroupFilter:

if (sendergroup == "Internal")

{

alt-mailhost (" [172.17.0.11");

}

AXHA4XI)L—IL

Ttrue L, TOHAIEIA v E—

ZIKjC'H‘/I) A LI A /ﬂf*‘f/@"j"l’ XD LT, /\/5’%&{2]%{#774/1/%é\7%iﬂ‘0 body-size
=L, R A RZBESINIBE L L, RIFIC—ET D2 A v =V Z2BRLET,
T2 2R, RO 4 VEIIRILY A XBSATNA NEBRDTXITDOA =BT A

L/i‘g—o

BigFilter:

if (body-size > 5M)

{

bounce () ;

}

body-size ZMHMT 2 LIRD L I RHBMNATE £,

!l LB DiEE

, SRR
body-size < 10M

. UF
body-size <= 10M

. Hi bt LT REN
body-size > 10M

. Pk
body-size >= 10M

, FHELW
body-size == 10M

, FLL RN
body-size != 10M
YA ZHEITT 7 4 7 A2 2 LR T,
HE FiER

1054 K~ ( T10) IZFET)

10b
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ve—tier—n [

e &5 BA

13F A |
13k

5 AT A b
5M

AWFTNRAES (E:TTITAT L ATIHI0 AT AA FEBADHA
VAR TE EEA)

JE—HKIPJL—)L

remote-ip /L=t AvEB—VEEELIEEFARNDIPT RLVABKED RRZ — 0 L —ET 5
MEIIPEMRT DIODT A MeFEITLET, PT FLAL, A2 —Fy s 7uban
N—=Uza 4 (IPvd) F723A4 0 F—Fy b 7r ha)l =Yz 6 (IPve) ZIEETEE
T, IPT RLANREZ— %, [EEHZV—7 O] IZFEH S LT 5 allowed hosts il &
ERHLTHEINET, 72721, sBo. IPR. dnslist Rl B L OEHF—Y — Kann 2REF
7

allowed hosts X2 TlE, IP 7 FL A (FRA R TIER) DIERF & EE TOFPHAD % F57E T
TFT, EE ROT 4 FlT10.1.1. OO 1P T RLANSBAS V=7 ERTHRWMEED
AvE—% RN A LET, xo X 1X 500 51, 52, 53. 54, F¥7-0F 55,

notMineFilter:

if (remote-ip != '10.1.1.50-55")
{

bounce () ;

}

2E)RF—IL—IL

recv-listener b —/UE, AHIMFTE Y A FT—TZELIEAyE—VEBRLES, VRAT—4
1T, BAEVATALETEREIN TR Y AT =0T D=y 7 F—LTHHIVLENRH D F
T, el ZE, ROT A NVHEFATTDH L, expedite E\WVIARTO Y AT =0 H5%(5 Lz
TOAyE—UREELICHNEINET,

expediteFilter:

if (recv-listener == 'expedite')
{

skip-filters();

}

PA2B—Tx4RI)L—)L

recv-int L= UL, AHIFTEA A —T 24 ARHATZE LA yE—V52BIRLET, 1
B —T A AT, BHEV AT ACHRESNTWNWDHAS U H—T 2 ADWTNND = 7 F—

X
i
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BffiL—IiL

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

LA THDHIVLENHY T, 72& 203, ROT7 4 X%, outside E VNI ABIDA V H—T = A A
MOEEFELETRTDORA v e =V ATV ALET,

outsideFilter:
if (recv-int == 'outside')
{

bounce () ;

}

date/b—/UIE, BUED ARF LH5E L7ZRZl 2 I LE£9, AfPL—/1id, MM/DD/YYYYhh:mmss
EWSTERD S A DAL TG FH e SNET, ZoL—E, FED K CKE
W) ORTEITRICFATT 2L AET 25E I R T, CRELS D BB Z 6
LTS Ay e— VMBI 2HAEFMENRRET L2 LRHV ET, ) KOT 4 V21T,
2003 EF* 7H 28 H @t':?(ﬁ 1 Hﬂ—]_:ct ) fﬁ&: campaignl@yourdomain.com n %%1% éﬂfiﬁ—’\f@f b4
=T EANAT A LET,

TimeOutFilter:

if ((date > '07/28/2003 13:00:00') and (mail-from ==
'campaignl@yourdomain\\.com'))

{

bounce () ;

}

\}

GE) date /b —/L% $pate A v —3 T 4 )V HMBELK ERF LN E 29I LT ZEV,

ANy A — )L—)L

header () /L—/L1%, A /“TZ_://\/&_ﬁ)ﬁ)O:WT%ﬁH gﬂf‘/\égﬁﬁ@/\/ﬁ*— (“/\y
H—27) E—HTHMNEIDEHERLET, D/ —/LiF subject L—/L & [RIERICIEHIZREL L
WEed 5 2 L b TEETD, HRETOTIHAT L L bTEEd, ZOHRE AvEe—Y
WZED~y X =035 IUL Ttruel  ZRITFAUL MMalsel &720 9, =& xE, ROBFITE~y
H— X-Sample DA iSJ:U\:O)/\/&»*@{EG: ’—sample text] kl/‘iiiﬁlhﬁé\ih’(b‘
DMEIMEMRLTVET, —HT L2581, AvE—VYRNT U AIhET,

FooHeaderFilter:
if (header ('X-Sample') == 'sample text')
{

bounce () ;

}
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ELEIL—IL

asr—n |

~y B — D CTHRIET HIE ASCI XFEETH I ENTEET,

WOFITIE, HEEITOTIC~y X — =V EZHH L TWET, ZOHA, ~ v ¥ —x-DeleteMe
BHOMBE, ZO~Ny T —RA o= NbHIBRINET,

DeleteMeHeaderFilter:

if header ('X-DeleteMe')

{

strip-header ('X-DeleteMe') ;

)

Ny X —IZBET AEEERIT O BE . ~y X —OBEOEIZITAER R I TN EE (X vtk —
DD~y A —DEM, B, BEEEITI) T4 NEZRERE) NEERTWAEICEELTL
SV, FEMICOWTIE, AvE—U Ay — L— B IO (6 —) 2R LT
S,

random /b —/LIE, 07235 N-1 (N (Z/L— L DHDD-> Z THHE SN DKM £ Toilkz
AR LET, ZON—/VTldneader () L—/VERBRIZHEZITH Z & b TEFET 0, [HIA)
EACTHMBEHT 2 b T Ed, HIEBEATIEL, ARIIZEED 0 TRWIGEID true
CiHisNnE T, L 2E ROTZ AT TROARE LTEFRLLDT, 2450 1 OFf
T Virtual Gateway 7 N L' 2 A MBI S 41, 78D 2 57D 1 OFEZE T Virtual Gateway 7 F L A
B IR SNET,

load balance_a:

if (random(10) < 5)
{

alt-src-host ('interface a');

;lse
;lt—src—host('interface_b');
load_balance_b:

if (random(2))
;lt—src—host('interface_a');

}

else

{

alt-src-host ('interface b');
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7 FLREIL—IL

AXRXEv>

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

rept-count /b —/Ud, body-size =L ERIBRIZ, A v =T O EE O EEEE & bl L
£, ZOV—NVEERT DL, 2= PR —EIIZHO2—PFITEFA—NLEERETLHILE
BHIECT& ., F72 KRR A — L EE % v o 3— U 35 IE O Virtual Gateway 7 R L AfH T
NDEICTHZENTEET, ROFITIEZ, ZEELED100FEZHZ 2 EF A —/VDFFED
Virtual Gateway 7 KL A &4l L CEEINE T,

large_list filter:
if (rcpt-count > 100) {
alt-src-host ('mass mailing interface');

}

addr-count () A v — 7 4 Z L—)L L, 1| DU LD~y X —FEF BRI, BITDO%

BEBEHEL, ZEHFOREHREZLVR—NLET, ZOT7 4 VFIT, I,//\D“‘70) ZAEH
TIERL A v B—URILD~y Z—I1Z% L THERET D /570 rept-count 7 4 VX Jb— L & B
DNEF, ROBITIEHE, ZOT7 4 NVFEA—MIEDEWVWSZERU X M Tundisclosed-recipients

Lo =AU TRIZ %Tﬁ&z%ﬂfu\i*’“

count: if (addr-count ("To", "Cc") > 30)

{

strip-header ("To") ;

strip-header ("Cc");

insert-header ("To", "undisclosed-recipients");
}

JL—IL

body-contains () b=V, ZETAHAEFA—NEZDIRNMN T 7 AN EAFTYy L, /XT A —

Tﬁ%éﬂt%ﬂi@/\5 COREAME LET, ZhUTiE, BUE AT — & A L OB E
T ONTWDIRMS 7 7 ANV EFEILE T, body-contains () —/V TIIEEATE X5 L LT
MAEFITONERA, AXY Oy vV % [AX% ¥ EE (Scan Behavior) | X—I F 721
CLI® scanconfig AV Y RTEET L LIZRY, AF ¥ OMRLERD, FFAFY O
KR OERINTH MIME # A 72 ERTEET, £lo, AF¥ ¥ UER%E true EFHIT 5729
R T D MERNH 5 —BOR/NEERRETHZ L TEET,

T 7 4V h TlX, MIME # A 7723 video/*. audio/*. image/* AN TH BT XTOUWRN 7 7 A /L
MAFY L ENFET, BHOT77ANADEENTWD .zip. .bzip. .compress., .tar. .gzip @
BT = NATEMN T 7ANVBAT YV ENET, AFy /R ERD, A PESNZ] T—
7’74’7@%17}774’/1/ (.zip ICHE STV 5 . zip Y oEE ﬁiﬁ’(%ij‘

AN OWTIL, AF v VEEDORTE (141 =) 2L T a0,
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ANAFEv >

EE{EEHIL—IL

sxzxv> M

AsyncOS AL AF v &2 FATT 256, ERKRBAHEH L TARXOTFA N ERMT 74V
ZAF Yy LET, AFRDLEVEZRET L2 ZENTE, XXy = VU I OR/D
BT IERERE O—Fx2mtT5E, ZONUT crue EFHISNET,

AsyncOS [ A v E—Y DEFED MIME #7327l L, 7F 2 MERITR> TN HTRTOH
MIME (53 % A% v > LET, BAIDOHI TMIMEZ A 7HT ¥ A MIBEE SN TV H54,
AsyncOS L7 F A M 2B LE 9, AsyncOSIEA vE—V THRESNZT Y a2 — RIS
WTCxmra— REREL, 7% A L% Unicode (ZEH L £9, £ D%, Unicode il CTIEM#
BamBRLET, AvbE—YTora— FREESNTORVWESIE. [AF ¥ V8IfF (Scan
Behavior) ]’\O‘_“\/i 721% scanconfig ¥ RCHREIN=ra— FBMEHINET,

A B—TDAF ¥ UFEIZ AsyncOS 73 MIME #153 % 2F-Aili 3~ 5 FIEOFEHIIC DWW T, A v &—
VERLEA =V T AN (6°—) HBRLTIIZEN,

MIME 85337 F A N TlhWA. AsyncOS 15 zip £720% tar 226 7 7 A V&I 570, &
fishiz7 7 A NVEMHLES, 722 Lc%, AF v oo 37r A rox
a— R&EF#BIL, 77 A /vDFT —# % Unicode TEA TR L ¥, ZD%. AsyncOS i Unicode
TR CTEMKRILHRELET,

WORFITIX, KXDOTHFA K LR 74 /0 C [Company Confidential | & U9 SCFHI 2R L
F9. ZOBITIE, BPALEVEDR2MFICRES N TND D, AF ¥y 2 VRO
Sl 2L BT 5 &, M THA v E—VETRTAY AL, EERMICEM L ET,

ConfidentialFilter:

if (body-contains ('Company Confidential',2)) {
notify ('legaldept@example.domain');

bounce () ;

}

A=V DRLDOIHHE AF Y T BEAEIL. only-body-contains ZfEH LE 7,

disclaimer:
if (not only-body-contains('[dD]isclaimer',1) ) {
notify('hresource@example.com') ;

}

encrypted JL—ILiE, A /’IZ“‘I/@WZG?L:H%%1K’7“‘§ ﬁ‘ﬁﬁ:‘ﬂqé 75)&5 ﬁ’%?ﬁﬁ L\iﬁ—o Z
DN—/VIHAALT =2 OF a— RFTh T, A v =Y ORNFICHTALT — 2 BFET 2 D
EIOYNOREFTELET, ZOL—iF, 2—FREELENIZEFA—LEZEETERNE
INTT DG EITMER T,
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B o7 54700

\)

6=
SIS 7 7 A VTR L EE A

b SN —E, A v E—VORNEDORSALENTT = DOHERPTE ET, Kk

encrypted | & true L—/ L L [AIRRIZ, /XT A —Z AT, HRBITWETA, Bz
5‘%5775‘@&'[ éj’w’ti}%/ﬁ\(: true, *ﬁﬂj éﬂiﬁbkofz%{a\ﬁl false {/J&Ljﬁ—g—o :@%%ﬁléé’iﬁi
THIZEA =V DAFT v URMEIL2 5720, [AF ¥ VEIE (Scan Behavior) | ~— U F
7% scanconfig I ¥ Ffﬁ%éﬂflxaf"\” V%&ﬁﬁ‘{%ﬂq SNES, A= ‘/O)%ﬁéd)%i
ANZHOWTIE, ZF vy VEEORE (141 ~—2) ZZRLTIZE0,

RDOT 4 NZE, VAT —RATHEEINTZTXTOEBFA—AZHRL, Ay E—DITE
fCENTT —ZREENLIHEEIEL. %4 T DA vE—I0 BCC TIEBH5E TIZEE S,

N ASET,

prevent encrypted data:

if (encrypted) {

bce ('legaldept@example.domain');
bounce () ;

}

RMEIT7AINEZ2ATIL—)L

attachment-type L —/UI A v =V NOERMN 7 7 A LD MIME % A &R L, HEIN
TP = b =BT ENEIDEHBILET, ZORF = F[AF ¥ VEIE (ScanBehavior) ]
N—F L scanconfig 2 RTHEMATAHHEA (Axv VEIEDORE (141 X—2) &
) LRICEATHLIMNERHD, AT vz () OEED—FHTTAX VAT HZT AR
H—RELTHEHTEET, AvE—VOURMNT77ANVNI ZTHELEZMIME X 1 7' L —#
T 5546, ZO—iL Ttrue)] ZIELET,

COMREEZETTHICIEA v E—VDAF Y U RMELE R AT, A%y VEEOHRTE (141
N—) THHENTWATRTOFT T arpnEmAInEd,

A=V T 7 ANVEBETAT-DIEHTEA A v E—T 7 0L Z JL—LOFEMIC
DNWTIE, 7 7 A4V DAF Y (105 —) 2L TIEIN,

WDT7 4 NZE, VAFT—RETEEINILZTRXTOETFA—/VEHZE L, MIME ¥ 1 7'
video/* THOAWM 7 7 ANNBRA vE—TICEENDIELEIT. FUTHIAvE—UNR AT R
IhET,

bounce video clips:
if (attachment-type == 'video/*') {
bounce () ;

}
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w274 ILBIL—IL

attachment-filename /L — UL X v B—HNOKIES 7 7 A VD4 il & R L. BESIN=N
H— b —ET 5N EI BB LET, ZOLEB TR TE/NCTFIEIXAIENET, 2D
S CIEAR—AOFEL XA ESND 20D, 77 A VADKRBIZAR—=ANH HIRRETT
I—RENTWDHE, T4 NZIFEORG T 7 AN EAXFY T LET, AvE—VORM7 7
ANVDONTNPPRE L7 7 ANVGE—HTDHE, ZOA—ViTtrue ZIRLET,

ROFUTTEE LTIV,

« BN 7 7 A NVDAFNIMIME Sy =02 6% ¥ 7 F ¥ SMET, MIME~Y X —IZH D
77 ANKHDORRBIIZAR=ARHLHAEBH Y £7,

ST T ANBT = AT ORE, TTITAT LV AET = A T ORNENS 7 7 A V4%
BAFL, A%y UREV— (ZFy VEEORE (141°—2) #2M) Z@EHLET,

BT FANPUBDOEHNET 7 A FLEFEZROT) THLGEG, 7T—IA47Th
L EFRRENT. ZOEMT 7 A NVOARIFRGEShEEA, 2FED, ZOT 7 A
JUI attachment-filename b— /L CITIFLINFETA, ZOLI BT 7 A LDHE L
T, gzip CHEMINTEETARET 7 AL (exe) REDBH Y £7°,

s M T 7 A NDBHEMDEHNE 7 7 ANV Th D56 (foo.exegz 72 L) | IEHIRILZHH
LCJEME 7 7 A VHADFFED T 7 ANEA TERBLET, WFT7 7 ANVHET—A
A7 77 ANVAORBMDIER T 7 AL (45 X—2) ZZHLTIESVY,

A=V ORMNT7 7 ANEBETDTOIEATE D A vE—T 7 4 L& L— L DEHIC
DNWTIE, 77 AV DAF Y (105 —) 2L TIEIN,

WDT7 4 VEE, VAFT—RETEEINTZTRTCOEFA—NEHR L, 7 7 A /VAD «.mp3
THOIWMN 7 7 ANVNBA v E—VICEENDILGEIR, EYTHEIAvE—URRAT L RAENE
—é—O

block mp3s:
if (attachment-filename == "' (?2i)\\.mp3$"') {
bounce () ;

}

EEIRR
T T ANKET AT T ANVHNOREMDENRE T 7 AL (45 ~—)

DMITF7ANBRET—HAT IJ74AILAQOERDEE I 714 IL

WIS, T—=HA7 (gzip THERR L7 b D2 L) ([ZHDLHMOEE Y 7 A V2 RET LB ZRL
i‘j‘o

quarantine gzipped exe or pif:
if (attachment-filename == ' (?1i)\\. (exe|pif) ($]|.g9z$)"') {

quarantine ("Policy");
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B oonsuzrtn—n

DNS )X + JL—IL

dnslist () b—/UiE, 7= UDFEITIZDNSBL 5 ( lipdrvw 77 7] ELFENRET) %
AT 2870 v 7 DNS U A MY —R"ZRELET, EEEHROIPT FLAFKESH (IP
N 1234 DEAIL432112720) \ Do ZHNOV—RZ{IZT VT v 7 AL LTGEMESNE
T (=B OEENE Y A RTRWGAT, V=T L7 4 v 7 AR 570D Y
FRPEMSIET) o, DNS 7 U —AER S, A7 AICIEDNS REUSE B 1P 7
RUARS— RO U A MIRNZ EZRT) F2EIPT RLVA (T RLAREON-T=Z &
o) MIRSNET, BKINDHIPT FLRIE, #H, 127.0.0 oFkTIx, ZTI T, xIE, 0
MBH255F CORIFEEOKTETT (IP7 RLAHIFEIZH TSN TOERTA) . — P —N
i, VA MEROEBIZESWTENENRE R BT 2R L E TN, TSSO — T3
TO—HIZXH LRI CAERZR L T,

dnslist () 1%, header () b—/L & [AARIC, HEE /I -HEHE A & £4, BT, &
//rg%%{gj‘é k true i{fﬁ& L\ Fﬁgﬁi‘f&b‘f}%/ﬁ} (DNS ‘H“—/\b‘EU%KﬁE@%é\fi &) ﬂi false
PIRLUET,

WDT 4 VR EEITTH &, FEHE N Cisco Bonded Sender [EHH— R a7/ F AZR L R
ENTWEEE, ZOA v —UNEEbIcHhENET,

allowedlist bondedsender:
if (dnslist('query.bondedsender.org')) {

skip-filters();

}

F7FvarT, HFX (2 FEAEA () 2L THRRAREZ TN LK T 2L b TE
32_,9)«0

WDT 4V Z 1L, =300 [127.0.0.2] DEEINDHAvE—T% ey 7 LET, INEN
FRLUSNONETHNIE., O — LT false IR L, 74 L ZITERINET,

blockedlist:
if (dnslist('dnsbl.example.domain') == '127.0.0.2") {
drop () ;

}

IPLEaT—23avL—IiL

reputation/L—/VIZE D, IPLE=2T—T g A a7 PO E L CF v ENET,
> =, <=REOTRCOBEAFE2FHTEXET, AvE—VIZIPLE2T7T—Ta X
AT RRNGEE (INETRaATRESTLHERINL TRV, IPLE 2T —v gy +—
ER 72 b= "\NBINEETRGTERPSTEGR) o LEaT—Ta v Aa7 Lok
TRTRMLET FEMELINTNUNOE LY REWEZITAEN, WTFRDEEELWER
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FELLSBRWEWSHBINTEERTA) . KRIZIHHAT D no-reputation L— IV ZMFEHTH &
IPLE2T7— a3 Aa7 W lnone] THLHNE I NEHBETEET, KOFITIE, IPLE=
T alrP—EANLEINDI L E 2T —a AT R LEVED-7.5% FEIS5EIC,
A wt—0 [Subject:] FTDHEHAIZ [+++ Badrep ***] VIS ET,

note bad reps:
if (reputation < -7.5) {
strip-header ('Subject');

insert-header ('Subject', '*** BadRep S$Reputation *** S$Subject');
}

PRI OWTIE, [REEFELV 2T —Tar 7o nZ VT OBEEZSZRLTILEIN, TV
FARN VAT EDNNANZA T 79y (98 —) H BB LT EEN,

IPL 27— b—/LOfEIL-10 ~ 10 TT23, NONE &L WHOHEPERINLIGHEHH Y E
T, NONE (2 DV THRAICHERR DS M BE 2245518, no-reputation L— W EFEH L ET,

none_rep:
if (no-reputation) {
strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');

}

Ta0aF)IL—i
A v—UARLIZ, [dictonary name| EWHOARIOALT Y T 47 v aF UIlhDHIERE
ﬁi fdiﬁﬁ%ﬁié\ihfb\éi}%é.\ dictionary-match (<dictonary name>) JL— )T true kﬁi{ﬂﬁ
SNFET, ZUOT 47 v aF UBFEELBRWIGEIEL, V—/Vid false EFHli SN E T, FEH
DEZBDFEM OV TIE (RXFE/NLFOXBIRHEFEERORERE) . [THFAF Y Y —
2] OEEZZRLTIZSIVY,
WDT7 4 VZ 1L, A2 [secret words| EWIHFFEICH D HELZFZLA vE—TVE A% ¥
YIHE, BHEIITIA VR IRy at—%kELET,
copy codenames:
if (dictionary-match ('secret words')) {

bcc ('administrator@example.com') ;

}

WOFITIL, A vE—TDOARLIZ, [secret words] &I EFEEIZH 2 WVT O HZENE £

ﬂ’(b\é k N %@)( /JZ**“/# POliCy <1: A 5 BI’%%EI D) 7@:%1533135"9%0 only-body-contains
EEAE - Val)IN body-dictionary-match ZMETIE, TRTOayT VS DTN EER

IR T 20 BT A, KT VEGORAaT (v F_— NREBEH DD

BRESNET) TGS ET,

quarantine data loss prevention:
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

if (body-dictionary-match ('secret words'))
{
quarantine ('Policy');

}

RDT 4 N ZTIE MFAPIRE LEHECHOHGELE — BT 2 LRl ET,

quarantine policy subject:

if (subject-dictionary-match ('gTest')

{

quarantine ('Policy');

}

WROBITIE, [To) ~y X —OEFA—/L T FLRAEREL, HHEICTIA K ar—%
EELTHET,

headerTest:

if (header-dictionary-match ('competitorsList', 'to'))
{

bcc('administrator@example.com') ;

}

attachment-dictionary-match (<dictonary name>) /b —/ WX _EFLD dictionary-match /b—/b & [A]

FRICHERE L £ 37728 MR BITIRGT 7 7 A L T

WDT7 4 NVETIE, AvbB—VOWMN 7 7 A4 MIT Tsecret words] &9 FEEIZH BT Hh
DHENEGENTWD L, ZDA v —728 Policy & W I BREET U 7TICEESNET,

quarantine codenames attachment:

if (attachment-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

header—dictionary—match(<dictonary_name>,<header>)/L*—/Lfigtgaa)(ﬁCﬁOHaryﬁnaUﬂl/V“—/V
L RIERICHERE L 9723, MR xt4d <header> THRE L7~y X —T7, ~v X —4DKILF
ENSCFIFIR B S 7228, 7o & 20E Tsubject) T% [Subject] THIEREL £97,
DT 4 NVETIE, AvE—=U0 lTee) ~v & —IZ lex_employees] &9 FEEIZH H VT
MDOHFENRZTENTND L, ZDA vtE—0 Policy &\ ) fREBET Y 7IZEE S ET,

quarantine codenames_attachment:

if (header-dictionary-match ('ex employees', 'cc'))
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spr-status L—)L ]

{
quarantine ('Policy');
}

HEHEBENTIAN RI—RE2EATLI N TEET, BEFA—NLT RLADOEY A R&2x
A —TFTAHMNEITIH D FHA,

SPF-Status JL—)L

SPF/SIDF #iE S 7z A — /L B35 534 SPE/SIDF MiGEDFE RIC L~ TR ST 7o a v
BFEITTDHZENMBIC R DA NH Y £3, spfstatus L—/L A9 5 & #HED SPF Wik
FERE OBMENFREIZA D £, FEAICHOWTIL, MEEERA S L T 7Z &,

\}

GE)

SPF 3% RI1E#H 72 U CSPF LA vE—Y 74 Z L— A EZBELTWVWALHEAS., A vE—IIC

HIED R DRI SPFFAIFHRNEGENTWB L XX, TONL—/UE, A v E—RNOHEED

WTNDPRN— e =BT HE NI T—EnET,

SPF/SIDF #REAE R & OREEIT O, RO EFHLET,

if (spf-status == "Pass")

1 DOZMETEBOREHEICKH L TTF = v 7T 556, WOMXEHEHRTEET,

if (spf-status == "PermError, TempError")

EHIZ, ROCEMFH LT, HELO, MAIL FROM. PRAID Ioxf L CHEERE R A F = v 7
HrZlbTEET,

if (spf-status("pra") == "Fail")

WOBNZ, spf-status 7 1 VX OFEAFIZ R L ET,

skip-spam-check-for-verified-senders:

if (sendergroup == "TRUSTED" and spf-status == "Pass") {
skip-spamcheck () ;

}

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");
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B serrassed L—1

SPF-Passed /L—/L

} else {
if (spf-status("mailfrom") == "SoftFail")
# malicious mail, but tempting

quarantine ("Policy");

} else {

if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

{

if (spf-status("pra") == "PermError, TempError"

or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject

strip-header ("Subject");

insert-header ("Subject",

" [POTENTIAL PHISHING]

SSubject"); }

ROBNZ, spf-passed &~ —727 SN TWRWEF A —/VEZ[RHET 5720 D spt-passed /L—/L &

TLET,

quarantine-spf-unauthorized-mail:
if (not spf-passed) {

quarantine ("Policy");
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sMIME 5 — k5 x4 A vt—2 L— [

\)

6= spf-status /L—/L & 872 V) spf-passed /L— /L1 SPF/SIDF RFEAHE % fifi .70 7 — AB I B ML L
iﬁ‘o ﬁ(@*ﬁgﬁ%%ﬁi\ spf-passed /V“‘/VﬁzL\*% LVCI/VLJTI/ ‘%) (D) c‘f Lfﬁbﬂij—o None,
Neutral, Softfail, TempError, PermError, Fail, &V FEHIZRFERICESNT, A vE—U~D7T
7 va v EFEITT BT, spf-status =B L ET,

SMIMES — bAoA Ayt—2 )L—)L

SMIME 77— h U = A A=Y b—/LTiE, Ay E—U0 SMIME B4 SILTWDH0, I
FEENTWDED, FREFBABIOE RSN TWEIDNEERLET, ROAyE—V 7 ¢
NE T, AvBE—UMRSMIME A vb2—UTHAINE ) EiR L. SMIME =M L=
REE 7213 SR L7 8 hREE L =5,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEANZHOWVWTIE, SMIME vt % =2V 7 4 —EREZZBL T ZE,

S/MIME 5— + ™9 = A #REEFAIL—IL

SMIME % — F W =4 A v —UREIFFERL—IL T, A vt—UNERICHRIESATND
M, TWHEEINTWED, FRIFETFBLURAES N TV INEHRLET, ROXA vE—
TANETIE, AvE—UMNSMIME X v E—THDEINE I NEfERL, S MIME /48 L
ToRRGEE 721 3B B IR L2356 13RI L £ 9,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEAZOWTIE, ISMIME %27 ¢ —E 2] 2B LTI,

workqueue-count JL—JL

workqueue-count b= UIE, V—7 %2 —HEHEDMEEBELET, >. == <= EFDT T
DA 2 cE £,

WDT7 4 NVEIE, V=0 Fa—FEHRAL, BELLMEIL Y ZHIIEANLORREEK L E
j‘o

wagfull:
if (workqueue-count > 1000) {
skip-spamcheck () ;

}

SPF/SIDF D FEAMIC DU Tik, SPF B X O SIDF MaF OB 2B L T &V,
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B svrzaEs—v—s—0

SMTP u:b\nIE;%H:L -H- ﬁ)b_)l/

7703/]) T A 7)3)( /“TZ‘—“‘/@%{%(Z SMTP 3 ity uﬁ%ﬁﬁﬁ I./Tl/\éj};!flj v smtp-auth-id-matches
(<target> [, <sieve-char>]) L —/LIIA v =V D~y F—bx N —FREZLFEEED

SMTP fBGEL—HID LA L, AV —T7 4 VT SN~y X —EEFTRE A v — T &5
LET, ZO7 4N FEERATLHE, ROVTELOAREEOS D A v -V ZRHEE 2137

02y CExET,

smtp-auth-id-matches /b —/ L%, SMTP F3E ID Z IR DLl i % & el U E 5,

s—ryk |56

*EnvelopeFrom |SMTP 55D _u —7FEEZHFDT7 FL-2 (MAIL FROM) %Ll L E
ﬁ—o

*FromAddress | From ~ v & = BT S 727 R LA ZHEE L EJ, From ~ v & —I(2(3
BEOT RLVAZEMTE LD, Z05 5 1 OB —8hnid—&L /i

SNET,

*Sender Sender ~v ¥ —TIHEINTWNDLT RLAZHELET,

*Any IDIZH Db BT, BAEEHASMTP & v v a UHIER S A vE—T L
—HLET,

*None AL 72 SMTP & v v =2 /EP HER SN o e A ve—V L —H L%

T WREN A T T a COGEITERI T (HELE) |

T4 NVZIC K DME IR TIIH Y FEA, RITEANAXTFIRE SN EEAL, 722 T
sieve-char /X7 A= PHEESNTWDIHE, FEDLFDORITHES 7 F L ADEE O I
R ICERE SN E T, L& 2T AT A=FIT [+ BEERTWDIHAE, T RLX
joe+folder@example.com D 9 15) r+J i) ?&@%Kﬁj\ﬁ§74/b& Tﬂiﬁ*ﬁéﬂiﬁ—o 7 KL AN
joe+smith+folder@example.com OEEIX. [+folder] OHADERINE T, SMTPHR REF o —
ID SCFBIA Bl 2 — 4 T, BREMETF A —/L T FLATRWERIT, HESGGO2—
PRI DOHBNBBESNET, FAAL IR O — )V THREET 2 LERH Y £,

F 72, $SMTPAuthID %% H L C SMTP RiF2—W ID 2~y X —IZfHATH LN TE F
—g—O

WDFIL, SMTP #ZFEID & B+ A — /LD IR DB T, smtp-auth-id-matches 7 A /L X JL— L
WL DU T oM EIDERLTNET,

SMTP 23 ID Sieve XF |LLEKIH7 FL X —HOAE
someuser otheruser@example.com X
someuser someuser@example.com o
someuser someuser@another.com o
SomeUser someuser@example.com o
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
smrp 2irEs1—y—2L—L [}

SMTP F25E ID Sieve XF | BT HT7 FLR —HOAE
someuser someuser-+folder@example.com | x
someuser + someuser-+folder@example.com | o
someuser@example.com someuser@forged.com X
someuser@example.com someuser@example.com o
SomeUser@example.com someuser@example.com o

DT 4 VHIE, FBIEFS SMTP £ v & a U HIER SN2 T X TO A v — T &R L,
From ~y Z—0O7 FL ALz~ n—7%EHH SMTPRRGEL—HID & —E3 5 HRaEL £
To TRLVALID B —EHTHE, TAVFERAL EFALES, BLRVGES, 77
TAT LV AFIA =% RREEL £,

Msg_ Authentication:

if (smtp-auth-id-matches ("*Any"))

{

# Always include the original authentication credentials in a

# special header.

insert-header ("X-Auth-ID", "SSMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and

smtp-auth-id-matches ("*EnvelopeFrom", "+"))

{

# Username matches. Verify the domain

if header ('from') != "(?i)@(?:example\\.com|alternate\\.com)" or

mail-from != " (?1)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated

quarantine ("forged") ;

}

} else {

# User claims to be an completely different user

quarantine ("forged") ;

}

}
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B z=z6z0—1

EAFEIL—IL

signed LV —/UEA v E—VDBELZHBLET, ZONL—/ME, A vbE—VOBLOFELR
T MEEELET, 20—k, BAVDASNIDER T2 a—F ¢ 7 b— Uit~ T
WA, BLXOCMS B4 T — 2 AliErE (RFC3852, &7 v a5.1) ICHEHLL TV 5 0% T
LET, BANRaLT Y E—FTHENE I NIRRESI T, AEHEOFIME LRSI EH
Ao

ﬁ(@ﬁﬂjfﬂi\ signed /V‘—/V%{ﬂfﬁﬁ L"C/\/&’—%%ﬁ{ﬁﬁf /‘IZ*{/QC*@)\ L/iﬁ—o

signedcheck: if signed { insert-header ("X-Signed", "True"); }

WORFITIL, signed/V— 1V EZFEH LT, HEDEEEIN—TNOZELTERBELDA vE—
PO T AN E Ry X LET,

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert () ;

if (attachment size > 0)

{

drop_attachments("");

}

}

ELNEFAABHEIL—I

signed-certificate /L—/ V13, X.509 RERIEFATE L7213 A v —VBXAED, faE LI IEHEH
E—HLTWABSMIME A vE—T%BRLET, ZOA—LBXRHELTWD DT X509 FE-A

EOHTT,
Z D)V— )L DI signed-certificate (<field> [<operator> <regular expression>]) T9, &IHH D
WEIIRD LB T,

o <field> : 5| CHH E 7= T4 “issuer” (GEITH) F721E “signer” (BLH) .

« <operator> : == £ 7213 =,

« <regular expression> : FBITH £ IXBLFE EZRET DO DIHE,

A= VICEROBLBER ST L HE, WTNhORITE E1I3BLE N ERLIL L
—HT 5L true VIRSNET, ZDN—/LE—FHWIE T signed-certificate(“issuer”) 35 L O}
signed-certificate(“signer”) D X 5 IZHEET H &, S/MIME A » & — VICHITHE LI ILB L BN
ESINTWDHEIT true DRI NLET,

EEEE

« EBHE (55 —)
e 31750 (Issuer) (55 ~—)
s FHEFEH TOZ A —7 W (55 X—)
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ERE

175t (Issuer)

zz= [

* $CertificateSigners 7 7 > = VA (55 ~X—)
Bl (56 N—7)

A v —VBELLFICE LT, ZO/—/F X509 GEAED subjectAltName JE3E > & rfc822Name
LD — o A LE T, BAREPEIT subjectAltName 7 1 —/L R 72 W5 72132
D7 4 —)b FIZ rfc822Name 4 72\ 545, signed-certificate(“signer”) /L— /13 false # i L F
T, FNTIHEH Y FTH, rfe822Name &4 DN EHEH SN TV AEE. 2O/ —/WI T XTDO4
AIZIEREHLBE L LD LA, RN B L7 T true ZiR L £7,

FATHE L X509 FEFAEDZE T Wikh4 T3, AsyncOS IZREHED B RITH 2 B L,
LDAP-UTF8 Unicode SLFHINZ A L £3, wIZHl 2R L ET,

« C=US,S=CA,O=IronPort

» C=US,CN=Bob Smith
X.500 GEFAETIIRITE 7 « — /v RN ERT- 8, signed-certificate(“issuer”) X S/MIME A
=N X509 FEAED B H 0 E D i EFEHE L E

ERREBETOIRT—TU0E

LDAP-UTF8 Tl IEMEHRTHMTE 22275 =7 HADNER S TVET, LDAP-UTF8 T
DL FOT A —TELOFEHIZ OV TIX,  [Lightweight Directory Access Protocol (LDAP):
String Representation of Distinguished Names]  (http://www.ietf.org/rfc/rfc4514.txt) 2SR L T<
ZEW,

signed-certificate /L—/L CO T A —7 )L — L[, LDAP-UTF8 CEHKR INTCT A —7 )L—
JVEERRY | R — TN LB FORHE = A —7 L E T, LDAP-UTF8 Tid, —
A — T L CERTCELNFE AT a v T A —FT 52N TEET, 1-& %
X, D2 >DOXFH)E, LDAP-UTF8 D X/ —7 jL— L TlIWT it [Example, Inc.] %
ELLETbOEINET,

» Example\, Inc.
» Example\,\ Inc\.

—5C. signed-certificate /L —/LClL [Example\, Inc.] ODAB—H L ET, AX—RLE U A K
DA — 7P L LDAP-UTF8 TIXFFAl SN TWETR, METIH W, ERERBTIX
PR SIVER A, signed-certificate /L—/L T T 5 IERKRBLAERR T 25613, = A7 — 7L
AR THERRTEDLFIZ AT —T LN TLIEEN,

$CertificateSigners 79 < 3 U E#

7& D= :/%;& $CertificateSigners &i‘ %Z] éﬁﬁﬂé@ subjectAltName %%ﬁ‘%ﬁi% [./71:’_\ j]
KOV EADELED Y A BT, | N\OBALEZEITEEDOET A —NLT RLARHL5E.

EHEZBRELZ ETY X MRS LET,

72 z20E, Alice PHZD 2 DOFEAETA v E—VIZB A LTZE LET, BobIiZHZD 1D

DFERFETA v —VIZFAL L TVET, T XTOFERFIT 1O LV BT T
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. i1

WET, AvE—UNSMIME AF ¥ 2BilaT 5 &, BESNET —HITIL3>OEANE
FNFET,

[

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}l

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}l

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']

}

]

SCertificateSigners %;ﬁbi/ﬁ(@i 5 L:%%éﬂiﬁ—o
"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

Bl
WOBITIX, FEFERITEDKECWDGE, Bl X =R EAINET,
Issuer: if signed-certificate("issuer") == "(?i)C=US" {
insert-header ("X-Test", "US issuer");
}
WOBITIE, BALHED R AA D example.com TRWEE, BHEEICEMINLET,

NotOurSigners: if signed-certificate("signer") AND
signed-certificate ("signer") != "example\\.com$" {
notify("admin@example.com") ;

}

ROFITIE, A vE—IIC X509 FEAER S H25E. ~y X —NBMSET,
AnyX509: if signed-certificate ("issuer") {

insert-header ("X-Test", "X.509 present");
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
~yg—gyELEHL—L [

ROBITIE, A vE—VOREAFICELERRVGE. ~y X —BBMShET,

NoSigner: if not signed-certificate ("signer") {
insert-header ("X-Test", "Old X.509?");

}

ANy A —fg YR LEIFIL—IL

A~y A= 0K ROV — VI, (B OES TIROSEED A v — U BE SN2 0B
D&, true EHIWTL E1,

« W 1 RERILLINICE T4 0 b o2 S vz,

CEE1FFHLUNICFE Lo R =7 R EENLOL OB S,
CON—VEMEATAHZ LT, RKEEEA— L EZRETE XY, 72&21F, BED Web A
N CITONDBURF ¥ =T, MERICKEOB A —NABEEINDL BBV ET, 7
VFANRLZUVNIIDE D RET AN EEF R A—NLE LT, EFA—LOEGIX
BElExhnERA,

Z D )V— )L DI header-repeats (<target>, <threshold> [, <direction>]) C9", #IAH O EMRITIK
DEEBYTT,

« <target> |21 subject F 7213 mail-from Zf5E L £7, AsyncOS (X5 —75 >~ M DIEDOMEY K
LEEHm D M LET,

« <threshold> I, % 1 KFHIZZ(E L7z, & L7- target IZ[F UEZFF> A v —T DT
T, ZOEBZLE, L—T true LR SN ET,

+ <direction> | incoming, outgoing, F7=IX I DM FTH, I D/L—/L T direction 2 HEE
NTWRWES, FREAYE—VEREA v E—UNV—ARHERERE LTAHV P ER
ESC AN

~y = DR LEEUL— L true ERHES N DTZTNE, AT AT 77— bREESHET,
VAT LT T— b aBHR,

)

GE) ~u XA —T 44— N RIChr~FidtIanrRYLNAENEGS TN TWVEES, L—Lit
TR TINE N T X TR BLEHRI LET, ZON—LTIE, A~y X —DBEAD A
—VIERE S NET,

A~y F = DR LRV — L, BT D A v =V ORFEE 1| o BLORE THERF L £
T, DD, mﬁéﬂ’(b\éb%b\fﬁ ELTOLZONL—NAR M) T—3IN5ETIT, |1
FOBNKELDZENHY £,

BEEIER
oy B R UL — L EZ OO N— VOB (58 X—)
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B s—suELESL—LEZOMOL—LOHA

o 5] (58 X—3)

Ay E—f2 )R LEHIL—ILEFDMDIL—ILDGEH

1

A~y B SR LRV —L & F OO — LA S b T 521k, AND BB %
FIZOREETFAHHLET, 7213, AvE—oV 72y NOFARIU R RESET I
X, OT7 4 NV Z2EBEHLET,

Fl: if (recv_listener == 'Gray') AND (header-repeats('subject', X, 'incoming') { drop();}

AND F721 X OR EHE A2 H L Ty X —f 0 iR LIaEL—v & Z Do v — v 2 G
B THATIHAIEL, ~y X —#0 R LR — VBB RGAIC I T ISR S £ 9,
FEED A v —UIZxf LTy X — 0 3K LAV — V3Gl S 4L 7e W56, subject F 721
mail-from [IFEE SN LEVVEE OSSR E L ThHY Y FENET A,

vy A= 0 IR LIEIEBUV— I B 7 B AR Y s RIS SN S 72, OREHE T L—
IVEMAES DY T ENAEAITZONL— VOBIETR Y £, RO T 4 L EZ OFITIL.
ORFHETZHH L CELAFEAL—N Ay XK LEEL— A PAAEDE LI TWE
ﬁ—o

fl: if signed OR (header-repeats ('subject', 10)) { drop();}

ZOFEITIE, ZOT 4 NE TUEEND YD 91D A v —UNE UL DOBELFTE X >
= ThAES. A~ AR IRLEEL— TN DRA v e— UM L ER A, 105
ADA Y=V, 9FERETOA Yy =V LRILHANY ¥ —DREHA v E—VTH DY
A, LEVWVEICELTHW TS, 74X ERESKEZET 7 a v BETLET,

ROFITIE, AEEDOREE T, 7 4V Z B3 EERERICB W TR UL DERFE A vE—% X
LUERH LG als, TR BEZET DR CHEAL DA v =0, R U—REHIEE S E
j—o

f1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy"');}

WOFITIE, 74 NV ZPMEEORE T, BEIREIICBWTE L X —7FEEEZE DD OF
FAvE—V% XML ERE LIZ8GEI, TRUBRRIL= "o —7 % EENLEESIND
Ay—=UN oy FEN., BESNET,

f2 : 1if header-repeats('mail-from', X, 'outgoing') {drop();}

WOFITIE, 74 NEZIMEEDOHS T, BEIMIICBWTHE UL DOEEA v —VF 20T
REA v -V XU ERE LEEAIIT, TR UL 2 T _XTo XA v —UnE
BB IEMENE T,

£f3: if header-repeats ('subject', X) {notify('admin@xyz.com');}
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RLLEaF7—v a3 u— ]

URLLEaT—23 2 IL—IL
URLLVE 27— g b—LTiEE, AvE—YREENTHWAURLDOL 2T — g Ax

TIWHASNWT A=Y T 7 v araEERLET, BEREMIONTIE, BEEDOH D URL

ANy

FEITEE LS AVWURLD S OFF#HEDOURL L E 2T —3 a v E-IZURL AT IV A7 4
VBT SEB LU —L BB LT RN,

DNV DEFTITIRO &Y T,
*msg filter name (X2 DA v —T 7 4 VX DLHITT,

s allowedlist (X (urllistconfig =~ FZEH L T) EFIAL TS URL U A FDOARTT
T FFAT Y X FOFREIMEE T,

LEAT—Yard—EXNLRATHRBESNDGEEIZTI L3 VERTT SIS
url-reputation L —/LZHH L E7,

url-reputation /L —/V 2T 25507 4 VF ORELARIZR L E T,

<msg_filter name>:

if url-reputation('<min score'>, <'max score'>, '<allowedlist>"',

'<include attachments>', '<include message body subject>")

{<action>}
Z Z T,

*min score B L Wmax score X, 77 v a viEHAFEHORK/NIA 2T LKA 7T, &
ET D EITHMICE ENET,

B/NAaAT LKA TIL -10.0 005 10.0 T TCORPHANOEMETHLMLERH Y £3,

A T—VDOFRMN T A NVANOURL Z AX% ¥ 7512015, include attachments ZEL
9, M M1 ZA Y=V 7 7 A VDO URL A% AR THY . E 10) 1XA v
BT 7 ANLDURL AX ¥ UBEAEN TRV EERLET,

o X /“E_V@Z'Kjttﬁ:% WOD URL %X 3’\”\” :/‘3‘5 ﬂ:bi\ include message body subject %f
FBELES, M M) 3ZAYE—VRLEHAHDURL A% Y U BATHY . fE T0) 1%
Ay —URILEMHAD URL A ¥ v U SHRN TRV L AR LET,

LEAT—2a v H—EXRNLRAT7HREESNGMEEICT I a vEETTHICE
url-no-reputation L — L& {HH L F 7,

url-no-reputation b —/VEMMHTDHEDT 4 N Z O HRITRLE T,

<msg_filter name>:

if url no reputation('<allowedlist>',

'<include_ attachments>', '<include message body subject>")

{<action>}
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B ovrerssu—n

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

URL AT JL—IL

AvE—VICEENTWDLURL DD T VSN T A= T/ a BEHETDHEX
W2, URL A7 IV 2 LET, EERFEMICOWTIE, EBEEOHDH URL £F3HEE LA
WURLNSDE#EDURL L E 27— a VE7FURL DT IVICK D T4 NH Y 7 &
BIOV— 2R LTI ZEN,

url-category /V“‘/V%'fﬁﬁﬁj_é%/ﬁ\@ 74 F @fﬁj{%?j{czﬁ‘\‘ Lij_o

<msg_ filter name>: if url-category ([‘<category-namel>’,’<category-name2>',...,
‘<category-name3>'],’<url allowed list>’,'<include attachments>', '<include message body subject>")

<action>
ZZT.
*msg_filter name [ Z D A = T 4V HDLHITT,
caction (IA Y E—Y T4 NVE T g TT,
 category-name (X URL B 7 T Y ©F, BEKONT TV ZET5HE1T, 072U &0
Y TREID ET, ELWAT AV AEMHERT DR, 2T Y T4 ZDURL BT
TYGMEEET 7 v a v EZERLTLEES N, B 7 Y OB L HNZONTIEL, URL Y
TAVIZOWVWTZZRLTIIZEN,
e url allowed list |& (urllistconfig =~ RAMH L T) EHE I TS URL U X FD4,
AT,
c Avb—VOWRMNT 7 A VNO URL 2 A% ¥ 9 5121E, include attachments ZfHE L
FT, fEH (1] Ay E—VIRH7 7 A VO URL AF ¥ VM2 TH O | fEH [0) 1TA >
T—VUMT T 7 A VD URL AF ¥ U BHZI TN L 2R LET,
e A=V DORILEMHANDURL A F ¥ F 521, include message body subject %
FBELES, B M) 3ZA Y=V ARLEMHAHD URL A% U BATHY, E 10) 13
A=V RILEMHLD URL AF ¥ VU BERHTRNZ EEZRLET,

WELERHFI7ZAILIL—IL

1

WA LA 7 7 A v—uid, R L TV AR 7 7 A AR A v =G TR TV 5HEE
IZtrue EFHILEY, BHE LR 7 7 A V& 1E, AF v TP U R AX Y U TERNVE
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KOBITIE, AvE—VICEENTOAHE LTS 7 7 A v snd &, AvE—TiF
Policy [RBET U 7 IZfREE S E 7,

quar_corrupt attach: if (attachment-corrupt) { quarantine("Policy"); }
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=3, HENTET A VNOKSEOMREZREL, TNET II7A4 T A
BELET, 77747 AL, RLBWHERELOSHEEAvE—VDSELERRLET,
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<msg_filter name>: if (message-language <operator> "<languagel>, <language2>, ..., <language
n>") {<action>}

Z Z T,

*msg filter name XZDORXAT— 7 4 VFDOLETTT,

CHELTIE, - E70 1= T,

* language L, ZDA V=Y T4 NZIRET DA v E—VEENMETT, o=z
MU EZRET HHEIE, W~ TRED 3, PAR—FSNLTWDL Ay =V FFELED
UAMZOWTIE, arT Y 74 MZDA v —VFEORMEERL TS, |
%, Ao ([ THERTWET,

caction (IA Y E—Y T4 NVE T g TT,

1
ROPITIZ, SFEPFETE NPT A =V Ny 7505z RLTHWET,

DropMessagesWithUndeterminedLanguage: if (message-language == "unknown") { drop(); }
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ussianDisclaimerRule: if (message-language == "ru") { add-heading("RussianDisclaimer");
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~ 7t — NV EFEHT L L. A v E—VICRM SN~ e NENRIA T v AV E, R
ELET 7 AN A A FIZONTHRHETE £,
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GE) T—IATERIFHDAL T 7 A NI 7 aBNEENTWEESE, BT 7 A MTIA v E—T
bRy 7XEnEY,

< ORHEX

<msg_filter name>: if (macro-detection-rule (['file type-1', 'file type-2',...
,'file type-n'])) {<action>}

NN G

*msg_filter name XZDORXAT— 7 4 VXDOLETTT,

e file type 21X, ROYAR— RSN TWVDE T 7 AN XA TONTNNERETEET,
® Adobe Portable Document Format
® Microsoft Office Files

®* OLE File types

caction lIA Y E—Y T4 NVE T U9 TT,

i

WROBNL, ~ 27 1357 Microsoft Office v 7 7 A V&2 Fe A v —V % Fu vy 745051k
ERLTOET,

Drop Messages With Macro-enabled Office Files: if (macro-detection-rule (['Microsoft
Office Files'])) { drop(); }

ROBITIE, ~ 27 aB3H%072 PDF JEROIRMN 7 7 A v agie A v —URRED 2 — Ik
Eahde, EOAyE—VIE Ry FINET,

Strip Macro enabled PDF: if (rcpt-to == "joelexample.com") {

drop-macro-enabled-attachments ([ 'Adobe Portable Document Format']); }
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BESNIEEEET FL A (From: ~y ¥ —) ZFORERAyE—VEBIEL, 20X 57
A=V LTT 7 v a 2D ZEBREITRDIGENHY £,
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ZTDX IR A v —T BT HITIL, forged-email-detection L— VA LET, ZD—
NERET LRI, a7y T4 7 var e Aye—IIBEOFRENR S D & R
FTOOLEWE (1~100) ZIHETLLERDHY £,

forged-email-detection /L —/L{%, From: ~v ¥ —% a7 Y T4 7 aFVNO—F Lt
WLET, 2oFubzdic, BICEY, 7FIA T RFT 47 aF VNOF{—F|C
BUPMER 27 280 B TET, RICHZRLET,

« From: <~ v % — /% <jOhn.simOns@example.com> C, 2T YT (7 ¥ g F JiZa—H
[John Simons] NEENTWALE, T 74T VAL > TZ O —HI|Z 82 DFEMLINE
Za7pED Y THRET,
* From: ~ v % — 73 <john.simons@diff-example.com> C, 2> 7> VTF 4 7 v aF V(22—
[TohnSimons| NE TN TWAEHEAIL, 2O —FIZ100 DFEPMEA 27 08NE Y B CTHh
£7

BRMER 2T RE < 2R DT E, A vyE—UNMBESN TV LRI E < 20 T3, B
PER AT PIEELIZ LEWVEU EOEEIX, 740 E T a NI T—SnET,

FEHZOWTIE, AEA—LORHZZRL T EN,

Ayt—T TAILEDEX

<filter name>: if (forged-email-detection (“<content dictionary>”, threshold)) {<action>;}

Z Z T,
s filter name [T A v — 7 4 L H DLETTT
« content_dictionary (X227 Y T 4 7 v aF U OARITT
« threshold (X, A v B—ITRBIEDWRENEN & 5 & 72T 720D LEWME (1 ~100) TF

1

WDOA =T 4 NA2 T, AvE—UNOFrom:~y X —%F 4 7 3 aF UINOHEE L g
LET, vy T4 7 aF VRNOa—FOEPEZ a7 R0 ETHA5EE. 20Xy
= 7 4 VT From: ~v X —%FHIFRL, = _Xo—7REFRICEEHZFT,

FED CF: if (forged-email-detection ("Execs", 70)) { fed("from", ""); }
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duplicate_boundaries /L —/LVZ M+ 25 & EHEHTH5MIMERER N GEND A vy =TV ZHRHT
TET,

)

GE) 7 7 A _X—RAD/)L—)L (attachment-contains 72 &) E7/2lE7 7 v a >
(drop-attachments-where-contains 72 &) (I EF D A v & — (HEHET 5 MIME R %45
) TITEMELERE A,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]


b_ESA_Admin_Guide_13-7_chapter26.pdf#nameddest=unique_392

Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B AEsrso MME~y 5 —igHL—L

Ayt—T T4 LB DEX

<filter name>: if (duplicate boundaries) {<action>;}

1

ROAyE—=Y T ANHE BET D MIMEBIRPEENLTNTOA v — V2L
j—O

DuplicateBoundaries: if (duplicate boundaries) { quarantine("Policy"); }

RIELZRKD MIME A~y 4 —&HJ)L—)L

RIEANS Y = = 2 LT, RIEZREAD MIME ~y ¥ —%2 &G A v — U &
TEET,

Ayt—T TA4ILEDEX

<filter name>: if (malformed-header) {<action>;}

451
WOFITIE, RERFEROMIME~y X —RNHDETXTORA b=V RT3 HEE2RLT
Wk,

quarantine malformed headers: if (malformed-header)
{
quarantine ("Policy");

}

HIBAIEFERIL—IL
HOBIAT B — L A T2 & BN LR OEN D OFEA v — U BT X £,

E3
1 35 B 1R ERAE ST
<msg_filter name>: if (geolocation-rule (['country name-1', 'country name-2',...
,/country name-n'])) {<action>}
NG GN

*msg_filter name XZDORXAT— 7 4 VXDOLETTT,
® country name TN L 7ZE o4 1T,

caction lIA v EB—Y T4 NE T a T,

£l
WOFIE, Countryl & Country2 2262 fF LTc A v — Va2 MET 5 HIEERLET,
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Quarantine Incoming Messages_ from Countryl and Country2: if (geolocation-rule
(['Countryl', 'Country2'l)) {quarantine ("Policy");}

ETFOFAA>Y LEaAT—S3 2 IL—)L

BELT, UTOAYE—Y 7407 L—NMEXEMEHALT, ETF= VU 2L TA
Tt—VHNOEEDODHD KAV EREL, £OX 97 A b=k L ClEbZaktss LE

R

quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

5l ¥ DA

* ‘domain-external-threat-feeds' |&. FAA V L Ea2T—va s Avb— T4 LZD
JL—)LC9,

i ’etfisourcel'éi\ A=V DONy X—DEEDHD NAA VERMTAT-OIEHN SN
% ETF Y — AT,

e ‘mail-from', 'from' {X. RAA LDV a7 — 3 U 2RTAHAT-OIEH IS VA
N~y B =TT,

* 'domain exception_ list' fi\ RAA ‘/@WJ%U A }‘@%ﬁﬁfjﬂo I*)M' \/@{ﬁﬂﬂ‘y Ak
DIFE L2 WEEIE ) ERRSINET,
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LT OFITIE, Brrors To? HAZ L~ XA —D RAAL VB ETFIZL > TEERNHH E L TH
HENFEHBE., AvE—U0NBESNET,

Quaranting Messages with Malicious Domains: if domain-external-threat-feeds
(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}

SDRO KAAL > LEaATF—a2r IL—)L

RAAL L VEa2T—2 g b=V EZEHALTSDRICESNWTA vE—T% 7 4 VA2 FRL
FDXIMA yB—TITK L CH#EY RSN TE ET,
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CE) HREhA7myX Z7OLEXUVMEIX TPoor] T3, SDR OFEMIIZ-OUWTIL, Cisco Talos
(https://www.talosintelligence.com) (ZEMWEHEL IV,
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drop_msg_based on_sdr verdict:
if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop () ;}

TNLENORPIRD LB Y TH,
* 'drop_msg_based on_sdr_verdict' I, AvkE—vY 740 VZ D4 EﬁTTO
e 'sdr-reputation' X, RAA L LE 2T —T a2 A yt— T 4 VHDI— IV TT,

* 'awful', 'poor' {X. SDR WZFEDUNT A /?_V%74/V&@@ﬁ—éﬁ:&)@%{§%@ R A
A HIE O T,

® 'domain _exception list' I, RAAL OB R l\@%ﬁﬁfﬁ‘o RAA L DFIS ) A b
DIELRWERE ') LFRoRsnE T,

s rdrop' (E, AvE—VICEHAINDLT 72 a T,

151
LT A v E&—Tlid, SDRHIED 'Unknownr' DS, A v E—IU0BMESET,

quarantine unknown sdr verdicts:
if sdr-reputation (['unknown'], "")
{gquarantine ("Policy") }

BEBFAMVORBERBIZEIVWTAYE—CF T 0 L2 0
X

<msg_filter name>
if sdr-age (<‘'unit'>, <‘operator'> <‘actual value’>)
{<action>}

ENENOFAITRD LY TT,
e ‘sdr-reputation' IX. FAA LV LEaT—v a3 Avb— 74 DO)L—)LTY,

J 'sdriage'ﬂi\ SDR |23 T X /’[Z‘—‘:/%74’/1/5@E¥j467‘:&)ﬁ:1ﬁﬂq INDHEEER
A A OB T,

s vunit (X, BEE AL VORBKEFICESNWTA ve—T% 7 4 VEAUBT 572000
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s ‘operator' I, EEH RA AL VORBERMICESNTRA v =V 7 A VA UET D720
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o= (ROMEEHELL 22

e — Unknown

e ‘actual value' lE. FEH FA A ORBEREIZESNWWTRA v E—T% 7 0 LA 4
DI SN 5T T,

£l

UTDOA =T, BEE FAAL CORBRFHNAHRGE, AyE—YiEFry7FEN
£75

Drop Messages Based On_SDR Age: if (sdr-age ("unknown", "")) {drop();}

UTORAy®—U T, BMEH FAL CORBRFHZALH ALY bENGE, AvyE—UIF R
2y 7 ENET,

Drop_Messages Based On_SDR Age: if (sdr-age ("months", <, 1, "")) { drop(); }

EEEZERFAM VDR XY UFRAREEICEIVTAYE—C45 T4 L2 0
X

<msg_filter name>
if sdr-unscannable (<'domain exception list'>)
{<action>}

FNENOHIIKRDO LB TT,
e 'sdr-unscannable' |X. RAA L L EEaT—var Ave—Y 74002 D)L—)LTT,

'domain_exception_list' IE. FAAL OIS Y A I\@%Eﬁ‘(ﬂ—o RAA L DBFISY A b
DIFELZRWEEE T LRRShET,
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PLTFDORAE—UTlE, AvE—UNRSDR F = v 7 ICREKOEE. A vE—UNBREIN
i—a_o

Quarantine Messages Based On Sender Domain Unscannable: if (sdr-unscannable (""))
{quarantine ("Policy");}
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T4 ZOH (1143—Y) 2B L
TLIEEW,

FFvaraXyME, Fry 7 &
N7 7 A NLOBHIFEH SN S
TXANEEELET, FF7 7141
D7 v Z—I%, HMIZA vE—TIT8
MENDETTT,
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®1E (378 A

/A ﬁ‘é\iﬂé drop-macro-enabled-attachments *‘éﬁ; LET7AN BATO~T anm
W7 7 A LD R HNCTR S TR 7 7 A VT =T R
ny7 ny 7 LET,

GE) T—=HhA T EITHEOIA
T AN~ T NG
FNTWDEGE, Bl7 7
ANWIA v E—=UNE R
0y 7ENET,

FEL

drop-macro-enabled-attachments
([‘file type-1', 'file type-2',
.., 'file type-n'],
“custom replacement message”)
ZZ7T,
* file type W—!j:\ /k@']j‘/—l“o*‘ I é
NTNLT 7 AN A A TDNT
NrzEfEETEET,

*® Adobe Portable Document

Format
® Microsoft Office Files

®* OLE File types

* custom replacement X vt —
TEIE BT 7 ANDEIBRS
HEXFIAYE—VARLDO—FT
WCBEED VAT MMER A vE—Y
PBBMSNETH, Thibo
TEMSNDEEDA vE—TT
R

~ 7 aftr—L (62 %—V) &
LTS ZEN,
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B

Bl

77 A D R
vy 7 (FELO
—E)

drop-attachments-where-dictionary-match

FEEOHGE & O—FIZ ISV TG
TrANERIRLET, ST 7 A
T D &M & d MIME #5455 O
FENRFEOHE L —BT 25 (O
O, —PEFDO LI VVEIZEL T
D%E) . T s A NVDBES AV
POHIBRSNET, IRF7 7 A LD A
Xy AvE—U 70 Z00 (114
N—=) EZRL TN,

7w X —DEM

add-footer (footer-name)

Ayb—VD7 v Z—E L THRESRE
ZEMLET, G- VWX, 7
FAMNVY—R] OFED [Xvt—
VHREFHAZ T #BRLTE
YN

L L ooighn

add-heading (heading-name)

AvE—VORHLE L THRESRHE
BINLEY, FEicoWTix, 7%
AR DY—RA] DED X y¥—
MEHFHERA Y 7| LTS
VN,

FLAEIF DI 1k

encrypt-deferred

BUEHRHZ A v b — Vb L ¥,
A w—UITFDOF FIROME
P, TRTOUFENTE T LT IRf i THE
FbEd, BlfE S ET,

EZ: D S/MIME

smime-gateway-deferred
(“sending profile”)

BUERFIC, FRESHTEET 7 74

B4 AL NEMEMLT, Ay E—DSMIME
BALFEIN AL EITLES, BUE
IKF D SIMIME F44 /s oAb T 7 2 a v
86 ~—2) ZZMLTIIZSV,

S/MIME %Z/H%% smime-gateway (“sending profile”) *Eﬁéﬂflﬂé{§7om - 7/]’/1/;%{%)5‘51 L

it TSMIME B4 £ 72130 51z 4T L

TAyE—VZEE L, ZOH%OLER
EAF vy 7 LET, SMIMEEA £7-
ST 7o ar (86 2—) &
ZHRL T I,
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12R1E X SRBA
A wB— & 7 |tag-message (tag-name) DLP RY > — 7 4 &Y 7T
SEN] THH AL LHFEE A vB—IB

LE¥Ed, DLP AU v —%5&EL T,

AX XY URBREA =T TN
HAVE—VIZRETHZENTEE
T, Avk—Y ZIZEENTIE
ERINFEHA, AvE—Y XTB
m7zary (101—=) & [F—
ZHKPIE] OEEZSRLTLLES
AR

=70 s NS NVASIE]
hn

log-entry

HABZ<A R LT FAME, TFA
k A —/L &1 ZIZ INFO L~LTIEN
LEd, ZOTFAMIUIT 73w
EEEFERTHZENTEEST, v
T RIEFEAYE—Y Ty
ICRRSNET, SR OV TIE,
ey = NYBMTZ7ar (101
=) | EZRLTESN,

URL V' E =27 —
va st oSE
URL%Z7T ¥R M
B4

® url-reputation-replace

® url-no-reputation-replace

URL VB =T —
DIV Sk

URL DRz 1
Fi <

® url-reputation-defang

®* url-no-reputation-defang

URL L B 27—
Vg NIEESWT
vAaDtxal
T4 Taxl
URL%Z VU XA L7
~

® url-reputation-proxy-redirect

® url-no-reputation-proxy-redirect

URL £7-213%D#EI{EZ URLDO L B =
T— g VCESWTEFELET,

LE 2T —3i gy —E 205 URL
DA 3T MRS U720 R & ALEE
A2, o7 7 a2 LE
KR

URL VB aTr—ary7rryay

(101 —) 2R L TLEEN,

B Ayt 78 EERLEBFA—IL K S —OFA




| #9v€—Y 742 EERALEEFA—LRY O—0ER

Jin875va0—8% I

#R1E

B

Bl

URL %5 = U |2
3% URL #7 %
2 BT E

url-category-replace

URL % 7 = U |2 Jk
& URL OfalR
20 Br<

url-category-defang

URL &7 = Y 123
3% Cisco ¥ =
V7 4 ekl
URL%Z U XA L7
5

url-category-proxy-redirect

URL 72132 08{EZ URL O H 7 =
VIZEHESWTERLET,
URL 73V 77> ayv
D) ABRLTLLEE N,

(104 ~2—

A2 A — L DR

fed

BEEI N A v — 035 From: ~
H—%ZHIFRL, =X —7EEFET
BEWZ FET, BEA—/LORET 7
vary (105_—2) ML T2
YN

ARV — g U7
L

no-op

BRI EITENER A, AL — 3
YL (1052—2) MR LTLE
él/\o

DDA vE—
T ANE A
o7

skip-filters

A o=V L THDO A v E—
T 4NV L DA ThILT., Ay
T —DIFBEFA—N NI
ZTOFEFHBLET, FEOVDOAY
vt TYNBEEAX TS T VT
Vo84 —) ZRLTLESR
AR

* X o b—0 R |drop Avk—V% Koy 7L, BEELE

= I, Fav 7 77y ay (85—
V) BBRLTLIEE N,

* X o —3g) s |bounce AvE—VEEREEFEIIRLET, U

VA VAT vay 85%—=Y) MW
LTLEEW,

IS kL | enerypt

THUE

Cisco Email Encryption Z i f L C, %
BAyE—VEEFLET, K5
TIvary 86°—Y) #BHLT
<&,

)

=

KT I a

/
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BEEIE R
T AN T—T (78 X—)

DMEII2F7ANTIL—T

FEDZ7 7 AN AT (Texel 72E) R—WARBMN 7 7 A NVDITNV—T %
attachment-filetype /L —/LX° drop-attachments-by-filetype rules /L —/L CIHRETE F 7,
AsyncOS (FIAfF 7 7 A NV Z LT ORIZEHH I AL TWD T NA—FIZHELET,

BEDT7 7 ANIATOURMN 7 7 AN EEERNA =V ERESED —HEATZHED A
=T T4 NEEERT DG EE. T A NVE TR T DT 7 AN A TOWRS T 7 A VDD
B Eb1obbE, TANRIZIAYE—V~DT 7 arZ2FETLERA, & 21T, RO
TANET exe T 7 AN HA T TIHRWRMN 7 7 ANV EELA v E—VE Ry T LET,

exe check: if (attachment-filetype != "exe") ({
drop () ;
}

A —VITEEBOWRN 7 7 ANVBH D56, 7T 74T 2 AIMDOUST 7 7 A VDS lexe 7 7
ANTRWEETH, 77 A0 D0 b 100 exe 7 7 A VDBEIFA v E—T% R
oy 7 LERA,

R6:FHAIT7A4NTN—T

MMITFANITN—T | ZF Y oHREDI7AIN 34T
%

~==T7 )L * doc

* docx
* mdb
* mpp
e ole

* pdf
* ppt

* pptx
o 1tf

* Wps
o x-wmf
e xls

* xIsx
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woranon—7 |

RET7ANTN—T | RXXYUREDT7AIL 24T
%
FATIRET 7 1 " exe
* java
* msi
* pif
GE) Executable 7V —7 %7 4 NnZ Vo745, dl 774
Ve s 77 ANVB ATy U SNET, ThHDT 7 A
B A TIHEBNC AR ¥ o TEERA,
JE i sace (ACE T —HANEMT 71 V)
e arc (SQUASH JEMET —H A 7))
+ arj (Robert Jung ARJ [ERET —H A 7)
* binhex
«bz (Bzip [EME 7 7 A V)
*bz2 (Bzip [EME T 7 A /L)
*cab (Microsoft ¥ ¥ Er > b 7 7 A L)
« gzip* (JEAfE 7 7 A /L - UNIX gzip)
e lha (JEAET —75 A 7 [LHA/LHARC/LZH])
srar (JEMET — A4 7)
e sit (JEHiE 7 — A 7 - Macintosh 7 7 A /L [Stuffit])
o tar* (JEHET —H A7)
«unix (UNIX JEAET —A A7)
o zip* (JEAE7 —H A 7 - Windows)
200 (ZOO JERET —HA T 7 7 A )V)
FINHDT AL (R ATy ) ORRICTHZENTEE
R
TX AL (Text) * txt
* html
e xml
[EEES * bmp
* cur
o gif
*ico
* jpeg
* pcx
° png
* psd
° psp
*tga
o tiff
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%

AF 4T - aac
* aiff

o asf

e avi

* flash
* midi
* mov
* mp3
* mpeg
° 0gg

* ram

* snd

* wav
* wma
* wmy

TOLavEH
bee(), bee-scan(), notify(). notify-copy(). add-footer(). add-heading(). insert-headers() D% 7 7
TasliE, T v a VOFTRICITD A v — P OERICHBICE SR DD FTEDE
BEEMLTNDNRTA—=203H0 E£T, ZNDDORBRLRERITT 7 a VB EMTNE
To TTITAT VA TIHRRDOT 7 ¥ a VEENRFR— SN TWET,

R7:AvE—DITAWE TILaVEH

T X ERBA

T RTO~y Z— (All A=Y~y X —EIRLET,
SAllHeaders

Headers)

ARILH A X (Body Size) , A= DOV A Xe A NHEALTIKLF
$BodySize

—a—o
SEHEDEAL A (Certificate SCortitioatos; B4 AT & FEBAE D subjectAltName 57> 5 B
ertiricatesigners —
Signers) TN BUEBAE AR LET, B OVTIL

$CertificateSigners 7 7 o a A (55 ~X—
V) 2L TITESN,

At (Date) Sbate BED A% MM/DD/YYYY FEXCIR L %
R
Fay 7SN 7 7 A4 , EITIC Ry T ENTT 7 A NADHZ IR L
. Sdropped filename
(Dropped File Name) - 7
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=H BX A
Ky 7EN7 7 ANV4 sdronmed £ilenomes Fay 7ENET7ALDY A EFERLE
(Dropped File Names) PPets 9" (Sfilenames & [FIEETT) .

Fay 7SI 7 74w
% A 7 (Dropped File
Types)

Sdropped filetypes

Koy 7PENZT77ANDEA TEFRLE
T ($filetypes & FIEETT) .

ToRn—TEEE
(Envelope Sender)

SEnvelopeFrom

Avt—V DT _u—7%EH (Envelope
From, <MAIL FROM>) #iKL &7,

TR —TREE

(Envelope Recipients)

$EnvelopeRecipients

A=V DFTRTCOT R —TZEH
(Envelope To, <RCPTTO>) %KL £,

7 7 A V4 (File Names)

$filenames

A=V DPRG 7 7 ANVDLRIDOY) A N
B <Xy TikRL 7,

77 A YA X (File
Sizes)

Sfilesizes

A=V ORG 7 7 ANV A XD Y R K
A< XKE) CELET,

77 ANVH A7 (File

AvE—VDRG 77 ANDEATDY A |

Types) Peitetypes B KE) ) TR LET,
7 4 V%4 (Filter Name) , RLBRTR D 7 4 V2 DA ETEIR L £,
SFilterName
GMT H K , A vt — D Received: {TIZFR R I N5 BE
. SGMTimeStamp ot
(GMTimeStamp) O HIZ GMT B CTEL 7,
HAT 7' )V — 7% (HAT o A=V OREERHIEEENE L T ik
rou . > o N ~ N = >
Group Name) i BEIN—TDOL4AIZRLET, KEEY
=TV BID IR, TS
[>Unknown<] 2M@ASNET,
—H L7ZN% (Matched A% ¥ 7 40 H Jb—/L (body-contains 72
SMatchedContent . — —
Content) EOT ANEIN— AT UV TF 4 T
FVEET) M) T—LE=NEEZIRLE
-é‘o
A=) 7a—RY — . A=V OEERICEEFICHE SN
$Policy

(Mail Flow Policy)

HAT RV > — D4R 2K L ET, FANIE
HINTWDERY —BEA TR0
LA, XFH| [>Unknown<] 2MEA SN E
ﬁ—o
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B osasonxsey berve—U T8 7o TR

T B EBA
~v 4 — (Header) SHeader (' strin SIRFFCHEN o~y ¥ —DfEZE L ET
¥ T GEOR VIS T BNy b D
e o —HESIA/FMEHINGGELHY
i‘a‘o
RA R FR— L SHost TTITAT LV ADKA ML ERLET,
WNESA » & —ID (Internal . NETA v —U % 272D FEH ST
Message ID) WHAyE—YID (MID) ZiRLE7,
RFC822 Message-Id] DfE & 3R/ B 7-0H1E
B LTL7ZEW ( [Message-1d] #HfF9 2
(213 $Header ZfEH L ET) |
ZfF U AF— (Receiving SReovistencs A=V EZELLE)AFT—D=yv 7 F—
Listener) AMIEESHZONET,
ZEAE =T AR SRecynt Ave—VEZEFELIEA LV E—T A AD
(Receiving Interface) =y IR —LEERLET,
VE—HKIPT RLXR SRemotors TTIAT LV ACA v =V EEFE LV A
(Remote IP Address) TLDIPT FLAZIKRLET,
UE—hFEART KL R S remotehost TITIAT A A =V RBFE LIV A
(Remote Host Address) TEADRA NG EIRLET,
mv€;%~yayx:7$R s FEREEDIP V2T —varyAarwmikl
cputation T, LEaTF—T gy AaTRRNEA
I None) IZE XX HNET,
Subject . A=V OWH TR LET,
$Subject
1534 STime BIEH ORI COBERZ 2K L £ 77,
Timestamp S A =T D Received: {TICFEK R SN2 BUE
’ O H W% BEHE O RERIAEZ 56> TR L E T,

BEEIER
cHEASCH LTy heAwv— T4 B T ia B (82 3—2)

JEASCUHXFEEY FEAYE—D TU LB THOaVEH

ZDVAT AT, ISO2022 AX A NLFa— K (N X —ETHEAINLIZa—RDORHK
AN) TELT I a VEBOIWEEEZ Y R— L TWET, F-, BHNTELSETFA M2
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| #9€—Y 7408 EHERALEBFA—LKY S—0DER

—gLrnaorE [

EMTEET, ZNOORENKE S TEIPER S L, UTF-8JERD, SIHFF CHENZ
FIRIFTREZ2 A v —2 L LTHMESNLE T,

—HL-ABDOXRT

Attachment Content 554, Message Body ¥ 7-1% Attachment §ff:, Message AL, £7-1%
Attachment NI & —ET D5 X v E—VICR L CRRBET 7 v a VARE LIS E. RS
TeA v E—VAO—HMLIENEZF R CTEET, AvE—VAXERTTLE, —BLERNE
M CTHFIE R S E T, £7-. $MatchedContent 77 ¥ 3 U B AEMHL T, —FH LN
BhEAvE—VOWHIIEDD ZENTEET,

A=V T4 NBEFI TV T AN E D=V B H— Lo a—LRREEN D A
Y —UEFRRTDHE, TANE T a v EEBRIE N =L NED (7 4V
TIvarE ) H—LNEEHID) GUITEREINDZ ENHY £9, GUIOERIL, i%
Vo T oV EFETHIOOEHLZE LTHERTALDT, 47 0 YDO%ERMRY A RT
HDHETRY FHA, ZhiE, GUITHEHENOINE—Fa Yy 73, 7402 THEHEND
HOIFZEFE TIERWeDERZ D £, ZoORMBEIE, A vE—VKRINTOMFMERITH LT
DHEETIFEY ET, A vE—VDE I — NNO—E LTI EZIUKHIET DT 4 VX L—)L
LI ERIRTET T FIE LS FRENET,

2: Policy 15T TRTRREN-—HAS

Matched Content

= Palicy
Attachment Mame | Matched Content Condition
FP1.1.txt = M35 38930 USA Facilities 662-646-0523 jsamuelson@acmecorp.com 7/17/06 & DLP Classifier: Contact Information

4929132070312710 Acme Corp Irene Gibbs 808 Sumner Street Greenwood
M3 35930 USA Publishing 662-646-0522 igibbs@acmecorp.com 2/1/07 =
4485231592071860 Acme Corp Kathy Lopez 808 Sumner Street
Greenwood MS 36930 USA Marketing 662-646-0541 klopez@acmecorp.corm
2/1/07 4716298862510192 Acme Corp Marty Smith 808 Sumner Street
Crernunn A MS ZRO3M ISA Frnineerinn AR5 -RAA-NEAZ

Headers

|

¥-IronPort-AW: E=Sophos;i="443,262,12465818600";

d="txzt'7scan'208";a="178202"

Received: from d2,.wmw023-bsd04.ibga (HELC vmw023-bsd04.ibga) ([172.22.107.1]%
by cie0qg0z.ibga with ESMTFR; 28 Jul 2009 16:25:03 +0530

Message-ID: «792087.518002035-sendEmail@vmw023-bsd0d =

From: "user@test.com” <user@test.com s

To: "userl@test.com” <userl@test.com s

Subject: DLPTEST

Drate: Tue, 2& Jul 2009 08:42:11 +0000

®-Mailer: sendErmail-1.55

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525,714612664"

Message

Test

Message Parts

Marne Size Details

[message body]

LS

ASCII text, with CRLF line terminators
FP1.1.txt 1K | ASCII text

A=Y T4 LFEFERLEBEFA—ILRY O—D#EHA .



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B rve—sonsrovaonnen

Avt—U T4 IR T a2 DiREAEH

WD arTiE, FHSNISESERAvE—V T ANE T 7 a0 Tl L,
ZOFERLET,
e [BOVDRAYE—Y T4NBEAR YT T gy (843—)
s Ray 77 rvary (852—)
e NRULUAT I ay (85 8—)
BT 7 a s (86 —)
B I —@ET 7 v ay (86 X—)
e T IV R H—Ry ar—T gy (89 2—)
cfEEER L OERT 73 (91 =)
cZFHEEET I ar (92 3—)
HBUERANERET 7 ay (928—Y)
« E{ECAR A b (Virtual Gateway 7 KL A) BHT 7 v a3 (93 X—Y)
T —NAT T ary (943—)
e~y X—HIERT 7 ar (95 3—)
ey HA—FEANT 7 ar (958—Y)
ey L= TXANMNRET 7 ay (96 X—)
s RXMRET 7 ar (96 —)
s HTML #2772 3 v (97 _—)
e NRNULA T T AN T I gy (98 %—)
e T UTFANK VAT EADNAINRA T 7 g9y (98 X—)
e T LA R—ILT I a DA (99 ~X—)
T UTFIANA VAT EADNAINRA T 7 gy (99 ~—)
T FAN VL aT—vary TANE ) TBEIRT 7 A NPV AT DDA INA T
var (100 <—)
T UTTANA VAT LDNNAINNAT gy (99 RX—)
s A=V XTBEMT 7 ary (101 _—)
cu s T RNUBMT 7 ay (101 X—2)
«URL L V2T —yary 77vay (101 =)
cURLZT IV 773 ar (104 2—)
e FR_L—v gL (105 =)
c BEA—VORET 73> (105 =)

(RYUDAYE— T4V EBERXTY T 7O 30

skip-filters 77/ ¥ a VEFTTHE, AvE—T T4 NFIZLEDA -V DNEBAF v
TEN, AvE—VITEFANSAATIAEBBLET, T IA TV ATT UV F AL
AX L ETUTUANAAT XY UMERTE D586, skip-filters 77 v a VY EFE[T LT
AvE—VIEINODAF YOG ERY £, skip-filters 7 7 2 a E, AvtE—¥
TANE DT T v NDORIKT 723 TY,
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FavyF7ovay .

7k@7 AV 2, customercare@example.com G:@%ﬂ%ﬁé% L. boss@admin ?ET@)( v —U%

TelEBHIZEELET,
bossFilter:
if (rcpt-to == 'boss@admins$')

{
notify('customercare@example.com') ;
skip-filters();

}

Koy 77753y

drop 772 a v &FATTH L, Ay E—VIEERE SN TICHIESNET, A v -V EE
WCIHRST, A v —VYOARDEICHEFE ST, TS OLE S —UThbh £
Ao

WDT7 4 NV H1E, £ georgetunitehouse.gov (WA ARG L. ZOBIMA D Tspam) THAE
HDAYE—VEMELET,

spamFilter:

if (subject == '~SPAM.*'")

(

notify('george@whitehouse.gov') ;

drop () ;

}

INDUR T3y
bounce 7 7 ¥ a I, X /'IZ"‘V%%{%% (I://\Qm‘—‘7o%1§%) &:EL\ %hu%@@@ﬁ:
TTWERA,
7k®74fl/§wji\ @yahoo\\.comf%@bé%%)‘*‘/VT’ vaﬁ)%ﬂéfgéﬂf:ﬁ“/\“(@)‘ vt—
VERLET (NUUALET)
yahooFilter:
if (mail-from == '@yahoo\\.com$")
{

bounce () ;

}
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R PED

BEEiE7o a3y
encrypt 77 ¥ a UL, BREINIREELT 07 7 A VEMEH LT, B A —LZEHICHE
bENT-A =V ZBREELET,
WDT 4 NVZIE, A= DMHAIT (encrypt] EWVIBAINEFEENTWDLLEIL, DA v
=V EREELLET,
Encrypt Filter:
if ( subject == '\\[encrypt\\]' )
{
encrypt ('My Encryption Profile');

}

\}

CE)  ZoT7qngT7r7var 2T ICE, fy FY—=2IZCiscof SALT T T4 T AR D
M BA D F= P EARRESNTWDRENRDY £, /o, ZOTANZ T I ar
ERHAT DI, BT e 7 7 A VOREDPLETT,

ECIERFD S/MIME Z&/BESET7 0 >3 >

smime-gateway-deferred 7 7 ¥ 3 » Tld, BMEHFIC, FEESNTXET w7 7 A V2 L T,
Ay —YDSMIMEEA 2T 5L 2 FT L ET A v — VITROLBLBFEIZHES, 3~
TOMBENFE T LR CEA I bsn T, BfEEShEd,

WDT 4 VFTIE, BERIC, FFEDEEHENH DT XTOREA vE&—I1x LT S/MIME
WEbaFITLET,

smime-deferred:if (mail-from ==
"user@example.com") {smime-gateway-deferred ("smime-encrypt") ;}

SMIME Z& F-[XESELT7TI >a Y

smime-gateway 7 7 ¥ = Cld, fRESINTZEET 07 7 A L Z{EH LT S/MIME B4 £ 713
BELEZFITLTAyE—VEREL., TOROUBEIIAFT vy S LET,

WDT 4 NVE T, BEOEEENLDOTXTORIERA v E—II2k L TS/MIMERB{L % 5
1ITL T, BUERIZEME L £,

smime-deliver-now:1if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}
kN N o) - ~
BB IVIE—EBHMTIV3 Y
notify B & WNnotify-copy 77 ¥ a id, BELIEEBE A —NICK LT, A vb—VOMES

FTF A=V TEELET, notify-copy 7 7 3 3 Ud. beescan 7 7 > 3 » L [FEIRRIC, TGO A >
t—Y0abt—H B ELET, BAMEICIIRONENEGENE T,
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
EassvaE—ammrovar I

e Ayl —UDRA—VERET T A VHFENOESE Lt R — TR EE B LR X
1 —7"%(5% (uarL rroMm B L OV repr TO) FHEDNE,
c A=V DNy H—,
cAvbE—UERBRHELIEA vE—Y T 4V Z DA,
ZAEHE., AT, EEILT FLA, BIOEMT V7 L— FERETEET, KROT 4 V¥
E, VA XDRAMBEZHR DA v E—VEBRIRL, —HTHX v bE—YOEALNIT OV THE
A v —% admin@example.com ([ZEfF L, HIZICA v E—VEMWIEELET,
bigFilter:
if (body-size >= 4M)
{
notify('admin@example.com') ;
drop () ;

}

ER S

bigFilterCopy:

if (body-size >= 4M)

{

notify-copy ('admin@example.com') ;

drop () ;

}

TR —TZEEFENRTA=Z L LT, AIBREEOE A —/L T FL A (LOFITIE
admin@example.com) ZIHECTEXET, T/, AvbE—VDTRTOT RN —TZEEZIEE
T57 7 v 2 Y IH senveloperecipients (77 ¥ a3 VK (805—Y) &#BM) &iaET5
ZEHTEET,

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients');

drop () ;

}

notify 77 33 VCIIR K TIODDF T a UglaEATcE, 4~y X —, = Xa—7
EEH, BHA v —VIHEHT I ERFATIA NV Y —AEHBETEET, ZNHD/RT
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. Notification Template

Notification Template

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

A—=RIIZONEFTHRET HUENRD LD, =oXa—TEEFHELRET DHE0WHT
TL— FERET LML ERET 2HLERH Y £,

T A—=RIXT 7 v a VB (T 7y a8 803—Y) 25W) 2fRETEET,
ZOEBIITDORA =V NO S LT X TEESBX ONET, T 740 b T, AT
’—Message Notification] IZEREINTWET,

TN =T EEHENT AL L LT AREEOETA—AT FLAZEETEET, &
2o A=Y R =0 RXRAEZ DAy E—RICICERTET D $EnvelopeFrom J 7 ¥ 3
ERERETHZ L HTEET,

BT T L— b RXTRA—=2T, BEFEOBET T L— FOLRENCRY £, FEICoOWT
WX, @BE (113 X—) 2R LTI 7EE0,

/K@{@Jﬁiﬁmﬂﬁﬂéﬁﬁﬁ Lfl%@TTﬁ) ﬁ:% M ’—[bigFilter] Message too large] kiﬁécl: 5
WCEBL, VH =2 R RAETTOREFITHE L., [messagetoolarge] 7> 7' L— F&fH LT
I/\i—a—o

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com', '[$FilterName] Message too large',
'SEnvelopeFrom', 'message.too.large');
drop () ;

}

F7-. $Matchedcontent 7 7 v a VAEHAEHEH L T, BEFEZIIEFHE o T VY T 40
MM H—ZINeZ EHBBHMTHIEHTEET, sMatchedcontent 77 v a U EEIL, 7«
NEHE NI —LTlearT Y aERRLET, 2T, ROT 4 NVZ1E, EFA—/LIZABA
THY L MERPEENDELGEIT, FHEIZEANLET,

ABA filter:

if (body-contains ('*aba')) {

notify('admin@example.com', ' [$MatchedContent]Account Information Displayed');

}

ESPEREY=]

* Notification Template (88 ~X—1)

[7% A MU Y —R (TextResources) | ~—3F 72l textcontig CLI 2 ~v 2 REEH L T,
notify () BE W notity-copy() 77 ¥ a Y THHT LT HF ANV Y =R LD I AZ L@NT

B Ayt L2 EERALEEFA—IL R L —0ER
88



| #9v€—Y 742 EERALEEFA—LRY O—0ER
I5q4vkha—Krat—7svay |

VL — hERETEET, WRZLBET S L— FEER LARWSEAE, T 74V DT v
TLr— M ENET, T4V EIDOT T L= MIUIA vV ANy X —RNEENET
D, T AN NTREAARAZ L@IT 7 — MIIA vE—VU N~y X =TG5 ENEFA, DA
A LABHIZA v — Ny X —%2E0 DT, sallbeaders 7 7 ¥ a U EHAHEH L 4,

FEAZOWVWTIE, [FF AR Y Y—2] OFEEZHRLTITEE,

WOFITIE, A=V DFA ZANKEVGRITROTZ 4 VIR NI H—SNnbE, KEDZ
FEICKHLT, AvbE—URRETELZLERTEFA—NADBEEINET,

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}

IS4 R h—RyaE—F7svay
bec 77 v alE, Ayve—VOEi4Aat—%, BELLZEHFICEHELET, ZOW0EX
A= VTV r—yva rEBREERTWET, DA vE—TiIZiTa BT @ik
BENT ELL A —NZEHICNATRAIND I LFRNTD, Ay =TV ORDREE
CZEREITa T —NREEENEZ L ZEMLARAWEAERH D F9,

WD T 4 VAT, johnny N sue ICIFEIND A v =V DZFINEIUITONT, T4 K
H—Ry a—% mom@home . org WK ELET,

momFilter:

if ((mail-from == '"johnny$') and (rcpt-to == '"“sue$'))

{

bcc ('mom@home.org') ;

}

bec 77 aryTIIRRTIDOFTFya Bl EaHEATE, at®— LA vye—IfEHAT
DL~y =z R —7%EE,. BLRatmailhost #FEETEXET, TNHD/RT X —

ZILZDIEFCHRET DRERD LT, T \n—7REEEZRET 25814 2HEET
DMEND Y £,

LT A—=Z T 7 v a B8 (77 v a B8 801—) #5M) ZHEETEET,
ZOERIITEDOA v =V NG LT — 2 CTEEBAONET, 7 74V FTlE, LD
A /‘IZ‘—‘:/@ﬁ:% ($Subject &@LV\]E) ﬁ‘%ﬁﬁéﬂiﬁ—o
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B o5 rn—koae—7r0ay

TR —FEFEENRNT AL LT, AHRMEEDEFA—NT FLAEZRETEET, £

7=,

Ay —DY B =2 RRABTEDO A —U LR CICERTET S $EnvelopeFrom J 7 ¥/ 3

EREEET DI EHTEET,

/kODWliﬁﬁ@{ﬁ'J?r?ﬂi%E Lfl%)ODT ﬁﬁ% & [ [Bcc] <original subject>) \—E&ﬁéﬂ ) 5‘—
V7R A X padbouncelhome . org IZFRE AV TWE T,

momFilter:

if

{

((mail-from == '~Jjohnny$') and (rcpt-to == '“sue$'))

bec ('mom@home.org', '[Becc] $Subject', 'badbouncefhome.org'):;

}

4% H D/T A —H T alt-mailhost T,

momFilterAltM:

if ((mail-from == '~johnny$') and (rcpt-to == '"sue$'))
{

bcc ('mom@home.org', '[Bcc] $Subject', 'S$EnvelopeFrom',

'momaltmailserver.example.com') ;

}

A

IE

=
=
=

Bec (). notify (). bounce() DHE T ANE T/ arumFITTHE, Xy hU—=IHIZT AL
APMRATLHZERHVET, 7794 R H—Ry abt—=T 4N T vaid, hOAy
=V OREER A —THLIA vV EHHUER LES, BT A NE T 7 alE, uD
f/?~y®ﬁ/5 EEDA v —UEHBRERLET, TRICTEH D 928, ~v & —

WCOANANEENTVWBHEERHD ET, RUVRA T4 VE T adi, ThOAyE—
POFEAID10F 2 NA FNEELA v —VEHBWERLET, 32505 bnTROEAIZ DN
Th, HILWAYE—VIET VT UANA AX Y UR0T U F ANRA A%y o OSSR &
20 FEH A

BE DR A MTEETDHEIE. bec) 727 ¥ a 2BEEIFOHTZ LN TEET,

multiplealthosts:

if

{

(recv-listener == "IncomingMail")

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc

('$EnvelopeRecipients', '$Subject', '$EnvelopeFrom', '10.2.3.4");
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bee-scan() 7V 3 >

bee-scan() 7V >3 > .

bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.5'");
bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.6'");
}

&R R

« BEAOMAITEEENTEA—LOBCCHEIURAF ¥ (135 2—)

bee-scan 7 7 ¥ a Uidbee 77 g L RRRICHERE L £ T8, HMESND A vy E—TIETH LY
Ayt —T L LTHbNAT=D, BEFA—N LTI 2% RHB L TEEINET,
momFilter:

if ((mail-from == '“johnny$') and (rcpt-to == '“sue$'))

{

bee-scan ('mom@home. org ') ;

}

fREES S UVHERT I Va3

quarantine (‘quarantine name’) 7 7 v a L, MBEEZ U 7 EFEEN A F 2 —ITAND A vE—
VN7 T 7 eRELET, REHCOWTOREC O N TR, THE) oEEZZRL TS
V), duplicate-quarantine ( ‘quarantine name’) 7 7 /3= VEFEITTHE, AvE—TDa
E—RRESN TV OIRMET Y TIZEbICEE S VE T, WREE= Y 74 O KRICF & /N CFT
XAl S L ET,

WREEZ 7 7 DT bl A v —U1F, BT A=A T T4 DFRD OB Z i L £ T,
A=V NATITADORRIZEEST DL, Ay =K1 SULOREECEY 277 7
PRESNTWIUT, 8T 5F2—ICAD T, ThSoLEERESET, AvE—
CIINA T T A DORRBIZBEEL 2L, R TIIEERE S EE A,

L7 oT, Avb— 7 40H(1C quarantine() 7 7 ¥/ 3 OBV . FD%IT bounce () ET-
X drop() 77 ¥ a vl BhH. REDOT 7 a iV Ave—VI3M 774 Vv OKRE
WZEE LW, A vye—VEREEC Y 7TICRESNETA, A vE—T 7 0 VZICIRBET
I arPEENDIHABEETTIN, AvE—VRET v FARLERET VU FUAINLA R
Fyrr, FHEaUTUY T 4NAICEY Ry ENET, skip-filters() 7 7 ¥ 3 LI K
DAy E—VIFIRYV DA v =Y T4 N E2E2EIXLETR, a7y T4 VEZBREHAIN
DPAMBYET, HExIE AvE—T T4 NERA v —VICREEY T 7 2% E L, A
IZHE D skip-filters() 7 7 v a VY bRELTWDIHA, BT AN LT T4 DDOT
7 aliNAyE—UR ey FENLGEERE, AvE—VIFEOIOA -V T 4
NH T RCAFy 7 LI BT S ET,

WOBITIE, A vE—IUT Tsecret word) & W) FEEIZH L WNTNUOOHFENEFEN TN D
L. FOAvE—F Policy [@BE= Y TIZERFINET,
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B sczz=7r030

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

quarantine codenames:

if (dictionary-match ('secret words'))
{

quarantine ('Policy');

}

WOBITIE, HHEAET . mp3 7 7 A MERDWRMN 7 7 A VT _RTRr Yy T THARKRY > —
NHHHEDERELTWET, ZIEA v E—IIC mp3 BROEA 7 7 A VRHHEE. 2D
A7 7 A VITHIBR S L, BB DA ve—Y (RXEMOUWEE T 7 A4 0) ZARKROZEHITSE
FENET, TORA =T RTORMN 7 7 A VBTSN TWD a v —03 @ik (Policy
PREE= U 7ICHME) SNET, 7u vl SNERN 7 7 A V2R ETILERD HHA, Ak
DZEHIIA v e—VEBH=Y 760 V=235 L5 BRI L ENTEET,

strip all mp3s:
if (attachment-filename == "' (?2i)\\.mp3$"') {
duplicate-quarantine ('Policy"');

drop-attachments-by-name (' (?1)\\.mp3$");

}

RIEELEETI Ay

alt-rept-to 7 7 v a id, AvE—VOERERHIIA v E—VOT X TCOZEELIETE L%
BHEICETLET,

WDT 4 NEE, o R_Ra—TZEHEDT KL AT freelist.comMEENTNDTRTDA v
T—UEEEL, TOA v E—VDTRTOZ(EHE % system-1istsemyhost.com(ZAE B LE T,
freelistFilter:

if (rcpt-to == '\\.freelist\\.com$")

{

alt-rcpt-to ('system-lists@myhost.com');

}

EERAMEETI Va3

alt-mailhost 7 7 /4 :/Li\ J%_‘%:IJ:R L/f:)l /’[Z*V@'@AJ\VC@%{%%@ IP 7 FI/X %\ ‘T’Eﬁéb
THIEIP 7 RUAE IR A MAICER LET,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
ZEIETAR b (Virtual Gateway 7 KL R) EE7H 3> .

\)

GE) alt-mailhost J 27 = /é"g‘%ﬁ—"@—é LT UTANRLAF Y LY X/\Oﬁkﬁl\fﬁiéﬂfif >
TN NWE DT DI ENTEFET, alt-mailhost 7 7 ¥ 3 i quarantine 7
Iy a N ERLUTHEITEN, EELTEA—IVERAMIA =2 %ELET,

ROT7 4 NVZIE, TRTOZEFICONWT, ZEFDT RLAZBA K example.com [T L
ij‘o

localRedirectFilter:

if (true)

{

alt-mailhost ('example.com');

}

:j/bﬁ:ct ) v Jjoe@anywhere.com ﬂ:i‘{%é?}’bé A /'{Z““‘/@ Envelope To 7 }\ L AN
joe@anywhere.com|(Z72 V) . A v — VX example.com D A —/ /LR A MIEE SN FET, smtproutes

a<y RCHRESNZBIN—T ¢ V7 ERIE, BI&REA v =YD —TF 0 U7l &S
NET, (B=U) FAAL DB FA—NDN—T 4 7 2B, )

)

GE) alt-mailhost 77 3/ a V' ClIAR— FEFEZRECEEHA, ZOERELZITIITIL. »bDIZ
SMTP /L — R ZBN L £77,

DT 4 NVEIL, TRTOA YT —%192.168.12.51C U XA L7 N LET,

local2Filter:

if (true)

{

alt-mailhost ('192.168.12.5");

}

ZE{ELAR ~ (Virtual Gateway 7 KL R) ZEF7H 3>

alt-src-host 7 7 ¥ a d, AvbB—VDEETARA NERELEEETICEARE LET, BE
TEARA NI, AvE—VDRETLERDIPA L H—T =2 A, FIFIPA L —T A AD
TN—TIC KR ENET, IPA U F—T o ZADTNV—TNEIREINTHE. VAT AT
FA A —IVOBEUMERHZ, FTNA—THNOTRTDIPA v H—T o f A EETA X —T A
AL L THERATIREZBYIKLET, 2FD, ZHUCEV 1BEDT T4 7T o AEEOK
BTF— I U247 FLAZRETEET, dHMICOWVWTIL, Virtual Gateway™ 77 / 0¥ —%
FEHLTIRTORAFENTE RAL U TOWEDA =N T — 724 2SR LTI TZEIN,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]


b_ESA_Admin_Guide_13-7_chapter30.pdf#nameddest=unique_60
b_ESA_Admin_Guide_13-7_chapter30.pdf#nameddest=unique_62
b_ESA_Admin_Guide_13-7_chapter30.pdf#nameddest=unique_62

B o750

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

IPAUHE—TxAAF, BUEVATATHRESNLTWAIP A v F—T =2 A AETILIP AV
B—T o2 A AT N—FTFNFICEETEXEST, WOT 4 NAFT, IPT RLANR1.2.3.4aTHAHY
F— R BRARIDPOZELETRTORA yE—JIZR LT, BE @WE) PA v F—T oA &
outbound2 Z T HHEAES— b =1 Z{EKR L 7,

externalFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('outbound2') ;

}

ROTZ7 4 NZIE, IPT RLAR1.2.3.4THDHIE—RFKRAINLZEFELETRTORA vE—
DI LT, IPA B —T =A ZADZ)—7 Groupl ZfEH LET,

groupFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('Groupl') ;

}

F—hATT7ovay

archive 7 7 ¥ 3 V&, JLD A /‘IZ‘—?V (T’\’CO))‘ /’IZ‘—T\/“\/&‘—&§1§%%/EIL\U) Dz
=%, 77 I7AT A EO mbox BARDT 7 A VIZRFLET, ZOT 7 ar TR, Ay
=V ERETLOR T T ANDATPNT A—Z L LTHERENET, VAT LIET 4157
DERIREC, FBELTE 7 7 ANVATHBMNICR 7 T 27 U Foa VERERLET, £72. BE
FEOTANE uT T A NVERETHIEOTEET, 74NV ZET NI 0T T7 A LD
VERS 121X, filters -> logconfig YT av s RTCT74VE al F 73 VEmRETEET,

N

GE)

I CLIZEH L7z A v =Y 74 02 OFH (118 X—Y) ZZRL TIEEVY,

logconfig ¥ NiX filters DY T a<w NS IOV T av s ROFBERRWIAIZOWT

mbox FERUTEHED UNIX A — VR v 7 AT, A v —VrfHICERTI-O02—T ¢
VT A BREHEHESNTOVET, IFEAEDUNIX VA7 A TiE,  mail -£ mbox.filename)
EANLT, 77 ANVEERRTEET, mbox BRIT T L—0 THFRAMTHLED, WiEDOT
XAN T4 ZEHEALTA v E—VONEEFRTHZENTEET,

/}’L(@ﬁljfﬂi\ TN\ _70%15%75§ joesmith@yourdomain.com k *ﬁﬁ‘é%/ﬁ]\il\ A /”’TZ‘_“\/
DAL= joesmith £V¥IH B TIRAFSIET,

logJoeSmithFilter:
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~vs—tirrsva |}

if (mail-from == '~joesmith@yourdomain\\.com$")
{
archive ('joesmith') ;

}

Ny E—HIBRT O ay

strip-header 7 7 > a Nt AvEB—UDOEBED Ny X —%0, BMET YT 5174
AvE—UNLHIBRLET, ~yv X —DEEHILGE1F. ~v X —DTXTOA AKX R
( TReceived:] ~v ¥ —72&) MHIFREET,

WOFITIE, T_XTORA v T— TEERNT x-DeleteMe ~v X —DHIBRE N E T,

stripXDeleteMeFilter:

if (true)

{

strip-header ('X-DeleteMe') ;

}

~y L —IZHT DEEEIT O BA. Sy A —OBEOEIITLE I TON - EE (X vE'—
YO~y B—OBIN, HIFR, BEEITO 74 VAR E) BEENTWLHRIERLTE

X, FEHICOWTIE, AvbE—Y Ny X — L— A BLOGEE (62—) 2BBLTLE
éb\o

ANYE—EATI 3

insert-header 7 7 ¥ a id, A vE—VIZH LI~y X —%fHALET, AsyncOS (X, ffiA
Lo~y X —PNREETIZ L TN E I DERGELERA, EARIND A vE—UNE

A= DA U H—Fy B ETZ L TWANE DT, 22— HS TR T HIVENH Y
iﬁ‘o

WOBITIX, x-Company EWNI Ny X —RA v E—IIZRWIGHEIZ, 2O~y X —|ZMy Company
Name & WO ENREINET,

addXCompanyFilter:

if (not header ('X-Company'))

{

insert-header ('X-Company', 'My Company Name');

}

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B s—sxxrmerroay

insert-header ( 77 >3 ‘/T@i ’\/5v“‘0)§“3f‘2 ]“&:3'5 ASCII X?é’%ﬁﬁﬁf% \i—é—o foC
L. /\/5’~Zx & (BRESF D7) ASCHXF LOMER TE £ A, Aotk i RKBRICE
HBHH, T AKR— b 22— FiZ Quoted-Printable & 72 £ 7,

\}

G strip-headers 7 U a L insert-header 7 7 /3 V%;ﬁﬂ%ﬁ/\b“@‘é Z & f’ X D, JLDOA Y
T—VICHLIEEDA v =T Ny F = EIWMR DL LINTEET, CEoTiE, FUT
Ny X —EBHEEERT DI ENTEETD (Received: 72 E) | %hu%@iﬂ/\ IXE T~y
F— A EREE T % & MUA NMRELT 256803 0 £9° (Subject: ~ > ¥ — 2 ERIfE 3
LEamE) .

N~y X =T DEMEEIT O BA. ~y X —OBEOEIZITE R ThOIZEE (X vE—
DD~y A —DBEM, B, EEEITI) T ANZLERE) NEERTWSEICEELTL
VN, FEMICOVWTIE, Av =Y Ny X — L= LB LUGHE (6 3—Y) 2L T2
Sy,

ANYSE—FXXANRETI 3V

edit-header-text 7 7 ¥ a V& FITTH L, EREFHOEHMREZFEHAL T, EELZ~Y
H—T XA NEBEWRZIDLILENTEET, ZOT A NHII~Ny X —NTERKRE HTD
TXANERBL, HE L ERKRBICE SR E7,

72 2iE, BT A—NTRDO L) It~y T —nbDHHDE LET,

Subject: SCAN Marketing Messages

ROT 4 2%, [SCAN] &) T F X FxHIERL, [MarketingMessages] &9 7 FZ |k
T~y X—HNIZEELET,

Remove SCAN: if true

{

edit-header-text (‘Subject’, ‘ASCAN\\s*’,’’);

}

TANBIER =T RLIR LT, RO~y X —EIRLET,

Subject: Marketing Messages

AXwmETIay

edit-body-text ( )( /“YZ‘—‘T/ 7 /{/I/& @*ﬁlﬁ /% Edit-Header- Text () 7 /f/l/& L ﬁ*ﬁfﬁ‘ﬁ\
A \‘/'Tz—“)@/\/ H—"TClI 7 < RPN LBERF SR T,

edit-body-text () A /V[Z—“‘/ 7/]’/1/5 Li/ka)*%jt%{iﬂq L/ij—o %?‘B@/\Oﬁ A—H ﬂi*ﬁ?ﬁ‘?@f:
DOIEHEBB T, 2FHDONT A—ZTEBROT-HODT F A LT,

Example: if true {
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edit-body-text ("parameter 1", "parameter 2");

}

edit-body-text () A /'{Z“*‘:/ T AILFITA /‘IZ»—‘I/ZIKXCOD%WWL@E?T%TTO %H/:EO) MIME
HoanAyt—v0 TAI) LRRESNDD IS T 7 A40] LRRENDDOFEMIZOVT
F. Ay E—UARLEA Y E—VIRMIT AL (6 =) ZEBRLTIIEEN,

WOBITIX, A vE—U5 URL BHIFRS L, [TURLREMOVED] &9 7% A MIE X #
ZHNTWET,

URL_Replaced: if true {

edit-body-text (" (?1) (?:https?|ftp)://[*\\s\">]+", "URL REMOVED");

}
WOBITIE, A vE—VORIDBHASREESDHIFRI I, [XXX-XX-XXXX] W) T F
A MZEEZHBZONTHET,

ssn: 1if true {

edit-body-text (" (2!1000) (2:[0-6]\\d{2} 7 (2:[0-6]1\\d|7[012])) ([
=1?2) (2100)\\A\\d\\1 (210000)\\d{4}",

"XXX-XX-XXXX") ;

}

)

GE) Iﬁﬁ%’;ﬁf&i\ edit-body-text () 7 /f/1/5 TiZA~—HKID %ﬁiﬁﬁf% i“@f/\/o

HTMLZ# 7o 3>
RFC 2822 TIEETF A=/ A v bE—U DT F A MEXPHEINTWOETA, RFC2822 A v
T—VHAOMD AT YD N T ARR— N EEET A0 OPREMKE MIMEZR L) BHY
F 9, AsyncOS L htnl-convert () A vE—Y 7 4 VX ZfEH LT, ROMELIZL Y HTML %
TFL—r THRAMIBHBTEET,
Convert HTML Filter:
if (true)
{

html-convert () ;

}

Cisco A v &= 7 4 W E, FFEDOMIMEH 3 A v tE—U0 TR THLHD Tt 7 7
A THHINZHBILE T, ntml-convert () XA v B— 7 4V Z 1T A v B—ARKILO DL
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B oozxdosran7ovay

PR T, AvbB—VOKRLETRMN T 7 A NVDFHEMIHONTIE, AvE—IVAKRLE A v E—
P T AN (6%—) EBRL TSN,

html-convert () 7 A /WX NLENO HTML ZHIBR 2 52UT. UL > TRA Y £,

Avt—UNTL—rTF AN (textlplain) THDOGH, AvE—VIERINTICT 4 V¥
ZEBLET, A vE—UREMAHIML A vtE— (texthtml) THHHEE, T THOHIML
ZNEA =V BHIBRS L, D ORI HIML A ve—VIZhb O fEHSVET, &
TOF7 +—~ v M tbh?, HIML A7 L—r TF A MIRDZ E1EH 0 £ A, Hid
73 MIME  (multipart/alternative #§i&) T, [Fl U227 >V IZ text/plain §i43 & text/html #8532 5
FNTWDIEA, 74 VT A v E'—T 0 text/html #55 Z HIFR L T text/plain 5877 278 L £ 97,

Z DD MIME % A 7 (multipart/mixed 72 &) TliL, 9XTO HTML A3 D Z 7 D3R &
. Aye—VICERAIRET,

7( /’IZ .‘/\7/1'11/57'(1 html-convert () 7 A VX T 7 :/Eyiﬂfi;d‘g%@} = H

RETDHIETT, Ay —UBEDOER i‘?‘< T EEA, Ay E—VOERT
T’\“C@ﬁkfii)\mT LEEBIATONE S, ZAC kD BREFNCMO T V2 T 7 v = /75‘75
DAYy E—VELHTHZ LN TEET,

NODR TAJdrAILT7Hoay

bounce-profile 7 7 ¥ a &, RIEBEHDNG A T Ty A )NVEAyE—IZHD S TE
To NUUVALLEEFA—NVOUR 22, ) AvE—VERETERVWEEG, XU R
TRT 7 ANVTREENIENAT U AAT v a UBMEHENET, ZOERERIL, VAT —0ORE
MHBENDHTHATNEOINT AT BT 7 A1 (B ETHATWLEE) ICEEL CHEAS
nET,

W7 4 N2 OHFITIE, BREEINDIETFA—NDIL, ~vF—IZ Ix-Bounce-Profile:
fastbounce] MHATXRTDOEBEFA—NVIINT A a7 7 A/ [fastbounce| 23E| VY Y TH

ET,

fastbounce:

if (header ('X-Bounce-Profile') == 'fastbounce') {
bounce-profile ('fastbounce');

}

T UOFRINL ORTLDINAINR THo3Y
skip-spamcheck 7 7 ¥ a U, AT A IREINTZaT oY RXR—2ADT F ANRA 7 4V
BV T T _RONANRAT LI VAT A RLET, 2TV YR—RADT F AL
TANEY) TR EREESNTOWRWEES, FHRIEA v E—URH 000D ANRA A%y U OX)
GIZRESNTOWARWESIL, ZOT7T 73 ar2FTLTHEA vE—JIC828IIH 0 TH A,
KOFITIE, AvE—VDIP LE 2T —3 a3 2aT7RNE0nEaIc, Ayvte—Jickd 5=
VT IR ADT FANKT 4 VHE Y TEEREDR S NRASNET,

allowed list on reputation:
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
gLai—n7ovavorngsiz i

if (reputation > 7.5)

{
skip-spamcheck() ;

}

BEEE
cERY L—DMERRICE O LD I 50
'XNA74w§#%®77747/xiﬁfyt—?@%%
TJULAA—=IL T2 3rvDINAIRR

HEDA v — I LA A=A T2 yarz@mH LRSS, ROAvE— T4 VE T
JrvarEMEALTAALRATEET,

A= TN ETY |

vayv

skip-marketingcheck =TT AT AT HT I a DA NR
skip-socialcheck V— %) Xy NI —T XA—)VIZHT AT 7 3D/ %A
skip-bulkcheck IV T A= VCKT BT U v a DA NR

WOFITIE, Y AT — “private_listener” TZE LA Yy E—VIE, V=T v b Ry NU—7
A=ATHT DT VA AN T 72 a2 A NATHLENDL T EHELTVET,
internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck () ;

}

TIOFIDAINR DRATLDINANRA T3>
skip-viruscheck T asEk, VAT A \—uxﬁ::éﬂfplj/rﬂ/)(f%ué AT KNE T RToNA R
ATHIIVATLHRLET, TUVFUANA VAT ARRESN T RWES, £/20%
AvE=UNOLNLHTANAAF ¥ OFMRICHESINTWRWGEEIX, 20T 7 ay
FEITLTHA v E—VICHEBIIH Y ¥ A,
WOFITIE,  lprivate listener] &9 U AF—TZEFELIEA vE—VIZH LT, 7 F AL
VATLET VT UANAR VAT MK DM NA N ASIIUTVET,

internal mail is safe:
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
. T7ANLEAT—2aY TANB) UV TEEVITFANDHVRTLDNANRR T3y

if (recv-listener == 'private listener')
{

skip-spamcheck() ;

skip-viruscheck();

}

T77A4IL LEaAT—2aY T4 ) 0BKV T 7AW RATLDINAINR T
o3y
skip-ampcheck 77 > 3 3, A v =V NV AT ATHRESNZT 7 AV LE 2T —v 3
TUNEN TR T 7 AN ENANRATEHZEEHFATDHIY, VAT ATHERLE
Ty 77ANVLE 2T —alr T4 E ) TBIOT 7 A4 VOHTRERE SN TWRNWEGE,
FHIEA Y E—URHON LD T AN VT =gy T4 NNE YU TBIONT 7 A V5
PrAF Y OFRITHRESNTODRWERIE, 207272 a &3 TLTHA vy =V H
XHY EHA,
WOFITIE, PDFIRfT 7 7 AN EEDRA v E—UN T 7 A0 LE 2T — gy 74 0E Y
TBILORTZ 7 AN ENANATDHZ EE2BEELET,

skip amp scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}

DANWNATIORTLAY T4ILEDRXY U TMBINAINA TH 3>

skip-vofcheck 7 7 v a i, AvE—VYDUANAT ORI LA T TANFILDAF Y=
VRN RAEIND LD VAT AR LET, UANVAT O RNT VAT T 4NED
AX X =V THBNA RF—=T MR TWRWEAE, 20T 73 ar2F-TLTHAyE—Y
IZEETIH Y FH A,

WORFITIL,  Tprivate listener] &9 U RAF—TEZFELIZA vE—IIZH LT, UANLAT
TRTVUA T TANEDAF ¥ =2 TIPS A RZAIPLTOVET,

internal mail is safe:

if (recv-listener == 'private listener') Outbreak Filters

{

skip-vofcheck () ;

}
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Ayt—

rve—vavemrsvar |

CRTEMTOaY

tag message T aviE, DLPRIV > — T4 VB2 Y T THEAT LA LHGEZEEA v
(AL ET, DLPRY v —ZREL T, AR U HBEA v E—V X TRHDHA v
*‘V@CBE%T%.’) TENTEET, AvE—V X 7IREHEMTEIRRENETA, ¥ 74T
(X, [a-za-20-9 -1 DFHDILFD O AEEDO S D EMAGbE THEMATE ET,

A= DT7 4B U SIERT S DLP R Y U — DR IEDFHEMZONWTIL, [F—F WM
KBhilk] OEEZSRLTLEIN,

ROBFITIE, 4T TiEncryptl)] BDEENDA v E—VIIA v =V X T EHHAL TWET,
Cisco Email Encryption MEH TE 25513, A v EB—VOBMERNIICA vE—VE2Z DA v E—
U H 7 CHESAET 5 DLP AR Y v —ZAFR & 97,

Tag Message:

if (subject == '"“"\\[Encrypt\\]")

{

tag-message ('Encrypt-And-Deliver');

}

Ry T r)EMT7IV 3

log-entry 7 Z v a it WAXVAAXLETIXFARNE, TFA K A—)L a7 nro UL
TEMLES, TOTFRRAMNUTT 7 v a VEBZHENT 52 LRTEES, 2077y ar
AT DL TRy TRHTERR T XA MR, A=V T4 NVERT 7 a2 F 7L

HIZBET 2EHREFATEES, 7 = M A Yy E—Y TR U TICHRRINE
D

WOFITIE, A v =Vt LOBEFERNEENTWD LRI SN d A ve—U 0Ny
VASINEZ EERT e o FUBMEASILET,

CompanyConfidential:

if (body-contains ('Company Confidential'))

{

log-entry('Message may have contained confidential information.');
bounce () ;

}

URLLEaT—2a>r 703y

AvE—VIZEFNBURLDOLVE 2T — gy 2a7 %L T, URL E-13F0EEELE
FLEd, BEARFEMEFICHOWTIE, BEEDH D URL £7201FEFE L < 22V URL 725 Off#

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B wriiEas—sa B SERLETER MCERT S

DAy E—JICEENAURLOET : 74V ZTOURL LV E 2T —> 3 £7-1Z URL BT
FVOTIarOfff #2RL TSN,

INLDOT 7Y a T, = VIRETT,
URL L E=2T7—vay 77 ¥a rO&HMIRO EBY TT,
*msg_filter name [ Z D A =T 7 4NV HDAHRITT,

*min score B L Wmax score ld, 77 v a viEAFHOK/NA T LKA 7T, #
M#EHIZIE, FEET2EbEENET,

BANATT ERRAITIE -10.0 05 10.0 £ TORBANOEM CTRITFNIERY TR/ A,
Lt aT—va P —EARL AT PRESNRWGEDT 7 2 a Y EEET DI
ZDOT 7 v ard Inoreputation] NN— a3 EMHEHLET, 2OV TILIFEDOIET
ML ET,
* allowedlist I (urllistconfig a< ]\%1§ﬁ% LT) E%éhf‘l\é URL U & ]\@%ﬁﬁ
TY, #FFAU R MOEEIMMEETT,
* preserve_signed DNEIZ 0 F72X1 AN LET,
l-ZOT 7T arERELDA yE—VIZTICEIT S
0-ZDT7 7 TarEdT N TOAyE—VITEAT S
preserve signed BEBELRNWE, 7733 VEIRBADA =V TICEHSNET,

ESPEREY=]

*URL L a2 —3 3 3% URL #T7 F X MIE#T D (102 2—)

cURL LB aTF—3 3 2 f-3% URL OERAZTY RS (103 ~=—)

cURL L EaTF—3a i SX CiscorXxa T4 7uaX|CURLEIYX ALY v T 5
(103 ~=—3)

URLLEa2T—2 3 VICEDEURLZTHR MCEHRT D

LEaAT—2arHY—ERADLRATHRESNBIGEEICTI Va3 v EaERTTHICE
url-reputation-replace 7 7 v a Y EEH L £,
url-reputation-replace 7 7 v a Y EMHHAT AT 4 VW E OHELEZRITR L ET,

<msg_filter name>:
if <condition>

{url-reputation-replace (<min_ score>, <max score>,’<replace text>’, '< allowedlist>',<
Preserve_signed> ),}

replace_text &, URL #{EXHZ 57 F A L TY,

LEAT—23 v H—EXNSLRIATHRBESNGIMEEICT Va3 EETTHICE
url-no-reputation-replace 7 7 v a &AL E9,
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
URLLE17—>3vicgs= RLoEBERYER< |

url-no-reputation-replace 77 > a Y AT 57 4 VW Z ORELZRITRLET,
<msg_filter name>:
if <condition>

{url-no-reputation-replace ('<replace text>', '<allowedlist>', <Preserve signed>);}

replace text |&, URL Z#EXH# iz 57 F A N TT,

URLLEaT— 3 VITEDE URLDOBEREI YR

LEaAT—Y a3V H—ERANLRAT7HNRBENJIGEEICT I a vEETTHICE
url-reputation-defang 7 7 3 Y &M L 7,

url-reputation-defang 7 7 ¥ a VY EMHEHT D7 4 VX O E IR LET,
<msg_filter name>:

if <condition>

{url-reputation-defang (<min_score>, <max score>, '<allowedlist>', <Preserve signed>);}

LEaT—2 a3 v H—ERADLRAT7HIRBENGMESICTI a3 vEETTHICE
url-no-reputation-defang 7 7 >3 L £,

url-no-reputation-defang 7 7 ¥ 3 VAWM 57 4 VX ORI LE T,
<msg_filter name>:

if <condition>

{url-no-reputation-defang ('<allowedlist>', <Preserve signed>);}

URLLEaTF—SavizEDZCiscotxal)F4 7AXVIZURLZYSEALY FT 5B

LEaAT—2a v H—EANLRATHRESNBIGEEICTI a3 vEETTBICE
url-reputation-proxy-redirect 7 7 ¥ 3 Y &HEHA L £,
url-reputation-proxy-redirect 7 7 ¥ a Y EAEHT DT 4 VX O EZRITR LE T,
<msg_filter name>:

if <condition>

{url-reputation-proxy-redirect (<min_score>, <max score>, '<allowedlist>"',

<Preserve_ signed>);}

LEaT—Y a3 v H—ERADLRAT7HMREBENGMESICT I3 vEERITTHICE
url-no-reputation-proxy-redirect T4 V%{ﬁﬁﬁ Li?o

url-no-reputation-proxy-redirect 7 7 3/ 49 VEEHAT AT 4NV E O ARSI LET,
<msg_filter name>:

if <condition>

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B owrrssu7o0a

{url-no-reputation-proxy-redirect ('<allowedlist>', <Preserve signed>);}

URLAT3Y) 7H>ay
AvbE—VICEENDURLOIT I 2 LT, URL £7213F0@E2LE L4, EE
BREEMZOWTIE, EEDOH D URL F2ITEFE LRV URL ML DOEED A v —JIZE
NAHURLDEE : 74 VA TOURL L 2T —a X URL AT IVDOT 7 a>D
i #2B LT EE,

INHDOT I a TR, V—IVIEIARETT,
TRTOURL BT AY 77 arrO&EDITROEBY T,
+ msg_filter name (X vE—2 7 4 L H DLFITT,
s category-name |X URL 77 IV T, EEONT TV EIEBEETHHEF. £ 73V %0
U TREINET, ELWITIVLAEHRTAIZE, a7 74V ZD URL T
TYUEMERIIT 7 a 2R LT IEEY, 53V O & FIZOWTiE, URLSY
TAVIZONWTEZRLTI I,
« url_allowed _list (% (urllistconfig =~ > RZEH L T) EZEINTWD URL U A kDA
V(:‘ﬁ—o
« unsigned-only : 0 £721% 1 Z AT LE T,
l-ZDT I VarERBLDA yE—VREFICHEAT S
c0-ZDT I varEITRTOAyE—ICHEAT 2

ESPERENS

cURL 7 IV IZESX URL #7 F 2 MCEHT S (104 =2—2)

cURL T TV IZHS% URL OEHRAZTV RS (104 =—)

cURLAT I VICHESE CiscokFxaUT 4 7aXFUICURLEZ VXA L7 b5 (105-3—
D)

URLATTVICEDEURLE TR MCE®RT S
url-category-replace 7 7 v a Y EMHFHTH 7 4 WX DL RIS LET,

<msg_filter name>:
if <condition>

url-category-replace ([ ‘<category-namel>’,’<category-name2>', ...,
‘<category-name3>'],’<replacement-text>’, ’‘<url allowed list>’, <unsigned-only>);

replacement-text (£, URL ZEX#Z 5T F A T,

URL AT ICEDE URLDERZFELY & <
url-category-defang 7 7 ¥/ 4 VERFEHT A T4 IVEDOEL BRI R LUET,

<msg_filter name>:

if <condition>
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
URL 75U I®S% Cisco ¥ U7« FOXVIZURLEUSEALY 55 [

url-category-defang ([ ‘<category-namel>’,’<category-name2>’,..., ‘<category-name3>'],

"<url allowed list>’, <unsigned-only>);

URLAFTTVICEDECiscotxa)T1 JAFVICURLZEYFA LY RT3
url-category-proxy-redirect / 7 3/ = VAT AT 4V E O ARSI LET,

<msg_filter name>:

if <condition>

url-category-proxy-redirect ([ ‘<category-namel>’,’<category-name2>', ..

.

‘<category-name3>'], ’<url allowed list>’, <unsigned-only>);
0 > ~ ~
ARL—30%L

FRXL—va LT 7 v a i, BEEFATLERA (no-op) . @A FEEE, Koo 77
EXEOMDOT 7> a B LR2VWGRICA vy =Y T4 VA TCIOT 7 a2 TEE
T, 2R ERLEHLWA ve—Y 740 VX OEIWER R T DLEIC, BER LT 7
varEEHATEET, AvE—Y T ANAEREELEL, [AvE—T 7 0 V¥ (Message
Filters) | L R—F X—=UZFHLTH LWA v — 740 VX OEMEEZE=% L, B
JETDE T 4 N ETETCEET,

WIT, BAER LT 73 avaAve—Y 74V ECHEMATAEZRLET,

new filter test: if header-repeats ('subject', X, 'incoming') {no-op();}

BEA—ILDBEET I3y
BIEI N A v E—U 05 From: ~y X —%HIFRL, =0 "o —7 R EETEIBRAET,
DAY= T 4 E %, A yE—VHNOFrom:~y X —EREEOHELHRL, avT v

VHEOHEO~yF T AaTNT0L ETHDIGEE. Ayt —Y 7 4V H L From: ~v
H—ZpEL, mo_Xn—7%KEHELESHZET,

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }

AT 7AINDRAF v

TITIATVATIEa LT oV AX YT E2FHL T, EHORY = BELRNWA v E—
MO 7 7 ANEHIRTEET, TORA v E— ITFOEERETEET,

W77 ANDT 4 NEZ Y TR EDT 7 ANIAT, T4 =TIV b G774
IWONFIZEESWTATI ZENTEET, 74—V ML TR T 7 A4 VO IERE
RREEAHRT ALY, 2= FITEBEOH LI 7 7 A VOPET (exele &) #—fi%
A7 PrE 7 (doc/2 &) IZEHE LT, ARINELEINTZ T 7 ANVBIRMNTZ 7 AV 7 4 V5 %@
WTEDLEICTHZENTE RV ET,

W77 ANDaLr T oY EAX Y T LB, a2y T oY Ay HIIRG 7 v A VT — 4
ZHIH L, ERRBUC KL DMREZFITLET, BT 7 ANDT =2 L A X T —Z O T
BB L 720 £9, Excel £721X Word LEA AX ¥ VT2 AE. 77140 A%y =

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B =07 roxxes

UUtT exe, Jdll, bmp, .tiff, pex. .gif. .jpeg. .png. Photoshop H{EDKHDIALT 7 4 Vb

BmHETEET,
TTIAT L ADA LTI AXYy T T, ROT—HA T 77 AN TarT oY A%y
VEEITCEET,

*ACET7—HhA7

CALZ T — AT

sApple T A AT A A—T
«ARI 7 —h A7
cbzip2 T— A7
*EGG 7T — 47

« GNU Zip
cISOT 4 AT A A=V
sJava 7 —H AT

* LZH

* Microsoft ¥ ¥ Er > b 77— A 7
eRAR ¥ /LF/R— K 77 A )L
*RedHat /Ny 7 —¥ ¥ 32—V 7T —HA 7
* Roshal 77— 4 7 (RAR)
*UNIXAR 7 —H A7

* UNIX [£HE 7 —H A 7

» UNIX cpio

* UNIX Tar

XZT —NAT
«ZIP T — AT

» 7-Zip

*« ARC
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
FT7ALDORF Y THATEAvE—2 7105 [

\)

CE)  av7uy A%y FHET 7 A VOFEMERTT DI, Web A ¥ —T7 = AT[EF =Y
7 4 P —E X (Security Services) ]>[AF ¥ VHE)E (Scan Behavior) ] <X— T ZAEHIF 270,
CLI T contentscannerstatus 2~ > R&ZHLES, o077 AME, Ty 77—k H—n
EHEHALCHEBICESRSINET, INOD07 7 AV ETEICTENT 581, A% v U 8E
DFRE (141 X—2) #BRLTIZEN,

FAEIE B
I T T ANDAF Y TERHTOHAyE—Y 70 % (107 X—)
o A A—=U4Hr (109 =—2)
A A=V ARy VU ORE (109 R—3)
o A A=V HHHERIZEANTET 72 a VEITORA v —Y 7 40 V2 O (111~—2)
gl (113 %—2)
M T FANDAFT Y A= T4 FOH (114 2—)

AT F7AIVNDRAZT Y THERT DDA YyE—2 T4ILE

ROFICTEHENTNWD A T— T g VBT a3, ETRWT 7y a T, (R
770z vry7EaN, Avbe—YO0BEREITESNET)

FFarDary ME, TvF—DEIAvE—VITENENDETFARNT, Avk—
TUNE T IavE 77 ANVDARY > Avt— 7 4 LZOHF (114 ~2—)
L) RMATLZELTEET,

RERAT7FALNDRE Y VCHEAT DAV E—C TJALE Ty

=3 37 A
w77 A0 Ray drop-attachments-by-name Ay E—VOWAT T ANDI L, HE
7" (4wl (<r2gular expressiin LIZIERERBL L — B DARIDT 7 4 v
>[, <optional I _XC Ry LET, T—HA T
comment RKOUAT 7 74 (zip, tar) PITHEST

>]
D77 ANNEDIEGE, ZORNT 74

MIRaey7EhET, S 7 741D
AF L Avv—T 7 4 EOH (114
N—=) BB LT EEN,

{Zﬁﬁ‘j 7/‘,}]/0) ]\\‘D 7 drop-attachments-by-type )( /-E%\:/@%H‘7 4 /r/I/O) 5 ‘6\ *Eﬁiﬂ
70 (y/l) 70/1:31”) (KMIME type Lf:MlME 57/1' 7Di f:6i77/])/1/1ﬁ:9§¥‘
>[, <optional comment ICEEMUTAHAMIMEZ A 707 7 A VAT
. RTFRyFLET, 7—04 THAD

W7 7 A (zip, tar) WIZIZHUT 5
TrANRD LA, ZOWRNT 7 AL
T Rey7snET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B siorroxsrocEAT s vE— 704

#R1E

X

Bl

W7 7A400 RKa v
F(TFANEAT
i)

drop-attachments-by-filetype

(<fingerprint name
>[, <optional comment
>1)

A=V OB 7 7 AND L HE
LET7AND [ 740 FH—FY ]
LT DT A NETRT Ry L
9, T—IA THROUEF T 74 v
(zip, tar) NICZYET D7 7 AN DD
Wa. TOWMI7 7 A VT ey 7 Eh
£

W7 7A400 Ra v
-7 (MIME Z A 75l])

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment
>1)

A —=VOWRMNT7 7 AND DB, FEE
DMIME A4 7D7 7 A4 VETTK
oy ZFLET, TOT7 I arTiET
A NAEREFIZ X 5 MIME % A 7 OB
Thhd, 7T—IA4 7 ONEOHERH S
nEEA,

W77 40D Ry
7 (YA XB)

drop-attachments-by-size
(<number
>[, <optional comment

>1)

Ave—VORMT7 7 ANDIH, v—
T a— FERTHEELLETA X (A
FNEAD) UEDOY A X THHLT 7 A V%
TRCRey S LET, T—IA4T7 77
ANVETNIERN T 7 A NVDOGE. ZDT
7 va %, EMERTO YA X & MG

T, EEOBEKROY A ARl E

R

W77 A4 NVDAF ¥
N

drop-attachments-where-contains

(<regular expression
>[, <optional comment
>1)

A=V ORMNT7 740D FEE
LE-IEREHZEL 7 7 A V2T TR
vy LET, T—HAT 77V
(zip, tar) 1L, TIZTEENTND 7 7 A
ILDWT I IERRBLE —8T 255
W Re Yy 7EnEd,

77400 Ry
7 (FEE L O—E5))

drop-attachments-where-dictionary
-match (<dictionary name>)

DT A4NET I a vk, REEOMGE
EDO—FKIZESWOTHAT 7 7 A L ZHIBR
LET, WS77A40THD RSN
% MIME #77 O FHEE S EEE O HEE & —3
T 5856 (o, 2—FERO L X VWE
IZELTWDIGE) « It 7 7 A VRE
TA=ANOHIBRSNET, IR’TT7 7 A
INDAF Y At— 7 4 )L EOH|
(114 ~—2) ZZHRLTIEIN,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

A4 A—

~

v

ﬁj\

il

T |

A=Vl LoTIA AT EGLLORHY, WU TRV T YRRV AT v T
DI EMRBIIRDGERDBVET, A A=V VU EFEHLT, &1 A—/VAOHY)
ThRWaArTF U ERELET,

AA=TFITAPIE, AA—VRBHEEZET 27 VT ALEFEH LT, ARz 7o
YORBEEEHLET, INo0T AT XNE, &AL, BBROERSA T — Ry
FEBHTEET, TF I, REdRa T oY OB L DI, BERNOIIR
DHEAT L HBENOMOEIZIHT DUEAOEIS ZFFETE ET, ILEOEIE M EWOEZRIT,
RO THHAREMNE L 20 £9, TATY AT, WnARBHETHENLEREA,

ARA=UHBHINE, ToFIANABIOT VFRARNA A%y 2P OMEERIINEE
HET20DTIEHY FHA, ZOMHERIL, ETA—/VNOBEE TR T Y 2 RFET
L2 EICEY, IR COMAZRET 220D LD T, A A—VUofiAfdyr o
AT DL, A—VOREEL ST, B X OMERORFES TE LT,

TTIAT VAT, A=V GERETDE, A A=V T7 4 NZN—VEFEHLT, &b
LWEFA—=NVERITIREYREBEBFA =M L TCT 7 ara2FTTEET, A A= R
Xy TlE, WOEZA TOES 7 7 A V& AF ¥ T&E4 : BMP, JPG. TIF. PNG. GIF,
TGA. PCX,

ARV T 7 ANEAR Yy T DL, Cisco 74 A=V MZEXOT77 A0 2 A4 TN
BEEN, AA—TFIAWIIA A= arTF o VEST 57403 X858 HHLET,
AA=TY PO T 7 A NVITHDIAENTWDEE, 20T Y AX v FIE7 7 A V&2 L &
To A A=V ORERIT, A vE—VRETHEINET, A vE—VITA A=V RN
B AvE=YORATF0LRDET, ZHIEDPREERD [Clean) THDHZLERLET,
ZDID, A A=V RRNRA v —UICHT 200 RIT [Clean) & 720 £7,

A A=V HAFY U IO UDETE

GUI oA A=V A 2 —7 MET 2121E. ROFIAZFETLET,

FIE

ATY 1 [BX=2 U T 0% —E R (Security Services) ]>[IronPort-{ A— /347 (IronPort Image Analysis) ]

DINEIZHEA F T,

ATY T2 [A%) (Enable) 1227V v 7 LET,

RBLTEZ L 2mT Ay —UNRNERII., OVNTERRENFRINET,
AR—=TI T 4 NE =V EFEAT B L. OB RICHESNTT 7 v a VERETE
ij_o

« [IE% (Clean) ]: A A—VICHUITRW\Wa LT UV EHY THA, £ A=V OHORERIT
A=V BERTEHEINDTED, A A—URNRNRA =V A%y T 5 L OITRER
WX [IE% (Clean) | &7210 F7,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B i —oomzronz

s [BEH LU (Suspect) |: A A—VITHGI TRV T YR DLFREMENRH D £77,
» [RiEY) (Inappropriate) ]: A A—VIZ@YIThRWVWa T Yyndbv £,

INLOFRERREIZIE. A AT FIATFOTAITY ALY, WY TRV TR
H B AEEME R R T HIES B D B THNET,

ROMPHELRE S N E TS,

« [IE% (Clean) ]: 0~ 49
s [B&> LV (Suspect) ]: 50~ 74
o [ Y) (Inappropriate) ]: 75 ~ 100

RDBERY

FEAZRETDHZLICEIVA AV AX Y U 2B TEES, ZICLY, BHEERST
TEMRTEET, HEE, RBUENEELTCWDAESIT. BEXZKS LET, WIT, 4 A—
VAX Y UTHUITRVWa T Y BB ENTOARWESIE, BEEZERELE T, BE
REIZO0 (—URHE L722vy) & 100 REXNRE TH D) OFDOETT, 774V FORED
65 IR ET D EEHELEL F9,

Eapee=]

o A A=VHTEREDOFE (110 ~—)

A A= HTREDRE

\

FIE

ATY T [BX =2V T 0% —E R (Security Services) ]>[IronPort-{ A— /347 (IronPort Image Analysis) ]
DNEIZHEA F T,

RTw T2 [BEOHE (Edit Settings) 1227 Vv 7 LET,

RTFYT3 A A=V OEEZZRELET, T 74V hOKED 65 ITRET D E2HERL £,

ATy 4 [[E® (Clean) ], [B& LV (Suspect) ], BLON[Ai#Y) (Inappropriate) ] DREAliZ 5% E L &
7T
EOHPHZHET 2HE, HEAERLRNVE LTI EEN, Fo, T_RTEEKEZFEHLT
TEEV,

ATV TS ALE T, A OB ERTZE720A A=V DAX ¥ &/ A /32T 5H X 512, AsyncOS
FHRELET HELE) , T 74/ FT, ZORTIF 100 7 BLICERESNTWET, 100 &
TRNKDA A—TVEBAF Y T8, BRMPEAET D AREMELRH D 7,

imageanalysisconfig =~ > RAfEH L TCLI TA A — Uik €2 AT 22 H TEET,
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BEDAytE—

A4 A—
FER

wEoAve—vopzEzaroxrs I

RDBERY
BEEIER
FEDA =V DHIFEA AT OFRR (111 _X—)

COHERAT DERR

FFEDA v E—V DUV EaT—ary AaT 2R THITIE, A—rala25RBLET, A—
NaTIA A=V /ERIZ T 7 AN, FFEDA =YD 7 7 ANVDAAT RRRS
NET, £, 87 IR T 7ANMNNOA A= RAF ¥ VA[RENE I IOV TOFER S ER
SINFET, ZorZIZE, A A=V TERL, EAvE—VORS 7 7 A VOFRERIZET 2
BN FREINET, HE2E, A EBE—VIZIPEGA A—VEETezip 7 7 A VIS &
TWieGEE, v 7 0xy M UIZIZIPEG DA TIEZR L, zip 7 7 A VDOLABINFRINET,
ih;ﬁp774w_@@@4f UNEENTVWDEE, v/ = M UIZIETRTOA A—
VOBRKA AT INFEREINET, (unscannable] DEEIL, WTIDDA A=V N AF ¥ T
RN EEEWRLET,

B 7IZiE, AaTrBEO L IRFEDOFE ([EH (clean) 1. [E&4> LV (suspect) |, F72iX
[ Y] (inappropriate) ]) (KBRS ALDNICET H1HF#IZH Y A, 2L, A—nrnrl%
FEALTHEDA vE—VOBRMEZEBI TEX A2, AvbE—ICR LTETINET 732
VNZE ST, A= MR A A=V F TR D LA A—UREENTW N E S 0 db
N0 ET,

2o z1E ROA— L ol TIE, A A= AF Y ORR, Aov®— 7 4% L—)L
LT Ry Eniim 7 7 AV ERLTVET,

Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg'

is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment
'Unscannable.jpg' score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

CHMBRICEINET I avEROAYE—STAILED

A A= EAX—T NI LTS, A= T g V2B LT, 8 8FhAvtE—
DOFIIC LTS ESERT 72 a v 2FTTHHLERHY £9, 72 & X, BBV &3
EINZAvE—UEEEL, REWarTryaEagelfiliSIniz 2 ve—U %R 20
ERHHELET,
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B A ostolBIES0THER T 7 A LERET BT VY T LA DR

\)

GE) vRaTiE, REUERIEED LW ETHisNZA v =V %2 Fe v 7ERE AT A LN
TEEWRLEST, RDVIC, BTHRLT ALY ROFIZOWTIERT 572012, EX LT
At —UOav—EREE L £9,

RDT 4 NZT, AT Y PARBEIETIZRD LWGEICE 72T ond A vy —T %R
LCTWET,
image_analysis: if image-verdict == "inappropriate" {

strip-header ("Subject");

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" {

strip-header ("Subject") ;

insert-header ("Subject", "[suspect image] $Subject");

}

}

BEEE
o A A=V OFMZESNWTEINMN 7 7 A NV ERET D30T Y 74V Z O (112
~N—3)

AA—ORMOFEICEIVTRE I 7AINERET STV T4 L2 DERK

AA=VGEAR—TNMITDHE, T T 4 FEERR L TA A — 0T OFHIIC 5
DWTEM 7 7 ANVEHIRT 50, SESERA v E—VORMIIZH LTI EIERT 7 V=
VEFETTAHLOICTANFERETETET, L, RlEUIRar Ty EEL A vE—
CERBET O EICRE LT E LET,

A A=V ORI IES W TS 7 7 A V2 HIFRT 21213, ROFINEZEITLET,

FIE

ATy T [A—/AR U ¥ — (Mail Policies) |>[%f5=> 7 Y7 4 /L% (Incoming Content Filters) | % 7
Uy 27 LET,

ATV T2 [74NHF%ZIBM (AddFilter) 1227V v 7 LET,

RATFYT3 av 7oy 74V EOLRTEAN LET,
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ATvT4
ATy TH

ATvT6

B e e e D o |

[77 v ay (Actions) ] T, [T7 ¥ a>r%iBI (Add Action) 1227V v 7 LET,

[7 7 A NMERICE > THAT 7 7 AV %BRZE (Strip Attachment by File Info) | T, [ A — Y 04T
H]7E (Image Analysis Verdictis) | %27 U v 7 LET,

RDA A= 54 DRl HEIN L 7,

« 5&b> LV (Suspect)

« A3y (Inappropriate)

o Rl d U< i35k LU (Suspect or Inappropriate)
o« 2% % L ARH (Unscannable)

« IE% (Clean)

A FA—ORMHEFEICEDILT IV aVvDETE

&

ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

ATy 71
ATvT8
ATvT9

A A=V O ESIL T 7 a U ERET HICE, ROFEEZETLET,

FIE

[A—/VAKR Y 2 — (Mail Policies) ]>[3%1g=>7 7 /L% (Incoming Content Filters) ] % 2/
Vw27 LET,

[7 4 V% %iE0 (AddFilter) 15227 U v 27 LET,
LT T4 VEDOLRIEANNDLET,
[ (Conditions) ] C. [§ff%EM (Add Condition) 1% 7 UV v/ L¥d,

[(RfT7 7 A D7 7 A4 WAEH (Attachment File Info) ] T, [f A — Y 0HHE (Image Analysis
Verdict) %27V v 27 LET,

ROV N O 2 IR L ET,
« 5 LUV (Suspect)
« AY) (Inappropriate)
o Rl E U< i35k LU (Suspect or Inappropriate)
¢« 2% ¥ A H (Unscannable)
« IE% (Clean)

[7 7+ arZiBI (Add Action) 1 %2727V v 7 LE7,
A A=V OFMIZESNWT A v =TI LTEITTAT 7 v a v a@lRILET,
EHEEEEL, (RFLET,

GUI D [T F A KU YV —A (Text Resources) ] X— 3 F721E textconfig CLI 2~ R&MMH L
T, WAZLEINT V7T — 2T XA MY V=R LTRETHIELTEET, Zhb,
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B siorroxxry 2ve—9 700508

W7 7 ANDT gV H —)L Ef A DY THERT 5 S EF) Y — /LT3, @7 L—
MIFEASCHUXFAEZ Y R—FLTWVWET (For L — 2T H e &, = a— REERT
HEIITEREINET)

WOHFITIE, TN textconfig A< FEMEHL T, strip.mp3 &\ I L ETOBENT 7 L—
FEERLLET, ZHUE, BEIA v E—VOARHAINE T, KIS, RSTZ7 74007 4
NWE =V EER L. mp3 77 AR A = BHIRENEZSA. PELTCWERES
SeTCIC .mp3 7 7 A NADHIBRS NI Z L2 lAT HETFA—ANERFRINDIIICHRETEE
R

drop-mp3s:
if (attachment-type == '*/mp3")

{ drop-attachments-by-filetype ('Media');

notify ('$EnvelopeRecipients', 'Your mp3 has been removed', 'S$EnvelopeFrom',
'strip.mp3');

}

A OWTCIE, maB L ar—@mmT 7 v ar 86 3—Y) EZRL TSN,

BREATF7AINDREY D A ytE—2 T4 IL2 DA

ANy A —DHEA

WIZ, M7 7 ANVITKR L TIFITSNDT 7 v a v Ol R LET,

e~y X —DFN (114 X—)

e T AN EAAICEATMS T 7ANLD R v (115 2—)
T4 a T IO—FIZLDFH T A D Fa vy (116 X—)
« RESNTRMN T 7 AL ONEEE (117 =—)
fRESNTOVRWRMA 7 7 A VO (117 R—2)

ZOFITIE, BT A NMTEEE L2 T Y BEENTWDEEIZ, AsyncOS 23~y # —
ZHALZET,

WOFITIL, HDEF—U—RKREENDINEI N, AvE—VOTXTOIRMN 7 7 A V%R
¥y LET, TXRTORMT 7 A4 MITF— 7‘_‘]\75)7(##?“5%1:\ T AHZ LD x-Header DD
HASNET,

attach disclaim:
if (every-attachment-contains('[dD]isclaimer') ) {
insert-header ("X-Example-Approval", "AttachOK");

}
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
Jran 4Tz rER T r0rny T |

WOBITIE, HEDNSA TV T—=ZDRE =V PWHDHNEI D, IR T7 7 ANV EAXT Yy U LE
T, 7 4V HZ X attachment-binary-contains 7 A /L ¥ JL— L& LT, PDF R¥ =2 A |k
M FALESNTND Z L BRI NE = EBRBLET, ATV T —=FRICEDZ— 3 F
BT D56, DAZ L~y X—PASIET,

match_ PDF_Encrypt:

if (attachment-filetype == 'pdf' AND

attachment-binary-contains ('/Encrypt')) {

strip-header (‘Subject’);

insert-header (‘Subject’, ‘[Encrypted] $Subject’);

}

T77ANERATIZ&BHRGFT774 0Dy T

WORFITIL, W7 7 A4/ lexecutable] 7 /V—7" (Lexe, .dil, BLW.scr) DAY E—Y
MOHHIREI, BIBRENTZT7 7 A NVOL4RTEZ Y A NTHT XA NBA v E—VITBMENET
($dropped7filename T va s EREHEHLT) o drop-attachments-by-filetype 7 7 3/ 5 o
IR 7 7 ANEHER L, 3XFOT7 7 A NMLRFIZTTIERL, Z7ANVDT7 4 TT—TY
Y MIESWTEHRMN 7 7 A VEEIBRLET, 12507740 247 ( Tmpeg) ) ZIEELE
D, 277 AN EZATDFTXTDOALN ( [Media) ) ML) TEET,

strip_all exes: if (true) {

drop-attachments-by-filetype ('Executable', “Removed attachment:

S$dropped filename”);

}

/J/—(@WJVCLi\ 3:‘/“\‘\13_70%1§%L7ﬁ F‘)(/])‘/example.com V\j@\:ﬁ?{bfcﬂl\} Vt_yﬁ‘%\ Iﬁ“
U lexecutable] Z/L—7"DOUAfT7 7 A4 (Lexe, .dil. BLW .scr) 25, HIFRIILET,
strip inbound exes: if (mail-from != "@example\\.com$") {

drop-attachments-by-filetype ('Executable');

}

/k@%’ﬂi\ i‘//\‘\mb‘7°%1§%75§ ]“)l/])‘/ example.com V\]@:ﬁ’{fbfcﬁb\f ‘Y'IZ”—‘T‘/\‘ﬁ)%\
T AN ZATOREED A /N (Twmf] ) BLOIE L lexecutable] 7 /v—7 DRl 7 7 A
% (.exe\ .dll, j%i(ﬁ.scr) b\ﬁ]lJEf%ézhiTo

strip inbound exes and wmf: if (mail-from != "@example\\.com$") {
drop-attachments-by-filetype ('Executable');

drop-attachments-by-filetype ('x-wmf');
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B varvo-msamoriroray7

WOHITIE, W7 741D Texecutable] FHIEFRI NV—TH, T VE DR 7 741D
AHIE S EIICIEESNTOWET (72723 T, G774 LVD7 7 A4V ZA Fi
MERINFERA) &

strip_all dangerous: if (true) {
drop-attachments-by-filetype ('Executable');
drop-attachments-by-name (' (?i)\\. (cmd|pif|bat)$"');

}

drop-attachments-by-name 7 7 3 3 > Cl¥, £ ASCIl LFZ2HHR—rLTWET,

\)

G drop-attachments-by-name 7 7 3 3 &, MIME ~v ¥ —TX% ¥ 7 F ¥ I/ 7 7 A VLA ITx
LTIERKRIREZEITLET, MIMENY X —0nbF v 7 F v ST 7 A VAR, &EIZ
ANR=ABFET DHEBHY £,

WOHITIE, W7 7ANNA =TI exe ET 77 ANDT 7 AV XA T THROVEGAEX
Fay7FanEd, 2L, 7402 E BT D77 ANV A T 22T ELTHOD
W77 ANBHEDA =V ~DT 72 arBFEITLETA, To& 2, ROT 4 VZ X
exe 77 AN ZAT TRV 7 7 ANV EGOA vy E—VE Ry LET,

exe check: if (attachment-filetype != "exe") ({

drop () ;

}

Ay —=UIBBOBN 7 7 ANDBHLGEG. 7T I7AT 2 AIMMOBST 7 7 A VDS lexe 7 7

ANTRWGEATYH, 77410007 EH 190 exe 77 ANVDEFHIEIA v -V %
Fa v 7 LEFA,

T4 3FTVO—BIZEBDHRAT7AILD KOy T

Z @ drop-attachments-where-dictionary-match 7 7 ¥/ 3 v Cld, FEEDHFE L O—HKITE SV
TN 7 7 ANVERIBRLE S, 7 7 AV Th S &I &% MIME #5y O HEED HE O H
L —ET WA (5o, 2RO LECEICELTOBEA) | IR 7 A L
A—NADBHIRENET, ROFITIE, [secret words| FEENOHFENIRM 7 7 A4 VN TH
HEhd e, 77 AVDBHIBRENES, —BHOLEWEIFITICRESN TV D RISERL
TLESN,

Data Loss_Prevention: if (true) {

drop-attachments-where-dictionary-match ("secret words", 1);
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gEsnr-m7 7 Lo ]

RESNLFE T 7 ILOIRE

attachment-protected 7 A VX Tld, A vt —YHNOTRS 7 7 ANV AT — FEEI LT
HZ0ETANLET, ZEA—NMIKHLTCZOT A NEZERHH LT, N7 7 A VB AF v
ARENE D MM ERER TEE T, ZOERITHEV, | DO SLI I A N EEEORE b &
NTWRNA L NR—%ETezip 7 7 A ML, RSN TWD E RS ET, Ak, A—7
VRAT— RRBESNTWARWPDE 7 7 A VT, 2 BE—CHIRIN AN AT — MR#E ST
7L LThH, (RESNTVWSEITIRARSNEE A, ROFITIE, RESHIZTA T 7 A4 LDE
HE=Y 7 [Policy] IZE SN ET,

quarantine protected:

if attachment-protected

{
quarantine ("Policy");

}

RESNTOLEWVNREF I 7 ILDEH
attachment-unprotected 7 A JLEIE. A v =T NOUST 7 7 AIPINAT — REE I TV
PN ET A RNLET, ZTOXAvE—T 7 0 VF T, attachment-protected 7 A /L& L Af TR
BICH 0 EF. ZO7 4 A5 EEIRA—MMA LT, RS TORNA— L& RIS
ENTEET, ROBITIL, AsyncOS 23E[E U AT — TR SNV TWRWIRGT 7 7 A L & ke
L, Avt—U%ZREHEL TWET,
quarantine unprotected:
if attachment-unprotected
{

quarantine ("Policy");

}

Ayt— D4 )R EFERLIZ, AvtE—20K 77
1T1ILDEEDHALST7 74 LD

e LT, UTFDOAyE—Y 74 NZNV— UELEZFEH LT, ETFZ V> TA vE—
PO T rANVHNTEERLD E L THEEIND 774V ERBL, ZOX IR A vE—T
WZxF L CE) st e LET,
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B cwzemLrrve—v o 1s0EE

Strip malicious_files: if (file-hash-etf-rule (['etf sourcel'],
<'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,

"file stripped from message attachment"); }
ZNETNOHRBITRD LY TT,
* ‘file-hash-etf-rule' &, IR 7 7 A NMFRDA v =2 T4 VL ZDNL—LTT,

s 'etf sourcel' [, 77 ANDNY 2l SNWT Ay E—VDEEOHD 7 7 A VER
9 D720 &% ETF Y — AT,

* 'file hash exception list' X, 774 Ny O)WJ%U A }\O)%Eﬁf—’&o T7 A
Ny Y a DB A SBIFIE LR WSS ) ERRIINET,

e 'file-hash-etf-strip-attachment-action' I, %7%‘@3?)577/])/1/73)é\iﬂ5f vl—
WL CERAT A7 7 v a T,

UTOFEITIE, AvE—VICETF = VUL TEERDH S & L TR S L8t
TrANNEENDIGE, IR 7 7 AVBREINET,

Strip Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action
(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

CLIZERL-AvtE—Y J40ILADEE

CLIZBEH LT, AvE—Y 740 v ZOEM, HIR, 7277 4 74BET 77 4 71t A AR —
MNTZZAR—=br, v F 7 a ORENDARTT, IROKRT, avr FeHh7avr RN
ONWTEEOTHHALET, ROKRT, av s REPTawr RiZonWTEEHTIHALE

j—o

RIAVE—D TN AHYTaTUFR

=8 B

filters AA v avwr R, Zoavwy NExEEEAT, F3EMEHRE A4 5 X 9 Bk
SNET (72& 21X, new, delete, import 72 &)

new LT sV EEERLET, BATEEE LRWGEA, BIfEDO Y —7 v A
T4 EPBMSNET, BITERE LIS E,. V7 v AORFEDLITIC
TANEDRASNET, FECOVWTIE, HTLWA v E—Y 7 4 L X DIE
B (120 =) 2L T 7ZE 0,

delete BETEFIZY— AR EEZEELTC, 74 VX EHIBRLET, ZEHICHOW
T, AvybB—Y 700X O IR (120 2—) 2L T EEN,

move BEFEDO 7 4 NV Z W~ 2 4, 3O WTIE, BTLWA vy =Y 7 41
Z OFERE (120 X—) 2BRLTLEEW,
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cusEALEAvtE—S T4 1a08E |

B

B

set

TANEET I T 4 TERTIET 7T 0 TIREBISGRE LET, Sl OWT
. LAy E—T 74 VX OER (120 %—2) 2R LTLTEEN,

import

TANEDOBIEDE Y N, T AN (77747 A Jconfiguration 7 A
L7 RY) NIRFESR TV D H Ly MoES#x £3, FEicoWT
X, LW A =Y 70 ZOER (120 2—2) 2B L T EI0,

export

TANEDOBEDY Y V& (77T 47 2 AD [configuration 7 4 L7 ~ U N
D) T7AMITZ AR—= b LET, FMIZONTIE, AvEe—Y 740
Dx7 AR—F (124 =) 2ZRL TSI,

list

1 DU EDOT7 4 VHIZETAEHRE —ERRLET, sEMiZOVW TR, A v
=T T4 Z JARDER (125—2) 2L TL7EE0,

detail

FFEDT7 4 VZIEHTD3EMER (74 0¥ V—VAEOARI R E) 2
LET, FHEHIZOWTIE, AvE— 74 AZOEMOFR (125 2—3)
LT TEEN,

logconfig

7 4V E D logeonfig b 7 A =2 —& AJ)T 5 & archive() 7 4V T 7=
vhba TR Y S a UERETEET, OV TEL, T v
0l Y727 Fa o (125 2—2) 22 LT &N,

N\

CE) T4 NVEZEECTT HITIE, commit 2~ RERITTHIHLEND Y £97,

PRI A—=RZT, IRO3ZODEZATHRHY F4,

z10: 7 4 LAEEB/INSA—4

segnum

TANBEDY A NNONEIZIEDSNTT 4 VH ERTHEHTT, 2L 23,
segum 23 2 DA, VA MNO2EZBHO 7 4 VA 2R LET,

filthame

7 4 NVH DERLY,

range

range [ L, EEOT7 4 N2 ERTGHIHEHT L2 083H0 ., IXY] OF
ATCERINET, X & YT, #HZEET D720 D5 & &% D segnums
TY, 722X, To-a) 13, 2, 3. 4 BHONBEICHD 74NV FEFRKLE
To XELITY OWTrzEMET5E, EHIROU X M2RLET,
LI, T4 TR 4007 g VB ERL, (-] 1%, FEEEUSO
TRTCOT 4 NEZEFELET, F—U—FRallzEHLT, 7444 U A b
WOTRTOT7 4 NEERTIELTEET,

ESPEREENS

T LWA v E— 7 4 LV EZ DR (120 2—3)
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B sovsve—vonsonm

s Avk—U 74 X OHIER (120 X—)

s Avk—V T4V XOBE (121 *—)

A= TUNEDT VT4 R_R—a T AT I T 4 =g (121 =)
CHFIRY S —T 4N E DA R — k(124 =X—2)
A=Y T ANEZDOTT AR—F (124 2—)

« 3 ASCIL X5k v FOFER (125 2—)

e Ay —V T4 0H VR FDOFTR (125 2—)

s AvtE—U T4 NFOFEMORT (125 X—)

s T4 NH T BT AU T g DRk (125 —Y)
s AyE—VOTra— RKOEE (127 <—)

e TN A= T 4 H (128 X—)

FLWAYE—D T2 DER

new [seqnum|filtname|last]

LT A NS EFAT DNEZARELE T, AT 20, F—U—Nlast 2fiETDH L. A
NENTZT A NERT 4 F U A ROEREBIZBNMSNET, —7 0 2386 S 0 S%E
NHYET, BEOU A MO#FHHEZBEZ D segnum ZA T TE FH A, RIAZ filtname 2 A7)
T 5 & A7 filtname, segnum, F7ziX last Z AT D X oIk bnEz T,

TANBEANT LTS, FENTTANZ AT VT e ANTLHMERHY T, ANEKTL
b, TOTAERIZE VAR () ZAN LT MY 2T LET,

ROFMETIET T =D AEL LT,

« Ul VARG NBED V— 1 U AR B ORHEBZ TV D,

« 7 4 VAT T filtname 28— B Tl AR,

o 7 4 VHEITAHT T filtname 23 FRIGETH B,

s T ANFIIHEXL T T —BFRELTND,

e A UH =T 2 A RARE, FELBRNWS AT LY ) —RAEBRTHT7 7V a 23715
T A,

Ayt— T4 I)L3 DHIBR

delete [segnum|filtnamel| range]

BELEZ7 AV ZEHIBRLET,
WO TIT= T —NFRELE£7,

BT LIZLRID T 4 VHDBTFEE L7V,
HEELIE L —HF U ABRDT 4 VEBHEIE L7,
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move [seqgnum|filtnamel|rangesegnum|last]
WAD/NTA—=FTHRELTE T ANV E % 2HBB ORI A—F THRELLEGITICBE LET,
DBEEHDONTA—ENX—TU—Rlast THDIHE, 74 NVZITT7 ¥ VA NDORRICEENS
nNEd, #EOT7 AN ZEBETIHE. TNUHDT 4 X OMMHRIERFIZEDL Y £ A,
WOEETIEIZ T —NRBAELET,

BT LIZLRID T 4 VA DBTFEE L7V,

EELT VU REREDT 4 VEBNFLE L7,

o UV ABENBED Y — T U ABFBEOHFAEB A TND,

HBELTHLI— T U ANEE I,

A=V T AN DT I TAR=2320ETATIT4AR—=23Y

BEIND A vE—Y 7 4L%1%, active £ 7z inactive DWTHTHY . & 5T valid £7=
WXinvalid DWW TN Td, A vtE—T 7 0L XIiL, active & valid D5 DIREETH DHEIC
DOHMINMEH S NET, CLIZEH LT, BEfFD 7 1 /L X % active )5 inactive |IZEH L F
T (0%, FORLET) . FELARY (EFRIEHRENE) VAT —FRidA v ¥—T7 =
A AEZRLTWDHE. £O7 /v %L invalid TT,

)

GE) 7 4V ¥ Minactive TH D E I M, WX HHIWTTE £F, AsyncOS TIZ, inactive T 5
TANEDT 4 VZEITHES 20 ) EETHICERSNE S, VAV F 2 AT A -
R—=F T DL EICZOWECEMFENT DL, AsyncOSIE 7 4 /L4 % inactive & L C~—727 LET,
7 & Z2IE, RO L D ITHEES Milterstatus] & WO ARID 7 4 VX B AT LET, filter -> set

YT a<vw s REFEHLT, 207 4 J)LZ Zinactive IZLET, 74V EDEEMNFRIN, =
O U NEFICE DS TV AEIERLTLEZEN LLTFop<T, KETRENTWET) |

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

filterstatus: if true{skip-filters();}

1 filters added.

Choose the operation you want to perform:

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B vt ons07s51~—vaveF7oF74R—vay

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> set

Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:

[active]> inactive

1 filters updated.

Choose the operation you want to perform:

- NEW - Create a new filter.
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- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:

[]> all

Num Active Valid Name

1 N Y filterstatus

filterstatus! if (true) {

skip-filters();

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

BEEIER
AT =T T UYNHADT I T A R—=a VERIXT AT I T 4= 3 (1243—2)

Ayt—U T4 VA EFRALEEFA—IL R O—DiER
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A= TJANEADTITAR—=230FEETATITa4R—=23aYy
set [seqnum|filtname|range] active|inactive
FBELE 7 A NVFZRRELTIREBICRE LE T, REBOL—VTRD LB TT,

s active : IR L7727 4 VX DIRFES active ITERE L E T,
« inactive : ZEIR L 727 4 /L Z DIRFE % inactive IZFXE L £ 77,

ROEMETIFET =0 ELET,

« JEE LT filthame D 7 ¢ /L& IMELE L 72U,
CFEELTE L= U RABBD T 4V PIEE LR,

)

GE)  inactive THD 7 4 VXL, XL LW CTEET, T (T4 VB L) OkROana R,
EERE () IZEESNET, CLILFEITAN SN, Fi3A U FRA— b7 4 &I
ZOINEEND LA, BEIIZ inactive & ~—727 SLE T, 72 & 21X, mailfrompm! 23,
mailfrompm: DOV IZFREINET,

EFIRY =T 4 ILEZDA ViR—

import filename

WIIND T 4NV EZEZLT 7 A NVDAFITT, ZO77AME. 77747 2 ZADFTP/SCP
Jb—k :7:\‘4' L7 KV @conﬁgllration'?:% L7 KRy Wﬁiﬁﬁféd‘é\%i)\% U] i?ﬂ (lnterfaceconfig
a<vy REFEHAHL TS X —T7 A ADFTP/ISCP 77 B AZHMZILTWBIEAR) . 774
JUTED A ENTHNT SHL, =7 =B FETIUIHRE SN E T, BEDO 7 4 V¥ &y MNIHE
ETHTRTOT 4 NZIE, A VR—FENTET 4 NVZIZEE DY £, ZHMcOWTIR,
FTP, SSH, BLXUSCPT7 7t A&ZZBML T E& W, BUEDT 4V F VA &2z AKR— b
L (RAvbE—VT74NFDTy AR—F (124X—=2) 2BH) | TOT7 7 A NVERELTA
VIR—hTHZEEHERLET,

A=Y T4 NEE2AR— b NTHGE, FHTIZa—F2@RTLILIROONE
7,
WOEMETIT T =AU ET,

« 77 A IVDEE LR,

o« T A VAL —ETITIR,

o 7 4 VAT T filthame S FHRIGETH D,

¢« T Y NHTHEL T —NEELTWVD,

AU E—T oA AR E FIELEWS AT A YV —252BRTLHT7T 73 v 2ETTDH
T4V H,

A= T4IWEFDITY XAR—

export filename[segnum|filtnamel| rangel
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BFEO7 4NVt e, TTI7AT L ADFTP/SCP/L— T 4 L7 ;U IZ& B configuration
T4V FNINDT 7 A VCHTEDEATH I LES, FEMICOWTIX, FTP, SSH, BX W
SCPT7 7 EAZZRLTIEEN,

A=V T4 NE ) ZAR—=bTHEE, AT a - REBRT L OKRDONE
-éAO

RO TIT T —NFEL £9,
BT LTZLRID T 4 VHDBFE L7V,
HEELIE YV —HF U ABRDT 4 VEBFIE L7,

JE ASCIl XXFt v FDORT

ZDOY AT AT, CLI TFH ASCI XXF7S UTE-8 THERAINET, BEWOX—IFL/5F 4
AT VA NUTF-8 YR — F LTWRWES, 74V EPRIEFICERINNETA,

T A NENOIEASCH LT EHT AR BWVHIEIL, ZANVFETIA N7 AV TREL
T, FOTHXFARNTIFANET FIATLVRCAVAR— T 52 TT (FRIARY >—
TANEZDA R—K (124 X—) 25 |

Ayt—T T4I)LF JR FDRTE

list [segnum| filtname| rangel

BELEZ A NVE ORI EH I, MEEARFEXNCTRRLET, BRINHHERITKRDO &
BY T,

« T A4 INVHL

s T ANHE —l U AE S

e 7 ¢ JLZ D active/inactive JRHE

o 7 4 L& D valid/invalid R AE

ROFMETIE=T —BRELET,
c FEHDOIRENRNIETH D,

2yt—T T4 L2 DFEHDORT

detail [segnum|filtname|range]

T 4 E DORILRCIBIMOREEEHR 72 &, FBE L7 A VX OFEHRE TR TR LET,

T4 A5 HTRHO YT 3 DER

logconfig

YT RA=a—% AT L., archive() 77 a Nl XoTHERENIZA—IVERY T A T A4 LD
TUNE AT T alEBRETEET, ZNHOLT a0, @ED logconfig A~
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FCTHERSh LA TV a r E KSPUTHETR, n 72257 4 V2 ZBINEITEIERS
LZLICEoTDH, vV EERETITHIBRTE £,

BT4NE T BT A7) a AAFROTFT 7 )V MEREESNTWET, ZOHEIT,
logconfig 7 a~ o REH L TEHETEET,

« Huf5 779 : FTP Poll
e 77 AL YA X :10MB
o« 77 A NDERKREL: 10

FHZOWTIE, T 7] OoBFZZBBLTLEEN,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit

Enter the number of the log you wish to edit.
[1>1

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push
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[11> 1
Please enter the filename for the log:
[joesmith.mbox]>

Please enter the maximum file size:

[10485760]1>

Please enter the maximum number of files:

[10]1>

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Enter "EDIT" to modify or press Enter to go back.

(1>

AyvyE—TODOII—FDER
localeconfig I~ N2 H LT, X =B DA =T DNy =B LT v H—
DT a— ROEFIZET D AsyncOS ODENMEAZ R E TX £7,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main
body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body
whenever possible.
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However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message

content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

BOIOT a7 NI, ~v =N (274 ZIZE->T) BEEINTWEEA, Ay
=V ANy X =D a—RERA VR HTHLIICEETINE I ERELE
j‘o

2EHOT BT NI, ~y X =0 FEy NREUNCY FTHRESWTWRWEE, 777
AT VAW X — I LTA =V RLOT a— RERGITHLEND D0 E D MEil
LET,

3FHOT v T MI, REFEHORZ T (BLXOEHDOT a2 —F) B3 AyE—IAKLT
EDO LD ITHET 202 T 27O S ET, FElCOWTIX, 7% MY V—
A OFEO REFHRAZ T a— A 22 L TZEn,

4FHOT 0T NI, AyE—UARILDOT a— NRIZZ 7 —RERSINTZHEIC, REFH
A G2 T OENEERET DO EET, 1TV (Yes) 12@8IRT L7 a—F =T —
A S, REFHAY VT MTONET, Wz (No) [ZBRTHE, AvE—TIlR
BHHRERHT XX MR ESRET,

BTN AvE—2 T4 L5
WOFEITIE, filter 2~ > REFERALTHLWT 4 2% 3 DEK L £,

s WD T 4 NH DARTIL, big_messages <9, it body-size L=V EEA LT, 10
MB LW KR&EWA vt —V% Ry 7 LET,
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2FHDT 4 NVF DAL, no_mp3s T¥, ZHUX attachment-filename /L—/ /L&A L
Ty mp3 7 7 AR F DO/ 7 7 AN B LA v =T Fu vy T LET,

3FXHDT 4 VEZDLHIL, mailfrompm T3, Z U mail-from L — /L &2EH L T,
postmaster@example.com MNBEDA—)v %'g—’\“fg}ﬂ’\\ administrator@example.com (D - 74

VR IH—ARy abt—EERLET,

filter -> list W7 A< REFHL, 74 NVXDIV A NEEXRRLT, ZA4NEBTIT 47
THANTHDZ L 2R LET, WRIT, move 7T a~vwr REFH LT, RUIEREDT 4 LA
DONEEANNEZXET, BB, BREBEL T A VZEAHICLET,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop () ;

}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.

no mp3s:

Ayt—Y 24 LaEERLEEFA—L R —0ER ]




Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B+ rrve—so00%

if (attachment-filename == "' (?2i)\\.mp3$"') {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
mailfrompm:

nwA

if (mail-from == postmasters$")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y big messages

2 Y Y no mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1>1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.
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- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1Y Y no mp3s

2 Y Y mailfrompm

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1> 2

Enter the target filter position number or name:
[1>1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER

Awyt—

rvt—v 70906 |

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y mailfrompm

2 Y Y no mp3s

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> entered and enabled 3 filters: no mp3s, mailfrompm, big messages
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

74 IL3 DOF

ZOHETIE, EBEOT7 4 Z OBl R L, 7 4V ZIZOWTHERICHH L £,
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ESPEREY=]

o F—F LV L—FhiET 4K (134 2—2)
cRY—TEHAT 4 F (134 =—)

N—F Y TBYORAAL Y AT —T 47 (138 4—)

) L—FRIET 4 ILA

ZDT4NEIE, RDEIITEFA—NL T RLARIZ %, BO% @ BLO XFREENT
WHA =TV E Ny RALET,

® user%otherdomain@validdomain
® user@otherdomain@validdomain:

® domain!user@validdomain

sourceRouted:

if

(rcpt-to == "(%[@[!) (.*)@") {

bounce () ;

}

TFIAT AL, GEKD Sendmail/Qmail ¥ AT AEIERT -0 K< EHEND, 2Dk
IR —=RR=FT 4 DY L— 1y 7 DRELZTET L, THOHDFRFDEL (%72 L) X

ELREFA—NT RLAO—FTHLARENH DT, 7T IAT L RIINEE /72

T RLRALLTRZIAN, BEFHLOZEFEHI AMEREL, KON —NCELET, 7
TIAT U AE, TRHDA v E—VEINBIZY L—LEHA,

TDOEOIRTANEZL, TOXZATDAv =V L —TEXLLHICEH TRES N A—
T —AMTA ZHEH L TWD 22— 2 R#ET 5 7 DICHTE DG AT E S E T,

)

GE) ZOXIRFATOT FLAZLET L L), VAFT—ERETHIEHTEET, M
DNTIE, WebA v Z—T =2 A ZAZFEHLTU A FT—2ERTHZ LI L 585 ERD Y 2=
VI EZRLUTLSTIEE N,
BWAHZ1ILA

s MEAICHES BT DT 4 (135 3—)
CAMAICTEE SN A—LD BCC B LU ATy (135 3—)
REDZ—VE Ty I T57 4% (1355—)

A=V DOT—HATEBLIRRKe YT 74 vH (1353—)
e K&EW [Tor| ~v & —D7 4% (136 2—)

e 721D [From:] 7 4 /V& (136 X—)
cIPLE=2TF—ar 7008 (137 3—)
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
pracgszanT 7048 |

cIPLEaT—ar T 4 NEDEFE (137 X—)
« T ANLDEREIR T 405 (137 X—2)

e H—NDIP L 2T — g AaF7DERRT 4 AH (137 2—)
IR =Dy X —=~DFFEANT 4 V7 (138 X—Y)

c BHDZAEHED N A T 4B (138 X—)

BHRBIZEDEEMT ST 1ILE
ZOT7 4 NZIE HAITREDORFERZENTVDNE O NS TEMEZEE LET,
search for sensitive content:
if (Subject == " (?i)plaintiff|lawsuit|judge" ) {

notify ("admin@company.con") ;

}

BREMEISEEINIZA—ILOBCELURF ¥V
ZOT7 4 NFE, BAMAICEE SN A v E—VEAF Y L, TS Rat—&ElkL
F9, FFE L neader-dictionary-match () L=V &M LT, ZEMEOH WA MELD D 2 B
ERECEET (T r7vat U — @3—=V) 288) ,
competitorFilter:
if (rcpt-to == '@competitorl.com|@competitor2.com') {

bcc-scan ('legal@example.com') ;

}

BEDIL—Y4270v99574)L4
TDOTANEEHERTAE, BEDOT RLAMLLDEFA—NLETuy 7 LET,

block harrasing user:

if (mail-from == "ex-employee@hotmaill\.com") {
notify ("admin@company.com") ;

drop ()7

}

IytE—TDT—HhATHELUVFrFOYT J4)L4
Tr7ANIA TN =T HERA v =Rz ulitgBlOrany 7 LET,
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
. RKEW Moy A9 F—DT (L3

drop_attachments:

if (mail-from != "user@example.com") AND (attachment-filename ==

'(?1)\\. (asplbas|bat|cmd|cpl|exe|htalins|isp|js)$")

{

archive ("Drop Attachments");

insert-header ("X-Filter", "Dropped by: $FilterName MID: $MID");
drop-attachments-by-name ("\\. (aspl|bas|bat|cmd|cpl|exe|htalins|ispl|js)s$");

}

REW MMor] Ay F—DT1LE
[To) ~v X —NIEFIIRENA Y E—VERKELET,
archive ) {TAMH L CH#iUIZ2 7 7 > a »ZEFEL ., drop() 1 X — 7 NVEITT 4 B—T7 L

L et ErmOET,
toTooBig:
if (header ('To') == "~.{500,}") {

archive ('tooTooBigdropped') ;
drop () ;

}

ZTAD TFrom:] 7 1 JLA
7223 ® [From| ~v X —ZELET,
D7 4 NHE, Tfrom] 7T RUANREATHD SIFIERERUTHIGTEET,

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == ""$|<\\s*>") {
drop ()7

}

F72. EnvelopeFrom NZEHD A v —T % Ru v 7T 2581E, ROT7 4 Vv Z2EHLET,

blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == ""$|<\\s*>" OR header ("From") ==

"ASI<\\s*>"))

{
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drop ()7

PLEAT—23 T74)LA

IPL 2T —ars 74057

note bad reps:
if (reputation < -2) {
strip-header ('Subject');

insert-header ('Subject', '***BadRep SReputation *** $Subject');
}

PLEAT—L32 T4 ILEDER

HBEDRAALLDIP LE2T—3arZ2a7 LEVEOEE

mod_ipr:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop ()7

}

T77AINRBDERKRIT T 4 ILA

ZDTANLZIE, A=V RXOY A ZOHMAZHE L, EREBUIC—HT DH/MT7 7 A0
ERBELET (ZORF—NZ—ET 57 7 A V4%, Treadmezip) . [readme.exe] .
lattach.exe] . 72 &) .

filename filter:

if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?1) (readme|attach|information)\\. (ziplexe)S$")) {
drop ()7

}

}

ANYFT—ADIPLEaAT—L 3V AIAT7DRERIT A ILA
Ny L—DRTPFERINDHDT, A=V I TERKRCTEET (BX 7] OFEZZHR) .
Check ipr:
if (true) {
insert-header ('X-ipr', 'S$SReputation');

}
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B c—orvs—~omA7 LA

RYS—DAYZ—~DEAT 14 ILA
EOrA— 7a— R v—NEREZITANTZ»ERLET,

Policy Tracker:
if (true) {
insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}

SHDZEEEDINDVUA T4ILE
3OLILEDMEA RAA 5 50 NEBADZEADPHEESNTVOREEF A —/L A vE—
TETRTAYALET,
bounce_high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "@example\\.com$") ) {
bounce-profile ("too many rcpt bounce"); bounce ();

}

W—TFTAVITELEV AL RT—=T 405
« Virtual Gateway 7 « /L4 O (138 X—)
FEE VAT —DT 4 N ZITKTHRECY AT =DM (139 X—2)
cH DY 2R F—DT 4 H (139 =)
RS =T 4T RAL DRy 7404 (B—0U 25 —) (139 X—)
AT =T 4T RAAL DRy T 7407 (EHEOV AF—) (139 ~—)
CHDATS =T 4T RAAL DRy 7 404 (140 =)
=BT ORIET 4 Z (140 NX—Y)

Virtual Gateway 7 « JLZ D{E A

BT =" oA ZMHEHLTCRN I 7 4 v 72X G LET, VAT A2 F—T oA A
lpublicl | & Tpublic2) MFIETHELET, 7 74V hOEUEA > ¥ —7 =4 A [publicl |
T, ZHICEY, BIEN T 74 v 73T R COLEFEHDOA L F—T oA ZAZNT L9 I &
NEd, XU ABLIOZEDOMFERED X A T DA =TT 4 NV H @il LWz, 20X H
78 A — L% publicl 2> HEME SN E T,

virtual gateways:
if (recv-listener == "OutboundMail") {

alt-src-host ("public2");
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BEEVRT—DI74 LRI THRERILY R FT—DFEMA
BlfE EZBICRICY AF—2FRALES, 2074 ZTlE, 237V v U Z2F— llistenerl |
TEZELEAvE—V%, A Z—TxA A listenerl | MHFETEET RELEANT Y v
J AT BTE, BAEDT 4N EEEY N v T TARERSHY ET)
same_listener:
if (recv-inj == 'listenerl') {
alt-src-host ('listenerl');

}

B—DY)XFT—DT74ILA
H—DU AT =TTV EHESEET, &2, VAT ALK TIEITTHOTITARL,
A=Y T4 NZENBTLEHO) A F—2HELET,
textfilter-new:
if (recv-inj == 'inbound' and body-contains ("some spammy message")) {
alt-rcpt-to ("spam.quarantine@spam.example.com") ;

}

RT—J420F FAq4oO KAy T 2413 (BE—D) RAF—)

AT =T 4T RAAL Y (NEOT RUANLTHD LB, H—0 U A —Ti¥iET %) 2
HEHENTWDIEFA—NE Ry P LET, UTFOIP 7 FLAIE, RED FAA
mycompany . com R LTWET,

DomainSpoofed:

if (mail-from == "mycompany\\.com$") {

if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

}

}

RT—TaF FA4ORAOYy T 7413 (E#HDY) X+—)
AR &R C TN, #EOY A —%2H L CEEL £,
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B rox7—5/ o7 rxqvornyT 7408

domain_ spoof:

if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) {
archive ('domain spoof');

drop ()7

}

BDRT—T 4209 FAALDOFAY T 74I1LA
WS ALV AT =T 4 VTR T 4V HF

reject domain spoof:

if (recv-listener == "MailListener") {
insert-header ("X-Group", "$Group");
if ((mail-from == "Q@test\\.mycompany\\.com") AND (header ("X-Group") != "RELAYLIST")) {

notify("me@here.com") ;
drop () ;
strip-header ("X-Group") ;

}

IW—E T DBRHEI 4 IILA

ZOTANTEFAL T, A=V =T ERAESETWDLERZM, 71k, B LUK L
o TDOT A NVF L, Exchange 1 — LTINS OEGHTCHRAE L T DA% O [ 2 1]
TOLEDITELLET,
External Loop Count:

if (header ("X-ExtLoopl")) {

if (header ("X-ExtLoopCount2")) {
if (header ("X-ExtLoopCount3")) {
if (header ("X-ExtLoopCount4d")) {
if (header ("X-ExtLoopCount5")) {
if (header ("X-ExtLoopCount6")) {
if (header ("X-ExtLoopCount7")) {
if (header ("X-ExtLoopCount8")) {

if (header ("X-ExtLoopCount9")) {
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notify ('joe@example.com');

drop () ;

}

else {insert-header ("X-ExtLoopCount9", "from

SRemoteIP");}}

else {insert-header ("X-ExtLoopCount8", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount7", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount6", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount5", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount4", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount3", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount2", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopl", "1");

}

\)

GE)  F 74/ FTlE, AsyncOS IZHBIIC A — LD —FZKBH L, 100EL—F LA vE—
ey 7 LET,

AExv UEEDERTE

AR XU NRTA—HERETDHET, RLELEIRMT 7 A NVDAF X VEIE (A% ¥ L HIZA
Xy T TR T 7 ANDEA T E) BRI TEET, TNOEDNTA—FEZEET HIT
X, [AF% ¥ 8IE (ScanBehavior) ]— Y %7 1% scancontfig 2~ REMEHLET, A%y
CVEMEDOREIL S 0 — NLIRERIETHHTED, TRTOAT v COBMEICEE L £,

\}

GE)  zZipREOEMT 7 A MIEEND MIME ¥ A 72 AF ¥ V585, Ax vy UABC
lcompressed] F721% Tzipl F721E Tapplication/zip] U A N2 EDDILERHY £,

FIE

ATY 1 [BEXx =2V T 4P —E R (Security Services) ]>[A ¥ EifE (Scan Behavior) 127 U v 7 L
£
ATV T2 77 AN AT O~ B T HERLET, ROWTINERITLET,
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

7w LET,

FHLWRM 77 ANV EA T DO~y B 7 HBINT 5, [V B 70BN (AddMappin) ]

HETT7ANEFERALTCRG 77 AN ZA T v B TDIV A NEAL VR — T 5, [A

VAR—HFVU AR (ImportList) ]2 U v L., configuration 7 4 L' 7 KU /MNDHEEMST D

ET7ANEAL L HR—FLET,
GE) ZDOFNEEFEITT HDITIE,

RIET 7 AN, T 7T 47T 2 AD configuration

TAVL7 FPUICHET DRERHY T, RET 7 A VOEHAEZRL TS

él/\o

BEFOBMN T 7 AN I A T~y B TR EBET HIZE[WE (Bdit) 12270 v 7 LET,

[7 v —/VBOE
7w LET,
UTOMET 4=V REfmELET,

ATV T3 Ta— rREETOVET, WOFIEEZETLET,
(Global Settings) ] T, [Z 2 — L% E % (Edit Global Settings) ] %

J4—ILFK

Bl

LRORIZHEIMIMER A T/ T4 o H—T
O DR T 7AILDEBEDT I3
(Action for attachmentswith MIME types/
fingerprintsin table above)

W 774N 24T~y VT TERIN
TWAIRNZ 7 ANV A TEAX Y T 5
D FEEFAXF ST ENEBEIRLE T,

AX Vv UTBRMGITI7AIEEYRLDORK
ZRE (Maximum depth of attachment
recursion to scan)

AX X T DO T 7 A NVDRRY KL D
KLU~V ERELET,

AXx Y UTEIRRKEMAI7AILYAX
(Maximum attachment sizeto scan)

Ax X LW T 7 ANDERRY A X%
FELET,

BREAITF7ANARIT—R2 AT
(Attachment M etadata scan)

W7 7 ANDART =R Ax vy T5
M FREFAR Y TTEINERELET,

AEIT7ANRFT XY VEZALT b
(Attachment scanning timeout)

Ax ¥ DEZA LT MM EREELET,

AIGIDEHTREY U ENGEWMEE. &
FTIT7AUDBNRNE—=UII—HTEHILDER
FLFEF (Assumeattachment matches
pattern if not scanned for any reason)

A VENTRWIRET 7 7 A NV E R A —
N T DD ERIRTINE ) EIEE
Li—g“o

Ayt—UESBL, BEDRM I 7ML
FHIBRTERWLWEEDT YV 2 3> (Action
when message cannot be deconstructed to
remove specified attachments)

REDEN 7 7 A NVEHIBRT D120 A v
TV ESRTERVWEXIIFITTLHT
varzeiEELET,
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J4—ILF

Bl

AVTUOVEREFAYE—D TR ITS—
DBE. INTDITAIILEZENANALE
9 (Bypassall filtersin case of a content or
message filter error)

ATV ERIFAE—Y T4 E
F—DBEEITT RTDT 4 VB E 3 R
TEHEMNEIDERELET,

AEHEBEESNTOVEWEEIERTIHES
1t (Encoding to use when noneis specified)

Ty a—TF 4 VI PEEINTWRWEE
AT = a—T 4 T EREELET,

TBERALGFBRADF N A v 2— D BB
ZEADLDIZEHRT HEMIMET 2/8v )
(Convert opaque-signed messages to
clear-signed (S'/MIME unpacking))

RBAREL DN A > — D 2B
BHDHDIZEMT H(SMIME 7 > 73 7)
MEIMERELET,

Safe Print DE%E

K77 A/ P A X (Maximum File Size)

Safe Print CHII SN BIAT 7 7 4 VDK
W77 A0 A X2 AT LET,

G¥) K7 7 A/ A X (Maximum
File Size) [fEE A —/L F—
NI =AD[TTRNTLAT T4
JV% (Outbreak Filters) ]2 E
L7c[AF ¥ DR A v E—
%A X (Maximum Message
SizetoScan) |fHEZ M 2 554 .
A= b Ay —URA
T 7 ANVITEF AN AT T
ALDT T RNT VAT T 4NE
TIHEAF vy ENFEHEA,

T RK~— % (Maximum Page Count)

A w—V O 7 7 A LT Safe Print % i
FALTHNT A=K REE A LE
7,

¥ =2 A2 hOSE (Document Quality)

Safe Print TH ) SN HEAT 7 7 A MITHESE
SNBHA A—VREEASERT 5103, [F
74V M (70) DM (Use Default Value
(70) 147+ a v &BIRLET,

GE) (71 A% MMEDANT) (Enter
Custom Value) |47 a v &i&
R LT, SafePrint CHAH N5
W7 7 ANDI AL DA A —
VHEEEANIT LA EHTE
E AN
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

J4—ILF

Bl

T 7 ANEATDER (File Type Selection)

A =Y OUWRST 7 7 A V% Safe Print THY
NT D5 IR TRER 7 7 AV T —T
(' TMicrosoft Documents] 72 &) 225 37
TrAN ZATERIRNLET,

Watermark

Safe Print CH 1 SNBUMT 7 7 A /W
Watermark % 1BI19 5121%. [H%)
(Enabled) | A7 v a v Z@IRLET,

G¥) [ AZ LT FARDANI] (Enter
Custom Text) ] 7 1 —/L RiZ
Watermark D 71 A X I 7 F A |
EANSTLET,

F /3—~—3 (Cover Page)

Safe Print CH{ /] S DU 7 7 A WS 3—
A=V %BEMT 512X, [F%) (Enabled) ]
FTarvERRLET,
G [BAX LT XA RDANT) (Enter
Custom Text) | 7 4 —/V RNIZHh
N R—=TDH AR LT FA B
EANILET,

FERNZOWVWTIEL, A v EB— 007 7 A /L% Safe Print TH AT 585 0EF A —/L
F—= R T A OFREFHEESZR LTI ZEN,

NRRAT—RFTRESNEF/I7ALDRFT Y

URL Z4JILA YV F7oarvhcigE s
NF-EBIS—IC&KBRFYUFRAA vE—
DIZxtdETIa Y

URL 7 4 NE VT Ty a ot s
NI 7 —NRKT, 2070V A% )
FICEAOTAF Y U TERWVRA vy E—DIC
S LTCEITTHT 7 arazHELET,

WMEIS—ICEDRFY UORAAYE—D
It d793y

W7 7 A= 7 =S EAT, A v E—
ThAryFUY AXyFTAF Y TER
WIGERICHFITT D7 7 v a v ERIEELET,

RFCERIZEHRAF¥ UFRAA v tE—D(C
q$BTIvar

RFCIERNFNT, Ayt —VEarsr
YV AF Y FTAR Y U TERVBEICFLT
THT77varEEELET,

c) [E (Submit) 1%27 U >Z7 LET,

EE) avT oY AX YT 77 A NVEFEITEHLET, BEOI TV AXy ) 77
4 ) (Current Content Scanner files) | T[4 7 <®# (UpdateNow) &7 U v 7 LET,

WHE, ZNoDT7 7 A NI 7Ty 7T — b ="zl L THBNICERSNET,

ATy T4
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GE) CLI T contentscannerupdate i LT, ZNHDO 7 7 A LV E T TEIHTHZ &
HTEET,

ATYTS BHRAMELET,

AX v UTEHEWNWAYE—CDAYE—NEBT7H S 3 0DETE

A

TITIGAT L ADA TV AF Y T2 FEHALTC, UTFTOBRIZEYD AFy o SN0 A Yy
TV HBMBETEDL LI FE LT,

« 77 A VHIHERRR
* RFC &/
cURL 7 4 NWEZ VT T varfligiani-Ee=7—
ATV AF Y TILL o TAF Y UV ENRWVA v B —DIZxT 5, ROWTNDLD A v E—
DRBLT 7 a R TE £,
s AvtE—YDORay S
s AvbE—URZEOEEAE
c R —[RHE~D A v — TV DEE
Web A 2 =T x4 AD [EF 2T 4 H—E R (Security Services) ]>[AF v EfE (Scan
Behavior) | — T [/ 0 — LREDOME (Edit Global Settings) | RZ %27 U v 7 LT,
AT UV AR FICL o TAF Yy U ENRNVA =D T A v =D T 7 29
AU TR T 2 Z &R TEET,
Ay—TDEME
Ay —UEEET LI ROBIELFETTEET,
A=V EERLET,
A=V ADH AL L~y Z—DIBN
Ayt —VOZEHEDOER

s REBGEHARA b~DA =T DEE

N

G Zhboorsyasid, HAEIHIETIEIHY A, 2—TF DT N—T70 & £ & 20
==X EPET, SFEIEREBEEEREIRERI —T, Znb0T7 7 v a2 8EE-IX
TRCE, SFIJFIHAEDEDLZ ENTEET,
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B ooe—vore

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

Ayt —CDHLZEBIE

AT UV AR FICL S TAF YL EINBNVA v E—VDTFF A M, BEDOT XA FUF
Sl BN E 72T T 2 2 LI LW EFR LT, 2—YFREZITGHII T, @il
Ao —UmWNIRZ L ENTEELHI1T70 £9,

)

GE)

[A vE—T D4 ZEIE (Modify messagesubject) |7 4 —/b R Cld, ZERITEH I TR A,

D7 4=V RIZANLIET ¥ A NOBAETIFRNCAR—=RBIMNTHZ LT, AV Ao
Av—UHA4E BT XA NEMTDIENTEET BT XA N4 Y D Lof4
DENTIEMT 255 1TBMNT * X FORT, 4V T AOH4 0% AIEINT 2561387 ¥
A PFDHBAIZAR—=ZAZBIMLET) , 72& %2I1E, [WARNING: UNSCANNABLE EXTRACTION FAILURE]

EWVWITHRANEA Y DT NDMHLDORNBEMT 25613, ZORAITHEMED ZA_—Z &8N

L\ij—o

AT UV AXYTICL O TAF Y U ENRNVA v =V OHZITEMENDET 74V DT
FARAMIKOLEBY TY,

pLicha) HBR2~ADTIAILFOTER FDOEM
TS — [WARNING: UNSCANNABLE EXTRACTION FAILED]
RFC &% [WARNING: UNSCANNABLE RFC NON-COMPLIANT]

URL 7 4 V& VY > 2 773 g2 | [WARNING: DECODING ERRORS WHEN APPLYING URL

hickH SN E RS — FILTERING ACTIONS]

AYE—CADDRE LAY E—DBEM

AT U AFX Y FICEL o TCAF Y UV ENRNTRTOA v =BT 5, BINOH A X
Ao~y X —%ERTEET, 1TV (Yes) 127UV v 7 L, "X —LBLOT XX NEER
L/\i‘a—o

Ayt —CDRIEBEDER
AvbE—VOEZFELERLT, AT oY AXr FICLoTAXF Y U EINARNA vE—UN
BOT RLAZEEFESNDIEHCTEET, [TV (Yes) 1227V v 7 LT, HILWLWZEHD
T RVREASDLET,

REBERR FADA v E—CDEE

ATV AFX Y FILL o TAF ¥y U SNV A vE—ICxt L, BIOZEE F 13568065 X
MOBMERETHZENTEET, 1T (Yes) 1227V v 7 LTRET FLAE TR A
FEATILET,

TeziE, arT oY ARy Lo TAF Yy U ENWA v =% BHEDA—LER Y
7 AR A =) =N ZDOBROPMEDT-DIIN—T 4 T TEET, XEEHEVHE
BOAyE—VOBREIE, REZEZICHEINDIIE—IT 1 DOATT,
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R O —REEN A v E—DDEE

WREECRT 2 7 Z 7 NREShD L, arT oY AF ¥y FICk o TAF vy a2V A vE—
VI, BFA AT TA L DENLBEOE pE G & @B L THWEET, Ayt —UN
RATITAVDORRBICEIETSHE, Avv— I 12U EORBCET 27 7 7 BRRESNT
WILE, BN TAEF2—ICADFET, Avb—UnN A T T4 ORRBICEE LT, FE
B U 7B E SNER A,

TeezF arT oY TANZEFA e —VE Py FTELITRETLHERH D T, £
DG, A vE—VIIREBEShEE A,

\}

GE) 77947 AR —[REENERZENTVWARWES, A v —U%2RHC ) 7Icxks2 b
IXTEEEAL

Ay —TERY —REECED 2L RBIRT D L ROBINT 72 a v 2T TEET,
A=V EEELET,

e Ay —UADTAE N~y Z—DEN

Ayt—CDHBANYFT—DER

BrEDT A M UFHNERBICEBMNT 2L T, R —REHECEONTZA v —V 2 EH
HE, =PI, BN A =R ABILIZY, V=MLY TDH I ENEICTE D
LT £,

\}

B [AyvE—TOH4EEE (Modifymessagesubject) |7 (—/L R Tk, ZZHIEIMEHEINETA,
DT 4=V RIZANLIET F A FOBRAETIIANZAR—ZBMTHZ LT, AV Lo
Ayb—UHL4 L, BIMTXFA DT ENTEET BMTFA MEAY DT o4
DORNZBIT 2551EMT ¥ X FORil, U T4 0% AZENT 2551387 %
A RNDEBAIZAN—AZBMLET) , 72L& ZIL. [WARNING: UNSCANNABLE EXTRACTION FAILURE]
EWVWI TR RNEAY VT NOBADFENZIENT 2581E. ZO%AIEEDO ZA~— R ZB
LET,

RY—REEHZE DN A v =V DHAITEIMENDBEEDT F X |,

HH HE2ADTIHILEDOTXR LB
TS5 — [WARNING: UNSCANNABLE EXTRACTION FAILED]
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