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ampconfig
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Tr7AN V2T —vary TN B Y T LT 7 A5 HTCisco TAC DFFE 7 L CREfllA~
Va v EERLRNWTLIEEN,

e . Zoa~<2 R lcommit] NHUETY,
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ampconfig I v REZ AL T, A T4 ~ATEZZRLTITEE N,

TJ74IL LEAT—3 2 ET 7ML HDERME

mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for

default and custom Incoming Mail Policies.
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This is recommended for your DEFAULT policy.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

(1>

T77A4ILDHADIT7A4IL 34 TDEIR

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]> yes

Would you like to use File Analysis? [Y]> yes
Do you want to modify the file types selected for File Analysis? [N]> yes

Enter comma separated serial numbers from the list of groups to select file types
associated with the group.

1. Archived and compressed

2. Configuration

3. Database

4. Document

5. Email

6. Encoded and Encrypted

7. Executables [partly selected]
8. Font & Graphics and Images

9. Microsoft Documents

10. Miscellaneous

11. Multimedia

[1> 9

File types belonging to the group "Microsoft Documents":
1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)
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5. Access.Shortcut.Form.1l (maf)

6

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> add

Choose the file type(s) to be added for File Analysis from the list
File types that are not selected for File Analysis from group "Microsoft Documents":
1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1 (maf)

[

[1>1-3, 5

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> print
File types belonging to the group:
1. Access.Extension.1l4 (mda) [selected]

Access.MDBFile (mdb) [selected]
Access.MDEFile.14 (mde) [selected]
Access.Shortcut.DataAccessPage.l (maw)
Access.Shortcut.Form.1 (maf) [selected]

o U W N

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure advanced malware

scanning behavior for default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy. File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1>

NTY G DSORDITI7ANDHY—NEZFRTHEODEA—)LEXa)T4 7
TSATUORADETE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
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- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1> advanced

Enter cloud query timeout?

[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.sourcefire.com)

2. Private reputation cloud

[11>

Enter cloud domain?

[cloud-domain.com]>

Do you want use the recommended analysis threshold from cloud service? [Y]>

Enter analysis threshold?

[50]>

Enter heartbeat interval?

[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are

not delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://americas-fa.com)

2. Private Cloud

[11>

(INTYYG S5 H R D74 LD —ERDH) FTSATURTIL—TDHTE

MFENDT 77 AT 2 ANONCIEE SN2 7 7 A BT 527 T U RNORERZR 4T
Bh HEBOTRToOarso Y vXxa V50 7794 TV ATERTAIZIE., TCTOT
TIAT LV AERUT 7 IAT VA TN—TIEETHILERH Y £7,

PN ONWTIE, 22— HA RO [T AN L EaT—ay T4 0B YT 8T 57 A 045
Bri 22 LT &N,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> setgroup
Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y
Do you want this appliance to display detailed analysis reports for files uploaded to
the cloud from other appliances in your organization,
and vice-versa?
[Y]> Enter an Analysis Group name. This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA Reporting
Registration is successful with the group name. This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
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Appliance Group ID/Name: FA Reporting

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.

- CLEARCACHE - Clears the local File Reputation cache.

1>

G¥)

TTIFAT VAT N—TDFERIL, setgroup V7 a~ REEHTEERFA, Z—T%1
SMOBA TERTLMEND DAL, Cisco TAC Tr— A2 BERHV £¥, 777
AT VA TN—TOFEMIL, viewgroup T a v REMH L TR RTEET,

FUTLIADI7ANGHY—NEFERTEEODEA—IL X2 YTATTSA7

DADEKRTE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[a.immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
[1]1> 2
Enter file analysis server url?
[1> https://mycloud.example.com
Certificate Authority:
1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI
[1]1>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
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Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1>

AUOTLIRADI7AIIL LEATF—3 0 b—NE2FERTAE-OHDEA—)L X2
TATITSATUVADETE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud
[11> 2
Enter AMP reputation server hostname or IP address?
[1> myamp.domain.com
Paste the public key followed by a . on a new line

MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiIQKBgQCqGKukO1De72zhzj6+H0qt jTkVxwTCpvKedeCz0
FPqriOcb2JZfXJ/DgYSF6vUpwnIG8wVQZKjeGcjDOL5UlsuusFncCzWBQ7RKNUSesmQRMSGkVb1 /
3j+skzZ6UtW+5u091HNsj6tQ51s1SPrCBkedbNfOTp0GbMIDYR4e9T04ZZwIDAQAB

Enter cloud domain?
[immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Choose a file analysis server:
1. AMERICAS (https://threatgrid.com)
2. Private analysis cloud
[1]1>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>
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mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> cachesettings

Choose the operation you want to perform:

- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.

[1>clearcache

274 LEAT—2 3 VHERRIEDT v v L 2 BDHRORE

N

W DOFITIL, modifytimeout Y7 a<w RafEH LT, BEEOLD 7 7ANLDFR X “/f/:’-ﬁ’;{jj
AR ELET,

GE)

Xy o AT 15000 7 BOMIZEREL TS EEW,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESETTINGS - Configure the cache settings for AMP.
[1> cachesettings
Choose the operation you want to perfrom:
- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.
[1> modifytimeout
Choose the operation you want to perform:
- CLEAN - Configure the cache expiry period for clean files.
- MALICIOUS - Configure the cache expiry period for malicious files.
- UNKNOWN - Configure the cache expiry period for unknown files.
[1> malicious
Specify the cache expiry period for this file disposition (use 'd' for days, 'h' for
hours, or 'm' for minutes). If you
specify a value without a unit, it is always treated as days.
[1d]> 5d

T74IIL L FAARRY T4 T 75— DO

mail.example.com> ampconfig
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File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud

[11>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the file retrospective verdict alerts for the messages that are
not delivered to the recipient
[N]> yes

774 LS AD Cisco AMP Threat Grid 7 S X2 1) 5 DRTE

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.cisco.com)

2. AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)
3. Private reputation cloud

[1]>

Do you want use the recommended analysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
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Do you want to suppress the verdict update alerts for all messages that are not

delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private analysis cloud

[11> 2

There are no private analysis servers configured.

Choose the operation you want to perform:
- NEW - Configure a new private analysis server.
[1> new

Enter the file analysis server hostname or IP or URL.
[1> 192.1.10.20

Serial Number Private Analysis Server

1 192.1.10.20

Choose the operation you want to perform:
- ADD - Add a new private analysis server to the cluster.
- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.

[1> add

Enter the new private analysis server hostname or IP address or URL to the

cluster.
[]> 192.1.10.30

Serial Number Private Analysis Server
1 192.1.10.20
2 192.1.10.30

Choose the operation you want to perform:
- ADD - Add a new private analysis server to the cluster.
- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.

[1>

SEXERGERAT=2THE (774 L L E 2T —2arBLOSH) avR—%r o

/\“—‘.\/\‘3 y%%ﬁ—\‘bij—o
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mail.example.com> ampstatus

Component Version Last Updated
AMP Client Settings 1.0 Never updated
AMP Client Engine 1.0 Never updated

ANLET LA A—ILDOERE

antispamconfig

2t B

ER7AE

1

ST, ROy RIZoOWTHBELE T,

Anti-Spam R U > —Z & E L 7,

MeE : o< KX lcommit] NHAFTI,

JGAREE  Zoavwr RiE, TRTOSYE—R (WFTREZ, T—F, <) Tff
ATxEd,

NyF avw/ R Zoavwy MRy FELXSEZSR—FLTHERA,

RIZ, Anti-Spam #EBEDRXERI 2~ L E T,

mail3.example.com> antispamconfig

IronPort Anti-Spam scanning: Disabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y

The IronPort Anti-Spam License Agreement is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

Increasing the following size settings may result in decreased performance. Please consult
documentation for size

recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or
no letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Choose Scanning Profile
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1

antispamstatus .

1. Normal - Scanning profile used to block spam with small potential for false positives.
2. Aggressive - Scanning profile used to block spam that has more impact on spam detection
than the Normal profile with a larger potential for false positives.

3. Regional (China) - Scanning profile similar to a Normal profile that provides benefit
to detect spam in regional languages.

If you have changed the global scanning profile settings, you must review the Anti-Spam
policy thresholds (Mail Policies > Incoming/Outgoing Mail Policies > Anti-Spam)

to produce satisfactory results.

If you have changed the scanning profile setting from Normal to Aggressive, you need to
reset the mail policy threshold values to the default values to avoid

undesirable false positives.

For Aggressive scanning profile, it is recommended to tune the policy threshold values
to smaller increments compared to the threshold values of the

Normal scanning profile.

IronPort Anti-Spam scanning is now enabled on the system.

Please note: You must issue the policyconfig command or Mail Policies (GUI) to configure
Cisco IronPort scanning behavior for default and custom policies.

This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1>

Anti-Spam A7 — ¥ A2 F L ET,

MeE - oo~ R lcommit] (THEHY FH A,

JGAREE . Zoavwy RiE, TRTOY U EFT—F (WFRE, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com> antispamstatus
Choose the operation you want to perform:
- IRONPORT - Display IronPort Anti-Spam version and rule information.

- MULTISCAN - Display Intelligent Multi-Scan version and rule information.
[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210_ 214201

Web Reputation DB Never updated 20141211 111021
Web Reputation Rules Never updated 20141211 111021-20141211_ 170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never
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antispamupdate

B2LL]

Anti-Spam /L—/ 13 K OBHE 9% CASE 22 7R —3 > b ORIFFHE Hi 4 FE) CER L E 9, Intelligent
Multi-Scan (IMS) 2M# 35 Anti-Spam /b— /LI L WNCASE 22 i R—3 > bR e £
T L. IMS AMERT L — RAX—=F o T U F AL = DTG T,

ERAE

M€ - oo~ K lcommit] (THEHY FH A,

JIARER  ZDa<vy Ridvy B R TORMEATEET, IHIT, Z0avwr Nign
TA Y RARN (—FRa A Lirvdy) TOLEHTEET,

Ry F avr K Zoavy Ry FREREFH— FLTOEEA,
1

mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

[1> ironport
Requesting check for new CASE definitions

imsandgraymailconfig
SR (14— )
fERE (15 X—2)
« 5l (15 =)

#tBA
Cisco Intelligent Multi-Scan (IMS) |, 7' LA A —/UiRH, B X LR BEMIRORIE,

\}

GE) « Cisco Intelligent Multi-Scan, 7' LA A — /LI, B I OLERERMREETA v —Y A% ¥
VOLEUVMEEARET AHIZIE. imsandgraymailconfig > globalconfig 7 2~ K& fE
HLEST, ZhbD 71— L EIX, Cisco Intelligent Multi-Scan & 77 LA A — /Ui H
B & LRI BERIR O W7 DR E LB T,

o T LA A — )L L ZEBREEEILEDORY U —REEZFRET HITIE, policyconfig <
REMFEHALET, MOV TIE, —4EEA—LVFEITY =2 %L Ry NU—T DE A —
NTHDEHRNENTZAvE—V% Fr vy T THEER) —DOER 220%—) 25
L TLIEEN,
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ER7AE

l

mans

aAsSwy bk Zoa<wr X lcommit) 2SMETY,

HSRABAER: Zpa~vy NI, T _THO~YyEF—RFR (52%, IA—F, ~ ) T
ATxE7,

NYFARU K ZOavy NET LA A= VBEONNy FRAZ PR — L TOES, Gl
{2 DWW T, helpimsandgraymailconfig 2 ¥ REATLT, £ T4~V EBRLTL
TZE,

WIZ, 7 LA A— )V & LR 8 GkiEbRE L OV Intelligent Multi-Scan D% E DF| 2~ L E 97,

mail3.example.com> imsandgraymailconfig

Choose the operation you want to perform:

- GRAYMAIL - Configure Graymail Detection and Safe Unsubscribe settings
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

- GLOBALCONFIG - Common Global Configuration settings

[1> graymail

Graymail Detection: Disabled

Choose the operation you want to perform:

- SETUP - Configure Graymail.

[1> setup

Would you like to use Graymail Detection? [Y]> y

Would you like to enable automatic updates for Graymail engine? [Y]> y

Graymail Safe Unsubscribe: Disabled
Would you like to use Graymail Safe Unsubscribe? [Y]> y

Graymail Detection and Safe Unsubscribe is now enabled. Please note: The global settings
are recommended only for your DEFAULT mail policy. To configure policy settings, use
the incoming

or outgoing policy page on web interface or the 'policyconfig' command in CLI.

[]> multiscan
IronPort Intelligent Multi-Scan: Disabled

Choose the operation you want to perform:
- SETUP - Edit Intelligent Multi-Scan settings.
[1> setup

IronPort Intelligent Multi-Scan scanning: Disabled

Would you like to use IronPort Intelligent Multi-Scan scanning? [Y]> y

Would you like to enable regional scanning? [N]> n

Intelligent Multi-Scan scanning is now enabled on the system. Please note: you must issue
the 'policyconfig' command (CLI) or Mail Policies (GUI) to configure

Intelligent Multi-Scan scanning behavior for default and custom Incoming and Outgoing

Mail Policies. This is recommended for your DEFAULT policy.

IronPort Intelligent Multi-Scan: Enabled

[1> globalconfig

Choose the operation you want to perform:
- SETUP - Configure Common Global settings
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graymailstatus

BILL]

ERAE

1

graymailupdate

B2k

ERAE

avy R sEH |

[1> setup

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)

[512K]>

Timeout for Scanning Single Message (in seconds) :

[60]>
[1>

BEfED 7 LA A—)L — LD EFor LE T,

M - Z oo~ K lcommit] (THEHY FH A,

JGAREE . Zoavwy RiE, TRTOYET—F (WFREZ, T—F, =) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXREZVR—FLTWERTA,

mail.example.com> graymailstatus

Component Version Last Updated
Graymail Engine 01.378.53 Never Updated
Graymail Rules 01.378.53#15 Never updated
Graymail Tools 1.0.03 Never updated

FETT VLA AN L—VLOEHFEERLET,

M@ : Za<y K2 Tcommit] 1ZMEH D FHA,

JIGALEH  Zoa<vy NE, T R_RTOY L E—FK (PTRZ, IA—TF, <) T
Ac&EEd,
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NYF AR KR Zoa~vy RNy FEXREZVR—FLTWERTA,

1

mail.example.com> graymailupdate

LT LA A= VRFHOBREZERLET,
incomingrelayconfig

i

incomingrelayconfig 2~ Ni&, &(F U L —HREZ A R—7 VI L CERET D72 OITfiE
ALET, kOFITIE, TTHERY L—HIEEZ A x—7 ML, 2200 L—ZBIL T,
—HEELEL, I —FHEHIRL TWET,

FERAE
feE : Zoa<r N Tcommit] NHETT,

JGAREE . Zavy RiE, TRTOYEF—F (WFRE, T—F <) Tff
ATxEd,

NyF awy R Zoawy RSy FRREFR— b LT EtA,
Bl BE) L—DA R2—TILILERTE

mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT
directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are configured at

your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays? [N]> y

Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.
For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as

avy R sEZH
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JL—DA F—T I EFRTE

2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[11> 1

Within the "Received:" header, enter the special character or string after which to begin
parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that contains the

originating IP address:

[11> 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

11> 2

Enter the custom header name that contains the originating IP address:

[1> x-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry
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- DELETE - Remove an entry
- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[r>

slblconfig
tEA

T Ra—¥ot—7Y X N7 v 7 AR %f%%iij/gEjro

Y

() ®—7VA2MNTuyZ UAMEGUIZHEHLTT 7747 AT, FX—7/MIL, ZDa~
Vv REEITTHMLENDY £9,

ERAE
Fe® : Za<y K Tcommit] 1ZMEH D FHA,
NyF aw N Zoavwy Ny FEXREZ PR —FLTHET,

NYFER -4 R—Fk
Ny FRRK

TR a—FDr—7YV AN Ty VA RTRTOT M) &2, F8EDT 7 A )VOHIED
TR EEEHBRIET,

slblconfig import <filename> <ignore invalid entries>|

s filename : A >R — b TDMENH DT 7 A NVDLRFTL, 77 ANME TTIFIAT LV AD
/configuration 7 4 L' 7 N UICKANT HRLERH Y £,

« ignore invalid entries : fE%h7e = MU ZMHST 20089 pEEELET,  NE (Yes) |
F7-01% Tz (No) | .
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I



. Ny FHHA-THAKR—

avv R sEH |
S

NYyFERA-TH9AR—F

TR a—VFOt—TVA NIy JRAMNTRTOZL NIV BT TITATVADT 7 AV
\Z= 7 AR— bk LET,

slblconfig export]

TTIAT AR, RO BRIZEH LT /configuration 7 4 L7 kU2 CSV 7 7 A V&R
ﬁbiﬁ‘o

dbl<timestamp><serial number>.csv.

Bl: £—FURNMNTOYI YRR IY RYDL UK—t

mail.example.com>

slblconfig

End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[11>

1

Do you want to ignore invalid entries? [Y]>

Y

End-User Safelist/Blocklist import has been initiated...

Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

TOoFIA4ILA

antivirusconfig

i

ER7E

T, KO CLL 3wy RIZonTH LE T,

Anti-Virus N U > — &R ELE T,

e Zoa~< 2 i lcommit] NHNETY,
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1

w

ISRBEM . Zpavy N, TR_RTOY >y F—F (5 R&, TA—F <) T
HATxE7,

NyF avw R Zoavwy IRy FELXSEZSR—-FLTHERA,

Yk@ﬁﬂ“ﬂi\ antivirusconfig 2% ]“%{ﬁﬁﬁ L . AT AET SOphOS A LA AF¥ ¥y N
AR—=T ML, ZALT U MEZOMIZRELTWES, Ty 7T —h¥— Ty 7 75—
FMERE, BLOA T aro7Foxy h—_ERET S HEICOW T, updateconfig (124
N—=V) ZZRLTIEIN,

G¥)

systemsetup 2 ¥ RDEITRFIZ T A & AZNICHE L2 > 72546, antivirusconfig I
Y REPIDTEITT L L X TA B ABNENERINET, 74 B AZOICHEE LT
AL, Sophos VA NA AF ¥ TV UNIT T TA T UATA F—T IR0 FHA,

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.
[1> setup

Sophos Anti-Virus scanning: Disabled
Would you like to use Sophos Anti-Virus scanning? [Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Would you like to enable automatic updates for Sophos engine? [Y] > Y

Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.
(1>
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B 51 : Sophos Anti-virus T > T StrongPDF DAL

{5 : Sophos Anti-Virus T > < > T® StrongPDF D F N1k

/K@{@Jfﬂi\ antivirusconfig > PDF '9‘7:“73/ }‘%@‘iﬁﬁ LT\ 7703/1)7‘/20) SOphOS
Anti-Virus =2 2 > @ StrongPDF 47> a V EH NI T E T,

mail.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus
engine.

[1> pdf

Currently, clean files that are corrupted Dbecause
of 'EOF missing, 'etc. are marked as 'Clean' by the
Sophos Anti-Virus engine.

Do you want to mark a clean file that is corrupted
as clean? [Y]> no

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus engine.
(1>

Choose the operation you want to perform:

- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1>

Do you want to save the current configuration for
rollback? [Y]>

Changes committed: Tue May 12 17:59:55 2020 GMT

{5 : Sophos Anti-Virus T > < > @ StrongPDF D #&3H1k

WORFITIL, antivirusconfig > poFr 7 A~ REMHH LT, 7774 7 > AD Sophos
Anti-Virus =¥ > D strongPDF 47"V 3 VA B TE £,

mail.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled
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Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos
Anti-Virus engine.

[1> pdf

Currently, clean files that are corrupted
because of 'EOF missing, 'etc. are marked as
'Unscannable' by the Sophos Anti-Virus engine.

Do you want to mark a clean file that is
corrupted as clean? [N]> yes

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus engine.
[1>

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1>

mail.example.com> commit

Please enter some comments describing your
changes:

(1>

Do you want to save the current configuration
for rollback? [Y]>

Changes committed: Tue May 12 18:13:46 2020 GMT

Anti-Virus IDE QD R

AsyncOS Tlx, 77 IA TV ANA T a—RLETVFUANVA V7 =F+ (IDE 7 7 A
V) DFFEMIRAT —Z A &R TEET, ZOEMAZR T HI2IEL, antivirusconfig ->
detail V7 a~wy FEMHLES, KICHERLET,

mail3.example.com> antivirusconfig

Choose the operation you want to perform:

- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.

[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.

- DETAIL - View Sophos Anti-Virus detail.

[1> detail

Sophos Anti-Virus:

Product - 3.87

Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:
'Mkar-E.Ide' Virus Sig. - 23 Dec 2004 01:24:02
'Rbot-Sd.Ide' Virus Sig. - 22 Dec 2004 19:10:06
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'Santy-A.Ide'
'Bacbanan.Ide’
'Rbot-Sb.Ide'
'Rbotry.Ide’

'Sdbot-Si.Ide’
'Oddbob-A.Ide’
'Rbot-Rw.Ide’
'Wortd. Ide'

'Delf-Jb.Ide'

[...command continues...

antivirusstatus

i

Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus

Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.

Anti-Virus A7 — X A& KR LFET,

ERAE

22
21
21
21
20
19
19
18
17

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

2004
2004
2004
2004
2004
2004
2004
2004
2004

M - oo~ K lcommit] (THEHY FH A,

JGAREE . Zoavwy RiE, TRTOYEFT—F (WFRE, T—F, =) Tff

MTEET,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

1

mail3.example.com> antivirusstatus
Choose the operation you want to perform:
- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information

[1> sophos
SAV Engine Version
IDE Serial

Engine Update
Last IDE Update
Last Update Attempt
Last Update Success

antivirusupdate

B L]

VANAERETFHTEHRLET,

ER7E

3.

85

2004101801

Mon Sep 27 14:21:25 2004

Mon Oct 18 02:56:48 2004
Mon Oct 18 11:11:44 2004
Mon Oct 18 02:56:47 2004

MEE : ZOa<y R lcommit] 1ZMEH D FH A,

JSARER . T pa<wy NEvi T — RTCOMEFATEXET, X5,
TAYFRARN (—FRa A Limviy) TOLMERTEET,

. avy kK sEH

06:
18:
14:
06:
20:
23:
00:
07:
22:

16
33
50
13

50
02

:32
:58
146
:40
52:
34:
:34
:44
32:

04
06

08
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1

mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>

ATk A VNDER

ZIZTIE, RO CLI 2~y RIZOoWTEH LET,
commit

5ER
EEAEELET, commit I~ FOBDa AL SO ANIMEETT,

ERAE
B 7 L

JIGALEH  Zoa<vy NiE, I R_RTCOY U E—FK (PTRZ, IA—TF, <) T
Ac&EEd,

NyFavr b Zoavwy RIny FRLETR— L THEEA,
i

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

commitdetail

anBA
Rtk OREEI BT 2R e Fon LE T

ER7AE

FeE  Zoa<r R Tcommit] IZMNEHD /A,
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B »

IR Zpavy NI, TRTOYI U E—F (592 %, TA—F <) Tff
HT&Exd,

NyF avws R Zoavwy IRy FEXSEZSR—-FLTHERA,
15

mail3.example.com> commitdetail
Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges F 7= 1J clear

ER
clear =~ R, commit F 7=l clear =~ > ROEBRICFEITINZURICEREICH LT
NEEREEZT XTI T LET,

ERAE
M€ - o< K lcommit] (THEH Y FH A,

JSRAREE . Zoavy RiE, TRTOY U E—F (WFRE, T—F, <) Tff
ATxE7,

NYyFaAIV R Zoavwy Ry FEXEZSR—FLTOERA,
151

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help £7/-1X h E£7/=(%?

Bl
help 2~ R&FETT+ 5 &, MHMEERTRXTOCLI 2~ RRERIN, Fa~vr RO
HARHHEZBTEXE£T, helpa~r NiE, 2~ R 77 hThelp & AT 570, 5ERf
() #1OANLTHEITTEET,

ERAE
MEE : Z0a<y R lcommit] 1IMEH D FH A,

JIGARER . ZDa~v Rt TRXRTO~YY U EFT— R (TR Z, IA—F, <~ 2) Tff
HT&xF7,
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1

rollbackconfig

ER7E

l

NYyF AT R Zoa<wr RNy FEXREZSR—FLTWEEA,

mail3.example.com> help
Displays the list of all available commands.

rollbackconfig =~ NAfiHT 5L, EANIHMELZI0DRED > H 1 D&% 1 —/L/\y
7 TCEET,

FEE : Zoa<y Rt lcommit] 2SMLETY,
JIALER  ZDav s Riiviry T— R TOMEATE E7,
NYyFaAvo R Zoa<wr NIy FEXREZTR—F L THERA,

mail.example.com> rollbackconfig
Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
3. Fri May 23 05:47:26 2014 admin
4. Fri May 23 05:45:51 2014 admin edit user
Enter the number of the config to revert to.
[1> 2
Are you sure you want to roll back the configuration? [N]> y
Reverted to Fri May 23 06:50:57 2014 admin rollback

Do you want to commit this configuration now? [N]> y
Committed the changes successfully

quit = 7= (X q F 7= (X exit

Bk

ER7E

quit I~ REFETTHE, CLIT UV r—varnbun 7y hLET, EIN TV
WEREATIZZ V7 ENET, quit 2~ NIFE A — A BREICIEELEYA, v 7T U
MIr s 77 A RSN E T (exit DAL, quit DA ERTTYT)

Fe® : Z0a< 2 K lcommit] 1ZMEH D FH A,

JIGAREM . Zoa<w s RiE, TRTCO~Y U ET—R (UF92F, IJ—F, <~ ) T
AcExd,
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NYyF AT R Zoa<xr RNy FEXREZR—FLTWEFA,

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

a4 XaL—2a3r 774 ILOEE

loadconfig

At B

ZZTIE. RO CLI 2<y FIZHOWCEB L £,

a7 4 FXalb—ary ITrA)NVEar—RLET,

ERAE

1

G¥)

7 A SNz~ v A~DREDO R — RILGUI 2T 555 ICOBR—FEhET,
FIEIZ >V TiE,  [AsyncOSfor Cisco Email Security Appliances =—+ A K] #&M LT 72
él(\o

e Zoa< K lcommit] NHEETI,

JIGARER  Zpavy NI, TRTO~Y U E—R (IR Z, TA—F, <= v) TF
HATc&EEd,
NYF AR R Zoa<wy RNy TFIEXEZ T R—F L TWWER A,

TOFTIR. LIy T s Fal—ary Tr A Ea—HAREINAS A R —FLE
7,

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[1]1> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
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mailconfig

B2k

ER7E

l

mailconfig .

[1> loaded new configuration file
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

ZOFTIX, FILWar 7 Xal—ary JrAEkavy R T4 AJEZERY T £
(ZZEE4TCCul+D 23 LHE0 i a~r R T LET) . RIS, VAT LBy b T v
DAY —REFEALTC, 774V DOKRA N, IPT RLA, BIOY— by oA FREELT
LET, mZlC, BEHEEZBELET,

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file
[11> 1
Paste the configuration file now.
Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag
</config>
Control-D is entered on a separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup
[The system setup wizard is run.]
mail3.example.com> commit
Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via
systemsetup
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

BEHET A MT DL, mailconfiga~ 2 R&fEH L T, systemsetup 2~ R TCTHERL L
XN DV AT AR ET —F e ET A NET AN EEDICEETEET,

FE® : Z0a<y K lcommit] 1ZMEH D FHA,

JIGRAREM . Zpa<vy Nt TR_RTO~YY Ly EF— R (0592 F, I—F <) T
HTExET,

NYyFaAv R Zoavy NIy FELXLEZTR—F L TOHERA,

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.

[1> user@example.com

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

avy R sEZH II



. resetconfig

avv R sEH |

3. Plain passphrases

[11> 2

The configuration file has been sent to user@example.com.

MMAFHRER A =Ry 7 AR EZEF LT, Y AT L TRy MU —7 LICEF A=V Z2EE
TEDHI L EMERLET,

X2 VT 4 BHILTH0I, TTT7A4T v ADET — X OIS 54k % fipsconfig =~ > K
TA F—T I LTS A, Plain passwords 47> a VA TE 8 A,

TIIAT AL YERNCBET SR, RO PR THO R ITIER B RWEE R H Y
9, resetconfig =~ N, T _XTOREME L REOMHIREIZ Yy FLES, Zo=
~ U REFATT D LMICREERWeD, 2=y FEBEIT 2560, SREDOREZ MR 2 &
BOTFEL L TOAMEHL T ZEV, resetconfig =~ > ROEITHIZ CLIICHERE L T D
systemsetup 2~ REFE(TTHZ L AHEREL £,

resetconfig 2~ Rk, 77 TA TV ANRFT T T4 IRBEICH D &S ICOHREHEL 7,
resetconfig 2~ RMWE T 5 &, systemsetup 2~ REFHRILTTHHICTHATHLT I T4
T ARTHENCA T A RRBIZIE Y £, resetconfig 2~ 2 K& FATT HAMNCEF A —/L
DEFENR W S N85 1E, resetconfig 2~ RN5ET Lz & ZIZE T A — /L OEENFHRIT
SNET,

GE)
resetconfig
tEA

A\

GE)

i
ERAE

resetconfig 7~ & F(TT 5L, TXTORy MU —IREVPHIMRFT 7 4 /0 MEIZRY %
T, BAICL > TE, CLINGUIT S, 7774 7 v AT DDA Lz —E X
(FTP. Telnet, SSH. HTTP, HTTPS) M7 o &—7 /LT &L, userconfig 2~ > FTIERL L7
BIOa—% 7hor MRHIBRENET, Zoavr NI, YITAV A H—T oA Aefl
B350, £ET7 740 bO Admin =—% 7T H 7 v " BEBKR— N EOT 7 40 FERE
ZEEA LT CLIICHE/R CERWEAIIMEH L2 T Ea 0,

FE® : Z0a<y K2 Tcommit] 1ZMEH D FHA,

JITAREH  Za<w Ly RiEvw Yy B— R TORMEATEET, &5, Z0avwr Rignm
TA VAN (=Bl Lizvyy) TOMEFATEEST, ZDa~vr REFEHAT
2. a— AN 77 AN VAT AT I BATEAXLERHY £97,

NYF AR KR Zoa~vy RNy FEXREZVPR—FLTWETA,
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l

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

saveconfig
Bl
saveconfig A~V NiL, —BEDO7 7 A NVALEEHLTCary74X¥al—vary 774 V%
configuration 7 4 L' 7 h VIZIRFFL £ 7,
S
(B I 7AXLLTEBRBEOLRA, Z0a~vy R, B8R 7 TAXEER T LET, 77241k

ER7AE

l

L~y Copavwy REETTAICE, 2074 X2l —aryET— K27 TARIZER
L\i‘é—o

Me® : Za<y K Tcommit] 1ZMEH D FHA,

PIGRARER . Zpa<vy N, X TOYrET—F (F9R&2, FA—F <) T
ATxE7,

NYyFaAv R Zoavy NIy FEXREZSR—FLTOHERA,

ROFITIE, a7 4 F¥alb—var 77 A D/RAT7 L—X T E{L &, configuration
T4 L7 FUIBRIEESNET,

mail.example.com> saveconfig

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/Cl100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml1".
Configuration saved.
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G¥)

showconfig

B2LL]

ER7E

1

\}

X2 VT 4 WL T B0, TTT7A4T v ADOET — X OR53{b % fipsconfig =~ > K
TA F—T W LTS A, Plain passwords 47> a V3 TE 8 A,

showconfig 2~ Ni&, BIEOREABHEIZH I LET,

FE® : Za<y K lcommit] 1ZM4EH D FHA,

JIGRAREM . Zpa<vr Nt TR_RTO~Y Ly EF— R (092 F, I—F <) T
HTExET,

NYyFaAv R Zoavry NIy FELSEZTR—F L TOERA,

WOHFITIE, BBEEN CLIICEREZN, FHED/NAT L—RXFEF LI N TWET,

mail.example.com> showconfig

Choose the passphrase display option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

<?xml version="1.0" encoding="ISO0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<!--
Product: Cisco C1l00V Email Security Virtual Appliance
Model Number: C1l00V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
-—>
<config>
<!--

R R R e

* Network Configuration *
LR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEET

-->[The remainder of the configuration file is printed to the screen.]

GE)

YX 2 VT 4 LT D7D, TTT7A4T 2 AOMET — X O 5t % fipsconfig =~ > K
TA X =TI L TWAHEA . Plain passwords 47> 3 VIfEHTE £ A,
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CiscoE A—JL £ ¥4 #— bz THEBET +— FEAT 2008z [

CiscoEA—I)L X a)T 4 HS—FozA THEER
24— F&ERAT 5-=-0HNDRE

» threatfeedconfig (33 ~<—17)
s threatfeedstatus (35 ~<—73”)

s threatfeedupdate (35 ~X—73)

threatfeedconfig

SR (33 =—)

SERFE (33 R—Y)

« Bl SNHEIBT 0 — K Y —ZDBEM (34 =)
Bl

Threatfeedconfig A~ Fixko B MCEHSNET
*CiscoOE A=V ¥Fxa2VT 4 /=D =ATETF = P2 LET,
*CiscoE A=V EF2UT 4 5= FUxA TETF V—RAZREL LT,

ERAE
feE® : 2o~ N Tcommit)] 2XMETY,

DISRREE: ZDavx NI, T RTCOY U EF— K (UTRE, T)A—T, ~=2Y) T
HATExE9,

NYF AT R Zoa<wy RNy FERXEFR—F L THWEEA,

Bl NEEBRH 74— F T DFEMIE

WORFIT, setup V7T a<r FEMFHTSE. CiscoEA—VE®FX2UT 4 ¥ — k7 A TETF
TV UEREMETEET,

mail.example.com> threatfeedconfig

Choose the operation you want to perform:
- SETUP - Configure External Threat Feeds.
- SOURCECONFIG - Configure an external threat feed source.

[1> setup

External Threat Feeds: Enabled

Would you like to use External Threat Feeds? [Y]> yes

Do you want to add a custom header to the message in the case of an External Threat Feeds
Lookup Failure? [N]> yes
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B 5 ssmzRo—Fv—20Em

5l - NEREBEL D «

Enter the header name:
[X-IronPort-ETF-Lookup-Failure]>

Enter the header content:

[true]>

Choose the operation you want to perform:

- SETUP - Configure External Threat Feeds.

- SOURCECONFIG - Configure an external threat feed source.

(1>

— K Y—XMiEM

WODORFIT, sourceconfig b7 a~> REMHT 5L, CiscoEA— N X2V T 4 F—FU=x
A TETF Y —A%BINTE £7,

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.

[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.

- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.

- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add

Choose the operation you want to perform:

- POLL URL - Add an external threat feed source using the polling path and collection
name.

[1> poll url

Enter a name for the external threat feed source:

[1> test source

Enter a description for the external threat feed source (optional):

[1> test source

Enter the host name for the external threat feed source:

[1> hailataxii.com

Enter the polling path for the external threat feed source:

[1> /taxii-data

Enter the collection name for the external threat feed source:

[1> guest.Abuse ch

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric
values that are not entered with a suffix are considered as minutes by default. The
minimum value is 15 minutes.

[60m]> 30

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed
that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.
[301> 20

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds' field.

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed
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limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit, which must be
less than

the age of the threat feeds configured on your appliance.

[30]1> 5

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source? [N]> no

Do you want to configure user credentials for the external threat feed source? [Y]> no
test_source successfully added.

threatfeedstatus

cHH (35— )

AR (35 —)

oMl ANRBI T 4 — R = DU DBEDONN—T g OFR (35 8—)
R ER

threatfeedstatus I ¥ & }‘%‘f@ﬁiﬁﬁﬁﬁé &\ ETFI\/‘\/\‘\/@EEE@/{‘—Q}E CVERRTE ijﬂo

EAZE
FEE : 2D~ NIZ commit 1ZIMFEH Y £H A,

HSRAER: —pa~vy NI, T _XTHO~Y Yy EF—RFR (5282, ITA—F <) Tff
AcExd,
NYF AT R: Zoa~vy RNy FEXREZ P R—F L TWETA,

Bl : MNBEB I —F OO VDREDN— 3 VDORT

W ODF] T, threatfeedstatus 2~ RZfEHAT 5 L, ETF = Y OBIEDNN— 9 B FRoR

TEET,

mail.example.com> threatfeedstatus

Component Version Last Updated

External ThreatFeeds 1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00)

threatfeedupdate

WA (36 RX—)
fEME (36 2—)
ol ANEES T 40— R P OFEEG (36 =2—)
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BB

Bl
threatfeedupdate 2<% REMHATH L, ETF = VU 2 FECTERHTE F7,

EAZE
FEE : 2Dz~ NIZ commit 1ZM43EH Y F£H A,

PDSRAER . Zoa~vr NI, I X_XTCO~VV > E—R (P TRE, ITN—7, v ) Tff
AcEEd,

NYyFaAvo R Zoavy NIy FELEZ TR —F L THERA,

Bl NEBEBB 74— F TP UDFEEH
W DOH|IT, threatfeedupdate 2~ FE#EHT 5 &, ETF TV FETTERTE F9,

mail.example.com > threatfeedupdate

Requesting check for new External Threat Feeds updates.

ZIZ T, WO CLL 2= RIZOWTHBA L £,
clusterconfig

Bl
clusterconfig 2~ NiX, 7 7 AXBHEORELIRET H7OIMHEHLET, 77 AFIC

JB L T\ e~ o > T clusterconfig % 31T L7235A1E, BEFED 7 T AXIZEMT 50, H LW
7T AL ENERT DRI TE 7,

clusterconfig 2~ NiZiX, KOV T a~r RAHESNTWET,
EYSARAZ aATUFR
WDa< RiE, 77 AZIZB L TOWR2WESIEHATEET,

« clusterconfignew <name> : fRE SNTZARTTH LW T AZ ZAE L ET, 2O~ d,
ZDV 7 AZEBLD MainGroup] EFEENDT 74N NDT TR T—T DAL NC
ZNUN: S IS

<name> : FH LVT T A X DL Hi,

* clusterconfig join [--port=xx] <ip of remote cluster>
[<admin_password>]<groupname>: Z D~ & 7 T A Z|TEML LT,

S DA
<ip_of remote cluster>: 7 7 AZNDOHID~ D IP T KL A,
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<admin password > : 7 7 A X D admin /XA U — R, CCS #H LTV 7 AX BT D
Ba

ZDONRTA=ZEIEET DLETH Y A,
<groupname> : ZINT 25 7V — T DA,
<port> : FEfE T HVE— K =T DR— K (F7HV 22 .

clusterconfig prepjoin print

IO~ % CCSA— MEHTY 7 AZIIBINE W 572D OMEFIC LB /2 fE R A TR L
iﬁ‘o

SRR AR FK

WDa~< RiE, 77 AZIZBEBLTWAEAITEHTE £7,

» clusterconfig addgroup <groupname> : H L\ 7 7 AKX J)—TEERk L £, 7 L—71%
AUAPREENTVRWZEDIRIETIERR S L E T,

» clusterconfig renamegroup <old groupname> <new_groupname> : 7 7 A ¥ 7 )L — T D4R %
EELET,

» clusterconfig deletegroup <groupname> [new_groupname] : 7 7 A ¥ J L —7F%HIFR L £,
<groupname> : HIfRT 57 T A& 7 —T D4,

<new_groupname> : JLD Z IV —T D~ U EIBINT DI T AL T—T,

» clusterconfig setgroup <machinename> <groupname> : ¥ ' U W@ $ 5 VN —THHE (F=
IIEE) LET,
<machinename> : FXET 5~ ¥ D4R,
<groupname> : ¥ UV ERET DT N—T,

« clusterconfig removemachine <machinename> : 7 7 A ¥ InH~ v U ZHIBR L £97,

» clusterconfig sethame <name> : 7 7 A ¥ DA RIZ 4G E SAIVZARNCER LET,

» clusterconfig list : BIfEY 7 AXIZBL TCNDH TR TOY VU HFRRLET,

» clusterconfig connstatus : BIfEY7 T A X IZB L TWAH TR TOV &R R L, UrEhi-
YYDV —T 4 T DFEEBML £,

» clusterconfig disconnect <machinename> : ¥ 3 > & —IRFHIZ 7 T A X NG HIWT L E 7,
<machinename> : B4~ 2% < o D4,

» clusterconfig reconnect <machinename> : [disconnect] =~ NIZ X > THIr & Tz~
Lo EEITLET,

» clusterconfig prepjoin new <serial number> <hostname> <user key> : CCS 7" — FMEXH T2 7 X

ZIZEMTHHLWEAA MBI ET,
<serial number> : BINTH~T DT T AEE,

<hostname> : BT B~ DHEA M,
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ER7E

1
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<user_key> : BN~ 5 [prepjoin print] <> RIZ X > CTHFG &7z SSH = —
%‘\——‘O

» clusterconfig prepjoin delete <serial numberfhostname> : IBINXf G & L THRE STV AR A
% [prepjoinnew] =~ RGHIBRLET, TONFA—=FPNEL25DIE, TR
A RNEZBEIMLBNZ LI LS ETE T T, ARAXA MBIEFIZZ ZAZIENSND &, £
DA A kD prepjoin 1F#H A HEHIHIFR S AL E T

M : 2o~ R lcommit] (THEH Y FH A,
JITALER  ZOavwy NEI TAX E— R TOREHTEET,
NYyFAIVER . Zoavy RNy FEXRER—FLTWVERA,

clusterconfig ==~ > N & Z DM HFEDOHIAIZ OV T, [AsyncOSfor Cisco Email Security
Appliances—# 714 N] 22 L T 7230,

T—RRKXDBIE

dipstatus

2T, OCLL 2=y RIZOWTCHA L EY,

DLP = U DERN—V 3 UIEH,

GE)

ER7AE

1

dlpstatus 2~ RFZ&{H 3 5R1Z, GUI ® DLP Global Settings ~2—3C DLP Z#% & L TE
SHENRHY FT,

M - oo~ K lcommit] (THEHY FH A,

JTALER  Zoa~vw R, JTAX, TA—T FREUoOEE—- R CHEATEE
—§*O
NYyFaAIUR: Zoavy RNy FELEZR—FLTWWETA,

mail.example.com> dlpstatus

Component Version Last Updated
DLP Engine 3.0.2.31 Never updated
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dipupdate
it EA

dlpupdate .

DLP = I 2 HH L E T,

ER7E

Ny FRR

1

GE)

dlpupdate 21~ K& HHiIZ. GUI @ DLP Global Settings ~<— 3" CDLP Z %€ L Tk
SWENRHY ET,

MEE : Z0a<y K fcommit] 1ZMEH D FH A,

JIARER . ZDav U RNE, VIARZ, I—T, FlE~v 08— R TCHEHATEE
7,

NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,

EENBH SN2 WA TH dipupdate 2~ > KO N FER DLP = > 2 0 % Ji| 191 58T
LET,

dlpupdate [force]

mail.example.com> dlpupdate
Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates
settings and retry.

Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.
[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y
Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.

[r>
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A A ISR B

T, RO CLI 2= RIZOWTEH L ET,

domainrepconfig

i

ER7AE

1

domainrepconfig A< 2 REMHATDE, RAAL HIFNY A N Z2AERR T 35—’9)—0

TEE : Zo0a<y Rk lcommit) NHLFETY,

HSRABAER: Z—pa~vr NI, T _THO~YEF—RFR (UF52%, IA—F ~v) T
ATxE7,

NYF ATV ER: Zoa<wry Ry TFEBRXE R — L TWET, FEMIZOWTIL, nelp
domainrepconfig A< 2 REATTLT, 41T ~TERRLTL fiéb\o

/j{@ﬁuf\ domainrepconfig ¥ }‘gfﬁfﬁﬁjﬂé L . RAA \/WJ% U b %VEEJZT% jz—gao

mail.example.com> domainrepconfig

Would you like to configure an exception list for Sender Domain Reputation and
External Threat Feeds functionality? [N]> yes

Select the domain only address list to to be used for Sender Domain Reputation
and External Threat Feeds functionality

1. addr list

[1]1> 1

SMIMEtXa1!) T4 Y—EX

smimeconfig

Bk

EETR T AN, ABF—OFRERE, SMIME OREEZHTELET,
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ERAE
He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

RyF avr R Zoavy Ry FRREFH— FLTOEEA,
1

EZLBEEEDI=ODEETOT 74 ILDER

WOFITIL, SMIME i3 5B4 B IO LA v =TV DRET 0 7 7 A4 VEIERTIE
L TWET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.
[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> new

Enter a name for this profile:

> hr_sign_and encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:

[2]> 3

1. smime signing

Select S/MIME certificate to sign:

[11>

1. Detached

2. Opaque

Enter S/MIME sign mode:

[11>

1. Bounce

2. Drop

3. Split

Enter S/MIME action:

[1]1> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
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- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles

Name Certificate S/MIME Mode Sign Mode Action

hr sign_a smime_ signing Sign/Encrypt Detached Split

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

1>

S LD AFF— DB

KIS, A=V DRSO, TTTAT  AILZAEH O SMIMEREH E D AR F—%
BN 5627R~LET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:

> hr signing

1. Import

2. Paste

Choose one of the options for the certificate introducing:
[2]1>

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAGIBDTANBgkqhkiGIwOBAQUFADCB1ELMAKGALIUERBhMCSU4x
CzAJBgNVBAG. . .

C=IN, ST=KA,L=BN, 0=Cisco,0U=stg,CN=cert for enc,emailAddress=admin@example.com
Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.

- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys

Name Emails Domains Remaining
hr signin admin@vm30bsd0008.ibga dns.vm30bsd0008.1ibga 145 days
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FAAY F—

Z 2T, RO CLI 2~y RIZOWTHBA L £,
domainkeysconfig

& BA
DomainKeys/DKIM D% — M & EL E T,

ERAE
MeE : Zoa< KX lcommit] NHEETY,

JIGARERE  Zpav Ly NI, TRTOYY U ET— R (WTRAZ, TL—F <) TF
HAc&EEd,

NyF avws N Zoavwy NNy FELSEZ PR —FLTHET,

CE) X2V T7 438k 7=, FIPST— RKTOT FT7A4 T L ADWET — X Ok 2 G315
L. MBX—EERTERLI RV ET, BX—Z2HETIHEAIL. BEFEOMBEX—%2 AT
D FIEEH LWIE X — 2B CE £,

NyFiK BL£70774)L

domainkeysconfig =~ > RO Ny FRRIL, BAT 17 7 A VOIERR, k. F72IXHIRCTHE
HATExd,

* DomainKeys/DKIM &4 7' 12 7 7 A L DB

domainkeysconfig profiles signing new <name> <type> <domain> <selector> <user-list>|
[options]

% 1:domainkeysconfig D& L VER TR T 7 A JLBIEK

51% B

<name> RAA Y a7y A VDRI,

<type> RAAL v DE AT, dk £721% dkim T,

<domain> RAAL L FaTZy A LDRAL L 74—/ R, ZiL, DomainKeys B4 D
d % 7 &2 LET,
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<selector>

RASL v FaTZry A LD L2 % 74—/ R, Zild, DomainKeys &4 D
s Z T ERLET,

<user-list>

RAAL v TaTdZrA )N a—FOhr~KEH YR N, 2—HFL FEO K
AA T T 7 ANEFHALTCETA—IICEBLT DVLENHDINE ) D%
MW B0, ETA—NLT RLRAEOREGIZEHEINET, 7 XTOR
AA v a—HL—HIFEHITE, FFlRF—U—FNal #H L £7,

[options]

--key_name BT DR — D4R,

--canon DK TE4T 5 L EICHEATHEEET L) XA, BEFFR— ST
%7 Y XL simple & nofws T3, 7 7 4 /L M nofws T,

--body canon |DKIM CE4 T 5 & & ITMHEMT L, ALOEENLT LT Y XA, BUEYR—

FENTWB T Y X AT simple & relaxed T9, 7 7 4 /b Md simple C
j—O

--header canon

DKIM TEA T2 & EITHMT D, ~y X —OFEEET LT X4, BIES
A—RENTWBHT /LT Y X AL simple & relaxed T3, 7 7 4 /L b i simple
T4,

--body length

BLOFRICHEHT D, EHEL LIZALDONA Mg, DKIMZ' 27 7 A LT
DOHRERALET, ZOMIT, FHTL2EELDI XTIV ES, T 740
FCIEEH S EE A,

--headers_select

B D~y X —aBIRT L EAfRELET, DKIMZ' 17 7 A )L TOHE
A LE9, all, standard, standard and custom ®WF I TT, all LT T
DI~y X —ITELTHZ L2 EWR L E T, standard (L, Subject, From,
To. Sender, MIME 7% EDBERD~ v ¥ —DHFEFROE Y MIEHLTDHZ
L ZEBE L £9, standard and custom (%, BEEID~ vy ¥ —F L N2 —FEFH
DO~y X =Dy MIBATDHIEEEWRLET, 774 /b MM standard T
7

--custom_headers

BAT DA~y X —D2—FEFE ~ b, headers_select 75 standard and custom
DHEIZ, DKIMZ 07 7 AV TOBMH LET, 774/ MIZEOE Y
‘(“?—O

--i_tag

BN Z T HBINT oM EIDNERRELET, 58 TE O yes £721%
no T4, 774/ M yes TI,
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--agent identity

=P ELEFL—FORDVICZIDORA v E—VICEATHREAD ID, #
TIIEAEDE T A—/L 7 RLATTN, B—I N IIEK L O NENE
Hh, ZOT RLAD KAA E51E, <domain> £7213ZF DT KA A >
ETHAMENRBY T, ZOFT T a3 0E, i tag DIEE yes IZEXE L T
LZEBICORBEHINET, T 74N MEI, e—hVESEZEICLT, ED
%12 @ & <domain> At} TRLk L72fE T,

--q_tag BN QBT HBNT 0 E I NERELET, BETE 2T yes £721F
no T4, 774/ MEyes TT,

--t_tag BNt Z T HBINT oM EINERRELET, f5ETE O yes £721%
no C9, 7 74/ ~Mdyes TT,

--X_tag BRI Z T HBIMNT 20 EIDERELE T, HHETE DT yes £721

no T3, 7 74/L K yes T,

--expiration_time

BYINKGNT 5 FE TORRE (B) T4, DKIMZ 27 7 A L TOREH L E
T, ZOMEIF, BADOX X T Lt X T OERDET, O TV a ik,
--x_tag D% yes ICHE L TWADHHICOALBEH INET, 774/ M
31536000 ¥ (1 4F) T,

--z tag

BANC z X 7B BINTHENEIDERELET, FEETE AT yes T721Z
no C9, 77 #/V iEno TY,

s BL T T 7 A IVORRE

domainkeysconfig profiles signing edit <name> [signing-profile-options]

BHTO T ANDE T g

* rename <name>

* domain <domain>

* selector <selector>

* canonicalization <canon>

» canonicalization <header canon> <body canon>

* key <key name>
* bodylength <body length>
* headerselect <header select>

* customheaders <custom_headers>

* itag <i_tag> [<agent_identity>]

* qtag <q_tag>
e ttag <t tag>

* Xtag <x_tag>
* ztag <z tag>

[<expiration_time>]

* new <user-list>

avy R sEZH .
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* delete <user-list>
* print

7 U7

cBHT 0T 7 A NDHIEE

domainkeysconfig profiles signing delete <name>|

BT T 7 ANDO—ERR

domainkeysconfig profiles signing list

BT T 7 A IVDOFEME T

domainkeysconfig profiles signing print <name>|

BHTOT 7 ANDT A

domainkeysconfig profiles signing test <name>|

BLEIO T A NLDE—H) I E—DA R —

domainkeysconfig profiles signing import <filename>|

T FIAT VAL AIABL T 77 A NDIA—DT 7 AR— |

domainkeysconfig profiles signing export <filename>|

TTIAT LV ARCHDTRCOEBL T 7 74 VO

domainkeysconfig profiles signing clear]

Ny FERX - RIETOT7A4IL

¢ T LV DKIM MGk 7 1 7 7 A JLOVERK

avv R sEH |

domainkeysconfig profiles verification new <name> <verification-profile-options>|

% 2:domainkeysconfig DIREETO T 7 AL AT ay

515

Bl

--name

DKIM fiE 7 2 7 7 A )L DA |,
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--min_key size

ZIFAND I/ NF—, FEETEDF—0DRE X512, 768, 1024,
1536, BL 12048 T (HEfIZE Y b)) o T 7L M 512 T
j‘o

--max_key size

ZIF NIRRT —, FEETEHF—DREI1L512, 768, 1024,
1536, B 2048 T (HALIXE Y b) o T 740 FX2048 T
KR

--max_signatures num

A=V O TRIETE B4 ORKE, TEOEHERET
EFE+, 774 MELS5STY,

--key query_timeout

=TV —=RNEA LT T LHETORM () T, E£ED
EHEHEETCEET, 774/ NI 10 T,

--max_systemtime divergence

KEH DI & EEE O & OMICHFR TE 2 HERME ()
TY, FEOERERETEET, T 74/ NI 60 TY,

--use_body length

KIXDEEDNT A= T o0 EInatEELET, faE
TE5MEIZyes £/2iEno TH, 774/ M yes TT,

--tempfail action

—HREEOEAIX, SMTPOT 7 ¥ a v 23T LEd, BE
T& BEIT accept F 7213 reject TT, T 7 4/ M id aceept T,

--tempfail_response code

—FE 7B EN KA LG A, S S A v&—Y D SMTP)S
Ba— RTT, IBEETXAMEITIXX BROESTT, T 74+
M 451 T,

--tempfail_response text

—HFRZREE DA LG E. IR S A v =Y O SMTPIS
BETXRADTY, 7740 ME, HMATSELZHRETE £H A,
F— P — R EO0 Y FH A (Unable to verify signature - key server
unavailable) | T,

--permfail action

KRR EEDOEAIX, SMTP DT 7 v a v 237 LEd, BE
T& BEIT accept F 7213 reject TT, T 7 4/ M id aceept T,

--permfail response_code

KRR EN A L GA, S Sz A v&—Y D SMTP)S
Ka— RTT, IBETE AT SXX BEROFZ T, T 741
& 550 T,

--permfail response_text

KRR BEE DA LT GE, IR Shiz A v — Y D SMTPIG
BETXADNTT, 774/ M [#5.7.5 DKIM KiBFED A —/L 1%
EE STV ET (DKIM unauthenticated mail is prohibited) | T
_a‘o

s FRFET B 7 7 A L DOFREE
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domainkeysconfig profiles verification edit <name> <verification-profile-options>|

WEET 2 7 7 A L OHIRE

domainkeysconfig profiles verification delete <name>|

BEFEORGET 10 7 7 A L OFEH 7T

domainkeysconfig profiles verification print <name>|

B ORGET 1 7 7 A L DO—ERIR

domainkeysconfig profiles verification list]

B—HN NI HAIRIAT R T AN T ANDA R — b

domainkeysconfig profiles verification import <filename>|

T TIIAT LV RCHDIBETa 7 7 A )LDA AR — b

domainkeysconfig profiles verification export <filename>|

TFIAT VA DT XTOBAEREE S 2 7 7 A VO :

domainkeysconfig profiles verification clear]

Ny FERX . EL2xX—
T LWEL T —DIEK :

domainkeysconfig keys new <key name> <key-options>|

# 3:domainkeysconfig DEZ¥X—F+ T3>

51% B

-—-generate key | i X —&2 /AL LET, HETEAF—DFE &1X512, 768, 1024, 1536, B X
2048 T (HfZIIE Y k) o

--use_key RESNIWEF—2EMLET,

--public_ key |fEEINIZMEF—IC T HAMF—2 G L CHlEEICHNT572007F
7, --generate_key ZSEICHEE L CWAEEIL, T8 LWRE X+ —0 B S
. W TEIIC—ET 28/F —NERRINET,

. avy kK sEH




I av vk 5EH
RyFhs: F—sra7o77 Lok ]

« B4 F— Ok

domainkeysconfig keys edit <key name> key <key-options>|

PEFDOEN T —DOLARIZE

domainkeysconfig keys edit <key name> rename <key name>|

NP — AR ET DI

domainkeysconfig keys publickey <key name>|

X —DHI -

domainkeysconfig keys delete <key name>

TARTOEAF—DO—EFIR

domainkeysconfig keys list]

FBEDELF—IZHET 2T N TOBEROFES

domainkeysconfig keys print <key name>|

O—IN N DBBELF—DA R

domainkeysconfig keys import <filename>|

TTIALT VAL DBEL T —DT T AR— |

domainkeysconfig keys export <filename>|

T T ITAT L ARLH DT NTDELFT—DHIER :

domainkeysconfig keys clear

NYFERX: F—F-EFTO0T7704ILOKRE

« 7T 7 AINDELF—DMRR

domainkeysconfig search <search text>|

avy R sEZH
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Ny FRERK : FO0—/N\ILETE

« 77747 A TO DomainKeys/DKIM D 7 11— S)LEETE DA

domainkeysconfig setup <setup options>|

BETELA T a NIROEBY TT,

- --sign_generated_msgs : VAT ATCHEMINTEA v E—VIZEATDINE I DEEELE
T, FEETE AMEIX yes £721E no T,

Bl :CLHIZCKARAAMY F—DEERTE
TTIAT LV AED RAAL F—%FET 5L, CLI Cdomainkeysconfig =1~ N4 ffi
ALET,

domainkeysconfig 2~ KiX, [A—/L AR U — (MailPolicies) ]->[ K A4 > F— (Domain
Keys) | ~—TYNOMREEAZ T X THA TWET, ZOa~v RTIE, 70 RAAL Y F—
DNSTXT La— R&4AKTH5Z b TEET, 7V RAL L F—DNSTXT La2— KD
EROFERIZONWTIE, 7 RAA Y F—DNSTXT L a— FOER (52 2—Y) &%
LT EEN,

ZOBITIR, F—EAERKRL, FALY a7 A NVEERLET,

mail3.example.com> domainkeysconfig
Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: O

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:
- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:
- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:

[1> testkey

1. Generate a private key

2. Enter an existing key

[1]1>

Enter the size (in bits) of this signing key:
1. 512

2. 768

3. 1024

4. 1536

5. 2048

[3]1>

New key "testkey" created.

There are currently 1 signing keys defined.
Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.
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- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.

- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[r>

Number of DK/DKIM Signing Profiles: 0

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:

1. dk
2. dkim
[21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a

"

" "

"

semicolon. This value becomes the "s" tag of the DomainKeys
Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key

[11> 4

Enter the name or number of a signing key.

1. testkey

[11>

The canonicalization algorithm is the method by which the headers and
content are prepared for presentation to the signing algorithm.
Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:

1. simple

av YR BEH
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2. relaxed

[11> 1

How would you like to sign headers:

1. Sign all existing, non-repeatable headers (except Return-Path header).

2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,

MIME headers) .

3. Sign "well-known" headers plus a custom list of headers.

[2]1>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1. Whole body implied. No further message modification is possible.

2. Whole body auto-determined. Appending content is possible.

3. Specify a body length.

[11>

Would you like to fine-tune which tags should be used in the

DKIM Signature? (yes/no) [N]>

Finish by entering profile users. The following types of entries are

allowed:

- Email address entries such as "Jjoel@example.com".

- Domain entries such as "example.com".

- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

1>

BT FALY F—DNSTXT La— FOER

mail3.example.com> domainkeysconfig
Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes
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Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. Example

[11>
The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities

("i=" tag of "DKIM-Signature" header field) associated with this

domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.
Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>

The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMI1;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCB1QKBgQODX5d0G9J8rXreA/uPtYr51rCTCgR+gqlS5Gm
1£000] AZSUBZBVONKZ SN+ 0T+ mYDPOFSUHY aOvO HCeunt? FERJ S3ROF ol oI AH5v20CKp/w Tha Py 3qeRSg VEavQ6vIESKSU TCHDF KU MISY Sstou?
zmm9OrKAHSM7FwIDAQAR; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

[1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:
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KEYS - Manage signing keys.
SETUP - Change global settings.

DMARC #&:E

avy R sEH |

PROFILES - Manage domain profiles.

SEARCH - Search for domain profile or key.

2T, ROCLL vy RIZoWTEHEHALET,

dmarcconfig
ERER
DMARC O EMAEFHE L ET,

ER7E

MeE® : Zoa<y Kt Tcommit] 2SMHEE T,

JIAAER  Zoa<vw L R, I R_RTCO~Y U EF—F (P T7RAF, J—7, =) T

HATEET,

NyF awr R Zoa<vy RNy FERER—FLTWET,

Ny FHK  DMARCHREEJA 77 A )L

dmarcconfig O /N v FIERIT, WEET 1 7 7 A L OERL, . HIER, BL OV B — ULERE

DEETHEMATEET,

DMARC #EE 70 7 7 1 JLMDEHD

dmarcconfig profiles new <name> [options]

--rejectpolicy action

ClE- Bl
<name> DMARC 7'va 7 7 A )L D4 i,
[options]

DMARC L z— RNDR Y >—3 TG DL X
AsyncOS WEITTLOMENH LA v —T T 7 v a v,
AREZRE L. Treject) . *7-1% Tnone)
<7,

[quarantine| .

--rejectpolicy response code

HEENFEA v E—YDOSMTPEEa— R, 574/ MA
1% 550 T,
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--rejectpolicy response_text

EESINTZA vy E—=VDSMIPIGET XA N, 774/ b
EIE T#5.7.1 DMARC RKF8FED A —/WiZEIE STV ET
(DMARC unauthenticated mail is prohibited.) | T3,

--rejectpolicy quarantine

DMARC KEEIZ IR LTz A B — T DIREE,

--quarantinepolicy action

DMARC L zt— FND R Y o —3EEED & 12 AsyncOS
WFEITTOMERD DA v E—Y T/ ar, AlRERHE
L. Tquarantine] F721% Tnone] T,

--quarantinepolicy quarantine

DMARC RFEIZ R LT= A v ' — Y DIFEHE,

--tempfail action

DMARC RAEHE — R 7R FEH D3 A L7 A v & — VIt
LT AsyncOS WETTDOMERNHDHA vE—V T 7 =
v, FEETE LMEIX Taccept] £721E Ireject] T,

--tempfail_response code

—ER 7R ENEAE LGS, S Sz A v E—T0
SMTP &= — RTY, 774 /V Mild 451 T,

--tempfail_response text

—REIRBEEN A LGS, HESNTEA v E—Y0
SMTPJLET X A M T¥, 774 /L MEIX [#4.7.1 DMARC
FRAEA 1T CX £+ A (Unable to perform DMARC
verification) | T,

--permfail action

DMARC FRAEH KR 7R B D3 L7 A v ' — VIt
LT AsyncOS WETTLOMERNHDHA vE—V T 7 =
v, FEETE LMEIX Taccept] £721E Ireject] T,

--permfail response code

KGRI ENEAE LGS, S Sz A vy E—T0
SMTP J5%& 22— K C9, 7 7 4/ MAIZ 550 T,

--permfail response_text

KRR E NI LIGh, iSRS A v tE—U 0
SMTPJLET X A M TY, 774 /L MEIX [#5.7.1DMARC
MiEEIZ Lt L £ L7- (DMARC verification failed) | T

DMARC IO 7 A ILDIRE

dmarcconfig profiles edit <name> [options]

DMARC HEE 70 7 7 1 JLDHEI&

dmarcconfig profiles delete <name>

3~ T? DMARC DIFFET A 7 7 1 )LD HIRR

dmarcconfig profiles clear
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DMARC REETO 7 7 A/ ILDEHMD R T

avy R sEH |

dmarcconfig profiles print <name>

DMARCHRIETO 774 ILDITHY RKR—k

dmarcconfig profiles export <filename>

DMARCHREETO 77 A4 ILDA iR— b+

dmarcconfig profiles import <filename>

TO—NILEREDER

dmarcconfig setup [options]

TFoay

BLL]

--report_schedule

AsyncOS 78 DMARC #£5t L AN — [ & AR 2 IFf,

--€rror_reports

DMARC £ LR — k %1 X 10 MB £ 721X DMARC L 21—
RORUA ¥ 7 THREINT=V A X2 B2 25812, BMfExT—
LiR— & RAAL VEITEEICEET 5,

--org_name

DMARC &£ LR — b 2AKTE2o 0T 4T 4, ZHIZIE R R
AR ERETDVLENRHY £,

--contact_info

DMARC £tV AR— F &7 RAAL VFTEENLHR— K
FER LD T 4T 4 CEEEIDHE D, BIOBREERE
W OGHRkDO I A ~— FR— b OFEMRY) |

--copy_reports

4T _TPHDMARC G LAR— D ab —Z2ED—Y (4
LAR— b E FATT NI — 7R L) ICEELEY, &
TA=NLT RLAZ AN LET, HEEOLGAITZI o~ TREY
£,

--bypass_addresslist

HrEDREENPOZE LA v E—0 DMARC MiEEE 2% v
FLET (T RLVA VAR

GE) SRR EA—NT RLATERESNAET RLX U R
FDOHEFIRTE ET,

--bypass_headers

FEED Ny X — 7 4 —)v R4 & E&Te A v — 0 DMARC Rk
EAX S LET, HEzid, A—V 7 URREETES
THT—ENED A vE—T0 DMARC BifEE A% v 7351
X, ZoFTvarEFERALET, ~y X —F AN LET, #
BOEEIIH o~ TRYY £9,
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WIZ, DMARCHiEFE 7 7 7 A )V EZREL. DMARCHEET 2 7 7 A )LDV a— N )LiRTE %
LI opEr~LET,

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified
Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.
Choose the operation you want to perform:

- NEW - Create

a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.
- PRINT - Display DMARC verification profiles.
- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new
Enter the name

of the new DMARC verification profile:

[1> dmarc_ver profile 1
Select the message action when the policy in DMARC record is reject:

1. No Action

2. Quarantine the message
3. Reject the message

[3]1>1

Select the message action when the policy in DMARC record is quarantine:

1. No Action

2. Quarantine the message

[2]> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy

is quarantine).

1. Policy
[1]1> 1

What SMTP action should be taken in case of temporary

1. Accept

2. Reject

[1]1> 2

Enter the SMTP
[4511>

Enter the SMTP
DEFAULT to use
'#4.7.1 Unable

response code for rejected messages in

response text for rejected messages in
the default response text
to perform

DMARC verification.'

[#4.7.1 Unable

to perform DMARC verification.]>

What SMTP action should be taken in case of permanent

1. Accept

2. Reject

[1]1> 2

Enter the SMTP
[550]>

Enter the SMTP
DEFAULT to use

response code for rejected messages in

response text for rejected messages in
the default response text

failure?

case of temporary failure.

case of temporary failure. Type

failure?

case of permanent failure.

case of permanent failure. Type
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'#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> setup

Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format (HH:MM) .
[00:00]>

Would you like to send DMARC error reports? (Yes/No) [N]> y

Enter the entity name responsible for report generation. This is added to the DMARC
aggregate reports.

[1> example.com

Enter additional contact information to be added to DMARC aggregate reports. This could
be an email address,

URL of a website with additional help, a phone number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields? (Yes/No) [N]> y
Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

[1> add

Enter the header field name

[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

[1> add
Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes
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DNS

dig

B2k

ER7E

Ny FRRK

ons i

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

1>

2T, ROCLL a<wy FIZOWTCHA L £,

DNS ¥V —R ETClLa— Rz Ly Ty LET

MEE : ZDa<y RIZ lcommit] 1IMEH D FH A,

JIAAER  Zoa<vw L N, T R_RTCO~Y U EF—F (P TRF, J—T, =) T
HTxE9,

NyF a<wr R Zoawy RNy FERE2SR—FLTHET,

diga~>y FORyFEREMHATE L, MEROCLIa~Y ROTRTOMELEITTEET,
eDNSH—NETLa—K&ELy I T v LET

dig [options] [@<dns_ip>] [gtype] <hostname>|

DNS 4 — R ET, HHEESNTZIP T FL AT DML v 7 7 v 752 FEITLET,

dig -x <reverse_ip> [options] [@<dns_ ip>]

Znniddig vy ROy FIEATHIHARER A 72 a T,

-s <source ip> Specify the source IP address.

-t Make query over TCP.

-u Make query over UDP (default).
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dns_ip - Query the DNS server at this IP address.

gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.

hostname - Record that user want to look up.

reverse 1ip - Reverse lookup IP address.

dns_ip - Query the DNS server at this IP address.

151
WOFITIE, V7T w7925 DNS B —_ZHHRHNZFEE L TV ET,

mail.com> dig @111.111.111.111 example.com MX

; <<>> DiG 9.4.3-P2 <<>> (@111.111.111.111 example.com MX

; (1 server found)

;7 global options: printcmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3
;7 QUESTION SECTION:

;example.com. IN MX

;7 ANSWER SECTION:

mexample.com. 10800 IN MX 10 mexample.com.

;7 AUTHORITY SECTION:

example.com. 10800 IN NS test.example.com.
;7 ADDITIONAL SECTION:

example.com. 10800 IN A 111.111.111.111

example.com. 10800 IN AAAA 2620:101:2004:4201: :bd

example.com. 300 IN A 111.111.111.111

;7 Query time: 6 msec

;7 SERVER: 10.92.144.4#53(10.92.144.4)
;; WHEN: Fri Dec 9 23:37:42 2011

;; MSG SIZE rcvd: 143

\}

GE) Zoavr RFafHT5 L XICDNSH—NEZIRICHEE L WEaIE, diga~vy Rick-
T Authority ¥ 7 3 3 > & Additional ¥ 7 ¥ 3 » OFRBKVIAENET,

{5 - DNSSEC =4 7R— 9% DNS H—/ ) TLSA L O — F DR
WOBIT, TLSA L = — FEPIRIICHERE L £,
mail.example.com> dig

Enter the host or IP address to look up.
[1> example.com

Choose the query type:
1. A the host's IP address
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dnsconfig

B2LEL]

ER7AE

dnsconfig .
2. AAAA the host's IPv6 address
3. CNAME the canonical name for an alias
4. MX the mail exchanger
5. NS the name server for the named zone
6. PTR the hostname if the query is an Internet address,otherwise the pointer to
other information
7. SOA the domain's "start-of-authority" information
8. TLSA TLSA Record
9. TXT the text information
[1]1> 8

Which interface do you want to query from?

1. Auto
2. Management
[1]1> 2

Please enter the host or IP address of DNS server.

Leave the entry blank to use the default server.

Important! To perform DNSSEC queries, enter the host or IP address of the DNS Server
supporting DNSSEC.

[1> 8.8.8.8

Do you want to make query over TCP? [N]>
Do you want to make a query over DNSSEC? [N]> Y

Please enter DNS key file path.
Leave the entry blank to use the default root keys
[1>

;; RRset to chase:
dane-esa.com. 3562 IN MX 10 mxl.dane-esa.com.

;; RRSIG of the RRset to chase:

dane-esa.com. 3562 IN RRSIG MX 7 2 3600 20181028045140 20180928045140
43860 dane-esa.com.

K+t0W9a0gDMvxytXfkrms+IEUbK1Ct 9XB5mBCCb3bHryvHs0cU6XPxXTJ

XwQ5HUSWuQaCI9MLyCAS5Zn/AX1bzKA7tGtnab0g3CmVKhhRXnIJ+jJht6

nuksUrLKsM6uYmR73DDM/bCC8n08w6nGeGg4 76mmNgETXAPfgSVHNUPP

DSquCG3nNfm8iE9XnG8jCKRPcKhWjROc/vmK6ZzuzFKCtT4QA/L5ANhOwW

z££ZgxRI0m]j 3w8WQdz9eFAWS5e0LFab0oR5719831tyJrQL4pjF17bwKNw
94xhgF1sWWKAC6wpoT64D00000u5TsKxHgS5EwEat10MIMOGHMniCuJcA K3seyQ==

DNS Dty b7 v FHHRELET,

MeE : oo~ KX lcommit] NHFTI,

JIIARER  Zpavr R, TRTOYYUEF—R (TR EZ, TA—TF =) Tff
HTXxE9,

NyF awy R Zoawy RSy FEREFH— F LTOET,
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dnsconfig =1~ ¥ KOS » FIHAZ T2 &, KD CLI 3~ FOT_TOMHER % T
SES

e — ) = =R Xy v 2B MHHT S0 DNS DEE :

dnsconfig parent new <ns ip> <priority>|

avy RO5%c:
e<ns_ip>: R AL Y —=_"DIPT FLA, HEDOIP T FLRTH o~ TXE>THELE
D
s <priority> : Z D= U OESENESL,
PRI R b S Ky v ORI

dnsconfig parent delete <ns_ ip>|

BED RAAL ANERT D720 DNS Fv v =2DF

R
it

dnsconfig alt new <domains> <ns_ip>

\)

GE) A Z—%v FO)—h F—L P —REFEHLTWAESIIFEHTXEEA,

awr RO51¥
e<ns_ip>: R—L F—"DIP T FL A, HEDOIP T FLRFH L~ TR > THREL E
B

e <domains>: RAAL DB ~RYID Y R K,
« BETED R A A > O DNS F ¥ v ¥ = OHIBR:

dnsconfig alt delete <domain>|

s f U H—Fy FDN— bk F—L P —NEHHT D7D DNS DR E :

dnsconfig roots new <ns_domain> <ns_name> <ns_1ip>|

PN e TIE

e <ns_domain> : BSE L CTHEHT 25 KA A L,
* <ns_name> : F— 2L P — DA H,
e<ns ip>: F—AL P —DIPT KL X,
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\}

G¥)

\}

RAL AT ORBER—L Y —"ZHET LI LT, HED AL KLY bR EL L
MTEET,

o A = SO

dnsconfig roots delete <ns _domain> [ns name]

GE)

1

HIBRT 2 & 12 ns_name ZF5E L7V E | F4 D RAAL L OFTRTOR— L F— 01 S
nE7,

¢« TRTDODNS REDHE, BIOA v F—FRy hD/L— K F—NEHEHTHZDDT A
T LD HEERE :

dnsconfig roots

HILE D DNS R E DFR

dnsconfig print]

2 —PHEED DNS F—NZE, IROEHRA LB T,

e AR M
cIP7 FLA
cHERDBHD R ALY (WY — D RH)

dnsconfig =<2 RTCiX, KD 45DV T a<wr REATEET,

% 4:dnsconfiga< > KDY Ta<w o R

B Bl

FEED R A A ANAMEHT 28 LW DNS r— " F - idue—7
JUDNS r— %ML E9,

new

&Y — X F 71T e — /L DNS —REZHIR L £,

delete
edit {Ji’i%k'ﬁ‘*‘/\‘if:li‘:’*‘jjﬂ/ DNS 'lj‘»«/\;a:)/gﬁé% [/35"9,«0
setup A =2k Jb— K DNS H— 3 F 72 {F v —J /L DNS #—3

2B ET,
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mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[11> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)

[11>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

BED KA DHKE DNS H—/ DB

BrEDODT—H)L RAAL U HERE, T _XTODNS /7 =) —TA X —F v b Jb— h b—o3%ff
HTDET T IA4 TV AEFRETEET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
No alternate authoritative servers configured.
Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .

[1> dns.example.com

Please enter the IP address of dns.example.com.
[1> 10.1.10.9

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

(1>
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mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

dnsflush
Bl

DNS ¥t v anbd XToOx M &7 U7 LET,

ER7GE

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
TS ARG Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVER : Zoavy RNy TFEXEZSR—FLTWHERA,
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dnshostprefs

B

ER7AE

1

dnslistconfig

B2k

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> ¥

IPv4/IPv6 DNS Z#%E L £

MeE : oo~ KX lcommit] NHHEETI,
JGARER . Zpa<wy Riivwyy B— RCOREHRATEET,
NYyFaAIV R Zoavwy Ry FEXLEZSR—FLTHERA,

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]> 1

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
1>

DNS UA K B —EADYKR—FERELET,

. avy kK sEH
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ERAE
feE : Zoa<y RiE lcommit) 4L EETY,
JTALEH . ZDavy Riivyr E— R TORFEHTEET,
NYyF ARV K ZOavy NNy FEREZYR—F LT EE A,

1

mail3.example.com> dnslistconfig

Current DNS List Settings:

Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:
[1800]> 1200

Enter the query timeout in seconds:

[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1>

dnslisttest

B8

DNS XR—ZDY A K B —EAXDDNS LY I T v 72T AN LET,

ERAE
feE : 2D~ RIZ lcommit) (ZMEH Y A,
JTALER  ZDavy RiFvyy E— RTORBEHATEET,
NYF AR Zoavry RNy TFERXE R —FLTHERA,

l

mail3.example.com> dnslisttest

Enter the query server name:

[1]> maild4.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.maild.example.com
Result: MATCHED

avy R sEZH
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dnsstatus

& BA
DNS #tatE AR~ L £ 7,
ERRGE
e : D~ RIZ Tcommit) (Z4EH Y EHA,
JIAREM  Zpavy Riiviy B— R TOREATE £,
NYF ARV K ZOoavy NNy FEREZFR—FLTHEEA,

1

mail3.example.com> dnsstatus
Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

How-Too s xzy bEFRALEFA—H I FORARYITY
AMDsEE

22T RO CLL vy RiZoW Tl LET,
howtoupdate

&BA
howtoupdate =¥ &/ K4 5L, How-To 2R —FR > hEFETEHFTEE T,

ERE
FEE : 2D~ NIZ commit lZIMNEH Y £H A,

DSREAEE . Zoa~vwr N, TR_TCoO-YrET—F (TR E, TA—F, <) T
HATx%4,

NYF AR E: Zoavy NNy FREREZ YR —F L TWET, FEMICONTIL, help
howtoupdate I ¥ FEALT, 41274 VAV RS TL fiél/\o
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l

howtostatus

BILL]

&

1

ROB) T, howtoupdate 2 ¥ > R&EF T 5 &, How-To = VIR—R Yy NETFEITEHR TE FE
R

mail.example.com > howtoupdate

Requesting update of How-Tos component

howtostatus I~ REZFEHATAHE, How-ToZ U R—FR Y NOBIEDONN—T 9 U BFHRTEE
7

TEE : Z0a~< 2 NiZ commit IV EDH Y £H A,

HDSARREE . ZDa<vw L RiE, TRTOSY L ET—F (I T7RL, TV—F, <) T
HATxET,

NYyFaAIV R Zoa<wy RNy FEXREZ SR —F L THOET, FEMICOW T, help
howtostatus 2 K& AJ] LT, 174 VT RESRRLTL fiéb\o

ROBI T, howtostatus I~ R&EFHT L L, How-To2 o R—F > FOBIEDONN—V g %
FRCTEET,

mail.example.com > howtostatus

Component Version Last Updated
How-Tos 1.0 4 Jul 2018 04:22 (GMT +00:00)

— MR EEB/ NS TN a—Ta )

addressconfig

B8

2T RO CLLav Y RIZOWTHALET,

addressconfig 2~ KX, From: 7 FL A ~v X —%FETH7-DICEH L ET, From:
7 RLADFRR, 22— BIORRAAS VAZIEECTEET, FALAILERES— b =A
RAL L OBRZERIRTHZ b TEET, RO TIEL, AsyncOSIZ L » TER I A —
JVIZI% addressconfig 2~ R&H L £,
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* Anti-Virus J# %1

ANV

*« DMARC 7 4 — K/Xw 7 LA"— L (DMARC Feedback Reports)

« WA (notify() 3 L O notify-copy() 7 + /v & DEHE)

cfREEA v E—Y (BLOMREEFEBEREICK TS T2 —%k(EF) )
« LAR—Fh

s EDOMDTRTDA v E—

WORFITIL, @EID From: 7 K L A % Mail Delivery System [MAILER-DAEMON@domain] (7
7 # /v k) 7B Notifications [Notification@example.com] [Z&H L £,

MeE : 0o~ KX lcommit] NHFTI,

JIGRARER . ZDa~v s Rt TRXTO~YY U EFT— K (PI9RAZ, IA—F, =) Tff
HATxEd,

NyF avws R Zoavwy RNy FEXREZPR—FLTHWERA,

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MAILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n
Please enter the domain name portion of the "notify from" address

[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.
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- OTHERFROM - Edit the all other messages from address.
[r>

adminaccessconfig

i

ER7AE

INY FRER

WEFRET HHE1C adminaccessconfig 2~ R&fEH L E7,
EHEORTA U A yE—Y (NF—)
T TFIGAT VADEIA L B —T 2 A~D P XR—ADT 7 ¥ A,
*Web A VX —TxAfADI AV A U JTA MEERHE,
«HTTP ZRCTARA b ~oy ¥ —2fill+ 547> a v
*Web A X —T 2 A ABLNRCLIEYy>a DT 7T 47 XA LT TR,
« ;g K HTTP ~» & — A X,

MeE : oo~ KX lcommit] NHFETI,

JIABEH  Zoa<vw s RiE, $R_RCO~Y v EFT—K (FTRF, TA—F, w2 v) T
HATxEd,

NyF azxsR: Zoavy FERNyFEREYR—FLTHWET,

adminaccessconfig =~ > ROy FIEXZEH T2 &, 1RO CLI 2~ FOT X TOEREL
FITTEET,

e T RTDIPT RLARIZT 7B REHATH0, ¥EDIP T RL AV T 3y MNEPHIZT
72 A %IRRT 2 ORI

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>|

HLWIP 7 KU A/YT Ry MR OIEMN

adminaccessconfig ipaccess new <address>|

BEFEDIP 7 R LA/ 7 % MEPHOMRE

adminaccessconfig ipaccess edit <oldaddress> <newaddress>|

BEFED IP 7 R L A/H 7 % b/&HOH

adminaccessconfig ipaccess delete <address>|
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. Ny FRR

IP 7 RL AT Xy MNEFHDU A FDH T

adminaccessconfig ipaccess print]

BEFOTRTOIP 7 RUA/YT Ry hEHEO b

adminaccessconfig ipaccess clear]

0 JA L N F—=DH T

adminaccessconfig banner print]

TTIAT U ALZHD T 7ANNEDOT A 2 NF—DA R—h

adminaccessconfig banner import <filename>|

BEfFDO v 7 A N —DHIR

adminaccessconfig banner clear|

K N — D H )

adminaccessconfig welcome print]

TIITAT L ARIZSHD T 7 ANDEOPMEE N —DA AR — b

adminaccessconfig welcome import <filename>|

WEAF D W) 2 - — D HIER

adminaccessconfig welcome clear|

DEImIE ST — D= s AAH— |

adminaccessconfig welcome export <filename>|

FFR SN T BF VO IP T KL ADBE

adminaccessconfig ipaccess proxylist new <address>|

FaIN=7a X DOIP 7 L ADHRE

adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>|
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#l:xyro—s 7022 Uz ro%E [

cHFAENTZTEXFTDIPT N L ADKIER

adminaccessconfig ipaccess proxylist delete <address>|

TRCOBEOHFRINETaXFTOIP 7 KL ADOHIR

adminaccessconfig ipaccess proxylist clear]

cHETLIP T L AZ G~y X —H DRGE

2t

adminaccessconfig ipaccess proxy-header <header name>|

Web A L H—T A AD T AV A VIR MEBREDOA ML E 7213 1L

adminaccessconfig csrf <enable|disable>|

Web A Z =T A AD 7 0 AP A kU7 TR MEERED AN E D MO

adminaccessconfig csrf print

*Web A X —TxAADC Y ay XA LT U MORE

adminaccessconfig timeout gui <value>|

CLItvY gy ZA LT NORE

adminaccessconfig timeout gui <value>|

Bl: 2y bT—9 7O LR )X LDERE

EXA—INEX2UT 4 TFIAT LV RIT VAT Ha—YFDIPT FLAZHIETE 9,
a—WE, ERBLETZ7EBAVARDIPT RLAZFHSTRTOI U, 77794 T
AT VB ATEET, Xy b= T 7 8A VA MEERTIEE, IPT LA, 7%y
F., £721ZCIDR7 L AZIEETE £,

AsyncOS Tlx, BIEO<T v DIPT RLANRR Yy hU—2 T 7R U X MIGERLTH W
BAICELEZFR LET, BIEOSY UV DIPT RLARY X MIARWEES, ZEEZ=23I v B
THELETTIAT LV ALT VA TE R0 F9,

WKOFITIE, TTIFIAT UV ANDFRY NT—7 T IO EBRA&Z2O0IPT7 LA &y MIHIEL
iﬁ—o

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator

avy R sEZH II
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login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- XSS - Configure Cross-Site Scripting Attack protection.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

1>

Warning: The host you are currently using [72.163.202.175] is not included in the User

Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

1>

Bl: Q042 N\F—DHRE

Z—H SSH, Telnet, FTP, F721Z Web Ul 2vH2 74 LEH E LRI, Tarq4 2 R
T—1 EMEENDA vV ERRTDOLICEA N X2 VT 4 TTIAT UV ALRE
TEFET, v A N F =k, CLITRI Ay a7 b EICE RS, GUITr Y A
I NOAEMIERRIND AL <A AFRE/RT XA NTT, B 7 A N F—%
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Bl:Webf>8—TrfRBEVCUEy 3 21679 0%z [

LT, WX 2 )T A ERETLIEIT T IA T UV ADRA N T T 77 4 AT Dt &%
IRCEFET, T2, FAILWT 7oA T o ADHEH LT 2 FEE S 2 1EmR L
720, =N T T I T L RICK LT 1B E 2 e+ D DOMERNC B 2 3 A i
PER L= T FET,

B7A 2 NT—d, 80x25 DAY =V E D K D ITHRA 2000 LFIT/R>TWES, v
A U NF =X, T T T AT AD /data/pub/configuration T 4 L7 M UIZBHD T 7 A )VinHA
R—=FTEET, NP —ZF L7, BRERNRZHE L ET,

WOFEITIL, 7774 T AIZr 7 A > »3F— [Use of this system in an unauthorized manner is
prohibited] ZiBAIL £,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.

Use of this system in an unauthorized manner is prohibited.

~D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> banner

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

Bl - Web 4 32— A REELUVCLUEYL I BALTIMDERTE

N

WOFTIE, Web A v Z—T7 A AL CLIEYYay ZFALT U N2 RHITHTELET,

GE)

CLIty Y a vy ZALT T NI, BXa7 2=/ (SSH) . SCP. BILNEHEL Y 7Lk
ERATAEEICEITEAISNET, CLIty a2 A4 AT NGECRBEEDRELH TLD
NET, REEZLEFLEOTITHBEEL T EE N,
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mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> timeout

Enter WebUI inactivity timeout (in minutes):

[301> 32

Enter CLI inactivity timeout (in minutes):

[301> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

certconfig

B2LL]

ERAE

G¥)

EEEEELIZE, TLWCLI Yy Y3y XA L7 0 MIREILIED T 7 A RS20 Ok
SNFET,

X2 VT 4 OFERELEF—ERELET,

M€ : Zoa< KX lcommit] 2NHEETY,

PIGRARER . Zpa<vy N, N TOYrE—F (F9R%2, FA—F <) T
ATxEd,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,
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5l : EEBAZEDEEY 1+
WOFITIE, FEAELMEBEF—ZEVFTDZ LIk CGGEIAERZ A VA =V LET,

mail3.example.com> certconfig
Choose the operation you want to perform:

- amEomy it [

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status
Demo Cisco Appliance Demo Cisco Appliance Demo Active
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):
 jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqItjVHOK3DVvPK71TcSGEftUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFQPEKFjk 6T6CKTHvaQeEAsX0/8YHPHQH/ 9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,

Remaining

3467 days

Lda.,OU=Desenvolvimento,CN=brutus.partner.com,emailAddress=admin@example.com

Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzzlmC5beaQXeQ
2RmMGMTXU+mDvuqI tjVHOK3DVPK71TcSGE tUCAWEAAQIBAL jkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/soiljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNGAAV8djGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbq20ptOCnM7hAiEA6Xi3JIQECOob8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
6/5B8J0GHdJq89FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n
List of Certificates

Name Common Name Issued By Status
partner.c brutus.partner.com brutus.partner Active
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

Remaining
30 days
3467 days
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- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1>

Choose the operation you want to perform:

avv R sEH |

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https
Do you want to save the current configuration for rollback?

Changes committed: Fri May 23 11:42:12 2014 GMT

Bl BCERAZDEK
ROBITIR, BEBATREL R L ET

mail3.example.com> certconfig
Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists
[1> certificate
List of Certificates

Name Common Name Issued By Status
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR
[11> 1

Enter a name for this certificate profile:

> example.com

Enter Common Name:

> example.com

Enter Organization:

> Example

Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisoc

Enter State or Province:

> CA

Enter Country (2 letter code):

> US

Duration before expiration (in days):

[3650]>

1. 1024

2. 2048

Enter size of private key:

. avy kK sEH
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[21>
Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAWaDELMAkKkGA1UEBhMCVVMxFDASBgNVBAMTC2V4YW1lwbGUuY29t
MRYwWEFAYDVQQHEw1TYW4gRnJhbmNpc2 9jMRAWDgYDVQQOKEwWd1eGFtcGx1MQswCQYD
VOQIEwJDQTEMMAOGALUECxMDb3JnMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIB
CgKCAQEA+NwamZyX7VgTZka/x1I5HHrNOV2MPKXoLq7FjzUtiIDwznElrKIuJovw
Svonle6GvF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+gr7rzM41AQKHM+P61+1ZnPU
PO5SNIRCKkLP4XsUuyY6CalWLTiPIgag2fR8Y0JIX/kesZcGOglde66pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/fnSujG4nhF0ZG1l0pVUx4£g33NwZ4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJK0oZIhvecNAQEFBQADggER
AGiVhyMAZuHSvIyAO08kJICmrgO89yR1InDUXDDo6IrODVKx4hHTi0anOPulnsThSvH
7xV4xR35T/QVOU3yPrL6bJIbbwMySOLIRT]sUcwZNJOE1xMM5EKBM2BOIS5rs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10Iuj+EgqWNrRBNNnKXLTdXkzhELOd8vZEGSAfBWY ) Z2mECzC7SG3evakw/OGLk
AilNXHayiGieY+UfWzF/HBSekSJtQubehIv6JpBSY/MnYU4t11ExgD+GX31lrudxcs
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

Bl - BE2Z% S/MIME E 2 EBZ D 1ERK

RIZ, B Ay E—TVOHCES SMIME GEHEZAER T 262~ LET,

vml0esa0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

1> new

Create a self-signed certificate and CSR

Create a self-signed SMIME certificate and CSR

[11> 2

Enter a name for this certificate profile:

> smime signing

Enter Common Name:

> CN

[
1
2
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date

BILL]

ERAE

1

Enter Organization:

> ORG

Enter Organizational Unit:

> OU

Enter Locality or City:

> BN

Enter State or Province:

> KA

Enter Country (2 letter code):

> IN

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member? [Y]> n

Begin entering domain entries for 'subjectAltName'.
Enter the DNS you want to add.

[1> domain.com

Add another member? [Y]> n

Do you want to view the CSR? [Y]> n
List of Certificates

Name Common Name Issued By Status
smime sig CN CN Valid
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

BUEDO AR 2 FoR LET

B - oo~ K lcommit] (THEHY FH A,

avy R sEH |

Remaining
3649 days
3329 days

JGAREE . Zoavwr RiE, TRTOYEFT— R (WFREZ, T—F =) Tff

MTEET,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail.example.com> date
Tue Mar 10 11:30:21 2015 GMT
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daneverify

B

B Ri%
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diagnostic

B2k

daneverify .

Bl (81 X—2)
MR (81 =)

« ] (81 X—2)

FBESHTE RAAL LD DANE N Y R—FENTWEINE I EfERLET,

FEE : ZDa~2 N2 commit [TV EH Y TH A,
HSRAEE . —pa<wy NIviy F— RCORFEHTxET,

NYF AR Zoavy RNy FERL SR — ML TWET, FEMIZ OV T, nelp
daneverify I~ FEAHLT, 412514 ~VT RSB TL fiél/\o

WDOBIT, daneverify A~ REFEHT D L, FHE SN/ KA A D DANE VR — k&R
T F9,

mail3.example.com> daneverify

Enter the DANE domain to verify against: []> example-dane.net

Trying DANE MANDATORY for example-dane.net

SECURE MX RECORD found for example-dane.net

SECURE A record (10.10.1.198) found for MX(mail.example.com.cs2.test-dane.net) in

example-dane.net

SECURE TLSA Record found for MX (mail.example.com.cs2.test-dane.net) in example-dane.net
TLS connection established: protocol TLSv1.2, cipher DHE-RSA-AES128-SHA256.
Certificate verification successful for TLSA
record(030101329aadl9cfb5a0bb8d3b99c67dd1282a4dcdf67bd9¢c4efc08578657065fe7504)
TLS connection succeeded example-dane.net.

DANE_SUCESS for example-dane.net

DANE verification completed.

diagnostic 2~ FIZIRO7T=HIZHEHA L ET,
CXFESERA—T A VT EREALE, A= Ry =T Ry =2 OREO N T
Sa—T 4T
« RAID DIRREDTF = v 7
* ARP F ¥ v I 2 DRR
«LDAP, DNS, BLXNARP ¥ ¥ v =2DZ U 7T
«SMTP 7 A k 2 v E—TD%(F
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. diagnostic 1< > KD {#E A

T T IAT VATHEDNIS>TWVEHF—ERA 2V DAT —F ADFEE) & KR

diagnostic A< > FDEH
diagnostic ' 7 A =2 —TI&, ROa~vr REHTEET,

% 5:diagnostic> 72 K

TIFav H#JavU K TRASEY T«

RAID 1.7 4 AT WGEED FEAT C30 1 LTV C60 T D A AT BE,

LIFATHDE AT DE=S

3.7 4 AU RRAERE R OF IR

DISK USAGE (BEik) |7 a~r R7aL Zoa<wy NI T TIZELEINTWE
7, fHViZ, diskquotaconfig =
~ U REMEHLET,

NETWORK FLUSH C-Series, M-Series
ARPSHOW
SMTPPING
TCPDUMP

REPORTING DELETEDB C-Series, M-Series
DISABLE

TRACKING DELETEDB C-Series, M-Series
DEBUG

RELOAD Y7 aw KL C-Series. M-Series

SERVICES RESTART C-Series, M-Series
STATUS

ER7AE

TeE  Zoa<r R lcommit] ITMNEHD FH A,

JIALER  ZDa<vy RiEvy B R TORMEATEET, IHIT, Z0avr Rign
TAURA N (—=Fhar A Lizvyy) TOMEFATEET, ZDa~vr REEHRAT S
IZiE, B—HL T2 AN AT AT IV BEATXALERLY F9,

NyF avy B Zoavy RSy FHEREFHR— F LTWET,
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Ny FHR

nyriz ]

diagnostic 2~ ROy FIEAZMEM TS5 L. RAID DREDOF =7 Frvians]l
7. ARP ¥ ¥ vV a2 OWEDFREFATTEET, Ny F a<wr FELTETTDICE. &
DIEREEH L ET,

WDOEVEDT= DIy FERNEHEH L E T,
* RAID DIRED T = v 7

diagnostic raid|

ARP ¥ ¥ v 2 ODNEDFER

diagnostic network arpshow

NDP & % v I = DINE DRI

diagnostic network ndpshow|

LDAP, DNS, ARP, BXU'NDP ¥ ¥ v =207 7T

diagnostic network flush

s LAR— K T2 _X—=20 Vv M LOHIER

diagnostic reporting deletedb

LViR— | 7 —F  OHL

diagnostic reporting enable

LR—k F—F L OEHL,

diagnostic reporting disable

N yX T F=E_R=20Y Y M XUHIR

diagnostic tracking deletedb

cRPIORETOMEICEREEZ ) £ b
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diagnostic reload|

Bl : ARP X vy aDRREIUT

avy R sEH |

ROFITIL, diagnostic A~ RZEH LT, ARPF ¥ v v a ORNFLZR L, Xy hU—

JICEHET 5T R TCOXF Yy v ark 77y a LET,

mail.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds
(10.76.69.2) at 00:1e:79:af:£4:00 on em0 expires in 1192 seconds
(10.76.69.1) at 00:00:0c:9f:£0:01 on em0 expires in 687 seconds
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

fe80::250:56ff:feb2:e2d%em2 (fe80::250:56ff:feb2:e2d%em2)
feB80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml)
fe80::250:56ff:feb2:e2b%em0 (£fe80::250:56ff:feb2:e2b%em0)
Network reset complete.

Bl : BlD A —)L Y—/\ & DEFRDEREE

[ethernet]
[ethernet]
[ethernet]

WOBITIX, diagnostic 2~ > REMHL THD A — /L —RE DL T =V 7 LET, A—
o —RETARNT BT, =N L TA v =V EEET DD, ping 2FEITLET,

mail.example.com> diagnostic
Choose the operation you want to perform:
- RAID - Disk Verify Utility.
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- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[]1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]> y
Select an MX host to test.

1. mx00.gmx.com

2. mx01l.gmx.com

[1]1>

Select a network interface to use for the test.

1. Management

2. auto

[2]1> 1

Do you want to type in a test message to send? If not, the connection will be tested
but no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.

Resolved 'mx00.gmx.com' to 74.208.5.4.

Unable to connect to 74.208.5.4.

Bl RYDORETDEIZT TSATUREEEZ) Y
WIZ, BOBE TCOBICT FI5A4 T AR EE VY T AHZRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> reload

This command will remove all user settings and reset the entire device.
If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? [N]> Y

Y—EX IV UVDBEHERT—FADRT
CLI T diagnostic > services YT o< NeEdE LT, UFEFETTEET,

T TIAT U ATHNN > TWAY— R AHEE LET, 7794 T VA%
FHE#MTIMLELIDHY A,

e T T IGAT VATHMNI S TNAY—E R VU DATF—X A FE R LET,

FHANZOWTIL, EXA— N EX2 VT4 TTIATVAD [CLIV 77 L AHA ] 258K
LTL7Z&EW,

avy R sEZH
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diskquotaconfig

LaR— N EGBBE, BRBE, v 77 A0, Xy b2y T Fy, BLOar7 4 Xal—g
VI ANHADOT 4 A7 GEEEID B CEFRRELITRELET,

Z OFEBEDFEIC W CIE,  [AsyncOSfor Cisco Email Security Appliances = —4° A R] %%

ERAE

Ny FR

l

BLTZEN,

e Zoa< KX lcommit] NHEETY,

JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NyFaAv R Zoavwry NIy FEXREZ R —FLTHET,

avv R sEH |

diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature> <quota>]]]

<feature> DHZNEIL. euq. pvo. tracking, reporting T,

<quota> DA ZMEITHEL T,

mail.example.com> diskquotaconfig
Service

Disk Usage (GB)

Quota (GB)

Spam Quarantine (EUQ)
Policy, Virus & Outbreak Quarantines
Reporting
Tracking
Miscellaneous Files
System Files Usage : 5 GB
User Files Usage : 0 GB
Total
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit

Enter the number of the service for which you would like to edit disk

1. Spam Quarantine (EUQ)
2. Policy, Virus & Outbreak Quarantines
3. Reporting

4. Tracking

5. Miscellaneous Files

[1

1> 1
Enter the new disk quota -
[1]1> 1
Disk quota for Spam Quarantine (EUQ) changed to 1
Service

13

Disk Usage (GB)

54 of 143

quota:

Quota (GB)

Spam Quarantine (EUQ)
Policy, Virus & Outbreak Quarantines
Reporting
Tracking
Miscellaneous Files
System Files Usage : 5 GB
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ecconfig .

User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[r>

ecconfig

URL 7 A V&V » THERETHEN T DREAEO PN T 288k 74 7 > haREE 37
U7 LET,

VAADYR— ENLIERPRWGER, Zoavr FEEHA LN T EIN,

x> F UL, <hostname:port> F 7= 1% <IPv4 address:port> DRI T AMERH Y £, A—h
[ A IV G

T 7 H v N = REFEET HITIL, ecconfig server default & AJJ L E 7,

ERAE
e : Zoa~<y Rk lcommit) 2AXETT,
JIABER  ZDavr N, V7 I7AZHADOTXTOL~LVTHEATEET,
NYF ARV E : Zoavy NIy FEREZ YR — L THWET,

Ny FRRK
c F TN NSO AT b B ET BT

> ecconfig server <server name:port>

TITHNNDBRERT TAT b =BT 51

> ecconfig server default
15

mail.example.com> ecconfig

Enrollment Server: Not Configured (Use Default)

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> vy

[1> 192.0.2.1

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1>
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ecstatus

ER7AE

1

ecupdate

ER7E

Ny FRRK

1

avy R sEH |

URL 7 4 V& U > JHBE T3 2R ELZ BEINICEST 20 ans, B&7 747
VROBIEDONSR—T g v ERRLET,

MEE : Z0a<y R lcommit] 1IMEH D FH A,
SRR ER  Zoa<vy NiFivyry BF— R TOLFEHTEX E9,
NYyFaAIVF: Zoa<wy Ry TFELEZSR—FLTOWERA,

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

URL 7 4 V2 U v 7 HERECHEH T DREHELZ BEINICEE T 20 SN, B8k 947
VRETFEITESRLET, BY. ZOFEIMIEBEBNIITONET, YA 2DV R— FhDIER
BRWESIT, Zoavr REFEALRNT RN,

force /X7 A —# (ecupdate [force]) =M L7=HE, ZEPREINRITH, 77472 b
DEFINET,

M : oo~ R lcommit] (THEH Y FH A,
JIARAFER . ZDa<vy NEivyry T R TOMEATEET,
NyFAIVER: Zoavwy RNy FEXEZSFR—FLTWET,

> ecupdate [force]

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig

B AR LERE L £,
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ER7AE

1

He® : Zoa<y Kt Tcommit] 2AH43ETI,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—F L TOERA,

WIZ, b7 e 7 7 A VEEETLH 2R LET,

mail.example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size (10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)

[10M]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:

[1]1> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

mans
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Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a passphrase to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)
2. Medium Security (No passphrase entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No passphrase Required (The recipient does not need a passphrase to open the
encrypted message.)

Please enter the envelope security level:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject
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- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> forward

Would you like to enable "Secure Forward"? [N]> vy

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[r>

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[r>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption
- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
1>
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encryptionstatus

A
encryptionstatus 2~ RN, EA— LV X2 UT 4 TT7I7A TV A LOPXExZ TV

LRAS U =BT T ANNDNR—=Dg b ariR—3r MRRBICET SN AE2#R
RLET,

ERAE

TEE : Z0a< 2 RIZ lcommit) IXH4HEEH Y FH A,
HSRAEE . —pa<wy RiEvyy T— RCOMERATX 7,
NYyFaAvo R Zoavwy NIy FELXEZTR—F L TOHERA,

1

mail3.example.com> encryptionstatus

Component Version Last Updated

PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)

Domain Mappings File 1.0.0 Never updated
encryptionupdate

B L))

encryptionupdate 2~ Rif, EX— /N tFx=2VT 4 TS I9AT A LOPXET LV
DOEFTZERLET,

ER7E

fEE : 2D~ N2 Tcommit] 1ZIMEH D FHA,

DSRABER : Z0a~v NI~y v E—RTORMEATEET, &bz, Zoavwr Kign
TA Y HRAN (—FRa A Livyy) TORMEHATEET,

NYF AT R Zoa<vy RNy TFEXREZYR—-—FLTWEEA,
151

mail3.example.com> encryptionupdate
Requesting update of PXE Engine.
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enginestatus

B2LL]

ERAE

1

enginestatus .

enginestatus I~ Nit, 7774 T VA LTA RZ—T Mo TNHERT T DA
T—2 AL CPUMMREZRRTHOIERSNETS,

Fe® : Zoa<y K2 Tcommit] 1ZMEH D FH A,

JIGARER - Zpavy N, TRTOY U EF—RF (AKX, TA—TF <) Tff

MTEET,

NYyFaAvv R Zoavwy NIy FEXREZ SR —FF L THET,

enginestatus 2~ REZAJJL T, A T4 ~VTZZRLTLZS0,

FEAMZ OV T, help

WOWNX, 7T IAT VA LETA RZ—=T NI R TNABTRTCDOTL P DAT—H AL CPU
EHRAZFRT D HEEZRLTOET,

vm30esal0086.1ibga> enginestatus

Choose the operation you want to perform:
- GRAYMAIL - View Graymail engine status
- SOPHOS - View Sophos engine status

- CASE - View CASE engine status

- AMP - View AMP engine status

- MCAFEE - View McAfee engine status
- ALL - View status of All engines

[1> ALL

CASE Status: UP CPU: 0.0%
Component

CASE Core Files

CASE Utilities

Structural Rules

Web Reputation DB

Web Reputation Rules
Content Rules

Content Rules Update

SOPHOS Status: UP CPU: 0.0%
Component

Sophos Anti-Virus Engine
Sophos IDE Rules

GRAYMAIL Status: UP CPU: 0.0%

Component
Graymail Engine
(GMT +00:00) updated

Graymail Rules

Graymail Tools

MCAFEE Status: UP CPU: 0.0%
Component

McAfee Engine

McAfee DATs

AMP Status: UP CPU: 0.0%
Component

Version

3.5.0-008

3.5.0-008
3.3.1-009-20141210 214201
20141211 111021

20141211 111021-20141211 170330
unavailable

unavailable

Version
3.2.07.365.2 5.30
0

Version
01-392.68

01-392.68#121
1.0.03

Version
5700
7437

Version

Last Updated

Never
Never
Never
Never
Never
Never
Never

updated
updated
updated
updated
updated
updated
updated

Last Updated

Never
Never

updated
updated

Last Updated
N10 Nov 2016 07:08

Never
Never

updated
updated

Last Updated

Never
Never

updated
updated

Last Updated
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i

ER7GE

1
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AMP Client Settings
AMP Client Engine

Never updated
Never updated

=
o o

featurekey 2 ¥ Fif, VAT A ETHF Lo TA RX—T NIRRTV DHTXTOHKEE &
F—CHEETLEREF R LET, T, AL TUEEEZ AT LD, B LUVEEEE
X —%2F vl LTV THZIELTEET,

T 7T A 7 2 AT 2OW T, loadlicense (315 X—37) I X showlicense (316 X—7)
HEM L TLEEN,

MeE : 0o~ KX lcommit] NHFTI,
JIARER  Zoav NiIvyry B R TORMEHATEET,
NYyFaAIVEF: Zoaxwy RNy TFELESR—FLTVERA,

ZOFITIL, featurekey 2~ RZEH L TH LWEREEX—%2FT = v 7 LET,

mail3.example.com> featurekey

Module Quantity Status Remaining Expiration Date
Outbreak Filters 1 Active 28 days Tue Feb 25 06:40:53
2014

IronPort Anti-Spam 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Sophos Anti-Virus 1 Active 26 days Sun Feb 23 02:27:48
2014

Bounce Verification 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014

IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014

McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[1> checknow

No new feature keys are available.
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featurekeyconfig .

featurekeyconfig

B2LL]

ERAE

1

generalconfig

B

ER7E

featurekeyconfig =~ N T, fEHFEERF—DF¥ v on—Re<w v EOF—DOHH
ZHBRICIT) Kolc~y v aRETEET,

M€ : oo~ KX lcommit] 2NHHEETI,

JIAREH  Zoa<wr NI, IRXTOY =R (ITRE, TA—T <) T
Ac&EEd,

NYyFaAv R Zoavry NIy FEXREZR—FLTOERA,

Z OHITIL, featurekeyconfig =~ > RZf#i H L T autoactivate 3 J O autocheck #§RE % A R — 7
M LET,

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autocheck

Do you want to periodically query for new feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled

generalconfig 2~ R&fHT5L 77 U FEFRETEET,

We®E : Zoa<y Rt lcommit] DSMLET,
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. {5 : Internet Explorer EitEE— FDA—/—5 41 FORTE

JIALEH  ZDa<vr NiE, $RTCOSY U ET—R (FTRZ, I—F <) T
MTEET,

NyF avws R Zoavy FEANAyFEREZ AR — KL TWET, FHMIZOV T, help
generalconfig 2~ REZASLT, £ T4 ~VTHSMLTITZIN,

3l : Internet Explorer B4 E— FDA—/\—5 1 FOERE

healthcheck
El:)

ER7AE

1

WIT, IE AT — R F— =54 FT L5012 R LET,

mail.example.com> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override. However, if enabling this feature
is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.

Would you like to enable Internet Explorer Compatibility Mode Override? [N]y

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1>

EA—N X2 T4 TTITAT U AOREZHRBLET, ~NA T =y 7L YBEDX
T—H AT OERET—% (HRKIDA) BDOWNEIN, 77747 2 AOWRRENHIE S E
—é‘o

Mg 2o~ R lcommit] (TM4EHY FH A,

JIAAER . Zoa<vw Nt I R_RTCO~Y U EF—F (P T7RAF, J—T, =) T
HTx£E9,

NyF awr R Zoawy REAy FHRESE— P LTOERA,

mail.example.com> healthcheck
Analyzing the system to determine current health of the system.
The analysis may take a while, depending on the size of the historical data.

System analysis is complete.

The analysis indicates that the system has experienced the following issue(s) recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory page swapping

High memory usage

For more information about these problems and how to remediate them, see the TechNote
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healthconfig

BILL]

ER7AE

1

healthconfig .

http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
118881-technote-esa-00.html

CPUMRHE, V—70 XFa—0DRKAvE—VERE, 777947 0 AOIE I ERIEFHES
FGA—EZDLEVMEEZHRELET

MeE : oo~ KX lcommit] NHFETI,

JGAREE  Zoavr RiE, TRTOSY U E—R (WFREZ, T—F, <) Tff
ATxEd,

NyF avws R Zoavy MRy FELXEZSR—FLTHERA,

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workqueue : 0O

Current threshold on the workqueue size : 500

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.

[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %
Current threshold on the overall CPU usage: 85 %

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in percent)

[85]1> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n
Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : O
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled
Do you want to edit the settings? [N]> y
Please enter the threshold value for number of pages swapped from memory in a
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. ntpconfig

ntpconfig
2R

ER7AE

1

avv R sEH |

minute.

[5000]1> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

1>

ntpconfig 2~ RTIX, Xy hU—2 XA A 7 haj (NTP) ZHEHL T AT A Y
0y EMoar o —&EET 5L 91T, AsyncOS ZXELE T, NTP #4717 51
IZ. settime o~ F&EHALE7,

feE : Zoa<r N Tcommit] NHUETT,

JGAREE . Zavy RiE, TRTOYET—F (WFRE, T—F, <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZ S R—FLTWEEA,

mail3.example.com>

ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[1> ntp.example.com

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select

its interface name now.

1. Auto

. avy kK sEH



I av vk 5EH

portalregistrationconfig .

2. Management (172.19.0.11/24: elroy.run)
3. PrivateNet (172.19.1.11/24: elroy.run)
4. PublicNet (172.19.2.11/24: elroy.run)
[11> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:
- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.
[1> auth

Would you like to enable NTP authentication? [N]>yes
Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Authentication is on

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

portalregistrationconfig

ER7E

l

CiscoTalos EF A — VAT —H AR—HZ )L, T Ra—HPNnEDBBFA—INVEEDOAT—H
AT =HB YT T HIZHD Web X— RV —)L T, ZOR—F LT, FHHTHTTO
TIIAT o AREBRGK D RO Z LRI T,

Bk ID 2% ET HI2iE, CLI T portalregistrationconfig a2~ REFEHLET, 7
TIAT UANT T AZD—FTRWGEE, AT T XTOT 7T A7 2 ATl D B
ID #RETOLENRH Y £,

=AU ONWTNE, 22— HA RFELITA L TA o~V TD [ZARKE T LA A—=)LDE
B 0EAZZRLTEEN,

WEE : Zoa<y Rt lcommit] 2SMHET,

JIIARER  Zpavw Rt TRTOYUEFT—R (PTRE, TA—TF, =) Tff
HT&xET,

NRyF avw s R:Zoavy RNy FEXRLZPR—FLTWETA,

mail3.example.com> portalregistrationconfig
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reboot

i

ERAE

1

repengstatus

Bk

ER7E

1

Choose the operation you want to perform:
- REGISTRATION ID - Set up the Registration ID.
[1> registration_id

Enter the new value of the Registration ID.
[1> registrationidexamplel234

TFITAT U AEFEELET,

WeE : Zoa<y R Tcommit] ITMEHY XA,
JIAREH . Coavwy RiEvyy BF— R TCOLEHATXE4,
NYF AR K Zoa<wry RNy FERXETR—F L THEEA,

mail3.example.com> reboot

avv R sEH |

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

LT —a DN —g UEREERLET,

WeE  Zoa<y R Tcommit] 1ZH4EH D FH A,
JIAAER . Zoav L RiZ~v vy E— R TCORMEATEE7,
NYF AT E: Zoavry RNy TFERXETR— L TWERA,

mail.example.com> repengstatus
Component Last Update Version
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resume

i

ERAE

1

resumedel

Bk

ER7E

1

Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1
ZEEREEZHRALET,

WEE : Zoa<y R lcommit] IZMEH D FH A,
JTAREM  Zpavy Riivwiy B— R TORMEATE £,
NYF AR KR Zoa~vy RNy FEXREZPR—F L TWERTA,

mail3.example.com> resume
Receiving resumed for Listener 1.
Mail delivery resumed.

Mail delivery for individually suspended domains must be resumed individually.

BefE z #EBA L £ 9

WeE  Zoa<y R Tcommit] 1ZH0EH D FH A,
JIAAER . ZDav L RiZ~v vy E— R TCORMEATEE7,
NYF AT E: Zoavwry RNy TFERXETR— L TWERA,

mail.example.com> resumedel
Currently suspended domains:
1. domainl.com
2. domain2.com
3. domain3.com

resume .

Enter one or more domains [comma-separated] to which you want to resume delivery.

[ALL]> domainl.com, domain2.com
Mail delivery resumed.
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resumelistener

aBA
Y AF—TOZFEEHERLET,

ERAE

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
JIAREM  Zpavy Riiviy B— R TOREATE £,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

1

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Receiving resumed.

mail3.example.com>

revert

5ER
PRIV Y —2IZELET,

ERAE
Fe® : Zoa<y K lcommit] 1ZMEH D FHA,

JSRAREE . Zavy NiE, TRTOYE—F (WFRE, T—F, =) Tff
ATxE7,

Ky F AR E: Zoawy RSy FIRRE S H— b LTt A,
1

mail.example.com> revert

This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)

- all message tracking data
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- all IronPort Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preserved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database

to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

samlconfig
el (103 =)
BRI (103 ~2—)
5l HLUWSAML 707 7 A LOFRE (103 =—3)

o5l : SAML 711 7 7 A VDEFE (106 =*—)

A
P —ER TN T —BIXOTAT T AT 4 T X —DREEEHT SAML Va7 7 A
NWERELET,

ERAE
a3y b Zoa~vy Rt lcommit) NHLETT,

DSAREE . Z0avwr RN, I R_XTO~YrET—K (TR E, T—F <) T
HTE£7,

NYyF AT R: Zoa<wy RNy FEREZIR—FLTHEREA,

Bl : T LWVSAML A7 7 A ILDERTE

WOFITIL, samlconfig 2~ > FEFEHL T, y—ERA T M X —BILORTAT T 4T 4
TR B —ORELEZEFTH LWSAML 72 7 7 A VEAER L ET, h—ER T r i ¥—
MOENRFEAE L WEXF—ZANTOIMERDVET, TAT T 4T 4 Ta (X —DF
Ex FHTRET D0 BMEOTAT T AT A T O F—DAZT—=Z %A VR— 5
ZEMTEETS,

mail.example.com > samlconfig

Choose the operation you want to perform:

- UILOGIN - Create a new SAML Profile for UI Login.

[1> uilogin

No SAML profiles are configured on the system.

Choose the operation you want to perform:
- NEW - Create a new SAML profile.
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[1> new

Please enter the Service Provider Settings:
Enter the SP profile Name:

[1> sP1

Enter the SP Entity Id:

[1> ENTSP

Name ID Format: urn:oasis:names:tc:SAML:1.l:nameid-format:emailAddress
Assertion Consumer URL: http://mail.example.com
Please paste the SP Certificate

Paste the content now.

Press CTRL-D on a blank line when done.

MIIDMTCCAhmgAwWIBAgIJAPSTH660U00kKkMAOGCSgGSIb3DOQERBQUAMC8xXLTArBNV
BAMMJHZtMJF1c2EwMTMzLmNzMjEuZGV2aXQuY21zY29sYWJIzLmNvbTAeFw0OxOTAL
MDkxMzA3NDRaFw0yOTALIMDYxMzA3NDRaMC8xLTArBgNVBAMMJIHZ tMjF1c2EWMTMz
LmNzMjEuZGV2aXQuY21zY29sYWJIzLmNvbTCCASIwDQYJKoZ IhvcNAQEBBOADgGEP
ADCCAQoCggEBAM1 /iDEKYMKOXXU+XWQr+KrDxdNxg3tCkgLmZwFH4T]zxYLIwKsX fOfYWXKjDyhfNsWxohNemDne+RZc
DZ7bS/NG2WkjO0wiZBUCj42+0emtDDa0k2Imi/LquznQomNfsid20Z2iAh89gfEgRU
z0gadeWGTGtOB2bD1U4pwalx+4gKI25ZjpFtk6ak4p8NDZGNDZE3r4IvsPI9mlSSe
0IA+RwGBbgQxnFuuh9s8Nux1DzNj38Pb6gedjujwIHh3TTYETJ3rS5jBWnlJdsmt
2poT7pB8=

Please paste the SP Certificate Key
Paste the content now.
Press CTRL-D on a blank line when done.

MIIEowIBAAKCAQEAzX+IMSRgwo5ddT5dZCv4gsPF03Gre0KSouZnAUThOPPFgjA
gxcFm3yaUaKKUSf/yKUEeU00207£32gLt11JXY41ijO0sigb20+yAYJ+1L30QXCcAZRZ
hM8FZeLoxokwk+UiQDSVmMOUtWpeNRxIzZ6wCwsljWgbP8wOor/HXUVYrmoKH/Yn2
£f2£fg25GlexkOo0KrgREqQEC6LOs7V6yi00QXcKEf3IMOQVBVg2BELOIM1YIgXuNtOhw
P1IMfici6zaTl3KjnsOhmlOuEsWJ1QUnQzJwzd187v4Ae5IJPSh+dPGDPWjdmlzHBm
XibjRQO5CErsOsEN9IACMhONIBNnUKScggcuQSwIDAQABAOIBAGKPXK9rK9UMOBET
FKg8GtwjTyalPLi95n5GUWIEMo+NgEfNFc8uE76b442TNNudbBxirlUe279pU9jwh
GuDXfMTKADwPkx85ECg7113A9JDBiCRTRVkzBk163wtx5FYY1ZRBziNnr9JbHS2y
znk4Zgj2PM+B7VsPCAU6TZ0V8yEA075PtmZ fmwqg/Z1zMmIhDiFJgXZuxH7vYCP+y
3ZeBPp09YOu4Rz8xIMpUPG8z+b9ekoLd8KI0YQqdTZPqaG3MD8SEeKLSYLbyOklB
MGZWrVWRREfeNjEPsjixxjiLsdD8RFL+18SAzI5Zfmr1GM11McUcQ4zz8Wds5I2Z1
FhqW7vECgYEA+76Af/U7joUApx]zrm7MELHO/w+OKrPJJAC13V5PZtGgmITkrf33
7+kv3zlnyOBE5myErF1CtFYqJ30A/taolK1PdE4EFpIJevxATPF2hHOEe51YCx5v
T8G/dSOFSDm+30aXr3WQZfNPBOWBx1tb+0EaHGe553HtQQGAFtel112UCgYEAOPT]
AtE2t5IwV2xehBU7X1DkUSFITz6nH1kB/4jehQWbT3pulBctBfGeEfPMxreNmolt
kcNQ3pw6vo4ZeHrxG6A3KYWgPVN1hX0Y0o721evbUGWNAQrSb9eCEZy19100XW16F
ES5X2WQ/ENz8YDa/XgOJ6IIviW+++dSBfhEAzRRe8CgYAktfodLtDZjrGyrGPUuxmec
0X03Gsybk44wsoWNi5Q+pTErLwNOECWY00OES50UqmPXDL24FiBg/G5WYHUWL5Be /
Xggohjv4YgF5StHY+71Rxr1lhnWdab7zBv7pAxcZIéwrXfn8eO0iGtjFaomyNanrYC
JNM+8y1b//QeN67LIfe4NQKBgBcURC4b2RUXGhGt sEqaJbIdm8LBAIgVN4Bsj 7WQR
bTH3yolekjPc02YipziIWodf4k28+9LrZVUQoBRHkVYTB2nrqev2DTU1Znn0gFj9
F4d7FzWvTkKPu+HN6BGVHp6TM/0tVTkyiMCRUzZRezYNFdmX6jU5m411zv0OULDgA9
yicVAOGBAJHY4jbd9mi+u87ss6yT4ETHmzauxdl4ohEQmNhMOYgBeaNC1LRrzQoM
JhK1xSx55X21R+2I11zg6DVJI3GFpc+Kfwp86676J08tWfad+3mnHtRgSSFEaV/ 71k
YfO9kYdhDAVLU4BFmBQSFi8Brx6Bmi2MpjTP1CsTStAKANB2KZuvV

"DEnter the SP Certificate Passpharse:
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g -mLosam T 1 vozz [

1>

Do you want to Sign Requests:

[01>

Do you want to Sign Assertion Requests:
[01>

Enter the Technical Contact Id:

[1> mail@example.com

Enter the Organization URL:

[1> http://www.example.com

Enter the Organization Name:

[1> Example

Enter the Organization Display Name:
[1> Example

Please enter the Identity Provider Settings:
Enter the IDP Profile Name:

[1> IDP1

Choose the operation you want to perform:
- PASTE - Paste the IDP Metadata XML.

- ENTER - Enter the IDP Metadata

[1> paste

Please paste the IDP Metadata XML

Paste the content now.

Press CTRL-D on a blank line when done.
<?xml version="1.0"?2>

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

entityID="https://WIN-BLOP4116VDB/dag/saml2/idp/metadata.php">
<md:IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<md:KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>MIIDYTCCAkmgAwIBAgIBAANBgkghkiGOwOBAQsFADBLMQ
swCQYDVQQGEwWJVUzELMAKGAIUECAWCTUkxEjAQBgNVBACMCUFubiBBcmJvcejEbMBkG
AlUECgwSRHVVIFN1Y3VyaXR5LCBIJbmMuMB4XDTESMDQyOTEWMTQxXxMFoXDTISMDQYNJE
wMTQxMFowSzELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAk1JMRIWEAYDVQQHDA1Bbm4gQXJi
b3IxGzAZBgNVBAOMEkKRIbYBTZWNl1cml0eSwgSW5jLjCCASIwDQYJKoZIThvcNAQEB
BQADggEPADCCAQoCggEBAMQO/17hUuSP/7m7gGlisjWGERQUSZzWw5A0rTVVmMEylyaHHOFPMiN

9FWMkZHLVAAWOFJrA0coF3I6d0Omc3YkuLWoI /DMaGecbNDaZ 6+1YdB+pDBl6dXpl iNHASF1iyhn89=</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>MIIDYTCCAkmgAwWIBAgGIBADANBgkghkiGOwOBAQsFADBLMQswCQYDVQ
QOGEwWJVUzELMAkKGA1UECAWCTUkxXE]jAQBgNVBACMCUFubiBBcmJIvcjEPMBKGALIUECgwSRHVVIFNLY
3VyaXR5LCBIbmMuMB4XDTESMDQYOTEWMTQOxXxMFoXDTISMDQYyNJEWMTQOxMFowSzELMAKGA1UEBhMCV
VMxCzAJBgNVBAgMAk1IJMRIWEAYDVQQOHDA1Bbm4gOXJib3IxGzAZBgNVBAOMEkKRIbYBTZWNL1cmlOe
SwgSW53jLjCCASIwDQYJKoZ IhveNAQEBBQADggEPADCCAQOCggEBAMQO/17hUuSP/7Tm79gGlisjWGER
QuSzWw5A0rTVVmEylyaHHOFPMiN9FWMkZHLVAAWOFJrAooF3I6d0mc3YkuLWol/DMaGecbNDaz6+1Yd

B+pDB16dXpliNHASFiyhn89+ee06Thys9yxrND8hYwZfQE3aIB/leEmyualhO8YDA811iD+XtMijSYhO=</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"

Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>
<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
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Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML: 1.1 :nameid-format :WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</md:NameIDFormat>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"

Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
</md:IDPSSODescriptor>
</md:EntityDescriptor>

5l : SAML 7O 77/ )LOEE

WOHITIX, samlconfiga~ > REFEH LT, BEFEOSAML 70 7 7 A L DY —E X 7o
B—FlETAT T AT 4 T o F—OREEELETEET,
mail.example.com > samlconfig

Choose the operation you want to perform:
- UILOGIN - Create a new SAML Profile for UI Login.

[1> uilogin

Currently configured SAML User profiles:

Type Name Entity ID URL
SP Settings SP1 ENTSP http://mail.example.com
IDP Settings IDP1 https://WIN-BLOP4116 https://WIN-

BLOP4116VDB/dag/saml2/idp/Si

Choose the operation you want to perform:
- EDIT - Modify a SAML profile.

- DELETE - Delete a SAML profile.

[1> edit

Choose the operation you want to perform:
- SP - Edit Service Provider Settings.

- IDP - Edit Identity Provider Settings.
[1>
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settime

At A

ERAE

1

settz

st A

ER7E

l

settime .

settime 2~ FTIE, NTP V— %A L TWARWEAICHKZAZFEIcRETEET, =
Da<wy REeFEITTHE, NTPEZEILELCFHCUAT LA 7y 7 2RETLHI0E D3R
SIET, HEZIIL MM/DD/IYYYY HH:MM:SS ODTERTASI LE T,

FE® : Z0a<y KIZ Tcommit] 1ZMEH D FHA,
IS AREM . Za<y Riivyy T— R TCOMEHATEET,
NYyFaAv R Zoa<wy NIy FEXREZR—F L TOHERA,

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y
Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.

B A AL = ERELET,

W : Zoa< Rt lcommit] DSMLET,

JIAREH  Zpa<wr NI, TRTOY U ET—R (WTRE, T—TF, <) T
ATx$7,

NyF awr R Zoawy KRRy TFERXEZFPR—-FLTWHWEEA,

mail3.example.com> settz

Current time zone: Etc/GMT

Current time zone version: 2010.02.0
Choose the operation you want to perform:
- SETUP - Set the local time zone.
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smaconfig

[]> setup

Please choose your continent:

1. Africa

2. America

[ ... 1]

11. GMT Offset

[2]1> 2

Please choose your country:

1. Anguilla

[ ... ]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands (British)

49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ... ]

21. Pacific Time (Los_Angeles)

[21]> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

VAT AEVy v MU LTCEREZY £,

MEE : Z0a< 2 R lcommit] 1ZMEH D FH A,
USAREE . T pavy NIviy BE— R TORFHTXET,

NYF AT R Zoa<vy RNy TFEXREZYR—-—FLTWHWEREA,

mail.example.com> shutdown

avv R sEH |

Enter the number of seconds to wait before forcibly closing connections.

[30]>

System shutting down.
Closing CLI connection.
The system will power off automatically.
Connection to mail.example.com closed.

Please wait while the queue is being closed...

A (109 ~—2)
« fEFATE (109 _X—)
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(SMA) ICEA—NEX2 VT 4 TTITAT o A FHEAXF—2EM L TGRINL, SMA

BEOFEM (KA M La—W F—) 2RRTEET,

mail.example.com> smaconfig

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.
[1> add

Enter the hostname of the system that you want to add.
[1> m380903.1ibga

Enter the user key of the host m380g03.ibga.
Press enter on a blank line to finish.

SSH2:dsa
10.76.71.107 ssh-dss

SMA host key was added successfully.

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[1> print
1. Hostname: m380q03 1bqa Keys SSH2 dsalO 76. 71 107 ssh dss

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[r>
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5l - SSH H—/\ERDOHEE
WOHFNE, SSH Y— Wk ZfmET 5 HiEOF 2R L TWET,

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl28
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl60
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
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diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]>
Enter the Cipher Algorithms do you want to use
[aes128—ctr, aes1 P—ctr, aes?56—ctr, arcfour256, arcfour1 28, aes128-doc, 3des—doc, blowfish-doc, cast128-doc, aes1P-doc, aes256-doc, arcfaur,
rijndael-cbc@lysator.liu.se]>
Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal, umac-64Qopenssh. com, hmac—ripemdl 60, hmac-ripemdl 60@openssh. com, hmac-shal-96, hmac-md5-961>
Enter the Minimum Server Key Size do you want to use
[10241>
Enter the KEX Algorithms do you want to use
[diffie-hel Imen—grovp-exchange-sha?56, di ffie-hel Iman—grovp-exchange—shal, di ffie-hel Imengroupl 4—shal, di ffie-hel Imenrgroupl -shal >
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[r>
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
1>

Bl EBETHO FOHLWAKHF—DA VR F—IL
WOBITIE, BEEET DT bOFHRARF—%A A =L LET,

mail.example.com> sshconfig
Choose the operation you want to perform:
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- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[r>

Bl . kEERE IOV YR MERIIHAVRAMELTODIPT FLADSEE
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mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:

- ALLOWED LIST - Manage the persistent allowed list
- BLOCKED LIST - Manage the persistent blocked list
[1> allowed list

Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the Allowed list

WIZ, KEHIZ7T oy 7 VA RELTIPT RLAZSHTAHIZRLET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:
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- ALLOWED LIST - Manage the persistent allowed list

- BLOCKED LIST - Manage the persistent blocked list
[1> blocked list

Choose the operation you want to perform:

- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the blocked list

status

& BA
VAT AT EAERRLET,
ERAAE
WeE : Zoa~y K2 Tcommit] ZLEH D A,
JTARER . Zoa~vy R~y y F— R CTOREHTEET,
NYF AT F: Zoavy RNy FERXE R — KL TWERA,

1

mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT
Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Last counter reset: Never
System status: Online
Oldest Message: 4 weeks 46 mins 53 secs
Feature - McAfee: 161 days
[....]
Feature - Outbreak Filters: 161 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 62,049,822 290,920 62,049,822
Recipients Received 62,049,823 290,920 62,049,823
Rejection
Rejected Recipients 3,949,663 11,921 3,949,663
Dropped Messages 11,606,037 219 11,606,037
Queue
Soft Bounced Events 2,334,552 13,598 2,334,552
Completion
Completed Recipients 50,441,741 332,625 50,441,741
Current IDs
Message ID (MID) 99524480
Injection Conn. ID (ICID) 51180368
Delivery Conn. ID (DCID) 17550674
Gauges: Current
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Connections
Current Inbound Conn. 0
Current Outbound Conn. 14
Queue
Active Recipients 1
Messages In Work Queue 0
Kilobytes Used 92
Kilobytes Free 8,388,516
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

VAADHAFw—PR—= M A=V EXMELET, Zoa~wr REERATHIE. 77
FGAT VAN U H—Fy MIBFA—NEEETEIVLENDLVET, NTFTLVF o bR
HEIMICER S ET, o, VR —FEREZBEFO N T 7NV T oy MCEEMTAZEH T
=FET,

TIIAT VAN DY R T 7 =H) YR — MCE#ET 7 8 23 5121%, Cisco.com —1

IDNZDTTTAT v ADY—E XSG EEMT LTV L UENH Y £, Cisco.com 7
777 A VCBIEREM T 5T D — 2O —E A2 BT 5121, Cisco.com Profile

Manager (https:/sso.cisco.com/autho/forms/CDClogin.html) (27 7 A LT £ &\, Cisco.com
DA—=HFID BRVHEEIE, BELTID ZBGEL TSN, AT ~TDTH T
~ DRI W, BHENDOY V=202 —FHA FEZRLTIEEN,

Fe® : Z0a<y K lcommit] 1ZMEH D FHA,
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w2, BAFOYR— b Fory MIBE#E LW R— FEROFIZ R L ET,

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support). Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?

[Y]>
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Do you want to send the support request to additional recipient(s)?
[N]>

Is this support request associated with an existing support ticket?
[N]>

Please select a technology related to this support request:

1. Security - Email and Web

2. Security - Management

[11> 1
Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - Misclassified
Messages

2. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - SBRS

3. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Other

4. Email Security Appliance - Virtual

[11> 3

Please select the problem category:

1. Upgrade

2. Operate

3. Configure

4. Install

[11>

Please select a problem sub-category:

1. Error Messages, Logs, Debugs

2. Software Failure

3. Interoperability

4. Configuration Assistance

5. Install, Uninstall or Upgrade

6. Hardware Failure

7. Licensing

8. Data Corruption

9. Software Selection/Download Assistance

10. Passphrase Recovery

[11>

Please enter a subject line for this support request:

[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible

to aid in diagnosis:

[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete

access to support and services from Cisco. Please follow the URLs below to associate

your contract coverage on your Cisco.com profile.

If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:

https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:

https://tools.cisco.com/RPFA/profile/profile management.do

Frequently Asked Question:

http://www.cisco.com/web/ordering/cs_info/fags/index.html

Select the CCOID

1. New CCOID

[11>

Please enter the CCOID of the contact person :

[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and ' ' symbols.

Please enter the CCOID of the contact person :

[1> me@example.com

Please enter the name of the contact person :

[1> yourname

Please enter your email address:

[1> me@example.com

Please enter the contract ID:

[1> 1234
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Please enter any additional contact information (e.g. phone number) :
[1>

Please wait while configuration information is generated...

Do you want to print the support request to the screen?

[N]>

supportrequeststatus

i

ER7AE

1

CiscoTAC DY R — FZERTAH7ZDD, iR — FERF—TU — R RX—=D g UIFREEFERLE
—éqo
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NYyFaAIVF: Zoaxwy Ry FELEZSR—-FLTOWERA,

mail.example.com> supportrequeststatus

Component Version Last Updated
Support Request 1.0 Never updated
supportrequestupdate

B
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1

Cisco TAC OV HR— b2 ERTH720D, VR — FERF—U— ROFHFT v 75— b2 TR
LET,

Mg : oo~ R lcommit] (THEHY FH A,

JGAREE . Zoavwr RiE, TRTOYE—F (WFTRE, T—F, =) Tf
ATxEd,

NYF ATV E: Zoa<xy RNy FERXEZSR—FLTWEFA,

mail.example.com> supportrequestupdate
Requesting update of Support Request Keywords.
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1

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

suspenddel

anBA
L7 % I L %
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l

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com

Waiting for outgoing deliveries to finish...

Mail delivery suspended.
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suspendlistener
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1

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>

tcpservices

ERER
TRERAZL ST TNE 7 7 A VAT A FEHREF R LET,

ER7AE
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NYyFaAIVEF: Zoavwy RNy TFELESR—FLTWHERA,

1

mail.cisco.com> tcpservices
System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The interface controller for inter-process communication
ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon
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1

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon
Feature Processes

euq_webui - GUI for ISQ

gui - GUI process

hermes - MGA mail server

postgres - Process for storing and querying quarantine data

splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsql Ipv4 TCP 127.0.0.1:5432
gabackdoo root IpPv4 TCP *:8123
ftpd.main root Ipv4 TCP 10.1.1.0:21
euq_webui root IPv4 TCP 10.1.1.0:83
euq_webui root IPv6e TCP [2001:db8::]:83
gui root IPv4 TCP 172.29.181.70:80
gui root IPv4 TCP 10.1.1.0:80
gui root IPv6e TCP [2001:db8::]:80
gui root Ipv4 TCP 172.29.181.70:443
gui root Ipv4 TCP 10.1.1.0:443
gui root IPv6e TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4 TCP 10.1.1.0:22
ginetd root IPv6e TCP [2001:db8::]:22
ginetd root IPv4 TCP 10.1.1.0:2222
ginetd root IPv6e TCP [2001:db8::]:2222
hermes root IpPv4 TCP 172.29.181.70:25
splunkd root IPv4 TCP 127.0.0.1:8089
splunkd root IPv4 TCP 127.0.0.1:9997
api_serve root IPv4 TCP 10.1.1.0:6080
api_serve root IPv6e TCP [2001:db8::]1:6080
api_serve root IPv4 TCP 10.1.1.0:6443
api_serve root IPv6e TCP [2001:db8::]:6443
java root IPv6e TCP [::127.0.0.1]1:9999

CiscoTAC NV AT AT VB ATEL LI LET,

MeE - oo~ R lcommit] (THEHY FH A,
7S ARER - Zpawy RiE~wiy B— RTCORFEHTXET,

NYF AR KR Zoa~vy RNy FEXREZPR—F L TWETA,

mail3.example.com> techsupport

Service Access currently disabled.

Serial Number: XXXXXXXXXXXX-XXXXXXX

Choose the operation you want to perform:
- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
your system, without establishing a tunnel.

techsupport .
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- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access
your system, and establish a secure tunnel
for communication.
- STATUS - Display the current techsupport status.
[1> sshaccess
A random seed string is required for this operation
1. Generate a random string to initialize secure communication (recommended)
2. Enter a random string
[1]1> 1
Are you sure you want to enable service access? [N]> y
Service access has been ENABLED. Please provide the string:
QT22-JQZF-YAQL-TL8L-8@2L-95
to your Cisco IronPort Customer Support representative.
Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.
Serial Number: XXXXXXXXXXXX-XXXXXXX
Choose the operation you want to perform:
- DISABLE - Prevent customer service representatives from remotely accessing your system.
- STATUS - Display the current techsupport status.
[r>

ujf

A5 TLS $afee &2 MBI UCHESL L. 5890 R A A VTR 2 TLS $ife oM@ Z2 T N 7 L £
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tlsverify =~ > ROy FIRREMMT 5 &, 6RO CLI 2= > RO TOMREE FAT L.
FREDRA My ED TLS i F = v 7 TE £,

tlsverify <domain> <hostname>[:<port>]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are
not connecting on port 25:

[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.
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trace .

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

trace

BILL]
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mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:

1. InboundMail

2. OutboundMail

[11> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.
[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:

[1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.
[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior) .

- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)

- Maximum Number Of Recipients Per Message: 1,000 (Default)

- Maximum Recipients Per Hour: 100 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
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- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)
Processing MAIL FROM:
- Default Domain Processing: No Change
Processing Recipient List:
Processing admin@ironport.com
- Default Domain Processing: No Change
- Domain Map: No Change
- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change
Message Processing:
- No Virtual Gateway(tm) Assigned
- No Bounce Profile Assigned
Domain Masquerading/LDAP Processing:
- No Changes.
Processing filter 'always deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR

Result = True
Executing Action: deliver()
Footer Stamping:
- Not Performed
Inbound Recipient Policy Processing: (matched on Management Upgrade policy)
Message going to: admin@ironport.com
AntiSpam Evaluation:
- Not Spam
AntiVirus Evaluation:
- Message Clean.
- Elapsed Time = '0.000 sec'
Outbreak Filter Evaluation:
- No threat detected
Message Enqueued for Delivery
Would you like to see the resulting message? [Y]> y
Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:
- admin@ironport.com
Final Message Content:
Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700
Message-Id: <3193g9$@Management>
X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"
Subject: hello
This is a test message.
Run through another debug session? [N]>

GE)  trace ZBEHT 5 L ZITIE, BBV T DN A v =YD~y X — LRI D)% CLLIZE D
LWENDH Y £,
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trackingconfig

B2LL]

NT o7 VAT REZRELET,

ERAZE
M€ : Zoa< KX lcommit] 2NHHEETY,

ISRABEM . Zpavy NI, TR_RTOIYEFT—F (UFREZ, TA—F, <) T
ATxEd,

Ny F awr R Zoavwy REAy FRRE S H— FLTOEEA,
1

mail.example.com> trackingconfig

Message Tracking service status: Message Tracking is enabled.
Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>
Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1>

tzupdate

5ER
HA RS =2 — L FHFLET,

ER7E

Fe® : Za<y K lcommit] 1ZMEH D FHA,

JIAREW  Zpavwr REv v BT— R TCOMEFTEET, EHIZ, Zhavr Kidn
TA U HRAN (—FRa /A L~ y) TORMEHATEXET,

NyF awrk: Zoavwy RE Ay FREREYE— b LTOET,
Ny FRK

tzupdate 2~ > ROy FRAZ MM T2 L, BEPRESNR2WEETH, $§XTOHA A
V= = LSRRI SV E T,
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tzupdate [force]

1

mail.example.com> tzupdate
Requesting update of Timezone Rules

updateconfig

aBA
VAT DHEFNT AR ERELET,

ERAE
e Zoa~< 2 i lcommit] NHVNETY,

JIAREH  Zoa<wr NI, IR TOY =R (PTRE, TA—T <) T
Ac&EEd,

NyF awrR: Zoa<wy RNy IFEXREZTR—FLTWHEREA,
151

TYTIT—3 H—n\DoBHIOATSLETI L O—RTEELITTSATURERE

WOFITIX, updateconfig 2~ > REMH LT, 77 ITA T VANV AT —"NGT v 77—
MAA=VEX T a—RL, 8=/ — "0 BHEHFEER AsyncOS 7 v 77 L— KD U
AREZ T = RRTHRIICRELET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d
Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.
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- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> setup

For the following services, please select where the system will download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
1. Use Cisco IronPort update servers (http://downloads.ironport.com)

2. Use own server

[11>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[11>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list):

Timezone rules
Enrollment Client Updates
Support Request updates

Update URL:

Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own update list

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
1. Use Cisco IronPort update servers
2. Use own update list
[11>
Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>
When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:
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- Feature Key updates

- Timezone rules

- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates

- Cisco IronPort AsyncOS upgrades

[N]>
Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

(1>

Ty TITF—8 H—N\DIREDENEERIT 5L 527 TSA T URERE

COF T arERETDHE, TTITAT VAN AIADT v T TF—F =R E@ETH-O
W2, Ty 7T =2 = NOHEOHIMENHRE SN E T, BEEICKRE LA, B e
TINIF U a— RENT, BN T v T =2 or ZliskshvE T, R, 2o
varERETLHHERLET,

mail.example.com> updateconfig
Service (images): Update URL:
http://downloads.ironport.com/asyncos
Cisco IronPort Servers
Cisco IronPort Servers

Feature Key updates
Timezone rules

Enrollment Client Updates
Support Request updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Service (list): Update URL:

Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

Service (list): Update URL:

Timezone rules

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
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Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?
[Yes]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

TOXL H—NEDBEEEVT ST IS4 TV RERE

BTl e B —REFH L TWAEEA. X it EOELITHE T 25 CAFERA
EETTIAT L ABEMNTEET, ZHICEY, 7794 T A7 axy h—N@E%E
HLET, WIZ, 2O0OF 7o a v ERETHHERLET,

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwIBAgIBATANBgkghkiGOwOBAQUFADCBgDELMAkKGAIUEBhMCSU4x

DDAKBGNVBAGTAOEBUIENM. .« « v et e et et et e et e et et e e e e e e e ee s

Choose the operation you want to perform:
- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.
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- DELETE - Delete a trusted certificate for updates.
[1>

updatenow

5ER
FTRTCOVAT AP —ER aLR—FR FOBEFHEERLET,

ERAE
fEE : Z0a<y NI Tcommit] ZIMVEHD FH A,

DISREAER . Z0a<w L Rii~wy r E— R TORMEATEEY, EHIC, Zoa~<wr RNiin
TA Y RARN (—FRal A Lirviy) TOLFEHTEET,

NYyF AT R Zoa<wr RNy FELREZPR—FLTWET,

Ny FER

updatenow =~ KONy FIREXEMEHT 5 L, BEPRHINBRWIGAETH, 777947
ALDFTRTOavFR—3 v hEEHTEET,

updatenow [force]

1

mail3.example.com> updatenow
Success - All component updates requested

version
5B

VAT LDNR—T g MNEREFRLET,
FRAAZE

WEE : Zoa<y RiZ Tcommit] 1ZMEH D XA,

USAREE . T pavy NIviy BE— R TORMFHTXET,
NYyFaAvo R Zoa<wry NIy FELREZ TR —F L THERA,

11

mail3.example.com> version
Current Version
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Product: Cisco C100V Email Security Virtual Appliance
Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA

wipedata

Bl
TARIDAT Ty ANVEHEL, KEOAT X TBRIEDORT —Z 2 &R T HDIC
wipedata 2~ &L £,

A\

GE) T2V A XIS T, WETZ v a it BER»LDEZE0HY ., BIENTETT 5 ET,
VAT A NT = ARG 252 ENHY £,

ERAGE
WeE . Zoa~<y K2 Tcommit) [IXLEH Y FH A,
JIABER  ZDavy RiIvyy F— FCOLEMTE LT,
NyFAIVER: Zoavr RERNyFELEF AR — ML TWEREA,

1

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful
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upgrade
it EA

ERAE

1
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upgrade CLI =~ > Ni&, fEHFRERT v 727 L— DV XA FEFRRL, =—¥FREELL
N—= g |2 AsyncOS Y AT L& T v 77 L—FRLET,

WEXE : ZDa<y R Tcommit] ITMEH Y FH A,
JIGABEH  Za<vw s RiIvwry B— R TCORMEATEE7,
NYyFaAvo R Zoavry NIy FELEZ TR —F L TOERA,

mail3.example.com> upgrade
Are you sure you want to proceed with upgrade? [N]> y

Choose the operation you want to perform:

- DOWNLOADINSTALL - Downloads and installs the upgrade image (needs reboot).
- DOWNLOAD - Downloads the upgrade image.

[1> downloadinstall

Upgrades available.

1. AsyncOS 10.0.2 build 020 upgrade For Email, 2017-05-09. This is release for Maintenance
Deployment.

2. AsyncOS 11.0.0 build 132 upgrade For Management, 2017-12-08.This release is for

Maintenance Deployment.

Performing an upgrade may require a reboot of the system after the upgrade is applied.

You can log in to your appliance after the upgrade is done.

Do you want to proceed with the upgrade? [Y]>Y

AVFUY RA¥r Y

contentscannerstatus

ER7E

aLFUY AX Xy U= UIEREAERERLET,

e 2=z~ NI lcommit] 1ZV4EH D FH A,
USAREE . pavwy NIviy BE— R TORFHTXET,
NYyFaAvo R Zoa<wry NIy FEXREZTR—F L TOHERA,
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mail.example.com> contentscannerstatus

Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

A VT ARy DUV DFENT v T — " EERLET, [force] NT A—H EEH
T5 &, BHIEAERRE SN THEITINET,

ERAE
B : 0o~ R lcommit] (THEH FH A,

JIARZEH  ZDav Ridvy = R TORMEHATEE T, EHIC, Z0a<wr Rignm
TA L HRAN (=R a AL~ y) TORMEHTEET,

NYyFaAIVF: Zoaxwy Ry FELEZSR—FLTWHWERA,

1

mail.example.com> contentscannerupdate force
Requesting forced update for Content Scanner.

LDAP

2T, OCLL a=y RIZOWTCHA L E9,
Idapconfig

ERER
LDAP y— %R E L ET,

ERAE
MEE : ZDa<y Kix Tcommit] 2SHNEE T,

JIAAER  Zoa<w Nt T R_RTOYY U EF—F (P TRF, J—T, =) T
HATExE9,

NyF avr K Zoavy FEAy FRBREFHE— R LTOEEA,

Bl : T LLNWDAP H—/N 7O 7 7 A ILDYERK

WORFITIL, Idapconfig 2~ REMH LT, 77747 AD/NNA 2 R L7225 LDAP H—
NEEFRL, ZEHZIT AN (dapaccept 7 2~ R) | —7F 17 (ldaprouting 7 =
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<~V R) . ¥AHL— K (masquerade V7 2~ K) | ANA[FEBEO = R —HPF8EE (isqauth
T av s R) | BEXOAANAEMOTA U T AfE (sqaliash 7 a2~ K) o7 =Y —%%
E]\/ij—o

9. [PublicLDAP] &9 = 7 F*— A% mldapserver.example.com LDAP ¥-— N2 5 %2 &
T, 7V OEEFRIT, RN— 13268 (F 74+ /L M) TT, example.com DIRFEN— AN EFE
S (de=example,dc=com) . ZEEZIT AN, A—AFL—T 17 BIOYAAL—F
DY) =REFRINET, ZOFlOr =Y —iF BIRGADOA 22—y N FT7 |
draft-lachman-laser-ldap-mail-routing-xx.txt CE# & #17- inetLocalMailRecipient #iBh 4~ = 7 K
277 A ( [Laser ftkk.] L LTHEBND) ZMHT S, OpenLDAP 7 1 L' 7 K~ UGKEIZELT
WET, (ZORIFZFDONN—=T 3 03, OpenLlDAP DY — A T 4 A N Ba—3 a3 U IlE
EFNTVET) o ZOHITIE, A—NVOfL—T 47 7 —CTHREINIZEEITHEHT
LA — /LA A S mailForwardingAddress Th 5 Z EICIEE L TLE S, 72 —4T
I RCFEDFEREBI SN ET, ELWEERPDRI D X 912F 51203, EMEIC—HLT
WHLERH Y £7,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Passphrase based

[11> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind passphrase:

(1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:

[3268]> 3268

Please enter the base:

[dc=example,dc=com]> dc=example,dc=com

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase

Base: dc=example,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.
- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.
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- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- CERTAUTH - Configure certificate authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldapaccept
Please create a name for this query:
[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept
Enter the LDAP query string:
[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldaprouting
Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing
Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})
The query requires one of the attributes below. Please make a selection.
[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?
[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?
[3] Configure both attributes
(1> 1
Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> masquerade
Please create a name for this query:
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[PublicLDAP.masquerade]> PublicLDAP.masquerade

Enter the LDAP query string:

[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})

Enter the attribute which contains the externally visible full rfc822 email address.
[1> maillLocalAddress

Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> isqgauth

Please create a name for this query:

[PublicLDAP.isgauth]> PublicLDAP.isqgauth

Enter the LDAP query string:

[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.

[1> mail, proxyAddresses

Do you want to activate this query? [Y]> y

Do you want to test this query? [Y]> y

User identity to use in query:

[1> admin@example.com

Passphrase to use in query:

[1> passphrase

LDAP query test results:

LDAP Server: myldapserver.example.com

Query: PublicLDAP.isqgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
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[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)
Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

(1>

Bl - A O—INLEEFEDIETFE
ZOWITIX, TLS ## OFFHE A &1 LDAP 7/ 0 — LR EATEE L £,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.ga)
[11> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having
negative results? [Y]>

Validate LDAP server certificate? [Y]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1>

Idapflush
2t EA

Fr v 2 ENTWDLLDAP DFREZ 7T v 2 LET,
ERAE
FEE : ZOa< v R Tcommit] ITMEH Y FH A,
JIGABEH  Zoavw s Ry B— R TCORMEATEE7,
NYFaIV R Zoa<r Ry T ERXESR—F L TWHERFA,

avy R sEZH
I
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l

Idaptest

ait B

ER7E

1

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y
Flushing cache

mail3.example.com>

1 DOLDAP 7 =) — T A MEFEITLET,

WEE : Zoa<y R Tcommit] ITMEH Y FH A,
S AREH . Zpavy NEvyry B— R TORFEHATXET,
NYF AT E: Zoavry RNy TFEXETR— L TWERA,

ZOFITIL, ldaptest =~ > RAMH LT, BIEWFKHD LDAP H— 5 E

avy R sEH |

DOZEESZ T ANY

T —7FFETANLET, ZEHET FL A ladmin@example.com] [ZZ D7 A NMIEHK L E

T2, Z[EHT KL A Tbogus@example.com| [T AREHIZR D £,

mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> admin@Rexample.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass
LDAP query test finished.
mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> bogus@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: bogus@example.com
Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.
mail3.example.com>
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sievechar

B2LL]

ER7AE

1

sievechar .

RFC3598 |[ZHE SN TS Sieve B A—/L 7 4 VXU U TIHERTHLTFERTEIET «
tT—7 Mz LE T, Sieve LT LDAP KGR Y = VU — & LDAP ffiv—TF 4 > 7 7/ =) —TDOH
HHEINAZLICEB L TR, VAT AOMOENE., 52RRE LA —LT KL A5}
Extg & LET,

fET&E 530FE, - =t/ TT,

e Zoa<y P Tcommit] ZS4EH Y FHA,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (P59 RE, TA—F <L) T
HATx%7,

NYyFaAIVEF: Zoa<xy Ry TFELESR—FLTWHWERA,

Z OFITI, sievechar 2~ REFEH LT, + 28K o —BIWRLDAPHLV—T 4 7 7
T ) — T END Sieve XFE LTEHZLET,

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
[1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:

- SETUP - Set the separator character.

(1>

A—ILEAEDRE/IE=Z) T

ZITH. RO CLLa~ Y RIZOWTHILET,

addresslistconfig

Bk

7 RLA VX MERELET,

avy R sEZH II
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B &mrz

ERAE
He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NyF avwr R Zoavy MRy FELSEZPR—FLTHET,

Ny FER

addresslistconfig I~ F@/\/ﬁ:ﬁth%ﬁﬁﬁﬁ LT, %ﬁ'blf\T FLRA TR }\O){/E}E/E\ Ejﬁﬁ@
T RLAVRNORE, 7 RLVA VXA o—&H)), 7TRLVAYURXNOHIER, 7 KLA U X
ROFTHEAELTWAT KL ADOMHENFRETT,

cHLWT KL R U X DB :

addresslistconfig new <name> --descr=<description> --addresses=<addressl,address2,...>

BMEOT FLA U A NORE :

addresslistconfig edit <name> --name=<new-name> --descr=<description>
—--addresses=<addressl,address2, ...>

7 RLA YR ORI :

addresslistconfig delete <name>

T RLAURAMO—EHS :

addresslistconfig print <name>

T RLAYVAROHETHAELTWDT RLADRKE :

addresslistconfig conflicts <name>

15
maill.example.com> addresslistconfig
No address lists configured.
Choose the operation you want to perform:
- NEW - Create a new address list.

[1> new

Enter a name for the address list:
> add-listl

Enter a description for the address list:
> This is a sample address list

Enter the type of list:

1. Full Email Addresses only
2. Domains only
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aliasconfig

BILL]

ERAE

INY FRRK

aliasconfig .

3. IP Addresses only

4. All of the above

Enter the type of the address list:
[41> 1

Enter a comma separated list of addresses:
(e.g.: user@example.com)
> userl@example.com, user2@example.com

Address list "add-listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.
(>

BIA—N A VT AERELET,

MeE : oo~ KX lcommit] NHEETI,

JIGARER  Zpavy NI, TRTO~YE—R (IR Z, IA—F, <=2 v) TF
Hc&Exd,

NyF awr R: Zoavy RNy FEXREZPR—-FLTWET,

aliasconfig DNy FHAXEHHTH &, il VTR T—T7 0B, BBEFEOZ AL VT A
T NOfEE, BEFA—N A VT AV A OS], A VT AT =T NDA R— ]/
T AR—FEEITTEET, N F avr FE L THEITTHITIE, aliasconfig =2~ > REK
DX TATI L, UTOEEEEELET,

I LWETFA—L =AU T ADIBM

aliasconfig new <domain> <alias> [email addressl] [email address2] ...

GE)

FAELRW KA A 2kt LT laliasconfignew| I~ REFEITTHE, ZD KA A ER
SNET,

BSOS A A ) T RO
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aliasconfig edit <domain> <alias> <email addressl] [email address2]

B A=) A U T ADER

aliasconfig print]

e —HN A YT AYRAIDA HR— b

aliasconfig import <filename>|

TTIAT LV ADEA VT A VR IDITT AFR— h

aliasconfig export <filename>|

11

mail3.example.com> aliasconfig
Enter address(es) for "customercare".
Separate multiple addresses with commas.
[1> bobRexample.com, frank@example.com, sally@example.com
Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n
There are currently 1 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1> new
How do you want your aliases to apply?
1. Globally
2. Add a new domain context
3. example.com
[11> 1
Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.
- "Q@.partialdomain" - All users in this domain, or any of its sub domains.
[]1> admin
Enter address(es) for "admin".
Separate multiple addresses with commas.
[1> administrator@example.com
Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
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There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.
- PRINT - Display the table.

- IMPORT - Import aliases

from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.
[1> print

admin: administrator@example.com

[ example.com ]
customercare: bob@example.

com, frank@example.com, sally@example.com

There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.
- PRINT - Display the table.

- IMPORT - Import aliases

from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.
[1>

RE6:TAYTRAREADIIHK

ClE: Eli):

<domain> TA YT AEEHTSERAL 2 TFX AR, [Global] 137 12—
SNV RAL v arTHFAMERELET,

<alias> RETDHTA VT ADLHI,

Ja—rb RAAL a7 F A NTERNTE A U7 A3RD
LB TT,

"user@domain" : ZDE A—/L 7 RL X,
"user" : {LED RAAL DI O —H
‘@domain : 2D KA A L OFTXTH—H,

‘@.partialdomain’ : 2D RA A VELIXZDTLEDOYT T RAAL D
TRTO2—,

BEDRAA L A THFARNCHATELA VT RAFIRDOEE
D /C“ﬁ—o

User’ : ZTORAAL Y arTHFA MDD —

‘User@domain’ : ZOE A—/L 7 FL A

<email address>

TA VT A~y TTHEFA—INT RLA, 1 DDA
T AEBEDEFA—INV T FLAZ v B I TEET,

<filename>

TAVTAT—TNDA ViR— R NEZJ AKR—MUMFEHTHT 7
A N4,

avy R sEZH II
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archivemessage

5ER
X2 —NOHFWA v E—C52T— A7 LET,

ERRGE
fEE : ZOa~ RIZ commit [TMEH Y FH A,
JIAREM  Zpavy Riiviy B— R TOREATE £,
NyF avry K Zoavy RNy FELEY R — L T0EEA,

1
ROBITHE, VA v E—V%7—hA4 7 LET,

mail3.example.com>
archivemessage

Enter the MID to archive.
[0]> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration

altsrchost

BILL]

Virtual Gateway™ DO~ v B 7 2R E L T,

ERAE
MeE : Zoa< KX lcommit] NHEETI,

JIGARER  Zpavw Ly NI, TRTOY U ET— R (WTRAZ, TL—F <) TF
Hc&EEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

1

WOFEITIE, altsrchost 7—7 AR 1IN T, BEFEO~ v B 7 R72WZ EURENET, £
D%, 250 B BNERENET,

o TN—T" =7 H—,37K X b @exchange.example.com 7> 5 D A —/L L, PublicNet A > & —
T A BT ENET,

« EEHIP 7 KL A 192.168.35.35 775 D A —/L1X, AnotherPublicNet A > % —7 = A AT
vy BT ENET,

BB, WERDT-IZ altsrchost ¥ v B IR EN T, ZEBIMESINET,
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mail3.example.com> altsrchost

There are currently no mappings configured.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a

Virtual Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.

[1> Q@exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?

1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a

Virtual Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

(11> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

(>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback?
Changes committed: Fri May 23 11:42:12 2014 GMT

[Y]> n
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bounceconfig

B2LL]

ERAE

1

avv R sEH |

NG ADEEERELET,

M : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, X TOYrE—FR (29 R%2, TA—F <) T
ATxEd,

NyFa<wr R:Zoavy RgNNyFEXRZHR—FLTHWET, FEMcOWVW T, CLIOD
AT ~NLVTEBRBLTLLESY, 20a~vwy ROA T4y ~AVTFIZT V8 AT BIT
1%, help 2~ FaEMHALET,

OB TIL, bounceconfig 2~ R&H LT, bounceprofile &9 ARID/NNT A 1
TrANEERLET, ZOT BT 7 A LTIE, N— AT UAINETXITOA yE—UN
RET R A Th % bounce-mailbox@example.com|Zik(5 SN E T, BIEEE A vE—
IA X—TNTT, ZEEHIZVEEA v E—VR1IORMEINET, BEA v E—VHOT
7 /v MEE 4 BEFE (14400 B) T,

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]1> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> y

Enter the subject to use:

[Delivery Status Notification (Failure)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[11>

Do you want to configure language specific templates? [N]>

Do you want to parse the DSN "Status" field received from bounce

responses to include in the DSN generated by the appliance?

(Yes/No/Default) [N]>
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JRAF—~ADNYUR FAT 74 )LOERA .

If a message is undeliverable after some interval, do you want to send a delay warning

message? (Yes/No/Default) [N]> y

Enter the subject to use:

[Delivery Status Notification (Delay)]>

Select default notification template:

1. System Generated

2. bounce_english

3. bounce russian

[1]1> 1

Do you want to configure language specific templates? [N]>

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[1]1> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Do you want bounce messages to be signed (Yes/No/Default)? [N]>

Current bounce profiles:

1. Default

2. bounceprofile

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

(1>

mail3.example.com>

JRF—ADINHOR TAT7AILDEA

A\

NG UA T 77 A VEHRE LD, listenerconfig -> bounceconfig 2~ R&EfEH L, ¥ %
WETLHIEICEY, 20T 0T 7 A NEH Y AT —IZHEATEET,

GE)

NG ATuT 7 AME, Ayt —V&ZE L) AF—ICESWTEATE LT, 7L,
ZDYVAFT—FA =V NREEMICED X ITEUE SN D 0MTIFRER LEE A,

Z OFITIL, OutboundMail 77 A ~X— K U A F—%fHEL, 2D Y A F—IZ bounceprl &\
INDUATa Ty A NVEEALET,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Protocol: SMTP
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Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:

1. Default

2. bounceprl

3. New Profile

11> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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bouncerecipients

256
Fa—nbAvb—Irk AT A LET,

ERAE

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
JTAREM  Zpavy Riiviy B— R TORMEATE £,
NYyFaAvo R Zoavy NIy FEXREZTR—F L TOHERA,

1

NV ASINDZEEIL, BEZEEFRANMILST, FRFIAvE—Y X0 —T7D
Envelope From {TIZHEE SNTZRHFEDT RLUATHBISND A vE—U R EHITL - CGlRAILE
NET, 0, FEFXF2—NOTRTOA Yy E—V2 BN U ATHTEHETEET,

ZEBRAMIELDNDUR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to bounce.
[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 FL X2k 5/3D U R

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

FTRTNAIUR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

avy R sEZH
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3. All.

[11>

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.

1000 messages bounced.

NG U ARFEDREEITVET, Z0a~wr Rid, F—BLONY U RSN B2 E T A —
NEBRETDHIOIHALET,

e Zoa~< 2 i lcommit] NHNETY,

JIGAREM . Zpa<vr NiE, TR_RTO~Y L F— R (92 F, I—F <) T
HTExET,

NYyFaAv R Zoavwy NIy FELXREZTR—F L TOHERA,

WIZ, F—REL R U RAINTZWHIRET A —NVOREDOH R LET,

mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:
1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key
Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> setup
How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?
1. Reject.
2. Add a custom header and deliver.
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[11> 1
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
(1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients

B2LEL]
Fa—bAvE—UEHRLET,

ER7AE

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
JSGAREHE  Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVER : Zoavy RNy TFEXEZSR—FLTWHERA,

1

TTITAT A, MBS L TREHELHIRT 57200 OA T a VAHEIHLTWY
F9, WIZ, ZEHEHFA MOZEH OHIBR, Envelope From 7 R L A L5 HIBR, BLW
Fa2—NOTNTOZFEEDHIFROHIZ R L £,

EE N AL VICLBHHEIR

bl

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y
Deleting messages, please wait.

100 messages deleted.
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. Envelope From 7 F L X [Z & 5 HIBk

Envelope From 7 F L X [Z &k 5 HllB&

A THIBR

deliveryconfig

Bk

ER7E

1

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Are you sure you want to delete all messages in the queue? [N]> Y
Deleting messages, please wait.

1000 messages deleted.

A—NVEMEERELET,

e Zoa<r i lcommit] NNETY,

JIARER . ZOavw s NI, TRTOYYET—R (VJTRE, IV—T <) Tff
HATx%9,

NRyF aw R Zoavy RNy FEXRLZPR—F L TWERTA,

ROBFITIL, deliveryconfig 2~ RaAEH L, [BAZFTaEMESH Y (Possible Delivery) ]% A f—
TMILT, 774NV MDA B2 —T =2 A% [HE) (Auto) [IZERELE T, VAT LAL2ED
RRFEIE A > E—VEUF I, 9000 i T9,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.
1. Auto
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delivernow

i

ER7AE

1

destconfig

delivernow .

. AnotherPublicNet (192.168.3.1/24: maild.example.com)
. Management (192.168.42.42/24: mail3.example.com)
PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

Sw N

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000
mail3.example.com>

A=V DAY 2a—VEARREHICHFRELET, ==L, 1 DOZEHEFA &,
FERICHREA Y 2— L ENTWNAEATRTORA v E—DNT 2RI T £

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy B— RCOREHATEET,
NYyFaAIV R Zoavwry RNy FEXREZSR—FLTOERA,

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[1]1> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.

LIH®D setgoodtable =~ K CY, T—7 /ML, HBfE, s8LHET —7 v EMEIR TV E
T, ZOT—TNEMALT, HELEZ FAL COERGEHIREZHELET,

destconfig 37 > FD{#E A

destconfig V' 7 A =2 —TlX, koa~<vr REifTE£7,

% 7:destconfig> a3 K

B B

SETUP Ta— R EEER LET,
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X B

NEW RAAL L OFLWHIRZ BN L £7,

EDIT RAA L DORIRELEE L ET,

DELETE RA A OHIBRAZEIR L ET,

DEFAULT FRESILTWRWRAL DT 74V FOFIREET L ET,

LIST RAAL L EZDHIBOY A MEFRRLET,

DETAIL 1 OO EIFTITOT b OFEMEERRLET,

CLEAR T—TNNETRCOT M EHIRLET,

IMPORT NIz 7 4 Fab—rar 7y A NpbsEkflfle Yo
T—TNEAUR—FLET,

EXPORT sl N DT —T A INIay 7 4 Xal— 3
Ty AN AR—=FLET,

destconfig 2~ RiZiX, a7 — 7 NV DOEITERER T DL FOEREFRE T 5 MBS

HYET,

s RAAL Y (ZIEEXRAD)

o RAA 2 ~ORKRIFRHEREL
BT L DIRRA v E— UK

« ZAGHHIIR

o VAT AERELIIMREBS— b =2 AL v F
s AL Z L ORIRE®EH L F 9,
o SZASFEHITEO IR (53 HALD)

« N ARG

s FALSVTHERT AR R Fa Ty A1

B TILEERIEHT—TIL

WDFIT, SEEHET —T Vo b ERLET,
R EAFHT—ITLOIY Y f
KA Y Conn. Rept. Min. | Enforce
Limit Limit Prd. MX/DOM
(F7 4L 1) 500 L 1 RAA Y

FREIN TR R A A O EIE 500, 1 HF
& 720 OS5 H BRI IR
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Ny FRK

nyriz I

KAA>Y Conn. Rept. Min. Enforce
Limit Limit Prd. |MX/DOM

(F7 4L 1) 500 2L 1 MXIP

HRINTWRNRAAL Y DA—)V F—F T =

A D REEGENE 500, 1 572 0 OZE 8%

R JHE ) PR

partner.com 10 ‘500 ‘60 ‘ KX AV

partner.com D J X TD 57— h 7 = A 73 10 B Oz

fea A 1 Rl OR K= EE L 500

101.202.101.2 500 ‘iﬁl, ‘[0] ‘BAX]P

IP7 RLADIEE

destconfig =~ > ROy FEAXEMHEHT DL, /KD CLI a2~ ROTRXTOMIEEZFITT

ERE
B LUWSESERIE T — 7 L O 1ERL

destconfig new <profile> [options]

BEAFE D56 Se T — 7 L DR

destconfig edit <default|profile> [options]

BEAF 5 Sl T — 77 L O HIER

destconfig delete <profile>|

SESEHIE T R Y O—EER

destconfig list]

1 OO ELITTITO F YD

SO FTR

destconfig detail <default|profile]

all>|

destconfig clear]

BEAF D56 T — 7 v+ _Tox > b U 24k
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e T ANMEDT—T)NDA R — b

destconfig import <filename>|

FT—TNDT 7 A I)~NDITT AR— |k

destconfig export <filename>|

edit BE Pnew Ny F a~ 2 RTIE, BEL EEEFEFEAL CEEZRTZEICED, UTOA
T aryO—MMERIIT R TCERETETET, HELER o247 v a i, edit AL
BAEIIEEINT, new 2 L725EIFXT 7 40 MEICRESNET,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency 1is system wide or by
Virtual Gateway (tm) .

max messages per connection=<int> - The maximum number of messages that will be sent
per connection.

recipient limit minutes=<int> - The time frame to check for recipient limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of time.

use_ tls=<off|on|requirelon verify|require verify> - Whether TLS should be on, off, or
required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

{5 - 7 L L destconfig T> ~ ') DR

WOHITIL, BIFED destconfig =2 MU ZEmICH I LET, & 5HIZ, R AA 2 partner.com D
LTy R ZRERLET, 20O RAAL ACONTIE, KRR 100, 604538721
DZFERIREN S0 ICHESNE T, LR >T, VAT AL R AL partner.com (Zxf L, 1
RFfHILC 100 28 2 Dt 2 LT, 502 BADZEEICA vy E—VZRELEEXA, ZOF
AL NN AT T 7 AMTED B THNT, TLS REFHRESNER A, KEIC, £
BRI IS, ESNET,

mail3.example.com> destconfig
There are currently 2 entries configured.
Choose the operation you want to perform:
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- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> 1list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Ooff Ooff (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> y
Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".
[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl : N TAT7AILE TLS B/ FE

ZOFITIL, K AA > newpartner.com {27 L\ destconfig =2 b U Z5%7E L9, TLS B
VETT, £72. ZOHITIE, KAA 2 bounceprl (U AT —~DNRT7 A 7077 A )LD
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A (145—=) &) LWH R RATFu 77 A /0% KAA 2 newpartner.com ~DF T
DEFA—ABBIEHIND LOITRELET,

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n
Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)

5. Requlred(Verlfy)

[11>

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there
is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this

domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y

Please choose a bounce profile to apply:

1. Default
2. New Profile
[11> 1

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Req On Default
(Default) On Off Off (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:

[1> all

newpartner.com
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Maximum messages per connection: Default
Rate Limiting: Default
TLS: Required
Bounce Verification Tagging: On
Bounce Profile: Default
Default
Rate Limiting:
500 concurrent connections
No recipient limit
Limits applied to entire domain, across all virtual gateways
TLS: Off
Bounce Verification Tagging: Off
There are currently 2 entries configured.
(>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> enabled TLS for delivery to newpartner.com using demo certificate
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl EE THREEE]

ZOHITIR, A—ILENE S NV—T7 =7 P —Jexchange.example.com (ZAE v N 79 %
B destconfig = b U B/ERKLET, ZONEY— A HO THEHEHEE] = ) 2EE
THIET, NT 747 DFRICHRT HREHICIZERLPANR I NV—T T =7 — 2R
2y N7 ENET, ZOBITE, 77 74T AL, WEZ =70 =7 =
exchange.example.com |Z%f L, 143fHIZ 10 & #8 2 2 [RIRFRERE 2 fE 237, 1000 28 2 52548
WAV E—VERELEEAL, NUA TR T 7 AL L TLS REITRESNERE A,

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com? [Y]> y
Enter the max concurrency limit for "exchange.example.com".
[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y
Enter the number of minutes used to measure the recipient limit.
[60]> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

avy R sEZH
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[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for this
domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl - A a—/NJLEEE
ZORITIE, TLSEEFRO TLS 77— "B X OGFAELZRTE L £9,

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

{5l : DANE Y-7R— F % L 1= TLS =R DA 1L

WOHITIEL, KA A > newpartner.com DF LV destconfig T2 F U RFESNTNET, =
TR, TLS B&fend MEEARY) DANE AR — MRV AEMbEnTWET,

\}

GE) TLSHER—F A7 ar 2B LTDANE Fu 7 NEANZTALERHY F1,
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mail3.example.com> destconfig
There are currently 1 entries configured. Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.[]> newparter.com

Do you want to configure a concurrency limit for newparter.com? [Y]>
Enter the max concurrency limit for "newpartner.com".

[500]1>

Do you want to apply a messages-per-connection limit to this domain? [N]>
Do you want to apply a recipient limit to this domain? [N]>

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11>

Do you wish to apply a specific TLS setting for this domain? [N]> y
Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

6. Required - Verify Hosted Domains

[2]> 3

You have chosen to enable TLS.

Please use the 'certconfig' command to ensure that there is a valid certificate configured.
Do you want to configure DANE Support? [N]> y

Info:

If you configure DANE as 'Opportunistic' and the remote host does not support DANE,
opportunistic TLS is preferred for encrypting SMTP conversations.

If you configure DANE as 'Mandatory' and the remote host does not support DANE,
no connection is established to the destination host.

If you configure DANE as 'Mandatory' or 'Opportunistic' and the remote host supports
DANE,
it is preferred for encrypting SMTP conversations.

Please choose a DANE option:
1. No

2. Opportunistic

3. Mandatory

[2]1> 2

Do you want to apply a specific bounce verification address tagging setting for this
domain? [N]>
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hostrate

B2LL]

FEEDRANDT VT4 €T 4 2E=2LET,

ERAE

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

1

mail3.example.com> hostrate

Recipient host:

[]> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate =~ > K& {8 1E9 5121, Ctrl+C ZEH L £9°,

hoststatus

2t A
BEDERA M DAT— 2 A& BB LET,

ERARGE
e : ZDa~ K2 Tcommit) FMEH D FHA,
JTARER . Zpavy NiEv vy BE— R TOREHTEET,
NYFARE: Zoavy RNy FEREH R — L TWERA,

15

mail3.example.com> hoststatus

Recipient host:

[1> aol.com

Host mail status for: 'aol.com'

Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
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Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients 1
Hard Bounced Recipients 1
DNS Hard Bounces 0
5XX Hard Bounces 1
Filter Hard Bounces 0
Expired Hard Bounces 0
Other Hard Bounces 0
Delivered Recipients 0
Deleted Recipients 0
Gauges:
Queue
Active Recipients 0
Unattempted Recipients 0
Attempted Recipients 0
Connections
Current Outbound Connections 0
Pending Outbound Connections 0
Oldest Message No Messages
Last Activity Fri Aug 8 11:04:24 2003
Ordered IP addresses: (expiring at Fri Aug 8 11:34:24 2003)
Preference IPs
15 64.12.137.121 64.12.138.89 64.12.138.120
15 64.12.137.89 64.12.138.152 152.163.224.122
15 64.12.137.184 64.12.137.89 64.12.136.57
15 64.12.138.57 64.12.136.153 205.188.156.122
15 64.12.138.57 64.12.137.152 64.12.136.89
15 64.12.138.89 205.188.156.154 64.12.138.152
15 64.12.136.121 152.163.224.26 64.12.137.184
15 64.12.138.120 64.12.137.152 64.12.137.121
MX Records:
Preference TTL Hostname
15 52m24s mailin-01.mx.aol.com
15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed Nov 13 13:47:02 2003
Recipients 0

example.com (PublicNet 023):
Host up/down: up
Last Activity Wed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

BILL]

IronPort 4 A — Y T O EEZHE L ET
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oldmessage
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He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVPR—FLTWERTA,

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]1>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by

entering a value between 50 and 99. The default setting of 74 is

recommended.

[741>

Would you like to skip scanning of images smaller than a specific size? [Y]>

Please enter minimum image size to scan in pixels, representing either height or width

of a given image.

[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)

Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1>

VAT A FEOELEWIEREEA vE—D MID o~y X —%FFERLET,

Me® : Z0a<y KIZ commit [TMEH Y FH A,
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JTARER  ZDa<vy Rii~vwyy T— R TOMEHATEET,
NyF aw N Zoawy NERnyTFEXEZFR—FLTWWERA,

5
WOBHITIE, HWA =V EERRLET,

mail3.example.com>

oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.109])

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com

rate

&R
A=Y DAN—Ty NeE=H LET,
ERAE
feE : 2D~ RIZ lcommit) (ZMEH Y A,
JIALER  ZOaxy NEIvyry E— N TOREHTEET,
NYF AR Zoavy RNy TFERXE R —FLTOHERA,

!l

mail3.example.com> rate

Enter the number of seconds between displays.

[101> 1
Hit Ctrl-C to return to the main prompt.
Time Connections Recipients Recipients Queue
In Out Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C
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. redirectrecipients

avv R sEH |

redirectrecipients

B2LL]

FTRTORA Y E—=VZHOY L— KA MV FA L7 FLET,

yex

AvE—U% /devinull #5656 L THZEMRAAL ATV HEA VLT b5 E AvE—UNRK
bivET, A—NVEZDXLIRRAAL ATV FA LT ML TH, CLLIZEE IR EINER
lo AvE—=THBIVXZALY MTDHRNC, ZEM AL UBHDH02E 9> SMTP /L — kA HER
LTLEEN,

fEbx

ER7E

Ny FRER

1

ZDOHRARNLRKED SMTP A — NV EZETELLIICEHINTORWEA MNEIXIP T
RUVRIZZEZEEZ VXAV vTHE AvE—UBRNNT A&, A=A Rbis [tk
NHET,

FEE : ZDa< v R Tcommit] ITMEH Y FH A,
IS ARER . Cpavw L NEIviry BE— R TOMEATEET,
NYyFaAI R Zoa<wy NIy FEXREZ R —F L THET,

redirectrecipients =~ > ROy FIEAZMEM T 2D & 1RO CLI 2~ > FOTXTOKREL
FATTEET,

e T RTDOA—=NHERDOKRA ML EIZIP T RLRAIZY XA L7 MLET,

redirectrecipients host <hostname>|

WIZ, T_TD A—/L% example2.com TR A MU XA L7 b 541 LET,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host

will cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
Redirecting messages, please wait.

246 recipients redirected.
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resetcounters ]

resetcounters

5ER
VAT LANDTRTOAT L Z %)y FLET,

ERRGE
fEE : Zoa~<y N Tcommit] FHLEHY FHA,
JIALER . ZDavy RiEvyy E— R TOMEATE LT,
NYF AIUER: Zoavy RNy FERE2R— ML THERA,

1

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

removemessage

ERER
BEDA =T ID DA v E—TEEEITHIRLET,

removemessage 7 v . N T, {F¥Fa—, HllTH¥a—, FidseFa—HNOA vy E—
CVOREHIRTEET, VAT LOREICE>TE, ZNHDOF2—ICHITT 77T 14 77
AvE—URNEENTORWEERH D FT,

ERAGE
fE : Zoa<y K2 Tcommit] 1Z0EH D EH A,
JIGRARER . Zpavw L RiE~vry BE— R TORMEHTE £9,
NyFaAI K Zoavr RNy FELEFR—FLTWEEA,

1

example.com>
removemessage
Enter the MID to remove.
(1> 1
MID 1: 19 secs old
Received: from example2.com ([172.16.0.1027)
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>
Remove this message? [N]> y
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. showmessage

showmessage

B2LL]

ERAE

1

showrecipients

Bk

ER7E

Ny FRK

BESNTIAvE—IDDOA Yy E—V LAy E—VARTEFRLET,

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346@test02.com>
This is the message body.

avv R sEH |

Fa—HND A vE—T%%Z(EHHB A MlE 7213 Envelope From 7 K L ABNZERT Hh, T3

TORAyE—VERRLET,

MeE  Zoa<y R Tcommit] 1ZMEH D FH A,
USAREE . —pavy NIviy BE— R TORFHTXET,
NyFaAvo R Zoa<wry NIy FELXSEZ PR —F L THET,

showrecipients =~ & KONy FIRREMEMNT 5 L. 1ERD CLI 2~ > ROT X TOMREL 5

FoxET,
PRREHFA M TOA v L=V DBRR

showrecipients host <hostname>|

* Envelope From 7 RV ATO A v E—T DR
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l

status

ER7AE

showrecipients [sender options] <sender email>

®RD

sender_option ZfiH T& £,

--match-case 7 R L A D 2—HZH[ 55 O RKILF & /N7 % KB Liz—2,
e T RTDORA v E—VDORBR

showrecipients all

WIZ, TRCOZEEHEFRAP~DF2—HNDA v =0 ERLET,

mail3.example.com> showrecipients

Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient

1527 1230 userl23456Q@ironport.com Testing
[0] [0] 9554@example.com

1522 1230 userl23456Q@ironport.com Testing
[0] [0] 3059@example.com

1529 1230 userl23456Q@ironport.com Testing
[0] [0] 7284@example.com

1530 1230 userl23456Q@ironport.com Testing
[0] [0] 8243@example.com

1532 1230 userl23456Q@ironport.com Testing
[0] [0] 1820@example.com

1531 1230 userl23456Q@ironport.com Testing
[0] [0] 9595@example.com

1518 1230 userl23456Q@ironport.com Testing
[0] [0] 8778@example.com

1535 1230 userl23456Q@ironport.com Testing
[0] [0] 1703@example.com

1533 1230 userl23456Q@ironport.com Testing
[0] [0] 3052@example.com

1536 1230 userl23456Q@ironport.com Testing
[0] [0] 5l1l@example.com

g . Zoa~y N2 Tcommit) (Z4EH Y EH A,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F9R&, IA—F <) T
HTx%7,

NyF avw R Zoavy FEIRNyFEXRESR—FLTHERA,
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H s

l

mail.example.com> status detail

Status as of: Mon Sep 08 00:01:44 2014 GMT
Up since: Tue Aug 26 17:24:16 2014 GMT
(12d 6h 37m 28s)
Last counter reset: Never
System status: Online
Oldest Message: No Messages
Feature - IronPort Anti-Spam: 1459 days
Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2 2 2
Recipients Received 2 2 2
Rejection
Rejected Recipients 0 0 0
Dropped Messages 0 0 0
Queue
Soft Bounced Events 0 0 0
Completion
Completed Recipients 0 0 0
Current IDs
Message ID (MID) 2
Injection Conn. ID (ICID) 0
Delivery Conn. ID (DCID) 13
Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

tophosts

Bk

AN F2—ICHT 2BUEOEREBG L, FFEDOZEHEFRA MIEEFEOME (F=2—D
KAL) BH20E DD EHWrT 52X, tophosts 2~ > RZEH L £9, tophosts 2~ K
E. F2—HNO 20 DZEFHEDOIV A MR LET, VANI, 7774 7%EH. BiEHE
fe. BUEWHAZEE., Y7 h RNV A ARV, BEON—FR RNV RSNEZEER L,
S E I EpREHERIICY — FTEE T,

ER7AE

HeE : oo~ K lcommit] (TMHEHY FH A,

. av vk BEH
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JIAFER  ZDa<vy Rivyy T— R TCOMEATEET,
NYF AR Zoa~vy RNy FEXREZVR—FLTWEEA,

l

mail3.example.com> tophosts
Sort results by:

1. Active Recipients
2. Connections Out
3. Delivered Recipients
4. Hard Bounced Recipients
5. Soft Bounced Events
[1]1> 1
Status as of: Fri Mar 13 06:09:18 2015 GMT
Hosts marked with '*' were down as of the last delivery attempt.

Active Conn. Deliv. Soft Hard
# Recipient Host Recip. Out Recip. Bounced Bounced
1* example.com 2 0 0 0 0
2 the.encryption.queue 0 0 0 0 0
3 the.euq.queue 0 0 0 0 0
4 the.euqg.release.queue 0 0 0 0 0

topin

&t BA
BHEHEHOBMOIAIZ EALOFRA R ERRLET,
ERAAGE
e . Zoa<r FIZ Tcommit) [ ZISEH Y £H A,
JIGABEH . Zoav s Niivyry BE— RCOMEATEET,
NyF ARV K ZOavy FERNyFEREz Y R—F LTI A,

l

mail3.example.com> topin

Status as of: Sat Aug 23 21:50:54 2003

# Remote hostname Remote IP addr. listener Conn. In
lmail.remotedomainOl.com 172.16.0.2 IncomingO1l 10

2 mail.remotedomainOl.com 172.16.0.2 Incoming02 10
3 mail.remotedomain03.com 172.16.0.4 IncomingO1l 5
4 mail.remotedomain0O4.com 172.16.0.5 Incoming02 4
5 mail.remotedomain05.com 172.16.0.6 IncomingO1l 3
6 mail.remotedomainO6.com 172.16.0.7 Incoming02 3
7 mail.remotedomain07.com 172.16.0.8 Incoming0O1l 3
8 mail.remotedomain08.com 172.16.0.9 IncomingO1l 3
9 mail.remotedomain09.com 172.16.0.10 Incoming0O1l 3
10 mail.remotedomainlO.com 172.16.0.11 IncomingO1l 2
11 mail.remotedomainll.com 172.16.0.12 IncomingO1l 2
12 mail.remotedomainl?2.com 172.16.0.13 Incoming02 2
13 mail.remotedomainl3.com 172.16.0.14 Incoming0O1l 2
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unsubscribe

BILL]

ERAE

1

avv R sEH |

14 mail.remotedomainl4.com 172.16.0.15 Incoming01 2
15 mail.remotedomainl5.com 172.16.0.16 Incoming01 2
16 mail.remotedomainlé.com 172.16.0.17 Incoming01 2
17 mail.remotedomainl7.com 172.16.0.18 Incoming01 1
18 mail.remotedomainl8.com 172.16.0.19 Incoming02 1
19 mail.remotedomainl9.com 172.16.0.20 Incoming01 1
20 mail.remotedomain20.com 172.16.0.21 Incoming01 1

Ja—rVEEIEIEY A N EEHLET,

MeE : o< KX lcommit] NHEETI,

JGAREE  Zoavwr RiE, TRTOYEFT—F (WFREZ, T—F, =) Tff
ATxE7,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

ZOHITIE, 7 KL R user@example.net 73 7 2 — 7 LEMEE R Y X MBSV, AvyE—Y
BN— RN AT H XD RESNET, 207 FLRIZEFEIND A vE—IEA
VUASNET, BEOHEMIA vy =V AT AERET,

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as "@example.com"
or "user@" are allowed, as are IP addresses. Partial hostnames such as "Q@.example.com"
are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?

1. Drop
2. Bounce
[1]1> 2

Global Unsubscribe is enabled. Action: bounce.
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workqueue

ait B

ER7AE

1

A\

workqueue .

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

(EF 2 —D—BHEIE AT — 7 25 FRE L OLE LET,

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
IS AREHE . Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVER : Zoavy RNy TFEXEZSR—FLTWHERA,

mail3.example.com> workqueue

Status: Operational
Messages: 1243
Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

GE)

HEADOANMEETT, #HEAEZ AT LG E, Bl % Toperator paused) & L TR 7 3Gk
SINET,

ROFITIE, V=27 Fa—0PHRAINET,

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> y

Status: Operational

Messages: 1243
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2YRIT—FTEFERYNT—D Y—)L

etherconfig

Bk

ER7AE

1

ZIZTiE. ROCLI 2=y RIZHOW B L E7,

AT 4 TERE, NICXT VY 7, VLANRE., DSREEREDA —H % k

MeE : Zoa< KX lcommit] NHFETI,
JIALEM  Zpavy Riivwiy B— R TORMEATE £,
NYyFaAIV R Zoavwy Ry FEXEZSR—FLTOERA,

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> vlan

VLAN interfaces:

Choose the operation you want to perform:

- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):

[1> 12

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1

2. Data 2
3. Management
[11> 1

VLAN interfaces:

1. VLAN 12 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> loopback

Currently configured loopback interface:

Choose the operation you want to perform:

. av vk BEH
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interfaceconfig .

- ENABLE - Enable Loopback Interface.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> mtu

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 default mtu 1500

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> pairl

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 12

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.
[1> 1200

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 mtu 1200

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1>

interfaceconfig

Bl
A HE—T 2 AERELET, A X —7 oA ZA%Ek, W, BBk CcEEd, FTP 24
F—T ML, IPT RLREER L, A =Xy FIPT RLAZRETEET,
FERAE
e . Zoa<r i lcommit] NHUETY,
JGARER . ZDavy Riivvy F— RTCORMEHATX F9,
NYF ATV ER: Zoa<vwy RNy TFEXE R —FLTWET,

Ny FER

interfaceconfig =~ > ROy FIEXZEHT 5 &, 16RO CLI 2~ ROT X TORERER 52
ITTEET,

LA X —T = A ZADIERL
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. Bl A= 4 RDEE

interfaceconfig new <name>

<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght]

[--ftp[=<port>]]

[--telnet[=<port>]]

[--ssh[=<port>]]

[--http] [=<port>]

[--https[=<port>]]

[--eug http[=<port>]]

[--eug_https] [=<port>]

[--ccs[=<port>]].

FTP is available only on IPv4.

A B —T A ZADYIE

interfaceconfig delete <name>|

Bl: 43— 14 ADETE

mail.example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
[1>1
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nslookup .

IP interface name (Ex: "InternalNet"):

[Management] >

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.11>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffffo0"):

[OxfEffffff]>

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[31>

Hostname:

[mail.example.com]>

Do you want to configure custom SMTP Helo to use in the SMTP conversation? [N]>
Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]1>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>
Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]1>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTPS?

[6443]>
The "Demo" certificate is currently configured. You may use "Demo", but this will not
be

secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to
change it? [Y]>

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[r>
nslookup

& BA
nslookup =~ F&flifl9 %5 &, DNS OHREZHRAETE £,

nslookup =~ RTIX, 77T A T VAN, HELTWDHDNS (RAAL R—L H—1
A) = NMERARMGEIP T RURERR L CEETE L Z L2 HERTEET,
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1

netstat

5t

avv R sEH |

£ 9:nslookup 23X RDHYT)— 54T

HT)—DEAT Bz

RAMDA L H—Fy N T RLA

CNAME T A YT ZADEHDL R

MX A=) T AF =Ty

NS FBELEY —rOx—2n =2

PTR Jx) =3 B =Ry 8T RLADHAITHRA M, £9 T
IROG AT OTE BRI D RA > ¥

SOA RAA o THERBAR] fH#H

TXT T XA NMER

eE  Zoa<r R lcommit] IZMNEHD FH A,

JGAREE . Zavy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NYF AR KR Zoa~vy RNy FEXREZPR—FLTWERTA,

mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vm30esal086.1ibga

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,
otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information

8. TXT the text information

[1

1>
AAAA= 2001:420:54ff:ff06::95 TTL=30m

netstat 2~ R&EEATDHE, Ry V78R ERBIORE) . vr—T 7 T7—7
N, BIOSESERR Y NV —U A U F—T = A AFEHEREZFRTEET, 23—V 3

. avy kK sEH



I av vk 5EH

ER7E
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packetcapture

BILL]

ER7E

mans

VTIETRTOBIHENY R — P END2DITTIERWNZ LIZEE LT EEN, #iZ, -a, -A,
-g. -m, -M, N, s CEEHA, ZOa~vr RIA ¥ T77T 47 T— R TOFET%
HEJE L TWAT20, netstat # ASJ L7 CTLR— FORRE 5 ODOF T a UinbERTE
F, £, Vv ARUTEHALA U E—T oA AL FTRORBLIEETE X7,

MEE : ZDa<y RIZ lcommit] 1ZMEH D FH A,
JISGAREHE . Zpa<wy RiIvwi oy B— R TORFEHTXET,
NYF AT E: Zoa<vwry RNy TFEXER— ML TWERA,

example.com> netstat

Choose the information you want to display:
1. List of active sockets.

2. State of network interfaces.
3. Contents of routing tables.
4. Size of the listen queues.
5. Packet traffic information.
[11>

S

1.

2.

elect the ethernet interface whose state you wish to display:

Data 1
Data 2
3. Management
4. ALL
[1>1

Show the number of bytes in and out? [N]>
Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

netstat I~ R&EHEHATDHE, v NUV—T78 (EREBLIORE) . V=T 407 T—
TN, BEOEEISERRY NIV —F A X —T oA AREHEREFRTEET, ZON—
Ta ryTEHTRTOFIENRYR— R END2DT TERNI LICTHER LTI ZEN, FR, -,
A, -g. -m, -M, N, s |ZfEATEERA, ZOa~vr NEIA X T7 7T 47 F—RTOE
TZHPE LTWADT2®, netstat Z AJJ LR TLAR— FOXRE S ODOF T2 a o HigR
TEET, T2, Vo RAUTDHA U F—T = ALLFROMBLIEETEET,

Mg oo~ R lcommit] (TM4EHY FH A,

avy R sEZH II
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JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (FF9R&, TA—F <) T
HATxE7,

NYyFaAIVF: Zoavwy Ry TFELESR—-FLTOWERA,

mail.example.com> packetcapture
Capture Information:

Status: No capture running
Current Settings:

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

[1> start
Success - Packet Capture has started
Capture Information:
File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M
Duration: Os
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.

[1> stop
Success - Packet Capture has stopped
Capture Information:
File Name: C100V-421C73B18CFB05784A83-BO03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M
Duration: 10s
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:

- START - Start packet capture.

- SETUP - Change packet capture settings.

[1> setup

Enter maximum allowable size for the capture file (in MB)

[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will
be started and the older capture data will be discarded.)

[N]>

The following interfaces are configured:

1. Management

2. ALL

Enter the name or number of one or more interfaces to capture packets from, separated
by commas (enter ALL to use all interfaces):

[2]1>

Select an operation. Press enter to continue with the existing filter.
- PREDEFINED - PREDEFINED filter.

- CUSTOM - CUSTOM filter.

- CLEAR - CLEAR filter.

[r>

Capture settings successfully saved.

Current Settings:
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ping

BILL]

ER7GE

1

ping .

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[r>

ping 2~ REMHTLHE, TTIAT UV ANLR Yy NU—T KRR M~OHiaT A R TX
ij‘o

B 0o~ R lcommit] (TMHEH FH A,

JIARZEH  ZDav RiIvy = R TORMEHATEET, &2, Z0a<r Kignm
TAUVIRA N (—=Fhar A Lizvyy) TOMEFATEET, ZDa~wr REERATH
IZIZ, B—H)L T A VAT AT 7V BEATEALERHY 3,

NYyFaAIVE : Zoavry RNy FEXEZSR—FLTWERA,

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (

X.X.X.X

): 56 data bytes

64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
~C

--— anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
~C

.31: icmp_seg=0 ttl=64 time=1.421 ms
.31: icmp_seg=1 ttl=64 time=0.126 ms
.31: icmp_seg=2 ttl=64 time=0.118 ms
.31: icmp_seg=3 ttl=64 time=0.115 ms
.31: icmp_seg=4 ttl=64 time=0.139 ms
.31: icmp_seg=5 ttl=64 time=0.125 ms
.31: icmp_seg=6 ttl=64 time=0.124 ms
.31: icmp_seqg=7 ttl=64 time=0.122 ms
.31: icmp seg=8 ttl=64 time=0.126 ms
.31: icmp_seg=9 ttl=64 time=0.133 ms
.31: icmp_seq=10 ttl=64 time=0.115 ms

O O O OO O0O0o oo oo

avy R sEZH II




. ping6

\}
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G¥)

ping6

Bk

ER7E

ping 2~ REKTT DI, Cul+C 2EHATH2LERH Y £,

Pv6 & HHT 5% v b7 —2 KA ME ping &KTLET

M€ : Zoa< R lcommit] (THEH Y FH A,

JIAREM . Zoavw s RiZ<wY r B— R TORMERATEET, 51T, Z0avwr Rigne
TAVEKRAR (=R ua s (o Liz~vyy) TORMEATEET, Zoa~vr FEFEHTS
Wi, 2—H L T7 AV VAT ATV BATEDALERHY £,

NYyF ARV K ZOavy NNy FEREZYR—F LT EEA,

mail.example.com> ping6

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

1
A
GE)
routeconfig
2t EA

ping6 2=~ RZ & TF 5121, Cul+C ZfEH L 7,

routeconfig 2~ > RZfEHT 2L, TCPIP F 77 4 v 7 DAZT 4 v 7 — MR, .
HIfRC&xEd, 774/ MTiX, b7 7 4 vV ldsetgateway 2~ > RTHEINTZT 7 4/L b
F—= R 7z ARBHTAN—T 4 7 ENET, 7272 L, AsyncOS TIIFFEDFEIE~DN—T 1
7 HA[RETT,

N— Rt =v 7 x—20 BRA) | k. BXOY— by =g THKENET, F— U=z
A4 (X7 ARy ) 1, 1011278 EDIP 7 RL AT, SEEIFROWTNNTR Y 97,

sIP7 FL A (192.168.14.32 72 &)
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mans

* CIDR RFLIEIC L 20 7R v Mo ZI1E, 192.168.5.0/24 13 192.168.5.0 7> 5 192.168.5.255
EFTOIITACHY MU= 2R FERLET,

IPv6 7 KL ADOEEIX, OB EHEHTEET,

©2620:101:2004:4202::0-2620:101:2004:4202::ff
©2620:101:2004:4202::
*2620:101:2004:4202::23
©2620:101:2004:4202::/64

ZIOa<wy RTIE, BERESN TS TCPIP L— DY A RRERENLDT, b
JL— "B L Cedit BEL WNdelete 7 a2~ REFEHTXE1,

ERAE
FEE : Zoa<y Rt lcommit] 2SMHET,
JIALER . ZDav Niiviry T— R TOMEATE £,
NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,
Ny FRRK

smtproutes 2~ > ROy FIRREMHT 5 L, kD CLI =2~ & FOFT N TOMREZ E(TT
EET, V= MIIPVAT FLRELIEIPV6 T RLADEL L2l 528 RT& £,

« 2B T 47— FDOIER

routeconfig new 4|6 <name> <destination_ address> <gateway ip>

3 10: routeconfig D 3141

51% Bl

416 TOawry REBEMATAIP ON—2 3 (IPvd £7-1X IPv6) . clear
EERELEGAEB L Oprint Z45E LG, 2047 T a Vi3 a]
BET, a<wy R FONR—T g A IS nE T,

name A— kD4,

destination_address | {5 1P v 7 7 4 v 7 OBFEICBAETHIP T KL AE721Z CIDR 7 R
LA,

gateway_ip CONTT Ay DEERETHIPT FLXA,

ABT 4 7 — kDR

routeconfig edit 4|6 <name> <new name> <destination address> <gateway ip>|

« AXT 4 w7 b— FDOHIE

avy R sEZH .
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l

routeconfig delete 4|6 <name>|

TRTCDAZT 4 w7 b— DY :

routeconfig clear [4]6]

AT 47 — NDO—EH

routeconfig print [4]6]

mail3.example.com> routeconfig
Configure routes for:

1. Ibpv4
2. IPvb
[11>

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeNet

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.
[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4
Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig

Configure routes for:

1. IPv4
2. IPvo
[1]1> 2

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPvé6Net

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.
[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202:

[1> 2620:101:2004:4202::23

Currently configured routes:

1. EuropeIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:

. avy kK sEH
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setgateway

i

ER7AE

1

sethostname

i

ERAE

setgateway .

- NEW - Create a new route.
- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.
(>

setgateway 2~ RCIX, "ry hEL—T 4 V7 T5LXIRBTHT 74V ORT A b
Ry TERFBELET, R (F 740 FTIERY) ' — b U =A%, routeconfig =~ > K& Aff
ML THRELET,

Mg oo~ KX lcommit] N TI,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59R&, TA—F <L) T
HATxE7,

NyF avw R Zoavy MRy FEXESR—FLTHERA,

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

RARMGIE, CLIZ v 7 R TUAT A&l T 2B SN E T, BREMAX ME A
T BMERH Y £9°, sethostname I~ KliZ, EA =V EBFaUT 4 TTITAT U ADL
BTERELET, HHAX ML, commit 2~ RERITLTHD TEDNZRY £,

e Zoa~< 2 i lcommit] NHVNETY,

JIAREH  Zoa<wr NI, IRXTOYY U ET—R (OTRE, TA—T <) T
Ac&EEd,

avy R sEZH II
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smtproutes

B

ER7E

Ny FRER

avv R sEH |

NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

RANGOEFEZGNCT DI, commit 2~ REANTLHMENRHY £, KA D
EREMET DL, CLIZR YT MIFILWERRA MARFRINET,

oldname.example.com> commit

Please enter some comments describing your changes:

[1> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

KDL INTHLWERA MR T a7 MIFERENET,

mail3.example.com>

KB 72 KA A VERiEEZRTE L ET,

WEE : Zoa<y Kt lcommit] 2SMHETY,

JIAREM . Zoa<w s RiE, TRTCO~Y U E—R (UF92F, IJ—F, <) T
Ac&EEd,

NyF avws R Zoavy RNy FEAZ R —FLTWETS,

smtproutes 2~ > ROy FIRRAMHT 5 L, kD CLI =2~ & FOFT N TOMREZ ETT
TET,

« ¥ LV SMTP — kN DER%

smtproutes new <source> <destination> [destination] [destination] [...]

« BEfE D SMTP /L— s OHIE

smtproutes delete <source>|

s SMTP )L—F DU X D7 VT
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l

WORFITIL, smptroutes 2~ > K& LT,

smtproutes clear

SMTP /L — FD Y X ~DH )

smtproutes print]

SMTP /L — DU A RDA R — K

smtproutes import <filenames>|

SMTP L— DU A DT F AKR— |k

smtproutes export <filenames>|

R A A > example.com @ relayl.example.com,

relay2.example.com, 35 & (Nbackup-relay.example.com ~D/L— k (= v E 7)) ZEHKLET,
SEAEDTTA AV T 4 BRET DL, fpris# AL, #1213 0~ 65535 DIEEFEEL
EFT, ERREWVEETTAF VT AIFELS RV ET, TIAF VT 2HBELRWGE, 7
THNVEDOICHESNET,

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:
- NEW - Create a new route.

- IMPORT - Import new routes from a file.
[1> new

Enter the domain for which you want to set up a permanent route.

Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.
[1> example.com

Enter the destination hosts,

for example.com to be delivered.
Enter USEDNS by itself to use normal DNS resolution for this route.

Enter /dev/null by itself if you wish to discard the mail.
Enclose in square brackets to force resolution via address

records, ignoring any MX records.
[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com

Mapping for example.com to relayl.example.com,

backup-relay.example.com/pri=10 created.
There are currently 1 routes configured.
Choose the operation you want to perform:

NEW - Create a new route.

EDIT - Edit destinations of an existing route.
DELETE - Remove a route.

PRINT - Display all routes.

IMPORT - Import new routes from a file.

EXPORT - Export all routes to a file.

separated by commas,

(systemsetup =~ > ROFETH;, InboundMail X7V v 7 U A F—%FETHE IR L~ v
BT EER L TWAEERH L Z LICERE LTS EEN, )

which you want mail

(A)

relay2.example.com,

avy R sEZH II
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. sslconfig

- CLEAR - Remove all routes.
[1>

sslconfig

5ER
TS T ADSSLBRERIEEET,
A

GE)  FIPS 1402 #LE— R CH—RBIL PRI T4 T DAY v FIFEETEEH A,

ERAE
BT : Zoa<r KL lcommit] 2ASLETT,
PDISRAER : Zoa~v s NE, §RXTCOVV Y E—R (P TRH, IT—"7 ~v) T
HATxET,
NYF AIUE: Zoavy RNy FERE2R— LT ERA,

1

mail.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: tlsvl 1tlsvl 2

GUI HTTPS ciphers:
AES128
AES256
! SRP
! AESGCM+DH+aRSA
AESGCM+RSA
aNULL
' kRSA
@STRENGTH
—-aNULL
—EXPORT
—-IDEA

GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
! SRP
! AESGCM+DH+aRSA
AESGCM+RSA
aNULL
' kRSA
@STRENGTH
—-aNULL
—EXPORT
—-IDEA
Inbound SMTP TLS Renegotiation: Enabled
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Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES

AES128
AES256

I'SRP

| AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL
'kRSA
@STRENGTH
-aNULL
—EXPORT
-IDEA

Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default

Choose the operation you want to perform:
- GUI - Edit GUI HTTPS ssl settings.
- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other

[1> gui

Enter the GUI HTTPS ssl method you want to use.

1. TLS vl1.1
2. TLS vl1.2
3. TLS v1.0

(1, 21> 1

Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256: !SRP: ! AESGCM+DH+aRSA: ! AESGCM+RSA

!XRSA:@STRENGTH: -aNULL:-EXPORT:-IDEA] >

client services.

: 1aNULL:

Would you like to Enable/Disable TLS Renegotiation for GUI HTTPS? [Y]>

sslconfig settings:
GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
-aNULL
—EXPORT
—-IDEA
GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

I'SRP

! AESGCM+DH+aRSA

AESGCM+RSA

avy R sEZH




1aNULL
I kRSA
@STRENGTH
-aNULL
-EXPORT
-IDEA

Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128

AES256

| SRP

! AESGCM+DH+aRSA
I AESGCM+RSA
1aNULL

1eNULL

I kRSA

@STRENGTH
-aNULL

-EXPORT

-IDEA

Choose the operation you want to perform:

GUI - Edit GUI HTTPS ssl settings.

INBOUND - Edit Inbound SMTP ssl settings.
OUTBOUND - Edit Outbound SMTP ssl settings.
VERIFY - Verify and show ssl cipher list.
OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

[1> inbound
Enter the inbound SMTP ssl method you want to use.

1.
2.
3.

TLS vl1.1
TLS v1.2
TLS v1.0

21> 2

Enter the inbound SMTP ssl cipher you want to use.

[AES128:AES256: !SRP: | AESGCM+DH+aRSA: | AESGCM+RSA: !aNULL:

!XRSA:@STRENGTH: -aNULL:-EXPORT:-IDEA] >

Would you like to Enable/Disable TLS Renegotiation for inbound SMTP?

av vk BEH

sslconfig settings:
GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:

AES128
AES256

| SRP

| AESGCM+DH+aRSA
| AESGCM+RSA
1aNULL

I kRSA
@STRENGTH
-aNULL
-EXPORT
-IDEA

GUI HTTPS TLS Renegotiation: Enabled

avy R sEH |

Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default
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telnet

BILL]

ERAE

telnet .

Inbound SMTP method: tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
kRSA
@STRENGTH
-aNULL
—EXPORT
—-IDEA
Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

I'SRP

AESGCM+DH+aRSA

' AESGCM+RSA

'aNULL

'eNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.
[1>

(>

B - oo~ K lcommit] (THEHY FH A,

JIAAER  Zpa~v s Nivy = R TOMEATEET, IHIZ, Z0avwr Nifo
TA VKA (=R uars/ (o Lz~ y) TORMEATEET, Zoa~vr FEFHATS
IZiZ, B—H)L T7 A VAT ATV BEATEALERHY 3,
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traceroute

Bk

ER7E

15

avy R sEH |

NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PubllcNet (192.168.2.1/24: mail3.example.com)
[11>

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '""]'.

traceroute 2~ REfEHTAH L T IA T U ANGIPVAEEHAT LRy hT—F7 FRA h~
DEFeET AR L T, XY NIT—J DRy FIZHTHIN—T 4 7 OMBEET Ny 7 TEFE
7,

MEE : Z0a<y K lcommit] 1ZMEH D FH A,

DSRAABER : Z0a<v s NI~vy v E— R TCORMEATEET, &bz, Zoavwr Kidn
TAVKRAN (=R ersAf o Lizv ) TOMERATEET, Zoavr Fa2diHT5
WX, =NV T7 ANV VAT AT IV BATEDLNENRNDY 4,

NRyF avw R Zoavy RNy FEXREZPR—FLTWETA,

mail3.example.com> traceroute
Which interface do you want to trace from?
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PubllcNet (192.168.2.1/24: mail3.example.com)
[11>
Please enter the host to which you want to trace the route.
[1> 10.1.1.1
Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway
(192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname
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tracerouteb

i

ER7AE

1

traceroute6 .

(10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

traceroute6 2~ R&EHTLHE, T ITAT AN IPV6 2T H Yy hU—7 5K
ARNNOERET AN LT, 2y NIT—=7OFRy FNET V=T 4 T OMEET Ny 7T
=FET,

e Zoa<r R lcommit] ITMNEHD FH A,

DSRARAER . Z0av  NI~vy = RTOMEFATEET, &HIZ, 2o~y Nidne
TAVERARN (=R u s/ Lizvyy) TORMEATEES, Zoavr REHEATS
IZiZ, B—H)L T7 AV VAT AT I BEATEALERHY 3,

NyF avws R Zoavwy FERNyFELXEZSR—FLTHERA,

mail.example.com> traceroute6
Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
11> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.

connect: No route to host

vml0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
11> 2

Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1

trailblazerconfig

A (192 =X—20)
fEVE (192 X—2)
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1

\}
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o 5l (192 ~2—3)

trailblazerconfig 2~ RZMHHTH L. H LV Web A % —7 = A ATHTTP & HTTPS
DAR— FNair L CREEER L EEERE NV —T 4 VT TEET,

AT A4 0~V SR HITIE, CLI T help trailblazerconfig I ¥/ REfALET,

GE)

F 7 F )L KT, trailblazerconfig MWCLI 22~ RIZ7 7oA T7 > ATHEMNI > TWET,
HTTPS R— "B 7 7 A T 7+ — /L THINTWAZ L 2R LET, 7. 7794 T A
T 7B AT HIDITHRE LR A M % DNS b — "R T L2 L 2R LET,

trailblazerconfig =~ & R4 25 &, ROMELZERETE X7,
«FFEDT T 7Y T APL AN — F OBEBOFEAE L BNT 50N H D,

o ANAIREE, BE—T7 VAN, 3T ey VA NON—VERHTLHEXIZ, LI —
Web A > X —T7 A AV HEA LT NERND,

CEERINATTHELR—RF X—=UDA N v RN—=ITF—ERNEENR,

ER

T 7 AT trailblazerconfig I~ }\%ﬁ;jﬂl'g—é . V7 A FURLIZIEIA A }‘Zl
WA & 37z trailblazerconfig HTTPS " — MNE BB EENE T,

WESFIRD X 912720 £7,

ltrailblazerconfig enable <https port> <http port>] (%, 7 74 /b FDHR— |~ (HTTPS:
4431) T trailblazer R E % EIT L £9

’—trailblazerconfig disable] 1. trailblazer 3% /E & TR LFE T,

’—trailblazerconfig status] X trailblazer BTED AT — X A% F v 7 LET,

FEE : Z0Oa~ 2 FNIZ commit [TMLEH Y A,
HDISRAEE . Zoavw RiE~vwyy T— R TORMEATE £9,
NYyFaAIVEF: Zoavwy RNy TFELESR—FLTWERA,

\/k(:\ trailblazerconfig aw Y ]“%;ﬁ‘é“j”: LTX%“‘gx%%%‘a—éﬁff@@ﬂ%% Li‘?‘o

maill.example.com> trailblazerconfig enable 4431

trailblazer is enabled.
To access the Next Generation web interface, use the port 4419 for HTTPS.
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maill.example.com> trailblazerconfig status
trailblazer is running with https on 4419 port.
maill.example.com> trailblazerconfig disable
trailblazer is disabled.

(1>

ToORILAYT T4IL73

outhreakconfig

B2k

ER7E

1

ZZCHL KO CLL vy RIZon TRl LET,

outbreakconfig =~ N&fiHT 5L, 77U NT LAV T4 VHEREEZRECEET, 2
Da<y REFRALTROT 7 v a v aFTTcEEd,

T IONTVAY TUNE T T a— I, F—T NI LET,

T HTT AT N—=IVDAX Y oA =T M LET,

CAX Y T BT FANDERKRTA XERELET (VA X% A NTANTDH I EITHEER
LTL7EEW)

T URNTVLAT TANEDT T— e X—7 M LET,

cURLDORF U T HAFX—T VI LET,

WEE : Zoa< Kt lcommit] DSMLET,

JIIARER  Zpavw Rt TRTOYUEFT—R (TR, TA—TF, w2 ) Tff
HTxFE9,

NyF aw s F:Zoavwy RNy FERXREZ P R—FLTWWERA,

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]1>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs 1is currently disabled.
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Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

1>

outbreakflush

5499
FroviaE&NTWEREL—LEZ VT LET,

ERAGE
WE : Zoa~y K2 lcommit] ZLEH D A,
UG ARER . ZDavy RiIvyy T— R CORMEHTEET,
NYFARVE: Zoavy NNy FEREZ R —F L TWERA,

1

mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your
network exposed until the next rule download.

Run "outbreakupdate force" command to immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules? [N]> y

Cleared the current rules.

mail3.example.com>

outhreakstatus

ERER
outbreakstatus 2~ Nk, BT 4 VHBBELR A RX—T N TDHMNE D), FAENL—IL,
BIEO LXWVMEZR &, BT A VA ESREOBIEOREL R R LET,

ER7E

W : Zoa<y RIZ Tcommit] ITMEH Y FH A,
S AREH . Zpavy NEvdry B— R TORFEHATXET,
NYF AT E: Zoavwry RNy TFEXETR— L TWERA,

1

mail3.example.com> outbreakstatus
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Outbreak Filters: Enabled

Component Last Update Version
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00) 20140126_063240
Threat Outbreak Outbreak
Level Rule Name Rule Description

5 OUTBREAK 0002187 _03 A reported a MyDoom.BB outbreak.
5 OUTBREAK 0005678 00 This configuration file was generated by...
3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.
(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate

R
CASEL—LBIR=r Yy a7 ORIFEHZER LET,

ERAE

MeE - oo~ R lcommit] (THEHY FH A,

JIALER  ZDa<vy Ridvyry B— R TORMEATEET, IHIT, Z0avwr Nign
TA U ARARN (—FRa s Liviy) TORMEHTXET,

NYF AR KR Zoa~y RNy FEXREZVR—-FLTWEEA,
151

elroy.run> outbreakupdate
Requesting updates for Outbreak Filter Rules.

] ~ -
R~ —DEA
ZIZTIE, IROCLL a~wy RIZHoOWTCEBA L E1,
dictionaryconfig

Bk

ATy F 4 a TV ERELET,
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1

FTa4oaF) DER

Ta40ar) DER2
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He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

dictionaryconfig -> new #fifiLC7 4+ 7 v 27 U Z{Ek L. dictionaryconfig
-> delete #fiHILCTF 1 7> aF U ZHIBRL £ 7,

example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>
Enter new words or regular expressions, enter a blank line to finish.
<list of words typed here>

Currently configured content dictionaries:

1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords

(1> 1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1>

ZofITIX, HFE lcodename| #&ie lsecret words| & 9 4 RIDHT LWF 4 73 5F U
ERESNE T, T4 273 aF VaEANLES, edit->settings 7 a~v> FEEH LT, 747
TaF VNOHED K CF & /N CFEO XS RO 2 EH LT,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>
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Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>
Enter the default encoding to be used for exporting this dictionary:

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

(1>

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new dictionary: secret words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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T4 aFInA R—+

ROFITIL, dictionaryconfig =~ R L T, profanity.txt 7 ¥ &2 kb 7 7 A JLIND
84 {lEl > JH5FE % Unicode (UTF-8) & L CT « 7+ =37V profanity (21 > AR— h LET,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.
[1> profanity

Do you wish to specify a file for import? [N]> y
Enter the name of the file to import:

[1> profanity.txt

Enter the encoding to use for the imported file:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

84 entries imported successfully.

Currently configured content dictionaries:
1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

O ~J oy Uk wDN

T4223aFI)DITHYRKR—F

WOBITIL, dictionaryconfig 2~ RZEM LT, secret words 7 4 27 > a7V &7 %
A N 77 A )V secret_words_export.txt (227 AR — F LET,

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.
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exceptionconfig .

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
[]> export

Enter a name for the exported file:

[1> secret_words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

[1> 1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

exceptionconfig

B8

ER7E

1

exceptionconfig =~ N& CLI THHT 252 L2k, FAAL IS T —T VZAFRT
XFET, ZOHITIE, EA—/ T R A ladmin@zzzaaazzz.com| % KA A L BISNT —T NIZ
BAL, R —% TAllow) IZRRELET,

e Zoa< i lcommit] NV ETY,

JIARER . ZOavw s NI, TRTOYY U ET—R (VJT7RE, JV—T <) Tff
HATx%x9,

NyF aw s F: Zoavwy RNy FERXRELZPR—FLTWWERA,

mail3.example.com> exceptionconfig
Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> mail.partner.com
Any of the following passes:
- @[IP address]
Matches any email address with this IP address.
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. filters

- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- user(@
Matches any email address beginning with user(@.
- user@domain
Matches entire email address.
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@Rzzzaaazzz.com
Choose a policy for this domain exception:

1. Allow
2. Reject
[11> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

[1>

filters

Bk
Ay—VREAT Y 2 v ERELET,

ERAE
fle® : Zoa~r ik lcommit) 2RAHLETT,
IS ALER . Zpav Ly NEvyr E— R TOREHTEET,
NYF ARV R Zoavy IRy FELE YR — ML TWEEA,

15
ZOFITIL, filter 2~ REEHA LT3 DOHFH LWT 4 L Z 2ER L £,

s MDD T 4 VF DLEIIL, big_messages T, ZiLid body-size /L —/L & HH LT, 10MB
O RENAYE—VE Fuy 7 LET,

2F/ODT 4 VHDLHIE, no_mp3s T9, I i attachment-filename /L —/L & L
T, .mp3 7 7 A NMERF PN/ 7 7 ANV E B A vy E—V% Ray 7P LET,

«3FDD T 4 NVF OLHIIE, mailfrompm T3, Z AL mail-from /L—/L 2 LT,
postmaster@example.com 7> 5 D A — /L% F X THH-X, administrator@example.com 7 7 A
YR A=Ky av—EERLET,

filter -> list¥ 7 a<  RaEHL, 7ANFDIY A NERRLT, TA4NENT 7T 4
TTCHEITHHZ L 2R LET, KIZ. move V7 a~r REEH LT, & HEBEDO T 4
NEDAEEZ AKX ET, KBS, BEEEMEL T T A NVEZEANLET,
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mail3.example.com> filters
Choose the operation you want to perform:
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new
Enter filter script. Enter '.' on its own line to end.
big_messages:

if (body-size >= 10M) {

drop () ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@example.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list
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policyconfig

B2k
ZERFHMLE AR FES— 2O 2 RELET,

ERAZE
M : Zoa< KX lcommit] 2NHHEETY,

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T
ATxEd,

Ny F awr R Zoavwy REAy FRRE S H— FLTOEEA,
1

AL AyE—2FFOvyTL, BEEEDLLWRNRA Ay E—DFT7—hA TFTBEEA—IL KR O—DER

Z OFITIL, policyconfig->edit->antispam 7 a2~ > REZHEF LT, T 7 4/L hDOEHREA—L
RY P —=DANLARREEWEL T (CNEFACBREPEF AL EFa VT 4 v F—
Uy BREO GUIIZHH Y £T) .

e TP, ANRNALELTHHHESNTA v =T — A 7ORMENLRIA S, ey
TENET,

s ANRNLDFENRHDA v E—DE T —hATRBLRDET, ZOXHIRA BT,
quarantine.example.com & VN9 P — N2 A VA h— L STz ARARREEC bR E SN ET,
24T D YEEAIZT % A b [quarantined: possible spam] 23BN &4, ZDO XK ) 7pEEb LW A »
= — V2% X-quarantined: true & V2 FFRll e~y X —2NBINENE T, 2DV Y AT
BHERBIO= Fa—WIEREE TRV E I AR TE, FHEIILEIDS U Cib
LWASRLD LEVEEZRETEET,

RRIZ, BRZHEELET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -————-——-——|Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
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ZRL Ay E—SFEROYTL, BHEFHLVRAL A ve—S87—nq IT o8 EF—L Ky v —oti [

- PRINT - Print all policies

- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail:|Content Outbreak
————————————————————————— Protection: -——————---| Filter: Filters:
1| DEFAULT| Ironport |Mcafee N/A N/A Off Enabled
Enter the name or number of the entry you wish to edit:
(> 1
Policy Summaries:
Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject
Anti-Virus: Off

Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy
[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

1> 90
DELIVER
DROP
BOUNCE
IRONPORT
What do you
[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]1> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[11> 4

Do you want to archive messages identified as SUSPECTED spam?
1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[11> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam?
Enter the name of the header:

[1> X-quarantined

(Disables all policy-related actions)

[90
1.
2.
3.
4.

QUARANTINE
want to do with messages identified as spam?

[N]> y

[N]> y
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Enter the text for the content of the header:

[1> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1>
Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -—————----| Filter: Filters:
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> configured anti-spam for Incoming Default Policy
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
- o o N

RFEF—LDORY O—DIER
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:| Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -——---———-|Filter: Filters:
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:
[1> sales_team

Begin entering policy members.

Username entries such as joe@,

entries such as @.example.com,

Enter a member for this policy:
[1> 1ldap(sales)

The following types of entries are allowed:
domain entries such as @example.com, sub-domain
LDAP group memberships such as ldap (Engineers)
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Please select an LDAP group query:
1. PublicLDAP.ldapgroup

[1]1> 1

Is this entry a recipient or a sender?

1. Recipient

2. Sender
[11> 1
Add another

member?

[Y]> n
Would you like to enable Anti-Spam support?
Use the policy table default?

[Yl> y
[Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam.

Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold

below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[901> 90

1. DELIVER
2. DROP

3. BOUNCE
4. IRONPORT
What do you
[1]1> 2

Do you want
Do you want

QUARANTINE
want to do

to archive

to enable special treatment of suspected spam?

with messages identified as spam?

messages identified as spam? [N]> n

[Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam

threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED

spam:
1. DELIVER
2. DROP

3. BOUNCE
4. IRONPORT
What do you
[1]1> 4

QUARANTINE
want to do

with messages identified as SUSPECTED spam?

Do you want to archive messages identified as SUSPECTED spam? [N]> n

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED

spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n
Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> y

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: ——————————| Filter: Filters:
sales teaml IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled
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Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

1>

Wiz, =7V F—h BADE A—NEZEE) ORIV —EERL, dwg 77 A
NeT T RNTVLAYT T4 VH AXx OXMBRIMNIEELET,

IVOZTI)UT F—LDORY) —DER

Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: -———-——-—-|Filter: Filters:
sales teaml IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:

[1> engineering

Begin entering policy members. The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com, sub-domain entries
such as @.example.com,

LDAP group memberships such as ldap (Engineers)
Enter a member for this policy:

[1> bob@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> fred@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> joe@example.com

Is this entry a recipient or a sender?
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1. Recipient
2. Sender
[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y
Use the policy table default? [Y]> y
Would you like to enable Anti-Virus support? [Y]> y

Use the policy
Would you like

table default? [Y]> y

to enable Outbreak Filters
Use the policy table default? [Y]> n
Would you like to modify the list of file
Outbreak Filters? [N]> y

Choose the operation you want to perform:
- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass
dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1>

Incoming Mail Policy Configuration

for this policy? [Y]> y

extensions that bypass

Outbreak Filter processing:

Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware -—————----| Filter: Filters:
Protection: | = |-----—-—-— | --—-——————-
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

I, [/ A— AR Y 2 — (Incoming Mail Overview policy) | 7 —7 VT3 325D
Lnarsoy 74022 FlLET,

perform:
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CLI TiZ, policyconfig 2~ KD filters 7 a~< > NI [ZfE= T Y 7 4% (Incoming
Content Filters) ]GUI ~— Y L [H UHREZ R D E T, CLITar 7Y 74V 2{EkT 5 &
L, save M7 a~wr REMEHLTT 4 V¥ 2417 L. policyconfig 2~ > RIZE D MLEMN
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F 9, scan for confidential = > 7 > 7 4 L H BAERR L E T,
scan_for_confidential 2> 7> 7 1 L2 DERL

Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware -—————----| Filter: Filters:
Protection: | = |---------— | -----—————-
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:

- NEW - Create a new filter

[1> new

Enter a name for this filter:

[1> scan_for_ confidential

Enter a description or comment for this filter (optional):
[1> scan all incoming mail for the string 'confidential'
Filter Name: scan for confidential

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

2. Action

[11> 1

1. Message Body Contains
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2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

[11> 1

Enter regular expression or smart identifier to search message contents for:

[1> confidential
Threshold required for match:
[11> 1
Filter Name: scan_for confidential
Conditions:
body-contains ("confidential", 1)
Actions:
No actions defined yet.
Description:
scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
DELETE - Delete condition or action
[1> add
. Condition

1
2
[
1
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 1

Enter the email address(es) to send the Bcc message to:
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[1> hr@Rexample.com

Do you want to edit the subject line used on the Bcc message?

Enter the subject to use:

[$Subject]> [message matched confidential filter]
Do you want to edit the return path of the Bcc message?

Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
[1> add

. Condition

1
2
[
1
2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry
17. Drop (Final Action)
18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check
[1]1> 14

1. Policy

11> 1

Filter Name: scan for confidential
Conditions:

body-contains ("confidential", 1)
Actions:

bcc ("hr@example.com", "[message matched confidential filter]")

quarantine ("Policy")
Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions

- SAVE - Save filter
[1> save
Defined filters:
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1. scan_for confidential: scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

1>

no_mp3s & & U ex_employee 3 Y T4 IV DIERK

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter (optional):

[1> strip all MP3 attachments
Filter Name: no mp3s

Conditions:

Always Run

Actions:

No actions defined yet.
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action
[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check
[1]1> 12

Enter the file type to strip:

(1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n
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Filter Name: no_mp3s

Conditions:

Always Run

Actions:
drop-attachments-by-filetype ("mp3")
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
2. no mp3s: strip all MP3 attachments
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter (optional):
[1> bounce messages intended for Doug
Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[

1

2

[

1. Message Body Contains
2. Only Body Contains (Attachments are not scanned)
3. Message Body Size
4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

[11> 13
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Enter regular expression to search Recipient address for:

[1> doug
Filter Name:
Conditions:
rcpt-to == "doug"

Actions:

No actions defined yet.
Description:

bounce messages intended for Doug

ex_employee

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description
- ADD - Add condition or action

- DELETE - Delete condition or action
1> add

. Condition

. Action

11> 2

. Bcc

. Notify

. Redirect To Alternate Email Address
. Redirect To Alternate Host

. Insert A Custom Header

. Insert A Message Tag

. Strip A Header

. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

[
1
2

[
1
2
3
4
5
6
7
8

15. Duplicate And Send To System Quarantine

16. Add Log Entry
17. Drop (Final Action)
18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check
[1]1> 2

Enter the email address(es) to send the notification to:

[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y

Enter the subject to use:

[1> message bounced for ex-employee of example.com
Do you want to edit the return path of the notification? [N]> n
Do you want to include a copy of the original message as an attachment to the

notification? [N]> y
Filter Name: ex employee
Conditions:

rcpt-to == "doug"
Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
[1> add
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1. Condition

2. Action
[11> 2
1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name
11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size
14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

(Final Action)

[1]1> 18

Filter Name: ex employee
Conditions:

rcpt-to == "doug"
Actions:

notify-copy ("joe@example.com",
example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

"message bounced for ex-employee of

- DELETE - Delete condition or action
- SAVE - Save filter
[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
2. no mp3s: strip all MP3 attachments

3. ex_employee: bounce messages intended for Doug
Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[r>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak

————————————————————————— Malware -—————----| Filter: Filters:
Protection: | = |---------- | o---o—————-

sales_team|IronPort |[Default Default Default Default Default
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engineering| Default Default Default Default Default Enabled

DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[r>

BEDRY O—ITHT BTV T4ILEDAR—T L

WITRTDIE, b9 —ER) O —2AX—T I LT—EORY >—DarsoY 7 4 277
FEA X —T T BHETT,

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -————-----| Filter: Filters:
Protection: | | -mm—m—---— | ---mm—————-
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware ————-—-——---|Filter: Filters:
Protection: | | -=mmm————— | -—————————=
L|sales_team|IronPort |[Default Default Default Default Default
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N

engineering| Default Default Default Default Default Enabled

w

DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:

[1> 3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 2

1. Active scan_for confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1. Active scan_for confidential

2. Active no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan for confidential, no _mp3s, ex employee
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1>

Incoming Mail Policy Configuration
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Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware -——-—-————| Filter: Filters:
Protection: | = [---------— | o-mmo——————
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware —-—————-——-——| Filter: Filters:
Protection: | = |--m—m————— | -—————————=
L|sales_team|IronPort |Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 2

Policy Summaries:
Anti-Spam: Default
Anti-Virus: Default
Graymail Detection:
Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions:
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Unsubscribe - Default

dwg
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Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related
actions)

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1. Active scan_for confidential

2. no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default

Content Filters: Enabled. Filters: scan for confidential, ex _employee

Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

(>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak

————————————————————————— Malware -——---——-—|Filter: Filters:
Protection: | = |--=m-mm-m— | o-mmm——————

sales_team|IronPort |Default Default Default Default Default

engineering| Default Default Default Default Enabled Enabled

DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters
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- CLEAR - Clear all policies
[1>

\}

G¥)

ZOCLIIZIE, Hx DR —IZHLWar Ty 74 22BN 2HEeIEdH Y XA,
filters %7 =< R CiX, policyconfig I~ KD 1 DDH 77 v arhbdTXTOarys s
YV Ty NNEEERTHILIZRDET, ED, ZOFITIL drop_large attachments D 3E N
ZEME L TWET,

FTIHILEDEERYO—DODIPKRY o —
I, TTHNVEFDORERY S —TDLP RY o —% A F—T T 5 HEEZRLET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 2

Outgoing Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak DLP:
————————————————————————— Protection: —-———-—-----| Filter: Filters: -]
DEFAULT| N/A N/A N/A Off Off Off Off
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak DLP:|
————————————————————————— Malware -—-—-—--————|Filter: Filters: ——
Protection: | = |--=------= | mmmmmm—————
1| DEFAULT| N/A N/A N/A Ooff Ooff Off Off

Enter the name or number of the entry you wish to edit:

(1> 1

Policy Summaries:

Anti-Spam

Anti-Virus:

: Off

Off

Graymail Detection:

Content Filters:
Outbreak Filters:

DLP: Off

Off
Off

Unsubscribe - Disabled
(No content filters have been created)

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- ANTIVIRUS - Modify Anti-Virus policy
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- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files
Enter the policy to toggle on/off, or press enter to finish:

[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

(1>

—FEEA—IILFEEFY—2FILRYFT—ODEA—ILTHBIEHN SN A vE—CF KOy TTFEBER) O—
DIERK

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus: Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e e Filters:

DEFAULT| Of £ N/A N/A Off Off N/A
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Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -————-----| Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

11> 1
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Off
Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
- FILTERS - Modify filters

[1> graymail
Choose the operation you want to perform:
- ENABLE - Enable Graymail policy

[1> enable
Begin Graymail configuration
Do you want to enable Safe Unsubscribe? [N]> y
Do you want to perform Safe Unsubscribe action only for unsigned messages (recommended)?

[Yr>
Do you want to enable actions on messages identified as Marketing Email? [N]>
Do you want to enable actions on messages identified as Social Networking Email? [N]> y
1. DELIVER
2. DROP
3. BOUNCE
What do you want to do with messages identified as Social Networking Email?
[1]1> 2
Do you want to archive messages identified as Social Networking Email? [N]>
Do you want to enable actions on messages identified as Bulk Email? [N]> y
1. DELIVER
2. DROP
3. BOUNCE
What do you want to do with messages identified as Bulk Email?
[1]1> 2
Do you want to archive messages identified as Bulk Email? [N]>
Graymail configuration complete.
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled

Social Networking mails : Drop
Bulk mails : Drop

Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
- FILTERS - Modify filters
1>
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mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?

avv R sEH |

1. Incoming
2. Outgoing
[11> 1
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:| Advanced Malware |[Graymail:|Content Filter:| Outbreak
————————————————————————— Protection: - Filters:
DEFAULT| Of £ N/A N/A Off Off N/A
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail: |Content Outbreak
————————————————————————— Protection: -——---———-|Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop ,
Rate Limit Unscannable Action - deliver ,
Available Unscannable Action - deliver ,
Remediation

deliver ,

Content

(MAR)
Filters:

Outbreak Filters:

- Disabled

Off

Off

Choose the operation you want to perform:

- OUTBREAK - Modify Outbreak Filters policy
- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters
[1> advancedmalware

Choose the operation you want to perform:
- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy

actions)
[1> edit

Begin AMP configuration

Do you want to enable File Analysis?

[yr>

Message Error Unscannable Action -
AMP Service Not
File Analysis Action - Deliver ,

Mailbox Auto

(Disables all policy-related

Do you like the system to automatically insert an X-header with the anti-malware scanning

results?

. avy kK sEH
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Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to message
errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]> yes

Current actions to take if any of the attachments could not be scanned due to rate limit
hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]> yes

Current actions to take if any of the attachments could not be scanned due to AMP Service
not available:
- WARNING: Delivering Unscannable due to AMP Service Not Available messages normally
- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"
- Archiving copies of the original message.
Do you want to edit the actions for Unscannable Message due to AMP Service not available?
[N]> yes

Bl [EHA (From) 1Ny ¥ —DBEEDRE

OB TIE, policyconfig > match headers BEICNAN. Y7 o~ REHEH LT, 777947
ATHEBBIOREA vE—VERET L7200, [EHA (From) | A vE—Y ~vZ—0D
BEENAA 2% E L E T,

maill.example.com > policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority
[11> 3

Match Headers Priority Configuration
Priority: Headers:

Pl Envelope Sender

Choose the operation you want to perform:

- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers
[1> add

Choose headers for priority 2
Add header "From" Header:

1. Yes
2. No
[11> 1

Add header "Reply-To" Header:

1. Yes
2. No
[1]1> 2
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Add header

1. Yes
2. No
[1]1> 2

"Sender" Header:

Match Headers Priority Configuration

Priority: Headers:
Pl Envelope Sender
P2 "From" Header

Cisco Advanced PhishingProtection 7 57 KH—EZXADA v E—P AR T—2 DEEEZAMNELT EZER) O —DEE

W DOHTiL, Cisco Advanced Phishing Protection 27 7V R —EA~D A v =T A X T —X D
RiEE AT HZERY V—EERTEE T,

mail.example.com> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority

[1]1> 1

Incoming Mail Policy Configuration

Name Anti-Spam:|Anti-Virus:| Advanced Graymail: |Content Outbreak Advanced
————————————————————————— Malware -——-------—-|Filter: Filters: Phishing
Protection:| = [---———-———|ommmmmmmmo Protection:
Off
DEFAULT Ironport Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:|Anti-Virus:| Advanced Graymail: |Content Outbreak Advanced
————————————————————————— Malware -——-------|Filter: Filters: Phishing
Protection:} = [---———————|—mmmmmmm—— Protection:
Off
DEFAULT Ironport Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:[]> 1

Policy Summaries:

Content Filters: Off (No content filters have been created)
Advanced Phishing Protection: Off
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Choose the operation you want to perform:

- ADVANCEDPHISHING - Modify Advanced Phishing Protection Policy
- FILTERS - Modify filters

[1> advancedphishing

Choose the operation you want to perform:
- ENABLE - Enable Advanced Phishing Protection Policy

[1> enable

Do you want to perform email forwarding [N]> Y

Policy Summaries:

Content Filters: Off (No content filters have been created)
Advanced Phishing Protection: Email Forwarding - enabled

Choose the operation you want to perform:
- ADVANCEDPHISHING - Modify Advanced Phishing Protection Policy

T7ASHOHENRERDA vE—URAT 7ML E RO Y TTEH-HDEER) O —DERE

WIZ, BEA—NRY =2 EBR LTI 7 A NGHTHER EIZREPICR>TND A v =Y
DI 7 7 A NV EHIBRT D61 2" LET,

maill.example.com> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or Match
Headers Priority?

1. Incoming Mail Polices

2. Outgoing Mail Policies

3. Match Headers Priority

[1]1> 1

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -———-——--—-|Filter: Filters:
DEFAULT| Of £ N/A Enabled Off Off N/A
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: —————-———--|Filter: Filters:
1| DEFAULT| Of £ N/A Enable Ooff Off N/A

Enter the name or number of the entry you wish to edit:
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[1>1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable
Action - deliver , Rate Limit Unscannable Action - deliver , AMP Service Not
Available Unscannable Action - deliver , File Analysis Action - Deliver ,
Mailbox Auto Remediation (MAR) - Disabled

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related
actions)

[1> edit

Begin AMP configuration
Do you want to enable File Analysis? [Y]>

Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to
message errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]>

Current actions to take if any of the attachments could not be scanned due to
rate limit hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]>
Current actions to take if any of the attachments could not be scanned due to
AMP Service not available:

- WARNING: Delivering Unscannable due to AMP Service Not Available messages
normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to AMP Service not
available? [N]>
Malware Infected Message Handling
Current actions to take if any of the file contains malware and cannot be
repaired:

- Dropping Infected Messages

- Archiving copies of the original message.

Do you want to edit the actions for Malware Infected Message Handling? [N]>

Do you want to edit the actions for Messages with File Analysis Pending? [Y]>
1. Quarantine

2. Deliver As Is

Action applied to the original message:

[2]1>

Do you want to deliver mail to an alternate mailhost? [N]>
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Do you want to redirect mail to an alternate email address? [N]>
Do you want to add a custom header? [N]>

Do you want to modify the subject? [Y]>

1. Prepend

2. Append

Select position of text:

(11>

Enter the text to add:
[ [WARNING: ATTACHMENT (S) MAY CONTAIN MALWARE]]>

Do you want to archive the original message? [Y]>

quarantineconfig .

Do you want to drop attachments with the file analysis verdict still pending? [N]> yes

Messages with File Analysis Pending

Current actions to take if any of the attachments uploaded for file analysis :

- WARNING: Delivering File Analysis Pending messages normally

- Prepending subjects with " [WARNING: ATTACHMENT (S) MAY CONTAIN MALWARE]"

- Archiving copies of the original message.
- Dropping Attachments with File Analysis Pending.

Mailbox Auto Remediation (MAR) - Disabled
Do you want to disable Mailbox Auto Remediation action? [N]>

Do you want to edit Mailbox Auto Remediation action? [N]>

Advanced-Malware configuration complete

Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable
Action - deliver , Rate Limit Unscannable Action - deliver , AMP Service Not
Available Unscannable Action - deliver , File Analysis Action - Deliver ,

Mailbox Auto Remediation (MAR) - Disabled
Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1>

quarantineconfig

ELL]

ER7E

VAT LADRBEERE L ET,

Me® : Z0a<y Kt Tcommit] 2BAHETI,
JIGARER  ZDavwr Riivyry BE— R TORMEATE £,
NyFaAvo R Zoa<wr NIy FEXREZ PR —F L TOHERA,
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mail3.example.com> quarantineconfig
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 Outbreak 3,072 0.0 1 12h Release
2 Policy 1,024 0.1 497 10d Delete
3 Virus 2,048 empty 0 30d Delete

2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
[1> new

Please enter the name for this quarantine:

[1> HRQuarantine

Retention period for this quarantine.
'minutes'.) :

[1> 15d

1. Delete

2. Release

Enter default action for quarantine:
[1]1> 2

Do you want to modify the subject of messages that are released because
"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because
"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released

because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when quarantine space fills up?
Currently configured quarantines:

(Use 'd' for days or 'h' for hours or 'm' for

[Y]>

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

2—FOEIMBETHEMIC Ty) 2F0 [Fv) E& x5 e, 2—FEHEABFHB I, 22—
PFUAREERTEET, UKD RBEEREICBET 2O BERICE 2 72 < THIRBECIT L
TEBEO2—FZBMEITARCEET, 2—FEHEE Y > a U6 HTIRBEDOR E &/l T
THIIE, EZo7Tr 7~ () TEnter L E7,

GE)

VAT AR A b A= P ELEFIAR—F a—FRER STV 58I, 22—~k
BECH 27 7 B 2D ERTNERSNET,
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scanconfig

B2k

ER7E

l

\)

scanconfig .

REBED L —4 U X MZIX, Operators 7 /L —7 £ 721% Guests 7 /V— 2@ T H2— V7T NG
FAET, Administrators 7 /L — 7 HNOL—H X, FITRBEIZK L TTXTOT 7 & AERZFF
bET, J_ﬁ)ZF%ﬁﬁTék% T, T_XTOLRXL—H/F A b 22— 39 TIThaskE
Dax—W U R MIEENTWDHEE, NEW a2~ MR &0 £3, RS, HIBRO
KR L Tp D — YR ELE Lfocuvﬁm . DELETE =2~ RIIEHARAT & 720 £9,

W 77ANMDAFY Y R —%H/ELET,

MEE : ZDa<y Kt Tcommit] 2AHEE T,

JIAAER . Zoa<w R, 3 _CO~Y U EF—F (P T7RAF, J—T, <) T
HTx £,

NyF awr K 2oawy KAy FHREFE— R LTOET,

ZORFITIE, scanconfig 2~ RTUFDONRT A—FEZRELET,
s video/*, audio/*, image/* ® MIME % A FIAX v 7INET (2T VT AF ¥ &S
nNFEHEAL)
« XA MENRE (TR T—=0A TN 7 7 AT K10 L~V ETAT vy &R
4, (F7HMI5 L),
c AR Y VINDIT 7 ANVDERYA XX, 25MB T, XLV KREWT 7 A UiET
RNTCAFyTINET, (F74+/LMISMB) .
s RX 2 AV MDAZT—ENAXy  ENET,
T T FANDAT Y L DEA LT T ML, 180 BICRESNET,
« AX X UINRPOTLBRMN T 7 AT, MBS =B LW ERRINET, (T
7 vk OEE) |
e L —2 THANDARLRL MIME % A 7@ plain/text F 721 plain/html #5571 217 6 5 € &
NTWRWEAIE, ASCII = a— RAERA S ET,

GE)

[assume the attachment matches the search pattern] % Y] I[ZXETH L, AF ¥ TN A v
=AY T4 NH I E o True LRSI ET, ZHUTE D, EEEIC K
L22WA =V ORERE, PRAOEIERRET LI ENHVET, ZOXI QA yE—
TlIE. 2V%V7ﬁ£b<X%%V@%@wkwﬁﬁmfﬁﬁéﬂfwibko:@&E@
DLP A% v U IZidiEH S EH A,

mail3.example.com> scanconfig
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There are currently 5 attachment type mappings configured to
Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

avv R sEH |

be SKIPPED.

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one:

[2]1> 2

Enter the maximum depth of attachment recursion to scan:
[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata?
Enter the attachment scanning timeout
[30]> 180

(Y]>y
(in seconds) :

If a message has attachments that were not scanned for any reason

because of size,
search pattern?

depth limits,
[N]> n

or scanning timeout),

(e.g.

assume the attachment matches the

If a message could not be deconstructed into its component parts in order to remove

specified attachments,
1. Deliver

2. Bounce

3. Drop

[1]1>

the system should:

Configure encoding to use when none is specified for plain body text or

anything with MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean

. (ISO 2022-KR)
10.

Korean (KS-C-5601/EUC-KR)
11. Japanese (Shift-JIS (X0123))
12. Japanese (IS0-2022-JP)
13. Japanese (EUC)
[11> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print

1. Fingerprint Image
2. Fingerprint Media
3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*
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/k@%’ﬂi\ scanconfig > setup A¥ KFEfEHL T, %1#‘774)11/@%3&@:9%5& L7z
W2, BT UV AF Yy T L o TAF Y VSNV A =V DA vy —VEET 7 v a vk
AL, FELET,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED. Choose the
operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.
-[]>SMIMEsetup- Configure S/MIME unpacking.
[] > setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one: [2]>

Enter the maximum depth of attachment recursion to scan: [5]>
Enter the maximum size of attachment to scan: [5242880]>

Do you want to scan attachment metadata? [Y]>

Enter the attachment scanning timeout (in seconds): [30]>

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]>

In case of a content or message filter error, should all filters be bypassed? [Y]>
Assume zip file to be unscannable if files in the archive cannot be read? [0]>

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[1]>

Configure encoding to use when none is specified for
plain body text or anything with MIME type plain/text or plain/html.

US-ASCII
Unicode (UTF-8)
Unicode (UTF-16)
Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)
Simplified Chinese (GB 2312)
Simplified Chinese (HZ GB 2312)
Korean (ISO 2022-KR)

Korean (KS-C-5601/EUC-KR)

Japanese (Shift-JIS (X0123))
Japanese (IS0-2022-JP)

Japanese (EUC)
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stripheaders

B1LL]

ER7AE

1
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[1> Do you want to enable actions on unscannable messages due to an extraction failure?
y/n [Y]> Yes

1. Drop Message

2. Deliver As Is

3. Quarantine

Action applied to original message: [2]> 2

Do you want to deliver mail to an alternate mailhost ? [N]> yes
Enter the mailhost to deliver to: []> mail.example.com

Do you want to redirect mail to an alternate email address ? [N]> yes

Enter the address to deliver to:
[1> user@mail.example.com

Do you want to add a custom header? [N]> yes
Enter the header name: []> Unscannable Messages

Enter the header content:
[1> Actions taken on Unscannable Messages

Do you want to modify the subject? [N]> yes

1. Prepend
2. Append

Select position of text: [1]> 1

Enter the text to add:
[ [WARNING: UNSCANNABLE EXTRACTION FAILED]]> [WARNING: UNSCANNABLE FILE EXTRACTION FAILURE]

HIFRT DA v = Ay =DV A MEEZRLET,

W : ZOa<y Rt Tcommit] 73BT,

JIGARER  Zpavy NI, TRTOYE—R (IR Z, TA—F <) TF
Ac&EEd,

NyF awr F: Zoawy NERNyTFEXREZ T R—FLTWWERA,

mail3.example.com> stripheaders

Not currently stripping any headers.
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
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textconfig

Bk

ER7GE

1

textconfig .

[1> setup

Enter the list of headers you wish to strip from the messages before they are delivered.
Separate multiple headers with commas.

[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:

- SETUP - Set message headers to remove.

[1>

mail3.example.com>

DLP, "U A Wi bl@fAZ&ED, T FUANVATI—=F T 7 —h AvE—UR
BHEH, A7 L — M ElDOTF AN Y Y —AZRELET,

MEE : ZDa<y Kix Tcommit] 2SHEE T,

JIAAER . Zoa<vw Rit, I R_RTCO~ U EF—F (P T7RAF, J—T, =) T
HTx£9,

NyF awr B Zoavy KEAy FRREFE— R LTOEEA,

textconfig -> NEWZfiH L TT7F A U Y —RZA%Z/E L. textconfig > delete %
EHLTT*A N VY —2%HIBRLET,

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[]1> new

What kind of text resource would you like to create?
Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
Message Disclaimer

Encryption Notification Template (HTML)
Encryption Notification Template (text)
Notification Template

11> 5

lease create a name for the message disclaimer:
1> disclaimer 1

nter the encoding for the message disclaimer:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

O Joy Ul WN R EH—M™gme— 0 J0 U1 WN -
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(ISO 2022-KR)
(KS-C-5601/EUC-KR)

9. Korean
10. Korean

11. Japanese (Shift-JIS (X0123))
12. Japanese (IS0-2022-JP)
13. Japanese (EUC)

[11>
Enter or paste the message disclaimer here. Enter '.'
This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
[1>1

Message disclaimer "disclaimer 1" has been deleted.
Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1>

avy R sEH |

on a blank line to end.

textconfig -> EDIT Z{iH L TBEfFOT XA KN VY —REZEHLET, = a— &%

HL2Y, #RLETFXFANY Y —ZADOT7TF A MEZEBLIZY TEET,

TERAMYY—ZADA ViR—

TXANT 7 ANETHFARNY Y —=RAL LTA AR —FT 5T, textconfig -> IMPORT
EHEHLET, A VAR—=FTDTFAN T 7 A0, TF T4 7 A LD configuration 7 1 L

7 FUIAFET DRENH Y £,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template
3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template
7. Encryption Notification Template
8 Notlflcatlon Template

[1

(HTML)
(text)

1>
Please create a name for the notification template:

[1> strip.mp3files
Enter the name of the file to import:

. av vk BEH
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[1> strip.mp3.txt
Enter the encoding to use for the imported file:

1.

[

1.
2.

US-ASCII

s yv—2ozs2f—+ I}

list of encodings ]
[11>
Notification template "strip.mp3files" created.
Current Text Resources:

disclaimer.2.message

strip.mp3files

(Message Disclaimer)
(Notification Template)

Choose the operation you want to perform:
NEW - Create a new text resource.

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.

[1>

THEFAMYY—RDOIY RER—F

TXANVY—=RAZTHARNT77A4E LT7 AKR— T HIZIX, textconfig -> EXPORT
EEMALEST, 7FANT7A00F, 77 T4 7 > A LD configurationT 1 L7 b U IZ/ERR S
NnETJ,

mail3.example.com> textconfig
Current Text Resources:

1.
2.

footer.2.message
(Notification Template)

strip.mp3

(Message Footer)

Choose the operation you want to perform:
NEW - Create a new text resource.

1.

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.
[1> export
Please enter the name or number of the resource to export:
(1> 2
Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:

US-ASCII

[ 1list of encoding types ]
[11>
File written on machine "mail3.example.com" using us-ascii encoding.
Current Text Resources:

1.
2.

footer.2.message
(Notification Template)

strip.mp3

(Message Footer)

Choose the operation you want to perform:
NEW - Create a new text resource.

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.

[1>
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alertconfig

i

ER7AE
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FETI—

ZZTIE, ROCLL 2wy RIZOWTEBH L E7,

BIA—NVTIT—heRELET,

MeE : Zoa< KX lcommit] NHFETI,

JGAREE . Zoavy RiE, TRTOYET— R (WFRE, T—F =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

Bl FHLWT 53— FDIER

ZOBTIEH, FHLWT 7 — F2{EH (alertadmin@example.com) % EAK L. HKEE Critical T
HDH, VAT AL N—FxT, BEOT 4 L7 NI AN—RANKEOT T — " EZITID X
INERELET,

maill.example.com> alertconfig

Not sending alerts (no configured addresses)

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> new

Please enter a new email address to send alerts.

(Ex: "administrator@example.com")

[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.
. All

System

Hardware

Updater

Outbreak Filters

. Anti-Virus

. Anti-Spam

Directory Harvest Attack Prevention

. Release and Support Notifications

11> 2,3,8

elect a Severity Level. Separate multiple choices with commas.
All

Critical

. Warning

Information

11> 2

— s W NP N— WO Jo) Ul b W -

. avy kK sEH



I av vk 5EH

displayalerts

BILL]

ERAE

1

displayalerts .

Sending alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical
Class: System - Severities: Critical
Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50
Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.
- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.
- FROM - Configure the From Address of alert emails.
[1>

T ITAT VAPLERINTEHKED nHOT 7 — e LET

B - oo~ K lcommit] (THEHY FH A,

JGAREE  Zoavwr RiE, TRTOYEFT— R (WFRE, T—F, =) Tff
ATxEd,

NyF avws R Zoavy Ry FELZR—FLTWEEA,

> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1lh.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.

10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer
certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.

10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56
2015.
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findevent

5ER
A= ul TrANDARy NEBRELET

ERAE
Fe® : Za<y K Tcommit] 1ZMEH D FHA,

PIGRRER . Zpa<vy N, X TOYrE—FR (29 R%2, TA—F <) T
ATxEd,

NyF awR: ZOa<wy RNy FELXLEZYR—-FLTWETA,
Bl : ToRO—TEEBIZLDIBRE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 1
Enter the regular expression to search for.
(>
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

Bl AytE—TIDIZEBHER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 2
Enter the Message ID (MID) to search for.
[1>1
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

. avy kK sEH
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1. All available log files

2. Select log files by date list
3. Current log file

[31> 1

Bl - HRICKBER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

[]> "
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[31> 2

Available mail log files, listed by log file start time.

Specify multiple log files by separating with commas or specify a range with a dash:
1. Thu Feb 19 05:18:02 2015

[11>

No matching message IDs were found

Bl : ToRO—TZEBIZLDIBRE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

>
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

avy R sEZH
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B2LL]
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a7 77 ANNOTHANEBRRLET,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

JIGAREH . ZDavwy RiEvwY r BE— R TCORMEATEET, &b, Zoawr FNidn
TAVARAN (—FRua s/ Lir~vyy) TORMERATEET, Z0a~vy REFEHATS
2. a— AN 77 AN VAT AT I BATEAXLERHY £97,

NyF aw K Zoa<vwy RNy FERXETR—FLTHEEA,

grep A~y REfET oL, v 7HOXTINZHRRTEET, grepa~ > FEFETTLH L&
X, ROELEEHLET,

grep [-C count] [-e regex] [-1] [-p] [-t] [regex] log name

GE)

AERA LTI, -eregex E/2ld regex Z AT HLENRH D £,

grep 2~ REFTTHLEITE, ROFTvarz2FEHLET,

RM:grepaX > KD T3y

73y AR

ootz grep /NF —r DAL T XA N RTEAOTER
RLET, BT DITHEATILET,

ERERIEZ AT LET,

RIF LN FORBN AR L E T,

M ~— 2B E7,

grep A~ REn 77 ANVOREETEITLET,

EREHEZ AT LET,

regex
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grep DI

grep D15 .

WIZ, TorF oA LAl ORTXFH lclean] F£7-1% lviral] #¥ET 502 ~LET, Z

D grep 2 RiZidregex RENEGEENTWET,

mail3.example.
21:
21:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
mail3.example.

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

logconfig

Bk

gy 7y A NN~DT Tt RE

ER7E

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

9

O W W W WOWwowwowwuowuowuo

9

com> grep "CLEAN\\|VIRAL" antivirus

50

47
47
47
47
47

:25
53:
:41
$41
$41
:41
:42
53:
53:
53:
53:
53:
53:

15

04
05
06
07
08
08

com>

2006 Info:
2006 Info:
2006 Info:
2006 Info:
2006 Info:
2006 Info:
2006 Info:
2006 Info:
2006 Info:
2006 Info:
2006 Info:
2006 Info:
2006 Info:

i~

e

=/u
(53

sophos
sophos
sophos
sophos
sophos
sophos
sophos
sophos
sophos
sophos
sophos
sophos
sophos

antivirus
antivirus
antivirus
antivirus
antivirus
antivirus
antivirus
antivirus
antivirus
antivirus
antivirus
antivirus
antivirus

L/i‘a‘o

MEE : ZDa<y Kt Tcommit] 2AMHEETI,

MID
MID
MID
MID
MID
MID
MID
MID
MID
MID
MID
MID
MID

g W N

12
18
16
19
21
20
22

Result
Result
Result
Result
Result
Result
Result
Result
Result
Result
Result
Result
Result

'CLEAN'
'CLEAN"'
'CLEAN"'
'CLEAN"'
'CLEAN'
'CLEAN'
'CLEAN'
'VIRAL'
'VIRAL'
'VIRAL'
'VIRAL'
'VIRAL'
'VIRAL'

JIAAER  Zoa<vw L Rit, IR TCO~Y U EFT—F (P T7AF, T—T, =) T

MTEET,

NRyF aw s R:Zoavwy RNy FEXREZPR—FLTWETA,

FIP v anbd3IJR91) T 320046

ROFITIL, logeconfig =~ R&fliH LT, myDeliveryLogs & MEII D8 LWEE = 7 %
RELET, WIZ, B BFTPICE>TYE—FRAMI T vy a2 SNd LOICRELET,

mail3.example.com> logconfig
Currently configured logs:
"antispam" Type:

"antivirus" Type:
"asarchive" Type:

"authentication"

"avarchive" Type:

"bounces" Type:
"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
FTP Poll

"encryption" Type:
"error_logs" Type:
"euq_ logs" Type:

"Anti-Spam Logs" Retrieval:

FTP Poll

"Anti-Virus Logs" Retrieval:
"Anti-Spam Archive" Retrieval:
Type: "Authentication Logs" Retrieval:
"Anti-Virus Archive"
"Bounce Logs" Retrieval:

"Encryption Logs" Retrieval:
"IronPort Text Mail Logs" Retrieval:
"IronPort Spam Quarantine Logs" Retrieval:

FTP Poll
FTP Poll

Retrieval:
FTP Poll

FTP Poll
FTP Poll

FTP Poll

FTP Poll

"euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
FTP Poll

"ftpd logs" Type:

"FTP Server Logs" Retrieval:
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13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll
14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval:
16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval:

17. "scanning" Type: "Scanning Logs" Retrieval:

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval:
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll
20. "status" Type: "Status Logs" Retrieval: FTP Poll
21. "system logs" Type: "System Logs" Retrieval:
22. "trackerd logs" Type: "Tracking Logs" Retrieval:
23. "updater logs" Type: "Updater Logs" Retrieval:

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs
27. Authentication Logs

[1]1> 8

Please enter the name for the log:

[1> myDeliveryLogs

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push
[1]1> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Passphrase for your user:

[1> thepassphrase

Directory on remote host to place logs:
[1> /logs

. avy kK sEH
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scPFvsans4IzsuTvacas ]

Filename to use for log files:

[conversation.text]>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]1>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

SCP vy a g HITRY)TL 3 DH

WOHFITIL, logeconfig 2=~ RAZMH LT, LogPush & FEIZILDH LWEME 1 7 28 E L
£, 2oL, SCPIZE->TIPT7 FLAMN10.1.1.1 DY ET— b 5K A MMI2— logger &

LT yyadit, 74 V7 MU mp ITRFSND KO ICRELE T, = 7 BGHEN SCP
72 Th DAL logeconfig 2~ 2 Kb HENIZ ssheconfig =~ RO &4
52 LICERELTLLEEY, (FRA R F—OFEMIZONWTIE [RA S F—0ORE] . 22—V
F—OFEMIZOVWTIE %27 =L (SSH) F—0%&#] %, [AsyncOSfor Cisco Email

Security Appliances = — 714 K] TZIL T 7Z&W) , £/, IPT KL AZKRA M7 B
VT RTHATEL Z LICEELTLESN,

mail3.example.com> logconfig
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "eugqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll
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14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval:
16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval:
17. "scanning" Type: "Scanning Logs" Retrieval:
18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval:
19. "sntpd logs" Type: "NTP logs" Retrieval:
20. "status" Type: "Status Logs" Retrieval:
21. "system logs" Type: "System Logs" Retrieval:
22. "trackerd logs" Type: "Tracking Logs" Retrieval:
23. "updater logs" Type: "Updater Logs" Retrieval:
Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs

21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[11> 3

Hostname to deliver the logs:
[1>10.1.1.1

Port to connect to on the remote host:
[221>

Username on the remote host:

[1> logger

Directory on remote host to place logs:
[1> /tmp

Filename to use for log files:
[delivery.log]>

. avy kK sEH
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Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[21> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it

manually?

1. Automatically scan.

2. Enter manually.

[1]1> 1

SSH2:dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNdbIWESArt9LVE2ts5yE9IBTSAUwLVog0G3FRgifrce92zgyHtc/
ZWyXavUTIM3Xd1bpiEcscMp2XKpSnPPx21y8bakpdsSCQcM8zZMDjnOPm8ghiwHXYh7oNEUJCCPNPxAy44r1J5Y z4x9e ToALpOdHUOGR
+J 1INAAAAFQDQ1 5GY /X 9P1 DM3f PMvEX 7wcOedl wARATBICGMIEFPIWTAGr 1 RtbowZ P5ZWZ tVDTXLhdXz§ 104+0B4hBR7DKuc80+naAFnThyH/
JBRINLIVE7 QM5geK IoXzuIEK3Zw] 30Yef PoBoc201 I ROSJIYx1WhwYz,/ rocodN1 BnF4shl 2mtc3tae] 176000 twaQA4wKO1 Sk3z0NSPWAAATAT CRYat 3y+Blv/
V6wdE6BBk+oULv3eK38gafui pAlvBxkGIGOGEQL 8nss82o0znwinBy /I TROFhAMBMI X TFAVEY 00sARr 1 ZtuUJC1QGOvCoh INA3YNa 1 s2CSoEKBEA TOTE 6+
SX2RNpcUF3Wgbygw92xtgQPKMcZeLtK2ZJRkhC+Vw==

Add the preceding host key(s) for 10.1.1.12 [Y]> vy

Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIWwE. ..JRKkhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.

(1>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980627829828033793152226
4486945143162182728144539869316125082823280088157400721099756323564 7853212881 618780683074632823432 77781001 311281 7667266624451119
1783747965898000855947022484692079466697707373948871554575173520565607
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mail3.example.com> logconfig

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

O J o Uk WwN

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
FTP Poll
FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval:

11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval:
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll
22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll
23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs
12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs
15. Anti-Spam Logs

16. Anti-Spam Archive
17. Anti-Virus Logs
18. Anti-Virus Archive
19. Scanning Logs

20. IronPort Spam Quarantine Logs

. avy kK sEH
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L

21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs
27. Authentication Logs
[1]1> 1

Please enter the name for the log:
[1> MailLogSyslogPush

Log level:

1. Critical

2. Warning

3. Information

4. Debug

5. Trace

[3]> 2

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push

[1]1> 4

Hostname to deliver the logs:

[1>10.1.1.2

Which protocol do you want to use to transfer the log data?
1. UDP

2. TCP

[11> 1

Which facility do you want the log data to be sent as?
auth

authpriv

console

daemon

ftp

localO

locall

local2

local3

10. local4

11. localb

12. localé6

13. local?

14. mail

15. ntp

16. security

17. user

[141> 14

Currently configured logs:

O Joy b w N

O

rollovernow .

1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog Push -

Host 10.1.1.2

ny 7y Ea—n F—_"—LFET,
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1

mail3.example.com> rollovernow
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

[1> 2

Log files successfully rolled over.

mail3.example.com>

snmpconfig

Z5ER
SNMP Z & ELET,
FERAE

MeE : Zoa< KX lcommit] NHEETI,

JGAREHE . Zoawr RiE, TRTOY U EFT—F (WFREZ, T—F =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZSR—FLTHEEA,
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WROFITIL, snmpeonfig 2~ > REMFEHL T, &~— K161 D [PublicNet] 1 > #—7 = A AT
SNMP %A 2 —TMIZ L TCWET, N—=T g 3D AT L—AN AT, HERDT-OIZH
ABENTHWET, VAT AL, A=Y ar | BLO2 ERAWHET D L) ICHESNTE

D, TRHEDOR—=T a3 1 BLO2150 GET HERIZH L TaIa=7 1 A2 VU7 public
NATENTHET, F7 v 7 ¥ —%4 v b snmp-monitor.example.com 28 A ] XL TWET, i
B2, VAT LOBET LB RNA AT SN TVET,

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.
1. Data 1 (192.168.1.1/24: buttercup.run)

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)

(11>
Enter the SNMPv3 passphrase.

>

Please enter the SNMPv3 passphrase again to confirm.
>

Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?
[192.168.2.0/24]>

Enter the Trap target (IP address). Enter "None" to disable traps.
[None]> snmp-monitor.example.com

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple numbers with commas.
[1>1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>
Enter the System Location string.
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[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31, position 2
Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2
System Contact: Joe Administrator, x8888

mail3.example.com>

v g 77 A NVOEHTE S EREGEIICE R LE T, il a2 NI, #RTH5070401% 7
I3EK T &2/ T A—H tail 9 £721F tail mail logs & L THRETHZ &b TE £,

MEE : Z0a<y RIZ lcommit] 1ZMEH D FH A,

JIAREH  ZDa<vw s RiZ<wy B — R TORMERATEET, EHIT, Z0avwr Nignm
TAVKRAN (=R arsAf o Lizvwv ) TOMERATEET, Zoavr 2T 5
I, B—H L T2 ANV AT AT IV BEATEXLMLENDY 9,

NYyFaAIVER : Zoavy RNy FEXRER—FLTWVERA,

mail3.example.com> tail
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "eugq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll
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Enter the number of the log you wish to tail.
[1> 19
Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:

Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes: Updated filter logs
config

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Receiving suspended.
Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Suspended receiving.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:

Sun May 16 00:00:00 2008 Info: Generated report: name b, start time Sun May 16 00:00:00
2004, size 2154 bytes

~C

mail3.example.com>

(o]
Li—k
2T, KO CLL 2wy RIZoW TR L £ T,
reportingconfig

reportingconfig 2 < > FD{FEA
reportingconfig 7' A =2 —TlX, LFOV 7 a~r REEHTE £,

£ 12: reportingconfig 72 < > K

X HlL:l FRASEY T«
filters X2 VT A EFT TTAT L ADT 4 | M-Series D H
VR ERELET,
alert_timeout LR— kN F—% ZE5 T 20> 7235 | M-Series D
BT T — M eZITID £ TORM %
RELET,
domain RAAL L UAR— MREZFRELET, |M-Series DIr
mode X2 UTFT BB S5 (T ATH |C-Series, M-Series

REEHFH LR —TF 4 T oA F—T )L
WCLET, EX—LEF20T 4 77
TAT  AOFRREFIFE 72 1Tm—h
N UR—=T 4 T F—T NV LE
T

mailsetup EXA—=N X2 UT 4 77547 A|C-Series DA
DVIR—T 4 VT ERELET,
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Bl : LIR—T 42T TZ4IL32DA4%x—T)LiE (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.

Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1. No Filtering enabled

2. IP Connection Level Detail.

3. User Detail.

4. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma
separated list:

[1>2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

(1>

KA A > LR— b ® HAT REJECT 1E#R D 1 +— T JLIE (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting
data to this appliance to occur at the message

recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

BALTIO N T7S5—FDA3—TILIE (M-Series DH)

mail3.example.com> reportingconfig
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Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> alert_ timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled? [Y]> y

After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[r>

TA TITZATUVRTODRREFB LR—FT 4 o5 DA4 *—TILik

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1>

LR—T 420 T—2I2x3 HREHOHERDEZE (C-Series DH)

mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
being overwritten.

- LEGACY - Configure legacy mailflow report.

[1> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect.

If the M-series does not collect that data then eventually the C-series will begin to
overwrite the oldest data with new data.
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A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

(1>

H—EXOQYJFFERLI=-T7 10 v U TBMaMEEED R £

ZIZTIE. ROCLL a~vy RIZOoOWTEHHALET,

» servicelogsconfig (254 ~—73°)

servicelogsconfig

i

ER7E

S (254 X—20)
fERFE (254 =)
Ml TSI AT U ADY— 2 T OHEME (255 L—)

T TTAT L ADOY—ERn ZFOmH (255 X—)

servicelogsconfig A< KX, 77794 TV ATH—v 20 7 289713 8ERhb3 5 7=
DI L £,

EE : 2oz~ N lcommit) 2SN ETY,

HSRAEE : Zoa~vr NI, ¢ _XTO~I U E®—F (92 %, TL—7F < v) TF
HT&EET,

NYFaIV R Zoa<wy Ry TFBERXEhR—F L TWET,
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Bl . 7TTIATRAOY—EXQTDEMIE

#l: 77547 209—czxnsoant [

OB TIE, servicelogsconfig A< REMEHL T, 77794 7 ATH—E AR 7 EA

fETEET,

maill.example.com> servicelogsconfig

Share limited data with Service Logs Information Service: Disabled.

Choose the operation you want to perform:
- SETUP - Configure Service Logs settings

[1> setup

Do you want to share data with the Service Logs Information Service (recommended)? [N]>

yes

Share limited data with Service Logs Information Service: Enabled

Choose the operation you want to perform:
- SETUP - Configure Service Logs settings

[1>

Bl: 7PTSAT7UoRAOY—EROT DENIE

{k@%’ﬂi\ servicelogsconfig I ¥ ]\%@#iﬂﬂ L T, 7703/]) T AT —E R 7%?@%@]

fETE £,

maill.example.com> servicelogsconfig

Share limited data with Service Logs Information Service: Enabled.

Choose the operation you want to perform:
- SETUP - Configure Service Logs settings

[1> setup

Do you want to share data with the Service Logs Information Service (recommended)? [N]>

no

The system will no longer share data with Service Logs.
Are you sure you want to disable (not recommended)? [N]> yes

Share limited data with Service Logs Information Service: Disabled

Choose the operation you want to perform:
- SETUP - Configure Service Logs settings

(1>

EEBEFRFAAM LEaAT—S3 2 24205

ZIZTHE, ROCLL aa~ > FIZHONT
s sdrconfig (256 ~X—73)

» sdradvancedconfig (257 ~X—73)

sdrstatus (258 ~—7°)

« sdrdiagnostics (259 ~X—3)

AL £,
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sdrconfig

B2LL]

ERAE

1
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sdrupdate (258 ~—<)

S (256 ~2—30)
« i (256 X—)
o il (256 ~X—3)

sdrconfig I~ R&EHH4T 2L, CiscoEA—LEXx=2UFT 4 F—K~7 A TSDR 7 4 /L&
Vo TN TEET,

WEE : Zoa<y FiL lcommit)] NHFETI,

HSRREE . —0avr RN, I _XToOwYryE2—K (792 %, IJ)—F <) THF
HATxET,

NYyFaAIU R Zoa<wy RNy FEXEZ SR —F L THOET, FEMICOWVW T, help
sdrconfig A¥ Y REZAN LT, £ T4 ~ATEZHZRLTIEIN,

OB T, sdrconfig 2~ REffifld5 &, CiscoEA—VtEX=VUTF ¢ 7 — b =A TSDR
TANZY) T AR TETET
mail.example.com > sdrconfig

Would you like to enable sender domain reputation check? [N]> yes

SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the
reputation of the message.

In addition, it also uses the results of the email authentication mechanisms such as
SPF, DKIM, and DMARC

to decide the reputation.

The following additional attributes of the message can also be included in the Sender
Domain Reputation

check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and
'Reply-To:' headers.
- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]> yes

Sender Domain Reputation (SDR) is a new feature in AsyncOS 12.0 that sends certain
telemetry data to Cisco.

If you choose to enable the 'Additional Attributes' function in SDR, that telemetry data
will include

the processing of personal data as described in the Cisco ESA Privacy Data Sheet
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sdradvancedconfig .

(https://www.cisco.com/c/en/us/about/trust-center/solutions-privacy-data-sheets.html)

and the

Cisco Online Privacy Statement
(https://www.cisco.com/c/en_in/about/legal/privacy-full.html).

To enable the "Additional Attributes" feature in SDR, you must agree to the Cisco Content
Security Supplemental

End User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

By selecting Yes, you agree to be bound to the Cisco Content Security Supplemental End
User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

I accept the Cisco Content Security Supplemental End User License Agreement. [N]> yes

sdradvancedconfig

L

ERAE

1

P (257 X—20)
AFEAE (257 =)
o il (257 ~L—3)

sdradvancedconfig I ¥ NEFEHT5 L. CiscoEA—EFx=UT 4 47—~ = A % SDR
=R T D HBITHFERNNT A ERETEET,

FEE : Zoa< 2 NiL lcommit)] NHAEETY,

PDSRAER . Zoa~vr NI, IX_XTCO~VV > E—RF (P TRAE, IN—7, v ) Tff
AcEEd,

NyF AR Zoavy FEny FBRAe AR — L THET, FMIZOW T, nelp
sdradvancedconfig 2~ REAJIL T, £ T4 ~NVTESRL T TZEN,

ROB) T, sdradvancedconfig I~ R&EMHAT AL, CiscoEXA— N tEFXaVT 4 F—Fox
A % SDR #— B ATHHET DL AN T A= F ZRETE £,

mail.example.com > sdradvancedconfig

Enter SDR query timeout in seconds [5]> 3

Enter the Domain Reputation service hostname [v2.beta.sds.cisco.com]>

Do you want to verify server certificate? [Y]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for HTTP Client: [Info]>
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sdrstatus
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%

l

sdrupdate

B1LL]

&

avv R sEH |

Do you want exception list matches based on envelope-from domain only? [Y]>

« B (258 X—2))
i E (258 =)
o il (258 ~L—3)

sdrstatus I~ }‘%{%ﬂzjjﬁé &\ SDR :l\//—ﬁ)_‘z“/ ]\O)fﬂﬁ'f;@/i\—:‘/oa VERRTE ijﬂo

FEE : 2Dz~ NIZ commit 1ZIMEEH Y £H A,
HSRREBR . —pa~v s NiE~vyy E— R TOREHTEXET,
NYyFaAvo R : Zoa<wry NIy FEXREZR—F L THERA,

OB T, sdrstatus 2~ R&EFEHTHE, SDR 2 HR—32 b @fﬁ?j?@/\_:/ a VERR
TEET,

mail.example.com> sdrstatus

Component Version Last Updated
SDR Client 1.0 2 Jul 2018 04:22 (GMT +00:00)

FilH (258 ~—2)
o fEFHE (258 —)
o Bl (259 ~L—3)

sdrupdate I~ REfHHAT5E, SDRaVKR—FR N FEHCTHEATE 9,

fEFE : ZDa< 2 NiZ commit IZHEH Y £H A,
HSARAEE: —pavy RiEvwyy T— RCOMERATE 7,
NYF AR Zoa<y RNy FEXREZ P R—F L TWERTA,
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5l
WROH T, sdrupdate I ¥ REFEHATHE, SDRZUVR—FR N2 FEICTHFTTX F9,

mail.example.com > sdrupdate

Requesting update of Sender Domain Reputation component.

sdrdiagnostics
B (259 <)
CBEFITE (259 =)
o« 5 (259 <—)
aiEA

sdrdiagnostics 2~ R&EMHT 5 &, CiscoE A— /X2 T 47— 7 xA7SDR P —
RSN TWDENE I DEMER TE 7,
ER*E
BT Z0a<y RiZ commit ITHXEH Y FH A,
HDSRAEE . —Da~vr Nivyry E— RTOMEATX £,
NYFARVE: Zoavy RNy FEREZH R — L TWERA,

15

/k@ﬁljf\ sdrdiagnostics A~ I\%{ﬁ}ﬂﬁé L. CiscoEA—NtXxa2UT 4 =k 7z A
23 SDR — B RIZHHE SN TV ENE I D EHERTEET,

mail.example.com > sdrdiagnostics

1. Show status of the domain reputation service
11> 1
Connection Status: Connected

A—ILIRy O XD BEENEE

ZIZTHE, ROCLI a2~y RIZOWTHALET,
» marstatus (259 ~X—7)

* marupdate (260 ~—13)

marstatus

S (260 ~2—30)
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B

&
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« A (260 —)
o il (260 ~2—3)

marstatus A~ R&FEHATLHE, MARZVAR—X 2 FOBEDONR—V g VEFRRTEET,

EE : 20z~ NIZ commit lZIMEEH Y £H A,
DSRRAEE  Zpa~vwr NiE~wyr T— R TCORMEATX £,
NYF AT EKR: Zoa~xy RNy FEXREZ P R—F L TWEFTA,

OB TIE, marstatus I~ REMFEHL T, A— ARy 7 AOHEMEE 2 HR—F3 2 FDH
(EDA—T 5L B FRTEET,

mail.example.com> marstatus

Component Version Last Updated
Mailbox Remediation 1.0 29 Jun 2019 04:22 (GMT +00:00)

< FHBH (260 X—3)
o fEFHE (260 2—)
o Bl (260 ~X—3)

marupdate A¥ Y RZMHEHATHE ., MAR 20 R—% > A2 FECTEHFTXE T,

fEFE : ZDa< 2 NiZ commit IZHLEH Y 5 A,
HSRAAEE . —pavy RiEvyy T— RCOMERATX F7,
NYF AR KR Zoa~y RNy FEXREZ P R—FLTWERTA,

ROFITIEL, marupdate IV FEEHLT, A=Ay 7 ZAOHEEEa L R—3 &2 F
HCTEHTEET,
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mail.example.com > marupdate

Requesting update of Mailbox Remediation component.

AX—RrYIT 9T T7 SA4tEUIVY

2T, RO CLL vy RIZoWTEHEHALET,

license_smart

i

ERAE

s license_smart (261 ~X—737)

« show_license (264 ~<—3)

B!

(261 ~=2—73)

fEMTGE Q61 ~—2)

o 5
o i)

Aw—h T—V 2y h —ERXAFE— FOEZE (261 2—)

Aw— K SA4 L ZAOHFMME (262 ~<2—)

: Smart Software Manager TDT 77 A 7 L ADH Gk (262 ~<—)
A=K TA BV ADAT—H A (262 X—)

AV — K A B ADAT =X ADOHE (263 <—)

: A¥— Dk P72 ZKR— T URL OFE (263 ~—)

T4 ADER (263 N—)

cTIABLADY Y —2A (264 RX—)

Av—=F YT =T T4k AEREDORE

HE : 20z~ FiX Tcommit) BAME T,

VIRBEHR : Z0avw s FIR Yy T FTORMEMTEET, Zoa~vr Nz 724
E—RFBLORINV—T F—RE2HR—=—FLTWEFA,

NYFaAIVER . Zoa<wry RNy TFEBRXEh R —FLTWET, FEMIZOWVTIL, nelp
license smart A¥ Y REANL T, A1 T4 ~LTE2ZRLTIEIN

Bl : R’R— b I—Pxz2 b Y—EXRAR—FDEE

mail.example.com> license_smart
Choose the operation you want to perform:
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- ENABLE - Enables Smart Licensing on the product.
- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

Bl : AX— b+ A4 ADERE

mail.example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate the
feature keys (licenses):
a) Register the product with Smart Software Manager using license smart > register command
in the CLI.
b) Activate the feature keys using license smart > requestsmart license command in the
CLI.

Note: If you are using a virtual appliance, and have not enabled any of the features in
the classic licensing mode; you will not be able to activate the licenses, after you
switch to the smart licensing mode. You need to first register your appliance, and then

you can activate the licenses (features) in the smart licensing mode.

Commit your changes to enable the Smart Licensing mode on your appliance. All the features
enabled in the Classic Licensing mode will be available in the Evaluation period.
Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy

> commit

Please enter some comments describing your changes:
[1>

Do you want to save the current configuration for rollback? [Y]>

{5 : Smart Software Manager TD7 T35 4 7 > A D&k

mail.example.com> license_smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

[1> ODR1OTM5MJjItOTQz0OS00YjYOLWEXZTUtZTdmMmY30OGNINDZMLTE1MzM3Mzgw%s0AMDEZNTR
8W1lpCQO1l1MbGVMOWRxOXhuenN4OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A
Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl : AR— bk SAEVADAT—H2 R

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
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Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AR—F SAEVADRAT—R ADHE

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

#l: AX— b+ F5 Y RR— b+ URL DEERTE

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]1> direct

You must enter a value from 1 to 2.

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco
Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl : 24 ADEK

BT FIZAT L ADZ—WIL, TA B AZEREZIZV ) —RATHEE, TOT77I7A47T
VABBRGT DHNBENH Y FT,
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mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Email Security Appliance Sophos Anti-Malware Not Requested

2. Email Security Appliance PXE Encryption Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Email Security Appliance Sophos Anti-Malware

Use license_ smart > summary command to check status of licenses.

Bl 54 AD))—X

show license

L

anh

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status
1. Email Security Appliance Anti-Spam License Eval

2. Email Security Appliance Outbreak Filters Eval

3. Email Security Appliance Graymail Safe-unsubscribe Eval

5. Mail Handling Eval

6. Email Security Appliance Sophos Anti-Malware Eval

7. Email Security Appliance PXE Encryption Eval

8. Email Security Appliance Advanced Malware Protection Eval

Enter the appropriate license number (s) for deactivation.
Separate multiple license with comma or enter range:
[1>

A (264 X—)
Ml A — K FTABLADAT—H A (265 2—7)

il Aw— K TABLAD AT —HX ZAOMTE (265 ~2—)

Aw—h TA VLV ADAT =R AL AT =2 2AOMELFRRLET,
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Bl : AR— bk SAEVADAT—H2 R

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl: RR—F SAEVRADAT—2ADHPE

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

SMTP H—E X DHTE

ZZTHEL KO CLL Ay NIZoWTHALET,

callaheadconfig

ERER

SMTP =— /v 7~y K 7077 A VEBN, e, 38R LET
FERAE

MEE : Z0a<y Kt Tcommit] 2SI TI,

JIAAER  Zoa<w L R, 3 _CTO~Y U EF—F (W T7RAF, J—T, =) T
HTxF9,

RNyF awryF: Zoavwy RNy FREREYR—FLTOWEREA,

151
WIT, BERANDOHFLWSMTP 2— /LT~y K a7 7 A VEERTHHZRLET,
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> callaheadconfig
No SMTP Call-Ahead profiles are configured on the system.
Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
11> 1
Please enter a name for the profile:
[1> delhostO1
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
1>

avv R sEH |

WIZ, 23— T~y Ky —_"OF LW SMTP 2 — /LT~y K a7 5 A VElERkT A5 %5

L/\i‘é—(]

> callaheadconfig

Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new

Select the type of profile you want to create:
1. Delivery Host

2. Static Call-Ahead Servers

[11> 2

Please enter a name for the profile:

[1> Static

Enter one or more Call-Ahead servers hostname separated by commas.

[1> 192.168.1.2
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
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listenerconfig

i

listenerconfig .

Maximum number of validation queries: 1000

Cache size: 10000
Cache TTL: 900

Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)

2. delhost0l1 (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

1> print

— NP W0n— 1 I 1 1 1

11>

EDIT - Modify a profile.

DELETE - Delete a profile.

PRINT - Display profile information.

TEST - Test profile.

FLUSHCACHE - Flush SMTP Call-Ahead cache.

elect the profile you want to print:
. Static (Static Call-Ahead Servers)
. delhost0l1 (Delivery Host)

listenerconfig a< ]“Tbj:\ U X'j—*‘é’ﬁzﬁk\ ;’fﬁﬁ\ ﬁ”%‘i*’c% ij«o AsyncOS '/C‘!j:\ 7< b4
T —UEZEL, ZERA IRy NU—Z ORNEEZI1TA ¥ —F% v b EOANEROZEED
WTNNIZY L—TFT 57D DFRNEZRET L2LENH Y £7,
INGDORBRERDFEMTY AT —TERINET, INLOFMENR—FEINTA—L T7H—
R —NERSH, WHINET, VAFT—TIE, TT7IA T UV ATEA— N EEEFETHV
AT LEBETOIHELERSNET,

3= 13: listenerconfig A< > K

Al

U 2AF =i, RIS TE D X IC—BDO4ARIZ T T2
SV, URFT—HIZERT D4R1ITIL, KT E/NFRRG &
NET, AsyncOS Tid, #HE DV 2 F—IZR—DL4RTE2MIT 5 Z
LIITEEEA,

PAH—TxAR

UAF—IFZIPA v H—T = R 2B Y TCoHNES, VAT —%
TERR LEIY YT AHHIIC, systemstartup =~ > K F 72 1% interfaceconfig
avr REFEALT, TXTOIPA T —T = A AERET DA
TERH 7,

A—)L 7o ka

BT A—NVOZEIFHENDSA—/L 7o ha/LTHY ., ESMTP
& QMQP DWW T,

IP R—F

U AF—~OREFGIHERATIHETCOIP R — N, T 74/ FTHE,
SMTP CTiZAR— h 25 #fEH L., QMQP TiZAR— h 628 L £
‘g—o
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JRAF— HAT RTIV 7 JAF—=BLOTTAX— K U2 F—L, 1FLALED
<Y 92 (Publi BOBICHA SN ET, i, 774 ~=F VAF—3T 74
7570 » 7 (Public) Nk (N Ry hT— 2 S ET, AT v ) R —
T T A =1 (Private) |(TF, A F—F v MRHADEF A —NLDOZEDTDDT 7 4L
°/‘/77]<—/1/ ]\@q:ﬁ‘r$7b§§)bjzjﬂo

TANELFI NI TN a—TFT 4 TOHNT [V 7 AR—)]
YA F—%fEHTEET, Vo7 h—n ) A F—OERRHIC, A v
TV EHIRTOHNCEDA v =V % T 4 A7 IZEZ AL E
IMERIRLET, GEMICHOWTIE [AsyncOSfor Cisco Email
Security Appliances = —% A K| & [F A NE R T TN a—
T4 OEEZRLTIIEZEN,

ERAE
WEE : Zoa< Rt lcommit] DSMLET,

JIARER  Zpavw Rt TRTOYY U EFT—R (TR E, TA—TF, =) CTff
HT&EET,

NyF avw N Zoavy Ny FEXREZ PR —F L THET,

Ny FR . — &I listenerconfig

listenerconfig 2~ ROy FERXELMEHT L, FEDA v —T = A XKL TY
A —Z BB L OHIRCTE £, listenerconfig 2~ > RO/ FEATIL, Y AF—D HAT
BLXORAT ZRETDHI & HTEET,

cHLWU A F—DE

listenerconfig new <name> <public|private|sinkhole|sinkholequeueing>

<interface name> <smtp|gmgp>

U ZF—DHIE

listenerconfig delete <name>|

Ny FH2 - HAT

WIZ. listenerconfig /N v FIX A L C HAT B OB FEIEX 2 FIT7T 502~ L ET,
FIELDEEIZ OV TIE, RODF : listenerconfig 91 & Hfil : HAT #Z M L T 72 &0,

« HAT ~OF LWk E#E 7 —7 0B

listenerconfig edit <name> hostaccess new sendergroup <name> <host list> <behavior>
[options [--comments]
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HAT ~DO#F LR Y 2 — 03BN

Ry 7z AT

listenerconfig edit <name> hostaccess new policy <name> <behavior> [options]

EEZHEITN—T~DF LA AN U R MBI

listenerconfig edit <name> hostaccess

listenerconfig edit <name> hostaccess

EEHINV—T U A PTORA FOBH)

listenerconfig edit <name> hostaccess
<host-to-insert-before>

BEZ T N—TDORY L —DEF

listenerconfig edit <name> hostaccess
[options]

EEHEIV—T VR MO

listenerconfig edit <name> hostaccess

E2H T N— T DEE

listenerconfig edit <name> hostaccess

HAT 7RV > —DfmtE

listenerconfig edit <name> hostaccess

HAT 76 OEEHE 7 V—T7 OHI bk

listenerconfig edit <name> hostaccess

RYU L —ofIkE

listenerconfig edit <name> hostaccess

HAT TOHEEHR 7 V—T DKE)

edit

edit

edit

edit

edit

edit

edit

sendergroup

sendergroup

sendergroup

sendergroup

sendergroup

sendergroup

<name> new <host list>

<name> delete <host>

<name> move <host>

<name> policy <behavior>

<name> print

<name> rename <name>

policy <name> <behavior> [options]

delete sendergroup <name>

delete policy <name>
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listenerconfig edit <name> hostaccess move <group> <group-to-insert-before>
HAT 774V N A7 a v OER
listenerconfig edit <name> hostaccess default [options]

RANTIZERF—T/LOH

listenerconfig edit <name> hostaccess print

CHAT D —H /L 2 E—DA 2 B— k

listenerconfig edit <name> hostaccess import <filename>

TIITAT VAPHOHAT Dat—DxT 7 AR—

listenerconfig edit <name> hostaccess export <filename>

HAT I» 5 2 —HFERDT R TCOEBEHE I N—TBLORY —%HIER

listenerconfig edit <name> hostaccess clear

FPEDKREE 7 V=725 T, RMEHFOHFEZEML £,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country add India Nepal Cyprus

FEDKEE 7 N—TIZonT, FEHEOHIELHIRL T,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country delete Cyprus

FREDREE 7 N —7 2o T, REHEOHIELZABIL 7,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country print

5 14: listenerconfig 5| 441 : HAT

518 BLL]

<behavior> [Accept] . [Relay) . [Reject] . [TCPRefusel . F72iZ

[Continue| ., HEEHF I/ NV—7"CHEHATHENELEIRT 5 & X3,
“Policy: FOO” (“FOO™ (7K U v —4) £\ 9 A TIEMOBIE b RN
TEET,
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<filename> WAL T I RAT—=TNDA A= FBLPT 7 ZR— FTHAT
577 ANV,

<group> EEF T N—T D <name>,

<host> <host list> D 1 2O T 47 A,

<host_list> BT 2HRA REATILET, AR MIRO L SR 4 —~» MZT
xFET,
CIDR 7 F L& (10.1.1.0/24)
IP 7 KL 2P (10.1.1.10 ~ 20)
IPH~7 x>k (10.2.3)
ARA M4 (crm.example.com)
5y A M4 (.example.com)
SenderBase #FAl A = 7 #iFH (7.5:10.0)
SenderBase %> FU—7 #A—7F—IDS (SB0O:12345)
Remote blocked list queries (dnslist[query.blocked _list.example]

GE)  HEOFANERETLIHEX. W ~TRED £9,

<name> EEH I NV—TETR Y o —D4HI, HAT 7%, XFEIE
THRCRGETEIRNERDD , ZORIUEEDEDOLT, BT, Tk
FINA T EBIMLET,

[options]

--max_size WRA v =V A X, JZIC, BARF AL FOSGEITk. AT
NA NOBEIEM ZBILET, BALAAA FOGE, KEOXT
IIARETT,

--max_conn 1 DDOHRA N B#ENLTE DHHw DR KL,

~-max_msgs Beftio = ) DRKA v — K

--max_rcpt At —=UHT20 O KZIEE,

--override SMTP N F—DARA b % EFEE LET, “No” £721% SMTP /N —
SCFH,

--cust_acc AL I SMTP 5 AFUSE ZFE L £ T, “No” £7213 SMTP % (F
AFURE L TH,

--acc_code T AH I SMTP Z T ATURE 2 — R, 77 4L ML 220 TH,
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--cust_rej

H A K I SMTP i & 2 F6E LET, “No” £721% SMTP &
LA,

--rej_code

HAH I SMTP HEGIGE 22— K, T 7 /L MM 554 TT,

--rate_lim

RANHEAO L — MlRZ A X —7 /LI LET, “No”, “default”, £
oI A DT EDOZEHED 1 D120 R EEE L £,

--cust_lim

HAK I SMTP #IfRBIRISEA R v —VZRIEELET, “No” £721%
SMTP 5N E T4, 7 7 4V Mid Nol T,

--lim_code

H A K I SMTP i[RI E 22— R, 7 7 4 /v hiE 452 T,

--use_sb

F 7 F /)L T 7 a—Hl#IZ SenderBase ZH A L9, [Yes| .
NoJ . F721% [ldefault] .

--as_scan

anti-spam A X ¥ & A F—T M LET, “Yes”, “No”, “Default”,

--av_scan

TUVFTANA AT Y VoA F—TMIZLET, “Yes”, “No”,
“Default”,

--dhap

T4 LT Y N—_Z B IENo”, “default”. £7-1XV E— k&
A NSO IRZEED | O R RBEEELET,

--tls

PR—F SN TOEEA, TLSEZHRET DHITIE, A=a— AT L%
AL £,

--sig_bits

IP7 RLADOAEE Y ML, 0~32, [Nol . F£721% ldefault] .

--dkim_signing

DKIM B4 %A X —7 /M LE T, “Yes”, “No”, “Default’,

--dkim_verification

DKIM ¥k % A 2 —7 M LE T, “Yes”, “No”. “Default”,

--dkim_verification profile
<name>

DKIM#RFET' & 7 7 A VD& R, DA T a i, --dkim verification
D% [Yes) \ZRRE LB BB S ET,

--spf

SPF MifEZ A 2 — 7 WMZ LET, “Yes”, “No”. “Default”,

--spf_conf level

SPF & L ~b, “—spf Yes” ODLHIZOHFEH LET, “spf only”,
“sidf compatible”, “sidf strict”,

--spf_downgrade pra

SPF PRA FRGEfERZ X D 7L — R LE T, [--spfYes)] BIOW
l--spf conf level sidf compatible] DIFAIZDOIEH L FJ, “Yes”.
“N0.95

--spf_helo_test

SPF HELO 7 A K, [--spfYes] LT l--spf conf level
sidf compatible,] F721% [l--spf conf levelspf only] DAL E
‘a—o cheS”\ “NO”O
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--dmarc_verification

DMARC b % A 2—7 /WZ LET, “Yes”, “No”. “Default”,

—dmarc_verification profile
<name>

DMARC RFE7 2 7 7 A VD4R, ZOA T a Uik,
--dmarc_verification DfE% [Yes| |ZRE LI AIZ DA SV E
R

--dmarc_agg_reports

DMARC %5t VAR — b OF ML, “Yes”, “No”, “Default”, Z DA
v a X, --dmarc verification DfE % [Yes] IZFXE L7256 12 D i
HEnx7d,

Ny FRK - RAT

KIZ, listenerconfig D /N v FHX A2 L CRATREIEOKFEIEE 2 EITT o0z~ LET, 5l
BB IO\ T, RO ¢« listenerconfig 5 & 4 : RAT ZZ MR L T 72 &0y,

« RAT ~DO ¥ LWSZEH DB

listenerconfig edit <name> rcptacess new <rat addr> [options]

RAT NDOZZAEH OiftE

listenerconfig edit <name> rcptacess edit <rat addr> [options]

« RAT 75 DZAZH OHI Bk

listenerconfig edit <name> rcptacess delete <rat addr>

RAT O =2 v°—0DH )

listenerconfig edit <name> rcptacess print]

s —HNIVRAT DT T TAT LV ANDA IR — b

listenerconfig edit <name> rcptacess import <filename>|

RAT =7 AR — b

listenerconfig edit <name> rcptacess export <filename>|

FTIFNNT IR UT

listenerconfig edit <name> rcptacess clear <default access>|
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<rat_addr>

BINT5RA AN LET, FAMIKOL IR T +r—~ v MZ
TEET,

CIDR 7 K LA (10.1.1.0/24)

ARA M4 (crm.example.com)

o AR A M4 (Lexample.com)

2 —H%4,  (postmaster@)

SERTRE A A—/V T KL A (joe@example.com, joe@[1.2.3.4])
GE)  BEOFRANEEETLIHEE. Vo~ TREID 9,

<options>

--action

7 RVARIZEHAT AT 73, TAccept] £7-1% Reject] D EH
By, T 74V ML TAccept] T,

--cust_resp

T AR I SMTP B ZE L ET, “No” £7213 SMTP 52 1T AURE
ez

--resp_code

HAH L SMTP & 21— R, “Accept” DAL 250 237 7 41 b,
“Reject” DIFA 1T 550 37 7 4/ hTT,

--bypass_rc

ZAEREAZ A NALET, T 74/ ME [NoJ TT,

--bypass_la

LDAP/KGR 7 = V) —Z /A /RALET, [Yes] £721% No) O EDH
573,

--bypass_ca

SMTP 2 —/L 7~y RENANALET, T 74/ MI [z
(No) 1T,

5l : 1) RF—DEM

W DOHITIL,

listenerconfig 2~ > REHH LT, =¥ —7 T4 X5 — 7 = A #RIZLE

B U AF =M TE %, OutboundMail & FHINDH LT T A _X— | U 2T —2AFRR L %
T, (FE:ZDOFTFAX—hK URAF—[E, GUI D System Setup Wizard F 72(% CLI DO
systemsetup 2 v RZFATT L L EITEMT L HTEET) o

TIANR—=K JRF— Z AT EER L, 4Hi% OutboundMail IZHELET, DY A F—
X, PrivateNetIP A > % —7 A A ETHR—F25® SMTP 7'z b /L &HEH L TEMET 5 &
INZHRELET, 2OV AFT—OFRARNTIEARI—DF 74V MERZIT AN OGN E

j—O

mail3.example.com> listenerconfig
Currently configured listeners:
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1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.

1. Private

2. Public
3. Sinkhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 2

Choose a protocol.

1. SMTP

2. QMQP

[11> 1

Please enter the TCP port for this listener.

[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are

willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n
Listener OutboundMail created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>
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ROFITIL, listenerconfig 2~ > REMHFEH LTI AT —2ZLELET, ZDY AT —i%, &
DEFHEITN—TIZONWTEEEHEOHFEZBIML £,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMailhostacce

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.
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- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- tEEosEEREEs L—TEnss [

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.
[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour:

25

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.
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Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[11>1

Currently configured HAT sender groups:

1. ALLOWED LIST (My trusted senders have no anti-spam scanning or rate

2. BLOCKED_LIST (Spammers are rejected)

3. SUSPECTLIST (Suspicious senders are throttled)

4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)

5. MyList

6. (no name, first host = ALL) (Everyone else)
Enter the sender group number or name you wish
[1>1

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.

- PRINT - Display the current definition.
- RENAME - Rename this sender group.
[1> country

Choose the operation you want to perform:

. av vk BEH
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- ADD - Add countries
[1>ADD

1. Afghanistan [af]

2. Aland Islands [ax]
3. Albania [al]

4. Algeria [dz]

5. American Samoa [as]
6. Andorra [ad]

7. Angola [ao]

8. Anguilla [ai]

Enter the indices separated by commas or specify the range.
[1>1,4,8

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:

- ADD - Add countries

- DELETE - Delete countries

- PRINT - Print countries

[1> print

Afghanistan [af]

Algeria [dz]

Anguilla [ai]
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Bl : TORAR—bEEVAS VR—FMIKBDVRF—DHRA T EAT—T)L (HAT)

DHREIARX

ATy T

listenerconfig 2~ KOH 7 a~<w L ROEL TlE, 7—HDA VR — bz AFR— ML
TRHE LR ELAENTEDLD, CLIICT—#%2D LT OANTL2MENRD D XA,

COFETE, CLIZHEHALC, 774 Va7 AR— L, BFEEMZA TS HR—F T52
LIk, URF—DHRA RN TV EATFT—T (HAT) #ZEHELE7, HATCLI=F 4 ¥ ¥
7ZIXGUI ZEH L TY AT —DHAT 2 W AX VA AT 52 L HTEET, Mo VT,
' AsyncOSfor Cisco Email Security Appliances = —% A K] ® B A — NV E2ZETH-HOD
B oA DRFE] & [BFA—N 7a— F=XOF AL OEEBRLTLIEE0,

T AR—NEAVFR—NIESTERLEZ, VAT —OHAT W AEZ~A XTHIZ1% .

FIE

listenerconfig @ hostaccess > export 7 a2~ REMHEH LT, 774/ O HAT %7 7 A VT
T AR—-FLET,

wOFITIX, X7 Y » 7 U Z2F— InboundMail ® HAT ZH ) L. & 512 inbound HAT.txt &\
IT AN AR—FLET,

&1

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.
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- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print
SBLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = -1
virus_check = "on"
max msgs_per_session = 5000
spam check = "off"
use sb = "off"

max message_size = 104857600
max_ rcpts per msg = 5000

max_concurrency = 600
}
$ACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = 1
virus_check = "on"
max msgs_per session = 10
spam check = "on"
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use_sb = "on"

max message_size = 1048576
max rcpts_per msg = 25
max_concurrency = 10

}
ALLOWED LIST:

STRUSTED (My trusted senders have no anti-spam or rate limiting)
BLOCKED_LIST:

SBLOCKED (Spammers are rejected)
SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :

SACCEPTED (Reviewed but undecided, continue normal acceptance)
ALL

SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000

Maximum
Maximum

Message Size: 100M

Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[1> inbound.HAT.txt

File written on machine "mail3.example.com".

1 -

avv R sEH |

av L RIA v A H—T A A (CLI) DIET, 7 7 A /vinbound HAT.txt % i3 L £ 9,
TRANZT A ZEHEHLT, 207 7 A VICHE LWHAT = F U Z/ERR L 7,

ZOHITIX, HATIWO ALL = U ORI FO= > Y ZBINLET,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

D2 OO R U X, K AA 2 spamdomain.com 35 X O spamdomain.com D47 K A A

VOV E— KN BRRA NSO AT X THELGLET,
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Bl THRE— FBEUA UR— Mk BYRF—ORR FFHERF—TL HAD) 0hzs31Z [

3OHDT Y MYIE, IPT KL AN 251.192.1.X THHKRA R b O 2 G L £,
4 HOHDODZ U MVIZEST, IPT FL AN 169.254.10.10 THH VE— b FA M, (A~
B—F > DT RTCOREETA—NIOWNWT, EA—N X2 VT4 TFI3AT
A% SMTP U L—L L CEATE £,

G¥) HATHNTOL—LDIEFITEELREREAFLET, VAT LES &F
HRANZTEIZ, HATIE B D TAIEFICHAAENE T, BEHoih A MIL—
NIR—ET D56, ZTOHEFRICH LT ITT 7 v a UnNFEITSNE T, HAT
TliE, T_XTCOHIAREZL = P A ALLA A FEFLY LICERET 2 4LENH
DEd, HATCLI =7 4 X £72XGUI A LTV AT —D HAT Z I A X~ A
AT HZ b TEET, FMIC OV TIE,  [AsyncOSfor Cisco Email Security
Appliances =—H% A R @ TETA =NV EZETH2ODT— F T = A D%
El L B A—N 7a— F=XOMERAEE] OFEESBLTIIZEN,

AT T8 77 A NERFELTA X —T =4 AD configuration 7 4 L' 7 h U IZELE L, A >R — hT&
HEDIZLET, GEHIZOWTIX, 8B [Accessingthe Appliance] ZZH L T 723

AT 75 listenerconfig ® hostaccess -> import 7 2~ > R&MH L T, WEFHDEA N T IR T—
TN T 7 ANEA R—FLET,

WOEITIE, TREFLHD 7 7 A /b inbound HAT.txt % InboundMail U 2 F—@ HAT |2 A v FR—
MLET, print W7 a<wr ReFHLTCHLLYZ NI 2D LET,

1 -

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.
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- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT. txt

9 entries imported successfully.
Default Policy Parameters

Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M
Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1> print
SACCEPTED

ACCEPT
STHROTTLED

ACCEPT {

spam_check = "on"
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max msgs_per_session = 10
max_concurrency = 10

max rcpts_per msg = 25
max_rcpts per hour = 1
dhap_limit = 0

virus_check = "on"
max message_size = 1048576
use_sb = "on"
tls = "off"

}

$STRUSTED

ACCEPT {
spam_check = "off"
max msgs_per_session = 5000
max_concurrency = 600
max rcpts_per msg = 5000
max_rcpts_per hour = -1
dhap_limit = 0
virus_check = "on"
max message_size = 104857600
use_sb = "off"
tls = "off"

}

$SBLOCKED
REJECT

ALLOWED_ LIST:
STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLOCKED_LIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :
SACCEPTED (Reviewed but undecided, continue normal acceptance)
spamdomain.com
REJECT (reject the domain "spamdomain.com")
. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")
251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")
169.254.10.10
RELAY (RELAY the address 169.254.10.10)
ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.
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- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[r>

A UR— FMEIZIE, RELELZGNCTH7-DI12, V3 commit 2~ REFITLET,

Bl AEAF—DN—ARZX B LU S/MIME DESIE ERRIED A *—T It
WOHNE, TrROZ E#1TH HiEERLET,

* &5 SIMIME B4 FEH A vE— VN OLAMF—2EfF (O—ZXK) LET,
* SIMIME DiE b & Wik a2 A 2 — 7 VT L £,

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
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Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No

S/MIME Decryption/Verification Enabled: No
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for
or no letter for b

[10M]>

ostkegiEosx—7ut

kilobytes, M for megabytes,

Enter the maximum number of concurrent connections allowed from a single IP address.

[10]1>
Enter the maximum number of messages per connection.
[10]1>
Enter the maximum number of recipients per message.
[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>

Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.

[550]>
Enter your custom SMTP response.
custom_response

Press Enter on a blank line to finish.

Would you like to use SenderBase for flow control by default? [Y]>

Would you like to enable anti-spam scanning? [Y]>
Would you like to enable anti-virus scanning? [Y]>
Do you want to allow encrypted TLS connections?

1. No
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2. Preferred
3. Required
4. Preferred - Verify
5. Required - Verify
[

Would you like to enable DKIM/DomainKeys signing? [
Would you like to enable DKIM verification? [N]>
Would you like to enable S/MIME Public Key Harvestin

Would you like to harvest certificate on verification failure?

Would you like to harvest updated certificate? [Y]>

N]>

g?

[N]> y

Would you like to enable S/MIME gateway decryption/verification?

avv R sEH |

[N]>

[N]> y

Select the appropriate operation for the S/MIME signature processing:

1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>
Would you like to enable DMARC verification? [N]>
Would you like to enable envelope sender verificatio
Would you like to enable use of the domain exception
Do you wish to accept untagged bounces? [N]>
Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Sing
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Di
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes

S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system
[1>
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{5 - HAT DEFH/NT A —4

WDFETIE, HAT Bl 8T A —Z O EHRL T ET, ROMIZEETHY ., %Ik &

BALTEFa S FTETH, BICM ZBMLTAI AL, hTETZENRTEET, XFD
RUMEIFZAA R ERARSNET, TAZ U ZZPNTET A —2E, IROFITRTLEEHE ST
Y AR—FLTWET,

£ 16: HATEEH/ NS A — 2 DHEX

N A—4 (378 fig e
Bt 1720 O R A v E—U% , Cis
max msgs_per_session 1000
Aye—VHIc ) ORRZIEH &
max_rcpts_per msg 10000
1k
=] - — > X“ =
BRAy =T YA max message_size &5 1048576
20M
Z DY AF—IZFFA] ST RcRIFIRF &
T max_concurrency 1000
e TR
SMTP /3 ) — = — R &
smtp_banner code 220
SMTP /37— T FZ | (*) Rl
smtp_banner_ text Accepted
SMTP /38— = — I &
smtp banner code 550
SMTP /3 F— T F 2 | (%) pe2l ,
smtp_banner_ text Rejected
SMTP N F—7HR A ML % FEX on | off | default
use_override hostname default
. pE ]
override hostname newhostname
TLS % fiE on | off |
tls required on
ANRDLKER AT ¥ > OfFE on | off
spam_check off
Sophos 7 A /LA A ¥ L Dffi H . on | off
virus_check off
1 R 7o D DR KZAEE K &
max_rcpts_per hour 5k
LB I Y D=7 — 2= KO xnﬁsmﬁmmw%ﬁ% 452
e ma _per_ .
AR -
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INT A—A EX & ED ]
1 K720 OF7 % X N ORKZAF . . tti?ﬂ .
" max_rcpts_per hour tex fole}
%?i& (*) manyrecipients
SenderBase D15 on | off
use_sb on
SenderBase L B =7 —3 g A a7y -10.0 ~ 10.0
ODﬁféé sbrs[valuel sbrs[-10:-7.5]
& :value2
1
T4 L7 YA L 1 R o Limd Fe .
Il ) ORI IE K8 dhen i »

listenerconfig ~ () bypass_ca 5|2{M B0

W OB TIE, listenerconfig ~~D bypass_ca Gl OBMERL TWVET,

esa.example.com (SERVICE)> help listenerconfig.
rcptaccess options are the following:

new <rat addr> [options]

edit <rat addr> [options]

delete <rat addr>

print

import <filename>

export <filename>

clear <default access>

default access - Default access for empty RAT.
or "REJECT".

rat_addr - Hostnames such as "example.com" and "[1.2.3.4]" are

allowed. Partial hostnames such as ".example.com"
are allowed. Usernames such as "postmaster@" are
allowed. Full email addresses such as
"joel@example.com" or "joe@[1l.2.3.4]" are allowed.
Separate multiple entries with commas.
options - Various options to modify a host access policy:
--action Action to apply to address(es). Either
"Accept" or "Reject". Default is "Accept".
Specify a custom SMTP response.
acceptance response string.
Custom SMTP response code.
"Accept" actions, 550 for "Reject".
--bypass_rc Bypass receiving control. Default is "No".
--bypass _la Bypass LDAP Accept queries for this Recipient.

--cust resp

-—-resp_code

--bypass ca Bypass SMTP Call-Ahead. Default is "No".

5] : SPF $ L U SIDF DE&FE

YAF—DHRANTIZEBRAT—TILDT 7 )V NOREELTHHE.

Either "ACCEPT"

"No" or SMTP

Default is 250 for

Default is "No".

U A J~—@® SPF/SIDF %

WL~V & 7T AT AN SPF/SIDF MiiEfl A SNV TFEITT L SMTP 727 >3 v
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o spEssusnFosze [

(ACCEPT £ /=1 REJECT) #BIRTEFE T, 7T ITA TV ARA v =V EEETIHHEIZ
EETDHSMTP B EHRTHIEHLTEET,

HEPLL ~ LIS U T, 7794 7 > AT HELO ID, MAILFROM ID, F7-1ZPRAIDIZ% LT
Tz I BFITLET, 7T T4 T AR, IROL ID F = 7 D% SPF/SIDF HFEAS R xt
L. By ar® 81715 (ACCEPT) 7, By a2 T3% (REIJECT) NrI5ETX
ij‘o

* [None], HHROREDZD, BiFEFITTEEHA,

* [Neutral]l, RAA VFTEHIE. 77472 MIERESNEID 2T 2HERPH 50 E
IMETH— N LERA,

s [SoftFail]l, RAA UFTAFEIZ, AA NPIEEINT ID 2 H T DR 720 & D 235,
Wrs 2l - EEZTVET,

(K 7 TA T ME, BBESNZID TA—NEEETIHERENRH Y A,

s [TempError], MRFAEFIC—FE7e =T —MRRAELE LT,

e [PermError], ARFEFUIKFEHIIR T T —D3FA L £ L7z,

T T4 T A, A vE—UIT Resent-Sender: ¥ 7213 Resent-From: ~ v # —BN1FEET 255
\Z. PRAID @ Pass #t 5% None (¥ W 7' L' — K92 X 91T SIDF AHYERLL ~ LA 3R E LT
WRWRY | Pass RO A v —V %S ANE T, 77747 AL PRA T = v 7 T None
DR ENTZHAIHESNTZSMTP 727 > a v 2 FTLET,

IDF =y ZZKLTSMTP 77 v a b aERLTWRWEE, 77747 AL Fail 25T
T _COMRGER R Z2 BB AN ET,

A X =T NIZENT-WT DD F = v 7 O ID MRS REIECT 7 7 & a3 L —H+ 54
G TTITAT AT EYy v a v E&KTLET, e X, BHHFIL. 73 TOHELOID
Tz IfRERIZESNTA =V 2T AND L HICY AT —%5E LET 7, MAILFROM
IDF =760 Fail fRICKH L TIEA v =V 2 AT L9 ZAF—2RETHEL
F9, AvE—UMNHELOID F= v ZIZKLTH, 77747 L AFXZORREZ T AN
Lo, By varyPEITLET, RIZ, A vyE—Y BN MAILFROMID = v 7 TREKL 72
BE. VAF—ldEy v a a8 T L, REJECT7 7 ¥ a v ® STMP & &K L %7,

SMTP I&&IE, 777 A 7 > A% SPF/SIDF MGERTRICHESNTA vt — V2 EG T 2551
Eg a— REF5E Ay E—TTY, TempError fifi Ri1%, MOMRGERER & 272 5 SMTP IGE %K
LF 4, TempError DFE, T 7 4/ FOIGE 2 — RZ451 T, T 74V EDA - FTF
A M T#4.4.3 Temporary error occurred during SPF verification] CT9°, O T X TOMRIEMR R T
X, T 74N ROISEa— RILS550 T, 774/ hDA vE— 7% A MI [#5.7.1 SPF
unauthorized mail is prohibited | T3, TempError P DO FRGEAE RN B DK a— K& A vt —
VIR ANERETEET,

{EE C. Neutral, SoftFail, F721% Fail MFEMERIZK L CREIECT 77 ¥ a U RETINTH
B, SPEAXT Y vy RAAL VD, = RFX—=FT 4 DINEEZET LI, TFIAT A
ERETDHIENTEET, 774NV T, TTIA T RAFTROIE R LET,
550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>
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B

X JE

Z 6 D SPE/SIDF i E % A F— 7 MZT 5IZIX, listenerconfig->edit 7 2~ &M L.,
U 2AF—%3R L EJ, WIZ. hostaccess ->default 7' 2~ REMHL T, FA N T 7 &R
T=TNDT 7 H )V FOREERELET, ROT 17 M yes &% %2 T, SPF il & &% &
LET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes|

RAKNTI7®ATFT—T/TiE, RO SPF #lHREEEHTEET,

£ 17: SPFHIEIERE

FELAL S FART 887> SPF | 15X &

SPF ™7~ (SPF Only) *HELOID F = v 7 #FE(TT 2500 E 9

RO ID F = v 7 OFERIZFESNTIITEND SMTP 77 2 a

*HELOID (A 3x—7 VDA

« MAIL FROM ID

*REJECT 7 7 ¥ a T LTRSS LD SMTP L& 2 — RETF R
~

« PENL ORGEX A 57 7 b

SIDF A #t (SIDF *HELOID = v 7 ZFATT 50 E 9

Compatible) o X v — T Resent-Sender: F 7213 Resent-From: ~ > % — N{FE(E
T HEEI, HiFEET PRA ID O Pass i 5% None (& 7 /' L —
NI 20890

e RDID F = v 7 OFERIZEESNTEITEND SMTP 77 33 >

*HELOID (A %—7 VDG4

« MAIL FROM ID

* PRA Identity

*REJECT 77 ¥ 3 IZxf L TR &I DH SMTP B2 — K& T X A
k

« WEALOREESY A 57 U K

SIDF Jjik#% (SIDF KD ID F = v 7 OFEFIZHASNTETEND SMTP 77 v a v

Strict)  MAIL FROM ID

* PRA Identity

* SPFREJECT 7 7 ¥ 2 Y OBFAITIEEND SMTP JEEa— KT
E N

« ENLOBGES A LT U b

WIZ, =—H)% SPF Only ¥l L ~)L & il LC, SPF/SIDF WiEZ X €T 2hlzRLET, 7
7T 4T AT HELOID F = v 7 #3217 L. None 1 X O Neutral G B2 517 AL, £ D
MOEREEAZELE LET, SMTP7 2> a > DOCLIZR Y7 MITRTOIDZ A A TR LT,
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Z—PIIMAILFROMID ® SMTP 77 &~ a V2 EHR LEVA, TTI7AT A E, £DIDD
TRTCOMEEERZ BEICZITANTE T, 77747 2 AL $XTO REJECT fEHRIT% L
T, T 74NV POHERa—RETHFRAMEFHLET,

{5l : SPF/SIDF % &

Would you
Would you

like to change SPF/SIDF settings? [N]> yes
like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?
1. SPF only

2. SIDF compatible

3. SIDF strict

[2]> 1

Would you
Would you
Would you
What SMTP
1. Accept
2. Reject
[11> 1

What SMTP
1. Accept
2. Reject
[11> 1

What SMTP
1. Accept
2. Reject
[11> 2

What SMTP
1. Accept
2. Reject
[1]1> 2

What SMTP
1. Accept
2. Reject
[1]1> 2

What SMTP
1. Accept
2. Reject
[11> 2

Would you
Would you

Verification timeout

[40]>

wIZ,

VAF—DFT 7 4V hDORY — /%5 X —H|Z SPF/SIDF

like to have the HELO check performed? [Y]> y

like to change SMTP actions taken as result of the SPF verification?
like to change SMTP actions taken for the HELO identity? [N]> y
action should be taken if HELO check returns None?

action should be taken if HELO check returns Neutral?

action should be taken if HELO check returns SoftFail?

action should be taken if HELO check returns Fail?

action should be taken if HELO check returns TempError?

action should be taken if HELO check returns PermError?

like to change SMTP actions taken for the MAIL FROM identity?
like to change SMTP response settings for the REJECT action?
(seconds)

[N]> n
[N]> n

RENED I HIZFRRIND

MmERLET,

Bl . T4 bR — 85 A—%5 0 SPF/SIDF

SPF/SIDF Verification Enabled: Yes

Conformance Level:

Do HELO

SPF only

test: Yes

SMTP actions:
For HELO Identity:

None,
SoftFail,

Neutral:
Fail,

Accept

TempError, PermError: Reject

For MAIL FROM Identity: Accept
SMTP Response Settings:
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Reject code: 550

Reject text: #5.7.1 SPF unauthorized mail is prohibited.

Get reject response text from publisher: Yes

Defer code: 451

Defer text: #4.4.3 Temporary error occurred during SPF verification.
Verification timeout: 40

{51 : DMARC #&EED A 1k
&IZ., DMARC #iEE AT 2012~ L ET,

mail.example.com> listenerconfig

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes
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Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for bytes.

[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.

[10]1>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[11>

Would you like to enable DKIM/DomainKeys signing? [N]>

Would you like to enable DKIM verification? [N]>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]> Y

Select the DMARC verification profile to use:

1. DEFAULT
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[11> 1
Would you like to send aggregate reports? [N]> Y
Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the “destconfig’ command.
Would you like to enable envelope sender verification? [N]> Y
Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>
Enter the SMTP code to use in the response. 553 is the standard code.
[553]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to specify a custom SMTP response for envelope sender domains which do
not resolve? [Y]>
Enter the SMTP code to use in the response. 451 is the standard code.

[451]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do
not exist? [yi>

Enter the SMTP code to use in the response. 553 is the standard code.

[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to enable use of the domain exception table? [N]>

Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 20M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes

DMARC Verification Profile: DEFAULT

Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- RESET - Remove senders and set policies to system default.
1>
Name: Listener 1
Type: Public
Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP
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localeconfig

BILL]

ER7AE

1

localeconfig .

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1>

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

mail.example.com>

MeE : Zoa< KX lcommit] NHFETI,

JIABEH . Zpa<wy Rt TRTCOYY U E—FR (PR, IA—F <) T
ATxEd,

NyF aw N Zoawy NEnNyFEXEZFR—FLTWWERA,

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.
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Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[]> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp.

The disclaimer or message body is split into separate message attachment. Do you want
the appliance to ignore

such errors when decoding the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings
Behavior when decoding errors are found: Disclaimer or message body is added

as a message attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.
[1> mail3.example.com

SMTP #FFREB LI NRE T e 7 7 A V2R ELET,
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He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

W OB TiL, smtpauthconfig 2~ REMA LT, H—/3 Ismtp2.example.com] D L\
Rk _R—AD T a7 7 A VB LET,

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

[1> new

Choose the type of profile you wish to create:

- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:

[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:

1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)

[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:
[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group? [N]>
Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile

- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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GE) ALK HAO=—HITIE,. RELAY HAT RV > —RHFR SN FE T,

1 >07 a7 7 ANV THEEOBEY —REEETHIEHTEET, SASL A =X A
CRAM-MD5 & DIGEST-MD5 1%, EX— /v tFa VT 4 TTFIF3A T v R LEEEY—ROMT
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ARATLDEY NTYT
systemsetup

i

FEIDOL AT ATy v T v 7RIV AT AOEA A F—)L,

FERAE
MeE : 0o~ KX lcommit] NHFTI,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59RE, TA—F <L) T
HATx%7,

NyF avws R Zoavy RNy FEXRER—FLTHERA,
11

mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator passphrase to a new value.
0ld passphrase:

New passphrase:

Retype new passphrase:

* kKKK

You will now configure the network settings for the IronPort C100.

Please create a fully qualified hostname for the IronPort Cl100 appliance
(Ex: "ironport-Cl00.example.com") :

[1> ironport-C100.example.com

* kK Kk Kk

You will now assign an IP address for the "Data 1" interface.

Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[1]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or "Oxffffffo0"):
[255.255.255.01>

You have successfully configured IP Interface "Data 1".
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* Kk Kk Kk Kk

Would you like to assign a second IP address for the "Data 1" interface? [Y]> n
What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

* KKKk K

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* Kk ok ok ok

Do you want the IronPort C100 to use the Internet's root DNS servers or would
you like it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use my own DNS servers

[11> 2

Please enter the IP address of your DNS server.

[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk Kk Kk Kk

You are now going to configure how the IronPort C100 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[11> 1

Enter the domain names or specific email addresses you want to accept mail for.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joel@example.com" or "joe@[1.2.3.4]
Separate multiple addresses with commas.

[]> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com? [Y]> n
Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener? (Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a

"

are allowed.

remote domain.) [Y]> y
Enter the maximum number of recipients per hour to accept from a remote domain.
[1> 1000

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
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Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.

Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk k ok ok

Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]> y
Would you like to enable IronPort Spam Quarantine? [Y]> y

IronPort Anti-Spam configured globally for the IronPort Cl00 appliance. Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort
settings for each listener.

IronPort selected for DEFAULT policy

* Kk Kk Kk Kk

Do you want to use Anti-Virus scanning in the default Incoming and Outgoing
Mail policies? [Y]> y

1. McAfee Anti-Virus

2. Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the default
Incoming and Outgoing Mail policies.

[1> 2

Sophos selected for DEFAULT policy

KKK KKk

Do you want to enable Outbreak Filters? [Y]> y

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below),

meaning that new messages of certain types could be quarantined or will no longer be
quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> y

You have successfully configured Outbreak Filters and SenderBase.

* kK KKk

You will now configure system alerts.

Please enter the email address(es) to send alerts.

(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[1> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> y

* Kk k Kk k

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.

(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com

KKk KKK

You will now configure system time settings.

Please choose your continent:

1. Africa

2. America

11. GMT Offset

[11]> 2

Please choose your country:

1. Anguilla
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47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)
51. Virgin Islands (U.S.)
[1> 47

Please choose your timezone:
1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)

[1> 26

Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP server, or
press Enter to use time.ironport.com:

[time.ironport.com]>

* Kk Kk Kk Kk

Would you like to commit these changes at this time? [Y]> y

Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.

URL 7 4 LR YY) T

2T, RO CLL vy RIZoWCa L £,

aggregatorconfig

B8

ER7AE

1
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MeE : oo~ KX lcommit] NHFETI,

JGAREE  Zoavwr RiE, TRTOY U ET—F (WFRE, T—F =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail.example.com> aggregatorconfig

Choose the operation you want to perform:

- EDIT - Edit aggregator configuration

[1> edit

Edit aggregator address:

[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com
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urllistconfig
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URL 7 4 v U > ZHEREIC & > TR S #1720 URL OFFFI U A b 2R E £ 723 A AR — L
F7T., ZOVANMNI. TUNT LA 27 74V ZEEICIIMEH S EEA,

ERAE
M@ : Zoa<y Kt Tcommit] 2SH3ETI,
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1

> urllistconfig

No URL lists configured.

Choose the operation you want to perform:

NEW - Create a new URL list-

[1> new

Do you want to import a URL list?

[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.

cisco.com

ironport.com/*

*.example.com

10.2.4.5/24

[2001:DB8::1]

URL list sample added.

There are currently 4 URL lists configured.

Choose the operation you want to perform:

- NEW - Create a new URL allowed list.

- EDIT - Modify an existing URL allowed list.

- DELETE - Delete an existing URL allowed list.

[]>EDIT

Choose the operation to edit the URL allowed list:

- IMPORT - Import a file into an existing URL allowed list
- EXPORT - Export an existing URL allowed list into a file
- RENAME - Rename an existing URL allowed list

[1>IMPORT

Assign new name to the imported list? (By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new_list

Enter filename to import from > URLfile

NOTE: These files will be stored in /pub/configuration

URL list “new_list” added.
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websecurityadvancedconfig
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mail.example.com> websecurityadvancedconfig
Enter URL lookup timeout in seconds:
[15]>

Enter the maximum number of URLs that can be scanned in a message body:
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[100]>

Enter the maximum number of URLs that can be scanned in the attachments in a
message:
[25]>

Do you want to rewrite both the URL text and the href in the message? Y
indicates that the full rewritten URL will appear in the email body. N
indicates that the rewritten URL will only be visible in the href for HTML
messages. [N]>

Do you want to include additional headers? [N]>

websecurityconfig

BILL]

ER7GE

l

URL 7 A4 NV Z VU TOHAZRTE (URLLE=2F—3 3 BELORURL AT IV HERE) 23T L
ij—o

WE . AFFAEEHILIEA BT, Cisco TAC 705 Yes 12T 5 Z E R INTWRWRY . FEHA
EORECEERINIZEZITNo ZFIRL TLE &,

Mg oo~ KX lcommit] MNHFLTI,

JIGRARER . ZDa~v s Rt TRTO~YY U EFT— R (TR Z, TA—F, =) Tff
HT&xF7,

NyFa<wr R: Zoa<vy RNy FERXEZSR—FLTHWET, FFcoVW T, CLID
ATy ~NTEEBRLTLESN, Z0a<y ROAL 54y ~VIZT 7223512
%, help =~ REMEHLET,

mail.example.com> websecurityconfig

Enable URL Filtering? [N]> y

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to add URLs to the allowed list using a URL list? [N]> y
1. urllistl

2. urllist2

3. No URL list

Enter the number of URL list

[1]1> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig

URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.

Web Interaction Tracking is enabled.
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websecuritydiagnostics .

websecuritydiagnostics

B2LL]

ERAE

l

1—HE

userconfig

B1LL]

ER7AE

URL 7 4 V2 U > ZICBES D2t iE e R LE 7,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NyF awrR: Zoa<wy REnNyITFEXREZSR—FLTWHWEREA,

mail.example.com> websecuritydiagnostics
Cache Size: 254
Cache Hits: 551
Response Time
Minimum: None
Average: 0.0
Maximum: None
DNS Lookup Time
Minimum: 9.4198775
Average: 10.1786801765
Maximum: 10.544356

ZIZTIE, RO CLI 2~ RIZOWTEH L ET,

2 T A Y b LSO — ADERE R R L E T,

He® : Zoa<y Rt Tcommit] 2AH43ETI,
JTARE  ZDav L NIy T AL F— R TORMEHTE £9,

NyFawr R Zoa<y RgnNyFERER— L TWET, FEHIZOWTIEL, CLID
AT ~NVTEBRBLTLLESY, 20a~vy ROAL T4y ~AVFIZT 78 AT BIT
I, help 2~ FE2MEHLET, #:

mail.example.com> userconfig help
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Bl . FHLWOA—HY T7HOY FDOERK
RIZ, Help Desk User = —/L &Ko LW a2—% 7 oo s OERSBIZ R L ET,

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> new

Enter your Passphrase to make changes:

Enter the new username.

[1> helpdesk

Enter the full name for helpdesk.

[1> HELP DESK

Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.
Operators - Operators are restricted from creating new user accounts.
. Read-Only Operators - Read-Only operators may only view settings and status information.
Guests - Guest users may only view status information.

Technicians - Technician can only manage upgrades and feature keys.
Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]> 6

Would you like to get a system generated passphrase? [N]>

Enter the passphrase for helpdesk

o U1 b W N

(>

Please enter the new passphrase again:
Users:

1. admin - "Administrator" (admin)

2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
(>

51 : RADIUS H—/\ZSNERERELAICEY b7 v T

&IZ. RADIUS r—REHAEERIEHICE Y v T v 756147 LE9, RADIUS b — "%t v
F7 Yy 7T HITIE, BA MM, A= BIOIARRT V=2 AN L, #iE7'm hajl
LTCTCHAP ¢ PAPD L L 2ERAT A0 EHRELET,
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mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)
2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[]> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> Y
Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of
authentication credentials altogether when using one time passphrases.)
[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured
1. RADIUS

[11> 1

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1>

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:
[5]>

1. CHAP

2. PAP

Select authentication type:

[2]1>

Configured RADIUS servers:

Host Port Timeout (s) Auth type
radius.example.com 1812 5 pap

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.

1>
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Bl HEDIL—Y O—)LIZKT 5 - ERZFHAOEMIL
ROFITIE, twotactorauth 7 A~ REMH LT, FrED 2 —F m—/Ixf LT HER
AEZ AN LET,
mail.example.com> userconfig
Users:
1. admin - "Administrator" (admin)
2. hdesk user - "Helpdesk User" (helpdesk)
External authentication: Disabled
Two-Factor Authentication: Disabled
Choose the operation you want to perform:
- NEW - Create a new account.
- EDIT - Modify an account.
- DELETE - Remove an account.
- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.
- ROLE - Create/modify user roles.
- STATUS - Change the account status.
- EXTERNAL - Configure external authentication.
- TWOFACTORAUTH - Configure Two-Factor Authentication.
- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
[1> twofactorauth
Choose the operation you want to perform:
- SETUP - Set up global settings.
- PRIVILEGES - Configure Two-Factor Authentication based on User Role Privileges.
[1> setup
Do you want to enable external authentication? [N]> y
Choose the operation you want to perform:
- NEW - Add a two-factor authentication server configuration.
- EDIT - Modify two-factor authentication server configuration.
- DELETE - Remove a two-factor authentication server configuration.

- CLEAR - Remove all two-factor authentication server configurations.
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[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]> 1800

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:

[5]1> 10
1. CHAP
2. PAP

Select authentication type:

[2]1> 2

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on Role Privileges.
[1> privileges

Role Privileges:

Choose the operation you want to perform:

1. Add

[1>1

Select Predefined Roles to allow the privileges

1. Administrators

2. Guests

3. Help Desk Users

4. Operators

5. Read-Only Operators

6. Technicians

Enter the numbers (comma separated) to add privilege.

[1>1
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Role Privileges:

Predefined:

Administrators

Choose the operation you want to perform:
1. Add

2. Delete

(1>

5 - SAML ZEEED A N1k

mail.example.com > userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> y

Please enter the timeout in seconds for how long the external authentication credentials
will be cached.

(Enter '0' to disable expiration of authentication credentials altogether when using one
time passphrases.)

[0]> 10

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured

1. RADIUS

2. SAML

[1]1> 2

Please enter the external group name to map (group names are case-sensitive):

[1> member-of

Assign a role to "member-of":

1. Administrators - Administrators have full access to all settings of the system.

2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.

4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]1> 1

Mapping for "member-of" to Administrators created.

Please enter group attribute to be matched in saml attributes:

[[1]1> Group Name

Choose the operation you want to perform:
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passphrase & 7= (& passwd .

- SETUP - Set up global settings.

- GROUPS - Configure external group mapping.
[1> groups

There are currently 1 mappings configured.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Edit destination of an existing mapping.
- DELETE - Remove a mapping.

- CLEAR - Clear all mappings.

- PRINT - Display all mappings.

[1>

passphrase & 7= (& passwd
258

INAT VL —RAEBRELET,
ERAE
MEE : ZDa<y Kix Tcommit] 2BSHEE T,
JIAREH  ZDavw L NIy TAX T— R TORMEATEE9,

GE)  passwd 2w L, v E—RLMEHTEZR2WS AN 2 —FREHTEL L9175
OORHITT, YA N 2—=YFRTTRAXNDO~ v ETpasswd 2~ REFEITT5H L, L
AvtE—VEEREINT, 2=V OE— REEBFETICT T AX L-LOT — X% L CHYE
PATONET, OT_XTO—PIIH L TE, Lo oRREns a7 4 F 2 b—
vayv avwy RERL) BMEMThIET,

NyF avr K Zoavy FEAy FRBREFHR— F LTWEEA,
15

mail3.example.com> passphrase

0ld passphrase: your old passphrase

New passphrase: your new passphrase

Retype new passphrase: your new passphrase
passphrase changed.

last

L

last A~ RiX, VAT AR AV Lica—FE2RR-LET, 774/ FTlE VAT
L TA LTS TANTOI—F 2R R LET,
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ER7AE

1

who

Bk

ER7E

l

avv R sEH |

WEE : Z0a<y R lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NyF avwr R Zoavwy FERyFEXREZSR—-FLTOHERA,

elroy.run> last

Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who 2~ NiZ, CLING VAT A A v Lied_RTCOa—%, vl A W, 74 Kb
B, BXOa—9»Bnae /A L)V E—hF KRR ME—BERRLET,

M€ - Zoa~< RIZ lcommit] (TMHEH Y FH A,

JIAREM . ZDa<vw s RiE<wY r B— R TORMERATEET, 51T, Z0avwy Rignm
TAVEKRAR (=R ua s Lz~ y) TORMEATEET, Zoa~vr FEFHAT S
Wi, 2a—HI T7 AV VAT ATV BATEALERDHY £,

NYF ARV K ZOavy NNy FEREZYR—F L THER A,

mail3.example.com> who
Username Login Time Idle Time Remote Host What

admin 03:27pPM Os 10.1.3.201 cli
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whoami .

whoami

5ER
whoami =~ KiZ, Hifn /A v L TWVWA 22—V Da2—FLBLIO0KL E, 2—FRELT
WBITN—TEERLET,

ERAZE
M€ : oo~ KX lcommit] 2NHHEETI,

PIGRARER . Zpa<vy N, X TOYrE—F (F9R&2, TA—F <) T
ATxE7,

NyF avwryR:Zoavy NIy TFEXRETR—FLTHERA,
5l

mail3.example.com> whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest

RE7ISAT U ADEE
loadlicense

B

BT 7 I7A TV ADXML 74 A%u—RKLET, 774 0nbr—RRT5)h ab—
Ty RAR—=ZXMNCEET, FMICON T,  [CiscoContent Security Virtual ApplianceInstallation
Guide] Z#ZH LTSV, ZD RF a2 M,
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
MHOAFTEET,

Zoa<wy NI, BHEFLIIAR LA HERE RO —IMEA T 9,

ER7E

e Zoa<y R Tlcommit] X EHD FHA,

JITARER  ZDavw Ly RiEvwyr T— R TORMEHATEET, &EHiIZ, Zoa~vy Fidn
TA Y HRAN (—FRa A Li-vy) TORMEHATEET,

NyF awryF: Zoavwy RNy FREREYR—FLTOEREA,

avy R sEZH
I


http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html

B »

l

showlicense

B7LL]

ER7AE

INY FRR

1

mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?
[1]1> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE

<Terms and conditions>

Do you accept the above license agreement?
[1> vy

The license agreement was accepted.

The following feature key have been added:
<feature keys>

T —RN— R 2T DREIANEREINLZ L HY F7,

BEOHEBT 54T A5 4 AT ABERER R LET,

avy REFEHTLESNPET,

Zoavwy N HHEILIIAN V- HREFF O —MEATE £,

M€ Zoa< K lcommit] (THEHY FH A,

avv R sEH |

FEAIIZ DUV T, featurekey

JIARER  ZDa<vy RiEv v B R TORMEATEET, IHIT, Z0avwr Nign

TA Y RARN (—FRal A Lirviy) TORFEHTEET,
NyF avwry R oavwy NIy FEXREZPR—FLTHET,

ZDa<w RO : showlicense

mail.example.com> showlicense
company: Example Inc.

org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin date: Tue Dec 6 17:45:19 2011
end date: Mon Sep 1 17:45:19 2014
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vin: ABC-123423123
serial: 1003385

(AR

2T, OCLL vy RIZoWTEHEHALET,

geolocationupdate

ERER
B EERY A M2 T CEHLET,

FERAE
fEE : 2o~y NiZ Tcommit] ZIMEH D FHA,
DIRAEE . Z0avwr NEvwyry = R CORMEATEET,

NYF ATV E: Zoavy RNy FEXREZYR—F L TWET, FEMIIOWTIE, help
generalconfig I~V RE AL T, A1V TA 2 ~NTHESBLTLIIEEN,

1

mail3.example.com> geolocationupdate

Requesting update of Geo Countries List.

geolocationstatus

& BA
RN EE R Y 2 FOBEDON—Y a URNERENET,
ERAAE
HE : Zoa~y R Tcommit) [ I4EH D FHA,
HSRABAEE : Zoavr Nivyy E— RTOABHTE £,
NYyF AIVE : ZOavy FENy FEREZYR—F L THEEA,

11

mail3.example.com> geolocationstatus

Component Version Last Updated
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. 7 754 7 >R & Cisco SecureX & 7z [ Cisco Threat Response D&

Geo Countries List 1.0.48 26 Feb 2017 04:22 (GMT +00:00)

7 7254 7 >R & Cisco SecureX E 7= (X Cisco Threat
Response D#i &

ZITHE. KO CLL 2wy RIZOWTHB LET,
» threatresponseconfig (318 ~—3)

» cloudserviceconfig (319 ~—3)

threatresponseconfig

B1LL]

ERAE

A (318 X—)
fEMTGE (G188 ~—)
oMl . T T T AT 2 ATD Cisco SecureX F 7213 Cisco Threat Response DH L (318 ~X—

)

Bl . T ST AT L ADE D Cisco SecureX F 72 1& Cisco Threat Response DL (319 ~—

V)

threatresponseconfig I ¥ Rix ko B #TEH Ljﬁ'@’*o
« 77 Z 47 A LT Cisco SecureX F 721X Cisco Threat Response % A 0Z L E T,

s 7T AT AN B Cisco SecureX F 7213 Cisco Threat Response % )12 L £ 97,

fEE : 20z~ N Tcommit) 23MNETY,
HSRARAEE . —pa<wy Ry T— RCOMERTX 7,
NyFaAv R Zoa<wy NIy FEXREZ R —F L THET,

Bl : 7 TS5 4F 2 XTOD Cisco SecureX & =1 Cisco Threat Response DA 1t

7)/’(@:\ threatresponseconfig I~ ]\%'fﬁﬁiﬁﬁ L T, 7705/]) 7 v A T Cisco SecureX F7-1%
Cisco Threat Response & AT a4~ LE T,

maill.example.com> threatresponseconfig

Choose the operation you want to perform:
- ENABLE - To enable the Cisco SecureX / Threat Response feature on your appliance.

[1> enable
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Bl : 7 TS5 47 A H > Cisco SecureX F =[S Cisco Threat Response D EX 1L .

The Cisco SecureX / Threat Response feature is currently enabled on your appliance.
Use the cloudserviceconfig command to register your appliance with the
Cisco SecureX / Threat Response portal.

maill.example.com> commit
Please enter some comments describing your changes: []>
Changes committed: Mon Nov 19 10:04:35 2018 GMT

Bl . 7 T4 T2 AD 5D Cisco SecureX F 7= & Cisco Threat Response M N1t

IRIZ. threatresponseconfig I~ REZFEH LT, 7774 7 2 AH) 5 Cisco SecureX F 72 1%
Cisco Threat Response % #5h2§ 262~ L £ 7,

maill.example.com> threatresponseconfig

Choose the operation you want to perform:
-DISABLE - To disable the Cisco SecureX / Threat Response feature on your appliance.
[1> disable

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
maill.example.com> commit

Please enter some comments describing your changes: []>
Changes committed: Mon Nov 19 10:04:35 2018 GMT

cloudserviceconfig

B (Description) (319 ~=X—)
FEHE (320 X—)

fl : Cisco SecureX F /=13 Cisco Threat Response ~D 7 7T A 7 2 AD Xk (320 X—7)

Bl . 77 A 7 > A% Cisco SecureX F 721 Cisco Threat Response (Z#%f¢ 7~ 5 Cisco SecureX
H—/NF 721X Cisco Threat Response H—/ DR (320 ~—2)

fl . Cisco SecureX F 721 Cisco Threat Response 705 DT 75 A 7 2 A DGR (321 ~=X—
V)

£BA (Description)

cloudserviceconfig < RIZRDHRTHEHL F9,
* Cisco SecureX ¥ 721 Cisco Threat Response (27 77 A4 7 A &8 ek L ET,
» Cisco SecureX F 721 Cisco Threat Response 7257 7T A 7 2 ADR Gk & MR L £,

o 75 AT A% Cisco SecureX ¥ 721 Cisco Threat Response (2592 72 $1Z Cisco SecureX
% 7213 Cisco Threat Response #— &8N L 5,

e EA A —/)LH — "7 = A T Cisco Cloud Services IR — & L ZH N LET,
o S A—/)LZ7— k7 = A T Cisco Cloud Services " — & /L& M4HZ L,
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ERAGE
FEE : D=2~ NI Tcommit) IMEH Y FHA,
DIARABER . ZOav L NExvy E— R COMEMTEET,
NYF ATV R Z0avwy RENy FERE Y R—FLTHET,

{5 : Cisco SecureX & 7=IZ Cisco Threat Response ~D7 TS5 4 7 > A D&%k

RIZ, cloudserviceconfig 2+ NZ&EH L T, Cisco SecureX F 7= 1% Cisco Threat Response |Z
TTIAT o AERET DBl RUET,

maill.example.com> cloudserviceconfig

Choose the operation you want to perform:

-REGISTER - To register the appliance with the Cisco SecureX / Threat Response portal.
Enter a registration token key to register your appliance with the Cisco SecureX / Threat
Response portal.

[1> de7c55f3ff0absdfsfd4a25aae94dfb064642

The appliance registration is in progress.

5l . 7 754 7 > X% CiscoSecureX & 7= (X Cisco ThreatResponse | Z %t 9 5 CiscoSecureX
+#—/\FE 1= (X Cisco Threat Response H—/\MDE R

RIZ, cloudserviceconfig 2+ RZ&ffH L T, HXE 72 Cisco SecureX H—/3F 72 Cisco Threat
Response — %R L, 7771 7 A% Cisco SecureX F 721X Cisco Threat Response (ZH¢
T oHH R L ET,

maill.example.com> cloudserviceconfig

Choose the operation you want to perform:

-SETTRS - Set the SecureX / Threat Response Server to connect to the Cisco SecureX /
Threat Response portal.

[1> settrs

Available list of SecureX / Threat Response Servers:

1. AMERICAS (api-sse.cisco.com)

2. EUROPE (api.eu.sse.itd.cisco.com)

3. APJC (api.apj.sse.itd.cisco.com)

Enter SecureX / Threat Response server to connect to the Cisco SecureX / Threat Response
portal.

[1> 2

Selected SecureX / Threat Response server is api.eu.sse.itd.cisco.com.
Make sure you run "commit" to make these changes active.
maill.example.com> commit

Please enter some comments describing your changes:

[r>
Changes committed: Mon Jum 19 10:04:35 2019 GMT
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{5 : Cisco SecureX & =1 Cisco Threat Response ™ 5 D7 TS5 4 7 > A D &3 R .

{5 : Cisco SecureX & 7=IZ Cisco Threat Response MW 5D T7 TS5 4 7 2 A DZ %R

RIZ. cloudserviceconfig 2~ R%&f#f L C. Cisco SecureX ¥ 7=(% Cisco Threat Response 7
BT TTAT  ADREERRT HHEZ R LET,

maill.example.com> cloudserviceconfig
The appliance is successfully registered with the Cisco SecureX / Threat Response portal.

Choose the operation you want to perform:
-DEREGISTER - To deregister the appliance from the Cisco SecureX / Threat Response portal.

Do you want to deregister your appliance from the Cisco SecureX / Threat Response portal?
If you deregister, you will not be able to access the Cloud Service features. [N]> yes

The appliance deregistration is in progress.

EBF A —IL 7 — b = A T Safe Print % Z KX

safeprint

Bk

ER7E

1

FEF A —/LH— M7 = A T Safe Print i% & Z T 512013, scanconfig > safeprint Y7o
Y REMEHLET,

« il (321 =)
fEMGE (321 X—2)

o il (321 ~2—3)

safeprint 7 A~ NiX, B A —/L7— hU = A T SafePrint i E AWK T D72 DITHEH L
iﬁ‘o

fEE® : Zoa~< 2 NiL lcommit] 2XMLETY,

HDSAREE . Z0avwr RN, §R_RToO~YrET—RK (o2, T)—F <) T
HTx%E9,

NyF AXV K ZOavy NIy FEREz YR —F L TWEd, FEMI OV T,
scanconfig safeprint 75?]\7‘7 [_/T\ /( 3/3/( ://\/1/70%23% LT< fiél/\o

ﬁ(@fﬁ”fﬂi\ safeprint ‘3'73"\7:/ k%’fﬁﬁﬁ LT, %%7{ “—/1/53“— N7 xAT SafePrint?&“ﬁE’%
R CE E 9,
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mail.example.com> scanconfig
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.

[1> safeprint

Enter the maximum attachment size that can safe-print.

[5242880]1> 2

Enter the maximum number of pages that you can safe print in an attachment.

[10]> 5

Do you want to use the recommended image quality value to safe print an attachment? [Y]>
yes

Do you want to modify the file types selected to safe print an attachment?

[N]> no

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.

[1>

Mail.examle.com> commit

Please enter some comments describing your changes:

[1>

Do you want to save the current configuration for rollback?
[Y]> Changes committed: Thu Jul 18 14:24:53 2019 GMT

Talos 7 5™ FH—EXADT TS5A4 7 2 RADIES

ZZTHL KO CLEL 3wy FIeob Tl LT,

- talosupdate (322 ~~—2)

» talosstatus (323 ~X—7)

talosupdate

Bl
talosupdate 2= R, Talos T P OHFETERTAH7-DITHFEHINET,
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&

1

talosstatus

B2k

ERE

1

fEE : 2D~ NiZ commit IZHLEH Y 5 A,

HSARAEE . —pa<wy RiEvyy T— RCOMERATE F7,
NYF AT R Zoa<ry RNy FERXRETR—FLTOEE A,

mail.example.com> talosupdate

Requesting update for Talos components

maE

talosstatus 2~ R, Talos 7 77 Ry —E R L DOBEIEHIND., BHaEsgsa
R—=R hONR—=Va VEBLOEHFAT =X A 2RI LET,

fEE : 2o~ NiZ commit IZIMNEH Y £H A,

PDSARRER . —oavr Nii~vyry E—RCTOMEHATEE7,
NYyFaAIVER . Zoavwy RNy FEXEZSR—FLTWERA,

mail.example.com> talosstatus
Component
Updated

Sender IP Reputation Client

2020 13:06 (GMT +00:00)
URL Reputation Client

2020 13:06 (GMT +00:00)
Service Log Client

2020 13:06 (GMT +00:00)
Talos Engine

2020 13:06 (GMT +00:00)
Talos Intelligence Services Module

2020 13:06 (GMT +00:00)
Talos-HTTP2 Component

2020 13:06 (GMT +00:00)
Libraries

2020 13:06 (GMT +00:00)
Protofiles

2020 13:06 (GMT +00:00)

Version

1.0.0-1350252

1.0.0-1350252

1.0.0-1350252

1.95.0.220

1.95.0.648

0.9.290

1.0.0-1350252

1.0.0-1350252

Last

28

28

28

28

28

28

28

28

Feb

Feb

Feb

Feb

Feb

Feb

Feb

Feb
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. CiscoE *—)L ¥ 21 F 1 5— k™2 = 4 & Cisco Advanced Phishing Protection D&

CiscoE A — )L ¥ T4 77— kx4 & Cisco
Advanced Phishing Protection D#t &

s eaasconfig (324 ~—7°)
« eaasupdate (325 ~—3)

* caasstatus (325 X—7)

eaasconfig

« il (324 X—)

RS (324 - )

fil cEA—NEFX2UT 4 F—FT oA DEEE (324 2—)
B7LL]

CiscoE A—/L 2% =2 U T 1 7— b7 = A % Cisco Advanced Phishing Protection 7 ¥ 7 R¥—E
ATERRLET,

ERAE
aAZwvbk: Zoa~<r X lcommit] BNMHETT,

VSREAER . Z0avr N, IRXTOY =R (FTR¥, TN—7 <) T
ATx£4,

NYF AT R: Zoa<vy RNy FEXREZ S R—F L TWERTA,

Bl :EX—ILtEXxa)Ta T—Froz A DEER

R DFIE, Cisco Advanced Phishing Protection 7 7 7 R —ERIZE A — /L &% =2 VT 4 F—
Y = A BRGET DD ORENZ R L TVET,

mail.example.com> eaasconfig

Choose the operation you want to perform:

- REGISTER - To Register the appliance with APP portal
[1> register

Available list of APP region(s) for the registration
1. AMERICA

Select the EAAS region to connect

(1> 1

Enter passphrase obtained from APP portal:
Registration is in progress. Please wait.
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eaasupdate

i

ERAE

1

eaasstatus

B2k

ERAE

eaasupdate .

Successfully registered the device with APP portal.

Would you like enable APP [Y]> y

T (325 ~—)
« I (325 X—)

o f5i] (325 ~2—2)

Cisco Advanced Phishing Protection =2 2> O HH & FEICER L 97,

FEE : 2~y N2 lcommit] 1ZMEH D FHA,
DSARRER . Zoavr RiEd~vyry = R TORMEHTE 9,

NyF ARV K ZOavy FERNy FERz PR — L ThES, FEMIZ oW T,
eaasupdate force IV REAJILT, A1 TA L ~NTESHRLTITEIN,

mail.example.com > eaasupdate

Requesting check for new Eaas updates

« BH (325 X—2)
AR (325 =)

o 5] (326 ~2—3)

Cisco Advanced Phishing Protection =23 > D H#H % FHEI CER L £,

fEE : ZDa~< 2 N2 Tcommit) ZMEHD FH A,
HSRAEE . —pa<wy RiEvwyy T— RCOLMERTX 7,
NyFaAvo R Zoa<xy KigRNyFERXZ Y R— ML TWEREA,
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mail.example.com > eaasstatus

Component Version Last Updated
Advanced Phishing Protection Engine 1.0 Never updated
Advanced Phishing Protection Config 1.0 Never updated

Cisco Success Network {5 L 7= CiscoE A —J)L £+ 2
)T 4 T— b,z DA—HYITFTAR) T ADMELE

FEF A —7— 7 = A D Cisco Success Network (CSN) ZHZhE 7= I13EICT HI12iE,
csnconfig A~ ]\%1§)ﬂ L/iﬁ‘o

csnconfig
« BB (326 2—)
< fEH T (326 N—)
Bl EFA—NT—FTU A DCSNOERE (326 ~—2)
il BFA—NT— T A D CSN DE (327 <—2)
& BA

csnconfig @i\ %ﬁ’%f ““/]//72““ }\ '7 I/I) @ CSN %ﬁiﬁifdiﬁ%’?ﬁ&iﬁ“é fl&)izﬁiﬁﬁ Li*ﬁ;

ERAAGE
FEE . o=~ KL Tcommit] AHETT,
DIARABER . ZOav L NEIxvy E— R TCOMEMTEET,
NYFARU R Zoavy FEANyFEXAEYHR—FLTHET,

Bl BFA—IT— oA DCSNDEZE

/J/—(@@ﬂjfli\ csnconfig o< f‘%ﬁ"iﬁﬁ LT\ %%7{ _/l/bj_ ]\ '7I/|)@CSN %ﬁ?ﬁ'ﬂﬁf%i
o

mail.example.com> csnconfig

You can enable the Cisco Success Network feature to send your
appliance details and feature usage to Cisco.

Choose the operation you want to perform:

- ENABLE - To enable the Cisco Success Network feature on your
appliance.

[1> enable
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The Cisco Success Network feature is currently enabled on your
appliance.

mail.example.com> commit

Please enter some comments describing your changes:

[1>

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Tue Mar 17 16:14:38 2020 GMT

Bl BFA—ILT—Fox4DCSNDEMIE

ROFITIL, csnconfig A~ K& H LT, BTFA — /)L — K~ = A D CSN %ﬁ?ﬁ’”ﬁf%i
D

mail.example.com> csnconfig

Choose the operation you want to perform:

- DISABLE - To disable the Cisco Success Network feature on
your appliance.

[]1> disable

The Cisco Success Network feature is currently disabled on
your appliance.

mail.example.com> commit

Please enter some comments describing your changes:

[1>

Do you want to save the current configuration for rollback? [Y]>

AsyncOS API [[117® CiscoE A —JL X)) T4 5—F
) = 4 T® OpenlD Connect 1.0 D% TE

WD Z AT % FITT HITIE, oidecconfig A< RAfH L £9,
* AsyncOS API D7 A —/L77— 7 = A T OpenID Connect Z i E L £7
A A —/L%— k7 = A T OpenlD Connect f#& %k & % HIBR L £ 9,

oidcconfig
A (328 —)
 ERJTIE (328 =)

« 5 : AsyncOS API H{® OpenID Connect D% E (328 ~—3)

o 5l EA A=/ — F T = A TO OpenlD Connect % E DHIFE (329 ~—)
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oidcconfig A~ FaEEHL TRDOHZ AT %2 FET Lijﬂo
» AsyncOS API {Z OpenID Connect %% E L £,

« A A—/L4— 7 = A T OpenlD Connect H iR & & HIF L £,

BT : Z0a<r KL lcommit] 2ASLZETT,

HSRAER: —pa~vy NI, T _THO~Y Y EF—F (5282, IA—F <) Tff
AcExd,

NyFaAvo R Zoa<wr NIy FEXREZ R —F L THET,

15 : AsyncOS API Fi (D OpenlD Connect ()% €

RIZ, oidcconfig ¥ R&EMH LT, AsyncOS API HIZE 1 A —/V % — b 7 = A T OpenlD
Connect ZFXET HH 2R LET,

maill.example.com> oidcconfig

Choose the operation you want to perform:
- SETUP - Configure OpenID Connect for AsycOS APIs
[1> setup

Enter the value for metadata URL

The metadata URL is used to fetch the OpenID Connect configuration metadata. The metadata
is used to validate the access token

[1> https://maill.example.com/adfs/.well-known/openid-configuration

Enter the value for "issuer"

The value must match the issuer claim value of the access token when validating the
access token

[1> http://maill.example.com/adfs/services/trust

Enter the value for "claim" that contains role information
The value is used to retrieve the role information from the access token.
[1> CiscoMaillAPICaller

Enter the value for "audience":
Use a comma to separate multiple values
[1> Role

Do you want to create an external group mappings? [Y]> yes

Choose the operation you want to perform:
- NEW - Create a new external group mapping.
[1> new

Enter the external group name to map (group names are case-sensitive):
[1> role map

Assign a role to "role map":

1. Administrators - Administrators have full access to all settings of the system.

2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
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Bl : BFA—ILT— b7 4 T OpenlD Connect 5% T D AR .

4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]1> 1

Mapping for 'role map' to 'Administrators' created.

Choose the operation you want to perform:

- SETUP - Configure OpenID Connect for AsycOS APIs

- DELETE - Remove OpenlD Connect configuration settings
[r>

maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Tue Nov 24 06:39:45 2020 GMT
maill.example.com>

5 . BFA—ILYT— b7 = 14 T OpenlD Connect 5% & D Hl B

KIZ, oidcconfig 2 ¥ REMH LT, 1A —/5— F ¥ x4 T OpenlD Connect DX TE %
HIFRT 262 R~RLET,

maill.example.com> oidcconfig

Choose the operation you want to perform:

- SETUP - Configure OpenID Connect for AsycOS APIs

- DELETE - Remove OpenlID Connect configuration settings

[1> delete

Are you sure you want to remove all OpenID Connect
configuration? [N]> yes

Choose the operation you want to perform:
- SETUP - Configure OpenID Connect for AsycOS APIs
(1>

maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Nov 24 06:52:55 2020 GMT
maill.example.com>
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