il

EFA—ILtEFal)T4 EZFDERA
ik

ZOEL, WOBETHRINWTVET,

BT AN XU T 4 E=X O, on page |

B AN EX2 VT 4 T=H ~X— onpage 3

cHLWWeb f VX —T =2 ADETFA—/V X2 T 4 T=X ~— onpage 45
« LAR— MMERROEEL, on page 97

o LARN— N DAL, on page 99

¢ A=)V LIR— R D KT TV 2—TF 17, onpage 103

BEFA—I)LtXal)T14 EZADHE

B AN X2 T E=XEEIL, BT ANEET R ERAOTRTORT v I MhET —
AEWWELET, T—F =2, IPT FLRICESWTHRE S A —/LOEEE R L TiE
LET, £, IPLE 2T —v g —bEREBHELTCY TAEZAL DDTAT T 4T 41
WEPELET, 2—ViE, T XTOBEBFA—NEEFEEOR—NN A—)L Ta—@RE-72
BIZREL, A1 ¥ —3y N EOREREEO /o — R VEREGD 70 7 7 A VERRTEE
T, BFA—IN X2V T 4 T=HEETIE, BF2VT 4 F—L20, 2—PF~DA—/Lik
f5E, 2=l L o TEZFEINDIA—NDORE, BIWEX2 T 4 R —0FHED HL—
TEHLD] ZENTEET,

ZOETIE, IROFIEZHOWTHHALET,

CRETHEA =Y T —RF AT EODEF AN X2 T B A EEE~D
T 7' A,

CEFEEDIP L 2T —varAarERELEA— LT a—RY v—OWRE GFFafY A
M, 7By 27 VAN BERITL—URAMOREH) , Xy hT—7 F—F— FAA
SEHITII@EMDOIP 7 RLAIZHOWTH 7 ) —&2ETTX F7,

e A=) Ta— A=) AT —H AB LNV AT AIEZE SN A —/VZHET D8,

BIA—N X2V T 4 F=H T—HRX—ATlE, HEEA—NVOFFEDET A — VL EFHIC
DT, WOBEBENRTA—ZE2THFLET,

EFs—nLtxaysq w=s0EAsE



BFA—Lt¥ayT« E=40EAAE |

. BFA—ILtFaT1 E=FLEFER

)

cAvtE—VOR

- Bl

« SR DIV EE LR S TSRO g

« TR LR RIRE

EEELVEaT—vary T4 IO —HER

« ANADBENDOSH D, BIOHEIZANALHININD T v FARL X yE—T 0%
T YT UANA ATy LS E o TRIHENTZ VA NV AGEA v 22—V D¥

T UFAREAF X VOFEICOWTIE, ARNLABIOT LA A—LOEHESRL TS
W, TUFTANLA AR AZOWNWTIE, TUrF A NALAEZSRLTLIEE N,

B A= X2 )T 0 TE=XEREIT, N 2—Y (BT A—NVZER) A vE—Y
DEEELEEL, EDOA v E—JIZioThIH—ENTmarT oY 7 40V ZIZET A 1E®R
HEELET,

B A—NEX2 )T = FEBEIIGUIZITTEATE, EF AN T 747 BLD)
TTIAT A (R, V—7Fa—, BYRE) OAT—HZA~ODa—%ftLET, 7
TIAT AT, EEEVEEDO N T T 4 v T T 7y A VOFFICEEY L WA L
FT, WASNIEEEHFITA v F—T oA ATHHEBRINDDT, EEELEEEEINV—T
WZEID YK TEHD, BEEDT 7 BATa T 7 ANEERT L EICE o CREHEEZIRL Z &
MNTEXET, £, 512X AsyncOS DEF =2V 7 4 F—ERICHHESEDL I ENTEE
T, EEA—NMIHEBEOET=X Y THRENRH D, A= Fa—0O L RAAL VB IOE
RARNDAT—=FZ A 2 — 2 LET (REEE AT — % Z5EH (Delivery Status Details) ]
~—7 on page 22% &) |

Note

BFA—NEX2 T4 E=ZBERETIZ, 7794 7V ADOHFREIFICT — 27 F 2 —|THFEEL
A=V OERIIRE S NEE A,

AS;EE
cEF AN XY T 4 B K LEPE, on page 2

BFA—ILEXa1)T4 EZFELEFREHE

EBRLVR— T —ZE2FRTHITIE, CiscoarT oY X2 )T 4 BB T 94T L A%E
ALFET,

ISR ENTET TIFA TV ADEFA— N X2 )T ¢ T LR— MIEHTEEY
o TRTOULR—NMI, w2 LULITHIBRENE T, 2FED LAR— NI, 7 A—7 X
JIVETX T TAHX VUL TIEFEITTEERA, BARO~ DB TEITTETET,

[7—H4 7 LAR—b (ArchivedReports) ] 3= IZOWVWTHREETT, RESINTNDHHKE~ Y
Y MBOT—HA T EMATHNET, LEERo T, rl/‘\]"*f\iﬁkj HerElL, BN L7z~
VDB TEITENET,

B EFA—LtFa0T1 E-2OEASE


b_ESA_Admin_Guide_13-5-2_chapter17.pdf#nameddest=unique_5
b_ESA_Admin_Guide_13-5-2_chapter16.pdf#nameddest=unique_124

I BFA—ILEFa T4 EZF2OFERAE

Eri—Ltxayrs e84 ~—9 |||

[E#I LA — bk (ScheduledReports) |-X—1d, v v L-YLZHIBRSNLERF A, LT,
RO~ TREXZIATEET, v LUV TEITSN, ERDOAT Y 2 —VEE S
NI VR—NMI, A ET77T 47 VR— e EoL[@ERDT, 7 T7AZ L~YL TRy
Va—VBESNILVR— NeRIET D5, 7 7 AZRNOE <V UBMA O LR — b E2EF
LET,

[ZOVAR— %27 L Ea— (Preview ThisReport) 7R % %, B 27 A VAR Mk L THFRIZHE
ITTEET,

EFA—LtFaUTs T4 R=

B AN X2 YT 0 T=FHEREIL, [F=4 (Monitor) ] A == —CHEMAAIGERTXTD
~N— (7272 L [I@# (Quarantines) ] ~—1EfR<) CTHER SN ET,

GUITZINOLDN—VZ2FHLT, 77 I9A TV AD) ZAF—ICHHGE LTS RAL UV E2E=
HTXFET, BEVWOTFI5ATUAD [A—17m— | OF=X_ J— . 5. BLOS
HAFITL, THA—LDOKREEEZL (28w —] GRKEOFEEN A —LDOKEEEE)
FRIEVANAEREEORV DO L 2—HF EEXHTEET, ZNHDOX—VFK, VAT A
DEFHERD N T TNy a—T 4 B HEEHET (IPLEaT—varAary, FAL Y
WX HEEORE SN —FO—F/ PEEFERE S ET)

INHEDOR=VNE, TTIA T ACE#HT D A=), S5 — MY A OFHE B2 TF
ETHH—ER IPLEaF—rarh—bER TUFARARAFY L —ER TrF7
ANVAAXY L X2 VT 4 —ER, avT oV T 402 BXOTONT LA T T 40
2) \ZBSET A A — L OSFITESL B T,

~R—U% Lo [HIRIAPDF (PrintablePDF) (V> 27 %227 U v 7 35E, §XCOEFA—/LE
Xa T g BE=H A=V hkHEASLTVHRIERO PDF B CAER TE £3, HiELSOSFET
@ PDF DA DWW TIL, LAR— MIBET 5 1EESHE, onpage 982 B L TS 2S00,

[=27 AR — b (Bxport) ]V 7 Tk, 77 78 LMD T — 4 % Comma Separated Value (CSV;
B <R HE) BRI s AR—FTEET,

T AR—=RNENTZCSVT—X L, TTITAT LV ATOREIZHDPDOLT, T XTOA vE—
CPhIvX T BIRNVR—T 4 T =2 % GMT T/RLET, GMT B ~DZEHO HEF)
X, 77 I9A T VARG TICT =X 2 L720 . BEOMEICH LT 77,47 2 A
SOT =R BT AT — X R LY TEX5L918T570TT,

Note

n—HT7A RSN CSV T —F %7 AR— T 555, —HO7 70 TCIIAHLAIEL
SERENZLNWZENBET, T, =W T4 XENTZTFA MNIX LT, —FH DT
TENEY R LTy FEEH L CW AW T, ZoRMEAEERT DX, YA E
TAATIRAEL, [Z77 A (File) 1>[BH< (Open) |ZEHLTZ 7 A VEREET, 77
ANEHNZL, =BT A RENTETFANeRRTHEOOL Ty hERIRLET,

LR— bk T—=H DTy AR—FOHBALOFEIZ DWW TIX, CSV 7 — X OHfE, on page 42%
ZHLTLEEN,

EFs—nLtxaysq w=s0EAsE



BFA—Lt¥ayT« E=40EAAE |
B sxczzi—ntexau540 x4

BFA—LEF2)T4 EZER=DDYREL
e [¥vA ¥ v 2R — K (MyDashboard) ]~X—<", on page6
o [BEZ (Overview) ]-<—7%/, on page 7
s [%1 A —/V (Incoming Mail) ]X—", on page 12
{5 ¢, on page 19
« {57, on page 19
o (EEHEEA T — % X (Delivery Status) ] ~~—<”, on page 21
o [N#EB=—" (Internal Users) ] ~<—<, on page 22
« [DLP A >>>7 > b (DLP Incidents) ]X—73", on page 24
s[m T 7 L% (Content Filters) ] 2—<’, on page 25
« [DMARCH:GE (DMARC Verification) | <<—1/, on page 26
[T hT L A2 7 4% (Outbreak Filters) ]-<—3", on page 27
«[UAINAR X AT (Virus Types) ]-2—<, on page 29
« [URL 7 4 /4 U > 7 (URL Filtering) ]-3—7<", on page 30
«[Webtf % F 27 a7 v¥x 7 (Weblnteraction Tracking) ]-<—<, on page 31
e 77 AN LT —va BT 7 A N8 L AR — |, on page 32
« [TLS ##%¢ (TLS Connections) ] ~—73", on page 33
* [3218 SMTP 723 (Inbound SMTP Authentication) | ~—<, on page 34
e [L— MlFR (Rate Limits) ]2—<", on page 35
s [ AT L% & (System Capacity) ] ~<—73, on page 35
s [V AT LAT—H A (System Status) ] <—737, on page 39
o [REED A—/L (High Volume Mail) ]X—<’, on page 41
o [AvE—T7 ¢/ (Message Filters) | ~3—1, on page 42
o HIBRAY /3 #~<—27, on page 20

* [Safe Print] ~<—13 , on page 42

BRELEFA—ILEX2IYT 4 =X

B AN X2 T 4 T=F RXR=UDELTE, MBET7+—L2NEENTHET, ROK
FEHH Z#MBECEET,

«IP 7 KL & (IPv4 3 LN IPv6)

B EFA—LtFa0T1 E-2OEASE



BEFA I X1 T14 EZFOFERFE

LR—raEhd A ve—somnxs ||

« RAA Y

c Ry hT—7 F—F—

s N —4

s SESE R AL

« NEBEFE D KA A >

c NEREEEZE D IP 7 KL &

cFIERAAL VDORUEAT —Z A
RAA Y, Xy b= F—F— BLOAHZ—VFORBTIL, METFA MIERIT K
SHLN, ANLTETHRARNTHELHE (722X, Tex) TUHELYAIL lexample.com)
W= LET) Z2REBETINEERLETS,
IPv4d 7 RLARRTIE, ANLIETHFRAMBRERRTAP AT v b (Fy MEE 10 #EEL)
DORFEEE LIRS E T, /& 201E 117 EAHTBH L. 17.0.0.0 ~17.255.255.255 D
FHEPMBINET, 17.00.1 12T —F L EI28, 172001 1T —HLEHA, B2 BHE

DFENE., 44 7T v I R_RTEANT BT TT, IPT KL AL, CIDR X
(17.16.0.0/12) HLH¥HFR— KL TWET,

IPv6 7 R L AR Tl AsyncOS (TR DX Z VKR — L ET,

* 2001:db8:2004:4202::0-2001:db8:2004:4202::ff
* 2001:db8:2004:4202::

* 2001:db8:2004:4202::23

* 2001:db8:2004:4202::/64

FTARTORKIE, N— Y THRABRE N TOLRERHFEMHICRE S E T,

LR—MIEFENDA Vv E—DDFEHMORT

&

ATy T2

COMREIX, LR—FE N T XU ORMEE b — VDA (Cisco 2T Y R
TAEHET TITAT VATHREFHINTHRWVEES) 20, #HiEL x4,

Procedure

VR—F R=Y DT =T NV bLHEADFEFE7 ) v 7 LET

(DT =T NMZDIH, ZNS5DY 7 3HY £1) ,
ZOFFIHETAHA v E—UNRAvE—Y N TR T TRIRINET,
TicAZ7me—n LT, VA FEFRRLET,

What to do next
EPEREYS
s A= 8T o T OMBREROMHH

EFs—nLtxaysq w=s0EAsE


b_ESA_Admin_Guide_13-5-2_chapter34.pdf#nameddest=unique_1378

. [¥4 &y aR—F (MyDashbhoard) ] R—

EFA—LtFaUTs E-20EALE |

[v4 &< a/R— K (MyDashboard) ] R—

BEAFO Lfim hOR—UnbF v — b (F57) EF—TAEMBADETHAY KETA—
NtEX2VT 4 LIR—bOXR=V LR TE LT,

E[:0) BRAEFIR

TAHZ N LIR— F =1,
IZE Y 2 — L EBEN

()
HFEDLR— h R=VOFEDEY 2 —/Vi%, ERROIED

CBEVa—/MIELRTBINTEEY, TTIIREDEY 22—

[E=% (Monitor) |>[¥A ¥ v 27”"— K (MyDashboard) ]
WEBEIL, Va2 VOELEICHA[X] 27V v o LTARER
oI 'Y 2a— L EHIERLET,
WKONWTNPEFITLET,

e WAB N VIR— MIEY 22—V E BT 5%, [T=4
(Monitor) | A==2—DFDLR—F X—=IJHNOEY 2—
NEDHREZH ) 7 LET,

«[E=% (Monitor) [>[v A ¥ v adh—F (My
Dashboard) JIZBEIL, WDt s a0 [+ R
vE7V s L, BINTALVR—KF TV a— L ERIRL
FT, MERLUR—FERDOTBEDIC, 7 varo
[+LAR— FEY 2 —/L (+Report Module) | %7 2
EROLGENRHD £,

TV 2= ART T A MRIEICBMENET, WA~ XL
7o (T2l X, FZBn, HIBR, EIXE~&ExL7ev, ) £
Va—EENT L5813, o0V a—LaBMLE
%, MEIASZ~AXALET, JLOEY 2 —/LORFRHIFEFH TR
FanEtai,

BN Bl ZRi>F v — b (72 & 2%, [ (Overview) ]-%—
VINbD 7T 7)) BT 2561, MEFIZEBEINLET,
VNS U T, 3257 —20BIC KT v 7 7 K ey
TLET,

WFNDEHERN L2 HEoMER T3, HHHNaMML
TEV2—/LZIBNTERWERE, oGikEeR L TES
Uy,

V& LAR— MBI L TWAEER, B4 7Y a UFIHT
X7 o TWET,

B EFA—LtFa0T1 E-2OEASE



| BFA—LtF2)T4 E-2OFERAE
[#Z (Overview) ] R— .

S BAEFIR

WAL L LAR—F =1L [EZ=42 (Monitor) 1>[vA ¥ v 2R —F (MyDashboard) ]
DR ZIERLET,

2. [FFff#EPH (TimeRange) |7 v a v DL AR— hOHFE : T
TOLVR— FOR—VHITEE SRR [~ 1 &4 >
v 27" — F (My Dashboard) | X—Y DT X TDEY 2 —/U|Z
WHENWET, RornT HREHHEHEZ IR L 7,

L BMENEEY 2a— WIBEET A7 v a0 FEiicE RS
nEJ,

HAZ K VLR— b _X=Y | BOGFTCEY 2 — V2 KTy 7 T F ey LET,
TOEY 2—/LOHHLE

HABZNVLR— =D |V 2a—VDOEEZHAH [X] 227 v LET,
MEDEY 2 —)LOHIR

[#FTZ (Overview) | R—

% (Overview) ] S—I2iE, MREEB LY (ZOX—=T D[V AT LHEEE (System Overview) |
v arm) TUNT VAT T 4NEDAT—Z ADOER L BFEWOT I3 A4 T AD
A —=UT 7T 4T 4 OMEINRINET, EE (Overview) | ~—TITiX, 77 70,
EZEA v E—VOFMRA vy E—VRbERREINET, ZOXR=VEFEHLT, F'— o=
AMPBHADTETRTCOA— LD T —%hF=H TEET,

M (Overview) [ X—IZiX, ZEA— (VEaT—vary 7402 ) T > TEIR
ENFAYE—=URE) KBHLT, 77947 A LIPLEaT—va P —ERA0OHEES
ERDPYRT L RENTWET, MEE (Overview) ] X—Y Tk, ROBEEFEITTEE

7

=tV xA% THAV] T5TRXTOA—LDA—=)V N> R T T T5ERRT D,
cRITENTA Y=Y, IPLE 2T —Ya T4 NR ) Tk TELEENTEA vyE—
V. ZEENENIA =T ARAE LTI ENTEAYE—Y, UA LA E
LCv—27 &N AvE—Y BIOZ Y =0 A v —V0BAEREBERICERT 5,
e VAT A AT —=HABI O — VRt~ ) — &2 F T 5,
« Threat Operations Center (TOC) TAFA[HEZRIHFHIZIL ST, BIED T A L 2 DFEAFH
RV AN ALSNDOFR NG EHERT D,
MEZ (Overview) ]X—UL, [ AT LAME (System Overview) | &7 v a VB L UOERF
A=NDTZ 7Y~ —=Dks T arD208 0L TWET,

ESPEREENS

o VAT LREEE, on page 8
 EZEDOY~ Y —L 2T 7 onpage9

I EFs—nLtxaysq w=s0EAsE



B x7sm=

\"
N
i
b.
]
W

A T—4H R (Status)

\'l

DAILRBE LA

BFA—Lt¥ayT« E=40EAAE |

« B A —/L D434, on page 10
o A= D57, on page 11

[BEZE (Overview) | X—T D[ AT LREE (SystemOverview) |7 v a > id, VAT LX v
Valh—RELTHREEL, AT L2BXV0Y—V X2 —XT7—F A [RBEAT—% A BET
VT AT AREDT T4 T AT DA~ LET,

EEEE

¢ A7 —X A (Status) , on page 8
o VAT LREE (System Quarantines) , on page 8
o AL AE LU, on page 8

Zokr v arTE TTIAT A BIUEREA—NVABEOBIEDIREBOMEI /RS E
D
[V AT I AT —H A (System Status) ] : IROWTINOIRFETT,

« 474> (Online)

o J Y — 2% (Resource Conservation)

o 515 1k (Delivery Suspended)

» 15151k (Receiving Suspended)

o« U—7 Fa——MZ1E (Work Queue Paused)

cFTTA
FEMIZOWTIE, CLIICEAEHBIOE=4 1) 7 2R L TIEIW,
[218 A v & — (Incoming Messages) | : 1 Kffi]dp7z ) DFFFE A — /L DFE L — b,
[V—2 ¥=— (WorkQueue) ]: V—7 Fa—HNOUEFEL A vE—T 0%,

[ AT I AT —H A (System Status) | _X—VIZBENTHI2IE, [V AT L AT — X AFEM
(System Status Details) |V 27 %27 U 27 LET,

AT L JE# (System Quarantines)

ORI a R, TTIA TV ATOT 4 A7 ERENO BN 3 SORREEZRIT 5158
(lRBED4 AL, WBBEOMEME (7 ¢ A7 8k | BIEORBE=Y 7RO X vE—%R L) M
FRENET,

[PNERRREE (Local Quarantines) | -~2—IZBEIT 51T, [PNEBREEE (Local Quarantines) ] U >
JuE7 Vv LET,

Z ZCliX. Threat Operations Center (TOC) 72>H ¥ &5, Outbreak D A7 —# X% /R LE
o Fro. WRBEOMEME (F 4 A7) | REENO A v =87 E 77U T LA 7 REE

B EFA—LtFa0T1 E-2OEASE


b_ESA_Admin_Guide_13-5-2_chapter39.pdf#nameddest=unique_1386

I BFA—ILEFa T4 EZF2OFERAE
zeEoy<I-tv57 I

DAT—H AR LET, TUNT VA IMREEX. T7I9A TV ATT O RNT VAT T 4 )VH
MREZ A X — T WVICRE LB DBFRENET,

\}

Note i1l ~L 4 LD —FERESE LD, 77 AT 74— T
[downloads.ironport.com| (ZXf L CA— k80 ZFAK LENRH D 3, HDHWIEL, rn—
AN —NZIRE LT HEE, B A D=2 R207 FL A2 LEY, %
7o, [P—EADT v 75— (Service Updates) | " X—VZfH L X v re—RKHO a %
EREEHDOLGE, BNV A P —4F, ELL T vy 77— hENRET, FFHIzON
T, =R 77T — 2L TSN,

A1 Threat Operations Center 7 = 7 %1 A RRT DI, [TV M7 LA 27 OFH (Outbreak
Details) |27 Vv 27 LEd, 2OV 7 &k éﬁé i BHENOTTITAT A TA
A=y MR TEDLENDHY £3, (ERDY 1> KU (Separate Window) ] 7 A =1
i, 27V w73 5ERMEOY 4 v RO I BN DZEERLET, TRHDOT LR
VERRCEDLLICT DT, 779 VFORy T T v 7 Tay NERETHLERHY F
7

EZEOYT)—ET5D

EZEOY~ =D a Tl VATAEDTRTOA—=NVLT 7T 4T D) T NVH
ALTITAET A ~DOT 7 BADBRMIEIN, EZEFEA—NDT T T L A= P~ —TH
ENTWET, =—HF, [ (Time Range) | A == — &/ L TGRSR LD ¥
ALTL—AEFIRCTEXEST, BIRLEXA LT L—AF, TR_RTCOBFA— N X2 T4
FoHX RXR—UTHEHESNET, AvE—VORKFATERFIATIVICET LRI TO &
BY TT (FBFA—/LDOSHE, onpage 105 1)

A=)V NV R T T T7TE, A= 7a—>nH{RRicRrsnEgdTn, <~ —7—7 1T
L. FICHEROEEH2NRARSNET, P~V —TFT—7ZE, A YE—Y XA TD
HEHLFEH GUITENTAvE—Y, BEA vE—, 7 —0 A v —I0REEET) 2N
EFENTVET,

FEZI 7RO~ —Th, FEANVICEHTDEROFERIRINET,

BEIEE
eI AN X2V T 4 FE=FTOA v —VHEFHIET 5 FE S, on page 9

BF AL tEXa)T14 EZETOAYE—UKHICETEHEIEEE

BIA—N X2 T 4 F=IRERA—NVOEFMERT 7L, AvE—UdHloo
ZEHEOEIZE > TR 9, =& 21X, example.com 205 3 ADZAFHIZEE S EE
Av—ViE, ZOREENLO3@EE LTHEHINET,

EEHEL 2T = a7 4N AL TT a7 SN A vy E—VIFERICIEY —7 Fa—

A%&wwf TTIATVAFEREA v E—VOZEEDOY A NMIULXT 7 BATEEE
ho: A BEEFEAL TCZEHEOENTRHISNET, ZORUITV AL > THIHS
ﬂﬁ%@ﬁ\%ﬁ®@§?W5®ﬁﬁﬁﬁﬁV7UVﬁﬂ%ﬂﬁﬁwfwiﬁo

I EFs—nLtxaysq w=s0EAsE


b_ESA_Admin_Guide_13-5-2_chapter38.pdf#nameddest=unique_644

BFA—Lt¥ayT« E=40EAAE |
B ==1—ross=

BFA—ILDHEE

22 (Overview) ] _X—T B XW[Z(E A —/L (IncomingMail) ] X—Y THEINDL A v E—
ik RO X NET,

s[IPLE =T — 37 4 VHZIZKHIEIE (Stopped by IP Reputation Filtering) ] : HAT 78 U
ko TT Ry I ENTTRCOEFRICEERE ErA— NV X2V T4 =
HTOA v —VEFHIET 2 FEF, onpage 9% 2 M) 2 F UIEIZZEREIZXL -
T a vl SNTTRCOZGERE N Z -8,

o (#2705 {5% (Invalid Recipients) ] : fE3K D LDAPEMHIZ K » THEEG ST X TOEAF
FHAT TR T D RAT HEEE AN 2 72 M,

o [ARNA A vE—fH (Spam Messages Detected) ]: 7V F AR AXy L P T
Bth, 380V HY E L THREENZA vytE—Y, BIURANRLE A NV ADOMG T
P SN A v —T ORI

[UANAR = (Virus Messages Detected) ] : A /LA & L CIEBGIETZ A R /%4
TRV ERE SN A v =V OREE X OEIEA,

A\

Note =2y CEARWVWAvE—V RIS LESNTZA Y
TV ERETOILICT VT UL N AREEI T
BE., IhbDAvEe—UiF, UANVAREE L TT
372, 2V —rv Avk—U L LTHEHEINET, £
NUNDLZEITT, A vE—TIF VA VARREE LTHE
FanEd,

s [(EER~ LD = TRAENC X S (Detected by Advanced Malware Protection) ]: 7 7 A /b
LEa2T7—3aryTA4NZ I TICRY Ave—VOuMN 7 7 ANDEEDH LT 7 A
NELTHRMESNE Lz, ZOMEIZIEX. 77 A ASIICRVEERS D L S HE
DT v TTF—=ERZ T 7ANMIEENEE A,

[EEDOHDLURLEGTr A v — (Messages with Malicious URLs) ]: A v —IZE %
25120 EOURLA, URLZ 4 VZ Y 72XV EEDH S URL & LTHRIEENEL
7=

[TV T 4 NHFIZ L DIEIE (Stopped by ContentFilter) ]: 272 7 4 L ZIZE -5
TRIESNT= A v E—TORRE,

* [DMARC |2 X %5 %74 — b (Stopped by DMARC) ] : DMARC FRAEZ IZ P IE & iz A v & —
2 DR

Y

Note ‘¢ 2 —/L~7— ko= Aid, [RE-HEG) . TRK
MR L BXO TRI-T 7 v a vl OfERICE
ST, [DMARCIZLDEIL] A vyE—T 0%
FRLET,

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE
Ayt —CDHERE .

* [S/MIME #&FEE 72 1315 5L KRB L E L7z (S/MIME Verification/Decryption) | : S/MIME
MREEE 72135, HDWTZFOMGITRIL LT A v — T DRI,

* [S/MIME B8 B2 %2 L% L7= (S/MIME Verification/Decryption Successful) ] : S/MIME
A LTMRGE £ 72138 5 k. & D WITE S EREEDRE LTz A > B — P D%,

o [IE5 72 A y*’fz~°/° (CleanMessages) ]: =T AN HIL, UANLATHANLTHRWNE
IR EHLIZ A o ZEFHNOAX Y T ay ([HaxDA—L R —THUHESH

/\Z’”Lt)‘ /?»*“/73?9:) EEE LI EXIIZEEINTEFE R A v — Uk b EREIC

KLIZHOTT, 212U, UANVABEETZIZARAGMEE L Ty—7 Shicbanb
LIEEINTEA v E—VITEFHINRVD T, EEDORA v E—VORMEHKLE. 207
V=2 Ay =V ORITRRD TR H Y 7,

s TV A A= AyEg—

s [v—T T 4T Avt— (Marketing Messages) |: 72 & %1%, Amazon.com D J 9
B, TR T2y a NIRRT 4 T TN Ko TRES T RARZ A Y
VT A =T OREL

[V—Y %/ Fy NU—F 27 A v+— (Social Networking Messages) |: —3 v
Ry NU =27 HEVVHEEEE Web A R, T — T LR EINDOBHAA vy E—T D
w8, 7o& ZIF, Linkedln 7 4 —7 A, CNET 7 4 —7 L7 ENH Y £,

[NV A wE— (Bulk Messages) |: 7 7 / BY— AT 4 743D TechTarget 72

E.RBHENTOWRWS—F T 4 T TN—T ko TEHESNEIRE A v =20

Avb—V TR TEMEHLT, 20T IAVIIFHRTLHA vE—TYDOY XA M ERR
T, FEROEED T VA A= T VKIS 2FZE 27 ) v 7 LET,

N

Note 2 ov—2 7 ¢nZic—FHL, 74LZIZLE->TH
Oy TENEY, NTUASREY LANWA vE—Y
X, U= LTHEENET, AvE—Y 740
HZZEkoT Ry FENTEN, NI UASHZA v E—
ik, BERICEEREE A,

Ayt— jo) ’I*‘Ejili

AV E—VEEFA NN, T T EBBETHOT, EEONT IAVITELET 560360
FT, LT, AL, A NVREME, EREe T 2T E~— T ST A v —
UM, arTrY 74 NAICHE—HTAIERH Y ET I N OB AL—VIZENT, TU b
TVA 7 T4 NZIZEDIREE (ZOHAE, A ve—URREE» DRSNS F THEH ST,

U —7 X2 —IZXDWBEPFMTONET) OWICANRLREME, VA NVAEME, ~ VT =T
M, BXOarsoy 7402 00— S IFRHEMTIDET,

T2 2T, AvE—UNRANRLGMEE =7 ZND L, TUT ANLEEN A/ NLGIED X
=R Ry T THIIICHESINTWVDLEAIZIE, Z0AvE—URRay s, AN
LATCEPESLET, EHIT, ANLGHEDA v =V &5 EhE A T T A TR
L. D a T oY ZANENIDRA =V Rayr Ny FRE3RETH X5

EFs—nLtxaysq w=s0EAsE



BF AL tFa)T+ E=20EAHE |
. [3%{E A —JL (Incoming Mail) 1 R—

T VT ANRMRENREINTVEHEIZH, ARy 3o LET, Ave—U0
ANABEME, A NVAGME, R LT =2 T BT R WRES, o T Y T4V Ay
¥ NI T AT T,

[5{E »* —JL (Incoming Mail) ] R—
[ZA15 A —/L (Incoming Mail) | X—TiX, BEVOT 7T T U AT HTXTDY
EF—FRARNDEFA—NEX2 )T 4 T=FERRICE > TEINIZY TVH A LEFRIZE
LTHEEITO A D= LNREINET, 2L, A—LEEEFEDOIPT FLA, KX
v, BXOMRE (ry hU—2 A—F—) ICHETIIHFMENNETEET, A—LEEFEEHD
IP7 RLA, ALY FHRRIZCOWTIX, EEHET R 7 7 A VRBEFITTEET,

[%1F A —/V (Incoming Mail) ] <~—IZi%, [FAA > (Domain) ], [IP 7 KL X (IP
Addressl) ]. BLO [y hU—Z7HiA#E (Network Owner) | D3 FIHEDO E 2 —ANHEENT
B, VAT AT AV E—FRARMDAFT T gy MRBER LI 2 —CiRftsn
7

TTIAT VA TREFHDOTNTONRTY v 7 JAF = A=V mEF LI B R XA~
(FZFE2—S T, IPT RLALER Yy N =74 —F—) OF ([ZEA—NVDhE
#f (IncomingMail Details) ) NERINET, V=PV =AM ICASTZTXTOA— LD T 10—
BEE=HTEET, ALED AL UNP/Fy NI —0 A —F—% 27 Vw7 LTRYAZT L,
EEETRT7AN RX=2 (VY v I LIz RAAL VPR Yy NU—27 A—F—IZEHF D %G
A —/ (Incoming Mail) ] X—3") O ZDOREFICETIHMIIT 7 2RATEET,

FERFRER T RTOINNT 7 4/ N TRRINDIDITTEHY EHA, T—7 LD TFOD [F
(Columns)| V> 27 %27V w7356, BidiFRey MRRRENET, 22X 774
Jb R TTIFERRIT > T D [EE R~ D = TN X 5 H (Detected by Advanced Malware

Protection) ] ¥|% & R TEXE T,

[3218 A —/V (Incoming Mail) ]i%, —EHDOX— (%1 A —/V (Incoming Mail) ], XFH 7
R77AN BEROEFEEI V-7 LiR—F) ZF0LLIIHRT 22 b TEET, [ZE
A—/b (Incoming Mail) | X— TlE, ROBIEEZFEITTEET,

s A—NEEHDIPT RLUA, RAAL Y, FRITHEBE (Ry bU—27 F—F—) IZET3
R 2 FATT %,

CEEEIN—T VA= ERRLT, BFEDKEEE I/ N—TBLOA— L T7r—RY —
TV a AR DR AR T D, BRI OWTIR, BEH I V—7 LA — b, onpage 18
LTS EEN,

AITEINTbDOD, X2V T 4 =R (EEELVEaT—Ta s TN F DT
TUFANREL, TUVFUANAR, TA A=) IZXoTTvy 7 It yE—T0
Bip &, A—/VREFITET DR MEHE R MR T 5,

T UTFANKELET U TFUVANAEFX 2T 4 h—ERICL->THIESND, REDA
NEAFERITTANAET A=V EEE LIEREEINCY — 5,
cIPLE=2T7—varP—ERZMEHLTRHEDIP T RLA, FAAL Y BLUOHEOM
DOEMED R U NZE 7 L ST 24TV, REEICET 23EMA2 ST 5,

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE

215

EXA—IL

zEi—1 [

BEDREEE RIALL T LT, REEDIPLEaT—varAar, RAALVANE
B ULEEEE I N—T R, IPLE 2T —Y g U —EANLEEE T 53
ERET 5, BEEEREE I V—TIENT 5,

T UFANRDNELZT VFIANA X2 T 4 =L RCL>THIESNS, KED
ANRBETNTTANAEL A —IVEEE LIFEOREEE RUALL T T 5,

s RAAL T DEMANEE LD, (MWEIZSELT) RAL IPT RLA £720F
Py NT—7 F—F—DT a7 7 A ) X=Un5 [BEEH T NV—TITEM (Add to Sender
Group) 127V v 7 LT, BEFOREHE I/ N—TIZIP T RLU A, RAA 2 F2ITHER
PBNCEET, BIANEZETDIHIEDODOF— T2 A DREESH LT ZEN,

&R R
» 5215 A —/L, on page 13
o [ZfE A —/VOFEH (Incoming Mail Details) ] U A I, on page 14
« T HNHMBPIAENLREN—T  REHE T 27 7 AL ~<X—, on page 16
« EEH 7 V—7 LAR— b, onpage 18

[318 A —/V (Incoming Mail) ] X—Y TiL, VAT ATEHEFADOTXTONNT Y v 7 JR
F—=DVTNVNEA LTI T 4 ET A ~DT 7 ARSI, ZEHO FREED KA AL v

(B A =V ORER, 7V —r A=V 0RER, ZL—A—L A vE—V DR
B BEO[ZEA—/LOFEM (Incoming Mail Details) 1Y A b W9 25D 7 & a v THERR
SNET,

[%fF A —/VOFEH (Incoming Mail Details) 1V A MIEENDHT —F OFHIC OV T, [%
fg A =D (Incoming Mail Details) ] U A b, onpage 1422 L T 72 &0,

&R e
A=) ML R 7T 7B 5 REHHEMICEI T % 1R FIH, on page 13

A= bLU R TSTIZBITSRREERICET HEEEE

BFA—IN X2V T4 = 5(1%% . = NV = AZHMAT DA =T 7 — X &
RS LE T, T—XIT0R T LICEHINETN, VAT AR RINDT— XL, BE
DIAT AR LD S 120 0N E T, TRINDIERICED D REMGEHEEZEECEET,
F=RFVTNEALTE=HY T ENTHWEDOT, FEHRITEMMICEFR S, T—FX—
ACHEHINET,

RFFHIEGHIL, IRORICFERHDOA T2 g VI HBRL £,

Table 1: BF » —JL ¥ 2 ') 7« T =32 B4EE T PRI RE 4 56 #6 B

GUI T:EIR L =B EaEE EE
R (Hour) EITD 60 77 + F K5 47
H (Day) [ELIT O 24 IFH & EE D 60 43

EFs—nLtxaysq w=s0EAsE
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EF AL tFaUT4 E=20EALE |
. [Z{EA—I/LDEEH (Incoming Mail Details) 1') X +

GUI T:EIR L 7= BFRASEE E&

Week ELO 7 B + % A ORGHE L 7= RER
30 H (30 days) ETD 30 A + 4 B Of&GE L 7= K
90 H (90 days) BT 90 H + 2 H O L 72 RefH
WEH (Yesterday) 00:00 ~ 23:59 (“FAll 0 g ~/F1% 11:59)

42 H  (Previous Calendar Month) FDOHOHEHIOH D 00:00 ~FDH OFHEDH D 23:59

A3 A 2 L (Custom Range) FRE L72BAn o BAT & Rl 36 KL OWE T o0 [ A & Bf ] CUH
FE T HiPH

LIV R —T 4 U T A X —T ML TS &, FRSNDREMEHA T v a V38720 £
F, EHELR— R E— ROFEMIOWTIE, Ciscoar Ty MU —X) %2l
TAET T ITAT A OEFHYP—E R 2B LT EEND,

[Z{EA—I)LDEH (Incoming Mail Details) 1') X

TTIAT A 0)/\"7“U v 7 U A —ICHE LTz EALEEHE DY, %18 A —/V (IncomingMail) ]

R=UDTEIZHDZEINTIINERAAL ) A FORITER LT 2 —CRRINET,

T 5772/*‘]“"9’*%) X, A7 LR LE 2 Y 7 LET, SO T Y OFHIZONT
. BT A—ILD5HE, onpage 102 L T &0,

ZTNWDNSIV Y 7T v TDFITIZE T, VE—FFRAFDIPT FLA (DFED, FAA
V) BEAEI, AMESRIESNE T, ¥ TVDNS Ly 7T v 7R KO E RGO
WZOWTIE, BIA—NEZETHODOT— N oA OFEESHRLTIEEN,
EEFHOFEMO Y 2 MZiX, [~ U — (Summary) ] & [T_T (All) D250 2—2HY
ij‘o
F 74l b O BEEZOTEM (Sender Detail) ] E = —Tld., BEEENRIT LA vE—D0
BRI, BT TVHONRPNEENE T, 7T VI, B (Overview) | X—T D
[%/§ A —/ ¥~V — (Incoming Mail Summary) ] 77 7 L[F L C7,
[[PL 27— 37 0 LHZIZ K5I (Stopped by IP Reputation Filtering) ] DfEIX, RO
BOBERIZESHTEBSNET,

s ZOREFENLO TFEINZ] A vE—TYDH,

«fEG S NTo, FTIT TCP HELR OB (oI Ei s Ed) .

@#)L; & 0)7{ /VE—:‘/%I Li‘d’?é?%x_&)fi%ﬁo
TTIAT AZEHONAMRENNT DT DIEE, 158 S o Hee o B 72 5z X5 H BN HE
FT&ETA, TORDYIZ, HEEINHHROEIL, SRR T b BEE 72 > 2R EH I
ODWNWTOAMRFSNET, ZOHE, BARINDHET TR . 2F002 &b Z0HD
Ay —UnHIESTe LR TE £,

B EFA—LtFa0T1 E-2OEASE
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| EF4A—LEF2UT4 E=2DEAAE
[FAA VIEEHRNHY T A (No Domain Information) ] .

\}

Note [#fZE (Overview) | S—YD[IPL E 2T —3 37 4 Z |2 K 511k (Stopped by IP Reputation
Filtering) ] D%, #«T@ﬁféﬂt&M@%éﬁ%ﬁﬁ’% ESVWTWET, XEHE
OB T D, A DT WZRRER T,

FRTEDHBIMON T KIROLEEBY T,

[B5ifE 4T (Connections Rejected) ] : HAT iR U 2 —{Z L > To7 vy 7 SNETRTOER, 7
TIAT L AZBEWNAMENT BTV DA, 8 SR O B2 3 2 R E B RN HERF
TEEHA, TOMRDYVIC, HELRINEROIT, SRFHFR TR LBEE L o kG I
WTOHERF SN ET,

[BeA&GR  (Connections Accepted) ] : 52T AL B LTz T TOHERE,

[ZEEAR Y ML B1EIE (Stoppedby Recipient Throttling) |: [V E =T —3 3> 7 4 )L ¥
12 L 5151k (Stopped by Reputation Filtering) ] @ = > 7R"—3% > hT9, HAT ERBME (1 FEfETY

720 DERRZEER, Avt—UH0 ORRKRZEER. 3RO DRRA Yy E—Y
B) onFireBxliwll, shieZEAvye—VoKeRLES, ZoEE, S
INTeh, TCPHEROHRRIZBEET 22 EA v E—Y O PHEE REFFEN T, [LE 2T —

var 7 4 HIZLH#EIE (Stopped by Reputation Filtering) | AR H SV E T,

[BER~</LD = T N L D8 (Detected by Advanced Malware Protection) ]: 7 7 A /L L

a7 —val 74 NE 72X, 77 ANAVREEOHLDL 7 74 /L& LTRSS
A=y, ZOMEIZE, T7ANVGITICEVERRD D LR SN EDT v 77— M E
X7y A NVEEENEEA,

AEE B (TotalThreat) |: (GHMEHF L V2T —3ia LV BLIEES N, ERRZEH .

ANRAL, BERUA VR E LTHIESNTE) B A vE—Y OB

T—=TNDTFHIZHD [ (Column) |V 27 %27V v r35E, T LAORRIERRNBGID

TOUVANMNI, WTLRELYV 2% 7 v T5E Y= ENFET, DT L2AHLOEIIH
HINERZMBIT, T—EZDHED Y — MFHENTWE I T L E R LET,

FEIEE
[RAA NEHRDPH Y £ A (No Domain Information) ], on page 15
« S ORIV o, on page 16
[FAA IFEHRMNHY FEA (NoDomain Information) ]

TTIAT VAR LIZb DD, X TIVDNSIV Y 7T v T THRIECE 2> KA A %
HHRAAL V[ RAAL EHRPH Y £ A (No Domain Information) ]2 HENIZ M S E
T TADOBORIESNARWARR M, BEFOMIECL > TEHTEET, EF AL
EZETHIODOF = T 2 OREESRLTLIIZEN,

UAMIERRINDEGFEOEIL, [FrSN/-HHE (Items Displayed) ] A = =2 —1HERNT
TET,

I EFs—nLtxaysq w=s0EAsE
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B zaomabe

HHORWEHE
F— 8 HHH

BFA—Lt¥ayT« E=40EAAE |

BFA—N X2 T4 FE=FDT—TIVICERIENEREZTICHONTIL, FOEEE (£
TR [ R AL NEHRDSH D £ A (NoDomain Information) |V > 27) 27 U v 7 LTREEEDE
FEICET2EME RULX T LET, BRIIEEE 0 7 7 A N R—DICFRR S, IP LV
E;?—yay%~€z#%@U7w&4A%$ﬁ@ihifo%%%fm774w&~yﬁ
HliX, FFEDIP T FLAEITR Yy bV —7 A—F =BT 58 Max RUALX DT TEET
(T =2 DBHMAPAENDLHREN—T  REHF T2 7 7 AL ~— onpage 162 5H)

[3f8 A—/v (IncomingMail) ] ~—Y D TEICH D [EEH 7 /V—T D LR — I (Sender Groups
Report) V27 %27 Y vy LT, BIOLVR—F (FEEIZNV—T LR—F) 2RR-TLH2L

bTEET, FEHEIZNV—T LR— FOFEMIZHONTIE, REHZV—7 LAR— |, on page

182 LTI 2SN,

RAENDER—T  FEHETOT7M L R=D

[ A —/v (Incoming Mail) ] X—IZ& 5 [ A —/LDFEM (Incoming Mail Details) ] 7 —
Tnher )y r3HE ZORRLELTEEET R 7 7 AN _R=UNERSNET, ZO<—
X, FFEDIP T LA, RAAL YV FRFME (R NI —2 —TF—) OFT—2BE
FNTVWET, FEET BT 7 AL _X—=VIE, EEEOFMIERNRENET, TEORY
N —2 A —F—FXIPT RLADFEEE TR 7 7 A )L X—V%, [%fE A —/V (Incoming
Mail) | =V EIIMOREE T e 7 7 ANV R—=U TREDEREZ 7V v 7 LTT7®AT
TET, Xy MU= FA—F =k, FAAVEGLTIUT AT 4 THY, RASL L, IPT
FLAZBLT T 47 4TY, ZOBBRBITIP LE 2T —va ¥ —E X EDBRDGE
AZDOWNWTIE, B A—NEZETLOOT— M oA ORELSRLTIIZIN,

IP7 RLA, Xy hT—7 F—F—BILORAA VAL TRRINDEREE TR 7 7ML

— L, VR0 ET, %n%n®~~“am\_®%F%#%®%F — VT 57

TI7BIOY =T —TAREENET, V7 T7OTFITIE, ZOXEFICHEESTDL KA AL
itimevx%%ﬁﬁéﬁ(@a@WT%ux@éF%7n774wm~“aﬁ\ﬁﬁ
RV ANMIEEREREA) . BIXOZOEEEDOHIED SenderBase fE#H, L5357 V—71F
W, BLORy NI EREEZOEREZ a R £7,

Ry NT—F F—F =T a7 AN R=DIE, Ry VT~ F—F— BIOZD
Iy MU= F—F—CH#TEH FAALRIP 7 FLAICHETAERP G ENE T,
b%4/7m774’/1/f\~““& X, TORAAL VBRI AL NCEETLIPT R

BT 2 EHRNPEENE T,
qPTva7h774ﬁu%—9mﬁ\m?vamﬁmﬁﬁéﬁﬁﬁﬁihiﬁo

EHREHT 0T 7 AL A— VI, A=V O FROBHEOIIT — 7 MIRkOT — 5 1
FhET,
cIPLEaT—ar Y —Exno05a—nNIUER, L 213 kOB T,

«IP7 RLA, FAAL %, 23Xy NU—F F—F—

Xy NT— F—F—DhTF I (% NT—7 F—F—DH)

« CIDR #iP] (IP 7 RL 2 D)

CIPT RLA, FASLY, Fdxy hT—2 A—F—0 A~/ =Fa— FE X

OCHEN~ T =F2—FK
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| EF4A—LEF2UT4 E=2DEAAE
FaprgmaRrEnsBE~R—2  2EETOI7A LA~ ||

c TDOEEZENOEPOA v E—VEZELTHSORK
I DREH T N—T L DNS BRIESNT=-NE I (IPT RLAREE T w7 74
b _R—=TDI)

H¥NL~ 7 =F 2 — Rk, Hir24 RIS %%4/#%@Lt%/ﬁ%v@ﬁ®%ﬁfﬁ
HEONEIHEH NS b Z— A7 —/L L EFEIC, SenderBase ¥ 7 =F = — Rk
%%ﬁk#éﬁﬁﬁﬁ%ﬁ%LTEMéméf/ﬁ T OREDIERETT, HW@%kﬁé
X 10 ICRESNET, Zud, HROETFA—L XA yE—T0E (K 100EA v E—
V/H) WY LET, MEEREFEH LGS, 1R, hO~ 7 =F 22— RO
EEEOED 10 (ORI Y LET,

ABNI~ 7 =F 2— Ri&, B30 HEIZHE SNZE A — VO RICHESWTEENE
HENDEERNT, B~ =F 2— RERUFERFH L CEBISNET,

CEH~ T =Fa—F (IPT FLADH)

HBFEBENBO PR OE IPT RLA a7 7 AL XR—T D)

e Bonded Sender A7 —#% A (IPT7 KL A 777 A)L XR=T D)
‘IPLE2F—varRary (IP7RLATRT 74 _=TDR)

DA yE—UNHORE (Ry U= FA—F— T a7 AN NX=TUBIOR
A TaT AN =T DIR)

c DXy MU= F—F—IZBET L RAS O (Ry NI —0 F—F—T 75y
AN R_XR=UBIRRAAL Y TaTd 7 AL R—=TJ D)

DXy NU—=I F—=F—DIPT FLADH (v hNU—2 F—F—TFua77 AL
Re=VBLORAL Y TRT 7 A )b R DDF)
CEFA—NAORFIHEAENTIP T FLAOK (Ry hT—2 F—F— =20
#*)

IPLE =7 —va =R Ko TREESN D TR TOFRP TR S o= T 2R
9 5121%, [SenderBase 5 DafAllEH (More from SenderBase) 1 V> 7 %7 U v 7 L&
j‘o

o A—JL 7 B—#EHE#R, HEFITOVTIRESI NI, F7E LR IC D7 5B A —
LX) T4 EoFIEREERET,

e ZDFy MU= F—F—ICL o TEHIND AL UBIWIP 7 R LA IZBT 554
. Ry NT—7 F—F— T a7 7 AN R—=VIZFERINET, RAALLVNDOIPT FL
ZICEAT BT, RAAL v N=VICERENET,

RALY TR T 7 AN R=UNOREDIPT RLAZ RUAE T T 50, RUAT v
TLTHET 07 7 AN X=VEFRTEET, £, 7—7 LD FBIZH D [F
(Columns) (V> 27 %7 VUvZ7 LT, [IP7 KL A (IPAddresses) |7 —7 /VINOEEET
FL A Z &2, [DNSHEE (DNS Verified) | A7 —# A, [[IPLE =25 —y g Z2a7 (IP
Reputation Score) |, B IO [FHFTDE(EH 7/ /v —7 (Last Sender Group) | ZFK T 5 &
LTEET, TOT—TNVNOEEDOHN T L EIERRICTDHEHTEET,
Fy NI —0 F—F—=T a7 7 AN X=UnD, TOT—T VDO TFEIH D [F]
(Columns) (V> 7% 27 V7352 &I12K0, [KAAY (Domains) | 7—7/LVND K
AA T L [ (Connections Rejected) ], [#6¢7/KR8 (Connections Accepted) ],
[ZfE#HAm > hUIZ X D151k (Stopped by Recipient Throttling) ], B X O[EER~/L T =

I EFs—nLtxaysq w=s0EAsE



B z=z7007110m%

BEFA—)LtFaUT4 E=40EASE |

7 BAEINC X D (Detected by Advanced Malware Protection) ] 72 E DA FR T &
T, TOT—TNVNOEEDOH T LI EERCTDHIELTEET,

VAT AOEREDOEEIE., INHDER—UT (MWEIINLT) 2T 4T A DF =y
IRy I A% U w7 LT [EEEZ—7I12EM (Add to Sender Group) %27 U v
I L, BEEEIN—TIZHXy VT —7 F—F— AL FLIXIP T R R ZEMNT
HZEHTEET,

Fio. EEHEOBIEDERT — T NVDOREE 7 NV—TIHERO FIch D FEE I V—TIC
iBAN (AddtoSenderGroup) 1V 27 %27 U v 27 LT, REEI/NV—TITXEELZEBMT S
ZEHLTEET, HEHFEEEE I N—T12BNT 2 FIEOFEMIC OV T, EFA—L
EZETHIEODT— N oA OREEZSRLTLITEEN, YRR L, LT LEEE
THOMEIHVERTA, EX2 VT 4 —FPRIZFEEA—NZUFEAITLZ L HTEE
R

ESPERENS

FEFETOIT7AMILDERE

s KFEHE T BT 7 A LOFRER, on page 18

FEEDEEHEEMRBET HITE, [ A4 > 7% (Quick Search) ARy 7 AIZIPT R A, KA
A, FRFMEEAE AT LET,

EEEHETR T 7 AN X=UREREHEOFHR IR RINET, T —F N HrAENDLHIE
NR—=U  EEETu T 7 A X— onpage 16 EER L TS0,

- — » (o] [e]
EEHEINL—T LR—Fk
EEEINV—T LR— NI, BEEIN—THBIOA = 7o =R —T 7 g B0
BEiod~ U —2f L, SMTPEFHBLOA—L 7a—RY—D L v REHERTE S

INCLET, [EEEHINV—TI2LD A —/L 71— (Mail Flow by Sender Group) ] U A k2

E, FEEE I N —TOREBLOEREN REINET, (A7 =K =773

12 L B#Efke (Connections by Mail Flow Policy Action) |1 77 7iZ, £A—/V 7 —RY T — 7T
7V aryOEROEIGERLET, ZOX—VILE, AA R T 78R T =7 (HAT) RV

T OFEEOBEI R INET, HATOFEMIZOWTIE, ET ANV EZET D007 —
oA DOFREEZZHRLTITEEZN,

EEEBEFAMDLEaT—2 3> (SenderDomainReputation) JX—

N

v

[EEH RAAL DL =27 —3 3 (Sender Domain Reputation) ] L'AR— h ~_N— Tk, K%
FORTEET,

¢ SDR ' —E A TEZE LIHIEICHESSERFGA vE—Y (77K
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%7 =SV ERB LR — I VRENFRENLDOT, v—UN Ry PUV—=7D LR
L=V Ly REHETE LT, 7 a— SR AEY X ML, TXTORE (VA LR
ETANRLSNDI ) O EAIEETT, ZHICKH LT, =R AREE, BENOT I A
TR BEEGRTETANVAREIRESNTWET, B — U VERRREAT — 212, v A
IWAPSNDOBBITE ENET A, 70— VR AET — 2L, TV N7 b A U [RBECBIER
EIINTWD LEVMEZM %72, Threat Operations Center (2 & - T SNz T X TORER
KLET, B —WVERHAET —XIE, 7V M7 LA ZREECBERESN TS LEVWMEE
Mxle, ZOT7FITA TV ATHRHENTZT X TOUA N AEREZRLET, [m— I IRGE
D& FHRFf# (Total Local Protection Time) ] 1%, Threat Operations Center (2 & 545 ™ A /L A3EA
OB E, FERVE L DTV F IANVA ST =F ¥ DA & ORFHZEICE IS T
F9, LT LT RTOTa—URBER, BEWOT FI7A4 T AT EEHE 2 5017 TiX
b FEEA, T I, RERBEDFE LRV, TUTFIANARE—Inb Y T =F %
KA AFTERNWIEEZRLET (O X =L, VI =F vRHZHMELETA)
T, REREAERTHD Z L ERTOTIERL, REFH ORI LEREREAFT
ERVWZ LERLET,

[FREfE < AL7= A v &— (Quarantined Messages) | &7 ¥ a > CTlE, Y7 4 /L% ORGEEIR LD
BN R ENET, UL, R T oV Z PR LT EERN R BB A v =Y OREERET S
DIZHENEDRETT, RSz A v =0, mmﬁpﬁﬁémif WE, AvE—U%
TUTFUANABIOT U FANA = LBMEHRIRRICR DRCREE SN E T, A vE—UN
i snNsE. TovFIANABIONT VFARAY T M T 2Tk TAS ¥ U S, Btk
2, V= EHESHET, BT X SOEBEEICL Y. A vE— U REEERE
WIZhHDEETH, AvE—VOREEELV—L (BLOBEEMTONLHR4E) PERINLLEGE
N ET, (RBEEFEIKICA - 72K R TIEZe <) MBI A v =V 2822 21280,
HEOE L DIRELEZE £,

[ZE DFEM (Threat Details) 1V A MZiX, BEOHT IV (DA VA, FEIR. £72137 4 >
U L BEOLEL, EEOBH, RSN A -V oK ED, FREORAEIZET D
HHRPEREINET, VA NVABEOLAIXMREVFEROTANAT T N7 LA 7 (Past Year
Virus Outbreaks) 112, FAEDLARTE ID, VA VAFEENYD TT 1 — LI S v B IEE,
TIRTUA T T4 BRI o TRESN D RERR., BRLORBES T2 A v =2 0N E
EFNET, FUOA=a—2FHLT, Za— ULREEITe—T AR EONTAN, BX
CERTHA Y E—VORERINTEEST, ZOVANMEL, IT7LRHLEZ ) vy L TY—
FCEET, HEE ) v TBhE, AvE—Y IR EHHLTEORICE TN TW
HZTRTCOAyE—VDU A NPERINET,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[DA4ILR 24T (Virus Types) 1 R— .

(AN 7 10— )L CHERE L7= H I (First Seen Globally) ] OWfEIE, R KKDOEF A —1FB
FOWebE®=#Y 7 x>y NU—27 T 5 SenderBase D7 — X |ZH-SU T, Threat Operations
Center [Z X > CIRESNET, [IRERFR (Protection Time) ] 1%, Threat Operations Center (Z &
DEGHOMIE L, EBENUF—IZXR DT U TFUANA LT =F v OfFRE ORFEZEICEES
TWET,

o) 1L, BREREDNEE LRV, T FUANARE =5y 7 =F Y Bl & AFET
ERNVWZLEERLET (O -, VIS =F v ERE LEEA) o RERRENE
BTHHILEERLTWDEIDITTIEHY A, LA, R#ERMOBEHICHERERE AT
TERWVWIEEERLET,

[(ZfEAvE—UDBDE v b A vE— (Hit Messages from Incoming Messages) | 727 3 >
WZIE, DA VAR 7 7 A0 EOMOER GED v AME) | EERZER v E—T DO
HEHPTRENET,

(B~ NEloe v b A >tE— (Hit Messages by Threat Level) 12727 2 a Zid, BB L
WV (Lrb 1 ~5) IZESWTZEBEA vE—Y (T4 VAR LOIEY 4 L AME) OFEIG
EENREINET,

[T b7 LA IREBESILTUVD A v— (Messages resided in Outbreak Quarantine) &7 3+ =
AAZE TR T LA TR ) TICAS TWEBE A v 2 — V00, ZOHICIE3\T
IRENET,

[EX#x 572 EATURL (Top URL's Rewritten) ] &7 3= L, BAERKIZE ST, E
EHZ ONT B 104D URL 23 A FTRSNET, EEHZ H472 URL 2 & HICRRT
LI, [FBrRENeT A7 A (temsDisplayed) | Ry 72 o 2R LET, BEEZ2 Y v
I35, [AvE—Y T vXx Y (Message Tracking) | X— U T@ERNLcEZHZ DT
URL 250 _RCOAvE—VDY 2 MREREINET,

[77 b7 LAY 7 4% (Outbreak Filters) |<— VAT &, ROEREBIGCTEET,

TREEENTVWA R v =YD E . FNHLDOBHEBDE AT
c TANVAREIIRTET I N T VA7 7 4 VHBERED Y — K X A A
« I — N A VAR LG Lo e — L U A L ADFRAEIRD

[DA4ILR 24T (Virus Types) ] R—

[VANR Z AT (Virus Types) |“X—TTlt, *Y PV —ZWZBALLZVALVABLIOER v b
U= NHRESNTTANVADEINREINE T, [VANVAX AT (Virus Types) | ~3—
I, BEWOT T T4 TV ATHE#HTEIVANARASy 2 Do THREENTZT A
NWAREREINET, ZOLR—FEHEHLT, FFEOTVANAIZH L TREDT 7 v a vk
FATTDHZENHERSNET, 72E2I1E PDF 7 7 A VICHIAEND Z EBNHBAL TV D
ANAEREIZZELTHDHA, PDF BRM SN TWDE A v —VEIEHT 27 402 T
Jva v EERT DI ERHERSNET,

BEDOIANA Ay TV EBFITLTCODIGEA, [VA VAKX AT (VirusTypes) |3—
DITF, A XTI TWVWABTRTOTA VA AF Ly TP ORERENEENE T,
NR=VNWIERENDTA NV ADLENE, VANVA AF Y TVl K o THE SN T- 4|

I EFs—nLtxaysq w=s0EAsE



EF AL tFaUT4 E=20EALE |
B weLo L5y s (URLFiltering) 1x—

TT, HEOAX YL o DU M1IODO AN AEBRB LIEAS. BIU AL RICx LT
DOy N BGFEETDREEENH Y 97,

[VANASZAT (VirusTypes) | X—PI2iE, *y hT—ZIZRALTEZUANVABIOER Y b
U — 7 TEZE SN VA NZAOMENRINET, B LIEZE YAV AD AL (Top
Incoming Virus Detected) |7 > 2 iZid, Xy NV —=JICHEHESNTZTA NV ADTF ¥ — b
Ea—RRIETERINET, B L2k E Y A L ZAD AL (Top Outgoing Virus Detected) ]
v va i, XAy NI DB ERENTEVANADT v — b Ea—NEIETERINE
D

Note o7 (L RITERYLT- A vt —P%Fy NU—ZIZEELEARR FEFRTHITE, [ZEA—
/b (Incoming Mail) ] <X—IICBEI L, [F UMEHREAIEEL T, vAVREMHENICY — L
F9, FERIC, xRy NI =T NTUANVAGHEDE A=V EFE LI IPT FLAZRRT
D10, HEA v E—TEH (OutgoingSenders) | X—T & F R L, VA NLAGEA v E—
UHliZY—hLET,

[VANAZATDFEM (Virus Types Details) | U A ML, BELEEZEAyE—Y, BX
VG A 2=V ORBIR ERED A VAT DIERNF RSN E T, B LEZEA Y
TV O A NI, VANV ADARIBEI RO VA NAER LTIZZEA v E— VO
BRFRENET, FERIC, BEA v E—VOFMY A M2, VALV ADARIBLOZOY
ANAER LTZEEA v B =V ORBINRRINE T, VA NV AORBEOFEMIT, [EA v
t— (Incoming Messages) |. [£{8 A v &— (Outgoing Messages) ], F72IT[ERE LA >~
t—T DG (Total Infected Messages) | B2 Y — R T& £97,

[URL 7 «JL%Z 1) >4 (URLFiltering) ] R—

sURL7 A4 NVH VT LiR—F TV a2—/UE, URL 7 4 V¥ U T IMHHDGZEZDHN
NEINET,

cURL 7 A4 NZ V7 LAR— NI, EZEA vy E—VICH L THEATEET,

cURLZ ANFZ N T 2PNk oT (TUFRRNT O RNT VAT T ANH AF ¥
DO—EE LT, FHRFAvE—V/arT oY T4 N2 E2ERALT) Ay ENd Ay
T=VDHNR, TNHLDOEYV 2 —VICEENET, 72720, LT LHTXTOREIURL
TANEZ Y RO BITEKT 5D TIITE EE A,

[ LAZURLA 7 =Y (Top URL Categories) | E¥ = —/LIZiX, 2T Y T4 F E2lE
A=V T4 NFC—ETHNEIDIILPDLT, AFx X SN A v =V THIH
ENTTRTCOIT IV NEENET,

FZEA v —VICHEMNT D ZENTESLURL L 2T —2 gy LULiE 1 D721 TF,
Ay —VIEBEOURLRHH5HE. A vE—YNOURL DR BEWL 2T — g
DFEEHERICKE SV E T,

[E¥= U7 ¢H%—EZ (Security Services) ]>[URL” /L% U 2 (URL Filtering) ] T
WMELZZa— L) A RDO URL L, VAR— MIEENEEA,

ERID 7 4 VB THEHAESNAZHFARIU A RO URLIZLVA— MIEENTE T,

B EFA—LtFa0T1 E-2OEASE




| EFA-LEFaUT4 E=L2OERALE
[Webf >52 54932 k5 v¥2% (Web Interaction Tracking) 1 X— .

cHEDHDHURL LiX, TURNT LAY T4 N FIZE->TLE 2T — a3 UMW & fE
EN7ZURLTY, ==2—hJ/VURLEE, TURNT LAY T4 NFIZESTI Y v I K
OREN VI L HE SN URL T, 2D, ==— k7 /LURLIL, CiscoWeb & ¥ =
Vr g 7aXxic AV 7 T HDicEZBRZONET,

cURL T Y R=Z2D T 4 NHADFERIZa T YRBLIOA =Y 7007 LR— |k
WS VE T,

*CiscoWebEFx =2 VT X ickd7 U v 7D URL FHMEDORERIZ, LAR— MIX
ML EHA,

[Web1 2590232 k5v¥>2%5 (Webinteraction Tracking) ] NX—
i>
eWeb A XT3 ay hTuvF T Lik—hEFYa2— M2, Web A X T 7 ard
hT XU TREREINA R —T NV DGR DIRT — 2 NIV IAENET,
eWebA v ZTF 7 ay hTovXrZ LiR—h EDa2—E, UTAEALTITESSN
T30 oBEICERSNET, o, BEHIONZURLZZ U v 7 L72# T, Web A
VRS ay FIvXU T LIR—MIZOARY MR LAR— FEND F TITITREK?2
HEE b 2 E03H 0 £,
eWeb A XT3 ary hTuXr T LR—MI, VIAVAALLTEFINEYA, 77
T RICUAA LT FENDLEXWZ ONT-URLEZZ U w27 LI, Web A v & 573
VORI yRUT VR—=MIZOARY MR VR— FEND FE TITITHRK 2 Bi23035 Z
ENRHY FEF,
cWeb A XT3 ary TRy Lik—hMI, BZEAvE—VICRH L EATE F
j—O
sV Ra—¥FNI Vo Lz, 79U RIZIVEA LY FENDHIEXHHZ H17-URL (R
V—FFIET T RTUAT TANEITEST) OHEN, TNHDOEY 22—/ EENE
j—O
*[WebAf #7273 ar 7 vx 2 (Weblnteraction Tracking) ]~ S— i, RO LA —
MAEGENET,
IVRFA—HYNI v Lz, EEBMIAONT-BEEDH S LI URL (Top Rewritten Malicious
URLsclicked by End Users) . IRDOTE#HZ ETiifiL AN— FaRR$T512E, URLZZ Y v 7
L/\i‘g_(]
e EXMWZ ONTEEOHLURLAZ Uy LIz Ra—HD ) & K,
cURL 237 VU v 7 &= A& i1,
cURLBRY V—F=E T T NI LA TA4NZIZEoTEXHIONTZNE 5D,
e EBXWZ DN URL NV U w7 SN EXICEITENET 7V ay GFal, 7ry 7,
FEFARE) , URLBT Y R T LA T4V RIZEoTEXHZOLNTEY . KR
HENMERA TERWEE, AT —HF RIARHE LTERENET,
EEMAONE-BEEDOHDHURLEY Y vy LIzEfLT Y Fa—4 (Top End Userswho clicked
on Rewritten Malicious URLS)

I EFs—nLtxaysq w=s0EAsE



BEFA—)LtFaUT4 E=40EASE |
B szr—rno—smLk—r

Webf 235933 bIvFx 2 DM (Web Interaction Tracking Details) o R DEH A
BENTVET,

I T RIZVEA VLT FENDEEHRZONTZTXTOURLOU A~ (BEOHDHH D
Enbo) , ML AR— M ERRTHIZIE, URLEZZ Y v 7 LET,

VT RIZVHAA LY FENHEEHRZIONTZURL N7 Y v 7 SNTHEICE TSN
Trvary (HFe. Tav s FRIERH) .

T2 E2FRT DR, ROBIEZFIATLES,

¢ [321§ A—/V7R Y > — (Incoming Mail Policies) |>[7 ¥V 7 LA 7 7 ¢ /L& (Outbreak
Filters) | Z&IRLTCT Y M T LA T4 NHFEZREL, A vE—VOEELIONURL O
BEXWZEANLET,

« [CiscoSecurity Proxy ICU B A LY k) 77 auZHALT, avToY 7408 %
MRk L £,

T Ra—¥NURLZZ Y v LIZEXIZEDOURL DHE (ERERITEEOH D) AW
Thdht. AT —FRAIARE LTERRINET, 2, =—FD 27 Y v Z7IKEIZ, URLAN
IHICTHEINTWED, Webr—ARNE T LTWh, BERAEETH -T2 TH 5 A]
BEMERH D 3,
e EXWZ ONZURLEZZ Y Ra—YR7 U w7 LR, 7V v 7 &N/ URL 25T
RTOAv =YDV A NERRTHIZE, FEEFEI7 Vv 7 LET,
*Web A > XT7 7 ay bTvxrr LiR—FEHERLTODHAIE, ROGIRFEICE
BELTEEN,
cHEDHHURLEZEBEXWZ 121410, A vt —V2FELTHoa—Y (FHERY)
WCIHRAHTHE I ar T oV ERFA =Y T AN ERELTWAEES, S
Niea—PNZzoEEZMWZONIZURLEZZ Y v 7 LEBATYH, TDOZEH D Web
AVETITvay VIR T TN LET,

e EBXMZ SN URL 250t SN A v —YDabt —%, WebA v ¥ —7 A
2AEMHL T —Y (FHERE) CEETIHLAG, 202—% (AvkE—Y0a
E-MmMEEINz2—Y) NEOEEHBZ 5N URLEZ27 Y v 7 LEEATH, 7T
DZIFEDWeb A X T 7 ay TR d T—2REGLET,

s FORFRTHHSTYH, TTITAT LV ADRLNEEETHTEN D HGHIL. VAT A
RpZ) & e (UTC) ERMITH L oIc LTS &N,

BEA—ILDO—HELKR—k

fB3E X — L O ROBR 221U T &N,
774 LEaAT—23 08L&V T77AM4IL9LEAR—F

WIZRT VAR —NMIOWTIL, 774NV a7 —2aBIRT 7 A NGO LAR— e b
Toyx 7 EBRLUTIESN,
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| EFA-LEFaUT4 E=L2OERALE
[A =LKy ZAOEMER (Mailbox Auto Remediation) 1 LK— [l

 BER~ /L = T B (Advanced Malware Protection)
o 77 AV HT (File Analysis)
« AMPHIEEDT v 77— K (AMP Verdict Updates)

[A—ILRy o XD BEEEE (Mailbox Auto Remediation) ] L7/Kk—

[A—/VRy 7 ZAOHEEHRE LA — b (Mailbox Auto Remediationreport) | X— % LT (&
=4 (Monitor) |>[A—/7AK v 7 ADHENEE (Mailbox Auto Remediation) ]) . A—/LR v
I AMEBREROFEMAE R R TEET, TOVR—F2HH L CROFEMEZRRL £,

A=V L TCEENDLBEEDOT 7V a v

« SHA-256 /~ v ¥ 2 (BT B TNWD 7 7 A V4

o A—VIR w7 ZAMER PN E IR L TEZEHICOVWTERINTWDL TR T 7 A4 V4,
D—E

BN KRB L 7B

s AL Zw B T EaNT=T 0T 7 A LDz

Ave—Y M7 o X JICHER vE—VERRTHICIE, SHA256 Ny v a7 Vw7 L
i—a—o

FANZOWVWTIE, A=Ky 7 ATORA v E—YDEEEZSR LT IEEN,

[TLS 3%t (TLS Connections) ] R—<

[TLS ##¢ (TLS Connections) ]~— 121, A — /L OEZAF M H & D TLS #c O 2K 1) 72
FERRWAERTRENET, ZOLFR— MTiX, TLSEMAFEH L TA— L EZERET LK NAL
YOFEIC OV T HRENE T,

[TLS £t (TLS Connections) | X— T ZHEHTH L, ROFEREPETEET,
« EZEHERICE D, 2IRH7Z TLS OEAEIG
* TLS #&felZ i) L7z 3— R —
« TLS B&f5elZ i L g o Jor 83— hF—
* DANE 234 7R — b & T % TLS B pEh L7z S— b —
* DANE 23R — b & TV % TLS #tlc L L7z S— b —
« TLS FEREICRIED & 5 73— bk F—
e X—= M= TLS 2 L7z A — /L ORI 228515
« DANE 2378 — b STV 5 35(F TLS #kcICpict L7 H1 &
« DANE 3% 7R — b STV 2 HEEHRIC R L7 BIA

i

=
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BF AL tFa)T+ E=20EAHE |
B (== SMTP 25T (nbound SMTP Authentication) ] X—

[TLS #f¢ (TLS Connections) ]-~~—i%, EEHHICHT 287 v a b, BEERICEATS
v a G NTWET, F' 7 v aidid, FEERSEENTS T T e — B
FOERNEGENTHET,

7T 7\E, FBE L-REMFEFEICH= 5, 5%1E TLS O L a8k L O b h
WO E 2 —NFKRINFET, 7771003, AvbE—VORE, e {bIh=mEe{hs
N7enAye—roiE, R LETLSE b A v —T 0, /R L 72 DANE #i
DENEREINET, /77T, TLSHMETH > -8kt & . TLS NHIZE L S -
XAl S ET,

2‘%&: R EENTEA vV EEZETD RAL COFEINEREISNET, KA T
v BB R T E@nﬁﬁﬁkﬁ%éﬂtﬂﬁﬁﬁ@ﬁ AT &7 TLS B D%k
(EAZIJJ L7eRILLTe 2o 69) | BB LSV TW e 0 OfaE, DANE D%k
(ﬁi%b?‘:b)é’iﬁ&b?‘:ﬁ%:ﬁﬁbf) ZFRRTEET, £72. TLSBEITENTZ TR TOBRD
L, BLOEFISERE SNIEREEEA v — 0% (TLS MESEDENT DD D 5 1)
HERRTEET, ZOROTEHIZHD [ (Columns) (V27 &7 Vw7352 812X, F
TLEDORNIERREYVREZ D Z LN TEET,

il

SMTP S2ZF (Inbound SMTP Authentication) ]| R—

[2fESMTPFEAE (Inbound SMTP Authentication) | ~—IIZiX, 7 74 7 > FiEWEOEME
W, BIOT 7 I9AT AL 2—FDA—NT T4 T FETSMIP® > v a VERGHET 572
H®D SMTP AUTH 2~ > RRERENET, 77747 AL, sEBHEE 721X SMTP AUTH
a<vw REZFAND E, A—NVTTAT 2 b~DTLS AL LET, 77472 MZ
COEREFERALTAyE—VERELET, T4 7 A, :h%@%ﬁ%i»—ﬁ“ﬁﬁ
THEPTE W), LIR— M, FAAL 4 ERALIPT FLAIZHESWT SMTP 32
REDFEHINF R SILE T,

WOTEREZHERT DL, ZOLVR—FE2EHL X3,

« SMTP #FEA M H L TV 5 55 O %K

« 7 TAT v FREAEEHEH L TV A RO

« SMTP AUTH % L T\ D8k D%k

s SMTPREGEZMA L L5 & LT, SRR LI RA AL

« SMTP ZEEN LM LT —FH T, 74+ —A Ny 7 EFEITHER L TWAHEREDOHK

[%1

[ Z1ESMTPERGE (Inbound SMTP Authentication) ] ~<—3/1Z j: ZIE LT 7Z 7 SMTP
PR A BT L7 A ?‘/l/%'{m%@ 757, BIOERDOR ui(ﬁ@ﬁ%fﬂ %@@?*‘7/1/75)2%
RENET,

[Z218 L7=#%%¢ (Received Connections) |7 7 7 Tik, 5/ L7=REM#PHIZFVC SMTP 587E %
AL CEREZRIELL D E L A=V 7 T4 T NOERERNTRENET, 207 T 71
WX, 77747 ADRZAE L= Dk, SMTPRRAEAZfEH L CRAEEZ AT L2 o I8kt
DI 7 T4 T FEHF N L CRRREN KA LU L7 Bkt D%, SMTP AUTH = <
v REMH L CRAENERE KOS LI o nFzEREINET,

(315 L?’:Eﬁ% (Received Recipients) 177 7121k, SMTP#EFEZFEH LT, A vE—T %%
BT A1DIT FI5AT Vv ANDEE R L LY LI A=V I TAT v N T 55%13

B EFA—LtFa0T1 E-2OEASE



| EFA-LEFaUT4 E=L2OERALE
[L— +#IR (Rate Limits) 1<—2 [

HEOURFFENET, 20OV T 7T, BRENEA S NEZEHORK. 3 L BRI S
Niamo EREEORLFESNET,

[SMTPERFED AN (SMTP Authentication details) ] 7 — 7 /WiZid, A v —T R EETH7-0OIC
TTITAT VANDERERAEL L 9 & Liza—Ha2ETe AL OFFNFRESNET, F
AL TEIT, 7747 v MEAEAMEH Uc it (BEhE 721388 o, SMTPAUTH
g~ REMH U7 (BEVEIZRM) o, BLOY 74 7 > Ml EERRITN
W L72%, SMTPAUTHIZ 7 =— VN 7 LT8O &2 R R TEET, =V DY o~
JHEMEHLT, AL UVAERITIRAALVIPT RLABNZZ OB REFRTE 9,

[L— F#IBE (Rate Limits) ]| R—

TR —FEEEZTEOL— MIRE#FHT S &, A= EEET RLRAIZESNT, fix
DEEHENLORERBE I EDET A —V A v —UZEFEREHIR X £, [L— MR
(Rate Limits) ] L7AA— MZiX, ZOlRE RS LR EEENRERRINET,

ZDOVER— NI, UTFTERETHIHAICELLET,

* REDANLZFET DDA S TREOH HEMTE 2= Th v b

< EEI, 77— N, HEVRER EICEF A A EEHT HMBEN ORI AT 7Y r— e
v

s NEBRESRRD Y Y — A EO 7010, MEN TE T A — L ZERICEE L TW 2 %570

« ANLEFRRENROHD, REOERFEF ANV FT7 4 v 72X ELTWDHIEET

WS EE A 1T Dt E e S iefiod LAR— b ([N#ER=~— (Internal Users) ]. [ZE{E A v
t—T%EH (Outgoing Senders) |72 &) TiX, BEEINTA v E—VOEOAFHE L E
T, INHDULR—RFTiE, DDA v —V 5 EBOZEFITHEE LA EETR S E
A,

[ AL B (A > 27 > b3l (Top Offenders by Incident) |5~ — hZid, BREFAHIRE D &
2L DZEFEIZA v E—VERVBBRICEFE LI L Lz R —TREENERINE
T BRITBIA T U MY LET, ZOF v — T, TXTOY A F—=nbDA
TV MENER SR E T,

[ EAZ BB (RS L 7= %215 % %%) (Top Offenders by Rejected Recipients) | F ¥ — MII%, RTH
HORIRE LA D, FebZ L DZEFIIA v E—VEEE LT Ne —TEEHERRREN
£, ZOF ¥ — T, TRXTOY R F—=0b0ZEEENEFHSLET,

TN —FEEHICLD L— MilRORE, E7IEBEFEO L — MRIROZEE IOV T,
A= 7a—RY) =5 HLEEREA Y E—VOL—LOERESR LTI,

[ AT LZEE (System Capacity) ] R—

[ AT L% (SystemCapacity) |™~—Y Tld, V—7 Fa—HNOAvtE—I8, UV—7 Fa—
TEL LIRRRH, B2 EA v —Y (B, A X0 450 . 2K72 CPU R, HhE
B CPUMHER, AEY RX—=U AU v FIERRE VAT DAMOFEMP RIS IVET,

[T AT L% E (System Capacity) | S— V%I 5L, ROEREMHERTEET,

I EFs—nLtxaysq w=s0EAsE
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BEFA—LtxauTs E=20EAAE |
. [V ATLERE (System Capacity) 1 X—

T T TAT UVANRERER v RV T 4 AT, REOREILETITBINT 7T A4 T AR
VBT 7 o 7= R

s X ¥ NUT 4 OENS BB ET HAREMEEZ TR T VAT A EBOWED FL R
MBI DY Y —REFEH LTV AT LDy (RTINS a—TFT 4 U T 2B 57
»)

BHEWNOT FIAT U AZEF=AZ LT, AvE—V0RICH LTy T 4 DNEUTHL =
CEMERT H I ENEETY, &Ik, FEHOREIC > TRTHMLUETR, #ulct=4%1Y
Y LTODIUT, BINF Y ST o FIEREEEE THICEHTEE S, VAT L F ¢
T4 =T ORI GIEL, BARNRE, V-2 X2 —HNOAvE—Y BIW
VY —=2ET—FDA T MEBHTHZ LT,

2 [EF) OAyE—VELEENTO By RNz tEds 2 EREETT, &
R Z 0T — X 2B LT, BORMERIELET, [%FA—/L (Incoming Mail) ]
N—=UBILO[#EFE A —/L (OutgoingMail) | ~—TZHHT 5 &, RIFICELZ B CX
F9, FEHICOWTIEL, [ AT L% & (System Capacity) ] : [52{& A —/L (Incoming Mail) ],
on page 378 L O[> A7 L% & (System Capacity) ] : [515 A —/L (Outgoing Mail) ], on
page 38 ML TS ZE W,

T—9 Xa—: V=7 Fa—d, ARNLDELBEORINE T 4 NVE Y T HITV, AEA Y
TV OREREMERHET S BREE) & LTRSS TnEd, Ly —72
Fa—ld, AMOPPoTWNDLV AT LEZRTREOERETHY, B, HERY—7
Xa—DONy 7T v 7E FANTT A OMBERLTOWDL ARV £7, [V—7
¥ 2 — (WorkQueue) | X—TEFEHTLHE, V—7 Fa—NTAyE—URESC LI
BPRHB L OV —7 F2a—NOT 774 7 4 B CTE T, FFMcO0 T, [ A
7 L (System Capacity) |: [V —72 % =— (Workqueue) ], onpage372ZM L T2
YN

JY—REHE—F : 77 I7A T ARG —"—n—Rid L, [V Y —2AHHE—
Kl (RCM) (2729, CRITICAL ¥ A7 A7 7— FREEINET, ZOF—FE, 72
AREREL, RO DORA v —VEH U TE DL ICRIFINTWET, BEVWDT
TIAT AL, BB RCM 2725 D TIER S, A—VEBIERIZEZWIGE 138
(ZHIM L 72 B B DA RCM IR 2 M E R B ) £, HBERRCM 77— ME, VAT 4
DA —=N—r— RV 2D0hD I LEZRLTWDLAREENRS Y £3, [V AT LAEF &
(System Capacity) |: [> AT LDH i (System Load) ], onpage38% ML T 723,

BEIEE
o [V AT L% & (System Capacity) [V—7 % =— (Workqueue) ], on page 37
o [V AT L% (System Capacity

]
)]
o [V AT L% (System Capacity) ] : [15{§ A —/L (Outgoing Mail) ], on page 38
o [V AT LR (System Capacity) ]: [ A7 ADHEf (System Load) ], on page 38
c AEY N—=T 2T » ¥ T SRS, on page 39
]

1 [T (All) ], on page 39

: [%1§ A—/L (Incoming Mail) ], on page 37

« [ AT L% (System Capacity)
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I BFA—ILEFa T4 EZF2OFERAE

[ R T LEE (System Capacity) 1: [7—% F 21— (Workqueue) ] .

[ X T LZBE (System Capacity) ]: [7—% F 21— (Workqueue) ]

[V—7 % 2— (Workqueue) ] X—UIZiE, V—7 Fa2a—NTRAvbt—TUNEC L7 YRR

(ANRABEEET2IIRY v—, UANVA, BEXOT U M7 LA 7 W@lECEC L7ZRiREER<)
MFERINET, KN D 1 A ECTORMEAZ LR TEET, L, A —VEEZEIE
SHTZEME DA X PBL OV AT A EOAROER L2 RO 2B 5 DI
£7,

Note

L
Tip

PREEN DY —2 Fa—ICA v —VBRISNLHmE. [V —7 Fa—NOFHEFR] A b
U7 TIXZORMAEHESNET, ISR, EEES L HE THESS SN IERRFRNIC X
Hifiat DEA % AT E £,

ZOLHR—FTIE, BEHMOU—27 F2a—HNORA v E—CO0EBIORHBEO T —7 Fa—
NOBERRA =B RENET, V— Fa—ODFRAYE—VDT T TR RTEH, U—
7 Fa—DOLEWVMELLPAREINET,

[‘7 27 % 2— (Workqueue) |77 ZIZBITFDHREM DAL 71X, EHTHY, B4ETDHA]

RRERHV ET, V=7 Fa—NOXA vE—URNEHM, REBEALEVELD b REWVGSE
m\%yﬂy?4®%%%%bfméTA@ﬁ%@i#o:@/fvﬁ?ﬁ\L%wﬁva
ERETAHAZEEMFIT D, ERIEVAT AREEMHRLET,

T—7 %a2a—OLEMELSLVEEETLFIEICONTIE, VAT AREART A—FDLE W
EOREZZML T IZEN,

[V—72 % =2— (Workqueue) | X—V &+ 5L &L, (F¥EX2— N 7T v 7OBELH
E L, 10,000 A vyt —VEBAOERET2— Ny 7T v FIEET L LRSI NET,

[ X T LEE (System Capacity) ]: [Z{§ 4 —JL (Incoming Mail) ]

)

[%1F A —/V (Incoming Mail) |~~—UIZi%, AEHEH. &EA vE—T Ok, FHA vE—
VAR, EEAvE—TVORT A XDIREINET, ERE. FBE L-REREEHICHIR X E
T, THHORBEICEBITA2BEHEDOA v E—VEEANRALIJO ML FEHMELTEL I ENE
ETY, [%fEA—/L (IncomingMail) | ~—TZMHT 5 & BRI A — /L EOE A BB
L. VAT L Xy XU T A OHBENTHILENRNTEET, BERANT—HLEEE T
Tr7ANT—=FEHE LT, FFED RAAL UIPDLFRy hT—JIZEESNDEFA—ILDORED
MY FERRTAHZ EOHERINET,

Note

BIESEREOENT. NI Lb AT AAMICEELR 52 5D TIEH Y 8 A,
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BEFA—)LtFaUT4 E=40EASE |

. [ X T LEE (System Capacity) 1: [%{E A —JL (Outgoing Mail) ]

'l

[~

\'l
N
Sl
L\
st
Gl

AT LABE (System Capacity) ]: [iX{§ A —)L (Outgoing Mail) ]

[15fE A —/L (Outgoing Mail) ] ~—IZiE, FEHHL, BEA v E—T O, A v E—
VAR, EFEAYE—TVORYTA ADNRENET, MRE, FBE LR ICH R T X F
T, THHORRIZBIT D HEFEDOA vy E—VEEARLS IO ML REBREL T Z & E
PC9, [#F A —/L (Outgoing Mail) | _X—T &2 HT25 &, RFAIIC A — /L EDO N % BHR
L., VAT AX YU T A DOFHBEESETHZENTEET, BREA—NT—F LEERLET —
AEHEEL T, BFED RAAL L EIZIP 7 RLADNLEEENDLBFA—NLDOEDO LR
ERATHIEBHEREINE T,

(System Capacity) ]: [ XA TLDER (System Load) ]

VAT ADOAM L AR— MI, RRFEREINFET,

« 2IRDCPULEA = (Overall CPU Usage)
¢ AFEYR—=T AT w7 (Memory Page Swapping)
VY —=RHKIT VT4 T

2{KNDCPUERZ (Overall CPU Usage)

TFIAT o RE, TA RVREEO CPU Y V—RZHEA L TA v —Y 2L —F >y F&a Lk
SEDL LIRS TNET, CPUHENRELS TH, BT LHETAT A Fx /30T 4
DOEZ R THOIT TIEH Y £HA, CPUBHENRELS, 2OFmAY 2—LDAFY N—T X
Uy B IRRAET LS. T YT o OMBEOAREMENR & D £,

Note

D7 T 7%, CPUBARO LEWEL~ NV HFRENET, LIVEL LV ZET T 58
EliE. Web A ¥ —T =2 A ATV AT LEH (System Administration) > [/ A7 A DIKEE

(System Health) ]~<— %3 57>, CLI CThealthconfig 2~ REEHLET, v A
T LRENRTA—=FZ DO L EVVEOREEZSR LTI EE N,

:@&%me A— VLB ZARABIORTANZA LTy LR— N, BLUREE R L X
FIEREEICEI > THEASND CPUDEEZERRTHZ 77 RS ivET, HEEER] CPU D
T2 %, VAT AETERELEZLS OV Y —AFEHT -G OFERE T RWEE T, 7774
7 ADEEACH RS 2DV T 7, BT 4 =T b O LB R 2 HIWT T S
DIZESLHET,

AEYR—TRTy T (Memory Page Swapping)

AEY R=T AU LT DT T TE, VAT AIEDT 4 AT ~OR—T v TP E o5
EERLET, ZO7T7710F, AT X=Y AT IO LEWVEL LR RINE
To LEWELASALEZETTH551F, Web A X —T7 2 A AT [V AT LEH (System
Administration) ]>[3 A7 ADIKEE (System Health) | X— Y% H5 2572, CLI T
healthconfig 2~ RZMHLET, VAT LREANTA—=FDOLEWVEORELSRL
TLEENY,
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| EF4A—LEF2UT4 E=2DEAAE
22y R=v 20y ycETEsE

Y —REHMT7ITA1ET«
VY)—RERIT VT AT 4 7T 71, T IAT U ANRY Y —=AHKE—F (RCM) 1Z72-

7FEEZ TR LET, 2 XE, 77 nBERENTWAERIE, 7774 T AH n A
RCM (2720, D ebnl BT LTWAZ EE2BERLET,

%ﬁm@Ti?%Tyxi BHEIZ RCM 1272 D5 D TiE /e <, A—LENRIEFICZ WA ET
IZERFEIZHEM LG AICORRCM IR 2MERH D T, VY —RERNT 7747477
7K77747/X#ﬁ%kﬂ3kﬁofwézkﬁ%éﬂfwé%ﬁ@\VX?Aﬁﬁﬁ
72> TS Z EERLTWDAEEENRH Y 7,

AEY R=DRITYEVTICEAYT HEEFEIA

VAT AL, B A T ARAT v T TEHLIICEHFENTNDEDOT, —5DOAEY AT v
EUIFREIVEBALLDTHY, TFIA T AOMEL TT DO TIEHY FHA, VAT A
WEIZEARY 2—LDAETY AUy T EHIToTNDLEEERE, AEY AU E 77X
FREINDIEELREBETT FFIZCITI0BXOCIN T 7 T7A4 TV ADFR) . N7 p—~
A\ ES®EDHIE, Xy VT2 XTI IAT U AEBNTH0, REEZRHEL T, KO
AN—T"y NIRRT D EDRNERGELH Y T,

(System Capacity) ]: [ XT (All) 1]

[T_TC (Al) ] =Y T, INFEFTOTRTCDOVAT LAF X/ T 4 LR— hEE—D~—
VIHEAE L, SEIERVA— MNALOBERERRT LI ENTEET, & 2E, WmEZR A
TY AU TORALFEFHICA v —Y Fa—0EmWZ E 2R TcEET, ZhuE

XU T A ORMEOIMETH D AREENRH Y £5, ZOX—TY%PDF & LTRIEL, $£ T
ST DD (FIFVHR— b AX vy T e HETHDIL) VAT A NRT p—<v L ADA
fyfya/ N ERAFT D T E MRS NV E T, SEELISN O FEETO PDF OAERKIZ OV T,
UAR— MZBET A 1EEFIH, on page 98% S L T 72 &0,

\"
N
qi
b~
)
Gl

[ RTLRT—H X (System Status) ] R—

[ AT LAT—H A (System Status) | X—VIZIE, VAT LDOTXTOYTIVHEA L A—)L
BEIODNS 777 4 BT 4 OFFINFERSNET, FRSHE#HRIL,. CLI T status detail =
<~ R L Ndnsstatus 2~ RZFEH L TAFTTEXLEREF U TT, status detail 2~ >
ROFEMIZ OV T, CLIC LD EHB I NE=4Y 7D TFElREFA—NV AT —ZAD
F=H VT BB TL &V, dnsstatus 2 <2 ROZEMIZOWTCIE, FED DNS
AT —=Z ADMER] BB LTI EE N,

[ AT I AT —H A (System Status) | X—I1L, [ AT L AT —H A (System Status) ],
[ —< (Gauges) ]. [ — F (Rates) ]. BILO[H T ¥ (Counters) ] D4 >D&7 g
THER SN E T,

BEEE
« VAT I AT —4H A, on page 40
*« 77—, on page 40
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BEFA—)LtFaUT4 E=40EASE |
B o x7225—52

e L— |, on page 41
e 717 % onpage 41

VATLAT—RR

[ AT L AT —H A (SystemStatus) B v a NZiE, [A—V VAT LADAT—H A (Mail
System Status) ] 3B LN [/X— =2 FH (Version Information) ] 2378 SAVE T,

ESPEREENS

e A=) VAT LDAT —H A (Mail System Status) , on page 40
o N— 3 1R, on page 40

A—IL VAT LDOARAT—% X (Mail System Status)

[A—/V VAT ADAT—H A (Mail System Status) ] &7 > a 1Zid, ROEBRPE ENE
o

¢ VAT AT —H A (VAT L AT —HADFEMIZONWTIX, A7 —# A (Status) , on

page B L T 7E &)

o AT —H ADRE ST EREREA,

T TIATLADT v T EA L,

s VAT LAANDOELHTWA vE—Y (RERICEEF2—IZ Ao TN A vy E—UHE

i) .

N—2 3 UIER
[/N—2 3 1E#H (Version Information) | &7 3 a ZiE, ROERNEENET,

T IIAT LV ADET VA,
e A VA= ENTWND AsyncOS AL —T 4 V7 VAT ADNR—T g L ENVRH,
¢ AsyncOS T XV —F 4 VT VAT LDA A F—)LH,
DY AT LDV T TS
ZOfFIE, VAT B A= PR NCWEDEIBAIEIE ST, (Fr=h 3
R—hOEH 228, )

[#—% (Gauges) 110iE. KO LS ICF a—B LY Y —2EARICHOVTRENET,

o A—/VALEEX = — (Mail Processing Queue)

s X2 —WNDOT 77 1 73%(57% (Active Recipients in Queue)

« ¥ 22— Z~—2Z (Queue Space)

« CPU fiti =
A=V =T oA TTTAT A, AsyncOS 7' 2 ANHE L T\ 5 CPUHREZRR L £
T, CASEIX, 7V FANRAAX Yy L Z VPV BLOT Y NI LAY T4 TakRpl
BEOT AT L2 2BRLUET,
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I BFA—ILEFa T4 EZF2OFERAE

o« —fRAY72 Y V) — AfFEH = (General Resource Utilization)
e JIEHENTWDT 4 A7 % & (Logging Disk Utilization)

L— bk
[L— b (Rates) 17 v aidld, ROZEHICHETLUEENRINET,
o A—/VALEE L — | (Mail Handling Rates)
o JLERYE - DFEIE (Completion Rates)
hoi

VAT LREHERHOBEETFA— NV E=F VT A Z 2ty FL, BT F DR
Uty FARZFIRTLZENTEET, Uy ME, AT LAV ZBLIO AL T
DHY AT LET, Yy M, BT A7 V2 — BT OREF 2 —HND A ¥
=YD H Y FITITRELEE A,

N

Note ‘45gizr /)L —FF 7134 XL —% FSA—TIC BT H2—F TH Ty NOINR, B 2%
ty hCEFES, FAMNITNA—TNTHER L2 — 7 hH U bTiE, o)y b
TEFEHA, FEIZOWTL, 22—V ThHU L F2EHTAEEELSRL T EE0,

IO AE Yy hT 52, [V X% Uty b (ResetCounters) 1227V v 7 LET, Z
DR H X, CLID resetcounters 2~ > K& FAEROMREZIRML L 77, FEMIC OV T,
BIA—N =LV T Ao 20 )y hESRLTIEZND,

o A— VAL A >k (Mail Handling Events)

« JLERE F2A X b (Completion Events)

e KAA Y F— A4} (Domain Key Events)

« DNS 27 —% A (DNS Status)

[KBE®D *—JL (High Volume Mail) ] R—
~

Note [ K% # D A —/L (High Volume Mail) ]~<—3 (2i%. Header Repeats /b —/L & 142 A » & —
U ITANEDT R IETNERINET,

[KZEED A—)L (High Volume Mail) ]X—IZiE, RO LHR— MBS T 7 O TR
EhET,
o [ A4 (Top Subjects) 1. Z D77 7035, AsyncOS 23525 Liz A »&— 0 B4
TR TEET,
o [z X —T%(53# (Top Envelope Senders) 1, Z D2 7 7736, AsyncOS 735%(5 L
TP Avye—U0 iz Re—7 R EE MR TEET,
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BEFA—LtxauTs E=20EAAE |
. [AvE—2T 1 )L2 (Message Filters) 1 R—2

o [BER) EALA v E—T 7 4 VX (Top Message Filters by Number of Matches) ], Z 2
Z 7D, —HEICH S < (Header Repeats L— V& T 5) EAvE—TY 7 4%
%ﬁﬁf%iT

[KZRD A —/L (High Volume Mail) ] ~<—121%, FIA vb—Y 70088 #2455
A=V T ANFI—EHLTA v E—VORERTROERINET, #iEEz27 Y v 7 $5
L AvE=V R I yF U EMHLTEORICEENTNDTRTDOA Yy =D Y X RHR
FoRENET,

LR — RGOS (BREER ) | R AX A0#BHERIRTEET, /77 F
CIXEEH Y A FOT—HiE, TRTOLAR— R EFEERIC[=7 AR —F (BExport) |V > 7 %ff

ALTCSVERIC= ZA4R— ~F %57, [EFIWA (PDF) (Printable (PDF)) 1V > 7 Z{EH L
TPDF R/ AR—FT&EFET,

[AvE—T 4)L32 (Message Filters) 1 XR—

[A>vtBE—T7 40 H (Message Filters) | X—12id, —HEDO LA v 2= 740V 7 (%
HLEL DAy E—VIC—HE LAy E— /74/1/5’) LT D iEwMs 2 EOEA (BT 7
L) TRRINET,

W77 7Tk, EREAYE—VIC JZO“C%TB§< M) H—=ENDERA =T 4 VH R
TEFET, RIZF, HiAvE—Y 70 0& b B4 THAvE—V T4 NZI—H LAY
‘K—V@ﬁﬂﬁé%wbﬁ)@ﬁ%7)/uTTé&\%/?hﬂ/%7/%/7%ﬁﬁﬂjf%@§
WICEFENTWVABRTRTORA Yy E—VDY X NRFRREINET,

LR — MG OREMEFE (REECHEZR L) | b A X 2o Es®RINTEEd, /97 F
CIEFE Y A FOTF—21E, TARTOLR— b EFRERIZ[=7 AR —F (Export) ]V 7 %Al
ALTcsvEticey AR — 7252, [FIRA (PDF) (Printable (PDF)) 1V > 27 Zfif L
TPDF ERc= /7 AR— b T&E £,

[Safe Print] R— <

[Safe Print] L'AR— bk X—=YZH LT, RONFLERRTEET,
« 77 AN XA TRHID, Safe Print THI SN/ 7 7 A 0¥k (77 78X o
« 77 AN ZATRHID, Safe Print TH) ST/ 7 7 A M OEE (RER)
[Safe Print CHi /1 Sz 7 7 A VRO (Summary of Safe Print File Types) | €7 v 2 > C

Safe Print CHI) SN/ 7 7 ANVDEFHEE 7 )V v 7358 [AvE—V T vF s
(Message Tracking) ]IZA vE—VOFEFANERINET,

CSV 7 —4& MESF

B A= X2 VT 4 T=H TR T 7 OERICHEA S M7 —F 1%, CSV B TR
TEET, CSVTF—HIZT 7 v AT HHEE, kD 22OTT,

B EFA—LtFa0T1 E-2OEASE



| BFA—LtF2)T4 E-2OFERAE
amTotzicksesvr—song [l

cBFA—INIZKBCSV LR—FDEME, ETA—NTEESIND, EIET—IA4T7 X
N5 CSV LAR— hEARTEET, ZOBMEHIEE, [LA— b (Reports) | ~S—\2F
IRENDERICETHEMNLA— FEMLELTIHE, FRIIAERY NUV—2ZT7 7%
ATERNZ—WIZ CSV T — X & ET DA IERTY,

Comma-Separated Value (CSV; 7> ~XEIV) LAR—F A 7L AT Y2 —/ViRiE S
LR —=FOREXT — X 25T ASCHTFA N 77 AL TY, & CSV 7 7 A VI,
RR1001TE2EDDHZENTEET, LFE— MNIEEOEEORNE TN D56, FRIC
XL THHED CSV 7 7 A VMERL S LE T, H—D L AR— FOBEED CSV 7 7 A /LI,
H—0Dzip 7 7 A MITEMEES LT, T—=WA T 77 A NVORIFA T 2 a gl d 270,
ERDOEF A=V A =V SN TEF A=V CRESILET,

*HTTPIZKBCSV 774 ILDEBR, EFA— N X2V T 4 TE=HERETHSLT T 70
TERRICHER Shi=F — &1, HTTP 2 L TS T £9, ZoRMEHEIL, thoy—
NWEER L TT —% OO 2 EITT 2 TEOHAICE N b ET, & 21X, RnL
F—AZOHA T a— R, A BIOMO Y 2T A TORBEEREITO BHEIZ 2 U 7 M
LoT, FT—F2oRGE AL TE E£T,

EEEE
s HE 7' BB AIZL D CSV 7 — ¥ O, on page 43

B 7O0tXI2&L 5 CSVT—4 DERG

WEEETHHTTP 7 =V — 2 R b AESHICHET 5 5L, REREEOT — 2 2R T5 L9
WCEF AL X2 T 4 T=F RXR=UD 1 DEHFRETHI LT, RIZ, [F AKR—|
(Export) |V v 7 %ab—T&xEd, ZNRF¥ Y r—RKURL TY, ZOLIIZT —XEG
ZHEML LA, ¥ 78— RURLNONRT A—FZEEL, BRLRNI ENEETY
(Fiez2W) .

Zom— RNURLIZa— MeSiva 0T, (G#EY7e HTTP ik fEH L) Rt =V —%
FATL, AEOT =% vy "B CE29MEA7 Y S Meat—T&Ed, ZOAZ U7k
TliX, BasicHTTP #ilE £ 72137 v X —iE2EHTE £9, BEHYrE®ATCSV T —¥ %
BT 2581, ROFHIZEETHILERHY T,

« URL O FHFIHRFCE T 2 REEGEEFH 02N R 1R, 1 B, 1 A7 E) ., URL &=
E—LT HaEIHR] OCSVT—% &y h&BET 5556, ZOURLAZRICHERTS &
XIZIE, URL OFFERND MBE1H] 2R ETHHLWT —X By FEESSE L E
T WEREPE OB S, CSV 7 = ) 3055 (72 & 213 date_range=current_day) |
FoRENFET,

TRy NDOT 4 NE Y T EBILOHEOELNEN, 7 4 v ZIFREES L, 7 ) —C
FHNCFRENET, LR—FTIE, ZA40ZIRTEALHERENEEA, 1 DDOHE L
Tid, BRELVE—NMIBITFS Fao—n—hv) BERLZZRETFLNET,
«CVSH D m— RTIE, &R LZEBEHICOWTENDOT —Z DT _RTOITIRESNE
R

I EFs—nLtxaysq w=s0EAsE



B wovsoin

URL DY > T )L

Basic HTTP :2sEV LT

BEFA—)LtFaUT4 E=40EASE |

s CSVTiE, A LAX U TBIOF—THERINEZENOT —XDITHREINET, AT
Ly Ry— TV r—ya VAT E2ELT, BEOAT v 7 THIZY—FTaE
j—o

c FANOITIZIE, VAR — MORENDAFRTRLIE—HTEHE DT LR LG TN TWET, #
ALARZ T (BALAZ T onpageddZ ) BLOF— (A7 2 F— (Keys) ,
onpage 4542 M) bERRINET,

ESPERCRS
« URL @ > /L, on page 44
* Basic HTTP Z83EZ L7 > v ¥ /L DB, on page 44
« 7 7 A WA (File Format) , on page 44
« XA LAK T onpage 44
o A7 a v F— (Keys) ,onpage 45
¢« A RNYU—=3 7, onpage 45

http://example.com/monitor/content_filters?format=csv&sort col ss 0 0 0=
MAIL CONTENT FILTER INCOMING.RECIPIENTS MATCHED&section=ss 0 0 0
&date range=current_day&sort order ss 0 0 O=desc&report _def id=mga content filters

2w JLMIEN

URL |Z Basic HTTP #BiE2 L7 v v ¥ VEHRET 26012 RITR L ET,
http://example.com/monitor/

RO ISR F9,

http://username:password@lRexample.com/monitor/

774 LR (File Format)

BALRRUT

Homa—REIND77AMICSVIERTHY, 77 A NIERFIL csv TT, 77 A VEH
Lid, 774NV DT 7ANVATHY, LR— FOLABNIEEY . VER— OB T v a Uik
%i‘g—‘@

F—=HDA N =T EITH I AR— ML, FATORM THIFE 12OV TR Z A LA
BUTRBIOKTHEALARAZ L TRRENET, 2HAORMBY A LAZ U TEIOKR T 24
BAR T (BB L OAMPBFAIN S TR DRtk Ed, 212227
X GMT I T3, ZHUC XY, 7794 7 U ANEBOEMEICH D56, 0 7 OEINRE
5720 9,

HEVRNZLETTN, T—HBMMUDOY —ADT —H L~—VINDHLEITIE, =7 AFR—
T7ANIEA LARZ T ITEENERA, & 2L BEOFFMO= 7 AR — FTlE, b
R— R D7 —% & Threat Operations Center (TOC) 7 —Z B~ —T Zd, XA LAKX VT INAR
WUNZe 0 £9, ZuE, BRBFEELRWZH TT,
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I BFA—ILEFa T4 EZF2OFERAE
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BH LI GUTESNEA v = BEA =Y, 7V =0 A vb—V0REE2ET) N
GENLTHET,

FEITIT7EBIOY <Y —Th, FEA—VIHET L FEROEHRIA RSN ET,

&R
AN X2V T 4 E=HTORA v —VHEFHCEET 57 EF1H, on page 9

BF AN EX2) T4 EZATOAYvE—CEHICHET S IEEIE

BTFA—IN EXF2VT 4 T EZBREEA—NOEFITHEHT L FEZ, AvE—VHT-00
ZEBFORICEL TRV EF, /=& 213, example.com 2°5H 3 AOZEEITHERE SNER
AvE—UiE, ZTOEFENPOGDO3EE L TEHINET,

EEBLE 2T —Y a7 A ko T eyl ENEA v E—IFERITT—T F 22—
WCABRWDT, 7T IAT U AFERA Y E—VDOZEED Y A MIUIT 7 ATEEH
ho;m%é\%ﬁ%ﬁ%bf%hﬁmﬁﬂ%wéﬂifo_wﬁﬁi/zzkioT%Mé
N7eb DT, BFOBET — % ORBE Y7 ) o TR HE STV ET,

[A—)ILT7B—8ZE (Mail Flow Summary) ]I X—C TODEFA—IL A vE—TDHEE

B E DR ENDZEA vy E—VBIO[A—/L7 2 —% (Mail Flow Summary) ] L'7R— h
NR=UTEREINDIEEA vV, ROEBYSEEINET,

R 4:[A—)L7O—HE (Mail Flow Summary) | R—2 EDA—)LOAFTIY)

yaloat=1| SR AR
A—JL JO—E : BE

I EFs—nLtxaysq w=s0EAsE



BFA—Lt¥ayT« E=40EAAE |

. [A—)LT7B—8E (Mail Flow Summary) I X—CTOEFA—IL AvE—DHEE

Rl

Bl

VEaT—vary 740
N

HATR U =2k > T7 vy 7 SN+ _RCOBGEIC, BT
BEHTF-LDIZ, ZEZoZRey N ko T o7 ry s X
NIz T R COZEEEE A T-HE,

[LE=2T— a7 4 ZIZX%1EIE (Stopped by IP Reputation
Filtering) ] DfEIX, WOERIZHE S THEEB SN ET,

s ZOREENOO TSN A vE—Y 0K,

B I, ETIETCPER OB EOMINCET SN E
T) .

LT L DA Y= VEITHT DD IR

TTTA T AZENAMPINT BN TWDIEA, G Sz
B IR/ REEINCHFF CE EHA, ZORDYVIC, HE
SN OENT, BRI T bBE 7 > 1o X EHF IOV T
DHMEFFSNET, ZOXIRRPTRARINDMEIL. FIEESNh
A=V ORNEERTHEE LTHRIRENE T,

[A—/L7 a—f% (Mail Flow Summary) ] LAR— hX—Y ED
LE2T—ar 74 0E Y TOREEREIOEESIT. T3To
S SN RO T IZE SN TWE T, EHEFN OB
FiE, ARRNRECRENZR DT £77,

EEERAL L LE2T—
VEN P Z AN

EEHE A DL E 2T —va VHEICEKSH T ry 7 &0
T A v —Y DR,

WEh 72 5 PERDLDAPHESIZ L o THESE ST TDO A — V2 EEHEIT
T T O RAT G5 % I 2 7=k dkds L OB &
P VAWN S5 TUFANRL AX Y =T, FRIT8EVWHD LT

BHSNIEZEA v =V ORBEB L UEIEG, &5, AnL
A NVAOW THMEE R She A v =2 DOk,

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE

[A—)LT7B—8E (Mail Flow Summary) | R—CTOEFA—IL AvE—DHEE .

Rl

Bl

YA L A

T ANVAE UTCIIBMEE RN AR LTI W E BRI SN ZE A >
=T OREER LTEIE,

WD A v—I0%, [VA VAR (Virus Detected) | 77 =2 U IZ
HLESNET,

s UAINA ARy URERD ETE (Repaired) | F 7213 G L
T3 (Infectious) | THDHA vE—

s LS NTE Ay E—VE, UL NVAEELRA yE—U 8L
THEHTLHIA TV a UPRBIRENTVDHAIZ, TALA R
X v VGRS (B 5t (Encrypted) | ThHH A vtE—

c AX YU TERWVWA B —=IITKIT BT 7Y a U] TEE)
72 L (NOT "Deliver") |1 DIGAEIT, T ANVA AFx v UfERN
[A% ¥ > ~7] (Unscannable) | THDH A vE—

 EA =NV AR D ELIREZEE~EET 24T a i
BIRENTODHAIL, TANVA ZAF Y VEERN [A Xy
AH] (Unscannable) | F£721% [H575{k (Encrypted) ] To 5
Aov—¥

T NI LA VIREED S FENE I XA LT T M L0 EIER
N A=

TR~ VD = T B

BB E T AN —E R T ay s SNTEZEA Y
=T O LUEIE,

A= 77 ANME, VEaT—S gy T VBT
FoTEEOLODIMG 774N ELTHREEINE L, ZOfEIC
X, 77 ANVOHNC K VEERD D ERH S EDT v
T—hrERFT A NMTEENETEA,

a TV T 4 VA

Ay—URa T U T4 NNFICEVEILEESNTEZEA v E—
T OMRER I OEIA,

DMARC KV v —

DMARC BRFER U ¥ — &2 RKI L 72525 A v & — P Ot L O

AN
Ho

S/MIME #::E/48 512 S

S/MIME ¥, 85 F2I1ZZF DM FITRKBE Lz A v E— 0K
BLOE A,

A—)L 7 O—E . R{E

ANl NWVAN y A 4

IKANCEEREEZRIAE A v B — Y OEE L UG,

HL{ % 7

BE SN DEE A v E— YO LUEIE,

EFs—nLtxaysq w=s0EAsE



B o szmmLco.

A\

BEFA—ILEFaT+4 EZ20OERAE |
FLYRTSTEDTF—EDT4NLE) T

G¥)

AFX Y U TCTERVWA =V FEREER SN A v E—V2RETI LTV TFUA LA
BEEATOTHE, ZNHDAyE—UF, UANVAEEE LTTIERLS, 72— XA vE—
CELTEHENET, TRLUANDOEAIF, A=V UA VAEMEE L CEHEIRET,
EBIT, AvE—URN A=V T g ZE—HK L, TN ZIZE-oT Ry &Rz, N
TUAINTZD LTWRWES, 72— Aye—T bt LT#bEd, Avke—T 7400
Lo T Ry ENnlomn, NUUVASINTEA =%, BEICEENTERA,

BEEE
[A—/L 70 —DF# (Mail Flow Details) ] ~2—3 (74 ~<—3)

WOV EFERLTOD, LYK TS TEDT—E2DT74ILE2 )T

[ R T LE=E (System Capacity) | R—

MLy RI7Z 7T, HERKEMFGEELS X OMER R U v X ILESNWTT =252 7 4 VX
Vo752 N TEET,

[FEf 4P (Time Range) | v v 74 07 o TR L7 RE#EPIL, BIOEZEIRT 5 E T, b
VR 7 T7MIERENET,

[A—/L 70 —OMZE (Mail Flow Summary) | LiR—F _X=YD ML RITT7 LD T4
EHEHLT, B 7 4 VR IEAOT —2 2K - CEET, HHARRIV 25270 v
THE, T—ENTANZY) T INET,

~ O

[T AT L8 (System Capacity) |"X— Y TlX, V—27 Fa—NOA =8, V—7 Fa—
THE LR, EZEA =Y (&, A X 450 | 2897 CPU =R, e
MO CPUMEHIFER, AEY X—=U 2T v FNEFRRET AT LAMOFEMARINET,
[ AT L% & (System Capacity) | ~—VZMHHT 5 L, ROFBHREZMHERTEET,
T T TAT VAPHELREF v ST 4 BB T, REDKWELETITIBMT 7T A T 2 A8
VB 72 o T2 R
« XX NNUT ¢ OMENSHRET DA E R T VAT AEFHOWMED N R
b EL DY Y =AM LI AT L0y (R TNva—T 4 T T 57
»)

BHENOT FIAT L AZET=H LT, AvE—VORICH L THEF Y/ 35U T 4 DY THDH 2
LHMERT DT ENEETY, &\, R ORI o TUHFHML £ 923, @EiceE=4Y
Y LTOIUR, BINF Y ST o IR ELEEE THICHEATEET, VAT AF N
VT4 RS2 THROIENRTIEZ. ERNRE, V7 Fa2—HNOAvE—Y, BIW
U Y —=ZAf#T— RDA o F v MYt 52 LT,
2 [EE) OAvE—VELBENTO B 2RENEZEESTS 2 ENEETT, &
RFIZ Z DT — X 2B L T, EOMINEZREE L £3, %1 A —/L (Incoming Mail) ]
NR=UBILO[EE A —/V (OutgoingMail) | ~—T 2T 5 &, BRIFAICEL BT

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE

p—
\

[ RTLEE (System Capacity) 1: [7—% F 21— (Workqueue) ] .

F9, GOV TIL, [V AT LR R (System Capacity) ] : [3%15 #—/1 (IncomingMail) ],
on page 378 L[ AT LFF & (System Capacity) ] : [15{5 A —/L (Outgoing Mail) ], on
page 38 ZM L TS 7ZE W,

D=0 Fa— V=7 Fa—F, ANLKBEOWNE T 4 VZ ) BTV, AEA Y
TV ORFE RN LET D, BREREE) L LTRSS TOHET, LrLY—7
Fa—X, BROPNPSTNDEVAT LAERTREDIEIETHY, B, HERY—7
Xa—DNy 7T v Ty T 4 DMEZRLTWDARERH Y £3, [V—7
¥ 2 — (WorkQueue) | X—VZHHTHE, V—7 Fa—HNTA Yy E—IURNES LT
BRMB LI N —2 X2 —NOT 77 4 €7 4 ZBICE £, FEMICOVWTIE, [V A
7 L& (System Capacity) |: [V —7 % =— (Workqueue) ], onpage37&=ZR L T 72
SV,

) Y—REHWE—F T IAT AR —RN—m— NI Rb L, [V Y —AHKE—
Rl (RCM) 2720, CRITICAL VAT A7 7— FBREEFEINET, ZOE— NI, 7/
ARAZRFEL, RUHESDOA =V LB TE D XK TWET, BT
TIAT AL, BHEIZRCM 12725 D TR, A—VEDPERICEZVGA EITRY
(ZEIN L7258 2 DA RCM IC R 2 L E W D £97, BERRCM 77— ME, v A7 A
WA —N"—a— NZRYDOOHHT L EZRLTWAARERDH Y T, [VATLAEE

(System Capacity) |: [V AT LDHff (System Load) ], onpage38% S L T 72X,

&R e
o [V AT L% E (System Capacity [V—2 % =2— (Workqueue) ], on page 37
« [ AT L% & (System Capacity [%215 A —/L (Incoming Mail) ], on page 37

) 1:
) ]
e [ AT L& (System Capacity) | : [i5{§ A —/L (Outgoing Mail) ], on page 38
o [V AT L% E (System Capacity) ]: [ AT ADETf (System Load) ], on page 38
e AEY AN—=U AT » ¥ FICIT 5 EE FIH, on page 39
o [V AT L% (System Capacity) ] : [TXT (All) ], on page 39

AT LZAE (System Capacity) 1: [7—% F 21— (Workqueue) ]

[V—7 % 22— (Workqueue) | X—IIZiE, V—7 a2 —NTRA v E—INE LI LR
(ANRLBEEETIZR Y > —, UANA, BIOT U T LA 7 REEECESS LI REFIERL)
DEREINET, 1FFHND 1 HE TORFMHEAAZ R R TE E3, PR, A —/VEUE & BT
SHTZEME DA X FBL OV AT A EOAROER L2 RO 2B 5 DI E

£

\}

Note [REEENO U —2 Foa—ICA v —VURNMBRENIEE. (V=2 X2 —NOFEHE/] A b
Uo7 TIXRZOMNERE SN ET, Zhcky, \EEEH ERE THES SN EERRBIC X
LR DB I HRETE 9,

ZOLR—FTIE, BEHRIOYV—27 Xa—HNOA v Ee—0BBIOEHBOY —27 % a—
NORERKAvE—UEERENET, V—0 Fa—0DFEKAvE—V0 75 7FH ATH, U—
7 Xa—OLEVELNLBNRINET,

EFs—nLtxaysq w=s0EAsE



BEFA—LtxauTs E=20EAAE |
. [ X T LEE (System Capacity) 1: [Z2{E A —JL (Incoming Mail) ]

[‘7 7 % 2 — (Workqueue) | 77 ZIZBITFHREMDANRAL 71X, EFTHY, BETHH

BERHY T, V=27 Fa—HNOXA v E—UREMM, FEFALIVELY B REWES
ﬁ\#%NV%4®%%%%LTm6ﬂ%@ﬁ%@iﬁo_m/fvﬁfm\L%w@vxw
BT ERETT A0, FRE VAT AREEHRALET,

U—7 Fa2a—DLEWVMEL NV EEETLFMACONTIEL, VAT LREANTA—=FDL TN
EOREEZZMLTIIEEN,

P

Tip [U—27%a— (Workqueue) ] X—V%HERT D & &1L, EEFa— RNv 7T v 7 OHEL N
FEL, 10,000 A v E—C B AEET2— Ry I T v AERET DL ENRHERINET,

AT LE= (System Capacity) ]1: [/ A —)/L (Incoming Mail) ]

[321& A —/v (Incoming Mail) ]~<—I2iE, FHEHHR, HEA v E—Y O, FHA v E—
VHARX, FREAYE—VORY A X RENET, MRE, FEE LICRREEHICHIR T £
T, CTHEOBEICBTA@EDORA v E—VBEANRL IO MLy REBR L TBL 2 ENE
Y, [ZfEA—/L (IncomingMail) | ~—T&MHT 5 &, KERFYIC A — /L EOBIN % BB
L. VAT A XX NRUT A OFEENLTLHIENTEET, HEREA N T—FEREET R
Tr7ANT —=HEHE LT, FFED RAAL UL Fy NT—ZIZEFESNDEFA—IVDOED
Moy RERRTDHZ EHHERINETS,

p—
\

\}

Note E(Z3EnBNE. MT L L VAT AAMICEEL 52 52 TlEd 0 A,

AT LBE (System Capacity) 1: [iX15 A —JL (Outgoing Mail) ]

[i515 A —/V (Outgoing Mail) ] <X—IZid, RBEHH. BEA vE—Y Ok FHA v E—
VYA R, EHEEAvE—VORIA XARRINET, MBRE, BE LR ICHIR TE
T, THHORRIZBITDEFEDOA vy E—VEEARL IJO ML REBEL TEB ZERE
T, [415 A —/b (Outgoing Mail) ]-X— T Z@HT 2 & R A — L EOHINZ B
L. VAT AX Y XU T 4 DFHEZNTHZENTEET, BIEA—NT—F LRIEWELT —
AEHEEL T, BED RAAL L EFIZIP 7 RLADLLEEENDLBEFA—NLDOEDO LR
ERATHZ L BRI ET,

p—
\

\'l
N
Sl
L\
st
el

(System Capacity) ]: [ XA TLDER (System Load) ]
VAT LAOEFLAR— MI, RBRERINET,

« 2R DCPUEA = (Overall CPU Usage)
¢ AFEYR—=TU AT w7 (Memory Page Swapping)
VY —=REKIT 7T 4 BT 4
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b_ESA_Admin_Guide_13-5-2_chapter38.pdf#nameddest=unique_1414
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I BFA—ILEFa T4 EZF2OFERAE

22y R=v 20y ycETEsE

£{KDCPUEFZE (Overall CPU Usage)

TFIAT U RL, TA RWVIREED CPU ) Y —RZHH L TA v —V20—F» F&E L
SHDL I ICHREEEINTWET, CPUBHERELS TH, BT LHLVAT A Ty 30T o
OREZRTHOIT TIEH Y THA, CPUBHERELS, OEmAY 2—2DAFY X—T X
Ty U TPRET DA, ¥¥ /30T 4 ORMBEOAREMERH Y 7,

Note

ZD7 T 7ZiE, CPUEHRDO LEVE L~V b RSN ET, LEVEL~NLV2EE 58
HBlE. Web A X —T =2 A AT[V AT LB (System Administration) ]> [ AT ADIRKE
(System Health) ]X— %19 %2>, CLI CThealthconfig Z~> REHEMALET, v A
T LIREANTA=ZDOLEWMEOREZSZRL TIIEEW,

IONR—UTE, AL, ARABLOTA LR T LER— b BROWE R L&
FEEREEICE > THEHASND CPUDEEZERTDHZ T 7 RS vET, HEEERI CPU O
T7E, VAT ALAETRLELS DY Y —AFHT RGO E RTRWEE T, 7774
TV ADEGEACB MBI A 207 T 7%, HEST 4 B —T L OB EE A KT S
DI B ET,

AEYR—=U Xy T (Memory Page Swapping)

AFY R=Y R T DT T 7F, VAT AMIEDT 4 AT ~D_R—D 0 TN
EEARLET, ZOTVF7IE, AEY XR=V AU TOLEWVMEL L ERRINE
T, LEWVELNLEEFTLEHAIE, Web A VX —T = A ATV AT LEH (System
Administration) ]>[3 AT LADIREE (System Health) | ~<X— T % fEH3 57, CLI T
healthconfig =~ R LET, VAT LRENRNTA—FZDLEVEOHRELSHL
TLTEEN,

Y —REHT I T4 ET A

VY= T VT A T4 7T 71, TTI7AT VAR Y —2HiKT— K RCM) 1Z72-
2R ERLET, 2E20E. 777 nBERINTWAEGEE, 77747 2 AN n A
RCM (2720, A7 b n-l B TLTWAZ L 2EWRLET,

BHENOT T AT AL, HBEIZRCM 12725 D TiE/el, A—VENEFICEZVHE T
ITRFEITHEM LG AICORRCM IR MERSH Y T, VY —RAERNT 7T 4T 47T
TWCT FITAT VAPBEBEIZRCS TR > TNAZENRENTVEEAIT, VAT LANBRA
fflZ72 > TWNWD Z LR L TWDAEEMENRH Y 7,

AEYR=DRIYEVTIZET HEEEE

VAT AL, B A T ZRAT T T LRI INTNDLDT, —HOAEY AT v
oIV EALDOTHY, T I5A T AOMEEZRTLOTIEH Y A, VAT A
WHEIZERY) 2—LbDAFY AUV TEToTWVWARAEZHRE, AFY AU 7IX
FRENDEFREETT BRI CIT0BLWUCIN T T4 T LV ADHEER) . T H—~<
AZm ESEDITE, Xy NT—=TIWCT I ITAT U AZBNT 5, HEZTEL T, HKRKD
AN—T NEHERT DL ENVLEREAELHY T,

EFs—nLtxaysq w=s0EAsE
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BEFA—)LtFaUT4 E=40EASE |
. [ RTLEE (System Capacity) 1: [T (All) ]

[ R T LZEE (System Capacity) 1: [T_T (All) ]

[T_T (AI) =TTl ZRETOTRTDOVAT A XYV T 4 LR— hEHE—-D2—
VIHAE L, SESERLA— MNATOMBREERTLZENTEET, 2L xIE, wFEIR A
T AT T ORALRFICA v =Y Fa—RNEHNZ 2R TEET,
Xy R T 4 OREDIRETH 5 AT H ﬁ#%@iﬁo_@m%v%mmkbfﬁfb\%f
BT DD (FFY R — N AF T EHEFTHEOIL) VAT LRI —< L ADRA
Ty Tvay NERGETAHZENHRINET, FEELSN D FFETO PDF OAERKIZ OV T,
LR — MMZBET 2 EE FIH, on page 984 S L T 72 &0,

LAR— b T—2OEMME
[LAR— hT =X D% (Reporting Data Availability) ] ~3—Tlid, VU Y —A i HEE
A=V T T 4w DEERAELGEZ VT ATA LMMIERTEDLLICT —HE2HFRTEE
7
TDONR=IUNG, BX 2 YT A BT T IAT VAL TEEENDT T4 T 2 ABKD
FT—=RZT_XATENT 4 E2EGD T, T_XTCOT—F )V —2FHBRBIOEFA NI T T 4 v
TIEEDOH DGR EREINET,
TDOULR— R N—UnE BEOT 54 T AB L OEMESEEOTFT — 2T XA ST 4 %
FrRTHZEBTEET,

[EEL~< /LY = 7H#E (Advanced Malware Protection) ] R—
BERYLT =7 PiE, WICEVBa T A REFA—LVORMNT 7 A VADT 7 A b_— A
DRI DB R L E T,
DT FANDLE 2T —2 g R RIGT 5,
LB aT—vary P EATELER RSN TWRWRED 7 7 A VOEMEZ 3T 2,
« BT LWIERDFIH ATREIC 22 D DITHEWHBL T 28 A ML, ZREHESNLTWDH T 7
ANVIRF Yy P —=ZIBAT D L a—PFIT@rT D,
COMREBIFEEA vE—VEREBEA v E—VIHTEET,
TrAN VvEaT—ay TANE Y T LT ANNGHTOFEMICONTL, 22— A K
FLIFEA—N X2 T 4 TTITAT 2 AD AsyncOS 4> T A o~V T HBRLTL EE
AN
LAR— b R=U % FRRTHITIEL, [VA—F (Reports) | Ry 7 X7 D[7 74 VBRI~
N7 =7 DL AR— b (File and Malware Reports) | E7 3 3 UMb [EER~ /LY = 7 [
(Advanced Malware Protection) | Z3&R L £,
[EE 7~ = 7l (Advanced Malware Protection) | L'7R— k ~_X—Zi%, RO LR — K
Ea—NERINET,
s [BE/Z~ vy = T Bl (Advanced Malware Protection) | : [#£2 (Summary) ] (63 ~X—
V)

B EFA—LtFa0T1 E-2OEASE




| EF4A—LEF2UT4 E=2DEAAE
[EEA<IILY = 7IH# (Advanced Malware Protection) 1: [#Z (Summary) ] .

o [FEE e~ vy = T (Advanced Malware Protection) ]-[AMP L' E =7 —3 2 > (AMP
Reputation) ] (63 ~<—)

s[RI~ LD = TP (Advanced Malware Protection) ]—[7 7 A /L4341 (File Analysis) ]
(65 ~—2)

s [FE 72~ v = 7B (Advanced Malware Protection) |—[7 7 A /L L k@ A~ v 3 >
(File Retrospection) ] (66 ~<—1)

« [EE 72~ v D = 7B (Advanced Malware Protection) |- [ A —/LiR v 7 A0 H#EMEHE
(Mailbox Auto Remediation) ] (66 ~<—1")

[EER~/L D = 75 (Advanced Malware Protection) ] L'7R— h~3—37(Zi, Cisco Threat Grid
TTIAT AR SNTT T TAT U ADVTNNEA LT —HEARMET DA MY v 78—
DERRINET,

\}

G c AN w7 /\‘—«C'?:‘—g %%&hﬁiﬂ'@—é@zfi\ CLI T trailblazerconfig > enable I ¥/ Rz
T2 MENH Y £, s OV Tk, [Cisco Email Security Command Reference
Guide] &ML T 7EEW,

* Cisco Threat Grid 7 77 A4 7V ADT —H 2 F/xTE 500k, BRI, #HE, BLOHABD
HTY

ESPEDEYS]
¢ SHA-256 " > 2 \Z KD 7 7 A LD (67 ~=—)

s FOMDVLR— R TOTZ 7 AN b EaT—vay 74 E T—4DFRr (68 3—)

[EE4 <L = 7HA{E (Advanced Malware Protection) ] : [#f2 (Summary) ]

[FE e~ =7 B (Advanced Malware Protection) | : [#% (Summary) |~<—I2iX, 77
AN VE2T—va rBROT 7 ANV —EXATHEAN SN DZEBICEET7 7 AL _—
ADBEOMBEORENRFERINET,

SRR OV, T[EE AR~ vy = 7B (Advanced Malware Protection) ]-[AMP L &= 7 —
vz (AMPReputation) ] (633—77) | BIO [[FEELR~/L D = T (Advanced Malware
Protection) |—[7 7 A /L5347 (File Analysis) ] (65 %—) | #BB LTI ZEW,

[EEAZ<ILY 7 (Advanced Malware Protection) ]-[AMP L Ea1 57— 3> (AMP
Reputation) ]

[EEE 2~y = 75l (Advanced Malware Protection) ]-[AMP L' =7 —3 3 (AMP
Reputation) ] X—IZi%, 77 A/ LEaT—T gy P—ERL-> Tl &z, ZEB
FOREEENTE T 7 AN R—=2ADEBHENRERENET,

I EFs—nLtxaysq w=s0EAsE



EF AL tFaUT4 E=20EALE |
. [EEZ<ILY = 75 (Advanced Malware Protection) ]1-[AMP L E 27— 3 > (AMP Reputation) ]

HIENET SN T 7 A MZHOWTIE, [AMPHIED T » 75— (AMP Verdict Updates) ] L
A= 22 LTLLEIN, ZNOLOHER., [BER~L Y =T il (Advanced Malware
Protection) ] V7R — MIXKBEEINEH A,

JEME 7 7 A NVETNTT —HA TEBT7 7 A NVIDOEEDODH D 7 7 A VR E W56 JEfE
T ANETNIT — A THET 7 A4 /0D SHAEO AN [EE /2~ v = 75 (Advanced
Malware Protection) | L'AR— MIEHENE T,

[AMPI|Z L 0 PR S 725215 7 7 A4 /v (Incoming files handled by AMP) &7 v = 2l %17
L7ewvo T 77 A VNEEDOSH S (Malicious) |, [1EH (Clean) 1. [F~H] (Unknown) N
[AF% ¥ > AA[HE (Unscanable) ], [f&VU A2 (LowRisk) |72 XD E &E 72 hT7 I URHICER
SNET,

EEOLDIZET 7ANVE, ROX I ICHEINET,
e[ =7 (Malware) |ICHHENDAMP L E 27— a v —RTZELEZT v/
U A MIBEEINTWD 7 7 A /L SHA DEIG,

o [ A% L (Custom Detection) ] 1Z43%H S 415 AMP for Endpoints = & Y — /L TEA5 L
77 vy A MIBFEINTWD T 7 AL SHA OE|E, AMP for Endpoints =2 > Y — /b
PHRGENTZT a7 ) A NMIBREEESND 7 7 A )V SHA DEBL L, VR— hO[#EE
~ N =TT 7 A /v (Incoming Malware Threat Files) |27 > 3 T[> TN AH
L (Simple Custom Detection) ] & L CHERINET,

o [ AZ L LEVME (Custom Threshold) JIZHEIN D LEVMEREIZESNTT v v

U A MIEEFINTND 7 7 A /L SHA OFIE

LAR— b [FEf (More Details) |27 v a > DV 27 %27 Y v 27 345%E AMP for Endpoints
AV TOT Ry JANMIBFEENTNDETZ7A/VSHAD 7 7 ANV TV =7 N D
AR TR TEET,

[VRVE (LowRisk) JHIEDOFAMZ LA — FO[AMPIZ LV S 725{5~7 7 A /L (Incoming
Files Handed by AMP) | &7 ¥ 3 VIZERTEET,

[FE7e~ D = 7RG : %18 (Advanced Malware Protection: Incoming) | L' AR — k ~<X— D
[AMP L E' 27— 3 (AMPReputation) |Ea=—%fiHT 5L, ROEREFRTEET,

CEERAT =TT VDT 7 AL LE 2T — v gy BRI Lo THBIS R
TZET7 7 ANOE (77 70 .

BRIV LRI E I N TR TOYA T 2T EHR T 7 ANMIETA LY R 75
70

o« ENIDOZAE~N T =TT 7 A by
c MiDZESAN T 2T EE T AN (T AN ZA TR

« MiDZE~NT =T BT 7 AN E—BERRT D [XE LIV =T EHRT 7 AV
(Incoming Malware Threat Files) |1 % 777 4 7 7—7 /L,

RUNETTDHE BT 7 A NVOBBORNEZ S MR o R\ F RSN E T,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[EEL<ILY = 7I5# (Advanced Malware Protection) 1-[2 7 « L5347 (File Analysis) ] .

T RAMERTZDOLR— MIRHENDIA v =Dk TEA =Y b T vF T
TR ERRTBICIE. BEOFWESDODY &% 7)) v o LET,

[EE 7~ vy = 7Bl - 2513 (Advanced Malware Protection: Outgoing) | L'7R— k ~X— 0D

[AMP L t'=5—3 = (AMPReputation) JE=—%iH+ 5 L, kOEREFRTE T,
cRERVT 2T D T AV LTV gy =B RICL o TR E R
T E7 7 ANVOBME (7F 7R .

JBIR LRSS E SN T RTOS AT = TR 7 7 A NMVIET L R LU R 75
70

s FLOFE~NVT =T EB T 7 AV,
s MIOFEE~NT =T EB T 7 A (T AN ZA TR

« FLDREE~NT =T EB T 7 ANE—BRRT D [EE LI~V =T EHRT 7 AV
(Outgoing Malware Threat Files) | A > ¥ F 7T 47 T—7 /b,

RUNZTodDHE BT 7ANOEEROREZ G R PR RENET,

TR AMBTIOLR— MIGEHINDIA v E—VICHTIA =Y T vF T
F =R EFRTHITIE, BOFWEEDOY &2 7 ) v LET,

[EELZ<IILYz7{# (AdvancedMalwareProtection) 1-[7 7 1 L5347 (FileAnalysis) ]

[EEE 7~y = 75 (Advanced Malware Protection) |—[~7 7 1 /v 4T (File Analysis) ]-%—
VITIE, T DT 0OIZEE SNTZE T 7 A MIOWT, B EHE (F7ITPRHE) BNERR
ENFET, TTIAT AL T ITmiiERaeTF =y 7 LET,

1000 B2 D7 7 A NVGHTHRERZERTAHIZE, T—FEF esv 77 ALE LTI AR— 1
L/iﬁ‘o

A7 L 2 AD Cisco AMP Threat Grid 777 A4 7 A TORE DA : AMP Threat Grid 7 7
FTAT VATHRAIY A MIRESNTWATZ 7 Ax, 7 —2) ELTERESNET, 7
AU A MZOWTIEL, AMP Threat Grid ® R¥ =2 X FE72i3A T4 v~ VT E2BRLTL
72 &0,

FUNZO4 DL &7 7 A NVOEBOREZ S MR i RO TR SNET,

SHA IZBAT 2 Z DMDIEREZ BT D0, 0L 7 7 A VOWEERR—C D FE O Y 7 %0
Uy 27 LT, Z7ANEGH LTz —NICBET 2 BMOFMERRTHZ L TEET, 4
IZOWTIE, SHA-256 Ny > 2\ A 7 7 A VDRl (67 2—) #BBL T X,

T RAMEBRTZDOLR— MIREINDI A v =R TDEAE—Y b T vF T T—
R EFoR T HITIE, RO [FEM (Details) (V7% 270 v 7 LET,

EMG 7 7 ANVKEIET = A THERT 7 ANDOHIE L7 7 A VRS HICEE SR D L,
SN2 7 7 A VD SHAEDOHW [ 7 7 A V5i#T (File Analysis) ] LAR— MZEENE T,

[EE 72~ v = 7 (Advanced Malware Protection) | L'AR— h _X—T D [7 7 A /L5HT (File
Analysis) | Ea—Z2HT 5L, ROFEHRELRTEET,

I EFs—nLtxaysq w=s0EAsE



BEFA—LtxauTs E=20EAAE |
. [EE#A&<ILY = 75 (Advanced Malware Protection) 1-[Z7 7/ )L L kAR X% < 3> (File Retrospection) ]

cWERTNTTHEIT DT 7 AN E R L o TT 7 A VDT DT DI
Tyl ua—RENEZET7ANVBIOEET 7 14 LD,

s T ANDNERPET L TCWDAZET 7 ANLBIOEEZ 74 LD Y R K,

o T ANSIERODMBEGHL L 7o TV AZIET 7 ANVBIONEE T 7 A LD U A |,

[%J"’&?)L@ T 7B5% (Advanced Malware Protection) ]|-[Z7 74 JL L FORRS S 3
> (File Retrospection) ]

[EER~vy = 75 (Advanced Malware Protection) | [7 7 A /L b A7 2 a2 > (File
Retrospection) | ~—IZiE, ZDOT FTA T AT I, A = U2 ERITHENE
Dol T 7 ANPERRENET, ZOTFTIVADOFHEMIONTIE, BENOTTIFA4 72D
Y= aT VEZRLTIESN,

BERS VY = TP R 2R Te B n T A BBICER 2 Y TH), A7 —2 TEVEE
MIZRERBA DN 2% & BROHEN LD D RN H Y £,

1000 22 DHET v 7T — " eFRTHIZIE, T—F% csv 77 ANE LTI AR— |
LET,

1 >®D SHA-256 12%F L CHIENMEH R b - = 581T., HIEBRE TR &EFTOHIEDIHN T
DLR— MIFERINET,

i A PTRE 70 e REFRBIEPHPN (LR — MOEIR S 7= IC BIfR 72 <) I2HEE D SHA-256
DEBEZTHTNTDA v E—UERRTDHITIE, SHA256 V27 % 27 Vv r LET,

[EEE e~ = 7B (Advanced Malware Protection) | L' iR— h X—TD[7 7 A /L L f1a &
~Z 3= v (File Retrospection) | B = —ZFEHTxET,

L AR T 4 TRHEEERGDIERE T 7 ANVBIORETZ 7 A LVD Y A |,

[EEL<ILY T 7 (Advanced Malware Protection) ]-[#A — /LR v 4o XD BEENEE
(Mailbox Auto Remediation) ]

[FEEE7r~ v = 7B (Advanced Malware Protection) 1-[ A=Ay 7 A0 HEMEE (Mailbox
AutoRemediation) | LAR— F X—TIZiE, ZET7 7 A NMCKT D A=K v 7 AMEEOFERD
FRHINFRIR SN E T,

[FEEZ2~ /T = 7B (Advanced Malware Protection) ]-[ A —/L7R > 7 2D BENMEE (Mailbox
AutoRemediation) |~—TZHTLHE, WLEDL AT T 4T 8X 2T 4 FHER
RTLHTENTEET,

s ZEEDA =Ry 7 AMEE ORI F IR E RS —E
s A=K L TELNDEEDT Vg
* SHA-256 /~ ¥ 2 [ZBEFM T LN TWA 7 7 A V4

e A=Ky 7 ZMEEPENE TR L IEZEHE IOV TERSI AL TWS T a7 7 A V4
D—

B EFA—LtFa0T1 E-2OEASE



| EFA—LEF1UT1 E=2OBERAFE
SHA-256 v 1 1=k 577 1 Lo#E [

 EEDIR L 2B

s RAAS NIy BT ENET 0T 7 A D20

MEE NI L7-5154 (Recipients for whom remediation was unsuccessful) ] 7 4 —/L K%, &
DY FVATEHFSNLET,

o HEZH IR A — VR v 7 A ZAFFH DI %72 Microsoft Exchange Online - — & 72 | Microsoft
Exchange 4" 7' L I A2 —WTIIARW D, 77T A 7 AITEEIE S 4172 Microsoft Exchange
Online F 721X Microsoft Exchange 4> 7L I AD R A A T 172 MIBEL T2,

I T T ANEELRA =V EA— ARy J ATHATE R, & 2IE, = Fa—

PRA =T ZHIBR LT,

#BRIET 7 — : Microsoft Exchange 4" 7' L X AD A — /LR v 7 AT 572027 77

AT VATHESN2—FTH U FRIELL 20,

BT — TS IA T UANMEET 7 a v EFTLEYE LT L XL, TTIA T

A & Microsoft Exchange Online & 7 1% Microsoft Exchange 4> 7' L X A4 — B R & DICHE

e DORIED T LT,

c HERRIZBIT 25—

* Microsoft Exchange 4> 7L X 27 % 7 > kDA Microsoft Exchange 4> 7 L I A
DA=IVIR Y 7 AT D1eDIT T ITA TV ATHRESNc2—FT v M
B — A NEND Y THRA TV,

* Microsoft Exchange Online 7 % 7 > b O34, Office 365 7 7'V 7r—3 3 2, %fE#H
DA—=)VR Y 7 AT 77 AT 572D HER 2\,

s RAAL NZT a7 7 ARy B T ENTNRW  ZEE KA VIZe vy B 7 &
7a T 7 A IV,
« A=Ky 7 ANT 7 ARREE T ITEL)
CA=NRY I ANDT IV RAMEMENDT WO N TaTdr A DT a7 AL
HATBRIELL 720,
« SZA53 A N7 Microsoft Exchange Online == — " & 7213 Microsoft Exchange 4> 7' L X
A =P TR,
s ZIFEM, TT T4 T AIZETE S 117z Microsoft Exchange Online & 72 1% Microsoft
Exchange 4" 7 LI AD RAAL T AT MIJBL TR,

Ayot—Y NI R TICHEE A v —U B FIRT HITIE, SHA256 Ny 2% 7 Vw7 L
Er

SHA-256 /\ v 22 &kB T 714 ILDHERI

T 7 ANHIEEHICERTELD, 77 I7AT AT EX 2T Ny o Tal) XL
(SHA-256) iR LT 77 ANDID 4K LET, T I7AT V ABARDORLRLHE T
Ty ANELIT LA TRTOA A ANE L SHA256 & LTSN £, B
DT FIAT U ABE LT 7 A NERHT D56, 77 ANVDTXTDOA AL AT
SHA-256 ID 23% 0 £ 97,

BFA-LEFXaUT4 EZZOFERAE
I



BEFA—)LtFaUT4 E=40EASE |

B zotoLf—rcor74L LELF—LaY T8 F—E DR

Z DD LR—

FEEAEDLR— T, 77 A LBED SHA-256 B () plicERrENE7,

KTCOIT7A4IIL LEAT—3Y T0ILE T—3DRTK

FUETLHHEE. 77 ANV EaT =Y a BRI 7 A NGHOT = 2O LR —FThH
FEHTEET, LAR-MIE> T [@ER~LVY =7 Pl THit (Detected by Advanced
Malware Protection) | #1237 7 4 /v }\ TIHFRITARS>TVAERENH Y T3, BIMDOF| 2T
THIZE. TN D [FE T A X~ A X (Customize Columns) |74 2> %7 U
7 LET,

[VAILR T4LE Y (VirusFiltering) ] R—

\}

[VANAT 405 Y7 (Virus Filtering) ] X—Y Tld, *v NT—ZIZRALTETVA VAL
TRy NI MO EESNT VANV ADOENRENET, [VANVATANEZY T
(Virus Filtering) | -X—IZiL, BEWOT S 74 T UV ATEB#HT 5V A NVAAFy Y
R THRHENTE VA NVARERINET, ZOLR—MEHHL T, FFEDOTA LRI
KLUTREDT 7 v ar&3477 52 M HERINE T, 7L 21X, PDF 7 7 A /VITHAIA E
NDZEPHHALTND AN A% REICZE L TWAEE, PDEFRIRM SN TS A vE—
RS DT ANE T a v EERT D ERHERShE T,

BEEOTANA AX Yy TP BFITL TGS, [VANVAT 4 V& U 7 (Virus

Filtering) ] {—I21E, £ F—T MR TNETRTDOTA LA ZAF ¥ T2V DOFER

NEENET, J=VICERINDITANVADLHNL, VANVA AXy L 2Pl oT

ﬂméhtzwfﬁ BEOAX Yy 2o PRI ODOTA NAEZRHLESA, R AL
L TEEOT Y N BIFIET DAl dH D £37,

[VANVAT 405 Y7 (Virus Filtering) ] <X—I21E, *y NT—ZIZRBALTETVA VAR
LRy MU= CEZEENTZTVANVAOBENREINET, MHLEZEUVALVAD L
A7 (Top Incoming Virus Detected) |7 o a ZiEk, *y RU—ZIZEFEENTZTANVAD
Frv— b Ea—DRIETRRSNET, B LEEEY AL 2D EAL (Top Outgoing Virus
Detected) |27 v a ilid, Fy NI DOLEEEINTZTVANVADT v — bk B2 —2 KA
TERREINET,

Note

TANAEG LT A v =% Ry NT—JIZEE LR A MEFRTHIZE, [ZEA—
/b (Incoming Mail) | ~— BB L, R UHMEMBZEEL T, VA LZBHERIIIC Y — L
F9, FRRIC, XY FPUY—ATUANRGHEDOETFA—NVEREFELIZIP T FLAZERT
HITIE, [EEA v B—U%EH (OutgoingSenders) ] X—V A F R L, VA NVABMEA v E—
VRN Y — hLET,

[VANAZATOFER (Virus Types Details) ] U A2 M, BYELEZEA vE—Y, BX
WG 22— ORI ERFED U A VAT AERPE R INET, R LEZEA Y
=Y OFEMY A ML, VA NVADAFIB LRI DU A NVAER LTEZEA v E—V Ok
BRFRENET, FERIZ, FMEA v E—VOFMY 2 M, VANV ZADARIBLIOZOY
ANAEG L2k FE A v =V ORBNBETREINET, VA NVAOFEOFEHRIL, [ZEA Y

B EFA—LtFa0T1 E-2OEASE



| BFA—LtF2)T4 E-2OFERAE
[¥4 Ot (Macro Detection) ] R— .

t— (Incoming Messages) ]. [i5{8 A vt — (Outgoing Messages) . F72IZ[JE R LA ¥
T — YDA F¥ (Total Infected Messages) ] Bl Y — h T& £,

[ O+t (Macro Detection) | R—

[~ 7 2t (Macro Detection) | LAR— h X—T % FEH LT, WOHEHZRRTEET,
« 77 ANEATRID~ T a NG I o TeZAZUAT 7 7 A VB D BB LU (777
BB LOFEEN) .
« T ANEATRHIDO~ 7 a BEIN e T2 REIRA 7 7 A NVED BB L OME (777
BB L OFEERX) .
NI AP ST T 7 ANDOEE 7 ) v 7T HE, [AyE—Y T vF T (Message
Tracking) ] ZRHHEA v —V 2R R TEET,

TTIAT AT~ 7 vkt (MacroDetection) ] LAR— h =TV 2 FIRTHIZIEL, [LAR— b
(Reports) ] Rry7FX o6 [49 A&l (Macro Detection) ] 28R L £,

\}

GE) LA — MAERFICROMER AL ET,

T —NAT Tr7ANRNIZ I DL EO~ralmtiEns &, 7—hAT T AN X AT
NI ET, T—DAT 77 ANNO~ T aPNEN o7 7 A VDT v~
FERNER AL

DAL T 7 A NVHIZ I DL EO= 7 apHsns e BT 7 AV 24 TR 1A E
o OB T 7 A NHD~ 7 0 NIRRT 7 7 ANDEITZA T o P ESREH
/\/o

[DMARC#&SF (DMARC Verification) ] R—<

[DMARCH:iFE (DMARC Verification) ]—3121%, DMARC #RFEAEHL L7z BALD B A A o
&, DMARCHRFEIZRIL L7z A v — Ik LT AsyncOS NFEAT L7277 3 a ¥ OREMIEH A
FoRENET, ZOLHR— FE#EH L TDMARCEHEZ HKiE{b L, RO LD fF@E TG CE
£
« it 2% < DMARC #HL TIXR2W A v B— V% EE LIz KA AL AL ERMD,
¢ % KA AT, DMARC fRREICRIX L7z A »E— 2% LT AsyncOS RED K H 727 7
Ta rEIFET LD,
[DMARCHZAE (DMARC Verification) | ~— Y ONEIFRDO LY TT,

* DMARC HFED KRB FE S EAL KA A U E2mRmT 7T 7HRR,
o RAAL UHNCIR DG ]RZ R,

e T v a i LT, BB, EES SN A v =V, BiEE 7 ) v T
He, BIRENTWAEDTIVDA v E—DY X MRFRENET,

BFA-LEFXaUT4 EZZOFERAE
I



EF AL tFaUT4 E=20EALE |
B wRL S5 Y (URLFiltering) 1R—3

* DMARC MFEICEH LTI A v E—T 0%,
« DMARC #F TR D& &
LR — bR OBEFEE (FFE0E2 ) | TRV AZ 20®EMEEIRCTExEYd, /77 F

TEEE Y A FOT—X1E, T_XTOLHR—FERKEIC[=7 AR — b (Bxport) ]V > 7 &ff
ALTCSVIERIcm 7 AR— b TExE1,

[URL 7 ¢ /LA ') >4 (URLFiltering) ] R—

*URLZ A NE V7 LR— R EVa2—/UE, URL 7 4 V2 U T BREDOGEIZDIHA
NENET,

sURL 7 4 VHZ U T LiR— NI, 52 EAvE—VICH L TERHTEET,

cURLTZ A NEN T 2PNl ko T (TUFARNT I N TUA T T4 HE ZAFp
D—ELT, FRIFAvE—=V/arT oY JA4NEEEALT) AF v DAy
=T OHER, INLDOEV 22— NVIEENET, L, BT LHETNTOREINURL
TANE Y U TEREOHITERT DI TIETEE A,

[ LAZURLA 7 =Y (Top URL Categories) | €Y = —/WZik, a7 Y 7 4 vH £721%
A=V T A NFC—ETDHNEIDITPDLT, AF XY U ENA =V THRH
ENTTRCOITIYREENET,

BEAE—=VICEEIFD 2 ENTEHURL LE 2T — a3y LUL T 1 D7) T,
AvE=VICHEO URL BB LHE, A v E—YAO URLORLEN L E 2T — g
EFHERIC K E N E T,

[E%=VUF ¥ —E R (Security Services) ]>[URL” 4 /V# U > 7 (URL Filtering) ] C
RELIEZa— VR 2 RO URL 1%, LAR—MCEHEENEE A,

RO 7 4 2 THERINAZHATY A O URL IV R— MIEENET,

HEEDODHDURL LI, TURT LA T4 NEIZLEoTLEaT—3 g UIMEWD EHIE
SNFEURLTY, ==2—FJNVURLEE, TURNT LA T T4 NHFIZLH-TZ Y v I
ORFEN VI L HE SN URLTY, 2D, ==— k7 /LURLIL, CiscoWeb & F =
V7 7ax VA4V s b hdlicEZlmizonET,

cURLDT AU R—=ZADT 4 N AZDOFERIZa T oY BIRAyE—T 7 0% LiR— b
IS E T,

sCiscoWeb X = U7 4 FuXxicksd27 VU vy 7O URL fHMEDORERIZ., LAR— MK
X EH A,

[7orTLA4Y T4)L21Y 2% (Outbreak Filtering) 1 X—<

[77 b7 L A2 7 4/L% (Outbreak Filters) | X—\ZiX, DT 7 M T LA I7RLT7 U b7
LA TANZIC Ko TRBES - A v e —VICBET A EERER R SNET, 20—V r

B EFA—LtFa0T1 E-2OEASE



| EFA-LEFaUT4 E=L2OERALE
[79RTLAY T4 LB YUY (Outbreak Filtering) 1~x—% ]

HALT, AR T A N A, ik, BIOT 4 v v VBT A2 E=%Tx F
ﬁ—o

[T b7V A2 7 451U (Outbreak Filtering) | LAR— k ~X—T Z2fH LT, ROEH
TANFTEET,

s UANVARRBILT 4 VH =Nl Lo CRBES NI A v —V 0 EMFEHEINZ L —1,
Ay —=UNT U NT LA IR E 8 D HIM
s OBHBICERINDAEEDH B AHEMEN H D URL

[T KT LA 27 %Y 7 (Outbreak Filtering) | L7K— h ~— % FmR4 5I101%, [L

A—hK (Reports) | KR FH TN [TU KT VLAY 7 404 Y 7 (Outbreak Filtering) |
R L ET,

WDFETIX, [TV T VLA 27 4%V 7 (Outbreak Filtering) | L'AR— h X—=Y DI FX
Fhht s a IOV THALET,

RE5[TIRTLAY T 4LARY) >4 (Outbreak Filtering) ] X— D

o3y 5 EA

[RFfEI%EPH (Time Range) ] (RN | ZRd 2 RFHIEHZRINT 5720047 v a & ED Fr vy

Yy FEY YRR TET DR,

2 A TR [% A 7B (Threats By Type) 1 &7 v a ilix, 777
AT VAL TRZBENTEEA v E—VDOIESER
BATHRENET,

BB~ — [#8 Y~ U — (Threat Summary) ] &7 ¥ 3 12, [w/b

7 =7 (Malware) ], [7 1 v > 2 (Phish) ], [FFIk
(Scam) ]. BLW [V A LA (Virus) [IZLB A vE—T
DONRBPRSIET,

ZOLVR— MIEBEHINDI A vE—VICHTEA v E—D
Ty x T OFMEFRIRT DL, ROFVWEZDOY
&7 Vv 7 LET,

B DOFER [ OFEM (ThreatDetails) 114 > % 777 4 7 7 —7IZ
X, BEOAT Y (TA VA, TRk, ERIET 4 v v
7). BEOLE BEOBP, @Bl Shie A yE—T 0
Brp LD, FrEDRAEICET DN ERSNET,
ZOLR— MIEHIND A vE—VIZXTHA vE—T
N7 o XU T OMERTRT DT, BROFVWEFDOY
7%7 Yy LET,

I EFs—nLtxaysq w=s0EAsE



. [79rTLAD T1L2Y % (Outhreak Filtering) 1 R—

BFA—Lt¥ayT« E=40EAAE |

o ay

Bl

BEAYE—UNHDE v R
Ay—

[EFEA Y=Y BDOE v b A vE— (HitMessages from
Incoming Messages) &7 3 a i, BIRLIZFRIHICT ¥
N7V AT TANZIZEo T INTEZEA Yy E—VD
Boro 7 LEEZRLTOVET,

T A NVALSNOBEIZIT, S Web A b ~D Y T Al
AL 4w J% %%~w\$% BlXO~ro=7
BiAi 3 & EE T,

BB LD E v b A vE—
o

(B L~ Bloe » b A vt— (Hit Messages by Threat
Level) | BEZ v a ik, 7URNT LAY T4 FZIZL 5T
B SN OBEREOHEEZ R L THET,

LoUL 5 OB SN F 72 1T Bwfikfﬁéw
L. LoUL LB O Y 27 NMERWZ 2R LET,
JB LI DOFLAIZ OV TR, ibﬁﬁb‘0>77i7t7/f7’«/?<0>7?
VIA ANV TENT A RESR LT IEEN,

T RT LA T BRIEND A
-

[7T7T N7 VA JIREEN D A vt — (Messages resided in
Outbreak Quarantine) ]i1Z, A vE—YNBT U M T LA I
HECE EE o TV EROR S 2R LET,

Z OB, BEN 2B OLZ SN I N 2T — X
ENETHDIThHNDRERIC L > TREY £7, @FE.
DA NAEBEGA =TV FUANA Tl
LOEHEHETDHENRH D720, VA NVALUSNOEE
EEDGALD LRREHCRES EEEDET, HFA IR
O TCTHRE LT e KR FEIM b e S v E 57,

ExHz Sz B4 URL

[EX#izx H57= EALURL (Top URL’s Rewritten) | &7 2 =
EL A b0 Yy ZERHE (ZEERA Y E—VHNO
EEOLAHWRERERSD ) 75227 ) v 7 LA BT,
%y?~9§%%%Cmemﬁ#;U?47m%yKU
A VT M D720k bHBICEZIZ 54172 URL 2R
LET,

WO URL BEEDOH S URL & Rpsnbd e, 0
A wt— /W@#AT@W&#$%@K6ﬂ6t 7))
U Z MZIFEE TR W URL BREENL5E 75%@%?“

ZOLHR—MIEZEHINDEA v =k EA =
T X TOHFMERTRTHIZIE, ROFWESDY
TR 27Uy LET,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[#4% A —)LDI&H (Forged Email Detection) ] R— .

)

GE) [TURNTLvA27 740517 (Outbreak Filtering) ] L'AR— h =27 — 7 /UNIE LK #
REINDTEDITIE, T TAT AN, Cisco 7 v T T —hF b—=RE@ETELIMNERHY F
j—O

[fa%E A — )LD (Forged Email Detection) ] R—

(A2 A — O (Forged Email Detection) | ~X—IZiL, RO VAR — FBREENTHET,

cAEA—JDOBHBHMD LA, ZELI-A vE—U0BESIN From: ~y X — & —#9
L, AT UVEED EL 10 N\D2—FEFRLET,

cBEA—LORY : FEMl, ZELEA yE—VOBEIN From: ~y X — L —HT 5,
AT UVFHEDOTRTO2—HFO—EL, BELL2—VD, —H LAy E—VH%E
ForLE T,

X2 VT 4 FHT T T4 T AT [fAEEA—/L ORI (Forged Email Detection) ] L'ARK—
N=TUERFRFTDHITUE, [LAR—F (Reports) | Ry 7 X0 inG [2EA— Ok (Forged
Email Detection) | Z &R L £,

[44E A — LDk (Forged Email Detection) | LaR— b, [f4dE A —/L O (Forged Email
Detection) | 227 Y 7 4 )L X F 721X forged-email-detection A v E—Y 7 4 L H AL
TWLHEIZOHEBATISNET,

[fA%E A —/L O (Forged Email Detection) | L'AR— bk _X—U M5, raw T —X % CSV 7 7 A
N7 AR—=FTEET, LR— =YD EHICH D[ AR—b (Export) 1V 7 %
IV 7 LET, TIZTAR—FTAELERHALFR—F EVa—LE®EIRL, [FUr—FK
(Download) 1227 U w7 LET,

[EEFERFAAVDLE1T— 3> (SenderDomainReputation) ]R—
GEEEHERAAL DL E 27— 3 (Sender DomainReputation) ] L' AN— b _X—Tid, k%
ERTEET,
* SDR H—E A TEZfF LIZHIEICESSERG A vE—Y (77X |
*SDR H—EATZELIEER I T IV ICESIERGAvE—Y (V7 7EN) |

A\

B SDRYIED [FERICEEND D] F20F TH) Ay
=T DIRIN, TANRL] X TEEHY | 728D SDR
BB AT VI EENET,
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DI, [EEHDOFEM (Sender Details) | 77— 7 VHNOFOFEMERL £77,

%= 8:[EEE DM (Sender Details) ]7— 7 ILRDF| DM

1k Bl

BEERAALY (KAALY) |BEEFEORNAAL 4,

(Sender Domain (Domains))

EEHEIPT FLA (IPT KL [ EEFEDOIP 7 KL A,
) (Sender IP Address (IP
Addresses))

RA NG (IPT RFLR) EIEHDHRA M,
(Hostname (IP Addresses))

[A XA (SpamDetected) | #H S 723X TDA/RL,

[V A VARE (Virus RSN TXTOTA LA,
Detected) ]

I EFs—nLtxaysq w=s0EAsE




BEFA—)LtFaUT4 E=40EASE |
B ozEzo0—7 k-t

F% B

EER~ AT = TR | ®ER AT =Tl il ko TSI A v —
(Detected by Advanced ¥ DR
Malware Protection)

ATV T AN EDBI | T Y T 4RI E o THIEENTE A v =V O,
1k (Stopped by Content Filter)

DLP (2 X 5151k (Stoppedby |DLP =2 Pl k> THHIEES = A v —T DR,
DLP)

BEHE R (Total Threat) |BBA vEB— (AL, UAILR) ORE

7 J—> (Clean) FTRTCOIT Y =0 Avk—,
T A A=A N2> TORNT T T AT 2 AT
HBINDA Y=V, 7Y —r e LTEfSRET
LE A vE—T% (Total TRTDOA v E—DEE,
Messages)

EEZEIINL—T LR—F

EEHEINV—T LR— ML, BEEINV—THBLOA—L T —FR ) — T 7 a RO
oV~ —ZMt L, SMTP i LA —L 77— KU v—D ML > REEERTE 5
kol LES, (BMEZE I/ V—FI2 LD A—)L 71— (Mail Flow by Sender Group) ] U & M2
F, FEEE I N—TOREBLOERES RINET, (A—VT7a—K) v —T 7 ar
\Z X 2856 (Connections by Mail Flow Policy Action) ] 77 7%, % A—/L 7u—R) ¥ — 7T
JvarOEROESERLET, ZOR_R—=IZE, KA KN T Z7®A T—T) (HAT) RV
= DOFIEOBE IR ENE T, HATOEMIZOWTIE, B A= EZET D007 —
MY =A DEREESRLTIIEIN,

[i5{E5E (Outgoing Destinations) ]~— 2%, A —/LDEEE R A A BT HERBR S
£9. ZOXR=VIE, 20087 va TR ENET, =Y EEIE. BEFERA vE—
PHIDO M5B L OREZ V—2 A v =0 st Edn~T 77 7 TR SN ET, ~—
VOTEICIE, MEEFEHRNCY — NSl (T 740 MNRIE) BT LERTRPERIN
S

LaR— bIRORHEEE (B, B, 723022 200k L) 2@RTEET, /7 7%k
TREM Y 2 hOTF =213, §RTO LR — b EREEIC [ 27 2R =+ (Export) |V > 7 %ff ]
LTCSV NI AR—FTEET,

[£15%t (Outgoing Destinations) ] ~—Y#fiHT 25 &, ROFEHREZAFTEET,
T TIAT U ADA—EE S
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| EF4A—LEF2UT4 E=2DEAAE
[TLSEES1t (TLS Encryption) 1 R— .

K RAAL NTHEEEINDA—ILDE

e 7= ANRLGME, UANVARME, T =T, FRFaUT Y T4 F KB
DA =L DEIE,

BUEEINTEA v E—VBIOWEY—NCE o TR RSN A vE—TV DK

[TLSEE 51t (TLS Encryption) ] R—

[TLSKF 54t (TLS Encryption) ] ~3— 120X, A —/VOEZEIMEH &5 TLS K5k D2k
W2 RRI A E RSN ET, ZOLR— M Tk, TLS#HAEHHAL TA—NLEZEETHH4 R
ALV DEHMIONWTHRENET,

[TLSK; &1k (TLS Encryption) | ~— Y Z2fHT 5 &, ROFREAMR TE LT,
« EZAFHEIC L D 2RI TLS OffE EIS
* TLS #feiC i) Lo 3— R —
« TLS #EE S E) L 7e o o/ v— b —
* DANE 23R — h & TV % TLS #E ISk ) L7z S— k) —
* DANE 23R — h & T\ % TLS #FE IS KL L7z /38— hF—
« TLS WFEICED & % 73— hF—
« 78— hF =DV TLS Z A L7z A — /L O 2R e El G
« DANE 2378 — b &4 TV 5 24F TLS #2fe s L7 8lE
« DANE 23 7R — b STV D REEHERU R L 72 81A
[TLSHE 5k (TLS Encryption) ]~~— &, FEEHUCHT 287 v a b BEERICET S

Ty a ATEPNTWET, K7 Vg i, EMERNEENTZS T T, U — B
FOENEENTWET,

77 7%, 5E L RRRIEIHR IS D72 B 165205 TLS DR b S vk LU b =4
WO 2 —NEREINET, V77103, A vE—VokE, B lb3n/mebs
WAy e—U 0, RI/IRMLTE TLS Sk A v —T 0/, B/ R L 72 DANE #¢
DENFRINET, 77 7T, TLSHBMHETH - =8kt &, TLS 23 T SL S - B2
XABl S ET,

FIIE, BEALEINTZA v =V 2 EZET D ALV OFMBFREINE T, RAL LT
(2. BRI U 72 ZH D TLS Hifse & B 58 S 7z TLS #eft %, 3T Sdu7z TLS # Dfa 3
(BRI LTeDRIL L T2 BT | BB L S TOZRWEERE DR EL. DANE Hfe D5
(R LT R L7=TIE U 0) &R TEE T, 72, TLSARITENTZT R CTORERD
BL . BLOERFIOEE SN A v B — 08B (TLS 2MESEDLENNT DD 5 T)
LRRTEET, 7—INVOH EICHD [BE 1 A%~ A X (Customize Columns) | 7 A 2
A LT, FlaERnE i3 difoRiccE 7,

EFs—nLtxaysq w=s0EAsE



BEFA—)LtFaUT4 E=40EASE |

B (== SMTP 25T (nbound SMTP Authentication) ] X—

[52{E SMTP

#aL (Inbound SMTP Authentication) ] X—

[32{5SMTPFEAE (Inbound SMTP Authentication) | X— 21X, 7 74 7 > haEBEOE AT
W, BIOT 7 IAT LV RE2—FDA—NT FTAT 2 FNETSMIP® Yy v g VERGET H72
HO SMTP AUTH 22~ > RIRFRENET, 77747 AL, GEHEE 721X SMTP AUTH
av U REZTAND E, A—NTTA T b~ TLS #fiafexr LET, 7747 bk
COEREFERA L TCA vy E—VERELET, T 74T VAL, 2D ORITE 22— HAL
TIEBHFCERW0Ed, LR—MZE. RAAS 4L E RAALIPT FLAZHESNT SMTP 3
REDFEHA R TR S NE T,

WORERZEMERT DT, ZDOLR—F2EHAL £,

« SMTP 3RFEA ] L TV D B E B DRk

« 7 T4 T FREHEZMEH L TV AR O

« SMTP AUTH % H L T\ 2 Bkt D%

« SMTP BFEZMH L L9 & LT, BNk Lz AL v

« SMTP FBFEN L LTz —FH T, 74—y 7 ZIEFEICHEH L TW DO

[32{5 SMTPFEAE (Inbound SMTP Authentication) | ~— (21, %ZM5 L7z#kiD 77 7 SMTP
PR RIT LTI A — V2 BE DT T 7, :J;acl;w%mm RITOHMEZ LT — T DR
RENET,

[%18 L7-8%%¢ (Received Connections) |7 7 7 Tli, &5 L7=FM#PHIZF T SMTP 383k %
AL THERAERIELE Y E LAV I T4 TV NOFERERPREINET, ZO7 T 7|
WX, T T4 TV ARZIE LB ORIk, SMTPRRREE i L CRRAEE AT L7220 - T8t
DI 7 TAT v FREAE AN U CRREED Rds L ORE) L 75t D%, SMTP AUTH =2~
v RZEEH U CRRGEN KM L O LB O n RS E T,

[=fE Lf:;ﬁ% (Received Recipients) ] 77 7121L, SMTPFRFEAEAH LT, A vb—T %%
BI21DICT T IA TV ANDERERIELL D & LAV T4 T v N efifit 5%E
FORDER Téﬂi#o;@777Ti\§ﬁﬂmﬁéﬂtxhﬁ@ﬁ B L OB FERE S
7ol ZGEHEOE L RENET,

[SMTPFRFED A (SMTP Authentication details) |7 —7 /WiZlE, A v —TVE2ERETHD
TTITAT VANDEERGERIELL ) & LIa—VE2ET RAAL VOFMNRERINET, F
AL TEIT, 7747 MaEEEMEH LT (RS E 7213800 o, SMTPAUTH
<y REMER Ul T (R EIIRR) o, BLOY 74 7 2 M EERRITH
K L72%, SMTPAUTH I IZ 7 =— /Ny 7 LB OB EFoRTE £, A=Y Loy 7
PHEMALT, FAALLAERIZRAAL L IP T FLABNZZ DIEREFRTEET,

[L— F4IFE (Rate Limits) ] R—

T Ra—TEEFEETLEOL— MIREFEHAT S & AR EET FLRIZESNT, flx
DEFE L ORE R Z k DEFA IV A —VZEEREFRTEET, [L— MR
(Rate Limits) ] L'AR— ML, ZOHIRZHER S LE>72XEENRRINET,

ZOVAR—=MI, UTFZ2RETLHAICRILET,
c REDANLZFET DDA SN REDOHHEHTERhna—F 7o b
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I BFA—ILEFa T4 EZF2OFERAE

[EBD#EH: (Connections by Country) ] R— .

EEN., TT— b, BEMRE R EICEF A =NV EERT AN OFIEARGET 7Y r— g
N

s WEBFE SRV V—2AEFH D012, N TE A — /L2 mBEIIEE L TV D EET

o ANRK LT R S0, ﬁi@%h@%%~wh774/7%%hbfwéﬁﬁﬁ

NI EEF BT DR EHE R e S etho LR — ~ ((WE=—% (nternal Users) ], [&18 A v
t— U %E#E (Outgoing Senders) |72 &) Tik, BEEINTA v —VOEOAFH S E
Ty TNHDOLR—FTiE, DEORA v =2 EBOZIEHICEE LEEEF I S E
A,

[ EAL K EESE (A > 27 > R BI]) (Top Offenders by Incident) ]9+ — i, BREFAHIBRLD b
2L DZEHFICA v —VERLHBEICEEFELLY L Lz R —TREENEREINE
T, HERITVIA VT MCHYLET, ZOF ¥ —FTlE, T _XTOU A F—=nb0A( v
TV N ER ENET,

[ LA M B (S L7=3%2{54%%) (Top Offenders by Rejected Recipients) | F ¥ — M Zid, B EW
HOHIRE EASD, b E< DZEEICA v E—VEEEFE LI " —T7REENREREN
4, ZOF¥— FTlE, TRTOY R F =L DOZEERNEFINET,

TR —TREFICLD L — MIBORE., £ITEFEO L — MBBOZEEIZ W T,
A= 7a—RY =R LIEREGA Y=L —LDEREZBR LT ZE N,

[EAIMD#ESHE (Connections by Country) ] R—

[E 5D (Connections by Country) | L'AR— F X—=U 2T 5 &, ROEFRERRTEE
j‘o

< FARE DG A —MERHD LA (7T 7 4 DARER)

« RIFEBIOZE A —VEROGTH (FR) .
FEE OB ROEIE A — N OBRORE 7 ) v 7 TB L AvE—Y 1T vk /il
A=V ERFCEET,

HREA v E—U% (Total Messages) [ 5121, SMTPHi L~ /L CZIFANLLIND A vE—
DHFIRENET,

GE)

LR — RAERR IR OB R FEA L F T,

e PTANR—FIPT RLARL LTI O EOZEA—NLEEENBRTEINAE, SEA—L
BESNLR—D [FIAR—FIPT RL2A] ELTHESENET,

cATIZRWVWIP LY 2T —2 g 2ar7 bt LT 12U EDZEA— LRI BREHEN D
L. FOZEA—NEERIZLA— T TEERZZ L] CHEENET,
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BFA—Lt¥ayT« E=40EAAE |
. [2—4 A—)LH<1)— (User Mail Summary) ] R—

[2—% A—)L H<1)— (User Mail Summary) ] R—

[—H A — L% (UserMail Summary) |— Y Cl, W2 —HIZ k> TEZEINTZA—
JNZBET RS, BT AT RLRAZ IR RENET (B—a2—VFOEEOET A —L
T RUVAR, VA MIERRSNDIBEDRDY EF, LAR—FTIE, BFA—LT FLRTEE
OOHNERA) ,

ZOR=VE, 225087 v a TS IVET,

c EWRERA v E—VRIBIOERRBEA v E—VRO Mia—FL, LA A—1%
25T 2 ia—YaRnd 77,

o 21— X —)L T —0DIELM

LR — hRtGeorsfgi (B, B, @, F7213H) 2BRCTEET, /77 70350 2
FOF—HE, TRTCOLHR— b EFEEEIC [T AR —F (Export) ]V 7 ZfiH LT CSV
Rl 7 2R — b TEET, F72. T—TNAOELICHD [HE I A X~ A X (Customize
Column) |7 A a2 Uy r3bE, ERROT—TNINERRLIED, T 74/ D%
FELRRICLEZY TEET,

[Z2—H A —L 7a—OFHM (User Mail Flow Details) | U A h TiX, BEZEA—/LVNREF A —
VT RURABNZER, AL, (FREOR) | UANVA, LT =T, avsyy 7 404
D=, TLA A= EEOH) ZnHIhEd, ZOUVAMI, AT7LRHLE7 Y v
LTY—hTEET,

Wiz — LR— b2 AT &, ROEHREAFTTEET,
c BB S DI A — N EEE LI —F

KbE< D7) =B A= NVEZF Lica—Y

ROES DT LA A=V Ay —VEZELILa—H
ROLEZLDARLEZFE LIc2—Y
AT TN B E NI = Lica—YLEzDarT Y 7 v Z OFEE
cFEFA—NEOaALT Y T4 NETHESN I —

FEREPI—F L%, ReptTo: 7 R L RSN T U AT ATETFA—NEZET DG —

Yoz LT, BENTHL—FIEMailFrom: 7 KLV AIZESWTEBY, NExy hT—27ND
FEEENEE L TWVAEF A —IILOREZ BT 28I bFE T,

—HDREFE A= (NTRRE) OXEFEIE mll T, ZALDFEET, XEBID
[RBA) ICERERFSLET,

W= —H D [N = —F OFEH (Internal User Details) |-X— Y 2R RTHI121E, Z ONER~L—
PE7 U7 LET,

=D Elzdh B [F% 1 A%~ A X (CustomizeColumns) 74 2> %7 Vv 7§ 2%&, [Intelligent
Multi-Scan TH HH & 4172 %15 A 734 (Incoming Spam Detected by Intelligent Multi-Scan) ] 1|2

BFA-LtFa)T4 E=FOFERAAZE
[ 88 |



| EFxr—ntFa2UT1 E=20OBAKE
[A—FA—)LoO—D# (User Mail Flow Details) ] .

[Intelligent Multi-Scan T H S 725815 A 234 (Outgoing Spam Detected by Intelligent Multi-Scan) ]
F7p & T 7N FTIEIERROFINERENET,

&R R
o [—HF A=) 7 —OFEH (User Mail Flow Details) ], on page 89

o R E O — P DR R, on page 23

[2—HA—)LT7O—0DF#M (User Mail Flow Details) ]

[—H A =7 a—DFH (User Mail Flow Details) ] 227 > a > Clid, &0 73V ([A/8A
FiH (Spam Detected) ], [V A /LA (Virus Detected) 1. [~/ D = 7 BHEI TR

(Detected by Advanced Malware Protection) . [>T > 7 4 V22 X 55511k (Stopped
By Content Filter) ], [Z LA A— Ll (Graymail Detected) ]. &L O [IEH (Clean) 1) @
A vt —UBETRTEZEFEA Yy E—YONRR EHRE L2 — BT 23 EMIE RO R S v
T, BEAvE—VOEAIE. RBEILLT, 7= N0 ECHD [Heh AX~v A R

(Customize Columns) ] 774’ ar%x27 Y v 732 L, [Intelligent Multi-Scan TR H X 72 7518 A
N2 (Incoming Spam Detected by Intelligent Multi-Scan) %R R TX£4, ZOfEIZ. 771
N LEaT—vary TR ) Ik EE @%5774w&%Méﬂt%H774w%
G A v E—VOKERLET, ZOMIIE, HEDT v T T — NEIZT 7 A VGHTIC
HERDL 77 ANV LTHRIHSN 7 7 A NVITEENE A, EZEI T Y 74/1/5'3”0
LODLP RV v—D—F b RrENET,

AT T A NEDFEMERE XIS D AT Y T 4 N B F RSN VIIFRRT DI
EDaAT U TA4NE[E ) v LET (20T Y7 1 /v% (ContentFilters) ]X—7,

onpage25é"5‘ﬁ<ﬁg) s TOFHERFERTEHE, BEDaA LT Y TANZI—H LT A= %
ZELEa—YDU 2 M RIGTE £1,

BEDREBL—YDRRE

FrEDOWEL—Y (BEFA—/LT FLR) F, [2—F A= (UserMail Summary) ]~—
VOTEICH MR T +— LR TEET, MERETF A MIERII—ESEDL AL
727 XA NTHEIHBERZET 20 (201X, Tex) THELHBZBRETH5HE.
lexample.com| 23 —F L £7) ZBINL FJ,

[DLP 4 > T > k 4<1)— (DLP Incident Summary) ] R—

[DLPA > 7 v b ¥~ U — (DLPIncident Summary) ]-~<—121%, &5 A —/LCH A L7z Data
Loss Prevention (DLP) RV v —&NK A ¥ F v MIBEATHERNREINET, 7774 T
AT, [ A —/LR YU 2 — (Outgoing Mail Policies) 1 7 —7 /L CA 1 —7 /LT L7= DLP &
%%~w%)/~%ﬁﬁbf\l~%ﬁ%@bt%%?~&%@MLi¢ommﬁ9v~mé
KT DEEA Yy E—URRETDENT, AT e LTHRESNET,
DLP A>T F LAR—MEEHATLE, RO LD RIFREZESGTEET,

o —WRRE(E LT T — ¥ OFESE
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BEFA—)LtFaUT4 E=40EASE |

B oo T b0 (DLP Incident Details) ]

[DLP A

[DLP R1) & —

7_

« ZNHDDLP A T b DERE
cINHDAYE—TVDIL, BESNIEA vy E—VDOR
cINDHDAYE=VDIL, FryFENLAYyE—VDK
cINHDAyE—VOREE
[DLPA >+ 7 > k¥~ Y— (DLP Incident Summary) ] X— 1k, D2 >DERtE T v a v
THER SN E T,

« ERE (X (Low) ]. [ (Medium) ]. [& (High) 1. [Z U7 « #/v (Critical) ]) Bl®D
FAEDLP A 7 FBIORY o —D—BHEENTLHDLP A T PO LR
777

* [DLP A > 7 > b ®FfM (DLP Incidents Details) ] U A bk

LAR— XS OREEEFE (BEECER L) | i A X 2o EsRINTEE T, /97 F
SIEEEY 2 FOF—21E, TARTOLAR— b ERBRIC [T AR— b (Export) |V 2 Zff

HLTCSVERIZZ Y AR — FTEET, RELUHNDOFFETD PDF OAERKIZOWTIE,
— MZBIT 27 EFIH, on page 982 M L T 72 &1,

RY T —IC > THREESNZDLP A 7 MIET AHMERERTTHITIZ. DLPRY
V—D&4HEZ Y v LET, ZOFEEERTLE, R =k TR &N, HE
F =R EEDA—NEEE L= X VB TEET,

&R R
« [DLPA > 7 > b ®OFEf (DLP Incident Details) ], on page 90

« [DLP 7R U > —3£#0 (DLP Policy Detail) ]<—<’, on page 90

M EEHA (DLP Incident Details) ]

TTITAT L ADEFA—NVARY —THIEA X —7 /LD DLP R > —|%, [DLPA > T
N DFEAH (DLP Incident Details) |7 — 7 /MZR RSN E T, dBfifE®REZ R TT HICIL, DLP AR
U —D&4RiE7 Y v 7 LET,

[DLPA > v 7 > h@FfHll (DLP Incident Details) | 7—7 /WiE, AU —Z&DDLP A > 7
v hOEFH L, EkTEVN/V%IJODP‘ﬁR%% LET, BERELLE, NUVAIREAY
=0 E, 7 VT TEAE, WEL TR, ERIFABRINIZA v =B b EENE
T, F—FZ&EY— THIE VAHLEZ Y v 7 LET,

%48 (DLP Policy Detail) 1 X—<

mw4yy$yb®#%(mymmmummw]%~fwfmmﬁ9y~®@%%7Uy7
Lo, TORERLE L TEREND [DLPAR Y > —it#l (DLP Policy Detail) ] ~— 2% D
T)/~ T ADLP A Ty N T EREREINET, TON—VIiE, EREICES
W=DLP A VT v hDT T INRFRENET,

B EFA—LtFa0T1 E-2OEASE



| EFA-LEFaUT4 E=L2OERALE
[Web £ > %54 <32 (Webinteraction) ] <—= [J]

ZON—=VIZE, DLP R Y U —TER LTe A v =V EEE LIeENH 22— 2R RT 5,
R—=U TFHIZH D [EEHRA > T b (IncidentsbySender) |V A FbEENET, DV
A MZE, ZORY =l T 52— TLDDLP A T hOREIZINA T, EAEL
NUBIOWER, A = OWT R 7 U TICESE Sz, Kb I CTEME Shvzed,
Kay 7ENonrEnEd, [BEEA 7 b (Incidents by Sender) | U A b % fifi F
T5HE, MOMET — 2232y MU= /O —WFITRE LEEAREN O H 52— 2% T
TET,

BEELEI D v 7T B L, [N —Y (Internal Users) | X— UM E F9, FEMIZHONT
I%. #unique 1489 ZH L T 20,

[Web £ >2 5% < 3> (WebInteraction) ] X—

eWebA XT3 ay FIyFx 7 LiR—h BV a2—/WE, WebA VXT3
NT vy THEREDRA X —T VDGR DHT — PRV IAENET,

cWebA XT3 ay hTvXRr T LiR—h BV a— ML, UTAEA LATIEEHRSH
T30 BXICEHINET, Fo, FBEEMIONZURLEZ Y v 7 LI2t& T, Web A
VEG gy FIyRUT LR—=MIZDARY PR LAR— FEND F TITITRK 2
BRI Z R 77,

eWeb A HZT7 07 ary bToR T LR—RMI, UTAEALTEFEINETA, 77
T RIZYVE AL PENBZEEHRZONZURLEZZ U o7 LIz, WebA v XT3 a
VORI XU T LR—RMIIDOARY PR LR— N ENDF TITIEEKR 2 BRI 05 2
Embv ET,

eWeb A XT3 ay hTuyXo 7 LiR—ME, BZEAvE—iI L CERATE E
ﬁ‘o

e L Ra—YRNI Uy Lz, Z7IURIZIEA VLY FENHEEXHZ H1L7-URL (R
V—FETURNT VLAY TANFIZLEST) ODAEN, TNHDEY 2 —/WIEGFENFE
ﬁ‘o

«[Webf % Z 27 a7 v¥x 7 (Weblnteraction Tracking) |- X— 121X, KD LR —
FREERET,

IVRaA—YNo v Lz, BEDHASLHEURL (Top Malicious URLsclicked by End
Users) o IROTEMAEGLFEML AR — MR RTHI21E, URLEZZ U v 7 LET,

cEXHZONTZEEFEOHL URLEZZ Y v LIz Ra—HFDU Ak,
cURL 237V w7 &= BB,
cURL AR Y o —F /I T U NT VLAY TA4NFIZL o TEEHZ N0 E DD,

cEXWZ LN URLDZ Y v 7 ENFELEICETESNET 7y ay GFA, 7av 7,
FAFAH)  URLBT Y R T LA T4 ARIZE>TEXIMZLNTEY . KR
HIEMEATERVIES, AT —ZAFARHE L TERINET,

I EFs—nLtxaysq w=s0EAsE



EF AL tFaUT4 E=20EALE |
. [Web 1 >%2 5% < 3> (Weblnteraction) ] R—

BEENDHDHURLESZ Y vH LE=EfT Y Ka—4 (Top End Userswho clicked on Malicious
URLS)

DRI va L, ZEAE—VEBIOEEA v E—UIZOWT, EEHBEIONTEED
HDHURLZHHEL 7Y v Lra—FoMENERSNET,

Webf 22354933 bTvyFx 2 DM (Web Interaction Tracking Details) o KD 1E#H A
BEENLTVET,

e JTURIZVEAALY FENDIEEWBZONTZTXTOURL DY A (BEOHDHD
LV H M) , FEMLAR—FERRTHITIE, URLEZZ Y v 7 LET,

e JTURIZVEALY FENDAZEEHZONTZURLBZ ) v 7 SNHBAICFETENT-
T vary (e, Tav s FRIERH) .

T =B BFIRT DL, WOBMELFEITLET,

o [%1F A —/VKR Y 2 — (Incoming Mail Policies) |>[7 "V h 7 LA 7 7 ¢ /L% (Outbreak
Filters) | Z#IRLCT UV T VLA 27 T4 NEEREL, A vE—YOEELILOURL O
BEEWRZEAEDNLET,

« [Cisco Security Proxy ICUBA LY b 77 vavaEHLT, avsyry 7404 %
MR L £7,

T Ra2—¥NURLZZ Y v 7 L2 ICFDURLDHE (EFELITEZEOH D) HNAH
ThHrYGE, AT =X AR E L TR REINET, ik, =2—HF D7 U v 72, URLA
EHICHES N TV, WebP—"NE DT LTV, BERFRETH- 22O TH DT
BEMERH Y 9,

cEXWHZ ONZZURLEZZ Y Ra—YR7 U w7 LR, 7V v 7 &N7/- URL Z&ird
RTOAvE—=VDOV A NERRTHITE, FHEEIZ Vv 7 LET,

cWebA v ZTF 79y FTyXRd LR—FEFEHLTWAEAIE. ROMBIBRIFEIZE
BLTLEEN,

cEEDOHDLURLAEEHZIZIC, A vE—V%EELTHIO—Y (FEHERLY)
WCHET DL 9ICar T oY ERIZA v —Y T 4V ZEFREL TWAEA, WS
NiEa—NZOEZWZ 5N URL 27 U v 7 LIEHAETYH, TTOZ{EHE D Web
fSUBETITary NIRRT T2 NS LET,

e EEXMZ LN URL 2 G5 0REE SN A v E—YDat—%, WebA L H—T A
AEFHLTa—% (FEERLY) CXETLIHAE, 20— (Xvk—YD=
P—RNREEIN2—) BEOEZXBZ LN URLEZZ VU v 7 LERBETYH, T
DZEZEDOWeb A v ZF 7 ary NI uFod F—2REA5LET,

c FOBETH-TH, T7I9AT LV ADAELEETTHTENH HESIT. VAT L
Bl 2 e A (UTC) SR 2 LI LT &,

B EFA—LtFa0T1 E-2OEASE




| BFA—LtF2)T4 E-2OFERAE
(58 LHK— b (Remediation Report) 1 <—3 ||

({81 L7R— F (Remediation Report) ] X—

& LR — b (RemediationReport) &AL T, [A—/NAAKR v 7 2O HEMEE (Mailbox Auto
Remediation) ] & [A—/LAR v 7 ZADOKE & E1E (Mailbox Search and Remediate) | DIETE S5
HEE=HXTEET,
ZOVAR—FEMHEHLT, UTDZEETVET,
s [A—VR vy 7 2O HEMEE (Mailbox Auto Remediation) | & [A—/ViR v 7 ZADKHRE EME
18 (Mailbox Search and Remediate) ] CRRIT SN A vE—TD—EEFK T D,
EEIOHB A HIET D, L& 2T, #ie T —, ik 7 —72ETT,

DY A NTIE, [L— MR (RateLimit) JVAR—FOSEIEREI v a AW T L

gijﬂo
o3y SRER
CEa ) % (Summary) &7 ¥ a iid, ROBERPERESNET,

[ A=Ky 7 A0 BENEE (Mailbox Auto Remediation) ] &
[A—TR v 7 ADRE E1EE (Mailbox Search and Remediate) ]
PR L TEENFRITINTE A v E—VOAFHL

c REINTMEET 7 ¥ a Ak LTIEFRIERER SN A v E—
TOH

AEEN R LTZ A v E— D%,

[A—IViRy 7 ADHEME |[A—/VR v 7 AHEEE (Mailbox Auto Remediation) ] L'7R— k-t
€ (Mailbox Auto 7 va i, ROFERPFRSNET,

Remediation) ] ARy o R BN E 2 L T R O — T,

« Xy =Vt LCITbRABEE T 7 v a v,

« SHA-256 7/~ ¥ 2 \ZBEfH T 51TV D 7 7 A V44, SHA-256
Ny a7y 7 LT, [AyE—Y T vF T (Message
Tracking ) | ~—YHOEERA vt —V 2 FKRLET,

o A—)VRy 7 ZAOHEMEE PRI E 2T R L 22 EHICE
BEINnNE-Te 7y A L D—E,

s HEMEEIZ R L7-#EmH,

I EFs—nLtxaysq w=s0EAsE



BEFA—LtxauTs E=20EAAE |
. [AvE—2T 1 )L2 (Message Filters) 1 R—2

toTay 5 BA

A=Ky 7 AR E [[A =Ry 7 ZADKBHR E1EHE (Mailbox Search and Remediate) ]
&8 (Mailbox Search and | 7 ¥ 3 /i, ROFFEMIERPFRINE T,

Remediate) ] FRETIRSE T LIS Y F o,

-Ay%mmxyfwvmﬁﬁxf~&xo

e Ny FZH LN TFID, Ny FOFEMEFRRT HIZIE, Ny T
w7y LET,

o« A=V v 7 ZADRER LAEE DI BRME S 7 B R,

o ALKy 7 ADOREE LAEE N BRME S - R E T,

s A=Ky 7 ADRRR LAEEZBAB LIZA A B,

s Ayt =V LTCEITSINTEET 7V a

« X »E&—® Cisco IronPort A v — 1D,

s Ay E—UNEFIEREINDAENC, A vE—UN%E
HIZL - THARONTZNE I D E R T BREHERT A =2
<

HEEDNR Yy FNORA v =V DEEAT—Z A ([

(Success) 1. [ (Failed) 1. F£720% 1T+ (In
Progress) ]) .

CAVE—VEEFLEEREOETA—ILT LA,

e Ay —UNEUE I, TO% TEENRITIN-%ZE
HOBFA—ILT FL A,

o A= UNZEHEITEE S B A &R,

[Av+t—T 4)LR (Message Filters) 1] R—

[AvtE—U7 405 (Message Filters) ] X—I2i&, — 8D LA vtE—Y 7 4 V% (B
HE DAy E—V *ﬁbt%/k~y74»5) CRT DS 2O (BT 7
LFR) TRRINET,

W77 7Tk, EZEAvE— yr;of%%§<b)ﬁ ENDHA V=TT 4 VE LR
TEFET, RlFE, HMiAve—T 700 FE BETDHAvE—T T4 NVZII—E LAY
T—UOHEPRINET, HiEE sV /7Té<‘:\ AvtE—Y T vF T EFEHLTEDR
WCEFENTNETRTORA =YD A MRERENET,

LUAR— X ORFEEPE (BFEC R E) | FR3h A X 2ofHERINCTE£d, /97 F
SIXEE Y A hOT—HE, TRTOLR— R EFEERIC[T7 AR —F (Export) |V > 7 &fifi
ALTCSVIERIC=Z AR—hTEE7,

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE
[KBE®D A —/L (HighVolume Mail) ] R— .

[KRBE®D *—)JL (High Volume Mail) ] XR—
~

Note [ #& (> A — L (High Volume Mail) ]-3—37(Z1%, Header Repeats /L —/L &2 T 25 A v & —
TV ITANEDT —Z I NERINET,

[REED A —/L (High Volume Mail) |~ 4—12i%, KD LAR— kS T 7 0B THRR
SNET,

[ 624 (Top Subjects) o 2D 77 76, AsyncOS WN52fE LTc A v B—V O B4
iR TE ET,
o [Eff= > m—7%(535 (Top Envelope Senders) ], Z D7 7 76, AsyncOS 233215 L
FAYE—UO Iy Ra— S EE R TXET,
o [BER] EALA v E—T 7 4 L4 (Top Message Filters by Number of Matches) ], Z 72
T 706, —BICH-3 < (Header Repeats L —/L &4 2%) ENfA Y ®— 7 40 %
EHERTEET,
[KE&ED A —/L (High Volume Mail) | X—I\2iE, B AvyEe—Y 70028 4T 5
A=V T g NZII—B LA v E—VORAERTROERSINE T, L2 Y v o35
LV A=V P TR EHHLTEORUICEEN TV DT ATOA =YD Y X PR
KRSINFET,
LUAR— MG oRFEEHE (RSP L) | i3 A ¥ 2ol EsRINTEES, /777 F
TIXEERY 2 hOTF—2I1%, TXTOLHR— b EFRBRIZ[=27 AAR— bk (Export) |V > 7 &4
ALTCSVRERIZ=Z AKR—FTEET,

~ O

[>TV 7443 (ContentFilters) | R—

[>T Y7 4% (Content Filters) | X—IiE, E2f5a 7Y 7 4 X0 Efi—%

(THEL DA E=VIC—HLIcar Ty 70 uy) (T RPN 2EHOBA (B
F7LV AN TERRENET, [T Y7 4% (Content Filters) | ~<— &M%
L, AVTUY T ANE T E TP T LICRERY O — AR L., ROBRERS T
£,

cZEA—NFEITREA ML TN =Nk bSENa T oY 7 4V
HEEDa LT Y T4 NEE N W= LI A=V EEZE L B —

VARNDAYTY TANELET Dy 7T HE [T Y7 4 Z O (ContentFilter
Details) | X— 22 D7 4 VHZHET DEMAFRTEET,

EapeRes]=]
c LT U T 4 LH @ﬁ'ﬁ‘ﬂﬂ, on page 96
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EFA—LtFaUTs E-20EALE |
B -7vonsonm

aAVTUY T4V DM
ATV TANEB) T HT ) I T HE arT Y T4V EOFMRERINET,
[T 7 0% OFM (Content Filter Details) 1121d. Z D7 4 /L& ORREFN 2 —HEB X
O 2 — RO —FENFRINET,

[N —%HD>—% (Matches by Internal Users) (&2 > a > Tli, =—%4% 27V > 27 LT
Nz —% (BT A—/L 7 FLRX) O [NE=—HF DM (Internal User Details) | X— T %%
SRTCE XY (Hunique 1489% 5 HR) |

[Safe Print] R—
[Safe Print] L7 R— h X—TZHEH LT, RONKFEFR R TEET,
« 77 AN ZATHIO, Safe Print T SNTZIRG 7 7 A vt (77 71
« 77 AN ZATHID, Safe Print THA SNTBATT 7 A L OWE (FE .
[Safe Print CH{ ) &7z 7 7 A WAEFAOEE. (Summary of Safe Print File Types) 1 &2 2 > T

Safe Print CHI I SN 7 7 A NVDEREEZ )V v 7 FTHL [AvE—V RN TvF T
(Message Tracking) ]IZA v —YDOFEHINFRENET,

[SEE T ¢4y U JBEILAR— k (Advanced Phishing Protection
Reports) ]| X"—

[LAR—TF (Reports) |>[A—/L7 o —HE (Mail Flow Summary) |>[@ER7 1« v > 7B
(Advanced Phishing Protection | L' AR — h_X— 21X, IROERNPFRSNET,

» Cisco Advanced Phishing Protection 7 7 7 R — E X ZIEFIZIRE I NIZ A v E—VDEFT
.,
« Cisco Advanced Phishing Protection 7 7 7 R —E X THRE SR T2 A v =V DEFE

#,
A\

B AvtE—URAET—FOEFEITKRB LTSS, S
T 4y T BLiERE D Eﬁﬁ?%*ﬁuﬁ?‘éﬁ?iﬂb’b
E9, FEMICOVWTIL, EFA—NT— V=LA L
Cisco Advanced Phishing Protection 27 7 7 ¥ —tE XD
WA HTEESRL TN,

[ﬁf”?ii74' v TG OFR#  (Advanced Phishing Protection) ] L'iR— h_X— U 2T 5
. ROEREER TEET,

« Xy TaR— RTHELSVOTXTOT 7T 47 2 A) 5 Cisco Advanced Phishing
Protection 7 7 U RY—E RZEEEINTZA v —T DA,
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I BFA—ILEFa T4 EZF2OFERAE
Lik— resomE |

« Cisco Advanced Phishing Protection 7 7 7 R —E XA ~DHEEAZFRIT L2 A v B — VO
(7774 v 71X

Cisco Advanced Phishing Protection 7 7 7 R — B RZERE SN D A v =TV DA X T — X DFE
Mt HRERRT HIZIE, V7 %27 Y v LT Cisco Advanced Phishing Protection 7 7 &7 R —
v2lce A LET, MOV TIX, Cisco Advanced Phishing Protection 7 7 7 R —E &
TOA Y=V AET—=FDE=F) T 2BRL TSN,

LR— FMERDEE

AsyncOS IZHF D LR—T 4 U Z12iE, RO 3 SOEAMENEG TR ET,

s HEAL, BHANL, FRITABRMTIEITEINDIAT Y a—LREINTZ VAR — FE/ERTE

EJ a8

BV AR— AR TEET ([FrTF~vr K LER—]R)

cLDRIEIT LIV — bDT — DA TRERRTEET (R Va—AKEINTZLAR— b

BLOA T~ N LR—FOWS) |
AV a—VRESNTZ VA= BLUOA T~ K LiR— b, [£=% (Monitor) ]>[E&
LR — K (Scheduled Reports) | ~—TVMMBLEETEET, 77— A THFALAR— NI, [
=% (Monitor) 1>[7—H"4 7 LA—bF (Archived Reports) | X—IMNHFERTE ET,
TIIAT AT, R LTERFO VR — b E2RFFLET (TXTOLR— M LT, &K
THE000/3—2 3 ) , MBS (BrbEly) OULR— MEHFLZERTEET,
B A—NZEEERELR2VEETH, LR—MNIT7T—hA7EET, LR— bE2EZHO
7 FLRIZHEHET HMENH D56, HINCEEERET 2LV, A=V 7 VR M&EAE
T D NESTT,
TI7ANBNTIE, ATV a—LBESNEELR— DI L, BEEDO 12OLR— BT 77
AT LRZT —=IAT7ENET, VR—NMNI, 77747 AD /saved reports 7 4 L7 VU
B S E T, GEMICOWTIE, FTP, SSH, BXUSCPT7T 7 AR L T &V, )

&R R
c ATV a— VRESNIZ VR — NEIET =47 LiR— O X A 7 onpage 97
o LAR— FNHIBET R L ADFRIE, on page 99

AT Oa—VEEINFZLR— b ERET7—hATLHR—bDE AT
RO LAR— FOFEEANGBIRTEET,
cAMP L B =T — g
s [EJE7e~ v = 7B (Advanced Malware Protection) ] 1
s [EER~NLT =T (Advanced Malware Protection) ]
va YV
o [ERI OB

o

3175 7 7 A VAR
SIFA 77 AV fha AXRY

-
—
-

—

o
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BEFA—ILEFaT+4 EZ20OERAE |
B .« rcmrzresa

e T Y T 4VE

eDIP A > F v b P=l—

* DMARC FRAE L AR — k

« lHH L <X (Delivery Status)
o K

SNEE T 4 — R

o BEEA— L O

s REBED A —)V

* {5 SMTP %5

« 7 B

e X —)L 7 u—DOWE : FE

o A—JLiR v 7 ADHEMER

« AT un—OFM BIEFEE : FAAY)
« A—b 7 —E (G
cAyt—T T 4K

«E A=/ LR— |

- JEIE 5%

o L— MfiIFR
CEEERAALDLE 2T — g
s EEHEIN—T

s VAT AR E

* TLS 51k

o 22— A —/LHEE (User Mail Summary)
cURL 7 4 VEZ VT

T URNT LAY T 4K

s JANVA T 4NEY T
Web A ZT7 07 ar

BFUR—MI, ST LDETF AN EF2VT  E=F X=VOY~ U —THRINET,

R&EIE R
« LiR— MBI 2 1 EHIE, on page 98

LAR— BT 5 FEFE

PDFERDa LTy 7 4 F LR— NI, J&RAODI T2 7 4 VHIZHIBBES I ET,
SER Y A ME, CSVERDLR— N TAFTEXET,

N

Note  Windows =22 & = —% L CHEGE, HAGE, £72138EED PDF 2453 521X, Adobe.com
MHELET LT b Xy I EF Ty ya—RLCr—hL arta—H I A —LT5
ZEHMETT,

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE
L#—raEE7 cL2ogz ]

LAR—FARIE7 FLADEKE

LAR— MIEIET RVRAEBRET DL, TTITA TV RAERSND A v —YORIET R
VADHREESR L TLZEV, CLI2 G, addressconfig 2~ RZHH L E7,

LiR— FDEHE

T —=HA TEHDAF Y 22— VR E INTZ LR— ME, 1B, e, HiBR, BIXOEREITH
TENTEET, EEBICLR—FEETTLELTEET (AT RLAR—K) . Z
NEDUR— FOFEB L OERICHOWTE, iR LET,

N

Note /524 £—FRTClE, LR—FE2ERTEERA, vV T—ROPE, LR—FE2FRT
xET,

[(E=%# (Monitor) ]>[E# LA — bk (Scheduled Reports) |- X—IZiLk, 77 T7A4 T L ATH
RBEHDAr TV a— VB ESNIELVHA—FDY X SR EINET,

ESPEREY=]

o AV a— V% E S 7z LA — I, on page 99
« 7 —7147 LA— |k, on page 101

~ E | [e]
ATV a—)LEBRESNT-LEKR—F

ARV a—)VRE SN VAR— M, HEAL, A, FRIXABMTEITTLILOICAS
Va—ViRETEET, UR— FEEITT LR AEIRTE E, LR— M EFEITT DRI
IIERZR L FBELEHIM (2 213, MEIRERITNO 1) OF—2OLEREENE
T FRT1RRICEITT AL IR D2 — LR ESNTWD HEAO LAR— ML, mio A
(FFAi O BF~TFHi O BF) T —2NEENDHZ LICEELTLIEEN,

BHEWOT T4 T ARX, T7ANVEFOLR— by hRATF Y 22— LR ESNTIREETH
MENTHET, ZOLR—brEy hOWTNANEHEHALZY, BECHIREZIT-720452
EMTEET,

ESPERENS

s HBIIIZARK T 2 LAR— RO A2 —/L | on page 100
« AV a— ) VIRTE STz LR — R OfREE | on page 101
o A 2 — V% TE & iz LR — R OHIBR, on page 101
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B sovcsmyaLc—

BFA—Lt¥ayT« E=40EAAE |
FDRTa—)L

BEMICERT HLHR— DR Pa—IL

ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

Procedure

[(E=%# (Monitor) ]>[E# LA~ — bk (Scheduled Reports) ]-X— T, [EHLH— F&BMN
(Add Scheduled Report) 1 %227V > 7 LET,

LAR— hOFHAZEIN L ET, BRLIELA— FORBEIZIS U T, B2 47 va VA2 ERAT

TET,

A AIRE/R A7 Y 2 — VERE SILTC ViR — R OTEEHOFEANC OV TIE, A7 YV a—iESh
VR —=NERET—H A7 LiR— DX A 7, onpage 972 B L T &,

LIR— FDODLNYRLTWH A ML EATILET, AsyncOS TiL, LAR— MR —ENE S X
MRS FET A, BELEZET D720, FICARITERO LR — FEERLRNTLIEIN,
LiR—F T— X OIFE#HEZERLET (TN TV A7 T4 07 LR—FTIE, 2047
varEfHTEERA)

LViR— b DR E @R L £7,

*PDF.EEH. 7—0A4 7 H, £213Z20W T OB TPDF XD Ko A FEERL
¥79, [PDF L'’/R— h %7 L ¥ =— (Preview PDFReport) |27 Vv 7§25 L, 72726
PDF 7 7 A /L TCLAR— 2R R TEET,

FEELIAN D FFETO PDF OAERIZOWTIEL, baA— MIBT 2 ESIH, on page 98 % 2
LTS IEEN,

«CSV, W= DRF—FZEELASCUTF AN 77 A NVEER LET, K%CSVT 7
AT, KRI1001TEEDDHZENTEET, LR— MIEEOREOENEG EN 5
B BRIZXLUTHED CSV 7 7 A VDMER S IVE T,

ERAMRERGEIE., VA= A7 vaBEELET, LA—MIL-oTiE, VAR—KF 7

Taiibn EFHA

A a—VBIOBMEA T v a v ERELET, B A—NLT FLAZRELRWVWEA, L

R—RNEIT—DATENETH, WTHOZEHFICHLEFEINETA,

Note N7 A b (Yahoo <2 Gmail 72 &) IZVAR— b2 RETHHEE. AT H T b
DOHFFTV A MIVER—FT 4V TIRIET FLAZEMLT, LR— OB FA—/LN
MO TANRAMIGEINBNWEDIZLTLEEN,

[FE (Submit) %7 U v 27 LET, BREZMRFLET,
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I BFA—ILEFa T4 EZF2OFERAE

Aroa—)L

=
ax

2rva—ngEsntLi—rors

EInf-LHR— FDIRE

Procedure

ATy 1 [—ERZ (Services) |>[EMEH L 7R — F (Centralized Reporting) ]X—TVU 2 hD LR —

FEA MV EZY 7 LET,

ATYyT2 EEETVET,
ATYyT3 EHRAREL, RIFLET,

Aroa—)L

BRE SN LKR— FDHIBR

Procedure

AT9 1 [h—E R (Services) ]>[HKIEH L R— b (Centralized Reporting) ]-X—C, HIfrT 5 L

R— MG T B F = v 7Ry 7 2 A N LET,

Note AV a—)VERE SN VAR — 2T XTHIBRT 212, [TT (Al) [ F=v7
Ry 7 At A LET,

ATy T2 [HIEE (Delete) 1227V vZ7 LET,
ATy T3 HIREHEL, EENELHBECSEET,

HIFRS N2 VAR — b DT = A ZhUE, BBRIZHIBRSN 2T TIEH Y £ A,

T—hA4T LR—Fk

[‘E=%4 (Monitor) |>[7—H4 7 LA— I (ArchivedReports) ]~ —Clix, fEHAHE/RT —
NATHEHBDOVR— DY A RNRERRENET, [LAR—FDZA L (Report Title) ] 777 A
DY4FTIEI )y 7 THE, LAR—NERRTEET, [57 < UA— &4 (Generate Report
Now) (27 Vw735, LEBIZVEAR— M2AERTEET,

UAMIFIREND VR— O Z 7 4V F ) 73 5120E, [ (Show) A== —%Af
MLET, VAMEY = 9 2100F, WT7LAHLEZ Y v 7 LET,

T—=NATHEHRDOLVFR— NI, BEOICHIRESNET, A7V a— A& EINEZELER— RO
BR300 A AZ A (K 1000 LAR— b)) BRIFEIIL, HicLA— Ip3BEnsns e,
WLR— RSN T LR — PO 1000 IR SN E T, 304 A R LW HIBRIT.
U — b OFFEICK LT TR, HRDOAF V2 —VEREINT-A LAR— MO LA &
nEd,

EFs—nLtxaysq w=s0EAsE



BFA—Lt¥ayT« E=40EAAE |

B A5~ vk—rosm

EPERENS
. 7,1—:/:?‘5"\7:/ I\\\ [/ﬂ_\gh— ]\O)éﬁi’ on page 102

AT R LR—FDER

ATy T

ATy T2

ATvT3

ATy T4

ATvT5

ATvT6

ATy 17

ViR— NI, ATV a—nNERELBRSTCHAERTEET, bt T~ KLdR—1hh
FBELEZAL Z7L—ACESNTWETR, 2 bICARTE T,

Procedure

[7T—HhA7 LAR—1b (Archived Reports) ] X— T[4 T <L AR— b &AL (Generate Report
Now) 127 Vv 7 LET,

VAR— FOFEZERIRL, LEIZS U TH A M ZfE L ET, AsyncOS Tik, LAR— M40
—EINE D MITHERR S IVEY A, IBELEZ BT 57201, R CARTTHEED LR — N EERL L7
WTLZENY,

FERFEEIR A7 ¥ 2 — ViR E STz VAR — OB OFEMIZ DWW T, A7 Y2 —/ViRE I
FVR—=bEZET—HA T LR— DX A7, onpage 972 ML T 72 &0,

LVAR— 7 =2 ORHIFEAZZBR L ET (VA NVARELR—FTIE, 2037 v a &2l
TEEREA) .

B AR NOEPHEVER L2 5A1E, To®mBNRY 7 L LTERAENET, @lE2ETE DI
X, FoV &7 v LET,

LiR— P OB ZBIR L £,

*PDF.EEH. 7—0A4 7 H, £213Z20W T OMHETPDF XD Ko XA FEERk L
¥, [PDF L'’ R— h %27 L ¥ =— (Preview PDFReport) | %7 Vv 7§25 L, 12726
PDF 7 7 A L TCLAR—= 2R R TEET,

FEELIAN D FFETO PDF OAERIZOWTIEL, LA — MIB3 259, on page 98% 2
LTS IEEN,

cCSV, W~ DERF—FZEELASCUTF AN 77 A NVEER LET, K%CSVT 7
AT, IKRI1001TEEDDHZENTEET, LR— MIEEOEOENEG EN Y
f. BRICKLUTHMED CSV 7 7 A VMERRSNE T, {TEDOLVAR— N A7 a v uwiE
FELET,

VIR—= a7 —=ATTHoNEINERIRLET (T —IA 7T 556120E, LR—FR[7—
7147 LAR— K (Archived Reports) | X—VIZRRINET) o

VIR— FEBEFA—NLVTIHETLINE I, LR FOFEROEFA—NLT FLAZEEL
ij‘o

[ZDLAR— b %EfE (Deliver this Report) 1% 2V v 27 LTUAR— FEARKL, ZEHITHE
O ZDOLVR— M eT =4 T LET,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
A—pLf—tor5Inva—5125 |

ATYT8 EHERFLET,

O — SN — N
A—ILLIR—FD SIS a—Ta2P
A vbE—U FTuX T ADY BT LW RIZA S, on page 103
« 770 RND T 7 A Vot OFEM7E4 T4, on page 103

Avt—2 S YXTAD) VOB FHLAEWGERIZGS
R RE
Aot— NI R T THMBEREZFZRTIHEDICRI NV A oT5E PHILRWER
NERSNET,
iR A E
ZHFILVER—=T 4 T BEOA =T 8T v R T RREIEICA R—T NI STV, IE
WICEMEL WA, ZLT (X2 T 48T 7947 v A RICEPICRET 5O TIX
) F—HEa—HIVREL T ABRSICRAET AAREERH Y 3, FiEDT —%
(LAR=FBIOA Y=V T oF7) X, MOE (LR—FELEFAYE—V F Ty
) DA FZ—=TNVEBLIOEEL TWAE0E D IR, BREENRA X—T &N TT
TIAT U ALETEHEL TWARBOAMREINET, 0D, LAR— MNMIIAYyE—Y b
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