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Figure 1: LDAP 3% 7€

Appliance
X with LDAP enabled

NPT Firewall | 4
= - |
HELO . ’
© e g2

® o

DC=example, DC=com

+ Recipient email address (local)
* Mailhost information

* Mail routing information

* Group information

« SMTP AUTH

1 FHEWMTA SR T7 Y w7 U AF— TA] ITSMTP R TA v E—UNRESNET,

2. T7IAT AL, LDAP #—NZHLC7 Y T LEd, 2O LDAP — 3 [~
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Note [RIRERE R DI KERICIE, LDAP 7 = U — | & 415 LDAP#fe b & v E 7,
7‘;7:_[/ X/\Aﬁa%.ﬁ%ﬁb \—jd_ LTLDAPDALHE%{%%#% j:\ :ﬂct D %)%<
OERVBEIND Z ENHD F9,
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A7) ZFETEET, 60~ 86400 DDA EIR L £,

Y= "D T A T 512012, [T A MY —s3 (Test Server(s)) | ARZ¥ %7 U7 LE
T, BEDOLDAPH—NEZHEE LIS EIE, T_XTOF—"OF7 X PRI TENET, T A b
DFERD Bt A 7 — X A (Connection Status) ] 7 « —/b FIZERINET, s H>WVLTIE,
LDAP —/30D7 A |, onpage 7S L TS0,

I Y EERLET, 4T DT =y IRy 7 AEAF AL T, 74—V RICASILET,
WRTx2001%, KB (Accept) . V—7 1> 7 (Routing) ]. [77\ # L — K (Masquerade) ]\
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[A/SA[EEE= A U 7 2#A (Spam Quarantine Alias Consolidation) ] T,

Note AV —VEZEELITEETILEECT I IA T A NLDAP 7 = U Z#EI{TTX
HETT DT, Y TDHY A F—IZxLTCLDAP 7 =V %A 2—T )VIZT HME
NHET, FEHIZONTE, FFED U AF—THEITT 5 LDAP 7 = U DAL, on
page 8 ZMIL T 720,

2V T ARNTHEDIC, [Z72) DT AL (TestQuery) | RZ %27 U w7 LET,

TARNTGA=HEANLT[TAMDFELIT RunTest) 1527V v 7 LET, 7R FOFERNR
[#ft A7 —# A (ConnectionStatus) |7 4 —/L RIZERINET, 72U —DEXRLBIEICE
EEMZIHEE, [EH (Update) 1% 2 U > 27 LET, #EMIZOWNTIEL, LDAP — D7
A I, onpage 7B LTS 7ZE0Y,

Note ZERAT L—RATDONRA > REFAITDHEIIZLDAP — BB EIN TV D HE
1T, NMATZ VL —X 74— )L RBRETHL7 Y OT A MIGHK LR 7,
EEEEEL, RFELET,

Note P — NREOEUIZHIR X H D FHAN, RETZLH7 2V IE, P—N1HICHOE%GE
FZTANLI D, V=T 4T 1D, AHL—FK1D, FL—T 7)1 DOHT
ﬁ—o

LDAP H—/\DT X +

[LDAP Y— 3710 7 7 A )L DBN/FwEE (Add/Edit LDAP Server Profile) ] -X—3 D [7 A h ¥ —
/N (Test Server(s)) ] A4 > (F£721% CLI @ Idapconfig =T~ KD test 7 a~< 2 R) &fEHAL
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RTA v E—UNFRENET, BHOLDAP Y — A RHREINTWAHEEIT. & — 0T
A MMRIATEINT, BRAFENICERREINET,

BEDYRAFT—TRITISLDAP 7 T ) DEE

Ayt —VEZEFTIIEETIEEILT T IA T ANLDAP 72 ) #F(TTEH L 91T
T AT, T AV A F—IZ LT LDAP 7 = ) A X — T T HMLERH D 3,

EEEE
« LDAP 7 = U O 7 v — )L TE DK, on page 8
« LDAP H—/" 72 7 7 A AR D, on page 8
« X7 Y w7 Y AF—ED LDAP 7 = U OARME, on page 10
« 7T A _— K JAF—TODLDAP 7 = U DA % —7 L4k, on page 10

LDAP S T DS O—/NJLZRTEDER

LDAP 7' 0 — S )LRETIE, T _XTCDLDAP b7 7 4 v 7 BT T I7AT VA TED X 5 ITLH
THEMNEEFRLET,

Procedure

ATy T [V AT LEH (System Administration) ]>[LDAP] ~X— 0 [ E & fwE (Edit Settings) | % 7
Uy 27 LET,

ATV T2 LDAP 7 7 4 vV IEATHIPA v XA —T oA ABIRLET, TTITAT VAT, U H—
Tz AAD 1 OPHBIICT 740 FE L TERIRSNET,

ATV T3 LDAP A > X —T = A AT 2 TLSiEEZBIRL 7 (% hU—2 (Network) ]>
[FEBAE (Certificates) ]~— F 721X CLI ® certconfig 2~ R&fiH L CGEMS 7= TLS
FERE, oo MTA & OS5 LEEOMELZRL T ZEW)

AT v T4 LDAP V— NGEHEARGET 2 551%, @it 7y a v 2@ L £,
ATy TS BHEEEREL, RGELET,

LDAP H—/\ 707 7 A JLERR DI

WITRTHITIE, [ AT 2B (System Administration) ]>[LDAP] ~X— Y 2 HH L TT 77
AT VA DNA L R EIRD LDAP b —"ZER L, ZEEEZZTAN, V=T 47 B
FO~AB L —FD7 ) 2R ELET,
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Note

LDAP #ftid T DX A L7 7 MX 60 B TF, ZOWRIZIZ, DNS/L v 7 7 v 7Lt Dt

DIZMAT, TTIT7AT U ABEROFEIENAA K ST 5508) baEinnEd, PR
%%, FCY—SNOBIOFRA MIxHT 28T R 2 6iTbnEdT Q2L EOKRA &S
Ve XEID YA RTHERELESS) o —SNIZE R R 1O LR WEAIL, TOFRA hs
OGNV IE LTSN E T,

Figure 2: LDAP—/\ 7027 7 A JLDHRE (1/2)

LDAP Server Settings

Server Attributes

LDAR server Frofile Mame: | [FobliclDAr

Host Name(s}: | [myldapserver axample.com
Fully quslified hostname or IF, separate multiple entries with & comma

Authentication Method: | O ananymaus
@ Use Password

Username * |en=anonymaous

5 Type: (2) || Active Directory %
part; ()| [3ze8

Base DN: ()| [4c=example, de=com

Connection Protocol: | [] Use s5L

= Adwanced: | Cache TTL (time-to-live): 300 Seconds
Maximum Retained Cache Entries: 10000

Maximum number of simultaneous connections for each host: [10
Multiple host aptions:
& Load-balance connections among all hasts listed

) Failover connections in the arder listed

Serwer Aftribute Testing: | Test Server(s)

#HIZ,  TPublicLDAP] &9 = 7 *— A% myldapserver.example.com LDAP H— 32 5- %
F9, BEREIE 10 (T 740 M) ICRESNTEY, HEELDAP — (KAL) Or—
RNRGUAFTa NET 74V EDOEELRSTNET, T TEHEDFA NDOARTE .
H=EGIV DY AR LTHIRETEEY, 72U ORERIT, A— 13268 (7744 ME)
T9, SSLiZ, ZDOARAR M7 v bzl LTIA x—T7 M > T EH A, example.com
D_—Z DN BNEFINTWET (de=example,dc=com) , F v v I = DTFEFE Al HERER X 900
? F¥ v oy Y ORKREIT10000(CHRESNTHEY, BRaEFUE, A7 L—X3
EICRESNLTWVET,

ZREZTAN, A=V N—T 47 BIOYAAL—FOI7 ) RERINTOET, 7
T U =4 T, RXFENLFRXBIENET, ELWFRERBIRIND L DICT DL, L
W—E L TWDRERH Y 7,

LDAP 7 T 1) .
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Figure 3: LDAP 5 —/X 7O 7 7 4 ILDHRTFE (22

Mame: | [publicLDAP accept
Query String: [(procynddresses=smtp: {a}) alzstuen
Mame: | [ubiolbar rauing

Query Strind: | i o calAdaress={al] _Test Query |

Recipient Email to Rewrite | [maiRoutingaddress

the Envelope Header:

Alternative Mailhost Attribute: | [(zilHost

SMTP Call-Ahead Server Attribute (optional):

This attribute is used only if an SMTP Call-Ahead server is configured, Go to Network » SMTP
Call-dhead.

12 Masquerade Query

Mame: | |pybliclDAP.masquerade

Query SHING: [ SiRoutingAddress=1a}) Test Query

Attribute Containing Externally Wisible Full Email | [1aillacaladdrass
Addi

ress:

Do you want the results of the returned attribute | (&) yas
ta replace the entire friendly portion of the | () o
original recipient?

NTYwd YRF—LEDLDAP 7 ') DEIE

ZOBPTIE, ZEEZIT AN LTLDAP 7=V AT 25X 52, ATV w7 U RAF—

IboundMail] ZHH L ET, I HIZ, ZEHEZTANOHEELZ SMTP " t— 3 U H
AT IO ELET GERIZ W TR, ZEEHRIE T ALY = ZfiH7 %, on page
210 LTLZE)

Figure 4: ') R+ —TDRIFTANEL—T 42 TDI T) DA F—TILiE

= LDAP Queries: | = Accept

Accept Query: | exampleTest.accept v

& | work Queue

Non-Matching Recipients: |Eounce

{¥]  sMTP Conversation

If the LDAP server is unreachable:

O Allow Mail in

@ Drop Connection, return error code:

Code: [q51

Text: I‘Fampurary recipient validation er

When the Directory Harvest Attack Prevention threshaold (maximum
invalid recipients per hour] is reached:

Code: [530

Text: I‘I’oo many invalid recipients

Drop Connection if the Directory Harvest Attack Prevention
threshold {maximum invalid recipients per hour) is reached within an
SMTF conversation.

b Routing

b Masquerade

b Group

TS3AR—F JRFT—TOHDLDAP Y T ) DA #+—TI)LiE

ZOBITIE, LDAP 7 Y AL T AD L —RE(TI X O, I X—F U RF—
[OutboundMail] ZHH LET, v A I L— KtRD 7 4 —/L RIZiL, From, To, CC, Reply-To
BV ET,

. LDAP 7 T 1)
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Microsoft Exchange 5.5 [Z X 9~ 5 #L3R Y 7R— k .

Figure 5: ') R+ —TDIYRAAL— K YDA F—T )Lk

= LDAP Queries: | I Accept
b Routing

= Masquerads

Masquerade Query: exampleTe
Addresses to Masquerade:
[] Envelope Sender
From (Header)
To (Header)
CC (Header)
Reply-Ta (Header)

» Group

Microsoft Exchange 55 (2% 9 5 #L5E Y R— b

AsyncOS (21X, Microsoft Exchange 5.5 % VAR — N 5720 OREL T a U RdHY £3, T
0 HH LvwI— 2 D Microsoft Exchange Z# i H3 23581%, 2047 arvz A x—7
T HEITH Y £ A, LDAP — %8R ET 5 & ZIZ, Microsoft Exchange 5.5 7R — k
HAR—T VT D E S RIRTE I3, BT 21203, CLIZEHNT 20 ERH D £

T, WIIRT LT, ldapconfig -> edit -> server -> compatibility YT o~ REETL

T, BHRNZ Ty) &&A2FET,

mail3.example.com> ldapconfig
Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1> edit

Enter the name or number of the server configuration you wish to edit.

[1>1

Name: PublicLDAP

Hostname: ldapexample.com Port 389
Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be
bounced/dropped.

accepted or

LDAP 7 T 1) .
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- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

[1> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[1> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility mode? (This is not
recommended for versions of Microsoft Exchange later than 5.5, or other LDAP servers.)
[N]> vy

Do you want to configure advanced LDAP compatibility settings? (Typically not required)
[N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute "objectClass")

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.
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- AUTHTYPE - Choose the authentication type.
- BASE - Configure the query base.
- COMPATIBILITY - Set LDAP protocol compatibility options.

(1>

LDAP » T V) (ZB89 B 1E%

LDAP Y — 7 a7 7 A )LNIZ, EFTLIZWLDAP 7 Y DX A T L2 1 oDx 2 b Z{E
BLET, LDAP 7 = U Z{ERkT % & &%, EBRICHEHT 5 LDAP — D7 = UL TAT)
THMERDY £, fEkT 25272V —i%, EBIEHATHLDAP T 4 L7 N —ERXD

FEIZADETHENMLETH D Z EIHEE LTI, B, MREA O =— X2 -7
E2CHLWA TV 27 b 7 TARBEBUENRT 4 L7 FUICEBIENRTVWAHATY,

ESPERENS

*LDAP 7 =V @ % A 7, on page 13

o NX— 23R4 (DN) , onpage 14

« LDAP 7 = U @3, on page 14

« % =7 LDAP (SSL) , on page 15

e V—7 47 7= —, onpage 15

* LDAP % — _"~DEX DA K& 7 T A7 2 MIFFAT % , on page 15
«LDAP 7 =1 ®7 X I, on page 19

* LDAP % — "~ D N T 7))V 2 —TF 7, on page 21

IDAP VT )DRA T

cBRIFANT T, FEMIZHOWTIE, ZEHEMIETZIT AN = U 29 5, onpage 21 %
ZRL TSN,

N—TFT AT VT, FEIZOWTIE, YTy N T RLASD A= VIEEIT L —
T 72 BT %, onpage 23 B L T EE W,

« SEBAEEEEEY TV, sEMICOWTIE, 7 74 7 ¥ MEAEOH OB E S LT
SV,

cYXRAAL—F T, FEMZONWTIE, =N —TREREHEIMRDDD~ AT
L— R 7=V Offi, onpage 24% S L T 72& 0,

cTIN—T I, FEHIZOWVWTIE, ZEENTNV—T A X—=ThH o0 E D nEHBT
%7 N—"7"LDAP 7 = U Offiff], on page 26 S L T 72 &1,

s AL UR=R VTV, FHMZONWTIE, FFED RAAL V=T 4 T T D7D R A
A2 R—2 7 O, onpage 30% B L T 720,

cFI—2 I, FEMIIONTIE, —HEDOLDAP 7 =V 2FETTHHDOTF =—r /T
U OfEH, on page 32 S L T 730,

ROAWIDIZDIZ 7 ) ZRETHI LB TETET,
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b_ESA_Admin_Guide_13-5-2_chapter32.pdf#nameddest=unique_1278

wap sy |
B <~—=suz on

s T4 LY MY N—ARZRKHIE, FEHIZ OV TIE, LDAP 7 = U {25V C, on page 2% &
LTLEEWN,

« SMTP ZBEE, FEMIZ DOV TIL, SMTP #EREZ1T 2 728D AsyncOS DFEXIE, on page 37% &
LT 7EE,

« SVEREREE, FEMICOWTIX, = — DA LDAP FBRED R E, on page 46 SR L TL 72
W,

c ANLRBETY FA—HREEY T —, FEMICOWTIE, AN LREEERE~D = R 22—
HRERE, on page 499 B L T Z &0,

s ANLBEEZA YT REEY T ) —, FEHICOWTIEL, ARAREEO =AU 7 At 7 —
U,onpage SIS L T IZE0Y,

BELEME VL, VAT LA ETREFADOTRATOY AF—|ZHHATEET,

N—R A% (DN)

FT4LZ RUDN—F LUk [ Rz LIFONE T, _X—RZ2D4HIE DN (Distinguishing
Name) T, Active Directory (35 X TNRFC 2247 (ZHEDS < HE#E) DRX—ZADN D7 +—~< > k
TlE, DNS RAL VIR RAL L arR—x b (de=) IZEHLESNET, 72& 21X, example.com
DX—Z DN % [dc=example, dc=com| TT, DNS A DKM NIEFICRBLEIND Z LICHE
LTLEEN, ZHUTiE, EBROLDAPRENKREND Z &b, SN/ LbHY £,
KEIHEAT DT 4 L7 B VICEERO KA U BREENTOBEAIE, 72U ORBEOR—2
ZIOLEFANTHLOTEIABETHLZEbHY £, DL I RGBT, LDAP ¥ — Nk
EXRIEET DL EIC, XN—RA%Z INONEJ IZRELET, 2L, ZOXIIIHRET D LR
DRNREMMET LET,

LDAP 7 T ') DEX

LDAP RANTAR—ZRFHTEET, 5IAFTHLLETIH Y FHA, CN & DC OHEL
TlE, RKXFE/PLFRRBIESNERA,

Cn=First Last,oU=user,dc=domain,DC=COM

7 VI AT T HERL TIE. KXFE/PLENXBIENET, £72. ELLEfETB720I1C
T, LDAPEEEL —H L TV AMERH Y £7, 72L& 21X, 7'm 7 N TmailLocalAddress &
AL & EICEITEND 7 =Y X, maillocaladdress & A L7- & & L3 AY £4,

BEIEE
« h—2 >, on page 14

WD ~—27 % LDAP 7 = Y N CT& £,

c fa) T—VH@F AL 4
c{d} RAAL U4
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N

%27 AP ssU [

* {dn} #%&54

« (g} TIN—T4

o {u} =—H4

« {f} MAIL FROM: 7 K L A

Note

(fi h—7 VEMFHTE DI, ZT AN =Y —DHTT,

7= 2iE, A= EZT AND T2 D Active Directory LDAP H— N Zxt9 5 7 = U %, RO &
T £

(|(mail={a})(proxyAddresses=smtp:{a}))

Note

ER L7227 = U 1%, [LDAP] X—Y D [T A I (Test) |#ERE (F£721% ldapconfig =~ ND
test 7 a~v U R) ZEALTTANT D2 EAMIHELET, MIfFLZ LB OREREN
WEINDZ ExEERLTHL, UATFT—IZx L CLDAPHREZ A F— 7 /LZ LT E &, #F
AZDONWTIL, LDAP 7 = U @7 A |, onpage 192 B L T EE 0,

4% 217 LDAP (SSL)

AsyncOS & LDAP #— & O EIZ SSL # i+ 2 L9 ICRETE £4, SSL 2T 5 &
IIZLDAP = 7' m 7 7 A VERE LTEHEOEEIIRO L 512780 £,

* AsyncOS [Z, CLI ® certconfig TRXE 4172 LDAPS iEIEZEH L £ 9 (A B4l E
DIER )

LDAP H— N2 L > Cidk, LDAPS iEFHEDOFEHZ VR — b5 L O ITRET HIEER L
EIZ D FT,

o IEWHE D LDAPS GEFAEMN 2 WIGAIL, T Bt ENMEA SN E T,

W—TaT 91—

LDAP V—7 4 7 7 =) OFIROGIRIEH Y A, V=T 4 L TIEERIIT—F R T
YT ET, 7272 L, AsyncOSIZIE, /V—T 4 ¥ T DRAN—T Z 1T DI 0GB S
MOFELZHNDEELH Y £7,

LDAP H—/\~ADEZDNA 2V &I 5472 MIFFRIT %

EL 7Y BHATHEIICLDAP T 4 V7 N H—REFRET DI &ENNBENZRDGEN
HVET, BLHIZVEHATIHE, 7I7A4AT 2 MREBELHTH—NINA  FLTZ72) %
FATTED LTV ET, ) BEAZ TV ZFFAIT 2 X 91T Active Directory & 3% &3~ 5 BARHY
7R FMAZDUNTIE, Microsoft $ A8 — M A 7 320528 &M L T 72 &y, URLIFRD LB
0 <Y,

LDAP 7 T 1) .
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B ssza0wyr7yT

wap sy |

http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%$3B320528

F0%, R 72 ) EITEAO=2—VE 1 OHELET, 2oL dicThE, FEDI T4
Ty AL EA ) EZTMTDHEIICLDAP T 4 L7 b B RERT S0 EEIH Y
FHA,
22T, ROFIEIZHOWTHHALET,
o TE4] FBFEZFF 95 & 9 I Microsoft Exchange 2000 Y— %% v N7 v 79 2% 5k,
o [BEANA VR ZFFT 5 X 912 Microsoft Exchange 2000 — %2t v b7 v 7§ 5%
%,
« AsyncOS 7% LDAP 7 — # % Microsoft Exchange 2000 -— "5 [[EL A ) & TE
4] BAEOM G EZMEH L TR T2 L 91cty N7 v 7925 5k
2—WEFA—NLT FLRAZMWEDEL LW BT B4 £7201% TEANA VU F) #%5
ZFFAT 5 121X, Microsoft Exchange 2000 H—/NMZxf L CHREED T 7 & AFFAI & 5% iE T D W #E
NHYET, ZOXIRBENEEITHESIODIZ, SMTP 7 — h 7 = A ITkT HEREA—L
A=V DOEMEERIET 57202 LDAP 7 = U 24+ 5854 T,

BEIE R
« EAGRRED T >~ BT 7, on page 16
* Active Directory DEX /XA > RD¥ ~ 87 w7, on page 17
* Active Directory 32352 B9 % 71, on page 19

E% nrl..\nIEa)'t’ vy Ty 70

ATy T

ZIZTCET A ey Ty I FIEEZFEITT S & Microsoft Windows Active Directory PN Active
Directory #—~/335 J. U Exchange 2000 H— % 2 RKGBFED 7 = U TRIED T — & i1 T
5191270 £7, Active Directory ~D [FEL /A > K] ZFFA[3 5 FNEIZ OV TIE, Active
Directory DEL /XA > RDE > R 7 v 7, onpage 172 L T 7EE0,

Procedure

WL L 72 % Active Directory 7 7 £ AFFR[ AR L £,

ADSIEdit A F v 7' A VETIXLDP =—7 1 U7 ¢ ZfEH LT, EL N D Active Directory 47

Yl NOBYEICKRTT AT VB AT A EEIETHILERH Y £,
cJZYDHRTHD RAAL LD, RAAL VAT THFAFDAL— b,
cEBFA—NERI TV OHRTHLHA—TRNBELTVEL0UBLINRCN ATV =27 T
fQTfO

WDOFEIZ, VERa T FTITRCUCEA SN TWANEOH LT 7 A 2R LET,
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Active Directory DE£ /N ¥ FDtEy 7y T .

A—HFT Pz |#ER i T RRHFRADZAT
9k

o= NEDO—ERR AT FI AT N AT =T b

oY= NED LR R MRREN AT 2 M | ATV Y b

Eei= NIV A THA— |2—W AT V=T N | TaxTg

va VEAELY

i

B A—NDOFTvay |a—FFTV=s b | TrRT 4
DFEAHHY

i

AT w72 Active Directory DT 7w AFF A % E L £,

+ Windows 2000 Support Tools 7> 5 ADSIEdit % B % £,

s [FAAL X —I 7 a3 7F A (Domain Naming Context) | 7 4V F & RO EF, =
DT FIVHIZ, RAAL LD LDAP RARH YD £7,

[RAAf X=X 7 a7 %A (Domain Naming Context) | 7 AWV X %427V v 27 LT
[Za /X7 ¢ (Properties) | &7 U w7 LET,

c[E¥=2VYT 4 (Security) 127V v LET,

o [FEAIEXE (Advanced) |27 U 27 LET,

«[BIN (Add) 1227V v 7 LET,

cax—W A7 s bk [428 (Bveryone) 1527 Vv 27 LT[OK] %227 Y v 7 LET,

o [HEFROFESE (Permission Type) | ¥ 7% 27 U v 27 LET,

« @A (Apply onto) ] v 7 AD [#kA& (Inheritance) | %27 V v 27 LET,

o [##BR (Permission) 17 27 £ AFFAID [FFF] (Allow) | F = 7Ry 7 A% AN LET,

AT T3 Cisco A vE—0 T A=A DORE
2~y KFA» {2 =7 =A% (CLD ® ldapeonfig /il LT, ROM@AINE L1
LDAP — N> U B1ERR LE T,

* Active Directory ¥ 721% Exchange % —/SD 7R 44

« N— | 3268 (Port2)

« RAAL O — MR 27X A MC—ET 5 <X—2 DN
cFRREZ A T [EA

Active Directory DEZ /N1 > KDty F7 v T

T oty T v I FIREZEITT H & Microsoft Windows Active Directory PN Active
Directory —/33 X UV Exchange 2000 — Nk T DA A o K 7 = U TRIED T —F %Al
HTE5X95127e0 9, Active Directory & — SDEA/SA » FIZX VY, = —H4 anonymous
ET T DRAT L= ANREEEINET,

LDAP 7 T 1)
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wap sy |

Note

EBHY ET,

EA AV RERITT S & XM END /AT L— ) Active Directory B —/MNIEE &5
&L BEREICRIRT S 2

Procedure

ATy I

ME L 72D Active Directory 77 B AFFRI 2 MR L £ 77,

ADSI Edit 27> 7' A F 72X LDP = —7 1 U7 ¢ ZfEH LT, LLF® Active Directory 4~
T/ bORBMICHT DT 7 B AFAIAEIET 2HERH Y 7,
c JZUDHGETHDL AL LD, AL VARIFIT 2 THFANDOAL— ],
BT A—NMERI ) OB THLI—FRELTNDLO0UBLVCN AT V=7 hOF

~NTC,

WDOFRIZ, VBRI T FIT_RCWCEHINTWARLEOSH LT 7R 2R LET,

¥ DEtHHY

A—FFIIzo kR K 7 RHADS A
7
B n A N D BEF T LT F AT R ATV
Ehw A PR D — iR AR A T V27 b 47020
P4 = A NIV I A THA—|a—=WF FT7V=T K~ | TrRT g
va VgAY
e A B A—NDOATva |2—HF F TP b | TrRT g

AT w72 Active Directory DT 7 & AFF A % E L £,

 Windows 2000 Support Tools 7> 5 ADSIEdit % B & £,
[RAAf =7 a7 %A (Domain Naming Context) | 7 A/ H & ROFE3, Z

DT F VAT,

RAA D LDAP NANH Y 3,

s [FAAf > F =7 a3 7F A (DomainNaming Context) | 74V X &E7 Y v 7 LT
[7'm 37 1 (Properties) | &7 Vv 7 LET,
c[EF¥=2VUT 1 (Security) |27 Vw7 LET,

- [FEAHRRE (Advanced) 1&72 Y v 7 LET,

s[GBI (Add) &7V vZ7 LET,
ca—W ATV FES T T4 (ANONYMOUSLOGON) %7V v 27 LTC[OK] %7

Vo7 LET,

s [FEFROFELE (Permission Type) | ¥ 7 %27 U w7 LET,
« @A (Apply onto) ] w7 AD [#k& (Inheritance) %27V v 27 LET,
o [HEFR (Permission) |7 27 B AFFAID [FFA] (Allow) | T =y 7Ry 7 A4 A LET,
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Active Directory DR ICET 53 E .

ATY T3 CiscoAvE—r T A— T oA DRE

[ AT LB (System Administration) ]>[LDAP]*—" (F£721% CLI ® ldapconfig) %
LT, ROEMREZHE LT LDAP — S = b U ZEKR L £ T,

* Active Directory & 72 1% Exchange —/ D7 A 4
« R— | 3268 (Port2)
. I\)‘/l’ Y DON— NAFIHT 2 TR A MZ—E9 %5 X—Z DN

s WFEHX A T )NAT L— KX NX—R (cn=anonymous & L —H & L THEMHL, "AT71L—X
X772 7)

Active Directory DEE(ZBHT 5T E

* Active Directory ¥—/373 LDAP i & 52 \F 11T 2 78— M, 3268 & 389 T4, Z/m—n
N AEaT~OT 7' AROT 7 /v~ A— hi 3268 TT,

« Active Directory #—/37% LDAPS £f5i & 5 \F{11F 28— ME, 636 & 3269 T9, Microsoft
5L T LDAPS 239K — K &5 D1, Windows Server 2003 LA _E T,

T TIAT L RF, Tu—r VB Eu T THhdHD FAfay br—F 08k LT ES
WV, ZHUE, BEOR—RCKT 57 2 ) 2RI U —AEH L TEITTE DL O12T D
72T,

o 7Y B IEFIZTEITT 5121, ActiveDirectory DF T, T4 L7 R A7 V=7 MIxtd
LMY FFA & 7 )V—"7" [Everyone) (254208 RH Y £4, Zhilid, FAA
AEITT I TERA ROAL— R bEERET,

o —f%XMIIC, 2 < @ Active Directory FE2ECiE, mail @M= N VIZ—FT 2HD

[ProxyAddresses] BYE=> MU BFIEL £,

* Microsoft Exchange BSREEN[FE U A 7 7 A T 7 F Y NICHEEH Y | AV EZFRFHL TN D
&1, Bxchange BREEDM TA—NEN—T 4 735 L X2, X578 MTA IZJR % J71A)
D— MIBFHITLED Y EE A,

LDAP VTV DTA

[LDAPY—/ "7 1 7 7 A L BII/ARE (Add/Edit LDAP Server Profile) ] X—Y D [7 =Y DT
A K (TestQuery) 1 ARH > (F72IECLID test 7 a~w> R) #HALT, 7=V X472
CICRE LT LDAP Y — x5 7 2V 27 A M LE T, BRP/ERINDIZT TR, 7
T VT A NDOEAT—VOFFEMbERRINET, TA NI, 72U XA TOEREIITK
LTHTD 2 e mMTEET,

ldaptest 2+ Ni&, WOBDO L SNy F a<w FELTHEHTEET,

ldaptest LDAP.ldapaccept foo@ironport.com

LDAP — @D [ A b4 (Host Name) | 7 4 —/b RICEEDO KA b & AS LTHAR
% LDAP H—NIZf LCT I I7A4 T VA DT A RMP ThbivEd,
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Table 1: LDAP ) T ') DT X +

wap sy |

DTIVDBAT

ZIEEN—HT H5E (PASS)

ZEEN—HBLLEVEE
(FAIL)

ZfEHEZ T AN (KRS

(Accept) IR ldapaccept)

Ay —VEZFANET,

ZISHINER) - ok — g
CVEIFEBENY O RAFE TR
Avt—TV% ey (A
T—REIZL D) . DHAP:
=

N—=T 4T

(W—T g7
(Routing) ].
ldaprouting)

7 T OFEICFESNTOL—T 1
YITLET,

DAy = VOB AAT L
\i—a—o

CANVL—F ([wAD
L— F (Masquerade) ].

masquerade)

J ) NTERINT-EH~ >
oo Ty A —%EE
LET,

ZDA v E— DR EEHT
7,

TN—T A=y
([Z'Nv—7 (Group) ].
ldapgroup)

At — T 4 VH JL— LT
LT Ttrue] #iKLFET,

Aw— T 4V E JL—)LT%E
LT lfalse] #iRL £,

SMTP Auth LDAP H— /B S FS A |5 BT L— KT L
([SMTPFEFE (SMTP 7L — X%l U CRRAEAATYY | SMTP FRAEDFRITIZR L %

Authentication) ], £9, OF Y. SMTP RBAENT | T

smtpauth) ?bﬂi To

NEFRAE (externalauth) |/73A ¥ AR —¥F L a— F. BI2AA VR, a—H L a— S

T Ra—HTFDI7 N —7 AR —
> N L TEBINE Tmatch
positive] 2SR ILET,

FO2—FDITN—T A R—
>y T L CERBINS
negative] 2R ILET,

[match

AR DR~ DT R —
%F%géﬁ (isqauth)

T Ra—H T H T MIxtL
T I'match positive| 73R S E
D

— T ANRATL—X/pL =
Ve F:l”—‘]j-uunmo)uft i%ﬁyb
7,

AL REED A ) T AR

/Ex\ (isqalias)

Fotr STz A WA DEIE S
THDHEL AL T KL AR
SNET,

ANRLBHERETETEEA,
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LDAP 4 — S ~D D F S5 TN va—F 1> [

\}

Note = VIZANT DAL TR, KXFLAXFRRFISNET, o, ELSEET 572010
X, LDAPFEEL —H L TWAMERDH Y £, 7-& 21X, 727 b Tnaillocaladdress &
ATTLTEEEICETENDSZ =V X, maillocaladdress & ASJL7- & & EITEALR D F4, R
i, B L7 _TCO 7 = U (22T ldapeonfig 2~ > RD test 7 a< > REfHALTT
ARML, ELWFERNDIEIND Z AR T 5L Om<HELEL £,

LDAP H—/IA~ADEHD STV a—F a9

LDAPV— "R T7 T A T LV ADBEERETHIHEARIT. RO T —DOWNTFNrnEREN
i‘a‘o

® Error: LDAP authentication failed: <LDAP Error "invalidCredentials" [0x31]>
®* Error: Server unreachable: unable to connect

® Error: Server unreachable: DNS lookup failure

P RSP BEARREIZRDRK E LTI, = "RETANEINIEA— OBV, 7747

VA — L THR— BN TW W EREBZXHNET, LDAP — O@EF I — s, A—
b 3268 F 7213 389 M F &AL E 7, Active Directory (%, A— k3268 Z i L C, ~/LF P —

NEETHER SN o= Z a2l T7 78 A LET GHICOW TR, o (774

TUx—ER] 22T &) . Async0S 4.0 Tik, SSL A L C GBHEITHR— b

636 C) LDAP H— S LilfET HEE BN S E Lz, FEIC OV TIEL, EF% =7 LDAP
(SSL) ,onpage 152 L TS EEWY,

P "REFEARRRICRDRK & L TUIZOMIZ, ATJSNToARA MAPFRRAFRETH D Z &
NEZLNET,
[LDAP — N 7'a 7 7 A LA BI/FRE (Add/Edit LDAP Server Profile) [X— Y @D [7 A k H—
73 (Test Server(s)) ] (F721% CLI @ 1dapconfig I~ KD test Y7 a~< 2 K) ZEHA LT,
LDAP h— "~ a7 A N CE £, FEMIZONTIE, LDAP #—/3D7 A |, on page 7
EHRLTLIEEN,
LDAP Y — "3 EZERRETH L% H
cILDAPZ T ANFEIZ~VAD L —REFRIZIL—FT 4 I NU—7 a2 —ITH L TA F—7
TS TWVDEAIE, A—WETT—7 Fa—RNIZBED $7,
* LDAP S ANUTA R—T WMl > TELT, oY (Fm—L KR v—F=vy
772 E) MW7 A NVERNTHA SN TNDELEIE. £ 7 1 V7 OFHEiRE R false (272D
i‘g—O

REBRATRITANI T 2EHT S

BEFEDLDAPA V7T AT 7 F v Z2FH LT, HEREAYyE—Y (XTY v JRF—T0)
DEFHA—NT FLADBWFZERTEET. T4 L7 MIROL—FF— T4 5%
Fix, REIT T IA T ANT ALV MU= LTI/ ) 2FT L EEICETHINE

LDAP 7 T 1)
|
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B =sanszvon

To FX Y TADIA KL TTIAT VARG LIT — 5 EARFE D RO R S ERE T
T

\}

Note 43|70 5215 % (7= & 213 administrator@example.com) (2% L CLDAP 3 A7 = U % /34 /X
AFTHIEHTEET, TORIICHET DL, ZIEET 7EAT—7/1 (RAT) ZfEHL
£, ZOREDHFIEIZOWTIX,  Configuring the Gateway to Receive Email | DR 2 ZH L
TLTEENY,

BEIEE
« ZUF AT = U O, on page 22

« Lotus Notes DA D31 AN 7 = U OF%FE, on page 23
ZITANT T DA
WORIT, ZIF AN =Y OFlZRLET,

Table 2: — & #9735 LDAP R4 TO LDAP 7 ') XF5IDH] : ZIFAh

9T DREZR ZIEBWREL
OpenLDAP (maillocalAddress={a})
(mail={a})

(mailAlternateAddress={a})

Microsoft Active Directory AddressBook | (| (mail={a}) (proxyAddresses=smtp:{a}))

Microsoft Exchange

Sun ONE Directory Server (mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

L otus Notes/L otus Domino (1 (I (mail={a}) (uid={u})) (cn={u}))

(] (ShortName={u}) (InternetAddress={a}) (FullName={u}))

a—W4 (M) ORGEZITH) ZEHTEXET, ZOZERRITNEIODIE, T4 V7 MUK
MENTWVZRNWRAAL DAL EZITAND LI LTZWGEETT, T AN ) %
(uid={u}) 1T E L TSV,

. LDAP - T 1)
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Lotus Notes DIFEDZITANYT T 1) DFRE .

Lotus Notes DIZENZITANT T DEHTE

BT —

LDAPACCEPT ¢ Lotus Notes & Z#A G 25615, HEESSLIETI, Notes LDAP (2K
éﬂf%éi—%®ﬁﬁﬁﬁ®i9;&Eéﬂfwékbi?

mail=juser@example.com
cn=Joe User

uid=juser

cn=123456

location=New Jersey

LDAP T 4 V7 P UIZHFE LW Z—FTHBIZH 0 b 57, Lotus IXZ D2—V~DE
A=k FBEINTET RLALSNOEA (72 & 2% Joe User@example.com) T o> THAT
ANET, L5 T, AsyncOS 1d, ZDOa—HFDOFR/pa— A—L 7 FL 2% T _XTH
DIFHIEIFTEERA,

ZOMRED 11X, MOBRDOT FLADATY v 2@ Bh5 209 HDO T, Fco
VW CiE. Lotus Notes BHEE IZRIWEHHE T &V,

— Y P T RLAADA—ILEEIZIL—T 94 Y

VTV ZEERT S

AsyncOS Ti, =A U T RIE (BHH—5 > b T RVASNDLDAPV—T 4 7)) BHHR—
FEIET, AsyncOSIZE ST, JLDA =L A v E—VIZA VTR Z =57y N T EIZRID
FHLWNWA vV TEEIHIONET (72 21X, recipient@yoursite.com ~D A & —1%,
newrecipient] @hotmail.com X° recipient2@jinternal.yourcompany.com 72 £ ~®, Z i Z UM L7
AyE—VTEEIBIONET) . V=T 47 72 VE, MOET A — VLIS AT LTI
TANVT T 7Y LTINS L H Y FT

BEIEE
N—T 4 7 7 Y O, on page 23

IW—T 429 9T DOH

Table 3: —fi& )75 LDAPRETO LDAP Y ') —XFH DB : W—F 125

ST DORER BDA—ILRR bADIL—F 4 25

OpenLDAP
(mailLocalAddress={a})

LDAP 7 T 1) .
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B > : maiLHOST £ MAILROUTINGADDRESS

7T OHER BOA—IKR bADIL—T 4 2T
Microsoft Active Directory S5l AR ONATREMED 0
Address Book

Microsoft Exchange

Sun ONE Directory Server
(mail={a})
(mailForwardingAddress={a})
(mailEquivalentAddress={a})
(mailRoutingAddress={a})
(otherMailbox={a})
(rfc822Mailbox={a})

Active Directory @%%W_ Ko T, proxyAddresses BEo= KV ﬁ)%g@(ﬁ@ﬁ‘é ZEBDHY
FI ., ZORBRMEOMEIX Active Directory 2 o T smtp:user@domain.com & V9 R TN X
NL1D, ZOT—HIILDAP V—T 4 V7 /=A VT AYLRICIIEA TEEEAL, ¥—F >
k7 RLAXZENZENRID attribute:value T IFET 20803 H Y F7°, Microsoft Exchange
BERENRFECA 77 A N7 7 FYRNICEBEH D, BV EZRHE L TV DA X, Exchange BREE O
FICA—NEN—T 4 73 5HLEIT, BEITMTA RS MO — MIEFIILED Y £
A,

&R R
s JL—7 1 7 : MAILHOST & MAILROUTINGADDRESS, on page 24

JL—T 4 >% : MAILHOST & MAILROUTINGADDRESS

N—T 47 7 =) OEEIE, MAILHOST OfEIZIP 7 KL A TlaR <, MR ATREZR R A M4
ThHHZENBETY, ZhITiX, PNEYZ: DNSconfig 28 4B 72 2 D3 —fiRH) T,

MAILHOST I%, /Vv—T 4 > 7 7 =V TIFEMEAEE T3, MAILROUTINGADDRESS i,
MAILHOST 7238% & S TW AR WIS IINATT,

I RO—JREEBEZXETBRRALS-OOIRAL—FKY
) DFEHR

VA= REF, BrA LD —TREE ( EEH] £721X IMAILFROM] &
FEEND Z b H Y £9) BEL W To:, From:, CC: DE~y X —%h ERFHADT TV |ZHES
WTEEHZ ZHEETY, ZOBEORNRFZEF D10 R RAL ] THY, Zh
WEoTEEDORAL L Z1ODY A FDBERAT 47 TEH L9 0 £4, fho—f%H
RERELLTUL, XY NIT—T AT TANT I T ¥ % [FET) 72Dl ETA—IN~yF—
DIXFHNNOET T RAL U ERVERS (TARY w7 ) LW 0RHY 77,

ESPERENS

e v AML— R 7Y DO, on page 25
e [ZVL2RU4) O~ AH L— K, on page 25

. LDAP 7 T 1)
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RAAL—F 7T DOH

Table 4: — %17 LDAP R T LDAP 7 =) —XFHI Dl : RXRAhL— K

JIT)DREZR YRAAL—F

OpenLDAP
(mailRoutingAddress={a})

Microsoft Active Directory Address Book

(proxyaddresses=smtp:{a})

Sun ONE Directory Server
(mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})
(mailRoutingAddress={a})

(JLVFR)&] DIRRAADL—F

I—YEREIZE>TIL, LDAPT 4 L2 Y =N AF—<DHIZ, A=V NV—TFT 4T T
RLZ2Rom—HL A—)L 7 RLADSMZ 7L RU4 ] BREERTWAZENnHY 4,
AsyncOS Tlx, = R_Rue—T%EH (BEA—NVOEE) RAvE—V v F— (ZFEA—
NDOYE, To:, Reply To:, From:, CC:72&) %, Zd [Z7L 2 R4 TR L — RTX
F9, 7L RU T RLVRIZIE, BRET A=/ T KL ATIE@BEILTF AT S 78 WRERC
T OBIHAG, A=A Brwhl) BDEENTHTENENERA,

LDAPZ T URH T~y X —r~vAH L —RTDHLEIZ, 7L KU A=)V TFH|2{K% LDAP
PR OFERTEIMZ H0E I NERTREIEN T T, ZOEWERA x—71IC
o TNTYH, =X —7HEFEI2IT user@domain 83 DA BPFEHIND Z LIZEE L TL
FEW (ZLy RUAIFN—NVIIKTB7-0) .

FEAER) 72 LDAP ~ A H L— RO & X L[EIBEIC, LDAP 7 = U OFERNZE (BREN0 £/213T
THRIA b AXN—R) OHHIT, v A L— NFITbivERA,

ZOMRER A X — T NI T AT, LDAPR—ADVAHL— R 7Y % U 2 F—|Z%f LT
ETHEEIT ([LDAP] N—=UFERIX ldapconfig I ¥ R) . ROERIZX LT ryJ LIPS
| =

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]

72l 21E. OXSBRIDAP = FURHAHLELET,

ek B

mailRoutingAddress admin\@example.com

mailLocalAddress joe.smith\@example.com

mailFriendlyAddress “Administrator for example.com,” <joe.smith\@example.com>

LDAP 7 T 1) .



B sE2000—T A0 —ThHEnESnEHNT 5T L—T LDAP & T DA

wap sy |

Z DEENA R —T W72 > TV D EAIZ, LDAP 7 = U 73 (mailRoutingAddress={a}) T, ~
A1 b— K@M (mailLocalAddress) 72 HI1X, RO X HIZEZH 2 S ET,

JTO7 KLR (From. To.
CC. Reply-to)

TRRAL—FEhf=~ny S5 —

RAAL—FEnt-zoo—
TEESE

admin@example.com

From: “Administrator for
example.com,”
<joe.smith@example.com>

MAIL FROM:
<joe.smith@example.com>

FEBMNTIL—TAIN—THBINESIMNEHFNTES
JL—JLDAP ¥ ') D{EH

IDAPT 4 L7 NI NTEEINTZIN—TIZZEENBE L TWBENE D A, LDAP —
x5 72 2 FEH L CHBITE ET,

Procedure

ATY 1 A yE—IIT rept-to-group F 72 1% mail-from-group L — /L E AT H A vtE— 7 4 L H EAE

AL £,

ATwFT2 RiZ, [VAT LEH (System Administration) ]>[LDAP]~—3" (F7-(% 1dapconfig 2~
R) 2HALT, 77 IA4T VA DA RigL 72D LDAP V— 2 ERL, ZL—T A
N2y THPFRD 7 ) ELET,
ATY T3 [*y bU—7 (Network) ]>[V A7) — (Listeners) ]2— (F72/% listenerconfig ->
edit -> ldapgroup 7 a2~ R) ZHEHLT, 2o/ v—7 7Y —% 1 A F—{ZxL

THEMZLET,

What to do next
REEIER

o« Z)V—"7"27 =1 ®OHl, on page 27
« Z)V—"7" 27 = OFIE, on page 27

. LDAP - T 1)
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SN—745x

SN—745x

ATy T

sn—7 5906 |

') DI

Table 5: — {975 LDAP RETOD LDAP Y T ') XFFHIDH| : T —T

I DR TJn—7

OpenLDAP OpenLDAP Tid, memberOf EIEILT 7 /b b TEHAR— b Sh
£H A, LDAPEHHICL > T, ZORMEE L BN A
FovICBEMSNTNDZLRHY £,

Microsoft Active Directory
(& (memberOf={g}) (proxyAddresses=smtp: {a}))

Sun ONE Directory Server
(& (memberOf={g}) (maillocalAddress={a}))

72& 21X, LDAPT 4 L2 MU T [~—FF 47| T N—T DAL 73—73 ou=Marketing & 57
FINTWbHELET, ZOFEEEHL T, 2O NV—TNEZET DA — VAR
TRV ZE&NTEET, AT v 71T, AvE—VIEATLIA v =Y 7 4 V7 2Rk
L. A7 Y7 2E3TLDAP VY I T v 7 A=A LA F—T M LET,

A —
') DEXTE
WITRTHITIE, ~—F7 T 17 71— (LDAP 7 /v —7 [Marketing] & L CiEFR) DA
VOR—IME DA — )L E IR —ILEMER Ak marketingfolks.example.com IZCEME L E 9,

Procedure

MDIZ, TN—T A=y FIZH L THENIC T DA v e—IEHTS, Ayvt—
VIANB R LET, ZOBITIE, AERT D T 4V H D T nail-fron-group /b /L A Al
HALET, AvE—VYD55, = _Xn—7%EFHD LDAP 7 /L —7 Imarketing-groupl | (Z
BLTWDZENHALIEDITT T, REEERA MTEEINET (T4 E2D
alt-mailhost 7 27 /= :/) °

TN—T A NR—=2 77 4 —) REE (groupName) (L, AT v 72 TEHFELET, FL—
7 @k TgroupNameJ YENEN marketing-groupl & xRS NET,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

MarketingGroupfilter:

LDAP 7 T 1) .




wap sy |
. TL—TF 9T DEE

if (mail-from-group == "marketing-groupl") {

alt-mailhost ('marketingfolks.example.com');}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

A= 7 4V H Jb—)Vmail-from-group & rcpt-to-group DFFAIIZDOWVWTIE, A v&—
TANE =)L B LT TIEEN,

RATw T2 KT, [LDAPY— T 17 7 A L%/ (Add LDAP Server Profile) | —Y %R LT, 77
TATVADNA L RIEERD LDAP b —NEER L, JN—T A N— TP E
MO ) ZERLET,

ATy 73 Wiz, X7V 7 Y A5 — [InboundMail] TLDAP 7 =V ZH L T/ N—T N—TFT 4 7
EITO L OWCHEHLET, [V AT —%wE (EditListener) |"—YZ2#H LT, HiOAT v/
THELZLDAP 7 = A X—7 /WIZLET,

IO YNRETEND E. VAT =DBZITFANTA v E—VIZ L > TLDAP — 254 5
JZUNBPYHT—=ENT, F—T A=y FREE SN E£d, PublicLDAP2.group 7 =
VT4 Tz, [ AT L% (System Administration) ]> [LDAP] _X— Y CEFZINTWET,

. LDAP - T 1)
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Bl: SL—F HTUEBRALTRALEIALADFz v ER%FvTT5 [

Figure 6: ') R+ —TDJI—T 9 L) DIRE

Edit Listener

Listener Settings
MWame: | |incomingMail

Type of Listener: | Public
Interface: | [Data1 %] TP Port: [25

Bounce Profile: | | Default v

Disclaimer Above: [None |
Disclaimer text will be applied above the message body.

Disclaimer Below: | [none >

Disclaimer text will be applied below the message body.

SMTP Authentication Profile: | [yone | £|
Certificate: | [test (v
b SMTP Address Farsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings for customizing the behavior of the Listener

= LDAP Queries: | b Accept
===
b Mesquarade
= Group

Group Query: | PubliLDAPZ group |

SMTP Call-ahead Profile:

ATy T8 EREFEL, RFLET,

Bl : SIWN—T T Y EFERLTRANLEDSILADF T VI ERAE Y

795

A= T A NBFASATITA L DHODITTCETINLEDT, F—7F 7 &+
HELBHEDITN—TIZONWTIANALEANRADF = v 7 B2 AXy 7 TEET, 72& 2R
HNDIT Z)V—T~DA =TIl ONTIE, ANRNAETANADT =y 7 EAF YT LT
TRCZELEWVWEWHIEERH S E LET, LDAP La— RKDOHIZ, DN &7 L—74 & L
AT D7 —7 2 MU EERLET, 2O —T4IE, IRODNT > kU THk S
£7,

cn=IT, ou=groups, o=sample.com
LDAP =T a7 7 A Va2l L, RO NV—7 72 Z2fE LET,
(&(memberOf={g})(proxyAddresses=smtp:{a}))

WIZ, 2072 Z2 ) Z2F =1 L TAR—T NI LET, TNT, AvE—IUNREFDY 2
F—TEZEINEEXC, 2O — 7 UR N H—ESNET,

ITIN—=TDRXAN=ZONTIEITANALE ARLDTF =2 V2 A%y 7T 572012, RO
Avt— 74 NNZEER LT, BEAYE—UF LDAP Z LV — 7 Ll L CHRELE T,

[1> - NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.

LDAP 7 T 1) .
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B 550t n—F 0T 200 ALY R—2 5 T OBERA

\}

IT Group_Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com") {
skip-spamcheck () ;

skip-viruscheck() ;

deliver();

}

1 filters added.

Note

ZDRAyE—T T 4 VFND rept-to-group 1Z1F, Z—T4 & LTASIE 72 DN (en=IT,
ou=groups, o=sample.com) XM INTWNET, Avt—Y 74 VZNTHEHLTNDL 7 L—
TENBELWZ L EERLTLIESV, 7 4 VX DFEITRHZ, LDAPT 4 L7 b UNTED4
il & D FEFATOND L O IZT 572D TH,

U 2F—NZFANTZA v = I L > TLDAP Y — N9 572 U R MY H—Sn T, 7
N—=T AUNRN=y TRRFESNET, AV E—UZEENRIT I N—T DA L N—D%E1E,
A= T Y NANEDERICHESTIANAL ZANADTF = v 7 BNTIHEAF v FENT,
AvB—UNZEFIREINET, 74 VX TLDAP 7 = OfEREF = v 7 T 5120,
LDAP — x4 5 LDAP 7 = U Z{Epk L, £DLDAP 7 =V % U A —Zxf L TA X —7
AT DUENRH Y £,

HED AL ANIL—T AT THIZHD AL R—
RAIVTDER

RAA =272 Y Lid, LDAPZ =V &4 A THNC T N—T L, FED R A A Bl
I 2T FEDOY AFT—IZHV Y TIEHDTT, RALSR_R=ZR 7Y BMEHINLDHD
1T, BED LDAP h— "B ENZNIRR D F AL VZBEA T BTV H 23, 73T LDAP
=Nt T 5272V ZFE LY A F— ETETTLHHEGTT, 2 xiE, MyCompany] &
V9 &4k THisCompany| & [HerCompany| 24L& EINT % & LE9, MyCompany (% H
D K A A > MyCompany.example.com (Z/1 2. C HisCompany.example.com 35 J T}
HerCompany.example.com @ R A A U Z#EM$ 5 & 2, FAA T ELIZHO LDAP H— 3%
HA LT, & NAA BT O EEBDOHEREMHL TVET, ZD3 DD RKAAL
D A=)V ETRTZITAND DT, MyCompany (X KA A > _—R 72 ZERLET, =
FU T, MyCompany.example.com % Mycompany.example.com, HisCompany.example.com, ¥ J T
HerCompany.example.com D A —/)LZ[F LY A F— ETZIFANDL T ENTEET,

. LDAP - T 1)
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ATv T

ATy T2

ATvT3

krqvr—zszyots ]

Procedure

RAAL L R—=RA T2 Y THERATE KA TEIZ1 2T, =T a7r7 AV EERLE
T, 2OV =T a7 AL NNDENENIXH LT, RAL X=X 7=V |MEHT L7
ERELET (ZTAN, V=T 4 772E) . FEMIZOWVWTIEL, LDAP Y — NZHT 5 1E#H
ZR&ANT D LDAP — % 7’10 7 7 A JLDOAERL, on page 5% SR L TL 72 &0,

RAAL L R=Z2 72 EAERLET, RAAL U R_R—=R 72V 2AERT 5 L X%, &V —"Tn
Tr7ANNE 2 BRINLET, £/, 0= 2379 50 % Envelope To 7 4 —/L N
WCHSWTIRET D LI, TTITAT v AZA3—TMILET, 7=V —DIERITIEDFE
AZHONWTIX, RAA =R 7= OFERK, onpage 31 25 L T 7Z& 0,

RAAL L _R=R T2 Y %NT ) v 7 EINETTARX=F DY RAF—ZXH L TA R—T ML E
T, U AT —OFEFIEOFEMIZOWTIL,  [Configuring the Gateway to Receive Mail | (D& %
ST EEN,

Note RAAL L _R—A 7V IhICt ., AXARBEERSEED LDAP = Fa—H 77 & A%
ANRBBHADOTOIEATE £4, FEMCOVTIE, [ALREE OEABRL T
<TZEW,

What to do next
REEIER
o« RAAL =2 72V OERK, on page 31

KALR—ZX 5T DERK

&

ATv72
ATvT3
ATvT4

ATy TH
ATy T6

RAA L R—=2 7YX, [VAT LB (System Administration) ]> [LDAP]> [LDAPH—/
7177 AL (LDAP Server Profiles) ]~2— TYERE L £7°,

Procedure

[LDAPH—/ 371 7 7 A /L (LDAP Server Profiles) ]~3— D [fEAIERE (Advanced) %7V v
7 LET,

[RAA B ETOENM (Add Domain Assignments) | %227 U v 27 LET,

RAAL L R=2 7Y —D4HTZ AT LET,

I — A AT ERIRNLET,

Note RAAL =2 7Y ZAERKT 5 L ZIZBIRT D7 2 & A 1, T XTHR U TR

T A, 2V EZATEBRINT DL, THI3A TV RAFEDXATDI T
VERIBRERY =T a7 7 A VO RE L, 720 7 40—V REARLET,

[FAA 8D HET (Domain Assignments) | 7 « —/V RiZ, RAALEADHLET,
ZDRA NZBEEMNT D7 =) — 2RI £,

LDAP 7 T 1) .
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B =owaszyeeavarvoF—> s Ty0ER

ATy T17
ATvT8

ATv79

ATy 710

ATvIN

YD RAAL T RTEMESNDET, 7T2BMLET,
ED7ZVITH—HLBRWEZIZFTT D, 774NV DI EZANTEET, 774/ b
7Y —% ASTLWGEIE, [72 L (None) | Z#IRL £7°,
T2V %ETARNLET, [Z7VDT AL (TestQuery) |[R¥ > %7 Vw7 L, TANTHL—
Yol bRRATL—XFEI A=V T RUA%Z [T A K /8T A —4 (Test Parameters) |
DT 4=V FIZATILET, #ERD B AT —# A (Connection Status) | 7 « —/b RIZFER
SNET,

(BWEFTRE) {f} b—27 v &Z T AN ZUNTHAT ZHE1F, o e —7%EE7 N
AT AN 7 VIZEBNTEET,
Note RAAL L R=R 7Y DIERRDBE T LIch, 2O Y a2RT Y v 7 23774

N— DY 2 F—|ZEHEMIT D MERH Y £7,

EHEHREFEL, REFELET,

—EDLDAP VT ) ZXRTI B =HDFz—29T)D

(352

ATy T

ATy T2

ATvT3

Fx— IV, TTIAT AL > TUEFIZETHARITESN D —# D LDAP 7 =V T
EnEd, 779447021, 20 [Fx—r)] OFOFK 7Y OFE[TEHAITL, LDAP
P NN EHENR VAR ANRIND E (F2F TF2—2 ) OFREDOZ =V THENR
VARV APREINDZDRET D L) 752 EIELELET, T V=T 47 721 TIL,
TFIGAT VANEZWZ ONTZEFA—ILT FLAZLIZ, RILREO—#HOF = —1 7
VAaBETLET, Fo—r 72U RKRLODIL, LDAPTF 4 L7 FUKNOT Y FUIZEN
T, SEIEFRBMHECHELO (F2EFF—0) EREHINTWDLIEETT, & xiE, Bk
maillocaladdress & mail N2 —HEF A —/L 7T RLAZKENTH-0IFEHRENL TS ELE
T, ZOmGFORBMICK U CHREIC =) 2373 5120F, F=—r 72U EFEALET,

Procedure

Frx—r JZIVRNTHEAT L7 L2, =" Tar7r7 A VEERKLET, ZOH—N
T 7y ANLDENTNUIONWT, Fo—r 72— AT ) —&2RELET, M
IZ2WTIE, LDAP H— B3 28 A 44519 5 LDAP Y—3 7' 7 7 A )L DAERK, on page
SESBL TSN,

Frz—r 72V EERLET, FEMIZONTIL, F=2—r 72U OEAKR, onpage 3322/ L
TLIEEWN,

Fo—r 72V ENRXTY 7 ERFTTTAX— DY A ]I LTA RF—T M LET, VU
AF—DFREFEDFEHIZ OV T, [Configuring the Gateway to Receive Mail | DA S L
TN,

. LDAP - T 1)
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Note RAAL L _R—RA 7V IhICt, AXARBEERSEED LDAP = Ra—HF 77 & AL
ARXBGEHD T DA TE £, GOV TIE, TANLATREE OFEEZSMHLT
<TZEW,

What to do next
REEIER
« Fx—> 7 U OERK, on page 33

Fr—2 I DIERK

Fr—r 7Y —iF, [VAT LEP (System Administration) ]>[LDAP] > [LDAPH#— 71
7 7 A )V (LDAP Server Profiles) ] ~*— 3 CERK L £,

Procedure

AT v 71 [LDAPH—37 117 7 A )L (LDAP Server Profiles) ]-3— 0 [E#lIF%XE (Advanced) %7 VU v
7 LET,

RT9 T2 [Fx—> 72V %iBN (Add Chain Query) %7 VU > 7 LET,
ATV T3 Fo—r 72V DOLHTIEANTILET,
ATy T8 7)) — XA THERIRLET,
Fx—r 7Y EBERTHEXICRINT 72O A T, TXTRUTRITIIUIRY 18

bog VTV EBATERINTBL, 7754 T L RITFOEATOr ) ZFHFRE/ R — T
077 ANNPLEEREL, 72 7 40—V NEARLET,

RTF9TE Fo—r 7V TBMTE7 ) Z28IRLET,
TIIAT AL ST, ZTTRELLIAIZZ 2 Y BRETSNET, LeRo> T, o s
TV 2 Fxz—r 7 VIZBMT 2551, KVIRENRZ =) DB TEOIHD 7 =) HRELT
SINDEIRIEFITT D L 2HREL T,

ATYT6 72U ETARNLET, [Z7ZVDT AL (TestQuery) |R¥ %27 V7L, TAMTH2—
Yol bRRATL—XFEI A=V T RUA%Z [T A K /%F A —4 (Test Parameters) |
DT 4=V FIZATILET, #ERD B AT —4% A (Connection Status) | 7 « —/b RIZFR
SNET,

ATy TT (BEEFRE) {f} h—2 v aZF AN 2V NTHEMAT581E. =X —T % EHT FL
AxT AN 7Y IZBNTEET,
Note Fz—r 72 VOERBKT LIS, 2072 BTy 7 EE7 T4 _X—FD

U AT —ICPER T D RERH Y £T,

ATv T8 EHEEEL., RFLET,

LDAP 7 T 1)
|
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wap sy |

IDAP [2&X 5 T4 LY ) N—RX NLE[HLIE

TALT R N—_RANKRIT, BEOHDIEEED., I HIL4AEFOZEELIC
T—UERETLII LI TR LET, BT AN T — T =A1, %h%b%@%)ﬁ
BN A—NR Y I Ao TNDEMNE I NERNTSELZRLET, ThEx KREIZFEITTD
L EEOLLEESIT. FOT RLRAIZANAEZEETIEL W E, BT RLAD
MY (N—_2 1) | ICE-oTHETEDL LT ET,

TFIAT AT, LDAPZ T ANMGEZ = U 245, T4 L7 B U A—_ R N
(DHA) #BH LTl TE$£9, LDAP ZIFANERET DL &I, T4L 7 MY ~—A
A NEEEFG 1A SMTP B o\t —a U HIZITOI D, V—7 F2a—DHTITHIMNERINTE
F9,

ESPEREY=]

«SMTP 7 v E—ya DT 4 L7 b U ~N—Z NZEERIE, on page 34
AFEX2—NTOT 4 L7 b Y = FNEERIL, on page 36

SMTP ho/\tE—S 30D T 4o LY B IN—ARX NRERLIE

DHA ZBAIET 5I121%. KA A > 721F % Recipient Access Table (RAT; (&7 7 A 57—
V) WAL TEE, LDAP X ANRGEZ SMTP 1 /3t — a VINTTEITLET,

SMTP 1 o \t— g U HIZA vE—U% R v 73 5(21F. LDAP T AND 7= LDAP
Y—NRTa 77 A NVERELET, KIZ, LDAPZITANS =V ZSMTP I "\t —3 g
ZFETT ALY A F—FBRELET,

Figure 7:Z 1T AN T )& SMIPH N\t —2 3 VhZEFTT DL S ITHRE

= LDAP Queries: | ¥ Accept
accept Query: | redfish.accept v
¢ work Queus
Non-Matching Recipients:
@ | SMTP Canversa tion
If the LDAP server is unreachable;
¢ Allow Mail in

@ Return error code:

VAP —THAITTALDAPZIT AN Z Y ZRELTZS, 20U A F—ZBEAMT L7z A —
) 7ua—RY—DOHODHAP (F4 L7 hU N—~_R MBS IE) BRIEEIRET D LN
HFET,

. LDAP - T 1)
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SMTP hoit—vavdmnT4 Ly by n—~z rwgpsit i

Figure 8: SMTP 3 L\ t—2 3 VHITHRE FOY 95 & 51TA—L 20— RY—%2HET S

Rate Limiting: Max. Rscipisnts Per Hour:

& Unlimited
c T

Max. Recipients Per Hour Code: | [4g2

Max. Recipients Per Hour Text: }Too many recipients received this hour

Flow Cantral: | Use SenderBase for Flow Control:
& on O off

Group by Similarity of IP Addresses: | This Feature can only be used if Senderbase Flow Control is off,

& off

c
(significant bits 0-32)

Directory Harvest Attack Max, Invalid Recipients Per Hour:

Prevention (DHAP): " Unlimited
@ |s |
Drop Connection if DHAP threshold is Reached & o
within an SMTP Canversation: on off

Max, Invalid Recipients Per Hour Code: B

Max, Invalid Recipients Per Hour Text:
[Toa many invalid recip

Y AF =B B A= Tr— KU =D T, Fq LS b Y AR BRI
DI OROEH & RE L ET,

[ & 72V DM 7252538 D K%L (Max. Invalid Recipients Per hour) ], T DU A F—
DY E— b ARRA MDPOZITID B2 EZE D 1R ST ORKRETT, ZTOLEWHE
T, RAT HEG O R LET, Zhid, L7 LDAP Z{EH50 T D72 SMTP J1
t—varfliZkry SN AyE—VofRE, V=27 X2 —ATARY U RE N
AyE—VDOEFTYT, LEAE, LEWEZ 5 ERELSLAIC, M S 7z RAT fE
HEN2IET, EER LDAPZEHFS TOD Ry IR A v —UR3EThd & L
T, ZORRT, 77I7AT U AIXLEVHEICEE L LW LT, #ix ey /'S
HET, 774V TR, N7V v URAF—TO 1 K72 OZIEH DR REIL 25
TY, 7I7AX— KV R FT—O5EAEX, |FHbHY OZEFHEOREREILT 7 44 N Tl
MEHIR T, = Ok [HEHIIR (Unlimited) JICRET D E, TDOA—)L 77— K
2 —IT%f LT DHAP |34 X —7 /272 0 8 A,

* [SMTP %75 C DHAP L & WMEIZEIE L7256, ##ia Re >~ (Drop Connection if
DHAP Threshold is reached within an SMTP conversation) |, 7 4 L7 kU /\—~Z F B[S
LD LEVMEIZELZ L XTI IAT VAL > T e Fu vy 7 SH5 X HICHREL
EJ RN

o [FE 2 — Rd 720 O RZ(EH % (Max. Recipients Per Hour Code) ], ##i% Ku v 79

HEXIMERATZa— R ERELET, T 741 O a— KX 550 TY,

 [RERT F R N7 ORRKZEEE (Max. Recipients Per Hour Text) |, N7 v 7 U7=#6¢

WXL CHEHT 27 %A MEBELET, 7740 DT F¥ X ME [Too many invalid
recipients] T3,

LEVMEICEL-SAE, ZEEDNE TH-oThb A v E—Y Dz _uo—7EEH I T
A AyE—UREEINDI LITHY £ A,

LDAP 7 T 1) .
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B czs2—mcoF Lo by n—RZ FEEHLE

EEX1—ARNTODTA LI ) N—RX FRERLIE

T4 L7 FU N—_ZNLE (DHA) DIZEAEIE. RAALVETEZEET 78 A T—7
b (RAT) IZANLTEE, LDAPZIT AIURGEZ Y —2 2 —NTHETTHZ LIZL->TH
IECEET, ZOFEEERTDIE, BEOHLEEEN., ZEEDNEDNNE S 0 % SMTP A
PNy a D Z I TERLS RN ET, ZRITANRIZURRESIN TN L E
I, VAT AIEA v E—VEZITANT, LDAP Z I ANMGEEZ U —2 2 —HNTHETLE
T ) T2l AyvE—vYOxz o Xo—7REFICE, ZEEVED THLIGEIT AT A
A=V NEEEINET,

EEEE
e U—7 Fa—NTT 4 L7 b N—~_ NEEELS LT 572D DFXGE, on page 36

J—H X2 —KHNTTALY FY N—RZ FHEHIET A-ODERTE

T AL R AN—=A_RZANEBEEGIET 5120%, F1DIZ LDAP — " 77 7 A L EHEL T
LDAP ZF ANEA X —T7NWIZLET, LDAPZIF AN =Y A X—T NI LD, RO X
N, ZOZTANZ =V BFEHT L) A F—2RET D LI, ZEEL—H LN
BRI A =N BN AT H TR ELE T,

WIZ, A= 78— R —%2RELET, ZOKRY —lE, FTEORBNIZEEIP 7 R
VABHTZ0 ENIETOENIRZEGET RV AE VAT ANZITANDINEERZRLET, 20K
EBZDHE, VAT AIZORENDHA (T4 L7 R N—_ZX NLE) THDH L HB LT
TI—hAvE—UEEELET, ZOTT—F AvE—VIZEENDHFERITKDO LB T
7

LDAP: Potential Directory Harvest Attack from host=('IP-address', 'domain name
'), dhap limit=n, sender group=sender group,

listener=listener name, reverse dns=(reverse IP address, 'domain name

', 1), sender=envelope sender, rcpt=envelope recipients

A= 7 — R U—=THRESNELEWVEICET S ETE, VAT ACE>TAYE=Y
MANTASNETR, TUUBISEZ RS Z <z AN T Fry7EEd, L
TeMio T, IENREERITIET FLADBRY Nl SN ETH, BEOLLEEHIT. Lox
BEIRZF AN Z B TE £ A,

ZOENAZEN T X O E 1L, BUTE AsyncOS IZEE STV D L — MHIFREEREIZEL TV

£, OFV, BHEANZOBIEL A X —7 M LT, EREE/TY v 7 ) AF—0 HAT
NDA = 7u—RY v—=OFTRIELET (HAT DT 74/ FDA—L Ta— iKY —

ZEe)

F/z, a~v RIA4 2 A H—T A AT listenerconfig 2~ REFEHA LT, THEHRTE
THIEHLTEET,

ZORRIL, A= 7er— KU —% GUI THET D EXIcbRRENET T 56U &
F—IZk LT LDAP 27 = U BB A DHA)

. LDAP - T 1)
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SMTP

SMTP SB3E %47 5 =650 Async0s Dz ]

1R 720 DN ZEEREANNTHE, ZDOA—L 7 a—RY —(Z% L TDHAP (5 4
V7 R U AN—RA NBEERGIE) RA R —T R0 ET, TN T, RNT Vv r )R —
T 1R H 720 R 25 o BHHZEENZTANGNET, FIFTA4X— K VR F—DH
X, 1S 72 0 OEZIEFERITT 7 40 b TIRERIR T, = ORI A [HEHIR

(Unlimited) JIZBRETH L. FDA— 7a— K o —|Zxt LT DHAP (1 X— 7 LIZ7%
D EHA,

n:L‘.\nIEEI_ 5 T’&)O) ASVI]COS ODEQEE

AsyncOS TiE, SMTP FBFEAY A — b SN TWET, SMTP Auth (X, SMTP H— ZHEGET 5
IIAT v NEBIET DA D= ALTT,

CDAN=ALEFIHT D & FFEOMBRICHTRET 22—V, ZOMHERD A — /L —2 Y
FT—FTER LTS (AESCHIELEREND) LE ALY —REHH L TA—ILEXE
TXALH5170FET, A= a—HF z—Uxr b (MUA) 1E. A—LOEEFRITTH L
XICRBREESR (FXY LU V/VAR U R) BRITTEET,

SMTPREGEIL, REA—NV U L—IZRLTCHEATEET, ZhEzFfdsE, 7779407
ANREZY NT =7 DTy P TIEIRWVERIS, T IAT AN Y L—— "D X o 7 #
BEEHENL CTX E 9,

AsyncOS TlE, =Y 7 LT U Uy /VOFRRELF R E LTRD 2 O R — F IR THWET,

*ILDAPT 4 L7 bV ZfEHT 5,
« B SMTP H— " Z{E 35 (SMTP Auth #53% & SMTP Auth %{E) .

Figure 9: SMTP Auth DY 7R— b : LDAPT 4 LY b)) R R 7 E1zIE SMTPH—3

Remate MUA client

£
SMTP Auth LDAP Query —
Connections: Mechanism: Connections:
« SMTP + PLAIN “LDAP LDAP

+TLS + LOGIN + LDAP/SSL

- D Y

OR
-+
SMTP Conversation — E

Connections:
« SMTP

SMTP Server(s) acting
= TLS as Authentication Server

SMTP #RiF HFRARE LT=5H. HAT A—/L 7u— KU > —NTHH EN 5 SMTP Auth 7' =
7 7 A V%, smtpauthconfig =< > REFHEH L TEMRLET (U AF—TOD SMTP FZFHIEDOHZ)
{k, on page 41 % &)

BEIEE
« SMTP FRFEDEXLIE, on page 38
* SMTP Z8AEZ = U OF%JE, on page 39
« %52 @O SMTP H— & T SMTP 78k (#xk % #1792 SMTP Auth) , on page 40

« LDAP %19 % SMTP 32ilE, on page 41
IV TAT b Eﬁﬂi%ﬁiﬁﬁ L7z SMTP & v ¥ 2 > DFEALE, on page 44
« 3815 SMTP %3k, on page 45

LDAP 7 T 1) .
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B svrezimoxs

e 27 L SMTP F&3iE, on page 45

SMTP ZEEDEEE

LDAP $— &M U CRAEEZAT 9 513, [LDAPY— 717 7 A L %iBM (Add LDAP

Server Profile) ] £721% [LDAPY— 371 7 7 A /L Z&iwHE (Edit LDAP Server Profile) ]~3—
(¥721% 1dapconfig =~ K) T/ VU ¥ A7 & LTSMTPAUTH % #4R L T SMTP #%;
7V EERLET, ET D LDAP V— SOENENIIDONT, SMTPEFET R 7 7 AL L
L CfiH7 5 SMTPAUTH 7 =V % | D ETE 7,

SMTPEREEZ = U |Z1F. TLDAP A K| & [EHELE L TO/R 7L —X| O2FHENH Y
F9, [BELELTORRTL—X] 2fTHLXIE, 77 T7A4 T AIZL > TLDAPT «
LY RURNONRAT L—XT7 4 — )V RBREfGSET, AT L—XE, 7L—rTF A b,
B b, 3y 2 STHEM SN TW A AEEMERH Y £9°, LDAPNA > REMHT 5
LT TITAT AL, 7 I9AT Y Mk o TRt &7 VT v v L& L C LDAP
Y=~ u A U HEFITLET,

BEIEE
c BMEE LTO/RRAT L—XDEIE, on page 38

BHELTOINRIL—XDIEE

OpenLDAP O#E (RFC 2307 IZH5<) TiL, 2 —T 4T DFA T %Wy a TR, £
DERICLT L a— RINTENRAT =% Hll 52 Lo TWET (e 2T
[{SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=] ) . ZDOHITIL, /AT L—XEFpIE 7 L—r
THXAND/NAT L—X|Z SHA i L THh 5 base6d =2 a—F 4 7 Lz DTY,

TTIAT AT, RAT L —XEBET HHNTSASL A H =X L MUA LD Tox=
vIZ— MM TbI, T7I7A4 T A EMUATEDHEEHRTNERELET (FR—F
SINTWD A B =ALZLOGIN, PLAIN, MD5, SHA, SSHA, CRYPTSASL T7) ., Dtk
T, 7T T7AT LV AIXLDAP T —# RX— R T 57 U ZFAT L TR T L—XE G L &
9, LDAPNTIZ, T H v aTHENRLZT LT 4 v 7 ARNRZAT L—X N TWDE Z END
nET,

« LT 4w I AP TNRWEESIT, LDAPNICKEMENTWVWE AT L—ANT L—
VTXRARNTHDLERREINET,

s VT U T ANFTNTWDERIE, T T7AT LV AZFDO/NNy v a2t/ XA T L— X% JL
BL, MUAICE > THRESNT-2—HFL E XA T L —RXDM T HHWNIE DL LD Ny
VaBFETLT, Ny Y aBORATL—R LR LET, 77 I9A T VA THR—FE&
NoH/Ny a2 A 7TIESHAL E MDS TH Y | /RAT7 L —X7 ¢ —)L RN TIXRFC2307 D
HEIZIESNT, Ny Va bt/ SR T L—XDFNI Ny Va2 AN =R LD XA TS
7,

« LDAP H— "D H1Z1E, OpenWave LDAP — "D X 912, B L&A T L—XD
ANCHRE b2 A 72 ML b Db H Y | ROV IZKHS{LZ A 735D LDAP &ML L
TSN TWET, 20X RIGEIT, BEHENEE LT 7 4V kD SMTP AUTH i

. LDAP - T 1)
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smrp ity oiE

BACFRTHDERBRENT, ZONRATL—RLESMTPH "t —3 3 v THREShE
NRAT L= NHENET,

TSTAT AL, SMTP Auth &0 HALE D — W4 252 1T B> TLDAP 7 = U [TZEH L |
OV EFHLTIZ VT TIXA MEREFIAYy Va2 bENTRAT L—XT ¢ —)L RETUE
LET, WIZ, SMTPAuthZ L7 > ¥ ¥ )L TIRESNIZ/RA T L—X IR LTy Vo N E
BAITEIT L, ZORERELDAP LD RA T L —R LW LET Ny ia XA TDH
TRH LRI RLS) , —EL7EHAIEL. SMTPAuth I 3t —v a UREifrSnE 1,
—HLWEEIX, =7 — a—RN» &émiﬁ“o

SMTP nnmnIEﬁ Tl @E&IFE

Table 6: SMTP Auth LDAP 7 ') D7 4 —JL K

Bl

7 IT) D4R

7 Y —3FF (Query
String)

FEEE LDAP N1 RRATIT O, NATZ L —X%@MELE LTERE L TITO MEEIR T
iﬁ‘o

54 > K (Bind) ]: LDAPH—/ S~/ A VRITICIE, 7 T4 7> Mok THE S
VT v v EERLET (Shk FLDAPM/M ERFOET) .

SMTP Auth 7 = VU CEH S D [RIRHERE O | R A fRE LET, Z 08T, o LDAP H—
NEETHEELEBEZBA U ¥, A 2 FRIERFICKEDE Yy v a v XA LT 7
MRAET HOEFIICIE, T2 THRET ARIFEROR A ZRE LET (— %%K@
B DIEIET X TE SMTP Auth (ICEI D Y THZ ENTEET) , SA U RBIEZ &I, #HiL
WEEGEDS | D SVE T, 550 oI, ftho X A 7O LDAP 7 =V THAEINET,

[)E & L TD/NA 7 L —X (Passphrase as Attribute) ]: /XA 7 L —XZ 5 L CREREE AT D
ZiZ. T [SMTPFEFED /N A 7 L— XD JEME (SMTP Auth Passphrase Attribute) ] 7 4 —/L K
fAX?wa%%ELifo

W DFRFHDGEFECE T2 LDAP 7 =V 25 ELET, 77747 T4 L7 RUDY
= U ®f : (&(samaccountname={u})(objectCategory=person)(objectClass=user))

SMTPERGED /N A 7

L—XDJEM (SMTP
Auth Passphrase

Attribute)

JEMEE L TRAT L— X% 5 L= 3RGE (Authentlcate by fetching the passphrase as an attribute) ]
ZRIRLTZGEIE, "AT7 V=A@  Z 2 CRELET,

WOFITIL, [ AT LEH (System Administration) ]>[LDAP] ~<X— Y %ffi [l L C LDAP &% E
PublicLDAP| %% L, SMTPAUTH 7 = U ZiBML C\E 9, 7=V 55 (vid={u})
I%. userPassword JE 4 & LT 5 L O IT/ER S LTV ET,

LDAP 7 T 1) .
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B 20wy —/ @mTo SMIP R (S5 £ M 5 SMTP Auth)

Figure 10: SMTPE35E- T )

M sMTP Authentication Quer

Wamne: | [FublicLDAP smitpauth

Query String: =

User Identity for Test Queries: I Test Query
Test SMTP Authenticatio Psswudl—

o Authenticate via LDAP BIND

Maximum number of concurrent connections for this query: |1

"o Authenticate by fetching the password as an attribute

SMTP Authentication Password Attribute: |userPassword

Authentication Method:

SMTPAUTH 7' a7 7 A VORENT T TH L, O/ ) % SMTIPFRFEIZEMATH L5112V
AF—HBRETZTET,

520 SMTP Y —/\{EHT® SMTP FEFE (¥5:X Z {29 %5 SMTP Auth)

ATv T
ATv T2
ATv73
ATvT4
ATvT5
ATv 76

ATy 717
ATvT8

SMTPEIED Xt — a VDD ESINT -2 —T 4/ L XA 7 L —X% BlD SMTP ¥ —
NREMEHA L THEET D L9CT FI9AT VA ZRETEXET,

FRREEAT OV — NX, A=A EBERET D=L 3RO LD THY . SMTPFRIEER~DIGE
P EfTVET, REECR Lz & &1k, A A =L =2 KD A —/L D SMTP #53% % fi
fTeaEd, oM. TEREE2ME 35 SMTPAuth) SMEEnsZ bV E4, 717
VV?N@&ﬁ%ﬁSMW#_A ZiRE (e y) SRTHRENTHLILD 1 E TT,

Procedure

[y hU—2 (Network) ]>[SMTP:2iE (SMTP Authentication) ] % &N L £,

[Fv 77 A &BM.. (AddProfile.) 1227 U v 27 LEd,

SMTPEGF 7 r 7 7 A VD—BEDLFIZ AN LET,

[FuZ7 7 A% AT7 (Profile Type) ] T [#5it (Forward) ] 28R L F9,

[Next) 27 V v 27 LET,

HRE— SOAR A MG/IP 7 R R LR — M2 AN LET, SBAEEROEEREIME T D55 A
VH—=T oA AZBERRLUET, FRFERORRKBEZRELET, RIS, TTI7A4T VA 0HIER
EY— S OBERU L TCTLS Z#MHE T2 E I paRELEY., T2 SASLA T =X
LY, [FL—>r (PLAIN) 1&[mZ7 A2 (LOGIN) 202 HL@BBIRTE 9 (EHTEHG) .
ZOEPRIUL, Y — AT EICRESNET,

EEEEEL, RIELET,

WAET 07 7 A NVDOIERMETTHE, TOTaT 7 A NVE ) AT = LTA X—T M T
TET, FEMICOWVWTIL, U AT —ToO SMTP RO Eht, onpage 412 S L T E X0,

. LDAP - T 1)
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Loap %Y % smrp 23 [

LDAP Z 29 % SMTP Z2:E

ATy
ATvT2
ATv73
ATvT4
ATvTh
ATy 76
ATvT1

ATvT8
ATvT9
2Fv 710

LDAP X— 2D SMTP iRGET 7 7 7 A )V ZAFRT 2121, SMTPERGEY = U % LDAP #h—/ 7
07y ANEMHIZ [ AT LEB (System Administration) ] > [LDAP] ~S— T 570> UDIERL
LTBLIRERHYET, 207077 A NVEHEHLTSMTPFRIEY v 7 7 A )V AEVER L &
7o LDAP 7’1 7 7 A VOIERRIFIEDFEMIZ DWW TIL, LDAP 7 = U |22\ C, on page 2% &
LTS EEN,

Procedure

[*r> F U —2 (Network) ]>[SMTPF:FE (SMTP Authentication) ] % &R L £,

(e 77 A %iBM (AddProfile) 127V v 27 LET,

SMTPEEF 7 r 7 7 A VDO—E DL AT LET,

[ ~7 7 A% A7 (Profile Type) ] T [LDAP] &R L £,

[Next] #27 V v 7 LET,

ZORFET 1 7 7 A JAZHEHT S LDAP 7 = U 28R L £ 7,

T 74N ORI E Ry 7E T A== B@IR L £, @RI, [SHA]
[&mwSHA][CWm] wmm][MDﬂﬁﬁ%@ﬂ??oLDAP%~vw:;<rc%%ﬁm§@/%z7
L—XOHNIKG 5L Z A TS 555 . [7Z2L (None) ] #EIRL T 72 &V, LDAP
H— T Lo THE 1[254’7#/%31/7‘47‘4’ k L TRIFESND %A1 (72 & 213 OpenWave
LDAP #—N) | IR TR E A =2 —nb@BIRL T EE W, 7 7 4/ h Ol 5L EIE
LDAP 7 = V2L v RBMEH SN D GEIIEH S EE A,

[# 7 (Finish) 1227 U > 7 LE7,

EREEEFEL, RELET,

AT O 7 s ANVDIERBETTHE, FOTFa 77 A NE ) A F—ZxtLTA RX—TNICT
TFET, IOV TIE, U AF—TO SMTP FRAED AL, onpage 412 B L TL 7230,

What to do next
EPEREYS
e U 2F—"TPD SMTP BFED A %1k, on page 41

U 7\7'——6‘0) SMTP n:L\ﬂIEa)ﬁﬁ‘j]'ft

[r> FU—2 (Network) ]>[SMTPF&FE (SMTP Authentication) ]X—C, FAITT DAL
B2AT &MWA%XitiSMW%%“%X)%%ELTSMWm£r7D774”J%W
L6, [*y bU—2 (Network) ]1>[V AF— (Listeners) ]~3— (F7=1%
llstenerconf:l.g a<w ) EEHALTC, Z2o7a e A NE ) A S —ICBER T B MNENRN
HYET,

LDAP 7 T 1) .
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Note ZRSpiZda—H|ZIE, 2 —HFDZFDIED A —/)L 71— K Y o —D T RELAY B /E
NN ET,

1 >07 a7 7 A NVHTHEEOIBEY —REEETHI EHTEET, SASL A V=X A
CRAM-MD5 & DIGEST-MD5 1%, 7754 7 v A LHEEF— RO TIIHR— S EzHA,

WoOBITlE, U AF— lnboundMail] T SMTPAUTH 711 7 7 A L BMERA &5 X 51z, [V
A —%HwE (Edit Listener) | X— Y TREL TWET,

Figure 11: SMTPEREE TR 7 7 A L% [V) R+ —%#mEE (Edit Listener) ] R— 2 TEIRT 3

Edit Listener

Mame: | [incomingtail
Type of Listener: | Public
Interface: | [Datal v | TcPPort: |25
Bounce Profile: | | Default v |

Disclaimer Above: | [Home %]
Disclaimer text will be applied above the message body,

Disclaimer Below: | [Nans -]
Disclaimer text will be applied below the message body,

SMTP Authentication Profile: | [forwarding_bassd ~]|

Certificate: i,r v
b SMTP Address Parsing ©ptians: | Optional settings for contralling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings far custamizing the behavior of the Listener
b LDAP Queriss: | Optional settings for cantralling LOAP queries associsted with this Listsner

SMTP Call-ahead Profile: | [igna |

Tua Ty ANEEATALIICV AT —EFRE LD, O U A F—TOSMTPFRIEZ #F Al
L, FRIIMBAETAIICHKRAN T I2EBAT—TILDOF T4 )V NREEXEH TXF 4,

Figure 12: A —)L 70— K1) >—TO SMTP 2D A +— T JL{E

Encryption and TLS: | O Use Default (0ff) @ oFf O Preferred O Required
Authentication: 5
SMTP Authentication: | & Use Default (0ff) O off O preferred O Required

If Both TLS and SMTP Require TLS To Offer SMTP Authentication
Authentication are
enabled:

r—2 |58

L. [SMTPRFE (SMTP Authentication) ] 7 « —/L K TlX, U Xﬂ‘“ L~ T SMTP 78
AEZHIEI L E9, [V (No) ] 23R L7235a0E. SMTP BRI BT Dok &
&:75)73)29 %j—\ ZD J ij— Tl j:n»up ?i/f% 7/1/ \—7L£ D i"@f/uo

2. 2FBDHOT 7~ ([SMTPFEGE (SMTP Authentication) ]) C [#4ZH (Required) ]
PR L7260, AUTHFS — T — RBFITSINDDIXTLS I =— b Sz
(2947 Mw%[J@ EHLO =~ R&EIFRITLTZ) %ERD ET,

ESPEREENS

« SMTP F8FE & HAT 7RV o —DERE, on page 43
 HAT JE3EHE AT, on page 43

. LDAP - T 1)
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smrp sziE s HAT Ky v —oiE ]

SMTP Z25E & HAT R > —DERFE

HAT BIE{E &

EEHFILEEHE I N—T L LTELOLIL, TOHTSMTPRGER T =— 3 U3BEET 5
DT, BRART 7R T—=7)L (HAT) OREIITEEIROCEEA, VE—FA—/LER
FRBHET D EEIL, T IA TV AIOICEDEEE I N—T BN T H0ERE LT,
ZDOREEEITN—T DA =R v— %ﬁfﬁ LEd, /=& %X, VE— FMTA lsuspicious.com|
73 SUSPECTLIST & W\ ) (58 7/ v —7 1@ L CW DA 1%, [suspicious.com| ¢ SMTPAUTH
*ﬁyi—yaymﬁﬁkmﬁ%%_nmmmﬁfj/—ﬁﬁméniﬁo

7272 L. SMTPAUTH %#fEH L CRREA =T D XEH OWM X, [HEF O] EEFH LI1T8e
£9, SMTPAUTH & v ¥ 2 2P L= @&ﬁ%%i(RHAYJKWEénéwf\i
BINCZIEHET 7 AT —7 /L (RAT) & LDAPACCEPT (334 X2 SN E4, FOREE, &%
BHEREIA v —V2T FIAT U ARBATY L—T&E4, LER-T, WHEND L— M
RRLoZ\y Y Wb DGR, SIZMEAMTRD £7,

HAT BIEHE G DNREF D & Z1X, HATKEE I NV —T & A=) 7 u— R I —OfkEITE
DNTARRLIE R y 7ENHEH S, BaEICPI L, RELAY A —/L 71— KU U —n3F
AEnET,

A v —UZEE VUV CTHAT G 2 FITT 2020 ERELET, 7 7 4/V b Tlid, HAT
WK > THEAE SN HFII SMTP B o "t —32 g VOBBIRFIICNN T — Ay =% b o
THRTENET,

HAT [EAR | RETE LA —ADNESRESND &, AsyncOS TIESMTP 4 v /3 —3 3 > OBtk
B Clde, A vt —YZEHEL~UL (RCPTTO) THEGEZFETTEET, ZOHETA Y
TV EEGTHIET, AvE—VOEENEBIEEINA v E—V RN AT HTED
AsyncOS ITEE ZNTz A v —ICBT2 X0 Rz RS cE 7, 2 xE, 7ay
T EINTZA Y E—=VDOT RLABIOEZEEDT RLANLA—NVERRTEET, T,
HAT 55 DBAEIZ K - T, B MTA MIE L FRIT SN A e /s < 220 £,

HAT B S 2 A F—T N T 5 & WROBMENREA L £,

* MAIL FROM 2= RRFFR[ SN DD, A vE—T 7 V=7 MIERS R,

BT A—NDEEDIZODT VT EANRESE SNV A vE—UNRRIN, TITO

RCPTTO =~ RBNER END,

« SMTP AUTH % | L CREEM MTA 23F8FES V5856, RELAY AR U & —23FFa] &,
A—VEEHE EBVICEEFETE D,

EE?ET% E'ﬂ—é IZ. CLI® listenerconfig --> setup 2 ¥ I\%ﬁiﬂﬂ Li'@‘o _U)@Jﬁz
. 774NV R TIET 4 E—T M5 TWVET,

ROFIT, HAT OIS 2 E S 5 Fikadi L,

example.com> listenerconfig

Currently configured listeners:
1. listenerl (on main, 172.22.138.17) QMQP TCP Port 628 Private

2. listener2 (on main, 172.22.138.17) SMTP TCP Port 25 Private

LDAP 7 T 1) .
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B /57 ramesERLESMIP £y Y 3o 0RE

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> setup
Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do the rejection at the
message recipient level instead for more detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.

DS5ATF7 2 NEBREZFERALE-SMTP v L 3 U DERETE

77?47yxﬁ\7?347Vx&n—%@f—wﬁ?%?yb%@SMWﬁyvay%
WRET D707 TA T FAEHEOHEM 2V AN —F LET,

SMTPFBRET & 7 7 A W EAER T 2G50, FEEZ MR T 5 & XM 5t ERFELDAP
) R LET, it\7747/F£%£WﬁmT%ﬁWOtﬁm\77?47/2ﬁ
2—PEHIFTH72DD SMTPAUTH 2~ > RIZ 7 3+ — X 750 E I MEIRETE
7,

%ﬁﬁ'&‘(;*‘qj‘%munﬂzj«éﬁ_ T4 T ]‘nﬁfﬁi%'@iﬁﬁ—a_éﬁm\ 74T l\?EEﬁ%—%FF
f:fﬁb‘l*“fﬁ‘l*‘“ﬂ‘@T*‘?75‘54‘7‘?’6 LOITHESNTNDIRED A=V EEFTEZHNE
D BT 57212, SMTP GRAEY = U Z i Cx £,

. LDAP - T 1)
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F15

ssmrezir |

SMTP 525E

ATy

ATy T2

SMTPERAEIE, HEA—NV D L —%a2—PHLENRZT L —X &AL THRIET 2 & ZI2b A
T%iﬁoF%@J%HPM£7H774WQWWLT# L IoTa T ANEERAL
@ SMTP /b— MIBERHT £, A —/VEUE ﬁ@t K\77?47VXiZEQ7V?
V?ﬂwV%ﬁﬁMJCTyjﬁz%U~¢A%~%/Uv a7 4> LET, SMTPREAEIL, %5
7'vm h2L® PLAIN & LOGIN %% 34R—k LET,

Procedure

(5 SMTP FBGE7 v 7 7 A W EERR L £ 77,

a [y FTU—72 (Network) ]>[SMTP:ERE (SMTP Authentication) ] %N L F 7,
b. [0 77 A/%BM (AddProfile) %27V v 27 LET,

c. SMTIPFFETS R T 7 AND—EOARTEANTILET,

d. [FeZ7r7 A2 A7 (Profile Type) ] T [#{8 (Outgoing) ] Z IR L 7,

e [k~ (Next) 127 U7 L%,

f. RBRET R T 7 A NORIEH =P/ L ARZT L= AT LET,

g [#&7T (Finish) 127 U > 27 L%,

AT w71 TR LT85 SMTPRERFEY 0 7 7 A V&2 EHT D L D12, SMTP/L— &R EL
i—a_o

a. [*v hTU—2 (Network) ]>[SMTP/L— k (SMTP Routes) ] ZER L £9,

b. T—71® [%fg KA A (Receiving Domain) | 577 AT, [ZDMDOTXTHORAA
(All Other Domains) 1V > 27 %27V w27 LET,

C. SMTP /b — N DFESEAR A F DA% 56554 A & (Destination Host) [ IZASILET, Zh
L, BEA—NVOBRMEIHEHINDINBA—L U L—DRA N TT,
FAE SMTPBAET n 7 7 A V& Kry FH T A=a—n bR LET,
EEEEEL, RMELET,

l:l'#\:?/ﬁ\& SMTP lL\I:IIE

SMTP FFAEA 71 =KX 2 (LDAP ~X— A, SMTP Bzt — /N _— 2 F7213 SMTP #(5) 37 7
TAT A ETHRESNTWDEGAIER, LFTOA XY MR A—ba JICigkISnET,

(E#) SMTPRRAERY) : WRES N2 —H &, HHEINT-A D=L biddESnE T,
(FL—V THXFRAIDNRRATL—ANRTHEINDH T L1THY EHA)
(&) SMTPRRGEHRIL : BEES Nz —H L FHENA =X L bFESNE T,
(B5) FRFEY— NZEEGEARARE « =LA e AT =X b eI E T,
BE) FALT T MAXRUN (HGET—N (T TR —LD, ATV alk
1TO2T77T7A4T A LilE) DPRAEEREZFOMIZH A LT U N LGS

—

LDAP 7 T 1) .
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B - vonmwarzion:

A—H D5 ER LDAP SREEDERE

&M

ATy T2

ATvT3

A—YT7hov

Fy hI—27 EOLDAP T 4 V7 MV AL T2 —Y AT DHEHICT T IAT A %
RETEET, ZOXIIHETDHE, 22—V REHADLDAP —H 4 LA T L—X%fliH]
LTrITA U TEDLHEIITD ET, LDAPY— NI T HF85E7 =V AR ELTEL, 777
AT AN L DBIERFRFEDE %2 A 2 —T7 WM LET (GULI D [ AT LAEE (System
Administration) ]>[=—% (Users) 1“X—, F£721XCLI ® userconfig 2~> RZ{liH L
T) .

Procedure

A—H T7HAV VL ERRTDEHODI T —FERLET, LDAP =1 T u 77 (LT,

LDAP 7 4 L7 FUNDa—F T H T MR T 572007 =) 2 L £,

TN—=TANR=29 T 9T —%EBLET, 2—FRHFEOT A L7 N T—T DR

NN E S D EHWT S0 =) AAER L £,

LDAP'U‘—/\’E'@FHTZDJ: SITHERREEEE Y b7y T LET, ZTOLDAP Y — &2 — 3
AT 2 K57 794 T v A A X —T ML, 22— r—/L& LDAP7 4 L7 bV

V\]O) TN—ZEID B TET, MOV TIE,  Distributing Administrative Tasks| DZFED

[Adding Users] #ZML T 7230,

Note [LDAP] X—T D [Z7 =Y DT A K (TestQuery) | ™% (F72i% 1daptest =2~
R) ZEALT, 72U b IRSNDMERPHIFHFLIZLBY THDLZ L2 MRLE
T FEMIZOWTIX, LDAP 7 = VU 7 A b, onpage 192 2L T 72 &,

What to do next
REEIER

e —W T H K 7V, onpage 46
« J)V—"T A N— w7 7 U onpage 47

Y

S — B FREET 5721, AsyncOS (37 =V 2 L CTZ D2 —H DL 2— K% LDAP
T4 L7 PURNTHREL, 2—FDOT7 VX —LABEMENTWDESEE Ao ET, BRLZ
=N H A TS LT T, AsyncOSIZE->TT 74k 72— LT 7 4V NEERATIEN
FT, TAVIRRIAL TN H2—PFIHEET LT T IA TV AEZRETH2LEHT
EEJ, ZTHITIE, RFC2307 THE SN TWDJEMD LDAP 2 —H# L m— FNTER SN T
WHMENH Y £9 (shadowLastChange, shadowMax, I3 X OfshadowExpire) , = — L 21—
ROBIFEET D R AA 2 LyLD~_—Z DN DN ME T,

. LDAP 7 T 1)
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gn—F 2run—vvFszy |

WDFIZ, AsyncOS IN—H 7 4 7 k% Active Directory ¥— 3 E TR T 5 & Il S
NETF 73NV D7) UFEHE2—FD TV 2 —LEMEEZ R LET,

Table 7: T 7+ )L bDI—F THho 2 b U ) XF5 LB : Active Directory

Y—nNEA47 Active Directory

~—2Z DN (Base DN) (77 7) (=¥ ra— xR0 2123 BERN72
~N—ADN &R 5 0E R H Y )

= &=l (&(objectClass=user)(sAMAccountName={u}))

DT )L F— AR S LT | displayName
% @M (Attribute containing the user’s
full name)

WDFRIZ, AsyncOS 23— 7 H 7 b % OpenLDAP H— " L THHET H L X ITEHIND
FIHN DI Y XFHE 22— DT x—LEMEERLET,

Table8: T 7+ )L bDA—H 7THD U b U T XF5|&LEM : OpenLDAP

HY—nNE24T OpenLDAP

~N—2Z DN (Base DN) (770 7) (=¥ La— &R0 51203 EKE8
e_— A DN AT IHLERH D F9)

V=)=l (&(objectClass=posixAccount)(uid={u}))

I—HD T )L R — LD S LT | gecos
% @M (Attribute containing the user’s
full name)

HIN—T AUN—w T HT

AsyncOS 1L, Z—FRFFEDT 4 L7 Y TNA—T DAL R=nEI a4 25 Lo B
MTHL7VEHERALET, T4V 27 MY TA—T A NR—=V oy TPHRNORA L R—2 T2 X o
T, ZO2—VFDOVAT ANDOT 7B AFRNMRED £7°, GUI D [yx%Aﬁﬂ(me
Administration) ]>[—% (Users) ]-X— (F7z1 iCLl@userconﬁg) THMNIBRRREZ A R —

MZTBHEEL, 2= a— LB LDAPT 4 L2 NUKND T NL—T1ZE D B TEF, nw%
7—/Z ko T, %@:v—*hb:/ZTAV\?T%OT&JZXJFT#H%?E Di?‘ NERRRES LT
2—VOFEIL, B — VA D=V TR T4 VL7 M) I A—TIZE D Y THNET,

72ezE ITEWHI T 47 MU I A—T7HNO2—H (2 Administrator 2 — /L&) 24T
Support £ WV9 T 4 L7 b Y Zb—T O —Z Help Desk User 7 —/L&E| ) 24 TE T,

I ANDOZ—HFREEDLDAP VL —7 1B L TEY ., ThEn=a—F a— R38R 58551%
KOHIREN 2T — VDT 7 AFFRH AsyncOS IZ X > TEDO2—FITft 53 E T, 71&;{

X, = —H 7 Operator HE[R % £§-> 2 /L —7" & Help Desk User #EfR & K>/ L — 72T 5%
A AsyncOS [T —(Z Help Desk User 7 — L DHERR &IV 24 CTE 9,

LDAP 7 T 1) .
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B /—Txon—vurs1y

)

TN—T XA NR—=2 P WEDbEBTZODLDAP 70 7 7 A VERET D & &0, F—
T La— KRNI TWET L7 R LeLDOR—ZADNEZ AL, Z—7 23—
DA—PFLBBHENTWDBIEE ., Z L —TFARRBRMEN TS EMEZ AT LE79, LDAP
F—N T Ty AT LTRSS N — RN Z A SIS T, 22—/ T N—T 4D
BIEDOT 7 4V MEET 7 4V N 7 = U SLFHD AsyncOS IZ L > TATTENET,

Note

Active Directory —/SOEE X, 2 —FRRFED T I—T DA L N—=nE G T 5720
DT 7 4 b D7 =V LFHNIL (&(objectClass=group)(member={u})) T3, 7=7ZL., FHT 2
LDAP A ¥ —< |28\ T, [memberof] ® Y A F Ta—H4 TIHR R4 MEA SN TND
alE, {dn} & {u} OROVITFEHTEET,

IRDFIT, AsyncOS 23 Active Directory —/X ETT—7" XX —2 o FIERERBE T H &
SR SNDT 74V b Dy =) XFFE R E R L E T,

Table 9: T2+ IL b DT IN—T A 2N—y T 5 T XFF| LB : Active Directory

H—nNE2A4T Active Directory

~—Z DN (Base DN) (50 07) (Ur—7F La— R&x 205123 EE
M7 _X—ZXA DN ZffHTHMERH D £9)

Z—WFREED T —T D A L 3— | (&(objectClass=group)(member={u}))

75\55 PEHET B0 7 =0 = | Note i[9 % LDAP A % —~ {235\ T memberOf
Al Y 2 OGP Tl < BRI D
ENTWDEAIEL, {u) DDV IT {dn} Z{F
HATEx7,

KA N—Da—WE (F7213% D | member
2—HDL a— KODN) M
TV e

TN—TRHDPEM STV D @M |en

WDFIZ, AsyncOS 78 OpenLDAP H— R E T/ /—7F A= o FIEREMBTDH L X
FERHENDT 74V D7 ) XCFFN L EHEEZRLET,

Table 10: T2+ )L b DT IV—T A 2N—2y T U T XFEF| LB - OpenlDAP

H—nNE247 OpenLDAP

~N—2Z DN (Base DN) (FZ7v7) (Unr—71rva—RER20 518K
H72~_— A DN i HT 208N H D £7)

Z—WREED T N—T D A 83— | (&(objectClass=posixGroup)(memberUid={u}))
ME S LT S0 s ) —
el

. LDAP - T 1)
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2L~ oTy F 1—52E

Y—nNEAL4T OpenLDAP

E A N—Da—WE (F7-13% > |memberUid
2—HF DL a— RKODN) DM
TV et

TN—T BN EI N TWD EM cn

ANLIREBEEEE~ND T Y F 11— 25

AL FHE~DO T Ra—FREFED 7 =V L%, 2 — PR A RLEREHEREIC 2 7 T 5 L &
=Y ERIET D007 =) T, b—27 Wi, 2=V &2 RrLET (=—HFoOr A
YHERLET) . b= {a}ld, 2—FOEFA VT FLREZRLET, LDAPZ =Y
\ZL-T ISMTP:] MWEFA—/LT FLANLREINSZ LiEdH Y A, 72721, AsyncOS
X0 ET FLANSBRELET,

AR NREERSRE D = R—Y 7 7 & ARFEIC LDAP 7 = U 2+ 512X, [Aohes =Y
L LTHET D (Designate as the active query) | F = v 7Ry 7 A4 2 LTI, T
TIT I T4 772 RNBLGE, OV IET 48 —T MRV ET, [VAT LEH
(System Administration) ]>[LDAP] " X— Y AW X2, T2 T 4 7727 Y ORRIZT A%

VA7 (%) BERINET,
=N H A FIZHEDSNT, ROT 74V N 7 CFHINE s R —HREE7 = VI S
ET,

« Active Directory : (sAMAccountName={u})

« OpenLDAP : (uid={u})

s FEAFEIEZENLS (Unknown or Other) : (752 7)
T 74N RTIE, 774~V A—/VEMIT Active Directory — D4 1 proxyAddresses.

OpenLDAP H— DA 1L mail T, MEADZ =V & A—VEHEE AT TEET, 72U %
CLI CTERT % IZ1X, ldapconfig =~ > K@ isqauth 7 a~ > K& L £7,

Note

2= T A RHIEHD A=V T RUARERE AT SE5551E, (mail=smtp:{a}) &\ 9
7 LFHNEER L ET,

ESPERENS

* Active Directory = K= — W FHAED X E 1, on page 50
* OpenLDAP =1 U 7 A D% E 4, on page 52
XA~ D T R T 7 ADRE

LDAP 7 T 1) .
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. Active Directory T > F1—HR5ED R EH

»

wap sy |

Active Directory T > K 1—4S23ED & E I

OpenlLDAP T >

Z 2T TIE. ActiveDirectory #r—/3 & =0 R —HFREE7 = U OF

¥, Active Directory }—/3|

proxyAddresses ZffilH L. Active Directory —3

REDH R LET, ZOHIT
XL TARRATZ L—RFRGEE L, A —/VEMIE mail &
IXT B R —VEGRIIET 7 4/ D

72 ) CFANEERLET,

Table 11: LDAP t—/\ & RN L[REEA~ND T > FA—HEREEDEREH : Active Directory

REEAR IRRATL—RXZEFER BRERBIZNNA VU RT 5O EEEDL—
HPEERT HH,. ERRRERETHIVLELHYEY)

YN B AT Active Directory

RK— b 3268

~—2Z DN (Base DN) (772 7)

B m han (7272 7)

7 =) LFH

(sAMAccountName={u})

A=)V Bt

mail,proxyAddresses

OpenLDAP H—/3|

N1 —YEREEDER
2T QmimWﬁ%AkI/Fl PRAEZ = U OF
XL CEARGEEFEH L, A —/VEMIX mail & mailLocalAddress % {# F

E Dl

REDH 2R LET, ZOFITIE

L. OpenLDAP H— NZxkt4 5oy Ra—WRREETIET 74 D7 =) SUFFN A L E

R

Table 12: LDAP % —/\ & RIS LIRBE~ND T Y K1 —HEREEDEREHI : OpenlDAP

FREEA R E#

P B AT OpenLDAP

F— k 389

~—2Z DN (Base DN) (772 7) (HOAF—~ TIZREMEA IR ~—Z DN Ol 232
REhdzZeEndbo £9)

i m b aL (77 7)

7 =) U5 (uid={u})

A — L@ mail,mailLocal Address

. LDAP - T 1)
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PRV T PP Y EDN |

ANLIREED T A ) 7 AHEI T

ANDEMEEAT 25T, ASLRHO=A Y T AFKE =Y ZERALTET A —V A
U7 A%NIDICELDDLE, ZEENRTA VT AT L ICRBERMASZ TS Z L1373 20 £
T, 722k, BDHZIEHENA—/L T KL A john@example.com, jsmith@example.com, ¥ K
UYjohn.smith@example.com D A — V&2 TR H E LET, =AU T AHEEZMEHT L&, Z1E
FEDZTID AR KNBAX BT 720 £9, EEEE Zoa—F0xAg ) T 24T
EEENDAE—VDTITAIVBETA—AT FLAL LTEBRENTET RLATY,

AvE—VEFRAELTTIAYVBTA—AT FLRACKET DL, ZEHEONEET A —
NEZA VT RAEREST H12DDO 7 =) ZER L THD, ZEEOTIA~VETFA—LT KL
AD g% [ A—/VIEME (Email Attribute) 1 7 4 —/L RIZAI LE T,

AN L RBERRE D A /X WGl ENNC LDAP 7 = U 24 21213, (A r =) & LTIRET S
(Designate as the active query) | F = v 7Ry 7 A% AL TLEEN, TTRET 7747
2 IRBHLGE, T VT 48— T N0 ET, [VAT LEE (System
Administration) ]>[LDAP] X— T ZBIWZ L &I, T2 T4 TR Y OKEICT AZ YR
(*) BDRRSNET,

Active Directory " —/SOEEIL, 77 4/ bDO 7 =) CFFHIE
(|(proxyAddresses={a})(proxyAddresses=smtp:{a})) T. 7 7 4/ b ® A —/ VBT mail T,
OpenLDAP ¥ — DAL, 7 7 40 hO 27 =Y LTI (mail={a}) T, 7 74/ hDA—)L
B L mail T, MAOZ Y EA—NVEEREERT LI L TEET, BENEROLS
E, A~ TREID £3, AT LETFA—NVEMEPEED 25615, BRYOET A —/VEMH
LT, E#T 5 a0 & D2 EEFF OB (72 & 21X proxyAddresses) Tid7e <, fE%
1 OZFEAT 2 —E0RME (72l xidmail) ZANTLHZEEHERELET,

7 =1 % CLI TYERT 5 I2I1L, ldapconfig =~ > K® isqalias 7 2~ K&l L £,

ESPEREENS
B

* Active Directory = U 7 A4 D% EHI, on page 51
* OpenLDAP =1 U 7 At DF% E, on page 52

Active Directory T ') 7 X & D% TEHI

Z Z TlE., Active Directory — Nt A U T AHE 7 =V OFEOH 2R LET, ZOHIT
I%. Active Directory % —/NMIxt L CIEAFFEL M L, Active Directory % —/NIxt4 5= 1 U
TAEERO 7 =) CFFNEEE L, A —/VEMEE mail 260 L £,

Table 13: LDAPH—/\ & RINLIRBET A V) 7 REB DEREHI - Active Directory

REEAR E4
SR Active Directory
R—k 3268

LDAP 7 T 1)
|
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B oventonr =1y 7 2B DB

REEAR E4

~—2Z DN (Base DN) (7Z27)

PEi 7 m kL SSL ZfEM4 % (Use SSL)
7 = S

(
| (mail={a}) (mail=smtp:{a})
)

A=)V Bt A—)L T KL A

Note - ofilix, FHOAZ AL LTWET, 7oV BIO0OU, 72013V ) —RiEIL, BREL&K
B TRERRAGERHY 97,

OpenlDAP T A ) 7 AR & D% EHI

Z ZTIE. OpenLDAP #r— b A U T R EH 7 =) OFEDOHZ R LET, ZOFITIE
OpenLDAP H— N2t U CEATRGEZ A L. OpenLDAP % — NIZH9 54 U 7 A& ﬁHO)
7Y TR EFRE L, A —/VEMEIE mail 2685 L £,

Table 14: LDAP - —/\ & R/NLIREET A 1) 7 RERA DERE : OpenLDAP

AR E4

e B A OpenLDAP

ek 389

~X—2Z DN (Base DN) (772 7) (HOAF—~ TIHEAEA e ~—Z DN O HN %
RashnrZ &ERdY ET)

Pt 7 e b =L SSL Zff4 % (Use SSL)

7 =1 CFH (mail={a})

A — )V gtk A=) T KL A

I3, BRET &

e
il

Note - oofilix, FHOALEZHIE LTWET, 72U BLIOO0OU, F1EY Y —
ﬁiofﬁﬁé%A# 0 ET,

. LDAP - T 1)
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a—vaszonzos [

—H 53 & D ERTE DB

Z ZTCiX, ActiveDirectory h— 3 & =y R —HiBI4 7 =) O EDOHIZ R LET, Z DO
bi Active Directory t—/MIkF U CTEAFFEZ M L, Active Directory % —/MIkf4 5 22—
OFBARBER D 7 =) SUFHN R EE T,

Table 15: LDAPH—/\ & RINLFRBET A V) 7 REB DEREHI - Active Directory

AR EA

R Active Directory

A—k 3268

~X—Z DN (Base DN) (7Z27)

e m b 2L SSL Z 3% (Use SSL)
7= X (proxyAddresses=smtp: {a})

\}

Note - oof)ix, DO AHZ AL LTWET, 7oV BIO0OU, 72013V ) —RiEIL, BRELHR
T iof;‘ﬁ:ﬁé%/\#&wi@“o

Async0S Z#E3D LDAP H—/\ L EE S E B-DDETFE

LDAP /B 7 7 A NWERET H XL, TTITAT VAL OHER & 72 5150 LDAP ¥ —
/WDUX R 23 A AN _aﬁﬁzféiﬁ“ BE D LDAP — "% 5 12i%, LDAP ¥—

MM S AL TV DIEFBRNFE 2D X ICRET 20E RSV £3, /o, MEDFR—T,
@H%Tém B IE—TRITNUERY F8A (La—RFE2HEATE LN — R —F ¢
NHfEftEhcnEd) |

TLEAL LEBEE D LDAP — NIZHHR T D L 0T I I7A T U A R ETDH L, LDAPO TV =—
WA= NR—F i da— T UV T HERETEET,

BED LDAP — _ZEHT D L. RO ENATREIZR D 97,

e JI—JLA—IN—, T2 LA —NR—DFODIDAP 72 7 7 A NVERELTEBLL &, T
TITAT VAN DLDAP Y — NIZERH TR ol & 12, U A NANDIRD LDAP
Y= XD T =— A — =T E T,

cA— KNSV, a— KRG TDEDDOLDAP 727 7 A VEREL TEL

L. T TTAT U ANLDAP 7 =) 23735 & X1, #n U A MNO LDAP #—
I ENET,

LDAP 7 T 1)
|
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wap sy |

JUR LDAP =& RET HI1E, [ AT L& H (System Administration) ]>[LDAP] ~—3
F 7213 CLI @ ldapconfig 2~ > R&EEH L £,

HB—NEDIT)DTRAE

[Add (FE721% Edit) LDAP Server Profile] ~X—® [7 A h ¥ —/3 (Test Server(s)) ] R ¥ > (F
7ZIZCLID test 7 a~<2 R) ZFEH LT, LDAP —_"~D#Ega2 T A M LET, EEo
LDAP H— ZEHT 284815, B —OF 2 FRFEITEN T, FHF—"OFEEMERICE
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LDAP Server Settings

Hast Namels):  [igap wer2.example.com, Idapserver3.example.com
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Maxi connections for all hosts: |10
Multiple host aptions:
¢ Load-balance connections amona all hosts listed
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Server Attributes

LDAP Server Configuration Name: | [Sramplecom |

Host Name(s): | [idapserverl.example.com, ldapserver2.example.com, |dapservers.example.com
Separate muftiple entries with commas.

Maximum number of simultaneous connections for all hosts: |10 |
Multiple host options:
¢+ Load-balance connections among all hosts listed

¢ Failover connections in the order listed
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