THFARVY—R

oL, WOBETHRSNWTVET,

« TX AN YUY —ZADHEE, on page 1

« 2T VY T 427 aF VU, onpage3

ATV T4 ar ) T 4K =D AJER LT A - J5IE, on page 8
e 7F AN U YV —RIZDWT, onpage 10

o TX AR U Y —REHOWE, on page 11

« 7F A K U Y—ADfHE, on page 15
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IOFETEH, av7oy T4 7vatl, ERFH, BLOT VT L— 1 elo&ESE T
AR YUY —=2OERB L OEBIZOWTHA L £,

EEEE
LT Y T 47 aF U, onpage
«7X% A K U Y—X, onpage?2
o A=V DHREFHREAAHX T, on page 3
« 8% DLP H3E (W AZ LADLP ARV v —DH) ODHAL LT 47 aF Y OfEA

ATy T4 3FY)

ALFUVTF 4 aF ViR TTIAT U ADKILAF ¥ HERE Lo U CENET 5 BLEE
I NV DITA—=TTHY, avT oV 74V BLIOA =7 4 VX O FIZHIA
TEET, ERLET 47 vatVEEHL, 74273 a T VICEENDIHGEICKLTA Y
T AvbE—TU A — BIORAvE—VORMN T AN EATY LT B LT, %
DORY =TT 7 v a v EFEITTEET, &2, WEMEO SO BRI L
HEEDO U A P& L, 74 W Z V=2l LTY XA FAOHGEEZ G A v -V 2 A%y
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(Dictionaries) ]) F7-1% CLI ® dictionaryconfig 2~ RZMH L T, A5t 100 fHD =
VTV T 4 afVEERTDOIRING ET, T4 v atVOMER, HIBR, BXOFE
R, T A7 Yat b0y N OBEMERIFHIER, BLXOT 47 v at U RO R —
MEZIZZ I AR— IR TEFET,

ATV T4 vat VEERALT, REOR) ol T 7 v a v EEITTE
XAV ERF AT Y T ANFCH L TA =V E AT Y U TEET, T4
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F 47 aF Ik, FEASCH LFEEZEDHZ ENTEET,

BIRANCBR S D720, RO T oY F 47 vat Vo b UFHEEE LTINS 2
EICHERELTLEEN,
c BHFORE G MY
c0~9, A~Z a~z, Ky bh, T7Uv¥—Rary A7, Ty h~v—7 %58
A—)L T KL XA
c0~9, A~Z, a~z, Ny Tor¥—Rary A7 Ty hh~—0%&GLRAL
N
COLIBEEEALERRIE L TT 747 A B SH 285513, (user@example.com) D
Xolc, ZOHFEL T v a THAET,

ESPEREY=]

« T 4 7 a U OWNE, on page 4

CTHXARNTrANELTT 47 atVEA AR —FBXO=27 AR — hF5H%, on
page 5

« 7 4 7 a7 U DB, on page 6

« 7 4 7 aF U OHIFR, on page 7

T 47 af VDA LR — K, onpageT
T 47 a VDT AKR— b, onpage8
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v, FlRiIREFEHEAITEET,
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ATy T3tV
aALFUYT 4 v aF Uit TS IAT VADKLAF v AR LBl U CEIET 5 HiE
I NI DITNA—TTHY, avT oY 74N EZBIOA =T 40 V2 O FICHI A
T&FET, ERLET 427 vaFVEEHL, 74273 a T VICEENDIHGEICKLTA Y
= AoV Ay EHF— BIUOAYE—VORMN 7 7 ANEARTY T HZ LT, A2
DORY =R T T 7> a v 2FATTEET, 72E 2E, BB B O HEGESCEF LR
HEEO U A FEIER L, 74 A H L— A% HALTY 2 MNOHBEEL G A v E— V% A% v
Y, Avke—=YERuy S, T—HhAT, FREEHETEET,

AsyncOS A X L—F (> 7 VAT AT, GUI ([A—/L AR Y — (Mail Policies) > [FEE

(Dictionaries) ]) F7-(% CLI ® dictionaryconfig 2~ RZMH LT, A5k 100 D=
YTV T 4 at U EERTDIRINBG ET, T4 a TV OEK, HIBR, BLOE
Ry T A7 va I nboxy N OBMERITHIR, BLOT 47 v at U ekof Rm—
MERITZ I AR — IR TEET,

AT T4 aF ) EFEHLT, REORY =N E@ERT 7 a L EEITTE
HE0CAYE—VFE T T T AR L TA Y E—VE A TEET, T4
7 va U OER, Bk, BLXOFR, T4 273 a ooy M) OBINEZITHIR, B
FOF 47 aF ) R2EBOL R— ERIFZ I AR—"NTEET, T4 7aF )T E
I, KRXFE/NLFOXBLOHEEOXY Y O HEZRETSHZE L TEET, 2
X, BEMEOEOHRECH R HIEO Y A FEER L, 74—V EHERALTY A MO
HEEICH L TAyE—VaAF vy L, BT HHBELZE0LAvE— VR Nay 7 EET7 —
AT TEET, F7o, HEEILE o TIANF T 7 vav I 0@EIC NI —T&5H L)
W2, T2 vaFlic [EA) OFFEEZENTEET,

F 47 aF Vi, FASCIH LFEEEHDLZENTEET,
HERHNAILS 2720, RO T YT 47 ar oy M) FHEEL LTOLREEINS =
LIZEBZELTL &N,
s B TORE G N
c0~9, A~Z a~z, Ryb, 7o —=Rar7 {7, Tvh~—0%&18E
A—L T KL A
c0~9, A~Z a~z, Ry b, 7VF—=Ra7 A7, Toh~—0%GH KAA
Vg
COLIBEFEAZIERRIE LTT I I7A4 7 A B SH 285513, (user@example.com) D
Xolc, ZOHFEE D v a THAET,
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B varvoms
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TA

A

ESPEREY=]

T 47 aF UDNE, on page 4

cTXANTyANELTCT 47 aF Ve YR —bBLOZY AR — b 25K, on
page 5

o7 427 3 aF U DB, on page 6

o7 4 7 a7 UDOHIER, on page 7

e T 47 aF VDA E— b, onpage 7

« T 47 aF VDT AKR— |, onpage8

23 F)DORAR

T4 272 aF ) OHEEIITICOZ I 20T F A FCFHITIER L, = M7 L—r 7%
A PNELITEREBOBATHETEES, 7027 aF VI, FASCUXLFEEZ DL &
bTEET, ERRIAOT 47 v af VEERTHE, LVFRICHFBELZRESELILENT
TET, LEL. ZODITITHEUNCHEEZ XD FiEL BT 50BN H D £, Python A
A NDEHRBELOFERIZOWTIE, IROURLNHT 7 ATE 5 [Python Regular Expression
HOWTO| #Z&|ZLTLIEEN,

http://www.python.org/doc/howto/

Note

\}

FarvaFr IOy N OROICHERCTE# Z2ERT2E, XF7 T AM E2aAeL
THbHZ L fEHTEET,

HERIZ Ko TT7 4 V252 LVBBEIC N T—T& 5 L 912, FHGEIC [HA ZHEETE
F9, AsyncOS TlE, 2> 7Y T4 73 a T VOHEBIIHLTAyE—VEAF ¥ L,

HEEA VAL VADBKICHIEOEAEZRHTH L TA Y=V DRAaT 21 E7, 2 OOH
FEA VAL VA3 DEBEPFNTVDEE, 23713612720 £7, AsyncOSiE, 2D A=
ThaaAryTFoy TANEEREZIA =Y T4 AZICHEET S LEVEE R L, A vE—
VINT ANE T variE NI =T EINERELET,

ATV T4 af VA= D ZBEMNT S22 LB TEET, Av— MDD, 2
RIEFE 50 ABA )V —T ¢ VTR G ELBORTAE — =BT o F— T — 2N
ORBET L7 VTV XAATT, ZHHOIDIEAR Y > —OPRICMHER] T, EHRBLOTEMIC
DWW CIE,  [Using Message Filters to Enforce Email Policies| D (24 % [Regular Expressions in
Rules] #ZML T 723V, A~— M ID OFEMIZ OV TIX,  [Using Message Filters to Enforce
Email Policies| D FE(Z& 2% [Smart Identifiers] Z#ZM L T 7E &0,

Note

WA D CLIWCIEASCI X T2 &1 T 4 7> a T UMNIELL FRENDIGE L SINBWEAERH
DET, FEASCULTFEELT 47 v a T VaERRBIOERE T HRELTIEX. 74273
FVETXAN T 7 A NVIZZI AR—F L, TRARN T 7ANVEREL T, LT 7 A1 %
BT TFIAT U ANA UR—= T HHETT, FBMICO>NTIE, 7F A 77 A40E LT
Tarvat Ve R — FBIOT T AR — 325515 onpage 525 L T 7Z X0,
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waEgRL 2 1 rxzey -

BEEEE
« HEEEER & 2 A P v -, on page S

BHEFERLE21N/(4 FXFEEY F

—HOEFFE QA FXFEE Y b)) T HEEELITHEFEOXE BT S, RICFE/N
XC%Z’PEE)Uinb/u HEEZAER T 2305 (IEHERBT Nw ERINDHT) O EN s

(ZR D MR BRI T, n = ARAWRGE, £y a— FRAWRgE, ME
ﬁ@%lfcbi’ﬁ‘o ZOHEND, MEEEROILREET 4t =T M TEET,

TEXERARI7ANLELTT a3 F ) EAVR—FELUVIIR
7 Sl N RS B

ATV T 47 vaF UEEICIE, T 4N N TT T A T A D configurationT 4 L7 b
Ul %ﬁéﬂf“éﬁ®74X$774wﬁaiﬂiﬁo

* config.dtd

*profanity. txt
*proprietary content.txt
* sexual content. txt

INGDTHRAN T7ANME, a7y T4 vat VML EAEDETHERTLZ &
T, FHRT 47> a ) OERESR— T2 E2EMNELTVET, ZhbDarTry
T4 vaFVITELFTEINTEY, A~—F D 2FEHTHIZLETT—ZHNDORE—1 %
FVKEE TR L, a7 747 ADOMBEE R HNRXEZ = OGRITIE7 NV EZ2 N T—L
3

Note

Tar7vatVaA A= FBEOT I AR — b 2581%, BRIC—HT HHEORE L K
XF &N FE X TORENRFTFSNEEA, 20D &E&i RET 7 A M DHRFF S E
R

configuration 7 L' 7 kU ~D7 7 & ZDFEMIZOWTIZ, FTP, SSH, L U'SCP 7 7 & %
EHELTIESN,

A—YPMEDT 4 73 aF VT ANEERLT, TTIAT R VA= T5H52LHT
XFEJ, FEASCUXLFET 47> a T VIBMT2REOHIEIL 77747 A LSO
FICTHARNT 7 ANDT 47 aF VIZHEZBINL, 77747 A RIZT7 7 A4 VEBH)
LCHLEH LT 4273 aF i LTI 7 AN EA L R— TH2ETT, T4 27vaF U0
A VR — FOFEMZOWTIE, T4 27 aF VDA AR — 1, onpage 7B L T 7Z S0,

T4 7 aFIDOTI AR—MIOWTIEL, T4 27 aFJdxy AKR— b, onpage 8% &
LTLEEWN,

TEREYY—X .
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A

Caution - EDTFA N T 7 AT, —EOAORTIEHAE, FREZIIARITE L 55 HEEN
GENTVWET, ZhODT 7 ANNSaALT YT 47 a T VICHEERA VR— LTS
G T TITATVARACRE LTcary T YT 47> a )t ) a% CRET A 2D OBGEN
FrRINET,

a3+ 1)mEM

Procedure

ATwT1 [A—/LAKRY T — (Mail Policies) ]>[##%E (Dictionaries) ] ~X—IZBEIL E7,
RATv T2 [T 427 aF Y %BI (Add Dictionary) 1% 7 UV v 7 LET,
RAT9T3 T4 afUDLRTIEANLET,
ATv7T4 (TR GER~YyTF I ERELET,
Note AsyncOS 1%, RE 7 7 A MRIFT DERIC, [HEE2KD—% (Match Whole Words) ]

& [RICF/INLF & KB (Case Sensitive) DX EERFELET, 7427 v a Tt UiaA
VIR— MBI AR —FT5 L XL, AsyncOSITZ LD DR EIIRFFL A,

ATy TS5 (EE) T4/ vaFVIcAV—FID ZBMLET,
A~ — MIDIX, HBREFSCABANL—T « v T FK ST EIGEOH TS — N E T S8
A= hT —BANCRBET LT VTY XALTY, A~v— bk ID OFEMICOVWTIX,  [Using
Message Filters to Enforce Email Policies] D#FE &S LT 7S,

ATYT6 FMT 47y aFr Vo M) EHEEOY XA MIANLET,
EINTAEHOF LW N IBRBY, T4 NE2 T arwRIUEEICNY =T 4584
I, 14T 2X 1 ST OB LWiEEZ AT LET,
Note EREHR Tx) 2o M) ORI ERIIREIER LIzaryT7 YT 4027 aFr o
T NURHBHE, FO THEE] IZ—ETDMIME/N— FR RO G EIc v AT
ARy 7 ENET, avTFoY T4 a0y N OBEIEITEEIC [
AR LW L RHERL £,
ATy T HEICHT D EREREELET,

TANE T I aryZMOEFELY P H— LT < 22K, T4 27 aF) ) OHEFEC
(EA ) 2T oNES, ZOEBNRT A NE T 72 a X DREICHT SN L EMADFEIC
DWW T, [Using Message Filters to Enforce Email Policies] D #(Z& % [Threshold Scoring for
Content Dictionaries] ZZH L T 7ZE0Y,

ATy 78 BN (Add) 1227V v27 LET,
RT9T9 BEREEEEL, RELET,
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TA
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TA

Feovarvobn ||

What to do next
EPEREYS
T 47 a ) UDNE, onpage 4,

22 a+) OHIR

ATv T
ATy T2

ATvT3
ATvT4

XL B

AsyncOS (X, HIBRSNT=T 427 v aF VBB L TVDETRTORAvE—Y 7 4 V¥ Z 5
ELTY—7F5Z LICERBRLTLLEEY, AsyncOSITHIBRENT=T 4 7> a T U ESRLT
WETRTDaALT Y TANBEAFZ—TNADEFICUETN, SBEY L HK LT,

Procedure

[A—/VAR Y 2 — (Mail Policies) ]> [ (Dictionaries) | X—ICBE) L 7,
T4 aFVOBICHLAIRMTA a2 )y 7 LT, T4 27 aF VDU A MrLHIER
Li‘a—‘o

WBA v E—DITik, Fa 24 a T U EBEBBRL TV 7 4 LA BT~ TRRENET,

B A v E—C[HIBE (Delete) 1227 Uy 7 LET,
EEERFELET,

2aF)DAUER—F

AT T1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6

X L& BHIC
AVR—=bTDBT7ANNB, TT T4 7T A DconfigurationT 4 V7 b VIZFET D Z & &k
WLET,

Procedure

[A—ILR1) &— (Mail Policies) | >[#Z (Dictionaries) | X—VIZBEIL £,
[BEE % A > 7" — I (Import Dictionary) ] %7 U v 7 LET,

A UAR— F It DG A EIR L £,

AVR=FT D7 7ANEERLET,

T4 7 vaf ) ORBEIMENTLHT 74V FOELEZERINLET,

AsyncOS Tlx, EANHEE SN TV ARVEEICH L TT 74V FOEREZE D Y TET, 77
ANDA R — "RICELZRETETET,

Tra— RFAZERL £,
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ATvT7T [Next] 27 Vv 7 LET,
RATYT8 TarvaF ) OARERFEL, WELET,
ATYyT9 EHAZREL, RFELET,

T423F)DITHRKR—F

Procedure

ATY 1 [A—/LRY — (Mail Policies) ]>[f¥Z (Dictionaries) ] X—IZBEIL 9,
AT T2 [T4P 3+ )EITHYRKR—+F (Export Dictionary) 1 %7 U v 27 LET,
RT9T3 2V AR—= R TD5T 47 vat U ERRLET,

RTFYTE 2 AR— R NENTT 47 vaF VD07 rANGEANTILET,

T, TTIAT U ADERET 4 V7 PUIHEREIND 7 7 A VOLRNZ R £,

ATy TS T AR— MNEOEFHREBRIRL £,
ARTFYT6 TFARN 77 A4 NDTya— RERXEPRINLET,
AT Tl BEFEEEEFL, BRIFLET,

ATV T40aF) T4 IIL—ILDFEREE
BEEUTRMAE
F 47 v aF Uik, &F &£ dictionary-match() A v — 7 4L L—LBLOaT

Y T4 NVEITHETEET,

EEEE

T 47 atUDHET /L F JL—)L, on page 8

T4 aF)DEETILE IL—IL

dictionary-match(<dictionary_name>) & W\ ) A RID A vt— 7 4 L& )L—)b (B OEEED
=) X, AvE—=VORIIZa T Y T 47 aF Y (dictionary_name) ([ZFEET DU
THUNOERRBNEENDIGEICAD LW SINET, ZUOT 47 aF VBRFELRN
Braid, — VIR LT S i E T,

dictionary-match () /L —/ViZ. body-contains() ANLAF ¥ > JL—/ L L REEIZ A v E— KR
LIRS T 7 ANDHEAF Y L, Ny —HAF Y LRV LITERELTIESN,
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Feovarvorazns —n I

N B =D AKX NZIE, WY ~dictionary-match() XA T DON—)LEFEHTE £9°
(subject-dictionary-match() 0. &L 0 —fXAIRNL—)LTHAZ L~y X —%EGTpd ~_TD
Ny B —ZFRETE D header-dictionary-match () 72 &, BFED~ v X —ITx9 B /L— )L iInE
ELET) o T4 27> aTVOBREOFMIOWTIL,  [Using Message Filters to Enforce Email

Policies] DFIZ& % [Dictionary Rules] ZZH L T 7230,

Table 1: 3> T2 T4223aF VDAY E—D T4ILE L—)L

JL—IL X 5BA (Description)

F 4T g St onary-maten BELET 4 7 a T VICHEET BT RTOIE

T UBRE (<dictionary name>) HEBIC B LZEENA v E—VIZEFENT
WD 7

/j{@{ﬁufﬂi dictionary-match () /V**/V%{%HEJ L'C\ 77034’7‘/}(7§§ (mlﬁl@ﬁﬂfﬁzﬁk Lf?_)
lsecret words| EWHARIDT 4 72 a FUVNOHEEZEGLA vE—V % A%y 2 LTEBRIZ,
BHBFIIAvE—VET I RA—R L a bt —TEETAFHA v —U 7 4 L2 BER S
NET, REEICL->TE, KRXF/VILFEHLEFD T lcodename| & FERII—ET HHELZET

A=V DHB, ZOT 4 NVETHEHEHMIND ZLITEELTIZIN,

bcc codenames:

if (dictionary-match ('secret words'))

{

bcc ('administrator@example.com') ;

}

ZOFEITIER, AU —REECA v =V R EELET,
quarantine codenames:

if (dictionary-match ('secret words'))

{

quarantine ('Policy');

ESPERENS

e T 47 at ) kU DO on page 10
LT Y F 47 a S UDT A K JE, on page 10

TEREYY—X .
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T4oar) TR DB

Table2: 74> 3aF+") T 1) DF

£BA (Description) 51
TANRKA—R
T — KB : foo$, JcHA : ~ foo

T AT KL (£ |foo@example.com, @example.com
ARET AT =7 L) | examplecom$ (K T#b %) @example*

-4 BEFA—IOHEL (BITA—NOBLZIAT o —5FHT S
BRi%. 4 OSeEEIC TRE:) <2 [FW:) 2R ENELAAFNTns 2
LERZTRBWNTLEEN)

aAVTOY T4 223 F)DTREAEE

trace E?J%f(’i’@fﬁﬁ‘é L . dictionary-match () /V—/V%{fﬁﬁ LTWAA /'[Z‘—:/ 7 /|'/1/§ W_;d‘
LT 7 4 — RNy 7 BB LNET, FEICONWTIE, TA RN Ay BV 2 LI A—
L T7a—DFT NNy hL—REHHELTL XV, kEo quarantine codenames S IVH
OFID X DIz, quarantine() 7 7 ¥ 3 VEMHEHALCTIANEETARNTAIELTEET,

TEXFAR)Y—X[ZDUL\T

TXAN U Y—RE, AvE—U~DRMC, AvE—VE L TORENARERTIFARN T
AL — T, THFAR Y Y=L, ROWNTROLOFEEICR Y £,

cAyE—TUREBFRIE A vbE—VIZBMENDTFA N, FEHlICONTIE, REFET
7L — b, onpage 165 L T 7ZE0,

cHHEIT T L— R lEE LTHEEIND A vE—Y (notify() 3 L Onotify-bec() 77 & =
CCEHEINET) o FEMIZOWTIX, @EIT 7 L — M onpage2l 2L TL 2 E
AN

T UFIANRBINTUTL—b : A —VICUA VAR RON-T2 L &2, @amE L
TEESNDIAvE—Y, 2T FTHOT T L—h GEDA vE— 12600 | £720%
Ay —INEFEmE LTEEINDLGT 7 b— MRl cE £9, FRMlc oW\ T
X, TV FUAINVAREHT 7 L— b, onpage 2% S L T 7ZE 0,

N URBIUBEIEERBUEMT T L— bk AvE—URAT 2SN EER0RA Y
TV OB SABICRIE LT L F Tl E L TR EIND A vE—, FEC W TIE, A
UV AR X O AL RBGEN T 7 L — b, on page 25 SR L T &,

cBEEIEBEMT T L— b REBETA—NEWHFT LT T IAT U AEZRE L
BARIWCHEEEND A vE—Y, ZOAvE—Uld, ZREEVBSLENTA vE—V %%
Bl eaZEHCBEML, Ay E—VE2HLFIEEZRLET, MO OWTEL, B
i@ 7 > 7 L — b, onpage 272 B L TS E &0,
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| 7#xryy—2
FERF IFALELTOFER b Y Y—201 vif—bi&UzszK—+ [

CLI (textconfig) F/-IZGUIZEAL T, 7% A~ U Y —ADiBI. HIBR, WE. 1>
R—h, BIORZZ AR— b 2EGHTFAN VY —20FHNTEET, GUIZHEA LT
FARUY—ZAOEBIZOWTIEL, 7FA K U Y —2EHOME, onpage 1125 LT
él/\o

TEAN U Y—RTIE. FEASCH XLFEEHDLZENTEET,

\}

Note Ji: ASCII XFaGETeT F A N U Y —RTIAKRD CLIIZIE LS #RENDHH L SN2V EE
NHYET, FEASCH LFEELTHFARN) Y —REFRBIOLEETLIZIEE, 7FA Y
V—ABETHXARNT7ANMIZIT AR—F L, TRARAN I 7 A NVEREL T, LT 7 AL
EHOT T IAT VAL A= LET, FEICONTIE, 7FAN 774 LELTT o
7vatVEAVR— MBI I AR — 92555 onpage 5B L TS Z &0,

ESPEREY=]

CTXANTFANELCT 47 va TV EAFR—FBLORZS AR — 9551, on
page 5

THEARIZANLELTDTHFRRN JY—RDA VR—FELUT
D AR—k

TTTA T AD configuration 7 4 L7 UK T BT VB AMEEFF O TCWARLERSH Y F
T AVHR—=DFTDTXFARNT7ANE, TT T4 7T A LD configuration 7 4 L7 b U IZTF
ETHLENHY T, =7 AKR— ST F AN 77 A /VIL, configuration7 4 L7 KU
BB SN E T,

configuration 7 4 L' 7 h U ~DT 7 ZADFAMI DWW TIL, FTP, SSH, B LU'SCP 7 7 & &
LTS TEEN,

FEASCHU L FTHT FA RN Y —RTBIMT DR, TTT7A4 T L AUSNDOEFTTT A RN 7 7
ANDTHFANY ) —RIZHFEZBIML, 77 I7AT7 U ALZT7 7 A NVEBEIL, HTLWT X
AR Y—=RELTCT7ANEALFR—RFLET, 7TFA MU YV —ZADA VFR— hOFEMIZD
WTIE, 7FA M U Y —ADA AR — b, onpage 3B L T LS, 7F A JV—2R
DT AR—FIONWTIE, TFAL U Y —ADT 7 AKR— b, onpage 132 L T &

VN,

TERAMYY—REEOBE

GUL 71X CLIZEALTTFXA Y Y—RAZEHTEET, ZOHETHE., GULIZDOWTH
ALET,
textconfig 2~V FEMHLTCCLINOGT AL U Y —2E2EHLET,

TXAN U Y—REHL, ROX AT PEENET,
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FERLYY—R
B 7==xrvv—=oem

- 1B

o fRAEFS L OHIBR

s T AR—FBLIOA AR —F

T RTDTFFARN Y Y —RAEZALATDSL—0 THFEAL AvE—VDER
« —HDODTHEAR VY —RAZATDHIML X—AD A v E—VDEFH

ESPEREY=]

« TX AN YUY —ADIEIN, on page 12

e 7THF A K U Y —Z2DHIEE, on page 12

e TF AL U Y—ADT Y AKR— b, on page 13

e TXANYY—ADA KR — b, onpage 13

*HTML X—AD 7T F A | U YV —ZDOMEL, on page 14,

TEXERAL)Y—XDIENM

Procedure

ATYFT1 [A—/KRY 2 — (Mail Policies) ]>[7 %A kU Y —A (TextResources) | I(ZBEIL £,
AT T2 [THFAF U Y—ZA%BM (Add Text Resource) ] &7 VU v 7 L7,

RTvF3 [4A1 (Name) | 74— /L RIZT XA L U Y —AD4RTE#ATLET,

ATV T4 [ZA7 (Type) | 74—V EDOLTXARN UV —2ADX A THBRLET,

ATY TS [TF AL (Text) | £IFX [HIMLB L O L —27 % A b (HTML and Plain Text) | O EH 5
MDT 4 —)LRIZ, AvE—YFXFRAM2ANLET,

FEARNIVY—ARNT L= T XA A=V DREZHATIESIL. [TFA L (Text) ]
T4 =NV REHFEHALET, 7F ANV YV—ZARHIMLBLORTL—0 TF AN AvE—T0D
W5 2 55A01%, [HIMLB L O L—>F % Z  (HTML and Plain Text) | 7 4 —/L F
EREALET,

RATYyT6 EHEAREL, RIFLET,

What to do next
BAEIE B
« HTML _X—Z2 D7 % A kU Y —ZADOMEE, on page 14,

TXX M JY—XDHEIK
[Z L& BHIIZ
TEXAL VY= ZROHIBROEEI TR L T EE,

TEFALJY—=R




| 7%zxFUY—2
Fxz b yy—zoqok—+ ||

CHIBRENTZT AN Y Y —=RAEBRLTVWAETRTORA Y=Y 70 VH T, B L
T~—7 &hE7,

cHIBRENTZT AN Y Y=L TWDHETRTOaAryTY 7 4T R2—T v
DEFEITRY ETH, SHEL S SNET,

Procedure

ATvT1 [A—/KY P — (Mail Policies) ]>[7F A U Y —Z (TextResources) |~<—IZBEIL. Hl
BRI D72 MY Y—ZD[HIBE (Delete) 15NCHDIAIBTA a7 ) v 7 LET, MR
Ave—UNRFRINET,

ATv T2 [HIFR (Delete) 1227V v 7 LT, 7F A K U Y—RAZHIFRLET,

Note AVTFUVERIFAvE—Y T4 L ZONWTROORETERENTNSTF X B
U —RTHIBRTE £ A,

ATYT3 EHERFLET,

TEXERAMYY—ADA R— b
X L& B
AVHR—=b T DT 7 AN, TTFA47T 2 ADconfigurationT « L7 b VICHFET DI L &
HLET,

Procedure

AT T1 [A—/AKRY — (Mail Policies) ]>[7F A h VU ¥ —A (TextResources) | ~X—I\ZBENL,
[TFABRYY—=RADA A —F (Import Text Resource) ] %7 Vv 7 LET,

ARTVT2 A VA= bTD57 7 A NVEBRLET,

ATw 73 mra—RRFXEBELET,

ATy 74 [Next)] 227V v LET,

ATy TE ARHIZEIRL, 7F2A L VY= XA TEREBIOEIRL 7,
RATwTe EREAZEEL, RIELET,

TEFRALMYY—RADITHY RAHKR—F
(& C&h BRI

THEAN)Y—REZZ I AR= b TL58IE. TXANT 7 ANBT TIAT A D
configuration 7 4 L' 7 F VITIER &4 5 Z L IZHERE L TS ZE W,

TEFARDY—=R
I



A
B iir—zo7x by yv—zoBE

Procedure

AT9 1 [A—/LKY — (Mail Policies) 1>[7F A kU ¥ —A (Text Resources) | ~—JIZHKHE)L .
[7F AR Y —RADxT T AR — bk (Export Text Resource) 1 %27 U v 7 LET,

RT9T2 2 AKR—=ITDHTFAN VY —REBRLET,

ATYT3 THXANIVY—ZADT 7 ANZEANTILET,

ATYTE THAL Ty A DT a— REREBIRL 4,

ATy 75 [EE (Submit) 1227 Vv 7 LTCTHAN Y VY—2%ETT F AN 77 A /L% configuration
T4 L7 MUIERLET,

HIMLA—ZXDTFRA b+ YV —ADHE

GEHRELREO—FHOTF AN VY —AX, HIML X—2AD A vt —VBIOTL—r 7%
AR AyE—VOmMFEMEH L TERTE £, HTML X—2D A vtE— ykfva%%
AR Ay E—UDWGTEELRTHEARN VY —ARNEL A Ay —VICEA SN
HM&N~X@%%%%J/~X%/ﬁ~¢ ﬁ%%ww%/ﬁ~y®7%xlitiMML

_%%éﬂ TL—V TFAN AvB—VIFEFA N AvE—VOTFANERTS
v—/ﬂ A SNET,

MML&—X@%%kaV—X%Emit IMET A4, GULICIE, HTML =— R%F

B TRBETICY v F TXFANDOANZARRICT DV v F TR MEENEGENET,

HTIML X—ADT XA h U V=A% BMBLORET25H61L. ROSIZEE LTI EZ,
cHIML N—2 5 NZHEASNWT, AvE—VOFL—0 TF AR A=V g U2 HEIICA
T HEIBINTEFES, £/2E, L= TFA M=V g VEAEBNCER T ET,
s[Z—Ktz2— (CodeView) |RF %27 Vw7 FTH5ZLICLY, VT TXFARNZT 4
&% & HTML 22— FRIZYI 025 2 LR TEET,
-)/%7#XFI74&T%T P EN72WHTML = — R%&2 GUI CANIT5I121%, =—
RE=2—Z8)V ¥ Z2, HTIML2— RZFE AN LES, =& xiF, Zhid. <1mg src>

HTIML # 7 % L THE—RZH DA A= 77 A N~DEREFHAT D557
WE,

BEIE R
s HTML XR—ADTF Ak JY—=ZADA KR — B IR ZKR— |, on page 14

HTIMLR—XDTXFRA K )Y—ZADA Vv R—,BELUITHY REKR—

HTML XR—ADTFA K VIV —RETHAN T7ANIZIT AKR—F LD, TFAKF 77
ANIE HTML N—ADT XA RN JY—RA% A FR— K L7 TEEF, HTIML X—ADT
FARMNYY—=RET 7 AMITZ I AR—= T D56, 77A4AVICIET AN Y Y —2ADK N —
TaNIRTARROE T v a rnEEFnET,

* [html version]

B 7¥xtyv—2x
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* [text version]

InNbDt s v a VOIEFITHEETIEISH Y A,
el T AR= RSN T7 7 A MUT ROTHRARDBEENDZENHY £,

[html version]

<p>Sample <i>message.</i></p>
[text version]

Sample message.

HIML R—ZDTF A K ) VY —2%2 T 7 ZAR—FBLOA VR— b 5841%. koL—L
ETARTANTHELTIEEN,
e L= TXARN A yE—UNHIML N—Y 3 b BEIRIZ AR & 5 HTML ~X— &
DTHFAN VI —=R%x ) AR— T 556, =7 AR—bFIN7 7 AT
[text version] 1 &7 3 /753aiﬂi“ﬁ_‘/\/o
e TXARNTrANNBA AR — T 5 EE [html version] EZ ¥ 3 > FD3XTDHTML
a— NIERENZTF AR VY —ZOHIML A vbE— ICEWESnEST (T U
V—A A A THHIML X v tE—2%2 Y R— T 5848) . FERC, [text version] 7
Yary FOTRCOTFAMI, ERENZTIFARN VY—ADT L —V THFAK Ay
VB EINE T,
*HTML R—AD7T ¥ A 8 YV —REAERT H720IT, 22D, EIIFELRN
[html version] 1 &8 3 /%5@774/1/%)‘%4) VIR— T DBHAE. TSI AT A NX
[text version] “Ey“/ii ‘/@5“:}"(1 F%{%}Eﬁ LTHTML}\SiU7OV_V§‘ﬂ?X }\7( ‘Y“[Z_
COM ST L E T,

TEARYY—ADER

TRCOAATDOTHAN VY=L, [TFA IV —R (TextResources) ] ~~— T F7=i%
CLI @ texteonfig =~ > &AL T, RUFETERSNET, —EERIND L. &F A
TTERRELEON G E LET, REFET VT L— MBI OEAT T L— M, T B
O 2F =Tl ESNET, —H. TUFUANRERT T L— I, A—LVRY—8
FOT o FUANAREETHEM S ET,

ESPERENS

« WEFHT 7 L — I, on page 16

« MEHHAL 7 LT 23— R, on page 19

« AT 7 L — |, on page 21

« T UFUA AT 7 L— I, on page 22

-ﬂ?VXEﬁﬁi@FDM%%ﬁﬂ?VfV—hmm%ﬂs
i S i@ > 7 L — b, on page 27

TEREYY—X .



A
B s=ss5o70—1+

E — O
BEFRETIL—F
TTIATAE, VAFT—DZELE—EEITIT_RTORA =0T A MO EE0T

T (N F—FlF 7 v ¥ —) T 74N PORBFERELZBINTEET, ROFEEMFHL
T TTIAT VA TAyE—VICRBFHLBMTEET,

M U X’j“_‘ﬁ‘%\ GUIifTJi listenerconfig a~ k%1ﬁﬂqj—éj§/£ (U 7\%‘—7\7)‘%@%%
HFIHT ¥ A N OB, on page 165 M)

« LT U T 4 JVH T 3 add Disclaimer Text ZEHATHHE (T T g
NEDT 7 a ksl

Ay —=Y T4 NE T Vg add-footer () ZfEHIT 5 T71E ( [Using Message Filters to
Enforce Email Policies] D&% &) |

« T —HWRMIET v Ty A NVEHERT L HE (T BEIKOBIEESR)

A=V OHMNNT 4 v T EIEY AT =2 T OB TH DS ATREN N H D Z L A —
PICHEHT DRI T T T LA T T4 NZIZKH L TA v =V DBEEEZEHT 5 HE (A
Y=V OEEREBR) , TOXA TOBRMTBNENSHREFEIL, TF A o _EICBEN

SNET,
el 2T, BENDPOLFEEINDIHZA v E—VICEFHEES X, oA vyE—Y 3% E
FHAEMIMTE £,

GIEFET XA M EEHT DR, RTEFET VT L— MEERT OMERSH Y £, GUIT
[7F% A KU Y—2A (Text Resources) | ~—T %M (7% A~ U Y —2ADiE]N, on page 12%
L) F7203 textconfig 22 K& ( [CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances J #Zf) LT, T 257 F X N UFH DOty NEEkB LOEB L £
D

ESPERENS

o 7 4V E G OGITHEIEDIBN, on page 17
« URAT = EOMETFHEET F X F DB, on page 16
s MEHRHBLWNT 4 V& 77 2 a3 VAR, on page 17

JAF—MoDREFETF X FDIEM

HERFET XA Y—RAEBER LG, VAFT—TZETILIA =TT 257F A b
LFHNEER L ET, REFETXA M2 A vE—VO L ERII FHIGBNTEET, 20
HREIX, X7V w7 (SR R) VAF—=LTTA_—F (T MRTUR) URF—D
wFC R TE T,

THAPMBIOHTIML M OER SN D A vE—Y (Microsoft Outlook Tik, Z DX A 7D A v

t—% [Imultipart alternative| EFFONET) ZXETLHHE. 777947 A 1X, AvkE—

COMGOWMANREFHEAL T LEY, L, AvE—VNELFHOILT YT

boYre. BANENC RS D ar T o IERSNEEA, RbVIC, fREFRHEAZ VT

|2 & - T [Content-Disposition inline attachment ] &\ 9 Bl S\— F2MERR SN E T, ~ /LT 3—

b A vB—VOFEMIZOVTIEL,  [Using Message Filters to Enforce Email Policies| D& D
[Message Bodies vs. Message Attachments] %2 L T 72X,

B 7¥xtyv—2x
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JensansorasEnen [

T4 LA LDEREERIEDIEM

T A4IVH T U a Y add-footer () FETNII LT U T4 NE T I g fﬁ%%?%%ﬁ:jt@@
mny ZHEHL T, Ay =V OREFHIFFEDERT AT XA MLFHNZMT 5 &R T
TET, HERIE RDORA =V T 4 VHZ L—)LT, LDAPYZ L—7 [Legal] (2§ T 52—
PINHFEEINDTRXTDA vy E—VIT, legal.disclaimer &V D T F A MUFHIZAHINL £
D

Add-Disclaimer-For-Legal-Team:
if (mail-from-group == 'Legal')
{

add-footer ('legal.disclaimer');

}

REFEEIVIANETOLaVEH

A=Y T4NE T va B REFERTHZ b TEET GEIZOWTIX,  [Using
Message Filters to Enforce Email Policies] MDF(Z& % [Action Variables] Z#Zf L T 7230Y)

HHEFHT 7 L— MIX, OB EFHTEET,

Table3: 7 > F 74 L A BHRZEH

T8 BEEMZ 5HE
$To A=V DTo~y X —IlEZHIONET (o _Xe—7ZEFHIC

TESHZONEEA)

$From Ay —=VDFrom:~y A —IZESWRIONET (2o Xn—7REH
BB ONEEAL)

$Subject LD A =V DOHHICEZHRIONET,

$Date BEOHA (MM/DD/YYYY R ICEEHX b ET,

$Time BAEDRZ (o — b UBEEHE) ICEE B2 ONET,

$GMTimestamp HAEORZB XA (GMT) ICEE#xoNET, ETA—/L A
£ — D Received: T CHR.LN BB L FRETT,

$MID A=V ENEHCTHINT H7-OIHEHAT LA v E—YID (MID) IZ#E
THZ HLIVET, RFC822 Message-Id] OfE & (X872 57 0FE L T<
72&Wy ( [Message-1d) ZHuf59 % 121% $Header ZfEH L £7)

$Group Aye—YDA LVl NI, BEED KT IREE I/ NV—T D4

BICEEHZ OGN ET, BEEINV—TICLBINROEESIE. XTS5
[>Unknown<| 2MEAINET,

Fxzruv—2 I}



B a=sEssvo 8700 a08%

A

ZH

BEEHASIE

$Policy

Ay —=VDA Ty MFRZ, FEFIZHEH LZHAT R O —04
BICEEHZ DNFET, FHICEBINTWVAERY U—A4MEA ST
WRWEEA, T4 [>Unknown<) MR AINET,

$Reputation

EEZEFOIP LEaT—Yars2arii@BEsimionFszd, LE2T—
va Ly AaT WAL None) ICEXHZ ONLET,

$filenames

A=V T 7 ANDT 7 ANHDA L~ KYIY A MIES L
LbIHET,

$filetypes

A=V DRNT 7 ANDT 7 AN EZA TR T I~ U A b
CEEHEX ONET,

$filesizes

AvE—=—VDORNT 7ANYA XD~ XYY U A MIESHZ LN
£,

$remotehost

Ay —=VETTITAT VRTEE LIV AT LORA MITEEHR
bhET,

$AllHeaders

Ay —U Ny |lEEXHBIZONET,

$EnvelopeFrom

A yt—UDxrNu—7%EH (Envelope From, <MAILFROM>) |Z
BEEMZONET,

$Hostname

TTITAT VA DBEAMICEESELBNET,

$header[‘string *]

DA =D BT O~y X =R EENLHE. I T E~y
F—DEICE S ONET, “HIA/FMIHSNLIBEbHD £
‘a‘o

$enveloperecipients

Ay —vDOx X —7ZFH T T (Envelope To, <RCPT TO>)
ICEEHMZ ONET,

$bodysize

AvE—VOF AR (N4 N ICEEXHRZONET,

$FilterName

WD 7 ¢ L Z DAFTEZIR L ET,

$MatchedContent

AF ¥ 7 4 )H Jb—)L (body-contains 72 ED T 4 LK JL—)LR
TV T4 vatVEER) ERN) - LIENEERLET,

$DLPPolicy

BN H -7 Email DLP AR U o —DARNIE X2 b E T,

$DLPSeverity

ENROBEREICESHRL GNET, EIXME Low) 1. [F (Medium) ],
[m (High) 1. £72X [EX (Critical) ] DWFHTI,

$DLPRiskFactor

A=V OWENRO) AJERAaTICESHBZzZONET (X277
0~ 100) ,

B 7¥xtyv—2x



| 7#xryy—2
C3 S POPP T T EERNCEN

T8 BETHZLHE

$threat category T4 T UANA FER, AT T REDT O NI LAY T 4
WEBEOZ A TIZEEHBRZ HNET,

$threat_type TOURNTVA T T4 VWEEEIT IOV T AT IV ICEZHBEZONE
T, ez, FrIT 7R &BENO T v T AOEEIZR
EnH0 ET,

Sthreat_description |7 KT LA 7 T 4 LA FBEOFTHICEE L L ET,

$threat level A=V OBE LIV (AaT 0~5) ICEXHBmZONET,

$threat verdict [(AvE—VDOEE-ZE L~ (Message Modification Threat Level) ] L
SUVMEICE T, NIV 2 Tz c@EsHmzohEd, Ay
TV EEND VA NAELIZIIETA NV ADER L VRN (A vE—
O B L~ (Message Modification Threat Level) ] L & U MELL
FEOHAE, ZOEHOMIE NI ICBREINET,

A=V T4 NI TV a Y EREREFHTHEMATLICIE, (GUID[THFARY Y —2A
(TextResource) ]~¥— F/zidtextconfig a~> Knd) A vbv—VOREFHEERL, £
BB LUET,

add-footer() 77 > 2 " Cl¥, 7 v ¥ —% inline attachment, UTF-8 coded attachment, quoted
printable attachment & L CENT 5 Z & T, IEASCUTF A &P HR— M LET,

REFHERIVTEEH T O—FAK

AsyncOS|21E, By a— RHFREGHaBERFEAY VT OEMEL AR T H7-DIfE
HENDBREENFELET, T 740 b TIE, AsyncOS [XET A —/L A v E—T DRI —
FICHFTEND K H12, AEFHERE LE T, localeconfig 2~ RNTEE LT EM
AL T, Zlijff\**F&ﬁ%f%IE@I/:T“f\jif#ﬁf&é%/u\@%ﬁf/ﬁ% RETEET,
HD/R— ENOERENDE T AN A vE—VEERT 5T, ZOREDEM LTS
0 ET,

To: joe@example.com ~y A —
From: mary@example.com

Subject: Hi!

<ZZ[1T>

Hello! AL — |k
ZDAyE—UIFAX Y | BYOUAF = K
rEanx L,

Example.zip 2% H DI/ S— b

TEREYY—X .



A
B sszmxsoTemgoa— st

ROIDZEATTICHES A v B—=YOAIITIE, ZOMIMEASA— EREERTWDHEARHY &
To ZLOBAE BROS— ME TR E2id 7% 2 b EEER, 2 BB LUBEO S— b
X 7 ZyFA b LFRHIRET,

GEFEL (78 v F AL b (FROF) £3ALO—#HE LT, BEA—MIEDS T
LRTEET,

To: joe@example.com ~y B —
From: mary@example.com

Subject: Hi!

<ZEH{T>

Hello! ALt— k

DAy E—=VEFAF Y | ALTED 6N HREFE
ranx Lz,

Example.zip A OWS73— k-

—RIIZ, A=V OARLEREFHEOM T a— RFXOR—ENRZ 5 L, mEFH
DARZLIZEEN A T7A40) lROTH v F A RE LTEENRNEL ST, AsyncOS (%
A=K ERA v E—VDOARALEF Ly a— R T ra—RLESELET, oF
D, REFHEAXOT Y 2 — AR T 256, FRITREFEFHEOTF A MT (KX
D) AV TANIERTEDLLFENGENTVAHEHEEIT., AEFHIIA VT4 GO LNE
9, 7= & Z21E. US-ASCI XF DA% & 1IS0-8859-1 = a— RE& = EFHENER SN D
AR H D T, RIS, ZORBEFHFIME RS T4 ) ITERINET,

7277 L, AEFENPALEMAEDEONRWVIEA. localeconfig 2 <2 REMFH L, AT
FANERAEELFER L CRBFFHEO= a— FHRE —EHEE5 L 912 AsyncOS 3% E
THZET, REFHEHIA Y E—ORLITEHEDDH 2 ENTE FT,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

B 7¥xtyv—2x
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modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

localeconfig 2% ROFEMHICHOWTIZ., [T FIAT L A TOA—IZEORT] ODEL
ZMLTLEE0,

BHITTL—k
BENT 7 L— M, notify() BL P notify-copy() 74 NVX T 7 v a rTHAINE
T WHIT T L— MIE, T TFUA NV ARSIV ER DT o F U A L AR O ZEHL
ZETIEASCH THF A RBLOT 7 v a VEREEZD D Z LN TEET ( [Using Message
Filters to Enforce Email Policies] D23 % [Action Variables] #Z[f) . 7= & z2 X,
$Allheaders 7 7 > a VEHEHH LT, TORA v =D~y X —%EZHD I LN TEE
T, WHHOFrom: 7 RVAZRETEET, 7T I7AT L AILERSND A vy E—VDIBIE
T RLADREEZSRLTIEIN,

TEFARDY—=R
I
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FEALYY—2 |

B o5y zEnroii—r

WET T L= REAER LT, 2T Y T4 A BEORA v = T4 W ENLHBHS
B ENTEET, ORI, Tgrapewatchers@example.com| [ [lgrape text] BENH L[
N2 LI notify-copy() 7ANHE T/ a v wELizarys7 Y 7 4 X ERLTHD
i j‘o

Figure 1: A>T > T 4 LB IZK HBH DB

Edit Content Filter

Edit Filter

Name: Igrapecheck

Currently used by policies: | DEFAULT

Description: | [Locking for grapes.

Order:

Apply filter: | &) If one or more conditions match

O Only if ALL conditions match

Conditions

| Select New Condition... v| | Add Condition i

Condition Delete
body-contains("grape") i
| Select New Action... R | | Add :';Cticl}i!
Action Delete
Inutify—copy ("grapewatchers@example.com", "Found one!", "", "grape_tex‘t")l i
[Concel | [Suormic

FUOFIAIINRBHMTTL—F
T UFTANAREAT T L— iR, RO2ODEATHRHY 97,

T UFVANRBRMTYITL—k, TUoFUANRBMT T L— M, EDOA Y E—
DT A VAR ST AWgAICEA S E T,
T UFIANRAVTF TUTL—b, 2T F T UTL—RI, TDORA v E—URE
177 ANE L TEREINDIBEIEHAINET,
TUFUANRBAT T L— MM, TANEDORDVICT v FUOANAZ DU THERER
LU, EARICEmIMT 7 L — M EERRICBER SN E T, A— R Y O —DOfREFICIEE
THHAY DBHERETEET, VA NVAXRBIHAD From: 7 RUAZRE T ET, if
FNZONWTIE, T IA TV RIZERSND A v E—VDIRIET RLADEREEZR LT
IV,

&R R
cNAB LT U TFUANVAEET 7 L — |, on page 22

WRBLTUOFI9A4INARBHINTTL— K
WORE, BAXDL T U FIANVABHAPREEINTZ A= R —%2RLTWET,
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¥irus Infected Messages:

Action Applied to Message: |De||ver as Attachrment (RFCE22) to New Message v

Archive Original Message: | ¢~ o &~ ves

Modify Message Subject: | ¢ g, & prepend " append

[warNING . VIRUS DETECTED]|

= Advanced Add Custorn Header to Message: | & 4  Yes

Header: 1 l i

Value: [ ]

Container Motification: | | anti_virus_container

Preview Message Body =

(see Mar! Folicies = Text Resources = Anti-lirus Container
Template)

EEEHE
o T U F T AL AGBENZERL, on page 23

T UOF I I RBINEL

T A VARTRGEINZVER T DR, ROFRICFTEHIN WD RMER AR T £,

Table 4: 7 > F 4 LR EHEHK

EH BEHRADIE

$To AyE—=UDTo~y F—ZEEMIONET (Zo e —7%E
FIITEEHBZONEEA)

$From A= 0 From: ~y X —IZEXBzONET (mo X —7%
BFEIITEEZHRZONETAL)

$Subject DAY=V DOHHICEEHRZ DILET,

$AV_VIRUSES A=V TRREEINTETRTOUALADY XA MNIESHZ O
£7,

% : “Unix/Apache.Trojan”, “W32/Bagel-F”

$AV_VIRUS _TABLE | ,S%— | =& |Z MIME-Part/Attachment £ & 7 A )L 2 %595 — 7 /LT
EEX#HZOHNET,

5] : “HELLO.SCR” : “W32/Bagel-F”

<unnamed part of the message> : “Unix/Apache.Trojan”

$AV_VERDICT TUTFIANADHEIZEZ R bIET,

Fs¥ztuv—2



B 77y zmazy

A

ZH

BEEHASIE

$SAV_DROPPED TABLE

Ry Z7ENERF 77 ANVDTF—TcEE B bET, 1T
X, N—=FEREE T 7 ANE ER~NIMNET DA NVADY A B
WL DR EnET,

5l : “HELLO.SCR” : “W32/Bagel-, “W32/Bagel-d” “Love.SCR” :
“Netsky-c”, “W32/Bagel-d”

$AV REPAIRED VIRUSES

HEEABIOEESNIZTNTOUAVAOY A MIESHZ OILE
¥

SAV_REPAIRED TABLE

EABIMMEEINZTRXRTONR—=V LT AL ILADT —TIVIE X
#az HuE 9, #l : "HELLO.SCR" : "W32/Bagel-F"

$AV_DROPPED PARTS

Fay7EINkE77ANVAD) A MIBEBEHBRZONET,
5] . “HELLO.SCR?”, “CheckThisOut.exe”

SAV_REPAIRED PARTS

BEEINZT7 7 ANELELIZI = DU A MIEEHZ ONLET,

$AV_ENCRYPTED PARTS

KB ESNT-T7 7 A NLEIT— DY A MIEXHL ORET,

SAV_INFECTED PARTS

TANAEBGL T 7 ANDT 7 ANELOH <R A MIES
Wz bNET,

$SAV UNSCANNABLE PARTS

AXx VTCERPOTET 7 ANGERIFN—FDY X NIESHZ
LIET,

$Date BED AT (MM/DD/YYYY BER) Ic@EE#HZ bR ET,

$Time BEORZ (v— VR ICEXBZONET,

$GMTimestamp BWEOEKZAB L OASM (GMT) CESHzONET, EFA—L
A v t—0 Received: ITTR.ONATER L FETT,

$MID A o=V ENETHEHATH7-OIEHT 5 A v &—ID (MID)
WCE X2 5E T, RFC822 Message-I1d] DfE & (387257 DiE
BELTL7ZEW ( [Message-1d] A HfGd 5121 $Header i H L %
7).

$Group Ay —VDOA Tz MHEC, REEN BT HREE I LT
DARNZEE L DNE T, EEHE I N—TIATID R OGETE.
SCF5 [>Unknown<| 2MHEASVET,

$Policy A=V DA Yy NEZ, REFICHEA LIZHATHRY > —>0

LANCEESHBZONET, FRICEZESNTVDR Y —4 0 EH
TN TWRWEAS . CF5 [SUnknown<| 2MEAINET,

$Reputation

EEZFOIP LT —varyRaritBExBmIoNET, LE 2
T—ay AaATRRWEEIT Nonel ICEE#Z GNET,

B 7¥xtyv—2x
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Ny RENS & vEStxmEnT > TL—+ [

T8 BEETMAHE

$filenames AvE—VOUMN T 7 ANDT s ANELDT < XKY Y A MIE X
iz biVET,

$filetypes A=V OWMN T 7 ANDT 7 AN BT EmT o~ XKYgIn Y
A NMIEXHBIONET,

$filesizes A=W T 7 AN YA DT o~ KD U A MMIEXHZ
HBNET,

$remotehost A —TETIIAT U ACEE LE VAT LADRA NLITHEX
iz biET,

$AllHeaders Ayb—U Ny X —TEEHBZONET,

$EnvelopeFrom Av—rvDxr_un—7%EFH (Envelope From, <MAILFROM>)
IZE X ONET,

$Hostname TIFIAT U ADKRA NGIZEZH 2 SbNET,

Note 254 1T RSUF/INLFHREBILER A, L 2E 7FA L YUY —AT [$to) & [$To) IE
M%CT, DAy E—IT TAV_| BERZEDOYE, 55 <None> TEEH#Z HILET,

TXAN YUY —AEEHELIE, [A—/LR Y 2 — (Mail Policies) > [155Z{E A — LKV 2—

(Incoming/Outgoing Mail Policies) ]>[7 1 /v AXIKERE # i (Edit Anti-Virus Settings) ]3—
VFE72lE policyconfig -> edit -> antivirus I~ REFEHL T, BEINZA Y
=Y, AX Y U TERDPSTA BV, B fbSNTEA vy E—T T UA VAR
DA yE—IIx LT, JEOA vy E—VRRFC822DT ¥ v F A M LTEEND LS ITHF
ELET, FMIZONTE, ZAX LT 77— MNEHOEEFEEZSRLTIZE N,

NI URBHE EUESIEELBGBEHM T T L— R

R AR X ORE B L RGE T T L— MR, AT ARAB LA v — PR A bk
RORE T S o LAMT, AR @EaT o 7L — FERRICER SN E T, Bt m
TrANERERIZ, NTUA T T 7 ANVBIORIAZ L A v— VRS RBGE N %
HELTWEEAICEETID AL L N AR ERETEET,

WOKL, RO A T 77 A )VTHRESNIEAY VABHT 7L — bR L TOET,

Fxzruv—2 I}
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Send Delay Warning Messages:

© Use Default (Na) @ ves O Mo

Message Composition

Message Subjecti  [message failed

Matification Template:

Preview Message =

Minirnum Interval Between Messages: |l4400 hsecorids

Maximum Mumber of Messages to Send: Il 1

Note 2% 57 L— 2T 585415, RFC-1891 ® DSN ZfEH L TL 2 &0y,

WOKIT, WALT v 7 7 A )V THE SR ALRIET v 7 — F 2R L T0ET,
Figure 4: B8 51t 7' 0 7 7 4 L DEEBALKERBE DI

Notification Settings

Use spstern generated notifications by default or create custorn notification templates can be configured in Mail Policies = Text Resources

HTML Motification: [ Systemn Generated
Preview Message =

Text Motification: | System Generated
Preview Message

Encryption Failure Notification: [

Message Subject:  [[ENCRYFTION FAILURE]

Message Body: MaxSize v

Preview Message =

&R R
o NG ARENFS JOMWE L R GE A ZE S, on page 26

NV RABHE S VESERBBEER

N AR E T IERE SRR AN 2 RS D BR IS, IROFRITFEH S 41T 2 il a8 5z ]
TEET,

Table 5: /379 > R BHZEH

£ BEEHASIE

$Subject TED A v B— D4,
$Date BEO B (MM/DD/YYYY X)) IC@E&#z bnEd,

$Time BUEDRZ] (7 — VIR ICESH]Z DILET,

$GMTimeStamp BUEDOR LB L HAT (GMT) ICE X2 bnET, AL Ay
£ — D Received: 1T TR LD EA L FIEETT,

B 7¥xtyv—2x
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ZH BEEHASIE

$MID A= ENE TS D7D AT S A v E—2 ID (MID) (12
BEEHZ 5N E 9T, RFC822 [Message-Id] DfE & 1XE/ D72 0FEE L
TL7ZEW ( [Message-1d) #HfF3 2 (2% $Header I L £7)

$BouncedRecipient | L R XNEZEZFOT KL A,

$BounceReason WAEH,
$remotehost AvE—ET TIIAT VAW EE LV ATLDORA MLICEXH
ZBNET,

LB T TL— K

B b T 7 L— NI, 77U MUY RETF A — V&R 5{ET % L 912 Cisco BT A —/L

WAz E LIBRICER S g3, Z oA T, ‘F%rjﬁﬁ FleEniz A v —VE%E
LicZ tzmmL, Ay e—VrHOFIEEZFAL TWET, B LA vyt —T L —FEICEE
THHAL LA B AR E CEET, B %M7m774w%¢&Té 1%, HTML B
FOTFF A MEROH OB S L@MAIRE LET, 20D, BAX LT 7 7 A VEER
T 55T, TF A MEXB LOHTIML IBEXOW F OB 2 ERT 208X H D 77,

| TEREYY—X .
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