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211404-How-to-configure-Azure-AD-and-Office-365.htmlZ Z M L TL 7230,

Note 27 L —XZE50MEXF—ITZ0) Y —ATIEHR—FEINETA,

Office 365 #—E A LE T A —/L7— bV = A HOWBEZRET HI21T, ROZ 27 OWTh
MWaEFATTDHENDHY £,
s Azure EHAR— X NVCTHERLIZT TV r—va v Dl 74T hor—2 Ly baARLE
—a—o
c BOLEAERAEZERT 5, EIIEEI N CADLIEAEZ G T 5 HIEOWT L,
THEHELZRE L E T,
WDH DPELTT,
oot F720E p12 B DA ¥ —, emailAddress |Z Office 365 DEELH DE A —/LT
KL A (<admin_username>@<domain>.com) NXE I TWNH I &,

o X—H A XD/ LY 2048 By NC, BEAHT 72 pem O X —,

FUTULIRTAIY DA v E—VBEORHIREN

e (A= ARy 7 ZAABMBEOBELEDOR) 77 A )N LEaT—I gy —ERET AL
I — X ORHE ¥ —, on page 13

« (ffE) Microsoft Exchange Web #—E X (EWS) FEHED A > 78— I, on page 15

o (B2 — )L ~D—HF DB, on page 15

TJ74IL LEAT—23 0 H—ERET7A IS —ERXDIREX—

Y

Note — 5 (L LbEaT7—3ar P—ERABLOT 7AADH—EADMEF—I1Z, 2—F A —
NNy T AND Ay E—=VIZk L TRRBLIOMER T 7 2 a VA FEITTHBRICIINES Y £8

/L/O

=P A=Ky 7 ZARDA v —=VITHT DEET 7 v a i A=Vl v 7 X BEMEIRHRE
THET BT, ROKTEEEZLTVWAZ AR L TSN,
cTrAN LEaT—Ya Ly B RBLOT 7 A AN — EROREEF — % B O
TTITATATBMLTND Z &,
T TIGATUATD T 7 ANV EaT—Y a0 L HHEEREINC > TV D, 77 AL
LEaT—vay AN E YT e T 7 ANGHT 28R LT ZEW,

. A=RYIRATDAyE—CDEE
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| *—wRyszTOryvE—CDIEE
(4 &) Microsoft Exchange Web +—E X (EWS) FIBRZE®D A »7R— b+ .

(&) Microsoft Exchange Web —E X (EWS) FEBAZ®D A R— b+

EWS #— £ A |2 Microsoft Exchange 4> 7' L 2 29— S CHOBLEAELZHH L T\ 5
13X, Microsoft Exchange 4 7' U X AY—InBT7 774 7 U RACGEAEEZ A VAR — T 5
VRS FF, GEAEEZ A VAR — T 5I12E, GEHEOA VAR — kN 2L T ES0,

BEO—ILADI—HF0EM

TTTAT 2 ARNIBEMER N o D —F T 1 M LT, Microsoft Exchange 4+ 7" L
RADA=NR Yy AT 7 BALET, A—AZHRERFL, v —h VMY — TR %
RS D2—H T hHT o NEAERT DRERHY ET, T IAT AR O2—FT Y
VEEBEHLT, AR I ADLRA vV EBELET,

Procedure

RAT9 T BEMHEREE VY THOUNERD L2 Ty FaERLET, 20— T7h v M,
TIIGAT UANA =T DEEEZ BRI A —NAR Y 7 AT 78 A L THIET 2720128
£,

ATy T2 FHEI VT v V&M LT, Microsoft Exchange 2> kB — /L /)X )L f V H—T = A A
e 274 LET,

ATw T3 [HEIR (Permissions) ]-> [ H#HE 2 —/L (Admin Roles) ] IZBEL F7,
ATy T4 v—VEER L, £DOr—/Z [ApplicationImpersonation| FEFRZE|V %4 CE 5,

ATYTE ZOH LB DAL N—L LT, (BEHEREZEID Y TCONENHD2—F T H U FEiB
j][] ]\/ij—o

Azure AD D7 T ) 5r—2 3 & LTDT ITZAT o ADERK

Office 365 —E AL, 22—V DA —NRY I A~DECF 2T 72T 72 ERMT 5 Azure
Active Directory (Azure AD) Z{HH L E9, Office 365 DA —/ViR > 7 AT T T AT VAN
T EATHIZIX, Azure AD TT 7747 U EBRE LR TNERD £H A, Azure AD TT 7
TAT v AEREET DTDICFEITTLDMEND L FIEOBMELZRITRLET, FEl2RFIEICS
WTIE, Microsoft D~ == 7 V&S LT 72 &0 (https:/docs.microsoft.com/en-us/azure/
active-directory/develop/quickstart-register-app)

X L& BHII

Microsoft Exchange Online A —/L7R > 7 A D A & — EE ORiHESAF, on page 13 TRl S
TWDIEEZITVET,

Procedure

ATYT1 Office365ODE VR AT HU Y hOBEKIEREZHFEH L CAzure BHA— X vicn 74 o LET,

A=y 2TO*vte—C0ER |
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. Azure AD D7 T r—

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17
ATvT8

A= LRV I RTOAvE—20BE |

2avELTDTTISAT7 o RADEE

Office 365 DY T A7 V7L a A 78N TWAT 47 FJIZH LWT Z ) r—g
ZEMmLET,
[7 7V r—3 3 »O%Ek (App Registrations) |> [#THi%E Sk (New Registration) ]IZB#E) L T,
HLWT T r— g UEBINLET,
HLWTF Y r—2 g U ZBIMLTWAMIC, RO L 2R LET,
T U =gk, BEORT AV r—a DY R— T ALERHLZT I & A
TERELET,
e EE) TV r—var A AT ELT[Web] ZBIRL, 22—V RV A A LT FT
ATV AEMHATED URL #HEELET,

TV = a VTR EZRID B TES, eSS = a U RUTIAPIHERR (API
permissions) ] &7 U w7 L, [HEFRDIEN (Addapermission) ] %7 U v 7 LET,
[Microsoft Graph] >[7 7"V /r—3 = “HE[R (Application permissions) | Z &R L, R OHEFR % E|
DYTET,

* Mail.Read : T X TDA—/LIR Y 7 AD A=)V &G 7,

* Mail. ReadWrite : T XTD A —/LRy 7 ZADA—/LDFAIRY &EZIABZITVET,

eMail.Send : [ EED2—P L L TA—=NLEZEXELET,

HFENOT XTOT BT N TRERT X TOMRICH L TEEEOREZM G LET,
N7V w7 F—EHENSOF—ERBERICEI VT TV r—var~=7 A M EH LT,
Office 365 M —E X LT 7 T4 7 U AMDBEZRELET, ROBIEELIToTIIZIN,
a) Windows PowerShell 7' 1 > 7 F & LT, A% —FEBED sbase64Thumbprint.
$base64value, BB LN skeyid DEHZHE L FE T, OB EZZR L T ZEV, Windows
PowerShell 7’12 > 7 "B ABF—FEHELZELT o L7 FUICBEIL, REFAITLET,

Example:

Scer = New-Object System.Security.Cryptography.X509Certificates.X509Certificate?2
Scer.Import (".\mycer.cer")

Sbin = $cer.GetRawCertData ()

Sbase64Value = [System.Convert]::ToBase64String (Sbin)

Sbin = $cer.GetCertHash ()

Sbaseb64Thumbprint = [System.Convert]::ToBase64String ($bin)

Skeyid = [System.Guid]::NewGuid () .ToString ()

FRoa~vy REFTLIEH, kOa~vr REETLT, Z20MEEHE L ET,
Skeyid

Sbaseb64vValue

S$base64Thumbprint

b) BERFEAT TV r—a XA DESNA NCHBH [v=T7 = A (manifest) (&7 U v
JLTC, 77V r—varD~v=T7xA el ET,

) ¥v=7xANTHFANZT 4 XEMHEH LT, 220 KeyCredentials 7' &2 /37 1 Z KD JSON
TEEHMZET,

Example:

II A=RYIRATDAyE—CDEE
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CiscoE A—L £ T 1 7TS54 7 R co7hvy rgEnat [

"keyCredentials": [

{

"customKeyIdentifier": "$base64Thumbprint from step 1",
"keyId": "Skeyid from stepl",

"type": "AsymmetricX509Cert",

"usage": "Verify",

"value": "Sbase64Value from stepl"

}
] r

1 -

EFEDISON A=~ FTIZL, Sbase64Thumbprint, S$base64Value, BIW Skeyid 0){1‘5733\ FIAH
a TG LIECTEEHMAON TV ZEA2MRLET., HEITIITTANTILERDH Y £
—g—o

RTYTY TTI7A4T A% Azure AD (T8GR L7214, Azure HHAR— X LT, B LIZT 7V r— =
D [BEE (Overview) ] XA NZHDHROFEMZEZHD TSN,
* Client ID

* 7T RIDTFURID L, ZOR=VICRMEN TN DT ~TO URL THEATE 5 —
BOMTY, 2&21E, ZON—VICRBEES TWAHRD X 57 URL T,

* https://login.microsoftonline.com/abcd1234-bcdd-469d-8545-a0662708cbc3/
federationmetadata/2007-06/federationmetadata.xml

* https://login.microsoftonline.com/abcd1234-bcdd-469d-8545-20662708cbc3/wsfed
* https://login.microsoftonline.com/abcd1234-bcdd-469d-8545-a0662708cbc3/saml2

ZOHEITIE, 77> b ID I% abed1234-bedd-469d-8545-a0662708cbe3 T,

What to do next

CiscoEA— N Exa VT4 TTITAT LA TDT AT MREDHLML , on page 17

CiscOEA— L X2 )T 4 PITSATUVARATDTHOY FREDEH
ik

[ L& BHIIC

WORNFIZONWTHER L T &,

o (A=A ZAOHBEE TCOLME) T IAT UV ATITI AN EaT—Yag b
SHTHSBEMN B N> TWD I L, T7 AN L aT—ay ZA4NEZ VLT T74
VTR SR LTS E &0,

A=y 2TO*vte—C0ER |
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B 779071006

ATv T
ATy T2

ATvT3
ATy T4
ATy TH
ATvT6

ATy T17

ATvT8

Procedure

TTIAT AR T A LET,

[ A7 LEH (System Administration) ]>[7 %7 > F DFKE (Account Settings) | &7 U v 7
LET,

[E%h (Enable) |7V v 27 LET,

[T H o bR EDAEZME (Enable Account Settings) ] ZER L £ 97,

(FATval) TTIAT VRARA =V EBEET DDA —IVR v 7 A~DHE 2 # AT
ToORREEE AN LET, R~ 5 0K TT,

(FTvay) "7V RA=NKZW — SAOEGN XA LT U NTHRNT T4 7T >
A DT 2B AR A LEd, FFAMEIL 15 ~ 90 DEE T,

(FTvary) B—=RN AN —~OEHGRNZA LT U NTDENCT 74T AN
R 2B A AT L Ed, FFAEI 15 ~ 90 DRI T,

EHEEZFEL, RFELET,

What to do next
T a7 7 A VOVER, on page 18

ThOoohT7O774ILOERK

THYY bTRT 7 AME, A=Ky 7 AND A v — Y OBBCHEERS TEEOH D) 12
ol X, TTIAT UV ANA—)VIR 7 AT L HEET 72 a v A FITT 57012
WHIR A — VR 7 ANRT A= ERLET,

KT T ANDI LTy I, 1 OOT7F > MIBE L TWES, #EoT ) T
BEZFTTHHEAIEL, 7FH b7 77y A NVEREL, Fo—r 7 7 A VEMEH
LCENLZEETILENH Y FT, 72720, v AT T T MEBHETE—RAZ Y %2
LTWABEAIE, 1507 a7 7 A VEZREL, B— K AT UVDOFRA MEFERAL TR
T ANEERTHZENTEET,

(F C&H BRI
ROWNBFIZOWNWTHER L T TZE0Y,
c AL ENT=T T v FE&E, CiscoE A— N X2 VT 4 TTITATVATOT TV
NREDA N, onpage 172 B L TL 72 &0,
« Microsoft Exchange Online #— /3 & 72 |% Microsoft Exchange 4> 7' L X A — "D F 8728
T A= T KL A,

* Microsoft Exchange Online 7 7 7 > | % 72 (X Microsoft Exchange 4> 7'V I A T H U N &
RIET DIZOITHE IR/ T A =4,

. A=RYIRATDAyE—CDEE
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7avor 7azr1noksn |

Procedure

ATVIN 77747 R w74 LET,
RTY T2 [VAT LEH (System Administration) ]>[7 4 7 > hOFRE (Account Settings) 1 %27 U v 7
LET,

ATFY T3 [THhUr T a7 7 A VDOVERK (Create Account Profile) 127 U v 7 LE9,

ATYT4 Ta7 7 A VOLRIBIOHHE AT LET,

RATFYTE ARy 7 ADRERICESNTT 0T 7 A XA TEERLET,

« [Office 365/~ 7'V » K (Graph API)  (Office 365/Hybrid (Graph API)) ] : Microsoft Exchange

Online FIZEP SN/ A —/NVR v 7 ZAZRE L, Azure BN —Z TR LIZT 7V r—
varDIIAT D ETT Y MID ZANT LTI, ZOXA TEERLET,

e Azure EHAR—H NV TREE LT TV —2a 0D A7 MID T T2 HID,

AEEDO Y L 7Y Kk ($base64Thumbprint DFE)

AEREOMEX—%27 v 7 u—RLET, [7 74 /LDiER (Choose File) 1 %7 U >
7 LT, pem 7 7 A NEERLET,

* [Exchange4 > 7L I X (Exchange On-premise) ] : Microsoft Exchange 4> 7' L I A TR
SNTZA =NV 7 AZiE L, ROFEMIEWRZ AT 25EITRINLET,

o BEMEREZFF O —F T H 7 FOZ—PLH ERAT—REANLET, Gz
T, BdEa — L ~DO=—HF DB, onpage 155 S L T IZE W,

1|

* Microsoft Exchange 4> 7 L I X H—RDFEA N EATILET,

Note SNVFTF U PRATE—= R AT Y EET L5813 v—F AT %
DIRA M ERET DRERH Y £7,

ATYT6 77 TA T A D Microsoft Exchange Online #— /N & 72 (% Microsoft Exchange 4> 7' L I A —

NICEFRTE LN E I D EHER L ET,

a) [T A b#EEEE (Test Connection) 1 %727 U v 27 LET,

b) BFA—IN T RLAZAIILET, L, Microsoft Exchange Online ¥ 7213 Microsoft
Exchange 4> 7'V I ADHNIRE A=V T RLATHLULENRH D £,

¢) [T A h#EkE (Test Connection) | %7 VU v 7 LE1,
TTITAT LV APBA=NVR Y I A= NITHERETE DNE D INERT AT —F ZANRFRR
SNET,

d) 45T Done) 1270 w27 LEF, 2F—0 FTFT L a—T 1V TIEoNTiE, A—
NRY 7 AMEBD N T TN a—T 47, onpage 25% B L T ZE W,

ATy TT EREEZREL, RIFLET,

A=y 2TO*vte—C0ER |
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A—LKRY I RTOA vE—S0iEE |

What to do next
H#fEET 1 7 7 A L OVERL , on page 20

TN TR T ANASD RAAL LD~ v Y onpage 20

B TOID 74 ILDER

ATy T
ATy T2

ATvT3

ATvT4
ATy TH

ATvT6

TDRATIFE. ATV REBRELIILVF T MEEOA—LVRY 7 22HDH A vE—
CEIEETHIHARICOHRMEATT,
X L& BHIIZ

DI EB1IODT T N T T ANNBT TI7A4T L ATEMENTWS Z & 2R LT
<TEEW,

Procedure

TTTAT AR T A LET,

[ AT L& PR (System Administration) |>[7 7 7 > F D% E (Account Settings) %227 U v 7
LET,

[EfE~7' v 7 7 A /L DVER (Create Chained Profile) | %72 U v 27 LE7,

HAET 17 7 A VOARTB LA Z AT LET,

WEE T 7 7 A EINT AT H T h T 77 A Ve Ray FHE Y A= a—nBEIR L
FT, SBICTaT A NEBEMTHICIE, [ThH7 e b Ta 77 A ADENM (Add Account
Profile) 1|7V v 2 L¥ 7,

Note T T ITAT VANA =V EEBET DT a7 7 A NV E MRS HELIAIC
T 7y ANEBINTALERHY £,
T TITAT AL, —EIXRKRSDOHEE T T v A VEER TE £,

HFET R T AN EICERIOEOT I N T s AL EBINTE T,

EHEEEFEL, RIFLET

What to do next
THI N TaTZr7AN~DRAL DO~ v E T onpage 20

THYOO R AT 7AINAD AL DITYEDY

ZEBHBDA—INVR Y T ABET D RAA VEERTHILERHY T, RIS, TTIAT A
WA=NRY T ANDA = EETHBIERAT AT a7 7 A VT RAAL
P~y BT LET,

. A=RYIRATDAyE—CDEE
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\}

ARy I RAAD A vE—DcxT sanEE7 s a0t [

Note

ATy
ATvT2

ATvT3
ATy T4

ATy TH

ATvT6

s RAA V= BV T EHELT, 7R T7 7 A My BT SN O R AL ITH L
WRAAL VEBIMTAIENRTEET,

s RAA V=BT a7 7 ANVCEATY, 57077 A M~y T ENTZ RAA
NEL BloTe Ty Al y I TEERA,

[ L& BHIIC

B b1 ODTH T N Ta Ty ANNT TITAT L AITBMENTWDZ & &R LT
<TEEV,

Procedure

TTIAT AT A LET,

[ AT L& (System Administration) 1> [7 7 7> b D% E (Account Settings) %27 U v 7
LET,

[FAA v~ 7 OIER (Create Domain Mapping) 1 %7 U v 27 LET,

RAAL 22~ TR S TANLES, X TORAASNIT BT 7 A Ve~ vy BT
AT, TALL] 20O XXFHEADLET,

RAL NI~y B 7 T7nT7 7 A NVERIRLES, 70, @EfTm 77 A VE RAAL I
vy ITHIELTEET,

EHEEZFEL, REFELET,

What to do next
e A= NIRy 7 ZAND A =TT D HENEET 7 > a D E, on page 21
« A=y 7 AND A v E—T DR & EE, on page 22

A—ILIRY I RADA v E—2Icd T 2EEEET IS a3V DERTE

\}

Note

A—=ViRy 7 AHEMEEKEETA =LKy 7 AND A v —VICkTA2EET 72 a VEHRTE
THHEEIT, WOFINEEZEITLET,

[F L& BHHTIZ

A—)ViR v 7 ZAD HEHEEREN AN > TRBY, TTIA TV ATT U FORENE
TLTWAZLZHERLET, CiscoEAXA— VX2 UT 4 T I9A4AT L ATOTH T MX
EDHNE , onpage 1725 L T 2S00,

A=y 2TO*vte—C0ER |
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B - rrvvzmorve—vorress

ATv T

ATy T2

ATv73
ATvT4

ATy TH

Procedure

[A—/VR U >— (Mail Policies) ]>[32{§ A —/L7R U >»— (Incoming Mail Policies) ] % &R L
£

BETHA—NKRY —0 [EER~/V T =7 (Advanced Malware Protection) | %7 7 AW
DYV I 2rY v LET,

[A =Ry 7 2 HEMEE DAY (Enable Mailbox Auto Remediation) ] Z3&R L £,
BROHENEEICEARE SN L E Iy Fa—PFICiEENZA v — VRN THETT D
TrvarERELET, BHEULU T, ROWTNIOBEET 72 a o 2iEIRLET,

s [EFA—/ T FLA|ZHEE (Forward toanemailaddress) |, 5E L7z —W (7= & 21X,
B A—NVEHERY) CEEOLITN 7 7 A NEEETHHRAIL, 204 T a vk
BIRLET,
Ave—VEHIRLET, BEOHLLIRMN 77 ANV EZy R—F DA =LKy 7 A5
SERICHIBRT 25481, 2o+ 7Ty a v ERIRLET,

[(FRELT-EFA—/N T RLAZHEE L TA vE—U%HIBR (Forward to an email address
and delete the message) ], fHE L7-2—% (72L& 21, B A—NWVEHERLE) ITEEOD
BOLRMTT7 7 ANEEEL T, BEOHIBMN 77 A NVEZ L Ra—FDA =LKy 7 R
MHERICHIBRT 2581, o4 7y a v ERIRLET,

EHzEEL, RIFLET,

What to do next

BEEIER
e A—)LR v 7 AMEERERDOE=4 1Y > 7, on page 24
e Ayt —Y NT XU T TORA—IVR Y 7 AMEBEDOFEMOFE R, on page 24
s A= VR 7 AMEED VT TN a—T 4 7, on page 25

A—ILRY I RAADA v E—UDBRELIEE

XL B

T T TAT UV ATA—IVIR Y 7 ADEEBEENE N> TNEHZ & BLORT AU B
ORENFZETL TN L EHERLET, CiscoEA—NV X2 )T 4 T T IAT AT
DT AT FEREOHMME (17 —) 2B LTI EEN,

T TFIAT VA TAYE—I "I XU FTE2AENMILET, AvE—Y FTvR 7O
Bt LT EEV,

PRI R o — N T XS R EHH LTV AEA T, SEEXIE O Cisco E
A=) tFx2 VT 4 7 — U xA T Trailblazer I8— k & AsyncOS API HTTP 7R — F 34
Mo TWEHZ L, B 2apars oYX a VT 4 88T 7947 AN

Trailblazer IR — NI T 7 B ATEX 5 Z & B L E 7, Trailblazer A8 — b DM EZHIZ 72 > T

. A=RYIRATDAyE—CDEE
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| A—nRysRTOAYE—CDBEE
A=Ky 20 A ve—vortetE [

DA, v AOar T X2 VT 4 EHT T IAT AR, RGO Cisco E
A= tXa VT 4 F—FUxA O AsyncOS APLHTTP R— MZT7 78 ATE 5L %
B LET,

GE) WOFIEZ, 7TI9AT L A2ADHFLWWWeb [ o F—T = A ATOHREITTEET,

FIE

ATYT1 LAV —Web A v H—T 2 A AD[EA—N X2 VT 4T TITAT L ADHNBNHF L 72D
F L7, B L7 SV (Email Security Appliance is getting a new look. Try it!!) ]V > 27 %2
Vo2 LET, Web R—Z2AD T T 7 4 i a—F L Z—T A4 A (GUI) ~DT 7 k&A%
ST a0,
RTw T2 [Tracking] ¥ 7% 27V v 7 LET,
AT T3 [Avt—Y (Messages) | X7 %7V w7 L, MBHEREKVIALET, FERICOWTIE, 5
LWWeb A v Z—T 2 A ATDEBFA—I A vE—VOBBEBRL T I,
AT T4 EETHIA v E—VEBNLE4, —EITHRK 1000 hD A v —T 2 BIRTE £9, BIEH
DA =T DRHEEETEET,
ATw 75 [{EHE (Remediate) 1% 27 Vv LET,
ATYT6 ROFEMEADLET,
cBIERZONyTFLEANSNLET,
cIRDBEET 7 a v OWNTINERIRLE T
s AvE—VEHIRT S, BEOLLAvE—VETZL R2—FDA =LKy T ANE
SERICHIBRT AA1E, o4 T a AR LET,
1 ODEFA—NT RLA, FidtIany () CRUSEZEHOBEBFA—LT R
L ATHRIET D, HRELTa—Y (BFA—NVEHERY) TEEOHDHA vE—
FELET DAL, 20T g U EBIRL £,
1 ODEFA—NT RLA, FidtIany () CTRUSEZEHOBEFA—LT R
VAWZHRE LT B A v —V %IRRT D, HELE2—Y (B A—VEHER
E) WCEBEOHDL A vE—UrEL LK, TOAvyE—VhT Ly Ra—HFDA—
IRy 7 ANDSERICHIBRT 2%, 2047 a2 BIRLET,

ATv 7T [ApplylzZ Vw7 LET,

RDERY
BEEE

o A—)LR v I ZMEEFREROE=FY 7 (24 2—)
e Ayt — FT XU T TOA—LR Y 7 AMEEOZEHOFET (24 =2—)

A=y 2TO*vte—C0ER |
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. Async0S 13.0 LIED ) 1) —R~ADT7 v FHL—FK

e A— VIR T AEED N T TN a—T 47 (25 —)

Async0S 13.0 LIFFD ) 1) —RA~DT v T L—k

IR AsyncOS /N— g W TEFESNIZA—VR v 7 ZAOREZ, 7y 7 L— Rflzy—
AL RIZBITESNE T, ZOA—NVRy 7 A%, [Default] &0V 7 m 77 A4 TERSH
T [FTXRT] ODRAA NIy BT ENET, 20T 77 A, 7Ty 77 L— RRICH
FIL L TRETE £, 77U 7r—3 3 ) Azure Active Directory @ Microsoft Graph API |Z
7 7 & A LT, Microsoft Exchange Online A —/V7 R v 7 ANH A v E—VEEETELI LA

WLET, MOV TIE, Azure AD EOT 7V r—va 8 LTOT 774 T 2V ADX
&k, onpage 15 L TSV,

A—ILiRy O RIEEFERDE=R2) VYT

Ayt —

DR

(18 (Remediation) | L AR— b=V &HHL T, A=K v 7 ZADEEMREOFEMZ FKRT

TET, VA= FERRT DT, ROFELZITVET,

1. LAS—WebA VB —T A RD[EA—=NEFa2UTATITZATUAONELFLL
mYFELIz, B LSV (Email Security Appliance is getting a new look. Try it!!) ] U >
727V v 7 LET,

2. [£=#%Y 7 (Monitoring) 1 Z7 %27V v7 LET,

3. [VA—b Reports) | Ky 7 E D A=a—%27) v L, EELVHR—F (Remediation
Report) ] # R L £,

ZOVAR— b EH L TROFEMIERZFSLET,

[ ARy 7 2O AEMEE (Mailbox Auto Remediation) ] & [A—/LR v 7 ADKREE & &
18 (Mailbox Search and Remediate) | #ffi ] L TIEEAFITS NI A v E—T DOEFHL,
MESNTAEIET 7 ¥ a IR L TEFIEE SN A v — 0%k,

MEENRR LT A v =V 0%k,
EENRIT SN A v =T OFEM,
FERCOWTIE, [EBE LA — b (Remediation Report) | X— Y Z2HM L T 72 &0,

SrIVXRUITTOA—IIRY I RIEBDFEHE

[(AvE—Y FT vF 7 (Message Tracking) ]-3— D[ A —)LiR v 7 ADKFE EEE  (Mailbox
Search and Remediate) | 2 L C, BEINIZA v E—V O MER R TE £, EEEZEH
BT BENT, [AvyE—Y T vF 7 (Message Tracking) | DWHENIT/ > TWND I & AR

LiTO
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A—ILIRY 7 Zﬂ%ﬁ@ SO a—T4 2
« Hfi— 7 —, on page 25
« 1 7 DFIR, on page 27
« 77— I, on page 28
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P

[T Dy FOERE (Account Settings) ] X—3 ([ A7 A H (System Administration) ]>
[A =Ry 7 ZAOFHE (Mailbox Settings) |[7 7 7> b DFEE (AccountSettings) 1) CT7 77
AT VAEZEHEA—NRy I AL DR L LI ETDHL, =T —RA vtE— connection
Unsuccessful ﬁ)%%éﬂij—o

R %

P =B DIREITIE LT, MOWTALEFATLET,

IS—Ayt—o BRI 21— 3Y
The SMTP address has no BT ST A= FAL ZB L TODZRWET A —/b
mailbox T ]\ LA %Tf)\jj Li L/7LCO
iated with it . -
e BNRETA—I T FUAZAS LT, Heed FEERERR L
7,

The mailbox cannot be accessed | LA FNAfEFR L E 9,

using this profile or the

required permissions may be A=Y RNy T AT VAT D fl@ﬁ:%‘giﬁ%
missing [R23% © £ 3, Micrsoft Exchange Online 7 4 7 > MMZiZ
Microsoft Graph API TD AT 7 & A T&E ., Microsoft
Exchange 4> 7' L' I A 710 ¥ MIIIALEHERZ Ff>
2= T MNEERALTT 7 EATEET,
Mol T7 7 AN EATEZRIRLE LT, [THT
c7a 7 7 A4 L OfEE (Edit Account Profile) ]~X— T
TuT7r ANVOFMEER L, HHia EmR L ET,

A=y 2TO*vte—C0ER |
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T5— Ayt—3

EBHREYYa—ay

Access is denied. Check

credentials and try again

Microsoft Azure |2 3% & S 4172 Office 365 7 7'V 7 —3 2 2,
Microsoft Exchange Online A —/V7R > 7 ZZ7 7B AT 57z
DIZHERMERRH Y £H A,

Application with identifier
'<client id>' was not found in
the

directory <tenant id>

W72 ) T AT FIDAEASILE LT,

[T D h7m 77 AL (Account Profile) ] X— T~/ 7
AT MNID ZEFE L., B % B LET,

No service namespace named
'<tenant id>' was found in the

data store.

T F o NIDEASLE LT,

[T H D> h7a7 7 A/ (Account Profile) ] X—C7
YD ZZER L, Skt HEMER L ET,

Error validating credentials.
Credential
validation failed

R IRFEHEY L7 o bR AN LE LT

[T DYy h7ma 77 A (Account Profile) | X— CrEH]
EBEYLTY U NEEEL, Eia HEMRLET,

Error validating credentials.
Client assertion
contains an invalid signature.

HoT-FFAEY LT Y U B AN LTz, F138E0 55
WER S TREHEME X —%2 T v 7 — N LZE LT,

LU Zfe8 L £,
cIELWYH AT U REANLE LT,
s ELWEEHEOME X —%27 v 7 u— N LE LT,
A E OB & — 1 ZA IR TOEE A
T T TAT A OWFREHEIT. FEEORE X — ORFH
HE—BLET,

ZREniza—F <ETA—L TF
L A> MER)TY

ANENTZEFA—NT RLAR, THhour s 7TarrA
NOTaT7y AN ZAT B LETA, ARETA—
IWT RUVAZANNT L [T 77741 (Account
Profile) | X—Y CT AV KN 7u7 7 A VEEFE LT, #
for e FREERERE L £ 97
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Failed to verify exchange
server ( ‘<host name>’)
certificate. If self-signed
certificate is used on
exchange server install its

custom CA certificate

* Microsoft Exchange 4> 7' L X X H— 3T 572 CA
FELITHCEAMHEZAN LE Uiz, GEAEZGEE L
T b, Hfex FEMmRE L E T,

Note AL TWDREHER, v 7 7 AL THE
SRR RAICHIE LTS Z & 2R L
F9, 72& X T 7 7 A VERGE T Exchange
Server O IP 7 R VA Z$57E L2 GBI CFE &
IWARA FAITEESNTND & BT L
£9

Microsoft Exchange 4> 7 'L X AV — "L T 774 T
Y ANZHCBAGERERA VAR — PSR TV ER A,
FEIC OV T, FEEDOA VAR — FESRRL T ZE
AN

Invalid username or password
entered for exchange server

(‘<email address>’)

Microsoft Exchange 4> 7' L I AD A —/)LiK v 7 A28 T
LI SN R —F T Y s OEY R —H
HENFINAT—REANLE LT,

The account does not have
permission to impersonate the

requested user

Microsoft Exchange 4> 7' L I AD A — /LR v 7 ATt
BIOIERAENAZ2—F Ty MI, BEr—10 X
UNA=TIEH Y FHA (BEMHEREZFF> TWERTA)

Please check host <hostname>
is valid exchange server

address.

Microsoft Exchange 4> 7' L' I A h— "DFRS KA N4 %
AN LELE, [THVY 7T e 77 A/ (AccountProfile) ]
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ENFET, ARy 7 AOBBMEERREETZIEA— ARy 7 AR EEET 72 a i

B Dl

e A—)LiRy 7 ADEE T 1 ADMEENL., Zon il S E T,
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BRI L T HL

EENRB L ORB LI-ZEA,

BB L OMEE T 7 3 a U NBRE S - 241E T,
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ROFNEZFETLET,
« 77747 A & Microsoft Exchange Online — B 2 & 7213 Microsoft Exchange 74> 7" L
IAY—EREOBELHIT TWLARERH LRy U —7 ORELZHR L 7,

TTIAT UV ADE Y NI — IV REXHERLET, Xy NT— VR EEOLELZBE LT
<TEEWY,

7 7Y Jr—3 = T Azure Active Directory = Microsoft Graph APL ~D 7 7 & AHEN & 5

TLAEMRLET,

« Exchange 7> 7' LI ADA—)VIR v 7 A~DT 7B A EHEIN 22— T h o MZ
MR o D Z L 2R L £ T,

ST DT R T 7 ANVCRESNTNDNRNTFA—INENTHD Z L&l L, Bt T
A RMLET,

T 7AT U= NORMBEME LET, 77 A7 U —ERESRL TIZE 0,

Microsoft Exchange Online — £ A & 7= (X Microsoft Exchange 4> 7' L X A ¥ — & A3 EhfE

LTCWHOMNE I D a R LET,

RESNI=REFRENETINGEW

=]

AMP =B L FR AR T 4T T 7 — b5 Lictk, REFHDBEET 72 a V7R
Exchange Online 35 & TF Exchange 40 7L I ZADA— /LRy 7 AT HHEEDHDH A v E—
W L TEITS N E R A

Ep

2—PL, [A b=V T v X T (Message Tracking) ] ~<— D [{E1E (Remediate) ] 47
varEHALTA vy =V FEICTBEE T 8 A,

J)a—3ay
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