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S/MIME E & R DFEAZE DERE
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X, ROWTINNDFFEEZHH LT SIMIME B4 iEHELZHRE TE £9,

T TITAT U AEMER L THCES SMIME GEEA1ERL L £9, H B4 SMIME ZEH
EDIERK, on page 8B L TL X0,

« 70 SIMIME GEAEZ 7 7T A4 7 2 AZA v aR— b LET, SIMIME B GEHED A >
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Note B4 X772 ot —URR¥ENO—WFICHEE, F3T7 2 MNEECEETLICE. HCESL
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LET,
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/Y FRE DO AUH AN B 2N, BB, F 72 ITHS,
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BLINTZA BV DRETD AL 4, 728 203,
domain.com <° *.domain.net 72 £ T3, = ~ VU D
A, B~V YA MEFEHLET,

Y7V bORA (EA—L) | ZOT7 4=V FEFRELERA, HELI2—FOLRE
HENTEA =V EEETEET,

BHINTEA v E—VEREETH—FOEFA—LT
KL A (f5] : user@somedomain.com) , #HExT >~V D
By U~ YR NEFEHALET,

W e —Y A X AEAEEA ZR (CSR) AT 2 WEF—DH 1 X,

Note SMIME BAGEHEIZIZ, 7 V=2 RO (KAL) LY TV=7 bojil% (B
A=) OWGEZDDHZENTEET,
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¥ U2 PEM BT CSR ZRAF L £ 77,

ATy TT1 EEEREL, RIFLET,
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What to do next

Note

CLI ZfE/H L CTH . B4 S/MIME GEEZ AT 5121, certconfig =~ R&EH L E

D

S/MIME E&FERED A vR— b

ATvT1
ATv T2
ATvT73
ATvT4
ATy 75
ATvT6
ATvI1
ATvT8

N

Ao —UICBLATHIDDOSMIMEFFHENT TIZHIH5E. AV FA— ML TT 74T
ZIBMTE E4,
[Z L& BRI

AV AR— 95 S/MIME FEBHE2Y, S/MIME FEHE D E A, on page 2412 Fifi ST\ 2 HE %
WL TWAZ LARERLETS,

Procedure

[£v FU—2 (Network) ]>[FFFAZE (Certificates) %27 U v 27 LE,
[FEFAED B (Add Certificate) 1 &7V v 7 LE 1,

[REFAED A AR — b (Import Certificate) | ZER L £,

Xy hT—7 EFEiZu—hn v LV DFHHET 7 A L~DR2E AN LET,
T ANDIRAT L — X5 AT LET,

[k~ (Next) 147 U v LCARAEDOEREZFRLET,
REREOAFIZ AT LET,

EHEREL, RIFLET,

What to do next

Note

CLI #fEH L CTSMIMEGEEA A AR — N9 5I21E, certconfig=a~ FEFEHLET,

S/MIME EES{L D AFF—DERTE

A=Vt A2, ZIEEDOSMIMEGFHEDO AR —%2T 774 7 AIBINT
AUBERBH Y ET, MEOFRY U —BLOT o X5 0T, IROWTANOFEEER LT
NHF—%T 547 L RTBIMTEE T,

s ZEEIC, B AN EOETT ¥ R NVEMHEA L TCARS—%2 X ET5L9ERLE
T, FOH%, Web A Z—T A4 ZAFEFITCLIZFH L TABMITF—Z2BINTEE7,
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PR — 2B N % FMAIZ SV TR, S/MIME By 5L O 23 % — 01BN, on page 11% %
RLTLIZSN,

eWebAf v Z—T 2 A AFEIZCLIZEH L TABRIF—OIEL A 2—T ML, ZEHIC
BLINTEAE—VEEETDEOIBERLET, EX— VX2 UT 4 TI9A4T
23, BAINTEAvE—Un LA —RIETEET,

BHSNTAERA Y=V MO ARF—ZNET 2 HIECHON TR, AT —DIEE, on
page 12Z2ZM L T TZE VY,

S/MIME B 51 R D AR F—DEH0
I$ L8 B IS

« AR % —23S/MIME FEH EDO A, on page 24T SN TV D EEZTI-Z L TWDH Z &%
MR LET,
s ANBAF—DPEMERTHDL Z LR LET,

Procedure

ATy 1 [A— KV — (Mail Policies) ]>[ZABA%— (PublicKeys) 127 U v LE7,
25y T2 [ABF—%iBI (AddPublicKey) 14727 Vv 27 LET,

ATY T3 AHF—OLFIZE AT LET,

ATYv T8 AHF—% AT LET,

ATy TS BHEEREL, RIFLET,

What to do next

\}

Note CLI %/ L CABF—41BN3 5I21%. smimeconfig 2~ &ML £,

S/MIME X F # B+ —

ABF—ZFBESMIMEBL FEHRA v E—Un b EE (EE) L, IEEL-F—2#H LT
FAEHRA v =V EIEE LT —OFAE (B0 AEREFaryva—) [ZXETHL9
o T I9AT v ARBRETEET,

ANBF—ONEZ, A=V 7= KR =T X—TMITEET, WELETXTOLAM
& —1Z, [S/MIME UXEEF AR % — (S/MIME Harvested PublicKey) ]~<—VIZF RSN ET,

EPEREYS
o NP S — DU, on page 12
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NEX—ZEESMIMEZLFEL A v E—U 0B L) L, 2haMH L T e {biE A
A=V HENELT-F—OAE (EVRAFERITay v a—) IEETHIIC, T
FTAT UV AERETEET,

Note

ATy

ATy T2

ATvT3

ATy T4

ATy TH

\}

F 7 4 Tk, BRI E 7213 H © 84 S/MIME FEBHZO AR F—IZINE SN FEH A,

[Z L& BHIIC

®EIE#H O SIMIME FEEDO AR F —2%, S/MIME FEHEOE, on page 24IZFHiH SN TN 5 H
HEMZ LTS E 2R LET,

Procedure

[A—/ KRV P — (Mail Policies) ]>[A—/ 71— KR Y — (Mail Flow Policies) | %7 V ~
7 LET,
FLnA— 7a— iKY o—&EfT 20, BFEORY o—2 LT LET,
[E% =V 7 4% —ER (Security Features) |7 v a > EFTA/a— /L LET,
[S/MIME AR % — DI (S/MIME Public Key Harvesting) ] TLUA F&E{TL £,
* SMIME 2AB¥F—DIEEL A R—T7 M LET,
« (IEE) BASNEARA v E—VORIECKI LTZ5E. ABX—2IET LN E I 7
BRI L E9,
o (EE) BHINTABXF—ZNETINE D PERINLET,

Note  4QHFRHLAICII L FAA L ETIE R v b — Db BB O T H S i AR — 2257
Ll TTIAT UV ATESET T - NERELET,

EoHzERL, RIFLET

What to do next

Note

TIIAT A LED, WEESNE-AEF—O IV RY ) OY A XL 512MB T, URI MY
MR D L, TTITAT L AZE D REHOARS—NEEICHIBRS L ET,

CLI #HH L THxF—DIEEL A x—T7/VIZT HIZIL, listenerconfig I~ R&fliH L &
bé‘o

RDRATY T

. SMIME %274 4—EX



| SMIMEt*2UF494—EZX

smme k7o 7 LnEE ]

BHINTA =T T IA TV AOEHEFIZEET L LY, ZEFICERLET, 77
TAT VA, BASINTEA v E—U DO AMF—ZIUEL, [A—/LA Y 2 — (MailPolicies) ]
> [INEEHE AN BH % — (Harvested Public Keys) | X— IR R LE T,

&R e
* S/MIME UL /A BH % —, on page 11

SMIME Z{E7 0774 ILDOEE

SMIME #E7 07 7 A LV TlE, ROLHIRNRNTA—XETEFETEET,

« B, Bk, TS SIMIME £— K.

« BH &7 9 129D S/MIME FEIH #E

« NEW, EER L. AT 5 SIMIME B4 E— K,

« Z{FE D SIMIME GEHEDOARX —%27 774 7 A THATERWEAICETTHT

7a v,
e ziE, HOMEMCEET DA v E—VITT RN TEAFATHLLERD Y | BIOMRIZE
BT oA vE—VIF T R TELEHADPOEGALEATHLILERNHLE LET, 2OV FUF
TiE, BLAOH, BIOBAB LU SLDO2OoDRET 0 7 7 A VEERT D LENH Y E
RS
Web A % —7 = A AFETIXCLI ZfEH LT, S/MIME %5 7w 7 7 A LV EERK, M. H
B, A AR—F, =7 AR—F, BEOMEBETEET,

BEIER
c Ayt —VOEL, K, FIFBEAB LUK SIEHDOSMIMEREE T 17 7 A LD
fi%, on page 13
 S/MIME %[5 7' 1 7 7 A L Offitk, on page 15

Ayt—TMEL, BEE. FEEERSIUBSILADO SMIMEEETO T 714 ILD

(353

Procedure

AT9T1 [A—/L KV — (Mail Policies) ]>[{57' 77 7 A /L (Sending Profiles) | %27 VU > 7 L&
kD

RTwT2 [Ta77AN%EEM (AddProfile) 1% 27 Vv LET,

ATV T3 KOT7 4 — NV REZRELET,
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. AytE—TDEL, BEE, FLEEBABLUESIEAD SMIMEEETOT 7 1 LOVERK

SMIME 7007 74

EETOTFALDREEANLET,

S/MIME & — RZER L9, HITKkDO LB TF,
- E4
214
« ZR/MEE1L (Sign/Encrypt) , B4 LT Bl S{ELET
«3f& (Triple) . B4, WEA{LL O OLHEZAL LET
Note [B4 (Sign) 1. [B4/M551b (Sign/Encrypt) | £7213 [3 %
(Triple) 1DWFIH3D SIMIME E— FZ2MH L THAHHE
BRI T D EAvE—VE AT 2ENET,

L%

S/MIME £— K
(S/MIME Mode)

BLAfT X FEAE
(Signing

Certificate)

2 FAAT S REHEFEZRIRL £,

Note ZDOT 4= RERETHLENRHLDIE, B4 (Sign) 1.
(B4 /551 (Sign/Encrypt) ] £7213 [31% (Triple) 1 DOWT 4L
223D S/MIME & — R &R L 7=55 DA TT,

(S/MIME Sign
Mode)

S/MIME 4 E— K

S/MIME B4 F— FZERN LE7, HIZKkDO LB T,

« &BH (Opaque) » REHEA A v E—V TR, AvkE—VEE
HBNIFEROESICHAESNTEO LN, BEHEZMIET S Z & TO
Ht D Z ENTEET,

- B (Detached) . BEAIERIZ. BALINDTF A MEBishE
9, Z D MIME % A 7% 2 % H OE 4312 application/(x-)pkes7-mime
® MIME 7 % A 7 % £§ multipart/signed T9~,

Note DT 4=V RERETDHLENDDDIX, [B4 (Sign) 1.

(B4 /M5B (Sign/Encrypt) 1 £ 721X [31% (Triple) 1OV
MO S/MIME &— REBIN L7I2GE50HTT,

B SMIMEtF2)F4 H—ER
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smMEsETn 77 LoEE

SMIME 70774 |ZFETOI77/IILDLEIEADNLET,
L%

SMIME 77 v a > | ZEEDAMF—2FHTERWGER/IIT T4 T U A BETTDHH
(S/MIME Action) |BEDOHAT 7 a v ERIRLET, HiZkD LB T,

« /NI R (Bounce) , WIENDZIEE DAF—ZFH TE pn
Be. AveE—VIEEETIIAV I RAENET,

« FAY T (Drop) o WINIOZEEDOARIT—ZFHTE R0
BE. Avke—YiE Ry 7EnEd,

« 2E (Split) o AvE—URpEIENET, AF—ZFHTER
WEZAEE D A =35 E STICEUE 4, A% —%F)
HTEDZEE~DA v E—IEE b ENTRESINET,

5l : bob@examplel.com & dave@example2.com (2 A v —TZE(F L,
dave@example2.com DAPF—ZFIHTERNELET, 2OV TV A
T [HE (Split) 1 @R LGS, 77747 2 A NTROLFEEATU
£75
o Avt—U%IES(E L THH bob@examplel.com (ZEME L £,
o Avt—UEIESEE T dave@example2.com [ ZEF L E T,
Note D7 4=V RERET DHLENDLHDIE, [HF51E
(Encrypt) 1. [B4 /M5 51k (Sign/Encrypt) 1 £721% [3 5
(Triple) ] W7D S/MIME £ — K% L7-HA DK
T

RATYyT4 EREEREFL, RIFLET,

What to do next

A\

Note CLIZfEMA L CHET 07 7 A L &VERT 5I21%, smimeconfig 2=~ REMALET,

SMIME Z{E7 0774 ILDMGEE

Procedure

ATYF1 [A—/L KU — (Mail Policies) ]>[i%{§ 7 17 71 /L (Sending Profiles) ] %27 U v 7 L&
R

ATYT2 BEFTLHET w77 A NEI Y v LET,

ATV T3 Ave—VDEL, K, £RIEELB IO S LHAO SMIME %E7' 1 7 7 A VOERL,
onpage IBIZHHA SN TWD L HIZ, 74—V FEMRELET,

SMIME ¥ 71 H—EX [}



SMIME £¥2 1T+ 9—EZ |

B =5 met. $HEBRLBBILETS 4 vE—VDRE

ATy T8 EREFEL, RFLET,

E4. Bk, FLEEBREBSEZITOIAVE-DDRE

BETR T 7 ANVEER LTS, B4, Wb, 3B A LHSLEITO A v E—V2IRE
TOHREA LT TANZEERTIVLERHD T, a7y 7402 0%, BIGET
A—NVEAFX Yy LTA Yy E—UMEESNTRMIC—ET 20 LET, a7y 7y
NENIZE S TRA Yy BE—=UNREHIC—HT DL Hranes, T7I9A4T U RAFA Yy E—VDE
4. BEib, EI3EA RS EITOET,

BEIHE
cALTUVIIHEAS A =T DT 4 NE ) T

AVTUYIAINEEFER LAY E—DDEA. BEIE. £-1EE
£ EESIEH L VENRFER(E

ATy T

ATy T2
ATvT3
ATv74

ATy TH
ATvT6
ATy T17

ATvT8
AFvT9
ATy 710

[Z LB

AT Y T 4 VE DGR T A EFM L E T, o T Y T4 NV E O ES
L TLIEEN,

Procedure

[A—/LR Y 2 — (Mail Policies) ]>[Ffg =227 Y 7 4/ ¥ (Outgoing Content Filters) ]2
BHLET,

[7 4% (Filters) 1227 > a T, [74/V¥%EN (AddFilter) | %27 Vv 27 LET,
[%fF (Conditions) &7 ¥ = C, [&fFziBN (Add Condition) 1Z7 VU v 2 LET,
Bh, Bk, B ERFETOA Y E—VE T4 NE ) I T H5MEBINL E
T 7ol X, WEEREZR ST 572010, A EIIARTREDHIEEILT T L—X
( TConfidential] 72 &) A#FTr A v E—UZHATHRHELZENTEET,

[OK1 %27 U7 LET,

[77 v ar (Actions) |BZ > a> T, [77 v ar&iB (AddAction) 1227V v 27 LET,
[77 v ar&iBil (AddAction) 1V AR5 [SMIME B4 /M5 54k (k7 7> a ) (SMIME
Sign/Encrypt (Final Action) ) ] ZER L £,

AT T4 NZICEHEMSTARET T AV EIEIRLET,

[OK] %227 U v 7 LET,

EEEEEL, RMELET,

. SMIME %274 4—EX
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| SMIMEt*2UF494—EZX

AVFUY TR EERALEERERD A vt— U084, Bet, srrBairst [

What to do next

AT TANEEEBINLIEDL, T4 NVEEREA—LRY =BT HLERHY F
T, O =—XUL LT, T7HNV IR —Tar sy 742 EL F—TNWITT 5D,
FTAXT A NEZERED A=/ R U —CHEHT LI EABIRLET, A= R —D#:
FEIZOWTIE, A= RY —DEEZBRL T EEW,

AVTUOVIT AN ZERALERERODA Y E-—CDER, BSIE.
FrIEERLLESIE

ATy T

ATy T2
ATvT3
ATvT4

ATy TH
2Ty T6
ATy T17

ATvT8
AFvT9
ATy 710

BUERFICA v —U 5 B4, Bk, FRBELABLON LT a0 Ty 7 4 V¥ ZERKR
LT, T740bb, A vb—JITROMEREEIZHER, TRTOMLBENET LS, A vk—
DITBL . WEEb., EREBALAB IO S ENTERE SN ET,

[Z L& BHINZ

C LTV T ANE OENEERT HMEEBMLET, 20T Y Ty OME R
ZRLTIZENY,

Procedure

[A—/LAR Y y— (Mail Policies) [>[Jé{E=> 7 > 7 4 /L% (Outgoing Content Filters) ]2
BHLET,

[Z7 4% (Filters) 1 © 27 > a T, [74/VZ%EN (AddFilter) 1 %27 VU v 27 LET,
[ (Conditions) 1 E7 < = T, [§&fF%ZiBIN (Add Condition) 1% 7 U v 7 LET,

B4, b, FR3BL EREBLEITOA v E—V2 7 N2 ) T35 %2BMLE
T, o z2iX, EERI AR ST 572D, A FHIIANICHECEDHEEZIZ71L—X
( TConfidential] 72 &) &L A v —TEHT LMt EBMTEET,

[OK] %2V v LET,

[7 272 (Actions) |27 v a T, [T27var%iBM (AddAction) 127 U v 27 LET,
[77 v ar%iBI (Add Action) ] U A 225 [S/MIME B4 /BLE FFICK 54 (S/MIME
Sign/Encrypt on Delivery) | Z3R L £9,

a T T NHICEEMTAEE T e T A NV ERIN L FE T,
[OK1 %27 U v 7 LET,
EBEEEEL, RFELET,

What to do next

AT T YNNG EBMULIED, T4 VF BIEA R —IZBINT O RERH Y
T MEO=—XUE LT, T74NV MR —Tar sy 74 VE A 3—TWIT D,
FLIFTANZERFED A=V R =T 5 L E2BRIRLET, A—L R —DH
EIZOWTiX, A= RY > —DOfEEZZRL T EE,

SMIME ¥ 71 H—EX [}
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SMIME £¥2 1T+ 9—EZ |
B oswvive zmLESES vt — O ORI, BE1. EEES LRI

= > = y;
SIMIMEZ R L=FEA vE—V DKL, ES1E. F1=
4 =
(X1ES 1L & =L
CEA— N EX2UT 4 TTT7AT 2 ATOS/MIME KFERS L OME SV —2 7 12—, on page
18
* SMIME Z il L THEE A v E— TV ORGE, B5. £7013E 5 & MAEEZ1T 9 J7i4, on page
19
o A —UEEET DD DFEHEDRRE, on page 20
« BAHINTA vV EREET D 720 DA F— DFE, on page 21
 S/IMIME 18 53 XL OMRRED A 7 — 7 /AL, on page 23
* S/MIME K5 5L F T2 IRFEE A A B —C HOT 7 2 a > OF%GE, on page 24

\}

Note 7S (7 ZADOSMIMEEF 2T 4 —EREHEHL T, BEBIVEEA vE—0K
RE, A, EITES EREEEITO) 2N TEET,

EA—ILEFX2YTAT7TS54F7 VATOSMIMERILES & BEST—
97—

» S/MIME #§EY — 2 7 & —, on page 18
* SSMIME €51V — 2 7 v — on page 18

S/MIME #&5E0—% 70—

ROFTav A TlL, 77747 AT SMIME WEE%Z 31745 HIEICHOWTHBELET,

1L BASHEAYE—VIEnyva TAIY XLEHEHLT, Avk—V (V=R E
ERR L £,

2. FEHDOSMIMEGEHEORAF—AMH L, B4 I A v —IICU S 4172 PKCS7
BALEREFALLTA = XAV A NERELET,

3. RSN AYE—V XAV AN, BALAINTAvE—UDNOLEE LA vE—Y
FAVAPEHBLET, Avt—Y 44 V=X BB LEGA, A v — VIR
EhET,

4, PEERTEEE FAA O SMIME FFHEAMEEL 9,

S/MIME €510 —2 70—
WOTavw AT, T7T7A4T AT SMIME H54/b % FEITT 2 FIEICONTIBHLET,

1. 77944 T7 2 ADSMIMEGFHHEOME X —Z2HHL T, By ard—%2ERLLET
2. Byialryd—FFEHALTAyE—URIEESLLET,

. SMIME %274 4—EX



| SMIMEt*2UF494—EZX

SIMIME % L TH{E A vt — Uil #8. srrasegiEzin>as

SMIME ZER L THEEA v E—CDREE. EF. F-HES LREE

%

’7—

17

DAk

FE BERBE B30
AT v 7 | SIMIME GEE O Z 248 L £, S/MIME Gk D i, on page 24
1 EERLTLTEE0,
27 v | BHESEU T, ROWTANEFEITLET, | SRE
2 .
* SMIME H 5t D54, ko SIMIME e A=V EE ST HIZD
AEAE (1H B LD FATIC L B2 % — DFEIAE D E, on page 20
ate) BT TIAT ABEMLET, B XN A v — U A RREF
* SIMIME RFED A, FRFED FEITITHEE T B 12O DA F—DFKIE, on
TRE1E 3 O SIMIME FERHED AR+ —% page 21
TFIAT U ATEMLET, e NAZ LGEFER Y A NDA
« SIMIME #5245 L ORIEDOHE. UL T =k
TS5 T o AEMLET,
« Kk SIMIME FiEH & (513
T ELWEX—2ET) 277
TFAT AEBMLET,
EEE R AL L ORGEF,
o FRAED EATIC LB/ 4153 SIMIME
SERAED AR F—,
2T w7 |SMIME ZfEH L THEEA v E—OMEE,  |S/MIME 18538 L OMREED A 7—
3 Wb, E-I3E S & BEEAIT 5 A —/L 7 | 7L, on page 235 BB L TL 72
o— R —FRELET, Sy,
AT | HEE) TTI7AT v ANEFLEASE 1L | SIMIME B Z4LE A F 72 1 3MEER
4 WFEEHRDRA v — IR LTEITTEHT 7 | A=V HOT 73 a Dk
alrEERLET, iE, onpage 245 SR L T2 &
U,

\}

Note

CLIZfEH L CTS/MIMEMRGE, B75. 23 E S &M

FEA FATT 556 1L, listenerconfig

> hostaccess =~ > FZMEHLET, FEHIZOWTIE, CLIA T4 ~AT2HBL T

<TZEvy,

SMIME ¥ 71 H—EX [}
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SMIME 2154 4#—EZR |
B 1 e—crastyarvoungonE

Ayt —TEESIET H-ODEAENHRE

RO SIMIMEFEHE (EBILOEITICHLERME X —2 &) 2T 774 T L ATBMNT 5
VERHY £97,

[Z L& B

cRDNTNDDHFIET, TFI7A4T L ADSMIMEIFHEDAHF—%2EEHE (BEVX X
Flliarva—<) CHEFLET,

CETANREDETT v RNV LT, BF—2FELET,
c XF—UEEZ A L TARF—2 IG5 L 018, BREHICERLET,

BEHIZIZOARX—Z2AL T, BELENTA v -V 2T 774 T RARETE

¥,
A\

Note B2C D U A Tik, kD S/MIME GEBHEMN R A A
VIEREOSAE, —HOBEFA—NL 7 TAT b
(Microsoft Outlook 72 &) 1Xf##k> S/MIME FEHED
NEAF—ZHH L TS EBEAA v — V2 EETE
NI ERHYET, L, INHDETF ALY
FGAT VNS RAA REFEOAR T — %2 H LR
EbE VR —F L TWRWNWZHTY,

« A VA= F7 % S/MIME FER#E S, SIMIME FiER 3 O 2, on page 24IZFE#l STV H 2
AR LTHNDZ LR LET,

Procedure

ATY 1 [y bU—7 (Network) ]>[fEFIZE (Certificates) 1% 27V > 7 LET,
ATv T2 [GEHEOBENM (Add Certificate) ] %27 U v 7 LE9,

ATY T3 [GEHEDA AR —F (Import Certificate) ] 23R L £,

ATV T4 %y " U—7 FERIFue—hL < UOFRET s A NA~DONRZA AT LET,
ATFYTE T A LDNRATL—RE AN LET,

ATV T6 [k~ (Next) 1 %27V v 7 L CGEAEOEREFRLET,

ATy 1 EAECAHIZATILET,

ATvT8 EREEZEEL, RIFELET,

B SMIMEtF2)F4 H—ER



| SMIME£%2yF ¢ 4—EZX
Brshi-*ve—UrgiET s-oonEs—okz [

What to do next

\}

Note CLI Z{EMf L C S/MIME iEPHE A BT 5121, certconfig 2~ REMALET,

— XY — 3 = - —_— éfbl-"l
BRAINT-AYE—VFRKRIEET H-ODLHFT—DERE
BAH SN A v =V ERGET A%, HEFOSMIMEGEHEO NI —%2 T 774 T &
WBEIMTH0ERH Y 4, HEORY) o —BLO e 205 0T, ROWTRNDHELY
FRLTARS—%2T7 7747 ATEBINTE £,
s EEFEHIC, BT A—NREOBETT YNV EHEHL AR —2XET2L2ERLE
T, FOH%, Web A Z—7 A4 AL CLIZFHA L CTABRF—ZBINTEE7,

AR —2BI09 5 FNEIZ OV TiE, S/MIME W5 546 H DR % — 3B, on page 11% &
LTSN,

o F—INELMHH L CARF—Z2 G LET, AFF—DILEE, onpage 12 B L T2
él/\o
S/MIME #&5iE F D 22 B F— D 3B /I
[F L& BHHII

o« 8B % —23S/MIME GEFAE O ZAE, on page 2HIFHHA SN TV A E 2L TWAH Z L%
MR LET,
« ABAF—NPEMJEATH L Z L 4R L ET,

Procedure

AT9T1 [A—/L KRV — (Mail Policies) ]>[ABAF— (PublicKeys) 1547 U v 7 LET,
ATY T2 [ABF—%B (AddPublicKey) 1227V v LET,

ATY T3 ABRF—OLEIZEATLET,

ATy T4 AxF—F AN LET,

RAT9TS BEREEZEEL, RIELET,

What to do next

Note CLI %/ L CABF—4BM4 5I21%, smimeconfig 2~ FEHEHAL £,

SMIME ¥ 71 H—EX [}



SMIME 2154 4#—EZR |
B svivessRosmr—omE

S/MIME #EER O 2+ —DUNSE

ABIF—%FE(E SIMIME BLEHA v E—U b (IE) L, AL TNEL-
F—OFAE (EVRAEITa v a—<7) DODBELFHRA v -V EBRIET D X DI,
T IFSAT UV AERRETXET,

Note == )L L Cik, WIRUIN 7213 H B4 S/MIME FEEDO AR F—ZINE SN EE A,

1. WebA ¥ —7xAAFIEICLIZMHEHA LT, ABF—OIEEL A X—TMIZLET, &
Bl —DINED A 2—T 1AL, onpage 22% B L T 7230y,

2. EBEHIC. BLAEINIEA v E—VEREETHILIERLET,

3 ENTETLESL, WELZAMS—27 7747 U ABMLET, S/MIME HAEH O
IEE ST AB - — DB, on page 23 B MR L T 7230,

ZOFMICEY . A v VRIS~ Y = A LA TRIES HET
BFEAF—DOIRED A 2—T Lk

Procedure

ATy 1 [A—/L KV — (Mail Policies) ]>[A—/L 71— 7R U ¥ — (Mail Flow Policies) 1 %7 VU v
7 LET,
ATFYT2 HLlnA—n 7a—RY) o—2ERT D0, BIEORY v —2EHLET,
AT T3 [BEX=2 VT 4P —E A (Security Features) ] 7/ v a v FTAZu—LLET,
AT v T4 [SMIME AR — DI (S/MIME Public Key Harvesting) | TLA T2 E{TL £,
* SIMIME ABF —DIEEL A R—T W LET,
(TE) BASNTEBEA v E—VORGECKRR LIS G, AR —Z2IUET 5028 9
B E T,
(R B SINTZOX—Z2NET LN E I NERINLET,
Note AREERILANICREI L R AL VEFIEA v =V BB O EH SN A ¥ —2%ET
L& TTIATATEET T b EEELET,

ATvTE ERzEEL, RFLET,

B SMIMEtF2)F4 H—ER



| SMIMEt*2UF494—EZX
SIMIME £EE A0 s h-aBix—oem [

What to do next

Y

Note 77547 2L, WESNFEABHF—DURY FY DY A RT512MB T, UARI MY
B—MIZBl, TT7I7AT ALV RGEHOABRF—PEEMICHIBRSI N E T,

CLI ZfH L CTxF—DIEL A x—7/VICT HITIL, listenerconfig =~ FAMH L &
j‘o

S/MIME #REEFR D UNE S = A B F—D18M0

Procedure

AT9 1 [A—/L KU — (Mail Policies) > [UNEE#K A0 % — (Harvested Public Keys) %7 U v 7
Li‘g—o

ATV 72 HUOWNESNIZAHF—%227 ) v 7 LT, AfF—%2ab—LET,

RT9T3 AHAF—%2T T T4 T ABMLET, S/MIME AL OARH % — DB, on page 21% 2R
LTLEEN,

ATy T4 BEEFEL, RELET,

S/MIME 5 & & BHREED 1 +*— T L1k

Procedure

ATY 1 [A—/LRY — (Mail Policies) ]>[A—/b 7r— KU I — (Mail Flow Policies) | %7 U v
7 LET,

RT9T2 HLWA— L 78— K —%ERT 50, BFEORY —E2EHLET,
ATY T3 [EXx a2V T 4P —E A (Security Features) | &7 > a > FTAZ u— /L LET,
AT 74 [SMIME O Zt/#3E (S/MIME Decryption/Verification) ] TUL F&#{TW £,

* SIMIME 1 5t L OBGEE A R —7 /UL L7,

* SSMIME OfEGE% ., 7 ¥ X NVBLEMFFT 200 A v — U DHIBRT 20 Z IR L £77,

T K 2—HIZ SMIME 77— b 7 = A FEEICOWTHI G < Ze WG aid, [HIFR
(Remove) | Z&IRL £7,
NN Ty T ENTA Y=V DEE, WEHBELOHLDBHEFRFE L ITHIBRSILE T,

RATYyTE EHAREL, RIFLET,

SMIME %2 T+ H—EX .



SMIME £¥2 1T+ 9—EZ |

B svivEmSEEsEEREES A v E—SROT Y L3 L ORE

P

Tip

What to do next

S/IMIME 1875163 L OMRGER A —/L 7o — K o —TA R—=T /IR > TV DHEE, T
® SMIME # vt —Uld, H 5k X OWEEA T — & 2 CEMR AR < BUE Shk 4, S/MIME i
FACE A ETIMFEE A v — VRS 57 72 a VERET DHEIT. AvE—Y T 0
JL A JL— )L smime-gateway-verified 35 X OF smime-gateway & i fl T& £9°, FEMIC OV TIL,
S/MIME K BAbE 2 F T IMRGEE A A v —C HOT 7 3 a2 > OF%JE, on page 24% 2 L T <
7ZEW,

S/MIME B S 1L F A F - (IREEFA A v E—CRADT7 I 3 VDERE

TITAT ATSMIMEE S, BFE, E71TZOMF %2 T Lk, RIS TRRD
T arE{THIZETEET, AvE—T 7 4 /VH JL—)L smime-gateway-verified 35 L TN
smime-gateway Z i/ L C, €5, MGk, 32O MGOFERICESNTRA =125 L
TT7var®FTTEET, IO OVTUL, AvEe—Y T4V FEEH LB AV
N —OEMAEZRLTIIZEN,

Note

Fiz, EAALETIIRGE,. HDVEEDOM T OFRERIZIESWT 7 v a v E A v E—UTIIT
THIIE, T T 4 VEEMED [SIMIME 7 — 7 = A A vt— (S/MIME Gateway
Message) ]38 XU [SMIME 77— k7 = A fEiL# 7 (S/MIME Gateway Verified) ] &l T& £
T, FEICONWTIEZ, AT Y T4 B EBRBLTLLEE N,

Bl . WFE. WREE. Bk, £REF 0GR LT7- SIMIME £ vt — ¥ Dlg
WKDA T —2 T4 NVHATIE, AvE—UNSMIME A v —2THANE ) a2 iR L,
S/MIME % ffi [ U 72 #RGE E 72 1318 LI RE L 723555 13 RREE L £ 7,

quarantine smime messages:if (smime-gateway-message and not smime-gateway-verified)
{ quarantine ("Policy"); }

S/MIME GERAZE D E

« B4 D= D DFEME O ZEAF, on page 24
« 5L D72 D OFEREFE O ZE, on page 25

EADT=HOIAENEH

FX&AT O 12O SIMIME GEHEIZIE, ROFHREZOLHLENH Y £,

HEBL TEBEH A V5
HELA R D I e 7 1E 40 o

. SMIME %274 4—EX
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| SMIMEt*2UF494—EZX

gstot-ovoiansozss [

HEZ TREM AL VA

R AL KAk DEE 4

i () KRRk DAL S & 2 H T

/Y FARR DOAMHAN B> DI, BB, F /oI HA,

[ KRR O ALY B 5 2 SCF-D 1SO [EH4 =2 — K,
KN E TOHM RAERAE DS HIBREINIC 72 5 £ TO HER,

YTl bORIEL (KAL)

BAHINTA v E—VDREIED RAA 4, T2& 203,
domain.com <° *.domain.net 72 ¥ T9, EH T NV D
B WU~ U R MEERALET,

Y7V FORL (EA—I)

BALINTA v E—VERETLD2—FOEFA—LT K
LA (f5] : user@somedomain.com) , A= KU DOEE
Ho<XEID YR NEFERLETS,

B — 1 X

CSR MM T 2 MEX—D Y A X,

F—DffiE (Key Usage)

F—OMEARDUL, FEAEZANEHTE 20 EIRET D
HlFKI TN T, F—DOMEARIDILENFEE STV DY
&lX. digitalSignature 33 & Uf nonRepudiation £ bk 235% &
SNTWVDORERH Y F7,

F— O ARPLOILIEDFEE STV RWGEE ., ZEH2
Z A7 M., digitalSignature 33 &2 Uf nonRepudiation £
FRRESNTNWD EHEET DMERH Y £7,

S/MIME FERAZEOFERIZ DU Tlid, RFC 5750 : Secure/Multipurpose Internet Mail Extensions
(S/MIME) Version 3.2 - Certificate Handling %2R L T 7230y,

ESIED - DFEAZE D EH

W5 Z21T 9 728D S/MIME FEHEIC 1L, IRDOERZEZODLENH Y 97,

LB B TREBH A U4

A% FH 0D IE e 7 1E XA R,

K% AT MR OEE

i (H4) FRR DO AALH DS & 2 H T,

M /U FHFR DA AN B DM, BB, F 7o IiTHTT,

5| FARR DAL B D 2 SLFD 180 [E4 22— K,

SMIME ¥ 71 H—EX [}



| N Y

SMIME £¥2 1T+ 9—EZ |

HEL TEEBEH KA U4
K2l E TOHIM AEAEDHIREINIC 2 5 £ TOHEL

Y727 bOPEL (FAALY) |BEBALENTZA v E—VDEERD RA AL &, 128 %
1X. domain.com = *.domain.net 72 ¥ T4, I U D
e, Wry~Rgu VA NEFEHLET,

EELESNTEA v =% RAAL UNOTRTO—H|Z
EETHEAIT. AF—ITSAN RA A VA2 EG 5B
NHFET,

V7Yl FORI% (EA—NL) BRIl A vt —VaEET 22 —FOETA—/L
7 KL A (ff] : user@somedomain.com) , fEE—=> kU D
e, Do~ XEO VA NEERHLES,

WX —H% A X CSR HICZAERKT A ME X — DV A X
F—ffiE (Key Usage) X — D FIRBLIE, FERAEZMIZER T 202 RET D

HilF 7 AT, DRI D IRIED G E S 4.
keyEncipherment ' R 2358 E SV TW DB H Y £77,

S/MIME FERRE D FEMIZ DV T, RFC 5750 : Secure/Multipurpose Internet Mail Extensions
(S/MIME) Version 3.2 - Certificate Handling 22 L T< 72 &0,

AHRF—DEE

T TA T ATIHERDBPMSLETT,
cRBEA =T EEERLT D00, {5 D SIMIME K 5LRERRE O AR F—,

BB A v =V EREET 27200, EEE D SMIME B4 GEHEFEDO X F —,

IKDONTNPDITFTET, ABRF—%2T 774 T L ABINTE £9,

« HBY®D PEM JERDOABF—2H 55815, Web A v Z—7 = A A £ 721X CLL 2 L T
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