11l

VATLEE

oL, WOBETHRSNWTVET,

GE)

ORI Vg B ENTWAREE -3 o~ s NITiZ, V—TF 1 > 7 OESCNENIZ B %
BE2AHH0OR0, MBS ZITALONEENTWES, ZFEAIZHOWTIE, (8B NP7 RL 2D
A H—=T 2 A ABLON—T 4 7] BBRLTLIEEN,

« T T TAT v ADEH, on page 2

CBEA—N X2V T 4 TTIAT L ADT AR (5—)

*CiscOE A=t x 2 VT (BT 774 T VARBEFA—NT— A DT
A, on page 15

o BRET 7 A ILDOEHE, on page 16

e [(XE 7 7 4 /v (Configuration File) ] 2—<’, on page 21

o T 4 AV AR DOEH | on page 22

etFX 2T 4 —EZDOE (24 X—)

e —B R 7 v 77—k, onpage 26

T T T L —RBLOT v T — FERUGT D720 DFIE , on page 27

* AsyncOS D7 72 L-— K, on page 36

o UE— MERBEADHA L, on page 42

*» AsyncOS D LLRID/3— 5 ~DIE T, on page 43

T T ITAT VARSI ND A vy E—VDIRIET R L ADRIE, on page 45

o VAT LIRFENT A —H DL ZVMEDFRE, on page 45

s T T T AT U ADIRILDOMETR, on page 47

* 77— I, on page 47

e X MU — 7 REMDZHE, on page 74

*SAML 2.0 2l L7z > 7L $ 4 4 (SSO) (81 ~—7)

e VAT I H A I onpage 91

s B a—DHh AKX <A X, onpage 93

« DfEX E, on page 95

« ;K HTTP ~ v & — Yo DR (96 ~<—2)
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B 757 708

DZSN & |

=R TV OFERE AT X ADFER (96 X—)

TISAT7 2 RADEE

UTDZZATTIX, 77T I7A47 o ARNO— RN EREE A i RLICER TE £7,
T T ITAT UADY ¥y NE T B X OFLHE) , on page 2
« BT A — /L DAE L EME D —FFE Ik, on page 2
o —HHEIE L CWDET A — L DF L EUE OB, on page 3

TISGAT AN vy bFOVELUEIER

ATvT1

ATy T2

ATvT3

ATvT4

TTIAT AR, xy MU CEREBHESH LR T, BEXa—HADOA vy -V %KD
PR THEB T ET,

CLI Cshutdown ¥ 7= (X reboot 2~ REMFBHT B0, WebAf » F—T = A AEFEHATETET,

Procedure

[ AT LEPE (System Administration) 1> [ v v b & 7 /4 A~ K (Shutdown/Suspend) ]
EIRL £7,

[ AT I AL —3 3 (System Operations) | &7 3 T, [#fE (Operation) | Km >~/
X UA NS [V v & (Shutdown) | F721% [FHLE) (Reboot) | iR L £,
BAWTW D8, I 6D 2 L < E T TE 5 TOFRKRR 2O HA TA
HLET,

77 4V k OFREEAEIL 30 BT,

[(fEET D (Commit) |27V v/ LET,

BF A —ILDRELEREDO—FFL

ATv T

AsyncOS Ti, BEFA—NDOXE LRUEEZ —FHFIETE £, ROBIEELIFIETE £,
HEEDY AT —E T AT —TDETF A —ILDZIE,
cFFED RAA L EFEBE R AL o~ DBEF A=V ORE,

CLI T suspend =1~ > R&MAT 57, Web f > & —7 = A 2% LT,

Procedure

[T AT L PR (System Administration) 1> [ v b & 7 /4 A~ K (Shutdown/Suspend) ]
IR L ET,

B o x7oEE



| vz27LE8

ATy T2

ATvT3

ATvT4

ATy TH

—BEE LT EEF A —Lo2ELEE0ER [

REDY ZAF—F T AF —TOEFA—NVDZELE—FHFIE L E T,

[A—/VOEAE (Mail Operations) |2 2 a T, —FHEIETABEEE 1T Y A7 —Z8IRL
£T, TTITAT L AEED Y AT —=PHET 2581, VAT —HBLTES A=V DOX{F
PAEILETL L TEET,

FED FAAL VETTEB N AA L ~DEF A —NVORMEZ —FHFIE L E 3, BERIST T,
RONWTIINZEEITLET,

a. TRTOEFA—INOEREEEIET DI, [FAAL /T RAAL L DOFRE (Specify
Domain(s)/Subdomain(s)) ] 7 4 —/V RIZ ALL & AJjL. [Enter] Z#f L £,

b. $FED RAAL L FEIFIVT RAAL U ~DBEFA—NVOBUE ZE LT DX, [RAAL L/
7 RAA L DFRE (Specify Domain(s)/Subdomain(s)) |7 4 —/V RIZ KAAL U £13H 7 R
AAVDLBITETIXIP T RUA&Z AT L, [Enter] 2 LET, oz MU 2iBNY
LB, B~V OT XA N EHEHLET,

BT BB, BRHEIRICEHC B b Z < 58 T TX 5 £ TOHFRKM 24D BEALTA
HLET,

BN TWAEERNFIE LR WS, VAT DI EBICA 7 T4 180 £97,

7 7 4V MEBIEEIT 30 BT,

(fEET 5 (Commit) 127U v 7 LET,

What to do next

—HHE IR L — X2 HBET DR NE > TV AEAIT., —FHEIEL TV AEFA—LD%Z
15 LS DOFERE , onpage 325 L T 7Z& 0y,

—FHELELTWLWEEFA—ILDZELEEDOER

&

ATy T2

ATvT3

—EHFIE L TWOETFA—VDOXZE LREZHRAT LI, [y y MU/ AR
(Shutdown/Suspend) ] X—I F 72X resume 2~ RAEfEH L ET,

Procedure

[ AT 24P (System Administration) |>[Y v v b & 7 /% A2 K (Shutdown/Suspend) ]
R L ET,
[A—/O#EAE (Mail Operations) =27 > 2 C, BT OMREEIZY A —Z2BIRLET,

T TAT U REED Y AT —BNHEET DHE1E. VAT —HLTEL A — VO % i
TEET,

TRCOEA A=, FTRIIHFED1IOLUED RA ALV ~DEFA—NVOBUMEEZH L1,
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v27LgE |
B issBommre~outy -

[RAA /YT RAAL L DFRE (Specify Domain(s)/Subdomain(s)) ] 7 4 —/V KT, %434 5=
IV EBACDTAa &2 v LET,

ATy 74 [fEETS (Commit) 127V 7 LET,

HERONHARE~D Y
A

Caution > ) 7L A2 H =T = A AEMM LT, £IET 7 40 b O Admin 2—H 70 &> b CHEH
R—F DT 74V FREEHEH LT Web A ¥ —7 = A AE721E CLLICHER CE 2V
Bk, HARFOYIBIREEBICY £y F LARNTES N,

TTIAT A ZMERNCBET SR, AR OYIENREE T O R IT IR B R WIEERH Y
FT, HARFOREICY By T2 LICEERW D, 2=y MEBEIT 560, 5ED
MBEZ R T 2 REOTELE LTOAMEHA LT EE&, HATRFOIHREEIZY > F95
EL Web A v F—T 2 A ZAFETIXCLINGYIRI SV, 77747 U A~OFERIMHEH Lcth—
v’ 2 (FTP. SSH. HTTP. HTTPS) 2T 4 —7 &, ER LI BMNO2—F T H o k
DHIBR SN E T, ROFIET, Kk PIEREIZY By FTEET,

sWeb f ¥ —7 A AT, [VAT LEH (System Administration) |>[fXE Y 7 A /L
(Configuration File) ] X—Y D [Vt > F (Reset) | RZ %27 U v 7T [VAT A
EH (System Administration) ]>[> A7 Lty 8T w7 U 4P — K (System Setup Wizard) ]
O [XEEFHRD V£~ b (Reset Configuration) | R¥ %7V v LET,
* CLI C. resetconfig 2~ F&fFHLFET,

)

Note resetconfiga~> RNk, 77 I7A TV ANFT T T4 RBEICH D & X ICOBEMEL 7,
HIRTREOREIC Y By FLTth, TFITA T A TA L TA RBIZREY £7,

RORTYT

VAT ARy " NT v U4 —REFETLET, IOV TIL, VAT LAY Ty
T 4= ROEHESRL T ZE0,
o« A—NEMEEA NI LT, A—NAEREEZERLET,

Async0S D/\— 3 VIEHD R

TTTAT RZBUEA A M= /L ZF TN D AsyncOS D/N— 3 > ZRERT 5121, Web
AV HE—T A AD[F=4 (Monitor) | A ==—75 [V AT L (System Overview) ]-3—
CEMEHAT LN (VAT A AT —H A%HM) | CLI Tversion 2~ REFHLET,

B o x7oEE


b_ESA_Admin_Guide_13-5-2_chapter3.pdf#nameddest=unique_78
b_ESA_Admin_Guide_13-5-2_chapter3.pdf#nameddest=unique_78
b_ESA_Admin_Guide_13-5-2_chapter33.pdf#nameddest=unique_1415

| vz27LE8
EX—LtXay5s7T547 20514122 [

EA—IL X2 )VTA TITSATUVADTAEZUR
e TAEBUVA F— (5—Y)

AV —NYT b NT=T TRV (TR—Y)

FAER F—
« TA A F—DBMNI LOE R, on page 5
e TA VLA X—DE T = RET 7T 4= 3 OHBNE, on page 6
o« HIFR B RE % —, on page 7

FAELUR F—DEME L UVEE

WMBLT 7T T A DEE, TABVAXR—IT I IA T A DY) TIALESERIMELEN
TWAHEREICEA T (DT AT A LED1I OOV AT ATEF—2FAHAT I LI TcxEH
/1/) o

CLIOT At A F—%HT5I21%. featurekey 2~ FEEHALET,

Procedure

ATy T [VAT LEH (System Administration) ]>[7 A &> A ¥ — (Feature Keys) ] Zi&R L £,
ATV T2 77U arDFET

E):g] BIEFIE

FITHDTA B ARF—DAT—H A% [TV T /VE5 <serial number> D T A & L A F—

ForLET (Feature Keys for <serial number>) &7 2 > % it
WLET,

TTITAT VAR LTRITSNTY | [BREF DT A A (Pending Activation) [ 7 > =
T, EETIT 4= a vy ENTWR |V EHRLET,

WA AT ERALET HEIZ U n— RBLOT 7T 4= a v a2 f%)
WL TWAESIZ, S4B AF—T20U X MNC
TFERINEREA,
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B o toxs—osyn—re7s7r—vavoant

B&Y BREFIR
RITFITEINTZTA B AX— %2R | [IREFT DT A 22 A (Pending Activation) [&Z 7 T =
% VT, [FTLWVW¥—%F = v (Check for New

Keys) | hNZ %270 v 7 LET,

NI TAM B AR—DHEIF Y v r— RBLUT
TT 4 R= a3 VEAEDNC L TCORWES, 720X
ROBET = 7 DRNZTA B A F—% X T
0— RT3 ERHHGEITELLET,

FITSNTZTA B AX—2T 77T 47 |[IREP DT A& A (Pending Activation) ]V A K
fbLET T, [ERLI=F—%2 20 (Activate Selected
Keys) 1227 V> 27 LET,

HLWI A2 F—2BMLET [#EED AL (Feature Activation) 17 v 2 > %

FEHLES,
What to do next
EapeRe] =]
s TABUAXF—DE T —RET T 4= 3 O HBML, on page 6
s [(XTE 7 7 A/ (Configuration File) ]X—73’, on page 21

FAEVRF—DEIVA—FETITAR—2 3V DBEENIE

AT

ATy T2
ATvT3

ATvT4
ATvT5

TTIAT AR L TRITENTZTA B AF—FHEICTF v, Furo— RBLW
TI2T 47T DHLIC, TOTTITAT VA ZRETEET,

Procedure

[ A7 L8P (System Administration) |>[7 4 A ¥ —@OFE (Feature Key Settings) | %
EIRLET,

[T7A4 B A F—REDOHRHE (Edit Feature Key Settings) ] %727 U v 7 LE9,

HLNWTA B AF—DF =y 7HERHEZRTHITIE. () ~VTARE L E7 Vw7 1L TL
fiél/\o

REFHEETELET,
EHzEEL RIFLET,

What to do next
EPEREYS

B o x7oEE



| vz27LE8

HR I REF—
AN—hF V7D
M=

mmonsies— ]

¢« T4 A F—DBIMNE L OEEE, on page 5

TA AT —OHIWIRNOIN L85G, F—K%ho 90 Hail, 60 HAT., 30 HEi, 15 HAL, 5
HAi. 1HAL, BEOX—RGFICT T IA T UV ANLT IF— R EEINET, ZHHDT
T— b EZETHIIE, VAT AT T — MBI TS Z AR LTS EE, G/
DWW, 77—k, onpage 4725 ML T 7ZE 0,

(WebA v X —T oA ZA%EMHEHLT) T7EALLI L LTWABBEDHEE — DA ZIHIEA
TN TWDEAIE. A a0 EF-ITVR— MMk E TEKE < a0,

Oz ARV
B (7=
A=K VT RTT TARLTV T DAL F—=T N (9 =)
» Cisco Smart Software Manager TO7 7' J A 7 > A% Gk (10 ~<—)
c TA B ADER (11 =)
« Cisco Smart Software Manager 2> 5 D7 77 A4 7 L ADXFEMERR (12 X—)
+ Cisco Smart Software Manager TD7 /7 A 7 2 ADFEE: (12 X—)
HRRREDEH (13 —)
« WRE L FEEOTEH (13 X—)
cAv—h =V hOEH (14 5—)
77—k (I3=Y)

« JTAL E—RTDOAY—hK TR (153—)

AX—hF VT NU=T FAR VU TEMENTLE, TTIAT U ADTA R A — A
VAIZEBEBILO®E=HTEET, A— N YT NU=T T4V RAET 7T 0 76T 51
IZ. CiscoSmart Software Manager (CSSM) T7 7T A 7 U A&BEkTHMLENH Y £, CSSM
X, AL THEHATATRTOYRAaBBIZONT T A B ADFEME ST 5 — b S
T—HRXR=RATT, Av—h I RAEMHT L&, WAEGEX— (PAK) ZfH L T Web
PA B TEBNZRERT 2O TIE RS, B—D =7 U TRET DL ENTEET,

TITIGAT UV ARREET AL, TTXI5AT L ADT A A%BH L. CSSMAR—F LIEHT
TAV L ADHEHRNEZER CEES, TTITAT VAL VA P—=LENTNDH AT — |
TV ML, TTIAT AL CSSM 28t L, 74 & AOFERRMICET 2 EH %
CSSM A L T, CSSM 2MEHRILA B CE 2 L9 IZLET,
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Cisco Smart Software Manager (22 T3 https://www.cisco.com/c/en/us/td/docs/wireless/technology/
mesh/8-2/b_Smart Licensing Deployment Guide.html ZZM L T 72 &0,

15 H B HIIC
s CHIHDOT FI7AT U AMBA B —Fy MR TEDZ L 2R LET,
o VAT /LA F— AIZRIVVE HE T Cisco Smart Software Manager 48— 4 /L
(https://software.cisco.com/#module/SmartLicensing) TA~— k 7 H 7> F&Z1ERKT 5 H.
Cisco Smart Software Manager 7 7 A & x> NU—27|Z4 VA h—/L L TLEEW,

Cisco Smart Software Manager Dt 52— —7 5 7 > h OVERL F 72 1% Cisco Smart Software

Manager 7 7 A4 kDA A b —/LOFERIZ OV T,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing_
Deployment_Guide.html £ L T 7230,

N

B WHa—P—LiE, A X —Fy MTERH L T DHHE
¥B, BEtE. BXOET ANV~ U oA DR
Bl (AT VIAERITI T T ROWT LS T 5
F) OB L T2 D2 OMOAEGE S NI B A ORI T,

TA B AOHERRIUCET AEREBEHEA ¥ —F >y MIEE Lo Rnktgia—3—
DA . CSSMBRED Y7 & v h Z$2(t7 5 Smart Software Manager 7 7 A ~ &4 7
VIARA VA=A TDHIELTEET, Y794 T TV r—vavazdvrn—F
LTCEALEZKZIZ, A F—Fy FEFHLTCSSMIZT—# =R 58710, 748 A
A —H)VTCREIEBRTEES, CSSMUT7T 74 MI, FHE 27 77 FITEMMICEE
LET,

A\

2  Smart Software Manager %7 7 A K& HT 554
Smart Software Manager ¥~ 7 4 bk Enhanced Edition 6.1.0
ZEH LTS 7Z30,

e kD) 75 v FA4A B ADTFEL—Y—IF, VT v I TIA BV ATAY— KT
A RAIBATT DRENDLY £77,

https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classicx 2 L T 723\,

T TIAT UV ADY AT LBy 7% CSSMDY AT Aray 7 LERIMEEZMLERDD
4, TTFI9A TV ADVAT LI T v 7 ECSSMDU AT AT 1y 7 OTNIE, A~v—
N4 ABEOKRRORE E 720 F5,

B o x7LoEE


https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic
https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic

| vz27LE8

\}

23—t v7rz7 S14tvvvvosx—Tuit ]

G¥)

\}

A B —Fy MIEHREL TT e U T CSSM I8/ T 258, [Ex=a2U T4 h—E R
(Security Services) > [ —EAD7 v 77—k (Serviceupdates) | = LT, 77747
VAICRESNTWAT XV LRI e AT OLERNH Y £5

GE)

AR —F—DE, HTLWPAK 7 7 AV CHBLEIIHES) #%ET 520N, 74
YU ATy ANEER L, TTIA TV ADT7 7 A )VEu—RKLET, 77z u—RLi
%13, PAK ZA~v—F SA BV RIZEBTALERHLVET, Av— K F4 B2 E—RT
. 77 A rDu— R, S4BV R 7y A LOBERES— B 7 > a VTR S L, FEBEE
WMOBBMEH I ET,

T FIAT A L TARY— N VYT "o =T A8 TE2HEMCTHITE. ROFIE
FEITTAIMLENRDHY 17,

BERE AR
AT w71 A<v—K I T7 b Ny x=2T 94| A~—F V7 U7 T4%
YT ORI YT DA F =T (9
)
AT w72 Cisco Smart Software Manager | Cisco Smart Software Manager C
TOTTITAT UV ADRER | OT F54 7 2D (10
)
AT w73 T4t A (BRE¥—) O | T4 AOEKR (11 =—
K V)

AR—bVYIrDIT7 540 TDAR—TILE

ATy T

ATy T2

ATvT3
ATvT4

FIE

[V AT LEHE (System Administration) ]>[AYX— kYT bz 73542224 (Smart
Software Licensing) ] 3R L £,

[A~v— bk VYT UxT T4V T DHEME (Enable Smart Software Licensing) | %7 U v
7 LET,

A=K7 b box=T T4V TOFEMIONWTIE, Av— VYT T =2T T4 Y
VIDEHMOY BT v LET,

Av—=h YT byxT TRV TIONTOREGAIZE, [OK]Z2 ) v 7 LET,
EHRERTFLET,
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DZSN & |
. Cisco Smart Software Manager TD7 754 7 U AMDZ 5k

RDBERY

A=K YT 02T T4V TERNTDE, 7Ty TARVAE— DT AT
DHERENA~— K T4 A E— FTHLHBICHEHATREIZRVES, 773y r7 7148
AT — RO RL—F—DEAE, CSSMTT 7 T4 7V AR, A~v—Kk Y7 |
U7 AR THEREA I TE S 90 H R OFHMmIM A H Y £,

A HIRR RS L OGHIIR O IR ORI, —EORIFE (90 HRT, 60 HFi, 30 HAL, 15 AL, S

HAT, BLOmMEHA) TEMAFRSNET, sHMiIFOR £ 723 TRIC, CSSMTT 7'
AT VAR TEET,

G 79V I9A4 BV RARE—RIIBIDIT I T 477274 AR RMUBET 7747 A
DX RL—F—DFAH, A~v—F V7 b7 T4V TBEREEANCLTH, G
IRt ENFERA, 7939794 BV RAE—RIZB LT 7T 47704 222K
BT TITAT U ADRGEa—F =D, FHMERH A2 ﬁéﬂi# BT 54 7 A
KRaL—PF =N A~ — N T A B AKBEOFMZHLET 25 5I1CIE, VA= L AF— AT
@%L\27~bTﬁ?VbKﬂﬁ54ﬁyx%ﬁmLT<téwoﬂﬁ?%ﬁyxﬁ\ﬁﬁ
BICEHMEECERA SN E T,

\}

(B TITIATUVATAY— b IA VU THBEZANCTDE, Av— T4 BTG
5wl G4BT E— RIZe— ARy T N TERLI Y FT,

Cisco Smart Software Manager TD7 754 7 > A D&%k

7 7 A T > A% Cisco Smart Software Manager (2883 5121, [ AT LEH (System
Administration) | A =2 —TA~V— Y7 =7 T4 U THRBEZ AT D0ENH
vET,

FIE

ATy T [VRATLEE (System Administration) 1>[RAY—+rY T D754 22225 (Smart
Software Licensing) ] Zi®R L £,

RTY T2 [FT7 U AR— i%E (Transport Settings) ] #ZEF T 554 12IE, [fmE (Bdit) 1227V v 7 L
T4, KOA TV arEHATEET,

 [IE$% (Direct) |: 777 A 7 > A% HTTPS % H T Cisco Smart Software Manager (Z [EL{:4%
LET, ZOFTvaid, 7740 NTERSNET,

[NT7 U AR—=1r7— K~ x=A (Transport Gateway) |: 7 /7 AT A% 8T L AR— |
7— b U = A £ 721% Smart Software Manager %7 7 A R #&Hi T Cisco Smart Software Manager
WCEHELES, ZoF7va v EERLEYE. FT U AR— 7 — MY = A £7203 Smart
Software Manager 7 7 4 RO URLZASJ LT 60K %27 UV v 7T 508N H D £,
ZOF T a ATHTTP BELOHTTPS 2% AR — F LEd, FIPSE—FDHE, FT A

B o x7oEE



| vz27LE8

sttrznzx |

RN—=hr 7P —=bhFU =AM FZHTTPS DH LY R—FLES, FTUAR—FF—FT=AI1TD
Wi,
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
MR LTI,

n Ay LTy y VMM LT, Cisco Smart Software Manager 78— 4 /L

(https://software.cisco.com/#module/SmartLicensing) (27 7 A LE4, LW h—7 %
ERT B2, ZOR—Z VO AT 1w > b (Virtual Account) [-X—IZBEIL T [&
% (General) | #7277 ®ALET, 7T I7ATV AHORA VAR U AKGR N—7
vEaE—LET,

B A VAL R b — 7 DIERIT OV T,
https://’www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
ZZRLTIEEN,

RATFYTI TTITAT U RIRY , BlhA L AZ ARG N — 2 VRO 1T ET,
ATy T4 [k (Register) 1227V v 7 LET,
ATFYTE [A~—F YT hU=T T/ (Smart Software Licensing) ] ~3— T, [T TIZEHEE

At ADEKRK

ATvT1
ATvT2
ATvT3

ATv74

NTWBLEE, 2o A A2 U A& FEE L £9 (Reregister this product instance if it is

already registered) | F = v 7Ry 7 AEF LT, TTIA TV AEHRETH LHTE
F£ 4, Cisco Smart Software Manager TOT 77 A4 7 ZAD R (12 X—Y) 2L TL

7230,

RDBERY

WS 1 ' ATy 0 9, [A~— Y7 U T 74827 (SmartSoftware
Licensing) | N— Y THREHAT —F ALK RTEET,

BT O ANERICHET LIZB, TTI9A TV ADWREOD T A o A 2ER LT b
RWGERH Y FT,

FIE

[ AT LEE (System Administration) ]>[Z 4 X (Licenses) ] Z &R L £,
[REDME (Edit Settings) 1227V v 7 LET,

BORT DT A B ATHINT D [T7A4 B ADER/Y U —A (License Request/Release) ] 51D
Tyl Ry A% N LET,

[EE (Submit) 1227 Y v 7 LET,

227058 |}


https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
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DZSN & |
. Cisco Smart Software Manager )™ 5 D7 75 A 7 > A D& §x Rk

GE) FTI7HNETIEH, A—NAIREL EA— L X2 T 4 T IF5AT L ADNT v Ak
HDOTA B AEFMTEET, 2nbDIFA v AT, Ak, k., £7213Y
V—XFTHZENTEERA,

A=A EA— X2 UT 4 TTITAT L ADNY LV AKRED T A & AT
FHMEHARESC o v T A T U RAERIIH Y A, 2L, RART T A T AT
HanEti,

RDBERY

FTA oA, HIRBEE-HBRONI a7 T 47 v AEK (00C) T— RIZZzY .,
£TA4 ¥ A230 BREIOMW TR 2SR S E T, AR L TN00C 1R o HFR o Hif
12, —EOMR (30 Bai, 15 HAG, 5 HAl, BXOERKH) TEINREFRINET,

OOC M THWIRIOFNWIRNWME L &, T4 B AFEHTE T, B2 FHTE R0 E
T, EEICH 9 —ET 7 ERATHITIE, CSSMA—X L TIA 8 AET v 77— LT, &
AEE T OLER DY £7,

Cisco Smart Software Manager W5 D7 TS5 4 7 2 A D&%

FIE

AT9 T [VRTLEE (System Administration) [>[AYX—+rY T rD 75422224 (Smart
Software Licensing) ] Z3&R L £,

RATv T2 [FU2 32 (Action) | Key 7 Z oy URRnpb, [EERfERR (Deregister) ] 3N L, [E
T (Go) 127V w7 LET,

ATw 73 [EIE (Submit) 1227V v 27 LET,

Cisco Smart Software Manager TD7 754 7 V AD B &%

FIE

ATy T [VATLEE (System Administration) 1> [AYX— YT bz 75/4 €205 (Smart
Software Licensing) ] 23&R L £,

RTv T2 [FU23a> (Action) | Kay7Z oy VR ok, Bk (Register) 1%&R L, [EfT (Go) ]
7V vy LET,

B o x7oEE
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gzuzozz [

RDBERY

ek~ 1 AT O\ TIL, Cisco Smart Software Manager TDT 77 A 7 L ADX Gk (10 ~—
V) AZRLTIEIN,

ERETEX RN TV FICBWWTCIE, 7794 TV RADOREEZ VY FLERICT 94T A
ERETAHZENTEET,

CSSM CT 7' IA TV AEBET HANIOIH, T U AKR— FEREEELERETXET,

GE) A3 — A B ABRPEN > TOWDHEIZOH, FT U AR— FREAZERTEE
T TTTAT VAP TICERSIN T DEA. PTAR— MRELZLETDITE, 77
TAT U ADBGRERERT DMER DY £, FTUAR— IPREXZLE LRI, 7774
T AR DLERDY £,

N7 U AR— FREEZETE T 5 J71EIX, Cisco Smart Software Manager TDT 77 A 7 L ADX%F
FAESRLTIIEIN,

FOAE & REFAZE D EH
Cisco Smart Software Manager C7 7' 7 A 7 U A &Gk LI 4IZ, GEELZETH X E7,

.

GCE) TTI9AT U AREFICRGEINT-RIZOL, RiFxEHTEFET,

FIE

ATvT1 [VATLEE (System Administration) ]>[AY— kYT +D 75422 2% (Smart
Software Licensing) ] Zi®R L £,

RTwT2 [FU3aY (Action) ] Key 7 X oy URARND, @bt 7 s a v EBRLET,
RREE ST HEHT
AEE A 43 CHET

ATv73 88 (Go) 1227 Vv s LET,

75—t
WD F U A THBIMPBPEEENET,
cAv—h VYT NUT SA BV UTRIERICEDM LI N

LR LEHE
|



DZSN & |
B x=-tz—vzoroEs

cAV— K YT U=T TA R TOAMUTRIE LT
AHE B A3 PR AR S vz

o FEMEIR 2346 T Ls GRMEIR 38 K OHIRIE TR — & O IFR CT#E)
« ERITBER Sz

o BERIZHRI L T2

« ERICRFES Tz

R R L7

IEHIORRMR S L

o BRERAREBRIC P L 72

« ID GEBIENIERICE R S

« ID REIAE DO FHTIZ KA L 72

* PRRED AR AL 7=

ID FERE DA ZNIR A G 7-

L TTA T AREMET YR OMRNOINT- (27 T4 7 v AEKMETHMFE IO
HARIHE T IR 12— OB TikfE)

BRI BT 5 BAI DA > 2 4 275 LT

AVX—hFI—Cz U FOEH

TFIAT VAL VAR ENTWVWART—FZ—T 2 hOARA—T g U EEHFTAHIT
X, MOFNEEZFEITLET,

FIE

RATv T [VRATLEE (System Administration) 1> [AY— kYT rD 7542225 (Smart
Software Licensing) ] Zi®&R L £,

AT T2 [AR—FI—P Y FOEFHFAT—4H X (Smart Agent Update Status) |27 > 2 > T, [§F
CEFHF (UpdateNow) 1227 VU w7 L, 7rE®RTHEWVET,

G¥) CLI=Z~ Y Rsaveconfig I LT, FRIF[PRTLEE (System Administration) ]
> [BREH < ') — (Configuration Summary) | ZfEfH L C Web A > % —7 = A Af%H
TRELLERGFLE2ETDHE, Av— K T4 BV AHEOREIIRAFINEE
Mo

B o x7oEE
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5528 —ktorv—k 5422 |

9528 E—RTORI—F S1EVR
N

GE) A~—bFIA B AMED Y T AXEHIT, v~V F—ROATHATEET, 77 AX E—
RTCOA~—K FA4BVATIEH, BEOT FI7AT AT A LTAY—K T4V A
ERECTEFET, TTT7A TR0l A L, JTARAEZOMDT 7574 T 2 AZ1DOTHOT
JRALT, ®ADOT T IAT AN T A 7T 52 L A~v—F T4 B AL R E
TEET,

FEACOWTIE, 7 T AZ B L RERREHEEZ SR L T Z &0,

CiscoE A —)LtEFHa )T A HRET7 IS4 7 A REE
AT —=F0TADIAMEVR

BRT TI7A4 T ADYy T v 7 e T4 AF51250Cik,  [Cisco Content Security
Virtual Appliance Installation Guidel] ZZH L T 72&\V, 2O~V == 7 /W&, ICiEdf ST
LHEN B AFETEET,

A\

Note (AR 7S5 A4 7L ADTA VL A%A LA M—IAT LN, T =ANAYR—FD F RV %E
A< Z &, FHREFV AT A By M v 7 U4 P —REFETTEHZLITITEERFA,

RETITSATUVADTA o ADEHHR

WRT FIAT L ADTA B ZAOFEIARNIN TS 180 A, ZDOT7 7747 Atk
F2VT 4P —ERRLTA-LORMEEHATLE Y. ZOBEY, €% U7 1 =R
FH SN ET A,

TA ' AOFEHFRNYIN DB 5 180 HAT, 150 HAT, 120 HaG, 90 HAf, 60 HAG, 30
HAEl. 15 BHAL. S BHEL, 1 HA, BEICORENCT 7— F2AFESINET, /2. BPHEO
BTIZoOW T, RILHEECTTY 7— B ESNET, ik, [ AT L (System) | ¥ A
7. [EK (Critical) JEKRKEL VDT 77— KT, EEIZT 77— FBE< LT DT,
77— hZAEHE DB, onpage 49% IR L T X,
INHDTIT—RMIVAT A v SICbEESNET,

BrDTAELy AX—N, (BT TIAT L ADTA L ALY IR/ D 2 RN
HYET, INSOFEDMBRITSNTEZHEEICH, 77— MR XEESHET,

&R R
AT T T AT A TD AsyncOS DETEIN T A & o AT B4 T T ATHEME , on page 43

LRT LEE
|
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DZSN & |
B =07 rouE

HEI7FAILDOEHE

TTITAT L ANOTRTORET, | DOFRE7 7 A/VTEHTEEST, 2077 A VI0T
Extensible Markup Language (XML) X CHREINE T,

D77 ANFROBEEDTHIETHEATE £

CERET T ANENDY AT DMIRF L, BERBRET —H a2 v 7T v 7T BIORFTE
FF, TTIAT A ORELMEZRTZGS, RELIEEFOa L 7 4 Fab—3a
T AN Te—nA Ry 7| CTxFET,

WO a T 4 X2l —vary Ty A NEX T A= R, T I7A4T VA ORELRRK
EHERLMRTEET, LW IT0HDELIC, XML 7 7 A VA EHFELVZ) 7
TOHEENEENTVET) , BIEOBREIC~AT— T — GEANRYE) Bb-o728
B, ZOBBEEN NI TN 2a—TFT 4 U TICRSLDZ ENH Y T,

WO a T 4 X2l —va T ryANVEX Y a— L, BEEEMATHLET 77947
YARLT vy Fr— RTEET, ZOHAIE, FEMICREDEL 21T O 72T CLI & Web
AVHE—=T x4 ADMEN A8 SPET,

FIPT7T V¥ AZMEH L TREZ 7 ANEERET v T a—R LD, BEZ 7 A NVO—FE
7old AR % CLUCESZRE D AT 720 TE £,

c 77 AMEIXMLIERTH L7280, HET 7 ANVDOTXTOXML =T 47 ( ZEHRT
%, BH#fFF 54072 Document Type Definition (DTD) bHfEffi&ivE <4, XMLEEET 7 A
NET v 7 u— KT ARNICZODIDE#F 7 —RLTCXMLREY 7 A LV ERFETE £
T (XML FRGEY —/idA X —F >y N CRBEICAFTEET) &

XMLEREE 7 7ML EZFR LEE#HDODT7 ITSAT7UoRADEHE

BT TITAT VANSEHEDORET 7 AN EE T n— R L, ZEAXITW, BlOT7 75
AT VAT v 7Fa—RTEET, 2SIV, BEROT FI9A T ADA VA b—/L%&
HHEICEHTX A LRV E7, BIRATIE, REZ77ANVECX V)= T T4
TUYAMBM YU =X T I T A IZe— RTEEHA,

cHLTTITAT UV ANLE T a— RENTEEFORET 7 A Ve, Oy 7' v a
VIHEITEFET, (BHOTFIA T ARED) TRTOT FI5A4 T ATHBET S
NS0y arEEEL, MBI a ORI Vg R T
SAT AR — RTEET,

72 & %X, GlobalUnsubscribe 2~ R&T A N T H7-DICT A MNRETT 7947 A &fEH
TEXFET, 7o —NUEEEILEY A FNE#EUICERE LSRN, TANT I I9A4 T AT
g — NUVEMEIEIERRE R 7 v a v ETRTOEBE T 774 7 o AlZu— R TEET,

a4 xXal—a3arI774ILDERE

TTIAT VATRET 7 A NVEEHTHITIL, [ AT LEH (System Administration) > [3%
JE7 7 A /v (ConfigurationFile) 127 U v 7 LET,

[XE 7 7 A /v (Configuration File) ] X—IIZiX, ROEZ v a URNEENTVET,

B o x7LoEE



gaogE 77 vogassvzszf—+ [}

o [RAEDOFEE (Current Configuration) |: IEDOEE Y 7 A M ERGFRE LR 7 AR — T
LTI L ET,

« [(XE% v — K (Load Configuration) ]: iRE7 7 A VR LT E o — KT5720DIC
EHLET,

c[mr Ra—HFEe—T VA NTrYy 7 YRART—=FX—=2Z (A NA[FHE)  (End-User
Safelist/Blocklist Database (Spam Quarantine)) ] : ibAIZOWTiX, E—7 UV XA B LT
2y 7 JANEFEHLEEERICESSE A NVEEOREB L OE—7 U A M7 ey
JIVANDNNy T v 7 EEIEZR LTI TEZ N,

s [REBWDOYU > b (Reset Configuration) | : BUEDFRE & HimHFT 7 4 /L MEIZU & v
AR LET (VY MNCRELZRFT OLERSHY £7)

\}

Note fumzde — LEFRAEIRE T 7 AL EERAL A7 L—X L HLiz, B &7 PEM R T
HEDonET,

HEEE

« BIEDRE 7 7 A VORAFE LT 27 A — I, on page 17
e AT 4 Falb— gy 77 ADu— K, onpage 18
FRIE T 7 A /LD A —/LiE(E, on page 18

« BITEDORED U &~ b, on page 21

REDREI7AILORESLUVII REKR—F

[ AT LE®E (System Administration) 1> [8%%E 7 7 4 JL (Configuration File) ]=—® [3]
EDERTE (CurrentConfiguration) |0t 7 v a v &HT5H L. BUEORET 7 A VE, 0—
NN AMRIELTED T T TA T A TRAELTZ Y (FTP/SCP /L— k @ configuration 7
L7 MVICRIFENET) . BESNTT RLAICETA— LV TEEFELZY TEET,

WOTERIT, BET 7 A MIATRES N EE A,

cURL7 4 V&V U THEECTHH SNA T —E R LD X o 7 RlFEICHEH S DR E,
o [T 7 = YR — MZWAEDHDE D (Contact Technical Support) ] ~— UIZERTE S LTV
% CCO =—H ID &% ID,

[XET 7 A NVAND/NAT L —RX%[E7 (Mask passphrases in the Configuration Files) ] 7 = » 7
Ry 2% 7V v 7 LT, 2a—HFDONRRAT L=~ A7 T&ET, "ATL—X~v AT
LHEL. TOREBALENTZNRAT L=, =7 ZAR— FELIIRESNIZ T 7 A LT [rksks)
WEEH2 ONET, 7720, NAT LU —ANT AT ST E T 7 A /L% AsyncOS IZFFOY
0— RT5ZLETERNILICEELTLLIEE N,

[BXEZ 7 A NVND/SA T L—X%[279 (Encrypt passphrases in the Configuration Files) | 7 = >
IRy I A% ) v 7 LT, 2=HFDORAT L —X%~<v A7 TXET, KRIZ, ks,
RET 7 ANNOEEREX 2 VT 4 NI A—FEZRLET,

« AEHE DR F —

« RADIUS /XA U —

LR LEHE
|
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DZSN & |

B scorrox—nigeE

« LDAP /XA > RDO/RA T — R

e — ) Z—HFDONNAT— ROy =

¢« SNMP /RS2 — |

« DK/DKIM &4, % —

« J&(Z SMTP i/ A T — KN

e PostX BF={b % —

«PostX Bf 57y NRAT— K

FIP vz ual TR UT g D/RAT—FR
« IPMILAN /X2 U — R

« 7w T —4 % —,30 URL

ZHUZ, saveconfig 2~ REFEHLTCa~vr RIA v A2 —T A ATHERTEET,

BET7AILDA—)LEE

m A N

)

[ AT LB (System Administration) ]>[FXE 7 7 1 /L (Configuration File) | D [V 7 A V%
A —/LCi.fF (Emailfileto) |7 ¢ —/V R&EHT 575>, mailconfig 2~ > R&#H LT, BIIE
DFEEERN 7 7 ANE L T2—WFIZA—NVIEEFETEET,

varvIJrAmo—Fk

[ AT LB (System Administration) ]>[FXE 7 7 1 /L (Configuration File) ] -~X— D [EE
Zwm— K (Load Configuration) |7 v a v ZH LT, ILWREFRET 7747 AT
v— RNLET, T, loadconfig A< FEfEHL Ca~r I A X —T A4 AT

LR TEET,

* configuration 7‘/{ L7 hU L:‘rﬁﬁ&%*ﬁ%?ﬂ L. 7Tvu— }\“g’*éo
RETZT 7 AN BT —HN LU NHEET v Ta— 15,
REH WA B 11T 2,

Note

INATV—APN AT SNTZRET 7 A /WTu— RTEERA,

PITALZE—=RTIE, VIARZELXT T34 TV AOWTNOREE T — KT 50 EEKRT
EFET, FTAIREET— FTDFREICOWTIE, 7T ALENTEZT 774 T 2 ADRIE
DOr—RFEZR LTI,

EOFEDHAETYH, RED EBIZROZ T2 ED H0ERH Y 77,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">

<config>

B o x7LoEE
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avrs®ar—varraroa—F I

. your configuration information in valid XML

</config>

</config> B UH TIIREHEROBRIIEET D LERH Y £9, XMLIEXOMEIX, 77747
Y AD configuration 7 4 L7 kU IZd 5 DTD (Document Type Definition) % H L CHEHTs
LOMEEENFET, DID 7 7 A /L DARIE config.dtd Ty loadconfig I~¥2 REFH L~
LXILa~vwr R IA4 U TCRGET 7 — 3@ Shvizihe, BHidr— REhvEtA, REZ 74
NET v 7a—RTDHHIE, TTITATVAONETDID #4vra—KL, ZE7 71/
EREECE £,

WTNDOFHEDEETH, RE7 7 ANVER (& ENOZ T THD <config></config> CE
FINTMER) FEHRET 7 A LD complete B L N unique 727 v a v (ERROESH
77j)/é\ij’b\ <config></config> &7?‘”:{?@?5%6\) ;’A_—’/( :/7170‘— ]\VC% iﬁ‘o

complete (584%) | &iX, DTD CERSNI-Y T &7 v a v Ofthy 7B IO T % 72k
MEFENDZEEZERLET, L& 2T WONEET v a— NEITMTLET,

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosu

</config>

ZOREE. Ty 7= FRICKHEET 7 =03 A L&, 2721,
<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

<autosupport enabled>0</autosupport enabled>

</config>

ZO%GEIE, BRET T = RAELEE A,

lunique (—&) J &iX. 7y e —RERIFMEVMSTONIREZ 7 ANOY T2 g
N, RELLTEZENTRNWIEEZERLET, 2L 2T, VAT HIX1IDODHRA N LD
DI ENTE 721/‘7%?5{)\ &@W?g (Eék <config></config> ’77%@@’) %7‘)7013“‘ ]\'@‘
HZ LIEFRETT,

<hostname>mail4.example.com</hostname>

FRONBTHFEINET, 2L, VAT ATIIERDO Y AT —%2EHRTE 520 (VA
T LR RDZEET VA T T ANERSNET) |

227058 |}
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RS T EERENTE Y

<rat>
<rat_entry>
<rat_ address>ALL</rat_address>
<access>RELAY</access>
</rat_entry>

</rat>

FROANBLZTZT v 7u— R0 83BEN L Rash, 5B M XTH THIFA]
ShEEA,

Caution

RETTANEITIRET 7ANDY T T a 27 vru— RERITETT 2581,
P ORRREND D, IRESIVTWRWEAERHEEINLIZ EBH Y 9,

RIET 7 ANDT 4 A7 FIROE O L THR, BUET 7 I7A TV AURGFEINTNDT —X D&
FOH NSNS, RET 7 ANVTIREESNTZ YV +—Z &M= T72012, &biHWT—2 Ml
BRrEE9,

EHL T EERENE YT

A

REZFANDE IV a w7 v 7ra— RERIINTT 25813 EENNLE T, #7250
Nk, ar7 4 FXFal—var 7 rANDT v — RRCREDENEEINEY A, 72
L, ZAX 7G5 L, REORENEHINET,

7= & %3,
<listeners></listeners>

FRONEZT v 7Fu— K54, VAT ANLTXTOY A F—0HIRESNET,

Caution

WRETF7ANDY T I varweT v 7a—RL0, 05720 L25A. WebA > 2 —
T2 A AFETIICLINGEIR &, REORET —FPHEINLZERHY EF, Blo7m
fan, YUTNA B =T A FIFEHRR— D OT 74V MREEZFEHLTCT S I74
T AR TE R WEAIE. Z0a~vr R TH—ERAE2 T 4t —7 M LAV TL 2 &
W, 72, DID TEESINLEREH IR LS OS2 WEAIX., Zoa~r RE#HEHALARN
TLEEY, HFILWERETZ 7 A NVET v 7 a— RT LA, BMTRET =X 52Xy 7T v 7L
TLEE,

Ay HITRH) T3 oDIRATL—XOA— KIZDOWVWTHDEESEE

IRATZ L—ANPNNERa T YT A7 ) Fvarrkgirary 74 Xal—vary 77/l bo—
RLESELTH (e xiE FIP Y v v =2 Zfi/f]) | loadconfig 2~ > RIFARP L7 L—
RIZHONWTEELET A, FTP 7 v ¥ 2 VKL, logeonfig =2~ RZEH L TELVWWIR Y
L—REBRETHETEENERINET,

B o x7LoEE
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X3ty b Tva—FsorontoxEsE ]

XFEtEy b Ioa—T 42120V TOEEEE

XML 227 4 Xalb—vay 774D lencoding] BYEIZ, 77 A Va4 T T4 THRIE
FTHIOITHEH L THH Ty MIBRR<, T1so-8850-1] THOHIMERDH Y £,
showconfig I ¥ K. saveconfig I ¥ K. F720% mailconfig =¥ K& T3 D=~
YA—=F 4 TRENT 7 ANVTRESND Z LICER LTSS,

<?xml version="1.0" encoding="ISO-8859-1"?>

BESTIE, oz a—T 4 v T eFORET 7 ANTE T Er— R TEET,

BhEEE
« IV ITAZMNEINIET T IAT S ADREDH— K

WMAEDHREN) Y b

BEOREE VY FTBE, T I9AT U ARTOHGRFT 740 MEICEY 3, VtEw
NS ARNCRELRET ALERHY £9, GUU TZORZ VEHERALTREEZ Y Y hT5
ZEE, VT ARZ Y U TBRETIIY AR — IR TWERA,

HFTREOHIHPRAE~D V& >~ F,onpage 4 S L T2 &0,

REI7AILDRTR

BET 7 A IVOFERIL. showconfig 2~ REFEHL CORLERTEET, showconfig &% &/
RiX, BIEOREZ®EmIZH ) LET,

mail3.example.com> showconfig

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--

Product: IronPort model number Messaging Gateway Appliance (tm)

Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

p—

% 7 74 )L (Configuration File) 1 RXR—
« RIET 7 A VOEH, on page 16
o AR DGR AE~D Y &~ I, on page 4

s =T VRANTuY I YANDNY T v T
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T A4 RV EBOEE

s (IET 7747 A ORK) HEHATHEIRT 4 A7 FIROHENN, on page 22
o T 4 AV FEIROMEHBEORTI LOEID 24T, on page 22

« ZOMD T F—H DT 4 AT FHIROE PR, on page 23

« T A4 AV FEICBAT 5T 7 — R DZAF OffERE , on page 24

(RBT7TSA4T7 R DH) EHATIEELR T « X fEEDE M

\}

ESXi5.5 BLXONVMFS 5 2F(TT AT 7T 4 7 A OE. 2TB 22 57 A7 fHl
EEINBTHZENTEET, ESXis5.1 2FITTBHT7 T4 T A OEEIL2TBIZHIR I
ij‘o

BT TITAT VA A AL AT 4 A7 B BINT 51213, ROFIMEEZFETLET,

Note

ATy I
ATy T2

ATvT3

T A AT FEIROBIII T AR — F ST ER A, FEIC OV TIE, VMware D~ == 7 L &S5
HRLTLSEZN,

XL &HBHII
WET2BINT ¢ A 7 SRk 2 H BRI L £,

Procedure

TTIATVADA VAL ALY SEET,

VMware DT 22 —7 4 VT ¢ F7TEHY — NV EER L TF 4 A7 FE B L ET,
VMware D~ =27 /L TRBT 4 A7 BEDOEEIZHT HIFHEZML TI7Z &, ESXiss
BT 5 Z oL, VY —ADKEATIL, http:/pubs.vmware.com/vsphere-55/index.jsp?topic=

%?2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FDODE39ES57.html
TZMARET LT,

[ AT L8P (System Administration) [>[7 4 A7 ¥ (Disk Management) JIZBE) LT, &
HNENPRKMINTZZ L 2R LET,

TAARAVEBOERARORTELIVEYSET

TTIAT U AET, BEATHEN SN BHIEEICT 4 A7 HBEEIV Y THZ LT, T4 A2
Rz RELTE £,

B o x7oEE
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| vz27LE8

zotns +—s07« 2o agogE |

S

RIEFIR

ReRRLET

UTTEET

e KXY —ERADT 4 AV [ AT LEH (System Administration) |>[7 4 A7 F# (Disk
W —5 EBHEOMH

WD THLT I TIAT A
TT 4 A7 fEIk & FE Y

Management) [ IZB8E)L £,

T—42 R a— LOFEH

« F—ERAOWE LBIB L OANRLBEOSE S, Kbl
W — X N EEBICHIBR S E T,

ARV — UANA T U RT LA VREEEOS S, R
WCRRESNTT 74V T 7 v arynFranEd, @
BEA v E—ICHBIMNICEH SN T 74V T 7 v a
VEZIRLTLTEEN,

« TOMD Y F—2 ORE . ETFETT —F ZHIFRL T,
RETHH LN +—FZ TED X IHEHEEZHS L
EFT, TOMD T +—2 DT ¢ A7 FIHOE R, on page
23 BT ZE0,

TOMDY A —3DT 1« RV EBDEE

FTOMD I —Z IV AT AT = ea—VF F—2REGENET, VAT L T—XTHIER
TEFHA, BEHTE22—Y FT—RIFROT 7 AN ZALTNHY £,

EEXR

FIE

ay 7r7 A

[V AT LEH (System Administration) ]>[1 2 7227 )~
v = > (Log Subscriptions) | \Zf&#) L T,

cloul Favr NUBRLT 4 AV FIBAEHEELTND
MERERLET,

cERENDZTRTOR T VTR YT a U RKLETHD
e MR LET,

o MELLL BIZEEMZe e 7 LU IZ o TN E R L E
7

 HRERB AR, v— L F— =T 7 A P A XE/NEL L
£,

Ny bk Ry T Ty

[~V7 LY AR— 1k (HelpandSupport) | (& L3504 MI4FUT)
>[Ny b ¥ 7T v (Packet Capture) | IZFE8E) L E9,
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mail.example.com> updateconfig

B o x7oEE
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TOFLH—NEDEEEEET 2-00BFA—Ls—rvz108E |

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Timezone rules

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images): Update URL:

Feature Key updates
Timezone rules

Enrollment Client Updates
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

http://downloads.ironport.com/asyncos
Cisco IronPort Servers
Cisco IronPort Servers

Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Timezone rules

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

(1>

JOX Y —/NEDBIEZEETI-OHOEFA—ILT—FOzA4D

oo
axX A&

BRI TRNT X o —REFEH L TG, TueX L itlEOBLIHENT 5 CAREH
EETTIATUVAGEMTEET, 2K, 77794 TR E7a X — @G %2E
WELUET,

ZOF Ty a MR T DL, updateconfig 2~ REMHLET, ROBNX, D473
VERERRT D FiEE R L THOET,

227058 |}
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mail.example.com> updateconfig

Choose the operation you want to perform:
- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:
- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections,

Trusted Certificate for Updater:

Paste cert in PEM format

(end with '.'"):

blank to quit

MMIICiDCCAfGgAWIBAGIBATANBgkghkiGOwOBAQUFADCBgDELMAKGAIUEBhMCSU4x

DDAKBgNVBAGTAOtBUSENM

Choose the operation you want to perform:
- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.
- DELETE - Delete a trusted certificate for updates.

(1>

AsyncOS D7 v 745 L— kK

Procedure

Command or Action

Purpose

ATy T

FEFEITLTOARWERIZ, TTo
TTTF= T T T L= ROy
n— NIZHEH SNDREZITV. b
DOH v v— REHR— kL TEETE
FBTEEHIcxy hUY—T%EY b
Ty LET,

Ty 77— RBEIOT v 77— F &
BT D7 DFE , on page 27

ATvT2

Ty 7T L— RHOMER RTREIC 72 % R &
MR L. A A M—=ILTH0E D aik
’_‘KE_‘L/i#O

R ARE72 T v 77 L — RO, on
page 37

ATvT3

KT v 7T L— ROFITHIZ, HEX A
7 LHESE R X 7 B FEITLET,

AsyncOS OT v 77 L— KD HEfj, on
page 38

JITGAARNDOD~ DT T T L— R

ATvT4

Ty T L— REFITLET,

TyT L= RDFTrm—REAf A
—/v , on page 39
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| vz27LE8
55248k snt=v27 407 v T L—ERizonT ||

HDISRRAELENT-ORATFLDOT Yy THL—FKIZDNT
I IR ENT~ BT v ST L= RTBGAIE. VT AXNDO DT v T T L— R
LT XN,

Ty ITTL—KRFIERD/AYF a2 RIZDWT
T T T L—REEAON T a<r ROFEMIZOWTIL,  [CLIReference Guide for AsyncOS

for Cisco Email Security Appliances]
(http://www.cisco.com/en/US/products/ps10154/prod command reference list.html) ZZ:[f L T<

EEW,
FERTEERE Ty T L— FO@EH

F 7 4V F T, AsyncOS 7 v 77 L— RINT 7T A 7 ATHEMARER A, BHEEB LY
HE OMERRZFF o2 —FIZIE, Web A v ¥ —7 = A AD_EFIZBHANEREINET,

I AR =TI, BIE—FRa A L TWAS P T7 7 a vyl snE

—§—O

B#Y BREFIE

B OT v 77— ROFENEHRER T | 7T v 77 b— R@AEIC T — Y VEHGbEET,

%

HHTELTRTOTY v 77 L—FROY X |@HO FHERKMZZ Y v 27 LET,

FRRT D

BEOBEMEMAL S THERENZZ Y v 7 LT EHNZIEE (Clearthe

LT TS L RIS AR A B & rgt;ﬁcuatior;) ii%ﬁﬁﬂ LTho, AL D (Close) ]

T TS IAT AR O@EE R LE 7 °

A,

SO E R IET S (FEEHEREZ RO |[[FBT 7747 A (Management Appliance) ]

2= D) >[ AT LEH (System Administration) ]>[3 A
T LT v 77— (System Upgrade) ]IZFH)
Lij‘o

£ ~ . O N > -~
ERAREERT7 vy TJ L— FD@EAI
F 7 4V F T, AsyncOS 7 v 77 L— RINT 7T A 7 ATHEMARERSGA, BHEEB IO
il OWR A > —WIZiE, Web £ v Z— T = A 2D FEIRANERINET,
JTGAR =T, BIEa— R e A LTWAS P77 a RN EASE
j— o

LRT LEE
|
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DZSN & |

. Async0S D7 v T45 L— RO %A

S BAEFIR

BFDOT v 77— ROFEMIGRERTRT |7 v 77 b— Rl —Y veabEEd,
%

FEHTE LT _XTOT v 77 L— KDY A MO FaERkHZ7 Vv 7 LET,
FERTTD

BEO®EMEZHAL 2 TrERHMZ27 Uy 7 LCHBHEEE (Clearthe
BT 7 L R AR AL e B & notification) ] ZER LT/ 5, [FAL S (Close) ]

A,

S0 E R IET 5 (FEEHEREZ RO |[[FBT 7747 A (Management Appliance) ]

2—FDH) >[V AT LB (System Administration) ]>[3 A
T LT w77 L— R (System Upgrade) ]IZ/HE)
[/ i j—o

AsyncOS D7 v 745 L— FD#(H

ATy T

ATy T2

ATvT3

ATy T4

NANTZ7T4 AL LT, ROFEEFATLET v 77 L — FOUEREHEE L £7,

Before you begin

J—=7Fa—NOTRXTOA =% VT LES, V0 Fa—27 VT7HETIIT v 77
L—REETTL2LITTEEEA,

Procedure

XML#EETZ 7 ANDE TRy 7 A7 LET, MONOEEBETT v 77 L—Kgio ) U —
AZETHEAIL. 2077 A ABNKLETT,

=7V A NTay s URAMEBEFHLTWDIEREE, VANDODA TRy 7 A% ) AR—
FLET,

TRTOY 2 F—%2—REILLET, CLINOLDT v 77 L— REETTEHEE813.
suspendlistener 2~ > R&AEH L ET, GUINLDT v 77 L— REFTT 5561, U AT —
DOfEIEN HEIICEI TSN E T,

X2 — N/ BHETRHBET, CLI D workqueue I RTU—7 F2—HND A vtE—T%
EERTHN, rate I~V RCT T IAT UV ADA v =2 ) —Fy NEE=ZTHI LN
TEET,

Note Ty T =g, BFORY A=A 2= ML ET,

B o x7oEE
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7y ITTb—

)

FuIoL—kogyrn—reqvz b= |

KoAHoaO—KEASA R =)L

LEOBETH U m— KE A VA M—AE(FI 0, ANy I F T L KTH Y m—F
LT A h—ATEET,

Note

&M

ATy T2
ATvT3
ATvT4

AsyncOS % Cisco IronPort #—/313 6 TR =L =06 [ BIOEETH T om— R
LT T T L= RTL5AE. Ty 7L —REIF v e — RRICHEIZETSNET, 7y
T L= R 7 uat ZOBRMBEIC, AT 10 BRFERSNE T, ZoNT—nFE RIS T
LT, Cul Zf L7RETCa2Md &, ¥ v rn— ORI v 77 L — N nk 2%
BT TEET,

X L& BHIC

«Cisco PHEET v 77 L —ReFdvrua—R35a0n, $dxy NU—7 EOHS— 300
LT T TVL—RA A=V %BFANTEINETRLET, KIZ, BRLIZAFXEHFR— |
THEIICRYy NI —FI 22y Ty LET, LT, BIRLIEATENST v 7T
L—REAFTIHEDILT T IAT U AERELET, Ty 77 L—RBLXOT v 77—
NS T DO DRE ,onpage 2THB LT v S 7L — RBLOT v I T —bhaX 0w
02— R 57200 —/\FKE ,onpage 312 L TS Z30,

T, Ty T T VL= REA A=A T DAL AsyncOS DT v 77 L — RO Ui,
on page 38D FIHEZ FATL £,

« I TABINT VAT LDT v T T — R VA N—NVT 55T, 7T AXNO~
VDT T — RESRLTIIEIN,

T T T = REXTa— RTLETOGE, A A M—/LOUEFNE T T 5 F TOH
EMIEH Y THA,

« 7 w77 L— K#I%, FIPS T— R TIXTLSv1.0 i C& <o 94, 7=72L, 4E
WL T, TFI9A T ATTLS VIO ZFHOENITHZ N TEET,

Procedure

[ AT LB (System Administration) ]>[2 AT A 7 w77 L— K (System Upgrade) ] %%
RLUET,

[7 v 77 L— K47 a3 (Upgrade Options) | %2 Vv LET,

[T 727 L—NR (Upgrade) 1227 V7 LTT v 77 L — KXok Z#ERET,
WROFT v a v R LET,

B BRIEFIR

1 BOEETT v 77 L— D |[[F 7 r— KLTA A h—/ (Download and Install) ] %
Bora—Ref VA N—=NE|IY v T LET,
RS FTIA YR =T EF T n— FLTO55E

z TZEL T a— RLTWHEA, BEfFO
Foyrma—Ra E#HEEXTLLIROLNET,

227058 |}
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DZSN & |

B 777 —rogvon—reqozt—n

ATy TH

ATvT6

ATy F1
ATv78

B#) 1BEFIE
Ty T T —=RA VA N—=TF%|[FT7a— KD (Downloadonly) | %227 U7 LET,
AT TS FTA YA =TSy n— FLTOHHA, BFD

Fyrn— Rz bEESTLXIROLNET,

AVAS=FFY—EREZHMTH LR, Ny T T T
7R TCHE 7 u—RLET,

HFora—RLiT7 v 77— |[nstall (f>AR—)) %7V 7 LET,
FALAN=T%A A F—)L

75 BT O BIT SIET

IDFTaiE, A A M=TRE T a—RFERTH

A4 AR —=/F 2% AsyncOS D/X— 3 %, [4 A h—Jb
(Install) 1 A7 a O FIEREINET,

Do — RLEA YA MN—FTA LA N—NT285%kx, FRARERT v 7T
L— RO U R KMND AsyncOS DN—T = U2 RIRLE7,
A VA N —=NAHDGE, RITHENE T,

a)

b)

<)

BHEOREET 774 7T A ED configuration 7« L7 ks VITRIFT 20 E ) @I L
\iﬁqo
AT A X2l =T ay Ty AIVTRAT L =R~ A7 TENEIDERIRLET,

Note YA SNIEANAT U —=AREHMINTZa T X2 b—ar T A,
GUI @ [3%7E 7 7 A /v (Configuration File) ]X—3"X° CLI ® loadconfig =~ > N
MbBue— RTEEHA,

AT 4 Fal—ar Iy ANDA =B AN TEETLHEIL. 77 A VEE

BT2BBFA—NT RLAZANLET, #EOEFA—NLT RUAZIEET H25E1L.

A~ TR £,

[#i1T (Proceed) | %27 VU 7 LET,
A VA M= VFOEGE RIZHENET,

a)

b)
<)

a2t T a s MUSETEL LI LTLEE N,
AT AE TR T I NET,
NR—=VOEHOFEIT, BRFRNA—NERINET,

a7 T, [T CHER) (RebootNow) |27 U 27 LET,
1091, TTF9AT L RACTZ7E8ALTRI A LET,

Ty V— ROMBEEEETD12DILT 7 T4 T AOBREFRATLILENH D &
Bon 2583, FEB% 20 5 E2E L AL FHRA LTI ZE 0,

B o x7LoEE
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What to do next

s v AR EANTEES. TRt AERFHTALERHD T
T T T —REFTLE—FRLTA YA R LENSTEEAITIKROLEEBY T,
Ty T TV —REA VA=V THERRTEZE, [HEODHHIT] OEOFHRESMHE
DRDFNEE TN HFITLETH, [ A b=/ (nstall) |47 a 28R LET,
T T TV —R&EA A M=V LA, RO EBY TT,
o« JRAF—HFHOA 2 —7L (FHH) IcLET,

CHLWS AT LADORET 7 ANVERFELET, FFMICOWNTIE, RET 7 A VOEFE,
onpage l6ZZHL T ZSV,

T T T L—RNETLEL, B A —% A RX—T M LET,
NI G590 R Aoo0—ROX vy o )LERIFEIBRAT—2 ADERT

Procedure

AT T [VAT LEH (System Administration) |>[3 AT A 7 w727 L— R (System Upgrade) ] %%
RLUET,

ATV T2 [Ty 77— RAT7a (UpgradeOptions) 1 %7 UV v 7 LET,

ATYT3 ROFT v a v 2RIRLET,

S]] BRIEFIE

Hra—RAT—HADR | X—TVDOHFREHERBLTLIEIN,

" BT OF Y n— FBEOF T m— FR5T LTA v 2
=N ENDDEREFSTNDHEDONR2WGEAIE, #va—F
DAT—H AERITF RSN EE A,

Foyra—RKOoFxFxyreL | NX—=VOHRIZHDL, [V ra—RK&EF ¥ &/ (Cancel
Download) | RZ v %227 U v 7 LET,

ZOFXTvasiF, Frurn— FETRIZORRRINET,

Fyra— RISl A | RX=UOHFRIZHD, [77 A /VEHIFR (Delete File) | 7R %
k—Z OHIBR 7V w7 LET,

DX TaNE, A VA N—TRE = RENTWDHE
BlLORFRINET,

ATvT4 (EE) 777 VL—RK ol %kERLET,

LRT LEE
|
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B = rz=rEgioamt

) E— FERBRADERE

TTIAT VAV —VDERZVET— I TU vy b HHEEITZ. 80BLN90 Y —X n—

R =7 TCOMMEATEFET,

TIIGAT ADOEREYE—FTY NERAY IOk varyTHHINTWDLFE
EZMEH LT, Z OWEEE Fail ﬁﬁmb\ﬁﬁbfk<%%ﬁ%0ifo

[ L& BHIIC

cHADY T— FNEFRBEHA (RPC) R—hr2tXaT 1y NU—ZICHERE, 7—7 V850
LET, sEfllc VTR, "—RU =T A VAL —var g ReEsRLTIEE0,

s T T AT UA—INVEBIRT DIEDITMBERR— M RE, T I7AT U ANRYE— |
T RARRETHD Z EEMRLET,

« ZOBREAMEHT IR, FHOV E— MNEERBHRALN VX —T oA AD—ED IPv4 T
vawzgrf DA VE—=T A AL, ZOEIZ Y a rTHBEAENTWAFIETD
FHEXEFRETT, ipconfig 37/]"2@% LCEETHIEIITEERA,

« T T TAT L ADEREBFERANT ST, Intelligent Platform Management Interface (IPMI)
N—=Ta20% %R — FT5T7 3, AZEFTX 50— FN—F 8 — LRV,
ZORIRY—NEFEHTEDLLIICHERHINTND I MR LET,

AU RIA AU E =T 2 A ADT 7B AT BEEMMZOWNTCIL, CLIOY 77 L
VATA RESRLTIZEN,

Procedure

RTYT1 SSHEIFIVI TN avy— AV R— afHL T, av NI A X —T oA ATV
A LET,
ATv T2 EHEHREFEFOT IV bR LT A LET,
AT T3 LUToa<wr REALET,
remotepower
setup
AT9T8 Tar 7 M- T, FNOEREFRELET,
a ZOMRESHOIPT KL2AE, Xy h~AZEBIOF— T =A,
b. BEROBFBRAa~Y REFITTIHOICHERLI—FHZERAT L —X

NGO LT NE, T ITAT UV ANDT 7B RAMEHTAMO 7 LF v L
ZIEE L EHE A,

ATw 75 commit # AJJL TCEFEZRFELET,
ATYT6 BEXTAN LT, T79A T ADEFREZ)E— N TCHEHTEALAZ L 2R LET,

B o x7LoEE
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Async0S D LUETIDN— 3 v~nEw [

ATYT1T AL LT AR, ffk, WOTHMHTEXAZ L2MRLET, 22213, 20
WERERGINRE L, ZOX AT BFITTI2MLERLLEEHEN, LBERI LT vy )b
27 7 BATEL L9 LET,

What to do next
REEIER

T IIAT U ADERDY)E—F > b

Async0S D LIRID/N—2 3 U~DETT

AsyncOS 1Z1%, BRIFIT AsyncOS AL —T 7 L AT L& LRI OFRER HD B RIZRE
TREREN D D T,

BErTOEE

T TAT AZET D revert 2 ROMAIL, FEFITHEN 2B £5, Zoa~
VRIETRTOREL TBLOTFT = R_R— 22 WELE+, A L X —T =2 ADFR v b
T — I EROBDMRIESINE T, hOTXTORy N —ZEREFHIBRESNET, b, #
TET T I7AT VARFHRESINDETA—NLHEEZFHLES, Z0a<wr Rigxy hU—
I RELMIES D720, revert 2~ RE2FATT DGEXT 774 T A~y e —7
VT 7 ANRBBET/eN £,

A

Caution F | oD "\—I g0 Dar 74 Xal—ar 77 AANKETT, a7 4 Fal—i gy
77 AV L EBEILSH 0 £ A,

BT TS5A4 T2 ATDAsync0S DETN S A 2 RICHEERITT AIHEMH

AsyncOS 9.0 for Email 7> % AsyncOS 8.5 for Email (ZETE L72FE., T4 B AFEFEINEY
Mo

AsyncOS 9.0 for Email 7> % AsyncOS 8.0 for Email (Zf5C L7236, 7774 7 U ABEFX =2
T A HRE7e L CA— L ZEME T2 180 HHIOMFWIRIZ /< 720 £,

ELo0560, 7480 A F—DOFMWIRIIERE S NLEE A,

&R R
AT T TA T U ADTA B ADHHMNR | on page 15

227058 |}
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. Async0S DET

DZSN & |

Async0S D1E T
Procedure
ATYT1 RLEOR=VaOREZT7ANDNGDDZEZ2MR LTSN, RET 7 A VI FALAH

ATy T2

ATvT3

ATv74
ATV 75

ATvT6

ATy T1
ATvT8

AFvT9
ATy 710

ATvIN
ATvT12

ATy 713

MEIZH D FHA, RET 7 A NVERET DI, 774»%*%%%wfl%#§§_%hf
L0, 77 ANEFTP THEMSLET, fEMICOWTIX, BRIET 7 A /LD A —/Lik{5, onpage 18
FHRLTLIEEN,

T TIA TV ADBIEDOREDN Ny 7T v 7 at’—%, (RRAT7L—X&~<A7 LARVWIEE
T) O~ ATREFELET,

Note ZDat—ix, X—=VarErRLEBIIE—RTEIRET A NLTIEIHY A,
t—T7 VA NTry s )R MEREHFATAIEAIEL. E—7 VA N7y RN T—H
R—=2%RO~ AN AR —FLET,

A=) X a2 —NEIZR D5 ETHBET,

N—=a v BRTT T IA T ADCLIICa 7 A LET,

revert 2 2 ROFEATRHZIZ, WS O OELE T 7 MRS hEd, ZhboZEE e
PTRMNIRETSHE, IV arERTEESBBLET, ok, EilcmiF %
EIERETTAET, X7 o 22 LAV T EE0,

CLI 5 revert 2=~ REFITLET,

Note Bon7 vt RAXKREF OB T, BILNE T LT, T I9A4 TV A~Da
V=T 7 ANEORIARREIZ /R D F T2, 15 ~20 0000 £97,

TTIATAN2MEY 7= T 5FTRHLET,
~ v rn2mEERE L5, Y 7L a3 Y —)LCinterfaceconfig 2~ R&H LT,
TIRAFRERIPT RVAEZA LV H—T x4 AIEELET,

BRELIA LV H—T =2 AD 1 DTFTP £72IX HTTP 2 A4 X —7 /LI L £,

B L7 XML B E 7 7 A /v % FTP THSG T 572y, 721X GUIA F—T = A AIZHED fHT F
D

RLEDNR=Va D XMLREZ 7 A hEun— R LET,

=7 VA NTay 7YX MEREMERT 561, E—7 VA NTry 7 VAN T—4
N—2R% A R—FLTHEHITLET,

EEEHRFELET,

BINFET LT 747 AL, BRI AsyncOS N—V a VEER L THEE L E7,

B o x7LoEE
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FISAT VR ICERENE A ve—o0EET KLoBRE |

O m— ~ — > o~ Y = >
TFISGATVRIZEREND A v E—DVDRIET7 FLR
=L
MDEXTE
AsyncOS IZ LT, DX A IV T THEREINDA—NDTZ X —T K EELRETEE
—é’_‘O
+ Anti-Virus &%
ALYV~
* DMARC 7 4 — K/ 3w 7
« BH (notify() 33 L O\ notify-copy() 7 +« /v & OEWME)
 fREEEE (B X OMRBEEEEREICB T2 Tae—%(E) )
s LAR— b
s ZDMDTRTDAvE—
BET RLRADOERR, 2—%, BIORRNAAS VAEBETEET, NAAL AIRES— b
VA RAAVOMERZRRT L2 TEET,

VAT ATHERESNIZE T A= A v E—VOEIET RV A% GUI %7213 addressconfig =~
Y REHEHLTCLI CAEETEET,

Procedure

AT T [VAT LB (System Administration) ]>[IZ{E5:7 K12 (Return Addresses) ] ~X— Y DJIEIZ
HEHET,

ATy T2 [REDHwE (EditSettings) 1227 V27 LET,

ATYT3 1 DEFTEROT RV A~DER

ATy T84 BEREEEEL, RIELET,

DATLIREBNTA—ZDLEIMEDEE
B DTS LT, CPUBMERDAERE S 2 — DA A v E—VHAY, TTIAT LV ADE

FIERREARNTA—HFOLEWVEEZRETEET, BESNLELEVWEEZBZT-HAICT
F— b EEETDHIEIC, TTIA TV AERTTDHI L TEET,

\}

Note CLIZEMAL T AT LADNLA NRTA—HDLEVMEEFET HITIE, healthconfig =~ >
REMHLET, SOV T, CLIOA T4 >~ 7213 [CLI Reference Guide for
AsyncOSfor Cisco Email Security Appliances] ZZ&M LT 7Z2E 0,

[Z L& BHIIC

LRT LEE
|
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B o x7ismis51—s0Lz0EORE

LEVWEZEERSRELET,

Procedure

ATy T [VAT LEH (System Administration) ]> [ A7 ADIRRE (System Health) 1% 27 U v 7 L&
7,
ATy T2 [REOHE (EditSettings) 127 U v 7 LET,
ATV T3 KOS T arERELET,
cCPUFEHEOLXWVMEL VAR ELET (—kLN)
BED CPUEHRNREFHD LEWVEEBRTHEIC. 77— EaZETHNE I M
ERELET, ODOT 77— MR EEINTE, ROOT 77— MR MU T—SNTHh5 15
SYUANIC, CPU SR NBENES 2 5% B2 72354, BIMOT 77— MR ESHET,
Note A— VB 1t AD CPUMFHRIFIZH ST, 26D T7 55— "R U H—
INET,
cATY R=V RU U ITOLEVELLERELET EE) .
BRI AT Y AT » FERHERNBEFLO LEXWMEZBIT-BAC. 79— Nae2{ET
BINEIDERELET, UIDOT 77— "N EEEINTHE, AT IRX=TURAT B IN
BOIOT 7 — & M) H—LTEZ150% B2 7256, £712155 07 77— FMEROH%,
BNOT 7 — FREEFEEINET, FliE, LEVEDR 10 ICRESNTWDELE,
e AEY AU TERARN 10.1% IZETDH &, AIIOT 77— IR FEINET,
e AEY AU THERHEN151%IZETDHE, O —ET I — MR EEINET,
NEEX 2 —DORERAvE—VHEHOLEIVELNLEZEELEST (X ve—T%) o
Fo fEEF 22— DA v —VHENREFEHSDO LEVEEZBZT-5E6. 77— Maex{E
TENEINERIBELET, HRAUIOT 77— FREEENTH. 15H5LUNICEESF 2 — DK
KA —=VHEHNBRYIOT T7— 2 N H—LIEE 150% B2 7238548, BT 77—k
DEEEINET, & 21T, LEVVED 1000 ICHRESNTWDHES.
AEEX 2 —DRRA v E—UHN 1002 IZE L E X2, BEVOT 77— MREEIR
F L7,
15 UMICHERE X 2 — DR R A v =N 1510 10T D E. 79— F0RB9 1D
EEINET,

Note COBREDT 7 — MITANT, VAT AT TI—hBTAVIIELET,

RATYyT4 BEREAEREFL, RIFLET,

What to do next

COMEEDT T — FNERELTEEAIL. VATALAT T— MIBEINTWS Z L 2R L TL
EEV, ZOFBUZHONWTIE, 77— FAEF DB, onpage 49 ML T X0,

B o x7LoEE
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77547 200w |

TFITS5AT7 O RADIKRDIESR

\}

AIVAF =y VHERER LT, 7794 7 v ADOREZ R TXET, ~"NAF vV 5E
17758, BBEORAT =X A0 7 ORKET—4% (K3IVA) BOoWrSi. 7774 T AD
eI SN E T,

Note

VAT ATCIONNEFERITTAICE. AT—FA2A a1 AU Lo S—=208EGFENT
WAVENRH D £77,

~NIVA F oy 7 BFEITTDHIT

*Web A V¥ —7 = A AT, [VAT LEH (System Administration) ]>[3 A7 ADIKEE
(System Health) ] ~—ICBEI LT, [~V AF = v 7 Z%1T (Run Health Check) | % 7
U7 LET,

« CLI G, 21~ K healthcheck #3fTL £,

IHTRERIZE Y . WBERT AIZV AT A TROMBEN 1 DPL EFA LI E S iR SivE
B

« U Y —=ZHIFKET—F

o A— VAL D IR SE

» High CPU usage

s EWAE U AR

cEWAEY RX—=T AT BT

NAF 2y JIZBWTC, T7I7A47 o ATLEREOMEN TS ERAEL THWD Z ENRSN
e, VAT LARELZMER L TELT 5 2 &2 Mat LT ZEW, FEMIZ W T,
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118881-technote-esa-00.html
AL TS TEEN,

77— A vE—VITHBAER SN OEEE T A — VA yE—UTHY, 77747 A TH
BT AR MTETOHERPEENTNET, ZRHDAXY MII~YA T —nH AT ¥ —
FTOHRBEE (FLTHEKRE) LIARDY, —RICT T ITA T ADRFED AL R—F
MEIIERBICEELTWET, 77— NMI, 777947 A ThSNET, HETLHT
T—hMAvtE—UVOME, ERE, BLXOEET 22— Z2IEFITHEMR LNV THRETEE
9, 77— hE, GUI D [V AT LB H (System Administration) ]>[7 77— b (Alerts) ] 3—
¥ (F£721% CLI @ alertconfig =~ > F) TEHLET,

77— FDEXRE

77— I ROBEBREICWE> TEESNET,

227058 |}
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DZSN & |
. AutoSupport

7 UT 4 v ISP HETT,
MG ARESK D UPRERMEE T T — IR LIRS B Y F

W TN ADN—T 4 CRERETAEK S LD 1E .

o <

AutoSupport

F RV A= EAEBDOV AT LEEORFEZFRICT D720, VAT LATERINTZT T
DT F—F A vE—VEVAACEFETLEICT I IAT VA EZRETEET, ZOKRERIX
AutoSupport & FEFIL, VA INZKDBERDO=—A~OT a7 7T 4 T IS B E T,
F 72, AutoSupport |L3 AT AOBEIFRE], status =2~ FOH ), BIOMEHIL TS
AsyncOS N— g V& IEEIT 5 LAR— M A fmIHEE LET,

T 74N KT, 77—k ¥ A 7 System CTHEKE L1723 Information D7 7 — b Z5%/57
HIVTHEENTWDT 7— FZEHIT., VATIEEENIEA =Dt —%%(E
LET, WEIZT 77— K A v =V 2 mEEE LARWGEIE, ZOREELT 4 E—T7 /I TE
FT, ZOMEEEA X—TNVELITT =TT BT, T T — FNEEEDOE, on page
502 LT EEN,

7 52— bDEME

TTITATUANS [T 7 — b8 (Alert Recipient) | THEINZT KL RXIZHEFEEIND
77— NI, Y OKREEIIH L TER S 72 SMTP L— MIEWET

TI7—= b Ay —=VETFIAT O ANORBEOBEMICEN SN D720, 1KF1Z AsyncOS D
MR —VEME VAT L&A LERA, DVIZ, 77—k A vE—0F AsyncOS THK
IRV AT LEERFEAE L CHEIET S L 9 IkEE S, ERNCIATEEST 28 A —/L T A
T AT I NET,

77— K A=) VAT AL, AsyncOS LRI—DOFELXILALEHA, DD, 77— F
A y—=U0F, RO XD IO A —VEUE S ITBE TR 2EEZ T 50 EMERH Y 7,
e T I — M AvE—UF, EEODNSMX La— REBLWRALI— ROy I 7T v 5l
AL TlRESINET,
e T T7—hF AvE—VIEDNS U M E30 STyl FOFXFY v 2T 30
HTEWCV 7Ly aE&8NET, 2D, DNSEERFICHLT 77— A hEnE
‘é—o

¢« T T —hM A=V U7 Fa—FBBLRWVTED, UL NVAETILIANRLD ARy
VRIBHTT, A=Y T4 NFFERF T T4 X ORIV EENE
A,

T I7—hAybE—VIEFRMEF 2 —FEBE LR D, XY ADT T 7 A VETITIRE
St OHIFRIIT B ZZ T EH A,

B o x7LoEE
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77—k AyvtE—

77— hrZ

)

75—t 2vt—soh |

0L

Date: 23 Mar 2005 21:10:19 +0000

To: joel@example.com
From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:

update via http://newproxy.example.com failed
Version: 4.5.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX
Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.

EEXOREN

TV TR, HETLHT I NOMEE T T — MNEBRZFMICHE X T, =
EZIE, T T — N EE N System (77— b OFEFE) (ZBIF D Critical (FEKE) OIEFHMAE
BaNTc L EDOHrBHMEZETHEIICHKET HZET, 77— MEHISFEDT 7— D
HuERETHLIICRETEET,

Note

ATy T
ATvT2
ATy T3

ATv74

ATy TH

VAT LDE Y N7 v TR AutoSupport & A X — T /I LA, FRELICEF AL TR
AT NTOHEREBELIOI FAOT 7= &% ELET (T 740 F) o TOREFND
THERTEET,

Procedure

[ AT L& (System Administration) ]>[7 77— b (Alerts) ] Z 3R L £,
[%15%& ZiB/ (Add Recipient) ] %727 UV v 7 LE,

ZEHEDEFA—NVT FLAZANLET, BEOT7 NLRAZ D~ TR TANTHI &
HTEET,

(EE) YAa¥R— oY 7 hy=7 V) —=ABXOERRYFR— MEMOT 7 — &
ZET DL, [V U —ABLOY AR — h@%n (Release and Support Notifications) | &4 12 L
£7,

CDOZEENZETAT I — DEA T LEREZERLET,

227058 |}



DZSN & |
B 75— rsxmozx

ATvT6 EREzEEL. RFLET,

WOFREIX, T _RTOT7IF— MIBEHINET,
~

Note (%71 & RERRT 51017 7T A 72 A AT 5T T — h O¥k B9 51213 alertconfig CLI
o< REFEHRLET,

Procedure

RAT9T1 [77— 1 (Alerts) ] — T [KELMmE (EditSettings) 1227V > 7 LET,
ATw T2 7TT7— FOXEEFITM T D Header From: 7 KL 2% A4 %70, [HEIZER (Automatically
Generated) ] ( lalert@<hostname>] % HEhApK) ZER L E T,
ATV T3 BEHELET 7— FaXET 2 ECTICAHET ORBERET 25813, Ty IRy 7 A&t
WCLET, FEICOWTIEL, EHELZT 77— FOE[E, onpage SIZSH L TS 7E 30,
cHEHBE LT T — Nk ET D E TICHET 20O EZEE L7,

CcHBLLET 7— b2k BT 5 £ T T DM BORREZIEE L ET,

AT v 74 [IronPort AutoSupport] 7> a > &4 \29 5 Z & T, AutoSupport & A £ — 7 /NI T&E £,
AutoSupport DFEHIZ-OUNTlX, AutoSupport, on page 48% M L T 72 S0,

* AutoSupport 231 F—7 /L DA, Information L~V D System 7 7 — b EZIETDH X 9 IZ
MESINTT 7— F2IEHIT. Bl AutoSupport LR — E BB EEINET, F=v /Ry
JAENTZETT 4 B—T M TEET,

RATYyTES EHAREL, RIFLET,

7T — FRETIE, 77— FOBRNZENEERELHIE L £, REITKRO L 5 RHEE R
b ET,
« RFC 2822 Header From : 77 — & EETHX A I 7 (T RVREATITHN, 77+
JV R @ Talert@<hostname>| ZfEH L EF) . £7-. alertconfig-> from =~ RAfliH L
T, ZOfEZ CLI TRETHZ &b TEET,
cH B L7277 — MR ET D E TR T 2B OIHME,
cHBELILT 7 — FakET D F TR 2D R KA,
* AutoSupport D AT —H X (A X—=TNEIFTT 4 =T N)

B o x7LoEE
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g5Lr-75— toikE [

« Information L'~V ® System 77— M &Z5T D L O ICREINICT 7 — MAFE~D,
AutoSupport DD AT —H A LiR— kN D.[E,

BEHELI75— bDEE
AsyncOSWEME L7277 — & XET 5 £ TR T 2R HEOMMIELZIEE CE 3, 2|
EOICRE LA, BEELET 7— oY~ —FEEISnT. RbVIcTXToHERBELE
T B TNEA NTERESNET (ERRICKEOE T A —/VE2ZET LR H Y
F9) o BEELET I— F2XET 2 ETITHET 208IT. 77— FaRET 2 720N2HEm
LET, BT 28803, RiROMHEREO 2 FOEZ R L TT, 2E0., ZOEES
MICRET DL, 77— MEASB&K, 158#%, 358%. 15B#%. 1558%., 315B% L V-7
kR CEE S NET,
BASHIC, FERRBITIEFICRERBEICRY £3, [EETLIT7 57— Ave—V2KXET
ZENCFH%T DR OF% (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 1 74—V FZfH LT, FERBOMEICHIRZRT S Z &N TEEd, Ll
P2 S FICROE L, mKIEZ 60 ICRRIET D & 77— MI SR, 15 %, 35 ik,
60 Fote. 120 1% L W o - CE S E T,

=H7 75— FORT

TFIAT L RIRE DT 5 — N RETHDT, 79— MR vb—I %M EHITEIBR L
AW GUIBEIOCLIOW T THRRTEET, TN6DT T — NI, 7T IAT UV ANLHE
youa— RTExERA,

BHOT7—hDY A NERRTDHITE, [TF7— b (Alerts) | X—VIZHDH[ YT TT—h
ZZF~ (View Top Alerts) | %27 Y v 73 %7, CLI T displayalerts 2~ > R&fH L E
T GUITY 7—h%&, Hff, L b, 772 TFAL, ZEHECL>THELET,

TI7ANVNTIE, TTIAT LV AE [y TT7S5—k (TopAlerts) 1V 1> RUICERTH7-
DI KSOHDT 77— NaRIFLETT T I7A4 TV AMRMET 57 7 — hOBERET DI
I%. CLI Talertconfig->setup 2~ > RZEH LES, ZOMWELZELICT HITETT 7— MO
ZOICEHELET,

& BA

WOFRIZ, LT 77— DV ARNERLET, RIZIEX, 77— b4 (Cisco THEH IS
WiFtiR 1) . 77— FOEBEOT XA b, P, TEKRE (critical, information, F721%
warning) BELOPA v =V DTF X MIEEND /T A —F (FETHIHE) BDEENRLTHY
F9, TI9—FDOEBEOTIFA T, RIA—HFHEIZESHEIONET, 2L 20T, ROT
T—hF AvE—UTEHAYE=VDTFA M I$ip] Db ENTWES, 77— KK
W2 T8ip) IZEBEOIP 7 FLAICEEHBZONET,

« T F A/RNL T 7 — b, on page 52

<
|

|
—
=

e T UFUA VA T Z— I, on page 52

« 7 4 L7 NS E (DHAP) 77— I, on page 53

LR LEHE
|



B 77=x1075-+

eN— R =7 77— I, onpage 54

o ZAXALERET 7 — I, on page 55

ct—7URAKNTry 27 UART Z—h,onpage 56

« A7 T 7 — b, onpage 57

« 7 v 77 —% 77—k, onpage 70

T NT VLAY T 4B T T — ], onpage Tl

« VT ALY 7 T — ], onpage 71

TFUOFRINLTS5—F
WDFIE, AsyncOS TER SN EEFSERT UV FARLATI— DIV A ITT, 77— h

DA L ERERLH SN TOET,

Table 1: 3649 B RIREUNH DT o FRINLTS5—FDJ R b

DZSN & |

75— +4%& Ayt—T LA INTGA—=5
AS.SERVER.ALERT $engine anti-spam - $message $tb lengine] : 7V F ANRL T D
_ . N e
TUT 4 T)Ng TUF AN D UNIREEN
RELEGBICHEESNET, ‘message] : R 7 Avi—,
ftb) : AN FD L=y,
AS.TOOL.INFO_ALERT Update - $engine - $message lengine] : 7> F ANRL T IUD
5 . Al
T, 72 F AND TV AT EN A LTz
BEICEE SN ET, ‘message) : A vtE—%,
AS.TOOL.ALERT Update - Sengine - $message fengine] : 7> FANRLZ LT D
§ Al
JVT 4 TN, TUoFANRLZ UV OEFEIC
RSN Y—L0 1 SIcERDY, 7 v/ | Imessage] : A vE—,

F— M SR BBAICERE ShET,

FUFIALARTF— b

WDFKIE, AsyncOS TERSIND S EFIERTVFUANATIT— DI ARTY, 7TT—
N O L ERENGEH SN TWET,

B o x7LoEE
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Table 2: 349 ZRIGEENH DTV F VAR 73— DY X b+

FoLo bygEmgs oHar) 75—+ ]

77— & Ayt— LEREA INTA—4
AV.SERVER.ALERT $engine antivirus - $message $tb fengine] : 7V FTANVA TPV
/AV.SERVER.CRITICAL DHEAT,
IVT AN ToFUANA ATy S ‘
TV ACERR NI LA | Tmessage] B A=
BEINET tb) : A XU FPDRL—=RANRy 7,
AV.SERVER.ALERT.INFO $engine antivirus - $message $tb lengine) : 7o FUANA TV
| XA,
B, 70 F VA NVAAF Y m D
ITAEH A Ry MR LA ICE S | message) 1 B 7 A vtE—Y
NEJ, th) : A XV FDRL—ARY T,
AV.SERVER.ALERT.WARN $engine antivirus - $message $tb fengine] : 7V FIANA LV
) DEAT,
WL TUFIANA ATy L DD
WCRIEDN A LI A It G £ 7, Mmessage] : 2/ A vk—,
'tb) : AR PFDRL—ZANRy T,
MAIL.ANTIVIRUS.ERROR MESSAGE | MID $mid antivirus $what error $tag (mid] : MID
JUF 4N, Av—VDAF x| Twhat) @ BAELLEET —,
K\7yz24?iz%¥yﬁi7~% ltag] : WANLRA T NI LA T4
R LG BICk E SN ET, FESHTNEEL) |
MAIL.SCANNER. MID $mid is malformed and cannot be scanned | mid| : MID
by $engine.
PROTOCOL_MAX RETRY Yo fengine] : fEHlSN TV D= T,

TIUT 4 TN, AYBE—UBNRIERZD,
AXxy Ly VNI AE—TVDAF Y
ANTRMLUE Lz, BafTOR KB %
il L7272, AvkE—TFz Uiz
AX X INTICLEINET,

T4LY F)ESKE (DHAP) 75—+

PLF DKL, AsyncOS THEREIND S EFXERDHAP 77— DU A N TY, 77— hOih
B EBERENTH SN TWET,
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Table 3: £ F BAIREMN H BT 4 LY N EBBRETS—FDOUR

DZSN & |

75— b

0

Ayt—T LB /

LDAP.DHAP_ ALERT

LDAP: Potential Directory Harvest Attack detected.
See the system mail logs for more information
about this attack.

B, T4 v NV ERBCREO TR & M
LIEGaIcEHEsnET,

N—FK9z7 75—+

LIFDFRIZ, AsyncOS THERIND S ESERN—RUV 27 77— DY A RTY, 77—
O & EAREN SN TVET,

Table 4: %44 HAIREMEN HBN—FKHTT7 7FS5S—FDY R k

73— 4

Ayt—T LA

INS A—4

INTERFACE.ERRORS

Port $port: has detected $in_err input errors, $out_err
output errors, $col collisions please check your
media settings.

iE, AV H—Tx A AT —ERH LTS
BICERSNET,

lport] : A X —7=A
24,

lin_err] : HEDA v E—
CUBEDO AN =T —K,

lout_err] : FfedDA
T—VLBEOH =T —
.,

fcol] : BEDOA v E—
LIBE D37 > M ETZEEL

MAIL.MEASUREMENTS FILESYSTEM | The $file system partition is at $capacity% capacity

i F 2 R—F 19 U NT5% DA
RISV AICAEENET,

[file_system] : 7 7 A /Ly
AT DAL

lcapacity] : 77 A /LA
TLAOFERE (%) .

MAILMEASUREMENTS FILESYSTEM,

CRITICAL

The $file system partition is at $capacity% capacity

TVT 4Ty T4 AT IR—=F 43 90
% DFEHFRIZELEEGS (95%. 96 %, 97 %
) ITEESNET,

[file_system] : 77 A /L
AT KD

lcapacity] : 77 A /LA
T LD (%)

SYSTEM.RAID EVENT ALERT

A RAID-event has occurred: $error

B EOR 7 RAID-event 358 /E L7 1B A 105
Fan%7,

ferror] : RAID =5 —®
TH A B,

B o x7oEE
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zinme7s—+ |

75— 4 Ayt—T LERHA NG A—4
SYSTEM.RAID EVENT ALERT INFO |A RAID-event has occurred: $error ferror] : RAID =5 —®
T XA b,

&, RAID-event NWHRA LG EITEEIN
7,

ANLIBEET 5 — k

LLFDFIL, AsyncOS CAEK SN D S EXERANRLEHT 77— DOV A NTT, TI7—+D
A E EREN R STV ET,

Table 5: 44 DAIHEELN H D RN LIREET S — FD Y X
77— k& Ayt—T LA NG A—4
ISQ.CANNOT _CONNECT OFF BOX |ISQ: Could not connect to off-box quarantine at $host:$port | Thost] : A 7R 7 &
. N L TN
i, AsyncOSH (A 7R 7 RA) IPT KL AZHEE "
TERWEAICHESNET, lport] : A7Ry o A
PR CBded DR — b,
ISQ.CRITICAL ISQ: $msg lmsgl : FREND
_ - - Ay—v
VT 4T, ANLREEHCE R T =28 L
BEICEE I E T,
ISQ.DB_APPROACHING FULL ISQ: Database over $threshold% full lthreshold] : 77— b
I - T BT A RO L&
%%oZNA%%?*ﬁﬁ&ﬁWVWWCﬁ%%QKﬁ‘w%D¢ e
FEENET,
ISQ.DB_FULL ISQ: database is full
T VT 4 T, ANKREET — X _X— AR T LI o
e EICEE SN ET,
ISQ.MSG_DEL FAILED ISQ: Failed to delete MID $mid for $rcpt: $reason mid] : MID
i 2 S AIEHED S OTEF A — L OBIBRICRIL L7z | Trept) @ SR 20T
BAICRESNET, [all)
lreason] : A v&—
DHIER S e B
ISQ.MSG_NOTIFICATION_FAILED |ISQ: Failed to send notification message: $reason lreason| : JBEINIEE
N | SNRWELH
i, WA Y- VOREITRB LG EICRE S
nEJ,

227058 |}
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DZSN & |

EEShET,

77—t Ayt—T LA INT A=A
ISQ.MSG_QUAR FAILED G Ay b— VOB R LAk ShE
R
ISQ.MSG_RLS FAILED ISQ: Failed to release MID $mid to $rcpt: $reason mid] : MID
i, Ay — VORI LIS AICRE S E | Tropt - fEE R
+ lall]
lreason] : A vt&—
DMIERL S V72 WER
ISQMSG RLS FAILED UNK RCPTS |ISQ: Failed to release MID $mid: $reason [mid] : MID
ik, ZEHEBREOTD, A vt— OBkl | lreason) @ X vE—Y
LG BICEESNET, DML S 72 OB
ISQ.NO_EU PROPS ISQ: Could not retrieve $user’s properties. Setting defaults | lyser] : =) R=—#
4

&, AsyncOS 23—V DIF @R A B TX e WIGEIC

ISQ.NO_OFF BOX_HOST SET

ISQ: Setting up off-box ISQ without setting host

& #, AsyncOS WAMNIRHEL ST 25 X 5 IR TE

(EIEYOEXN

s

TWDHDD, SNBSS ER SN TRV EITE

t—JURKNTBEYIURKNTZ—F

WD, AsyncOS THER SN S EFSERE—T7 VAN TRy I VAN T I7—FrDY R L
T9, 77— hOFPALERENTH N TNET,

Table 6: X% 3 5 HEEN H D E—T VYR b/TAYI YR TS—FDYR b

DHFREINT-T 4 A7 @A BERLE L,

To— k4 Ayt— LEREA NG A—4H
SLBL.DB.RECOVERY_ FAILED | SLBL: Failed to recover End-User Safelist/Blocklist database: lerror] : =7 —®OFEK
*$error’.
IVT 4N, B—TVANTRYZYANT—HFX—2
DFIHIZRR L £ LT,
SLBL.DB.SPACE_LIMIT SLBL: End-User Safelist/Blocklist database exceeded allowed disk | Tcurrent] : 5 —& ~_—
space: $current of $limit. Z A & (MB)
JVT 4N, B=7VANTRYZ YRAKNT == [limit] : 8&E 7=l

FRAE A& (MB)

B o x7oEE
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ATLT7Z—F+

\"

v257875—+ |

WDFIE, AsyncOS THERSIND S FIERVAT AT I— DY A NTT, 77— hOii
e ERENEHINTWET,

Table 7: 49 2 RIREUN H D VAT LT I— DU R+

AVKR—RU MNTI— M

Ayt — LEREA

AMP.ENGINE.ALERT BER~ LY = T EOMBEICEET 5T |-
77— hOZEORREZRLTIZSn
AMP.ENGINE.ALERT.WARN TI—b TXAR : T AN T N—T24 | XT A—%  ROEH

% Cisco Threat Grid Y — X — 2B TE 4
AT L7, Cisco TAC |2 LT, YR—k
T TEE N,

T T— K L~YL o B (WARNING)

il Er AT T =B, Av— L
TAU NIDEERLET T IA4T AT
)L —"7"% ® Cisco Thread Grid $-—/3—~D %
FRICKRIT &, TI—ERFEEINET,

AsyncOS API 77— |k

[ AsyncOS API for Cisco Email Security
Appliances - Getting Started Guidel] @ [Alerts ]
I araSZRLTIESN,

A—)VRy 7 AHEMEERT T —
K

D ITT7TI—1r BZVar2#BRBLTLEE
W, A=Ky 7 ATDORAvtv—T0EE

COMMON.APP FAILURE

An application fault occurred: $error

IS R T 7Y =g VREENEAEL
AT EENET,

lerror] : =5 —®O7F %A M GBHFIX
L —2 X 27)

COMMONENGINE_AUTO UPDATE
ENABLED

<$level>: <$class>

TR« BEVECR R E D P <Sengine>
W L TAEBNC R > TWVET, 2hTZox
VUVOHBIT U UEHEZITIS Z LT
e ET,

'$engine' : —E R =T U DAHL,

EITRD LY TT,
* Sophos
* McAfee
« LA A=)V

227058 |}
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DZSN & |

AViR—RU MNT7S5— R4

Ayt—T LA

INTA—4H

DISABLED

COMMONENGINE_AUTO UPDATE

<$level>: <$class>

T BE AR E DT ¥ <Sengine>

'$engine' : —E R =T U DAHL,
EiFRD EBY TT,

ALERT

(R LTINS 2> TOET, o= | Sophos

YOI NVREN—V THEEHRZ A% | « McAfee

CLAVIRY, SOV oHBEHEE|

FHD 2 L3 0 EE A, $ A A=
COMMON.KEY_EXPIRED Your "$feature" key has expired. Please contact lfeature] : AZRWEHE T ARERED
ALERT your authorized Cisco sales representative. VAR

%% TA A F—DOHBBIRB TN T

GECEESNET,

COMMON.KEY_EXPIRING _ Your "$feature" key will expire in under $days lfeature] : AZRVERE T ARERED
ALERT day(s). Please contact your authorized Cisco sales £ 811,

representative.

ldays) : H#HEIRASEIND £ COH
%io§4tyx%~®ﬁ%%@ﬁﬂné #
GECEESNET,

COMMONKEY FINAL EXPIRING | This is a final notice. Your "$feature" key will [feature] : HRWEIE T ARERED
ALERT expire in under $days day(s). Please contact your £ 811,

authorized Cisco sales representative.

ldays] : AZMHIREIND ETOH

B TAVUA XT—OEDHIRIUIND | %,

L OmpO@mmMmE L TEESNET,
KEYS.GRACE_EXPIRING _ DT TIAT L ADTXTOEXF 2T | Idays] : 77— MEER R TOMT

T—ER TA B ARBIRIINICZRY FL
72 The appliance will continue to deliver mail
without security services for $days days.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

VT 4 HN, (REET 94T ADT7 A&
U ABFNHARRIZ DUV T, R TR O BRIARE S
MO EMMICEE EINET,

WMok 34k,

WP B OFEMIZ OV CIX, (AR T 7
TAT U ADT A AR,
onpage I5ZZHL T 23V,

ALERT

KEYS.GRACE FINAL EXPIRING

This is the final notice. All security services
licenses for this appliance have expired. The
appliance will continue to deliver mail without
security services for 1 day.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

IVT 4, ARIBT I I9AT AT A4
2ZDOEHHBED 1 AENCEE ESNET,

Zﬁ%ﬁ;ﬁﬁﬁ@niﬂﬂ *—Ol/\"c j: 'f}in_»
747/2@74?/%@ﬁ%@@,
onpage 152 L T X0,
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| vz27LE8

v257875—+ |

AViR—RU MNT7S5— R4

Ayt—T LA

INTA—4H

KEYS.GRACE EXPIRED ALERT

Your grace period has expired. All security sevice
have expired, and your appliance is non-functional.
The appliance will no longer deliver mail until a
new license is applied.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

I VT 4 HI, BT T AT v ADORET
MEwmEs LREINET,

MY ORIz OV T, (R 7
TAT VADTA L ZADOHBMIR,
onpage I5ZZHL T 723V,

DNS.BOOTSTRAP_FAILED

Failed to bootstrap the DNS resolver. Unable to
contact root servers.

o 7S5 4T AN b— k DNS H—

IZRIWEDED Z ENTERWNRAITEE S
nEJ,

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKD.HOST REMOVED
FROM_BLOCKED_ LIST

COMMON.INVALID FILTER Invalid $class: $error lclass | [Filter] . [SimpleFilter]
. R EDWT I,
I NI T 4 NV E BFET DIGEICEE
EhET, lerror] @ 7 4 /L4 D3R 7 PR IZ B
T 2B H,
IPBLOCKD.HOST_ADDED_TO_ | The host at $ip has been added to the blocked list | lip| : @274 % 3fFL7=IPT RL
ALLOWED_LIST because of an SSH DOS attack. =z,

The host at $ip has been permanently added to the
ssh allowed list.

The host at $ip has been removed from the blocked
list.

I

He
Ho

SSHZEINLTT T4 T 2 A~DHi & ik
TWAR, BRI LTy VAR L
WIP 7 R LA, 2 4 LANIC 11 [BIEL B3k T
IR L7834, SSHO 7 my 7 ) 2 MIiB
mEhEd,

FUIP 7 RLRpba—WFREFIZe 7 A
B EL FDOIPT RLATIFATY 2 MZ
BinEhET,

FFaJY AN EOT FLRIL, bR Ty
JYUANMIBEENTHNTHT 7 BARFFAIS
ET,

T MYIFMIERIC ey 7 U X b HE
EINCHIBR SN E T,
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LDAP.GROUP_QUERY_FAILED
ALERT

LDAP: Failed group query $name, comparison in
filter will evaluate as false

7 VT 45V, LDAPZ)V—7 7 =) —|Z%
LTSGR EENET,

fname] : 7 = U —D4 i,

LDAPHARD ERROR LDAP: work queue processing error in $name name] : 7 = U —D%LHi,
reason $why L
fwhy| : =Z =734 L7-#H,
7 UT 4 H)v, LDAPZ =V —3 (F_XTD
P STHRAT LI FERUTKI LIB AL
FEINET,
LOG.ERROR.* VT 4N, XFESFERhaX LT —,
MAIL.FILTER RULE_MATCH_ | MID $mid matched the $rule name rule. \n mid] : A v E—0O—E0OERBIE
ALERT Details: $details =5
¥, Header Repeats /L —/L7° true & #FAfi < | Trule_name] : —F L7zl —L D4
NHE-RNTEESNET, Al
ldetails] : A vE—YF 2 i3L—L
2B 2 AR

MAIL.PERRCPT.LDAP _GROUP
QUERY_FAILED

LDAP group query failure during per-recipient
scanning, possible LDAP misconfiguration or
unreachable server.

I VT 4 TV, BZEEDAF ¥ VIFIC
LDAP 7' /v—7 7 = J — (R L7238 Alc %
fganE7,

MAIL.QUEUE.ERROR.*

JUF A Iy A=V Fa—DIFER

N— R T —,

MAIL.OMH.DELIVERY RETRY

Subject - 'Alert: Message Delivery failed for
$hostname. DANE verification failed for one or
more Domain(s).'

A w2 — - The message delivery failed due to
DANE verification failure for all mail exchange

(MX) hosts in $Shostname. 7 77 A 7 L A A
-V OREERERITT S0, Avk—Y
AN UALET,

"host' - DANE RFEARIL L7278 X |,
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MAIL.RES_CON_START
ALERT. MEMORY

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
RAM utilization for this system has exceeded the
resource conservation threshold of
$memory_threshold_start%. The allowed receiving
rate for this system will be gradually decreased as
RAM utilization approaches
$memory_threshold halt%.

JVT AN, AERVHEHRBN AT LY
Y — AR L E VMEZ I L7255 224G &
nEJ,

;R A N DL,

fmemory_threshold_start] : A-E U
DHA—Ey Mebllad o —t ML
& VM,

fmemory_threshold_halt] : A€ U2
TNDIDIZT AT APMEILT 53—
2 b LEUME,

hostname |

MAIL.RES_CON_START _
ALERT. QUEUE_SLOW

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
The queue is overloaded and is unable to maintain
the current throughput.

TUT 4Ty A=)V Fa—MBAfE R
D, VAT LY —RFRKNA X —T T
ol AICEEINE T,

Thostname| : 78 A kD4 Hi.,

MAIL.RES_CON_START _
ALERT. QUEUE

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Queue utilization for this system has exceeded the
resource conservation threshold of
$queue_threshold_start%. The allowed receiving
rate for this system will be gradually decreased as
queue utilization approaches
$queue_threshold_halt%.

IJIVT 4T, Fa—FHRN AT A
V= ZHIFI L EVVEEBE LS EIORE S
nEJ,

Thostname| : 7 A s D4 Hi,

lqueue_threshold_start] : ¥ =—®
Z—ty bt o=k FLE
UM,

lqueue_threshold_halt] : % =—7237
NDTDIZY AT AT B/ 3—&
R LEVME,
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MAIL.RES_CON_START _
ALERT. WORKQ

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Listeners have been suspended because the current
work queue size has exceeded the threshold of
$suspend_threshold. Listeners will be resumed
once the work queue size has dropped to
$resume_threshold. These thresholds may be
altered via use of the ‘tarpit’ command on the
system CLI.

e V—7 Fa—DV A ANRRETED
72, U AT =N R SN AICEE
SNnET,

;R AN DL,

lsuspend_threshold] : U AJF—73—
FHEIEESND T —27 a2 —D RV A
z,

lhostname |

lresume_threshold| : U A —723FF
BEN2Y—27 Fa—0 ERYA X,

MAIL.RES CON_START _ This system (hostname: $hostname) has entereda| [hostname| : & 2& F D4,
ALERT ‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
IVTAINg TTITAT VAN T V=2
Hix)] E— RICRo G BICEESNET,
MAIL.RES CON _STOP_ALERT |This system (hostname: $hostname) has exited lhostname| : 7&RA kDR,
‘resource conservation’ mode as resource
utilization has dropped below the conservation
threshold.
B, 77734 T 2D [ Y —2FHiK]
F— PR SN HAICEE SN ET,
MAIL.URL REP_ O URL A7 3V &y hOEEEZBRL |—
CLIENT.CATEGORY CHANGE | C<7Z&uy,
MAIL.BEAKER _ URL 7ANZ Y T DRI TINY a—T 4
CONNECTORCERTIFICATE INVALID | ~ 7 & BHEL T 280,
MAILBEAKER CONNECTORERROR
FETCHING_CERTIFICATE
MAIL.WORK_QUEUE PAUSED | work queue paused, $num msgs, $reason lnum] : YV—27 X a2 —IZHFZETA
NATURAL 2y — U,
I IUT 4, V=27 Fa—0Hlfrsiic
LAl EENET, lreason] : UV —7 Fa—3tir &
ppetiiiz N
MAILWORK QUEUE UNPAUSED |work queue resumed, $num msgs lnum| : V—7 X a2—|2fFET 5
NATURAL Ay UM,

2T 4 A, V=2 Fa—N0ERINE
GECEESNET,

B o x7LoEE
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NTP.NOT ROOT

Not running as root, unable to adjust system time

B root & LT NTP NETSH TV
TeOIZT T T AT o ADREZ 2 T & Tpun
el Eanxd,
QUARANTINE.ADD DB_ERROR | Unable to quarantine MID $mid - quarantine mid] : MID
system unavailable
IUT A I, AyE—VEEHET ) Tk
LI ENTERVWGRICEEINET,
QUARANTINE.DB_UPDATE | Unable to update quarantine database (current lversion| : fiHIN7-AF—~ —
FAILED version: $version; target $target version) E
7 VT4 NV, WREET— 2 _X—ANT 7 | [target_version] : XtHDAF—~
F— hCERVEAICEES L ET, ARAEL
QUARANTINE.DISK _SPACE_ | The quarantine system is unavailable duetoalack | [file_system| : 7 7 A L3 AT LD
LOW of space on the $file system partition. 4, it
7 UT 4 v, WREEIOT ¢+ A 7 SEIA 7 v
Wl TG BIEE SN ET,
QUARANTINE.THRESHOLD | Quarantine "$quarantine" is $full% full lquarantine| : F@EEfED 4 i,
ALERT o .
tgr e ) 7 OB RN 5 %, 50 Mfull) : FREEE= U 7 O & HE,
%, ETILT5% ICELIZHAICEE S E
—é—o
QUARANTINE.THRESHOLD | Quarantine "$quarantine" is $full% full lquarantine] : FEEED 4,
ALERT.SERIOUS

70T 4 v, BREET ) 7 O ERE RN
95 % IZEE LA IZEE S ET,

Mfull] - bR U 7 OB B R,

REPORTD.DATABASE OPEN
FAILED ALERT

The reporting system has encountered a critical
error while opening the database. In order to
prevent disruption of other services, reporting has
been disabled on this machine. Please contact
customer support to have reporting enabled. The
error message is: $err msg

JUT 4 H), LIR—h 2P UNT—H
R—=2ZBF R WG EICEEINET,

ferr_msg) :%4ELE=T— A
-

227058 |}



B ox7275—+

DZSN & |

AViR—RU MNT7S5— R4

Ayt—T LA

INTA—4H

REPORTD.AGGREGATION
DISABLED ALERT

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc.). Once disk usage
drops below $threshold percent, full processing of
reporting data will be restarted automatically.

ik A
2 32

Z VAT DT 4 AT TN RE LT
LHmEICEEINET, v = FUICH
T5HT 4 AZEREN e ZHEHARO L& WE
Zad 5 & reportd | IENET 4 E—T L

L, 77— & ELET,

['threshold |

: LEVME

REPORTING.CLIENT.UPDATE
FAILED ALERT

Reporting Client: The reporting system has not
responded for an extended period of time
($duration).

L, LR— N 2 DU P LR— kT4
ERAFTE R HmBICERESNET,

duration]
r T

FEf, Z OfEIEX, ARBIDHiAIU 5
KoOXFHITd ( [1h3m27s] ) .

D TGAT LV RIR LR —
OEWE bR ZRITT 2

REPORTING.CLIENT.JOURNAL. | Reporting Client: The reporting system is unable
FULL to maintain the rate of data being generated. Any
new data generated will be lost.
70T 4, LR— DU REHT —
ZERFTERVLEEICEESNET,
REPORTING.CLIENT.JOURNAL. | Reporting Client: The reporting system is now able
FREE to handle new data.

B, LAR—F o U RNHEOTET — 4
PR TEX D L 9o B E s nE
j‘o

PERIODIC REPORTS.REPORT
TASK.BUILD FAILURE

A failure occurred while building periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

JUT 4N, VIR— K VB LIR—
FEERTERVWGEEICEEINET,

lreport_title]

cLAR— DX A ML

PERIODIC REPORTS.REPORT _
TASK.EMAIL FAILURE

A failure occurred while emailing periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

JUVT 4 BV, LIR— hEBEFA—/NVTIEE
TERDSTEHARICEEEINET,

l'report_title]

S LVAR—=RDZA MV

B o x7oEE



| vz27LE8

v257875—+ |

AViR—RU MNT7S5— R4

Ayt—T LA

INTA—4H

PERIODIC REPORTS.REPORT
TASK.ARCHIVE FAILURE

A failure occurred while archiving periodic report
*$report_title’. This subscription has been removed
from the scheduler.

JUT 4TIV, VR— R NET —A T TER
Mol GEICRE SN ET,

lreport_title] : LAR— FD XA FL

FAILED ALERT

SENDERBASE.ERROR Error processing response to query $query: fquery] : 7= U—93%7 FL XA,
response was $response )
lresponse] : SAE L72JS& D raw 7 —
15, SenderBase 7O DA A c | X,
7 =NREALTBAICEESNET,
SMTPAUTH.FWD_SERVER SMTP Auth: could not reach forwarding server lip) : UE—hF —10DIP,

$ip with reason: $why

FAILURE.
SHUTDOWN

fwhy| : =Z =734 L=,
5, SMTP FRGEERIE Y — D BEARE T H
LHmEICREINET,
SMTPAUTH.LDAP_QUERY _ SMTP Auth: LDAP query failed, see LDAP debug
FAILED logs for details.
B85, LDAP 7 =V — MR L= 8551245
INET,
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : AL 5—,
FAILURE. server gracefully: §{error} $what:=reboot
REBOOT ok HEBTOU AT LEL Yy MY
L T2 BICBED R A LT3 A0 E S
7.
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : 3&ELFxT=T—,

server gracefully: ${error} $what:=shut down

B VAT KAV Yy MU LTSRS

(CRENFEAE LT BB E SN ET,

SYSTEMLOGIN FAILURES LOCK. ALERT

User "$user" is locked after $numlogins
consecutive login failures. Last login attempt was
from $rhost

THW o R L= 7oA AT RIS 2 -
il a— T hvrhnuy s Enb
LEEEIRET,

'user' 1 L —HF DRI

'numlogins' : #ERRFHADT 7 — F L&
VME

"thost' : UE— K RAFDT KL A

SYSTEMRCPTVALIDATION.UPDATE
FAILED

Error updating recipient validation data: $why

I VT A I, ZAEERREDT v 7T — T
KL AICE ESNET,

fwhy| : =T — X vE—,
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AVKR—FRUNT7I— 4 Ayt— LA INTA—4
SYSTEM.SERVICE_TUNNEL. | Tech support: Service tunnel has been disabled
DISABLED
i, v A3 $R—F =2 HICER S
NIz b RV DGEITRESNET,
SYSTEM.SERVICE TUNNEL. Tech support: Service tunnel has been enabled, lport] : ¥—E A b R/ &

port $port

Hf, A a R — b— 2 HI/ER S
Nz N U RIVINEROEGEIZEE SN ET,

NDHHR— T,

IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKDHOST REMOVED FROM
BLOCKED LIST

The host at $ip has been added to the blocked list
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh allowed list.

The host at $ip has been removed from the blocked
list.

I

He
Ho

SSHEITLTCT 774 T ¥ AOHH & il
TWAN, BRI VT vy ViR L
WIP 7 R LA, 2 43BN 11 [EIEL BT T
IR L7284, SSHO 71w 7 ) A MIiB
mEivE7d,

FUIPT RLANSLZ—WRIEFIZa 7 A
YEBRE FOIPT RURITHA Y A MT
BmEiET,

FFAIU A M EOT RL AL, FRHR Ty
JUVANMIEENTNTHT 7 EARFFAIE
nEJ,

T MVIEMIARICT ey 7 Y R EBH
BEYICHIBRS NV E T

lip) /A L ERITLEIPT FL

Xo

B o x7LoEE
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WATCHDOG RESTART ALERT
MSG

<$level>: <$class>, <$hostname>: $subject $text

v ==
B Ho

TTIAT VAT, RO D~V AS
WhrEe=HTD04vF Ry T —ER%ff
HALET,

N VAWN S

o A VAR

o« T UF =L = T BhE

s LA A=)
FRoz vy rongipsnrrEfo
Tk F Ry 7B RTRE LR WEA

VA vF Ny PR FT Y R
BL, BT - ERELET,

[ 4] (subject) ]: =T Z@E
BEOUAvTF Ry 7 77— o4

[ 7% AR (text) ]: =TT
EHEOUAYF Ry 7 77— DT F
A

MAIL.IMH.GEODB_UPDATE
COUNTRIES'

gl (NLETEHROFEH (Geolocation

Update) ]: BB — FdLROED U A FRE
FINnTWET,

BINE 7= : <Sadded>
HIBR S 7= E : <$Sdeleted>

IR CTHATHEEZ 7V —T, A vk—
CITUNE BT T4 ED
X EAERLET,

‘added’ : ROEBIMSNET,
<iso_codel>:<country nam
el><iso_code2>:<country name2>,

“deleted” : IROENHIFRS N E T,
<iso_codel>:<country nam
el>:<iso_code2>:<country name2>,

MAILLPDATED SHORT URL DOMAN LT

E (Info) . FHEURL FAA DU A R
TSI TVWET,

BINEiiz R AA > : <Sadded domains>
HIBR X7z KA A > @ <$deleted domains>

’added domains’ : YR K A A > 73BN
SN FET, <domains_ 1>, <domain 2>
*deleted_domains’ : R K A A > 3Hl
FREALE T, <domain 3>, <domain 4>

MAILDOMAINS NOT REACHABLE

[ )

MG IR KA A 38EM S 7= URL W
R—=b DT TIGAT LV ATIET 7V EATEE
H A, <$domains>

TTIAT UV ANZINGD KA A NI T
XBLNTTAHEDIT, 774 T U4 —ILD
N— N EER L ET,

<$domains>: KA A DA ~<XEIY
Uk,
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MAILURGRADE CONHG CHANGEALERT

{5 (Info) . 7 v 77 L— Rz —HH
FEMED S AT BT &> TER SNIHEIT%
FEInET,

text' : ATV V2 h AT ARy
VEBIORNT LA A T a—sSVERE
WT T T L— RRICERTEINEL
72 AT VY2 FwILFAE Y
BLOT VA A—NLARED T 17—
REEMER LTI EEW,

CERTIFICATE.CERT EXPIRING
_ALERT

REBAE [$certificate] (% $days H % I(ZHAFRY]
iz £97,

77— kLYl #4E (WARNING)

[certificate] : HIFRNNIT-DOUVNTUV B FERA
EDA R,

ldays| : AZWHIRAEIN S ETOH
ﬁo

CERTIFICATE.CERT CRITICAL
EXPIRING ALERT

AEEIE TScertificate| 1 $days K[ (2 HRR
Tz 72 v £,

75— KLYl 7 U5 ¢ J1L (CRITICAL)
(7 V7 4 Hv) EEOHFIZ, 5H
ERASER

lcertificate] : HAFRAS ULV T D REH
DL,

ldays| : HZ%&7%v 5 (HH :
MM :SS) ., 7=&ziE. 4 H 10:12:20
FFRH (4 days 10:12:20 hour(s)) T3,

CERTIFICATECERT EXPIRED ALER

SFAAE [$certificate] DOAZIHAMR2IFIFL TV
iﬁ‘o

77—k~ 7 UF 4 /b (CRITICAL)

lcertificate) : HIMRANEINL TV S EFIAE
DRI,

MAIL.APPNO ACCESS KEY

77— k7% Ak : [Cisco Advanced Phishing
Protection 7 7 7 R —E ZADOFZIHAIR D R —
Vo IR L E LTz, API AccessUID &
APL T 7 AR HEZ BN L TS 7230,
(Failed to poll for the Cisco Advanced Phishing
Protection Cloud Service expiry date, add API

AccessUID and API Access secret key.) |

I APL T 7 B A F— L EEEN A S
oo, APP OEZEIRIZOWT D 7
T UIZRIRLT, 79— MBREEINEL
775

B AP

B o x7LoEE
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MAIL.APP.INVALID KEY

TI—hTFA D APIT 7 A F— M L)
72728, Cisco Advanced Phishing Protection 2/
7 U N =B ZOHZHIRIZONTOR—Y
IR E L=, (Failed to poll for the
Cisco Advanced Phishing Protection Cloud Service
expiry date because the API Access Key is

invalid.) API7 7 & A UID & fi k% Fak &
THMENHY E£3,  (Youneed to
re-configure the API Access UID and secret key.)

FiH  API 7 7B A F— L REEN AT SN
o120 APP OAZNHRIZ OV T D Z
TUIZERKLT, T9—FREESNEL
77

LR L

MAIL.APP.EXPIRED

77— Kh7 %X I : Cisco Advanced Phishing
Protection 7 7 7 R4 — 2 DOHF MR Y]
., 2> TWET,  (The Cisco
Advanced Phishing Protection Cloud Service has
expired and is disabled.) v A2 T H T k<
A=V xICEE LT, P—ERAEZEHB LT
HME L TL 72 &V, (Contact your Cisco
Account Manager to renew the service and enable
it.)

#BH : Cisco Advanced Phishing Protection 27 7
7 R H— 2 ORI G THELIT 2 -
TWET, APPT AU A& HH LT, APP
=R AT LLENDHY 7,

ALY

MAIL.APP.EXPIRY REMINDER

77— K7 %A |k : Cisco Advanced Phishing
Protection 7 7 7 R —E A%
$eaas_expiry_date (ZHIRGIIUIZ2 D £,

(Cisco Advanced Phishing Protection Cloud
Service expires on $eaas_expiry date.) A =2
TAVY b F =T ITEE LT, P—E R
ZHHT L TL7ZEV,  (You need to contact
your Cisco Account Manager to renew the
service.)

A AR D 3 BRI S 7 T — M A3EH
EEINET,

/NT A —4& : eaas_expiry_date
eaas_expiry date (Cisco Advanced
Phishing Protection 7 7 7 R¥— 1 A D
A S HIRR)
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MAIL.APP.SERVICE
UNAVAILABLE

77— F7 %A I : Cisco Advanced Phishing
Protection 7 7 7 R¥4—E ZXDOHH, (Cisco
Advanced Phishing Protection Cloud Service
update.) 7 7 U R —E R L Di#(E %ML T
ZF+¥ A, (Unableto establishcommunication
with the cloud service.)

SHBH 10 [ENEEE LT A —/L% APP |ZHE%ET
XMool APPY 77 RY-—1E 2% H]
AT EHA,

YL

MAIL.APP.SERVICE
AVAILABLE

77— K7 %A I : Cisco Advanced Phishing

Protection 7 7 7 R¥—EZDHF, (Cisco
Advanced Phishing Protection Cloud Service

update.) 7 T 7 ¥ —E R & OEENPHESLS
NE L7-, (Communication with the cloud
service has been established.)

Wil APP 7 7 7 R¥—E R IIFIH #[HET
\é"O

BALAP

TvIT—2 75—+

WDFRIZ, AsyncOS TR SNDAREMENH LS EIERT v T T—4 TI7— DU A &
~LET,

Table 8: 5 J BAIBEMN H BT v TT—2 73— FD U R b

75— b

Ayt—T LA NG A=A

UPDATER.APP.UPDATE
ABANDONED

$app abandoning updates until a new version lapp) : 77V r—v a4,

is published. The $app application tried and

failed $attempts times to successfully complete lattempts) : 547 L7zl

an update. This may be due to a network
configuration issue or temporary outage

gL TSV =y a3 T v ST b
HIELThET,

UPDATER.UPDATERD.
ANIFEST FAILED ALERT

The updater has been unable to communicate | [threshold] : ARISFEAEILS L XV ME
with the update server for at least $threshold. DILEF,

b RO =T = A S ORUSIZIKL
LE LT,

B o x7oEE
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UPDATE FAILED

TIUT 4N, T TT— FOFITITRE
LE L7,

77— k4% Ayt—T LA INTGA—A
UPDATER.UPDATERD. $mail_text Imail_text] : @HT 57 %2 k,
RELEASE_NOTIFICATION T _ i B
it Y Y —ZO@MTY, [notification_subject] : &I %7 & %
]\ o
UPDATER.UPDATERD. Unknown error occured: $traceback ltraceback| : ML —A v 7,

TI2bTLAY 4L T5—Fh

WDFIL, AsyncOS THEMIND SEFIERT U NI LA Y T4 NVE T F7— DY AKNTT,
77— FOFBBHEERENTHINTONET, TURNTLA7 7 &, Rl (BRI
TR UA ) RSNV AT AT 77— THOBRENIEENHDLZ LICHEEL
TLEE,

Table 9: 4 ZRIGEUENH DT IR TLAY T4 LEZ TI3—LDYR F

73— 4

Ayt—T LA

NS A=A

VOE.GTL THRESHOLD ALERT

Outbreak Filters Rule Update Alert:$text All rules last updated
at: $time on $date.

ltext] : 7T v 7T—+" 7T
F—hDTX AR,

B, 79TV A7 T4NZDOLEXVMEREF I Ttime] : BT v 75—
EIOEEINE T, IN2lEZN
[date] : &#&T v 77—
INCIEES
AS.UPDATE FAILURE $engine update unsuccessful. This may be due to transient lengine] : 7 v 75— b
network or DNS issues, HTTP proxy configuration causing R LT P,

update transmission errors or unavailability of
downloads.ironport.com. The specific error on the appliance
for this failure is: $error

AL P F 2K TV F X CASEL— LD T

7T — MR LTS EIGEE SR ET,

lerror] : ¥/EL7=
7

DIRBYT TI3—h

WDFIT, AsyncOS THERINDSIESERI TAZ VT TIT— DY ARTY, 7T—
N OFI L BERENFTHE AL TVET,

227058 |}
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Table 10: 4 B AREMEA H DI SRE YLV T TI3— DY R b

DZSN & |

appear to be in the cluster

TI3— k45 Ayt— LEREA NG A—4
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | Tname] : <3 L DF X MBIV
AUTH_ERROR $ip - $error - $why$error:=Machine does not

U7 NES (EiF3ndhnns .

$ip - Serror - $why$error:=Connection failure

lip) : UE—hKHKRALDIP,
7 U%/l)jjﬂ/ EIL\DEEI‘7_z) %\éébf’ & _
. [ : 7 —\Z PR T
R ESNET, v Ry 77\5’0>7</ Zvl\ihyj =7 TICHT SRR T
NTRWGEEICEZ DR H Y £77, °
CLUSTER.CC_ERROR.DROPPED | Error connecting to cluster machine $name atIP | Tname] : <=3 > DH &R FAB IO
$ip - $error - $whySerror:=Existing connection | 1) » NEE (E7 130T .
dropped
lip) : UE—hKAHKABLDIP,
i, 7T AZNOERIN Fry 7Sk .
r =T —IZ FEMR T
b ol S S why] =7 —I(ZBET 55T %
x }\O
CLUSTER.CC_ERROR.FAILED Error connecting to cluster machine $name atIP | Tname] : <3 v DF X MBIV

VT NELS (Eli3unhnn .

FORWARD FAILED

$ip - Serror - $whyS$error:=Message forward
failed, no upstream connection

i, 7T ALSOEFICRIL 5| Tip) @ UE—F RA O IP,
= _ gt o
EEINET, fwhy| : =7 —IZBT BT %
A B,
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | Thame| : <=3 > DFR R MBI

VT NAES (EixnFhn) .

$ip - Serror - $why$error:=No route found

lip) : VE—hHERAFDIP,
IVT A NN TTITAT LV RINT T AL _ )
. S r : —r s
@vyym%%y%%gfgﬁﬁot%é/;?w T =BT DR T %
WCEEESNET, °
CLUSTER.CC_ERROR.NOROUTE | Error connecting to cluster machine $name atIP | Tname| : =3 > DR &R MBIV

U7 vEE (E3vng) .

$ip - Serror - $whySerror:=Invalid host key

7J?4ﬁw M 72 SSH 7R A R 2 — 78
bHoT BB ITEESNET,

IVTANN, YLD TASORO Tip) Y E= b AR POIP
v A~DJL— K 5 7 - = E 7
/: Y ZRAGFTE R oI HE fwhy| : =Z—(ZB9 D677 %
%15 SNFE ﬁ—o Z k

CLUSTER.CC_ERROR.SSH_KEY | Error connecting to cluster machine $name atIP | name| : <3 LDk 2 R B LY

U7 NEE (ErzidnTans .

lip] : UE—K KA FDIP,
fwhy| : =7 —|ZB9 H5EM727 %
A R,

B o x7oEE




| vz27LE8

5525925 75—+ ||

77— k4%

Ayt—T LR

INDA—4

CLUSTER.CC_ERROR.TIMEOUT

Error connecting to cluster machine $name at IP
$ip - $error - $why$error:=Operation timed out

lname] : <=3V DOFRA MBIy
U7 NEE (2030 .

i, MESNIBER A LTy MLz | Tip) - UE—F KA MDIP,
BEACEE _ e
IR EINET, Twhy) =7 —IZBI B a7 T
A R,
CLUSTER.CC_ERROR _NOIP Error connecting to cluster machine $name - lame] : <3V DFEA MBI

$error - $why

U7 NES (Ei3ndhnns .

VIT AN TTTAT AW TS| Twhy) =7 —IZBIT Bt 7 %
DD~ DEMRIPT RUAZERET| A R,
SR BRI SNET,

CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - name] : <3 DRA MMLE L0

DROPPED

AUTH_ERROR $error - $whyS$error:=Machine does not appear | | 7 L E 2 (£ 7= 1T T .
to be in the cluster
fwhy| : =7 —|CB8T HatMl7eT %
IVT ANy 7 TAZDY I AHET | 2 |,
HERICERGE™ 7 — D3V LT A ICEE S
NET, v UWT TAIDA L INTRD
AR E DAREERH Y 77,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : vV DRAMBLOY

$error - $why$error:=Existing connection
dropped

VT NVES (Eidnang .

FAILED

"why| @ =7 —(CBI¥ 2REMl7e 7 %
b VNI TAADRD T DR | 2 b,
BRI T RVAZRIGTE S, 77 AL~
DR Ry 7 LGBk E &S
R
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - name] : <V DFEA MBIV

$error - $why$error:=Connection failure

U7 NS (Ezidndan .

FORWARD FAILED

i, RMZEHRT 7 — AL, v | Twhy) =T —ICBIT LR T %
N T AZDRNO= T DEZHRIPT R | A b,
A BPAFTE oo Bl E e E
j—O
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - ame| : <3V DOEREA MBI

$error - $whyS$error:=Message forward failed,
no upstream connection

VT ANy BT T ALEDRD=
SUDHEIRIPT RL ARG TES, 7
TIAT VANV AT — X BERIETE
RS TR BITEHEESNET,

U7 VEE (E3vng) .

fTwhy| : =7 —ICBT A5E/M7T %

A B,
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DZSN & |

77— k4%

Ayt—T LB

INDA—4H

CLUSTER.CC_ERROR _ NOIP.
NOROUTE

Error connecting to cluster machine $name -
$error - $whyS$error:=No route found

lname] : <=3 DOFRA MBIy
U7 NS (F2E0n3ndy) .

SSH KEY

TIVT 4N, =N T AZORO~ | Twhy] =7 —ICBT 5577 %
TUDERRIPT RLAZRGTET, Bl A b,
DL ~DN— b ERIFGTE o728
BICEEFEINET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : > DHRAMBLOY

$error - $why$error:=Invalid host key

U7 NEE (Ezidndan .

TIMEOUT

IVT 4 TN, =N TAEDORDO~ | Twhy] =7 —IZBT 5572 T
VYOFEBRIPT RURAZEUGTE S, A A K
W72 SSHARA b F—Z2EFTE o
BRICEREshET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - Thame] : <Y 2 DFRA MBI

$error - $whyS$error:=Operation timed out

U7 NEE (E30vng) .

Bh, vV TAZORO~ Y OR | Twhyl s =T =BT SRR T
WRIPT RLAZBGTE, fRESH | A b,
BIENZ A LT U P LT EICHESNLE
TO
CLUSTER.SYNC.PUSH_ALERT | Overwriting $sections on machine $name lhame] : <3V DEANBLIOY

I UT 4 T, BRET — X BRI B4
. VE—FFRRAMIEEINEAICE
FEnEd,

VT NELS (li3unwdnn .

lsections] : EfFHDI7 T 2% &7
arDlY Ak,

Yy +kJ—9

BREMEDEE

DRI arTIE, TTIAT U ADRy NU— 7 BEORREIE T DEREIZ DWW TRLE
LEY, INOOBEETIE, VAT Ly b7y 7 Vg F—FOEMTI AT LAY FT v
74— (£721d systemsetup =~ K) ZRHALTHELZFER M4, DNS, B &
ON—F 4 VT ORTEEICEET 78 A TEET,
Z 2T, ROBEREIZOWTCERIA L £97,

* sethostname

« DNS
=T 4T

BN

X [E

*dnsflush
¢ /XA 7 L— X (Passphrase)
s Xy NT—T TR

B o x7oEE

(GUI B X " dnsconfig =~ RZFIf)
i (GUI, routeconfig 2~ NI L Nsetgateway =~ > FZF|H)


b_ESA_Admin_Guide_13-5-2_chapter3.pdf#nameddest=unique_78

| vz27LE8

227642 +20zE [

= A B

VATLRAMEDER

N

VAT LOWHIE, KA NABSEASLET, FREMERA M EANT D LERD Y &
T BAMEEET I

*Web A% —7xAAT, [fv hU—2 (Network) ]>[IPA > ¥ —7 =A% (IP
Interfaces) %7 U v 7 L. 2 (Management) %7 U 2 LTC[H A b4 (Hostname) ]
THRAMEEELET,

* CLI T sethostname ==~ > RZ&fHEH L £,

Note

EREEMETHET, HILWOERX RNGITAEITRY £ A,

FAA Y r—L X T L (DNS) EREEDER

GUI ® [y bU—2 (Network) ] A ==—0® [DNS] ~— % 721 dnsconfig =2~ > KT, 7
TIGAT A DDNS REMERECEFT,
WOBREMERETEET,

o U H—F v PODNS ¥ —_"F T —FME D DNS V—"EZFHT 50, BLOEH

T2 BRI 72—

*DNS N7 7 4 w7 T HA L F—T =4 R

e WiB|XDNS/IVY I T T MMNEALLT U MNTDHE RS 5

*eDNSFHF¥ v =2dDZ7 U7

DNS H—/\DIEFE

AsyncOS TlE, A ¥ ¥ —F v h®/L— K DNSH— 3 —HME O DNS — N F703 A1
H—F v h®JL— bk DNS — B L OFEE LI-HEB DNS h— & c& £, /& —
Fv hO— N F—=NEFHTDE X, FED RAAL NMEHTHZRE— 2B ETDHZ
EHLTEET, UEBEDNS H— NFH O KA VTSNS 720, MU KA AL T 5
e — 3 (BcieHI72 DNS L o — R &) THALENRDH Y £7,

AsyncOS Tlx, 4 > % —F > F®ODNS H—_ZEH LAaWiEEIc TA7Y » b DNS #—
EYAR—FLTWET, 2—FMEORNI —"ZHH L TWD5EEIE, IS0 KA1 B X
OBH$ 2 DNS —_ZfEET 22 L b TEET,

(27U v FDNS| Z&ET DAL, in-addrarpa (PTR) T b U & [ERRICERET D L BN
bVEFT, ZOD, TExE Tengl 72V —ZR—AH— 1234120V XA L7 N5
W2, TR_RTO eng =2 U 17216 2 NT—271ZHD5A. A7V v b DNS &EIC

leng,16.172.in-addr.arpa] ZfHETHLENH Y 77,

227058 |}
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B osuzorversqatusq

BTN ETSAF T4

ATJTH4 DNS H—IZ, BIECT T4 A4V T 4 ZfEETEE T, AsyncOS TlE, 7714 4
U7 47301 W%ﬁwmw#%ﬂ@ﬁ%%ﬁAiﬁ DNS H— S35 LW 54, AsyncOS
WFROT T A F VT 4 RO — O ZR A E T, ﬂcf?4ﬁ)%4%ﬁomm%%
WCEEO= N BRETHIHE, VAT AF I —E2FETT LR LT T4 4
T4 HFFODNS =% U R IS T VX MIGERET, VAT NIRRT =) OF
RGNS T2 A4 L7 7 ) T5F TEHRHFEL., TOHKKD 7 = VI3 LCEHEiE XY
HOLRWRHIFE L 3, TO®%RBEKTT, FFERFHIZ. DNSH— DOIEfMREFHI &%
ESNTWATIAFT VT AIEGFELET, YA LTV NOEIIZTITA44Y 7 2 IZB%RA
<, TRTOIPT RUVATHULUTY, BAIOTT7A4F VT 4 IITmbENT A LT 7 MK
EINTEY, ROTIAFT VT AT EIVEVWI A LT 7 PBRRESNTOET, Kl
ZA LT MNERITR0RTT, 1207744V T 4 #HELTWDIEE, 40T T4
V7 41T 58— O A LT T MIOIZRD T, 2200774 F VT 1 &% E LT
WABEE, IO T TAF VT AT HEY— DL A LT 7 MI ISR, kDT Z
ATV T LIZHTEIEY—ROZA LT T MIASBIZRDEST, T7TA4FV T 403 DD
B FALT T NISH, 100, 45BIC £7,

72 Z21E, 4 ODDODNS YV —NREFREL., 22T T4 4V T4 0%, 79447 11
.0 1T IAA VT4 2R E LIELET,

Table 11: DNS H—/\, TS5A4F )T 4. BLUVE A LT FERODE

ISqAY =, BALTY~ (B)
F 4
0 1.2.3.4, 5.5
1.2.3.5
1 1.2.3.6 10
2 1.2.3.7 45

AsyncOS I3, f?%ﬁ)%xo_ﬁﬁémtzo®%~”%7/&ALEﬁLi# TIAF
U7 4 0DH— 312X 7 L TND B 1o =R ENET, TTAFY
740@%—A#ﬁﬁ§7/bfméﬁA\774%)741@#~f~u1m)#ﬁ%éh\
BN T TAA VT 12 (1.23.7) OV —"NMERESNET,

A LT MNFERNET T4 AT 4 00V —NIWGFLEHBEUTHD, 7744V T 41D
P—NIT LV EVEBNRESN, 77943V T 420 =N EHICEWEBNRE &
nEJ,

A3 =3y b IL— bk H—/\OEH

AsyncOS DNS U Y L 8L, EPERE 72 #E 1 A — /VELE IZ LB 72 K E D[R] DNS #fi 2 U T =
D EDIERF S TTVWET,

B o x7LoEE



#ElzoNs Ly 7y Tns1u79+ ||

\}

Note 57 4L FDNSH—NITA v Z—F v b b— b P— RSN ERETH 2 & 2RI L2
REINT-V—NIHER Y — N2 TR WRRAAL D7 ) IR T = %)M%ﬁ!
HoET,

WEIEDNSILY I TYTDRA LTIk

TFIAT LV ATBFA—NDEZEOR., VA FT—IZEHE L TWVWATRTHY E— KA R
LT [TEDNS Ay T v 7| OFfTERALET, (CEDNSA VI T v 7 &2FTT5
ZLT, VAT AFIVE—RFRARNDIPT RLAOEYSMAHEEB I OWMIELET, 2

PG LR A RO IP 7 R LAk A5 & DNS (PTR) /vy 77 v 7 e FiUlki< PTR

N 7T TRERICHT HIESIEDNS (A) vy 277 w7 nbeEd, 20%, VAT ALK
AN I T o TORERNPIR VY 7T v 7T ORERLE —HT DN E I DTy r LET, #E
RB—FE LW, ALa— R FELRWGAER 7 77 A VI, — BT 2%EHFEN Re,|
VAT AFERANTIVEARA T =T (HAT) NOx> b L —FFT 5P T FL AL
LET) . ZOREMNREZA LT MNERNZZ Oy 77 v AIZORHEHE, B ) &
T T7A AV T 1 ,0onpage TO6 Tl I TWND —fIXII72RDNS ¥ A A7 7 MZITEH S NVEH A,

A DNSH—"DF 7 4 /L MEIZ 207 T9, DNSH— N ZHEE O N BNEETDHA. &
%&4A7¢bﬁﬁ(m@%~ﬂmﬁx@a%m@ﬂ777/7®&4A7ﬁb@ﬁ)@T

o 72& 21X, DNS =DM 8 T, WBIEDNS/ Y 7T v T DX A LT T ~OEN 207
DA, ARtZ A L7 U MEE (8x20) =160 BT,

BEZ To) ZANT52ET, §_XTOY RAF—IZH LT e — 3LZifig| & DNS /Ly 7
T T DEALT T MBI TEET, HE2 ORICHRE LSS, M5 DNSLY 7T v

ITERITENT, ROVITEED X A LT 7 MEERTCITRENET, 2, ZEFA D
SERHEICAR A FDIP Ly 7T v I~y B 7 ENT-—4 (CN) 236 584 . TLS #Eirss
i ROD RAALNCT TIAT UV ANA— VR ET L% L E7,

DNS 75—k

TTIAT U AOHERERIC, FHICAYyE—Y IDNSFY v 2D/ — bR M7 v 7KK
L% L7z (Failed to bootstrap the DNS cache) | M5 SN2 7 7 — FRERINOGENRH Y
FT, AvE—TF, VATAZEBT T AU DNS =AW EDERTE o7
ZEERLTVET, ZOFERT, Fv MU — 7 BT S DRI DNS 7 2 AT AR
T TA NI A, T DA A I T TRAELET, ZOAvE—UNBOXA I
TTCERREINTEGE, vy NI —ZBEPEAEL TWDH, £7213 DNS BRE THL 2 —
PHEESNTWWARNZ 2R L TWET,

DNS *vwvi a7

GUID [ ¥ v 2 %42 (Clear Cache) 1R %>, F£7-id dnsflush =~ K% H LT, DNS
X¥ v vaDTXTCOEREZ V7 LET (dosflush 2+ 2 ROFEMIZOWTIEL,  [CLIReference
Guide for AsyncOS for Cisco Email Security Appliances ]| #ZM L T 7Z2&vy) . @—7%/L DNS
VAT AP TR \_@% ExfEHCEET, a~vr FEIFCIZETIN, v v
Va2 OFRAFIZ—REICHERE MR T3 2 ATREER H U £,

LR LEHE
|
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B /o rrai—vao8—Tx42EEMLI-DNS BEBEDRE

BS54 AN 1—HF A3 —T x4 XA%EEEL-DNS BHEENETE

ATy
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATvT1
ATvT8

ATvT9

Procedure

[*> FU—7 (Network) ]>[DNS] Z&ER L £,

[REDHE (Edit Settings) 1227 U v 27 LET,

A B —F >y FD/— bk DNS B — " F 72T —P M E O DNS — &2 50, F7-213A

v H—F v hD— |k DNS B—"ZHH L TR DNS — a8 ET 205 =R L E T,

Z—HHEH O DNS Y —"EH AT DAL, $—IDZ AL [{TZEM (AddRow) | %7

Vw7 LET, HEH—N_"TZOFEELEBVIRLET, = —HWME O DNS — % A ST 55

HlE. TIAF VT 4 bREFFCHEE LE T, FHMIC-DOVTIX, DNS $—/SDF5EE, on page 75

LTI,

BB RAANIK L TRV DNS B —NZHRET H5E81E. KAA 2 B DNS — 3D IP

T RLAZANLET, T72BM (AddRow) 1227 Vw27 L, FAALVEBMLET,

Note RAAL B HEH~TREEZ LT, 1 OODNSH— N2t L TEBD RAL V&2 A
HWT&EET, IPT RLAZ D ~TRYDHZ LT, #HEDDNS Vr— %2 ANT5Z
tHTEET,

DNS "I 7 4 v VDA v B —T = A ZAZEIR L ET,
WEl& DNS /vy 77 v T adikd 5 F TICFHET 28 E AT LET,

[Fvviax2U7T (ClearCache) |27 Vv 7 LT, DNS¥¥ v a7V 73526 T
TET,

KHEEERFEL, RIFLET,

TCP/IP 57 4w IL— FDERE

ATy T
ATy T2

ATy T3

—EOFRy NU—TRETIE, B¥EOT 74NV N = b2 AUND N T T 4T — B
FERTHHLERH Y £,

TIIAT L AFIA v E—Fy N Far bhalt =304 (IPvd) BIOA V22— N7
g hal =326 (IPv6) OWFDOAEZT 4 v 7 )b— 2R LET,

AHT 4 w7 — hi& CLI T routeconfig =~ > REMHEH L TEET I, 3k FIREIC
EVET,

Procedure

[r> FU—2 (Network) ]>[/V—7 « > 7 (Routing) ] =N L E7,

YERRT D AXT 4 w7 V— b DX AT (IPvd £721L1Pv6) D=, [Jb— h %8B0 (Add
Route) | %7 Vw7 LET,

N— b DT AT LET,

B o x7oEE



| vz27LE8
Fornk =tz nEE ||

ATV T4 55EIPT RLAEZ AN LET,
ATFYTES F— I ADIPT FL2AEZ AN LET,
AT T6 BEEEEL, RGELET,

TIAILET— VT A DEE

T XNV = T A BRETHITIE, CLI Tsetgateway 2~ > RZEHT 50, £33k
DFNEZTENET,

Procedure

ATYF1 [*y hU—2 (Network) ]>[/V—7 1> 7 (Routing) ] ZER L £,

RTF9T2 BERTHA X —Fy b T bhal N "—Var0dil, v—h URANT[T 74V bb—
I (DefaultRoute) 1 &7 U > 7 L9,

ATYT3 = U=z ADIPT RLARAZEFLET,

ATvTa4 BEREREEEL, RIFELET,

A — | =g ]
SSLEXEDIETE
[SSLA#ARFDEX E (SSL Configuration Settings) | ~— " F 7214 sslconfig 2~ > K& L T,
TTTAT L AD SSL iR E LR TE £,

Procedure

ATV [VAT LB (System Administration) ]>[SSL A#AF D% E (SSL Configuration Settings) ] %
707 LET,
ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

LRT LEE
|
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SSLBREDIETE

Important 70D AsyncOS/S— 3 > (120°12.172 ) MoT7 v F 7L —RKLEEE, 74
JU K@ SSL B 1% AsyncOS 13.x LA CIRDO L S ICEF SN E T,
«GUIHTTPS D54 :

AES128:AES256: !SRP: | AESGCM+DH+aRSA: | AESGCM+RSA:
!'aNULL: ! kRSA: @STRENGTH: -aNULL: -EXPORT : ~-IDEA

AN FSMTP DBE

AES128:AES256: !SRP: | AESGCM+DH+aRSA: | AESGCM+RSA:
!'aNULL: ! kRSA: @STRENGTH: -aNULL: -EXPORT : ~-IDEA

T kN2 KSMTP DIBE

ECDH+aRSA:ECDH+ECDSA:DHE+DSS+AES:AES128:AES256:
! SRP: !|AESGCM+DH+aRSA: | AESGCM+RSA: !aNULL: !eNULL: ! kRSA: @STRENGTH:
—-aNULL: -EXPORT: -IDEA

ATFY T3 BERHIE LT, WEFEITLET,

« GULHTTPS SSL Z##&%& L £, [GUIHTTPS] C. 45 SSL i LmEE XA EL
i‘j‘o

« Z{2 SMTP SSL Z iR & L £9, [%1ESMTP (Inbound SMTP) ] C. 9% SSL F & I
TR ERELET,

« 5{2 SMTP SSL Z#% & L £, [%/ESMTP (Outbound SMTP) ] . flifi9 % SSL 5 &
B b F R EHRE L7,

s FDOMDTLS 7 I AT > b —EREHRELET, 77747 2 ANIEFIPS T— RO
B, [FDOMDTLSYZ 7 A4 7 > h3—t A (Other TLS Client Services) ] CTi%. TLS v1.0 J5
KT 740 N THEGIZRY 9, [LDAP] B LW lUpdater] DTLSZ A4 7 > h¥—
BRI LTUE, T T4 T ATTILS v10 X EFCTE £9,

WO EZB LTI,

« (BEFIPS =— FOHFE) TLSv1.0 & vil FREFRICIIASIC T EEA, 277
L. 260 FRUL TLS vi2 FR e EiCHEMCc T £9,

« JEFIPS E— R T TLS v1.0 REZNIT /2> TV D FALD AsyncOS N— = > (i : 12.x £/
1% 13.0) 205 AsyncOS 1351 LIRRIZT v 77 L— K95 & TLSVI.0 3T 7 4 /L k CTHER)
WV ET, Ty T T L—RRICT 774 T ATTLSvI.0 FREFHZT HLERH
VET,

* AsyncOS 13.5.1 LIFETiE, SSLv2 B X OSSLv3 FXTHAR— h &S Et A,
« T T TAT U ANFIPS E— FOLEG, TLSv1.0 FRUTHR— FSinvEH A,

e T FIFAT v ADFEFIPS E— ROBA . TLSv1.0 FRITT 7 4/ F TENC ARV £,

ATy a4 [FIE (Submit) 1227V vr7 LET,

B o x7LoEE
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SAML20 ZfERALT=> VT IL YA A2 (8S0)

ATy TS5 [EHZHME (CommitChanges) ] %7V v LET,

SAML20 2R LI=>2T 1L Y4 A > (SS0)

o TN YA A (SSO) & SAML 2.0 (Z2OW T (81 ~—7)
*SAML2.0SSO DU —7 77— (81 _X—)
* SAML 2.0 [ZBH9 2 EEFIHE A FE (82 X—)

e T TIIAT A TDSSO DHETEFHE (83 2—)

U A A Y (SS0) & SAML2.0 (DT

TITGAT U AIZSAML2.0SSO AR —h AL ELE, THTLY,

Lo —

VRN T SAML 2.0 SSO $tIGH—EZ~DT 72 ZEA L TWARILZ LT vy v b
TT T ITIATVADWeb A vV H—T =2 A R Zal A TxFET, 72& 21, SAMLID 7’

A #— (IdP) & L T Duo. Microsoft ADFS., F7-1% Azure Z AN LIZHA.

SAML 2.0 SSO

EYR—FT 20— RATm A H— (SP) L LTTFIAT L AEZRETEET, 2—HiF

—FEF A LA UL, TRT O SAML 2.0 SSO % — B AICT 7 L ATE £,

SAML2.0SSO WU —% 70—

SAML20SSO V—27 7u—%. IRORICHFERLET,

227058 |}
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B sy zrssEcsnsE
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